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¢ [IpocmMOTp cBEAEHUI O TEKYLLMX CECCUAX B paMKax rpynnbl Nofib3oBaTtenen n CobbiTuaX CUCTEMBI
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o  CuHXpOHU3auua rpynnbl Nofb3oBaTenen ¢ Katanorom
¢ BbIbop nonutuku gnga rpynnel Nonb30BaTeNen
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e bBbICTpbIN Nouck
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o [lonb3oBaTenbCcKkMe NOAKNIYEHNS
e PaspeweHuns

¢ JlokanbHble y4eTHbIE 3an1cu

e [pynnbl pecypcoB

e Ceccuu

e CobbITus

o Cnyx6sbl

Bbibop nonuTtukn ans pecypca

[obGaBneHne pecypcos

[obaBneHne pecypca Bpy4Hyto

[obaeneHune pecypcoB 13 ainna

HacTtponka nonb3oBaTenbCKoro NOAKNKYEHUS
e Hactpounka RDP-nogkntoyeHuns

e Hactponka SSH-nogknto4eHus
HacTtponka KnnmeHTCKOro NogKnoYeHus

¢ Hactponka Beb-ceccun

e Hactpownka nogkntoyeHna k CYB[]

HaCTpOVIKa CepBUCHOIo Noakri4YeHnd ana pecypcos

[lobaBneHne y4yeTHbIX 3anmcemn

Hactporika cepucHoro nogkrntodeHuns gns OC Windows

HacTtponka cepsucHoro nogkntodeHms ansa OC *nix

HacTtporika cepBucHoro nogkrntodenuns gna CYBL MS SQL Server

HacTtpoiika cepsucHoro nogkrntodeHuns gna CYB[ OracleDB

HacTtpouika cepsucHoro nogkritodeHuns onga CYB/L PostgreSQL nnmn PostgreSQL Pro
HacTtpoiika cepsucHoro nogkntodeHuns gna CYbBL MySQL

HacTtponka cepsucHoro nogkntodenus ans Cisco |0S

HacTporika cepBucHoro nogkntodenuns gns Inspur BMC

Onepauun Hag pecypcamu

PenaktnpoBaHue pecypca
[obaeneHne n yganeHue Teros
YnaneHue cBsi3aHHbIX CYLLHOCTEN
[obaBneHne Nonb30BaTeNbCKOro NOAKMHOYEHUS
[obaBneHne y4yeTHoM 3anucu
e [laponb n SSH-kntou
e Hactpownka napons
e Hactponka SSH-knoua
[MpoBepka coegmHeHUs1 C pecypcoMm
CuHXpoHuM3auus



BnokupoBska
YnaneHue/BoccTaHOBNEHWE pecypca
e YpoaneHue pecypca

+ BoccraHoBneHune pecypca

e MaccoBble onepauumn Haa pecypcamm

HacTpolika cepBUCHOIo NOAKMYEHUS
lMpoBepka coeauHEHNsI C peCypcoMm
YnaneHue pecypcos

YcTaHOBKa NONMUTUKK

YcTaHoBKa nogpasgeneHms
[obaeneHune Teros

o [lpoBepka oTneyaTKkoB kntovenn SSH-cepBepa

MpenBaputenbHble TpeboBaHWS

PexxMMbl 3anonHeHnst 0TneYaTkos

Bbibop pecypcoB ons gobasneHnst oTneyaTkos

[obGaBneHne oTne4aTkos

o [lo6aBneHune oTnevyaTKoB BPYYHYIO

e [lo6aBneHune otTne4yaTkoB aBTOMATUYECKN

o [loGaBneHue oTneyaTKoB rpynnoBon onepaunen
[ononHuTtenbHas nHdopmMaunsa o pabote otneyaTkoB SSH-kntoven

o Cnyx6bl

MpenBapuTenbHble TpeboBaHWS
[obaBneHune cnyxo6
PepaktupoBaHue cnyx6

CwmeHa naponen cnyx6
YcTaHoBKa napons B criy»6e
Mepesanyck cnyx6

Mownck cnyx6

e bBbiCcTpbIN Nouck

¢ PaclwmpeHHbI nonck

o [louck yganeHHbIx crny>o6
McnpaeneHune owmnbok B paboTe cryx6

YnaneHue cnyx6

e [pynnbl pecypcos

Mowck rpynn pecypcos

e bBbICcTpbIN Nouck

e PacwunpeHHbIn nonck
DyYHKUKUK rpynn pecypcos



o PepaktupoBaHue rpynnbl
o [loGaBneHue pecypcos

o [lob6aBneHue paspeLueHuin
e [lpocmoTp ceccumn

¢ [lpocmoTp cobbiTni
YnoaneHue rpynn pecypcoB

e YyeTHble 3anucu

[obaBneHne y4yeTHoM 3anmcu
Mownck yyeTHoOM 3anncu

e bBbicTpbIN Nouck

¢ PaclwmpeHHbI nouck
Mpodunb yyeTHOM 3anmcu

o PaspelueHus

e Ceccuun

o CobbiTus

e [pynnbl 6e3onacHocTH

e Cnyx06bl

BbiGop nonuTuku Ans y4eTHOM 3anucu

e Onepauuun Hag y4eTHbIMU 3anucsamm

PepaktnpoBaHue yyeTHoM 3anncu
lMoaTeepxaeHne y4eTHON 3anmcu
Maponb n SSH-knto4

e HacTtponka napons

e Hactponka SSH-knto4a

e BoccraHoBneHue napons unu SSH-kntova
o [lpoBepka napons nnu SSH-kntoya

o CwmeHa napons

o CwmMeHa napons no pacnucaHuio

¢ CmeHa SSH-krnova

YnaneHue HeynpaBndembix SSH-knto4ven
CuHxpoHM3auusa

Bnokuposka

NrHopupoBaHue

YnaneHue y4eTHoW 3anmcu
BoccraHoBneHue y4yeTHoW 3anncu

e MaccoBble onepaunn Hag y4eTHbIMU 3anmcAamm

MogTeepxaeHne
MpoBepka napons unun SSH-knro4va



o bnokuposka
e WrHopupoBaHue
e YpoaneHue
[lomeHbl
e [lonck pomeHa
e bBbiCcTpbIN NoMCK
e PaclumpeHHbIn nouck
e [lpodunb gomeHa
¢ [loMeHHbIe y4eTHbIE 3anucu
o KoHTenHepb! ons pecypcos
¢ [lpuBunernpoBaHHble rpynmnbl
e CobbITns
e Bbibop nonuTtukn gna gomeHa
[lob6aBneHne JOMEHOB
HacTtponka cepBMUCHOIo NOAKNKYEHUs A1si JOMEHOB
o [loGaBneHue y4yeTHbIX 3anmcemn
e HacTtponka cepBMCHOIro NOAKNKYEHUSs
Onepaunn Hag gomeHamm
e PepaktnpoBaHue gomeHa
o [loGaBneHue y4yeTHOM 3anucu

e HacTtpolika napons

lMpoBepka coeanHeHUst C AOMEHOM

MmnopT pecypcoB
o BbIGop KOHTENHEPOB
e Vmnopt

CUHXpOHM3aUUSA yYETHbIX 3anucen
e BbIbop rpynn npuBUnIerMpoBaHHbIX y4ETHbLIX 3anncen

e CuHXpoHM3auus

YnaneHue/BoccTaHOBNEHME JOMEHA

e YoaneHue gomeHa

e BoccraHoBneHne gomeHa

MaccoBble onepauuu Hag ZoMeHamun

e [lpoBepka coeanHeHus

e YpganeHve JOMEHOB

CtpykTypa

e Bwuabl nogpasgenexuin

¢ JlokanbHbIN agMUHUCTPATOP

e BknioveHne paboTbl ¢ nogpasneneHnsMm



o Co3gaHue paspeLueHuin
e [louck paspeLlleHnn
e Onepauuu Hag paspeLleHnaMu
¢ MaccoBble onepaunn Hag paspeLleHnsMn
CospaHune paspeLueHni
e [logpasgeneHue
¢ [lonb3oBarernb
e Pecypc
¢ Yy4yeTHagqa 3anucb
¢ OrpaHunyeHus BpemMmeHu
o [lapameTpbl paspeLueHns
Mownck paspelueHnin
e bBbicTpbIn Nnounck
e PaclmpeHHbIn Nouck
Onepauun Hag paspeLleHnamm
e KonunposaHue
e OT3bIB
e [lpnocraHoBka
¢ BosobHoBneHne
Maccosble onepauuu Hag paspeLLleHnsaMu
e OT3bIB
e [lpnocTtaHoBKa
¢ Bo3sobHoBneHne
3anpocbl ceccun
¢ [louck 3anpocos
e bbICcTpbIN Nonck
e PacwmnpeHHbIn nonck
e  O®yHKUMKM 3anpocoB
o [logTeepxaeHue 3anpoca
o OTKNoOHeHMe 3anpoca
e [lpodunb 3anpoca
AKTMBHbIE ceccumn
Bce ceccuu
e [lownck ceccun
e bBbiCcTpbIN NOKCK
e PacwmnpeHHbIn nonck
e Bhbirpyska xypHana ceccuu B thann
e [lpodunb ceccun



e CoObITnsa
e Onepauun Hag ceccusiMn
o [lpepbiBaHue ceccun
O6HoBneHne ceccun

Buoeo
e [IpocMOTp NOTOKOBOrO BMAEO
e [lpocmoTp/CkaumBaHne UTOroBoro BUAEO

TekcToBbIN nor

e [lpocmoTtp/IMonck/CkaumBaHme TEKCTOBOrO nora

CHUMKM 3KpaHa
¢ [IpocmoTp/CkavnBaHme CHUMKOB 3KpaHa

lMepenaHHble Ha cepsep dranrnbl
¢ [lpocmoTp/CkaunBaHue nepeaaHHbix annos
o CobbITns
e [lownck cobbiTnii
e bBbiCcTpbIN NOKCK
e PaclmpeHHbIn nonck
e Bbirpyska cobbitun B thann
e YBegomneHus
¢ [lpegBaputenbHas HacTpoKrka
e HacTtponka yBegomneHun
e YpaneHue rpynn nonyyatenen uim paccblriok
¢ KoHdurypauus
¢ CucTeMHble HaCTPONKM
e 3apgauum no pacnmcaHuio
e Bwupeo
o Ceccumn
o [logkntoyeHus k Gateway
e RDP Proxy
o PostgreSQLProxy
e Hactponku SSH-nogkno4eHnn
e Syslog
e AyTeHTUdMKauus nonb3oBarernemn
e bnokuposka nonb3oBatenen
o TpeboBaHua K NaponsiM BHYTPEHHMX NOfb30BaTeNen
e AyTteHTudukauna no SSH-knovam
¢ [lonb3oBaTenbckoe NogknyeHne
¢ [loGaBneHne coOBCTBEHHbIX TUMOB NOJSIb30BATESNLCKUX MOAKMIOYEHUI



CepBucHoe nogknoveHme

[o6aBneHne cobCTBEHHbIX TUMOB CEPBUCHbBIX NOOKITHOYEHUN
[MoaroToBka hansioB KOHHEKTOPOB

PepaktnpoBaHne cOBCTBEHHbIX TUMOB CEPBUCHBLIX MOAKIHOYEHNIA
MpocmoTp Koga cKkpunTa KOHHEKTOpa

YnaneHne cobCTBEHHbIX TUMOB CEPBUCHbLIX MOAKMOYEHNI
3arpyska wabnoHa SSH-koHHeKTOpa

CeTeBble pacnonoxeHus

Tern

MoHUTOPUHT

JInueHsun

[Mony4yeHne
[lobaBneHue
YnaneHue

YkasaHue onntenbHOCTU cermeHTa Buaeo npu 3anucn RDP-ceccun

Pabota ¢ Connector Creation Tool

Ponun

MpenBapuTenbHble TpeboBaHUs

NoarotoBka

OTnapka

YnakoBka

CtpykTypa

CnpaBo4HUK KOMaHA

new
pack
hash

run

MpenBaputenbHaa HacTpourka

lMpepycTtaHoBneHHbIE ponu

Co3snaHune HoBbIX ponei

[ob6aBneHne nonb3oBaTenen B coctaB ponu

YnaneHue ponen

MNpunoxeHnsa

Bobirpyska naponeu

PepaktupoBaHue KoHurypaunoHHoro gavna

3anyck yTunuTbl

Pabota c PostgreSQL Proxy

HacTtponka knneHta CYb[



o Bsaumopgenicteue 4Yepes SSL
» YkasaHue agpeca PostgreSQL Proxy 8 PAM
o OrTkpbiTHe ceccum Yepes PostgreSQL Proxy
o [MpocmoTp TekcToBbIX NloroB SQL-ceccun
e OrpaHuyeHnsa
o KoHconb nonb3oBarens
o [logkntoveHune K pecypcy
e [lononHuTenbHbIE YTUNUTBI
¢ AyTeHTuUdukaums B SSH Proxy no SSH-kntouy
e KoHconb nonb3oBarens
e Peructpaumna ayteHtudgpukatopa
e Bxopg
o CwmeHa napons
e Bhbixog
o Onepauumn Hag pecypcamu
e JlnyHble nanku
e [lonck
e Onepauunun Hag y4eTHbIMU 3anucamMu
e [lonck
e [IpocmoTp napons u SSH-kno4a
e CwmeHa naponsa n SSH-kntova
 RDP, SSH 1 SQL nogkntoyeHune
e SCP n SFTP nogknitodeHne
e RDP, SSH n SQL nogknto4yeHne
o [logkntoyeHue k pecypcy no RDP
o [logknioyeHwue K W3y JocTyna
o T[logkntoyeHune kK SSH Proxy
¢ [logkntoyeHue Kk pecypcy no SSH
o T[logkntoyeHune K pecypcy yepes PostgreSQL Proxy
o [logknioyeHne K NPOM3BONIbHOMY pPecypcy
o 3apaHune napons Npy NOAKMHOYEHNM
o 3aBepLueHne ceccum
o KomaHngHasi cTpoka
e WinSCP
o FileZilla
o KomaHgHas cTpoka
e SCP
e SFTP



. PSCP
« PSFTP

WinSCP

o [logkntoveHune Yyepes W3 gocTyna

o [logkntoveHre HanpsiMyto K pecypcy

FileZilla

o SFTP nogkntoyeHue K pecypcy

¢ lcnonb3oBaHne PamSu
e Pabota c AAPM Console Tool
¢ Indeed PAM Desktop Console

Mcnonb3soBaHne PamSu
Pabota ¢ AAPM Console Tool

HacTponka KOHCONbHOW YTUIUTBI

Mcnonb3oBaHMe KOHCOSbHOM YTUINTbI

Indeed PAM Desktop Console
AyTteHTudukaums B SSH Proxy no SSH-kntouy

e Knto4y B TeKCTOBOM dhopmaTe

[eHepaumsa kroya ytunuton ssh-keygen
eHepaums knoya ytunuton PuTTYgen

o Ceptudumkar X.509

e Hactponka n cbop noros

e TexHn4yeckasi nogaepxka

e Hactponka n cbop noros

e PacnonoxeHue noros

JlormpoBaHume ckpunta ycTaHOBKU
ProxyApp

YTunutbl

JlormpoBaHme HaTUBHbIX KOMMNOHEHT
JlormpoBaHue B nix KOMNOHEHTaxX

e SSH Proxy

e PAMSU

e Hactponka nornposaHus

HacTtpownka appsettings.json
e Cekums NLog

o Cbopka noros n3 bpaysepa

Chrome, Edge, Yandex
Firefox

e TexHn4yeckasi nogaepxka



e CobbITus
o [lpuBunerumn
o CootBeTtcTBME aTpmnbyToB KaTtanora nonb3osatenen n PAM
CobbITus
e WHdopmaums
e Ouwwnbka
o [lpegynpexaeHue
MpuBunernun
CooTtBeTcTBUE aTpUBYTOB KaTanora nonb3osarenen n PAM
¢ Active Directory, Samba DC n RED ADM
e ALD PRO u FreelPA
¢ OpenLDAP
McTopusa Bepcum
e 32
e 3.1
e 3.0
e 2.10
e 29
e 28



O npoaykrte

MporpammHbii komnneke Indeed Privileged Access Manager (Indeed PAM) — npogykt ons ynpasneHus
AOCTYNOM MpuUBUNErMpoBaHHbIX Nonb3oBartenen k UT-cuctemam KomnaHuu.

EonHaga Touka AOCTyna npusuiiermpoBaHHbIX nonb3oBaTesien K LeneBbim pecypcam.

[MpoTokonbl Mpaeuna PacnucaHue 3aAaBkK [logTBepXxaeHue
aocTyna AocTtyna pocTyna Ha [oCTyn AocTyna

I O]
g0 00

INDEED PAM

MpuBMIernpoBaHHble LleneBble pecypcsl
nonb3oBaTenu



TepMUHbI

KaTanor nonn3oBaTeneu

O6nactb goMeHa cnyxbbl kaTtanoros, 13 kotopoun Indeed PAM nony4aeT gaHHble 0 cOTpyaHMKax. BoamoxHa
paboTa ¢ HECKONMbKMMU JOMEHaMK CnyX0bl KaTanoros.

(D NPUMEYAHUE

nOﬂ,,D,ep>KI/IBal'OTCFI cnegywuine CJ'Iy)K6bI KaTaJioros:

¢ Active Directory

¢ FreelPA (PAM 2.9 v BbiLwe)

e OpenLDAP (PAM 2.10 u Bblwwe)
e ALD Pro (PAM 2.10 u BbiLe)

o« RED ADM (PAM 3.1 n BblLwe)

e Samba DC (PAM 3.1 u BbiLwe)

B Indeed PAM Bepcuun 3.2 1 Bbiwe gocTynHa paboTa ¢ BHyTPEHHMMI Nonb3oBaTensimn 6e3
NOAKMYEHNS Crybbl KaTanoros.

Nonb3oBaTtenu

CoTpygHUKK, YbM NNYHBIE YYETHbIE 3annUcK BXoaAT B kKatanor nonb3osaTtenen. B Indeed PAM Bepcun 3.2 n

BbllLie ecTb ABa BUAa nonb3oBaTenen:

° [ONb30BaTEN U3 CJ'Iy)K6bI KaTtanora,

e BHYTPEHHUE NOoJib30BaTesin.

B Indeed PAM Bepcumn 3.1 1 HWXXe Nnoaaep>KMBatoTCs TONbKO NONb3oBaTenn ua criyxobl katanora.

YyeTHble 3anucum



JlokanbHble Y4Y€eTHble 3anncu pas3rimyHbliX CUCTEM UM AOMEHHbIE YYE€THbIE 3anncu Cﬂy)K6bI KaTtanoros, OoT

kKoTopbix Indeed PAM nosny4nn naponeb.

Pecypchl

PasnnyHble cnctemsl, K KOTOPbIM Tpe6yeTc;1 nony4ynTb O0CTYN OT UMEHU YYETHbIX 3anuncen.

[NomeHbI

[loMeHbl NpeaHasHayeHbl Ans nonyvYeHna n astomatmnyeckoro gobasnenuns B Indeed PAM goMeHHbIX

KOMMNbKOTEPOB N OMEHHbIX YYETHbIX 3anucen.

NMNoppaspeneHue

OpraHusaunoHHas eguHuua Heobxoanmas ans obvegmHeHuns B Indeed PAM no dhopmaribHbIM Npu3Hakam
nonb3oBaTenemn, pecypcoB, YY4ETHbIX 3anncen, paspeLlleHnin Ana 4OoCTyna K 3awuwaembsim obbekTam u T.4.
[MogopasgeneHnsa npegHasHadveHbl Ana pasgeneHus nonHoMmounn agmuHuctparopos Indeed PAM, uto
NO3BOMAET BbIMOMHATL PaboThl TONLKO B paMKax KOHKPETHOro nogpasgeneHns 6e3 BO3MOXHOCTU

BMeLLaTbCA B paboTy Apyrmx agmuHuctpaTtopoB Indeed PAM.

XpaHunuuwe gaHHbIX

[na xpaHeHunsa gaHHbix Indeed PAM moxeT ncnonesosate CYB/[:

Microsoft SQL Server
PostgreSQL
PostgreSQL Pro
Jatoba

CepBUCHOe noagkKno4veHne

CepBVICHoe NOAKIMKOYEeHNE K peCypCy NO3BOJIAET BbINOJIHATL Creayuine onepaunin:

¢ [lpoBepka coeguHeHus



o CUHXpOHU3aUNA y4ETHbIX 3anuncen

o CurHXpoHU3aumsa rpynn 6e30nacHOCTM YYETHbIX 3anucen
o [lpoBepka naponen (SSH-kno4yen) y4yeTHbIX 3anncemn

¢ N3meHeHne naponen (SSH-kno4en) y4eTHbIX 3anmcen
o CunHxpoHusauums sepcun OC unn sepcun CYB[]

o CuHXpOHM3aLMNA KOMMbIOTEPOB B CNybe katanoros
Cnepytowme Tunbl pecypcoB NOAAEPKNBAIOT CEPBUCHOE MOAKMIOYEHNE:

» Microsoft Active Directory
e OC Windows

e OC *nix

» Microsoft SQL Server

o MySQL

o PostgreSQL

e OracleDB

e Cisco (OC IOS XE)

¢ Inspur BMC (IPMI-mogyrb)

Takke 0ocTynHo aobaBneHne cOOCTBEHHbIX TUMOB CEPBUCHBIX NOAKMHOYEHWUNA.

NMonb3oBaTenbLCKoe nogkrnyeHne

[Monb3oBaTenbCKOe NOAKMIYEHNE ABMASETCSA CBOMCTBOM pecypca 1 no3sBonseT oTkpbiBaTb ceccumn (RDP,
SSH u telnet) nnn ceccnn yepes RemoteApp npunoxenus. NogaepxmBatoTca cnegyrowme Tunbl
MOOKIMHOYEHUN:

 RDP
 SSH

Telnet

RemoteApp 4epe3 RDS
PostgreSQL

Pecypc MOXET UMETb OAWNH UK Bornee TUMNOB NONb30BATENBCKUX NOAKMHOYEHNNA.

Takke OOCTYNHO ,EI,O68BJ'I€HI/IG COOCTBEHHbIX TUMOB NOMb30BaTENbCKNX I'IOD,KJ'IPOLleHI/IIZ.


http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/configuration/#adding-new-connection-types-srv
http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/configuration/#adding-new-connection-types-usr

Pa3pelweHus

PaspeLueHns ncnonb3yrTes Ans ynpaBneHus 4ocTyrnom. JTlo6oMy coTpyaHMKY M3 KaTarora nonb3oBaTene
MOXET ObITb BblAaHO pa3pelleHne Ha JOoCTyN K pecypcy.

CocTaB paspeLleHus:

e MNMonb3oBatenb — COTPYAHUK, YbA JIMYHAA y4eTHaaA 3anncb BXOOAUT B COCTaB KaTtariora norb3oBaTesien.

e YyeTHas 3anucb — foKarnbHas Uy JOMEHHast y4eTHas 3anncb OT MMEHW KOTOPOW Morb3oBaTerb
OyOeT OTKpbIBaTb CECCUIO HA pecypce.

e Pecypc — pecypc, Ha KOTOpoM ByaeT OTKpbITa CECCusi.

/\ NPEQYNPEXAEHUE
Pa3pemeHMe HEe MOXeT 6bITb M3MEHEHO B lMnpoLiecce SKCI'IJ'IyaTaLI,VII/I. OT03BaHHbIE paspelueHna He

MOryT ObITb BOCCTAHOBMEHbI.

NMonnTukm

Habop HacTpoek, pacnpenensemMbiX Ha MHOXECTBO OO6bEKTOB cucTeMbIl. [Jna ogHOro obbekTa MOXeT ObITb

Ha3Ha4yeHa TOJ1bKO Oa4Ha NorfinTuKa oaHOoro Tmna.



KOMMNOHEeHTbI

CepBep ynpaBneHus

Indeed PAM Core

LleHTpanbHbIn KOMMNOHEHT, peanu3ayloLwmnmn nornky komnnekca Indeed PAM.
Cpepna BbINONMHEHUS:

e OC Windows Server 2016 — 2022 — Web-cepsep Internet Information Services (11S)
e OC Linux — Docker — Web-cepsep Nginx

Cocras:
o Web-npunoxeHue — core
3apauu:

° lepaBneHme nonb3oBaTtendamMmu, npmeunnerMpoBaHHbIMM y4€THbIMU 3anncAMn, JOCTYNOM, NaponAMNn.

Indeed PAM IdP

LleHTp ngeHtndukaumm nonb3osarenen n komnoHeHToB Indeed PAM.
Cpepna BbINONHEHUS:

e OC Windows Server 2016 — 2022 — Web-cepBep Internet Information Services (IIS)

¢ OC Linux — Docker — Web-cepsep — Nginx
Cocras:

o Web-npunoxeHue — idp
3apauun:

e YnpaBsneHue ayTeHTUdMKaLMen nonb3oBaTenen, Bolgada n nposepka AByXdakTopHON
ayTeHTudMKauumn, nposepka NoASIMHHOCTN KoMNoHeHToB Indeed PAM.



Indeed PAM Management Console
AOMUHUCTpaTUBHBLIN MHTepdenc ana ynpaenexHns Indeed PAM.

Cpe/:l,a BbIMOJTHEHUA:

e OC Windows Server 2016 — 2022 — Web-cepsep Internet Information Services (IIS)
e OC Linux — Docker — Web-cepBep Nginx

Cocras:
o Web-npunoxeHne — mc
3apauu:

o Cnmncok 3agady cm. B pasgene pykoBoacTtBO agMUHUCTPATOpPa.

Indeed PAM User Console

Monb3oBaTenbCkM NHTEpPenc ana ocTyna K 3awuwaemMbim obbektam Indeed PAM.
Cpena BbINONHEHUS:

e OC Windows Server 2016 — 2022 — Web-cepsep Internet Information Services (I1S)
e OC Linux — Docker — Web-cepsep Nginx

Cocras:
o Web-npunoxeHne — uc
3apauu:

e Cnuncok 3agady cm. B pasgene pykoBoACTBO MOJib3oBaTesA.

Indeed Log Server
EanHas nnatdopma gnga pabotel ¢ cobbiTnamm Indeed PAM.
Cpepna BbINOMNHEHUS:

e OC Windows Server 2016 — 2022 — Web-cepsep Internet Information Services (I1S)


http://localhost:3000/privileged-access-manager/3.2/administration/
http://localhost:3000/privileged-access-manager/3.2/user-manual/

e OC Linux — Docker — Web-cepsep Nginx
Cocras:

o Web-npunoxeHne — Is
3apauu:

o COop, xpaHeHMe 1 Bbligaya cobbITUN.

Indeed PAM EventlLog

HononHuTtensHbln Mogynb Ans Indeed Log Server.
Cpena BbINONHEHUS:

e OC Windows Server 2016 — 2022
Cocras:

o Qannbl n bubnmotekn ansa Indeed Log Server
3apauu:

o Peanusyet 3anucb cobbituin B Windows Event Log

CepBep pgoctyna

Indeed PAM Gateway

Habop KoMNOHEHTOB peanuayowmnx QyHKLUUKX jump server'a, cpeacTs ayanta CeCCUi U MEXaHU3MOB

3aWnThI.
Cpena BbINOMHEHWS:

e OC Windows Server 2016 — 2022
Cocras:

o [MpunoxeHne — ProxyApp.exe



o [paneep ons pabotbl ¢ hannoson cuctemomn — Pam.FsFilter
o Cnyx6a B3anmogenctaus ¢ Pam.FsFilter — Pam.Service

o MoaunduumpoBaHHbIn SSH-knneHT — Putty.exe

o Pacwupenune ana mstsc.exe

e Habop ytunut n 6mubnunotek — FFmpeg

» Mopgynb KoHTpoOns 3anycka npoueccoB — Pam.Proxy.ProcessCreateHook

3apauu:

e [lpepoctaBneHune gocrtyna no npotokonam RDP/SSH/Telnet n npounm B pexxume RemoteApp yepes
RDS.

o BepeHue 3anvcu BUOEO 1 CHUMKOB 3KpaHa, NepexsaTta TeKCTa M nepexsarta nepegaBaemMbiX (dannos.
o Ob6paboTka n coxpaHeHne apTedakToB CECCUN.
 [MpoBepka COCTOAHMSA KIMEHTCKMX KOMMOHEHTOB.

¢ KOHTponb 3anycka npoLeccoB 1 JocTyna K (hansioBon cucteme.

Indeed PAM SSH Proxy

Mpokcu-cepsep ana SSH-ceccun.
Cpena BbINOMHEeHUs:
e OC Linux — Docker
Cocras:
o [NpunoxeHne — Pam.SshProxy.Service (OC Linux)
3apauu:

o [lpegocTaBneHune gocrtyna no npotokonam SSH\SCP\SFTP.
o BepneHue nepexsarta TekcTa n nepexsarta nepegaBaembix annos.

o O6paboTka n coxpaHeHne apTedakToB CECCUN.

Indeed PAM PostgreSQL Proxy

Mpokcu-cepBep ansa PostgreSQL-ceccui.



Cpena BbINONHEHUS:

e OC Linux — Docker
Cocras:

e [punoxeHne — Pam.PostgreSQLProxy.Service (OC Linux)
3apauu:

o BepeHne nepexesara TeKCTa SQL-SaI'IpOCOB, 3anyCKkaeMblIX MoJib3oBaTerieMm.

Indeed PAM RDP Proxy

Mpokcun-cepsep ans RDP-ceccun.
Cpepna BbINONHEHUS:
e OC Linux — Docker
Cocras:
e [NpunoxeHne — Pam.RdpProxy.Service (OC Linux)
3apauu:

e [lpenocTaBneHune gocrtyna no npotokony RDP.
o BepneHue nepexsaTa TekcTa, BUAEO, CKPUHLLOTOB M NepexsaTa nepegaBaembix hannos.

o Ob6paboTka n coxpaHeHne aptTedakToB CECCUN.

Indeed ESSO Agent u Indeed Admin Pack

Habop komnoHeHTOB Anga peanu3aumm SSO-gocTyna.
Cpeaa BbINomnHeHWs:
¢ OC Windows Server 2016 — 2022

CocrTas:



o Habop npunoxeHui, crnyx6 n NHCTPYMEHTOB AS151 B3auMOAENCTBUS ¢ bopmamMm ayTeHTUdUKaLmm u
KoMmnoHeHTamu Indeed PAM.

o Pacwupenna ans 6paysepos: Internet Explorer; Google Chrome; EDGE.
3apaun:

e [lepexBaT u 3anonHeHue opm ayTeHTudukaumm Web n HaCcTONbHbLIX NPUNOXEHU.

Pecypcbl Windows

Indeed PAM Agent

KomnoHeHT gnsa TekctoBoro normposaHus RDP-ceccum.
Cpena BbINONHEHUS:
e OC Windows Server 2012R2 — 2022/Windows XP SP3 X64 — 11
Cocras:
o [punoxeHne Pam.Proxy.WindowsAgent
3apauu:
o ®ukcaumsi CMEHbI aKTUBHbIX OKOH, 3arnycka NpoLieCcCoB 1 KNnaBnaTypHOro BBOAaA.

() UH®OPMALUSA

KomnoHeHT Indeed PAM Agent sBnsetca HeobasaTenbHbIM, Tak kKak Indeed PAM nonHoCTbIO
GesareHTckoe pelueHne. ATOT KOMMNOHEHT NOTPebyeTcst TONbKO NPU NCNOMNb30BaHUM TEKCTOBOIO

JIOrnMpoBaHUA.

Pecypchbl Linux

Indeed PAMSU



KoMnNoHeHT ans BbINOMIHEHUS] KOMaHZ, C NpuBuniernen root, aHanorMyHo sudo ncnonb3yeTcs KomaHaa
pamsu. OTnnyne 3aknoyaeTcsa B TOM, YTO ayTeHTUdUuKkaums dyaet sanpawmBatbea y nonb3oartens PAM, a

He NpUBUIIErMpoBaHHOM Y3 OT MMEHU KOTOPOW OTKPbITa CECCUA.
Cpepna BbINONHEHUS:

e OC Linux
Cocras:

e deb nnu rpm naket

3apauu:

¢ BbinonHeHne komaHA € NOBbILLEHWEM NPUBUIETMA OT MMeHN nosib3osaTtens PAM

() UH®OPMALUSA

KomnoHeHT Indeed PAMSU gaBnsieTca HeobsizaTenbHbIM, Tak kak Indeed PAM nonHocTbio 6e3areHTckoe

peweHune, 0onorHNTENbHbIE KOMIMOHEHTbLI NCMOJMb3YHOTCA TOJIbKO AJ14 peLleHnA cneunaribHbliX 3agau.

Paboyee mecTto nonb3oBaTtensa Indeed PAM

Indeed PAM Desktop Console

[onoNHUTENbHLI MHCTPYMEHT ANg Nony4YeHns AoCTyna K 3awuwaemblM obbektam Indeed PAM.
Cocras:

o MoanduumpoBaHHbin mMRemoteNG.exe
3apauu:

o Cnuncok 3agady cm. B pasgene pykoBoACTBO MOJib3oBaTesA.


http://localhost:3000/privileged-access-manager/3.2/user-manual/

ag | .
00 ; YnpouweHHasa Ha Windows
— ‘"Pot

[nsa o3HakomneHus ¢ Indeed PAM

i YnpouweHHas Ha Linux
=

[ns o3HakomneHus ¢ Indeed PAM

@? OcHoBHas

[na BHeopeHus un aKcnnyartauun B NPOMBILLIIEHHONW cpeae

% OTtkasoycTonumBas

[nsa BHeOpeHWst 1 aKcnnyaTauumn B NPOMBILLNIEHHOW cpeae (C AybrnMpoBaHNEM CepBEPOB)



http://localhost:3000/privileged-access-manager/3.2/component-deployment/simplified-windows/
http://localhost:3000/privileged-access-manager/3.2/component-deployment/simplified-linux/
http://localhost:3000/privileged-access-manager/3.2/component-deployment/basic/
http://localhost:3000/privileged-access-manager/3.2/component-deployment/fault-tolerant/

YnpouweHHaa Ha Windows

KomnoHeHTbl Indeed PAM ycTaHaBnuBatoTcs Ha fBa cepBepa. PekomeHayeTcs Ans 03HaKOMMAEHNS n
TEeCTMPOBaHUS.

KOMNOHEeHTbI

CepBep ynpaBneHus/Cepsep goctyna (RDP/RemoteApp)

e Indeed PAM Core

e Indeed PAM IdP

¢ Indeed PAM Management Console
e Indeed PAM User Console

¢ Indeed Log Server

¢ Indeed PAM EventLog

¢ Indeed PAM Gateway

e Indeed ESSO Admin Pack

¢ Indeed ESSO Agent

CepBep poctyna (SSH/SCP/SFTP)

e Indeed PAM SSH Proxy
¢ Indeed PAM RDP Proxy
e Indeed PAM PostgreSQL Proxy

CueHapuun padboTbl

Monb3oBaTenbCKuUn



MSSQL/PGSQL
(1,3,5)

CepBep ynpasneHua
CepBep oocTtyna
(RDP\RemoteAPP)

HTTPS/ g = \ RDP/SSH
(1) / 5 HTTPS 1 .4,
RDP

// (2) \S(M)B “
5
Pabouee MecTO \ \

COTPyAHMKA MegnaxpaHunuwie Pecypchl
HTTPS
(3)

= e &
\ SMB/

SSH/SCP/SFTP 5)
(2) _~ " SSH/SCP/SFTP

I /““

CepBep gocTyna
(RDP\SSH\SCP\SFTP)

1. MNogkntoyeHne K nn4HoMy KabunHeTy nonb3oBaTens Yepes 6paysep unm 3anyck Indeed PAM Desktop
Console. [lomeHHas ayTeHTUdMKaLNA 1 pernctpaumna/npegoctaBneHme BToporo akropa. lNposepka
nons3osatens B B IdP. lNonyyeHue cnncka pecypcos n3 b Core. NonyyeHne RDP-anna ans

NOAKIKOYEHNUA K PECYPCY.



2. MNopakntoyeHue k cepaepy goctyna (RDP\RemoteApp) npu nomowm RDP-ganna, Indeed PAM Desktop
Console unu nogkntoveHne k cepsepy goctyna (RDP\SSH\SCP\SFTP) npu nomowm RDP-canna unu
otaenbHoro SSH-knuneHTa.

3. lomeHHasa ayTeHTUdMKaUNA 1 NnpegoctasneHme BToporo gaktopa. [Nposepka nonb3osartens B I1dP.
[MpoBepka paspeleHuns Ha goctyn B B[] Core. N3BneveHne ns CYB[ normHa v naponsa cepBuUcHoOM
yyeTHou 3anucu anga pabotbl ¢ MegmaxpaHunueM. N3enederHne ns CYB[ nornHa n napons
NPVBUNErMPOBaHHOW YYETHOWN 3anncu A NOAKITHOYEHUS K pecypcey.

4. NogkntoyeHne K pecypcy.

5. CoxpaHeHne BUAEO U CKPUHLLOTOB B MeauaxpaHmnuuie. CoxpaHeHune tekctoBoro nora B b Core.

AOMWHUCTPATUBHLIN



MSSQL/PGSQL
(1,2)

CepBep ynpaBneHus

Paboyee mecTo CepBep gocTyna
agMUHUCTpaTopa (RDP\RemoteAPP) Pecypchbil
.i' HTTPS —— CepBuCHble =—F
e — S o = onepaum —> (o] 3 [o]
[o] ) © (2) I-E-l
SMB
(2)
¥
MegunaxpaHunuiie

=

1. MNoakntoyeHune K kabnHeTy agMuHucTpartopa. [JomeHHas ayTeHTudukaums n permctpaums/

npegocTasneHne BToporo goaktopa. lNpoeepka nonb3osatensa B b IdP.

2. I'Ionyqume, nobasnexHune n penakTnpoBaHue 006bekToB cucTembl. BbinonHeHne CepBUCHbIX onepauun.



YnpouweHHasa Ha Linux

KomnoHeHTbl Indeed PAM ycTaHaBnuBsatoTcs Ha fBa cepBepa. PekomeHayeTcs Ans 03HaKOMMEHNS n
TeCTMPOBaHWS.

KOMNOHEeHTbI

CepBep ynpaBneHus/Cepsep goctyna (RDP/SSH/SCP/SFTP)

» Indeed PAM Core

e Indeed PAM IdP

¢ Indeed PAM Management Console
e Indeed PAM User Console

¢ Indeed Log Server

e Indeed PAM SSH Proxy

e Indeed PAM RDP Proxy

e Indeed PAM PostgreSQL Proxy

CepBep poctyna (RDP/RemoteApp)

¢ Indeed PAM Gateway
e Indeed ESSO Admin Pack
¢ Indeed ESSO Agent

CueHapuu padoTbl

NMonb3oBaTenbCKUn



MSSQL/PGSQL
(1,3,5)

CepBep ynpasneHus
CepBep gocTyna
(RDP\SSH\SCP\SFTP)

HTTPS/ 0 = \ RDP/SSH
(1) / 5 HTTPS 1 4.
RDP

_ AN

Pabouee mecTO

COTPYAHMKA MegnaxpaHunuuie Pecypchl
HTTPS
(3)

= e &
\ SMB/

SSH/SCP/SFTP 5)
(2) _~ " SSH/SCP/SFTP

=

CepBep pocTyna
(RDP\RemoteAPP)

1. MNogkntoyeHne K nIn4HoMy KabunHeTy nonb3oBatens Yepes bpaysep nnm 3anyck Indeed PAM Desktop
Console. [lomeHHas ayTeHTUdMKaLNA 1 pernctpauna/npegoctaBneHme BToporo aktopa. lNposepka
nons3osatensa B b IdP. NonyyeHue cnncka pecypcos n3 b Core. NonyyeHne RDP-anna ans

NOAKITKOYEHNUA K PECYPCY.



2. MopkntoyeHne k cepeepy goctyna (RDP/RemoteApp) npu nomowm RDP-ganna, Indeed PAM Desktop
Console unu nogkntoveHne k cepsepy goctyna (RDP/SSH/SCP/SFTP) npu nomowwm RDP-canna unu
otaenbHoro SSH-knneHTa.

3. lomeHHasa ayTeHTUdMKaUNA 1 NpegoctasneHme BToporo gaktopa. lNposepka nonb3osartens B I1dP.
MpoBepka paspelleHuns Ha goctyn B B[] Core. N3BneveHne ns CYB/[ normHa v naponsa cepBuUcHoOM
yyeTHou 3anucu anga paboTsl ¢ MegmaxpaHmnuwem. N3enedernne ns CYB[ nornHa n napons
NPUBUNErMPOBAHHOM YYETHOWN 3anucu AN NOAKITHOYEHUS K pecypcy.

4. MNopgkno4veHne K pecypcy.

5. CoxpaHeHne BUAEO U CKPUHLIOTOB B MeauaxpaHmnuuie. CoxpaHeHune tekctoBoro nora B b Core.

AOMMHUCTPATUBHDbIN



MSSQL/PGSQL
(1,2)

CepBep ynpaBneHus

Paboyee mMecTO CepBep gocTyna
agMUHUCTpaTopa (RDP\SSH\SCP\SFTP) Pecypchil
I_I_l — CepBUCHbIEe ==
W HTTPS o=
(o] 0 | ER orepmon = Bl
SMB
(2)
¥
MegnaxpaHunuuie

=

1. MNopgkntoyeHne Kk KabnHeTy agMuHncTpaTtopa. [lomeHHas ayTeHTUmKkauunsa n permctpauus/

npegocTtasreHne BToporo gaktopa. lNposepka nonb3osartens 8 b IdP.

2. I'Ionyqume, nobasnexHune n penakTnpoBaHue 00beKkToB cuctemsbl. BbinonHeHne CepBUCHbIX onepauui.



OcHoOBHas

KomnoHeHTbl Indeed PAM ycTaHaBnuBatoTCa Ha Tpu cepBepa. ATOT TUN YCTAHOBKM MNO3BONSET OTAENUTb
NOMNKY CUCTEMbI OT KOMMOHEHTOB NPeLoCTaBNALWNX AOCTYN. PekomeHayeTcs Ans BHeAPEHUS U

3KCnnyaTtauum B NPOMBILLIIEHHON cpeae.

KOMNOHEeHTbI

CepBep ynpaBneHus

e Indeed PAM Core

¢ Indeed PAM IdP

¢ Indeed PAM Management Console
e Indeed PAM User Console

* Indeed Log Server

¢ Indeed PAM EventLog

CepBep poctyna (RDP/RemoteApp)

e Indeed PAM Gateway
e Indeed ESSO Admin Pack
¢ Indeed ESSO Agent

CepBep aoctyna (RDP/SSH/SCP/SFTP)

e Indeed PAM SSH Proxy
e Indeed PAM RDP Proxy
e Indeed PAM PostgreSQL Proxy

CueHapumn padoTbl

NMonb3oBaTenbCKUn



Cepeep gocTyna

(RDP\RemoteAPP)
RDP N
2) T =
HTTPS =
l (3 RDP/SSH
| HTTPS n T.4.
SMB
(5) (4)
Pa6ouee MecTo Cepsep N
COTPYOHMKaA ynpasneHms CYB/[ MepguaxpaHunuile Pecypchl
L) HTTPS (=) |MmssaL/PGsaL - ' ==
e —— - == I > = BENd
o] () =) (1,35 ] _E‘_

(5) SSH/SCP/SFTP
| (4)

HTTPS
(3)
SSH/SCP/SFTP —r
) s | &8

Cepsep gocTyna
(RDP\SSH\SCP\SFTP)

1. MNoakntoyeHne K NnnYHoMy KabuHeTy nonb3oBaTenst Yepes 6paysep unum 3anyck Indeed PAM Desktop

Console. [lomeHHasi ayTeHTUUKauus 1 peructpaums/npegoctasneHme BToporo gaktopa. MNposepka

none3osatensa B bl IdP. MNonyyeHune cnuncka pecypcos n3 b Core. NonyyeHne RDP-anna ans
NOAKMIOYEHNS K pecypcy.

2. MNopgkntoyeHune k cepeepy goctyna (RDP\RemoteApp) npu nomowm RDP-danna, Indeed PAM Desktop

Console unu nogkntoveHne k cepsepy goctyna (RDP\SSH\SCP\SFTP) npu nomowwm RDP-canna unu

otAernbHoro SSH-knuneHTa.

3. lomeHHasa ayTeHTUMKaUNA 1 NpegocTasneHme BToporo gakropa. lNposepka nonb3osartens 8 b IdP.

MpoBepka paspeleHus Ha goctyn B Bl Core. N3BneveHne ns CYB[ norvHa v napons cepBucHoOm
y4yeTHou 3anucu anga pabotsl ¢ MegmaxpaHunueM. N3enederHne ns CYB[ nornHa n napons

NPVBUIErMpoBaHHOM YY4ETHOM 3anucuy Ang NoaKIoYeHUs K pecypcy.
4. NogkntoveHne K pecypcy.

5. CoxpaHeHve B1OEeO U CKPUMHLLOTOB B MeauaxpaHunuuie. CoxpaHeHune Tekctosoro nora B b Core.

AOMUHUCTPATUBHBLIN



MSSQL/PGSQL
(1,2)

Paboyee mecTO ‘
agMWHUCTpaTopa Cepsep ynpasneHus Pecypchbl

A@Eﬁ. — CepBUCHbIE —={—F
HTTPS o=
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SMB
(2)
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MegounaxpaHunuwie

=

1. MNogkntoyeHne Kk kKabnHeTy agMuHucTpaTtopa. [lomeHHas ayTeHTUmkauunsa n permctpauus/

npegocTasneHne BToporo gpaktopa. lNpoeepka nonb3osatensa B b IdP.

2. MNony4yeHne, nobasneHne N pegakTMpoBaHme 06bLEKTOB CUCTEMbI. BbiNoNHEHME CEPBUCHBLIX Onepauni.



OTKka3oycTon4unBas

KomnoHeHThbl Indeed PAM ycTaHaBnuBatoTCa Ha pasHble cepBepbl, Kaxabl cepBep aybnupyerca ans
opraHuMsaumm 0TKa3oyCToM4MBOCTU. PekoMeHayeTcs ucnonb3osaTth AN BHEAPEHUS U SKCnnyaTauum B

NPOMBbILLUSIEHHOWN cpeae.

KOMNOHEeHTbI

CepBep ynpaBrneHus

e Indeed PAM Core

e Indeed PAM IdP

¢ Indeed PAM Management Console
» Indeed PAM User Console

e Indeed Log Server

¢ Indeed PAM EventLog

CepBep poctyna (RDP/RemoteApp)

¢ Indeed PAM Gateway
¢ Indeed ESSO Admin Pack
¢ Indeed ESSO Agent

CepBep aoctyna (RDP/SSH/SCP/SFTP)

e Indeed PAM SSH Proxy
¢ Indeed PAM RDP Proxy
e Indeed PAM PostgreSQL Proxy

CueHapumn padoTbl

NMonb3oBaTenbCKUn



Pabouee mecTo

CYb/L coTpygHuKa
CepBep pgocTyna
- e (RDP\RemoteAPP)

|
|RDP/SSH —
wrtes RDP/ =G

MSSQL/PGSQL (1) l (2) / \ RDP/SSH
(1,3, 5) NJ HTTPS T HTTPS 1 T.4.
I / (3) Sy (@) \

Cepeepbl BanaHcHpoBLKUKK 2
yrnpaBneHus Harpy3Km MepguraxpaHunuiie Pecypchl
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I\HTTPS T

(3) SMB
(5) SSH/SCP/SFTP
| (4)
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CepBepbl gocTyna
(RDP\SSH\SCP\SFTP)

. MopxkntoveHme kK nuyHoMy KabuHeTy nonb3oBartens yepes 6paysep nnm 3anyck Indeed PAM Desktop
Console. [lomeHHas ayTeHTUMKaLns U permctpaumsa/npegocTtasneHme BToporo pakropa. lNposepka
none3oatens B B[] |dP. NMNony4eHue cnucka pecypcos n3 b Core. MNony4yenne RDP-canna anga
NOAKMIOYEHNS K pecypcy.

. MopxkntoveHune k cepBepy aoctyna (RDP/RemoteApp) npu nomowwm RDP-canna, Indeed PAM Desktop
Console unu nogkntoveHne k cepsepy goctyna (RDP/SSH/SCP/SFTP) npu nomowwm RDP-canna unu
otaenbHoro SSH-knuneHTa.

. JoMeHHasa ayTeHTUdUKaLmMa 1 npegocTaeneHne sToporo ¢gakropa. Nposepka nonb3osarensa 8 b IdP.
MpoBepka paspeleHus Ha goctyn B Bl Core. N3BneveHne ns CYB[ normHa n naponsa cepBucHoOm
yyeTHou 3anucu anga pabotbl ¢ MegmaxpaHunueM. N3enederHne ns CYB[ nornHa n napons
NPVBUNErMPOBaHHOW YYETHOWN 3anncu A NOAKITIOYEHUS K pecypcy.

. MogkntoveHne K pecypcy.



5. CoxpaHeHune B1uaeo n CKpUHLLOTOB B MegmaxpaHunuue. CoxpaHeHue TekctoBoro fiora B B/l Core.

AOMUWHUCTPATUBHLIN

7~
MSSQL/PGSQL
(1,2)
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1. MNoakntoyeHune K kabnHeTy agMuHUcTpatopa. [JoMmeHHas ayTeHTUuukaums n permctpaums/
npegocTaBrieHne BTOPOro akropa.

2. I'Ionyqul/le, ﬂ,06aBJ'IeHI/Ie N pefaktnpoBaHme 06bEeKTOB cucTEMbI. BbinonHeHne CEPBUCHDbIX OI'IepaLI,I/IVI.



== [insa OC Windows

AnnapartHble 1 nporpammHble TpeboBaHua ans yctaHosku Indeed PAM Ha OC Windows

== [ins OC Linux

AnnapatHble 1 nporpaMmmHble TpeboBaHus Ans yctaHoBku Indeed PAM Ha OC Linux

@ K CYBQ

AnnapatHble TpeboBaHua k CYB[



http://localhost:3000/privileged-access-manager/3.2/system-requirements/windows-environment/
http://localhost:3000/privileged-access-manager/3.2/system-requirements/linux-environment/
http://localhost:3000/privileged-access-manager/3.2/system-requirements/dbms-environment/

Oona OC Windows

CepBep ynpaBneHus

AnnapaTHble TpeboBaHusA

MapameTpbl 50 ceccum 100 ceccun 200 ceccun
CPU 8 Cores 16 Cores 32 Cores
RAM 8 GB 16 GB 32 GB
HDD/SSD 120 GB 120 GB 120 GB
Network adapter 1 Gb/s 1 Gb/s 1 Gb/s

lNMporpamMmHble TpeboBaHUA
OnepauunoHHas cuctema:

o Windows Server 2016 — 2022
[omeH:

* B coctaBe pomeHa Microsoft Active Directory
Beb-cepBep:

« Internet Information Services 8.5 —10.0

Moaynu ons Beb-cepsepa Internet Information Services:

O6biyHast npoBepka nognmHHocTu (Basic Authentication)

MpoBepka nognuHHoctn Windows (Windows Authentication)

Cratnyeckoe cogepxumoe (Static Content)

MNepeHanpasneHne HTTP (HTTP Redirection)



ASP.NET Core Runtime
Pacwwupenus ISAPI (ISAPI Extensions)

Pacwupsaemocts .NET (.NET Extensibility)
®dunetpol ISAPI (ISAPI Filters)

KoHconb ynpaenenus cnyx6amm 1I1S (IIS Management Console)
J[lononHuTenbHble KOMMNoHeHTbl Microsoft:

e Microsoft NET Core 8
¢ URL Rewrite

CeTeBoOe B3anmogeuncreme

Bxopsiwime Ucxopswmne

Mpotokon [lopT OnucaHue

TCP 443 PaboTta ¢ nuyHbIMK KabuHeTtamu, API n IdP

CepBep aoctyna (RDP)

AnnapaTHble TpeboBaHusA

MapameTpbl 10 RDP vunn SSH-ceccun 50 RDP unu SSH-ceccun

CPU 8 Cores 16 Cores
RAM 12 GB 32 GB
160 GB + 5 GB Ha 320 GB + 5 GB Ha
HDD/SSD Ka)kgoro rnorb3oBaTens Kakgoro nonb3oBaTens
PAM PAM

100 RDP unun SSH-

ceccumn

32 Cores

64 GB

520 GB + 5 GB Ha

KaXXaoro rnosib3oBaTens
PAM



100 RDP vnu SSH-

MapameTpbl 10 RDP vunn SSH-ceccun 50 RDP unu SSH-ceccun .
ceccum

Network
1 Gb/s 1 Gb/s 1 Gb/s
adapter

A NMPEOYNPEXOEHUE

TpeboBaHus paccunTaHbl ANs BblAeNeHHOro r3nyeckoro cepeepa. TeCcTMpoBaHMe BbINOMHANOCH As
ceccunt RDP n SSH.

[ns nogaepXaHusa 3asBNEHHOrO KONMYecTBa OAHOBPEMEHHbIX Ceccui Heobxoanm nNpoLeccop ¢
nogaepxkon Simultaneous multithreading (AMD) unu Hyper-Threading (Intel).

3asaBneHHOe KONMYeCTBO OAHOBPEMEHHLIX CECCUI NoAAEPKMBAETCA NPU YCNOBUN 3axBaTa BUOEO C
oaHOro MoHuTopa B paspewennn HD. PaspelueHne Buaeo onpeaensieTcsi HacTpomkaMm MOHUTOpPAa Ha
CTOPOHE KnueHTa. MNpn yBenmyeHnn paspeLleHns unm Konm4yecTtsa MOHMTOPOB MakCUMarbHoe

3adBnNeHHOEe KOSIMYECTBO O4HOBPEMEHHbIX CECCUN CHU3UTCS.

Mcnonb3oBaHue KNMEHTCKUX NPUoXXeHun, 3anyckaemMblx ¢ cepsepa Indeed PAM B pexume
RemoteApp yepe3 RDS, cHmxaeT makcMmarnbHoOe KONMYecTBO OOHOBPEMEHHbIX ceccuii. BnuaHue
KaXK4oro npunoXXeHns Ha MakcumMarnbHOe KONMYEeCTBO OQHOBPEMEHHbIX CECCUN MHANBUAOYANbHO U

onpenenseTcsa npu TeCTMpoBaHUN.

Ecnn pasBepTbiBaHWe BbIMOMHAETCH B KOHKYPEHTHOW BUPTYanbHOW cpeae, TO KONM4ecTBO
OOHOBPEMEHHbIX CECCUIA MOXET ObITb MeHbLUe. [INa noaaepXky 3asBNeHHOro KonmyecTsa

O HOBPEMEHHbIX CECCUI BUPTYarbHbIA cepBep OOMKeH UMeTb 3apesepBupoBaHHble MHz n RAM
3KBUBANEHTHblE PU3NYECKOMY CEPBEPY.

NMporpamMHble TpeboBaHUA
OnepaunoHHas cuctema:

o Windows Server 2016 — 2022
[lomeH:

e B coctaBe gomeHa Microsoft Active Directory



J[lononHuTenbHble KOMMNoHeHTbl Microsoft:

o Microsoft .NET Desktop Runtime x64 Bepcusa 8
¢ Microsoft C++ 2015 — 2019 Redistributable

Bpaysep:

o Google Chrome

e Microsoft EDGE
Pornn Remote Desktop Services:

+ Remote Desktop Services Broker (RDCB)
+ Remote Desktop Services Host (RDSH)
» Remote Desktop Web Access (RDWA)

CeTeBoOe B3anmogencremue

Bxoasiwue Ucxopawme

Mpotokon [lopT OnucaHue
TCP 3389 TllogkntodeHue K cepeepy gocTyna
TCP 5443 MpocmoTp cTpuma ceccum

Opyrne TpeboBaHusA

Yy COTPYAHMKOB C AOCTYNOM K KOHCOJTM aAMUHUCTPAaTopa Ui KOHCOJM Norib30BaTerd pa3pelleHne

MOHUTOpPA MO WNPUHE AOMKHO BbITb HEe MeHee 1280 nukcenen, nHaye anemMeHTbl MHTepderca KoHconemn
OyayT oTobpakaTbCsi HEKOPPEKTHO.


https://dotnet.microsoft.com/en-us/download/dotnet/8.0
http://localhost:3000/privileged-access-manager/3.2/administration/management-console/
http://localhost:3000/privileged-access-manager/3.2/user-manual/user-console/

onsa OC Linux

CepBep ynpaBneHus

AnnapaTHble TpeboBaHusA

MapameTpbl 50 ceccum 100 ceccun 200 ceccun
CPU 2 Cores 2 Cores 2 Cores
RAM 4 GB 4 GB 4 GB
HDD/SSD 120 GB 120 GB 120 GB
Network adapter 1 Gb/s 1 Gb/s 1 Gb/s

NMporpamMHble TpeboBaHUSA
OnepauunoHHas cuctema:

e OC Linux
KoHTenHepusaums:

e Docker He Huxe 18.09

o Docker Compose He Huxe 1.29.2

/\ NPEQYNPEXAEHWE

Docker gomxkeH 6bITb YCTAHOBMEH M3 PENO3NTOPUS OUCTPUOyTMBA.

¥ AnbTepHaTMBHLIN cnocob yctaHoBkn Docker (He pekomeHayeTcs)

B kpanHux cnyyasax (korga HeT AocTyna K peno3ntopusiM ornepaumoHHon cuctemMbl 1 Docker) BoamoxkHa

yctaHoBka Docker n3 cratmyecknx GuHapHbIx pannos.




Ecnn Bbl Mcnonb3yeTte onepaumoHHy0 CUCTEMY, OTSIMYHYHO OT NEPEYUCHEHHBIX MO CChISIKEe, TO Npwu
yCTaHOBKe 3TUM crnocobom He ycTaHoBUTCHA Heobxoammbln ans paboTel Indeed PAM naket ¢ mogynem
SELinux. B bonblUMHCTBE cUCTEM 3TOT NakeT Ha3bliBaeTcs container-selinux.

YcTaHoBUTE ero Bpy4HY B COOTBETCTBUU C AOKYMEHTaLUMEN UCMONb3yeMOon OnepaunoHHON CUCTEMBI.
CpenaTb 9TO HYXXHO nepeA, 3anyckom cKkpunTa ycTaHoBKu run-deploy.sh.

CeTeBoOe B3anmogeucreme

Bxoasiuue Ucxopsalime

Mpotokon [lopT OnucaHue

TCP 443 PaboTta ¢ nuyHbIMK kKabuHeTtamu, API n IdP

CepBep aoctyna (SSH)
AnnapaTHble TpeboBaHusA

MapameTpbl 50 SSH-ceccun 100 SSH-ceccun 200 SSH-ceccun

CPU 2 Cores 2 Cores 2 Cores
RAM 2GB 2GB 4 GB
HDD/SSD 120 GB 120 GB 120 GB
Network adapter 1 Gb/s 1 Gb/s 1 Gb/s

NMporpamMHble TpeboBaHUSA

OI'IepaLl,VIOHHaFI cuctema.


https://download.docker.com/linux/

e OC Linux
KoHTenHepusauus:

e Docker He Huxe 18.09

e Docker Compose 1.29.2
CeTeBoOe B3aumogeuncreme

Bxoasiuue Ucxopsalime

Mpotokon [lopT OnucaHue

TCP 2222 [MoakntoveHne K cepBepy 4OCTyna

CepBep aoctyna (RDP)
AnnapaTHble TpeboBaHusA

MapameTpbl 10 RDP ceccun 50 RDP ceccun

CPU 4 Cores 12 Cores
RAM 4 GB 12 GB
HDD/SSD 120 GB 120 GB
Network adapter 1 Gb/s 1 Gb/s

NMporpamMHble TpeboBaHUSA

OI'IepaLl,VIOHHaFI cuctema:

e OC Linux

100 RDP ceccumn

16 Cores

40 GB

120 GB

1 Gb/s



KoHTenHepusauus:

e Docker He Hmxe 18.09

e Docker Compose 1.29.2
CeTeBOe B3aumopencreume

Bxopsiwimue Ucxopswne

Mpotokon [llopT OnucaHue
TCP 3390 [MogkntoveHne K cepBepy gocTyna
TCP 8443 MpocmoTp cTpuma ceccum

HacTtpounkun 6esonacHoctu CIS Benchmark

Ha cepBepax PAM TpebyeTcs npumeHnTb HacTporku 6esonacHoctn CIS Benchmark, onmucaHHble B PDF-

danne. MNony4ntb hann MOXHO OAHUM M3 CNOCOOOB:

e cKavaTb pann 3gecb

e nony4nTb doarn Ha opuumanbHOM caunTe cisecurity

Opyrue TpeboBaHus

Y COTPYAHMKOB C AOCTYMNOM K KOHCOMNMW agMUHUCTPAaTOpa UM KOHCOMM Nonb3oBaTtens paspeLleHne
MOHUTOpPA MO LWNPUHE AOMKHO BbITb HE MeHee 1280 nukcenen, nHaye anemeHTbl MHTepderica KoHconen

OyayT oTobpaXkaTbCs HEKOPPEKTHO.


http://localhost:3000/privileged-access-manager/assets/CIS_Docker_Benchmark_v1.7.pdf
https://www.cisecurity.org/benchmark/docker
http://localhost:3000/privileged-access-manager/3.2/administration/management-console/
http://localhost:3000/privileged-access-manager/3.2/user-manual/user-console/

KCYb

NoppepxuBaemble CYB

o Microsoft SQL Server 2012SP2 — 2022 ¢ nogaepxkon Full-Text and Semantic Extractions for Search
PostgreSQL 12-16

Postgres Pro Standard 12-16

Postgres Pro Enterprise
Jatoba 4-5

/\ MPEOYNPEXOEHUE

Mpw ncnonb3oBaHun Microsoft SQL Server o6s13aTenbHO AOMKEH ObiTh YCTAHOBMEH A0NOMHUTENbHbIN

MOAYNb — MOMHOTEKCTOBLIN U ceMaHTuyeckuit nonck (Full-Text and Semantic Extractions for Search).

AnnapaTHble TpeboBaHuA

MapameTpsbl 50 ceccun 100 ceccun 200 ceccumn
CPU 2 Cores 2 Cores 2 Cores
RAM 2GB 4 GB 4 GB
HDD 1TB 1TB 1TB
Network adapter 1 Gb/s 1 Gb/s 1 Gb/s

MporpamMHbIe TpeboBaHUA

B cooTteeTcTBUM C ObmLManbHON JOKYMEHTaUmMen Npon3BoaUTENS.

CeTeBoOe B3aumoaeunctTeme



B cooTteeTcTBUM C ObMLManbHON JOKYMEHTaUmMen Npon3BoaUTENS.



JIlnueHanpoBaHue

B Indeed PAM ecTb ABe CXEMbI NMNLEH3NPOBAHUS:

e M0 NONb30BATENSAM U pecypcam;

* 10 CecCnam (Oﬂ,HOBpeMeHHbIM I'IO,EI,KJ'IPO‘-IeHMﬂM).

/\ NPEQYNPEXAEHUE

Bbl MOXeTe BbIbpaTh TOMBKO OAHY CXEMY NULEH3MPOBaHUS B paMKax ogHou nHctannsaumm Indeed PAM.

OTaenbHo, BHE CxeM JIMUueH3npoBaHnA, MOXXHO npmo6peCT|/| JIMUEH3N Ha OoTAel1bHbIe (byHKLI,VIOHaJ'IbeIe
mMmoaynu. Takne NMUEeH3nn He BNUSIIOT HA BO3MOXXHOCTb NoNb3oBaTenemn YCTaHOBUTb CECCUK0 Yepes PAM vnn
Ha BO3MOXHOCTb aAMUHUCTPATOpa BblAaTb pa3peLleHne. JInueHsnn Ha (byHKLI,I/IOHaJ'IbeIe mMoaynm
orpaHn4ymnBaroT BO3SMOXHOCTb NCMOJSIb30BaHUA OOMOJTHUTESbHbIX beHKLlMﬂ. K Taknm nmueH3nsam oTHOCATCS:

o AAPM;
* MPOMN3BOIIbHbIE PECYPChl;

o SQL Proxy.

JluueHsnpoBaHue No nonb3oBaTensM u
pecypcam

Mpwn BbIOOPE 3TON CXEMbI NIULIEH3NPOBAHNSA BaM HY)XHO ONpeaennTb KONMMYeCcTBO NOfb30BaTeNen u
KOSIM4eCTBO pecypcoB B Baweun nHctannsaumm Indeed PAM.

OHK 3agatoTca KONMYECTBOM SNIULIEH3UIA cnegywwmx TMnoB:

e rornb3oBaTternbckas — ornpeaenseT KomM4ecTBO Nosib3oBarterien, KoTopble CMoryT ucnonb3osaTh Indeed
PAM.

e pecypcHasa — ornpeaensieT Konm4yecTBo PecypcoB, KOTOpble MOXHO co3fath B Indeed PAM.

Mpwn BbIBOpPE 3TON CXEMbI NTULIEH3NPOBAHNA KONMNMYECTBO ceccui (0QHOBPEMEHHbIX NOAKIMHYEHN) He
orpaHuyeHo. Nonb3oBaTenbCckue NULEH3NN MOXHO Nepepacnpenenntb Mexay CoTpyaHMKamMmu — OTO3BaTb
NULEH3UM Y OOHUX COTPYAHMKOB WU BbIAENUTb APYrMM. PecypcHbie NMLEH3UN MOXHO OCBOBOANTL M 3aHATb
Apyrmmmn pecypcamu.


http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/applications/
http://localhost:3000/privileged-access-manager/3.2/user-manual/connection-to-the-resource/rdp-ssh-sql-connection/#connection-to-an-adhoc-resource
http://localhost:3000/privileged-access-manager/3.2/user-manual/connection-to-the-resource/rdp-ssh-sql-connection/#connection-to-the-postgresql-proxy

(D NPUMEYAHUE

JTrobble NULEH3MN MOXHO OOKYMNAUTb.

Bbigaua

Monb3oBaTenbcKaa NULUEH3UsA

UT06bI 3aHATH NOMb30BaTENbCKYH NULIEH3MI0, A06GaBLTe Nonb3oBaTento XoTs Obl OAHO aKTUBHOE
paspelleHune. Ecnu Bce nonb3oBaTenbckue NULEH3NM ucyepnaHbl, 406aBUTb paspeLleHne HOBOMY

Nnorb30BaTEso HeJb34.

PecypcHas nuueH3una

UToObl 3aHATL pecypCHYyo Nn1LEeH3no, co3fganTte nnu socctaHosuTte pecypc B Indeed PAM. Ecnn Bce

pPecypCHbIe NMLEH3UN Uc4epnaHbl, co3aaTbh HOBbIA PECYPC HEMb3S.

OT3bIB

NMonb3oBaTenbCcKas NULUEH3unA

Monb3oBaTenbckasi NMUEH3nsi 0CBOOOXAAETCS B pe3ynbTraTe Takux AENCTBUN C pa3peLLeHNsiMU, Kak:

e OT3bIB;
e MPUOCTaHOBKA;

°* NCTEeYEeHne CpokKa.

PecprHaﬂ JNIMU4eH3unA

PecypcHas nuueHsuns ocBoboxaaeTca Npu yaaneHumn pecypca.

Cpok aencreus
Mo cpoky AencTeus nuueHsnn boiBatoT:

e HEe OrpaHn4YeHHbIEe NOo BPEMEHMU;

e OrpaHuMYeHHble KOHKPETHOM KaneHaapHoOW LaTou:
o NpobHbIN Nepuog;

o MoAanucka.



Mocne ucteyeHna CpoKa OencTBUsa NnUEH3nn cnegywwme onepaunmn CTaHyT HEOOCTYIHbI:

e 0obaBuTb pecypc;
e nob6aBuTb Nnonb3osartens (gaxe Npy HaNUYUMM cBOBOAHBIX NULEH3NIA);

e OTKPbITb CECCUIO (MOAKMYNUTLCS K pecypcy).

/\ NPEAYNPEXAEHUE

Ecnu HeT HeorpaHMYeHHbIX NUUEH3NIA, TO MOCIIe NCTEYEHUsT CpOoKa OENCTBUS NULEH3NA NOLKNHOYEHUS

CTaHYT HEOOCTYMHBbI.

IlnueH3npoBaHue no ceccusam

Mpun BbIGOpE 3TOM CXEMbI NIULEH3NPOBAHUSA BaM HY>XHO 3a4aTb KONMYECTBO CECCUN, T.€. OQHOBPEMEHHbIX
NOAKMIOYEHUN, KOTOPblE MOXHO OTKpbITh B Indeed PAM.

Mpwn BbIBOpE 3TON CXEMbI NULIEH3UPOBAHNA KONMYECTBO NOMb30BaTeNen n Konny4ecTso pecypcos Indeed
PAM He orpaHun4eHo.

Bbigaya n ocBoboXxageHue

CeccuroHHas NNUEH3NSA CYMTAETCSH 3aHATON B MOMEHT OTKpPbITNA ceccumn mn 0CcBOOOXOAETCS B MOMEHT
3aBepLueHna ceccuun, npn4nHa 3aBepLieHna He BaXKHa.

Cpok aencreus
Mo cpoky aencTeust NMLEH3MK ObIBAKOT:

e HE OorpaHn4YeHHbIE NO BPEMEHMU;

e OrpaHuMYeHHble KOHKPETHOM KaneHagapHoOW 4aTou:
o MNpobHbIN Nepuog;

o noAnucka.
[Mocne ncteveHnsa cpoka AencTBUS NULEH3MM CTAHET HeMb3s OTKPbIBaTb CECCUMN.
[Mocne nctedeHns cpoka AencTBUS NULEH3MM OCTaHYTCS AOCTYMNHbI Criegyowme onepauum:

e pedaKkTMpOBaHWe paspeLUeHuii;



* pefakTMpOBaHWE CO3[aHHbLIX PECYPCOB;

e pefakTnpoBaHME YHETHbIX 3anunceun.

/\ NPEQYNPEXAEHUE

Ecnu HeT HeorpaHMYEHHbIX NMUUEH3NIA, TO MNOCIIE NCTEYEHUSI CPOKa AENCTBUS NNMLEH3NN NOLAKNHOYEHUS

CTaHYT HEOOCTYMHBbI.

JNlnyeH3ns Ha AAPM

JTnueHsna Ha AAPM nosBosnsieT Ncnorb3oBaTh CLEHApUN NoyYeHUs CEKPETOB yYeTHbIX 3anucen 13 Indeed

PAM CTOPOHHUMU MPUNOXKEHUSAMN.

B aTOoM NnUEH3nn Bam HY>KHO 3aaTb KONIMYECTBO YYETHbIX 3anncemn, K KOTOPbIM MOXHO MOMy4nTb 4OCTYN
npu nomowm mexaHnama AAPM.

Konn4yecTtBo npunoXxeHun, nonb3oBaTenen NpUnoXeHnn 1 paspeLleHmin He orpaHNYeHo.
(D NPUMEYAHUE
JTuuenaunsa Ha AAPM He 3aBUCUT OT BbIOPaHHON CXeMbl ULIEH3MPOBAHMS.

JInueHsnto Ha AAPM MOXHO OOKYNUTb Uy yaanuTb B Jl060M MOMEHT.

Bbigaya u ocBoboXaeHue

JNnuenaunsa Ha AAPM cuntaetcs 3aHATON B MOMEHT Jo6aBneHus Y4eTHOM 3annucu nepBoro paspeLleHnsa ans
NPUNOXEHNS.

JNnuenauna Ha AAPM ocsoboxaaeTcsi B MOMEHT OT3biBa BCEX PA3PELUEHNA Y YYETHOM 3anncu.

/\ NPEAYNPEXAEHUE

MprocTaHoBKa paspeLlueHnin He ocBoboXxaaeT nuueH3nto Ha AAPM.

Cpok aencreus



Mo cpoky AencTeus nuueH3nn bbiBatoT:

e He OorpaHn4yeHHblE Mo BPEMEHMU;

e OrpaHUYeHHbIe KOHKPETHOW KaneHgapHoOW aaTon:
o NpOBHLIN Nepuog;

o noanucka.
Mocne ucteveHnst cpoka AeUCTBUS NMULEH3NM BaM CTaHYT HEAOCTYMHbI crieayloLne onepaumm:

e nobaBuTb HOBbIE pa3peLlleHnd Ha NpunoXeHud,

¢ 1CNOMb30BaTb CLEHapuM NOMyYeHNsa cekpeToB y4eTHbIX 3anmcen n3 Indeed PAM CTOpOHHUMU

NPUNOXEeHNAMN.

JlnueH3una Ha Npon3BONbHbIE PecypcChbl

NnueH3ns No3BoNsIET NOAKMNIYATLCS K NPOM3BOSIbHBIM pecypcam. JIMLEH3Nst He OrPaHNYMBAET KONUYECTBO
paspeLLeHnin NN OgHOBPEMEHHO OTKPbITbIX CECCUI Ha NPOM3BOJTbHbLIE PECYPCHI.

(D NPUMEYAHUE

JInueHsunsa Ha NPON3BOJIbHbIE PeCypCbl HE 3aBUCUT OT Bbl6paHHOl7I CXeMbl JIMUEeH3NpOoBaHUA.

JInueHsno Ha NPon3BOJibHbIE PEeCYpPCbl MOXXHO OOKYMNUTb UJTA yOarinTb B nobdon MOMEHT.

Cpok gencreus
Mo cpoky AencTeus nuueH3nn boiBatoT:

e He OorpaHM4YeHHbIE MO BpEMEHNU,

e OrpaHMYeHHblE KOHKPETHOM KaneHaapHOW OaTON:
o MNpobHbIN Nepuog;

o noanucka.

Korgoa cpok 4encTBust NIMUEH3MM UCTEYET, paHee Co3aHHble paspeLleHns nepenayT B COCTOsIHNE
HeakmueHo, a Takke CTaHyT HEAOCTYMHbI CreayoLLme onepauun:

e 006aBUTb UNM BO30OHOBUTL paspeLLeHns Ha NOAKITYEHNE K NPOM3BOSbHBIM pecypcam;

e OTKPbITb CECCUIO Ha I'IpOVISBOJ'IbeIIZ pecypc.



JNlnueH3una Ha SQL Proxy

JTnueHsna Ha SQL Proxy no3sonsieT nogknoyaTbcs K pecypcam ¢ Tunom PostgreSQL. B aton nuueHaum
onpenernseTrca KonmMyecTBo akTUBHbLIX pa3peLleHnn Ha pecypcbl ¢ Tunom PostgreSQL.

(D NPUMEYAHUE

NuueHsus Ha SQL Proxy He 3aBMCUT OT BbIBpaHHOWM CXEMbI NULEH3NPOBAHUS.

JTnueHsnto Ha SQL Proxy MOXHO JOKYNUTb UK yaanutb B Nt060N MOMEHT.

Bbigaya

UTtoObl 3aHaTb nnueH3no SQL Proxy, gobaBbTe nonb3oBatesito XoTst Obl OAHO aKTUBHOE pa3peLLeHne Ha
pecypc ¢ Tunom PostgreSQL. Ecnu Bce nuueH3un SQL Proxy ncyepnaHbl, o6aBUTb pa3peLLeHne HOBOMY
nonb3oBaTento Ha pecypc ¢ Tunom PostgreSQL Henbas.

OT3bIB

JnueHsna SQL Proxy ocBoboxgaetcs B pesynbrate Takux JeNCTBUI C pa3peLleHnaMm Ha pecypc C TUMoMm

PostgreSQL, kak:

e OT3bIB;
e NMPUNOCTaHOBKaA,

* NCTEeYeHne CpokKa.

Cpok gencreus
Mo cpoky AencTeus nuueH3nn boiBatoT:

e He OorpaHMn4YeHHbI€ MO BpeEMEHNU,

e OrpaHMYeHHblEe KOHKPETHOM KaneHaapHoOW OaTON:
o MNpobHbIN Nepuog;

o noanucka.
Nocne ncrevyeHust cpoka AencTBmA NNLEH3NUM BaM CTaHyT HEAOCTYMNHbI crneaywuwne onepaunin:

e n06aBuUTb UM BO3OOHOBUTE paspeLleHns Ha NogKIyYeHne K pecypcam ¢ Tunom PostgreSQL,;



A00aBuTb NONb3oBaTENEN B rpynny nonb3oBaTenen, Ans KOTOPOW eCTb akTUBHOE pa3peLleHne Ha
pecypc ¢ Tunom PostgreSQL;

A00aBuTb pecypchbl B rpynny pecypcoB, Ans KOTOPOW eCTb akTMBHOE paspeLleHne Ha pecypc C TUMoMm
PostgreSQL,;

BblGpaTb TN PostgreSQL npu peaakTMpoBaHuM nonb3oBaTeNbCKOro NoaktYeHns pecypca, Ans
KOTOPOro €CTb aKTUBHOE pa3peLleHuEe;

OTKPbITb CECCUIO Ha pecypc ¢ Tunom PostgreSQL.



OOwmKn nnaH BHeOpeHUs

MoaroroBka MHPACTPYKTYPbI

1. ﬂpeﬂ,OCTaBﬂeHlﬂe CepBEPHDbIX N KITMEHTCKNX peCypCOB B COOTBETCTBUN C NX CUCTEMHO-anmnapaTtHbIMA

TpeboBaHMAMN.
2. YctaHoBKa 1 HacTpovika Cnyx6 yaaneHHbIX pabounx ctonoB (Remote Desktop Services).

3. YcTaHOBKa AOMOSHUTENBbHBLIX KOMNOHEHTOB Microsoft anga koppekTHon paboTbl cepBepHbIX
komnoHeHToB Indeed PAM.

4. HacTponka ceTeBoro B3aMmoaencTBust CEPBEPHbIX U KITMEHTCKUX KOMMOHEHTOB B COOTBETCTBUN C

TpeboBaHMsaMN.

5. HacTponka xpaHunuiwia gaHHbix Indeed PAM:

e [lpepoctaBnenune gocrtyna k ak3emnnapy Microsoft SQL/PostgreSQL, PostgreSQL Pro.

e CosgaHue 6a3 gaHHbIX M HACTPOMKa CepBUCHON YYETHOI 3anuncy Unu npeaocTaBneHe AocTyna K

NMeoLLENCS YYETHOM 3anucu.

6. OnpegeneHne LDAP-nyTen KOHTEMHEPOB 1 NOAPA3AeNeHnin, B KOTOPbIX ByaeT pacrnonoXeH katanor
nonb3oBaTtenen Indeed PAM B nepapxmm cny»x06bl KaTanoros.

7. Co3gaHue n HacTponka cepBUCHOW y4eTHOW 3anucy ansa paboTtbl ¢ kaTanorom nonb3oBatenen Indeed

PAM vnu npegocTtasneHve JocTyna K UMEeLLEnNCca y4eTHOWN 3anncu.

8. Co3gaHume 1 HacTporka CEepBUCHON YYETHOWM 3anmncu st CEPBUCHBLIX onepauuin B cnyxbe katanoros
UNu NpegocTaBneHne OCTyna K UMEIOLLENCsl Y4eTHOM 3anucu.

YcTaHOBKa n HacTpoukKa cepBepPHbIX KOMMOHEHTOB
Indeed PAM

Windows

1. Cepsep ynpasneHus (Windows)
2. Cepsep goctyna (RDP\RemoteApp)
3. Cepsep goctyna (SSH Proxy)


http://localhost:3000/privileged-access-manager/3.2/system-requirements/
http://localhost:3000/privileged-access-manager/3.2/preparation-for-installation/databases/
http://localhost:3000/privileged-access-manager/3.2/preparation-for-installation/active-directory-accounts/
http://localhost:3000/privileged-access-manager/3.2/preparation-for-installation/active-directory-accounts/

Linux

1. CepBep ynpaneHus (Linux)
2. Cepeep goctyna (RDP/RemoteApp)
3. Cepsep goctyna (SSH Proxy)

YcTaHOBKa U HaCTPOMUKA KITUEHTCKUX
komnoHeHTOB Indeed PAM

1. YcTtaHoBKa 1 HacTpomnka PamSu
2. YctaHoBKa n Hactpovika Indeed PAM Agent

3. YcraHoBka n HacTtpouka Indeed PAM Desktop Console

TecTtoBbIN 3anyck Indeed PAM

1. I'IpOBepKa CepBEPHbIX N KITMEHTCKNX KOMIMNOHEHTOB.

2. NpoBepka cLeHapreB 3akas4nka:

HacTponka cepBucHbIX onepaunin ans pecypcos ¢ OC Windows.

HacTtporika cepBucHbIX onepauun ans pecypcos ¢ OC *nix.

HacTtpownka nonb3oBaTenibCKNX MOAKITHYEHUN.

3. YcTpaHeHue owmnbok.

3aBepLialowmm atan

1. demoHcTpauus.
2. ObyyeHue.

3. TectupoBaHue.


http://localhost:3000/privileged-access-manager/3.2/setup/additional-components-setup/#pamsu
http://localhost:3000/privileged-access-manager/3.2/setup/additional-components-setup/#indeed-pam-agent
http://localhost:3000/privileged-access-manager/3.2/setup/additional-components-setup/#indeed-pam-desktop-console
http://localhost:3000/privileged-access-manager/3.2/service-operations/
http://localhost:3000/privileged-access-manager/3.2/service-operations/#service-operations-for-nix-resources

E@E‘ Y4yeTHble 3anucu KaTtanora nonb3oBaTenen

CospaliTe yyeTHble 3anvcu Ans paboTbl ¢ kKaTanoroM nofb3oBaTernen 1 Ans CEPBUCHBIX onepauui

@ Ceptudukarbl

MogroToBbTe cepTndukatsl nepen ycraHoskow Indeed PAM

@ Ba3bl AaHHbIX

CospaiTte 6asbl AaHHbIX U y4yeTHble 3anucu angd pa60TbI C XpaHunuiiem gaHHbIX

Cé) MeguaxpaHunuiie

Cospaiite n HacTponTe hainoBoe XpaHUnuLLe

== CepBepbl

Bl

[o6asbte RDS pornb (ans Windows) nnu yctaHoBute Heobxoamnmble KOMMOHEHThI (A5 Linux)



http://localhost:3000/privileged-access-manager/3.2/preparation-for-installation/active-directory-accounts/
http://localhost:3000/privileged-access-manager/3.2/preparation-for-installation/certificates/
http://localhost:3000/privileged-access-manager/3.2/preparation-for-installation/databases/
http://localhost:3000/privileged-access-manager/3.2/preparation-for-installation/media-storage/
http://localhost:3000/privileged-access-manager/3.2/preparation-for-installation/servers/
http://localhost:3000/privileged-access-manager/3.2/preparation-for-installation/accounts-for-wizard/

E@;—E‘ YyeTHble 3anucu gna yctaHoBkn PAM yepe3 macTtep

MpocMOoTpUTE CMMCOK YHETHBIX 3anunceit, KoTopble TpebyroTcs ans paboTbl C MacTepom



http://localhost:3000/privileged-access-manager/3.2/preparation-for-installation/accounts-for-wizard/
http://localhost:3000/privileged-access-manager/3.2/preparation-for-installation/accounts-for-wizard/

Y4yeTHbIE 3anNuUcu KaTtanora
nonb3oBaTteneu

Bsaumopencteue Indeed PAM ¢ KOHEYHbIMM MOMb30BaTENSIMU BbIMOMHAETCS 3@ CHET YYETHOWN 3anuncu,
KoTopas byaeTt nony4atb CAMCOK Nofb3oBaTtenen n ux atpnoyThbl.

YyeTHada 3anucb gnsa padboTbl C KaTasorom
nonb3oBaTenen

Active Directory FreelPA ALD Pro OpenLDAP RED ADM Samba DC

1. 3anyctute ocHacTky Active Directory — nonb3oBaTtenu n komnbrotepbl (Active Directory Users and
Computers).

2. BbI30BUTE KOHTEKCTHOE MEHIO KOHTEMHEpa 1Unv nogpasaeneHus.
3. Boibepute nyHkT Co3paTtb (Create) — MNonb3oBaTtenb (User).
4. Ykaxute nus, Hanpumep, IPAMADReadOps.

5. 3anonHuTe obsi3aTenbHbIe NONs 1 3aBEPLUMTE CO34aHNEe YYETHOW 3anmcy.

YyeTHada 3anucb A1l CEPBUCHbLIX onepauunu

Active Directory FreelPA ALD Pro OpenLDAP RED ADM Samba DC

1. 3anyctute ocHacTky Active Directory — nonb3oBartenu n komnbrotepbl(Active Directory Users and
Computers).

. OTKpOMTE KOHTEKCTHOE MEHIO KOHTENHepa Unu nogpasaeneHus.

. Boibepute nyHkT Co3pgatb(Create) — Nonb3oBatenb (User).

. Ykaxute nus, Hanpumep, IPAMADServiceOps.

. 3anonHuTe obasartenbHble Nong U 3aBepLUnTe co3gaHne y4eTHOW 3anmcu.

. OTKpoOnTE KOHTEKCTHOE MEHIO KOHTENHEpPA, NoApasaeneHnsa Unn KopHs AoOMeHa.

~N OO o A WON

. Beibepute nyHkt CBomncTBa (Properties).



14.
15.

. NMepengute Ha Bknagky BesonacHocTb (Security).
. Haxxmute flo6aBuTb (Add).

10.
1.
12.
13.

Bbibepute yyeTHyto 3anmcb IPAMADServiceOps 1 Haxxmute OK.
Haxmute JononHutenbHo (Advanced).
Bbibepute yyetHyto 3anmce IPAMADServiceOps 1 HaxxmuTe UameHnTb(Edit).

YctaHosute ansa nonga MpumeHseTtca k:(Applies to:) 3HayeHne [loyepHue 06bEKTbI:
NMonb3oBaTtenb (Descendant User objects).

B pasgene PaspeweHus: (Permissions:) otmetsTe Copoc napons (Reset password).

COXpaHVITe BHECEHHbIE NSMEHEHUA.



CepTudukarsbl

MogrotoBbTe cepTudukaTthl nepeq yctaHoBkor Indeed PAM. Y Bcex cepTudmkaToB AomkeH ObiTb OANH 1
TOT € Nnaporib.

/\ NPEQYNPEXAEHUE

Bce cepTudumkathbl, Kpome cepTudmKaTa yaoCToOBEPSAOLLEro LEHTPa, AOMKHbI ObiTb B (hopmate . pfx .

CepTudukat yaoCToBEpPSAOLLEro LeHTpa A0MKEH ObiTb B hopmate .crt.

MHcTannauua 6e3s OTtkasoycTon4mBas OTKka3soycTomMumBasi MUHCTanNnNsLMA co
6anaHcupoBKK umHctannauusa ¢ HAProxy CTOPOHHUM GanaHCUpPOBLUMKOM

Bam noHapobsTca cnegyowwme ceptudukarhbi:

o CepTtudomkaTt ygocTtoBepsitoLlero LeHTpa 6e3 npmaTHoro kniova B oopmate PEM (Base64) ¢
pacwmpeHvemMm .crt.

o Ceptudukat Ha FQDN PAM c npuBaTHbIM KIto4OoM B popmate .pfx.

o CepTtudukatbl Ha Bce cepepbl goctyna RDP, RDS n PostgreSQL ¢ npuBaTtHbIM KrtodoM B oopmaTte

.pfx. Kpome cnyyad, Korga cepeep AocCTtyna yctaHoBJ1IeH Ha OAHOM XOCTe C cepBepOM yrnpaBlieHUA.

() UH®OPMALUSA

HocTynHo ucnonb3oBaHune wildcard-ceptudukara. B atom crniyyae ceptudpmkat 4OmKeH ObiTb BbIMyLLEH
Ha BECb JOMEH UM UMETL B anbTepHaTUBHbLIX MMEHax agpeca Bcex xoctoB PAM.

[nsa koppekTHon pabotel LDAPS nomecTtuTe ceptudpmkaT ygqocToBEPSIHOLENO LIEHTPA B
IndeedPAM_3.2_RU\indeed-pam\state\target\ca-certificates nepepg 3anyckom mactepa.



Bba3bl AaHHbIX

[na xpaHeHuna gaHHbIX Indeed PAM ncnonb3syet crneaytowme b/:

o Core — B[] komnoHeHTa Indeed PAM Core, ncnonb3ayerca ans XxpaHeHns AaHHbIX NPUBUNENMPOBAHHbIX

YYETHbIX 3anncen, pecypcoB, paspeLleHni, 1 NPoYnx cepBUCHbIX AaHHbIX Indeed PAM.
e CoreJobs — B[] komnoHeHTa Indeed PAM Core, ncnone3syetcs Ans XpaHeHUa 3agay no pacrnucaHuio.

¢ lIdp — B[] komnoHeHTa Indeed PAM IdP, ncnonbayetca ona xpaHeHUst ayTeHTUPUKaTopoB

nons3oBaTenen n agmuHuctparopos Indeed PAM.
¢ IdpJobs — B[]l komnoHeHTa Indeed PAM IdP, ncnone3syetca ana XxpaHeHus 3agad no pacrnmcaHuio.

¢ ILS — B/l komnoHeHTa Indeed Log Server, ncnonesyetcs ans xpaHeHna cobeitus Indeed PAM.

Co3pgaHue 6a3 gaHHbIX
MSSQL PostgreSQL

1. 3anyctute Microsoft SQL Management Studio(SSMS) 1 BbINONHUTE NOAKITOYEHME K 9K3eMNIISpy
Microsoft SQL Server.

2. OTKpoWnTEe KOHTEKCTHOE MeHI0 NyHKTa Ba3bl aaHHbIX (Databases).
3. Belbepute nyHkT HoBas 6a3a gaHHbIx (New Database).
4. YkaxunTte nma 6asbl AaHHbIX, Hanpumep: Core, CoreJobs, Idp, IdpJobs, ILS.

5. Haxxmute OK.

Co3pgaHue U Ha3Ha4YeHue y4eTHOM 3anucu ansa
paboThbl C XpaHUNULLEM OAaHHbIX

MSSQL PostgreSQL

1. 3anyctute Microsoft SQL Management Studio(SSMS) v BbINONHUTE NOAKITIOYEHUE K IK3EMMNNAPY
Microsoft SQL Server.

2. PackpowTte nyHKT BesonacHocTb (Security).



D O b~ W

~

. OTKpounTe KOHTEeKCTHOe MeHto nyHkTa UMeHa ans Bxoaa (Logins).
. Boibepute nyHkT Co3aatb uma ansa Bxoaa (Create login).
. Ykaxute nus, Hanpumep, IPAMSQLServiceOps.

. Beibepute T1n NMpoBepka noanuHHocTn SQL Server (SQL Server authentication) n 3anonHuTe

HeobxoauMble nons.

. NMepengute B nyHKT ConocTtaBneHue nonb3oBatenen (User Mapping).
. OtmetbTe B1 Core, CoreJobs, Idp, IdpJobs, ILS.

9.
10.

OTtmetbTe npaBa db_owner, db_datareader n db_datawriter.

Haxmute OK.

(D NPUMEYAHUE

MpaBa db_owner ons Microsoft SQL Server Tpebytotca Tonbko Ang nepsoro obpawenns k b.

(D NPUMEYAHUE

Ansa pabotel PAM TpebyeTca BbINOMHUTL YCTAaHOBKY cepTudmkaTa ana nHctaHca MSSQL.



MeavnaxpaHunuuie

darnosble xpaHunuiLa HeobxoaMMbl AN arperauumn n JONroCPOYHOr0 XpaHeHUst BUaOeo3anucen, CHUMKOB

9KpaHa n nepegaBaemMblX B CECCUAX (*)aVIJ'IOB.

Co3paHue v HacTpounka hannoBoro xpaHunuiya

1. BoInonHWUTE BXOA Ha cepBep, KOTopbIN ByaeT BbICTynaTb B ponn hansioBoro XxpaHunuiia.

2. Cospawure kaTtarnor, Hanpumep, IPAMStorage.

3. Bbi3oBUTE KOHTEKCTHOE MEHIO KaTanora, Bbibepute nyHKT NMpegoctaBuTb goctyn K (Give access to)
n OTaenbHbIe noau (Specific people).

4. Beegnte nms yyetHon 3anucu, Hanpumep, IPAMStorageOps v HaxmuTe lo6aBuTb (Add).

5. Beibepute IPAMStorageOps 13 cnvcka gobaeneHHbIX. Miamennte YpoBeHb paspewieHumn (Permission

level) Ha YTeHne u 3anuck (Read/Write).

6. Haxmute NMopgenutbea (Share).



CepBepbl

Windows Linux

Bce cepBepbl, Ha KOTOpblE NNaHUPYETCSt yCTaHOBKA KOMNOoHeHTOB PAM [OmKHbI HAXOOUTLCSA B OQHOM

AoMeHe, B 0HOM ceTn n obpawatbes kK ogHoMy DNS cepsepy.
CepBep goctyna

CepBep goctyna npMHMMaET yaarneHHble NOAKMYeHns nonb3osartenen PAM 1 aBTomatuyeckn oTkpbiBaeT

yaaneHHble NOAKMI0YEHUS K KOHEYHBbIM pecypcam OT MMEHW NPUBUIETMPOBAHHbIX YY4ETHbLIX 3anuncen.
Mepen Tem Kak pa3BepHyTb cepsep ¢ ponbto RDS ybeauntecs, yto:

e KHEMY He NPUMEeHARTCA rpynnoBbl€ NMOJINTUKN, CBA3AHHbIE C yaalleHHbIM OOCTYINOM

e Ha HEM OTCYTCTBYHOT ntobble n3 komnoHeHToB ponv RDS (RDCB, RDG, RDL, RDSH, RDVH, RDWA)

PasBopaunBaHue ponn Remote Desktop Services

1. Otkponte Server Manager ([ducnetyep cepsepoB), B MeHi0 Manage (YnpasneHue) Bblibepute nyHKT
Add Roles and Features ([Jo6aBuTb ponv 1 KOMMNOHEHTbI)

2. Ha ware Installation Type (Tunbl yctaHoBkK) BbiGepuTe nyHKT Remote Desktop Services installation
(YctaHoBka cny6 yganeHHbIX pabovmx CTonos)

3. Ha ware Deployment type (Tunbl passepTbiBaHus) Boibepute nyHKT Standard deployment
(CtaHpapTHOE pas3BepTbiBaHME)

4. Ha ware Deployment scenario(CueHapui pa3sepTbiBaHUS1) BblbepuTe NyHKT Session-based desktop

deployment (Pa3sepTbiBaHne pabo4ymx CTONOB Ha OCHOBE CEaHCOB)

5. Ha warax RD Connection Broker (IMocpegHuk nogkntoveHuin), RD Web Access (Beb-goctyn), RD
Session Host (Y3en ceaHcoB) BbibepuTe MMSA TEKYLLETO cepBepa

6. Ha ware Confirmation ([NogTteepxaeHune) skntounte onuuto Restart the destination server
automatically if required (ABTOMaTnyeckn nepesanyckaTb KOHEYHbIV CepBep, ecnu 3To noTpebyetcs),
Bblbepute Deploy (PassepHyTb) U LOXAUTECH Nepe3arpy3ku cepaepa.



Y4yeTHble 3anucu anga yctaHoBkun PAM
yepes macrtep

Mepen nepexogom K pasgeny YcraHoBka ybeguTech, YTO Bbl MOATOTOBUIIN BCE OMMUCAHHBIE HUXE YYETHbIE
3anmcu n nx naponu. bes aTnx ydetHblx 3anncen ycraHoska Indeed PAM HeBO3MOXHa.

¢ Y4yeTHble 3anmcu XoCToB (OT,D,eJ'IbeIe nnu obuiasi AOMeHHas y4yeTHad 3aI'IVICb).

v [logpobHee

A1 yyeTHble 3anncy ByayT NPUMEHSITbCS AN YCTaHOBKM KOMNOHEHTOB PAM Ha XOCTbl.

Ansa xoctoB nog ynpasnennem Windows gomkHa 6biTb BO3MOXHOCTb noakntodeHnsa no WinRM, a
y4YyeTHasi 3anncb JOSMKHA MMETb NpaBa NoKanbHOro agMuHuctpatopa. Ang Linux gormkHa ObiTb
BO3MOXHOCTb nogknoyeHns no SSH, a ydeTHas 3anucb oMmkHa MMeTb npasa root.

Y4yeTHble AaHHble 3TUX 3anucen OyayT COXpaHeHbl B pe3epBHOM KoMK Mmactepa ass
NCNonb30BaHNA Npy NOCNEeAyLWMX onepaumnsax ¢ MacTepPoM, TakMX Kak M3MeHeHne KoHdurypauum
nnn obHoBneHue Indeed PAM.

e YyeTHble 3anucy 6anaHCUpPOBLLNKOB, €CNN NAHNPYETCA OTKAa30yCTOMYMBAS UHCTANNSALMS.
e YyetHada 3anucb CYB[ (Hanpumep, IPAMSQLServiceOps).

e Y4yeTHad 3anucb Ans AocTyna K megmaxpaHunuily, ecnm BolbpaH Tun xpaHmnuwa SMB.

¢ Y4yeTHad 3anucb Ans YTeHus katanora nono3oatenen (Hanpumep, IPAMADReadOps).

e Y4yeTHasd 3anucb agMUHUCTpaTopa pornen — nonb3oBartens, KoTopomMy 6yayT BblAaHbl NpasBa Ha
ynpasnenune ponsmn PAM. OTOT nonb3oBaTtenb CMOXET BblAaTb NpaBa Ha LOCTYN K KOHCONU
ynpasrneHna PAM gpyrum nonb3oBaTesnism.

¢ Y4yeTHad 3anucb ans ayteHTudukauum Ha SMTP-cepBepe, ecnu nnaHupyetcs Bolbpate Email B
KadecTBe BTOPOro paktopa.


http://localhost:3000/privileged-access-manager/3.2/installation/
http://localhost:3000/privileged-access-manager/3.2/preparation-for-installation/databases/#creating-a-service-account-to-work-with-data-storage
http://localhost:3000/privileged-access-manager/3.2/preparation-for-installation/active-directory-accounts/#account-for-user-directory

ad | .
00 ; OcHoBHas Ha Windows

YctaHoBuTe Indeed PAM B COOTBETCTBMM C OCHOBHOW CXEMOW pa3BepTbiBaHWsi 6e3 6anaHCUpPOBKM C CEPBEPOM

ynpasneHns Ha Windows

lf’! OcHoBHas Ha Linux

YctaHoBuTe Indeed PAM B COOTBETCTBMM C OCHOBHOW CXEMOW pa3BepThiBaHWst 6e3 6anaHCUPOBKM C CEPBEPOM
ynpasneHus Ha Linux

(ag | y i
090 ; OTka3zoyctonumBasa Ha Windows

YctanosuTe Indeed PAM B COOTBETCTBMM C OTKA30yCTONYMBOM CXEMOW pasBepTbIBaHWUSA C CEpBEPOM yrnpaBreHns Ha

Windows

| y :
OTtkasoycTtonumBas Ha Linux

YctaHoBuTe Indeed PAM B COOTBETCTBMM C OTKa30yCTONYMBOW CXEMOW pa3BepTbiBaHUS C CEPBEPOM YrpaBeHns Ha

Linux



http://localhost:3000/privileged-access-manager/3.2/installation/basic-windows/
http://localhost:3000/privileged-access-manager/3.2/installation/basic-linux/
http://localhost:3000/privileged-access-manager/3.2/installation/fault-tolerant-windows/
http://localhost:3000/privileged-access-manager/3.2/installation/fault-tolerant-linux/

OcHoBHasa Ha Windows

KomnoHeHTbl Indeed PAM ycTaHaBnuBsatoTCca Ha Tpu cepBepa. ATOT TUN YCTAHOBKM MO3BONSAET OTAENUTb
NOrMKY CUCTEMbI OT KOMMOHEHTOB, NpeaoCcTaBnNALWMX A0CTyn. [loaxoauT Ans BHeAPEHUs 1 aKcnnyaTtaumm B

npombiLieHHoW cpene. Cxema pasBepTbiBaHUS 6e3 GanaHCUpoBKN.

I'Iepep, Ha4yarioM YCTaHOBKW BbIMNMOJIHUTE MOATOTOBKY OKPYXXEHUA.

3anyckK macTtepa

MacTtep — 370 BEO-NpUNOXeHne, KOTOpoe NO3BOSISET YCTAHOBUTL, OOHOBUTL BEPCUIO NN U3MEHNUTL
KoHdurypaumto Indeed PAM. MacTtep noctaensieTcsa B coctaBe anctpmbytnea PAM. YTobbl ucnonb3oBartb
mMacTep, notpebyetca 3anyctutb ero B Docker-koHTenHepe ¢ MOMOLLbIO creumanbHOro ckpunra.

/\ NPEQYNPEXAEHUE

MaCTep AOIKeH ObITb 3anyLieH Ha TOM XOCTe, Ha KOTOPOM 6y/:|,eT YCTAHOBJ1E€H CepBep ynpaBlieHNAa Uinm

cepBep goctyna PAM, nHadye npomsonget owmbka pabotbl mactepa.

1. 3arpysute n pacnakymte guctpmdytns PAM Ha Linux-maLumHy.

2. NomecTute ceptudumkat yaoctosepsatoLlero ueHtpa B IndeedPAM_3.2_RU\indeed-pam\state\target\ca-
certificates. 31o TpebyeTcsa anga koppekTHon paboTtbl LDAPS. NMponyck aTtoro wara npuseget K ounbke
paboTbl MacTepa.

3. 3anyctute mactep KOMaHOOoM:
sudo bash run-wizard.sh

4. [loxxauTech BbINOMHEHUS CKPUMTA.
5. MNMocne BbinonHeHus ckpunTa neperante no URL, ykazaHHOMY B KOHCOIMMW.

6. B none Koa poctyna BBeaute AutenticationCode, yKka3aHHbIN B KOHCOSM MOCHE BbINOSIHEHNSA
ckpunTa.
Mpumep kopa: vVHyTVRYKX5pxUKM6e1ZgCWENOdXFdOy .


http://localhost:3000/privileged-access-manager/3.2/preparation-for-installation/

() MHOOPMALIMSA

Mo ymonuyaHuto kog ByaeT 3anpoLleH cCHoBa Yepes 2 Yaca, TO eCTb 3a 3TO BPEMS HYXHO YyCneTb
BbIMOMHUTE BCO paboTy.

7. Haxxmnte BonTtn n nepexogure k paboTte ¢ MmacTepom.

CueHapun

1. Bbibepute HoBasa nHcrannauua PAM.

2. Haxmute Oanee ons nepexoda K criegyolemy wary macrepa.

v [MNogpobHee O cueHapusx

MaCTep ncnorb3yeTcd A4 BbIMOJIHEHNA OOHOIo N3 TpeX CLUEeHapUeEB:

e HoBasa nHctannauma PAM — yctaHoBka Indeed PAM.

o O6bHoBneHne PAM — o6HoBrneHue Bcex komnoHeHToB Indeed PAM go Hosou Bepcun. Hanpumep,
¢ 2.10 go 3.0. Bo Bpems o6HoBneHns PAM Bynet HegocTyneH. Bece Tekywme ceccum byayT

npepBaHbl.

¢ U3ameHeHue koHdurypauum PAM — BHeceHEe N3MEHEHMN B TEKYLLYIO MHCcTannsuuio PAM.
Hanpumep, nameHeHune coctaBa xocTtoB. Bepcuss PAM octaHeTcs Toun xe. Bo BpeMsa 06HOBNEHUS

PAM 6ynet HegocTyneH. Bce Tekywime ceccum ByayT npepBaHbl.

Cxema xocToB

Mo xocToM NOHUMAaETCA PU3NYECKUN NN BUPTYyarbHbIA CepBep, Ha KOTOPOM pacnonaratoTCs KOMMOHEHTb!
PAM.

1. Ha ware Cxema xocToB BBEAUTE NONMHOE JOMEHHOE MMs cepBepa ynpasneHus B norne FQDN PAM.
Mpumep: pam.my-company.local.

2. [lobaBbTe cepBep ynpasBneHusi, a Takke cepepbl goctyna RDS, SSH n PostgreSQL. YuutbiBanTte, 4yto
Henb3s1 406aBUTb HECKOMNbKO XOCTOB C OANHAKOBLIM afpecoM.



v CepBep ynpaBneHus

i. Haxkmnte [lo6aBUTHL XOCT.
ii. Qnsa nepekntodatens OnepaunoHHasa cuctema xocta Bbibepnte Windows.
iii. Bkntounte onuuio CepBep ynpaBrneHus.

iv. Beegute IP-agpec unm DNS B none Agpec xocTa. YunTbiBanTe, YTO HEmNMb3s 400aBUTb
HECKONbKO XOCTOB C OAMHAKOBbLIM aapeCcoM.

v. YkaxunTte nopt B none lMopr.

vi. Bbibepute Tmn y4yeTHONM 3anucu s xocTa: obwas AOMeHHas y4YyeTHas 3anucb uUnu
oTAenbHas y4YeTHas 3anucb Ansi 3TOro XocTa.

vii. Beegute JloruH B popmate UPN unn SAM u Maponb Ans yKazaHHOW YYETHOW 3anncu.

viii. Haxxmute [lo6aBUThb.

v Cepsep goctyna RDS

/\ NPEQYNPEXAEHUE

Mpn pobasneHuun cepepa aoctyna RDS yuntbiBanTe, 4to Ha nocnegyrowem ware Katanoru
nonb3oBaTenen obsa3arensHo 4o6aBuTh KaTanor. [1pogomKknTb TONbKO C BHYTPEHHUMM

norib3oBaTterndaMmn Herb34.

i. Haxxmute lo6aBUTL XOCT.
ii. Ansa nepekntodyatens OnepaunoHHasa cuctema xocta Bbibepute Windows.
iii. BkntounTe onumio Cepep aoctyna RDS.

iv. BBeaute IP-agpec unn DNS B none Agpec xocTta. YuntbiBanTe, YTO HEMNb3s Aob6aBUTb
HECKONbKO XOCTOB C OA4MHAKOBbLIM agpecoM.

v. Ykaxute nopt B norse MNoprt.

Vi. Bb|6ep|/1Te T™Tn yquH0|7| 3anucu Ans xocrta: obwas AoOMeHHas y4eTHasd 3anunucb 1Uin
oTAaelibHadA y4vyeTHas 3anucb Ansd 3TOro XocTa.

vii. Beegute JloruH B popmate UPN unu SAM u Maponb ans ykazaHHOW yY4ETHOW 3anncu.

viii. Haxxmute [106aBUTD.

v Cepsep goctyna SSH




V.

Vi.

Vii.

viii.

. Haxxmunte lo6aBUTH XOCT.
. Ansa nepekntoyatens OnepaunoHHasa cuctema xocrta BbidepuTe Linux.
i. BkntounTe onumio CepBep pgoctyna SSH.

. Beegute IP-agpec nnu DNS B none Agpec xocTa. YuntbiBanTe, 4To Henb3ss 4obaBuTb

HECKOJTbKO XOCTOB C OQMHAaKOBbIM aipeCcoM.
Ykaxute nopt B none Mopr.

Bbibepute cnocob ayTeHTUdMKaLMKN y4ETHOM 3anMcy Ha XOoCcTe: No naposnto unv no SSH-
KIouy.

Ecnn Ha npeabiaywiem ware BbiGpanu no naponto, To BBeaute JlornH n Maponb. Ecnu Ha
npeapigyLiem ware Bolopanu no SSH-knwouvy, 10 BBegute JloruH, Maponb sudo, SSH-kno4
n MaponbHyto chpasy.

Haxmunte [lo6aBuUTL.

v Cepsep goctyna PostgreSQL

V.

Vi.

Vii.

viii.

. Haxxmunte lo6aBUTH XOCT.
. Ansa nepekntoyatens OnepaunoHHasa cuctema xocrta Bbibepute Linux.
i. Bkntounte onuuio CepBep goctyna PostgreSQL.

iv. BBeaute IP-agpec unn DNS B none Agpec xocTta. YuntbiBanTe, YTO HEMNb3s Aob6aBUTb

HECKOJTbKO XOCTOB C OQMHaKOBbIM aipecoM.
Ykaxute nopt B none Mopr.

BbibepuTte cnocob ayTeHTUdUKauumn y4eTHOM 3anmncu Ha XocTe: no naponto unuv no SSH-
Knrouy.

Ecnu Ha npeabiaywem ware Boibpanv no naponto, To BBeaute JlornH v NMaponb. Ecnn Ha
npeablgyLiem ware Bolopanu no SSH-knrouy, 1o BBeanTe JloruH, NMaponb sudo, SSH-knto4
n MaponbHyto chpasy.

Haxmunte [lo6aBUTL.

O

NMPUMEYAHUE

CepBgep ynpasneHusi n cepeep goctyna RDS moryT pacnonaratbcsi Ha 0OgHOM XOCTe.

Cepsepsbl goctyna RDP, SSH n PostgreSQL moryT pacnonaratbcsl Ha O4HOM XOCTe.




3. MNMpocmMoTpuTe Tabnuuy XOCTOB M NPOBEPLTE NPaBUbHOCTL 3aMOfIHEHHbIX AaHHbLIX. Ecnn TpebyeTtcs
OTpPEeAaKkTUpPOBaTb AaHHbIE XOCTa, HAXXMUTE HA CTPOKY C 3TUM XOCTOM, BHECUTE U3MEHEHMS N HAXMUTE

—
CoxpaHuTtb. Ecnn TpebyeTtcs yganuTb XOCT, HaXMUTe [I] PSAOM C 3TUM XOCTOM.

4. Ina nepekntovatena BanaHcupoBLwumk BbIbepuTe 3HavyeHe He ucnonb3oBaTth.

5. Haxxmute [anee ana nepexona K cnegyrollemy Lwary macrepa.

MopThl

(D NPUMEYAHUE

MopTbl kKoMnoHeHTOB PAM aomxHbl 6biTb YHUKaNbHLIMU.

1. Ykaxkute noptbl A4nst KomnoHeHToB PAM B COOTBETCTBUM C Ballen CETEBOWN apXUTEKTYPOWN UM OCTaBbTe

3Ha4YeHnA No ymosr4yaHuto.

KomnoHeHT MopT no ymonyaHuto
SSH Proxy 2222

RDP Proxy 3390
PostgreSQL Proxy 5432

MC/UC HTTP 80

MC/UC HTTPS 443
Gateway Service 8443

2. Haxmute [lanee ans nepexoda K criegyoLllemy Liary macrepa.

Ceptudumkartol

Ha atom Liare TpebyeTcs 3arpy3anTb 3apaHee NoAroToBMNeHHbIe CepTUdMKATLI.


http://localhost:3000/privileged-access-manager/3.2/preparation-for-installation/certificates/

1. 3arpy3uTe cepTudumkaTt ygoctoBepsitoLero LeHTpa 6e3 npueatHoro kntoya B opmate PEM (Base64) ¢
paclpeHNEM .crt.

2. 3arpyaute cepTudukaTtbl 4Ns XOCTOB C paclumpeHvemM .pfx unu wildcard-ceptudukat n ykaxumte

napornb.

3. Haxwmute Janee ans nepexoda k criegytollemy Lary Macrepa.

Ba3bl aHHbIX

1. Boibepute Tun cepBepa Microsoft SQL.

2. Beegute Appec cepBepa n Umsa nHctaHca MSSQL.

3. Bkntounte onuuio BesonacHoe nogkntoveHue kK CYBA.

4. Beegnte nms nonb3oBaTtens u naposib y4eTHOW 3annucu ans pabotsl ¢ 6azammn gaHHbIX.

5. Ansa nepekntoyatens Knrouu wudpoBanus Boibepute 3HavyeHne CreHepupoBaTb HOBbIN.

6. BBeante Ha3BaHusa 6a3 AaHHbIX, KOTOPbIE Bbl CO34anu Ha Lware noAroToBKU K yCTaHOBKE:
o B[l ana npuBmMnernpoBaHHbIX Y3

o B[ ansa ayteHTMduKaTopoB nons3osatenen PAM
o B[] anga cobbiTun PAM

o B[l onsa 3agay no pacnucaHuno Core

o B[l onsa 3agay no pacnucaHuto ldp

7. Haxmnte [lanee ans nepexofa K criegyowemMy wary macrepa.

v Bbibop 6a3bl gaHHbIX PostgreSQL

1. Boibepute Tun cepBepa PostgreSQL.

2. Beegute Appec cepBepa.

3. Bkntouute onuuto BesonacHoe noagknioveHue kK CYB/.

4. Beegnte nms nonb3oBaTtens U naposib y4eTHOW 3annucu ans pabotbl ¢ 6azammn faHHbIX.

5. Ansa nepekntoyatens Knrouun wudpoBanus Boibepute 3HavyeHne CreHepupoBaTb HOBbIN.

6. BBeante Ha3BaHusa 6a3 AaHHbIX, KOTOPbIE Bbl CO34aNN Ha Lware noaroToBKU K YCTAHOBKE:!
o B[l ana npuBmnernpoBaHHbIX Y3

o B[l ona ayteHTUduMkaTtopoB nonb3osatenen PAM

B ans cobbitun PAM

(e]

o

b ans 3agad no pacnucanuo Core
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o B[l ona 3agay no pacnucaHuto ldp

7. Haxmute Janee ans nepexoda K criegytollemy Lary Mmacrepa.

XpaHunuuie gaHHbIX

1. Boibepute Tun xpanunuwa darinosas cucrema.
2. Ecnn TpebyeTca namennte 3HaveHve B norne KopHeBas AMpeKTopusa XxpaHunuiia.

3. Haxxmute Janee ana nepexona K cnegyrollemy Lwary macrepa.

N/ .El.pyrl/le TUNbI XpaHUITNLL,

Mpun BbIGOPpEe SMB 3anonHuTe nons:

CeteBov nyTb

[JomeH

Mmsa nonb3oBaTtens

Maponb

Mpu BbIGOpPE S3 3anonHuTe nons:

o CeteBou agpec S3 cepBepa

[MyTb 4O KOPHEBOW OMPEKTOPUM XpaHuUnvLa Ha S3-cepBepe

NpeHTudumkatop kntoda goctyna (access key id)

CekpeTHbI kntod goctyna (secret access key)

PernoH (HeobsasartensHoe none)

OrpaHnyeHune nokaumm (HeobszaTenbHoe Norne)

KaTanorv nonb3oBaTeneu

[lo6aBbTEe OAWH UNK HECKONbKO KaTanoros nonb3oBaTtenen, unn Haxmurte Janee, 4tToObl ncnonb3osate PAM
TOMNbKO C BHYTPEHHUMU NONb30BaTENAMM.

/\ NPEQYNPEXAEHUE




Ecnn Ha ware Cxema xocToB gobaBneH cepBep goctyna RDS, 1o ob64a3arensHo gobaBbTe KaTanor.

npOﬂ,OJ'I)KVITb TOJIbKO C BHYTPEHHUMMW NOJSIb30BaTENIAMU HEJTb3A.

v Bbibop katanora Active Directory

0 N o o &

©

. HaxxmnTte [lobaBuUThL KaTanor.
. B none Cnyx6a katanoroB BbibepuTe 3HadeHne Active Directory.

. BBeante 3HauyeHue B norne ID kaTtanora. Copmynupynte ato 3HavyeHne camoctosTensHo. OHO

MOXET COCTOATb U3 JTAaTUHCKUX 6yKB n Ll,l/l(*)p, MakcumarbHasa anvHa — 32 cumBona. Ecnu

nraHnpyeTe UCnosib30BaTb HECKOJTbKO KaTalrioroB, TO UX ID pomxkHbl ObITh pa3HbIMW.

. BBeaute 3HaueHne B none DNS gomeHa.

. BBeante 3HauyeHune B nonie DN KOHTeMHepa nonb3oBaTenemn.
. BBegute nms nonb3oBatensa u naposnb y4eTHOM 3arnmncu.

. BkntouuTte onumio Ucnonb3oBatb LDAPS.

. Ecnn TpebyeTcsa, nameHunte coorBeTcTBme atpmbyToB nonb3oBartenen n/mnu atpudyTos rpynn

norib3oBaTenen.

. Haxxmute lobaBuTh.

. HaxxvuTe Oanee onsa nepexona K creayoweMy Liary Mmacrepa.

¥ Bbibop katanora ALD PRO, FreelPA, OpenLDAP

. Haxxmute lo6baBuTb KaTanor.
. B none Cnyx6a katanoroB BbibepuTe ogHO 13 3HayeHun: ALD PRO, FreelPA, OpenLDAP.

. BBeante 3HayeHue B none ID kaTtanora. Copmynupynte a1o 3Ha4yeHne camoctosTenbHo. OHO

MOXET COCTOATb M3 NTaTUHCKNX ByKB 1 Lundp, MakcumanbHas annHa — 32 cumeona. Ecnn

nnaHnpyeTe UCrnoJib3oBaTb HECKOJIbKO KaTarioroBs, TO X ID oomxkHbl ObITb Pa3HbIMW.

. BBeante 3HayeHune B none DNS gomeHa.
. BBeante 3HauyeHue B none DN KoHTeMHepa nonb3oBaTenen.

. BBegute nmsa nonb3osatens B popmate DN (npumep:

'uid=pamadmin,cn=users,cn=accounts,dc=my,dc=company') n naposib y4eTHOWN 3anuncu.

. BkntouuTte onumio Ucnonb3oBatb LDAPS.

. Ecrnn Beibpanu ALD PRO unu FreelPA, 1o BbibepuTe @opmaTt ngeHtucgpukaTopa

nonb3oBatenen u rpynn — SID nnun GUID.
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9. Ecnun TpebyeTcs, nameHnTe CooTBETCTBME aTpnbyTOB Nonb3oBartenen n/unu atpnbyTos rpynn

norb3oBaTenen.
10. Haxxmute [lobaBuUTh.

11. Haxmute flanee onga nepexofa K creagyrowemy wary macrepa.

v Bbibop katanora RED ADM, Samba DC

A NMPEOYNPEXOEHUE

Mpu BbIGOPE KaTanora Samba DC Bepcun Huxe 4.21 unu katanora RED ADM fob6asbte B
KOHpUrypaumoHHbIn parin Samba cnegytowyto CTpoKy: 'ldap server require strong auth =

allow_sasl over_tls'.

1. Haxkmute lo6aBuUTbL KaTanor.
2. B none Cnyx6a katanoroB Bblibepute: RED ADM nnn Samba DC.

3. Beegute 3HaveHue B none ID kaTanora. CchopmynmnpymnTe 3TO 3Ha4eHne camocTosTesibHo. OHO
MOXET COCTOSATb M3 NTaTUHCKNX BYKB U Lundp, MakcumanbHas annHa — 32 cumeorna. Ecnm

nnaHMpyeTe UCNonb30BaTh HECKONBbKO KaTanoros, TO Ux ID gormkHbl 6bITb pasHbiMU.
4. BBegute 3HavyeHue B rnorne DNS gomeHa.
5. Beeaute 3HayeHue B nosie DN KOHTeMHepa nonb3oBaTenen.

6. BBeante nms nonb3osartens B popmare UPN (npumep: pamadmin@my.company) u naponb
YYETHOW 3anucu.

7. Bknrounte onumio Ucnonb3oBaTtbk LDAPS.

8. Ecnun TpebyeTcs, nameHnTe COOTBETCTBME aTpnbyTOB Nonb3oBartenen n/unu atpnbyTos rpynn
nons3oBaTeneun.

9. Haxxmute [lobaBUTH.

10. HaxxmuTe [Oanee ons nepexoda K criegyolemMy wary macrtepa.

AOoMUHUCTpPATOpPLI poren

() MHPOPMALIMSA

B mactepe MOXHO yKasaTb TOSIbKO OAHOro agMuUHUCTPaTopa poren.
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B kauecTBe agMunHMCTpaTopa ponen MOXHO BblbpaTh Kak Nonb3oBaTens n3 katanora, Tak u BHyTPEHHETO.
BbiGpaHHOMy nonb3oBatento 6yayT BelgaHbl NpaBa Ha ynpaeneHune ponsmu PAM. 3ToT nonb3oBaTtenb

CMOXET BblAaTb MNMpaBa Ha OO0CTYN K KOHCOIK ynpaBlieHnA PAM OPYrMMm noJib3oBaTeNiAaM.

M3 kaTtanora BHyTpeHHUN

1. BbibepuTe 13 katanora y4eTHyto 3anuchb.

2. Haxxmute [lanee ans nepexoga k criegyowemy Lwary macrepa.

AyTeHTU(pUMKaUMA nonb3oBaTeneu

Ha atom ware Tpebyetcsa 3agatb MeXaHU3M ayTeHTUUKALMM U HACTPOMKN OBYXEAKTOPHOM
ayTeHTUrKaLmm.

MexaHu3m ayTeHTUdMKaLmn
1. Boibepute nogxogawmn BapuaHT: LDAP, RADIUS nnn Windows.

/\ NPEAYNPEXOEHUE

Ecnu Ha npeabiaywem ware AGMUHUCTpPaTOpPbI poren BbibpaH BHYTPEHHUI NONb30BaTefb, TO
Bbl6op mexaHmnama Windows HegocTyneH. Takad KOMBUHaUMS HacTpoek ABNSETCH HEKOPPEKTHOM
KOH(urypaumen PAM, T.K. adMUHUCTPATOP HE MOXET ayTEHTUPULMPOBATLCA B CUCTEME.

Ecnu B kayecTBe nepBoro agMnHUcTpaTopa BblbpaH nonb3oBaTternb 13 Katanora, T0 Bbibpatb
mexaHn3am Windows mMoxHo. Npu Takon koHdurypauumn pabota ¢ BHyTPEHHMMM MOSb30BaTENSAMMU
He nogaepXunBaeTcs.

2. IMpwn Bbibope RADIUS pobasbte cepeep RADIUS n BBeauTe Heobxoanmble gaHHbIE.

v AyteHTudukaums no RADIUS

/\ MPEOYNPEXOEHUE

[ns BHYTpeHHMX nonb3oBaTtenen HegocTynHa ayTeHTugukaumnsa Yepes RADIUS. 3agaHHble 3aech

HaCTPOWKM AENCTBYIOT TOMbKO Ha Nnornb3oBaTtenen n3 karanora.




Mpwn Boibope RADIUS B kauecTBe MexaHn3mMa ayTeHTudunkaumm tpedbyertca ykasatb AgaHHble RADIUS-

cepBepa.

1. Haxxmute lo6aButb cepBep RADIUS.

2. Bbibepute cxemy ayteHTMdUKauun. BoamoxHble 3HaveHms: PAP, CHAP, MSCHAPV2. He
pekomeHayeTcs Bblbupatb cxemy PAP, T.K. oHa aBnsieTcst Hebe3onacHoW, MOTOMY YTO Naposib
nepegaetcs B OTKPbITOM BuAe.

3. Ykaxunte Agpec cepBepa, lNMopt n Cekper.

4. OctaBbte BkntoveHHoM onunio MpoBepaTb atpubyT Message-Authenticator. 3tot atpubyT
ncnonb3dyetcsa aAnga obecnedeHnsa LenocTHOCTU NaKeTOB M 3aLlMThbl X OT nogaenkn. OctaBnsaTb
ONUUIO BbIKITKOYEHHOM AOMYCTUMO TOMBbKO B TOM Cllydae, eCriv UCMOoSib3yemMoe NporpaMmmMHoe
obecneyeHne He nogaepKmBaeT paboTy ¢ 3TUM aTpubyToMm.

5. Boibepute ®opmat umeHu ans ayteHTudumkaumm. Bolbupante sHavyeHne Uma 6e3 nomeHa ans

ayTeHTupurkaumm Bo FreeRadius. Beibupante Umsa B hopmate SAM nnn Umsa B hpopmate UPN
ansa ayteHtudpmkauumn B NPS RADIUS.

MoxHo ykasaTb Heckonbko cepepoB RADIUS, 4tobbl 06ecneunTb 0TKa3oyCcTONYMBOCTb CUCTEMBI. B
atom cnyyae PAM nochkinaet 3anpoc cepeepam RADIUS nocnegoBaTtenbHO, B NOPSAKE yKa3aHUA
cepBepoB. To eCTb eCnu He yaanock nogknoumtbes k nepsomy cepsepy RADIUS, To PAM nonbiTaetca

NOAKMIOYNTBLCA K crneayrLiemy.

HacTtpounka 2FA

A NMPEOYNPEXOEHUE

Mpun BbIGOPE MexaHmn3ma ayTeHTudukauun RADIUS nonb3oBaTtenu u3 katanora ayTeHTumumpyotcs

yepe3 RADIUS, a ykasaHHble H/Xe HaCTPOVKN OENCTBYIOT TOMbKO HAa BHYTPEHHUX Mofb30oBaTernen.

1. BkntounTte onumio BknounTb ABYyXhaKTOpHY0 ayTeHTU(UKaLUIo Ana Bcex nonb3oBaTesien no

YMOSYaHUIO.
2. [Insa nepekntodatens Tun BToporo dakropa Bbibepute nogxoasuiee 3HadeHune: TOTP nnu Email.

3. OTMETLTE KOMMOHEHTLI, A1 KOTOPbIX TPEbyeTCs BKMOYMTL KELUMPOBAHME BTOPOro dhakTopa:
o Management Console

User Console

o

[e]

Desktop Console
SSH Proxy
RDP Proxy

[e]

]



o RDS Proxy

4. Ecnu TpebyeTcs, oTpeaakTupyinTe 3HadeHune B nore Bpems kewumpoBaHus.

5. HaxxmuTe Janee ona nepexoaa K crieaytowemMy Liary macrepa.

v Bropoun dakTop ayTeHTudurkauumn no Email

Mpwn BIBOpe Email B kayecTBe BTOPOro hakropa 3anonHuTe creaytowme nons:

e SMTP-cepBep

e Aapec NoyThl OTNpaBUTENS — afpec, C KOTOPOro OTNpPaBnseTcs NMMCbMO

MopT

Mms nonb3oBaTtens — NoruH Ans aBTopusauumn Ha cepeepe

[Maponb

CepBep pgoctyna

1. Ecnu TpebyeTtcs, nameHute 3HadeHusi nonen MakcumanbHoe Bpemsi oTBeTa areHTa 1 MHTepBan

healthcheck areHTa.

2. Haxxmute [lanee ons nepexoda K criedytollemy Lary Macrepa.

JNlornpoBaHue

1. Ecnu TpebyeTcs, nameHunte YpoBeHb NOrMpoBaHUA, MakCMMarnbHOE KONIMYECTBO or-pannos cepeepa

ynpaBneHna n MakCMmalribHOe KOJrmm4ecTBO J'IOF-d)aVIJ'IOB cepsepa gocrtyna.

2. Haxmute [lanee ans nepexopda K criedyollemy Lary macrepa.

CoObIiTuA

1. Ecnn tpebyeTtcs, nobasste Syslog-cepsep.

v Syslog-cepsep



Syslog-cepsep ncnonbayerca ona nHrerpauumn ¢ SIEM-cuctemon. CobbiTvsi U TEKCTOBLIE F10TK
3anucbiBaloTca Ha Syslog-cepBep B pexXnme peanbHOro BPEMEHU, TO €CTb B MPOLECCE aKTUBHOTO
yAaneHHOoro NoAKMtYeHns, a He Nocrne ero 3aBepLlleHns. 3To NO3BONAET MakCMMarnbHO ObICTPO
BbISABMNSATb UHLNOEHTBI U1 aHOManun, CBsi3aHHble C AeNCTBUSMIN NPUBUIErMPOBAHHbIX

rnosfib3oBaTenen.

Mpn pobasneHun Syslog-cepBepa NoTpebyeTca 3anonHUTL crieayroLme nons:
- Agpec cepBepa

- CeteBon npotokon (TCP unn UDP)

- MNopt

- ®opmat cobbiTnin (CEF nnn LEEF)

- Bepcus Syslog (RFC3164 unn RFC5424)

2. Haxmute [Oanee aonsg nepexoda K criegyoolemMy wary macrepa.

Pe3epBHasa Kkonus

PesepBHas konusa mactepa — 37O 3alnMpoBaHHbI dann, KOTOPbIN NCNOMNb3yeTCca AN BOCCTAHOBMEHMWS
COCTOsIHMA MacTepa. OTOT dann notpedyerca Bam B Byayuiem ansg obHosneHus PAM Ha HOBYO Bepcuto

nUnn onga n3aMeHeHust KoHurypaumm tekyien sepcumn PAM.
A NMPEOQYNPEXOEHUE
CoxpaHuTe hainn pes3epBHON KOnMmn Mactepa 1 3arnoMHUTE Naporib.

Bes atoro cparina n napons K HeMy Bbl HE CMOXeTe B ByayLiemM M3MeHUTb KOHGUrypaumuio Ballen

nHctannaumm PAM vnmn obHoBuTe PAM 0 HOBOM BEpCUKN Yepes MacTep.

1. 3agavite naponb ANs pe3epBHOM KON MacTtepa.
2. Haxxmute CkayaTb pe3epBHYHO KOMUIO.

3. HaxxwmuTte Janee ansi nepexoda k criegytollemy Lary Macrepa.

YctaHoBKka PAM

1. Ons nepekntovatens Cnocob yctaHoBKU BbibepuTe 3HayeHne U3 macTtepa.



2. Haxxmute YectaHoButhb PAM.

3. OTcnexwuBaliTe NpoLecc yCTaHOBKM C MOMOLLbIO Nporpecc-6apa. [Joxantech 3aBepLUeHnst yCTaHOBKM.

(D NPUMEYAHUE

dannbl ¢ noramMmmn yCTaHoOBKM HaxoaaTcsa no cnegytowemy nytn: IndeedPAM_3.2_RU/indeed-

pam/logs/.

B crnyyae BO3HWKHOBEHMS! OLLUMOKN YCTAHOBKM NPOCMOTPUTE 3TN (haiinbl U Npyu HEOGXOANMOCTH

obpaTuTech 3a MOMOLLbIO MO UCMPABIEHUIO OLLUNMOKM B TEXHUYECKYO NOOOEPXKKY.

4. OTKponTe B HOBOW BKNagke KOHCOMb ynpaBneHus, 4tobbl HacTpouTb Indeed PAM. Mpoxogute
ayTeHTUMKALNIO B KOHCOMU C TEMU YYETHLIMU JAaHHbLIMU, KOTOPbIE YKa3anu Ha ware AQMUHUCTpaTopsbI
ponen. NogpobHyto MHGOpMaLMO O NepBOHaYanbHON HAaCTPOMKE CMOTPUTE Ha CTpaHuue NepBbii

3arnyck.

5. HaxxmnTte 3aBeplunTb paboTy MacTepa unv BbiNOMHUTE CrieayoLLyo KOMaHay B TepMUHane:

sudo bash stop-wizard.sh
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OcHoBHas Ha Linux

KomnoHeHTbl Indeed PAM ycTaHaBnuBatoTCca Ha Tpu cepBepa. ATOT TUN YCTAHOBKM MNO3BONSAET OTAENUTb
NOrMKY CUCTEMbI OT KOMMOHEHTOB, NpeaoCTaBNALWMX A0CTYn. [loaxoauT Ans BHeAPEHUS U aKcnnyaTtaumm B

npomsblneHHon cpege. Cxema pasBepTbiBaHUs 6€3 6anaHCMpPOBKN.

I'Iepep, Ha4vasrioM yCTaHOBKU BbINONMHUTE MNOATOTOBKY OKPYXEHUA.

3anyckK macTtepa

MacTtep — 37O BEO-NpUNOXKEHNE, KOTOPOE MNO3BOSISIET YCTAHOBUTL, OOHOBUTL BEPCUIO UM U3MEHNUTL
KoHdurypaumto Indeed PAM. MacTtep noctaensieTcsa B coctaBe anctpmbytnea PAM. YTobbl ncnonb3oBatb
mMacTep, notpebyetca 3anyctutb ero B Docker-koHTeMHepe ¢ MOMOLLbIO creumanbHOro ckpunra.

/\ NPEQYNPEXAEHUE

MaCTep AOIKeH ObITb 3anyuweH Ha TOM XOCTe, Ha KOTOpPpOM 6y/:|,eT YCTaHOBJIEH CEPBEP ynpaBfieHNA UIn

cepsep goctyna PAM, nHaye npomsonget owmbka paboTel macTepa.

1. 3arpysute n pacnakynte guctpmdytns PAM Ha Linux-maLumHy.

2. NomecTuTe ceptudumkat yaoctosepsatoLlero ueHtpa B IndeedPAM_3.2_RU\indeed-pam\state\target\ca-
certificates. 3To TpebyeTcsa anga koppekTHon paboTtbl LDAPS. NMponyck aTtoro wara npmuseget K ounbke
paboTbl MacTepa.

3. 3anyctute mactep KOMaHOOoM:
sudo bash run-wizard.sh

4. [loxxauTech BbINOMHEHUS CKpUNTa.
5. MNMocne BbinonHeHuns ckpunTa nepenante no URL, ykazaHHOMY B KOHCOIMMW.

6. B none Kop poctyna BBeante AutenticationCode, yKka3aHHbIN B KOHCOSMM MNOCHE BbINOSTHEHNSA
cKpunTa.
Mpumep koga: vVHyTVRYKX5pxUKM6el1ZgCWENOdXFdOy .
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() MHOOPMALIMSA

Mo ymonyaHuio Koa ByaeT 3anpoLueH CHoBa Yepes 2 yaca, TO eCTb 3a 3TO BPeMS HYXHO yCrneTb
BbINOMHUTL BCIO paboTy.

7. Haxxmute BonTtu 1 nepexoante Kk pabote ¢ mactepom.

CueHapun

1. Bbibepute HoBasa nHcrannauua PAM.

2. Haxmute Oanee ons nepexoda K criegyollemMy wary macrepa.

¥ [Mogpo6GHee o cueHapusix

MaCTep ncnorb3yeTcd And BbIMOJIHEHNA OOHOIo N3 TpeX CLUEeHapUeB:

e HoBasa nHctannauma PAM — yctaHoBka Indeed PAM.

o O6HoBneHne PAM — o6HoBreHue Bcex komnoHeHToB Indeed PAM go HoBou Bepcun. Hanpumep,
¢ 2.10 pgo 3.0. Bo Bpems o6HoBneHns PAM Bynet HegocTyneH. Bece Tekywme ceccum byayT

npepBaHbl.

¢ U3meHeHue koHdurypauum PAM — BHeceHEe N3MEHEHUN B TEKYLLYIO MHcTannsuuio PAM.
Hanpumep, nameHeHune coctaBa xocTtoB. Bepcust PAM octaHeTcs Toun xe. Bo BpeMsa 06HOBMNEHUS

PAM 6ynet HegocTyneH. Bce Tekylwime ceccum ByayT npepBaHbl.

Cxema xocToB

Mo xocToM NOHMMAaETCA PU3NYECKUN NN BUPTYyarbHbIA CepBep, Ha KOTOPOM pacnonaratoTCs KOMMOHEHTb!
PAM.

1. Ha ware Cxema xocToB BBeAUTE NONMHOE JOMEHHOE UMs cepBepa ynpaeneHus B norne FQDN PAM.
Mpumep: pam.my-company.local.

2. [lobaBbTe cepBep ynpasBneHusi, a Takke cepepbl goctyna RDP, SSH n PostgreSQL. YuntbiBanTe, 4T0
Henb3s1 406aBUTb HECKONbKO XOCTOB C OANHAKOBLIM afpecoM.



v CepBep ynpaBneHus

V.

Vi.

Vii.

viii.

. Haxxmnte [lo6aBUTHL XOCT.
. Ans nepekntoyatena OnepaumMoHHaa cuctema xocTta BbibepuTte Linux.
. Bkntounte onumio CepBep ynpaBneHuUs.

. BeeanTte IP-agpec nnn DNS B none Agpec xocTta. YuntbiBanTe, YTO HENb3s A06aBnTb

HECKOINbKO XOCTOB C OQUHAKOBbLIM afpecomM.
YkaxuTe nopt B none lMoprt.

Bbibepute cnocob ayTeHTUdMKaLMKN y4ETHOM 3anmMcy Ha XocTe: No naposnto unv no SSH-

KITo4y.

Ecnn Ha npeablayLiem ware Bbibpanu no naponto, 7o BBeauTe JlornH n Maponb. Ecnu Ha
npeablgywiem ware Boiopany no SSH-knrouy, 1o BBeanTe JloruH, NMaponb sudo, SSH-knto4
n MaponbHyto dpa3sy.

Haxmute [lobaBUTL.

v Cepsep goctyna RDP

V.

Vi.

Vii.

viii.

. Haxxmnte [lo6aBUTHL XOCT.
. Ana nepekntovatena OnepauMoHHas cucTtema xocTa BbibepuTte Linux.
. Bkntounte onuuio Cepsep goctyna RDP.

. BeeanTte IP-agpec nnn DNS B none Agpec xocTta. YuntbiBanTe, YTO HENb3s A06aBUTb

HECKOIbKO XOCTOB C O4VUHAKOBbLIM afpecomM.
Ykaxunte nopt B none Mopr.

BbibepuTe cnocob ayTeHTUdMKaumm y4eTHOM 3anmcn Ha XocTe: No naporsto univ no SSH-
Knrouy.

Ecnu Ha npegbiaylem ware Boibpanv no naponto, 1o BBeauTe JlornH v Maponb. Ecnn Ha
npeabigyLiem ware Boiopany no SSH-knrouy, 1o BBeanTe JloruH, NMaponb sudo, SSH-knto4
n NMaponbHyto dpa3sy.

Haxmunte lo6aBuUTh.

v Cepsep gocryna SSH

Haxmunte [lo6baBUTBL XOCT.




. Ansa nepekntoyatens OnepaunoHHasa cuctema xocrta Bbibepute Linux.
iii. Bkntounte onuuto CepBep goctyna SSH.

iv. BBegute IP-agpec unu DNS B none Aapec xocTa. YunTbiBanTe, YTO Hemnb3sa 00aBUTb
HECKONbKO XOCTOB C OA4MHAKOBbIM aapecoM.

v. Ykaxute nopt B nose MNMoprt.

vi. Bbibepute cnocob ayteHTUMKaLMM Y4ETHOM 3annucK Ha XocTe: no naposnto unv no SSH-
KIouy.

vii. Ecnu Ha npegbigyliem ware Bbibpanu no naponto, To BBeaute JlormH n Maponb. Ecnn Ha
npeablgywiem ware Bolopanu no SSH-knrouy, 1o BBeanTe JloruH, NMaponb sudo, SSH-knto4
n MaponbHyto chpasy.

viii. Haxxmute [106aBUTB.

v Cepsep goctyna PostgreSQL

i. Haxkmnte lo6baBUTL XOCT.
ii. Ana nepekntoyatens OnepaunoHHasa cuctema xocrta Bbibepute Linux.
iii. Bkntounte onunto CepBep goctyna PostgreSQL.

iv. Beegute IP-agpec unu DNS B none Aapec xocTa. YunTbiBanTe, YTO Hemnb3s 00aBUTb
HECKONbKO XOCTOB C OAMHAKOBbIM agpecoM.

v. Ykaxkute nopt B nose MNMoprt.

vi. Bbibepute cnocob ayteHTUbMKaLMM Y4ETHOM 3annucK Ha XocTe: no naponto unv no SSH-
Knrouy.

vii. Ecnn Ha npegpigyLuem ware Bbibpanu no naponto, To BBeauTte JlornH v Maponb. Ecnu Ha
npegpigyliem ware Boiopanu no SSH-knwo4y, 10 BBeauTe JlormH, Maponb sudo, SSH-kno4
n NMaponbHyto dpa3sy.

viii. Haxxmute [lo6aBUThb.

() NPUMEYAHUE

Cepsep ynpaeneHus, a Takke cepBepbl goctyna RDP, SSH n PostgreSQL moryT pacnonaratbcs

Ha OJHOM XOCTe.

3. MNMpocmoTpuTe Tabnuuy XOCTOB M NPOBEPLTE NPaBUBbHOCTL 3aMOSIHEHHbIX AaHHbIX. Ecnn TpebyeTtcs
OTPEeAaKkTUPOBaTb AaHHbIE XOCTa, HAXXMUTE HA CTPOKY C 3TUM XOCTOM, BHECUTE U3MEHEHMS N HAXMUTE



——

CoxpaHuTtb. Ecnn TpebyeTtcs yganuTb XOCT, HaXXMUTE [I] PSILOM C 3TMM XOCTOM.

4. insa nepekn4arernA BanaHcupoBLUKK Bbl6epl/ITe 3HayeHue He ncnonb3oBatb.

5. HaxxvuTe Janee ona nepexoaa K crieaytowemMy Liary macrepa.

MopThl

(D NPUMEYAHUE

MopTbl kOMNOHeHTOB PAM [05mKHbI BbITb YHUKASbHBIMU.

1. YkaxuTe nopTbl 4ns1 KOMNoHeHToB PAM B COOTBETCTBUM C Ballen CETEBON apXUTEKTYPOWN U oCcTaBbTe

3Ha4YeHnd rno yMmosi4aHuto.

KomnoHeHT MopT no ymonyaHuto
SSH Proxy 2222

RDP Proxy 3390
PostgreSQL Proxy 5432

MC/UC HTTP 80

MC/UC HTTPS 443
Gateway Service 8443

2. Haxmute Oanee ons nepexoda K criegyowemy wary macrepa.

Ceptudumkarnbi

Ha aTom wware TpeGyeTcs 3arpy3uTb 3apaHee NoAroToBMNeHHble cepTUdUKaTbI.


http://localhost:3000/privileged-access-manager/3.2/preparation-for-installation/certificates/

1. 3arpy3uTe cepTudmkart ygoctoBepsitoLero LeHTpa 6e3 npueatHoro kntoya B popmate PEM (Base64) c
paclMpeEHNEM .crt.

2. 3arpyaute cepTudukaTtbl 4Ns XOCTOB C paclumpeHvemM .pfx unu wildcard-ceptudumkat n ykaxmte

napornb.

3. Haxxwmute Janee ans nepexoda k criegytollemy Lary Mmacrepa.

Ba3bl aHHbIX

1. Boibepute Tun cepBepa PostgreSQL.

2. Beegute Appec cepBepa.

3. Bkntounte onuuio BesonacHoe nogkntoveHue kK CYBA.

4. Beegnte nms nonb3oBaTtens u naposib y4eTHOW 3annucu ans pabotsl ¢ 6azammn gaHHbIX.

5. lna nepekntovatens Knrouun wudpoBaHus BuidbepuTe 3HadeHne CreHepupoBaTb HOBbIW.

6. BBeante Ha3BaHusa 6a3 AaHHbIX, KOTOPbIE Bbl CO34anu Ha Lware noaroToBKU K yCTaHOBKE:
o B[l ana npuBmMnernpoBaHHbIX Y3

o B[ onsa ayteHTMduMKaTopoB nons3osatenen PAM
o B[] ana cobbiTun PAM

o B[l onsa 3agay no pacnucaHuno Core

o B[l onsa 3agay no pacnucaHuto ldp

7. Haxmute Janee ana nepexofa K cnegyrollemy Lwary macrepa.

v Bbibop 6a3bl gaHHbIX Microsoft SQL

1. Boibepute Tun cepBepa Microsoft SQL.

2. Beegute Appec cepBepa n Umsa nHctaHca MSSQL.

3. Bkntouute onuuto BesonacHoe noagknioveHue kK CYB/.

4. Beegute nms nNonb3oBaTensi U Naposb YY4EeTHOM 3anucy ansa paboTbl ¢ 6a3zammn OaHHbIX.

5. [Ina nepekntoyatens Knoun wudcgpoBaHus Bbibepnte 3HavyeHne CreHepMpoBaTb HOBbIW.

6. BBeante Ha3BaHusa 6a3 AaHHbIX, KOTOPbIE Bbl CO34aNun Ha Lare noaroToBKU K YCTAHOBKE:!
o B[l ana npuBmMnernpoBaHHbIX Y3

o B[l ona ayteHTUduMkaTtopoB nonb3osatenen PAM

B ans cobbitun PAM

(e]

(e]

B ans 3agay no pacnucanuio Core
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o B[l ona 3agay no pacnucaHuto ldp

7. Haxmute Janee ans nepexoda K criegytollemy Lary Macrepa.

XpaHunuuie gaHHbIX

1. Buibepute Tun xpanunuwa dannosasa cucrema.

2. Haxmute [Oanee ons nepexoda K criegyollemy wary macrepa.

v [pyrve TUnbl XpaHunuy

Mpwn BbIGOPEe SMB 3anonHuTe nonsi:

CeteBoi nyTb

JomeH

Mmsa nonb3oBaTtens

Maponb

Mpu BbIGOpe S3 3anonHuTe nons:

o CeteBou agpec S3 cepBepa

e [MyTb 0O KOPHEBOW OUPEKTOPUM XpaHUnNuLLa Ha S3-cepsepe
e NpeHTndpukartop kntova goctyna (access key id)

o CekpeTHbIN KN4 gocTtyna (secret access key)

e PervnoH (Heobs3aTenbHoe none)

o OrpaHudeHne nokaumm (HeobszatenbHoe none)

KaTanorv nonb3oBaTeneu

[lo6aBbTE OQMH UNN HECKOMNbLKO KaTanoros nonb3oBareneun, unn Haxmute fanee, 4tobbl ncnonb3osatb PAM

TOJIbKO C BHYTPEHHUMIK NMOJNb30BaTENAMN.

v Bbibop katanora ALD PRO, FreelPA, OpenLDAP



1. Haxxmute lo6aBUTL KaTanor.
2. B none Cnyx6a katanoroB Bbibepute ogHo n3 3HadeHunn: ALD PRO, FreelPA, OpenLDAP.

3. Beeagute 3HayeHue B nore ID kaTtanora. CcopmMmynupymnTe 310 3Ha4eHne camoctoaTernbHO. OHO
MOXET COCTOATb M3 NTaTUHCKNX BykB 1 undp, MakcumanbHas annHa — 32 cumeona. Ecnm

niaHMpyeTe UCNonb30BaTh HECKOMNbKO KaTanoros, TO Ux ID gomkHbl 6bITb pasHbiMu.
4. BBegute 3HavyeHue B none DNS gomeHa.
5. Beeaute 3HayeHue B nosie DN KOHTeMHepa nonb3oBaTenen.

6. Beegute nmsa nonb3osatens B popmate DN (npumep:

uid=pamadmin,cn=users,cn=accounts,dc=my,dc=company') n naposnb y4eTHOM 3anncu.
7. Bknounte onumio Ucnonb3oBaTtbk LDAPS.

8. Ecnu Bbibpanu ALD PRO unu FreelPA, To Bbibepute PopmaTt ngeHtudmkaTopa
nonb3oBatenen u rpynn — SID nnn GUID.

9. Ecnun TpebyeTcs, nameHnTe CooTBETCTBME aTpnbyTOB Nonb3oBartenen n/unu atpubyTos rpynn
nornb3oBaTenemu.

10. Haxxmute lo6aBuTh.

11. Haxxmute [anee ans nepexoa K criegylowemMy wary macrepa.

v Bbibop katanora RED ADM, Samba DC

/\ NPEAYNPEXOEHUE

Mpwn BbIbOpe kaTtanora Samba DC Bepcumn Hxke 4.21 unu katanora RED ADM pobaBkte B
KOHpUrypaumoHHbl hann Samba crnegytowyto cTpoky: 'ldap server require strong auth =

allow_sasl over_tls'.

1. Haxxmute [lo6aBuUTL KaTanor.
2. B none Cnyx6a katanoroB Bblibepute: RED ADM nnn Samba DC.

3. Beegute 3HaveHue B none ID kaTanora. CcoopmynupynTe 31O 3Ha4eHne camocTosiTesibHo. OHO
MOXET COCTOATb M3 NTaTUHCKNX ByKB 1 Lundp, MakcumanbHasa annHa — 32 cumeona. Ecnn

nnaHMpyeTe UCNonNb30BaTb HECKONBKO KaTanoros, To nx ID gomkHbl 6biTb pasHbIMMU.
4. Beegute 3Ha4yeHune B norie DNS gpomeHa.

5. Beeagute 3HayeHue B none DN KOHTeMHepa nonb3oBaTenen.
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6. BBeante nms nonb3osartens B popmate UPN (npumep: pamadmin@my.company) u naponb
YYETHOW 3anucu.

7. Bkntounte onumio Ucnonb3oBatb LDAPS.

8. Ecnun TpebyeTtcs, nameHntTe CoOoTBETCTBME aTpnbyTOB Nonb3oBartenen n/unu atpnbyTos rpynn

norib3oBaTenen.
9. Haxxmunte [lo6aBUTH.

10. HaxxmuTe Oanee ons nepexoda K criegyolemMy wary macrepa.

¥ Bbibop katanora Active Directory

1. HaxxmuTte [lo6aBuUTbL KaTanor.
2. B none Cnyx6a kaTtanoroB BbibepuTe 3Ha4yeHne Active Directory.

3. Beegute 3HaveHue B none ID kaTanora. CcoopmynupynTte 31O 3Ha4eHne camoctosiTesribHo. OHO
MOXET COCTOSATb U3 NTAaTUHCKMX BYKB 1 undp, MakcumanbHasa anvHa — 32 cumeona. Ecnin

nnaHMpyeTe UCNonb30BaTb HECKONBKO KaTanoros, To nx ID gomkHbl 6biTb pasHbIMMU.
. BBeaute 3HayeHne B none DNS gomeHa.
. BBeante 3HauyeHune B nonie DN KOHTeMHepa nonb3oBaTenen.
. BBeante nmsa nonb3oBarens u naposib y4eTHON 3anuncu.

. BkntouuTte onumto Ucnonb3oBatb LDAPS.

0o N o o &

. Ecnn Tpebyetcsa, nameHnte coorBeTcTBme atpmbyToB nonb3oBartenen n/mnu atpudyTos rpynn

norib3oBaTenen.

©

. Haxxmute lo6aBuUTH.

10. Haxxmute Janee Ana nepexoaa K crieaytowemMy Liary macrepa.

AoMUHUCTpaTOpPbLI ponen

() MHPOPMALIMSA

B mactepe MOXHO yKasaTb TOSIbKO OAHOro agMUHUCTPaTopa poren.

B kavecTBe agMmuHucTpaTopa poren MOXHO BbiIbpaTh Kak Nnonb3oBaTens n3 katanora, Tak U BHyTPEHHErO.
BeibpaHHOMy nonb3oBaTtento OyayT BblAaHbl NpaBa Ha ynpaeneHue ponsamu PAM. 3ToT nonb3osaTtens
CMOXET BblAaTb npaBa Ha AOCTyn K KoHconu ynpasneHns PAM apyrum nonb3oBatensm.
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U3 kaTtanora BHyTpeHHUN

1. BbibepuTe 13 katanora y4eTHyto 3anuchb.

2. Haxmute [lanee ansi nepexoga k criegyowemy Lwary macrepa.

AyTeHTU(pUMKaUMA nornb3oBaTeneu

Ha atom ware TpebyeTcsa 3agatb MeXaHU3M ayTeHTUUKALMM U HACTPOMKUN OBYXEAKTOPHOM

ayTeHTudmKaumn.
MexaHu3m ayTeHTUdMKaLUmn

1. Boibepute nogxogawmn BapuanT: LDAP nnn RADIUS.
2. MNMpwn BoiGope RADIUS gobasste cepsep RADIUS 1 BBeguTe Heobxoanmble AaHHbIE.

v AyteHTuumkauymnsa no RADIUS

/\ NPEAYNPEXAEHUE

[nsa BHYTpeHHMX nonb3oBaTtenen HegocTynHa ayTeHTudgukaums yepes RADIUS. 3agaHHble 3aech

HaCTPOWKKU ﬂ,eVICTByIOT TONbLKO Ha Nnonb3oBaTenen U3 Kkatanora.

Mpwn Boibope RADIUS B kauecTBe MexaHn3Ma ayTeHTUdunkaumm tpebyetca ykasatb AgaHHble RADIUS-

cepBepa.

1. Haxxmute lo6aButb cepBep RADIUS.

2. Bbibepute cxemy ayteHTMdUKauun. BoamoxHble 3HaveHus: PAP, CHAP, MSCHAPV2. He
pekomMeHayeTcs BblompaTtb cxemy PAP, T.k. oHa siBnsieTca Hebe3onacHom, NOTOMY YTO Naporb
nepegaeTcs B OTKPbITOM BUAe.

3. Ykaxunte Agpec cepBepa, lNMopt n Cekper.

4. OctaBbTe BkntoveHHon onuuio NMpoBepaTb atpubyT Message-Authenticator. 3tot atpubyT
ncnonb3yeTca Ana obecneyeHnst LENOCTHOCTM NAKETOB M 3aLnTbl UX oT nogaenku. OcTaBnaTb

OMUMIO BbIKIMKOYEHHON A0NYCTMMO TOMbKO B TOM Clly4Yae, eCrnv UCMOSb3yeMoe NporpamMmmMHoOe
obecrneyeHne He nogaepxmBaeT paboTy ¢ 3TUM aTpubyToMm.




5. Belbepute ®PopmaTt uMeHu ans ayteHTudukaummn. BoibrpanTe 3HavyeHne Umsa 6e3 nomeHa ans
ayTteHTudukaumm Bo FreeRadius. Beibupaiite Umsa B popmaTte SAM vnn Umsa B dpopmate UPN

ansa ayteHtudpukauumn B NPS RADIUS.

MoxHO ykasaTb Heckornbko cepBepoB RADIUS, 4To6bl 06ecneynTb 0TKa3oyCTOMYNBOCTb CUCTEMBI. B
atom cnyyae PAM nocekinaet 3anpoc cepsepam RADIUS nocnenosaTtensHO, B NOpsAKe ykasaHUs
cepBepoB. To eCcTb ecnu He yaanoch nogknoumtbes k nepsomy cepsepy RADIUS, To PAM nonbiTaetca

MOAKITHOYMTBCS K CrieaytoLLeMy.

Hactponka 2FA

/\ NPEQYNPEXAEHUE

Mpwn BeIBOpEe MexaHn3ma ayTeHTudurkaumm RADIUS nonb3oBaTtenu ua katanora ayTeHTUUUnpytoTcs

yepe3 RADIUS, a ykasaHHble H1Xe HacTPOMKM OEeNCTBYIOT TONbKO HAa BHYTPEHHUX Nofb3oBaTernen.

1. Bkntounte onumo BknounTtb AByX(*)aKTOpHyI-O ayTEHTVI(*)VIKaLIVIIO AnA Bcex nonb3oBaTesnien no

YMOS4YaHuUIo.
2. Ins nepekntovaTtens Tun Broporo ¢akropa Bbibepute noaxoaduiee 3HadyeHue: TOTP unu Email.

3. OTMeTbTe KOMMNOHEHTDI, ANs KOTOpPbIX Tpe6yeTc;| BKIMKOYNTb KelnpoBaHMe BTOPOIro cbaKTopa:

o Management Console
o User Console
o Desktop Console
o SSH Proxy
o RDP Proxy
o RDS Proxy
4. Ecnv TpebyeTc4, oTpeaakTupynTte 3HadeHne B none Bpems kewmnpoBaHus.

5. Haxmute Janee ansa nepexona K cnegyrollemy Lwary macrepa.

v Btopon gpaktop ayteHTudpukaumm no Email

Mpun BbIGOpEe Email B kayecTBe BTOpOro haktopa 3anofiHnTe cnegytowme nons:

e SMTP-cepBep
o Agpec noyTbl OTNPaBUTENS — afpec, C KOTOPOro OTNpaBnaeTcs NMCbMO

e [lopt




e Vmsa nonb3oBaTensa — NorvH Ans aBTopm3almm Ha cepBepe

e [lapornb

CepBep pgoctyna

1. Ecnu TpebyeTca, nameHute 3HadeHnsa nonen MakcumanbHoe Bpems oTBeTa areHTa 1 UHTepBan
healthcheck areHTa.

2. Haxxmute [lanee Ans nepexoda K crniegyowemy wary macrepa.

NlornpoBaHue

1. Ecnu TpebyeTca, nameHute YpoBeHb IOrMpPOBaHUA, MakCUMarnbHOe KONMYeCcTBO fnor-hannos cepeepa
ynpasrieHna n MakcmarnbHOe KONMYeCTBO for-gpannos cepBepa 4ocTyna.

2. Haxxmute [lanee aons nepexoda K criedytollemy Lary Macrepa.

CoObIiTuA

1. Ecnn TpebyeTtcs, nobasste Syslog-cepsep.

v Syslog-cepsep

Syslog-cepBep vcnonb3ayetcs ans uHterpaummn ¢ SIEM-cuctemoin. CobbITUSI U TEKCTOBbIE 10T
3anucbiBaloTcs Ha Syslog-cepBep B pexunmMe pearnbHOro BpeMeHU, To eCTb B MPOLIECCE aKTUBHOIO
yOaneHHoro NoAKMYEHUs!, @ He NOCe ero 3aBepLUeHnst. ATO NO3BONSET MaKCMMarbHO BbICTPO
BbISIBMSATb MHLMAEHTLI U @aHOMaruK, CBsi3aHHble C AeNCTBUSIMU NPUBUIErMPOBaHHbIX

rnosib3oBaTenen.

Mpu gobasneHnn Syslog-cepBepa NOTpebyeTcs 3anoNHUTL cneayroLmne nons:
- Agpec cepBepa

- Cetesou npotokon (TCP unn UDP)

- MNopTt

- ®opmart cobbitun (CEF unu LEEF)

- Bepcusa Syslog (RFC3164 nnn RFC5424)




2. Haxxmute [anee ans nepexoda K criegyowemy Lwary macrepa.

Pe3epBHasa Konus

PesepBHas konus mactepa — 3T0 3aiMpoBaHHbIN ¢oainsi, KOTOPbIN NCMONb3yeTcs A1 BOCCTaHOBNEHUS
COCTOsIHMA MacTepa. IToT dann notpebyerca Bam B Byayuiem ansa obHosneHns PAM Ha HOBYHO BepCuto

nUnn ona n3aMeHeHust KoOHurypaumm tekyen sepcumn PAM.

/\ NPEQYNPEXAEHUE

CoxpaHute hainn pes3epBHON KOnMn Mactepa 1 3arnoMHUTE Naporib.

Bes aTtoro harina n napons kK Hemy Bbl He cMoxeTe B ByayLiemM N3aMeHUTb KOHUrypauuio Ballen
nHctannaumm PAM mnmn obHoBuTe PAM 0 HOBOM BEpCUM Yepe3 MacTep.

1. 3agaviTe naponb ANs pe3epBHOM KON MacTtepa.
2. Haxxmute CkayaTb pe3epBHYHO KOMUIO.

3. Haxxmute Janee ana nepexona K cnegyrowlemy Lwary macrepa.

YctaHoBka PAM

1. Ansa nepekntoyatens Cnocob yctaHOBKU BbibepuTe 3HavyeHne U3 macTepa.

2. Haxmute YectaHoButhb PAM.

3. OTcnexvBanTe NpoLecc yCTaHOBKM C MOMOLLbIO nporpecc-6apa. [oxantech 3aBepLUeHUs YCTaHOBKM.

() NPUMEYAHVUE
daninbl ¢ noramMmmn yCTaHoBKM HaxoaaTcs no cnegytowemy nytn: IndeedPAM_3.2_RU/indeed-

pam/logs/.

B cnyyae BO3HMKHOBEHUS OLUINOKM YCTAHOBKM MPOCMOTPUTE 3TN hannbl 1 Npu HEOOBX0ANMOCTH

O6paTVITer 3a NMNOMOLLLIO MO UcnpaBreHnto owmnbkn B TEXHUYECKYIO NOAOEPXKKY.

4. OTKponTEe B HOBOW BKIaZKe KOHCOSb ynpasneHusi, 4tobbl HacTpouTb Indeed PAM. MNpoxogute
ayTeHTUMMKaLMIO B KOHCONWU C TEMU YY4E€THbIMU AaHHbIMU, KOTOPbIE YKa3anu Ha ware AAMUHUCTPAaTopbI
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ponen. NogpobHyto MHGOpMaLMO O NepBOHaYanbHON HAaCTPOMKE CMOTPUTE Ha CTpaHuue epBbliit
3anyck.

5. HaxxmnTte 3aBeplumnTb paboTy MacTepa unu BbiNOMHUTE CrieayoLLyo KOMaHay B TepMUHane:

sudo bash stop-wizard.sh
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OTtka3oyctonumBasa Ha Windows

KomnoHeHTbl Indeed PAM ycTaHaBnuBatoTCa Ha Tpu cepBepa. ATOT TUN YCTAHOBKM MO3BONSAET OTAENUTb
NOMNKY CUCTEMbI OT KOMMOHEHTOB, NPeaoCTaBNALWMX AOCTYN. Icnonb3yeTca 4ONONHUTENbHbBIN cepBep A4
opraHu3aLmm 0TKasoyCTon4MBOCTU. [oaxoauT ANna BHEAPEHUS N SKCNyaTaumm B MPOMBbILLSIEHHON cpeae.

Cxema pasBepTbiBaHUA ¢ 6anaHCMPOBKOWN.

I'Iepe,u, Ha4yalrioM YCTaHOBKW BbIMNMOJIHUTE MOATOTOBKY OKPYXXEHUA.

3anyckK macrtepa

MacTep — 310 BEG-NpUnNoxeHne, KOTopoe NO3BONSAET YCTaHOBUTb, OGHOBUTL BEPCUIO NN U3MEHUTD
KoHdpurypaumto Indeed PAM. MacTtep noctaBnseTcs B coctaBe guctpubytmsa PAM. YToObl ncnonb3oBaTtb

MacTep, n0Tpe6yeTc;| 3anyCcTtnutb €ro B DOCker-KOHTeVIHepe C NOMOLLbIO cneunarnbHOro CKpunTta.

A NMPEOYNPEXOEHUE

MacTep AormkeH ObITb 3anyLleH Ha TOM XOCTe, Ha KOTOPOM OyAEeT YCTaHOBMNEH cepBep YNpaBreHus unm

cepBep goctyna PAM, nHadye npomsonget owmbka pabotbl mactepa.

1. 3arpyauTte u pacnakynte guctpmbytues PAM Ha Linux-maLuunHy.

2. NomecTute ceptudumkat yaoctoBepstoLlero LueHtpa B IndeedPAM_3.2 RU\indeed-pam\state\target\ca-
certificates. 310 Tpebyetca ons koppekTHon pabotel LDAPS. MNponyck aToro wara npueeer K owmbke

paboTbl MacTepa.

3. 3anyctute mactep KOMaHAoMW:
sudo bash run-wizard.sh

4. loxantech BbINOSTHEHUS CKpUMTA.
5. lNocne BbinonHeHus ckpunta nepengute no URL, ykazaHHOMY B KOHCONM.

6. B none Ko poctyna BeBegute AutenticationCode, yKadaHHbIN B KOHCONWN NOCME BbINOIHEHUS
cKpunTa.
Mpumep koda: vVHyTVRyKX5pxUKM6e1ZgCWENOdXFdOy .
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() MHOOPMALIMSA

Mo ymonuyaHuto kof ByaeT 3anpoLleH cHoBa Yepes 2 Yaca, TO eCTb 3a 3TO BPEMS HYXHO YCneTb
BbIMOMHUTE BCO paboTy.

7. Haxxmnte BonTtun n nepexogumre k pabote ¢ MacTepom.

CueHapun

1. Bbibepute HoBasa nHcrannsauua PAM.

2. Haxmute Oanee ons nepexoda K criegyowemy wary macrepa.

v [MNogpobHee 0 cueHapusx

MaCTep ncnorb3yeTcd And BbIMOJIHEHNA OOHOIo N3 TpeX CLUEeHapUeEB:

e HoBasa nHctannauma PAM — yctaHoBka Indeed PAM.

o O6HoBneHne PAM — o6HoBreHue Bcex komnoHeHToB Indeed PAM go HoBou Bepcun. Hanpumep,
¢ 2.10 po 3.0. Bo Bpems ob6HoBneHns PAM Bynet HegocTyneH. Bece Tekywme ceccum byayT

npepBaHbl.

¢ U3ameHeHue koHdurypauum PAM — BHeceHEe N3MEHEHUN B TEKYLLYIO MHcTannsuuio PAM.
Hanpumep, nameHeHune coctaBa xocTtoB. Bepcuss PAM octaHeTcs Toun xe. Bo BpeMsa 06HOBNEHUS

PAM 6ynet HegocTyneH. Bce Tekywime ceccum ByayT npepBaHbl.

Cxema xocToB

Mo xocToM NOHMMAaETCA PU3NYECKUN NN BUPTYyarbHbIA cepBep, Ha KOTOPOM pacnonaratoTCs KOMMOHEHTb!
PAM.

1. Ha ware Cxema xocToB BBEAUTE NOMHOE JOMEHHOE MMs cepBepa ynpasneHus B norne FQDN PAM.
Mpumep: pam.my-company.local.

2. [lobaBbTe cepBep ynpasBneHusi, a Takke cepepbl goctyna RDS, SSH n PostgreSQL. YuutbiBanTte, 4to
Henb3s1 406aBUTb HECKONbKO XOCTOB C OANHAKOBLIM afpeCcoM.



v CepBep ynpaBneHus

i. Haxkmnte lo6baBUTL XOCT.
ii. Ansa nepekntodyatens OnepaumoHHasa cuctema xocta Bbibepute Windows.
iii. Bkntounte onumio CepBep ynpaBrneHus.

iv. Beegute IP-agpec unm DNS B none Agpec xocTa. YunTbiBanTe, YTO HEMNMb3s 00aBUTb
HECKONbKO XOCTOB C OAMHAKOBbLIM aapeCcoM.

v. Ykaxunte nopt B nosne Moprt.

vi. Boibepute Tmn yyeTHOM 3anucum s xocTa: obwas AOMeHHas y4YyeTHas 3anucb uUnu
oTAenbHas y4yeTHas 3anucb Ansi 3TOro XocTa.

vii. Beegute JloruH B popmate UPN unn SAM un Maponb Ans yKazaHHOW yY4ETHOW 3anncu.

viii. Haxxmute [lo6aBuUThb.

v Cepsep goctyna RDS

/\ NPEQYNPEXAEHUE

Mpn pobasneHuun cepepa goctyna RDS yuntbiBanTe, 4to Ha nocnegyrowem ware Karanoru
nonb3oBaTenen obsa3arensHo 4o6aBuTh KaTanor. [1pogomKnTb TONbKO C BHYTPEHHUMM

NnoJib3oBaTeridMmn Herb34.

i. Haxxmute lo6aBUTL XOCT.
ii. Ansa nepekntodyatens OnepaunoHHasa cuctema xocta Bbibepute Windows.
iii. Bkntounte onumio Cepep aoctyna RDS.

iv. BBeaute IP-agpec unn DNS B none Agpec xocTta. YuntbiBanTe, YTO HENb3s Ao06aBUTb
HECKONbKO XOCTOB C OA4MHAKOBbLIM aapecoM.

v. Ykaxute nopt B nose MNoprt.

Vi. Bb|6ep|/1Te T™TnN yquHoM 3anucu Ans xocrta: obwas AoMeHHas y4eTHasd 3anunucb 1Uin
oTAaelibHadA y4vyeTHas 3anucb Ansd 3Toro XocTa.

vii. Beegute JloruH B popmate UPN unu SAM u Maponb A5 ykazaHHOW yY4ETHOW 3arnncu.

viii. Haxxmute [106aBUTD.

v Cepsep goctyna SSH




Vi.

Vii.

viii.

. Haxkmnte lo6aBUTL XOCT.
. Ansa nepekntoyatens OnepaunoHHasa cuctema xocrta BbidbepuTe Linux.
i. BkntounTe onumio Cepep goctyna SSH.

. Beegute IP-agpec nnu DNS B none Agpec xocTa. YuntbiBanTe, YTo HenNb3s 4o6aBuTb

HECKOJ1IbKO XOCTOB C OANHAaKOBbLIM aapeCcOoM.

. Ykaxkute nopt B none Moprt.

Bbibepute cnocob ayTeHTUdMKaLMKN y4ETHOM 3anMcy Ha XOoCcTe: No naposnto unv no SSH-
KIouy.

Ecnn Ha npeabiaywiem ware Bbibpanu no naponto, To BBeauTe JlornH n Maponb. Ecnu Ha
npegpigyLiem ware Bolopanu no SSH-knwouvy, 10 BBeguTe JlormH, MNMaponb sudo, SSH-kno4
n MaponbHyto chpasy.

Haxmunte [lo6aBuUTL.

v Cepsep goctyna PostgreSQL

V.

Vi.

Vii.

viii.

. Haxxmunte lo6aBUTH XOCT.
. Ansa nepekntoyatens OnepaunoHHasa cuctema xocrta Bbibepute Linux.
i. BkntounTte onumto CepBep pgoctyna PostgreSQL.

iv. BBeaute IP-agpec unn DNS B none Agpec xocTta. YunTbiBanTe, YTO HENMb3s Aob6aBUTb

HECKOJTbKO XOCTOB C O4MHAaKOBbIM aipeCcoM.
Ykaxute nopt B none Mopr.

Bbibepute cnocob ayTeHTUdMKaLMKN y4ETHOM 3anMcy Ha XOocTe: No naposnto unv no SSH-
Knrouy.

Ecnu Ha npeabiaywem ware Boibpanv no naponto, To BBeaute JlornH u NMaponb. Ecnn Ha
npeablgyLiem ware Boiopanu no SSH-knrouy, 1o BBeanTe JloruH, NMaponb sudo, SSH-knto4
n MaponbHyto chpasy.

Haxmunte [lo6aBUTL.

O

NMPUMEYAHUE

CepBep ynpasrneHus n cepeep goctyna RDS moryT pacnonaratbcsi Ha O4HOM XOCTe.

Cepsepbl goctyna RDP, SSH n PostgreSQL moryT pacnonaratbcsl Ha O4HOM XOCTe.




3. MpocmoTpuTe Tabnuuy XOCTOB M NPOBEPLTE NPaBUBbHOCTL 3aMOSIHEHHbIX AaHHbIX. Ecnin TpebyeTtcs
OTPEAaKTUPOBATb AaHHbIE XOCTa, HAXXMUTE Ha CTPOKY C 3TUM XOCTOM, BHECUTE U3MEHEHMS N HAXMUTE

—

CoxpaHuTtb. Ecnn TpebyeTtcs yganuTb XOCT, HaXMUTE [I] PSAOM C 3TUM XOCTOM.

4. na nepekntovatensa BanaHncupoBwmk Bbibepute 3HavyeHne HAProxy. OT1o 6anaHcMpoBLLUKK,
noctaensiemMblnn B coctaBe PAM, KOTOpbI yCTaHaBNMBaETCS M HAacTpanBaeTcs B npouecce
pa3BepTbiBaHMs PAM. MoxHo ykasaTb Makcumym 2 6anaHcuposLumka HAProxy.

(D NPUMEYAHUE

Mpyn Mcnonb3oBaHUN CTOPOHHEro GanaHCMpPOBLLMKA YYMTbIBANTE, YTO NOTPEOyeTCs HACTPOUTL ero
camocToaTensbHo. Yoeauteck, 4to PAM goctyneH no agpecy, ykasaHHomy B none FQDN PAM.

5. [lobaBbTe GaﬂaHCMpOBLIJ,I/IK. YuuTbiBanTe, YTO Hemnb3s 00aBUTb HECKOSLKO 6aJ'IaHCI/IpOBLL|,I/1KOB C
OAMHAKOBbLIM agpecoMm.

v BanaHcupoBLUUK

1. Haxkmute [lo6aBUTL 6anaHCUpOBLLUK.

4. Beegute IP-agpec nnu DNS B none Agpec 6anaHcupoBLUMKa.

5. Ykaxute nopt B none lMopr.

6. Boibepute cnocob ayTeHTUdUKaLMM yHETHOM 3anMcKn Ha XOCTe: No naposnto unv no SSH-
KIHouy.

7. Ecnu Ha npegbiaywem ware Bolbpanu no naponto, To BeBeaute JloruH u NMaponb. Ecnn Ha
npeabigywem ware Boiopanv no SSH-knrouy, 1o BBeanTe JloruH, NMaponb sudo, SSH-knto4 1
MaponbHyto cppa3sy.

8. Haxxmunte lo6aBUTBL.

6. Haxmute [Oanee ons nepexoda K criegyowemMy wary macrepa.

MopThl

(D NPUMEYAHUE

MopTbl kKOMNOHeHTOB PAM formXkHbI 6b1Tb YHUKaNbHbIMU. [TopTbl HAProxy fomkHbl 6bITb YHUKANTbHBIMMU.



1. Ykaxkute noptbl A4sist KoMnoHeHToB PAM B COOTBETCTBUM C Ballen CETEBON apXUTEKTYPOWN UM OCTaBbTe
3Ha4YeHUs NO YMOMYaHMIO.

KomnoHeHT MopT no ymonyaHuto
SSH Proxy 2222

RDP Proxy 3390
PostgreSQL Proxy 5432

MC/UC HTTP 80

MC/UC HTTPS 443
Gateway Service 8443

2. Ykaxute noptbl Ansg HAProxy B COOTBETCTBUM C Ballen CETEBON apXUTEKTYPOWN UIM OCTaBbTE 3HaYEeHUA
Mo YMOSNYaHUIO.

HAProxy MopT no ymonyaHuio
HAProxy SSH 2222
HAProxy RDP 3390
HAProxy PostgreSQL 5432
HAProxy HTTP 80

HAProxy HTTPS 443

3. HaxxwmuTte anee ans nepexoda K criegytollemy Liary Macrepa.

Ceptudumkarnbi

Ha aTom wware TpebyeTcs 3arpy3ntb 3apaHee NoaroToBIEHHbIe CepTUdUKaThI.


http://localhost:3000/privileged-access-manager/3.2/preparation-for-installation/certificates/

1. 3arpy3uTe cepTudumkart ygoctoBepsiioLero LueHTpa 6e3 npueatHoro kntoya B opmate PEM (Base64) ¢
paclMpeHNEM .crt.

2. 3arpyauTe cepTudukaTtbl 4Ns XOCTOB C paclumpeHem .pfx unu wildcard-ceptudumkart n ykaxmte
napornb.

3. Haxxmute [anee ana nepexona K cnegyrowlemy Lwary macrepa.

Ba3bl aHHbIX

1. Boibepute Tun cepBepa Microsoft SQL.

2. Beegnte Agpec cepBepa 1 Mmsa nHctaHca MSSQL.

3. Bkntounte onuuio BesonacHoe nogknioveHue kK CYBA.

4. Beegnte nms nonb3oBaTtens U naposib y4eTHOW 3annucu ans pabotbl ¢ 6azammn gaHHbIX.

5. na nepekntovatens Knwouun wudpoBaHus BuidbepuTe 3HadeHne CreHepupoBaTb HOBbIW.

6. BBeante Ha3BaHusa 6a3 AaHHbIX, KOTOPbIE Bbl CO34anu Ha Lware noAroToBKU K yCTaHOBKE:
o B[l ana npuBmnernpoBaHHbIX Y3

o B[ ansa ayteHTMduKaTopoB nons3osatenen PAM
o B[] anga cobbiTun PAM

o B[l onsa 3agay no pacnucaHuno Core

o B[l onsa 3agay no pacnucaHuto ldp

7. Haxmute Janee ana nepexofa K cnegyrowlemy Lwary macrepa.

v Bbibop 6a3bl gaHHbIX PostgreSQL

1. Boibepute Tun cepBepa PostgreSQL.

2. Beegute Agpec cepBepa.

3. Bkntouute onuuto BesonacHoe nogknioveHue kK CYB/.

4. Beegnte nms nonb3oBaTtens U naposib y4eTHOW 3annucu ans pabotbl ¢ 6a3ammn JaHHbIX.

5. na nepekntovatens Knwouun wudpoBaHus BoidbepuTe 3HadyeHne CreHepupoBaTb HOBbIW.

6. BBeante Ha3BaHusa 6a3 AaHHbIX, KOTOPbIE Bbl CO34anu Ha Lware noaroToBKU K YCTaHOBKE:
o B[l ana npuBmnernpoBaHHbIX Y3

o B[l ona ayteHTUduMkaTtopoB nonb3osatenen PAM

o B[] anga cobbiTun PAM

o B[l onsa 3agay no pacnucaHunio Core
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o B[l ona 3agay no pacnucaHuto ldp

7. Haxmute Janee ans nepexoda K criegytollemy Lary Macrepa.

XpaHunuuie gaHHbIX

1. Buibepute Tun xpanunuwa dannosasa cucrema.
2. Ecnn TpebyeTca namenute 3HadeHve B norne KopHeBas AMpeKkTopusa XpaHunuiia.

3. Haxxmute Janee ana nepexona K cnegyrollemy Lwary macrepa.

v [pyrue Tunbl XpaHnnumLy

Mpun BbIGOPEe SMB 3anonHuTe nons:

CeteBov nyTb

[JomeH

Mma nonb3oBaTtens

Maponb

Mpu BbIGOpPE S3 3anonHuTe nons:

o CeteBoun agpec S3 cepBepa

MyTb 0O KOPHEBOW ONPEKTOPUM XpaHuUnuLLa Ha S3-cepBepe

NpeHTudukatop kntova goctyna (access key id)

CekpeTHbIN KoY gocTyna (secret access key)

PernoH (Heobsa3artensHoe none)

OrpaHu4deHuve nokaummu (HeobsizaTenbHoe none)

KaTanorv nonb3oBaTeneu

[lo6aBbTe OAWH UNK HECKONbKO KaTanoros norb3oBaTtenen, unn Haxmute Janee, 4toObl ncnonb3osate PAM

TOJIbKO C BHYTPEHHUMIK MOJ1b30BaTENAMN.

/\ MPEOYNPEXOEHUE




Ecnn Ha ware Cxema xocToB gobaBneH cepep aoctyna RDS, 1o ob6a3arensHo gobaBbTe KaTanor.

npOﬂ,OJ'I)KI/ITb TOJIbKO C BHYTPEHHUMMU NOJSIb30BaATENIAMU HEJTb3A.

¥ Bbibop katanora Active Directory

0 N o o &

©

. Haxxmnte lobaBuUThL KaTanor.
. B none Cnyx6a katanoroB BbibepuTe 3HadeHne Active Directory.

. BBeante 3HauyeHue B nosne ID katanora. Cdopmynupynte a1o 3Ha4yeHne camoctosTenbHo. OHO

MOXET COCTOATb U3 JTaTUHCKUX 6yKB n Ll,l/l(*)p, MakcumarnbHasa gnnmHa — 32 cumBona. Ecnu

nnaHnpyeTe UCrnoJib3oBaTb HECKOJIbKO KaTarioroBs, TO X ID pomxkHbl ObITh Pa3HbIMW.

. BBeaute 3HaueHne B none DNS gomeHa.

. BBeante 3HauyeHue B none DN KOHTeMHepa nonb3oBaTenemn.
. BBegute nms nonb3oBatensa u naposb y4eTHOM 3arnuncu.

. BkntouuTte onumio Ucnonb3oBatb LDAPS.

. Ecrin Tpe6yeTc;|, M3MEHNTE COOTBETCTBUE anVI6yTOB nons3oBaTenen n/unm anVI6yTOB rpynn

nosib3oBaTenen.

. Haxxmute lobaBuTh.

. Haxxmute Janee ans nepexoda k criegytollemy Liary Mmacrepa.

w Bbibop katanora ALD PRO, FreelPA, OpenLDAP

. Haxxmute lo6aBuTL KaTanor.
. B none Cnyx6a katanoroB BbibepuTe ogHO 13 3HadeHun: ALD PRO, FreelPA, OpenLDAP.

. BBeante 3HauyeHue B none ID kaTtanora. Cdopmynupynte 1o 3Ha4yeHne camoctosTenbHo. OHO

MOXET COCTOATb M3 NTaTUHCKNX BykB 1 Lundp, MakcumanbHas annHa — 32 cumeona. Ecnm

nnaHnpyeTe UCrnoJib3oBaTb HECKOJIbKO KaTalrioroBs, TO X ID gomxkHbl ObITb Pa3HbIMW.

. BBeante 3HayeHune B none DNS gomeHa.
. BBeante 3HayeHue B none DN KoHTeMHepa nonb3oBaTenen.

. BBegute nmsa nonb3osatens B hopmate DN (npumep:

'uid=pamadmin,cn=users,cn=accounts,dc=my,dc=company') n naposib y4eTHON 3anuncu.

. BkntouuTte onumio Ucnonb3oBatb LDAPS.

. Ecnn Beibpanu ALD PRO unu FreelPA, To Bbibepute @opmaTt ngeHtucpukaTopa

nonb3oBatenen u rpynn — SID nnn GUID.
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9. Ecnun TpebyeTtcs, nsmeHnTe CooTBETCTBME aTpnbyTOB Nnonb3oBartenen n/unu atpnbyTos rpynn

rnorb3oBaTenen.
10. Haxxmute [lo6aBUThL.

11. Haxmute flanee onga nepexofa K criegyrowemy Lary macrepa.

v Bbibop katanora RED ADM, Samba DC

A NMPEOYNPEXOEHUE

Mpu BbIGOPE KaTanora Samba DC Bepcun Huxe 4.21 unu katanora RED ADM fob6asbte B
KOHUrypaumoHHbIn pain Samba cneytowyto CTpoKy: 'ldap server require strong auth =

allow_sasl over_tls'.

1. Haxxmute lo6aBUTL KaTanor.
2. B none Cnyx6a katanoroB Bblibepute: RED ADM nnn Samba DC.

3. Beegute 3HaveHue B none ID kaTanora. CcoopmynmnpymnTe 3TO 3Ha4eHne camocTosiTeNibHo. OHO
MOXET COCTOSATb M3 NTaTUHCKNX BykB 1 undp, MakcumanbHasa annHa — 32 cumeona. Ecnn

nnaHMpyeTe UCNonb30oBaTb HECKONBbKO KaTanoros, To nx ID gomkHbl 6biTb pasHbIMM.
4. BBegute 3HavyeHue B none DNS gomeHa.
5. Beeaute 3HayeHue B nosie DN KOHTeMHepa nonb3oBaTenen.

6. BBeaute nms nonb3osartens B popmare UPN (npumep: pamadmin@my.company) un naponb
YYETHOW 3anucu.

7. Bknrounte onumio Ucnonb3oBaTtbk LDAPS.

8. Ecnun TpebyeTcs, nameHnTe COOTBETCTBME aTpnbyTOB Nonb3oBartenen n/unu atpnbyTos rpynn
nons3oBaTeneun.

9. Haxkmute lo6aBUTL.

10. HaxxmuTe [Oanee ons nepexoda K criegyowemMy wary macrtepa.

AOoMUHUCTpaATOpPLI poren

() MHOOPMALIMSA

B mactepe MOXHO yKasaTb TOSIbKO OAHOIo agMUHUCTPaTopa poren.
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B kauecTBe agMmHMUCTpaTopa posier MOXHO BblbpaTh Kak Nonb3oBaTternis U3 katanora, Tak u BHYTPEHHETO.
BbibpaHHOMY nonb3oBatesnto 6yayT BblgaHbl NpaBa Ha ynpasneHve ponamu PAM. OToT nonb3oBaTtenb

CMOXET BblAaTb NpaBa Ha JOCTYN K KOHconu ynpasneHus PAM gpyrum nonb3oBaTtensim.

M3 kaTtanora BHyTpeHHUN

1. BbibepuTe 13 katanora y4eTHyto 3anuchb.

2. Haxmute Oanee ons nepexoda K criegyowemy wary macrepa.

AyTeHTU(pUMKaUMA nonb3oBaTeneu

Ha atom ware Tpebyetcsa 3agatb MeXaHU3M ayTeHTUUKaLMM U HACTPOMKUN OBYXEAKTOPHOM
ayTeHTUrKaumm.

MexaHu3m ayTeHTUdMKaLUmn

1. Boibepute nogxogawmn BapuaHnT: LDAP, RADIUS nnn Windows.

/\ NPEQYNPEXAEHUE

Ecnn Ha npegbiayliem ware AGMMHUCTpPaToOpbl poneun BoibpaH BHYTPEHHUI NOSib3oBaTesb, TO
Bblbop MexaHmama Windows HegocTyneH. Takass koMOMHaLmMs HAaCTPOEK SABNSIETCS HEKOPPEKTHOM
KOH(urypaumen PAM, T.K. adMUHUCTPATOP HE MOXET ayTEHTUPULMPOBATLCA B CUCTEME.

Ecnu B kayecTBe nepBoro agMmHUcTpaTopa BblbpaH nonb3oBaTternb 13 Katanora, T0 Bbibpatb
mexaHnam Windows mMoxHo. Npu Takon koHurypauumn pabota ¢ BHyTPEHHMMM MOSb30BaTENSAMU
He nogaepXunBaeTcs.

2. Mpwn BbiGope RADIUS gobasste cepep RADIUS 1 BBeguTe Heobxoanmble AaHHbIE.

v AyteHTudukaums no RADIUS

/\ MPEOYNPEXOEHUE

[ns BHYTpeHHMX nonb3oBaTtenen HegocTynHa ayteHTugukaumnsa Yepes RADIUS. 3agaHHble 3aech

HaCTPOWMKM AENCTBYIOT TOSbKO Ha Nonb3oBaTenen U3 kartanora.




Mpwn Boibope RADIUS B kauecTBe MexaHn3mMa ayTeHTUdukaumm tpebyetca ykasatb AaHHble RADIUS-

cepBepa.

1. Haxxmute [lo6aButh cepBep RADIUS.
2. Bbibepute cxemy ayteHTUduKauuun. BoamoxHoele 3HaveHus: PAP, CHAP, MSCHAPV2. He

pekomeHayeTcs Bblbupatb cxemy PAP, T.k. oHa aBnsieTcst Hebe3onacHoM, MOTOMY YTO Naposib
nepegaetcs B OTKPbITOM BuAe.

3. Ykaxute Agpec cepBepa, Mopt n Cekper.

4. OctaBbre BkntoveHHon onuuio NMpoBepaTb atpubyT Message-Authenticator. 3tot atpubyT
ncnonb3dyetcsa anga obecnedeHnsa LenocTHOCTU NAKeTOB M 3aLMThbl X OT nogaenkn. OctaBnsaTb
ONUMIO BbIKITHOMEHHOW AOMYCTMMO TOMbKO B TOM Crlydae, ecrnv Ucnosib3yeMoe nporpaMmmHoe
obecneyeHne He nogaepxmBaeT paboTy ¢ aTUM aTpnbyToMm.

5. Bolbepute ®opmaTt nmeHu ans ayteHTudukaumm. Bolbupante sHavyeHne Uma 6e3 nomeHa ans
ayTeHTuurkaumm Bo FreeRadius. Beibupante Umsa B hopmate SAM nnn Umsa B hpopmate UPN
ansa ayteHtudpumkauun B NPS RADIUS.

MoxHo ykasaTb Heckonbko cepeepoB RADIUS, 4ytobbl o6ecneunTb 0TKasoyCcTONYMBOCTb CUCTEMBI. B
aTom cnyyae PAM nochkinaet 3anpoc cepsepam RADIUS nocnegoBaTtenbHO, B NOPsSAKE yKa3aHUA
cepBepoB. To eCTb €Cnu He yaanock nogknoymtbes k nepsomy cepsepy RADIUS, To PAM nonbiTaetca

NOAKMIOYNTBLCA K creayroemy.

HacTtponka 2FA

/\ NPEAYNPEXOEHUE

Mpu BbIGOPE MexaHn3ma ayTeHTudukaumn RADIUS nonb3oBaTtenu u3 katanora ayTeHTuuumnpyotcs

yepe3 RADIUS, a ykasaHHble HMXe HAaCTPOMKM AENCTBYHOT TONbKO HA BHYTPEHHUX NOfb30BaTemnen.

1. Bkntounte onumio Bknountb AByx(akTOpHYH0 ayTeHTUdUKaLuuio ans Bcex nonb3oBaresnien no

YMOJYaHUIO.
2. Insa nepekntoyatens Tun Broporo ¢akropa Bbibepute noaxoasiiee 3HadeHme: TOTP unn Email.

3. OTMeTbTEe KOMMOHEHTBI, A1151 KOTOPbIX TPEOYeTCs BKITHOUYUTL KELLMPOBaHME BTOPOro (haktopa:

o

Management Console

o

User Console

[e]

Desktop Console
SSH Proxy
RDP Proxy

o

[¢]



o RDS Proxy

4. Ecnu TpebyeTcs, oTpeaakTupyinTe 3HadeHne B nore Bpems kewumpoBaHus.

5. HaxxvuTe Janee ona nepexona K crieaytowemMy Liary macrepa.

v Bropoun dakTop ayteHTudurkauumn no Email

Mpwn BIBOpe Email B kayecTBe BTOPOro haktopa 3anonHuTe creaytouime nons:

o SMTP-cepBep

e AZpec NoyTbl OTNpaBUTENS — afpec, C KOTOPOro OTNpaBnsieTcs MMCbMO

MopT

Mms nonb3oBaTtens — NornH Ans aBTopusauumn Ha cepeepe

Mapornb

CepBep pgoctyna

1. Ecnu TpebyeTtcs, nameHute 3HadeHusi nonen MakcumanbHoe Bpemsi oTBeTa areHTa 1 MHTepBan

healthcheck areHTa.

2. Haxmute [lanee ans nepexoda K creayoLllemy Lwary macrepa.

JIlornpoBaHue

1. Ecnu TpebyeTcs, nameHute YpoBeHb NOrMpoBaHUsA, MakCMMarnbHOE KONIMYECTBO Nor-gannos cepeepa

yrnpaBneHna n MakCnmmalibHO€e KOrm4yecTBO ﬂOF-d)aVIJ'IOB cepsepa goctyna.

2. Haxmute [lanee ans nepexoga k criegytowemy Lwary macrepa.

CoObiTunA

1. Ecnu TpebyeTtcs, nobasste Syslog-cepsep.

v Syslog-cepsep



Syslog-cepBep ncnonbadyetcsa onda nHrerpauumn ¢ SIEM-cuctemon. CobbiTvsi 1 TEKCTOBLIE F10TK
3anucbiBaloTcs Ha Syslog-cepBep B peXxnme peanbHOro BPEMEHU, TO €CTb B MPOLECCE aKTUBHOMO
yAaneHHOoro NoAKMYeHns, a He Nocne ero 3aBepLlleHns. ITO NO3BONAET MakCMMarnbHO ObICTPO
BbISABNSATb UHLNOEHTBI U1 aHOManun, CBsi3aHHble C AeNCTBUSMIN NPUBUIErMPOBAHHbIX

norib3oBaTenen.

Mpn pobasneHuun Syslog-cepBepa NoTpebyeTcsa 3anonHUTL crieayroLme nons:
- Agpec cepBepa

- CeteBon npotokon (TCP unn UDP)

- MNopt

- ®opmat cobbiTuin (CEF nnn LEEF)

- Bepcus Syslog (RFC3164 nnn RFC5424)

2. Haxxmute [anee Ans nepexoda K criegyowemy Lwary macrepa.

Pe3epBHas Konus

PesepBHas konusa mactepa — 37O 3alnMpoBaHHbI dann, KOTOPbIN NCNOMNb3yeTCca AN BOCCTAHOBMEHMWS
COCTOsIHMA MacTepa. ITOT dann notpedyerca Bam B Byayuiem ansa obHosneHns PAM Ha HOBYIO BepCuto

nnn ona n3aMeHeHust KoHurypaumm tekyen sepcumn PAM.
/\ MPEOYNPEXOEHUE
CoxpaHute hainn pes3epBHON KOnMn Mactepa 1 3arnoMHUTE Naporib.

Bes atoro dparina n napons kK Hemy Bbl He cMoXeTe B ByayLiemM N3aMeHUTb KOHUrypauuio Ballen

nHctannaumm PAM mvnmn obHoBuTe PAM 0 HOBOM BEpCUKN Yepe3 MacTep.

1. 3agavite naponb ANs pe3epBHOM KON macTtepa.
2. HaxxmuTte CkayaTb pe3epBHYHO KOMUIO.

3. Haxxmute Janee ana nepexona K cnegyrollemy Lwary macrepa.

YctaHoBKka PAM

1. Ansa nepekntoyatens Cnocob yctaHoOBKU BbibepuTe 3HavyeHne U3 macTepa.



2. Haxxmute YectaHoButb PAM.

3. OTcnexwuBaliTe NpoLecc YCTaHOBKM C MOMOLLbIO Nporpecc-6apa. [oxantech 3aBepLUeHUst yCTaHOBKM.

(D NPUMEYAHUE

dannbl ¢ noramMmmn yCTaHoBKM Haxoaatcsa no cnegytowwemy nytn: IndeedPAM_3.2_RU/indeed-

pam/logs/.

B crnyyae BO3HWKHOBEHMS! OLLUMOKN YCTAHOBKM NPOCMOTPUTE 3TN (oaiinbl U Npy HEOGXOAUMOCTH

06paTVITer 3a NOMOLLIbIO MO UcnpaBneHnto owmnbkn B TEXHUYECKYHO NoAOEPXKY.

4. OTKponTe B HOBOW BKIaZlke KOHCOSb ynpasneHusi, 4Tobbl HacTpouTb Indeed PAM. MNpoxogute
ayTeHTUMMKaLMIO B KOHCONWU C TeMU YY4E€THbIMW AaHHbIMU, KOTOPbIE YKa3anu Ha ware AAMUHUCTPATOpbI
ponen. NogpobHyto MHGOpPMaLMO O NepBOHaYanNbHON HAaCTPOMKE CMOTPUTE Ha CTpaHuue epBblii

3arnyck.

5. Haxxmute 3aBepwnTb paboTy MacTepa Wi BbINOMHUTE CreaytoLLyto KOMaHay B TepMUHane:

sudo bash stop-wizard.sh


http://localhost:3000/privileged-access-manager/3.2/problem-solving/tech-support/
http://localhost:3000/privileged-access-manager/3.2/administration/first-launch/
http://localhost:3000/privileged-access-manager/3.2/administration/first-launch/

OTka3oyctonumBas Ha Linux

KomnoHeHTbl Indeed PAM ycTaHaBnuBatoTCa Ha Tpu cepBepa. ATOT TUN YCTAHOBKM MO3BONSAET OTAENUTb
NOMNKY CUCTEMbI OT KOMMOHEHTOB, NPeaoCTaBNALWMX AOCTYN. Icnonb3yeTca 4ONONHUTENbHbBIN cepBep A4
opraHu3aLmm 0TKasoyCTon4MBOCTU. [oaxoauT ANna BHEAPEHUS N SKCNyaTaumm B MPOMBbILLSIEHHON cpeae.

Cxema pasBepTbiBaHUA ¢ 6anaHCMPOBKOWN.

I'Iepe,u, Ha4yalrioM YCTaHOBKW BbIMNMOJIHUTE MOATOTOBKY OKPYXXEHUA.

3anyckK macrtepa

MacTep — 310 BEG-NpUnNoxeHne, KOTopoe NO3BONSAET YCTaHOBUTb, OGHOBUTL BEPCUIO NN U3MEHUTD
KoHdpurypaumto Indeed PAM. MacTtep noctaBnseTcs B coctaBe guctpubytmsa PAM. YToObl ncnonb3oBaTtb

MacTep, n0Tpe6yeTc;| 3anyCcTtnutb €ro B DOCker-KOHTeVIHepe C NOMOLLbIO cneunarnbHOro CKpunTta.

A NMPEOYNPEXOEHUE

MacTep AormkeH ObITb 3anyLleH Ha TOM XOCTe, Ha KOTOPOM OyAEeT YCTaHOBMNEH cepBep YNpaBreHus unm

cepBep goctyna PAM, nHadye npomsonget owmbka pabotbl mactepa.

1. 3arpyauTte u pacnakynte guctpmbytues PAM Ha Linux-maLuunHy.

2. NomecTute ceptudumkat yaoctoBepstoLlero LueHtpa B IndeedPAM_3.2 RU\indeed-pam\state\target\ca-
certificates. 310 Tpebyetca ons koppekTHon pabotel LDAPS. MNponyck aToro wara npueeer K owmbke

paboTbl MacTepa.

3. 3anyctute mactep KOMaHAoMW:
sudo bash run-wizard.sh

4. loxantech BbINOSTHEHUS CKpUMTA.
5. lNocne BbinonHeHus ckpunta nepengute no URL, ykazaHHOMY B KOHCONM.

6. B none Ko poctyna BeBegute AutenticationCode, yKadaHHbIN B KOHCONWN NOCME BbINOIHEHUS
cKpunTa.
Mpumep koda: vVHyTVRyKX5pxUKM6e1ZgCWENOdXFdOy .


http://localhost:3000/privileged-access-manager/3.2/preparation-for-installation/

() MHOOPMALIMSA

Mo ymonuaHuto kof ByaeT 3anpoLleH cHoBa Yepes 2 Yaca, TO eCTb 3a 3TO BPEMS HYXXHO YCneTb
BbIMOMHUTE BCO paboTy.

7. Haxxmnte Bontn n nepexogure k pabote ¢ MmacTepom.

CueHapun

1. Bbibepute HoBasa nHcrannauua PAM.

2. Haxmute Oanee ons nepexoda K criegyolemy wary macrepa.

v [NogpobHee o cueHapusx

MaCTep ncnorb3yeTcd A4 BbIMOJIHEHNA OOHOIo N3 TpeX CLUEeHapUeB:

e HoBasa nHctannauma PAM — yctaHoBka Indeed PAM.

o O6HoBneHne PAM — o6HoBrneHue Bcex komnoHeHToB Indeed PAM go Hosow Bepcun. Hanpumep,
¢ 2.10 pgo 3.0. Bo Bpems ob6HoBneHns PAM Bynet HegocTyneH. Bece Tekywme ceccum byayT

npepBaHbl.

¢ U3meHeHue koHdurypauum PAM — BHeceHEe N3MEHEHUN B TEKYLLYIO MHCTannsuuio PAM.
Hanpumep, nameHeHune coctaBa xocTtoB. Bepcuss PAM octaHeTcs Tou xe. Bo BpeMsa 06HOBNEHUS

PAM 6ynet HegocTyneH. Bce Tekywime ceccum ByayT npepBaHbl.

Cxema xocTtoB

Mo xocToM NOHUMAaETCA PU3MYECKUN NN BUPTYyarbHbIA cepBep, Ha KOTOPOM pacnonaratoTCs KOMMOHEHTb!
PAM.

1. Ha ware Cxema xocToB BBEAUTE NONMHOE JOMEHHOE MMs cepBepa ynpasneHus B norne FQDN PAM.
Mpumep: pam.my-company.local.

2. [lobaBbTe cepBep ynpasneHusi, a Takke cepepbl goctyna RDP, SSH n PostgreSQL. YuntbiBanTe, 4T0
Henb3s1 406aBUTb HECKONbKO XOCTOB C OANHAKOBLIM afpecoM.



v CepBep ynpaBneHus

V.

Vi.

Vii.

viii.

. Haxxmmnte [lo6aBUTHL XOCT.
. Ans nepekntoyatena OnepauMoHHaa cuctema xocTta BbibepuTte Linux.
. Bkntounte onuuio CepBep ynpaBneHus.

. BeeanTte IP-agpec nnn DNS B none Agpec xocTta. YuntbiBanTe, YTO HENb3s Aob6aBnTb

HECKOINbKO XOCTOB C OQWUHAKOBbLIM afpecomM.
Ykaxute nopt B none Mopr.

Bbibepute cnocob ayTeHTUdMKaLMKM y4ETHOM 3anmMcy Ha XocTe: No naposnto unv no SSH-

KITo4y.

Ecnn Ha npeablayLiem ware Bbibpanu no naponto, 7o BBeaute JlornH v Maponb. Ecnu Ha
npeablgywiem ware Boiopanv no SSH-knrouy, 1o BBeanTe JloruH, NMaponb sudo, SSH-knto4
n MaponbHyto dpa3sy.

Haxmute [lobaBUTL.

v Cepsep goctyna RDP

V.

Vi.

Vii.

viii.

. Haxxmnte [lo6aBUTL XOCT.
. Ana nepekntovatena OnepauMoHHasi cuctemMa xocTa BbibepuTte Linux.
. Bkntounte onuuio Cepsep aoctyna RDP.

. BeeanTte IP-agpec nnn DNS B none Agpec xocTta. YuntbiBanTe, YTO HENb3s A06aBnTb

HECKOJSTbKO XOCTOB C O4MHaKOBbIM aApecoM.
Ykaxute nopt B nosne Mopr.

BbibepuTte cnocob ayTeHTUMKaumm y4eTHOM 3anmcn Ha XocTe: no naporsto nniv no SSH-

KIouy.

Ecnn Ha npeabiayLwiem ware Bbibpanu no naponto, 7o BBeaute JlornH n Maponb. Ecnu Ha
npegbigyLiem ware Bolopanu no SSH-knwouvy, 10 BBeauTe JlornH, MNMaponb sudo, SSH-kno4
n MaponbHyto dpa3sy.

Haxmunte lo6aBuUTh.

v Cepsep gocryna SSH

Haxmunte [lobaBUTBL XOCT.




. Ansa nepekntoyatens OnepaunoHHasa cuctema xocta Bbibepute Linux.
iii. BkntounTe onumio Cepep goctyna SSH.

iv. BBeaute IP-agpec unn DNS B none Agpec xocTta. YunTbiBanTe, YTO HEMNb3s Aob6aBUTb
HECKONbKO XOCTOB C OA4MHAKOBbIM aapecoM.

v. Ykaxute nopt B nose MNoprt.

vi. Bbibepute cnocob ayTeHTUMKaLMM Y4ETHOM 3annucK Ha XocTe: no naponto unv no SSH-
KITHO4y.

vii. Ecnu Ha npegbigyliem ware Bbibpanu no naponto, To BBeaute JlormH u Maponb. Ecnn Ha
npegpigyLiem ware Boldopanu no SSH-knwou4y, 10 BBegute JloruH, MNMaponb sudo, SSH-kno4
n MaponbHyto chpasy.

viii. Haxxmute [106aBUTD.

v Cepsep goctyna PostgreSQL

i. Haxxmute lo6aBUTL XOCT.
ii. Ana nepekntoyatens OnepaunoHHasa cuctema xocrta Bbibepute Linux.
iii. Bkntounte onunto CepBep goctyna PostgreSQL.

iv. Beegute IP-agpec unm DNS B none Agpec xocTa. YunTbiBanTe, YTO Hemnb3sa o0aBUTb
HECKONbKO XOCTOB C OA4MHAKOBbIM aapecoM.

v. Ykaxute nopt B nose Moprt.

vi. Bbibepute cnocob ayteHTUMKaL MM Y4ETHOM 3annucK Ha XocTe: no naponto unv no SSH-
KITHo4y.

vii. Ecnn Ha npegpigyluem ware Bbibpanu no naponto, To BBeauTte JlornH v Maponb. Ecnu Ha
npegpigyLiem ware Boidopanu no SSH-knwou4y, 10 BBeaute JlormH, Maponb sudo, SSH-kno4
n NMaponbHyto dpa3sy.

viii. Haxxmute [lo6aBuUThb.

(D NPUMEYAHUE

Cepsep ynpaeneHus, a Takke cepsepbl goctyna RDP, SSH n PostgreSQL moryT pacnonaratbcs

Ha OHOM XOCTe.

3. MpocmMoTpuTe Tabnuuy XOCTOB M NPOBEPLTE NPABUbHOCTL 3aMOfIHEHHbIX AaHHbLIX. Ecnn TpebyeTtcs
OTPEeAaKTUPOBaTb AaHHbIE XOCTa, HAXXMUTE HA CTPOKY C 3TUM XOCTOM, BHECUTE U3MEHEHMUS N HAXMUTE



——

CoxpaHuTtb. Ecnn TpebyeTtcs yganuTb XOCT, HaXXMUTE [I] PSILOM C 3TMM XOCTOM.

4. ina nepekntoyatena banaHcupoBlmk Bbibepute 3HavyeHne HAProxy. 3t1o 6anaHcMpoBLLMK,
nocrtasnsieMmblt B coctaBe PAM, KOTOpbIM YyCTaHaBNMBAETCH N HacTpamBaeTcs B npouecce
pasBepTbiBaHna PAM. MoxXHO ykasaTb Makcumym 2 6anaHcuposLymka HAProxy.

(D NPUMEYAHUE

Mpu Mcnonb3oBaHUKM CTOPOHHETO GanaHCMpPOoBLLMKA YYUTbIBaNTE, YTO NOTPEbYyeTCsl HAaCTPOUTbL ero

camocTodaTensHo. Yoeauteck, 4to PAM goctyneH no agpecy, ykasaHHomy B none FQDN PAM.

5. lobaBbTe 6anaHCUPOBLUMK. YUnNTbIBANTE, YTO HEMNb3s A400aBUTb HECKONBbKO 6anaHCUpPOBLLNKOB C
OOMHaKOBbIM agpecomMm.

v BanaHcuMpoBLLKK

1. Haxxmute lo6aBMTL 6anaHCUPOBLLUK.

4. Beegute IP-agpec nnn DNS B none Agpec 6anaHcupoBLLMKa.

5. YkaxunTte nopt B none lMopr.

6. Boibepute cnocob ayTeHTUMKaLuumn y4eTHOM 3anmMcy Ha XocTe: no naposto unm no SSH-
Knrouy.

7. Ecnn Ha npegpiaywem ware Bbibpanu no naponto, 1o BBeanTe JloruH n Maponb. Ecnu Ha
npegpigyliem ware Boidopanu no SSH-kno4y, 10 BBegute JlormH, Maponb sudo, SSH-knto4 n
MaponbHyto cppa3sy.

8. Haxxmnte [1o06aBUTDL.

6. Haxxmute [lanee ans nepexopga k cregyolemy Lwary macrepa.

MopThl

(D NPUMEYAHUE

MopTbl kOMNOHeHTOB PAM fosmkHbl 6bITb YHUKaNbHbIMU. [opTel HAProxy aomxkHbl ObiTb YHUKANbHLIMMU.

1. Ykaxute nopTbl ANnA KOMMOHEHTOB PAM B COOTBETCTBUM C BalLLEN CETEBOW apXMTeKTypOVI NI OCTaBbTE

3Ha4YeHnA Nno yMmosr4aHuio.



KomMnoHeHT MopT no yMoJi4aHuo

SSH Proxy 2222
RDP Proxy 3390
PostgreSQL Proxy 5432
MC/UC HTTP 80

MC/UC HTTPS 443
Gateway Service 8443

2. Ykaxute nopTbl Ans HAProxy B COOTBETCTBUM C BaLLEN CETEBOM apXMTeKTypOVI NI OCTaBbTE 3HA4YEHUNA

no ymorsri4yaHuto.

HAProxy MopT no ymonyaHuto
HAProxy SSH 2222
HAProxy RDP 3390
HAProxy PostgreSQL 5432
HAProxy HTTP 80

HAProxy HTTPS 443

3. Haxxmute Janee ansa nepexona K cnegyrollemy Lwary macrepa.

Ceptudumkarnbi

Ha aTom wware TpeGyeTcs 3arpy3uTb 3apaHee NoAroToBMNeHHble cepTUdUKaTbI.

1. 3arpysuTe cepTudumkaTt ygoctoBepsitoLero LeHTpa 6e3 npusatHoro kntoya B opmate PEM (Base64) ¢

pacLupeHnem . crt.


http://localhost:3000/privileged-access-manager/3.2/preparation-for-installation/certificates/

2. 3arpysuTe cepTuumkaTbl 4 XOCTOB C pacwumpeHnem . pfx nnmn wildcard-ceptudukart n ykaxute
naporb.

3. Haxxmute [anee ansa nepexofa K cnegyollemy Lwary macrepa.

Ba3bl AaHHbIX

1. Bbibepute Tun cepBepa PostgreSQL.

2. Beegoute Appec cepBepa.

3. Bknrounte onumio BesonacHoe nogkntodeHue kK CYB/.

4. Beegnte nms nonb3oBarens U Naposib Y4eTHOW 3anucu ans padotsl ¢ 6asamu aHHbIX.

5. [Ina nepekntoyatens Knoum wudgpoBaHus Bbibepnte 3HavyeHne CreHepMpoBaTb HOBbIW.

6. BBeguTte Ha3BaHus 6a3 gaHHbIX, KOTOpbl€ Bbl CO30alrin Ha wware nogarotoBkn K yCTaHOBKE:

o B[] ans npuBunerMpoBaHHbIX Y3

o B[ ansa ayteHTudumkaTopoB nonb3osatenen PAM
o B[ ansa cobbiTnn PAM

o B[l ona 3agay no pacnucaHuno Core

o B[l ona 3agay no pacnucaHuto ldp

7. Haxxmute lanee ansi nepexoda K criegytollemy Lary Macrepa.

v Bbibop 6a3bl gaHHbIX Microsoft SQL

1. Boibepute Tun cepBepa Microsoft SQL.

2. Beeante Agpec cepBepa 1 Mma nHctaHca MSSQL.

3. BknounTte onumto BesonacHoe nogknioyveHue kK CYB/.

4. Beegute nms Nonb3oBaTensi U Naposb YYETHOM 3anucy angd paboTbl ¢ 6a3amun JaHHbIX.

5. Ina nepekntoyatens Knoun wudgpoBaHus Bbibepute 3HavyeHne CreHepupoBaThb HOBbIW.

6. BeeguTte Ha3BaHus 6a3 gaHHbIX, KOTOpbl€ Bbl CO34alin Ha wWware noarotoBkn K yCTaHOBKE:

o B[l onsa npuBMnerMpoBaHHbIX Y3

o

B ona ayteHTudukatopoB nons3osatenen PAM

B ans cobbiTnn PAM

[¢]

o

Bl ana 3agady no pacnucaHunio Core

o

B[ ans 3agad no pacnucanuio Idp



http://localhost:3000/privileged-access-manager/3.2/preparation-for-installation/databases/
http://localhost:3000/privileged-access-manager/3.2/preparation-for-installation/databases/

7. Haxmnte [lanee ans nepexofa K criegyowemMy wary macrepa.

XpaHunuuwie gaHHbIX

1. Bbibepute Tun xpanunuwa dannosasa cucrema.

2. Haxmute Oanee ons nepexoda K criegyowemy wary macrtepa.

v [pyrine Tunbl XpaHUnuLy

Mpn BbIGOPEe SMB 3anonHuTe nons:

CeteBoM nyTb

JomeH

Nma nonb3oBartens

Mapornb

Mpwn BbIOOpPE S3 3anonHuTe nons:

o CeteBoun agpec S3 cepBepa

e [lyTb 4O KOPHEBOW ANPEKTOPUN XpaHunuwa Ha S3-cepBepe
» NpeHTndpumkatop kntova goctyna (access key id)

o CekpeTHbIN KNtoY gocTtyna (secret access key)

e PervoH (HeobszaTenbHoe none)

o OrpaHuyeHne nokaumm (Heoba3aTenbHoOe none)

KaTanorm nonb3oBarteneu

[lo6aBbTE 0OQMH UNN HECKONbLKO KaTanoros nonb3oBarenen, unn Haxxmute fanee, 4tobbl ncnonb3osatb PAM

TOJIbKO C BHYTPEHHUMMU MOJ1b30BaATESIAMMU.

¥ Bbibop katanora ALD PRO, FreelPA, OpenLDAP

1. Haxxmute [lo6aBuUThL KaTanor.




N

10.
1.

. B none Cnyx6a katanoroB BbiGepuTe ogHO 13 3HadeHun: ALD PRO, FreelPA, OpenLDAP.

. BBegute 3HaueHune B none ID katanora. Cdopmynmpyinte aTo 3Ha4yeHne camocTosaTenbHo. OHO
MOXET COCTOATb U3 JTAaTUHCKMX BYKB 1 undp, MakcumansHaa anvHa — 32 cumsora. Ecniv

nnaHMpyeTe UCNosb30BaTh HECKOMNbKO KaTanoros, TO Ux ID gomkHbl 6bITb pasHbiMu.
. BBeaute 3HauyeHne B none DNS gomeHa.
. BBegute 3HaveHune B none DN KoHTeMHepa nonb3oBaTenen.

. BBeante nmsa nonb3osarens B popmate DN (npumep:

uid=pamadmin,cn=users,cn=accounts,dc=my,dc=company') n naposnb y4eTHOW 3anncu.
. Bkntounte onuuio Ucnonb3oBaTtb LDAPS.

. Ecrnin Beibpanu ALD PRO unu FreelPA, To Bbibepute Popmat naeHtucpukatopa
nonb3oBatenen u rpynn — SID nnun GUID.

. Ecnn tpebyetcs, nameHnte cootBeTcTBME aTpMbyTOB Nonb3oBartenen n/unu atpudyTos rpynn

rnonb3oBaTenen.
Haxxmute [lo6baBUTL.

HaxmuTte Janee onga nepexofa K criegyrowemMy Lary macrepa.

¥ Bbibop katanora RED ADM, Samba DC

A NMPEOYNPEXOEHUE

Mpu BbIGOPE KaTanora Samba DC Bepcun Huxe 4.21 unu katanora RED ADM fob6asbte B

KOHpUrypaumoHHbIn parin Samba cneytowyto CTpoky: 'ldap server require strong auth =

allow_sasl over_tls'.

. Haxxmunte lo6aBnTL KaTanor.

. B none Cnyx6a katanoroB Bbibepute: RED ADM unv Samba DC.

. BBeagute 3HaveHune B none ID kaTanora. C(*)OpMYJ'IVIpYVITG 3TO 3Ha4YeHue camocTtosaTenbHo. OHO

MOXET COCTOATb M3 NTaTUHCKNX ByKB 1 Lundp, MakcumanbHas annHa — 32 cumeona. Ecnm

nnaHnpyeTe UCrnoJib3oBaTb HECKOJIbKO KaTarioroBs, TO X ID oomxkHbl ObITb pa3HbIMW.

. BBeante 3HayeHune B none DNS gomeHa.
. BBeante 3HauyeHue B none DN KoHTeMHepa nonb3oBaTenen.

. BBeante nmsa nonb3osarensa B popmare UPN (npumep: pamadmin@my.company) 1 naposnb

YYETHOW 3anucu.

. BkntouuTte onumio Ucnonb3oBatb LDAPS.



http://localhost:3000/privileged-access-manager/3.2/appendix/attributes-mapping/
mailto:pamadmin@my.company

8. Ecnun TpebyeTtcs, nsmeHnTe CooTBETCTBME aTpnbyTOB Nonb3oBartenen n/unu atpnbyTos rpynn

rnornb3oBaTenen.
9. Haxxmute [lo6aBUTH.

10. HaxxmuTe Oanee ons nepexoda K criegyolemMy wary macrepa.

v Bbibop katanora Active Directory

1. Haxxmute lo6aBUTL KaTanor.
2. B none Cnyx6a katanoroB BbibepuTe 3HavyeHne Active Directory.

3. Beegute 3HaveHue B none ID kaTtanora. CcopmynmpymnTte 310 3Ha4eHne camoctosTenibHo. OHO
MOXET COCTOSATb U3 JTAaTUHCKMX BYKB 1 undp, MakcumanbHaa anvHa — 32 cumeorna. Ecniv

nnaHnpyeTe UCnonb30BaTb HECKOSBKO KaTanoros, To nx ID gomkHbl 6biTb pasHbIMMU.
. Beegute 3HaveHune B none DNS gomeHa.
. BBeante 3HauyeHune B nonie DN KOHTeMHepa nonb3oBaTenen.
. BBeante nmsa nonb3oBarens u naposib Y4eTHON 3anuncu.

. BkntouuTte onumto Ucnonb3oBatb LDAPS.

0o N OO o0 b

. Ecnn TpebyeTcs, nsmeHuTe cooTBeTCTBME aTpMbyTOB Nonb3oBaTenen u/unu atpubyToB rpynn

norb3oBaTenen.

©

. Haxxmnte lobaBuUTh.

10. HaxxmuTe [Olanee ons nepexoda K criegyolemMy wary macrtepa.

AOoMUHUCTpaATOpPLI pornen

() MHPOPMALIMSA

B MacTepe MOXHO YKa3aTb TOJIbKO O4HOIro agMMHUCTPaTopa pone17|.

B kauecTBe agMuHUCTpaTOpa porien MOXHO BbIOpaTb Kak Nonb3oBaTens u3 karanora, Tak U BHyTPEHHETO.
BboibpaHHOMy nonb3oBatento 6yayT BblAaHbl NpaBa Ha ynpasneHune ponsmy PAM. 3ToT nonb3oBaTenb
CMOXET BblAaTtb NpaBa Ha JOCTYN K KOHconu ynpaeneHus PAM gpyrum nonb3oBaTtensm.

M3 kaTanora BHyTpeHHUN



http://localhost:3000/privileged-access-manager/3.2/appendix/attributes-mapping/
http://localhost:3000/privileged-access-manager/3.2/appendix/attributes-mapping/

1. Bbibepute 13 kaTanora y4eTHyH 3anucb.

2. Haxxmute [lanee ons nepexoda K criegytollemy Lary Macrepa.

AyTeHTU(pMKauma nornb3oBaTeneu

Ha atom ware TpebyeTcsa 3agatb MEXaHN3M ayTEHTUMUKALMM N HACTPOMKUN BYXEAKTOPHOM
ayTeHTudmKaunn.

MexaHn3m ayTeHTUMKaLum

1. Buibepute nogxogawmmn sapnaHt: LDAP nnu RADIUS.
2. Mpwn BbiGope RADIUS gobasete cepep RADIUS 1 BBeguTe Heobxoanmble AaHHbIE.

v AyTteHTudukaums no RADIUS

A NMPEOYNPEXOEHUE

[na BHYTpeHHMX nonb3oBaTtenen HegocTynHa ayteHTugukaumnsa Yepes RADIUS. 3agaHHble 3aech
HaCTPOWMKM AENCTBYIOT TOSbKO Ha Nonb3oBaTeneun U3 kartarora.

Mpwn BoIbope RADIUS B kayecTBe MexaHU3Ma ayTeHTUdukaumm Tpebyetca ykasatb AaHHble RADIUS-
cepsepa.

1. Haxxmute lo6aButb cepBep RADIUS.

2. Bbibepute cxemy ayteHTUmkaumm. BosmoxHble 3HaveHns: PAP, CHAP, MSCHAPV2. He
pekomeHayeTtca Bblibupatb cxemy PAP, T.k. oHa siBnseTcs Hebe3zonacHon, NOTOMY YTO Naposb

nepeaaeTcs B OTKPbITOM BUAE.
3. Ykaxunte Agpec cepBepa, lNMopt n Cekper.

4. OcTtaBbTe BkodeHHoW onumio NMpoBepAaTb atpubyT Message-Authenticator. 3tot atpubyT
ncnonb3yeTcs Ans obecnevyeHns LenoCcTHOCTU NAKeTOB U 3aWwuTbl X oT nogaenku. OctaBnATb
ONUMIO BbIKITKOYEHHOW AOMYCTMMO TOMBbKO B TOM Criydae, ecrv UCnosib3yeMoe nporpaMmmHoe
obecneyeHne He nogaepXkmnBaeT paboTy C aTUM aTpubyToM.

5. Bblbepute ®PopmaTt uMeHu ansa ayteHTUudukaummn. BoibrpanTe 3HaveHne Umsa 6e3 nomeHa ans
ayTteHTudukaumm Bo FreeRadius. Beibupaite Umsa B popmaTte SAM vnn Umsa B dpopmate UPN

ansa ayteHtudpukauumn B NPS RADIUS.




MoxxHO yka3aTb Heckonbko cepBepoB RADIUS, 4yTo6bl 06ecneunTb 0TKa3oyCTOMYMBOCTb CUCTEMBI. B
aTom cnyyae PAM nochkinaet 3anpoc cepsepam RADIUS nocnegoBaTensHO, B NOpsSAKe yKasaHUA
cepBepoB. To eCTb eCnun He yganock NogknounTbes Kk nepsomy cepeepy RADIUS, to PAM nonbiTaeTcs

NOAKIMKOYNTBLCA K crieayroemy.

HacTtpounka 2FA

/\ NPEAYNPEXAEHUE

Mpu BbIGOPE MexaHn3ma ayTeHTudukauum RADIUS nonb3oBatenu u3 katanora ayTeHTUuumnpyoTcs
yepe3 RADIUS, a ykasaHHble HMXe HAaCTPOMKM AENCTBYHOT TONbKO HA BHYTPEHHUX NOfb30BaTenen.

1. Bknounte onuumio Bknountb AByxcakTOpHYI0 ayTeHTUUKaLuuio ans Bcex nonb3oBarenen no

YMOJ4YaHUIO.
2. Ansa nepekntodatens Tun BToporo dgakropa Bbibepute nogxoasuiee 3Hadenune: TOTP nnu Email.

3. OTMeTbTE KOMMOHEHTHI, ANSA KOTOPbIX TpebyeTcsa BKMOUYNTL KeLUMPOBaHME BTOPOro dpaktopa:
o Management Console

o User Console
o Desktop Console
o SSH Proxy
o RDP Proxy
o RDS Proxy
4. Ecnu TpebyeTcs, oTpegakTupynTe 3HadeHne B none Bpems kewmpoBaHus.

5. HaxxvuTe Janee ona nepexona K crieaytowemMy Lwary macrepa.

v Bropoun gakTop ayteHTudurkauumn no Email

Mpwn BIBOpe Email B kayecTBe BTOPOro haktopa 3anonHuTe creaytolime nons:

o SMTP-cepBep

e Aapec noyThl OTNpaBUTENS — afpec, C KOTOPOro OTNpaBnsieTcs MMCbMO

MopT

Mmsa nonb3oBatens — norvH gng aBTOpM3aUnn Ha cepBepe

Mapornb




CepBep pgoctyna

1. Ecnn TpebyeTcs, nameHute 3HadeHusi nonen MakcumanbHoe Bpemsi oTBeTa areHTa 1 MHTepBan
healthcheck areHTa.

2. Haxmute [Oanee aonsg nepexoda K criegyolemMy wary macrepa.

IlormpoBaHue

1. Ecnu TpebyeTca, nameHute YpoBeHb NIOrMpPOBaHUA, MakCUMarnbHOE KONMYeCcTBO fnor-hannos cepeepa

ynpasreHnsa n MakcumarnbHOe KONMYeCTBO for-gpannos cepBepa 4ocTyna.

2. Haxmute [Oanee aonsg nepexoda K criegyolemMy wary macrepa.

CoObIiTuA

1. Ecnu TpebyeTca, nobasbte Syslog-cepsep.

¥ Syslog-cepsep

Syslog-cepBep 1cnonb3yeTca ana uHterpauum ¢ SIEM-cuctemoin. CobbITUSI U TEKCTOBbLIE NOTY
3anucbiBatoTcs Ha Syslog-cepBep B pexuMe pearibHOro BpeMEHU, TO eCTb B MPOLIECCE aKTUBHOTO
yOaneHHoro NoAKMYEHUs], @ He NOocne ero 3aBepLUeHnst. ATO NO3BONSET MaKCMMarbHO BbICTPO
BbISABNATb MHUMAEHTbI U aHOManuu, CBA3aHHbIe C AeNCTBUSIMU NPUBUIIETVPOBaHHbIX

nosib3oBaTenen.

Mpu gobaeneHnn Syslog-cepepa NoTpebyeTcs 3anonNHUTL cneayroLmne nonsi:
- Agpec cepBepa

- Cetesou npotokon (TCP unn UDP)

- MNopTt

- ®opmart cobbitu (CEF unu LEEF)

- Bepcus Syslog (RFC3164 nnn RFC5424)

2. Haxxmute [lanee ons nepexoda K criedytollemy Liary Mmacrepa.

Pe3epBHas konus



PesepBHas konust mactepa — 3T0 3aiMpoBaHHbIN ¢oainsi, KOTOPbIN NCNONb3yeTcs A1 BOCCTaHOBNEHNS
COCTOSIHUSA MacTepa. JToT hann notpebyerca Bam B byayliem ana obHosneHns PAM Ha HOBYHO BEPCUIO

U ans n3aMeHeHnsa KoHdurypaumm tekyuien sepcun PAM.

/\ MPEOYNPEXOEHUE

CoxpaHuTe haiin pe3epBHOIN KON MacTepa 1 3anoMHUTE Naporb.

Bes atoro hanna v napons K HeMy Bbl He CMOXeTe B ByayLieM N3MeHUTb KOHUrypaumo Ballemn

nHctannaumm PAM vnmn obHoBuTb PAM 0 HOBOM BEpCUM Yepes MacTep.

1. 3agaviTe naponb AnNsa pe3epBHOM KON MacTtepa.
2. Haxmute CkayaTb pe3epBHYHO KOMUIO.

3. Haxxmute Janee ansa nepexofa K cnegyrollemy Lary macrepa.

YctaHoBka PAM

1. Ansa nepekntoyatens Cnoco6 ycTtaHOBKM BbibepuTe 3Ha4eHe U3 macTtepa.

2. Haxxmute YctaHoBUTHL PAM.

3. OTcnexvBanTe NpoLecc yCTaHOBKM C MOMOLLbIO nporpecc-6apa. [loxxantech 3aBepLUEHUS YCTAaHOBKM.

(D NPUMEYAHUE

daninbl ¢ norammn yctaHoBKM HaxoaaTcsa no cneaytowemy nytn: IndeedPAM_3.2_RU/indeed-
pam/logs/.

B cnyyae BO3HMKHOBEHMUS OLLINOKM YCTAHOBKM MPOCMOTPUTE 3TK chbalnbl U Npu He0BXoANMOCTH

obpaTnTech 3a NOMOLLbIO MO UCMPABIEHMUIO OLLUNMOKM B TEXHUYECKYO NOOOEPXKKY.

4. OTKponTe B HOBOW BKNagke KOHCOMb ynpasneHud, 4tobbl HacTpoutb Indeed PAM. NMpoxogute
ayTeHTUdMKALUMIO B KOHCONU C TEMWN YYETHLIMW AAaHHBLIMW, KOTOPbIE YKa3anu Ha ware AQMUHUCTpaTopbl
ponen. NogpobHyto MHGOpMaLMIO O NepBOHaYanNbHON HAaCTPOMKE CMOTPUTE Ha CTpaHuue NepBbliit

3anyck.

5. HaxxmuTe 3aBepwnTb paboTy mactepa v BbIMONHUTE CreayoLLyo KOMaHay B TepMuHane:


http://localhost:3000/privileged-access-manager/3.2/problem-solving/tech-support/
http://localhost:3000/privileged-access-manager/3.2/administration/first-launch/
http://localhost:3000/privileged-access-manager/3.2/administration/first-launch/

sudo bash stop-wizard.sh



%% HacTtpowuka IIS

Hob6asbTe 3anuck B peectp u HacTponTe IIS (gns Windows)

§0p | YcTaHOBKa M HACTPOMKA KINTMEHTCKUX KOMMOHEHTOB

YctaHosuTe n HactponTte PamSu, PAM Agent 1 PAM Desktop Console

% HacTpoiika RADIUS

OTtpepaktunpyite chann koHdurypaumm appsettings.json

‘ §0p i HacTtpounka nognucu RDP-dhanna

OTtpepaktupyite chann koHdpurypaumm appsettings.json

HacTpoika ogHopa3oBoro naponsi no Email

OtpepakTtupyite hann koHdurypaumm appsettings.json (onunoHanbHO)



http://localhost:3000/privileged-access-manager/3.2/setup/iis-setup/
http://localhost:3000/privileged-access-manager/3.2/setup/additional-components-setup/
http://localhost:3000/privileged-access-manager/3.2/setup/radius-configuring/
http://localhost:3000/privileged-access-manager/3.2/setup/rdp-file-signature-configuring/
http://localhost:3000/privileged-access-manager/3.2/setup/totp-second-factor-via-email-setup/
http://localhost:3000/privileged-access-manager/3.2/setup/recycling-of-proxy/

0O .
Qd BknoyeHue nepesanycka KOHTEMHEePOB CEePBUCOB MPOKCU

Bknounte nepesanyck koHTeriHepoB A5ia cepepos goctyna RDP Proxy n SSH Proxy (onumoHansHo)

® || UHTerpaumns co CTOPOHHMMM KaTanoramm nonb3oBaTenen

HacTtpownTte uHterpaumto ¢ katanoramv none3osatenen FreelPA, OpenLDAP, ALD Pro (onuuoHansHo)

Bl

‘g’ = Hactpoika PAM ans ucnonb3oBauus ¢ NFS

KonunyecTBo rnas: 2



http://localhost:3000/privileged-access-manager/3.2/setup/recycling-of-proxy/
http://localhost:3000/privileged-access-manager/3.2/setup/recycling-of-proxy/
http://localhost:3000/privileged-access-manager/3.2/setup/adding-user-catalog/
http://localhost:3000/privileged-access-manager/3.2/setup/nfs-configuring/

HacTtpouka IIS

Mpwn paseepTbiBaHUN cepBepa ynpasneHna Ha Windows Server u |IS BbINnoNHUTE cnegyoLwime 4eNCTBUS:

1. JobGaBbTe criegyowme 3anucm peectpa:

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\HTTP\Parameters]
"MaxFieldLength"=dword:8000 (hex)
"MaxRequestBytes"=dword:8000 (hex)

2. 3anyctute |IS Ha cepBepe ynpaBneHus.
3. Nepengute B pasgen Default Web Site\core.

4. B pasgene YnpaBneHue (aHrn. — Manage) oTkponte PegakTtop KOHcpUrypaumm (aHrmn. —
Configuration Editor).

5. PackponTe Bbinagatowmi cnucok Pasaen: (aHrn. — Section:) n Bbibepute

system.webServer\serverRuntime.
6. YctaHoBute ans napametpa uploadReadAheadSize 3HaueHne 1048576.
7. B pasgene OeunctBusa (aHrn. — Actions) Haxmute MpumeHuTb (aHrm. — Apply).

8. NMepesarpys3unte cepsep.



YcTaHOBKa M HacTpouKa KIIMeHTCKUX
KOMMNOHEHTOB

PamSu

KomnoHeHT PamSu nossonset nonb3oBatensam Indeed PAM 3anyckatbe KoMaHAbl C NpaBamu root,
Ncnonb3ysi Naposnb CBoen COOCTBEHHOWN y4ETHON 3anncu Nonb3oBaTens cnyXbbl kKaTanoros.

YcTaHOBKa BbINOMHAETCA BPYYHY0 Ha Linux-pecypcax, raoe TpebyeTtcs 3anyckaTb kOMaHabl C paBamu root.

YctaHoBka PamSu

KomnoHeHTbl pacnonoxeHbl B nanke: IndeedPAM_3.2_RU\indeed-pam-tools\pamsul\.

(D NPUMEYAHUE

YctaHoBka yTunutbl PamSu BeinonHaeTca Ha pecypcbl OC *nix.
y pecyp

3arpy3V|Te yCTaHOBO'«IHbIlZ nakeT Ha pecypcC U BbIMOJTHUTE KOMaHAY:

YctaHoBKa Ha Debian-based OC

$ sudo dpkg -i Indeed.PAM.PamSu*.deb
YctaHoBKka Ha RedHat-based OC

$ sudo rpm -i Indeed.PAM.PamSu*.rpm

Hactponka PamSu

Ha pecypce TpebyeTcsa HacTpouTb aoBepue ceptudmkaTy Beb-cepepa core u idp. [NpoBeputs
KOPPEKTHOCTL paboThl C cepTumnKaTtamm MOXXHO BbIMOMHUB KOMaHAY:



$ curl https://pam.indeed-id.local

OTtkponte dann /etc/pamsu.conf B ntobom pegakTope € npaBamMu NOKanbHOro agMUHUCTpaTopa, yKaxuTte
HacCTpPOWKM idp_url, api_url, log path v log level:

e idp_url — apgpecidp
e core_url — agpec core
e log path — nyTb k KaTanory c ¢gannamm noros

e log level — ypoOBeHb nornposaHus, moxet npuHumaTth 3HaveHns INFO, WARN, ERROR, FATAL

Set idp url https://pam.indeed-id.local/idp
Set core_url https://pam.indeed-id.local/core
Set log path /var/log

Set log level INFO

Ha HekoTopbIx cuctemax ssh server He paspeLuaeT No yMon4aHuio nepemMeHHble OKpyXeHus LC_* . [Ins
KOppekTHon paboTbl npunoxeHus criegyeT B hanne /etc/ssh/sshd_config no6aButb CTPoOKy AcceptEnv
LC_PAM_USER LC_PAM_SESSION_ID, imbo Mackou LC_*.

(D NPUMEYAHUE

[nsa paspelleHns BbINOMHEHMSA KOMaHabl pamsu TpebyeTcsa BKMYNTbL B nonutuke, B pasaene SSH

onuuto Pa3p9LLIVITb BbIMNOJIHATb pamsu.

Indeed PAM Agent

Indeed PAM Agent cnenyet yctaHaBnuBaTb HENOCPEACTBEHHO Ha PECYPChl AN BKNHOYEHNA BO3MOXHOCTU

TekcToBoro normposaHna RDP ceccun.

/\ NPEQYNPEXAEHUE

I'IpM OTCYTCTBUUN areHTa Ha pecypce 1 BKIMtO4EHUN Onunmn CoOXpaHeHnd TEKCTOBbIX JTOroB B Monutuke

NoAKNHOYEHUN NONb30BaTeNbCKas ceccus 3aBepLunTCA aBTOMAaTU4e€CKn 4epe3 MUHYTY.

Mocne yctaHoBkn Indeed PAM Agent notpebyeTcs BbINONMHUTL Nepesarpy3ky unn noBTopHbin Bxog B OC.

[ononHuTtensHas HacTpounka He TpebyeTcs.


http://localhost:3000/privileged-access-manager/3.2/administration/policy-setup/#ssh
http://localhost:3000/privileged-access-manager/3.2/components/#indeed-pam-agent
http://localhost:3000/privileged-access-manager/3.2/administration/policy-setup/#sessions
http://localhost:3000/privileged-access-manager/3.2/administration/policy-setup/#sessions

Indeed PAM Desktop Console

HacTtponka Indeed Pam Desktop Console gns AOME@HHbIX MaLUUH

1. CkonupymnTte cogepxnmoe nanku indeed-pam-tools\desktop-console\PolicyDefinitions Ha KOHTpornep
pomeHa B katanor C:\Windows\sysvol\domain\policies\PolicyDefinitions.

2. Ha koHTponnepe gOMeHa 3anycTute OCHacTKy YnpaBneHue rpynnoBon nonutukon (Group Policy
Management Console).

3. Bblbepute HeobxoanmbIn 06BLEKT rpynnoBOM NONUTUKK, NeperanTe B pasaen Computer
Configuration\Policies\Administrative Templates\Indeed PAM\General\ (KoHdurypauus
komnbtoTepa\rlonutukm\AgmmHucTpaTtueHble wabnoHb\Indeed PAM\OGwyme).

4. Bkntounte n Hactponte PAM connection settings (HacTtpoiikn nogkntoueHms ¢ PAM). Ykaxute
cnegyowme URL: https://<Baw_FQDN>/core u https://<Baw_FQDN>/idp.

5. O6HOBWTE rpynnoBble MOMUTUKK Ha KnneHTckom (K.

Hac1'po|7||<a AnA MaWWH, K KOTOPbIM He NTPUMEeHAKTCA AOMEeHHbIe NOJIUTUKU

1. CkonupyiTe cogepxnmoe nanku indeed-pam-tools\desktop-console\PolicyDefinitions B
katanor C:\Windows\PolicyDefinitions.

2. 3anyctute pefakTop NnokKanbHOM rpynnoBomn NonuTukK gpedit.msc.

3. Nepenaunte B pasgen Computer Configuration\Policies\Administrative Templates\indeed
PAM\General\ (KoHurypaums komnbtotepa\llonutnkn\AgMmmHncTpaTueHble wabnoHbi\Indeed
PAM\OOGLwme).

4. Bknounte n HactponTe PAM connection settings (Hactponku nogkntodeHus ¢ PAM). Ykaxute
cneaywowme URL: https://<Baw_FQDN>/core u https://<Baw_FQDN>/idp.

HacTtpownka 3anucu cobbitnn B Syslog

Windows Linux

1. Nepenante B katanor C:\inetpub\wwwroot\Is\targetConfigs, cozgante konuio danna

sampleSyslog.config n nepenmeHynTe ee B Pam.Syslog.config, 3aTemM oTpefakTupynTte <Settings> ..
</Settings> B COOTBETCTBMM C HACTPOMKaMN HUXE:

o HostName — mnms Syslog-cepsepa

o Port — nopt Syslog-cepsepa



o Protocol — Tun noakntoveHns k Syslog-cepeepy: TCPoverTLS, TCP, UDP
o Format — c¢opmart noros: Plain, CEF, LEEF

o SyslogVersion — cneuundukaumsa npotokona: RFC3164, RFC5424

C:\inetpub\wwwroot\ls\targetConfigs

<Settings HostName="localhost" Port="5081" Protocol="TCP" Format="CEF"
SyslogVersion="RFC3164" />

2. B cpanne C:\inetpub\wwwroot\Is\clientApps.config oTpeoakTupymnTe cekumo pam ans pabotsl ¢ pansiom
Pam.Syslog.config — nobasbTe HOBbIM TargetId ANdA WriteTarget:

C:\inetpub\wwwroot\is\clientApps.config

<Application Id="pam" SchemaId="Pam.Schema">
<ReadTargetId>Pam.TargetDb</ReadTargetId>
<WriteTargets>
<TargetId>Pam.TargetDb</TargetId>
<TargetId>Pam.Syslog</TargetId>
</WriteTargets>
<AccessControl>
<I--<CertificateAccessControl CertificateThumbprint="6001122...AA11"
Rights="Read" />-->
</AccessControl>
</Application>

3. Janee B aTOM Xe paiine B cekumn Targets [0OaBLTE HOBbIN ANEMEHT:

C:\inetpub\wwwroot\is\clientApps.config

<Targets>

<Target Id="Pam.TargetDb" Type="mssql"/>
<Target Id="Pam.Syslog" Type="syslog"/>
</Targets>

B Target Id="Pam.TargetDb" nponuwute Type B 3aBUCMMOCTU OT ucnosbdyemon bLl: mssql mnu

pgsql.



Hactpouka RADIUS

/\ NPEAYNPEXAEHUE

Bce URL ykasbiBaloTCSA B HMXXHEM perucTpe.

®opmat JSON He gonyckaeT Hanuunsa KOMMeHTapueB B channe, NnoaToMy TpebyeTcs yaanuTb CTPOKM,
Ha4ynHawLwmecsa ¢ cumsornos "//".

/\ NPEAYNPEXAEHUE

[Mocne BHeCeHNsA nameHeHun B hann KoHurypaumm Tpebyetca nepesarpy3ntb nyn npunoxenunn IdP B
[IS Manager.

Mepengute B katanor C:\inetpub\wwwroot\idp n oTpegakTupynte dann appsettings.json.

Cekuusn ldentitySettings

e DirectoryMechanism — mexaHu3m paboTbl ayTeHTUdUKALNN.

e Authentication — mapamMeTp ykasblBaeT NoCTaBLMKOB ayTeHTUukaumm B IDP.

Cekuus IdentitySettings B koHcburypaumoHHom channe appsettings.json

"IdentitySettings": {

"DirectoryMechanism": "Radius",
"Authentication": "Local",

Cekuusa Radius
e Timeout — BpeMs oxmaaHus otBeTa ot cepsepa RADIUS.
RemoteEndpoints:

e Address — agpec cepBepa RADIUS ansa nogkntodeHus.



e Port — agpec cepsepa RADIUS gna nogkntoveHns (no ymonyaxHmo 1812).
e Secret — ceKkpeT AN AONONHUTENbHOW ayTeHTUdMKALMN KOMNOHEHTA.

e AuthenticationScheme — cxema ayteHTUduKaumm B RADIUS. Bo3amoxHble
3HadveHus: 'PAP', 'CHAP', 'MSCHAPV2'. Cxema PAP siBnaetca HebeszonacHon, NOTOMY YTO Naposb

nepengaeTca B OTKPbITOM BUAE.

e AuthenticationUserName — dpopmaT UMeHU Ans ayTeHTudmkaumm. Bo3amMoXxHble 3Ha4YeHUs:
o NameWithoutDomain — nmsa 6e3 gomeHa (ons ayteHTudmkaumm B FreeRadius).

o SamCompatibleName — ums B dpopmarte INDEED\\user.
o PrincipalName — ums B popmate user@indeed.domain.

e CheckMessageAuthenticator — napameTp BKIHOMAET UMK BbIKNIOYAET NPOBEPKY aTpubyTa Message-

Authenticator B IDP. OTkntoyaTb He pekoMeHAYeTCs T.K. 3TO NOHWXKaeT 6€30MacHOCTb.

Cekuusa Radius B koHcurypaunmoHHom channe appsettings.json (oauH cepsep RADIUS)

"Radius": {
"Timeout": 60,
"RemoteEndpoints”: [

{
"Address": "PAM_RADIUS_SERVER_ADDRESS",

"Port": 1812,

“Secret": "PAM_RADIUS_SERVER_SECRET",
"AuthenticationScheme": "“MSCHAPV2",
"AuthenticationUserName": "PrincipalName",
"CheckMessageAuthenticator": true

]
}s

MoxHo ykasaTb Heckonbko cepepoB RADIUS, ytobbl 06ecneunTb 0Tka3oyCcTONYMBOCTb CUCTEMBI. B aTOM
cny4yae PAM nocbinaet 3anpoc cepsepam RADIUS nocnegoBatensHoO, B NOpsiAKe yKaszaHUs cepBepoB B
KOH(purypaumoHHoMm ganne. To eCTb ecnn He yaanoch NogknounTeca K nepsomy cepeepy RADIUS, To PAM

nonbiTaeTCAd NoOAKNHYNTBCA K creayolemy.

Cekuusa Radius B koHurypaumoHHom chaunne appsettings.json (aBa cepsepa RADIUS)

"Radius": {
"Timeout": 10,
"RemoteEndpoints": [

{


mailto:user@indeed.domain

5 "Address": "10.11.4.28",

6 "Port": 1812,

7 "Secret": "123",

8 "AuthenticationScheme": "MSCHAPV2",

9 "AuthenticationUserName": "PrincipalName",
10 "CheckMessageAuthenticator": true
11 }s
12 {

13 "Address": "10.11.4.128",
14 "Port": 1812,
15 "Secret": "123",

16 "AuthenticationScheme": "MSCHAPV2",
17 "AuthenticationUserName": "PrincipalName",
18 "CheckMessageAuthenticator": true
19 }
20 ]

21},



Hactpounka nognucu RDP-thanna

BknroyeHue noanucu RDP-thanna

YTto6bI BKMounTb Nognuce RDP-canna, Tpebyetca oTpegaktnpoBaTh pasgen Rdp danna koHdurypawumm

Core, KOTOpPbI HAXOQUTCA MO NYTU:

C:\inetpub\wwwroot\core — gna Windows

"Rdp": {
"UseRemoteApp": false,
"SignRdpFile": true,
"Certificate": "16c214ba7dec702a7ce5e4ac727502b0c0d448e2",

"Password":

}s

letc/indeed/indeed-pam/core — gnsa Linux

"Rdp": {
"UseRemoteApp": false,
"SignRdpFile": true,
"Certificate": "/etc/",
"Password": "1234"

}s

Cexkuunsa Rdp

e SignRdpFile — BkmnoyeHue nognucu RDP-ganna.
e Certificate — oTnevyatok cepTudmkaTa unm NyTb 4O CaMOro ceptudgukaTa.

e Password — naposnb cepTudmkarta. 3anonHseTcs, ecnv B napameTpe Certificate Obin ykasaH nyTb

0o cepTudmkara.
Mocne pegakTnpoBaHus darna KoHurypaumm Tpebyetca nepesanyctutb KOMNOHEHT Core.
Windows

Mepesanyctuts IIS.



Linux

Mepentn B Nnanky /etc/indeed/indeed-pam:

cd /etc/indeed/indeed-pam
Mepe3anyctutb kKomnoHeHT Indeed PAM Core:

sudo docker compose -f docker-compose.management-server.yml up -d core --force-recreate
nnu

sudo docker-compose -f docker-compose.management-server.yml up -d core --force-recreate

HacTtpouka ceptucumkara

Onsa sBknoyeHns nognucn RDP-ganna TpebyeTtcs cepTudukart, BblAaHHbIN YOOCTOBEPSOLLMM LIEHTPOM

cepTudurkauunm.

(D NPUMEYAHUE

Bce gencrteus, onncaHHble HUXe, npoxogAT Ha cepBepe ynpaBrieHnd C YCTaHOBJNIEHHbIM KOMIMOHEHTOM

Core.

Windows ¢ oTnevyaTkom

1. [lo6aBbTe cepTMduKaT B IMYHOE XPaHUIULLE KOMMbIOTEPA.



2. OTkponTe MeHIo cepTudmkata Bee 3apgaum (All Tasks) — YnpaBneHue 3aKpbITbIMU KITHOYaMuU

Iszued lo Iszued By Expiration Late
?@gtwl&vdd.mm vdd-ADC-CA 41272025
?E gtw2d.vdd.com gtw2d.vdd.com 4/13/2024
?@idp.vdd.cnm idpwvdd.com 47772024
gd-ADC-CA 4/12/2025

Open

All Tasks * Open

Cut Request Certificate with Mew Key...

Copy Renew Certificate with Mew Key...

Lram Manage Private Keys...

Properties Advanced Operations *

Help Export...

(Manage Private Keys...).

3. Haxmute [lo6aBuUThb... (Add...). B oTKpbIBLIEMCS OKHE HaxxmuTe Pa3meweHue... (Locations...),
BblbepuTe nokanbHbIM KoMmnbloTep — OK.

4. B none Beegute nwus IS ITUSRS — OK.

Select Users or Groups >

Select this object type:

|Users. Groups, or Builtin security principals | Object Types...

From this location:
|GTW28 || Locations...

Enter the object names to select (examples):
GTW2EWIS (USRS Check Names

Advanced... Cancel

5. OTpegakTupynte dann KoHuUrypaumm, ykasas oTnedatok ceptucumkarta 6e3 napons.

Linux ¢ umnopTtupoBaHuem knro4va opmarte PFX

1. UmnopTtupynTe B Nanky /etc/indeed/indeed-pam/keys/rdp-sign.pfx ceptudukat B popmate PFX ¢
NpVBaTHbLIM KIOYOM 1 Napornem.

2. OTpepakTupynte hbann KoHUrypauum, ykasas nyTb K cepTudmkaTy 1 naporib.

3. Otpepaktupynte cann /etc/indeed/indeed-pam/docker-compose.management-server.yml nobasvs
CTPOYKY
./keys/rdp-sign.pfx:/etc/indeed/indeed-pam/keys/rdp-sign.pfx B pa3gene core — volumes
ANA nepeHanpasneHns cepTugukara B KOHTENHep:



volumes:
- ./core/events:/var/lib/indeed/indeed-pam/events
- ./core/appsettings.json:/app/appsettings.json:ro
- ./keys/shared/protector:/etc/indeed/indeed-pam/keys/shared/protector:ro
- ./keys/core:/etc/indeed/indeed-pam/keys/core:ro
- ./ca-certificates:/usr/local/share/ca-certificates:ro
- ./logs/core:/app/logs
- ./keys/rdp-sign.pfx:/etc/indeed/indeed-pam/keys/rdp-sign.pfx



HacTtpouka ogHopa3oBoOro napons no
Email

[aHHas dyHKUMA NO3BOMSIET Nony4vaTb BTOpon hakTop Yyepes nouty. MNouta 6epeTcsa us AaHHbIX y4ETHON

3arnncum B c:ny>|<6e KaTanoros.

Ha Windows-cepBepe — nepengute B katanor C:\inetpub\wwwroot\idp n oTpeaaktupymrte

dann appsettings.json.

Ha Linux-cepBepe — nepengute B katanor /etc/indeed/indeed-pam/idp v oTpegaktupynte cann

appsettings.json.

[NomeHsnTe TOTP Ha EMAIL .

Cekuus IdentitySettings

"IdentitySettings": {

"SecondFaType": "TOTP",

Cekuunsa Smtp

"Smtp": {
"Address": "PAM_SMTP_ADDRESS",
"Port": 587,
"SenderAddress": "PAM_SMTP_SENDER_ADDRESS",
"Username": "PAM_SMTP_USERNAME",
"Password": "",
"EncryptionMethod": "TLS"

"AllowedSs1Protocols": "Tls12,T1s13"

e Address — agpec SMTP cepsepa.
e Port — nopt SMTP cepsepa.

e SenderAddress — agpec, ¢ KOTOporo 6yaeT oTnpaBneHo NUCbMO.



Username — J1IOrMH AN aBTOpMU3aL N Ha cepBepe.
Password — naposib Ans aBTopusaumm Ha cepsepe(LumdpyeTcs).
EncryptionMethod — meTog wWmndpoBaHus, nogaepxmneaercs Tonbko TLS.

AllowedSslProtocols — nogaepxusaemble Bepcun TLS.



BknoyeHue nepesanycka KOHTEMHepPOB
cCepBUCOB NMPOKCH

Docker-koHTerniHepam RDP Proxy, SSH Proxy n SQL Proxy Tpebyetca nepmogmnyecknin nepesanyck
(poTaums) onga yctpaHeHnsa addeKkToB yTeYkM NaMaTh, NOTOKOB U geckpuntopos. B Indeed PAM ato
peann3oBaHo cneuunarbHbIM CKPUMTOM, KOTOPbIM 3amnyckaeTca aBToMmaTu4eckn no pacnucaHuio. OctaHoBka

pabotbl PAM npu aToM He npoucxoguT (ceccum nornb3oBaTternen He NpepbiBakoTCs).
Mo ymonuyaHuto nepesanyck BbikodeH. YTobbl ero BKNUNTb, TpebyeTcs BbINOMHUTL Crieayowme eNCTBUS:

1. U13aMeHnTb 3Ha4YeHne napameTpa B cpanne KoHpurypaumm.
2. [NepeycTaHOBUTbL KOMMOHEHTLI CepBepa 4OCTyna.

3. lNepe3anycTnTb cepBep gocTyna.

BknioyeHue nepesanycka B panne
KOHdUrypaumm

1. OtkponTte cbann ./scripts/ansible/vars.yml.
2. B cekummn proxy_recycling NnomMeHanTe 3HadYeHue napameTpa enabled C false Ha true.

3. MepexoamnTe K nepeycTaHOBKE KOMMNOHEHTOB cepBepa AocTyna.

A NMPEOYNPEXOEHUE

Mpun ncnonb3oBaHun Ha cepepe goctyna SELinux B pexxume Enforcing Bam notpebyeTcs Bpy4Hyto
[06aBUTb KOHTEKCT Af15 CKpUnTa, Bbl yBUAUTE coobLueHne 06 3aToMm:

TASK [Warn about SELinux mode] *¥#¥kkskxskskokxkkkk ok xkx

msg:

'"Warning: SELinux is in enforcing mode. Add script context manually:'

semanage fcontext -a -t bin_t /etc/indeed/indeed-pam/scripts/recycle-proxy.sh &&
restorecon -Fv /etc/indeed/indeed-pam/scripts/recycle-proxy.sh

I'IoeTomy BbIMONMHNTE CneayrLllyo KoMmaHay:



semanage fcontext -a -t bin_t /etc/indeed/indeed-pam/scripts/recycle-proxy.sh &&
restorecon -Fv /etc/indeed/indeed-pam/scripts/recycle-proxy.sh

JononHutenbHbIe HACTPOUKU

B daiine ./scripts/ansible/vars.yml, B cekummn proxy_recycling €CTb €Lle HECKOIbKO NapameTpoB. YKaxute

NX 3Ha4YeHUs (ONUMOHANbHO) UM UCMONb3YNTE 3HAYEHUS MO YMOSTYAHWIO.

replicas — KonuyecTBo Master-pennuk (aKTMBHbIX PENSIMK, KOTOPbIE MPUHMMALOT coeanHeHust). Mo

ymonyaHuto 1.

proxies — Tunbl NPOKCU, ANSA KOTOPbIX ByAeT BbINONHATLCA nepesanyck. [NpeacraBnsaeT na cebs
mMaccus. o ymonyaHuto [rdp,ssh].

e rotation_hours — Bpems poTtauuu pennuk B Yacax. o ymonyaHuio 168.

e session_hours — MakcuMMarnbHas OfIMTENbHOCTb CECCUM B Yacax Afs pensnkv B COCTOSSHUM DRAIN
(korga cepBep He NPUHUMAET HOBblE COeanHEHNS, HO obpabaTbiBaeT cyuwecTaytowme). o ymonyaHumto

24,

lNepeycTaHOBKa KOMMOHEHTOB cepBepa aocrtyna

/\ NPEAYNPEXOEHUE

Bo Bpemsi nepeycTtaHoBKM KOMMNOHEHTOB cepBepa goctyna PAM 6yaet HegocTyneH. Bee Tekywue

ceccnm 6ynyT npepBaHbI.

1. Ecnu BbinonHeHbl HacTponkn 6esonacHoctn CIS Benchmark Docker, To 3anyctute cKpunT yCTaHOBKM

KOMaHOoMn:
sudo bash run-deploy.sh

Ecnu He BbInonHeHbl HacTporku 6e3zonacHoctu CIS Benchmark Docker, To 3anyctute ckpunt

YCTaHOBKM KOMaHOown:

sudo bash run-deploy.sh --bench-skip


http://localhost:3000/privileged-access-manager/3.2/system-requirements/linux-environment/#cis-benchmark
http://localhost:3000/privileged-access-manager/3.2/system-requirements/linux-environment/#cis-benchmark

2. Ha artane Enter target IP Haxxmnte ENTER.
3. MNpwu 3anpoce BBeAMTE MMSA NOKanbHOro Nonb3oBaTtens ¢ npasamu sudo (Hanpumep, root) 1 ero naporb.
4. loxxanmTecb OKOHYaHUS YCTaHOBKMW.

() UH®OPMALUSA

Ecnu ckpunT npepBancs ¢ ownbkon, To oTnNpaBbTe harn C ioramm B TEXHUYECKYHO MOOLEPXKKY.

5. MepexoaunTe Kk nepesanycky cepeepa ocTyna.

MNepesanyck cepBepa Aoctyna

A NMPEOYNPEXOEHUE

3anyckante koMaHabl U3 nanku /etc/indeed/indeed-pam.
[nsa nepesanycka KOMMNOHEHTOB cepBepa goctyna Indeed PAM mncnonb3ynte criegytowmne KoMmaHabl:

sudo docker compose -f docker-compose.access-server.yml down
sudo docker compose -f docker-compose.access-server.yml up -d

nnn

sudo docker-compose -f docker-compose.access-server.yml down
sudo docker-compose -f docker-compose.access-server.yml up -d

NMpumep nepesanycka komnoHeHTa RDP Proxy
sudo docker compose -f docker-compose.access-server.yml up -d rdp-proxy --force-recreate
nunu

sudo docker-compose -f docker-compose.access-server.yml up -d rdp-proxy --force-recreate


http://localhost:3000/privileged-access-manager/3.2/problem-solving/configuring-and-collecting-logs/

NMpumep nepesanycka komnoHeHTa SSH Proxy

sudo docker compose -f docker-compose.access-server.yml up -d
nnn

sudo docker-compose -f docker-compose.access-server.yml up -d

NMpumep nepesanycka komnoHeHTa SQL Proxy

sudo docker compose -f docker-compose.access-server.yml up -d

nIin

sudo docker-compose -f docker-compose.access-server.yml up -d

ssh-proxy --force-recreate

ssh-proxy --force-recreate

sql-proxy --force-recreate

sql-proxy --force-recreate



UHTerpaumsa co CTOPOHHUMMU
KaTanoramm nonb3oBaTerneu

Ha aton cTpaHuue onncaHo, kak HacTpouTb MHTerpaunto npoaykta Indeed PAM ¢ katanoramu
nonb3oBatenen Active Directory, FreelPA, OpenLDAP n ALD Pro.

[1na nsmeHeHna napameTpoB YTEHUS KaTanora nonb3oBareneun Tpe6yeTc;| oTpenakTnpoBaTb CEKLUUIO

UserCatalog B KOHUrypaumoHHbIx dannax Core u ldp.

MyTb Ao canna koHcpurypauum Core:

Windows C:\inetpub\wwwroot\core\appsettings.json

Linux /etc/indeed/indeed-pam/core/appsettings.json

MyTb po ¢panna koHdpurypaumm IdP:

Windows C:\inetpub\wwwroot\idp\appsettings.json

Linux /etc/indeed/indeed-pam/idp/appsettings.json

HacTtpownka nuterpauum c Active Directory

dannbl KOHUrypawumm nsHayanbHO cogepxaTt HacTponkn Ans uHterpaunm ¢ Active Directory,

AOMOSNHUTENbHBIX N3MEHEHUI He TpebyeTcs.

HacTpouka noucka nonb3oBaTtesien B rpynne 6e3onacHoCcTu

[nsa HacTpowkM noucka nonb3oBaTtenen n3 onpeneneHHon rpynnbl 6e3onacHoOCTy TpebyeTcsa HaCTPOUTb

napameTp CatalogFilter.

Mpumep HacTpoKrkK NapameTpa AN OAHOM rpynnbl 6e30nacHoOCTU



"CatalogFilter": "memberOf=cn=Admins,CN=Builtin,DC=vdd,DC=com"

Mpumep HACTPOMKM ANsi HECKONbKUX rpynn 6e3onacHoCcTn

"CatalogFilter": "(|(memberOf=cn=Admins,CN=Builtin,DC=vdd,DC=com)
(memberOf=cn=PrivelledgeAccounts,OU=Groups,DC=vdd,DC=com)
(memberOf=cn=Admins1,0U=PAMUsers,DC=vdd,DC=com) )"

I'Ipumep HaCTpOﬁKM AnsA HeCKOJNIbKUX rpynn Oe3onacHocTH npu cepBepe yrnpaBrieHUA Ha Linux

"CatalogFilter": "CatalogFilter":"|
(memberof=CN=PAM_USERS,CN=Builtin,DC=mii,DC=local,DC=com)
(memberof=CN=Test,CN=Builtin,DC=mii,DC=local,DC=com)"

I'IapameTp ContainerPath Takke OOMKEH ObITb 3aMOMHEH, T.K. CYUTbIBATLCA 6y,u,yT TOJNbKO TE

nonb3oBaTenu, kKoTopble cocToaT B OU, KOTOPbLIN Bbl Yka3anu B 3Ha4eHun napameTpa CatalogFilter.

¥ [1pumep 3anonHeHHon cekunmn UserCatalog ¢ ykaszaHmem rpynnbl 6e3onacHocTm

1 "UserCatalog": {

2 "RootProvider": "ad",

3 "Providers": {

4 "ActiveDirectory": [

5 {

6 "Id": "ad",

7 "ConnectorType": "Ldap",

8 "Domain": "indeed.test",

9 "Port": "636",

10 "AuthType": "Basic",

11 "SecureSocketLayer": true,

12 "ContainerPath": "DC=indeed,DC=test",

13 "CatalogFilter":
"memberOf=cn=SecurityGroup,OU=PAMUsers,DC=indeed,DC=test"

14 "UserName": "IPAMADReadOps@indeed.test",

15 "Password": "qwel23",

16 "UserMapRules": {

17 "Settings": [

18 {




"Category": "person",
"Class": "user”

[lononHuTenbHY MHGOPMAaLIMIO MO HACcTPolike NapameTpa CatalogFilter MOXHO NMpoynTaTh B

AokymeHTaunn Microsoft.

HacTtpouka nHTerpauum c Freelpa nnu AldPro

[na HacTponkn nHTerpauum ¢ katanorom nosnws3osarenen FreelPA unu AldPro nonb3oBarenu kaTtanora

OOJIDKHbI UMETbL crneayruine anVI6yTbIZ

entryUUID nnn ipaUniqueID
e cn

e entryDn

e ipaNTSecurityIdentifier

e krbPrincipalName

e uid

v [lpumep 3anonHeHHon cekumn UserCatalog ansa katanora nons3osatenen FreelPA nnu AldPro

{
"Id": "ad",
"ConnectorType": "Ldap",
"LdapServerType": "Freelpa", //3ameHums Ha AldPro npu Hacmpolike Ha AldPro
"Domain": "ald.sup", //Wma OomeHa unu KOHKpemHO20 KOHmposasaepa

"Port": 389, //389 014 nodkaw4yeHus no LDAP, 636 018 nodkaw4veHus no LDAPS

"AuthType": "Basic",

"SecureSocketLayer": false,//false 0aa nodkaw4yeHus no LDAP, true 0nasa
nodkaw4yeHuAa no LDAPS

"ContainerPath": "dc=ald,dc=sup", //llymce 0o koHmeliHepa nosv3oBameneli



https://social.technet.microsoft.com/wiki/contents/articles/5392.active-directory-ldap-syntax-filters.aspx
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"UserName": "uid=pamread,cn=users,cn=accounts,dc=ald,dc=sup", //YuyemHsie OdHHbIE
0214 docmyna K OomeHy. [osmxHel bbime 6 dopmame distigushedName, Y3 domkHa umems npaBa
Ha 4meHue Heobxodumeix ampubymoB

"Password": "Qlw2e3r4", //lapone Y3 0na docmyna K OOMeHy

"GroupMapRules": {

"Settings": [

{
"Category": "",
"Class": "ipantgroupattrs"
}

1,

"Attributes": {
"Id": "ipaUniquelID",
"Name": "cn",
"SamAccountName": "cn",
"CanonicalName": "cn",
"DistinguishedName": "entryDn",

"SidBytes": "ipaNTSecurityIdentifier"

}

Ts
"UserMapRules": {

"Settings": [

{
"Category": "",
“Class": "person"
}
1,

"Attributes": {
"Id": "ipaUniqueID",
IINameII: Ilcnll,

"PrincipalName": "krbPrincipalName",
"SamAccountName": "uid",
"DistinguishedName": "entryDn",

"SidBytes": "ipaNTSecurityIdentifier",
“"ThumbnailPhoto": "jpegPhoto",
"JpegPhoto": "jpegPhoto"

Ecnu y nonb3oBatenen karanora ecTb atpubyT entryUUID 1 HeT aTpubyTa ipaUniquelD, TO B CEKLMSX

GroupMapRules n UserMapRules B pa3gene Attributes TpebyeTtcs ynanute napametp "Id":

"ipaUniqueID".




HacTtpouka nHTerpauumn ¢ OpenLDAP

[1ns HacTponkn nHTerpaumm ¢ katanorom nons3oBatenen OpenLDAP nonb3oBartenu katanora 4OMKHbI
nmeTb cneayrowmne atpmbyThbl:

e Cn
e entryDn
e uid
v [1pumep 3anonHeHHon cekumn UserCatalog anga katanora nons3osatenen OpenLDAP
1 {
2 "Id": "oldap",
3 "ConnectorType": "Ldap",
4 "LdapServerType": "OpenLdap",
5 "Domain": "oldap.local", //Mma domeHa unu KOHKpemHO20 KOHmMposaepa
6 "Port": 389, //389 014 nodkaw4yeHus no LDAP, 636 018 nodkaw4veHus no LDAPS
7 "AuthType": "Basic",
8 "SecureSocketLayer": false, //false 014 nodkawyeHus no LDAP, true 0nA
nodkaw4yeHUuA no LDAPS
S "ContainerPath": "DC=oldap,DC=1local", //Mymb 0o KoHmeliHepa nosas30B6ameneli
10 "UserName": "cn=IPAMADReadOps,dc=oldap,dc=1local", //YuemHvie OaHHble 0n4 Adocmyna
K OomeHy. JlomxHbl 6bimb B dopmame distigushedName, Y3 dosnxHa umems npaBa Ha 4ymeHue
Heobxodumbix ampubymoB
11 "Password": "QWEqwel23", //llaposas Y3 0na docmyna K OomeHy
12 "GroupMapRules": {
13 "Settings": [
14 {
15 "Category": "",
16 “Class": "groupOfUniqueNames"
17 }
18 1,
19 "Attributes": {
20 "Name": "cn",
21 "SamAccountName": "cn",
22 "CanonicalName": "cn",
23 "DistinguishedName": "entryDn",
24 "Members": "uniqueMember"
25 }
26 ¥
27 "UserMapRules": {




"Settings": [

{
"Category": "",
"Class": "inetOrgPerson"
}
1,
"Attributes": {
"Name": "cn",
"SamAccountName": "uid",
"DistinguishedName": "entryDn",

"ThumbnailPhoto": "photo",
"JpegPhoto": "photo"

HacTtpouka uHTerpauum ¢ HeCKOJNIbKUMU
KaTanoramMmum nonb3oBaTerneun

[na HaCTpOI7IKI/I MHTEerpaunm ¢ HeCKOJIbKMMU KaTtanoramm norb3oBaTenemn BbINOMHUTE cnepywouine AencTBus:

1. NomeHanTe 3Ha4yeHne napameTpa RootProvider Ha "orUCP".

2. B cekummn Ldap nepedncrnvte Yepes 3ansTyto Katanoru nonb3oBartenen, ¢ KoTopbiMyM Heobxoanuma
NHTerpauus. |d npoBangepoB He AOMKHbLI coBnaaaTh. |d npoBanaepoB, ¢ KOTOpbIMKU 40 3TOro paboran
PAM, He AOMmKHbI MEHATLCS.

3. [JobaBbTe cekuunio Or M3 NpUMepa HUXe, B KoTopon nponuwunTe |d cekumin nposangepos.

¥ [Mpumep cekumm UserCatalog, HacTpoeHHoOM Ha paboTy ¢ ABYMS KaTanoramu nosnb3oBaTternien

"UserCatalog": {

"RootProvider": "oruUcpP",
"Providers": {
"Ldap": [
{
"Id": "ad",
"ConnectorType": "Ldap",
"LdapServerType": "ActiveDirectory",

"Domain": "indeed.test",
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"Port": 636,
"AuthType": "Basic",
"SecureSocketLayer": true,
"ContainerPath": "OU=UsersPAM,DC=indeed,DC=test",
"UserName": "IPAMADReadOps@indeed.test",
"Password": "qwel23",
"UserMapRules": {
"Settings": [
{
"Category": "person",
"Class": "user”

"Id": "ipa",
"ConnectorType": "Ldap",
"LdapServerType": "Freelpa",
"Domain": "ipa.redos",
"Port": 389,
"AuthType": "Basic",
"SecureSocketLayer": false,
"ContainerPath": "DC=ipa,DC=redos",
"UserName": "uid=IPAMADReadOps,cn=users,cn=accounts,dc=ipa,dc=redos"”,
"Password": "qwel23",
"GroupMapRules": {
"Settings": [
{
"Category": "",
"Class": "ipantgroupattrs"
}

1,

"Attributes": {
"Name": "cn",
"SamAccountName": "cn",
"CanonicalName": "cn",
"DistinguishedName": "entryDn",

"SidBytes": "ipaNTSecurityIdentifier’
}

}s
"UserMapRules": {

"Settings": [
{

"Category": b
"Class": "person"




56 }

57 1,

58 "Attributes": {

59 "Name": "cn",

60 "PrincipalName": "krbPrincipalName",
61 "SamAccountName": "uid",

62 "DistinguishedName": "entryDn",
63 "SidBytes": "ipaNTSecurityIdentifier",
64 "ThumbnailPhoto": "jpegPhoto",
65 "JpegPhoto": "jpegPhoto"

66 }

67 }

68 }

69 1,

70 "or": [

71 {

72 "Id": "orucp",

73 "Providers": {

74 "ad": {"IgnoreExceptions": true},

75 "ipa": {"IgnoreExceptions": true}

76 }

77 }

78 ]

79 }

80 }

v [lpumep cekumm UserCatalog, HacTpoeHHOM Ha paboTy C TpeMsi KaTanoramu nosnb3oBaTtenemn

1 "UserCatalog": {

2 "RootProvider": "orucP",

3 "Providers": {

4 "Ldap": [

5 {

6 "Id": "ad",

7 "ConnectorType": "Ldap",

8 "LdapServerType": "ActiveDirectory",
9 "Domain": "indeed.test",
10 "Port": 636,
11 "AuthType": "Basic",
12 "SecureSocketlLayer": true,
13 "ContainerPath": "OU=UsersPAM,DC=indeed,DC=test",

14 "UserName": "IPAMADReadOps@indeed.test",




15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60

"Password": "qwel23",
"UserMapRules": {

"Settings": [
{
"Category": "person",
"Class": "user"
}
]
}
¥
{
"Id": "ad2",
"ConnectorType": "Ldap",
"LdapServerType": "ActiveDirectory",
"Domain": "indeed2.test",
"Port": 636,
"AuthType": "Basic",
"SecureSocketLayer": true,
"ContainerPath": "OU=PAMUsers,DC=indeed2,DC=test",
"UserName": "IPAMADReadOps@indeed2.test",
"Password": "qwel23",
"UserMapRules": {
"Settings": [
{
"Category": "person",
"Class": "user"
}
]
}
¥
{
"Id": "ipa",

"ConnectorType": "Ldap",
"LdapServerType": "FreeIpa",
"Domain": "ipa.redos",
"Port": 389,
"AuthType": "Basic",
"SecureSocketLayer": false,
"ContainerPath": "DC=ipa,DC=redos",
"UserName": "uid=IPAMADReadOps,cn=users,cn=accounts,dc=ipa,dc=redos",
"Password": "qwel23",
"GroupMapRules": {
"Settings": [
{
"Category": "",
"Class": "ipantgroupattrs"




61 }

62 1,

63 "Attributes": {

64 "Name": "cn",

65 "SamAccountName": "cn",

66 "CanonicalName": "cn",

67 "DistinguishedName": "entryDn",

68 "SidBytes": "ipaNTSecurityIdentifier"
69 }

70 }:

71 "UserMapRules": {

72 "Settings": [

73 {

74 "Category": "",

75 "Class": "person"

76 }

77 1,

78 "Attributes": {

79 "Name": "cn",

80 "PrincipalName": "krbPrincipalName",
81 "SamAccountName": "uid",

82 "DistinguishedName": "entryDn",
83 "SidBytes": "ipaNTSecurityIdentifier",
84 "ThumbnailPhoto": "jpegPhoto",
85 "JpegPhoto": "jpegPhoto"

86 }

87 }

88 }

89 1,

90 "or": [

91 {

92 "Id": "orucp",

93 "Providers": {

94 "ad": {"IgnoreExceptions": true},

95 "ad2": {"IgnoreExceptions": true},

96 "ipa": {"IgnoreExceptions": true}

97 }

98 }

99 ]

100 }

101}




@ NMoaroroBka NFS-meanaxpaHunuwa

BbinonHuTe onucaHHble 3geck waru Ha cepeepe NFS

:[::\ Hactpoika PAM gnsa pa6otki ¢ NFS

BbinonHuTe onucaHHble 3aeck Wwarn Ha cepeepe PAM



http://localhost:3000/privileged-access-manager/3.2/setup/nfs-configuring/nfs-storage-preparation/
http://localhost:3000/privileged-access-manager/3.2/setup/nfs-configuring/pam-configuring-for-nfs-using/

NMoarotoBka NFS-megunaxpaHunuuia

RPM DEB

1. YcTaHOBUTE HEOOXOAUMbIE NaKeThbl:

sudo dnf install nfs-utils

2. 3anyctute cnyx6bl NFS-cepBepa:

sudo systemctl start nfs-server.service
sudo systemctl enable nfs-server.service
sudo systemctl status nfs-server.service

3. Co3panTe dpannoBbie CUCTEMbI ANA IKcnopTa unm obmeHa Ha cepBepe NFS u 3apante
Bnagenbua v rpynny:

sudo mkdir -p /mnt/data_storage/
sudo chown -R 23041:23041 /mnt/data_storage/

4. dkcnopTupyunTte channosbie cucteMbl B pann koHdpurypauum cepsepa NFS — /etc/exports,
4YTOObI ONpenenuTb NokanbHble pusnyeckme pannoBbie CUCTEMbI, 4OCTYNHbIE ANSl KTMEHTOB
NFS:

La6bnoH nytn

/mnt/data_storage/ <IP-agpec_knueHTa/ceTb/macka/*>
(rw,sync,all_squash,anonuid=23041,anongid=23041)

Mpumep nyTn

/mnt/data_storage/ 192.168.131.0/24(rw,sync,all squash,anonuid=23041,anongid=23041)



5. Mocne BHeCeHUs U3AMEHEHUN, YTOObI OHWU BCTYNUIUN B CUIY, BbINOJIHUTE KOMaHAY:

sudo exportfs -arv

6. O6xoA BCTPOEHHbIX YTUNUT 6€30MacHOCTH:

B anctpubytmeax Ha ocHoBe RPM (Hanpumep, CentOS, RHEL, Fedora) ytunuta 6e3onacHocTu
SELinux moxeT 6nokupoBaTtb goctyn k NFS, ecnu oH He HacTpoeH LOMKHbIM 00pasom.

o YT06bl BpeMeHHO oTknMounTb SELINUX Ans TectmpoBaHms:

sudo setenforce 0

o Yrtobbl HacTpouTb SELinux anga padotbl ¢ NFS:

sudo setsebool -P nfs_export_all rw 1
sudo setsebool -P nfs_export_all ro 1

Takke ybegutecsh, uto firewall He GnokupyeT nopTel, Heobxoanmble ansa pabotel NFS. OTkponTe mx:

sudo firewall-cmd --permanent --add-service=nfs
sudo firewall-cmd --permanent --add-service=rpc-bind
sudo firewall-cmd --permanent --add-service=mountd
sudo firewall-cmd --reload



Hactpounka PAM ana pab6otbl ¢ NFS

Mepen HacTponkon PAM ansa pabotel ¢ NFS TpebyeTcs BbINONHNTL YCTAHOBKY 1 HacTponky NFS-

MeamaxpaHunumiia.
Linux Windows

1. Co3panTe nanky AnA MOHTUPOBaAHUA MeAnaxpaHuUnua Ha cepBepe. Takke MoXeTe UCMornb3oBaTb
roTOBYIO Marky, Hanpumep, /etc/indeed/indeed-pam/media-temp.

sudo mkdir -p /mnt/pamstorage/

2. YctaHOoBUTE KNUEHT Ansa MmoHTupoBaHua NFS:

o RPM:

sudo yum install nfs-utils
o DEB:

sudo apt install nfs-common

3. BbInonHUTe MOHTUPOBaHMe XpaHUnULia:

LLlabnoH komaHAbI

sudo mount -t nfs <fqdn_or_ip nfs_server>:/nyTb/Ao/MeguxpaHunuuwa /nyTb/no/nanku/
MOHTUPOBAHMA

Mpumep KoMaHAbI

sudo mount -t nfs 192.168.131.200:/mnt/data_storage/ /mnt/pamstorage/


http://localhost:3000/privileged-access-manager/3.2/setup/nfs-configuring/nfs-storage-preparation/
http://localhost:3000/privileged-access-manager/3.2/setup/nfs-configuring/nfs-storage-preparation/

4. lo6aBLTE MOHTUPOBaHUE XpaHUNULLA B aBTO3anycCK:

UTtobbl aBTOMaTnyeckn MoHTupoBatbe NFS npu ctapTte cuctemsl, gobaBbTe 3anuck B doann /etc/fstab:

LLlabnoH komaHAabI

<fgdn_or_ip nfs_server>:/nyTb/po/mMeguxpanunauvua /nyTb/A0/nanku/MOHTMpoOBaHUA nfs
defaults 0 ©

Mpumep KomMaHAbI

192.168.131.200: /mnt/data_storage/ /mnt/pamstorage/ nfs defaults 0 ©

[na NPOBEPKN MOHTUPOBAHUA BbINOJTHUTE KOMaHAY:

sudo mount

5. BHecuTe nameHeHusi B cekuum volumes B docker-compose camnax ansa Core n Gateway-

Service:

o Core: [yTb oo hanna Ha cepsepe ynpasrneHus: /etc/indeed/indeed-pam/docker-

compose.management-server.ym|

o Gateway-Service: NyTb 00 danna Ha cepBepe goctyna: /etc/indeed/indeed-pam/docker-
compose.access-server.yml

B cekumio volumes TpebyeTcst 4o6aBUTb MyTb K MOHTUPOBAHHOMY XPaHUIULLY:

- /nyTb/A0/nanku/MoHTUMpoOBaHuA: /mnt/storage:rw,z

Mpumep ansa Core

core:
image: nexus.indeed-id.hq:5050/pam/indeed-pam-core:${TAG}
container_name: pam-core
extends:
file: docker-compose.common-services.yml
service: base



pids limit: 5000
depends_on:
- ca-certificates
- pgsql
environment:
- COMPlus_EnableDiagnostics=0
user: root
read_only: false
security opt:
- apparmor=pam-management
volumes:
- ./core/events:/var/lib/indeed/indeed-pam/events:rw,Z
- ./core/appsettings.json:/app/appsettings.json:ro,z
- ./keys/shared/protector:/etc/indeed/indeed-pam/keys/shared/protector:ro,z
- ./keys/core:/etc/indeed/indeed-pam/keys/core:ro,Z
- ./logs/core:/app/logs:rw,Z

/mnt/pamstorage:/mnt/storage:rw,z # [lpumep moHmupoBaHusa NFS

pam-core-temp-data:/var/lib/indeed/indeed-pam:rw
pam-ca-cert-store:${CERT_STORE}:ro
tmpfs:
- /tmp
networks:

- pam-core-network
- pam-1ls-network

6. BHecuTe uameHeHUA B cekuumn Storage koHcpurypaumoHHbix cpannos Core n Gateway-Service:

o Core: [lyTb 0O KOHUIYpaLMOHHOTO (hanna Ha cepBepe ynpasneHus: /etc/indeed/indeed-
pam/core/appsettings.json

o Gateway-Service: NyTb 00 KOHGUrypaunoHHOro danna Ha cepsepe gocrtyna: /etc/indeed/indeed-
pam/gateway-service/appsettings.json

e B oGoux chainax TpebyeTtca ykasaTb NyTb A0 MOHTUPOBAHHOIO XpaHUNuLLA:

"Storage": {
"Type": "FileSystem",
"Settings": {

"Root": "/mnt/storage"

7. I'Iepesarpysme KOHTeVIHepr C NOMOLbIO cne.qyrou.leﬁ KOMaHAbI:



sudo bash /etc/indeed/indeed-pam/scripts/run-pam.sh



N3meHeHUe KoHdurypaumm PAM

M3meHeHue KoHdurypaumm Tekywen nHectannaumm PAM BeINONHAETCA € NOMOLLbO MacTepa. [ns
N3MeHeHns KoHdurypauum Bam noHagobutcs dann pe3epBHOM KoMK, KOTOPLIN Oblf CreHepupoBaH BO

Bpemsi NPOLUSIOro UCnosb30BaHUs MacTepa.

/\ NPEAYNPEXAEHUE

Bo Bpemsi usmeHeHus koHdpurypaumm PAM 6yaet HegocTyneH. Bee Tekylme ceccum ByayT npepBaHbl.

3anyckK macTtepa

MacTep — 310 Beb-npunoxxeHue, KOTopoe No3BONAET YCTaHOBUTb, OOHOBUTbL BEPCUIO NN U3MEHUTL
KoHpurypaumto Indeed PAM. MacTtep noctaensieTcsa B coctaBe anctpmbytnea PAM. YTobbl ucnons3oBatb

macTtep, n0Tpe6yeTc;| 3anyCcTtuTb €ro B DOCker-KOHTeVIHepe C NoOMOLLbKO cneynanbHOro cKkpunTa.

A NMPEOYNPEXOEHUE

MacTep gomkeH 6bITb 3anyLleH Ha TOM XOCTe, Ha KOTOPOM ByAeT YCTaHOBMNEH CepBeEpP yNpaBfeHns nnm
cepBep goctyna PAM, nHadye npomsonget owmbka paboTbl mactepa.

1. 3arpysute u pacnakymte guctpmdytns PAM Ha Linux-maLumHy.

2. NomecTute ceptudurkar yaoctosepsatoLlero ueHtpa B IndeedPAM_3.1_RU\indeed-pam\state\target\ca-
certificates. 910 Tpebyetca ons koppekTHon pabotel LDAPS. MNponyck aToro wara npueegeT K owmbke

paboTbl MacTepa.

3. 3anyctute mactep KOMaHAoMW:
sudo bash run-wizard.sh

4. loxantech BbINOSTHEHUS CKpUMTA.

5. MNocne BbinonHeHus ckpunta nepengute no URL, ykazaHHOMY B KOHCONW.



6. B none Koa poctyna Beeante AutenticationCode, yKa3aHHbIN B KOHCOMY NOCIE BbINOMHEHMUSA
cKkpunTa.

Mpumep koga: vVHyTVRyKX5pxUKM6el1ZgCWENOdXFdOy .

() MHOOPMALIMSA

Mo ymonuyaHuto kof ByaeT 3anpoLleH cHoBa Yepes 2 Yaca, TO eCTb 3a 3TO BPEMS HYXXHO YCneTb
BbIMOMHUTE BCO paboTy.

7. Haxxmnte Bontun n nepexogumre k pabote ¢ MacTepom.

CueHapun

1. Boibepute U3meHeHue koHcpurypaumm PAM.

2. Haxmute Odanee.

v [MNogpobHee 0 cueHapusx

MaCTep ncnorb3yeTcd A4 BbIMOJIHEHNA OOHOIo N3 TpeX CLUEeHapUeEB:

e HoBasa nHctannauma PAM — yctaHoBka Indeed PAM.

o O6HoBneHne PAM — o6HoBreHue Bcex komnoHeHToB Indeed PAM go Hosou Bepcun. Hanpumep,
¢ 2.10 po 3.0. Bo Bpems obHoBneHns PAM bynet HegocTyneH. Bece Tekywme ceccum byayT

npepBaHbl.
¢ U3meHeHue koHdurypauum PAM — BHeceHEe N3MEHEHUN B TEKYLLYIO MHcTannsuuio PAM.

Hanpumep, nameHeHune coctaBa xocTtoB. Bepcuss PAM octaHeTcs Tou xe. Bo BpeMsa 06HOBNEHUS
PAM 6ynet HegocTyneH. Bce Tekywime ceccum ByayT npepBaHbl.

3arpy3ka hanna pesepBHOMN KONUMU

1. MNMpunoxuTe dann pesepBHON KONUK 1 BBEAUTE NApOSb.
2. Haxxmute MNMpoBepuTb pe3epBHYHO KOMUIO.

3. lNocne ycnelwwHoro 3aBepLUeHNa NpoBepkM HaxmuTe danee.



N3meHeHMe npea3anorniHeHHbIX 3Ha4YeHUum
mMacTepa

Bnarogaps danny pesepBHOM KOMUX, KOTOPLIW Bbl 3arpy3unn Ha npegbigyLlem ware, B mactepe
npensanonHeHbl Nons ¢ HacTponkamu Bawen nHctannsauum Indeed PAM. ameHnTe Heobxoammble

napameTpbl U/Mnu cocTaB XOCTOB U NepexoanTe K cneayollemy atany obHosneHns PAM.
YuutbiBanTe psg orpaHUYeHnin:

e Ynanenune PAM c xocToB, KOTOpblE ObINN UCKIOYEHBbI N3 CMIUCKA XOCTOB, HE peann3oBaHO B MacTepe.

Yoanexnne PAM ¢ xoCTOB BbINOSIHAETCS BPy4HYt0, 6€3 Mcnonb3oBaHusA macTtepa.

o [1pn pobaBneHun kaTanora nonb3oBaTtenen MoXxeT NoTpedoBaTbCa cepTMdMKaT YaA0OCTOBEPAIOLLENO

LieHTpa.

v [logpobHee

[MpoBepbTe, KakMM yoocToBepsoLWmnM LeHTpom BbinyweH LDAPS-cepTudmkat ansa atoro katanora.
Windows

Ecnu ceptudmkar atoro YL, oTcyTCTBYET B XpaHuUnuLLe JOBEPEHHbIX LIEHTPOB cepTudMKaLmMmn Ha
cepBepax ynpasneHuss PAM, To gobasbre aToT cepTtudmkat YL B cnMcok AoBepeHHbIX KOPHEBbLIX

LEHTPOB cepTuUdmkaumm 1 nepesanycTute KOMMNOHEHTbI cepBepa ynpaeneHus B 1IS.
Linux

Ecnn ceptudukat atoro YL otcytcTByeT B /etc/indeed/indeed-pam/ca-certificates/ Ha cepepax

ynpasrneHna PAM, To BbINONHUTE criegyoline 4eNcTBUSA:

i. JobaBbTe cepTtudumkat atoro YL B /etc/indeed/indeed-pam/ca-certificates/.

ii. Mepengute B nanky PAM:

cd /etc/indeed/indeed-pam/

iii. YcTaHOoBWUTE NpaBa Ha cepTudukar:

sudo bash scripts/set-permissions.sh




iv. MNepesanycTuTe KOMMNOHEHTLI CepBepa yrnpaBreHuUs:

sudo bash scripts/restart-pam.sh

° I'Iaponm, BOCCTaHOBJ1€HHbIE N3 (palhna pe3epBH017| KOMnnmn, HEBO3MOXHO NMOCMOTPETD. 3aMeHnTb Ha

apyrme MoXxHo.

CoxpaHeHue panna pe3epBHOU KONUU

Ha atom ware Bam notpebyeTcs ckadaTb HOBbIN (hain pe3epBHOM KONUKU, KOTOPbLIN NOTpebyeTcst Bam npu
cnegytowem obHosrneHnn PAM Ha HOBYIO BEPCUIO MW A5 U3MEHEHUSA KOHUrypaLuumn TeKyLLen Bepcum
PAM.

1. 3aganTe naponb AN pes3epBHOM KONUK MacTtepa.
2. HaxmuTte CKavyaTb pe3epBHYHO KOMUIO.

3. Haxmute danee ansa nepexona K criegytowemMy Liary macrepa.

U3meHeHne KoHurypauum PAM

/\ NPEAYNPEXAEHUE

Bo Bpemsi npumeHeHus nameneHnn PAM 6yaet HegocTyneH. Bece Tekylime ceccum ByayT npepBaHbl.
1. Ansa nepekntoyatens Cnocob nameHeHnA koHdurypauum solbepute 3HadyeHe U3 mactepa.

2. Haxxmute NMpUMEHUTb U3MEHEeHUS.

3. OTcnexuBanTe nNpoLecc NpUMeEHeHNs1 UIAMEHEHUI C MOMOLLbIO Nporpecc-6apa. [oxantecb

3aBepLUEHUS MPUMEHEHNS UBMEHEHUN.
() UH®OPMALUSA
dannbl ¢ norammn HaxoasaTca no criegywowemy nytu: IndeedPAM_3.2_RU/indeed-pam/logs/.

B cnyyae BO3HMKHOBEHUS OWINGOKM NpOCMOTpUTE 3TK dhansbl U Npyu HeobxoaumMocTn obpaTutech 3a

NMOMOLLIbIO MO UCnpaBrieHno owmnbkn B TEXHUYECKYHO NOAOEPXKKY.



http://localhost:3000/privileged-access-manager/3.2/problem-solving/tech-support/

4. Mocne 3aBepLleHNs NPUMEHEHNSI U3BMEHEHMI HAXXMUTE 3aBepLUNTb PaboTy MacTepa U BbINOMHUTE

cnegywulyro KomMmaHay B TepMuHane:

sudo bash stop-wizard.sh



E@E‘ PGSGpBHbIe Y4eTHble 3anucun

Bbigenute pesepBHY0 YYETHYIO 3anvch AJ1S KaX4oro pecypca

l LLindpoBaHMe naponeun u cekpeTos

3awndpynte darnbl KOHUrypaLm Nocrne OKOHYaHUs HaCTPOMKM UHCTanAsaLmMm

SU| ®dunsTpaums npoueccos n ®C

[obaBbTe paspelleHHble Ang 3anycka npowecchl B hann KoHdurypauum processprotection.settings.json (onuuoHansHO)

‘ §0p i LLncdpoBaHme maTepuanoB ceccum

O3sHakomMbTeCh € MHbopMaLmer o WdpPoBaHNM MaTepranoB ceccum

|
—i—‘?‘ Monutukn 6esonacHocTU cepBepa AocTyna

MmnopTtupynte Habop pekoMmeHAyeMbIX NOMUTUK Ha cepBep AoCTyna



http://localhost:3000/privileged-access-manager/3.2/security-recommendations/backup-accounts/
http://localhost:3000/privileged-access-manager/3.2/security-recommendations/security-of-passwords-and-secret-keys/
http://localhost:3000/privileged-access-manager/3.2/security-recommendations/process-filtering-and-file-security/
http://localhost:3000/privileged-access-manager/3.2/security-recommendations/session-logs-encryption/
http://localhost:3000/privileged-access-manager/3.2/security-recommendations/access-server-security-policy/
http://localhost:3000/privileged-access-manager/3.2/security-recommendations/access-server-security-settings/

'_—°_°'..| -
%‘ HacTponkn 6e3onacHocTu cepBepa gocTtyna

MpumMeHnTe HeobxoanMble HACTPOKKM 6e30MacHOCTU Ha cepBepe AoCTyna

‘i CmeHa knrova wudpoBaHus b1 PAM

CmeHuTe KoY LLIVId)pOBaHVIﬂ B Clty4ae ero komnpomertauum



http://localhost:3000/privileged-access-manager/3.2/security-recommendations/access-server-security-settings/
http://localhost:3000/privileged-access-manager/3.2/security-recommendations/access-server-security-settings/
http://localhost:3000/privileged-access-manager/3.2/security-recommendations/db-encryption-key-changing/

Pe3epBHble y4YeTHbIe 3anucu

Basa gaHHbix 1 cepsuc Indeed PAM Core — 310 Kputnyeckue anemeHThbl. [NoBpexaeHne 6asbl AaHHbIX Un
OoTKa3 cepBuca NpuUBEOET K NOTepe JOCTYNa K pecypcaM, Tak Kak napornuv y4eTHbIX 3anncen HeU3BeCTHbI

KOHEYHbIM norib3oBaTtendm n agMMHUCTpaTopam.

[MoaToMy pekomeHayeTcsa ANis KaXaoro pecypca BblAENUTb PE3EPBHYIO YYETHYIO 3annChb C NpaBamm
nokanbHoro agMmnHuctpatopa (OC Windows) unu ¢ npaBamu Ha BbinofniHeHne komangbl SUDO (OC *nix).
HasHaybTe ynonHOMOYEeHHOro COTpyAHMKa, KOTOPbI ByaeT oTBevaTb 3a COXPAHHOCTb PE3EPBHbIX YYETHbIX

3anucen n naponemn.

OTa Mepa no3BOJINT BOCCTaHOBUTbL AOCTYN K peCypCaM B Clty4vae Bbixoda U3 CTPOA 0asbl AaHHbIX Unn

cepsuca.



LLUndpoBaHue naponen n cekpetoB

Mo ymonyaHuio Bo BpeMsi YCTAHOBKM KOMMOHEHTOB NPOUCXOANT aBTOMAaTn4eckoe WwngposaHue annos

KOHd)MpraHMM AN OONOMHUTENBbHOM 3aWMTbl CUCTEMBI.

Bo Bpemsi paboTbl ¢ cuctemon MoxeT noTpeboBaTbCsa pefakTMpoBaHue hannoB KOHUrypawumm.
PepaktnpoBaTtb MOXXHO TOMbKO paclumdpoBaHHbie dannbl. lNocne BHeCeHNsa BCeX HEOOXOANMbIX MPaBokK

TpebyeTcs cHoBa 3alumdpoBaThb hannbl KOHUrypaumm.
OTO MOXHO cenatb C NOMOLLbIO yTuUnuThl Ha Windows nnu ckpunta Ha Linux.

LndposaHmio noanexar KoHPUrypaumnmoHHsle gannsl komrnoHeHTos Core, IdP, ProxyApp u Log Server.

YTunuta Ha Windows

CHATHMe wmndpoBaHUua

1. Nepengnute B kKatanor ¢ gauctpmudytnsom PAM no nytn IndeedPAM_3.2_RU\indeed-pam-

tools\configuration-protector\.
2. 3anyctute PowerShell oT umeHn agMmuHucTparopa.
3. BbInonHuTe ogHy 13 KoMaHa A5 CHATUSA WKMAPOBaHMUS.

o CHaTMe WwnpoBaHus co Bcex hannoB KOHpUrypawmm, pacnonoXeHHbIX B CTaHOAPTHbIX

ANPEKTOPUSAX:

.\Pam.Tools.Configuration.Protector.exe unprotect

() MHOOPMALIMSA

CraHgapTHON gupekTopuen anioB KOHUrypaumm SBngeTca QUpeKTopus

C:\inetpub\wwwroot\umsi_komrnoHeHma\appsettings.json.

o CHATue wndpoBaHus ¢ PannoB KOHpUrypaumm otaenbHbIX KOMMNOHEHTOB:



.\Pam.Tools.Configuration.Protector.exe unprotect --component Uma_xkomnoHeHTa
Hanpumep:
.\Pam.Tools.Configuration.Protector.exe unprotect --component core

o CHsaATMe wndpoBaHus ¢ danna, pacrnofnoXeHHOro BHE CTaHA4APTHOW ANPEKTOPUN:

.\Pam.Tools.Configuration.Protector.exe unprotect --component Uma_xkomnoHeHTa --
file "nyTb_k_danny"

Hanpumep:

.\Pam.Tools.Configuration.Protector.exe unprotect --component Core --file
"C:\inetpub\wwwroot\core\appsettings.json"

() UH®OPMALIUSA

NonyckaeTcs yka3aTb NyTb Ge3 KaBblYeK, ECIN OH HE COAEPXUT NPOGENOB.

LlUndgpoBaHne

1. Nepengnte B Katanor ¢ guctpmdytnsom PAM no nytn IndeedPAM_3.2_RU\indeed-pam-
tools\configuration-protector\.

2. 3anyctute PowerShell oT umeHn agmuHucTparopa.
3. BbinonHuTte ogHy U3 KomaHa Ans wudpoBaHus.

o LUndppoBaHue Bcex ainnoB KOHUrypaLmmn, pacronoXeHHbIX B CTaHAAPTHLIX OUPEKTOPUSIX:

.\Pam.Tools.Configuration.Protector.exe protect

() MH®OPMALSA



CtaHgapTHON gupekTopuen annoB KOHUrypaumm SBnseTca QUpeKTopus
C:\inetpub\wwwroot\umsi_komrnoHeHma\appsettings.json.

o WndposaHne dannos koHPUrypauunmn otaenbHbIX KOMMNOHEHTOB:
.\Pam.Tools.Configuration.Protector.exe protect --component WmAa_komMnoHeHTa
Hanpumep:
.\Pam.Tools.Configuration.Protector.exe protect --component core
o WundposaHne aina, pacnonoxxeHHOro BHe cTaHAAPTHOW OUPEKTOPUMN:

.\Pam.Tools.Configuration.Protector.exe protect --component WUma_komnoHeHTa --
file "nyTb_k_danny"

Hanpumep:

.\Pam.Tools.Configuration.Protector.exe protect --component Core --file
"C:\inetpub\wwwroot\core\appsettings.json"

() UH®OPMALIUSA

[onyckaeTtca ykasaTb NyTb 6€3 KaBbl4YeK, ECIY OH HE CoaepXXunT Npobenos.

CkpunT Ha Linux

CHATMe wundpoBaHua

1. Mepenante B anpekTopmto ¢ hannom npoTekTopa:
cd /etc/indeed/indeed-pam/tools

2. Boinonnute OAHY U3 KOMaHA AnA CHATUA LLIVI(prBaHIAFI.



o CHATue WwndpoBaHMsa Co Bcex hansioB KOHUrypaumm, pacnosioXXeHHbIX B CTaHAAPTHbIX
ANPEKTOPUAX:

bash protector.sh unprotect

o CHaTtne wndpoBaHus ¢ hannoB KOHUrypaumm oTaenbHbiX KOMNOHEHTOB:
bash protector.sh unprotect -component WMs_KomnoHeHTa

Hanpumep:
bash protector.sh unprotect -component core
lUndppoBaHue
1. Mepenante B ANpPEKTOPUIO C hansiom npoTekTopa:
cd /etc/indeed/indeed-pam/tools

2. BbIinonHuTte ogHy U3 KoMaHg Ans wudpoBaHus.

o LndpoBaHue Bcex hannoB KOHMUrypaumm, pacrnofioXXeHHbIX B CTaHAAPTHbLIX OUPEKTOPUSAX:
bash protector.sh protect
o WndposaHne dannos koHPUrypauunmn otaenbHbIX KOMMNOHEHTOB:
bash protector.sh protect -component Wma_KomnoHeHTa
Hanpumep:

bash protector.sh protect -component core



O mexaHusme wudpoBaHUA

LLndposaHme KoHpUrypaumoHHbIx hannos (KputnyHbix annos) Indeed PAM BbinonHseTCS Npy NOMOLLN
kntoya wncpposaHna AES-256 creHepupoBaHHoro Data Protection API. Kntou coxpaHsaeTcsa Ha cepBepe

Indeed PAM n gononnuteneHo wndgpyetca Windows Data Protection API.
PacnonoxeHue krnova:

¢ OC Windows Server — %ProgramData%\Indeed\Keys
e OC Linux — /etc/indeed/indeed-pam/keys

[MpaBo Ha Mcnonb3oBaHWE OUPEKTOPUM NpeaocTaBnaeTcs Tonbko npunoxeHnam Indeed PAM.



dunesrpaumnsa npoueccoB n C

3an peT 3anyCKa npoueccoB

Ans PAM Gateway peanu3oBaH MexaH13M 3anpeTa 3anycka NpoLEeCCOB MOofb30BaTENSAMM.

|-|pl/1 KaXXOoM 3anycke rnpouecca BbIMONMHAETCA pAad npoBEpPOK. 3anyC|< npouecca pa3peLlleH, ecrim XoTsd Obl

ofHa 13 NpoBEepPOK NponaeHa:

e Ecnu nonb3osatenb ato LOCAL_SYSTEM, LOCAL_SERVICE wnn NETWORK_SERVICE.
» Ecnu nonb3oBartens sBnseTcs agMMHUCTpaTopom Ha cepeepe RDS.

e Ecnun pogutenbckum npoueccom siBNAeTCA O4MH U3 N3BECTHbIX CUCTEMHbIX (svchost.exe, Winlogon.exe,

userinit.exe, rdpinit.exe).

o CTapT npouecca paspelleH B KOHurypaumoHHom danne processprotection.settings.json.
Ecnu H1 ogHa 13 npoBepok He npongeHa, TO 3anyck Npouecca 3anpeLLeH.

KoHdurypauma paspeLueHHbIX NpoLeccoB HacTpamBaeTcs B dpanne:
C:\Program Files\Indeed\Indeed PAM\Gateway\ProcessCreateHook\processprotection.settings.json

Mpumep cpanna processprotection.settings.json

"BlackListRules": [
{

“"Comment": "Common, iexplore from shortcut”,

"ParentProcessPaths": [
"C:\\Windows\\System32\\svchost.exe"

1,

"ApplicationPaths": [
"C:\\Program Files\\Internet Explorer\\IEXPLORE.EXE",
"C:\\Program Files (x86)\\Internet Explorer\\IEXPLORE.EXE"

¥
Is

"WhiteListRules": [
{

"Comment": "Common, record video",
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56
57

"ParentProcessPaths": [
"C:\\Program Files\\Indeed\\Indeed
PAM\\Gateway\\ProxyApp\\Pam.Proxy.App.exe"
])
"ApplicationPaths": [
"C:\\Program Files\\Indeed\\Indeed PAM\\Gateway\\ProxyApp\\ffmpeg.exe",
"C:\\Program Files\\Indeed\\Indeed PAM\\Gateway\\ProxyApp\\ffprobe.exe"

]
}s
{

"Comment": "Common, UserInit process"”,

"ParentProcessPaths": [
"C:\\Windows\\System32\\userinit.exe"

1,

"ApplicationPaths": [
"C:\\Windows\\system32\\rdpinit.exe",
"C:\\Program Files\\Indeed\\Indeed

PAM\\Gateway\\ProxyApp\\Pam.Proxy.App.exe"

]
}s
{

“"Comment": "Common, RdpInit process",

"ParentProcessPaths": [
"C:\\Windows\\system32\\rdpinit.exe"

])

"ApplicationPaths": [
"C:\\Windows\\system32\\rdpshell.exe",
"C:\\Program Files\\Indeed\\Indeed

PAM\\Gateway\\ProxyApp\\Pam.Proxy.App.exe"

]
}s
{

"Comment"”: "Common, start WebView for authentication on IDP",
"ParentProcessPaths": [
"C:\\Program Files\\Indeed\\Indeed
PAM\\Gateway\\ProxyApp\\Pam.Proxy.App.exe",
"C:\\Program Files\\Indeed\\Indeed
PAM\\Gateway\\ProxyApp\\Microsoft.WebView2.FixedVersionRuntime\\msedgewebview?2.exe"
1,
"ApplicationPaths": [
"C:\\Program Files\\Indeed\\Indeed
PAM\\Gateway\\ProxyApp\\Microsoft.WebView2.FixedVersionRuntime\\msedgewebview2.exe"

]
}s

{
"Comment": "RDP",



"ParentProcessPaths": [
"C:\\Program Files\\Indeed\\Indeed
PAM\\Gateway\\ProxyApp\\Pam.Proxy.App.exe"

1,
"ApplicationPaths": [

"C:\\Windows\\system32\\mstsc.exe",
"C:\\Windows\\SysWOW64\\mstsc.exe"

]
}s

{
"Comment": "SSH",

"ParentProcessPaths": [
"C:\\Program Files\\Indeed\\Indeed
PAM\\Gateway\\ProxyApp\\Pam.Proxy.App.exe"

1,
"ApplicationPaths": [

"C:\\Program Files\\Indeed\\Indeed PAM\\Gateway\\SshClient\\Pam.Putty.exe"

e BlackListRules — npaBuna gns 3anpeLleHHbIX NpoLecCcos.

e WhitelListRules — npasuna gnsg paspeLleHHbIX NpoLeccoB.
MapameTpbl Npasun:

e Comment — KOMMEHTapuun Ans npasuna.
e ApplicationPaths — nyTW OO UCNOMHAEMbIX pansioB, KOTOPbIE MOXHO 3arycKaTb.

e ParentProcessPaths — nyTu 0o ncnonHsembix annos, NPOLLECCHI KOTOPbIX MOryT 3anyckaTb

npunoxeHunsa n3 ApplicationPaths.

3alwmTa KpUTUYHbIX ¢hannoB

Ona PAM Gateway peanvu3oBaH MexaHu3M pasrpaHuyeHus npae Ansa goctyna K pannam Ha ypoBHe

npoueccos.

lMonb3oBaTenu nokaneHOW rpynnbl aAMUHUCTPATOPOB MMEKOT LOCTYN K MobbiM dparnnam 13 nobbix
npoueccoB. OcTanbHble NONb30BaTENN MOIYT OTKPbIBaTb ftobble dannbl U3 NobbIX NPOLIECCOB, KPOME
ys13BUMbIX hannoB. [1nsa ya3BuMbIX paninoB BbINOMHSAETCA NPOBEpPKa npoLecca: ecriv NpoLecc HaxoauTcs B

Cnncke paspelleHHbIX, TO AOCTYN pa3pellaeTcd, MHa4dye — 3anpellaeTca.



KoHdurypaumsa 3awwmtel yassumbIX oannos HacTpamsBaeTcs B panne:
C:\Program Files\Indeed\Indeed PAM\Gateway\Service\filesprotection.settings.json

Mo ymonyaHuto B KOHUrypaunoHHbii doann gobasneHsl ys3sumble dannel PAM, gononHutensHas
HacTpovika He TpebyeTcs.

Mpumep cpanna filesprotection.settings.json

1 {

2 "VulnerableFiles": [

3 {

4 "Path": "C:\\Program Files\\Indeed\\Indeed
PAM\\Gateway\\ProxyApp\\appsettings.json",

5 "AllowedProcesses": [

6 "C:\\Program Files\\Indeed\\Indeed
PAM\\Gateway\\ProxyApp\\Pam.Proxy.App.exe"

]

¥
{
10 "Path": "C:\\ProgramData\\Indeed\\Indeed PAM\\SessionTemp\\RDP",
11 "AllowedProcesses": [
12 "C:\\Program Files\\Indeed\\Indeed
PAM\\Gateway\\ProxyApp\\Pam.Proxy.App.exe",
13 "C:\\Windows\\System32\\mstsc.exe",
14 "C:\\Windows\\SysWOW64\\mstsc.exe"
15 ]
16 ¥
17 {
18 "Path": "C:\\ProgramData\\Indeed\\Indeed PAM\\SessionTemp\\SSH",
19 "AllowedProcesses": [
20 "C:\\Program Files\\Indeed\\Indeed
PAM\\Gateway\\ProxyApp\\Pam.Proxy.App.exe",
21 "C:\\Program Files\\Indeed\\Indeed PAM\\Gateway\\SshClient\\Pam.Putty.exe"
22 ]
23 ¥
24 {
25 "Path": "C:\\ProgramData\\Indeed\\Indeed PAM\\SessionTemp\\Video",
26 "AllowedProcesses": [
27 "C:\\Program Files\\Indeed\\Indeed
PAM\\Gateway\\ProxyApp\\Pam.Proxy.App.exe",
28 "C:\\Program Files\\Indeed\\Indeed PAM\\Gateway\\ProxyApp\\ffmpeg.exe",
29 "C:\\Program Files\\Indeed\\Indeed PAM\\Gateway\\ProxyApp\\ffprobe.exe"
30 ]

31 Ts



32 {

B8 "Path": "C:\\ProgramData\\Indeed\\Indeed PAM\\PamStorage",
34 “"AllowedProcesses": [
35 "C:\\Program Files\\Indeed\\Indeed
PAM\\Gateway\\ProxyApp\\Pam.Proxy.App.exe",
36 "C:\\Program Files\\Indeed\\Indeed PAM\\Gateway\\ProxyApp\\ffmpeg.exe",
37 "C:\\Program Files\\Indeed\\Indeed PAM\\Gateway\\ProxyApp\\ffprobe.exe",
38 "C:\\Program Files\\Indeed\\Indeed PAM\\Gateway\\SshClient\\Pam.Putty.exe"
39 ]
40 }
41 ]
42 }
[MapameTpsbl:

e VulnerableFiles — CNMCOK yS3BMMbIX (pansioB.
e Path — nyTb K ysa3BumMomy panny. MOXHO yKa3blBaTb Kak KOHKPETHbIM hans, Tak N SUPEKTOPUIO.

e AllowedProcesses — CNMCOK NPOLECCOB, KOTOPbIM paspeLleH A0CTyn K daiiny. YkasblBatoTcs

KOHKpEeTHbI€ UCMOJTHAEeMblEe MOAYIN.

Mocne nameHeHus KOHUrypaumoHHoro canna Tpebyetcs nepesanyck cny>kobl Pam.Service.



LLincdhpoBaHMe maTepuanoB ceccuu

MpepocTaBneHue OocTyna K 3awmiuiaeMbiM NPUBUIErMPOBaHHbIM YYETHBIM 3anncam ABMSETCS He
egmHcTBeHHOM 3aaadven Indeed PAM. [1ns makcumanbHoro obecneveHnsa 6e30nacHOCTM y4ETHOM 3anmcu u
npouecca paboTbl NPUMEHSAIOTCHA CPEACTBa NPOTOKONMpoBaHuA. B npouecce paboTbl BbINOMHAETCA
doukcaumsa oencTBmi NpyM NOMOLLM BUOEO M CHUMKOB 3KpaHa. OTCHATbIE MaTepuanbl ABAATCA KPUTUYHBIMA
C TOYKM 3peHNs MHPOPMaLIMOHHON Be30NacHOCTN, TaK Kak UCMOMb3YTCA AN9 UCCnefoBaHNA UHUMAEHTOB U

4aCTO HOCAT KOH(PMAEHUManbHbIA XapakTep.

[na obecneyeHns 6e3onacHOCTN OTCHATLIX MaTtepuanos B Indeed PAM peanu3oBaH MexaHn3m
LN pOBaHNA NO3BONAKOLLMA BE30MACHO XPaHUTb U UCMNONb30BaThb B pamkax pelleHus. LLndposaHue
BbINOMHAETCS Npu nomowm anroputma AES256, cam kntod yHUKaneH gnga Kaxaon oTaenbHOW ceccumn.



NMonutnkn 6e3onacHoOcTU cepBepa
pocTyna

Habop ctaHgapTHbIX rpynnoBbIX NoNnTuk gomeHa Active Directory, pekomeHayembIX K IPUMEHEHMIO Ha
cepBep, KOTopbIN BbINOMHAET porb Indeed PAM Gateway, ans obecneyeHuns 6e3onacHoOCTu.

Ha3Ha4yeHue npaB noJsib3oBaTernA

MyTb: KoHdurypaums komnbiotepa — NMonutukm — KoHdurypauma Windows — lNMapameTtphbl

6e3onacHocTu — JlokanbHbie NONUTUKM — HasHayeHuWe npaB nonb3oBaTens

(aHrn. — Computer Configuration — Policies — Windows Settings — Security Settings — Local Policies —

User Rights Assignment)

=) Group Policy v
File Action View Help
e HE XK=

4 il Computer Configuration ~

4 | Policies
B[] Software Settings
4[] Windows Settings
i [ | Mame Resolution Policy
| Scripts (Startup/Shutdown)
4 Th Security Settings
[+ _:j::] Account Policies
A ﬂ:j Local Policies
boH Audit Policy
q User Rights Assignment
o= Security Uptions
b i EventLog
t- [ Restricted Groups

b & Systemn Services

v OnucaHue NonuTuK

Monutuka OnucaHue 3HauyeHun

Access Credential OTOT NapameTp UCnornb3yeTcs He onpeneneHo

Manager as a trusted AVCMNETYEPOM YYETHbIX AaHHbIX B X04e




Monutuka

caller (JocTtyn k
ANCNETYEPY YYETHbIX
AaHHbIX OT UMEHU
[0BEPEHHOr0
BbI3bIBalOLLErO)

Act as part of the
operating system
(Pabota B pexnme
ornepaunoHHOn

CUCTEMBI)

OnucaHue

apxuBauun 1 BOCCTaHOBMNEHUS. JTa
NpuBUNerusa He JOmMKHa
NPeaoCTaBNATLCH YYETHBIM 3anmcsmMm,
MOCKOSbKY OHa NpefoCTaBnAeTcs TONbKO
Winlogon. CoxpaHeHHble
nonb3oBaTensiMn y4eTHble AaHHbIe MOryT
ObITb CKOMMPOMETUPOBAHbI, ECNN 3Ta
npvBuUIernsa NpeaocTasnaeTcs Apyruv

cybObekTam.

OT0 NpaBo Nonb3oBaTend NO3BoNSET
npoueccy onvueTBopATb Noboro
nonb3oBaTens 6e3 Nnposepku
noanmMHHocTW. lNMpouecc, Takum obpasom,
MOXET nosiy4aTb AOCTYN K TEM Xe
nioKarnbHbIM pecypcam, 4To n
nonb3oBaTtens. [1pouecckl, ANs KOTopbIX
TpebyeTca Takas npuBUNerns, SOSMKHbI
MCNOMb30BaTh YXXe CoAepKaLlyto aTy
NPUBUIIETNIO YYETHYIO 3anncCh
LocalSystem, a He OTAenNbHY0 YYETHYIO
3anucb Nosib3oBaTess C aToun
npusunernen. Ecnun B opraHnsayum
MCNOSb3YOTCS TOSbKO CepBepbI C
onepaumoHHbIMM CUCTEMaMy CEMeNCTBa
Windows Server 2003, HeT
HeobXxoQMMOCTM Ha3HavaTb 3Ty
npuBMnernio nonb3osarenam. OgHako
€CNnun B opraHnsauum Ucnonb3yTcs
cepBepbl Mo, yrnpasneHnem
onepaumoHHbix cuctem Windows 2000
nnm Windows NT 4.0, HazHayeHune aTomn
npuBMNerMn MoXxeT notpedoBaTbcsa ANd
NCNOSb30BaHNSA MPUNOXKEHWN,
oBbMeHmBaoLLMXCs NaponsMm B 06bIYHOM
TeKCToBOM (popmaTte. BHMmaHume!

3HauyeHus

He onpeneneHo




Monutuka

Adjust memory quotas
for a process
(Hactpownka kBOT
namaTv ang

npouecca)

Allow log on locally
(JTokanbHbIN BXOA B
cucTemy)

Allow log on through
Remote Desktop
Services (PaspewaTtb
BXO[ B CUCTEMY Yepes
CnyX6bl yaaneHHbIX

paboymnx CTonoB)

Back up files and
directories
(ApxuBauusa cannos
N KaTanoros)

OnucaHue

HasHaueHue aToro npaea nonb3oBaTento
MOXET NPeACcTaBnATb yrpo3y
6esonacHocTu. HasHayalTe Takue npasa
TONMbKO JOBEPEHHbIM NOMb30BaTENSIM.

OTa npuBunernsa onpenensiet, KTo MoxXeT
N3MEHATb MakCcMMarnbHbI 06beM
NamAaTh, UCNOMb3yeMbI NPOLLECCOM. ITO
npaBo nornb3oBaTens onpegeneHo B
obbekTe rpynnosou nonutukn (GPO)
KOHTposnepa AOMeHa Mo YMOMYaHuio 1 B
nokanbHon nonuTnke 6esonacHoOCTn
paboymnx CTaHLmM1 1 cepBepOB.
[MpumeyaHne. 3Ta NpuBunerns nonesHa
NpWY HACTPOMKe CUCTEMbI, HO €ro
MCNONb30BaHWE MOXET HaHECTU Bpes,
HanpuMMep, B Crlydae atak Tuna «oTkas B

o6Cny>XMBaHUNY.

OTOT NapameTp onpegensiet
nonb3oBaTenen, KoTopble MOryT BXOAUTb
B CUCTEMY Ha KOMMbIOTEPE.

OT0T NapameTp 6e3onacHocTn
onpeaensieT, y Kakmx nonb3oBaTenemn unm
rpynn ecTb paspeLueHne Ha BXod B
CUCTEMY B Ka4eCTBe KIMeHTa Ccnyxo6
yAaneHHbIX paboynx cTonos.

OT0 NpaBo Nofb30BaTeNsa ONpPeaenser,
Kakue nonb3oBaTenn MoryT
UrHOpPMpOBaTb paspeLleHnsa anga gannos,
KaTanoros, peecTpa 1 apyrmx
MOCTOSIHHbIX OOBLEKTOB C LIENbHO
apxmBaumm cuctembl. B yactHoCcTH, 3TO

3HauyeHus

NT
AUTHORITY\NETWORK
SERVICE, NT
AUTHORITY\LOCAL
SERVICE,
BUILTIN\Administrators

BUILTIN\Administrators

BUILTIN\Administrators,
rpynna nonb3osaTteren
PAM

BUILTIN\Administrators




Monutuka

Bypass traverse
checking (O6xopg
nepeKkpecTHoOmn

NPOBEPKM)

Change the system
time (M3meHeHne

CUCTEMHOIO BPEMEHN)

OnucaHue

npaBo nonb3oBaTtensd nogobHo
NpeaoCTaBnNeHnto criefyLwmx
paspeLLeHnin NonNb3oBaTento uUnu rpynne
AN BCeX Nanok u pannos B CUCTEME:
O630p nanok/BbinonHeHne dannos
Copepxnmoe nanku/YteHne gaHHbIX
YrteHune atpmbyToB YUTeHne
paclWmpeHHbIX aTpnbyToB YTeHune
paspelwweHnin BHnmaHune! HasHayeHne
3TOro Npaea Nonb30BaTEN MOXET
npeacTaBnaTb yrpody 6e3onacHoCcTu.
[MockornbKy HEBO3MOXHO TOYHO 3HATb,
YTO MMEHHO NMoNb30BaTeNb AeNnaeT C
AaHHbIMW — cO3[aeT apxuB, KpageT unm
KOMMPYET C Lenbo pacnpocTpaHeHns —
HasHa4anTe 3TO NPaBO TOSbKO
AOBEPEHHbIM NOMNb30oBaTENAM.

370 NpaBo Nornb3oBaTens onpeaensier,
Kakve Nnonb3oBaTenu MoryT NPOM3BOAUTb
0630p AepeBbeB kaTarnora, axe ecnm y
3TWX Nnonb3oBaTernei OTCyTCTBYIOT
paspeLleHns Ha kaTtanor. JTa
NpUBUNErnsa He NO3BoNsAeT
norb3oBaTensiM NpocMaTpuBaTh
codepXMMoe KaTarora, a No3BossieT

TONbKO BbIMNOJTHATb o630p.

OTO npaBo norb3oBaTens onpeaenser,
Kakue rnons3oBaTenu 1 rpynrsl MOryT
N3MEHATb BPEMS U ATy BHYTPEHHUX
Yacos KoMmrnbloTepa. [Nonb3oBartenu ¢
AaHHbIM NMPaBOM MOTYT BNUATb Ha BUL
XypHanoB cobblTuin. Ecnu cuctemHoe
Bpems 6bIno M3MeHeHo, 3anucu

OTCINEXEHHbIX COObITUIN OTPA3SAT HOBOE

3HauyeHus

BUILTIN\Administrators, NT
AUTHORITY\Authenticated
Users, NT
AUTHORITY\LOCAL
SERVICE, NT
AUTHORITY\ANETWORK
SERVICE

BUILTIN\Administrators, NT
AUTHORITY\LOCAL
SERVICE




Monutuka

Change the time zone
(N3meHeHne YacoBoro
nosca)

Create a token object
(CospaHue

MapKepHOro oobekTa)

OnucaHue

BPEMS, a He AeNCTBUTENbHOE BPEMS

COBEpLUEHNSI COBBITUN.

OT0 nonb3oBaTenbckoe NpaBo
onpegernseT, kakve nNonb3oBaTenu u
rpynnbl MOTYT U3MEHSITb YaCOBOMW MOSIC,
MCMONb3yeMbI KOMMNBLIOTEPOM AN
oTOBpaXkeHnst MECTHOIO BPEMEHN,
KOTOpOEe NpeacTaBnsieT cobon cymmy
CUCTEMHOrO BPEMEHM KOMMbloTEpa U
cMeLleHns Yacooro nosica. Camo no
cebe cucTemMHoOe BpeMs ABMsSieTCH
abCoNIOTHLIM N HE M3MEHSETCH Npu

M3MeHeHnn 4aCcoBOro nodca.

OT0T NapameTp 6esonacHoCcTn
onpeaensieT, Kakme yYeTHble 3anmcu
MOTyT ObITb MCMOMb30BaHbI NpoLeccamm
ANA co30aHnA MapKepoB, KOTOpble 3aTteM
MOTyT ObITb MCMONb30BaHbI AN
nony4yeHns JocTtyna K fobbiM
noKanbHbIM pecypcam, ecnv ans
co3faHusa Mapkepa gocTyna npouecc
ncnonb3yeT BHYTPEHHUIN UHTepdenc
(API). DaHHOe npaBo UCMosb3yeTcs
ornepaumoHHON CUCTEMON Ans
BHYTPEHHUX uenen. Ecnun Het
Heobxo4MMOCTH, He NpegocTaBNAnTe 3TO
NpaBoO HWKAKMM MOSib30BaTeNaM, rpynnam
N1 NpoLeccam Kpome nosfb3oBaTens
«JlokanbHasa cuctemar». BHumaHue!
HasHa4yeHune aToro npaBa nornb3oBaTento
MOXeT npeacTaBnATb yrposy
6e3onacHocTn. He Ha3HayanTe 3To
npaBso nonb3oBaTento, rpynne unu

3HauyeHus
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He onpeneneHo




Monutuka

Create global objects
(CosgaHue
rnodanbHbIX

00ObEKTOB)

Create permanent
shared objects
(CospaHune
MOCTOSAHHbIX 06LLMX
06beKkToB)

Create symbolic links
(CospaHne

OnucaHue

MpoLeccy, KOTOPbIM HeXenaTeribHO
NO3BONSATb YNPaBsiTb CUCTEMOWA.

OT0T NapameTp GesonacHocTn
onpeaensieT, MoryT fiv NoNb30BaTenm
co3aaBaThb rnobanbHble 00BLEKTHI,
OOCTYMHblE A5 BCEX CeaHCOB.
lMonb3oBaTenun No-npexHemy mMoryT
co3gaBaTb OTAeNbHble 0ObEKTLI ANA UX
CeaHCcoB, HEe MMes JaHHOro npaea.
CospgaHue rnobarnbHbIX 0OGbLEKTOB MOXET
BMUATb Ha MPOLIECChHI, BbINOSIHAEMbIE B
ceaHcax Opyrux nonb3oBaTenen, Beas K
owmbkam NPUNOXKEHNN N NOBPEXAEHNIO
JaHHbIX. BHMMaHme! HasHavyeHne atoro
npaBa nonb3oBaTens MoOXeT
npeacTaenaTb yrpo3y 6e3onacHoCTu.
HasHa4anTe ero Tonbko JOBEPEHHBLIM

noJib3oBaTeENAM.

OT0 NpaBo Norfb30BaTeNsa ONpeaenser,
Kakune y4YeTHble 3anmcu MoryT
MCNonb30BaTbCA NpoLeccamm ans
co3gaHusa obbekTa katanora npu
nomoLm gucneryepa o6bLeKToB. JTO
NpaBo Nonb30BaTeNs MCNOMb3yeTcs
BHYTPW ONepaumoHHON CUCTEMbI U
None3Ho AS1si KOMMNOHEHTOB B peXume
A4pa, pacLUMPSAOLLNX MPOCTPAHCTBO
nmeH obbekTa. MNMockonbKy 3To NpaBo
y>X€ Ha3Ha4YeHO KOMIMOHEHTaM,
BbIMOSTHAOLWLMMCS B peXMMe aapa, ero He

HY>KHO creyunasribHO Ha3Ha4aTb.

OTa npmuBuUIierna onpeaendeT and
nonb3oBaTtesid BO3MOXHOCTb CO3aBaTb

3HauyeHus

BUILTIN\Administrators, NT
AUTHORITY\SERVICE

He onpeneneHo
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Monutuka

CUMBOJTNYECKNX

CCbINOK)

Debug programs
(Otnagka nporpamm)

Deny access to this
computer from the
network (OTkasatb B
AOCTyne K 9TOMy
KOMMNbIOTEPY U3 CETK)

Deny log on as a
batch job (OTkasaTb

OnucaHue

CUMBOJbHbIE CCbIfIKM C KOMMbIOTEPA, Ha
KOTOpbIN OH Bowlen. BHumaHwne! 3ty
NPVBUIErVIO CreayeT NpeaoCcTaBnsThb
TONbKO JOBEPEHHbLIM MOfb30BaTeNSM.
CumBoOnMYeckme CCbIfikM MOryT OOHaXnTb
YA3BMMblE MECTa B MPUNOXEHUSIX,
KOTOpble HE pacCYmUTaHbl Ha UX

o6paboTky.

OT0 NpaBo Nonb3oBaTens onpeaenser,
Kakue nonb3oBaTenu MoryT nogknioyaTb
oTnag4vvk K NtobomMy npoueccy unm sapy.
OTO NpaBo He HYXXHO Ha3Ha4yaTb
pa3paboTymkam, BbINOMHSOLWMM OTNnagKy
cob6CTBEHHbIX NpunoXxxeHnn. OHo
notpebyetca paspabotumkam ons
OTNagKyM HOBbIX CUCTEMHbIX
KOMMOHEHTOB. JTO NpaBO Nofb3oBaTens
obecrne4ymBaeT NOMHbIA AOCTYN K BXXHbIM
KOMMOHEHTaM onepaunoHHON CUCTEMbI.
BHumaHune! HasHayeHue aToro npaea
nonb3oBaTeNnsa MOXET NpeacTaBnaTh
yrposy 6esonacHocTtu. HazHavanTe ero
TONMbKO JOBEPEHHbIM MOMb30BaTENSM.

10T NnapameTp 6e3onacHoCcTn
onpenensieT, Kakum nosnb3oBaTensm
OyneTt oTkaszaHo B JOCTYMNE K KOMMbOTEPY
N3 cetTn. OTOT NapameTp 3aMeHsieT
napameTp NonuTukn «PaspelwmnTb AOCTynN
K KOMMbIOTEPY U3 CETUY», ECIMN K YYETHOMN
3anucu nonb3oBaTend NpumMeHsaTcs obe

NOJINTUKW.

10T NnapameTp 6e3onacHoCcTn

onpenendet, KakKuM y4eTHbIM 3arnnmcam

3HauyeHus
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Monutuka

BO BXOO€E B Ka4eCTBe
NakeTHOoro 38,El,aHVIFI)

Deny log on as a
service (OTkasaTtb BO
BXOJe B KayecTBe

cnyx6bl)

Deny log on locally
(Banpetutb

nokarbHbIN BX0[,)

Deny log on through
Terminal Services
(3anpetntb BXOA B

OnucaHue

OygeT oTkasaHo BO BXoA4e B CUCTEMY B
BMAE NAKETHOro 3aganus. [JJaHHbIn
napameTp 3ameLllaeT napameTp
«PaspelumnTb BXog B cUCTEMY KakK
NaKeTHOMY 3aJaHUNIO», ECINN K YYETHON
3anucy Nonb3oBaTensa NpuMeHsaTCs oba
napamertpa.

OT0T NapameTp 6esonacHoCcTH
onpeaensieT, KakuM y4eTHbIM 3anmcsm
cnyx6 6yaeT oTkaszaHo B perncrpauum
npouecca Kak cry>xbbl. ATOT napameTp
NONMUTUKN 3aMeHsEeT napameTp
«Pa3pewnTb BXO4 B CUCTEMY Kak
cnyx6e», ecnu K y4eTHOW 3anuncu
NPUMEHSATCA 06 NONUTUKM.
MpumeyaHne. STOT napameTp
6e30nacHOCTM He NPUMEHSETCH K
y4YeTHbIM 3anucsam «Cucrtemay,
«JlokanbHas cnyx6a» unu «CeTtesas
cnyxbay.

OT0T NapameTp GesonacHoCcTH
onpeaensieT, KakuMm rnosnb3oBaTernsam
OyaeT oTkasaHo BO BXOAE B CUCTEMY.
OTOT NnapameTp MOSIUTUKN 3aMeHSAET
napameTp «Pa3pelnTb nokarnbHbIN BXO,
B CUCTEMY», €CNN K Y4ETHOW 3anucu
NpUMeHsitoTca 0b6e NonuTUkn. BHUMaHwe!
Ecnu aTtoT napameTp 6e3onacHoCcTH
npuMeHsieTcs K rpynne «Bce», HUKTO He

CMOXeT BOUTU B CUCTEeMY J10KaJlbHO.

OT0T NapameTp GesonacHoCcTn
onpenenseT, Kaknum Nonb3oBaTensimM U
rpynnam 6yaeT 3anpeLueHo BXOAuTb B

3HauyeHus
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Monutuka

cuctemy yepes
Cnyx0y yaaneHHbIX

paboymx CTonoB)

Enable computer and
user accounts to be
trusted for delegation
(PaspelueHue
A0BEPUS K YYETHBIM
3anucam
KOMMbIOTEPOB U
nonb3oBaTenemn npu
AenermpoBaHunn)

OnucaHue

CUCTEMY KaK KNMEHTY cny>k0 yaaneHHbIX
pabo4nx CTOmMoB.

OT10T napameTtp 6e3onacHOCTU
onpeaensieT, Kakme nonb3osarenu MoryT
yCTaHaBnuBaTtb napameTp
«[enernposaHue paspeLueHo» Ang
nonb3oBaTtens unm obbekTa-
komnbloTepa. Nonb3oBartens nnn obbexT,
NonyyYnBLLME 3TY NPUBUNETNIO, OOMMKHbI
MMETb JOCTYN Ha 3anuck K
yNpasnsoLwmnmM gpnaram y4eTHom 3anucu
nonb3oBaTens unu obbekTa-
komnbtoTepa. CepBepHbI NpoLlecc,
BbIMOSTHAEMbIN Ha KOMNbloTEpe (Mnn B
NONb30BaTENbCKOM KOHTEKCTE), KOTOPOMY
paspeLLeHo aenermposaHue, MoXxer
NoNyYnTb JOCTYN K pecypcam pyroro
KOMMblOTEpPA, NCMOMb3YyS
AenermpoBaHHble YYeTHble JaHHble
KNMeHTa, Noka B y4ETHOW 3anucu
KnneHTa He OyadeT yCTaHOBMNEH
ynpasngaoLwmn dpnar «Y4etHas 3anucb
He MOXET ObITb AenernpoBaHa». ATo
npaBOo Nonb3oBaTens onpeaeneHo B
obbekTe rpynnosou nonutukn (GPO)
KOHTpossiepa AoOMeHa Mo YMOSYaHUIo U B
rniokanbHon nonuTnke 6esonacHoOCTn
paboymnx cTaHumM1 1 cepBepoB.
BHumaHme! HenpasunbHoe npuMeHeHne
3TOro nNpasa nonb3oBaTens unu
napameTpa «[lenernposaHue
paspeLLeHo» MOXET caenaTtb CeTb
YSI3BMMOW K N3OLLPEHHBIM aTakam C
MOMOLLIbHO BPEAOHOCHBIX MporpaMm Tuna

3HauyeHus
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Monutuka

Force shutdown from
a remote system
(MpuHyanTensbHoe
yoaneHHoe
3aBepLUeHne paboTbl)

Generate security
audits (Co3gaHwue
ayavToB
6e3onacHocTn)

OnucaHue 3HauyeHus

« TPOSIHCKUIA KOHbY, KOTOPbIE UMUTUPYIOT
BXOASALLMX KITMEHTOB M UCMOMb3YHOT UX
YYETHblE AaHHble ANs NonyyYeHus
AOCTyna K CeTEBbIM pecypcam.

OT0T NapameTp GesonacHoCcTH
onpeaensieT, KakuM nosib3oBaTensam
paspeLleHo yaaneHHoe 3aBepLueHme
paboTbl KomnbloTepa. HenpasunbHoe
NPYMEHEHME 3TOro Npaea nosnb3oBaTens
MOXET CTaTb NMPUYMHON OTKa3a B

BUILTIN\Administrators
obcnyxusaHun. 3To NpasBo
nonb3oBaTens onpegeneHo B oobekTe
rpynnoson nonutukn (GPO)
KOHTPOSINIEPOB JOMEHA NO YMOSYaHUIO U
B JIOKanbHOW Nonntuke 6esonacHocTn

paboynx CTaHumMn 1 CEPBEPOB.

OT0T NapameTp Ge3onacHoCcTn NT AUTHORITY\LOCAL
onpeaensieT, Kakme yyYeTHble 3anmcu SERVICE, NT

MOryT BbITb MCNOMNb30BaHbI NPOLIECCOM AUTHORITY\NETWORK
Ans gobaBneHus 3anncen B XXypHan SERVICE

6e3onacHocTu. XKypHan 6eaonacHocTu
ncrnonb3yeTcs Ans OTCrexXuBaHus
HecaHKLMOHMPOBaHHOTO AOCTyNa B
cuctemy. HenpaBunbHoe npymMeHeHve
9TOro npaea Nonb30BaTens MOXET CTaTb
NPUYMHOM POPMMPOBaHUSI MHOXECTBA
cobbITUI ayanTa, KOTOPbIE MOTYT CKPbITh
CBMAETENbLCTBA aTaku UNW Bbi3BaTb OTKa3
B 06CnyXvnBaHWUW, €Crn BKOYEH
napameTp 6e3onacHOCT «AyauT:
HemMe[IeHHO 3aBepLUnTb paboTy
CMCTEMbI MPU HEBO3MOXXHOCTH
MPOTOKONMPOBaHNSA ayauTa

©e3onacHocTuy. [lononHUTENbHbIE




Monutuka

Impersonate a client
after authentication
(MMmuTaumsa knueHTa
nocrne nNpoBepPKM
NOANNHHOCTN)

OnucaHue

cBedeHunda cM. B pasgerne «AyauT:
HemMealeHHO 3aBepLUnTL paboTy
CUCTEMbI NMPU HEBO3MOXXHOCTU
NPOTOKONMPOBaHWsA ayanta
©esonacHoCTU»

Bbligada nonb3oBaTento aTon npueunernm
NO3BONSET NporpaMmam, BbIMOSTHAEMbIM
OT UMEHWM 3TOro Nosnb3oBaTenNd,
ONUUETBOPATL KNneHTa. TpeboBaHne
3TOro npasa Ans nogobHoro
OSIMLIETBOPEHUS HE NO3BONAET
HeaBTOPM30BaHHOMY MOSb30BaTESO
y6eauTb KnmeHTa NogKmYnMTbCS
(Hanpumep, Yepes BbI3OB yaaneHHou
npouenypbl (RPC) nnn nmeHoBaHHbIe
KaHarbl) K CO34aHHOM UM cnyxbe, a
3aTeM ONnuUETBOPUTL KIIMEHTA, YTO AacT
BO3MOXXHOCTb NMOBbICUTb €ro NOSIHOMOYNSA
A0 aAMUHUCTPATUBHOIO USN CUCTEMHOIO
ypoBHS. BHUMMaHue! HasHavyeHne atoro
npaea Nonb30BaTeNto MOXET
npeacTaBnATb yrpody 6e3onacHoCTu.
HasHadanTe Takme npaBa TOMbKO
AOBEPEHHbIM NOMb30BaTENSAM.
MpumedvaHue. Mo ymMoOnyYaHUIo K TOKeHaM
AocTyna cnyx6, 3anyLeHHbIX
ancnetyepom ynpasneHunsa crnyxxéamu,
nobaBnserca BCTpOeHHas rpynna
«Cnyx6a». BctpoeHHas rpynna
«Cnyxba» Takke gobasnsercs K
TokeHam goctyna COM-cepBepoB,
3anyLieHHbix COM-nHppacTpyKTypon u
HaCTPOEHHbIX Ha BbINOMHEHME NOA
ornpeaeneHHon y4eTHOM 3anucblo.
[MoaToMy fgaHHble Cryk6bl Mony4yaroT 31O

3HauyeHus
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Monutuka

Increase scheduling
priority (YBenuyeHune
npuopwuteta

BbINOSTHEHWS)

OnucaHue

nonb3oBaTeNbCKOE NPaBOo NPW 3arnycke.
Kpome TOro, nonb3oBaTterib MOXeT
ONULETBOPATbL TOKEH AOCTyNa u nNpu
BbINOSIHEHWM MOBOro M3 crneayLmnx
ycnosuin. OnuueTBopseMbli TOKEH
AO0CTyrna Ha3HayYeH JaHHOMY
nonb3oBaTento. B gaHHOM ceaHce Bxoaa
nonb3oBaTenb co3fan TOKeH JoCTyna,
SIBHO yKa3aB y4YeTHble JaHHble Npu
Bxofe. 3anpoLLeHHbIN YPOBEHb HUXE,
yem «OnMuUeTBOPATbY,
Hanpumep: « AHOHUMHbIN» U
«MpgeHTuduumpoBaTby. NoaTomy
nonb3oBaTensiMm obbl4HO He TpebyeTca
9TO MOrb30BaTerbCKoe Npaso.
JononHuTensHble cBeAEHUSA MOXHO
HanTn nounckom SelmpersonatePrivilege
B Microsoft Platform SDK. BHumaHue!
BkntoyeHune aToro napameTpa Moxet
NPMBECTU K NOTEpe NpUBUMIErim
«OnuueTBopATL» NpPorpamMmmMamu,
MMELLMM 3Ty MPUBUIIETNIO, U

336J'IOKI/IPOBaTb X BbIMNMOJTHEHNE.

OT0T NapameTp GesonacHoCcTH
onpegernsieTt, Kakne y4YeTHble 3anmcu
MOTYT UCMOSIb30BaThb NPOLECC, UMEIOLLINIA
npaBo AocTyna «3anucb CBONCTBa» ANg
Apyroro npouecca, Ans noBbIWEHUS
npuopuTeTa BbINONIHEHUS, HA3HAYEHHOIO
apyromy npoteccy. lNone3oBaTtens,
NMEIOLLMA OAHHYI0 NPUBUNETNIO, MOXET
N3MEHSATb NPUOPUTET BbIMONTHEHUS
npowecca 4yepes nosib3oBaTeNnbCKUm

MHTepdenc aucnetyepa 3agau.

3HauyeHus
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Monutuka

Load and unload
device drivers
(Barpyska u BbIrpy3ka
ApansepoB
YyCTPOWCTB)

Lock pages in memory
(BnokmpoBka cTpaHuL

B MaMsATK)

Log on as a batch job
(Bxopg B kayecTBe
NakeTHOro 3agaHuns)

OnucaHue

OT0 NpaBo Nornb30oBaTeNsa ONpeaenser,
Kakune nonb3oBaTenn MoryT AUHaMUYeCKn
3arpyxarb 1 BbIrpyaTb apansepbl
YCTPOWCTB UMW OPYron KOA B pexnme
saapa. OTo nNpaBo Nonb3oBaTens He
NpUMEHSIETCA K ApariBepamM YyCTPOUCTB
Plug and Play. He pekomeHayeTtcs
Ha3Ha4aTb 3Ty NPUBUMErUO ApPYrnm
none3oBartensm. BHMmaHne! HasHayeHne
3TOro npasa nosib30BaTesito MOXeT
npeacTaBnATb yrpody 6esonacHocTu. He
Ha3Ha4YanTe 3TO NPaBo Mofb30BaTenNto,
rpynne nnm npoueccy, KoTopbiM
HexxenaTernbHO NO3BONATb YyNpaBnATb

CUCTEMOMN.

OT0T NapameTp Ge3onacHoCTH
onpepnenseT, Kakne y4eTHble 3anuncu
MOryT MCMONb30BaThb NPOLIECCHI AN
COXpaHeHWsi faHHbIX B (pr3n4ecKon
namMsTK Ans npegoTepalleHnst copoca
9TUX JAHHbIX B BUPTyarnbHY NamsaTb Ha
ancke. NprMeHeHne aTon NpMBUNErim
MOXXET CYLLECTBEHHO NOBMMATb Ha
NPON3BOANTENBHOCTb CUCTEMbI, CHUXKAS
06beM JOCTYMHOM OnepaTMBHON NaMATH
(RAM).

OT0T NapameTp 6Ge3onacHOCTM NO3BONSET
Nonb30BaTEN BXOAUTb B CUCTEMY MpU
MOMOLLM CPEACTBA, UCMOSb3YHOLLErO
ovepenb NakeTHbIX 3adaHui,
NpenoCTaBnAeTCs TONbKO AN
COBMECTMMOCTM C NpeabiayLLunmm
Bepcusamm Windows. Hanpumep, ecnu
nonb3oBaTenb NnepegaeT 3agaHue npu

3HauyeHus
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Monutuka

Manage auditing and
security log
(YnpaBnatb ayanTtom
N XypHanom

6esonacHocTK)

Modify an object label
(N3meHeHne meTku
obbekTa)

OnucaHue 3HauyeHus

MOMOLL NMaHUPOBLLNKa 3a0aHNUN,
nocrneaHuin permcTpupyeT aToro
nonb3oBaTensi B CUCTEME Kak
Nonb3oBaTens ¢ NakeTHbIM BXOAOM, a He

KaK MHTEPAaKTUBHOIO MNMOJ1b30BaTEsA.

10T NnapameTp 6e3onacHoCTn
onpegensieTt, Kakne nonb3oBaTtenn MoryT
yKasblBaTb NapameTpbl ayauTa SOCTyna K
obGbekTam Anga OTAeNbHbIX PECYPCOB,
Takux Kak cbannbl, 06bekTbl Active
Directory 1 pasgenel peectpa. [aHHbIn
napameTp 6e3o0nacHOCT He paspeLuaeT
Nonb30BaTENO BKNIOYUTL ayauT JocTyna
K dbarinam n obbektam B Lenom. [Ans
BKIIOYEHMS TAKOro aygmTta HY>KHO
HacCTpPOUTb NapameTp A0CTyna K 06bekTy o
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«AyanTt» B nyTn «KoHdurypaumsa
kKomnbtoTepa\llapameTpsl
Windows\lNapameTpsbl
©esonacHocTu\JlokanbHble
nonutukm\lMonuTtukm aygnta». CobbiTns
ayauTa MOXHO NMPOCMOTPETDb B XypHane
©e3onacHOCTU cpeacTBa NpocMoTpa
cobbITui. MNonb3oBaTtensb ¢ AaHHOM
npuBUNErnen MoXeT TaKkxke
npocMaTpmBaTh 1 OYMLLATb XKYpHan
©esonacHocCTH.

OTa npusunernsa onpegenseTt, Kakum He onpegeneHo
YYETHbIM 3anMcam nosib3oBarenemn

paspeLlaeTcsl UISMEHSATb METKU

LIeNOCTHOCTN OOBLEKTOB, Taknx Kak

hannbl, pasgensl peecTpa unm

npoueccsl, BriagernbyamMmm KOTopbIX

ABINAKOTCA ApYyrne rnosib3oBaTesin.




Monutuka

Modify firmware
environment values
(N3meHeHne
napameTpoB cpegpbl

N3roToBUTENS)

OnucaHue

Mpouecchl, BbINOMHALWMWECS NOA
YYETHOW 3anuncblo norb3oBaTtens, 6e3
STOW MPUBWIIErMN MOTYT NOHMXKATb
YPOBEHb METKM 06bEeKTa, BnagensLem
KOTOPOro SIBNSAETCSA AaHHbIV

nonb3oBaTerib.

OT0T NapameTp GesonacHoCcTn
onpegensier, KTo MOXeT U3MEHSATb
3Ha4YeHUsa NapamMeTpPOoB annapaTHomn
cpenbl. NepemeHHble annapaTHon cpeapl
- 9TO NapaMeTpbl, COXpaHseMble B
9HeproHe3aBMCMMOKN NaMSATH
KOMMNbIOTEPOB, apXUTEKTYPa KOTOPbIX
oTnnyHa ot x86. [Jenctame napametpa
3aBUCUT OT npoueccopa. Ha
KOMNbIOTEPAX apXUTEKTYPbI X86
€0WHCTBEHHOE 3HaYeHne annapaTHon
cpeabl, KOTOPOEe MOXHO U3MEHUTb
HasHa4YeHWeM AaHHOro npasa
nonb3oBaTend, - 3T0 NapameTp
«lMocnenHss yaayHas KoHUrypaumsay,
KOTOPbIN AOIMKEH M3MEHATBLCA TOMbKO
cuctemon. B komnbtoTepax Ha 6ase
npoueccopos Itanium 3arpy3oyHble
AaHHble XPaHATCHA B 9HEProHe3aBMCUMOM
namatn. [laHHoe npaBo nosnb3oBaTens
OOSMKHO HasHayaTbCA Nofnb3oBaTeENAM
A5 BbINOSIHEHNS NMPOrpamMMbl
bootcfg.exe n nameHennsa napametpa
«OnepaunoHHaga cuctema no
YMOSMYaHUIO» KOMMNOHEHTa «3arpyska u
BOCCTAHOBIIEHNE» ONANOroBOro OKHa
CBOWCTB cucTeMbl. Ha Bcex KomnbloTepax
9TO NpaBo nosib3oBatens TpebyeTtca ang
yCTaHOBKN 1 o6HoBneHus Windows.

3HauyeHus
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Monutuka

Perform volume
maintenance tasks
(BbinonHeHwne 3apay
no o6cnyxnBaHuo

TOMOB)

Profile single process
(MpodunuposaHmne
OfHOro rnpotecca)

Profile system
performance

OnucaHue 3HauyeHus

MpumeyaHne. STOT napameTp
©e30nacHOCTU He BNUSIET Ha
nonb3oBaTenen, KoTopble MOryT
N3MEHSATb CUCTEMHbLIE U
Nnonb3oBaTeNbCKMUE NEPEMEHHbIE Cpeabl,
oTobpaxxaemble Ha BKNagke
«[]ononHUTENbHO» AManoroBoro OkHa
CBOWMCTB cucTtemMbl. CBeaeHNs 0 TOM, Kak
N3MEHSATb 3TU NEPEMEHHbIE, CM. B
pasgene «[Jo6aBneHne nnu naMeHeHune

3Ha4YeHnA nepemMeHHbIX cpeabl».

OT0T NapameTp GesonacHoCcTH

onpegensieT nonb3oBaTtenen u rpynnel,

KOTOPbI€ MOTYT BbINOMHATL 3a4a4ym no

obcnyxnueBaHuio TOMOB, Hanpumep,

yaaneHHyw gedparmeHtauuio. MNpu

Ha3Ha4YeHun ITOro Npaea nosib3oBaTens

cnepyet cobntogaTb OCTOPOXKHOCTb. o
BUILTIN\Administrators

MNonb3oBatenu, MmeroLme JaHHoe

npaBo, MOryT NpocMaTpuBaTh ANCKU U

[o6aBnsaTb annbl B NaMsiTb, 3aHATYIO

ApyrMmmn gaHHbiMu. Nocne oTKpbITUA

OOMOMNHUTENbHLIX hannoB Nosb3oBaTeNb

MOXET YNTaTb U3BMEHATb 3anpOLLEHHbIE

OaHHbIE.

OT0T NapameTp 6esonacHocTn

onpegensieT nonb3oBaTenemn, KOTopble

MOryT MCMONb30BaThb CpeacTea o
BUILTIN\Administrators

MOHUTOPWHIa NPON3BOANTENBHOCTMN OIS

OTCIEeXMBaAHWS NPON3BOAUTENBHOCTU

HECUCTEMHBbIX MPOLIECCOB.

70T NnapameTp 6e3onacHoCcTn BUILTIN\Administrators
onpenensieT nonb3oBaTtenen, KoTopble




Monutuka

(MpodhunuposaHne
NPON3BOAUTENBHOCTM

CUCTEMbI)

Replace a process
level token (3ameHa
MapKepOB YPOBHS
npouecca)

Restore files and
directories
(BoccTaHoBneHue
dannoB 1 KaTanoros)

OnucaHue 3HauyeHus

MOryT UCNoJib30BaTb CpeacTea
MOHUTOPWHIra Npon3BoanTESIbHOCTU AN1A
oTCcnexmBaHmA Npon3BoanUTESIbHOCTU

CUCTEMHbIX nMpoLeccosB.

OT0T NapameTp GesonacHoCcTn
onpenensieT y4YeTHble 3anucu
nonb3oBaTenemn, KoTopble MOryT

BbI3bIBaTh npouenypy APl-uHtepdenca

NT AUTHORITY\LOCAL
CreateProcessAsUser() ans Toro, 4to0bl
5 SERVICE, NT
ofgHa cnyxba morna 3anyckartb Apyryto.
Y 5 Y Pyry AUTHORITY\NETWORK
MnaHnpoBLUWK 3agaHum - 3TO NpUMep
SERVICE
npouecca, UCNOoMnb3yoLWero AaHHoe
npaso nonb3oBaTtens. CBegeHns o
NNaHNpPOBLLNKE 3a4aHni cM. B 063ope
«MnaHnpoBLLKMK 3aaaHNNY.
OT0T NapameTp 6esonacHoCcTn BUILTIN\Administrators

onpeaensieT nonb3oBaTenemn, KoTopble
MOryT 060NTUN paspeLleHns Ha ansbl,
KaTanoru, peectp n gpyrme noCTosHHbIE
00BbEKTbI NPV BOCCTAHOBIIEHMM apPXUBHbIX
Konun ¢oansioB 1 KaTarnoros, a Takxe
nonb3oBaTenen, KoTopble MOryT
Ha3Ha4MTb N06Oro AENCTBUTENBHOMO
cybbekTa 6e3onacHoCTV BriagenbLem
obbekTa. B yactHocTH, 3TO NpaBo
nons3oBatens nogobHo
NpeaoCcTaBnNeHUIO CrneayLmnx
paspeLLeHnin Nonb3oBaTenNto Unu rpynne
Ans BCeX nanok n gannos B CUCTEME:
O630p nanok/BbinonHeHne dannos
3anucb BHMmaHme! HasHaveHune aTtoro
npasa nosib3oBaTesisi MOXeT
npeacTaBnATb yrpody 6esonacHocTun. Tak

KakK OHO gaeT BO3MOXHOCTb




Monutuka

Shut down the system
(BaBepLueHne paboTbl

CUCTEMbI)

Take ownership of
files or other objects
(CmeHna Bnagenbues
dannos v apyrmx

00bekTOB)

OnucaHue

nepesanncbiBaTb NapaMeTpbl peecTpa,
CKpbIBaTb AaHHbIE U NOfy4aTb BO
BnageHne CUCTEMHbIe OOBbEKTHI,
Ha3Ha4aTb ero crneayet TONbKO
[OBEPEHHbIM MOJIb30BATESSAIM.

10T NnapameTp 6e3onacHoCTn
onpegensieT nonb3oBaTenemn, KOTopble
nocne nokanbHOro Bxoga B CUCTeMy
MOryT 3aBepLUnTb paboTy onepaunoHHON
CUCTEMbI MPY NOMOLLIN KOMaHAbI
«3aBepwunTb paboty». HenpasunbHoe
NPYMEHeHWEe 3TOro nNpasa nornb3oBaTensd
MOXET CTaTb MPUYMHON OTKa3a B

obcnyxMBaHUN.

OT10T napameTtp 6e3onacHOCTU
onpenensaeT nonb3oBaTenemn, KoTopble
MOryT cTaTb BnagenbLuem nboro
3almLaemMoro o6bekTa CUCTEMbI, B TOM
yncne: obbvektoB Active Directory,
¢rannos 1 Narnok, NPUHTEPOB, pa3aernos
peecTpa, NpoLecCcoB 1 MOTOKOB.
BHumaHune! HasHaueHune atoro npaea
Nonb30BaTenst MOXET NPEACTaBNATb
yrposy 6esonacHoCTu. Tak Kak 06beKThbl
MONTHOCTBIO KOHTPONMPYOTCA NX
BragenbLamu, HasHavyaTb JaHHOE NpaBo
crnepnyeT TONbKO JOBEPEHHbIM

nosib3oBaTensaMm.

3HauyeHus

BUILTIN\Administrators

BUILTIN\Administrators

MapameTpbl be3onacHoCTU




[MyTb: KoHdurypaumsa komnbsiotepa — MNonutukm — KoHdpurypauma Windows — lNMapameTtphbl
6e3onacHocTn — JlokanbHble nonuTukn — MapameTpbl 6e3onacHocTU

(aHrn. — Computer Configuration — Policies — Windows Settings — Security Settings — Local Policies —
Security Options)

£ Group Policy M
File Action View Help

e« HE X

4 e Computer Configuration ~
4 || Policies
[ [ | Software Settings
4[] Windows Settings
[ | Mame Resolution Policy
|=] Scripts (Startup/Shutdown)
4 Sh Security Settings
[+ _:j::] Account Policies
4 _:ﬂ Local Policies
b Audit Policy
[ =_ﬁ User Rights Assignment
I Security Options
[ zf Eventlog
t- [ Restricted Groups
b [ System Services

YyeTHble 3anucu

(aHrn. — Accounts)

v OnucaHue NonuTuKk

MonuTtuka OnucaHue 3HayeHune
Accounts: OTOT NnapameTp 6e30nacHOCTM onpeaensieT, BKOYEHa Enabled
Administrator account WU OTKINKOYEHa y4YeTHas 3arnucb foKasibHOro (Bkntoyen)
status (YueTHble agMuHuctparopa. Npumeyanus Npu HECOOTBETCTBUM
3anucu: CoctosiHue naponsi TeKkyLlero agMmHucTparopa TpeboBaHusaM K
Yy4YETHOM 3anucu Naposnto NOBTOPHO BKOYMTL YYETHYHO 3anuchb
'AgMuHuCTpaTop') aAMWHUCTPATOpa, eCcriv paHee oHa bbinia OTKITHYEHa,

OyaeT Henb3s. B aTom cnyyae, naporb y4eTHON 3anmcu
agAMUHUCTpaTopa AoSKeH ObiTb COpOLLEH ApYriM

YrIeHOM rpynnbl agMUHUCTpaTopoB. CBeaeHUs 0 TOM, Kak




Monutuka

Accounts: Guest
account status
(YyeTHble 3anucu:
CocTosHue yyeTHoM

3anucu 'TocTb')

Accounts: Limit local
account use of blank
passwords to console
logon only (Y4eTHble
3anucu: paspeLumnTb
ncnonb3oBaHve
MyCTbIX Naponem
TONBLKO Npu

KOHCOMbHbIM BXOA€)

OnucaHue 3HaueHue

cbpocuTb naposnb, cM. B pasgene «Cbpoc naponsy.
OTKNOYEHME YYETHOW 3annUcK agMuUHUCTpaTopa npu
HEKOTOpPbIX 0B6CTOATENLCTBAX MOXET 3aTPYAHUTD
obcnyxumeanue. Mpu nepesarpyske B 6e3onacHoM
peXrMe OTKMUYEHHYH0 YYETHYIO 3anncb agMUHMUCTpaTopa
MOXHO BKIOMUTb TONBKO B TOM Crly4ae, eCcrnn KOMMbTep
He NpucoeanHeH K IOMEHY 1M OTCYTCTBYHOT Apyrue
aKTMBHbIE YYETHbIE 3anMCy NOKarnbHOro
agMUHUCTpaTopa. Ecnv komnbloTep NPUCOEAMHEH K
AOMEeHY, OTKIMOYEHHas y4yeTHas 3anucb agMnHMUcTpaTopa

He MOXET ObITb BKINOYEHA.

OT0T NnapameTp 6e30MacHOCTM onpeaenseT, BKIloYeHa
WK OTKIOYEHA y4YeTHas 3anunck rocTs. MNpumeyaxme.
Ecnu yyeTHas 3anucb rocts oTkNoYeHa, a ons

napametpa 6e3onacHocT «CeTeBoi AOCTYN: MoAerb .
Disabled

obuiero goctyna n 6e30nacHOCTM AN NoKasbHbIX
(OTKNtOYEH)

YYETHbIX 3anucen» yCTaHOBMNEHO 3Ha4YeHne « Tonbko
rOCTM», MOMbITKN BXOAA B CETb, BbINOMHSAEMbIE,
Hanpumep, cepBepoM ceten Mankpocodt (cnyxba
SMB), 3aBepLuatcsa HeygaqHo.

Enabled
(BkntoyeH)

OT0T NnapameTp 6e3onacHoOCTM onpeaenseT, MOryT nv
nokarbHble YY4eTHble 3anncu, He 3aLluLLEeHHbIe NapornemM,
Ncnonb3oBaTbCs AN BXO4a B CUCTEMY U3
MECTONMOSOXEHNIN, OTNINYHBIX OT OU3NYECKOM KOHCONMK
KoMnbtoTepa. Ecnv napameTp BKNOYEH, TO ANs
NoKarnbHbIX YYETHbIX 3aMUCEN, He 3aLMLLEHHbIX
naponem, BXxoq B CUCTEMY BO3MOXEH TOMNbKO C
KnaBuaTypbl KoMnbtoTepa. BHMmaHue! K komnbtotepam,
HaxoasWwmMMcs B (on3nyeckn HesalwmLEeHHbIX MecTax,
BCcerga OoSMKHbl NPUHYAUTENBHO NPUMEHATLCS
napamMeTpbl HafeXHbIX Naposien Ansa Bcex nokasbHbIX
YYETHbIX 3anucen nonb3osaTenen. B npotuBHOM criyvae
nobor nonb3oBaTternb, UMELNN (U3NYeCcKknin 4OCTynN K

KOMMbKOTEPY, MOXET BOWTU B cuctemy npu nomMoLum




MonuTtuka OnucaHue 3HayeHue
Nosib30BaTENbCKOMN YYETHOM 3anncu, He UMELOLLIEN
napornsi. 3T0 0COBEHHO BaXKHO 41151 NOPTaTUBHbIX
KomnbloTepoB. Ecnn aToT napameTp 6e3onacHOCTM
NpUMeHsieTcs K rpynne «Bce», HUKTO He CMOXET BONTU B
cucTemy 4yepes cnyxbbl yaaneHHbIX paboynx CTONoB.
[MpymevaHus [aHHbIM NapamMeTp He OKa3biBaeT BIIUAHUS,
ecrnuv rnpu Bxoge B CUCTEMY UCMNOMb3YOTCA YYETHbIE
3anucu gomeHa. NpunoxeHus, ncnonbayrowme
yAaneHHbI UHTEPaKTUBHbIVA BXO4, B CUCTEMY, MOTYT
0boK1TK 3TOT NapameTp.
Ayaut
(aHrn. — Audit)
v OnncaHue nonuTuk
Monutuka OnucaHue 3HayeHue
Audit: Audit the use of  3TOoT NnapameTp 6e3onacHocTn onpegensert, byget nu Enabled
Backup and Restore BbIMOMHATLCH ayANT UCMONb30BaHNA BCEX NPUBUIIEri (BkntoyeH)

privilege (Ayaur:
ayauT UCronb3oBaHUA
NpyBUErMm Ha
apxvBaumio n
BOCCTaHOBIIEHME)

nonb3oBaTens, B TOM YACIME Ha apxuBauuio U
BOCCTaHOBIIEHME, eClY AENCTBYET NONUTUKA «BbINOMHATL
aygouT Ucnonb3oBaHus npusunerniny. Ecnu ata nonutmka
OENCTBYET, BKINIOYEHNE JAHHOIO napamMeTpa cosaaet
cobbiTe ayguTa onsa Kaxagoro arvina, ¢ KoTopbim
BbIMOMHSATCA onepaunn apxmeaumm NN BOCCTaHOBMEHNS.
Ecnn aTa nonuTtuka oTKIoYeHa, ayguT UCNofb30BaHUS
NpUBMUNErMM Ha apxmeauunio U BOCCTAHOBMNEHNE He
BbIMOMHSETCS AaXke Npwu BKIIIOYEHHOM napameTpe
«BbINONHATL ayaAnT NCNonb3oBaHNA NPUBUNETNNY.
MpumeyaHune. B Bepcusix Windows, npeaLlecTByoWmx
Vista, usmMeHeHus B pesynbsrate HacTPOWKN 3TOro
napameTtpa 6e3onacHOCTN BCTYNAT B CUMY TOMbKO nocrie




Monutuka OnucaHue 3Ha4yeHue
nepesarpyskn Windows. BkntoueHue atoro napametpa
MOXeT BbI3BaTb O4eHb MHOIO COObLITUIA (MHOrAA HECKOMbKO
COT B CEKyHAY) BO BpeMsi apXxmBaLum.
YctpoucrtBa

(aHrn. — Devices)

v OnucaHune NonuTuK

Monutuka

Devices: Allowed to
format and eject
removable media
(Yctponctsa:
paspeLmTb
dopmaTmpoBaHue 1
N3BIieYEHNE CHEMHbIX

HocuTEenen)

Devices: Prevent users
from installing printer
drivers (YcTtponcraa:
3anpeTuTb
nosib3oBaTensm
YyCTaHOBKY ApanBepoB

npuHTEpAa)

OnucaHue

OTOT napameTp 6e30nacHOCTM ONpeaernserT,
KOMY paspeLlueHo (hopmMaTmpoBaHue U
n3srnedyeHune cbeMHbix NTFS-HocuTenen.

UToObl NoKasnbHbIN KOMNbIOTEP MOT
ncnonb3oBaTb 06LWMIA NPUHTEP, HA HEM [OMMKEH
ObITb YCTAHOBMEH ApanBep 3TOro obLyero
npuHTepa. AToT napameTp 6esonacHocTU
onpeaensieT, KoMy paspeLleHo yCcTaHaBnMBaTb
Apansep npuHTepa npu gobasneHun obLuero
npuHTepa. Ecnun aToT napameTp BKITOYEH, Npu
nobaBneHun obLero NnpuHTepa gpaneep
npUHTEPa MOryT yCTaHaBMNMBaTb TOSIbKO
agMUHUCTpaTopbl. Ecniv napameTp OTKOYEH,
yCTaHaBnNuBaTtb ApanBep npuHTEpa npu
nobaBneHun obuiero NpUHTEPa MOXET NoboM
nonb3oBaTensb. [NpymedyaHms 3TOT NnapamMeTp He

3HayeHue

Administrators

(AaMUHUCTpaTOpbI)

Enabled (BkntoyeH)




Monutuka

Devices: Restrict CD-
ROM access to locally
logged-on user only
(YcTponctsa:
paspeLumnTb 4OCTYN K
ANCKOBOOAM KOMMaKT-
[ANCKOB TOSNbKO
nokKanbHbIM

norn bSOBaTeJ'IFIM)

Devices: Restrict floppy
access to locally logged-
on user only
(YcTponctsa:
paspeLlmnTb 4oCTyn K
AncKoBogaM rmbkmx
ANCKOB TOSbKO
nokanbHbIM

norn b3OBaTeJ'IFIM)

OnucaHue

BMUSIET Ha BO3MOXHOCTb A06aBneHus
nokanbHoro npuHtepa. MapameTp He

3aTparnesaet agMUHUCTPATOPOB.

OT1OT napameTtp 6e30MacHOCTN onpeaenser,
OyaeT N AMcKoBOg KOMMAKT-AMCKOB JOCTYMNEH
OOHOBPEMEHHO W JFTIOKasnbHbIM, U YOaneHHbIM
nosnb3oBatenaMm. Ecnu gaHHbIM napameTp
BKIIOYEH, AOCTYN K KOMNaKT-ANCKaM paspeLleH
TOSIbKO NONb30BaTeNsaM, BoLeALWNM B CUCTEMY
WHTepakTuBHO. Ecnn gaHHbIN napameTp
BKIMIOYEH, HO HUKTO He BOLLESN B CUCTEMY
WHTEPaAKTUBHO, ANCKOBOL KOMMAKT-ANCKOB

6y/:|,eT OOCTYNEH 4Yepea3 CETb.

OT0T NapameTp 6e3o0nacHOCTM onpeaenser,
Oyger N1 CbEMHbIV ANCKOBOL MTMOKUX ANCKOB
AOCTYNeH OQHOBPEMEHHO M NOKarnbHbIM, U
yaaneHHbIM none3oBartensam. Ecnu gaHHbIN
napamMeTp BKIHOYEH, OCTYMN K CbeMHbIM
ANCKOBOAAM MMOKNX ANCKOB pa3peLleH TOMNbKO
nonb3oBaTensam, BoeALWwnM B CUCTEMY
WMHTEpaKTUBHO. Ecnun gaHHbIN napameTp
BKIOYEH, HO HMKTO HE BOLLEN B CUCTEMY
WHTEPaKTUBHO, ANCKOBOL, MTMOKNX ANCKOB ByaeT

OOCTYNeEH 4yepes CeTb.

3HaueHue

Enabled (BkntoyeH)

Enabled (BkntoyeH)

MHTepakTMBHbIN BXO4 B cUCTEMY

(aHrn. — Interactive Logon)

v OnucaHne NonnTUK




Monutuka

Interactive logon: Do not
display last user name
(MHTepakTMBHbIV BXO[, B
CUCTEMY: He
oTobpaxartb nocnegHee
UMS Nonb3oBaTens npu
BXOA€E B CUCTEMY
NHTepakTMBHbLIN BXO, B
CUCTEMY: He
oTobpaxaTb y4YeTHble
AaHHble nocregHero

nornb3oBaTens)

Interactive logon: Do not
require
CTRL+ALT+DEL
(MHTepaKkTUBHbIN BXOS, B
cucTtemy: He TpeboBaTb
HaxaTns
CTRL+ALT+DEL)

Interactive logon:
Number of previous
logons to cache (in case
domain controller is not
available)
(MHTepakTMBHbIV BXO[, B
CUCTEMY: KONMMYECTBO

OnucaHue

JTOT napameTtp 6e3onacHoCTU onpeaenseT, byaet nu
Ha akpaHe Bxoga B Windows otobpaxaTtbcs ums
nocregHero nonb3oBaTens, BbiNOSIHMBLLETO BXOA Ha
3TOM KOMMbloTEpEe. Ecnn aTa nonuTuka BKAYEHa, Ms

nosib3oBaTtensa He 6y/:|,eT OTO6pa)KaTbCFI.

OT10T NnapameTtp 6e3onacHoCTK onpeaensieT, TpebyeTcs
nn Haxatue knasuw CTRL+ALT+DEL nepeg Bxogom B
cuctemMy. Ecnu ata nonuTturka BKAOYEHA, HaxaTtue
knasuw CTRL+ALT+DEL nepen Bxogom B cuctemy He
Tpebyetca. OTcyTCcTBME HEOOXOAMMOCTU HAXUMaTb
knasuwmn CTRL+ALT+DEL nepen Bxogom B cuctemy
Aenaert nonb3oBaTenen ysa3BMMbIMKU 414 aTak ¢
nonbITKOW nepexearta naponen. Oba3arensHoe
HaxkaTue knasmw CTRL+ALT+DEL nepen Bxogowm B
CUCTEMY rapaHTUpyeT nepegady AaHHbIX No
[OBEPEHHOMY KaHarny npu BBoAe Naponemn
nonb3oBaTtenamun. Ecnu ata nonutmnka oTKNYeHa,
Haxkatmne knasuw CTRL+ALT+DEL obs3atenbHo ans
noboro nonb3oBatens nepeg sxogom B Windows.

CBefeHus 0 BXOOe B CUCTEMY KaXKAOro YHUKaNbHOro
Nonb3oBaTens KALLMPYOTCS fokarnbHO, YTOObI
o6ecneynTb BO3MOXHOCTb BXOAa B CUCTEMY B Criyyae
OTCYTCTBMSA AOCTYyrNa K KOHTPOnnepy IOMeHa Bo BpeMst
nocreayoLwmx nonbiTok Bxoaa. XpaHsTcs
K3LLMPOBaHHbIE CBEAEHUS O BXOAE B CUCTEMY U3
npeablayLero ceaHca. Ecnv goctyn kK KOHTponnepy

3HaueHue

Enabled

(BkntoyeH)

Disabled

(OTkNtOYEH)

0 logons (0
BXOJOB B
cucTemy)




Monutuka

npeablayLmx
NOAOKIMOYEHNN K KLy (B
criyyae oTCyTCTBUSA
AOCTyna K KOHTponnepy
AoMeHa))

Interactive logon:
Require Domain
Controller authentication
to unlock workstation
(MHTepaKkTMBHbIN BXO, B
cuctemy: TpeboBaTb
NpoBEepKM Ha
KOHTponrepe goMeHa
AN OTMEHbI
OroKNpPOBKK
KOMMbloTepa)

OnucaHue 3HaueHue

AOMeHa OTCYTCTBYET, a CBeJjeHUs O BXOAe B CUCTEMY
ANS JaHHOrO NonNb30BaTess He K3LMPOBaHbI,
BbIBOAUTCA cooblieHne: B HacTosiee BpeMs HET
OOCTYMHbIX CepBepoB BxoAa AN o6cnyxnBaHus
3anpoca Bxofa B cuctemy. B atom napametpe
NONUTUKN 3Ha4YeHne O OTKMYaeT KaLMpoBaHue Bxona
B cuctemy. [Npu ntobom 3HavyeHum Bbiwe 50
KawmpyeTcsa Tornbko 50 NonbITOK BXOA4Aa B CUCTEMY.
Windows nogaepxumBaet He 6onee 50 3anucen kaLwua,
Npy 3TOM YMCNO NOTpebnAembIX 3anMcen Ha
nonb3oBaTenst 3aBUCUT OT YYETHbIX JAHHbIX.
Hanpumep, B cucteme Windows MoXeT 6bITb
KawmnpoBaHo 0 50 yHUKarbHbIX YYETHbIX 3anvcemn
nonb3oBaTens ¢ NapornsmMu, HO He Bonee 25 y4YeTHbIX
3anucen nonb3oBaTensd cCo CMapT-KapTon, TaK Kak
COXPaHSOTCA CBEeAEHNS KaK O napore, Tak h 0 cMapT-
kapTe. [1py NOBTOPHOM BXOA€E B CUCTEMY MOrfb30BaTeNs
C K3LLUMPOBAHHbIMY CBEAEHUAMM O BXOAE CBEAEHUS

AaHHOTIO MNMornb30BaTesd B KoLLE 3aMEHAIOTCA.

[ns pa3bnokMpoBKn GNOKMPOBAHHOIO KOMMbOTEPA

TpebyeTca NnpefocTaBUThb AaHHbIEe BxoAda. [ns y4eTHbIX

3anuncen 4OMEHOB 3TOT nNapamMeTp 6e3onacHoCTU

onpegensiet, TpebyeTcsa N ycTaHOBUTb CBA3b C

KOHTPOMNSIEpOM AOMeEHa A5 pa3broKMpOoBKM

Enabled

(BkntoyeH)

KoMnbloTepa. Ecnn aToT napamMeTp OTKIOYEH,
Nonb3oBaTenb MOXET Pa3brokMpoBaTk KOMMbIOTEP C
MOMOLLIbIO KSLUMPOBAHHbIX YYETHbIX AaHHbIX. Ecnn aToT
napameTp BKIIHOYEH, UCMonb3yemas ans
pa3broKMpPOBKM KOMMbIOTEPA YYeTHas 3anvcb AOMeHa
[AOIMKHa ObITb MPOBEPEHa KOHTPOIEPOM AOMEHa Ha

NOoAJINHHOCTD.

KnueHT cetn Microsoft




(aHrm. — Microsoft Network Client)

v OnucaHue NonNuTKK

MonuTtuka OnucaHue 3HaueHue

Ecnn a1oT NnapameTp 6€30MacHOCTU BKIHOYEH,

. . nepeHanpasuTento 6noka coobLieHn cepeepa
Microsoft network client: Send
) (SMB) paspelueHo oTrnpasnsaTb Naposnu
unencrypted password to third-
OTKpbITbIM TEKCTOM Ha cepBepbl SMB, He .
party SMB servers (Knnent . Disabled
) npuHagnexawme MankpocodT, KOTopblE€ He
cetu Microsoft: oTnpaenaTb . (OTkntOYEH)
5 noaaepXuBatoT WndpoBaHMe naposnen Bo
He3alMpPOBaHHbIN Naposib
BpeMsi NpoBepKM noanmHHocTn. OTnpaBka
cTopoHHUM SMB-cepBepam) .
He3alwngpoBaHHbIX Naponen npeacTaBnaeT

pucCK and GesonacHocTu.

Hoctyn Kk cetn / CeTteBon gocTyn

(aHrn. — Network Access)

v OnucaHne NonuUTKK

Monutuka OnucaHue 3HayeHue
Network access: OTOT NapameTp NONUTUKN onpeaenser, MOXeT v Disabled
Allow anonymous AHOHMMHbI NONb30BaTENb 3anpallmBaTh aTpubyThbl (OTkntoYeH)
SID/Name naoeHTndpukatopa 6esonacHoctu (SID) gpyroro

translation (JocTtyn K nonsb3oBatend. Ecnv ata nonuTuka BKNOYEHa, TO

ceTu: paspeLwnTb aHOHWMHBbIW MOrb3oBaTeNb MOXET 3anpoCuTb
TpaHCnALMIO noeHTndmrkaTop 6esonacHocTu ntobdoro apyroro
aHoHuMHoro SID B nonb3osBartens. Hanpvmep, aHOHUMHbIN

nms) Nnonb3oBaTenb, 3HAKLWNN nAEeHTUdMKATOP

©esonacHoCTH aaMUHUCTpPaTopa, MOXeT
NOAOKIMIOYNTBCA K KOMIMbOTEPY, HA KOTOPOM BKJITHOHEHA

3Ta NoJInMTUKa, 1 NnoJiydynTb MA agMUHUCTpaTopa.




Monutuka

Network access: Do
not allow anonymous
enumeration of SAM
accounts (CeteBon
AOCTYN: He
paspeLuaTtb
nepeyncneHue
YYETHbIX 3anmcen
SAM aHOHUMHbIMMK

nonb3oBaTensiMu. )

Network access: Do
not allow anonymous
enumeration of SAM
accounts and shares
(CeTeBoun goctyn: He
paspeLuaTtb
nepevncneHne

yYeTHbIX 3anucemn

OnucaHue

[aHHbIM napameTp BNusSeT kak Ha NnpeobpasoBaHne
naeHTnukaTopa 6€30nacHOCTM B UMS, TaK 1 Ha
obpaTHoe npeobpasoBaHue (MMSA B MAEHTUdUKATOP
6e3onacHocTn). Ecnn aTOT napameTp NONUTUKK
OTKIOYEH, aHOHUMHBIV MOSIb30BaTENb HE MOXET
3anpalumBatb ngeHTudgrkatop 6esonacHocTu
ApYyroro nonb3oBarens.

OT1OT napameTp 6e30NacHOCTW ONpeaenseT, Kakne
AONONHUTENbHbIE paspeLleHns byayT AaHbl
AHOHVMMHbIM MOAKITHOYEHUSAM K 3TOMY KOMMbIOTEPY.
Windows paspeluaeT aHOHMMHbIM NOSb30BaTeNAM
coBepLUaTb onpeferieHHble AeNCTBUS, Takne Kak
nepeyncrieHne NMeH y4YeTHbIX 3anucen JoOMeHa U
o6LKnx ceTeBbIX pecypcoB. ATO yaobHO, Hanpumep,
Koraa agMuHUcCTpaTopy TpebyeTcs NpeaocTaBnTb
AOCTYMN Nonb30BaTensM B JOBEPEHHOM AOMEHE, He
noaAepXuBaroLlemM B3aMMmHoe gosepue. JToT
napameTtp 6e30nacHOCTM NO3BONSAET HaknagbiBaTh
AOMNOMHUTENbHbIE OFPAHNYEHUSA HAa aHOHUMHbIE
noaknioyeHnsi. BknioyeH: He paspeluaTb
nepevncneHne y4eTHoix 3anncen SAM. 3tot
napameTp 3ameHsieT napameTp «Bcey» Ha napameTp
«lMpoweaLwme npoBepky» B paspeLLeHnsx
6esonacHocTn ansa pecypcoB. OTKMAYEH: HET
AOMONHUTENbHbBIX OrpaHNUYeHnin. Micnonb3ayoTes

paspeLleHnst Mo YMOMYaHuo.

OT0T NapameTp 6Ge3onacHOCTM onpeaenser,
paspeLLEeHO NN NepeYvncrieHme y4eTHbIX 3anmcen
SAM u o6Lmx pecypcoB aHOHUMHbIMU
nonb3osatenamu. Windows paspeluaet aHOHUMHbIM
nonb3oBaTeNnsM CoOBEpLLATb HEKOTOPbIE OENCTBUSA
(Hanpumep, nepevncrneHne NMeH y4eTHbIX 3anmcen
AoMeHa 1 obumnx nanok). Ato yaobHo B cny4yae,

eClin agMUHNCTPAaTOP XO4eT npegoCcTtaBnUTb AOCTYN

3HauyeHue

Enabled
(BkntoveH)

Enabled
(BkntoveH)




Monutuka

SAM n obuwmx
pecypcoB
aHOHUMHbIMU

nosib3oBaTtendam I/I)

Network access: Do
not allow storage of
passwords and
credentials for
network
authentication
(CeteBown goctyn: He
paspeLuaTtb
XpaHeHne naponemn
WITN YYETHbIX AAaHHbIX
Ona ceTeBomn
NpOBEpPKM
NOAJSIMHHOCTN)

Network access: Let
Everyone
permissions apply to
anonymous users
(CeteBown goctyn:
paspeLlaTtb
npuMeHeHne
paspelieHnin «ns
BCEX» K aHOHUMHbIM

nors b30BaTeJ'IFIM)

OnucaHue

nonb3oBaTensmMm B JOBEPEHHOM JOMEHE, He
noggepxmeatoem B3ammHoe gosepue. Ytobbl
3anpeTuTb NepedyncneHune yyeTHolx 3anucen SAM un
00Lmx pecypcoB aHOHMMHbIMM MOSIb30BaATENSAMN,
BKINKOYNTE ITOT NapameTp.

OTOT napameTtp 6e3onacHOCTM onpeaenser,
COXPaHAKTCH NN AUCNETYEPOM YHETHbIX AAaHHbIX
Naporuv 1 yYyeTHble JaHHble NPy NpoBepke
NOASIMHHOCTN JOMEHOM (ONs nocnenyLero
ncnonb3oBaHus). ECcrnv gaHHbIN NapameTp BKIOYEH,
TO COXpaHeHWe Napornen N yY4eTHbIX JaHHbIX
AnCrneT4epoM YHETHbIX AaHHbIX HA AaHHOM
KOMMblOTEPE HEe Npon3BoanTCS. Ecnn aaHHbIN
napamMeTp NOMUTUKN BbIKIMIOYEH UMW 3HaYeHWe Ars
Hero He 3agaHo, TO AUCNETYEP YHETHbIX JaHHbIX
OyOeT coxpaHaTb NApoSn N yYETHbIE AaHHbIE Ha
3TOM KOMMblOTEpE (4Ns MCMoNnb3oBaHUA B ByayLiem
npv NpoBepke NoASIMHHOCTU JOMEHOM).
[MpymevaHne. NameHeHnsa B KOHUrypaumm aToro
napameTpa 6e30nacHOCTU BCTYNSAT B CUITY TOSbKO

nocre nepesarpysku Windows.

OTOT napameTp 6e30NacHOCTY ONpeaenseT, Kakne
AOMONHUTENbHbIE pa3peLleHns ByayT AaHbl
AHOHVMMHbIM MOAKITHOYEHUAM K KOMMbIOTEPY.
Windows paspeluaer aHOHMMHbIM Nonb3oBaTensm
coBepLuaTb HEKOTOpbIe AeNcTBUS (Hanpumep,
nepevncrneHne MMeH y4eTHbIX 3anncen JOMeHa U
obwwmx nanok). 3To ygobHo B criyvae, ecnv
a4MWHUCTPATOP XO4ET NPEAOCTaBUTb AOCTYM
nonb3oBaTensiM B IOBEPEHHOM JOMEHE, He
nogaepXxusatoLLem B3anmHoe gosepue. o
ymMonyaHuio nageHtudukaTop 6esonacHocTn «Ans
BCEX» yaanseTcsa 3 TOKeHa, CO3AaHHOro Ans

aHOHMMHBIX coeanHeHun. Takum obpasom,

3HauyeHue

Enabled
(BkntoyeH)

Disabled
(OTkntoYeH)




Monutuka

Network access:
Named Pipes that
can be accessed
anonymously
(CeteBown goctyn:
paspeLuaTtb
AHOHMMHbIW OOCTYN K
NMEHOBaHHbIM
KaHanam)

Network access:
Remotely accessible
registry paths
(CeteBon goctyn:
yOoaneHHo
AOCTYMHbIE NYTH

peecTtpa)

Network access:
Remotely accessible
registry paths and
sub-paths (CeTteBon
AOCTYN: yAaneHHo
AOCTYMHbIE MYTU 1

OnucaHue

paspeLueHna rpynnbl «[1ns Bcex» He 3aTtparnBatoT
aHOHUMHBbIX nonb3oBarenen. Ecnu aToT napameTp
YCTaHOBMNEH, aHOHMMHbIE MOMb30BaTeENN NUMEIOT
AOCTYN TONbKO K TEM pecypcam, JOCTYN K KOTOPbIM
UM pa3speLleH siBHbIM oOpa3om. Ecnun aToT napameTp
BKIOYEH, naeHTudunkatop 6esonacHoctn «ns
BCex» Oob6aBnseTcs K TOKeHy, CoO3gaHHOMY Ans
aHOHMMHBIX coeanHeHun. B atom cnyyae
aHOHMMHbIE MONb30BaTENN UMEIOT AOCTYN K Ntobomy
pecypcy, paspeLleHHoOMY Ans rpynnbl «[nsa Bcex».

OTOT NapameTp 6Ge3onacHOCTM onpeaensieT, kakme
ceaHcbl CBA3N (KaHanbl) 6yayT nmetb atpubyThbl U

paspeLleHus, AatoLLme NpaBo aHOHMMHOIO AOCTyna.

OT1OT NnapameTp 6Ge30nacHOCTU ONpeaenseT, Kakue
nyTW peecTpa MoryT ObiTb JOCTYMHbI YEPE3 CETb BHE
3aBMCMMOCTM OT Monb3oBaTenen unu rpynn
nonb3oBaTenen, ykasaHHbIX B CUCKe yrnpaBrneHus
poctynom (ACL) pasgena peectpa winreg.

OT1OT napameTp 6e30nNacHOCTW ONpeaenseT, Kakne
NyTU N BIIOXXEHHbIE NYTU peecTpa MoryT ObITb
OOCTYMHbI Yepes ceTb BHE 3aBUCMMOCTH OT
nornb3oBaTenen Unu rpynmn nonb3oBartenen,
yKasaHHbIX B cnuncke ynpasneHus goctynom (ACL)
pasgena peecTpa winreg.

3HauyeHue

He onpeneneHo

He onpeneneHo

He onpeneneHo




Monutuka

BJTOXXEHHbIE MYTHU

peecTpa.)

Network access:
Restrict anonymous
access to Named
Pipes and Shares
(CeteBown goctyn:
3anpeTuTb
AHOHWMHBIV JOCTYN K
NMEHOBAHHbIM
KaHanam n ooLmnm
pecypcam)

Network access:
Shares that can be
accessed
anonymously
(CeteBown goctyn:
paspeLuaTb
AHOHMMHbIN AOCTYN K
obLwmm pecypcam)

Network access:
Sharing and security
model for local
accounts (CeteBon
AOCTYN: MOAENb
obuero goctyna u
6esonacHocTn ans
NOKarnbHbIX YY4ETHbIX

3anucen.)

OnucaHue

Ecnn aToT napameTp 6e30nacHOCTW BKIOYEH, OH
OrpaHN4MBaET aHOHUMHbIN JOCTYN K OOLLUM
pecypcam 1 UMEHOBaHHbIM KaHanam B
COOTBETCTBUM CO 3HAYEHUSIMU CreaYOLLNX
napameTpoB: CeTeBoM JOCTYN: paspeLlatb
AHOHWMHBIN AOCTYN K UMEHOBaHHbLIM KaHanam
CeTeBoW AOCTYN: paspellaTb aHOHUMHbIN JOCTYN K

o6wum pecypcam

OT0T NapameTp 6e3onacHOCT onpeaenseT, K Kakum
o6LWKMM pecypcam MOryT nony4atb 40CTyn

AdHOHWMHbI€ MoJib3oBaTesn.

OTOT NapameTp 6e3o0nacHOCTM ONpeaenseT, Kakum
obpasom npoBepsieTcs NOAMMHHOCTL NPU BXoAE B
CETb C UCMOMb30BaHMEM JTOKANbHbIX YYETHbIX
3anucen. Ecnu gaHHbIM NnapamMeTp MMeET 3Ha4YeHne
«OBbIYHasAY, Npu BXo4e B CETb C Y4ETHLIMU
AaHHbIMM NOKaIbHOW YYETHOW 3anucuy BbIMOSTHAETCS
npoBepKa NOANMMHHOCTM MO 3TUM YYETHLIM AAHHbIM.
O6bl4yHas mogenb no3sonset 6onee rmbko
ynpaBndaTb 4OCTYNOM K pecypcam. C ee NOMOLLbIO
MOXHO MPeAoCTaBUTb Pa3HbIM NONb30BaTENAM

pasHble TUMbl 4OCTYyNa K 0OQHOMY 1 TOMY e pecypcy.

Ecnu atot napamMmeTp MMmeetT 3Ha4yeHne «locTeBasny,

onepauunn Bxoaa B CETb C YH4ETHbIMWN OAaHHbIMW

3HauyeHue

Enabled

(BkntoveH)

He onpeaeneHo

Classic - local
users authenticate
as themselves
(O6blyHag -
nokarnbHble
nonb3oBaTenu
YyAOCTOBEPAOTCA

Kak OHM camu)




Monutuka

OnucaHue

NOKanbHbIX YY4ETHbIX 3annucen aBToMaTuyeckn
COMOCTaBNATCH C y4eTHON 3anucblo rocTs. Mpu
NCNOSIb30BaHUN FOCTEBOWN MOLENU MeXay
nonb3oBaTensiMn HeT pasnuyuin. Bce nonb3osatenu
nNpoxoaaT NPOBEPKY NOASIMHHOCTU C Y4ETHOM
3anucblo rocTH 1 Nony4YyarT OQUHAKOBbLIN YPOBEHDL
AocTyna K JaHHOMY pecypcy — « TOMNbKO YTeHne»
nnu «MameHeHne. No ymonyaHuio Ha KOMNbOTEPaAxX
aomeHa: Ob6bivHas. o ymonyaHuio Ha aBTOHOMHbIX
KomnbtoTepax: [octeBas. BHnmaHue! Ecnv
ncnonb3yeTcs rocteBas Mogens, nobon
nornb3oBaTenb, UMELWMI OCTYN K KOMMbIOTEPY MO
CeTu (BKIIHOYasi aHOHUMHbIX NONb30oBaTeNemn
MHTepHeTa), MOXeT nony4nTb AOCTYN K O6LWmM
pecypcam. [1ns 3awmTbl KOMMbloTepa oT
HeCaHKLUMOHMPOBaHHOIo JocTyna TpebyeTcs
ncnonb3oBatb 6paHamayap Windows nnu gpyryto
aHanorn4Hyto nporpammy. Kpome toro, npu
MCNONb30BaHUM OBObIYHOM MOAENW NoKarnbHble
yYEeTHbIE 3anncun SOIMKHbI ObIThb 3aLUULLEHbI
naporem, 4Tobbl X HEBO3MOXHO BbINO
MCNonb30BaTh A4S 4OCTYNa K 06LWuM pecypcam
cuctemsbl. [NpumedaHve BTOT napameTp He BnusieT
Ha ornepauun MHTEPaKTMBHOIO BXO4a B CUCTEMY,
KOTOpPbI€ BbINOMHAIOTCA YOaneHHO C MOMOLLbI TakuUX
cnyxo, kak Telnet unn cnyx6 yganeHHbIX pabouynx
CTOrOB.

3HauyeHue

CeTeBas 6e3onacHoOCTb

(anrmn. — Network Security)

v OnucaHue NonuTuk




Monutuka

Network security: Do
not store LAN
Manager hash value
on next password
change (CeteBas
6e3onacHoCTb: He
XPaHUTb X3LL-
3HaveHuna LAN
Manager npwu
cnegyoLlen cMeHe
napons)

Network security:
Force logoff when
logon hours expire
(CeteBas
6esonacHoCTb:
MpUHYANTENBHLIN
BbIBO[, U3 CeaHca Mo
ncTeveHun
AO0MNYyCTUMbIX YacOoB
paboTbl)

OnucaHue

OT0T napameTp 6e30NacHOCTU ONpeaernseT, HYXXHO nn
npw crneaytowen CMeHe napons COXPaHsaTb X3LU-
3HaveHune gucnetyepa LAN (LM) ons HoBoro naponsi.
Xaw LM aBnsaetca oTHocuTenbHO crabbiv 1
ysi3BUMbIM 1151 aTak No cpaBHEHUIO ¢ bonee
kpuntoctonknum xawem Windows NT. [NockornbKy xaLu
LM xpaHutca B 6a3e aaHHbIx 6e30nacHOCTM Ha
NoKanbHOM KOMMbIOTEPE, B Criyvae aTaku Ha 6a3sy
AaHHbIX 6e30NacHOCTX Napony MoryT BbITb
pacLndpoBaHsbI.

OT0T napameTtp 6e3onacHoCTU onpeaensert, byayT nu
OTKNOYaTbLCA NONb30BaTENM NP NOAKMYEHNUN K
NoKanbHOMY KOMMbIOTEPY BHE BpEMeHU BXoAa,
3a[laHHOro Ansa ux y4eTHoM 3annucu. AToT napameTp
BMMAET Ha KOMMOHEHT B6noka coobLleHnn cepeepa
(SMB). Ecnu ata nonuTuKa BKIIOYEHa, nocne
NCTEYEHNA BPEMEHM BXO4A KIIMEHTA CeaHCbl KNneHTa
¢ cepsepoM SMB npuHyauMTENBHO pa3pbiBaOTCS.
Ecnu aTta nonutmnka OTKNOYEHa, NOCNE UCTEYEHWS
BPEMEHM BXOAa KIIMeHTa ero ceaHC COXpaHseTCs.
MpumeyaHne. BToT napameTp 6e3onacHoCcTn
NMPUMEHSIETCA TaK Xe, KakK NONMTMKa YYETHOM 3anuncu.
[nsa y4eTHbIX 3annucen JOMeHa MOXET CyLLeCTBOBaTb
TONMbKO OfHAa NONUTUKA YYETHbIX 3anucen. NonuTtuka
y4eTHOM 3anucu JormkHa ObiTb onpegeneHa B
NnonuTuKe JOMeHa No YMOYaHuio; OHa NPUMeHSEeTCS
KOHTpornepamu gaHHoro goMmeHa. KoHtponnep
AOMeHa Bcerga nonyyaet nofMTUKy y4eTHOM 3anucu
13 obbekTa rpynnosow nonutukn (GPO) nonutukm
AOMeHa no yMOn4aHuio, Aaxe ecnu cyllecTasyeT
apyrasi noniMTuKa y4eTHON 3anmcu, Kotopas
NPUMEHSIETCA K NogpasgeneHunto, cogepallemy aToT
KOHTponnep gomeHa. [No ymonyaHuto paboyue

3HaueHue

Enabled

(Bkntoyen)

Enabled
(BkntoyeH)




Monutuka

Network security:
LAN Manager
authentication level
(CeteBas
6esonacHoCTb:
YPOBEHb MPOBEPKMU
nognnHHoctn LAN
Manager)

OnucaHue

CTaHLUUM 1 CepBepbI, BXoAsLLME B IOMEH, NOMy4atoT
TY )K€ NOMNUTUKY YYETHOW 3anncu ans CBoux
nokarnbHbIX YY4eTHbIX 3anucen. OgHaKko NONUTUKM
NOKarnbHbIX YY4ETHbIX 3anncen Takmx KOMMbTEPOB
MOTFYT OTNNYaTbCS OT MONUTUKM YYETHOWN 3anncu
AOMeHa, ecrnv onpeaeneHa nonuTuka y4eTHom
3anuncu ans noapasfaeneHunsl, B KOTOPOE BXOAAT 3TU

kKomnbtroTepbl. [NapameTpbl Kerberos He npumeHsaoTCS

K TaKMM KOMMbKOTEPAM.

OT0T napameTtp 6e30nacHOCTM onpeaensieT, Kakue
NPOTOKOIbI MPOBEPKN NOASIMHHOCTU C 3anpoCcoM r
OTBETOM UCMOSbL3YIOTCH AS19 CETEBOrO BXo4a B
cuctemy. 3HayeHne 3Toro napameTpa BNUAeT Ha
YPOBEHb NPOTOKOMAa NPOBEPKM MOANMNHHOCTMU,
KOTOPbI UCMNOMb3YHOT KINMEHTbI, HA YPOBEHb
cornacoBaHHON 6e30MacHOCTM ceaHca, a Takke Ha
YPOBEHb NPOBEPKM MOANMHHOCTU, MPUHNMAaEMON
cepsepamu, cnegyowmm obpasom. OTnpasnaTb
otBeTbl LM 1 NTLM: knneHTbl uCnonb3ytoT NpoBepKY
nognnHHocTn LM n NTLM v Hukorga He ncnonb3yoT
ceaHcoByto 6esonacHocTb NTLMv2; koHTponnepsl
AOMeHa NpUHUMatoT NPOBEPKY NOAMNHHOCTY LM,
NTLM 1 NTLMv2. Otnpasnate LM n NTLM -
ncnonb3oBaTtb ceaHcoByto 6e3onacHocTb NTLMv2
MpY COrnacoBaHWUM: KITMEHTbI NCMOMb3YIOT NPOBEPKY
nognunHHoctn LM n NTLM, a Takke ceaHcoByto
6esonacHocTb NTLMv2, ecnn cepsep ee
noagepXXnBaeT; KOHTposepbl AOMeEHa NPUHUMAKOT
npoBepky nognmHHocTn LM, NTLM n NTLMv2.
Otnpaenatb Toribko NTLM-OTBET: KNUEHTHI
MCMOosb3yHOT TOSLKO NpoBepKy nognuHHoctu NTLM, a
Takke ceaHcoByto 6e3onacHocTe NTLMv2, ecnu
cepBep ee NoaaepXuMBaeT; KOHTponepbl JOMeHa
NPUHMMALOT NpoBepky noasiMHHocTn LM, NTLM n
NTLMv2. Otnpasnatb Tonbko NTLMv2-oTBeT:

3HaueHue

Send NTLMv2
response only.
Refuse LM &
NTLM
(OtnpaBnaTb
Tonbko NTLMv2-
OTBET.
OTtkasbiBaTth LM
n NTLM)




Monutuka

Network security:
Minimum session
security for NTLM
SSP based (including
secure RPC) clients
(CeteBas
6e3onacHoCTb:
MUHUMarnbHas
ceaHcoBas
6e3onacHOCTb AN
KnneHToB Ha 6a3e
NTLM SSP (Bkntoyas
6esonacHbin RPC).)

Network security:

Minimum session

OnucaHue

KNWEHTbI UCMOMb3YIT TOMLKO NPOBEPKY NOANTMHHOCTU
NTLMv2, a Takke ceaHcoBYyH 6e30NacHOCTb
NTLMv2, ecnu cepBep ee Nogaep>KMBaET;
KOHTpOsnepbl JOMeHa NPUHUMAIOT NPOBEPKY
noanmHHocTn LM, NTLM n NTLMv2. OTtnpasnaTb

Tonbko NTLMv2-oT1BeT 1 otkasbiBaTtb LM: KnneHThbI

NCMOSb3YOT TOMbKO NPOBEPKY NognHHOCTU NTLMV2,

a Takke ceaHcoByto 6e3onacHocTb NTLMv2, ecnu
cepBep ee NoaaepXNBaEeT; KOHTPOSepbl JOMeHa
OTKIOHSAT LM (NpuHUMasi TONbKo NpPoOBEPKY
noanuHHoct NTLM n NTLMv2). OTtnpaBndatb TONbKO
NTLMv2-otBeT 1 oTkasbiBatb LM 1 NTLM: knneHThl

MCMOSb3YIOT TOSLKO NPoBepPKY nognvHHocTu NTLMv2,

a Takke ceaHcoByto 6e3onacHocTb NTLMv2, ecnu
cepBep ee NogaepXnBaeT; KOHTPonnepbl JOMeHa
oTKNoHAKT LM 1 NTLM (npyHMMas TonbKo NpoBEPKY
noanuHHocTn NTLMv2).

OT0T NapameTp 6e30NacHOCTN NO3BOMSET KITUMEHTY
TpeboBaTb cornacoBaHus 128-pa3psiaHoro
LWndpoBaHMs U (Mnn) ceaHcoBor Be3onacHoCTH
NTLMv2. 3Tn 3Ha4yeHns 3aBUCAT OT 3HAYEHUS
napameTpa 6e3onacHOCTN «YpOBEHb NPOBEPKMU
nognnHHocTn LAN Manager». [JocTynHbl criegyrowime
BapuaHTbl. TpeboBaTb ceaHCcoBYyH 6e30MacHOCTb
NTLMv2. Ecnu npotokon NTLMv2 He cornacoBaH,
noaknyeHne He ByaeT yctaHoBneHo. TpeboBaTb
128-paspsagHoe wudposaHue. Ecnu ctonkoe (128-
paspsgHoe) WndpoBaHMe He CornacoBaHo,
noaknyeHne He ByaeT yCTaHOBMEHO.

oT0T napamMmeTp ©e30nacHOCTN NO3BONSET cepBepy

TpeboBaTb cornacoBaHusa 128-pa3psiaHoro

3HaueHue

Require NTLMv2
session security:
Enabled Require
128-bit
encryption:
Enabled
(TpeboBaTtb
CeaHCOBY0
6e3onacHoCcTb
NTLMv2:
BkntoyeH
TpeboBatb 128-
BuTtHOE
LuMppoBaHue:
BkrnitoyeH)

Require NTLMv2

session security:




Monutuka

security for NTLM
SSP based (including
secure RPC) servers
(CeteBas
6e3onacHoCTb:
MUHUMarnbHas
ceaHcoBas
6e3onacHOCTb AN
cepBepoB Ha 6ase
NTLM SSP (Bkntovas

OnucaHue

LWndpoBaHMsa 1 (Mnn) ceaHcoBor GesonacHoCcTm
NTLMv2. OTn 3Ha4eHus 3aBUCAT OT 3HAYEHUS
napameTpa 6e3onacHOCTN «YpOBEHb NPOBEPKU
nognunHHoctn LAN Manager». [JocTynHbl criegyrowime
BapuaHTbl. TpeboBaTb CeaHCOBYyH 6e30MacHOCTb
NTLMv2. Ecnun uenocTHOCTb COOBLLEHNIN HE
cornacoBaHa, nogknoyeHme He byaeTt ycTaHOBIEHO.
Tpebosatb 128-6uTHOE WndpoBaHme. Ecnn cTonkoe
(128-paspsgHoe) WndgpoBaHue He CornacoBaHo,
NoAKnYeHne He ByaeT yCTaHOBMEHO.

3HaueHue

Enabled Require
128-bit
encryption:
Enabled
(TpeboBaTtb
CeaHCOoBYI0
BesonacHoCTb
NTLMv2:
BkntoyeH
TpeboBatb 128-

6esonacHein RPC).) ouTHOE
LUNppoBaHME:
BkntoueH)
3aBepLueHune paboTbl
(anrmn. — Shutdown)
v OnncaHue nonuTuk
MonuTtuka OnucaHue 3Ha4yeHue

Shutdown: Allow
system to be shut
down without
having to log on
(BaBepLueHune
paboThbl:
paspeLuTb
3aBepLUeHune
paboTbl CUCTEMBDI
6e3 BbINONHEHUS
BXOJa B CUCTEMY.)

3T0T NapameTp 6e30MacHOCTM onpeaenseT, MOXHO i

3aBepLUMTb paboTy KOMNbIOTEPA, HE BbIMOSTHAS BXOA B

cuctemy Windows. Ecnu ata nonntuka BKNtoYeHa, KOMaHay

«3aBepLueHne paboTbi» MOXHO BblIGpaTb Ha 3KpaHe Bxo4a B

Windows. Ecnu ata nonutuka oTkNto4eHa, KomaHaa

«3aBepLueHne paboTbi» He oTOBpaxaeTcs Ha KpaHe Bxoda

B Windows. B aTom cny4ae, 4Tobbl 3aBepLumnTb paboty

CUCTeMbl, Nonb3oBaTersto Tpe6yeTcs| YCMNEeLWHO BbINOJTHUTb
BXO4 B CUCTEMY U OH OOJIKEH MMETb MNMpaBO Ha 3aBepLueHne

pa6OTbI CUCTEMBbI.

Disabled
(OTKnOYEH)




Monutuka OnucaHue

OT1OT napameTp 6e3onacHOCTU onpeaenset, OyaeT nu
BbIMOMHATLCH O4UCTKA hbanna nogkadkm BUpPTyarnbHOM
namaTy Npu 3aBepLleHnn paboTbl cucTemsl. [ogaepxka
BMPTYarnbHON NamaTh UCnonb3yeT ain NogKavku CUCTEMBI
ANSA BbIrPY3KN CTPAHWL, NaMATU Ha OUCK, KOrda OHU He

ncnonb3ytoTcs. Bo Bpemsi paboTbl cucteMbl dhaiin nogkayukm

Shutdown: Clear OTKPbIT ONepPaLMOHHON CUCTEMON B MOHOMOSTbHOM PEXUME U
virtual memory xopouwo 3awmueH. OgHako ecrnu cuctema HacTpoeHa Tak,
pagefile YTO AOMYCKAET 3arpy3Ky APYrMx onepaLmOHHbIX CUCTEM,
(BaBepLueHne Tpebyetca ybeanTbCs, YTO Npu 3aBepLUeHUN paboThbl
paboTbl: O4YMCTKa CUCTEMbI BbINOMHSAETCHA O4nCTKa ee harina nogkadku. 3710
dharina nogkadkm rapaHTUpyeT, YTO YyA3BMMble CBEAEHUSI U3 NaMsTH
BMPTYanbHOWN NMpPOLIECCOB, KOTOPbIE MO NonacTb B harn nogKayvku, He
namsiTi) CTaHyT AOCTYMHbI NOMb30BaTENSIM, NOMYYMBLLMM NPSIMOM

HeCaHKUMOHNPOBaHHbIA AOCTYN K aToMy chansny. Ecnum ata
NonuTUKa BKITKOYEHA, NPWY KOPPEKTHOM 3aBepLueHnn paboThl
CUCTEMbI BbINOMHAETCA O4YMCTKA hania NogKkaykm CUCTEMBbI.
Ecnn a1oT napametp 6e30MacHOCTM BKAOYEH, TaKKe
BbINONHAETCA OOHyneHne danna pexnma rubepHaumm

(hiberfil.sys), korga aTOT peXUM OTKIHOYEH.

3HauyeHue

Enabled
(BkntoveH)

MapameTpbl cucTembl

(aHrn. — System Settings)

v OnucaHue NonuTuK




Monutuka

System settings:
Optional subsystems
(MapameTpbl cUCTEMBI:
HeobsA3aTernbHble
noacucTeMbl)

System settings: Use
Certificate Rules on
Windows Executables
for Software Restriction
Policies (MapameTpsbl
CUCTEMBI:
ncnonb3oBaTtb npasuna
cepTudmkaToB Ans
NCMorHsAeMbIX pannos
Windows ans nonuTtuk
OrpaHNYeHHOoro
NCNonb30BaHUSA

nporpamMm)

OnucaHue

JT10T NnapameTp Ge3onacHOCTM onpeaenseT, Kakue
AOMONHUTENbHbIE NOACUCTEMbI MOTYT ObITb 3anyLUEeHbl
ANS NOAAEPXKKM NpunoxeHuin. C NOMOLLbIO 3TOro
napamMeTpa MOXHO yKka3aTb BCE NOACUCTEMbI, KOTOPbIE
HeobxoanMbl ANA NOAAEPKKM MPUNOXKEHWI B

COOTBETCTBUUN C Tpe6OBaHVIFIMI/I cpeabl.

OT0T NnapameTp 6e3onacHOCTM onpeaenser,
BbINONHAETCA Nu obpadoTka umMpoBbIX cepTUdmKaToB,
Koraa nonb3oBaTerb UK NPOLECC NbITaeTca 3anyCcTuTb
nporpamMmmy ¢ paclumpeHmem nmeHun anna EXE. OH
NO3BONSIET BKIHOUYNTDL UM OTKNKOYNTL Npasuna
cepTMdmKkaTtoB — TUN NPaBU NOSIUTUK OrPaHUYEHHOrO
ncnonb3oBaHnsa nporpamm. C NOMOLLbI0 TaKMX NOSNIUTUK
Bbl MOXETe c0o34aTb NpaBuno cepTudmkaToB, KOTOPOE
paspeLuaeT unn 3anpeLlaet 3anyck NporpaMmmbl,
nognmcaHHon ¢ nomollbto Authenticode, B
3aBUCUMOCTU OT TOro, Kakomn umpoBon ceptudukaT en
COOTBETCTBYET. YTOOLI NPMMEHUTL NpaBuna
cepTudurKaToB, TpebyeTcs BKIOUYNTb AAaHHbIN NapaMeTp
6esonacHocTu. Ecnn npaBuna ceptudunkatoB
BKIMIOYEHbI, MOMUTUKMA OrPaHNYEHHOIO MCMOSb30BaHUS
nporpamMm NpoBEPSIOT CMNCOK OT3blBa CEPTUPUKATOB
(CRL), utobbl y6eantbcs, 4To cepTudumkaTt 1 NogNUCh
nporpamMmmbl ENCTBUTENbHbI. OTO MOXET NPUBECTU K
CHWDKEHMIO NPON3BOAMTENBHOCTM NPU 3anycke
noanucaHHbIX Nporpamm. Bbl MOXeTe OTKIIOUNTb ATy
dyHKLMIO. B OKHE CBOMCTB AOBEPEHHOIO U3agarters
cHUMUTe BbIOOp ¢ NyHKTOB «3gatenby» n «OTmeTtka
BpemMeHu». [lononHUTeNbHble CBEAEHUSA CM. B pasaene

«3aaaHne napaMeTpoB JOBEPEHHOIo n3aatens».

3HauyeHuUue

He

onpegeneHo

Enabled
(BkntoyeH)

KoHTponb y4yeTHbIX 3anucemn




(anrmn. — User Account Control)

v OnucaHue NonNuTKK

Monutuka

User Account Control:
Admin Approval Mode
for the Built-in
Administrator account
(KoHTporb y4eTHbIX
3anncen: pexmm
ogobpeHusa
agMVHUCTPaTOPOM
ANA BCTPOEHHOM
y4yeTHOM 3anucu
agMUHUCTpaTopa)

User Account Control:
Allow UlAccess
applications to prompt
for elevation without
using the secure
desktop (KoHTpornb
YYETHbIX 3anncemn:
paspewwatb UlAccess-
NPUITOXEHNAM
3anpawumsartb
NnoBbILLEHME NpaB, He
ncnonbays
©e3onacHbIn pabouni
cTon.)

OnucaHue

OTOT NnapameTp NonUTUKN onpeaenseT

XapaKTepPUCTUKN pexmma ofo6peHus

afiMWUHUCTPATOPOM LNA BCTPOEHHOW YY4ETHOW 3anucu
agMuHucTpartopa. Bo3amoxHble 3HadeHnsa BkritoueHo.

[1ns BCTPOEHHOM y4eTHOM 3anucu agMUHUcTparTopa

NCNONb3yeTcs peXxMM 0gobpeHns aaMUHUCTPATOPOM.

Mo ymon4yaHuio nobas onepaums, TpebytoLuas

noBbILLEeHNA I'IpVIBVIﬂeFI/IIZ, npeannaraeT norb3oBaTersto

noaTeepanTb onepaunto. OTKNOYEHO (Mo
ymorn4yaHuio). BctpoeHHas ydeTHas 3anuch
aflMUHUCTPATOpPa BbINOSTHAET BCE NPUITOXEHNSA C

NOJIHbIMU NpUuBUNertnaMmm agMmMHUCTpaTopa.

OTOT NapameTp NOAUTUKN onpeaensiet, MoryT fnn
UlAccess-npunoxenus (UIA-nporpammbil)
aBTOMAaTUYECKN OTKNOYaTb BesonacHbIn paboumnm
CTON 4115 3arnpoOCoB Ha NOBbILLEHWE, UCMNOSMb3YyeMbIX
00bIYHbIM Nonb3oBatenem. BkrtoyeHo. UIA-
nporpamMmsbl, B TOM Y1cne yaaneHHbI MOMOLLHUK
Windows, aBToMatmnyeckn OTK4aoT 6e3onacHbINn
pabo4ynin cTon Ans 3anpocoB Ha MOBbLILEHNE NPaB.
Ecnn He oTkntoveH napameTp NonUTUKN «KoHTporb
YYETHbIX 3anMcen: nepekryeHne K 6esonacHomy
pabodemy cTony npw BbIMOMHEHWN 3anpoca Ha

NnoBblLLEeHWE MNpaB», npurnaweHmne noaBnTcA Ha

MHTEPAKTUBHOM pa6oqu CTOJ1€ noJsib3oBartersisd, a He

Ha 6e3onacHom paboyem ctone. OTknYeHo (No

ymorn4daHuio). besonacHbin paboudnin cTon MoXeT BbiTb

OTKJ1HO4EH TOJIbKO Morib3oBaTterieM MHTEePaKTUBHOIO

paboyero cTona unu NyTeM OTKMHYEHU napaMeTpa

MOJINTUKA « KOHTpOJ'Ib YYETHbIX 3anucen:

3HauyeHue

Enabled

(BkntoyeH)

Disabled
(OTkntoYeH)




Monutuka

User Account Control:
Behavior of the
elevation prompt for
administrators in
Admin Approval Mode
(KOHTpOnb y4eTHbIX
3anucen: noBeaeHue
3anpoca Ha
NnoBbILLEeHWe Nnpae ang
aAMWUHUCTPATOpPOB B
pexnme ogobpeHuns
agMVHUCTPaTOPOM)

OnucaHue

nepeknoyeHne k 6esonacHomy pabodemy ctony npu
BbIMOSIHEHUM 3aMpoca Ha MOBbILLEHNE NPaBy.

OTOT NapameTp NONUTUKK onpeaenseT noBeaeHne
3anpoca Ha MNoBbILeHWe NpUBUMErnn Ans
aAMUHUCTPATOPOB. BO3MOXHbIE 3Ha4YeHNS
MoBblweHne 6e3 3anpoca. [No3sonser
NPUBUNENMPOBAHHBbIM YYETHBIM 3aMUCAM BbINOMHUTD
onepaumio, TpebyroLLyto NOBbLILLEHWS NPUBUAETNNA,
6e3 NoATBEPXKAEHUSA COrnacus UM BBOAA YYETHbIX
AaHHbIX. [TpuMeyaHune. OTOT BapnaHT JOSMKEH
NCMOoNb30BaTbCA TOMbKO B CpeAax C MakCMmarnbHbIMU
orpaHmyeHuaMn. 3anpoc y4eTHbIX JaHHbIX Ha
©esonacHom paboyem cTone. [Ansa nobon onepauyumu,
TpebyloLen NOBbILLEHNS NPUBUMETAA, Ha
©e3onacHoM paboyem CTore BbIBOAUTCS
npurnalwleHne BBECTN UMS U NMaporb
NpuBMNErMpoBaHHOro nonb3oBatens. Ecnv BBogaTcs
NpUBUNErMPOBaHHbIE YYETHbIE AaHHbIE, onepauus
NPOAOIMKaeTCs NPOAOMKEHA C MaKCMMarbHbIMU
AOCTYMNHbIMM NMPUBUAErNAMUN NoSib3oBaTesns. 3anpoc
cornacusi Ha 6esonacHom paboyem ctone. nga
nobon onepaunn, TpebytoLLern NoBbILLEHNS
npuBunerun, Ha 6esonacHom paboyem crone
BbIBOAMTCS npurnalleHme Boldbpath: «Paspewmntb»
nnn «3anpeTtutby». Ecnn nonb3oBaTens BbibMpaeT
«Pa3pelumTtby», onepaunsa NpoaomKaeTcs ¢
MaKCUManbHbIMW OOCTYMNHbIMU MPUBUAETNSMU
nonb3oBaTens. 3anpoc y4eTHbIX AaHHbIX. [ns nobo
onepauumn, TpebyroLen NoBbILLEHNA NPUBUNETNN,
BbIBOAUTCS NpuUrnawleHne BBECTU NMSI NONb30BaTeNs
1 naporsb y4eTHOW 3annucu agmuHucTpartopa. Ecnn
BBOASATCS AOMNYCTUMbIE YYETHbIE AaHHble, onepawms
NPOAOIMKAETCS C COOTBETCTBYIOLLUMU NPUBUNETNAMM.

3anpoc cornacus. [na nobon onepauuu, TpebyoLlen

noBbILLEeHUA I'IpVIBVIJ'IeFI/IIZ, Nnonb30BaTEso

3HaueHue

Prompt for
consent for
non-Windows
binaries
(8anpoc
cornacus ans
NCMOSHAEMBbIX
drannos,
OTIIUYHBIX OT
Windows)




Monutuka

User Account Control:

Behavior of the
elevation prompt for
standard users
(KOHTpOrb y4eTHbIX
3anvcen: nosegeHve

3arpoca Ha

noBbILLIEeHMEe rpaB Aand

00OBbIYHBIX

nonb3oBaTenemn)

OnucaHue

npegnaraercd BbibpaTth: «PaspewnTb» nnm
«3anpetnTtb». Ecnn nonb3oBaTtens Bbibnpaet
«Pa3pewnTby, onepauns NpoAoIHKaeTcs ¢
MaKCUMarnbHbIMW AOCTYMNHLIMU NPUBUNErMAMM
nonb3oBaTens. 3anpoc cornacus Ans CTOPOHHUX
ABOMYHbIX (hparnos (He Windows) (no ymonyaHuio).
Korga onepauus ans npunoXeHns CTOPOHHEro (He
MawkpocodT) nponssoanTens TpebyeT NoBbILIEHWS
npuswunerun, Ha 6esonacHom paboyem crtone
BbIBOAMTCS NpurnalwleHme Bbibpatb: «Paspewmtby
nnun «3anpetutby. Ecnu nonb3oBarterns BolbupaeT
«Pa3pewnTby, onepaunsi NPOAOIMHKAETCS C
MaKCUMarnbHbIMU SOCTYMNHBLIMU MPUBUIIETNAMU

nonb3oBaTernA.

OTOT NapameTp NONUTUKK onpeaenseT noBeaeHne
3anpoca Ha MNoBbIleHne NPUBUNIErnn anst 00blYHbIX
nonb3oBaTtenen. BoamoxHble 3HavyeHns 3anpoc
YYETHbIX AaHHbIX (N0 ymonyaHuio). Korga onepauus
TpebyeT NoBbILEHNSA NPUBUNETNIA, BbIBOANTCS
npurnaweHne BBECTU UMS MOMb30BaTens 1 Naporb
Y4YEeTHOM 3anucu nonb3oBaTens ¢ NpuMBuUnernamu
agMuHucTpartopa. Ecnm nonb3oBatens BBOAUT
OenCcTBUTESNbHbIE YYETHbIE AaHHble, onepaums

npoaoJikKaeTcAd C COOTBETCTBYHOLLUMU NMPpUBUTITETUAMMN.

ABTOMaTMYECKOE OTKIIOHEHME 3aNpPOCOB Ha
nosbieHne npmeunernin. Korga onepaumns tpedyet
NOBbLILLEHWSI NPUBUIENIA, OTOBpaxkaeTcst coobLueHne
06 owmnbke oTkasa B goctyne. OpraHmsaumu,
HaCTONbHbIE KOMMbITEPbI KOTOPbLIX NCMOSb3YTCSA
006bI4YHbIMM NONb30BaTENAMM, MOTYT BbliOpaTh 3TOT
napamMmeTp NoSIMTUKX ANS YMEHbLUEeHUS Yncna
obpalleHu B cnyx0y nogaepxku. 3anpoc y4eTHbIX
AaHHbIX Ha 6e3onacHom paboyem cTone. Korga
onepauns TpebyeT NOoBbLILLEHUS NPUBUIETAN, Ha
©e3onacHoMm paboyem cTore BbiIBOOUTCS

3HaueHue

Prompt for
credentials on
the secure
desktop
(8anpoc
YYETHbIX
AaHHbIX Ha
6esonacHom
paboyem

cTone)




Monutuka

User Account Control:
Only elevate UlAccess
applications that are
installed in secure
locations (KoHTponb
YYETHbIX 3anncemn:
noBbIWaTh NpaBa Ans
UlAccess-
NPUITOXEHNI, TONbKO
npw ycTaHOBKE B
6e3onacHbIX MecTax)

User Account Control:
Run all administrators
in Admin Approval
Mode (KoHTponb
YYETHbIX 3anucen: Bce

agMUHUCTPATOPbI

OnucaHue

npurrialieHne sBeCtn NMda 1 naposib Apyroro
nonb3oBaTens. Ecnn nonb3oBaTesnis BBOAUT
nonyctumble y4eTHble JaHHble, onepaund
npoaoJikKaeTcAd C COOTBETCTBYHOLLUMU NMPUBUITETNAMMN.

KOHTpOmb y4eTHbIX 3anucen: NoBbILWaTh Npasa
Tonbko Ana UIAccess-npunoXeHun, yCTaHOBNEHHbIX
B 6e30MacHOM MeCTONONOXEeHUN JTOT NapameTp
NONMUTUKKN yNpaBnseT TeM, JOSMKHbI NN NPUNOXKEHNS,
3anpalunsaroLLlme BbIMOMHEHNE Ha YPOBHE
uenoctHocTn UlAccess, HaxoamnTbesa B 6e3sonacHom
nanke annoBon cuctembl. besonacHbIMn cynTaroTCA
TONbKO cneaytowme nanku: ...\Program Files),
BKtoYasi BrioxeHHoble nanku ...\Windows\system32\
...\Program Files (x86)\, Bkntoyasa BNoXeHHbIe Nanku
ans 64-paspsagHblix Bepcun Windows lMNprumedaHue.
Windows npvHyauMTensHO NpoBOAUT 006a3aTenbHY0
nposepky noanucen PKI gna noboro nHTepakTMBHOro
NPUMNOXeHWs, 3anpaLlmBaroLLEero BbINOSIHEHNE Ha
ypoBHe uenocTtHocTn UIAccess, BHE 3aBUCMMOCTU OT
COCTOSIHMSA JaHHOro napameTpa 6es3onacHoCTy.
Bo3moxHble 3HaveHus. BknioveHo (Mo ymonyaHuio).
[MpunoxeHue ByaeT 3anyckaTbCsi C ypOBHEM
yenoctHocTn UIAccess ToNbKO B TOM criyyae, ecnm
OHO HaxoauTcsa B 6e3onacHown nanke annoson
cuctembl. OTkNtoYeHo. MNMpunoxeHne byaet
3anyckartbca ¢ ypoBHeM LenocTtHocTn UlAccess,
Aaxke ecriv OHO He HaxoanTcsa B 6esonacHowm nanke
¢annoBon CUCTEMBI.

OTOT NnapameTp NONUTUKM onpeaensiet
XapaKTEPUCTUKN BCEX MOSNTUTUK KOHTPOSS YYETHbIX
3anvcen gns komnbtotepa. MNpn nsMeHeHnn aToro
napameTpa NonuTukn Tpebyetcsa nepesarpy3ntb
KoMnbtoTep. BoaMoxkHble 3Ha4YeHus BkntoyeHo (no

ymonyaHuio). Pexxum ogobpeHns agMMHUCTPaTopoMm

3HaueHue

Enabled
(BknoyeH)

Enabled
(BkntoyeH)




Monutuka

paboTaloT B pexume
opobpeHus

aZlMUHUCTPATOPOM)

User Account Control:
Switch to the secure
desktop when
prompting for elevation
(KoHTpOrnb y4eTHbIX
3anucemn:
nepeknyeHne K
6esonacHomy
pabovemy cTony npu
BbIMOMHEHMN 3anpoca
Ha NoBbILLEHME NpaB)

User Account Control:
Virtualize file and
registry write failures
to per-user locations
(KOHTpOnb y4eTHbIX

3anucen: npun c6oax

OnucaHue

BKIOYEeH. YTobbl pa3pelunTb BCTPOEHHOMW YY4ETHOM
3anucu agMuHUCTpaTopa 1 BCeM ocTanbHbIM
nornb3oBaTensam, ABMSAIOLNMCS Y4acTHUKaMM rpynnbl
«AOMUHUCTPaTOpPbI», paboTaTb B pexnme ogobpeHuns
a4MWHUCTPATOPOM, 3Ta NONUTUKA AO0MKHA ObiTb
BKIOYEHa, a BCe CBA3aHHbIE MOMUTUKN yNpaBrieHus
YYETHbIMU 3arnUCsIMN TaKKe OOSDKHbI ObITb
YCTaHOBJIEHbI COOTBETCTBYIOLLMM 06pa3omMm.
OTkntoveHo. Pexxunm ogobpeHns agMmMHUCTPaTopoMm m
BCE COOTBETCTBYHOLLME NapaMeTpbl NOMUTUKA
KOHTPOIS YYeTHbIX 3anucen ByayT OTKIHOYEHbI.
MpumevaHne. Ecnn aToT NapameTp NOAUTUKK
OTKJTHOYEH, LeHTp obecneyeHuns 6e3onacHoCTH
BblAacT yBeoMNneHune, 4yto obas 6esonacHoCTb
ornepaumMoHHON CUCTEMbI CHU3MNAaCh.

OTOT NnapameTp NOnUTUKN onpegensert, OyayT nm
3anpochbl Ha NoBbILLEHNE NpaB BbIBOAUTLCS Ha
MHTEPAaKTUBHbIN paboymii CToN Nonb3oBaTens unn Ha
©e3onacHbI pabouunn cton. BodaMoXHbIe 3HaYeHus.
BkritoyeHo (no ymonyaHuio). Bee 3anpock! Ha

NOBbILLIEHWE NpaB BbIBOAATCA Ha 6e30nacHbIn
Enabled

pabo4unit cToNn He3aBMCMMO OT MapamMeTPOB NONINTUKN
(BkntroyeH)

noBefeHNs npurnalleHns ans agMuHUCTPaTopoB U
006bIYHbIX Nonb3oBaTternen. OTKIYEHO: BCe 3anpock!
Ha MoBbILLEHWE NPaB BbIBOOATCA Ha MHTEPAKTUBHbIN
pabouun cton nonb3oBatens. Mcnonb3ytoTcs

napameTpbl NONMUTUKN NOBEAEHUSA npurnalleHus ons

aOMWHNCTPATOPOB N 0ObIYHbIX NONb30BaTENEN.

Enabled
(BkntoyeH)

OTOT NnapameTp NONMTUKN ynpaBnseTt
nepeHanpaeneHnem cboes 3anmcu NPUNoXeHUn B
onpefeneHHble pacrnonoXeHus B peecTpe u
hannosBon cucteme. STOT NapameTp MOSIUTUKN
NMO3BOMSAET YMEHbLUNTL ONACHOCTb NPUIOXEHWI,

KOTOpPbI€ BbIMOJTHAKTCA OT UMEeHN agMUHUCTpaTopa 1

3HaueHue




Monutuka OnucaHue 3Ha4yeHue
3anucu B hann nnu BO BpeMs BbIMOSIHEHUS 3an1CbiBalOT AaHHbIE B Nanky
peecTp %ProgramFiles%, %Windir%; %Windir%\system32
BUpTyanu3auus B nnn HKLM\Software... BoamoxHble 3Ha4eHus.
pasmeLleHne BkntoyeHo (no ymonyaHuio). Céom 3anuncu
nonb3oBaTens) NPUNOXEHNN NepeHanpaBnsitoTCA BO BpeEMS
BbINONHEHNS B ONpeaeneHHble Nonb3oBaTenem
pacnonoxeHnsa B hannioBon cucteme 1 peectpe.
OTKknoYeHo. BbinonHeHne NpunoXxeHun,
3anucbiBaloWmnX AaHHble B 6e3onacHble
pacrnonoXeHus, 3aKkaH4NBaeTCs OLLUMOKON.
Mpouue
(aHrn. — Other)
v OnncaHue nonuTuk
Monutuka OnucaHue 3Ha4yeHune

Accounts: Block
Microsoft accounts
(YyeTHble 3anucu:
ornoknposaTtb
y4YeTHbIE 3anucu
MawnkpocodrT)

OTOT NapameTp NOANTUKN HE NO3BOMSET NOMb30BaTENAM
[o6aBnaTb HOBbIE YYETHbIE 3annucu MankpocodT Ha
AaHHOM KoMnbloTepe. Ecnu BoibpaTb BapuaHT
«lMonb3oBaTtenun He MoryT [06aBNATb YY4ETHbIE 3anncu
MawnkpocodT», nonb3oBareny He CMOryT co3fiaBaTb
HOBble y4eTHble 3anucn MankpocodT Ha 3TOM
KOMMbloTepe, Npeobpal3oBbiBaTh JIOKAlbHbIE YYETHbIE
3anncu B ydeTHble 3anucn MankpocodT, a Takke
noaKnYaTb y4EeTHbIE 3annucy OMeHa K Y4ETHbIM
3anucam Marikpocodt. TOT BapmaHT NpeanoYvTUTENEH,
ecnun TpebyeTcs orpaHMyYnTb YMUCIIO UCMNONb3yeMbIX
y4eTHbIX 3anucen MarkpocodT B opraHmsaunn. Ecnn
BblOpaTb BapuaHT «[lonb3oBartenu He MoryT 4obaBnsaTb
yyeTHble 3annucy MankpocodT 1 ucnonb3oBaTb UX ANs
BX04a», CyLLecTBYOLLME Nonb3oBaTenn y4eTHbIX 3annucen

Users can't add
Microsoft
accounts
(Monk3oBaTtenu
He MoryT
nobaBnATb
yyeTHble
3anucu
MawnkpocodrT)




Monutuka

Audit: Force audit

policy subcategory

settings (Windows
Vista or later) to
override audit
policy category
settings (Ayaur:
NPUHYAUTENBHO
nepeonpegenser
napameTpsbl
KaTeropuu
NONUTUKM ayanTa
napameTpamm
noagkarteropmm
NONUTUKM ayanTa
(OC Windows

Vista unu donee

nosaHne Bepcun).)

Domain member:
Disable machine
account password
changes (YneH
AoMeHa:
OTKMIOYNTb
N3MeHeHne

napona y4eTHbIX

OnucaHue 3HauyeHue

MawnkpocodT He cmoryT BonTh B cuctemy Windows.
Bbibop aTOro napameTpa MOXET caenatb BXO4 B CUCTEMY
N ynpaereHne et HedOCTYMHbIM A4S CYLIECTBYIOLLENO
aAMUHUCTpaTOpa Ha AaHHOM KoMMbtoTepe. Ecnu aTa
NONMUTMKA OTKIOYEHA UITN HE HACTPOeHa
(pexkomeHayeTcs), Nonb3oBaTeNy CMOryT UCMONb30BaTh
y4yeTHble 3anucu MawnkpocodT B Windows.

OC Windows Vista n 6onee nosgHme sepcun Windows
NO3BOMST TOYHEE YyNPaBNATb NOMUTUKON ayguTa npu
MOMOLLIM MOoAKATErOPUN NONUTUKK ayauTa. YCTaHOBKa
NONMUTUKN ayauTa Ha YpOBHE KaTeropuun nepeonpenenut
HOBY (DYHKLMIO NONUTUKM ayauTa nogkareropmm. Ytoobl
obecneunTb ynpasneHme NonnTUKOM ayamTta npu noMoLLm
nogkareropun 6e3 Heob6xoaMMOCTN U3MEHEHUS

rpynnoson nonutukn, B Windows Vista n bonee nosgHux
Enabled

BEpCUsiX NpegyCcMOTPEHO HOBOE 3Ha4YeHne peectpa
(BkntoyeH)

(SCENoApplyLegacyAuditPolicy), 3anpeLyatoLlee
NPUMEHEHME NONUTUKN ayanTa YPOBHA KaTteropmum 13
rpynnoBon NOMUTUKN U U3 cpeacTBa aaMUHUCTPUPOBAHMS
«JlokanbHasa nonutuka 6esonacHocTu». Ecnu
yCTaHOBMNEHHas 34ecCb NoNMTMKa ayanta ypoBHS
KaTeropmm He cornacyetcsa ¢ hopmMupyemMbiMm
cobbITUAMM, TO NPUYNHA MOXKET ObiTb B TOM, YTO

YCTaHOBJIEH 3TOT pa3fesl peecTtpa.

Disabled
(OTKnNtOYEH)

OnpepnensieT, NPoM3BOANTCA NN NepuoanYeckoe
N3MEHEeHVe Napons y4eTHOW 3anncy KoMnbloTepa YneHa
aomMeHa. Mpu BKIHOYEHMM 3TOrO NapameTpa YneH JoMeHa
He MbITaeTCcs U3MEHUTb Naposib YYETHOW 3anuncu
KoMnbloTepa. Ecnu aToT napamMeTp OTKMNOYEH, YneH
[IOMeHa NbITaeTcs U3MEHUTb Naporib YYETHOWN 3anncK
KOMMblOTEPA COrMacHO 3Ha4YeHuo napameTpa «YneH
[IOMeHa: MaKCcUMarbHbIA CPOK AENCTBUS Napons y4eTHOM

3anncu KoMnbrTeEPa», UMEKLLEro rno ymorndyaHuio




Monutuka

3anucen
KoMmnbtoTepa)

Domain member:
Maximum machine
account password
age (YneH
AOMeHa:
MaKCcUMarnbHbIN
CpPOK OencTBuUS
napons y4eTHbIX
3anucen
KomnbtoTepa)

Domain member:
Require strong
(Windows 2000 or
later) session key
(YneH gomeHa:
TpeboBaTb
CTOVIKUI

CeaHCOBbIWN KoY

OnucaHue

3HayeHune «kaxgble 30 gHeny. No ymonyaHumio:
OTkrntodeHo. NpumedaHusa He cnegyet BkoYaTtb 3TOT
napameTp 6e3onacHocTu. Maponu y4eTHbIX 3anucen
NCNonb3yTCA ANS YyCTaHOBMeHUs 6e3onacHbIX KaHanos
CBSA3N MeXAy YrieHamMu JOMEeHa U KOHTponnepamm
AOMeHa, a TakkKe Mexay CaMUMW KOHTPOossiepamMu BHyTpuU
AomeHa. lNocne yctaHoBneHus cBA3n 6e3onacHbIn kaHan
ncnonb3yeTcsa Ana nepegadn KoHpuaeHUManbHbIX
AaHHbIX, HE0BXOAUMbIX ANSA BbINOMHEHWS NPOBEPKU
NoaSIMHHOCTU N aBTOpM3aUnn. TOT NapameTp He
cnegyeT ucnornb3oBaTth AN NogaepXku cueHapues
ABOWHOW 3arpy3Kku, UCMOIb3YIOLNX OOHY U TY Xe YYETHYI0
3anucb koMmnbloTepa. [Ana 4BOWHOM 3arpys3ku ABYyX
YyCTaHOBOK, 06 beANHEHHbIX B OOQHOM JOMEHEe, NPUCBONTE
39TUM YCTaHOBKaM pa3sHble UMeHa KOMMNbIOTEPOB.

70T napameTp B6esonacHocTH onpenendeTt, Kak 4aCTo
YrneH gomMmeHa 6y,u,eT NbiTaTbCA N3MEHUTb MapoJib yquHOVI
3arnncun KomMmrbroTepa.

JTOT napameTp 6e3onacHOCTU onpeaensert, Tpebyerca
nn ansa 3awmd@poBaHHbIX AaHHbIX 6e30nacHoro kaHana
128-paspsagHbeiv kntod. [Npu npucoegMHeHnn KoMnboTepa
K JOMEHY CO3[aeTcs ydeTHas 3anmcb KOMMboTepa.
[Mocne aToro npu 3anycke cuctemMbl AN co3gaHns
Be3onacHoro kaHana ¢ KOHTponnepom JoMeHa
NCorb3yeTcs Naposib Y4ETHOW 3anmncu KOMMboTepa.
OTOT Ge3onacHbIN KaHan ucnonb3yeTcs Ansi COBEPLUEHWS

TaKMNX onepau,w7|, KaK CKBO3HadA npoBepka noariMmHHOCTA

3HauyeHue

30 aHen

Enabled
(BkntoyeH)




Monutuka

(Windows 2000
NN BbILLE))

Interactive logon:
Display user
information when
the session is
locked
(MHTepakTMBHbIN
BXO[ B CUCTEMY:
oTobpaxaTb
cBedeHns o
nonb3oBaTtene,
ecnu ceaHc

3abnokmpoBaH.)

OnucaHue

NTLM, nonck nmenun nnm N 6esonacHoctn LSAu . o. B
3aBvcumocTu oT Bepcun Windows, ncnosib3yemMomn Ha
KOHTpOnnepe AOMEHA, C KOTOPbIM OCYLLECTBISAETCS
CoeAnHeHne, a Takke OT 3Ha4YeHU NapameTpoB: YneH
AoMmeHa: Bcerga Tpebyetcs umdposasi nognuchb Unm
LWwndpoBaHMe AaHHbIX Be3onacHoro kaHana Ynex
AomMeHa: WwndpoBaTh AaHHble 6Ge3onacHoro kaHana,
Korgia 3To BO3MOXHO byayT 3awmgpoBaHbl Bce nnu
HeKoTopble AaHHble, NepeaaBaemble no 6esonacHomy
KaHany. QTOT napameTp NONUTUKN Onpenenser,
TpebyeTcs nn onsa 3awmdpoBaHHbIX AaHHbIX
©esonacHoro kaHana 128-paspsaHbln knod. Ecnn aToT
napameTp BKNOYeH, 6e3onacHoe coeanHeHue dyaet
YCTaHOBSEHO TONbKO B TOM Crlyyae, ecinn BO3MOXHO 128-
paspsgHoe wundgposaHue. Ecnn aToT napameTp
OTKITHOMEH, CTOMKOCTb Krto4a corfiacyercs ¢
KOHTPONSIEPOM LOMEHA.

OTOT NapameTp onpegensert, byayT nu Takme
AOMNONMHUTENbHbIE CBEAEHUS, KaK afpec ANTIEKTPOHHOM
NoYThbl UM AOMEH/MS Nonb3oBaTens, oTobpaxaTbCs
BMECTe C UMEHeM MNosb3oBaTens Ha akpaHe Bxoda B
cuctemy. Y knueHTos, ucnoneaytowmx Windows 10
Bepcun 1511 n 1507 (RTM), aTtoT napameTp paboTaeT Tak
Xe, Kak n B npeablaywmx sepcuax Windows. Bengy
AobaBneHns HOBOro napamMeTpa KoHUAEeHUManbLHOCTU B
Windows 10 Bepcun 1607 aTOT napamMeTp NpUMEHSAETCS K
TakMM KnneHTam uHade. MameneHnsa B Windows 10
Bepcumn 1607 HaunHaa ¢ Bepcun 1607 B Windows 10
nmeeTcst HoBasi PyHKLMOHaNbHas BO3MOXHOCTb,
BGnarogaps KOTOPON MOXHO MO YMOSYaHMIO CKPbIBATb
Takue cBefeHns Nosib3oBaTens, Kak agpec aNeKTPOHHON
NoYTbl, U UBMEHATb CTaHOAPTHbIE HACTPOMKKU, YTOBbLI 9TK
cBefeHust otobpaxanucb. HacTtponTb AaHHYHO
PYHKLMOHANbHYIO BO3MOXHOCTb MOXHO C MOMOLLbHO
HOBOrO NapameTpa KOHMPUAEHUManNbLHOCTN B pasaene

3HauyeHue

User display
name only
(Toneko nms

nonb3oBarens)




Monutuka

OnucaHue

«lMapameTpbl» > «YyeTHble 3anucu» > «llapameTtpsbl
Bxoga». [lo ymonyaHuo napameTp
KOH(pMOEHUMANbLHOCTU BbIKIKOYEH, @ JONOSTHUTESbHbIE
cBefeHuWs Nonb3oBaTtens CKpbIThbl. [JaHHbI napameTp
rpynnoBOW NOSIMTUKN onpesensier aTy xe
JYHKLMOHANbHY BO3MOXHOCTb. [laHHOMY napameTpy
MOXHO NpucBamBaTh crnefyoLime 3HavyeHus: BeiBogmumoe
NMs Norb3oBaTers, MMeHa JOMeHa U Nosb3oBaTens: B
Cny4yae OCyLLEeCTBIEHMS NTIOKaNbHOro BXxoaa
oTobpakaeTcsi NONIHOE MMSA Nonb3oBaTens. Ecnm
nonb3oBaTenb BXOAUT Yepes YHETHYIO 3annchb
MarnkpocodT, oTtobpaxxaetrcs agpec SNeKTPOHHOW NOYTbI
nonb3oBaTens. B cnyyae Bxoga B JOMeH oTobpakaeTcs
AoMeH/Ms_nonb3oBaTens. ToNbKo NMs Nonb3oBaTens:
oTobpakaeTcsa NoMHOe NMs Nosib3oBaTens,
3abnokmpoBaBsLlero ceaHc. He otobpaxaTtb cBeaeHns o
nonb3oBaTene: HUKakne nMeHa He oTobpakaroTcs,
oaHako Bo Bcex Bepcuax Windows crapwe Windows 10
Ha 9KpaHe CMeHbl Norib3oBarerns 0yayT oTobpaxaTbCs
nosiHble MMeHa nosib3oBatenen. HaymHaa ¢ sepcum 1607
Windows 10, ata cyHKUMS He nogaepxmeaetcs. Ecnv
BblOpaHO JaHHOe 3Ha4YeHune, Ha aKkpaHe byaet
oTobpaxaTbCsl NOMHOE NMS NoNb3oBaTens,
3abnokupoBasLlero ceaHc. [laHHOE N3MeHeHne
obecneymBaeT COOTBETCTBME ITOrO NapaMmeTpa HOBOMY
napameTpy KoHUAeHUNanbHOCTN. YTobbl Ha aKkpaHe He
oTobpaxkanocb HMKAKOM MHOPMaLMK O Nofb3oBaTene,
BKMNIOYMTE NapameTp rpynnoBon NOMNTUKN
«VIHTEpaKTMBHbIA BXOA»: HE OTOOpaXaTb AaHHbIE
nonb3oBaTens, NocrneaHnM BXOAUBLUMM B CUCTEMY.
[MycTo: ctaHaapTHOe 3HavyeHue. O3HadvaeT «He
onpeneneHo», oaHaKo Ha akpaHe OyaeTt otobpaxarbea
NofiIHoe UMS NoMb30BaTens TOYHO TakK Xe, Kak 1 npwu
Bblbope 3HavyeHust « ToNbKo MMs MONb30BaTEnNs».
Wcnpaenenune ansa Windows 10 Bepcun 1607 B cnyyae

ncnonb3oBaHus Windows 10 Bepcun 1607 gaHHble

3HauyeHue




Monutuka

OnucaHue

nonb3oBaTens He ByayT oTobpaXkaTbCsa Ha 3KpaHe BXoaa
B CUCTEMY, Aaxke ecnu BbibpaHo 3Ha4YeHne «BbiBogumoe
UMS NonNb3oBaTens, UMeHa AOMEHa 1 Nonb30oBaTensy,
MOCKOSIbKY OTKITHOMEH NapaMeTp KOH(UAEHLNANTbHOCTMW.
Ecnn BKNoYMTb 3TOT NapamMeTp, AaHHbIe NOSABATCS Ha
3KpaHe. [pynnoBoe U3MeHeHNe HacTpoekK napameTpa
KOH(pnOeHUManbHOCTU HEBO3MOXHO. BmecTo aToro
MOXHO npumeHnTb KB4013429 k knneHtam ¢ Windows
10 Bepcum 1607, 4TobbI CMCTEMA AencTBOBanNa
aHanorn4yHo npeablgywmum sepcuam Windows.
B3anmopgencTteune c komaHgomn «3anpetntb
nonb3oBaTento otobpaxkaTb JaHHbIe Y4ETHOW 3anucu Ha
3KkpaHe Bxoga» Bo Bcex Bepcusax Windows 10 no
yMornyaHuio otobpakaeTcsl TOfbKO UMs MNOrb3oBaTensi.
Ecnun 3agaHo 3HayeHne «3anpeTuTb Nonb30oBaTerto
oTobpaxaTb AaHHbIe YYETHOM 3anucn Ha SKpaHe Bxoday,
Ha aKpaHe Bxofa Gyaet oTobpaXkaTbCs TONbKO
BbIBOAMMOE UMSI MONb30BaTeNsi HE3aBUCUMO OT HAaCTPOEK
rpynnoBon NonnTukn. MNMonb3osaTtenn He cMoryT
BbIBOAMTb Ha 3KpaH CBOW cBeaeHus. Ecnu 3HaveHne
«3anpeTuTb Nonb3oBaTento oTobpaxaTtb AaHHbIe
YYETHOM 3anucu Ha aKpaHe Bxoda» He 3a4aHO, MOXHO
3apaTtb Ans napametpa «MHTepakTuBHbIA BXO4 B
cucTemMy: oTobpaxkaTb CBeJeHUs O nosib3oBaresnie, ecnu
ceaHc 3abnokmpoBaH» 3HaveHne «BbiBognmoe nvs
nonb3oBaTensd, UMeHa AOMeHa 1 Nonb3oBaTens », YToobl
Ha 3KpaHe BXxo4a B CMCTEMY OTODpaxanucb Takue
AONONHUTENbHbIE CBEAEHUSA NONb30BaTenNs, Kak
AomMeH\Mms nonb3oBaTens. B atom cnyyae Ha
KnueHTckmx komnbtotepax ¢ Windows 10 sBepcum 1607
Tpebyetcs npumeHnTs KB4013429. Nonb3oBatenu He
CMOTYT CKpbITb AOMNOMHNTENbHbLIE CBEAEHUA.
PekomeHgauum Bo3amMOXHOCTM NpUMEHEHNSA 3TON
MONMUTUKN 3aBUCAT OT BalLnx TpeboBaHui 6e3onacHoCTH
B OTHOLLEHMM OTODOpaaeMbiX y4ETHbIX JaHHbIX 4SS

Bxoda. Ecnu Bbl paboTaeTe ¢ KOMMbOTEPAMU, Ha

3HauyeHue




Monutuka

Interactive logon:
Machine account
lockout threshold
(MHTEepaKkTUBHbIN
BXO[ B CUCTEMY:
NoporoBoe YMCno
Heyaa4YHbIX

MONbITOK BX0O4A)

Microsoft network
server: Amount of
idle time required
before suspending
session (CepBep

cetu Microsoft:

OnucaHue

KOTOPbIX XpaHUTCHA KOH(pmAeHUmansHas niopmanms, a
MOHUTOPbI HAXOAATCA B He3aLMLLEHHbIX MecTax, IMbo
€Cnu K BalLMM KOMNbTEPaAM C KOHUAEHUMansHOM
MHJOpMaLmMen nmeeTca yaaneHHbl OoCTyn, TO
oTobpaXkeHme MosHbIX UMEH BOLLEALINX B CUCTEMY
nonb3oBaTenen Unv MMeH y4eTHON 3anucu JoMeHa
MOXET MPOTUBOPEYUTL BaLlen obLuen NonuTnke
6e3onacHocTn. C yyeTom Ballen nonuTukn 6esonacHocTn
MOXeT BbITb LenecoobpasHbiM yCTaHOBMEHME 3HAYEHUS
«HTepakTnBHbIM BXOA B CUCTEMY: HE OTOBpaxaTb

y4yeTHble AaHHbI€ NocreaHero nosib3oBaTtesa».

OT0T NnapameTp 6e3onacHOCTM onpeaensaeT KomM4ecTBO
HeyaauqHbIX NOMNbITOK BXOA4A B CUCTEMY, NMOCIE KOTOPOro
KOMNbIOTEP NepesarpyxaeTtcs. KomnboTepbl, Ha KOTOPbIX
ansa sawmutbl TomoB OC BktoyeHa dyHKuma Bitlocker,
OyayT 3abnokupoBaHbl. [1na cHATUA GMOKMPOBKM
TpebyeTcs ykasaTb B KOHCOMNW KIOY BOCCTAHOBIEHMS.
Yb6egutech, YTO BKNHOYEHbI COOTBETCTBYIOLLME NONMUTUKN
BOCCTaHOBIEHMs goctyna. KonmyecTtBo HeyaayHbIxX
nonbITOK 4OCTYNa MOXeT BbITb 3a4aH0o Yncriom oT 1 go
999. Ecnu ycTtaHOBUTb 3TO 3Ha4YeHue paBHbIM 0,
KOMMNbIOTEP HMKOrAa He Bbyaet bnoknpoBaTbecs. 3Ha4YeHUs
oT 1 go 3 6yayT MHTEPNPETUPOBaHbI Kak 4. HeyaayHble
nonbITKM BBOAA Naposnen Ha paboymx CTaHUMaX Unm
pPSOOBbLIX cepBeEpPaXx, 3abrOKMPOBAHHbIX C MOMOLLbLO
knasuw CTRL+ALT+DEL nnn ¢ nomoLbto 3aLULLEHHbIX
naponem 3acTaBOK, CHATAKOTCA Heyaa4yHbIMW NOMbITKAMK
BXOJa B CUCTEMY.

Q10T NnapameTtp 6e3onacHOCTU onpeaensieT
NpoAOIPKUTENBHOCTL OTpe3ka BpemeHn SMB-ceaHca oo
€ro NPMOCTaHOBKM MO NPUYMHE HEAKTUBHOCTM.
AOMUHUCTPATOPbl MOTYT UCNOSIb30BaTh 3TOT NapamMeTp
ANS ynpaBreHns BPEMEHEM NMPUOCTAHOBKN HEAKTUBHOIO

SMB-ceaHca komnbloTEPOM. ECnn KnneHTckas

3HauyeHue

5 invalid logon
attempts (5 go
BnNOoKMPOBKHK
y4yeTHON
3anucu
KomnbtoTepa)

15 MUHYT




Monutuka

Bpems
Oe3gencTeusa oo
NPUOCTaHOBKU

ceaHca)

Microsoft network
server: Attempt
S4U2Self to obtain
claim information
(CeteBom cepBep
(Mankpocod):
nonbiTka S4U2Self
nonyyYnTb
nHpopmauumto 06
yTBEPXKOEHUM)

OnucaHue

aKTUBHOCTb BO30OHOBMNAETCSH, CeaHC aBTOMaTU4YeCKu
yCTaHaBnNuBaeTcH 3aHOBO. [ns aToro napameTpa
3HadeHune «0» o3Ha4YaeT OTCOeNHEHNE ceaHca cpasy,
KaK TOMbKO 3TO NPEACTaBUTCA BO3MOXHbIM.
MakcumanbHoe 3Ha4veHune - 99999, uto coctasnset 208
AHeNn; B 4eNCTBUTESNTIbHOCTU Takoe 3Ha4YeHne OTKovaeT
3TOT napameTp. Mo ymonyaHuio: napameTp He
ornpegerneH; 3To 03Ha4YaeT, YTo CUcCTemMa paccMaTpmBaeT
napamMeTp Kak UMetoLLmin 3HavyeHne «15» ans cepeepoB 1
HeonpegeneHHoe 3Ha4YeHne onga paboumx ctaHumin.

Q10T NnapameTp 6e3onacHOCTN NpegHa3Ha4veH ans
NOAAEPXKKM KIMTUEHTOB C CUCTEMAMM, BbINyLLEHHBIMU A0
Windows 8, koTopble NbITaloTCA NOAYyYnUTb JOCTYN K
obwemy cdannosomy pecypcy, Tpebyroemy 3asBKy
nonb3oBatens. OH onpegenseT, byget N nokanbHbIN
hannoBbIn cepBep NbITaTbCA UCMOMNb30BaTh (PYHKLINIO
Kerberos Service-For-User-To-Self (S4U2Self) ans
nony4yeHns 3asBoK cybbekTa KrveHTa cetn n3 JomMeHa
YYETHOW 3anucu KnveHTa. JToT napameTp TpebyeTtcs
BKIMOYAaTb TOMbKO B TOM Criyyae, ecrniv oansoBbll cepBep
ncnonb3yeT 3asBKuN Nonb3oBaTenen Ang ynpasneHus
AOCTYNoM K dphannam u ecnu oH ByaeT nogaepueatb
CyObeKTbI KIMEHTOB, YYETHbIE 3aMMUCU KOTOPbIX
Haxo4ATCHa B JOMEHE C KIMEHTCKMMN KOMMbIOTEPaMn n
KOHTpoOrrepaMmvn JoMeHa nof ynpasreHnemM
ornepaumoHHON cucTeMbl, BbinyweHHon o Windows 8.
[nsa aToro napameTrpa Hy>HO 3a4aTb 3Ha4YeHue
«ABTOMaTU4ECKN» (MCNOMb3YEeTCH NO YMOMYAHMIO), YTOObI
dannoBbI cepBep MOr aBTOMaTU4eCcku onpeaendrb,
TpebyeTca nu ansa nonb3oBartens 3asiBka. [nsa aToro
napamMeTpa HY>XHO BHO 3aJaBaTb 3Ha4YeHune
«BkntoyeHo» ToNbKo B TOM criyyae, ecrnv eCTb NONIMTUKK
A0CTyna K nokarbHbIM hannam, BKrYarLLme 3asBku
nonb3oBatenen Ha goctyn. Ecnu aToT napameTtp
Ge3onacHOCTM BKItoYeH, dhannosbii cepsep Windows

3HauyeHue

Disabled
(OTknto4eHO)
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Microsoft network
server: Disconnect
clients when logon
hours expire
(Cepsep cetn
Microsoft:
OTKIKoYaTb
KITMEHTOB Mo
NcTe4YeHnn
paspeLUeHHbIX

YacoB Bxoaa)

Microsoft network
server: Server
SPN target name
validation level
(CeteBom cepBep
(MankpocodT):
YPOBEHb MPOBEPKMU

CepBepoOM UMEHU

OnucaHue

Oyoet aHanM3MpoBaTb Mapkep 4OCTyna cyObekTa
CETEBOrO KNMeHTa, NpoLueLlero NpoBepKy NOANMMHHOCTH,
n onpenensaTb, NPUCYTCTBYET N MHPOPMaLNA O 3asBKe.
Ecnun 3asaBok Her, hbannosbin cepeep Oyaet
ncnonb3oBatb yHKUMIO Kerberos S4U2Self ons cesasu ¢
koHTponnepom gomeHa Windows Server 2012 B gomeHe
YYETHOM 3anucum KrmeHTa 1 nory4yeHns mapkepa
AOCTyna, Noaaep>K1BatoLLEro 3asiBku, Ansa cybbekra
knueHta. Mapkep, nogaepXunBaroLwmnn 3adBku Ha JOCTYM,
MOXeT noTpeboBaTbCca ANa AocTyna K dhannam n nankam,
K KOTOPbIM MPUMEHEHa NonuTuKa ynpasneHus JOCTYrnoMm
Ha OCHOBe 3aABOK. Ecnv aTOT napameTp OTKMIOYeEH,
dannosbii cepeep Windows He BygeT nbiTatbcs
nony41Tb MapKep 4OCTyna Ha OCHOBE 3asiBOK AN
cybbekTa KnuneHTa.

OT0T NnapameTp 6e3onacHoCTM onpeaenset, OyayT nu

OTKNOYaTLCA NONb30BaTeNM, NOAKNIOYEHHbIE K

NoKanbHOMY KOMMbIOTEPY, MO UCTEYEHMUM pa3PELLEHHOTO

BPEMEHW BXOAa, 3aaHHOro Ans Ux y4eTHOM 3anuncu.

Enabled
(BkntoyeH)

OTOT NapameTp BIUSAET HA KOMMNOHEHT nNpoTtokona SMB.
Ecnu aToT napameTp BKIOYEH, MO UCTEYEHUMU
paspeLLleHHOro BpeMeHN BXo4a KNMeHTa ceaHCbl KnneHTa
co cnyx6on SMB npuHyaunTensHo paspbiBatoTcs. Ecnu
3TOT NapameTp OTKMYEH, NO UCTEYEHUN pa3peLLEHHOrO
BPEMEHW BXOAa KITMEHTa ero ceaHC COXpaHAEeTCS.

OTOT NapameTp NonNnTUKKN ynpasnset ypoBHeM nposepku,  Off (OTkn.)
BbINOSIHAEMOW KOMMbIOTEPOM C OBLLMMM Nankamm nnm

npuHTEpPamMmn (CepBepoM) Hag MMeHeEM cybbekTa-crnyxobl,
npegocTaBnsaeMbiM KITUEHTCKUM KOMIMbIOTEPOM Mpu

yCTaHOBMEHUN NOCNegHNUM ceaHca C NOMOLLbIO

npotokona SMB. NMpoTtokon SMB npegoctaBngeT 0CHOBY

ANS COBMECTHOro AocTyna K pavnam n npuHtepam, a

Takke 4na Opyrnx ceTeBbix onepauuin, Hanpumep ans

3HauyeHue




Monutuka

y4YacTHuKa-
CnyX0Obl KOHEYHOTO

obbekTa)

Recovery console:
Allow automatic
administrative
logon (KoHconb
BOCCTaHOBIIEHMS:
paspeLlmnTb
aBTOMaTUYECKUN
BXO[,

aAMUHMCTpaTopa)

OnucaHue

yoaneHHoro agMmuHuctpuposaHus Windows. NpoTtokorn
SMB nogaepxvBaeT NPOBEPKY UMEHN CybObeKTa-crnyxobl
SMB-cepBepa B 60MnbLLOM BONYHOM 0ObEKTE,
npegoctasnsemMom SMB-knneHTom, ans
npegoTBpaLleHns knacca atak npotus SMB-cepBepoB,
Ha3blBaeMbIX atTakaMu ¢ nepexsatamn. ATOT NnapameTp
BnusieT Ha SMB1 n SMB2. 31oT napametp 6e3onacHocTu
onpegensieT ypoBeHb NPOBEPKU, BblnosiHaeMon SMB-
cepBepoM Haf MMeHeM cybbekTa-cry»obl,
npegocTtasnsgaeMbiM SMB-KIMeHTOM nNpu yCTaHOBAEHUN
nocnegHum ceaHca ¢ SMB-cepepoMm. [NapameTpbi:
OTKn. - MmaA cybbekTa-cnyx6bsl SMB-knveHTa He
TpebyeTcs (He npoBepseTca) SMB-cepsepom.
MpuHUMaTL, ecnu NpeaocTaBneHo KnneHTom - SMB-
cepBep NPMHMMAET U NPOBEPSAET UMs cybbekTa-cnyxobl,
npegoctasnsemoe SMB-knmMeHToM, 1 paspeLlaeT ceaHc,
€Cnn OHO COBMAafaeT Co CMUCKOM MMEH CyOBbEKTOB-CIYX0
SMB-cepBepa. Ecnn nma HE coBnagaer, To ceaHc ans
SMB-knueHTa oTknoHsetcs. TpeboBaTb OT KNMEHTA -
SMB-knueHt JOJDKEH otnpasuTtb nms cybbekta-
cnyX6bl NpN HAaCTPOMKe ceaHca, a yKadaHHOoe UMS
AOOJTXKHO cosnagatb ¢ SMB-cepBepoM, Ha KOTOPbIN
OTnpaBneH 3anpoc Ha nogkntoveHne. Ecnm nus
cybObeKkTa-cnyxobbl He ykazaHO KIMEHTOM UK OHO He
coBMagaeT, CeaHC OTKIOHSETCS.

OT0T napameTp 6e30nacHOCTU onpeaenseT, HY>KHO Nn
yKasblBaTb Naporb y4ETHOM 3anucu «AQMUHUCTPATOP»
ANS nony4vyeHnsa goctyna k cucteme. Ecnv aToT napametp
BKITOMEH, KOHCOMb BOCCTAHOBMEHUS He TpebyeT BBOAa
naporsi, N03BOSSASA BbINOMHATbL BXOA B CUCTEMY

aBTOMaTU4YECKW.

3HauyeHue

Disabled
(OTknNtoYEH)




Monutuka

Recovery console:

Allow floppy copy
and access to all
drives and all
folders (KoHconb
BOCCTaHOBIIEHUS:
paspeLwmnTb
KonvpoBaHve
ANCKET 1 JoCTyn
KO BCEM guckam u

narkam.)

OnucaHue 3HauyeHue

[Mpwn BKMAOYEHMM 3TOrO NapameTpa 6e3onacHoCTU
CTaHOBMUTCH AOCTYNHOW KoMaHaa SET KoHconu
BOCCTaHOBIIEHMS, KOTOpas NO3BOMAET 3a4aTtb
cnegyoLwime nepemMeHHble cpeabl KOHCOMNu
BoccTaHoBrneHus. AllowWildCards: no3sonsiet

NCNoNb30BaTb NOACTAHOBOYHbIE 3HAKMN ANs1 HEKOTOPbIX _
Disabled

KomaHz (Hanpumep, onga komanabl DEL). AllowAllPaths:
(OTkntoyeH)

paspeLuaeT AocTyn K nobbiM hannam n nankam
komnbtoTepa. AllowRemovableMedia: nossonsiet
KonnpoBaTtb hansibl HA CbeMHblE HOCUTENU, Hanpuvep
Ha guckeTbl. NoCopyPrompt: oTMeHS€eT Bblgauvy
npegynpexgeHnsa npu nepesanncu CyLLecTBYOLLNX
dhannos.

XypHan coobiTum

MyTb: KoHdurypaumsa komnbiotepa — NMonutukm — KoHdurypauma Windows — lNMapameTtphbl

6e3onacHocTu — XypHan coobITun

(aHrn. — Computer Configuration — Policies — Windows Settings — Security Settings — Event Log)



1=} Group Policy M
File Action View Help

e« nE Xz

=/ Indeed PAM RDS Server [DCIMNDEED-ID.LOCAL] Policy ”
4 sl Computer Configuration
4 | Policies
B[] Software Settings
" Windows Settings
B | Mame Resolution Policy
| Scripts (Startup/Shutd own)
4 Th Security Settings
[+ _:j::] Account Policies
4 :ﬂ Local Policies
b Audit Policy
I o UserRights Assignment
2 _Security Options
| Event Log
[ g Restricted Groups
b [ Systern Services

v OnucaHue NonuTuK

Monutuka OnucaHue

Maximum OT0T NnapameTp Ge3onacHoOCTM onpeaenseTt

application log size MaKCMMarnbHbIN pa3mep XypHarna cobbiTum

(MakcumanbHbIn npunoxeHun (He 6onee 4 I'b). Ha npakTuke
pasmep XypHana ncnonb3yetcsa 6onee HM3Koe orpaHnveHne (MPUMepPHO,
NPUITOXEHNI) 300 MB). NpumeyaHusa Pasmepbl dannos xypHana

AOIMKHbI ObITb KpaTHbl 64 KB. Ecnn BBEAEHO 3Ha4eHne
He kpaTHoe 64 Kb, cpeactso npocmoTpa cobbITuin
yCTaHOBUT pasmep ¢anna xxypHana, kpaTtHbl 64 Kb.
OTOT NapameTp OTCYTCTBYET B OObEKTE NOKaNbHOM
NoNUTUKN KoMnbtoTepa. Pasamep daina n cnocobd
nepesanuncu cobbiTuin B XXypHane Tpebyetcs
yKasblBaTb B COOTBETCTBMMU C BU3HEC-TpeboBaHMAMN K
TpeboBaHMsaMM 6e30MacHOCTK, onpeaeneHHbIMU Npy
pa3paboTke nnaHa 6e3onacHOCTU NPeAnpUATUS.
MoXHO peann3oBaTb 3TK NapaMeTpbl XypHana
cobbITNN Ha YPOBHE canTa, JOMEHA UMK

3HayeHue

100032 Kb




Monutuka

Maximum security
log size
(MakcumanbHbIn
pasmep XypHana
6esonacHocTn)

Maximum system
log size
(MakcumanbHbIn
pasmep
CUCTEMHOro

XypHana)

Prevent local
guests group from
accessing
application log
(3anpetntb goctyn
nokarbHOW rpynnobl
rocTem K >XXypHany

MPUNOXEHNN)

Prevent local
guests group from
accessing security
log (3anpeTtutb
AOCTYN FIoKanbHON
rpynmnbl rocTen K
XypHany

6esonacHocTn)

Prevent local

guests group from

OnucaHue

noapasnenenuns, 4tTobbl NCNonb30oBaTb NPeMMyLLLECTBA
napamMeTpoB rpynnoBON NONUTUKN.

OT1OT NnapameTp 6e3onacHOCTU onpeaenser
MaKCMMarnbHbIN pa3mep XypHarna cobbiTui
6esonacHocTn (He 6onee 4 I'b). Ha npakTuke
ncnonb3yetcsa bonee HN3Koe orpaHn4eHne (MpPUMepHoO,
300 MB).

OT0T NnapameTp 6e3onacHoOCTU onpeaenseT
MaKCMMarsbHbI pa3mep XypHarna cobbiTU CUCTEMBI
(He 6onee 4 I'b). Ha npakTuke ucnons3yetcsa 6onee
HU3Koe orpaHuyeHune (npumepHo, 300 MB).

OT1OT NnapameTtp 6e30nacHOCTN onpeaenseT, 3anpeLleH
NN FOCTAM AO0CTYN K XXypHany cobbITUIN NPUOXEHNNA.
MpymevaHns STOT napaMeTp OTCYTCTBYET B O6bekTe

NnokanbHOW NOMUTUKN KOMMbKOTEPA.

OTOT napameTp 6e30nacHOCTM ONpeaensieT, 3anpeLLleH
NN rOCTAM AO0CTYN K XXypHany cobbiTuin 6e3onacHoCTu.
[MprMevaHnst OTOT napamMeTp OTCYTCTBYET B OObEKTE

NoKanbHOW NOMUTUKK KOMMNbIOTEP

OTOT napameTp 6e30nacHOCTM ONpeaernsieT, 3anpeLLleH

1NN TOCTSIM AOCTYN K XKypHany cobbITUA CUCTEMBI.

3HauyeHue

100032 Kb

100032 Kb

Enabled

(Bkntoyen)

Enabled

(BkntoyeH)

Enabled

(BkntoyeH)




Monutuka

accessing system
log (3anpeTtutb
AOCTYN NOoKanbHOu
rpynmnbl rocTen K
XypHany cucTtemsbl)

Retention method
for application log
(MeTon
COXpaHeHMs
cobbITun B
XypHane
NPUITOXEHNI)

OnucaHue

MprMevaHnss OTOT NnapamMeTp OTCYTCTBYET B 0ObeKTe
rloKanbHOM NOMUTUKN KOMMNblOTEpPa.

OTOT napameTp 6e3onacHoOCTM onpeaensieT cnocod
nepesanucu XypHarna npunoxeHun. Ecnu
apXMBMpPOBaHME XypHana NpunoXeHun He
BbIMOMHSETCS, BKITIOMUTE B AUANOrOBOM OKHE
«CBovicTtBay aTON NONUTUKK onumio «OnpenennTb aToT
napamMeTp NMonUTUKUY, a 3aTeM BblibepuTe 3Ha4YeHne
«lMepenucbiBaTb cobbLITUA NpK HeobBxoanmocTuy». Ecnn
apXxMBMpPOBaHMWE XypHarna BbINOSHAETCS Yepes
3aaHHbIe NPOMEXYTKN BPEMEHMU, BKITHOUNTE B
AnanoroBomM okHe « CBOMCTBa» 3TOM MOMAUTUKM OMLMIO
«OnpenennTb 3TOT NapaMeTp NONMUTUKMY», a 3aTeM
BblbepuTe 3HayeHne «3aTtupaTtb cTapble cobbiTMs Mo
OHAM» U YKaXKUTe HY>KHOE YMCIOo AHEN C NMOMOLLbIO
napametpa «CoxpaHeHne cobbITui B XXypHane
nNpuoXxeHnny. Yéeantecb B TOM, 4TO MakCUMarnbHbIN
pasmep XypHarna npunoXXeHnn JOCTaTOMHO BENUK,
YTOObI OH HEe BbIfT AOCTUTHYT B TEYEHNE ITOrO
npomexyTka BpemeHu. Ecnu TpebyeTcst coxpaHsTb B
XXypHane Bce cobbITus, BKOYMTE B AMANIOTOBOM OKHE
«CBoncTtBay aTon NnonuTukM onumo «OnpenenuTb aToT
napamMeTp NonMTUKNY, a 3aTeM BblibepuTe 3Ha4YeHne
«He nepenuceiBatb COBLITUSA (OUUCTUTD XypHan
BPY4HY0)». Mpun BbIGOPE 3TOr0 BapmaHTa XXypHarn
TpebyeTcs ounwatb Bpy4YHyto. B aTom cnyyae nocne
OOCTMXKEHNA MakCMMarbHOro pasMmepa XXypHana
HOBble COObITMSA OTKINOHSATCA. [NMpumedaHme. IToT
napamMeTp OTCYTCTBYET B OObEeKTe SIoKarnbHOM

NOJNMMTUKN KOMMNbLOTEPA.

3HauyeHue

As needed
(3aTupatb
cTapble cobbITus
no
HeobxoamMmocTH)




Monutuka

Retention method
for security log
(MeTog
COXpaHeHus
cobbiTun B
XypHane

6esonacHocTK)

Retention method
for system log
(MeTog
coxpaHeHve
cobbiTun B
CUCTEMHOM

XypHane)

OnucaHue

OT0T NnapameTp 6e3onacHoOCTM onpeaenseT cnocob
nepesanncu xypHarna 6esonacHocTu. [pumeyaHus.
OTOT NnapameTp OTCYTCTBYeT B OObEKTE NTOKanbHON
NONMUTUKM KOoMMbloTepa. YToBbl nonyyYnTb JOCTYN K
XypHany 6e3onacHocTu, nonb3oBaTernb AOMKEH
obnagatb NpaBoM «YnpasreHne ayguToM U XXypHanom

©e3onacHoCTUY.

OT0T NnapameTp 6esonacHoOCTU onpeaenseT cnocob
nepesanncu xypHana cuctemsl. lNpumevarHne. 3ToT
napameTp OTCYTCTBYeT B OObeKkTe NoKasrbHOM

NOJINTUKNA KOMMbKOTEPA.

3HauyeHue

As needed
(8atupatb
cTapble cobbITUS
no
HeobXxoaMMoCTK)

As needed
(3aTupatb
cTapble cobbITuSA
no
HeobxoamMmocTn)

CuncrtemMHble CnyX0Obl

MyTb: KoHdurypaums komnbsiotepa — NMonutukm — KoHdurypauma Windows — lNMapameTtphbl
6e3onacHocTu — CucTeMHble CrnyXObl

(aHrn. — Computer Configuration — Policies — Windows Settings — Security Settings — System Services)



8 Group Policy M:
File Action View Help

e HE Xz

5[ Indeed PAM RDS Server [DCINDEED-ID.LOCAL] Policy #
4 el Computer Configuration
4 | Policies
B [ | Software Settings
a [ Windows Settings
- [ | Mame Resolution Policy
| Scripts (Startup/Shutdown)
4 Th Security Settings
[+ _:j::] Account Policies
4 :ﬂ Local Policies
b Audit Policy
b | UserRights Assignment
| Security Options
i EventLog
o Restricted Groups
I ‘4 System Services
[ g Registry
i g File System

v OnucaHue NonuTuK

Nmsa cnyx6bl (Pexxum 3anycka cnyxobl)

Routing and Remote Access (Startup Mode: Disabled)
MapLpyTrsaumsa u yganeHHsin goctyn (Pexum 3anycka:
3anpeLueH)

Special Administration Console Helper (Startup Mode: Disabled)

Moaynb NoAAepXKKM cneLmanbHON KOHCONM agMUHUCTPUPOBaHUS

(Pexxvm 3anycka: 3anpeLueH)

SNMP Trap (Startup Mode: Disabled) Jlosywwika SNMP (Pexwum
3anycka: 3anpeLyeH)

Telephony (Startup Mode: Disabled) TenedoHus (Pexnm
3anycka: 3anpeLieH)

Windows Error Reporting Service (Startup Mode: Disabled)
Cnyx6a pernctpaumm owmdok Windows (Pexxum 3anycka:

Pa3pelwweHus

He

onpeneneHobl

He
onpeaeneHsbl

He
onpenerneHsbi

He

onpeaeneHsbl

He
onpeaeneHsbl

Ayant

He

onpepgerneH

He
onpeaeneH

He
onpeneneH

He

onpenernex

He
onpeaeneH




Uma cnyx6bl (Pexum 3anycka cnyxobl) PaspeweHus Ayant

3anpeLyeH)

WIinHTTP Web Proxy Auto-Discovery Service (Startup Mode:

Disabled) Cnyx6a aBTomatnyeckoro obHapyxeHnsa Beb-npokcu

He He

_ onpeneneHbl onpeneneH
WIinHTTP (Pexum 3anycka: 3anpeLleH)

dauvnoBasa cucrema

MyTb: Kondurypaums komnbrotepa — NMonutukm — KoHdurypauma Windows — lNMapameTtpbl

be3onacHocTu — PannoBasa cucrtema

(aHrn. — Computer Configuration — Policies — Windows Settings — Security Settings — File System)

= Pena ETOD YINPaBAeHWA TPYTNoEbIMEK MOAMTHMEZ MM

Daiin  fJeficteme  Bug Cnpaeka

e« HE X

_EJ' Monvtika PAM GPO [PAM.INDEED-ID.LOCAL] ran obbexTa “
4 [l KoHdurypauma KomnerTepa _'gLI,EHTpanME.DEaHHan NoAWTHES 40CTyNa
4 [ Moautuim | %SystemRoot %6\ System 32\ config
B[] KoHdurypaumua nporpamm
| Kondurypaums Windows
B || MoauTuka paspewedna nmen

|£] Cuenapun (zanyck/3aeeplueHmne]
4 5 Mapamerpel BesonacHocTy

B o5 MMonuTikn yueTHex 3anuced

b [lokaneHeiE NoAMTHKK
] Kypran coberrwii
4 Tpynnel € orpaHMyeHHEIM A0CTyYNOM
4 CucTemHble cnyxGel

4 Peectp

b =T = =

o (Qaiinoean cuctema
‘4 LleHTpanusoeaHHaA NOAWUTMKE A0CTYNA
[+ _f__,.j MoawTukn npoeogHoi cetr ([EEE 802.3)
B [ Bpanamaysp Windows B peskune NoBBILLEHHC

%SystemRoot%\System32\config

v OnucaHue HacTpoek



Configure this file or folder then: Propagate inheritable permissions to all subfolders and files
(HacTtpouTb paspelueHus gnsa atoro parnna unu nanku, a 3atem: PacnpoctpaHuTb Hacnegyemble

paspeLleHnsa Ha Bce nognanku 1 ansnb)

Permissions (Pa3pelweHus)

Applies To
Type (Tun) 3HayeHue Access (JocTtyn)
(MpumeHseTca K)

This folder, subfolders
ALL APPLICATION PACKAGES Read and _ .
Allow and files (dns aton
(BCE NAKETHI Execute (UTteHne

. nanku, BNOXXEHHbIX
MPUNOXEHUN) 1 BbINOSHEHNE)

(PaspeLuuntnb)

nanok n gannos)

Subfolders and files only

Allow CREATOR OWNER Full Control
. (Tonbko 4N BAOXEHHbIX

(Paspeluuntnb) (CO3OATEJIb-BINTAOENEL) (MonHbI gocTyn) 5

nanok n gannos)

This folder, subfolders
Allow NT AUTHORITY\SYSTEM Full Control and files (dns aton
(Paspeluuntsb) (CUCTEMA) (MonHbI gocTyn) nanku, BrOXeHHbIX

nanok n gannos)

This folder, subfolders
Allow BUILTIN\Administrators Full Control and files (dns aton
(Paspewumntsb) (Builtin\AgmMuHucTpaTopbl) (MonHbIM gocTyn)  nanku, BIIOXEHHbIX

nanok v cannos)

Inheritance disabled (HacnegoBaHue oTKIO4YEHO)

Auditing (AyauT)

Type Principal Applies To
Access (OocTtyn)
(Twvn) (CybbekT) (MpumeHseTca K)
Fail Everyone Traverse Folder/Execute File, List folder / Read This folder,

(Otkas) (Bce) data, Read attributes, Read extended attributes subfolders and files




Type Principal
(Twvn) (CybbekT)

All Everyone
(Bce) (Bce)

Access (docTtyn)

(O63op nanok/BbinonHeHne gannos,
CopepxaHue nanku / YteHne gaHHbIX, YteHne
aTpubyToB, YTeHne AONONHUTENbHbIX
aTpmnbyToB)

Create files / Write data, Create folders / Append
data, Write attributes, Write extended attributes,
Delete subfolders and files, Delete, Change
permissions, Take ownership (CosgaHue
dannos / 3anuck gaHHbIx, Co3gaHue nanok /
[osanuce gaHHbIX, 3anuck atpmbyToB, 3anucb
AOMNONHUTENbHbIX aTpubyToB, YaaneHue
BMNOXEHHbIX Nanok n dannos, YaaneHne, CmeHa
paspewwennin, CmeHa Bnagensua)

Inheritance enabled (HacnegoBaHue BkMOYEHO)

Applies To
(MpumeHseTca K)

(Ons aTon nanku,
BMOXXEHHbIX Manok u

dannos)

This folder,
subfolders and files
(Ons aTon nankuy,
BNOXXEHHbIX Nanok u

dannos)

%SystemRoot%\System32\config\RegBack

v OnucaHue HacTpoek

paspeLleHunst Ha Bce noananku u daiinbl)

Permissions (Pa3pelweHus)

MPUNOXXEHWI) 1 BbINOMHEHMe)

Configure this file or folder then: Propagate inheritable permissions to all subfolders and files

(HactpouTb paspelueHuss ang atoro danna unu nanku, a 3atem: PacnpocTtpaHuTb Hacnegyemble

o Applies To
Type (Tun) Principal (CyobekT) Access (docTtyn)
(MpumeHseTcs K)
Allow ALL APPLICATION PACKAGES Read and This folder, subfolders
(PaspewunTnb) (BCE NAKETHI Execute (UTteHne and files (dns aton




Type (Tun)

Allow

(PaspewunTnb)

Allow
(PaspewunTnb)

Allow
(Paspeluuntsb)

Inheritance disabled (HacnegosaHue oTKIOYEHO)

Auditing (AyauT)

Principal (CyobekT)

CREATOR OWNER
(CO3OATEJIb-BNAOENELL)

NT AUTHORITY\SYSTEM
(CUCTEMA)

BUILTIN\Administrators
(Builtin\AgmMuHucTpaTopsl)

Type Principal
(Twvn) (CybbekT)

Fail Everyone

(Otkas) (Bce)

All Everyone

(Bce) (Bce)

Access (docTtyn)

Full Control

(MonHeIM gocTyn)

Full Control
(MonHbI gocTyn)

Full Control
(MonHbI gocTyn)

Access (docTtyn)

Traverse Folder/Execute File, List folder / Read

data, Read attributes, Read extended attributes

CogepxaHue nanku / YteHne gaHHbIX, YTteHne

(O630p nanok/BeinonHeHne ¢annos,

anVI6yTOB, YTeHne AononHUTENBbHbIX

aTpnbyToB)

data, Write attributes, Write extended attributes,

Delete subfolders and files, Delete, Change

permissions, Take ownership (CosgaHve

dannos / 3anuck aaHHbIX, Co3gaHme nanok /
[osanuck gaHHbIX, 3anuck atpmbyToB, 3anuch

Applies To
(MpumeHseTca K)

nankuy, BJ1IOXKEHHbIX

narnok n gannos)

Subfolders and files only
(Tonbko ANSA BNOXEHHbIX

nanok v ¢annos)

Subfolders and files only
(Tonbko ANS BNOXEHHbIX

nanok v ¢annos)

Subfolders and files only
(Tonbko ANA BMOXEHHbIX

nanok n gannos)

Applies To

(MpumeHseTca K)

This folder,
subfolders and files
(Ansa aton nankw,
BINOXEHHbIX MarnokK u

hannos)

Create files / Write data, Create folders / Append  This folder,

subfolders and files
(Onsa aTon nanku,
BITIOXXKEHHbIX ManokK u

hannos)




Type Principal Applies To
Access (docTtyn)

(Twvn) (CybbekT) (MpumeHseTca K)

AOMNOMHUTENbHbIX aTpubyToB, YaaneHue

BNOXEHHbIX Nanok n gannos, YaaneHue, CmeHa

paspelwleHnin, CmeHa BnagenbLa)

Inheritance enabled (HacneposaHue BkMOYEHO)

PeecTp

MyTb: KoHdurypaums komnbiotepa — Monutukn — KoHdurypauma Windows — lNMapameTtpbl

6e3onacHocTn — PeecTp
(anrmn. — Computer Configuration — Policies — Windows Settings — Security Settings — Registry)

File Action View Help

o« nE X2

|=[ Indeed PAM RDS Server [DC.INDEED-ID.LOCAL] Policy

4 i Computer Configuration
4 [ Policies
B[] Software Settings
4 [ Windows Settings
I [ | Mame Resclution Policy
=i Scripts (Startup/Shutdown)

4 S Security Settings
[ _]f] Account Policies
b | Local Policies
t- =i EventLlog
t- [ Restricted Groups

‘i System Services
b | Registry |

[+ _f__;.J' Wired Metwork (IEEE 2802.3) Policies

MACHINE\SOFTWARE

v OnucaHue HacTpoek




Configure this key then: Propagate inheritable permissions to all subkeys (HactpouTb 3TOT pasaen:

PaCI'IpOCTpaHVITb Hacnegyemble pa3pelleHna Ha BCe I'IO,D,p&SLI,eJ'IbI)

Permissions (Pa3pelieHus)

Type (Tun)

Allow

(PaspewunTnb)

Allow

(PaspeLuunTsb)

Allow

(PaspewunTnb)

Allow
(PaspewunTnb)

Allow
(PaspewunTnb)

Principal (CyobekT)

BUILTIN\Administrators
(BuiltinNAgmuHucTpaTopbl)

CREATOR OWNER
(CO3IATENb-BNALENEL])

NT AUTHORITY\SYSTEM
(CUCTEMA)

BUILTIN\Users
(Builtin\Nonb3osatenu)

ALL APPLICATION PACKAGES
(BCE MAKETbI MPUMNOXEHWI)

Inheritance disabled (HacnegoBaHue oTKOYEHO)

Auditing (AyauT)

Type
(Tun)

All (Bce)

Access
(RocTyn)

Full Control

(MonHbIN

AocTyn)

Full Control
(MonHbBIn
A0CTyn)

Full Control
(MonHbIn
AocTyn)

Read
(YteHne)

Read
(Ytenue)

Principal
Access (docTyn)
(CybbekT)
Everyone Create Subkey, Create Link, Delete, Read
(Bce) permissions, Change permissions

Applies To

(MpumeHsieTcs K)

This key and subkeys
(3TOT pasgen u ero

nogpasgensbl)

Subkeys only (Tonbko

nogpasgensl)

This key and subkeys
(3TOT pasgen u ero
nogpasgensl)

This key and subkeys
(3TOT pasgen u ero
nogpasgensl)

This key and subkeys
(3TOT pasgen u ero
nogpasgensbl)

Applies To
(MpnmeHseTcs K)

This key and subkeys

(3TOT pasgen u ero




Type
(Tun)

Success
(Ycnex)

Principal
Access (docTtyn)
(CybbekT)
(CosgaHve nogpasgena, CosgaHune cBA3n,
YnaneHue, YteHue paspelwieHmin, CMeHa
paspeLleHnin)
Everyone
Set Value (3agaHue 3HayeHus)
(Bce)

Inheritance enabled (HacnegoBaHue BKkMOYEHO)

Applies To
(MpumeHseTca K)

noapasaensbl)

This key and subkeys
(3TOT pasgen u ero
nogpasgensbl)

MACHINE\SYSTEM

v OnucaHue HaCcTpoeK

Configure this key then: Propagate inheritable permissions to all subkeys (HactpouTb aTOT pasgen:

PacnpocTpaHuTb Hacnegyemble paspeLleHns Ha Bce noapasaernsl)

Permissions (Pa3pelweHuns)

Type (Tun)

Allow
(PaspeluunTnb)

Allow
(PaspewnTnb)

Allow
(PaspewunTnb)

o Access
Principal (Cy6bekT)
(AocTyn)
. Full Control
BUILTIN\Administrators .
o (MonHbBIN
(Builtin\AgmuHucTpaTopbl)
AocTyn)
Full Control
CREATOR OWNER 5
(MonHbIN
(COBOATEJIb-BITALOENEL)
A0CTyn)
Full Control
NT AUTHORITY\SYSTEM 5
(MonHbIN
(CUCTEMA)

AocTyn)

Applies To
(MpumeHsieTcs K)

This key and subkeys
(3TOT pasgen u ero
nogpasgensl)

Subkeys only (Tonbko
nogpasgensl)

This key and subkeys
(3T1OT pasgen u ero
nogpasgensl)




Auditing (AyauT)

Type Principal
(Twvn) (CybbekT)
Everyone
All (Bce) E
(Bce)
Success Everyone

(Ycnex) (Bce)

Access

Type (Tun) Principal (CyobekT)
(AocTyn)
Allow BUILTIN\Users Read
(PaspewunTnb) (Builtin\Nonb3oBatenu) (YteHne)
Allow ALL APPLICATION PACKAGES Read

(Paspewnts)  (BCE MAKETbI MPUNOXEHUN) (Utenue)

Inheritance disabled (HacnegoBaHue oTKIO4YEHO)

Access (OocTtyn)

Create Subkey, Create Link, Delete, Read
permissions, Change permissions
(CospaHve nogpasgena, CosgaHune cBAsn,
YpaneHnue, YteHne paspelueHnin, CmeHa
paspeLueHnin)

Set Value (3apgaHue 3HaveHus)

Inheritance enabled (HacnegosaHue Bknto4eHo)

Applies To
(MpumeHseTca K)

This key and subkeys
(3TOT pasgen u ero

nogpasgensl)

This key and subkeys
(3TOT pasgen u ero

nogpasaensl)

Applies To
(MpnmeHseTcs K)

This key and subkeys
(3TOT pasgen u ero

noapasaensbl)

This key and subkeys
(3T1OT pasgen u ero
noapasaensbl)

MACHINE\SYSTEM\CurrentControlSet\Control\SecurePipeServers\winreg

v OnucaHue HacTpoek

Configure this key then: Propagate inheritable permissions to all subkeys (HactpouTb 3TOT pasaen:

PacnpocTtpaHuTtb Hacnegyemble pa3pelleHna Ha BCe I'IO,D,pa3Ll,eJ'IbI)




Type (Tun)

Allow

(PaspewnTnb)

Allow
(PaspewunTnb)

Allow
(PaspewunTnb)

Allow
(PaspeluunTsb)

Allow
(PaspewnTnb)

Auditing (AyauT)

Permissions (Pa3pelweHus)

Principal (Cy6bekT)

BUILTIN\Administrators

(Builtin\AgmuHucTpaTopbl)

CREATOR OWNER
(CO3OATEINb-BINALENEL)

NT AUTHORITY\SYSTEM
(CUCTEMA)

BUILTIN\Users
(Builtin\Nonb3oBaTtenu)

ALL APPLICATION PACKAGES
(BCE MAKETbI MPUNOXEHWI)

Inheritance disabled (HacnegoBaHue oTKIOYEHO)

No auditing specified (He 3apaH)

Access

(AocTyn)

Full Control
(MonHbIN
AocTyn)

Full Control
(MonHbIN

AocTyn)

Full Control
(MonHbIN

AocTyn)

Read
(YteHue)

Read
(YteHne)

Applies To

(MpumeHseTca K)

This key and subkeys
(3TOT pasgen u ero
nogpasgensl)

Subkeys only (Tonbko
nogpasgensbl)

This key and subkeys
(3TOT pasgen u ero
nogpasgensol)

This key and subkeys
(3TOT pasgen u ero
nogpasgensbl)

This key and subkeys
(3TOT pasgen u ero

nogpasgensl)

KoHdurypauusa pacwuumpeHHON NoNNTUKN ayauTa

MyTb: KoHdurypaums komnbrotepa — Monutukm — KoHdurypauma Windows — lNMapameTtpbl

6e3onacHocTn — KoHcmrypaumsa paclumpeHHOM NONUTUKN ayauTa




(anrm. — Computer Configuration — Policies — Windows Settings — Security Settings — Advanced Audit
Configuration)

File Action View Help
= 7|

F
F

Public Key Policies ”
Software Restriction Policies
[+ Metwork Access Protection
B Application Control Policies
L‘g IP Security Policies on Active Directory (INDEEL
4| | Advanced Audit Policy Configuration

4 1N Audit Policies

|24 Account Logon

Account Managernent
Detailed Tracking
D5 Access
Legon/Legoff
Object Access
Policy Change

ul
ul
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Privilege Use

System

|z Global Object Access Auditing
B glll Folicy-based Cob

el el e e e

Bxopf y4yeTHOM 3anucu

(anrm. — Account Logon)

v OnuncaHue NonuTuK

MonuTtuka OnucaHue 3HauyeHue

T0T napamMmeTp NosIMTUKMN NOo3BOJIAET BECTU ayauUT cobbITnN,

BO3HUKAKOLLMX MPW NpoBepKe YYETHbIX AaHHbIX A4 BXO4a

Audit Credential y4YeTHoM 3anucu nonb3osarens. CobblTns aToN nogxKareropmm =
Validation (AyauT  BO3HMKAOT TOMBKO Ha KOMMbIOTEPAX, 3aCIyKMBAOLLINX Fu_TceSS’
nposepku A0Bepusa AN 3TUX YYETHbIX AaHHbIX. [Ina y4eTHbIX AaHHbIX ;I Hre
yYeTHbIX AiOMeHa COOTBETCTBYIOLLMMM MOMHOMOYMAMM obnagaet (Ocnex,
AGHHBIX) KOHTPONep AoMeHa. [ns NokanbHbIX YH4eTHbIX 3anucen Tkas)

COOTBETCTBYHOLLMMUN MOSTHOMOYMAMY 0ONafaeT NoKanbHbI
KOMMbtoTEp.




Hee. I3meHeHne Tuna rpynnbl pacnpocTpaHeHn4.

MonuTtuka OnucaHue 3Ha4yeHune
Audit Other 5
Opyrne cobbiTna Bxofa y4eTHbIX 3anucen STOT napameTp
Account Logon . Success,
NONMUTUKN NO3BOSMSAET BECTU ayaUT COOLITUIN, BO3HUKAOLLIMX )
Events (Ayout . Failure
5 Npv NonyYeHUn OTBETOB Ha 3anpockbl O BXOAE Y4ETHOW 3anucu
Apyrmx cobbiTum (Ycnex,
Nonb30BaTenNsi B CUCTEMY, HE OTHOCSILLMECS K MPOBEPKE
BXOAa YYETHbIX OTkas)
5 YYEeTHbIX AaHHbIX 1 He sBnawmecs bunetamu Kerberos.
3anucen)
YnpaBneHue y4eTHbIMU 3annUCcAMMU
(aHrn. — Account Management)
v OnucaHue NonuTuK
Monutuka OnucaHue 3HauyeHue
Audit Application OTOT napameTp NONMTUKM NO3BOMSET BECTU ayaAnUT COObITUN, s
uccess,
Group Management BO3HUKAOLLMX MPY BbINOMHEHUMN CREAYIOLNX U3MEHEHUN Eail
ailure
(AyauT ynpasneHus rpynn npunoxeHun: CosgaHve, UaMeHeHue unu yaaneHve v
cnex,
rpynnamm rpynnbl npunoxeHun. [jobasneHve unv yaaneHue yneHa B o )
TKa3
NPUITOXEHNI) rpynne npuiioXxeHuin.
Audit Computer
Account OTOT napameTp NOMMTUKN NO3BOMSET BECTU ayanuT cobbiTnii,  Success,
Management (Ayaut BO3HMKAKOLLNX MPU U3MEHEHUN YYETHbIX 3anucen Failure
yrnpaBneHusi KOMMbIOTEPOB, HAaNpPUMep, Npy UX CO34aHNN, N3MEHEHNUN (Ycnex,
yYeTHbIMU 3anucsamm NN yganexuu. OTkas)
KOMMbIOTEPOB)
Audit Distribution OTOT NapameTp NONUTUKN NO3BOMSET BECTM ayanT cobblTuin,  Success,
Group Management BO3HMKAIOLLMX NPU BbINOMIHEHUN CNeayLLNX U3MEHEHN Failure
(AyauT ynpasneHus rpynn pacnpoctpaHeHus: Co3gaHue, u3mMeHeHne nnm (Ycnex,
rpynnamm yAaneHue rpynnsl pacnpocTpaHeHus. [lobasneHune OTka3)
pacnpocTpaHeHus) y4yacTHUKa B rpynny pacnpoCTpaHeHUs Unu yganeHme m3




Monutuka

Audit Other Account
Management Events
(Ayout opyrmx
cobbITnN
ynpaBneHuns
YYETHBIMN

3anncamm)

Audit Security Group
Management (Ayout
ynpaBneHus
rpynnamm
6esonacHocTn)

Audit User Account
Management (Ayaut

ynpaBneHuns

OnucaHue

MpumeyaHne. CobbITUA 3TOM NogkaTeropun
perncTpupytoTCs TONbKO Ha KOHTpoMepax AoOMeHa.

OTOT NapameTp NONUTUKN NO3BOMSET BECTU ayanT cobbITUN,
BO3HUKAIOLLMX NPY BbINOMHEHUN OPYIUX NU3MEHEHWI
YYETHbIX 3anncen Nnonb3oBaTens, He yKasaHHbIX B 3TOM
kateropuu: ObpalleHme K XaLy napons Ans y4eTHon
3anucu nonb3osBarend. Jta onepaunst 00bIYHO
BbIMOSTHAETCSA NpU MUrpauum napornemn ¢ UCnonb30BaHNEM
cpeactsa ynpasrneHus Active Directory. Beizos API
NpPOBEPKU MONUTUKK naposnen. Bbi3oB aTon PyHKUNN MOXET
BbINOMHATLCSA NPW aTtakax B TeX criyvasx, korga
BPEe4OHOCHOE NPUNOoXeHUe NpoBepsaeT NONUTUKY, YTOObI
YMEHbLUNTb YMUCIO NOMNbITOK BO BPEMS CIIOBAapHOM aTaku.
M3meHeHunsa rpynnoBon NOAUTUKM AOMEHA MO YMOMYaHMo No
cnegylowmm NyTam rpynnoBon nonutukun: KoHdurypaums
komnbtoTepa\llapametpbl Windows\lNapameTpbl
B6esonacHocTM\IMoONNTUKM yYeTHbIX 3anncen\lNonnTmnkm
naponen KoHdurypauus komnbetotepa\llapameTpbl
Windows\lNapameTtpbl 6e3onacHocTm\lapameTpbl y4ETHbIX
3anucen\lNonuTtunka GIOKMPOBKN YYETHbBIX 3anucen
MpumeyaHne. CobbiTne ayanta 6esonacHoCcTH
pPErMcCTpMpyeTCca B Criydae NpMMeHeHus napameTpa
nonuTukn. Bo Bpemsa nameHeHus napameTpoB coOObITUSA He

PerncTpupyrTCs.

OTOT NnapameTp NONMTUKN NO3BONSET BECTU ayaAnUT CODbLITUIA,
BO3HMKAIOLLMX MPU BbINOMHEHUN CNEAYOLWMX N3MEHEHWI
rpynn 6esonacHoctn: Co3gaHune, 3AMeHeHNe UnNu yaaneHue
rpynnbl 6e3onacHocTu. [lobaBrneHme y4acTHuKa B rpynmny
GesonacHoCTM unu yganeHue u3 Hee. VIameHeHne Tuna
rpynnbil.

OTOT NnapameTp NONMUTUKN NO3BONSET BECTU ayanT
N3MEHEHWIN, BHOCUMBbIX B YYETHbIE 3aMnMCK NoNb3oBaTeNeNn.
OTtcnexuBatoTcsa cnegytowme cobbitms: CosgaHue,

3HauyeHue

Success,
Failure
(Ycnex,
OTkas)

Success,
Failure
(Ycnex,

OTtka3)

Success,
Failure




Monutuka OnucaHue 3Ha4yeHune
yYeTHbIMU 3anucsamm N3MeHeHWe, yaaneHne, nepeuMeHoBaHme, OTKIIYEHne, (Ycnex,
nonb3oBaTenen) BKItoYeHMe, Br1OKMpOBKa N CHATUE BITOKMPOBKUN YYETHbBIX OTkas)

3anuncen. YcTaHoOBKa U N3MeHeHue napons y4eTHon
3anucu nonb3osarens. [lobasneHve naeHtTudgumkaropa
6e3onacHocTu (SID) k xxypHany SID y4yeTHon 3anucu
nonb3oBaTens. YCTaHOBKa Napons Ans pexuma
BOCCTaHOBMeHus crnyx6 katanoros. iameHeHve
paspeLLeHnin Ans Y4eTHbIX 3anMcen agMUHUCTPaTopOB.
ApxmBaLmsa UM BOCCTaHOBMEHWE YYETHbIX AaHHbIX
ancneryepa yy4eTHbIX aHHbIX.
Bxop / Bbixop
(aHrn. — Logon / Logoff)
v OnncaHue nonuTuk
MonuTtuka OnucaHue 3Ha4yeHune
OTOT NnapameTp MOSIMTUKN NO3BOMSET BbINONHATL ayauT
cobbITWI, CO34aHHbIX NPWU HEYAAYHOW NOMbITKE BXO4A B
Audit Account BGNOKMPOBaHHYO YYETHYIO 3anncb. Ecnun aToT napameTp s
uccess,
Lockout (Ayaut MOMUTUKN HACTPOEH, TO B Cry4ae, Koraa BXOA B KOMMNbIOTEP C —
ailure
BnoknpoBkm YYETHOM 3annchbio HEBO3MOXEH N3-3a BITOKMPOBKM 3TON YYETHON i
cnex,
YYETHbIX 3anucu, cosgaetcd cobbiTne ayamTta. YcnelwHble U HeygadHble o )
TKa3
3anucen) cobbITMA ayauTa perMcTpmpyroTcsl B COOTBETCTBYIOLLMX 3anncsX.
CobbITMa BXxoga B CUCTEMY BaKHbI OS5 NOHUMaHUS AeACTBUN
nornb3oBaTens U 0bHapyXeHuUsi BO3MOXHbIX aTak.
Audit Logoff OTOT napameTp NONUTUKN NO3BONSIET BECTU ayaUT COObITUMN, Success,
(AyauT BbIXOAA BO3HUKAIOLLMX NPU 3aKPbITUM CeaHca BXoda B CUCTEMY. OTH Failure
N3 CUCTEMbI) COBbITMS BO3HMKAIOT Ha KOMMbIOTEPE, K KOTOPOMY (Ycnex,
ocyLecTBnancsa goctyn. [1py MHTepakTMBHOM BbiXoAe U3 OTka3)

cucTtembl cobbiTne ayaunTta ©e30nacHOCTN BO3HMKAET Ha




MonuTtuka OnucaHue 3HauyeHue

KOMMbIOTEPE, HA KOTOPbIN BbIMOMHEH BXOM C UCMOMb30BaHNEM
YYETHOW 3anucu nonb3oBatens. Ecnv aToT napameTp NONUTUKK
HacTPOeH, cobbITe ayanTa BO3HUKAET MNPy 3aKpbiTUM ceaHca
BXOAa B CUCTEMY. YCMELUHbIE N HeYOaYHbIe NOMbITKM 3aKPbITUS
CeaHCOB PErmcTpupyrTCs B COOTBETCTBYOLMUX 3anuncsx. Ecnu
3TOT NapameTp MONUTUKM HEe HAaCTPOEH, NPU 3aKPbITUN ceaHca
BXO4a B CUCTEMY HUKaKMe COObITUS ayauTa He BO3HMKALIOT.

OTOT NnapameTp NOfUTUKN NO3BONSIET BECTU ayaAnUT COObITUN,
BO3HMKAIOLLMX MPU NOMbITKE BXOA4A B CUCTEMY C
MCMoNb30BaHMEM YYETHOW 3anucu nonb3oeatens. CobbiTus
3TOW MogKaTeropumn cBsidaHbl C CO34aHNEM CEaHCOB BXOAa B
CUCTEMY M BO3HMKAIT Ha KOMMbIOTEPE, K KOTOPOMY
ocyuwiecTBnsieTcs gocTyn. [Mpu MHTEpaKTMBHOM BXO4e B CUCTEMY
cobbITne aygmta 6e30nacHOCTM BO3HUKAET Ha KOMMNbIOTEPE, Ha
KOTOPOM BbIMOSIHEH BXOZ C UCMOMb30BaHMEM YYETHOW 3amnuncu.

lMpun BXOAOe B ceTb, Hanpumep npu obpaleHnn K obLien nanke B

Audit Logon ceTun, cobbITe ayanta 6e30nacHOCTM BO3HUKAET Ha iui:cess,
(AyouT Bxoga B KOMMblOTEpPE, Ha KOTOPOM pasMeLLaeTcsa pecypc. ;I e
cucTemy) OTtcnexuBatotca criegyrowime cobbiTvs: YenelHble NonbITKN E)cnex,

BXO4a B cucTeMy. HeyaayHble NOnbITKM BXO4a B CUCTEMY. T*a2)

MonbITKM BXOOA B CUCTEMY C UCMOSTb30BAHNEM SIBHO YKa3aHHbIX

YYETHbIX AaHHbIX. OTO COObITUE BO3HUKAET NPW NOMbITKE BXOAa

npouecca B yY4ETHYIO 3anNuUCh C ABHbIM yKa3aHUEM

COOTBETCTBYHOLLMX YYETHbIX AaHHbIX. OObIYHO 3TO cObbITNE

BO3HWKAET B KOHMUrypaLmsx nakeTHoro Bxoga B CUCTEMY,

HanpMMep npu BbIMNOSTHEHUN 3anfaHMPOBaHHbIX 3a4a4 Unu

komaHa RUNAS. 3anpet Ha BXxof B cMCTeMy B pesynbrate

dunsTpaunmn ngeHtTndmkatopoB 6esonacHocTn (SID).
Audit Network OTOT napameTp MOMMTUKN NO3BOMSET BECTU ayAnUT COObITUN, Success,
Policy Server BO3HMKAIOLLINX MNPW BbINOMTHEHUN 3aMpoCOB Ha OOCTYN Failure
(AyouT cepBepa nonb3osatenen no npotokonam RADIUS (IAS) u 3awmThbl (Ycnex,
NOMUTUKN CETN) poctyna Kk cetn (NAP). OTcnexmBaroTcst 3anpochl Ha OTkas)

npenocTtaBrieHne, otkas, OT3bIB, NOMeELLEHNE B KapaHTUH,

BGnoknpoBKy 1 pa3brnokMpoBKy. Ecrniv aTOT napameTp NoONnTUKK




MonuTtuka OnucaHue 3HauyeHue

HacTpoeH, cobbiTue ayamMTa BO3HUKaET AN KaXaoro 3anpoca Ha
[ocTtyn nonb3oBatenen no npotokony IAS nnm NAP. YcnewHble
N HeydayHble 3anpockl HAa JOCTYM Nonb3oBaTteren
PErNCTPUPYIOTCH B COOTBETCTBYHOLLMNX 3annCsX.

OTOT NnapameTp MOSIMTUKN NO3BOMSET BECTU ayauT APYrnx
cobbITUIA BXOoAa 1 BbIXOA4a, KOTOPbIE HE perynupyroTcs
napameTpoM nonuTukn «Bxoa/Bbixogy», Hanpumep: 3aBepLueHue

CeaHCoB CJ'Iy)K6 TEPMUHAIOB. CospgaHne HOBbLIX CeaHCcoB CJ'Iy)K6

Audit Other .
TepMuHanoB. briokupoBka 1 oTmeHa 6nokMpoBKK paboyen
Logon/Logoff Success,
cTaHumun. Bbi3oB 3actaBku. OTKNOYEHUE 3aCTaBKU. _
Events (Aygut Failure
. O6HapyxeHune ataku Kerberos ¢ noBTopeHMeM NakeTos, Npu
ApYrmx cobbITui 5 (Ycnex,
KOTOpou ABaxabl oTnpasnaeTcs 3anpoc Kerberos ¢
BXoda u OTkas)
) OOVHAaKOBbIMU AaHHbIMU. OTO COCTOSAHNE MOXET OblTb CBA3aHO C
BbIxO4a .
HenpaBubHbIMW HacTporikamu ceTu. [NpegocTaBneHme goctyna
K 6ecnpoBOAHON CETU YYETHOW 3anucuy nosb3oBaTerns unm
komnbtoTepa. lNpegoctaBneHne 4ocTyna K NpoOBOgHOW CETU
802.1x yyeTHOM 3anuncu rnorb3oBarterns Unn KomMnbTepa.
OTOT napameTp NONMTUKN NO3BONSET BECTU ayaAUT COBbITUN,
BO3HMKAOLLMX MPU BbINOMHEHUM TakMX onepaumi cneumanbHoro
BXOAa, kak crnegyowme: Mcnonb3oBaHne cneynansHoOro Bxoaa,
TO eCTb BXO[4a B CUCTEMY C MpaBamu, aHanorm4yHbIM1 npaeam
) _ afMUHUCTPaTopa, KOTOPbIA MOXET UCMONb30BaTbCA AN
Audit Special Success,
MOBbILLIEHMS YPOBHS npouecca. Bxoa B cuctemy yvyactHuka _
Logon (Aygut . Failure
crneumanbHon rpynnel. [pyn ncnone3oBaHmmM crieumarnbHbIX rpynmn
cneuymanbHoro . (Ycnex,
obecne4ymBaeTcsi BO3HMKHOBEHME COObITUMI ayauTa nNpu BXoge B
BX0Aa) OTka3)

CeTb y4YacTHMKa KOHKPETHOW rpynnel. B peectpe MOXHO
HacTpouTb CNUCOK naeHTudmukatopos 6esonacHocTn (SID)
rpynnel. CobbiTue pernctpupyeTcsa B TOM Criyyae, ecrv K TOKeHy
nobGaeneH oavH M3 3agaHHbIx naeHTudukaropos SID n
BKITIOMEHa 3Ta nogkaTeropus.

OocTtyn K o6bekTam



(aHrn. — Object Access)

v OnucaHue NonNuTKK

Monutuka

Audit Application
Generated (Ayant
cobbiTun,
co3gaBaeMblX

NPUNOXEHNSIMN)

Audit Certification
Services (Ayaut
cnyx6
cepTudmkaumm)

OnucaHue

OTOT NnapameTp NonUTUKM obecnedmnBaeT ayanT NPUOXEHUHN,
KOTOpble BbI3bIBalOT COBLITUS C UCMOMNb30BaHMEM
nporpamMmmHbIX MHTepdencos ayauta Windows. 3Ta
noAKkaTeropusi UCNorb3yeTcs Ang perncrpaumm cobbiTum
ayauTta, KoTopble CBA3aHbl ¢ paboTon NpUNOXeHUN,
NCMOsb3yOLWLMX NporpaMMHbIe UHTepdencol ayanta
Windows. OTcnexusatotrcs creytolme codbiTus 3Ton
nogkateropun: CosgaHne KOHTEKCTa KNMeHTa NpUnoXeHus.
YaaneHvne KoOHTeKCTa KnueHTta npunoxeHus. MiHumanmnsaums
KOHTEKCTa KnueHTa npunoxeHus. Jpyrne onepauyum
NPUNOXEHN C UCMOMNb30BaHMEM MPOrpamMMHbIX UHTEpPdENCOB

ayamta Windows.

OTOT NapameTp NonUTUKM obecneynBaeT ayant onepaummn
cnyx6 ceptudukaumm Active Directory (AD CS). K
onepaumsam AD CS oTHocaTca crneayrowme: 3anyck,
3aBepLueHne paboTbl, pe3epBHOE KONUPOBaHWE 1
BoccTaHoBrneHue cnyx6 AD CS. MiameHeHune cnncka oT3biBa
ceptmudumkatos (CRL). 3anpockl HOBbIX CEPTUMKATOB.
Bblgaya ceptudpumkara. OT3bIB ceptudunkara. MiameHeHne
napameTpoB AgucneTyepa ceptudukaToB ansa cnyxo6 AD CS.
N3meHeHne koHdurypaumm cnyx6 AD CS. MiameHeHne
wabnoHa cnyx6 ceptudumkaummn. Mmnopt ceptudumkara.
Mybnukauna cepTudukata UeHTpa ceptudmkaunm B
AoMeHHbIX cnybax Active Directory. 3ameHeHne
paspeLueHnin 6esonacHoctn ans cnyx6 AD CS. ApxuBauus
knoya. Mmnopt kntoya. N3BneveHune knoda. 3anyck criyxobl
otBeToB OCSP. OcTtaHoBka cnyx6bl otBeToB OCSP.

3HaueHue

Success,
Failure
(Ycnex,
Otka3)

Success,
Failure
(Ycnex,
OTkas)




Monutuka

Audit Detailed File
Share (Ayout
cBegeHun od

obem dannosom
pecypce)

Audit File Share
(AyouT obuiero
dhannoBoro
pecypca)

Audit File System
(AyauT dannoson

CUCTEMBI)

OnucaHue

OTOT NnapameTp NONUTUKN NO3BOMSIET BECTM ayaAnUT MOMbITOK
AocTtyna K pbannam n nankam B obwmx nankax. Napametp
NMo3BONSIET NPOTOKONMPOBAaTL COOLITUA Npy NOOK NoNbITKe
obpalleHus K dpanny unm nanke, B TO BpeMs Kak napameTp
«O0OLwme nankmM» 3anucbiBaeT TONMbKO 04HO cobbiTne ons
ntoboro NOAKIOYEHUS, YCTAHOBAEHHOIO MEXAY KITIMEHTOM n
obwen nankon. B cobbiTusa ayauta atoro napameTtpa
BKNtOYaOTCA NOAPOOHbIE CBEAEHMS O paspeLleHnsx nnm
APYrMX KpUTEpUsax NnpeaocTaBneHns Unu 3anpeta goctyna.
Ecnun 310T NnapameTp HacTpoeH, Npy NonbiTke obpalleHns K
danny unm nanke B obLLern nanke BO3HUKaeT cobbiTne
ayguTa. AOMUHUCTPATOP MOXET BKITHOYNUTL BbIMOSTHEHUE

ayanTa ana ycnewHoro BbIMoJIHEHUA, OTKa3a Ui Toro m

apyroro. NMpumedaHue: [Ins obwux nanok He NPeayCMOTPEHbI

CUCTEMHbIe crnucku ynpasnenuna goctynom (SACL). Ecnu atot

napamMmeTp NOJIMTUKN BKITKOYEH, BbIMNMOJTHAETCA ayauT O0CTyrNna

KO BCceM 06Lmm doarinam 1 nankam CUCTEMBbI.

OTOT napameTp MonUTUKM MO3BONSET BECTU ayauUT NOMbITOK
AocTyna K obwmm nankam. Ecnu aToT napameTp HaCTPOEH,
npuv NOMbITKe JOCTynNa K 0bLei nanke BO3HNKaeT cobbiTne
ayaouta. Ecnv aTtoT napameTp 3agaH, agMUHUCTPAToOp MOXET
yKa3blBaTb BbINOMHEHWE ayauTa TOMNbKO YCreLuHbIX
BbIMOMTHEHWI, OTKA30B uUnu Toro u apyroro. MNpumedarHne. Ons
0obLWKX Nanok He NpPeayCcMOTPEHbl CUCTEMHbBIE CMUCKN
ynpasneHus goctynom (SACL). Ecnu aToT napameTtp
NOMUTUKN BKINIOYEH, OCYLLIECTBMSETCH ayanT JOCTyna KO BCEM

obOLLKMM narnkam B CUCTEME.

OTOT NnapameTp NonuTUkM obecnevnBaeT ayauT NonbITOK
AocTtyna Kk obbektam hannoBon CUCTEMbI CO CTOPOHbI
nonb3oBaTenen. CobbITna ayamta 6e30nacHOCTN BO3HUKAOT
TONbKO ANs TeX 0ObEKTOB, AN KOTOPbIX 3a4aHbl CUCTEMHbIE
cnucku ynpasneHus goctynom (SACL), n Tonbko B TOM
crny4vae, ecnv 3anpalumBaeTcs TUM A4OoCTyna Ha 3anuchb,

YyTeHune nin nSMeHeHne 1 3anpalineariad yd4etHad 3arnmcb

3HauyeHue

Failure
(OT1ka3)

Success,
Failure
(Ycnex,
OTka3)

Success,
Failure
(Ycnex,
OTka3)




Monutuka

Audit Kernel
Object (Ayant
00bekToB gapa)

Audit Registry
(AyouT peectpa)

Audit Removable
Storage (Ayaut
CbEMHOr0

HOCUTEns)

Audit SAM (Ayaut
ancnertyepa
y4YeTHbIX 3anucen

BGesonacHoCTH)

OnucaHue

COOTBETCTBYET NapameTpam, yCTaHOBIIEHHbIM B CMNCKE
SACL. lNpumevanune. YTtobbl 3agaTtb cnncok SACL ans
obbekTa hannoBon cUCTeMbl, BOCMONb3YNTECH BKNAAKOM
«besonacHocTby AmnanoroBoro okHa «CeoncTeay obbekTa.

JTOT NapameTp NonuTUKM obecneynBaeT ayamuT MonbITOK
A0CTyNa K SApY C UCMOMb30BaHMEM MbIOTEKCOB U
cemacbopoB. CobbiTusa ayauta 6€30nacHOCTN BO3HUKAKOT
TOMNBKO ANnst 0ObEKTOB AApa C COOTBETCTBYIOLLMM CUCTEMHbLIM
cnuckom ynpasrneHusa goctyrnom (SACL). NpumedaHue.
AyauT: ycTaHoBMNeHHbIe Mo ymonyaHuto cnuckn SACL ans
06bEeKTOB fA4pa ynpaBnaTcs napaMeTpoM ayauTa Aoctyna

rnobarnbHbIX CUCTEMHbIX OObEKTOB.

OTOT NnapameTp NoNnTUKM obecnednBaeT ayamT NOMbITOK
Aoctyna Kk obbektam peectpa. CobbiTus ayauta
6Ge3onacHOCTM BO3HMKAIOT TONMbKO AN TeX OObEKTOB, AN
KOTOPbIX 3a4aHbl CUCTEMHbIE CMNCKWN yNpaBreHns 4OCTYMNOM
(SACL), n Tonbko B TOM criydae, ecrnv 3anpalumBaercs Tun
AO0CTyna Ha YTeHue, 3anncb UM U3SMEHEHUNE U
3anpaluvBatoLLasi y4eTHasi 3anncb COOTBETCTBYET
napameTpam, ycTaHoBrieHHbIM B cnncke SACL. MNMpumedaHue.
UTtobbl 3agath cnncok SACL ons obbekTta peectpa,
BOCMONb3yNTECH ANANOroBbIM OKHOM «PaspeLueHns».

OTOT napameTp NOANTUKN NO3BONSET NPOBOAUTL ayauT
NOMbITOK AOCTyNa nornb3oBaTenen K o6bektam annoBomn
CMUCTEMbl HA CbeMHOM 3arnomMuHatowem yctponctee. CobbiTne
ayguTa cucteMbl 6e30MacHOCTU reHepupyeTca TONbKO Ans
BCeX O6BEKTOB M BCEX 3anpOLUeHHbIX TUMOB JOCTynNa.

OTOT NnapameTp NonuTUKM obecnednBaeT ayant CobbITUN,
BO3HMKAOLLMX NpY MOMNbITKE AOCTyna K o6bekTam aucneryepa
y4yeTHbIX 3anucen 6esonacHocTn (SAM). K o6bektam SAM
oTHocsaTca cneaytowme: SAM_ALIAS - nokanbHas rpynna.
SAM_GROUP - rpynna, He saBnsaLWascs nokanbHON.

3HauyeHue

Success,
Failure
(Ycnex,
OTka3)

Success,
Failure
(Ycnex,
OTka3)

Success
(Ycnex)

Success,
Failure
(Ycnex,

OTka3)




Monutuka OnucaHue 3Ha4yeHue
SAM_USER - yyeTHasa 3anncb nonb3oBaTens.
SAM_DOMAIN — gpomeH. SAM_SERVER - y4yeTHas 3anucb
komnbtoTepa. MNpumevaHne. I3MeHATb MOXHO TOMbKO
CUCTEMHbBIN CNMCOK yrnpasnenusa goctynom (SACL) anga
obbekta SAM_SERVER.
MU3meHeHMe nonnTuku
(aHrn. — Policy Change)
v OnucaHve NonuTuk
MonuTtuka OnucaHue 3Ha4vyeHue
OTOT NnapameTp MONMTUKN NO3BONSET BECTU ayAUT U3MEHEHUN
napamMeTpoB NONUTUKN ayamTa 6e30nacHOCTU, TakuxX Kak
cneayowme: YCTaHOBKa pa3peLLeHnin u napameTpoB ayauta
Ans obbekTa NoNuTUKM ayguta. IameHeHnsa B NonnTuke ayauta
cuctembl. Pernctpauus MCTOMHUKOB COObITMIA 6E€30MacHOCTM.
OTMmeHa permctpaunm NCTOMHUKOB COObITMIA 6e30MacHOCTM.
_ _ M3meHeHna napameTpoB ayauTa ans oTAernbHbIX
Audit Audit .
_ nonb3oBarenen. lameHeHnsa 3Ha4YeHUa napameTpa
Policy Change . Success,
CrashOnAuditFail. UameHeHns cucTeMHOro cnucka ynpasneHus _
(AyanT ) ) Failure
AocTyrnomM ansa obwekTa annoBon CUCTEMbI UK peecTpa.
N3MEHEHUs (Ycnex,
M3meHeHunsa cnvcka cneumanbHblx rpynn. [Npumedanve. Ayaut
NOMUTUKN . OTkas)
N3MEHEHNN B CUCTEMHOM CMUCKE YNpaBneHnsa A0CTyrnoM
ayguTa)

(SACL) BbinonHsaeTcsa npu nameHeHun cnmcka SACL gns
obbekTa, ecnun Npu 3TOM BKIKOYEHA KaTeropmns N3MeHeHun
NONUTUKN. AyanT N3MeHEeHW B CNNCKEe YNpaBreHnss A0CTYMNOM
Ha ypoBHe nonb3osatenen (DACL) n nameHeHui BnageHus
OCYLLIECTBIISIETCA B TOM Crlydae, €Cnun BKAKOYEH ayanUT A0CTyna K
obbekTam 1 ansa cnmcka SACL o6bekTa HacTpoeH ayauT
nameHeHun cnucka DACL nnu BnageHus.




Monutuka

Audit
Authentication
Policy Change
(Ayput
N3MeHeHns
NONMUTUKM
NpOBEPKU
NOAJSIMHHOCTN)

Audit
Authorization
Policy Change
(Ayput
N3MeHeHns
NOMUTUKN

aBTopuU3auun)

Audit Filtering
Platform Policy
Change (Aygut

OnucaHue

OTOT NnapameTp MOSIMTUKN NO3BOMSET BECTU ayanUT COBbITUN,
BO3HUKAOLLMX MPU BbINONHEHUN U3MEHEHWUIN TPy
6e3onacHocTn, Takux Kak crnegyrowime: Co3gaHne OTHOLEHUI
AoBepus ons rneca unu gomeHa. iameHeHvue OTHOLLEHUI
[oBepua Ons neca unu JoMeHa. YganeHue oTHOLEHUI
AoBepus Ans neca unu gomeHa. IsmeHeHust NonuTukn
Kerberos no cneaytowemy nytn: KoHdurypauus
komnbtoTepa\lapametpsl Windows\lMNapameTpbl

BesonacHocTu\lMonuTukKM yyeTHblx 3anucen\lNonntnka Kerberos.

lMpepocTaBneHne NonbL3oBaTENO UK rpynne cnegywmnx npas:
HocTyn k KomnbloTepy u3 cetu. JlokanbHbI Bxo4. Bxoa ¢
ncnonb3oBaHneM cnyx6 TepmuHanoB. Bxog ¢ ncnonb3oBaHnem
nakeTHoro 3agaHus. Bxog B cny6y. KOHGnNUKT npocTtpaHcTB
UMEH (Hanpumep, ecnm NMs HOBOIO OTHOLLIEHWST LOBEPUS
coBnagaeTt C UMeHeM CYLLECTBYIOLLIEro NPOCTPaHCTBa UMEH).
MpumevaHne. CobbiTne ayauta 6€30nacHOCTU permcTpupyeTca
B Crydae npuMeHeHust napameTtpa nonutukn. Bo Bpems

N3MEHEHUNA NapaMeTpOB cobbITMA He pPerncTpmnpyroTcs.

OTOT NnapameTp MOSIMTUKN NO3BONSET BECTU ayanUT COBbITUN,
BO3HUKAIOLLMX MPU BbINOMHEHUN U3MEHEHUIN NOMNUTUKM
aBTOpM3auuK, TakMxX Kak cnegyowme: HasHavyeHue npas
(MpyBMNernn) nonb3oBaTenen, Hanpumep,
SeCreateTokenPrivilege, koTopble He NPOXOAAT ayauT B
nogkaTeropum «VIameHeHne nonmMTUKN NpoBepKn
NOANVHHOCTWY. YaaneHve npas (NpuBunerni) nons3osarenen,
Hanpumep, SeCreateTokenPrivilege, KoTopble He NpoxoaaT
aygouT B nogkaTeropum «MI3ameHeHne nonmTukn NpoBepKn
NOANIMHHOCTWNY . I3MEeHeHMs NonuTUKK LWndopoBaHHOW
gannosou cuctemsl (EFS). MameHeHns atpmbyToB pecypca
obbekTa. VIaMeHeHus LieHTpannu3oBaHHOW NOAUTUKX JOCTYyNa
(CAP), npymeHeHHOn K OOBbEKTY.

OTOT NnapameTp NONUTMKM NO3BONSIET BECTU ayaAUT CODLITUN,
BO3HMKAIOLLMX NPU BbINOMHEHUN N3MEHEHWI NNAaTOPMbI

dunstpaummn Windows (WFP), Takux kak cnegytoLime:

3HaueHue

Success,
Failure
(Ycnex,
OTkas)

Success,
Failure
(Ycnex,
OTkas)

Success,
Failure




Monutuka OnucaHue 3Ha4yeHue
N3MeHeHuns CoctosiHue cnyx6 IPsec. lameHeHns napaMeTpoB NOSIUTUKK (Ycnex,
NOMUTUKN IPsec. lameHeHns napameTpoB nonuTukn 6paHamayapa Otkas)
nnatopmbl Windows. 3meHeHusa noctaswukos n mogyns WFEP.
dunsTpaumnn)

OTOT NnapameTp MOSIMTUKN NO3BOMSET BECTU ayauUT COBbITUN,

BO3HMKAOLLMX MPU UBMEHEHUM NPAaBWI MONUTUKN,
Audit MPSSVC ncnonb3dyembix cnyxobon 3awmtel Maikpocodpt (MPSSVC). O1a
Rule-Level cnyxba ucnonesyetcs 6paHgmayapom Windows.
Policy Change OTtcnexwusatotcs cnegyowme cobblitusa: CoobLieHns ot Success,
(Ayaout aKTUBHbIX MOSIUTUK NpK 3anycke cnyxbbl bpaHamayapa Failure
N3MeHeHNs Windows. /3ameHeHus npaBsun 6paHamayapa Windows. (Ycnex,
NOSIUTUKN Ha M3meHeHus B cnvcke ncknoyveHun bpangmayapa Windows. OTka3)
YpOBHe npaBun M3meHeHunsa napameTpos bpaHamayapa Windows. [Nponyck nnu
MPSSVC) HenpumeHeHne npasun cnyxbon 6paHamayapa Windows.

M3meHeHns napameTpoB rpynnoBon NonuTukM bpaHamayapa

Windows.

Ucnonb3oBaHue npuBunerun
(aHrn. — Privilege Use)
v OnucaHve NonuTuk
MonuTtuka OnucaHue 3Ha4yeHune

Audit Non Sensitive OTOT NapameTp NoNUTUKN obecneynBaeT ayant cobbiTun, Success,
Privilege Use (Ayaut BO3HUKAOLLMX NPY UCMOMb30BaHUN NPUBUIMETUNA, He Failure
NCNONb30BaHNS 3aTparvBaloLnX KoOHpraeHUnansHble JaHHble (NpaBa (Ycnex,
npuBuUnernn, He nonb3oBaTens). icnonb3oBaHue cnegyowmx npuBuierum OTka3)

3aTparvBatoLLmX
KOHUAeHLUManbHble

AaHHbIE)

He 3aTparnBaeT KoHUAeHUnarnbHble gaHHble: [JocTyn K
AncneTyepy y4eTHbIX AaHHbIX OT UMEHU JOBEPEHHOIO
BbI3blBatoLero. [JocTyn K KOMMbIOTEPY U3 CETMU.
[obGaBneHne paboynx cTaHUmMM K JOMEHY. HacTponka KBOT




Monutuka

Audit Sensitive
Privilege Use (Ayant
NCronb30BaHUA
npuemUnerun,
3arparmearoLmx
KOHgoMAeHumarnbHble
AaHHbIE)

OnucaHue 3HaueHue

namaTn gnsa npouecca. JlokanbHbIM BXog B cuctemy. Bxoa
B CUCTEMY yepe3 cnyxby TepmuHanos. O6xon
nepeKkpecTHoOM NpoBepkun. MIameHeHne CUCTEMHOro
BpemeHun. CosgaHme canna nogkavku. CosgaHme
rnobanbHbIX 00bekToB. Co3aaHne NOCTOAHHbIX 0OLLMX
ob6bekToB. Co3gaHMe CUMMBOMMYECKMX CCbINOK. 3anpeT Ha
A0CTyn K KomnbtoTepy 13 cetn. OTkas Bo BXofe B
KayecTBe nakeTHoro 3agaHus. OTkas BO BXOAe B KayecTse
cnyx6bl. 3anpeT Ha fnokanbHbIN BXoA,. 3anpeT Ha BXo4 B
cucTemy Yyepes cnyxby TepmmnHanos. NpuHyanTensHoe
yoaneHHoe 3aBepLueHne paboTbl. YBennyeHune paboyero
Habopa npouecca. YBenvyeHme npmoputeTa BbIMOMHEHNS.
Bnokuposka cTpaHuy B namaTu. Bxoa B kayecTsBe
nakeTHoro 3agaHud. Bxog B kadecTtBe cryxoObl.
N3meHeHne meTkn obbekTa. BeinonHeHwe 3agay no
obcnyxueaHmnio TomoB. NpodunmpoBaHne 0gHOro
npouecca. lNpodnnupoBaHne NPon3BOANTENBLHOCTH
cuctembl. OTKNKOYEHNE KOMMbIOTEPA OT CTHIKOBOYHOMO
y3na. 3aBeplueHune paboTtbl cucteMbl. CUHXPOHU3aLMS

OaHHbIX Cﬂy)K6bI KaTarnorosB.

OTOT napameTp nonuMTukn obecneunBaeT ayant cobbITUN, Failure
BO3HMKAOLLMX NPU UCMONb30BaHUM Npas, (OT1ka3s)
3aTparvBaroLLeM KOHMAeHUManbHbIE AaHHbIE

(nonb3oBaTenbCKkux npas), cneayowmm obpasom: Beizos
npuBmUnerMpoBaHHon cnyxobl. Bbidos ogHON 13

cnegyowmnx npusunerui: lenctesme ot UMeHn

KOMMOHEHTa onepaumoHHON cucTembl. ApxmBaums

dannoB n katanoroB. Co3gaHne ob6bekTa-ToKeHa.

Otnagka nporpamm. BkroyeHne y4eTHbIX 3anucem

KOMMbIOTEPOB M NONb30oBaTernen, KOTopbIM pa3peLLeHo
aenernposaHune. CosgaHue ayamta 6e30nacHoOCTM.

OnvueTBOpeHWe KNueHTa nocne npoBepky NOANMHHOCTMW.

3arpyska 1 BbIrpy3ka ApariBepoB YCTPOUCTB. YNpaBneHune
XypHanom ayauta u 6esonacHoctn. ameHeHne

3Ha4yeHMsa NapameTpoB annapaTHOW cpeabl. 3ameHa




MonuTtuka OnucaHue 3Ha4yeHune
TOKEHa Ha ypoBHe npouecca. BoccTtaHoBneHne ¢gannos u
katanoros. CMeHa Bnagensua anna nnm gpyroro
obbekTa.
Cucrtema
(aHrn. — System)
v OnncaHue nonuTuk
MonuTtuka OnucaHue 3Ha4yeHune
Audit Other OTOT napameTp NONNTUKN NO3BONSIET BECTU ayauT s
uccess,
System Events cneayowmx cobbitun: 3anyck 1 3aBepLueHne paboTtbl cnyxoObl -
ailure
(AyauT gpyrmux n gpansepa 6paHgmayapa Windows. O6paboTka nonnuTunkm v
cnex,
CUCTEMHBbIX BesonacHocTu cnyxbon 6paHamayapa Windows. Onepauuu ¢ 5 )
TKas
cobbiTnn) dhannamu Kroyen WngpoBaHNa 1 onepauum Murpauun.
OTOT NnapameTp NOMMTUKN NO3BOMSET BECTU ayAnUT COBLITUN,
Audit Security BO3HUKAOLLMX MPU BbINOSTHEHNN U3MEHEHUNN COCTOSIHNA
State Change 6Ge3onacHOCTM KOMMbIOTEPA, TAaKMX Kak criegytowme: 3anyck u Success,
(Ayant 3aBepLueHne paboTbl KomnbloTepa. IsaMeHeHne CUcTeMHOro Failure
N3MEeHeHNs BpeMeHn. BoccTtaHOBRNEHNE CUCTEMBI MPU COBLITUM (Ycnex,
COCTOSIHMA CrashOnAuditFail, koTopoe pernctpupyetca nocne Otkas)
6esonacHocTn) nepesanycka CUCTEMbl B TOM Cryvae, ecnu XypHarn cobbITui
3anosiHeH 1 HacTpoeHa 3annck peectpa CrashOnAuditFail.
Audit Security OTOT NnapameTp NOMMTUKN NO3BOMSET BECTU ayAnUT COBLITUN, Success,
System Extension CBSA3aHHbIX C pacluMpeHmeM cnuctemMbl 6e30nacHOCTU, Taknx Failure
(Ayout Kak crniegytowme: 3arpyska pacluMpeHns CUCTEMbI (Ycnex,
pacLumpeHuns ©Ge3onacHOCTK, HanpuMep, NakeTa NPOBEPKN NOASIMHHOCTH, Otkas)
CUCTEMbI yBegoMreHust unvm 6e3onacHocTn, 1 ero permctpauus B
6esonacHocTK) cucTemMe agMuHMUCTpaTopa fokansHon 6esonacHoctun (LSA).

OHo NCNOJNb3YyeTCAd AnA NpoBEPKN NOAJTMHHOCTU MNMPU NonbITKE




MonuTtuka OnucaHue 3HaueHue

BX0[a, OTNpaBKM 3arnpoCOB Ha BXOL B CUCTEMY, a TaKKe npu
NoBbIX N3MEHEHNSX YYETHLIX 3anncen nnu naponen.
Mpumepamn paclumpeHunn cuctembl 6€30MacHOCTUN ABMAKTCA
Kerberos n NTLM. YcTtaHoBKa 1 pernctpaumsi cnyxobl B
ancneTtyepe ynpaeneHus cnyx6amu. B xxypHane ayanta
perncTpupyroTca ceegeHns o6 uMeHun, 4BONYHbIX dhannax,
TUnNe, TUNe 3anycka v y4eTHOW 3anucu crnyxobi.

OTOT NapameTp NONUTMKM NO3BONSAET BECTU ayanUT CcOBbITURA,
CBSI3@HHbIX C HapyLUEHUAMMW LIeNTOCTHOCTW MOACUCTEMBI
6esonacHocTun, Takumu Kak criegytowme: CobbiTus, KoTopble
He yaaeTtcs 3anvcatb B XKypHan cobbiTuin ns-3a owmnbok
cuctemsl ayauTa. lNpoueccsl, McnonbayoLme HegonycTUuMbIn

Audit System Success,
) nopT nokanbHoro Bbl3oBa npoueayp (LPC) ans )
Integrity (Ayaut Failure
ONMLETBOPEHNSA KINMEHTa NOCPeaCcTBOM OTBETA, YTEHUS UK
LIENOCTHOCTN (Ycnex,
3anucm B agpecHoM npoctpaHcTee knueHTta. ObHapyxeHune
CUCTEMBI) Otkas)

yaaneHHoro Bbi3oBa npoueayp (RPC), HapywatoLero
LLeNIoCTHOCTb cuctembl. OGHapyxeHne HegonycTMMOro
3Ha4YeHMa xala nucnosHsemoro danna cpeacTBoM NPOBEPKU
uenocTHocTu koga. Onepaunn WdpoBaHUs, HapyLuarLwme
LLENOCTHOCTb CUCTEMBI.

AQMUHNCTpPaATUBHbIE LWAONOHLI

MyTb: KoHdurypauus komnbrotepa — MNonutuku — AQMUHUCTPaATUBHbBIE LIAGOHbI

(aHrn. — Computer Configuration — Policies — Administrative Templates)
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MoaknoyeHus



Pasgen KomnoHeHTbl Windows — Cnyx0bl yaaneHHbIX pabo4nx ctonoB — Y3en ceaHCOB

yAalneHHbIX paﬁotmx ctonoB — lMogkno4vyeHus

(aHrn. — Windows Components — Remote Desktop Services — Remote Desktop Session Host —

Connections)

v OnucaHue NonuTKK

Monutuka

Automatic reconnection
(ABTOMaTnyeckoe
nepenoaksitoyeHme)

OnucaHue

OnpepnensieT, pa3peLleHo Nn KnneHTam
NOAKNIYEHNI K yaaneHHoMy pabovemy cTony
aBTOMaTUYEeCKN BOCCTAHABNMBATbL NOAKITHOYEHNE K
ceaHcaM Ha cepBepe y3na ceaHCoB yaaneHHbIX
pabo4nx CTONOB NPy BPEMEHHOW HELOCTYMHOCTH
CEeTeBOro noakntveHuns. Mo ymonyaHuio
paspeluaeTcs BbINoNHUTL He 6onee 20 nonbITOK
NMOBTOPHOIO NMOAKITHOYEHUS C MHTEpBanom B 5
cekyHA. Ecnu ycTaHoBNeHo coctosiHue
«BkrtoueH», Bce KNMMEHTbI, Ha KOTOPbIX
BbIMOSHAETCS NOAKMAYEHME K yaaneHHoOMY
pabo4emy cTosny, Npy HEAOCTYNHOCTU CETEBOIO
NOAKNIYEHNA NPeAnpPUHUMALOT MOMbITKN
aBTOMaTU4eCcKOro nepenoaknioyeHus. Ecnm
YCTaHOBMNEHO COCTOAHNE «OTKMOYEHY,
aBTOMaTU4eCcKme NepenogKntoyeHns KIMeHTOB
3anpeLeHbl. Ecnun yctaHoBneHo coctosHue «He
3agaHo», aBTOMaTU4eCcKoe nepenoaktoyYeHne Ha
YPOBHE rpynnoBou MNOMUTUKK HEe onpeaeneHo. Tem
He MeHee Morb3oBaTeny MoryT HacTpouUTb
aBTOMaTU4ecKoe nepenogKknoyeHne, BKITHUYNB
onumio «BocctaHoBUTL NogknoYeHne npum
paspbiBe» Ha BKnagke «Bsammogencrame» B
ANanoroBoM okHe «[logkrnodeHne K yganeHHoMy

pabo4emy CTony».

3HauyeHue

Disabled
(OTkntoYeHO)




Monutuka

Configure keep-alive
connection interval
(HactpouTb nHTepsan
npoBepsieMbIX Ha
aKTMBHOCTb

NOAKIHOYEHNI)

Set rules for remote
control of Remote
Desktop Services user
sessions
(YcTtaHaBnusaet

npaBuna yaaneHHoro

OnucaHue

T0T napamMmeTp NOJIMTUKN NO3BOJIAET BBECTU
MHTEpPBAr NpPpoBepKn akKTUBHOCTU AN1A
noareepXgeHma Toro, YTo COCToAHMEe ceaHca Ha

cepBepe y3iia ceaHCOB yaalri€eHHbIX pa6qu|x

CTOJ10B COOTBETCTBYET COCTOAHUIO KITMEHTA. Mocne

TOrO KakK KIMMeHT cepBepa y3iia CeaHCOB

yOalneHHbIX pa6oqv|x CTOINOB TepAeT noaKn4eHne

K cepBepy y3na ceaHCcoB yaaneHHbIX padoumnx
CTOSI0B, CeaHC Ha 3TOM CepBepe MOXET
OCTaBaTbCs aKTUBHbIM, @ HE MEPEXOANTL B
OTKJTHO4EHHOE COCTOSIHME, AaXKe ecrnn KNUeHT
PU3NYEeCKM OTKIIOYEH OT CepBepa y3rna ceaHcoB
yOaaneHHbIX pabdounx ctonos. Ecnu knMeHT BHOBL
BbINOSHAET BXOA Ha TOT XXe CepBep y3na CeaHCOoB
yOaneHHbIX paboymx CTonoB, TO MOXET ObITb
yCTaHOBIEH HOBbLIN CeaHc (ecnu cepeep yana
CeaHCoB yaaneHHbIX paboynx CToNnoB HaCTPOEH
Tak, YTO JOMNYCKaKTCA MHOXECTBEHHbIE CeaHCbl) U
nepBOHavarbHbIN CeaHC MOXET BCe eLle
OCTaBaTbCs akTUBHbIM. Ecnu aTOT napameTp
MONMUTUKN BKINIOYEH, TO AOIMKEH ObiTb BBEAEH
NHTepBan NPOBEPKM akTUBHOCTU. VIHTepBan
NPOBEPKM aKTUBHOCTWN ONPEAENsET, Kak YacTto (B
MUHYTaX) cepBep NPOBEPSIET COCTOSIHNE CeaHca.

[nana3oH JonycTumbIX 3Ha4eHun — ot 1 go 999

999. Ecnu aTOT NapameTp NOSIUTUKN OTKITHOYEH UK

He 3adaH, TO MHTepBall NPOBEPKN aKTUBHOCTU HE
YCTaHOBJI1EH U CEPBEP HE NMPOBEPAET COCTOAHNE
ceaHca.

Ecnu Bbl BKnto4aeTe aTOT napamMeTp NOMAUTUKM,
aAMWHUCTPATOPbl MOrYT B3aMMOAENCTBOBATL C
ceaHcoM cnyx06 yaaneHHbIx paboynx cTonos
nonb3oBaTens B COOTBETCTBUN C BblIOpaHHbIM
BapuvaHToOM. BbibepuTe xenaembi ypoBeHb

KOHTPOIS U pa3peLLeHnin N3 cnmncka BapmMaHToB:

3HauyeHue

Enabled Keep-
Alive interval: 1
(BknoyeHo
WNHTepBan
NpOBEPKM

akTMBHoOCTU: 1)

Enabled Options:
Full Control
without user's
permission
(BkntoveHo

[MapameTpsbl:




MonuTtuka OnucaHue 3HauyeHue

ynpasrneHusa ons YnaneHHoe ynpaeneHne He paspeLueHo: [MonHbIn
nonb30BaTeNbCKMX 3anpeLlaeT agMMHUCTPaToOpy NCNOMNb30BaThb KOHTpoOrb 6e3
ceaHcoB cnyx6 yOaneHHoe ynpasreHne unm npocmMaTpusaTtb paspeLueHus
yOaneHHbIX pabovnx ceaHcCbl yaaneHHbIX nonb3osaternen. [MonHbIn nonb3oBarens)
CTOSIOB) KOHTPOSb C paspeLleHns norb3oBaTens:

paspeluaeT agMMHUCTPaToOpPy B3anMOLENCTBOBATb
C CeaHcOM Npu YCnoBuM cormnacus nonb3oBaTens.
MonHbIN KOHTPONb 6e3 pa3speLueHus
nonb3oBaTens: pa3peLluaeT agMMHUCTpaTopy
B3aMMOAENCTBOBATb C CeaHCOM faxe 6e3
cornacusa nonb3oBaTtens. HabnoaeHne 3a
CeaHCOM C pa3peLLeHmns Nonb3oBaTens: No3BonseT
aAMWHUCTPATOPY NPOCMaTpuBaTh CeaHc
yAaneHHOoro nonb3oBaTens ¢ cornacus
nonb3oBaTens. HabniogeHne 3a ceaHcom 6e3
paspeLleHns Nonb3oBaTens: No3BoNnseT
agMUHUCTpATOPYy NpoCcMaTpmuBaTh CeaHc
yOoaneHHoro nonb3oarens 6e3 cornacus
nonb3oBaTens. Ecnu Bbl oTkNto4aeTe aToT
napameTp NonNUTUKA, aaMUHUCTPATOPbI MOTYT
B3aMMOLENCTBOBATb C CEAaHCOM CNy>0 yaaneHHbIX
pabo4nx CTOMNOB NOfb30BaTeENs, eCnn
nonb3oBaTenb 4acT Ha 3TO cornacue.

MepeHanpaBneHue yCTPOUCTB U peCypCcoB

MyTb: KomnoHeHTbl Windows — Cny6bl yaaneHHbIX pabo4nx CToNoB — Y3en ceaHCOB yAareHHbIX
pabouunx ctonoB — lepeHanpaBneHne yCTpoucTB U pecypcoB

(aHrn. — Windows Components — Remote Desktop Services — Remote Desktop Session Host — Device
and Resource Redirection)

v OnucaHue NonNuUTKK




Monutuka

Do not allow COM port
redirection (He
paspeLuaTb
nepeHanpasneHue
COM-nopToB)

Do not allow LPT port
redirection (He
paspeLuatb
nepeHanpasneHue

LPT-nopToB)

OnucaHue

Onpe,u,enﬂeT, crnegyert Ny OTKI4YaTb nepeHanpasrieHne

AaHHbIX C yaaneHHoro KoMnbloTepa Ha KnMeHTCKMe
COM-nopTbl B ceaHcax crnyx6 yganeHHbIx pabo4mx

cTonos. JTOT napamMmeTp normMTUKN MOXHO UCIMOSb30BaTb

ANs Toro, YToObl 3anNpeTuTb Nosib3oBaTeNnsaIM
nepeHanpaeneHve AaHHbIX Ha nepudepuiHble
yCTpouncCTBa, nogkntoveHHble K COM-nopTam, nnm
conocTtasneHune nokansHbelx COM-nopTtoB npu
NOAKIMIOYEHNN K ceaHcy cnyx6 yaaneHHbIx paboumnx
ctonos. Mo ymonyaHuio cnyx6bl yaaneHHbIX pabodmnx
CTOSIOB paspeLlatoT nepeHanpasreHme JaHHbIX Ha
COM-noptbl. Ecniv Bbl BKIlo4aeTe 3T0T napamerp
NOMUTUKK, NOMNb30BATENN HE MOTYT NepeHanpaBnATb
AaHHble cepBepa Ha COM-nopTbl NoKanbHbIX
KOMMNbOTEPOB. ECnn Bbl OTKMNOYaeTe 3TOT NapameTp
NonuUTUKN, nepeHanpaeneHne Ha COM-nopTbl Bceraa
paspeluaetcs cnyxbamun yaaneHHblx paboymx CTonos.
Ecnu Bbl He HacTpanBaeTe 3TOT NapaMeTp NOMUTUKM,
nepeHanpasneHne Ha COM-nopTbl Ha ypoBHe

prﬂFIOBOVI NOJINTUKN HE onpeaerieHo.

OTOT NnapameTp NonuTUKK onpefensiet, TpebyeTtcs nu
OTKMNKYaThb NepeHarnpasneHne AaHHbIX Ha KIUeHTCKue
LPT-nopTbl B ceaHcax cnyx6 yganeHHbIx pabo4mx
cTonoB. [laHHbI napamMeTp NOMUTUKUN MOXHO
NCNonb30BaTh, YTOObLI 3aNpeTUTb NONb30BaTENSAM
cornocTasneHune rnokansHblx LPT-noptoB u
nepeHanpaeneHve AaHHbIX C yaaneHHOro KoMrnbTepa
Ha roKanbHble nepugepuinHble yCTponCTBa,
nogkntodeHHble kK LPT-noptam. Mo ymonyaHuio cnyxobl
yaaneHHbIX paboynx CToNoB paspeLuaroT
nepeHanpasnexHve LPT-noptoBs. Ecnu Bbl BKItoYaeTe
3TOT NapameTp NOMUTUKN, NONb30BaTENN BO BpeEMS

ceaHca cnyx6 yaaneHHbIX paboymx CTornoB He MoryT

nepeHanpaenaTb AaHHbIE cepBepa Ha NnokarnbHble LPT-

3HaueHue

Enabled
(BkntoyeHo)

Enabled

(BkntoyeHo)




Monutuka

Do not allow supported
Plug and Play device
redirection (He
paspeluaTb
nepeHanpasneHue
noaAepXuBaeMbIxX
caMoHacTpavBaeMbIX
YCTPOWCTB)

OnucaHue

noptbl. ECriv Bbl OTKNOYaeTe 3TOT napameTp NOMUTUKN,
nepeHanpaeneHve Ha LPT-nopTkl Bcerga paspeLueHo.
Ecnun Bbl He HacTpauBaeTe 3TOT NapameTp NOMUTUKN,
nepeHanpasneHne Ha LPT-nopTbl Ha ypoBHE rpynnoBon
NOMUTUKN He onpeaerieHo.

OTOT NnapameTp MofMTUKN NO3BOMSET YyNpaBnsTh
nepeHanpasneHnem noaaepXnBaeMbix
caMoHacTpavBaeMblX YCTPOMUCTB, Taknx Kak yCTponcTea
Windows Portable Device, Ha yaaneHHbI KOMMbIOTEP BO
BpeMs ceaHca cnyx6 yaaneHHblx pabounx ctonos. Mo
YMOJMYaHUIO CAy>Obl yaaneHHbIX pabovmx CTonos
paspeLlaloT nepeHanpasneHne nogaepXxuBaemMbix
caMoHacTpanBaeMblX YCTPOUCTB. [Nonb3osatenu mMoryT
NCrornb30BaTb HAaCTPONKY «ononHUTENLHO» Ha BKNagke
«JlokanbHble pecypcbl» OManoroBoro okHa
«lMogknoyeHne Kk yganeHHoMy pabovemy cTony», 4Tobbl
BblOpaTh nogaepXXvBaemMble caMoHacTpanBaeMble
yCTPOWCTBAa ANdA NepeHanpasreHns Ha yaaneHHbIn
KomnbtoTep. Ecnv Bbl BKItOYaeTe 3T0T napameTp
NOMUTUKK, NONb30BATENN HE MOTYT NepeHanpaBnATb
noaaepXXnuBaemMble camoHacTpanBaeMble YCTPOMCTBA Ha
yaaneHHbIN KomnbloTep. Ecnuv Bbl OTKIO4aeTe nnu He
HacTpanBaeTe 3TOT NapameTp MOSIMTUKN, NONb30BaTENM
MOryT nepeHanpaBnATb NogaepXmBaemble
caMoHacTpaviBaeMble YCTPOMCTBA Ha yaaneHHbIn
komnbtoTep. MNMpumevaHwne. NMpn nomoLm napameTpoB
nonutukun B nanke «KoHdurypaums
KomnbtoTepa\AgMUHUCTPATUBHbIE
wabnoHb\Cuctema\YctaHoBka ycTponctB\OrpaHnyeHus
Ha YCTaHOBKY YCTPOWCTB» MOXHO 3anpeTuntb
nepeHanpaeneHve onpegeneHHbIX TUNoB
nogaepXuBaeMblx camoHacTpanBaeMblX YCTPOUCTB.

3HauyeHue

Enabled
(Bknto4eHo)

Cpeaa yaaneHHbIX CeaHCOB




MyTb: KomnoHeHTbl Windows — CnyX6bl yaaneHHbIX pabo4nx CToNoB — Y3en ceaHCOB yAarieHHbIX

paﬁotmx cTonoB — Cpep,a yAaneHHbIX ceaHCOB

(aHrn. — Windows Components — Remote Desktop Services — Remote Desktop Session Host — Remote

Session Environment)

v OnucaHne NonuTKK

MonuTtuka OnucaHue 3HaueHue

OTOT NnapameTp NONUTMKM NO3BONSET yAanuTb ANEMEHT
«OTKMIOYEHNE ceaHcay M3 AMaroroBoro okHa «3aBepLueHne
pabotbl Windows» B ceaHcax cnyx6 yaaneHHbIx pabodmx
ctonoB. C NOMOLLbIO 3TOro NapameTpa NofUTUKN MOXHO
3anpeTuTb NoNb30BaTENsiM NMPUMEHSITb 3TOT 3HAKOMbIV CNOCO6
OTKIIKOYEHMS KITMEHTCKOrO KOMMbIOTEPA OT CepBepa yana
CeaHCOB yaaneHHbIx pabounx ctonos. Ecnu aToT napameTp
MONUTUKM BKIHOYEH, BapuaHT « OTKNoYeHne ceaHcay He

Remove
_ oTobpaxkaeTcs B pacKkpblBatoLLEMCS CUCKe B ANANOroBoM
«Disconnect» .
_ okHe «3aBeplieHne pabotbl Windows». Ecnn aToT napametp
option from Shut
MONUTUKN OTKINIOYEH UMW HE HACTPOEH, 3reMeHT

Down dialog

«OTKNIOYEHNE CeaHca» He yaansieTcsa u3 cnucka B
(Yoanutb ]

AnanoroBoM okHe «3aBepLueHue pabotbl Windowsy. Enabled
SnemeHT

MpumeyaHne. STOT NapaMeTp NOMUTUKN BANSET TOMNbKO Ha (BkrtoyeHo)
«OTKnOYEHNE

ananoroBoe okHO «3aBeplueHne pabotbl Windows». OH He
ceaHca» 13
3anpeLuaeT nonb3oBaTensam NpUMEHSaTb gpyrne MeToabl Ang

Avanora
OTKIMOYEHUSA OT ceaHca cnyx06 yaaneHHbIx paboymx CTOMNOB.
3aBepLueHus
OTOT NnapameTp MOMUTUKN TakkKe He 3anpeLlaeTt OTKIYeHne
paboTbl)

ceaHCoB Ha cepepe. MoxHO 3agatb nepuog BpeMeHu, B
TeYeHne KOTOPOro OTKITOYEHHbIN ceaHc ByaeT ocTtaBaTbCs
aKTMBHbIM Ha cepBepe, C NOMOLLBIO HACTPOMKN napameTpa
nonuTukn «KoHdgurypaumnsa komnototepa\ALMUHUCTPATUBHbIE
wabnoHb\KomnoHeHTbl Windows\Cnyx0bl yaaneHHbIX
pabo4ynx ctonos\Y3en ceaHCoB yaaneHHbIX pabounx
ctonoB\OrpaHu4eHms ceaHcoB No BpemeHn\3agatb
orpaHu4eHne No BpeMeHu Ans OTKITYEHHbIX CEaHCOBY.




MonuTtuka OnucaHue 3HauyeHue

Onpepensert, crnegyeT Ny yoanuTb aneMeHT «be3onacHoCTb
Windows» 13 meHto «MapameTpbl» Ha KnMeHTax crnyxo6
yOaneHHbIX pabovmx CToNoB. ATOT NapaMeTp NOAUTUKN MOXHO
Remove MCNoNb30BaThb, YTOOLI HE AOMYCTUTL OTKINIOYEHUS
Windows Security = HegocTaTo4HO ONbITHLIX NOSb30BaTenen n3 cny>o yaaneHHbIX

item from Start pabo4ynx cTonoB No HegocMoTpy. Ecnn yctaHoBneHo

menu (Yoanutb cocTosiHue «BkrtodeHo», To NyHKT «besonacHocTb Windows» Enabled
3NEeMeHT He oToGpakaetcs B MeHto «[lyck». B pesynsrarte ons Toro, (Bknto4eHo)
«BbesonacHocTb 4YTOObI OTKPbLITb ANanoroBoe okHo «besonacHocTb Windows»

Windows» 13 Ha KNWEHTCKOM KOMMNbIOTEpe, NoSib30BaTenNb LOMKEH

MeHo «[lyck») Mcnonb3oBaTh cneumnanbHOEe COMETAHME KNaBuLL

(CTRL+ALT+END). Ecnu yctaHoBneHo coctosiHue
«OTKMo4eHo» nnn «He 3agaHo», To NyHKT «besonacHocTb
Windows» ocTtaetcs B MeHto «[ITyck».

Be3onacHocCTb

MyTb: KomnoHeHTbl Windows — Cnyx0bl yaaneHHbIX paboynx cTonoB — Y3en ceaHCOB yAaneHHbIX

pa6ouunx ctonos — BesonacHocTb

(aHm. — Windows Components — Remote Desktop Services — Remote Desktop Session Host — Security)

v OnucaHue NonuTKK

MonuTtuka OnucaHue 3HayeHue
Require secure Yka3sblBaeT, TpebyeT N cepBep y3rna CeaHCoB yAalneHHbIX Enabled
RPC pabounx ctonoB 6e3onacHble RPC-nogkntoyeHns oT Bcex (Bknto4eHo)

communication KNMeHToB NnMbo gonyckaeT HebesonacHble NOAKIMHYEHNS.

(TpeboBaTb OTOT NapameTp MOXHO MCMONb30BaThb A NOBbILLEHUS
6esonacHoe 6e3onacHocTn knneHTcknx RPC-nogkntoveHni, paspeLuas
RPC- TOSIbKO NPOBEPEHHbIE U 3alunpoBaHHbIe 3anpockl. Ecnu

nonKnroqume) COCTOsIHNE UMEET 3HayeHune «Bkno4veHy, To CJ'Iy)K6bI




Monutuka

Set client
connection
encryption level
(YcTtaHOBUTL
YpOBEHb
LndppoBaHus
ANS KNNEHTCKMX

NOAKIHOYEHNN)

OnucaHue 3HaueHue

yAaneHHbIX pabo4ymx CTONOB NPMHMMAIOT 3anpochl TONbKO OT
RPC-knueHTOB, nogaepkuBatoLmx 6es3onacHble 3anpochl, 1
He gonyckatT Hebe3onacHble NOAKIYEHMA HEQOBEPEHHbIX
KnueHToB. Ecnn cocTosiHne nmeet 3HadeHne «OTKYEHY,
TO CcNy>Obl yaaneHHbIX pabo4mx CTONoB Bcerga
3anpawwusatoT 6e3onacHyto nepegady Bcero RPC-tpadmka.
OpHako RPC-knueHTam, He OTBEYalOLLMM Ha 3anpoc,
paspeluaetca HebesonacHoe noakntodeHne. Ecnmn coctosiHne
nmeeT 3HaveHne «He 3agaH», gonyckatotca HebesonacHble
nogkntodeHuns. MNMpumevarne. NMHtepdenc RPC
ncnonb3dyeTca Ang agMMHUCTPUPOBAHMUS U HACTPOWMKN Cryx6
yaaneHHbIX paboymx CTonos.

TOT NapamMeTp NOSIMTUKK onpegensieT, TpebyeTcs fiv 0cobbIn Enabled
ypOBeHb LWWndpoBaHna st 6es3onacHoro B3anMoaencTaus Encryption
MeXay KIMEeHTCKMMU KOMMNbIoTEpaMu U cepBepamMm yana Level: High
CeaHCOoB yaaneHHbIX pabodnx CTONOB BO BPEMS yaANEHHbIX Level
nogkntoveHnn no npotokony RDP. Ecnu BbI BKNo4aeTe aToT (BkntoyeHo
napamMeTp NosIMTUKK, BCE B3aUMOAENCTBUA MeXay YpoBeHb
KNUeHTaMn 1 cepsepamMin y3rioB CeaHCOB yaareHHbIX LUMppoBaHUS:
paboymnx CTOrNoB BO BpeMs yaaneHHbIX NOAKNIYEeHNI Bobicokuin
OOMMKHbI UCMOMNb30BaTh METOA WM POBaHUS, 3a4aHHbIN B YPOBEHb)

3TOM napameTtpe. 1o ymonyaHuo 3agaHo 3Ha4YeHne ypoBHS
winppoBaHus «Bbicokuny. Nogaepxusarotca cnegyrowime
MeToabl WnpoBaHns. Beicoknit. 3HadeHne «BbICOKMIN»
O3Ha4aeT, YTO JaHHble, KOTOPbIMU OOMEHNBAKOTCA KIUEHT U
cepBep, WKGPYTCA Ha OCHOBe CTOMKoro 128-6mutHoro
wndpposaHu4. Vicnonb3ynTte aToT ypoBEHb B cpeaax,
KOTOpble cogepXaT ToNbKo 128-6UTHbIE KNMEHTDI
(Hanpumep, KIMEHTbI, UCNONb3YOLLNE CyXoby
«lMogkntoyeHne k yganeHHoMy paboyemy ctony»). KnmeHTsl,
KOTOpbIEe He NOoAAEepP>KMBAKOT 3TOT YPOBEHb LM POBaHUS, HE
MOTyT NOAKNIYNTBLCA K cepBepaM y3fna CeaHCOB YaaneHHbIX
pabouynx ctonoB. COBMECTMMBIN C KITMEHTCKNM. 3Ha4YeHne
«COBMECTMMBIN C KIMMEHTCKMM» O3HaYaEeT, YTO JaHHbIe,
KOTOPbIMU OOMEHNBAIOTCA KITMEHT 1 cepBep, LWNMpyTCH C




MonuTtuka OnucaHue 3HauyeHue

NCrosib30BaHNEM KIo4a MakCUMarnbHOW CTOMKOCTN,
noaaepXnBaeMon KnmeHToM. Micnonb3ynte aToT ypoBEHb
LWndpoBaHMA B cpeadax ¢ He nogaepkmeatrowmmm 128-
BuTHOE WndpoBaHue knmeHtTamu. Huskmin. Mpun 3HavyeHnmn
«Hwunskmn» ¢ nomolbto 56-6UTHOrO WIMdPOBaHUSA
LWINPPYIOTCA TONLKO AaHHbIE, NepecbinaemMble OT KIMeHTa K
cepBepy. Ecnv napameTtp oTkrtoMeH Uy He 3aaH,
rpynnoBas NonnTuKa He pernaMmeHTUpyeT ypoBeHb
LWMdPOBAHUS, UCMONb3yeMbI AN yaaneHHbIX NOAKMIYEeHUI
K cepBepaM y3na ceaHCOoB yaalneHHbIX paboymx CTonos.
BaxHo! CootBetcTtBue ctaHgapty FIPS moxHO HacTponTb
yepes «CucrtemMHble cpeacrea WndpoBaHusa». Micnonbaymrte
FIPS-coBmecTMMbIe anropuTmbl 451 NapameTpoB
LWNdpoBaHUSA, X3LWWNMPOBAHUSA N LMGPOBON NoAnNucu B
rpynnosown nonutuke (KoHdurypaums
komnbtoTepa\llapameTpbl Windows\lMNapameTpsbl
6e3onacHocTu\JTokanbHble nonuTukm\lNapameTpsbl
6esonacHocTtwn). MNapameTtp «FIPS-coBMecTUMbINy
obecrneyvBaeT WNdpoBaHNEe N paclN@POBKY OaHHbIX,
OTnpaBnsieMbIX OT KNMeHTa K cepBepy 1 obpaTtHo, ¢
nomoLbio anroputmoB wudposanus FIPS 140-1 (Federal
Information Processing Standard), ncnonbsys mogynu
WwndppoBaHusa koprnopaunn Mankpocodrt. Micnonb3yinTte aToT
YPOBEHb LUIN(POBAHNA NPU B3aUMOLENCTBUN MEXAY
KNMeHTaMn n cepBepamMu y3na ceaHCcoB yaarneHHbIX paboymx
CTONOB, KOTOpOe TpebyeT HanBbICLLErO YPOBHS
LnppoBaHus.

Orpanquwe ceaHCOB NO BpemMeHHn

MyTb: KomnoHeHTbl Windows — Cnyx06bl yaaneHHbIX paboynx cTonoB — Y3en ceaHCoB yAaneHHbIX

paboumnx cronoB — OrpaHu4YeHne ceaHCOB MO BPEMEHU

(aHrn. — Windows Components — Remote Desktop Services — Remote Desktop Session Host — Session

Time Limits)



v OnucaHue NonuTuK

Monutuka

End session
when time
limits are
reached
(BaBepLiatb
ceaHc npwu
AOCTMXKEHNN
orpaHuyeHus
Nno BpEMEHM)

OnucaHue

OTOT NnapameTp NonuUTUKK onpegenseT, 3aBepLuaeTcs nv
ceaHc cnyx6 yganeHHbIx paboymx CTONoB No Tanm-ayTy
BMECTO OTKITto4eHUs. Bbl MOXxeTe ncnonb3oBaTb 3TOT
napameTp ANs NPUHYAMTENBHOIO 3aBepLUEHUst ceaHca
cnyx6 yaaneHHbIx paboymx cTonos (B 3TOM crnyyae
OCYLLIECTBSAETCHA NPUHYAUTENBbHBIN BbIXOA MONb30BaTens, a
CBe[leHUs1 O ceaHce yaansTcs ¢ cepBepa) No AOCTUXEHUN
npegerna orpaHN4YeHns akTUBHOIO Unn 6e3nencTeyroLero
ceaHca. [1o ymonyaHuto cnyx6bl yaaneHHbix pabounx
CTONOB OTKIIOYAKT CeaHCbl MO UCTEYEHUMN YKa3aHHOro Ansg
HUX BpeMeHN ceaHca. OrpaHn4eHnsi N0 BpEMEHU
yCTaHaBNUBaKTCH aAMUHUCTPATOPOM CepBepa JiIoKarbHO
UIIM C MOMOLLLIO rPYNMNoBon NonuTukK. CM. napameTpbl
nonuTUKN «3adaTtb OrpaHMyYeHne No BpeMEHN A5s aKTUBHbIX
ceaHcoB cnyx6 yaaneHHbIx paboynx cTonos» u «3agatb
orpaHu4eHne No BpeEMEHN AN aKTUBHbIX, HO
6e3aenCTBYIOLLMX CeaHCOB Cry>X0 yaaneHHbIX pabodmx
ctonosy. Ecnu Bbl BKItoYaeTe 3TOT napamMmeTp NOMUTUKN,
cnyx6bl yaoaneHHbIX pabo4vmx CTOMNOB 3aBepLUatoT BCe
CeaHChbl C UCTEKLUNM BpeMeHeM oxungaHus. Ecnv bl
OTKNtoYaeTe 3TOT NapameTp NONNTUKK, CNYXObl yaaneHHbIX
paboymnx CTONoB BCeraa OTKMIYaoT CeaHchl,
npeKkpaLleHHbIe No TanM-ayTy, Aaxe ecnn
agMVHUCTPaTOPOM cepBepa onpeneneHo NHoe noesedeHne
ANSA 3Toro napamerpa nonuTukn. Ecnu Bl He HacTpanBaeTe
9TOT NapameTp NONUTUKK, CNyX0bl yaaneHHbIX pabodmnx
CTONOB OTKIIOYAT CeaHCbl, NpeKkpaLleHHbIe Mo TanM-ayTy,
€Cnn HOE He ONnpeaeneHo B NoKarnbHbIX NapaMeTpax.
[MpumeyaHne. STOT napamMeTp NOMUTUKU NPUMEHSAETCS
TONBbKO K ABHO onpeaeneHHbIM agMUHUCTPaTOPOM
OrpaHU4YeHnsM No BpeEMEHN OXnaaHus. STOT napameTp
NOMUTUKN HE NMPUMEHSIETCS K COBLITUSIM BpEMEHU
OXMAaHMWS, KOTOPblE ONPeaensoTCS YCroBMSMM CETEBbIX

3Ha4yeHue

Enabled
(Bknto4eHo)




Monutuka

Set time limit
for
disconnected
sessions
(Bapatb
orpaHuyeHue
Nno BpEMEHMU
ans
OTKMIOYEHHbIX
ceaHcoB)

OnucaHue

NOAKIYEHNN. OTOT NapameTp AOCTYNeH B nankax
«KoHdurypauusa komnbtotepa» n «KoHdurypaums
nonb3oBartensa». Ecnu HacTpoeHbl 06a napameTtpa, To
npuopuTeT nmeeT napameTp B nanke «KoHdurypauus
KOMMbOTEPAY.

OTOT NnapameTp MoNUTUKM NO3BONSET HACTPOUTb
orpaHu4eHne no BpeMeHu Ans OTKITHYEHHbIX CEaHCOoB
cnyx6 yaaneHHblx pabounx ctonos. C NOMOLLbIO 3TOro
napameTpa NofIMTUKM MOXHO onpeaennTb MakCMmasibHbIN
nepvon BpeMeHU, B TEHEHME KOTOPOro OTKIMOYEHHbIN CeaHe
OCTaeTCcs akTMBHbIM Ha cepBepe. 1o ymonyaHuio cnyxosbl
yaaneHHbIX paboynx CTONOB paspeLlatoT Nosib3oBaTensmM
OTKINtoYaTbCHA OT ceaHca cnyx6 yaaneHHbIx paboynx cTornos
6e3 3aBepLUeHns 3TOro ceaHca u Bbixoda u3 Hero. Korga
CeaHC HaxoauTCs B OTKMKOYEHHOM COCTOSIHUW, BbINOSIHEHNE
3anyLeHHbIX MporpaMmM NPOLOIMKAETCs, XOTS NoNb30BaTesb
He nogkmntodeH. o yMonyaHuio Takue OTKMYEHHbIE CeaHChl
OCTalTCS OTKPbITLIMU Ha CepBEPE HEOrPaAHNYEHHOE BPEMS.
Ecnu Bbl BKtovaeTe 3T0T napameTp NONUTUKN,
OTKIIOYEHHbIE CeaHChbl yaansaTca ¢ cepBepa Mo UCTe4eHum
yKasaHHOro BpemeHu. Ytobbl obecneynTb NnoBeaeHne no
YMOSYaHUIO, COrfTacHO KOTOPOMY OTKIHOYEHHbIE CeaHCbl
obcnyxuBatotcsa 6e3 orpaHn4yeHns BpeMeHu, BblbepuTte
«Hwukorga». [Ins KOHCONLHOrO ceaHca OorpaHNYeHns no
BPEMEHW K OTKIMIOYEHHbIM cCeaHcaM He npumeHstoTea. Ecnu
Bbl OTK/OYAETE UM HE HacTpamBaeTe aTOT NapameTp
NMOMUTUKKN, HA YPOBHE rpyrnnoBOW MOSIMTUKA OH He
onpegeneH. Mo ymMonyaHuio OTKITHOYEHHbIE CeaHChbl Cryxo6
yaaneHHbIX paboynx CTONOB OCTalTCH He3aBepLUEHHbIMU
6e3 orpaHmyeHni No BpemeHu. MNMprumeyanne. AToTt
napamMeTp npucyTcTeyeT B nankax «KoHdurypaums
KomnbtoTepa» n «KoHdurypaumus nonb3osatens». Ecnu
napameTpbl NOAUTUKN 3adaHbl B 06eunx nankax, To
npuopuTeT nmeeT napameTp B nanke «KoHdpurypaums
KOMMbloTEpPay.

3HauyeHue

Enabled End a
disconnected
session: 1
minute
(BkrtoyeHo
3aBepLueHne
OTKITHOYEHHOTO
ceaHca: 1
MUHyTa)




BpemMeHHble nanku

MyTb: KomnoHeHTbl Windows — Cnyx6bl yaaneHHbIX pabo4unx cTonoB — Y3en ceaHCOB yAaneHHbIX
pabounx ctonoB — BpeMeHHbIe nanku

(aHrn. — Windows Components — Remote Desktop Services — Remote Desktop Session Host —
Temporary folders)

v OnucaHue NonuTuK

MonuTtuka OnucaHue 3HauyeHue

OTOT NapamMeTp NONMUTUKM ONPEAENSET, COXPAHSOTCS MK
BPEMEHHbIe nanku cny6 yaaneHHbIX paboynx CTonos nocne
3aBepLUEHUS ceaHCoB. ATOT NapamMeTp NOMUTMKM NO3BONSET
COXPaHsiTb BPEMEHHbIE Narnku CeaHCcoB Nonb3oBaTenei Ha
yOaneHHOM KOMMbIoTEPE Aaxe Mocne 3aBepLUEHUs ceaHca.
Mo ymonyaHuto cnyx6bl yaaneHHbIX paboynx cTonos

yoanaT BPpEMEHHbIE NMarnkKn nosnb3oBaTenemn npwu BbiXoae

Do not delete nonsb3osaTensd. Ecnu Bbl BKIoyaeTe 3T0T napameTp NonuTUKM,
temp folders BPEMEHHbIE Nanky ceaHCoB NOfb30BaTeNen He yoanawTca
upon exit (He nocne 3aBepLUeHnsa ceaHcoB. Ecnu Bbl OTKMNO4aeTe 3ToT Disabled
isable
yaansaTb napameTp NONUTUKK, BPEMEHHbIE Nanku yganawTcsa npu
(OTKNHOYEHOD)
BPEMEHHbIE 3aBepLUeHNN ceaHca, Jaxe ecrnn agMUHUCTpaTop cepeepa
narnku npu yKasan nHade. Ecnu Bbl He HacTpanBaeTe 3TOT NapameTp
BbIXoae) NONUTKKK, CRY>XObl yaaneHHbIX pabovmx CTOMNoOB yaansawoT

BPEMEHHbIe Nanku ¢ yaaneHHoro KoMrnbioTepa npu Bolxoge 13
CUCTEeMbI, eCNN agMUHUCTPATOPOM cepBepa He ornpegenex
apyron pexum. lNpumeyaHue. 3TOT NnapameTp uMeet
3Ha4yeHue, TOMNbKO ecnv Ha cepBepe NUCMOSb3YTCS
BPEMEHHbIe nankn ceaHcoB. Ecnn BkntoveH napamertp
nonnTUKN «He ncnonb3oBatb BpeMeHHbIe narku ans

ceaHcay, TO AaHHbIn napamMeTp HM Ha YTO HE BITULET.




MonuTtuka OnucaHue 3HaueHue

[aHHbIV NapaMeTp NONUTUKN HE NO3BOSSIET CryK6am
yOaneHHbIX paboymx CTONOB co3aaBaTb BPEMEHHbIe narnku
ceaHcoB. C NOMOLLbIO 3TOr0 NapamMeTpa NMosIMTUKA MOXHO
3anpeTuTb co3aaHue Ha yaarneHHOM KOMMboTepe OTAEMbHbIX
BPEMEHHbIX Nanok Ans Kaxaoro ceaHca. o ymonyaHuio
cny>6bl yaaneHHbIX paboynx CTONOB CO34al0T OTAENbHYO

BPEMEHHYI narnky Arnd KaXKaoro akTMBHOro ceaHca

Do not use nonb3oBaTens Ha yganeHHOM KoMmnbloTepe. Takue

temporary BPEMEHHbIe Narnku co3falnTcsa Ha yaaneHHOM KOMNbloTepe B

folders per nanke Temp nanku Nnpoguna Nonb3oBaTens u Nosy4yaroT UM

session (He no Kofgy ceaHca. Ecnu Bbl BKMovaeTe 3aToT napameTp Disabled
ncnonb3oBaTb NONUTUKN, BPEMEHHbIE Nankn ceaHCcoB He co3fatoTtcd. Bmecto  (OTknoueHo)
BPEMEHHbIE 3TOro BpeMeHHble dannbl Nonb3oBaTens Ansg BCeX CeaHCoB

nanku ans Ha yaaneHHOM KOMMboTepPe XpaHATCS B ob6Lien nanke Temp

ceaHca) nanku npodung nonb3osaTens Ha yganeHHOM KOMMboTepe.

Ecnu Bbl oTkNOYaeTe 3TOT NapamMeTp NONUTUKU, OTAENbHbIE
BPEMEHHbIE Nanky Bceraa co3naroTcs ANs Kaxaoro ceaHca,
[axe ecrnv agMUHUCTPaTOPOM cepBepa onpeaereH Apyron
pexuM. Ecnv Bbl He HacTpanBaeTe 3TOT NapaMeTp MONUTUKM,
OTAENbHble BPEMEHHbIE Nanku A KaXkaoro ceaHca
co3paloTcs B TOM crlyyae, ecrnv agMUHUCTPaTopoM cepBepa

He onpegeneH ApYron pexum.

NMopsaaok nmnopta NONUTUK

1. Ha koHTponnepe foMeHa co3ganTe HOBbIM OOBLEKT rpynnoBon nonuTtuku, Hanpumep «Indeed PAM RDS
Server».

2. HactpownTte cdomnbtpbl 6e30nacHoCTM 06beKTa rpynmnoBor NONUTUKK AN MPUMEHEHUS TONbKO K 0OBbEKTY
cepsepa Indeed PAM Gateway.

3. CkavanTte apxmB ¢ HAOOPOM MOSNUTUK AN PYCCKOM UK aHITIMNCKON BEPCUN CepBepa M pacnakymTte BO
BPEMEHHYIO Nariky.

4. HaxkmnTe npaBon KHOMKOW MbILLM NO CO34aHHOMY O6'beKTy prHHOBOVI NOJINTUKN N Bbl6epVITe B

KOHTEKCTHOM MEHI0 NYHKT «/MNopT napaMeTpos...».


https://cloud.indeed-id.com/index.php/s/LnoChdpzRfL2B8Q
https://cloud.indeed-id.com/index.php/s/KJBMbT4jry0Rl4g
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5. YkaxuTte nyTb K Nanke ¢ pacnakoBaHHbIM apX1BOM.

Pacnonoxenwe apaea
BrifepuTe nanky apxisa ANA MMNoOpTa NapaMeTpos.

[Nanka apsea:

I~ Users\Victor.osipovGPOndeed PAM RDS Server AU

«< Hazan ” Hanee = || CmaeHa | | Cnpaexa |




6. B okHe «I'IepeHoc CCbIJ10K» BKJTHOHUTE OMNUUIO « TOYHO KOMMpPOoBaTb UX U3 UCTOYHUKa».

MacTep MMNOpTa NapamMeTpoB -
lNepeHoc cooanoK B
YicauTe cnocod Nepenau coeinok cyfbeKTam GesonacHoCTH (Fpymnam,
NoNbS0BEATENAM, KoM Tepam) u UINCyma. "

ACaBHEIR 06 BEKT MpYNNOB0A NONMTUKK COOEPAMT CChINKK Ha CYEBEKTEI
fesonacHocT M My UNC. [Npu npeofpasoBaHM 3T CobINokK:

(®) ToUHo KOMWDOBATE Mt M3 MCTOUHWKE:

¢y © NOMOLLEHD 'IEEHHLU:I MUrpaUE CoONoCTIEBNTE M B KOHEYHOM ofbeKTe rpynnNosai

 MONUTHKK:
Qf=op...
WcnonesoBate TaBnMUY MUrpaLIMKM B MOHOMONEHOM PEXAME. Wameris
Ecnu kakne-nubio cyfber el GesonacHocma uma mymi UNC B
SPXMEHOM 0B BEKTE MPYMINOE0A NONMTAKK OTCYTCTEYIOT B Cozpat
TAbNWLE MMMPELMM, HE BEINONHATE MMMODT.
| = Hazan ” Oanee > | | CmaeHa | | Cnpaeka |

7. NMocne ycrnewHoro nMmnopTa oTKponTe 06BLEKT rpyrnnoBOM MOMUTUKN N UCNpaBbTe NonMTUKy PaspewaTsb
BXOJ, B CUCTEMY Yepe3 cnyXObl yaaneHHbIx pabounx ctonos (aHrn. — Allow log on through
Remote Desktop Services), nobasnB B Hee rpynny 6e3onacHOCTU Nonb3oBaTenen, KOTopbiM HEOOXOANM
yOaneHHbIn OCTyn.

8. BbinonHuTe NpmnBA3Ky 06bekTa rpynnoBON NOAUTUKN K OpraHU3aunoHHOMY nogpasaeneHuto, KoTopoMy

npuHagnexut cepeep Indeed PAM Gateway.

9. NprMeHnTe NONUTKKK, BbINOIMHNB KOMaHAy gpupdate /force Ha cepsepe Indeed PAM Gateway.



HacTpoikn 6e3onacHocTu cepBepa
aocTyna

/\ NPEAYNPEXAEHUE

O6sa3aTenbHO BbINOMHUTE AEUCTBUS, KOTOPbIE MepeYnCrieHbl Ha 3TOM cTpaHuue. OTo Tpebyetca ans

KoppekTHon paboTtbl Indeed PAM.

NMpmeHeHMe HaCcTpPoeK C NOMOLbIO YTUIUTDI

YT06bl NPUMEHNUTL HEOBXOAMMbIE HACTPOVKM 6E30MACHOCTM cepBepa AOCTYNa BbINOMHUTE crieaytoLume

JencTBus:
1. Nepengute B Nanky c auctpubytmneom IndeedPAM_3.2_RU\indeed-pam-tools\configuration-protector\.
2. 3anycTnte KOMaHAHY CTPOKY OT MMEHWN agMUHUCTpaTopa.

3. BbinonHuTte komanay:
.\Pam.Tools.Configuration.Protector.exe apply-gateway-security

4. YctaHoBUTE NnapameTp 3anpeTuTb JOCTYN K NaHesnuv ynpaBneHus U napameTpam KoMnbloTepa

rpynnosoﬂ NOSIMTUKN B 3Ha4YeHne BknroyveHo.

MyTb: KoHdurypaumsi nonb3osatenst — ALMUHUCTPATMBHbIE LWWAbNoHbl — NaHenb ynpaenexHus —
3anpetuTb JOCTYN K NAHENW yrnpaBneHns 1 napaMmeTpam KOMMboTepa.

(anrn. — User configuration — Administrative Templates — Control Panel — Prohibit access to Control
Panel and PC settings)

5. MNepesarpy3nte MaluMHy C cepBepoM AOCTyna.
6. Y6eauTtechb, 4TO He0OXoaUMbIE HAaCTPONKM B6e3onacHOCTU cepBepa AOCTyna NPUMEHUITUCh.

7. MpoBepbTe Baly LieneBble pecypcbl — ybeauteck, YTo napametp TpeboBaTb UCNofb3oBaHue

cneuuvanbHOro ypoBHs 6e3onacHocTu ans yAaneHHbIX NOAKNKYEHUN No npoTOKONy RDP



rpynnoBON NOMUTUKM YCTAHOBIIEH B OOQHO U3 3HAYEHWI:

o He 3apaHo
o BknroyeHo: Negotiate

o BknrouyeHo: SSL

MyTb: KoHdurypauusa komnbtotepa — AAMUHUCTPATMBHbIE WabnoHsbl — KomnoHeHTbl Windows —
Cnyx0bl ynaneHHbIX paboymx cTonoB — Y3ern ceaHCOB yaaneHHbIX paboymx ctonos — besonacHoOCTb
— TpeboBaTb MCNonb3oBaHMe cneunanbHOro YpoBHsi 6€30nacHOCTU ANd yaaneHHbIX NOAKITYEHU No

npotokony RDP

(aHrn. — Computer Configuration — Administrative Templates — Windows Components — Remote
Desktop Services — Remote Desktop Session Hosts — Security — Require Use of Specific Security
Layer for Remote (RDP) Connections)

A NPEOYNPEXOEHUE

3HadeHne BknroveHo: RDP He nogaepxumBaetca cuctemon Indeed PAM.

MpoBepka ycnewwHOro npuMeHeHUs HacTpPoekK
6e3onacHOCTU cepBepa AocTyna

YT1o6bI yOEeauTbCA, 4TO HeOBXOAMMbIE HAaCTPOKMKKM 6e3onacHOCTM cepBepa JOCTyNa NPUMEHMUIUCS,

BbIMNONMHNTE crneayruine AencTeus:

1. Nepengute B Nanky ¢ auctpubytneom IndeedPAM_3.2_RU\indeed-pam-tools\configuration-protector)\.
2. 3anycTnte KOMaHAHY CTPOKY OT MMEHWN agMUHUCTpaTopa.

3. BbinonHuTe komanay:

.\Pam.Tools.Configuration.Protector.exe validate-gateway-security

lMMpmeHeHMe HaCTPOEK BPYUHYHO

Ecnu ncnonb3osanue ytunutel Pam.Tools.Configuration.Protector no kaknm-nn6o npyynHam HEBO3MOXHO,

TO NMPpUMEeHnTE Heobxoaumble HaCTPOWKMN ©esonacHoCcTH BPY4YHYIO, KaK OrnncaHo HWXe.



1. KonunpoBaHue c¢hanna 6ubnmnorekn B gupekroputo ProxyApp.

Mepengute B gupektoputo C:\Program Files\dotnet\shared\Microsoft. NETCore.App\3.1.24, ckonupyinTte
dann Microsoft.DiaSymReader.Native.amd64.dll 8 pupektoputo C:\Program Files\Indeed\Indeed
PAM\Gateway\ProxyApp. Bepcus B UICXOOHOM NyTU MOXET OTNMYaTbCs, B 3aBMCUMOCTU OT BEPCUM
Dotnet Runtime, yctaHoBneHHoOro Ha cepeepe. Vcnonb3ynte HanbonbLLyo BEPCUIO, KOTOpas

HaymHaeTtcsa ¢ 3.1.
2. OTKno4YeHue Nonb3oBaTeNIbCKOro XpaHunuiia AoBepeHHbIX KOpHeBbIX cepTucgpukaTos LIC
EcTtb gBa cnocoba:

o Yepes rpynnoByto NOMUTUKY

o Yepes HacTpouky B peecTpe Ha RDS Gateway cepBepe, ecnun He NnpuMeHeHa rpynnosasi NonmTuka

Cnocob6 1 — yepe3 rpynnoByto NONUTUKY
M3meHUTe HacTpoWKy B rpynnoBon nonutuke, gencreyowen Ha RDS Gateway cepsep:

MyTb: KoHdurypauusa komnbtotepa — KoHdurypauusa Windows — NMapameTpbl 6e3onacHoct —
[Monuntnka oTKpbITOro Krtoya — lNapameTpbl noaTBEPXAEHUS NyTN cepTudukaTa

(aHrn. — Computer Configuration — Windows Settings — Security Settings — Public Key Policies —
Certificate Path Validation Settings)

Bo Bknagke Xpanunuuwa (aHrn. — Stores):

i. Bkntounte onuuio Onpegenutb napameTpbl nonuTukK (aHrn. — Define these policy settings)

ii. OTkntoumTe onuuio PaspewnTb ucnonb3oBaHue KopHeBbix LIC, koTopbiMm foBepsieT
nonb3oBaTenb, ANA npoBepku ceptudukatoB (aHrn. — Allow user trusted root CAs to be used

to validate certificates)

Cnoco6 2 — yepe3 HaCTPOUKY B peecTpe

B HKLM\SOFTWARE\Policies\Microsoft\SystemCertificates\Root\ProtectedRoots co3sgante
KNnoY Flags C TMNOM DWORD ¥ ycTaHOBUTE 3HadeHune 1. [lonb3oBaTensckoe XpaHunuie JOBEePEHHbIX
KopHeBbIX cepTudukatos LIC oTknoyeHo, ecnv nepBbin BUT 3Ha4YeHs B Flags paBeH 1.

3. OTknroveHue cnyx6 cuctems! push-ysegomnenHnn Windows.

OTkntounTe crnegytowime cnyxobi:



o Cnyx6a cuctembl push-yBegomneHnn Windows (aHrn. — Windows Push Notifications,
WpnService)

o Monb3oBatenbckan cnyxb6a push-yBegomnenun Windows (aHrn. — Windows Push
Notifications User, WpnUserService)

4. OTkntoyeHue NMaHenu YnpaBneHusa Ans nosfib3oBaTtesien B rpyrnnoBoun NosiuTuKe.

YctaHoBUTE nNapameTp 3anpeTuTb AOCTYN K NaHenu ynpaBrieHUsa U napamMeTpam KOMnbloTepa
rpynnoBOW NONMUTUKM B 3Ha4YeHne BknroveHo.

MyTb: KoHdurypaumsi nonb3osatenst — ALMUHUCTPATMBHbIE LWAbNoHbl — NaHenb ynpaenexHus —
3anpeTuTb JOCTYN K NAHENW yrnpaBneHns 1 napaMmeTpam KOMMboTepa.

(anrn. — User configuration — Administrative Templates — Control Panel — Prohibit access to Control
Panel and PC settings)

5. MpoBepka BbIGpaHHOro ypoBHA 6€30MacHOCTU ANA yAarneHHbIX NOAKMIYEeHUM NO NPOTOKoNy

RDP B rpynnoBow nonutuke LeneBbIiX pecypcoB.

lMpoBepbTe Baluu LeneBble pecypcbl — ybeanTtech, YTo napameTp TpeboBaTb Ucnornb3oBaHue
cneuunanbHOro ypoBHs 6e3o0nacHoOCTH Ans yaaneHHbIX NoAKyYeHun no nporokony RDP

prI'II'IOBOIZ NOJNMMTUKN YCTaHOBJ1€EH B OOHO U3 3HAYEHUN:

o He 3apaHo
o BknroyeHo: Negotiate

o BknrouyeHo: SSL

MyTb: KoHdurypauma komnbtotepa — AgMUHUCTPaTUBHbIE WabnoHbl — KomnoHeHTbl Windows —
Cnyx6bl yaaneHHbIx pabounx cToroB — Y3ern ceaHCoB yaaneHHbIx pabounx ctonos — besonacHocTb
— TpeboBaTtb UCMONb30BaHWe cneynanbHOro YpoBHA 6e30nacHOCTU ANs yAaneHHbIX NOAKHYEHMI No

npotokony RDP

(aHrn. — Computer Configuration — Administrative Templates — Windows Components — Remote
Desktop Services — Remote Desktop Session Hosts — Security — Require Use of Specific Security

Layer for Remote (RDP) Connections)

/\ NPEAYNPEXOEHUE

3HaveHne BknroveHo: RDP He nogaepxuBaetca cuctemon Indeed PAM.



CwmeHa knrova wndposaHua bl PAM

B cnyyae komnpomeTtaumm knroda wmgpoBaHus npeaycMoTpeHa BO3MOXHOCTb poTauum mactep kntoya b/l
6e3 octaHoBkM paboTel PAM.

[ns atoro ncnonbsyetca ytunuta Key Rotator.

Windows IndeedPAM_3.2_ RU\indeed-pam-tools\key-rotator\Pam. Tools.KeyRotator.exe

Linux /etc/indeed/indeed-pam/tools/key-rotator.sh

lMepen 3anyckoM yTUNNTbl BHECUTE U3MEHEHUS B KOH(UIYPALNOHHbLIN dhann koMmnoHeHTa Core, B CEKLMIO

Encryption.

Mo ymonyaHuio B 3TOM CEKLUN HAXOAUTCA TOMbKO MNOACEKUUA Primary, B KOTOPOW yKa3aH AeNCTBYOLLUI
KN4 WncpoBaHus U apyrue AencTeyrowme Hactponkmn b.

UTo6bl N3MeHNTb KItou WindposaHusa bll, BeinonHuTe criegyrowime warm:

1. Cosgavite BTOPYIO NOACEKLMIO Secondary B CeKUMWU Encryption.
2. [NepeHecuTe HacCTponkn n3 Primary B Secondary .

3. BHecuTe HOBbIN KNioY LWUINPOBaAHNA B CEKLMIO Primary .

4. CoxpaHuTe nsMeHeHNsa KOHUrypaumoHHoro dpamna.

5. 3anyctute ytunuty Key Rotator.

6. MNocne 3aBepleHnsa paboTbl yTUNUTLI yaanuTte n3 KoOHPUrypaumMoHHoOro ganna Cekumo Secondary .



CepBUCHbIE onepauuu

CepBucHble onepauuu ansa pecypcoB Windows

/\ NMPEOYNPEXOEHUE

Ecnn koMnoHeHTbI cepBepa ynpasBneHus YCTaHOBMEHbI Ha onepaunoHHyo cuctemy Linux, To ans
BbINONHEHNS CepBUCHBIX onepauunn Ha Windows-pecypce gomkHa 6biTb HacTpoeHa cnyxb6a WinRM no
HTTPS

CepsucHble onepaunn ans pecypcos Windows BbIMOMHAKTCA OT UMEHU JOMEHHOW UMW NOKanbHOW yYETHOM

3anncu:

e [lpoBepka coeqMHEHUs C pecypcom

o CuHXpOHM3aUMNA NokanbHbIX YY4ETHbIX 3anvcem

o [1poBepka napors nokanbHbIX YY4ETHbIX 3anucemn

e 3meHeHne napons riokanbHbIX YY4eTHbIX 3annucen
e [lony4yeHne gaHHbIXx 0 OC

« [lony4eHwne cnucka rpynn 6e3onacHoCTy

HacTtponka sOMeHHON y4YeTHON 3annCcU B Ka4yeCTBe CePBUCHON

1. BoinonHuTe BX0O4 Ha pecypc.

2. 3anyctuTe ocHacTKy YnpaBneHue KomnblotepoM (Computer management).

w

. Mepengute B pasgen CnyxebHble nporpammbl (System tools) — JlokanbHble nonb3oBaTtenu (Local
Users and Groups) — pynnbi (Groups).

. OTKpoKnTE KOHTEKCTHOE MeHI0 rpynnbl AaMmuHucTpaTopbl (Administrators).
. Beibepute nyHkT CBomncTBa (Properties).

. Haxmute flo6aBuTb (Add).

N o o B~

. BeibepuTte JOMEHHYIO y4ETHYIO 3annckb, KoTopasa ByaeT Ncnonb3oBaTbCH B POfY CEPBUCHOW A5
pecypca un Haxmute OK.

HacTtponka nokanbHon y4eTHOM 3annMcu B Ka4yecTBe CepBUCHOM



Ecnu B kayecTBe cepBUCHOM y4eTHON 3anucy ByaeT MCnonb30BaThCH NOKanbHbIN BCTPOEHHbIN (built-in)
agMVHUCTpaTop, TO AOMNONHUTENbHas HacTponka He TpebyeTcs. Ecnu B kayecTBe CepBUCHON YYETHON

3anncu 6yp,eT MCNoJib30BaTbCA HE BCTPOEHHasA JioKalibHadA y4eTHaa 3annMcb agMMUHUCTPATopa, TO:

1. BoinonHuTe BXo4 Ha pecypc.

2. 3anyctuTe ocHacTky YnpaBneHue komnblotepoM (Computer management).

w

. Mepengute B pasgen CnyxebHble nporpammbl (System tools) — JlokanbHble nonb3oBaTtenu (Local
Users and Groups) — pynnbi (Groups).

. OTKponTe KOHTEKCTHOE MEHI0 rpynnbl AgMuHUcTpaTopbl (Administrators).
. Boibepute nyHkT CBomncTBa (Properties).

. Haxmute flo6aButb (Add).

~N O o B~

. BeibepuTe nokanbHyt0 y4eTHYH0 3annch, KoTopasi OyaeT NCnonb3oBaTbCA B PO CEPBUCHON AN
pecypca n Haxmute OK.

[o¢]

. 3anyctute Pepaktop peectpa (RegEdit).

9. PackpounTte
BeTky HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System\

10. OTKpoOWNTE KOHTEKCTHOE MEHI0 pasaena System.

11. Boibepute nyHkT Co3aaTb (Create) — Mapametp DWORD 32 (DWORD (32-bit) Value).
12. BeeauTte HasBaHue napametpa — LocalAccountTokenFilterPolicy.

13. OTKponTe KOHTEKCTHOE MeHto NnapameTpa LocalAccountTokenFilterPolicy.

14. Bbibepute nyHkT U3meHunTb (Modify) n yctaHosute 3HadveHue: (Value data:) pasHoe 1.

HacTponka peecTtpa HeobxogmMma u3-3a orpaHudeHnin yoaneHHoro ynpasneHus WinRM gns scex

NOKarnbHbIX YY4ETHbIX 3anucen, Kpome BCTpoeHHoro (built-in) agmuHucTpaTtopa.

Hactpounka Indeed PAM Core ans BbINOSIHEHNUA CEPBUCHbIX
onepauum oT UMEeHMU NOoKarbHbIX YYETHbIX 3anucen pecypca

CepsucHble onepaunn BoelnonHsatoTes npu nomowm WIinRM, ans ncnonb3oBaHUs NOKanbHbIX YYETHbIX
3anucen pecypca B Ka4ecTBe cepBUCHbIX TpebyeTca 4obaBuTb pecypc B cnncok foepeHHbiX TrustedHosts

Ha cepBepe Indeed PAM Core.

Hactpouka TrustedHosts

1. BoinonHuTte Bxoa Ha cepeep Indeed PAM Core.

2. Otkponte KomangHyro ctpoky (CMD) oT uMeHn agMuHucTpartopa.



3. BbInonHuTte KomaHay:

C:\>winrm s winrm/config/client @{TrustedHosts="Resourcel.domain.local,
Resource2.domain.local"}

YKasaHHble pecypcbl byayT 4obGaBneHbl B CNUCOK AOBEPEHHbIX.

/\ NPEQYNPEXAEHUE

Mpun nob6aBneHnmn HoBbIX pecypcoB B CrCOK OOBEPEHHbIX Tpe6yeTc;| YKa3blBaTb nobaBneHHble paHee
pecypcChbl 1 HOBbIE, TaK KaK HOBO€ 3Ha4YeHNE rnepesanncbiBaeT CTapoe.

@{TrustedHosts="Resourcel.domain.local, Resource2.domain.local,
Resource3.domain.local"}

CepBuUcHbIe onepaLuvm B Cnyxo6e Katanoros

/\ NPEQYNPEXAEHUE

Ecnn KoMnoHeHTbI cepBepa ynpaBneHnsi YCTaHOBMEHbI HA ONepaunoHHyo cuctemy Linux, To gns
BbINONIHEHNS CEPBUCHbBIX Onepauumn B JoMeHe JormkeH ObiTb HacTpoeH LDAPS (LDAP over SSL).

HacTtpounka cepBUCHOM y4eTHOM 3anuUcu

1. 3anycTtute ocHacTky Active Directory — nonb3oBaTtenu u komnbrotepsbl (Active Directory Users and
Computers).

2. OTKpOWNTE KOHTEKCTHOE MEHIO KOHTENHEepa Unn noapasgeneHuns.

3. Boibepute nyHkT Co3paTtb (Create) — MNonb3oBaTtenb (User).

4. Ykaxute um4, Hanpumep, IPAMADServiceOps.

5. BanonHute obasaTtenbHble NONSA 1 3aBepLUNTE CO34aHMe YY4ETHOM 3anncu.

6. OTKpONTE KOHTEKCTHOE MEHIO KOHTENHepa, NoAapasgeneHns Unm KopHa JoMeHa.

7. Boibepute nyHkT CBomncTBa (Properties).



8. MNepengnte Ha BkNagky besonacHocTb (Security).

() MHOOPMALIMSA

Ecnn Bknagkn BesonacHocTb HeT, To B MeHto Bua (View) Bkntounte Advanced features.

9. Haxxmute [lo6aButb (Add).
10. BbibepuTte yyeTHyto 3annce IPAMADServiceOps 1 Haxmute OK.
11. Haxmute fononHuTtenbHo (Advanced).
12. BoibepuTte yyeTHyto 3anuce IPAMADServiceOps 1 HaxmuTe U3meHuTb (Edit).

13. YctaHoBute anga nons NMpumensietca K: (Applies to:) 3HavyeHne [lovepHMe 06 BbLEKTLI:
NMonb3oBaTtenb (Descendant User objects).

14. B pasgene Pa3peweHus: (Permissions:) otmeTsre Copoc napons (Reset password).

15. CoxpaHuTe BHECEHHbLIE N3MEHEHUS.

CepBUCHbIe onepauunu Ansa pecypcoB *nix

CepBMCHbIe onepauun ona pecypcos *NiX BbINOMHAKTCA OT UMEHW NOKanbHOM CepBI/ICHOIZ y‘-IeTHOVI 3anncu:

 [MpoBepka coegnHeHUs C pecypcom

¢ [lonCK y4eTHbIX NoKanbHbIX 3anMcen ocTyna

» [lpoBepka napons nokasnbHbIX YY4ETHbIX 3anucen goctyna

e VI3mMeHeHne napons NokKanbHbIX YYETHbIX 3annucen goctyna
e [lony4yeHne gaHHbIx 0 OC

« [lony4yeHue cnucka rpynn 6esonacHoCTy

Co3gaHne n HacTpomkKa cCepBUCHOU YYETHOM 3anucu

1. BeinonHute BXOA4 Ha pecypc
2. 3anyctute TepmuHan (Terminal)

3. Cosgante nonb3oBatens, Hanpumep, IPAMService



adduser IPAMService

4. lo6asbTe nonb3oBatens B rpynny SUDO

usermod -aG sudo IPAMService

HacTtponka rpynnbl npMBUNernpoBaHHbIX YYETHbIX 3anMcemn

ABTOMaTUYECKMI NOUCK N JobaBneHne y4eTHbIX 3anucen goctyna B Indeed PAM BbinonHseTca Ha
OCHOBaHWM KX Npasa Ha BbinonHeHne komaHabl SUDO. YTobbl NnpegoctaBuTb NpaBa Ha BbIMOSIHEHUE

komaHabl SUDO, TpebyeTtcst BHECTU n3MeHeHus B chann /etc/sudoers.



.——0-
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S — KOHCOHb aaMMHUCTpatTopa
— A paTop

MonyynTe AOCTYN K KOHCONMW agMUHUCTpaTopa

® | MepBbIN 3anyck

JInueH3npyTe NPoayKT, YKaXute ceteBble NyTu K XpaHunuwam n gobasste Bce 06bEKThI

'A—;_Qé} HacTpoika nonutuk

Bbl6epVITe pasgenbl, KoTopble 6yp,yT ynpaenATbCA NONMUTUKAMU

‘i HacTtpounka noakniovyeHus nonb3oBaTtenen no SSH-knwo4yam

HacTpoiika noakntoveHns nons3osartene no SSH-knovam

= CnpaBoYHMK No pasgenam
="

KonuyectBo rmas: 17



http://localhost:3000/privileged-access-manager/3.2/administration/management-console/
http://localhost:3000/privileged-access-manager/3.2/administration/first-launch/
http://localhost:3000/privileged-access-manager/3.2/administration/policy-setup/
http://localhost:3000/privileged-access-manager/3.2/administration/ssh-proxy-via-keys-setup/
http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/
http://localhost:3000/privileged-access-manager/3.2/administration/dumping-passwords/

:

| Bbirpyska naponeu

OsHakoMbTeCh C MH(bopMaUMel O BbIrpy3ke naponewn Npu HeLTaTHON cuTyaunm

@ Pa6ota c PostgreSQL Proxy

OsHakombTech ¢ MHbopmaLmert o BoamoxHocTsx Indeed PAM PostgreSQL Proxy



http://localhost:3000/privileged-access-manager/3.2/administration/dumping-passwords/
http://localhost:3000/privileged-access-manager/3.2/administration/dumping-passwords/
http://localhost:3000/privileged-access-manager/3.2/administration/usage-of-postgresql-proxy/

KoHconb agMunHuUcTpartopa

AgmnHuctpuposaHue Indeed PAM BbinonHaeTcs npy NOMOLLM KOHCOMNU aAMUHUCTpaTopa — crneumnanbHOu
obonoukn gna Indeed PAM Core. [loctynHa no cneaytowemy URL:

e Windows: https://pam.domain.local/mc

e Linux: https://pam.domain.local/mc

(D NPUMEYAHUE

PaspelueHne MoHMTOpa No LWMpUHE AOMMKHO ObiTb HE MeHee 1280 nukcenen, MHayYe SNEMEHTbI
MHTepdenca KOHCONM agMuHUcTpaTopa byayT oTobpaxaTbCa HEKOPPEKTHO.

Perucrtpauusa ayteHTupukaTopa

UTtoObl 3apernctpupoBaTtb ayTeHTUUKATOP, BLINOMHUTE cneayowme 0eNCTBuUS:

1. 3anycTuTe KOHCOMb agMUHUCTPaTopa OT MMeHU nonb3oBaTens, Yyei SID 6bin ykasaH B KOHUrypaumm
IDP.

2. O3HaKoMbTECH C MHCTPYKLMEN MO pernctpaumm ayteHTudukatopa.
3. YctaHoBuTe npunoxeHue ansa reHepaumm OTP n otckaHunpynte QR-koa.

4. Beegute nony4vyeHHoe 3HayveHue B none Koa Ha cTpaHuue permctpauuu.

Mocne ycnewHon pernctpauun Bel byaete nepeHanpasneHbl B KOHCONb agMUHUCTpaTopa. [pn noBTOpHOM

NOAKMKYEHUN K KOHCOINM aaMUHUCTpPAaTopa n0Tpe6yeTcsl BBECTU HOBbIW KOO U3 NpUNoXeHnd anda reHepaumm
OTP.

O noOCKA3KA

Mocne nepBoro BxoAa Anst BKAOYeHMs pyHKLMIA ynpaBneHus Tpebyetca 4ob6aBuTb nonb3oBaTtens B
cocTaB aAMWHUCTPATUBHOW ROMMK.

Bxon

1. OTKpOMTE KOHCOSMb agMUHUCTPaTopa.


https://pam.domain.local/mc
https://pam.domain.local/mc
http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/roles/

2. Beegute noruH. MNpumepbl dpopmarta noruHa:

o john.smith@space.local — B popmaTte UPN
o SPACE\john.smith — B oopmaTte gomeH\nonb3oBarterb

o john.smith — 6e3 gomeHHon YacTu

(D NPUMEYAHUE

Ecnu B MHpacTpykType ecTb Nonb3oBaTenb U3 KaTarnora, y KOTOporo coBrnagaeT fIoruH C
BHYTPEHHWM Morb30oBaTernem, To AN BXoAa rnop nonb3oBaTenemM 13 Kkatanora BBOAWUTE MNOTUH C
yKaszaHMeM IoMeHa.

3. Beegute napornb.
4. Haxxmute BonTwm.

5. BBeauTe BTOpOM (hpakTop ayTeHTUdMKaLMN.

CmeHa napons

/\ NPEAYNPEXOEHUE

OTa onepauus NnpyuMeHnma TonbKo Ansi BHYTPEeHHUX nonb3oBatenen Indeed PAM.

BHyTpeHHVIlZ Nnosib30BaTesflb MOXET CaMOCTOATESNIbHO CMEHUTL CBOM Naporib. [ns 3TOro BbINOMHUTE

cnepyrowime JENCTBUS:

1. MNponante ayTeHTUdUKaLMIO B KOHCONW agMUHUCTparopa.

2. B npaBoM BEPXHEM YrNy HAXMUTE Ha NOMUH.

3. B BbinagatoLlem cnucke Bbibepnte CMeHUTb Naporb.

4. B OTKpbIBLUEMCHA OKHE BBEAUTE TeKyLLMIA Naporb U HOBbIW Naporsib.

5. Ecnu Tpebyetca, oTknioumMTe onuuio 3aBepinTb BCe aKTUBHbIE CECCUMN.

6. Haxxmmute CMeHUTbL naporb.

Bbixoa


mailto:john.smith@space.local

1. Y6eantecb, 4TO Bbl ayTEHTUULMPOBAHbI B KOHCONW agMuUHUCTpaTopa.
2. B npaBOM BepXHEM Yriy HaXXMUTE Ha NOMMH.

3. B BbinagatoLiem cnvcke Haxmute BbIMTh 1 noaTBepanTe aencTseme.



[lepBbIN 3anyckK

Mocne nepBoro Bxoda B KOHCOSb neperianTe B pasaen Ponu n gobaBbTe TEKYLLEro Nonb3oBaTens B porib
Administrator, o06HOBUTE CTpaHULy M ybeauTech, YTO B KOHCOMM 0TOBpasunnch Bce pasgerns.

v [1poBepbTe Hanuune nonb3oBareneun

1. Nepengnte B pasgen Nonb3oBaTtenu.

2. Haxxmute O\

3. Y6eauTech, YTO BCe NOMb30BaTeNN U3 yKa3aHHOTO OpraHn3aLUMOHHOro NoapasaeneHns KOPPEKTHO

oTO6pa3nnnCh.

v JlnueHsnpynTe MHCTannaumo

1. Nepengnte B pasgen Kondurypauua — JinueHsun.
2. CkonupynTte 3HayeHne 13 nons ID nHcTannauun.

3. lNepepante aTOT MAEHTUMUKATOP NHCTANNALUN B TEXHUYECKYIO NOAOEPXKKY ANS Bbinycka danna

TINLEH3NN.
4. loxxantecb OT TEXHNYECKOWN Noaaep KKk OTBET ¢ dhannom nuueHsumn snga PAM _ezeze.mm.d0.lic.

5. B pasgene Kondwurypaumsa — JinueHsun Haxxmmute [lo6aBUTbL 1 NpUKpenuTe nosnyvyeHHbin dann

NNLEH3NN.

w 3anonHute agpeca KOMMNOHEHTOB

1. Nepengute B pasgen Kondurypaumsa — CucteMHble HAaCTPOUKM.

2. B cexuum MNMopaxkntoyeHue Kk Gateway ykaxute Agpec RDCB n Uma konnekumn RDCB.
3. B cekunn RDP Proxy ykaxute Agpec RDP Proxy.

4. B cekumun PostgreSQL Proxy ykaxute Agpec PostgreSQL Proxy.

5. B cekuun Hactponku SSH-nogknroyeHun ykaxunte Agpec SSH Proxy.



http://localhost:3000/privileged-access-manager/3.2/problem-solving/tech-support/

6. CoxpaHuTe U3MeHeHus.

v [lpoBepbTe cobbITUSA

1. Nepengute B pasgen CobbiTUA.

2. Y6eguTecb, 4TO 0TOGPasnioch CobbiTe 3MEHEHUS MapaMeTPOB KOHUIypaLumm.

v Onpegenute paboTy TEKCTOBOIO NIOrMpoOBaHUS

Ecnun Bbl oTKasanuck ot yctaHoBKM KomnoHeHTa Indeed PAM Agent, nepenante B pasgen Nonutuku —
Ceccun — AptedakTbl U BbINOSTHATE OQHO N3 OENCTBUN:

e OTKI4nTe onuunto COXpaHﬂTb TeKCTOBbIE JIOr'n CeCCUm,

o BkntoumTe onumto Mpopgomkars RDP-ceccuto 6e3 normpoBaHus, ecrnuv He yaanochb nosny4YvmTb

TEeKCTOBbIW NOT.

Mpun oTcyTCTBUM OLWIMBOK NepexoanTe k 4obaBneHno 0OBHEKTOB.

NoGaBneHue TeKyLero oomMeHa

1. Nepenante B pasgen [JoMmeHbl, HaxmuTe [lo6aBUTb.

2. Beegute nma gomena (Hanpumep, INDEED-ID) n ero DNS (Hanpumep, indeed-id.local), Haxxmute
CoxpaHuTb.

3. OTkponiTe cTpaHuLy AoBaBNeHHOro JOMeHa.

4. Haxxmute [lo6aBUTb y4YeTHYIO 3anUcCb U BBEOUTE UMSI CEPBUCHON YYETHOWN 3anmncu
(Hanpumep, IPAMADServiceOps).

5. 3apganTe naposib BPyYHYO U HaxXMUTe COXpaHUTb.

6. Haxmute # psinom ¢ Haanucbio CepBUCHas yYeTHas 3anuch 1 BbiGeprTe CEPBUCHYIO YYETHYIO
3anucb (IPAMADServiceOps).

7. HaxmunTte npOBepVITb coegunHeHUe n npoeBepbTe YCNEeWHOCTb YCTaHOBITEHNA COEONHEHUA.

8. 3pecob ke, Ha CTpaHuLUe AOMeHa, nepenauTe Ha Bknaaky KoHTenHepbl ana pecypcoB 1 fobaBbre

KOHTeVIHep CJ'Iy)K6bI KaTaJioros, B KOTOPOM HaxoAATCA HYXHble JOMEHHbIE PEeCYpPCbI (Hanpmmep,


http://localhost:3000/privileged-access-manager/3.2/components/#indeed-pam-agent
http://localhost:3000/privileged-access-manager/3.2/preparation-for-installation/active-directory-accounts/

Computers).

9. 3agechb Xe, Ha CTpaHuLUe AOMeHa, nepenauTe Ha Bknaaky NMpuBunernpoBaHHbIe rPynnbl U YKaxuTe
rpynnbl 6€30MacHOCTU, B KOTOPbIX HAXOAATCSA YYETHbIE 3aMMCK, C MOMOLLIbKO KOTOPbIX MOSIb30BaTENM
OyayT nonyyatb 4OCTYN K AOMEHHbIM pecypcam (Hanpumep, IPAMPrivilegedAccounts).

10. 3oeck e, Ha CTpaHuLEe AOMeHa, HaXMuUTe KHonmkn MMnopTupoBaTh pecypcbl ¥ CUHXPOHU3UPOBaTb
y4yeTHble 3anucu. [ocne 3Toro Bce JOCTYMNHbIE PECYPChI U yYeTHble 3annucu JobaBaTcs B
COOTBETCTBYIOLLME pa3fesnbl KOHCOMN.

11. MNMpwn HeobxogMMocCTK nepenanTe Ha Bknagky CobbITuA Ans npocmMoTpa NnogpodHom nHpopmaumm o

JOMEHHbIX COObITUSAX.

NoGaBrneHne n B3ATHUE NoA KOHTPOSb YYETHbIX
3anucem

B pasgene YuyeTHble 3anncu oTMETETE MMNOPTUPOBAHHBIE AOMEHHbIE YYETHbIE 3anncu: OHN HAYMHAKTCS C
UMEeHU JOMeHa, OTMEeYeHbl 3HaKOM BOMpOCca U HaxoaaTcsa B cocTosiHuM OxupaeT pelueHus. Beepxy
HaxmuTe CoenaTb ynpaBnsemMoMn. [ocne 3Toro y BeIGpaHHbIX YYETHBIX 3anncen napone dyaet copoLueH

Ha HOBbIV B COOTBETCTBUW C MOSIUTUKOMN.

[No6aBneHne He JOMEHHbIX pecypcoB

1. Nepengnte B pasgen Pecypcbl, HaxmuTe [lo6aBuUTh.
. Beibepute NMoapaspeneHwue.

. Ykaxute Umsa pecypca, DNS w/unun IP-agpec.

A WN

. Ha ware MNonb3oBaTenbckoe nogknoyeHue BbibepnTe TUN NOAKMYEHNS, NPU HEOBXOANMOCTH

YKaXute agpec noaKroYeHnA 1 nopT.

5. Ha ware CepBucHoe nogkmnoveHue oTknoumTe onumio Mcnonb3oBaTb KOHHEKTOP AN CEPBUCHOIO
NOAKMIOYEHUSA, T.K. NMOKanbHbIX YYETHbIX 3anucei elle He AobaBnsnock. 3aBeplunTte gobasneHve

pecypca. HoBhblIin pecypc oTobpasnTcs B Cricke pecypcos.

6. OTKponTe CTpaHuLy pecypca, HaxmuTe [lo6aBUTb YYETHYH 3anuchb, 3aanTe naporb BPYYHYHO.

Pecypc rotoB k paboTe: Anst HEro MOXXHO Bbl4aBaTb pa3peLleHust.

[nsi KOppeKTHOM paboThbl CEPBUCHLIX onepauuii TpebyeTcs HacTporika CepBUCHOMO NOAKTHYEHUS.


http://localhost:3000/privileged-access-manager/3.2/administration/policy-setup/
http://localhost:3000/privileged-access-manager/3.2/service-operations/

HacTtpounka nonutuk

YnpaBrieHue nofiMTuKamm

Pasgen COOEPXKUT CNMUCOK MOJTUTUK, PACMOJTOXKEHHbIX MO NMPUOPUTETY NMPUMEHEHNA.
[Ons nonutuk 0T06pa>|<a+0Tc;| OaHHblE:

¢ MMpuoputer — 4ncno, ykasbiBarllee NOpsaoK NPUMEHEHUS KOHKPETHOW NOSIMTUKMN NO OTHOLLIEHUIO K
ocTarnbHbIM. HyneBon npnoputeT COOTBETCTBYET Nonutuke no ymonyanuto (Default policy) n
NPUMEHSETCA B CaMyto MOCNeaHIo ovepeib. Yem Bbille pacrnornoXeHa nonmTuka, Tem Bbllle ee

npuopuTeT N HaobopoT.
e Umsa — HasBaHWe NONUTUKK.
o OnucaHue — Npoun3BOSbHbI TEKCT.

. o o
e 4 — KOJIN4ECTBO Norib3oBaTtenen, Ha KOTopbIX OEeNUCTBYET NMONNTUKA.

— KONWYECTBO rpynn rnornb3oBaTernei, Ha KoTopble AeNCTBYET NonuTHKa.
« B _ «onmuecTro YYETHbIX 3anuceil, Ha KoTopble AEWCTBYET NONUTUKa.
« B — konnuectso pecypcoB, Ha KOTopble AeACTBYET NONUTUKA.

° B_ KOnmn4yecTtBo JOMEHOB, Ha KOTOpble ﬂeVICTByeT NONUTUKA.

MoAnTtukm & INDEED-ID\Victor.Osipov ~
+ [NoBaeuts
] Mpuoputer Hma OnucaHne P 2] ﬁ B

] 0  Default policy

MonuTuka no ymonyaHuo cogepxut Habop napameTpoB ANA BCeX OCTYMNHbIX KATEropuii U NPUMeEHSETCS
KO BCEM HOBbIM OObEKTaM, NO3TOMY LienecoobpasHO HavyaTb HACTPOWKY C Hee.

(D NPUMEYAHMUE



MonuTtuka no YMOJI4aHUIO NpUMEeHAETCA N K CeECCUAM, OTKPbITbIM OT MMEHU MOJIb30BAaTESNTIbCKNX YHETHbLIX
3anucen, ecnu K AaHHbIM NONb30BaTENSAM SIBHO He NnpUMeEHEHbI Apyrne noJsiInTUKN.

OTkponTe CTpaHuLy NOMUTUKKN, 3aanTe Hy>XHble NapaMeTpbl ANs kateropuin YuyeTHble 3anucu, Ceccum,
RDP, n coxpaHuTte HacTpOnKN.

[lo6aBneHue HOBOW NONMUTUKU

/\ NPEAYNPEXAEHUE

Onsa nobaBneHusa, NnpocMoTpa, peAakTUPOBaHWS U yaaneHus nonmTuk HeobxoaMMbl COOTBETCTBYOLLME
npusunerum U3 pasgena Ynpasnenue nonutukamm (Policy.Create, Policy.Read, Policy.Update,
Policy.Delete).

Haxmute lo6aBuTb B pasaene NMonutukun, 3anonHute nona Uma nonutukn, OnucaHuwe n

MpunopwuTteT. HoBas nonuTuka oTobpasnTcs B Cnmcke.

O6wasn nHcgopmauusn
Outsource management & INDEED-ID\Victor.Osipov ~

OBuwan nHdopMaLnA

Obuwas nHpopmauusa

Pazaensl NOAWTHKK
Outsource management #
OBnacTe AeWCTEWA -
ANA YUETHBIX 3aNMceld BHEAOMEHHEIX DECYPCOE #
150 #
INDEED-1DWVictor.Osipov
05.08.2021 15:23:27
INDEED-1DVVictor.Osipov

05.08.2021 15:23:27

¢ Umsa — HasBaHne nonutuku, yCTaHaBJ1IMBaEeTCA Npu co3gaHnun HOBOW MOMUTUKN, MOXET OblTb NU3MEHEHO

B NOOOM MOMEHT 3KcnnyaTauuu.
e OnuncaHmne — Heobga3aTenbHOE none.

e Mpuoputer — 4YncrnoBoe 3Ha4YeHne npuopuTeTa NONNTUKN. Hyrneson NPUoOpPUTET - MUHUMASbHbLIN,

NPUMEHAETCA K obbekTam B NOCNEAHIO o4vyepeb.


http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/roles/

Cospan — nmsa agmuHuctpatopa Indeed PAM.

[daTta cozgaHuna — garta u BpemMaA co3gaHnA NONMTUKNA.

NU3meHun — nmsa agmuHuctpatopa Indeed PAM, KoTopblin cOXpaHuIT HACTPOMKN MOMNUTUKNA.

HaTta nasmeHeHus — gata 1 BpeMsi COXpaHeHUs HAaCTPOEK MOSTUTUKN.
Uto6bl oTpepaktuposath Mms, Onucanue vnv MpuopuTeT, Haxmute ¢ .

Pa3pgenbl nonutukmn

MNepeianTe B Pazgenbl NONUTUKA 1 OTMETLTE pasaernbl, napaMeTpbl KOTOpbIX ByayT onpeaeneHbl
NONUTUKOW, COXpaHUTe n3MeHeHnsi. COOTBETCTBYIOLLME pa3ferbl CTaHyT AOCTYMNHbIMU A1 HACTPOVKM

napamMeTpoB.

Outsource management & INDEED-ID\Victor.Osipov ~

O8wan MHpopMaLna
Pazgensl nonuTMKK

YkamumTe pazgentl, NapaMeTpel KOTOpLIX SYAYT oNpelsnsHbl B NOAWTHKES,
OBnacTe AeWCTEWNA

yI'IpEIBJ'IEHIr"E YUETHEIMM
3anNWCAMIA

YueTHble 3anmcy YnpaeneHue ceccuamm U

Gateway v S5H Proxy Gateway 1 55H Proxy

RDF nogknousHWA ]

5SH noakaroderua O

(D NPUMEYAHUE

NS HEOTMEYEHHbIX pasaenoB OyayT NPUMEHSITLCA ApYrMe NONUTUKA NO NOPSIAKY UX NpuopuTeTa.

ObnacTb AgencTBuA

/\ NPEAYNPEXOEHUE



[ns HasHavyeHna NnonNnTuK Heobxoaumel cooTBeTcTBYOWME NpuBunerun (User.SetPolicy,
UsersGroup.SetPolicy, Account.SetPolicy, Resource.SetPolicy, Domain.SetPolicy).

CopepxuT aaHHble 0 TOM, K KakMM Monb3oBaTensam, rpynnam nonb3oBaTtenien, y4eTHbIM 3anucsam, pecypcam
Ny LOMEHaM NpMMeHeHa NonuTrka.

UToObl NPMMEHUTb NONMUTUKY K OOBbEKTY, HaxXMuTe [lo6aBuTb, BbibepuTe TN 06bekTa Ana yCTaHOBKU

NOJNINTUKN N aarnee caMmm 00OBbEKTHI.

YTob6bl OTMEHUTL AENCTBME NONMUTUKN AN OOBLEKTOB, Bbl6epVITe HY>XHblE 00BbEKTbI N HAXMUTE YAANUTb.

Co3paHue Konuu NosINTUKKU

OTtmeTbTe ogHy nonuTtuky B pasgene NMonutuku n Haxmmte CospaTtb Konuio, 3anonHute nona Ums
nonutuku, Onucaxnue u NMpuopwurer.

CKOI'IVIpOBaHHaFI NONNTUKa OTO6pa3I/ITCF| B ClNuncke.

YaaneHue noriuTuku
I'Iepe/:l, y/:l,aneHmeM NONMUTUKA y6eLI,VITer, YTO OHAa He I'IpVIMeHFIeTCFI HN K KAKUM O6'beKTaM.

OTtmeTbTE HY>XHbl€ NONMNTUKN B pasaerne MonuTuUKn n Haxmute YaanuTtb.

(D NPUMEYAHUE

MonuTtuka Default policy HepgocTynHa ons yganeHus.

MU3meHeHue npuoputeTa NOJINTUKN

M3 cnucka nonutuk U3 npodunsa nonutukm

1. OtkponTte pasgen NMonutukn.
2. OTMeTbTEe OAHY NOMUTUKY.

3. Haxxmnte 3apatb npuopuTer.
4. BBeguTte 3HaveHue.

5. Haxkxmnte CoxpaHuTb.


http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/roles/

Pa3genbl NONMUTUK

Y4yeTHble 3anucu

MNMoka3s Y4YeTHbIX AaHHbIX

Oonuwus

CbpacbiBaTb napornb n SSH-
KINHOY y4ETHOM 3anmcu nocne
nokasa

CbpacbiBaTtb napornb n SSH-
KntoY yepes X MUH.

TpeboBaTb ykasaTb NPUYUHY
npocmoTpa naponda n SSH-

KInto4va

MpocmoTp napons u SSH-
Kntoda Tpebyet noaTBepXKaeHus

agMuHuctpaTtopom PAM

Bpema oxunoaHus
noaTeBepXaeHnsa npocmMoTpa

napons u SSH-knw4a, MUH.

Lncpposatb SSH-knto4
CreHepuMpoOBaHHbLIM Naponem
nepes nokasom rnorb3oBaTento

3apaHue Y4YeTHbIX AaHHbIX

OnucaHue

Ecnn onuna BkntoveHa, To naponb U SSH-kntoy
NPVBUNErMPOBaHHOM YY4E€THOM 3anucu BygeT copackiBaTbCa Kaxabli
pa3 nocre NpocMoTpa Norfb3oBaTenem B CBOEM NINYHOM KabunHeTe

(koHCONU nonb3oBaTens).

Mocne npocmoTpa napornb n SSH-knoy 6yaeT cobpoLueHbl Ha
cnyyamHoe 3HadeHne Yepes ykasaHHOEe KONIMYECTBO MUHYT.

Ecnu onuumsa BknoYeHa, To NoNb3oBaTenb AOMMKEH YKasaTb NPUYMHY
nepen NPOCMOTPOM naponsi unu SSH-knoya y4eTHon 3anmcu

AocTyna.

Ecnu onuua BknoyeHa, To nepes KaxasiM NpocMOTPOM
nonb3oBaTeneM y4eTHbIX AaHHbIX agMmuHuctpatop PAM gomnxeH

noaTBepanTb onepauuto.

TarimayT oXXngaHusa nogTBepXXaeHna npocMoTpa naponsa n SSH-

krtoya, ot 1 o 180 MUHyT.

Ecnn onunsa BkntoveHa, To SSH-kntoy OyaeTt nokasaH B
3alnMdpoBaHHOM BUAE, a CreHepUPOBaHHbIN Naposb LWKUPOBaHMUS
— B CKpbITOM. Kritod 1 naporsib WngpoBaHUSa reHepupyroTcs
cpeacteamu PAM npu npocMoTpe AaHHbIX KaXabln pa3 3aHOBO.



Onuus
PaspewnTb none3osatensav PAM
3apiaBaTb y4YeTHble AaHHble Ons

YYETHbIX 3anncen, ecnu OHN He

3aaHbl

MpoBepka n cMeHa y4eTHbIX AaHHbIX

Onuusa

CuHXpoHM3MpoBaTh pecypcbl 1 Y3

no pacnmcaHuto

[Meproa cMHXpOHU3aL MM pecypcos
nY3, cyt.

Mepuoamnyeckm NpoBepsiTb Naporb

n SSH-KNoY y4eTHOM 3anmncu

Mepuon npoBepkun naponsa n SSH-
Knto4a, CyT.

C6pacbiBaTb naponb n SSH-knto4
ecnn obHapyXeHo HecoBnageHme

Ypanate SSH-kntoun, He
ynpasnsemble PAM

MpoBepsaTb Nnaponb n SSH-kMo4
npwv py4HOW YCTaHOBKE

OnucaHue

Ecnu onuumsa BknoveHa, To korga nonb3oBaTernb NonbiTaeTcs
MOOKMYMTBCA K PECYPCY OT MMEHU YYETHOW 3anmcu ¢
He3agaHHbIM naponem, To emy 6yaeT npeanoxeHo 3afatb

naponb 3ToN yyeTHon 3anncu B PAM cucteme.

OnucaHue

Ecnu onunsa BknioyeHa, To 6y/:|,eT BbINOMHATLCA aBTOMaTUYECKNN

MOMCK AaHHbIX O pecypcax U y4eTHbIX 3anucen gocTtyna.

ABTOMaTUYECKNIN NOUCK AAHHbBIX O PeCypcax M YYETHbIX 3anmcsix
AocTtyna BGyaeT BbIMNOMHATLCA OANH pa3 B yKa3aHHOE KONMYeCcTBO
aHen, ot 1 go 10000 gHen.

Ecnu onumsa BknoveHa, To ByaeT BbINOMHATLCS aBTOMaTUYecKas
npoBepka napornen n SSH-knyen Ansa y4eTHbIX 3anucen

noctyna.

ABTOMaTMyeckasa npoBepka naponen n SSH-kn4en y4eTHbIX
3anucen goctyna OyaeT BbIMONMHATLCS O4MH pa3 B yKazaHHoOe
Konuyectso gHeu, ot 1 go 10000 gHewn.

Ecnn onuus BkntoveHa, 1o 6yaeT BbIMOMHATLCS aBTOMaTUYECKUN
cbpoc naponen u knoden npu pacxoxgeHmm B PAM u Ha
pecypcax.

Ecnu B PAM Het SSH-kntova ana gobaeneHHoOn y4eTHON 3anmcu,
a Ha pecypce ecTb, TO C pecypca Bce 0OHapy>XeHHbIE KITouun

OyayT yoaneHsl.

Ecnu onumsa BknoveHa, TO Npy YyCTaHOBKE UM N3MEHEHWUN
napons, unm SSH-kntoya 6yaeT BbINOMHATLCA UX NPOBEpPKa.



Onuusa

OnucaHue

Ecnu onumsa BkntoyeHa, To ANs YYETHbIX 3anucein goctyna oyaet

[MNeprognyeckm n3amMeHAaTb Naposb U

SSH-kntoy yyeTHON 3anncu

MNepvoa n3ameHeHns napons u
SSH-kntoya, cyT.

aBTOMaTUYECKM UBMEHATLCSA Naponb M SSH-knwY Ha

criyvYamHoe 3Ha4vyeHue.

ABTOMaTmn4yeckoe nameHeHne naponsa unu SSH-knoya gna
YYETHbIX 3anucen gocTyna 6yaeT BbINOMHATLCA OAWNH pas3 B
yKasaHHOe KONMU4eCcTBO OHEMN.

TpeboBaHus K reHepaTopy naponewu

Onuwusn

[nvHa reHepupyemoro

naponsi

JlaTnHCcKme cTpoyHble ByKBbI

JlaTuHckune nponucHble ByKBbl

Lindopei

CneuuanbHble CUMBOSbI

OnucaHue

ObLee KONMYECTBO CUMBOJIOB AJ11 aBTOMATUYECKN reHepUpPYEMbIX

naponemn.

Ecnn onuusa BkntoveHa, TO aBTOMaTMYeCKM reHeprupyemble Naposu
OyaoyT COCTOATb U3 NATUHCKUX CTPOYHbIX BykB. NMpn KOMBUHaumm ¢
APYrMMKn HacTporkamu naponb OyaeT cogepxaTtb MUHUMYM OOHY

NTATUHCKYH CTPOYHYHO ByKBY.

Ecnu onumsa BknioveHa, To aBTOMaTM4ECKN reHepupyemMble naponu
OyayT COCTOATb U3 NTATUHCKMX NPOMUCHBLIX ByKB. Npn komBuHaumm ¢
ApYyrMMmn HacTponkamu napons ByaeT cogepxaTb MUHUMYM OAHY

MATUHCKYH NPONUCHYH ByKBY.

Ecnu onuua BknoyYeHa, To aBTOMaTUYeCKN reHepupyemMble naponu
OyayT coctoATb 13 undp. MNMpm kKoMBMHALMK C APYTMMU HACTPONKamMM

naponb 6yaeT cogepkaTb MUHUMYM OZHY LNGPY.

Ecnu onuusa BKkNoYeHa, TO aBTOMATUYECKN reHepupyemMble naponm
OyayT cocToATb U3 cneumanbHbiX CMMBOSOB. [1py koMBUHaumm ¢
APYrMMmn HacTporkamu naponb OyaeT cogepxatb MUHUMYM OOVH
cneunarnbHbI CUMBOS.



Onuusa

3anpeTuTb UCnonb3oBaHMe
CMeLCMMBOIIOB B Havyane
napons

MakcumarnbHoe ymucno
nocrneagoBaTteribHbIX

CneLcMMBOIIOB

3anpeu.|,eHHb|e CMBOIJbI

Obsa3aTenbHble CUMBOIbI

KonuuecTtBo naponen,
KOTOpble HEe AOIKHbI

NOBTOPATLCA

OnucaHue

Ecnu onumsa BkntoYeHa, To Naposib HA4YHETCS ¢ ByKBbl UK C LNAPBLI.

HacTpolika onpeaensiet, CKornbko CneLcrMBOIOB NOAPSA paspeLleHo.

Hanpumep, npu ykazaHun 3HadyeHus 1 naponb password#! He
nponaet Banuaaumto. [Npu aTom naposnb passwor#d! npovget
Banvgaumio, NOTOMY YTO CNeLCUMBONbI UAYT HE Nogpsad, nux

pasgensiet natuHckas Oykea.

YUTto6bI paspewnTb Noboe KoNMYecTBo Noapsaa nayLmnx

CneucnMBOIIOB, YKaXuTte 0.

CuvMBObI, KOTOPbIE reHepaTop Naponen He OOSMKEH UCMONb30BaTh
npw reHepauum napornemn.

[Mone MoxeT ObITb NycTbiM. B 3TOM crny4yae HUMKaknx orpaHuy4eHun He

NnPUMeHAEeTCA.

CrmBOnnbI, U3 KOTOPbIX XOTHA 6bl 0OAMH 06a3aTensHO ByaeT
NCNonb30BaH Npu reHepaumm napons.

Mone MoXeT ObITb nyCTbIM. B atom cnyvyae HUKaKnx orpaqueHMM HE

NMPUMEHAETCA.

Konuyectso nocnegHux naponen y4eTHOM 3anmncu, C KOTOpbIMU HOBbIV

napornb He ByaeT NOBTOPATLCS.

Tpe6oBaHusA K naponio Ans py4YyHoro BBoaa

Onuusna

MuHumanbHas anvHa napons

OnucaHue

MuHUManbHoOE KONM4ecTBO CUMBOSIOB npn py4vyHoOM BBOAE Maposid.



Onuusna

OrpaHn4nTb CUMBOSbI ANs
py4HOro BBOAA Napons

JlTaTuHcKune cTpoYHble ByKBbI

JlaTnHcKkne nponncHble ByKBbI

Lindopei

CneumnanbHble CUMBOSbI

PaspewnTb ncnonb3oBaHve
npobena

3anpeTuTb UCNonb30BaHne
CMeLcMMBOIIOB B Havane

napons

MakcumanbHoe Yyncno
nocnegoBaTesibHbIX
CrMeLcnMMBOIIOB

3anpeLleHHble CUMBOIbI

OnucaHue

Ecnu onuus BKkNoYeHa, TO AOCTYNHbI ANS peAakTMpOBaHMUS
HaCTPOWMKK, ONncaHHble B aToM Tabnuue. Ecnu onuusa oTkno4veHa, To B
naponsax paspeLleHbl Nobble CMMBOSbI.

Ecnu onuumsa BknoveHa, To Naposb AOMKEH CoAepXaTb MUHUMYM OHY
NaTUHCKYIO CTPOYHYLO ByKBY.

Ecnun onumsa BkntoyeHa, To naposib OOJPKeH cogepXatb MUHAMYM OOHY

NaTUHCKYO MPONUCHY0 BYyKBY.

Ecnu onuuma BknoveHa, To Naporb AOMKEH coaepXaTb MUHUMYM OfHY

umdpy.

Ecnu onumsa BkntoyeHa, To naporsib OoJPKeH cogepxXatb MUHUMYM

OAWH cneucmnmBor.

Ecnu HacTporika BktoYeHa, To npobenbl A4onyCTUMbI B Mapose, HO He
obsa3arenbHbl. Ykasatb npoben B nonsx 3anpeLweHHble CUMBOIbI U
Obsa3aTenbHble CUMBOIbI HEMb34.

Ecnuv onuusa BknoyeHa, To naponb notpebyeTcs HaymMHaTh € ByKBbI
Nn Undpobl.

HacTpoiika onpeaensiet, CKornbKo CneLcrMBOIIOB Noapsa Pas3peLleHo.

Hanpumep, npu ykasaHun 3HadeHnss 1 naponb password#! He
nponget Banugauwnto. Npun aTom naponb passwor#d! nponger
Banngaumo, NoTOMY YTO CMELCUMBOIbI UAYT He noapsaa, Ux
pasgensier natuHckas Gyksa.

UT06bI paspewmnTb Nobdoe KoNUMYEeCTBO NoAPSA NAyLLnX
cneucumBornos, ykaxute 0.

Cumsonsl, KOTOpPblEe HE OOJTXHbI NCMOJIb30BAaTbCA B Maposidax. YKkasaTtb

B 3TOM Mnorne np06er| HEJb3A.



Onuusa OnucaHue

Mone mMoxeT 6bITb nyCTbIM. B atom Clny4ae HUKaKunx OorpaHN4YeHnn He

NPUMEeHAETCA.

CvmBOnbl, N3 KOTOPbIX XOTS Obl 0AMH 06513aTensHO TpebyeTca
Mcnonb3oBaThb Npy BBOAE Napons. Ykasatb B 3TOM none npoben
Henb3s.

O6sa3aTernbHble CUMBOSbI
Mone moxeT 6bITb NyCTbIM. B 3TOM criydae HMKakux orpaHnyeHun He

NPUMeHAEeTCA.

Konnuectso naponen, . . 3
Konn4yecTBo nocneaHvx naponemn y4eTHom 3anmcu, C KOTOPbIMU HOBbIN
KOTOPbIE HE [JOMKHbI
naporb He GyaeT NoBTOPATLCA.
NOBTOPATLCA

Ceccum

Oowee

Onuwus OnucaHune

Ecnn onuusa BknioveHa, TO Npy NOAKMNIOYEHUN K KOHEYHOMY pecypcy,
nonb3oBaTenb 0083aH ykasaTb MPUYNHY 3anycka ceccuu.
TpeboBaTb ykasaTb
BHumaHue! Ecnu ncnonbsyete PostgreSQL Proxy, To npeaynpeavte
NPUYUHY NOOKINIOYEHMUS 5
nornb3oBaTenemn, 4To NoTpebyeTcs BBOAUTL NPUYMHY B TO Xe nore, rae
nms yyetHon 3anucu. MNMogpobHas nHopmauus B nyHkTe MNoaknoyeHne

K pecypcy yYepes PostgreSQL Proxy.

CoobuieHue, KOTOpOEe Ecnn onuums Tp96OBaTb YKa3aTb NPpUYNHy NOoAKNK4YeHUA BKITHOYHEHAa,
nonb3oBarterib yBUOUT MNMpU TO coobueHne 0bs3aTenbHO K 3anoNHEHNIO.
3anpoce npuyvnHbl

3Ha4yeHue no YMOJTHaHUIO: «YKkaxuTe MPUYNHY NOAKITHOYEHNA».

MOXXHO NOMEHATL TEKCT coobLeHNs, YTOBbI NOACKa3aTh NOMb30BaTENto,


http://localhost:3000/privileged-access-manager/3.2/administration/usage-of-postgresql-proxy/
http://localhost:3000/privileged-access-manager/3.2/user-manual/connection-to-the-resource/rdp-ssh-sql-connection/#connection-to-the-postgresql-proxy
http://localhost:3000/privileged-access-manager/3.2/user-manual/connection-to-the-resource/rdp-ssh-sql-connection/#connection-to-the-postgresql-proxy

Onuusa

MakcumanbHasa

ONMNTENbHOCTL CECCUN

BKnNio4MTb 9KCKITHO3MBHOE
NCnorb3oBaHNe y4eTHOMN

3anncu

OTkpbITHE ceccun Tpebyet
NOATBEPXKAEHUSA
agmuHucTpatopa PAM

Bpems oxungaHmna
noaTBepXaeHNa ceccuu,
MUH.

[MpepbiBaTh ceccuto npu
OTCYTCTBUU
Nnosib30BaTENbLCKOMN

aKTUBHOCTH

OnucaHue

4YTO UMEHHO TpebyeTcs BBOAMTL Npu NogkntoyeHn. Hanpumep, ecnm
AN NOOKIIOYEHNUST HY>KHO YKa3blBaTb HOMEP 3a4ayn B TUKET-CUCTEME, TO
BBeAUTE: «YKaXnte HoMep 3asiBKM ANs BbIMOMHEHMS 3a4a4n Ha JaHHOM

pecypce:».

MakcumanbHo gonyctumas anvHa coobuwexms: 100 cMMBOnoB.

Onuusa 3agencTeyeT npeden ANMTENbHOCTM CECCUMM B Yacax U MUHYTaX,

nocrie nCTtev4eHmnsa KOToporo ceccus 6y,qu npnHyonTErnbHO 3aBepLUeHa.

Ecnu onuus Bkno4veHa, To y4yeTHasa 3arnncb MOXeT ObITb Mcnonb3oBaHa

TONbKO B OQHOM aKTUBHOM CECCUN O4HOBPEMEHHO.

Ecnn onuusa BknroveHa, TO ANs Kax4on oTKpbiBaeMown ceccum Tpebyetcsa

py4YHOe noaTBepxaeHne agMmuHucTpaTtopa PAM.

BHumaHume! OcTtaBbTe ONuUnKo BbIKMHOYEHHOW, €CMN ncnonb3yerte

PostgreSQL Proxy, nHaye otkpbiTb SQL-ceccuto Byner HEBO3MOXHO.

TarvimayT ana nogreepxaeHus agmuHucTpatopom PAM, B uHTepBane ot

1 no 180 MUHyT.

Ecnun onuunsa BkntoyeHa, To B Cliydae OTCYyTCTBUA aKTUBHOCTU
nonb3oBaTtend B Te4eHne 3agaHHOro BpemMmeHn ero ceccua O6prBaeTCﬂ.
[na yXKe CylecCTBYLWNX NOJINTUK 3Ta onuna no ymon4aHutro

BbIKIMKO4YeHa, a AnAa HOBbIX — BKITHO4YEHa.

Mo akTMBHOCTLIO NONb30BaTENSA NOHUMAETCS ero B3auMOoa4eNCTBUe C
3KpaHOM U1 TePMUHANoOM CeCcCcun, a Takke onepauumn no nepegaye
thannos.

3JTa onumsa NOrMTUKM NPUMEHSETCS TOMBKO Asi CECCUM, OTKPLITLIX Yepes
SSH Proxy n RDP Proxy.


http://localhost:3000/privileged-access-manager/3.2/administration/usage-of-postgresql-proxy/

Onuusa

Bpems otcyTcTBUS
Mosib3oBaTENbCKON

aKTMBHOCTU, MVH.
C6pacbiBaTb naposnb u

SSH-knto4 no 3aBepLUeHnn

ceccun

ApTtedakTbl

Onuusa

Coxpa HATb TEKCTOBbIE J10I'N
ceccunm

MpomomkaTte RDP-ceccuto 6e3
NOrMpOBaHUs, eCcnn He
yaanoch Nony41Tb TEKCTOBbIV

nor

CoxpaHaTb BUAEO ceccum

OnucaHue

MuHuMmanbHoe 3HayYeHue: 1 MUHyTa
3HayeHune no ymonyaHuo: 30 MUHYT
MakcumarnbHoe 3HaveHue: 720 MUHYT

Cbpoc napons n SSH-kno4a nocne Kaxaon ceccun.

OnucaHue

Ecnu onuusa BkNoyeHa, TO Nnocne 3aBepLueHns ceccun byaet
AOCTYNeH A9 NPOCMOTpa U CKauMBaHWs TEKCTOBbLIN F1OT.
MoppepxmBaeTcs ToNbKo B ceccusix Ha Windows-pecypcax npu
Hanuuun PAM-areHTa n B SSH-ceccusx.

Ecnn onuusa BkntoveHa, 1o npu notepe cBsa3m ¢ PAM-areHToMm ceccus
He npepblBaeTCcs, Nonb3oBaTenn MoryT Npoaorkarb paboTty B 3ToM

ceccun.

[Mpn aTOM B XXypHan ogHOKpaTHO 3aHocuTcs cobbiTne "lMotepsHa
cBs3b ¢ PAM-areHTOM", B TEKCTOBBIN JTIOI CECCUN OLHOKPATHO
3anucbiBaetcsa ctpoka "WARNING: Lost connection with PAM Agent".

Mpun BoccTtaHoBNEeHUU cBA3N ¢ PAM-areHToM B XXypHarn OgHOKpaTHO
3aHocuTcsa cobbiTne "BocctaHoBneHa cBa3b ¢ PAM-areHToM", B
TEeKCTOBbIM NOr CECCMM OQHOKPATHO 3anuckiBaetca cTpoka "INFO:
Connection with PAM Agent restored".

Ecnuv onuus BbikntoveHa (Mo yMon4yaHuio), To Npu notepe CBA3n ¢
PAM-areHTOM ceccusa npepbiBaeTcs.

Ecnu onuusa BkntoYeHa, To Nocne 3aBepLUeHNs ceccun byaeT
AOCTyMHa Ans NPOCMOTpa M cKauyMBaHWS 3anucb NOTOKOBOIO BUAEO.



Onuusna

KonnyecTBo kKagpoB B cekyHay

PaspelueHune Buaeo

Potauua sugeo

YoanaTtb BUAEO ceccuu
ctapwe X gHeun

CoxpaHsiTb CHUMKM 3KpaHa

MHTepBaJ'I CHMUMKOB, CeK

PaspeLueHne nsobpaxeHus

Potauus cHUMKoB 3KpaHa

Yaanatb CHUMKW 9KpaHa
ctapwe X gHen

CoxpaHaTb nepenaHHble
dannbl

Potauunsa nepenaHHbix dpannos

OnucaHue

MopaepxmBaeTca TONbKO Npu OTKpbITUKM ceccunin Yeped PAM Gateway.

HacTpoiika onpegensiet 4actoTy KaapoB A4S 3anncu NoTOKOBOIO

Buaeo, ot 1 go 10.

HaCTpOVIKa NO3BOJIAET YCTAHOBUTb pa3pelleHne ana 3anncum
MOTOKOBOIO BMOEO.

Ecnu onuus BknoyeHa, TO 3anmcu NOTOKOBOro BUAEO 6y/:|,yT

aBTOMATUYECKN yOanATbCA.

ABTOMaTM4YeCKoe yganeHne 3anncu noTokoBOro BUAEO cTapLue
yKasaHHoro konuyectsa gHen, ot 1 go 10000.

Ecnu onumsa BknioveHa, To CHUMKM 3KpaHa ceccumn byayT
coxpaHsTbes. MNogaepxmBaeTca TONMbKO MpU OTKPLITUM CECCUn Yepes
PAM Gateway.

CoxpaHeHne CHUMKa 3KpaHa Yepes3 yKasaHHOEe KONIMYeCTBO CEKYHA,
o1 60 go 10000.

HaCTpOVIKa NOo3BOJIAET YCTAHOBUTL pa3pelleHne CHMMKa 3KpaHa.

Ecnu onuus BkMoYeHa, TO CHUMKM 3KpaHa ByayT aBToMaTUYeECKM
yoansTbes.

ABTOMAaTMYECKOE yoaneHne CHUMMKOB 3KpaHa CTaplle yKa3aHHOro

KonuyecTBa OHEN.

Ecnn onuusa BkntoveHa, 1o hannsl npu nepegade c rokanbHOn
MaLUMHbI Ha pecypc ByayT oybnvpoBaTbCs B yKa3aHHY CETEBYHO
nanky. NopaepxmBaetcsa Tonbko Ansa Windows-pecypcoB ¢
BKITOYEHHbIM MepeHanpasreHnemM ANCKOB.

Ecnn onuusa BkntoveHa, To nepegaHHble hannsl byayT
aBTOMaTUYECKN yOanaTbCA.



Onuus OnucaHue

Ynanate nepefaHHble goannbl ABTOMaTnyeckoe yganeHue ansoB cTapLue yKazaHHOro KonmyecTsa

ctapwe X gHen gHen, ot 1 go 10000.

OTnpaBKa TeKCTOBOro nora no syslog

Onuusa OnucaHue

< Mo syslog 6yayT oTnpasBneHbl CTPOKM TEKCTOBOIO J10ra, B KOTOPbIX ByayT HangeHbl
noyeBble

yKa3aHHble KroyeBble croBa. KnoyeBoe CnoBO MOXET ObiTb perynsipHbIM
crnosa

BblpaXKeHMeM.

Gateway u SSH Proxy

Onuusa OnucaHue

MepeonpenennTb HACTPOWMKK Ecnu onuusa BknodeHa, To crneayoLwme HacTporiku 6yayT
nogknoyeHns k Gateway NCNonb30BaHbl BMECTO YKa3aHHbIX B pa3gene KoHdurypaums
Anpec RDCB IP-agpec nnu DNS Remote Desktop Connection Broker

Nmsa konnekumn Remote Desktop Connection Broker ans Indeed
Nmsa konnekunn RDCB
PAM Gateway

Mogkntodatbes k Indeed PAM Gateway ¢ ncnonb3oBaHvem
Ncnonb3oBate RDGW
Remote Desktop Gateway

Appec RDGW Appec Remote Desktop Gateway ans Indeed PAM Gateway

5 MapameTtpbl 6yayT AobGaBneHbl B HACTPOWKN NOOKITIOMEHUS NO
MapameTtpbl Gateway RDP-ganna
RDP k PAM Gateway 1 3aMeHST cTapble HAaCTPOMKM.

[MepeonpeaenuTtb HacTporkn SSH Ecnun onuua BkntoveHa, TO criegylowas HacTponka byaet
Proxy ncnorb3oBaHa BMeCTO ykasaHHou B pasgene KoHdurypauusa


http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/configuration/
http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/configuration/

Onuusa

Appec SSH Proxy

RDP

() NPUMEYAHUE

OnucaHue

IP-agpec nnu DNS u nopt (Heobsa3aTenbHO).

HacTponkn npumMeHsItoTCa TOMbKO NPy NOAKMIYEHUN K cepBepam no npotokony RDP.

Onuusn

MpuHTEpPDBI

Bydep obmeHa

CmapTt-kapTbl

MopTbl

Onckn

TpeboBaTb JOBEPEHHBIN

ceptuduKkar pecypca ans
oTkpbiTMs RDP-ceccun

OnucaHue

Ecnu onumsa BkntoYeHa, TO Nonb3oBaTenb nony4ynT BO3MOXHOCTb

nepeHanpaBuTb NPUHTEP CO CBOEro paboyero MecTa Ha KOHEYHbIN
pecypc.

Ecnu onums BkntoYeHa, To Nonb3oBaterb Nofy4YnT BO3MOXHOCTb
ncnonb3oBaTtb Oycdep obmeHa mexay cBoum paboymm MeCTOM U
KOHEYHbIM PECYpPCOM.

Ecnu onumsa BkntoyeHa, To Nonb3oBaTternb NoNny4YmuT BO3MOXHOCTb
nepeHanpaBuTb CMapT-KapTy CO CBOEro paboyero Mecra Ha
KOHEYHbIN pecypc.

Ecnn onuus BkntoveHa, To Nonb3oBaTernb NOMy4YUT BO3MOXHOCTb
nepeHanpasute COM-nopTbl co cBOEro paboyero mecrta Ha

KOHeYHbIN pecypc.

Ecnu onuus BknoyeHa, To Nonb3oBaTesib nony4nT BO3MOXHOCTb
nepeHanpaBunTb JTOKaribHbl€ AUCKN CO CBOEro pa6oqero MecTa Ha

KOHeYHbIN pecypc.

Ecnn onuusa BkntoveHa n ceptudpukaTt pecypca

HeOeNCTBUTENbHbIN, TO CECCUSA HE OTKPOETCS.



Onuusa

MapameTtpbl RDP-hanna

SSH

MoBbiWweHue npuBuUnerun

Onuusn

PaspewnTb
BbINOMHATL pamsu

() MHOOPMALIMSA

HacTpoWKa B MOMUTUKE.

OnucaHue

Ecnu onuus BbikntovYeHa 1 cepTudmkaT pecypca
HeOeNCTBUTENbHbIN, TO CECCUSI OTKPOETCS.

[MapameTpsbl, kKOTOpble ByayT Ao6aBreHbl B HACTPOMKU
nogkntodeHna RDP 1 3aMeHAT cTapble HAaCTPOWKN.

OnucaHue

Mopaep:kka BbINOMHEHUS KOMaHA, ¢ npuBmunernsamm root B SSH-ceccusx Ha

pecypcax € yCtaHOBJ1IEHHbIM KOMIMOHEHTOM PamSu.

Paspeu.leHme, BblJaHHOE Ha BbIlNOJIHEHNE pamsu rnpn co3gaHnn paspeLleHnd, NpuopuTeTHee, 4em

PaspelueHHbIe U 3anpelyeHHble KOMaHabl

Onuusa

Mpurnawexue
obonouyku (prompt)

OnucaHue

PerynﬂpHoe BblpaxeHne npurnaeHuns obonoykn gnsa KOPPEKTHOIo

pacno3HaBaHUs BBoAA KOMaHA,.

Mpw BBOAE perynsipHoro BblpaXkeHns obpaTtute BHUMaHWNE, YTO SKpaHMPOBaTb
CMMBOJIbl < U > He TpebyeTcs, Tak Kak OHU He BXOOAT B CMMUCOK crieunanbHbIX

cumBonoB: . [{}()*+?\|"$.

MogpobHas MHopMaLUsa O CUHTaKcUce perynsipHbiX BolpaxkeHuin Boost

OOCTYyMHa no CChbIJIKE.


https://docs.microsoft.com/ru-ru/windows-server/remote/remote-desktop-services/clients/rdp-files
https://www.boost.org/doc/libs/1_85_0/libs/regex/doc/html/boost_regex/syntax/perl_syntax.html

Onuusna OnucaHune

Peakuua Ha

lMoBeneHve TepMuHana B OTBET Ha 3anpeLueHHyto komaHagy: CTRL+C (oTmeHa
3anpeLleHHyto

BbINOSIHEHNS) TMOO 3aBEpPLUEHNE CECCUN.
KoMaHgy

CnnCoK paspeLUeHHbIX Uy 3anpeLUeHHbIX ANd BbINONHEeHUs KomaHg B SSH-
SSH-komaHabl
ceccun.

YT106bI COCTaBUTb CIMCOK KOHTPOMNMPYEMbIX KOMaHS, BbIMNOMHUTE crieqyowime 4enCTBUS:
1. CnpaBa ot napameTtpa SSH-komaHAabl HaxxmnTe [lo06aBUTD.
2. BBegute KkomMaHy unu perynsipHoe BblpaXkeHue.

Mpwn BBOAE PErynsipHOro BblpaXeHus obpaTuTe BHUMaHWNE, YTO 9KpaHMPOBaTbL CUMBOSbI < U > He
TpebyeTcs, Tak Kak OHWM He BXOOSAT B CMMCOK cnewumanbHbiX CMMBONOB: . [{}()\*+?|~$. CumBon ]
Takxke ABNSETCs cneumarnbHbIM, HO TONMbKO KOr4a BBeAEH nocne | .

MogpobHasa nHopmaumnsa o CUHTaKcUce perynsapHbiX BbipaxeHun Boost gocTynHa no cebiske.
3. Bblbepute cocTosiHue Pa3speweHa nubo 3anpelleHa.
() MHOOPMALISA
3anpeT Ha BbINOMIHEHME KOMaHA, UMEET NMPUOPUTET HaZ paspeLLeHnEM.

bes siBHOro paspeLueHna KomaHabl 6ynyT cHMUTaTbCA 3anpeLleHHbIMK, NO3TOMY HE PpEKOMEHOYETCA
yoanAaTb nocrieaHee npasuno, paspellarollee BbiNnoJIHEHNEe KoOMaH.

YTobbI paspellnTb Uinn 3anpeTnTb cpady HECKOJTIbKUX KOMaH, OTMETbTE UX U HAaXKMUTE Pa3peLLIVITb nnn

3anpeTuTb.

I'IpIA pa60Te CO CNMCKOM KOMaHA, a TakxKe Mnpu rnonbiTKkax BbIMOJTHEHUA 3anpeu.|,eHH017| KOMaHAbl B XXypHare

d)l/l KCUPYKOTCA COOTBETCTBYHOLLMNE cobbITKA.

Mepenava paHHbIX


https://www.boost.org/doc/libs/1_85_0/libs/regex/doc/html/boost_regex/syntax/perl_syntax.html
http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/events/

Oonuwus OnucaHue

SCP MapameTp nepegayn annos no npotokony SCP

SFTP MapameTp nepegayn annos no npotokony SFTP

MakcumanbHbIi pasmep danna, Mb  ®ainn 6onbluero pasmepa He yaactca nepenatb.



HacTtpouka noagknrovyeHus
nonb3oBartenien no SSH-knro4yam

Monb3oBatenu moryT nogkntoyatbes K SSH Proxy no SSH-kntovam. 31o obecneumBaeTt 6e3onacHbin 1

ObicTpbIi BXxo4 B SSH Proxy 6e3 HeobxogMmMocTh NCNonb3oBaTb Naponu.

NMpepBaputenbHble TpeboBaHUA

B pasgene KoHdurypaums — AyTeHTupmkaumnsa nonb3osatenen — AyteHTuukauusa no SSH-knovam
BKMOuUTE onumio PaspewnTb nonb3oBaTtensiMm nogkntoyatbes K SSH Proxy ¢ ucnonbsosaHmem SSH-

KIHOYeun.

[obaBbTe agMUHUCTPATOPY, KOTOPbLIV OyaeT 406aBnATL NONbL30BaTENAM KMUW, NPUBUITETNNIO
User.ManageSshAuthorizedKeys B ponb.

NMNonyyeHne n gobasrneHne Krno4veu

Kniou B TekcToBOM chopmaTte Ceptudumkar X.509

1. Nonpocute nonb3oBaTens creHepupoBaTb SSH-kmMoY.

MopaepxmBaeMble anropuTMbl LUNGPOBAHMS KIOYEN:

o rsa-sha2-256
o rsa-sha2-512
o ecdsa-sha2-nistp256
o ecdsa-sha2-nistp384
o ecdsa-sha2-nistp521
o ssh-ed25519

2. 3anpocuTe y nonb3oBaTens OTKPbITbIN KITtod. CTpoKa C KMYoM JOSMKHA coaepXaTb anroputm
wncppoBaHms n kntod. ONUMoHanbHO CTPOKa MOXET coaepXaTb KOMMEHTapUn, HaNnpuMep NMs

nonb3oBatens n xocT. MNpumep: ssh-ed25519 AAAACS... user@host.

3. JobaBbTe NOMyYeHHbIN KoY 3TOMY MOnb3oBaTernto B KoHconu ynpasneHns Indeed PAM.


http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/configuration/#ssh-keys-auth
http://localhost:3000/privileged-access-manager/3.2/user-manual/ssh-key-auth/#ssh-key-text
http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/users/#ssh-keys

V.
-—Ej Monb3oBaTenu

KonuyectBo rnas: 3

=v! pynnbl nonb3oBaTenen
="

Mpynnbl none3oBatenen

=v! Pecypchbli

KonuyectBo rmas: 5

Cnyx0bl

=‘?-| Mpynnbl pecypcoB
=

Mpynnbl pecypcoB



http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/users/
http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/user-groups/
http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/resources/
http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/services/
http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/resource-groups/
http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/accounts/

EV!
%‘ Yd4yeTHbIe 3anucu

KonunyecTtBo rnaB: 2

v [lJoMeHblI

KonnuecTBo rnas: 4

= V-l CTpyKTypa
="

CTtpykTypa

5=V, PaspelueHus
="

KonuyectBo rnas: 4

' | y
=V; 3anpocbl ceccumn

3anpochbl ceccuin



http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/accounts/
http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/accounts/
http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/domains/
http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/structure/
http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/permissions/
http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/actions-requests/

= |
8=V; AKTUBHbIE Ceccum

AKTUBHbIE Ceccum

=V Bce ceccum

KonuyectBo rnas: 1

——V! CoObiTuA

CoObiTusa

n=‘?-| YBegomneHus
="

YBegomMmneHus

B= v-ll KoHdourypauma

KonunuecTBo rnaB: 2



http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/active-sessions/
http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/all-sessions/
http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/events/
http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/notifications/
http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/configuration/
http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/roles/

5=Vv; Ponu

Pornn

Vi MpunoxeHuns

MpunoxeHwns



http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/roles/
http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/roles/
http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/applications/

Nonb3oBatenu

B Indeed PAM 3.2 ecTb ABa Buaa nosib3oBaTenen:

e MOJib3oBaTesin N3 CJ'Iy)K6bI Kartanora,

e BHYTPEHHME NOJNib30BaTeENNn.

[nsa nonb3oBaTenen n3 cnyxbbl katanora B none MCToYHUK ykasaHo 3HavyeHne Kamarsoza. Ina BHyTPEeHHUX
nons3osaTenen B none UCTo4HUK ykazaHo 3HavyeHne PAM.

Mo ymonyaHuto Ha cTpaHuue otobpaxaeTtca 15 nonb3oBaTtenen. BHU3y cTpaHuubl pacnonoxeH
nepeknoyartens CTpaHuL, 4ns NpocMoTpa ocTanbHbIX nonb3osarternen. Ecnv nonb3oBaTeny noMeLwarTcsa Ha

OOHY CTpaHuLy, TO NepeknoYaTenb CTpaHUL, He oTobpaXkaeTcs.

OT1obparkaeMoe No yMOf4aHu1o KOMYECTBO MOMb30BaTeNen Ha CTpaH1LEe MOXHO U3BMEHUTL B
KOH(pUrypaumoHHom damne.

Windows C:\inetpub\wwwroot\pam\mc\assets\config\config.prod.json

Linux /etc/indeed/indeed-pam/mc/config.prod.json

MoxHo npocmoTpeTb MakcumyM 1000 nonb3osaTenen. Ha ctpaHuue C ThICAYHbIM NOsib3oBaTenieM

oToGpaxaeTtcst coobLLeHEe O HEBO3MOXHOCTY 3arpy3uTb GosbLue nonb3oBaTeneil.

NMouck

Mownck no3sonsieT oTobpasnTb TOMNbKO TEX MNOMb30BaTeNemn, KOTopble YAOBAETBOPSAIOT 3a4aHHOMY KPUTEPUIO.
EcTb ABa BMOa noucka:

° BbICprIIZ — CTpOKa nouncka. MOoXHO nckaTb TONbKO NO OOHOMY KpUTEPUIO. TeKkcToBbIN BBOA.

o PaclumpeHHbIi — hopma € HECKOSNbKMMU NonsaMn. MOXKHO MCKaTb NO HECKOMBbKUM KPUTEPUSIM Cpasy.
Bbinagatowime cnmcku.

BbiCcTpbIN NOUCK



B NMONCKOBYHO CTPOKY MOXHO BBOAWUTb OOHO UIM HECKOJIbKO CJ10B. CnoBa MOXHO nucaTb NOMHOCTBLIO UK

YacTuyHo (3 n 6onee GykB).

B nonckoBown CTpoke MOXHO UcKaTb MO CrieayoLwmnM nonsm:

e vg;

e Qamunus;

Homep TenedoHa;

Email.

PacwunpeHHbIN NOUCK

MOXHO 1ckaTb MO OAHOMY UM HECKONBbKUM KpuTepuaM. [pn BbIOOpe HECKOMNbKMX KpUTEPUEB OTOOpa3ATCA
nonb3oBaTenu, KOTopble YOOBETBOPSOT BCEM NEPEYNCIEHHBIM KPUTEPUSIM. VIckaTb MOXHO MO CrieayoLum

nonAm:

e mg;

o Gamunus;
o TenedoH;
e Email;

o CocTosiHue;

e /ICTOYHUK.

() NPUMEYAHVE

Moucka no JIOTUHY HET.

Bo3MOKHble cOCTOAHUSA:

o 3abnokupoBaH;

e YnaneH.
Bo3MOXHbI€ NCTOYHUKM:

¢ PAM — BHyTpeHHMe nonb3oBaTtenu, cosgaHHble B Indeed PAM,;

o Karanor — nonb3oBarenu, MMMNOPTUPOBAHHbLIE N3 CJ'Iy)K6bI KaTtanora.

NMouck yaaneHHbIX Nonb3oBaTenen



1. OTkpownTe pasgen NMNonb3oBaTenu N HaxmMuTe PaclumMpeHHbIN NOUCK.
2. BbibepuTte 3HayeHne YaaneH ons napametpa CocrosiHue.

3. Haxxkmute HanTtwm.

NMpodunb

Mpodunb oTobpaxkaeT gaHHbIE Nonb3oBaTens.

U3 cnyxO6bl kKaTanora BHyTpeHHUN

e JlormH — nmsa gnsa Bxoga.
e [lyTb — aTpuOyT CanonicalName . [Ana FreelPA npu nycTomM 3Ha4yeHUn CanonicalName MCMNONb3yeTcH

3HayeHue DistinguishedName.
o Email — agpec anekTpoOHHON NoYyThI.
e TenedoH — Homep TenedoHa.
¢ [lonuTrnka — nonuTukKa ceccum, NpmBsi3aHHas K Nonb3oBaTento.

o ®oT0 — poTorpadus us cnyxbbl katanoros, atTpubyT thumbnailPhoto.

Bknagku npodunsa

Mogpo6Has nHgopmauusi o nonb3oBaTerne pacnpeaeneHa no Bknagkam: Paspewenus, Mpynnbi

nonb3oBatenen, Ceccun, AyteHtucpukartopbl, CoobITUS.

PaspeweHusn

Ha aTtoun Bknagke 0T06pa>|<ar0Tc9| BCE paspelleHnd nosib3oBaTern4.
[nsa kaxxgoro paspeLueHust OTO6pa>KaPOTCFI cnegywuwne gaHHble:

¢ N2 — nopsagKoBbI HOMEpP paspeLLeHus.
¢ [lonb3oBarenu — nornb3oBartenu, A8 KOTOpbIX BblAAHO pa3peLueHne.

» Pecypcbl — pecypchbl, Ha KOTOPbIX MOXET ObiTb oTKpbiTa RDP, SSH nnn WEB-ceccust 0T uMeHun
YYETHOW 3anuncu, ykasaHHOW B pa3peLueHnn. Pagom ¢ MeHeM pecypca ykaszaHa NpuBunernpoBaHHas

yyeTHasi 3anncb, KoTopasi UICMorb3yeTcsa AN A0CTyna K pecypcy.

e KKoHKM cTaTyca paspelueHa — noackaska o ctatyce oTobpasnTcsa Npu HaBeaeHUU Kypcopa MbILLN.



pynnbl nonb3oBaTeneu

Ha aton Bknazake 0T06pa)KaPOTCFI rpynnbl, B KOTOPbIX COCTOUT NOJSib30BaTE/b.

Ceccumn

Ha aTton Bknagke otobGpakatoTcs BCe akTUBHbIE N 3aBEPLUEHHbIE CECCUM NONb30BaTeNs.
[nsa kaxxgon ceccum oTobpaxkarTcsa cnegyowme gaHHble:

* [lonb3oBaTenb — Nonb30BaTenb, KOTOprIZ MHUUMMpoBas CecCcuto.

e YyeTHad 3anncb — ydeTHas 3anucb, KoTopasi ncnonb3yetca ans otkpbltna RDP, SSH nnn WEB-

ceccun.
o Pecypc — pecypc, Ha koTopom Obina otkpbita RDP, SSH nnn WEB-ceccust OT UMEHM y4eTHOW 3anncu.
o Agpec nogkntoveHnss — akTUYeckuin agpec, UCNonb3yeMbl NPU OTKPbITUN CECCUMN.
e [lnntenbHOCTb — ANNTENBHOCTb CECCUN.
o [logkntoyeHne — Tun yganeHHoro nogkntodeHuns: RDP, SSH, nonb3oBaTtenbckue TUnbI.
¢ [logkntoyeHne kK PAM — fnata u BpeMsi OTKPbITUS CECCUM.
o 3aBeplueHne — gaTa 1 Bpems 3aKpbITUS CECCUMN.

o CocTtosHne — 0T06pa>|<aeT TeKylee COCToAHnEe ceCCnn. akTuBHasA, 3aBepLUeHHad Ui npepBaHHanA.

YT06bI NPOCMOTPETb NOAPOGHYI0 MHOPMALIMIO O CECCUM, HAXKMUTE Ha CTPOKY C HYXXHOW ceccunen. Ytobbl
BbIBECTU BCE CECCUM ANA AaHHOro Norb3oBaTtens, HaxvuTe MokasaTkb Bce.

AyTeHTUdUKaTOpbI

Ha aToii Bknagke otobpaaeTtcs MHopMaums o napone 1 BTopom gakTope, a Takke SSH-kntouun, kotopble

no3eonAT nogkntovateca kK SSH Proxy 6e3 naponsi.

Maponb

o [locnegHsas cMeHa napona — gata u BpeMs usaMmeHeHus napons B 6ase Indeed PAM. lNone

oTobpaxkaeTcs TONbKO ANA BHYTPEeHHUX nonb3osartenen Indeed PAM.

o Cpok gencTBus napons — KONUYeCcTBO AHEW, YacoB UM MUHYT, KOTOPOe OCTarioch A0 crneayroLen
cMmeHbl napons. MNone otobpaxkaeTcs TONbKO 49 BHYTPEHHUX nonb3oBatenen Indeed PAM.

Btopon c¢aktop



o TpeboBaTb BTOpOW hakTop — npu Bblibope 3Ha4YeHus BkiwyeHo unu o ymonyaHuto BTopor doaktop
obs3aTeneH ons ayteHTugukauum B cucteme. Npu Boibope OmkrioyeHo y nonb3oBatens He Oyaet

3anpawmBaTbCs BTOPOU dpakTop.

o CocTosHMe ayTeHTudunkatopa — 3HadeHne He obyyeHa ykasblBaeT Ha He3aperncTpupoBaHHbIN
ayTeHTUdumkaTop. Mpn nepsom Bxoae Nonb3oBaTens B KOHCOMb aAMUHUCTPAToOpa Ui KOHCOrMb
nonb3oBaTens OTKPOETCA CTpaHULA C MHCTPYKUMEN No pernctpauun ayteHtudukatopa. lNocne
pernctpaunmn otobpaxaetcsa 3HadeHne ObyyeHa.

SSH-knroun

SSH-kntoun noseonsoT nogkntodatbca kK SSH Proxy 6e3 naponsa. OgHomy nonb3oBaTternito MOXHO 406aBuTb
mMakcumym 10 SSH-knoven. Krnoum gomkHbl BbiTb YHUKaNbHbIMU B paMKax O4HOro nonb3oBaTens, HO MoryT

NOBTOPATLCS Y pasHbIX NOMNb3oBaTeENeN.
MoopepxmBaeMble anropnTMbl LUIMAPPOBAHUA KIHOYEN:

» rsa-sha2-256
e rsa-sha2-512
¢ ecdsa-sha2-nistp256
¢ ecdsa-sha2-nistp384
e ecdsa-sha2-nistp521
e ssh-ed25519

BKMOYNTL MNK OTKMOYUTL NCMONb30BaHME KIHOYEN:
KoHpurypaums — AyTeHTudrkaums nons3osarenen — AyteHtudukaumsa no SSH-knovam.

/\ MPEOYNPEXOEHUE

YT106bl OGaBUTL KNHOY NOMbL30BaTENto, y aAMUHMUCTPATOpa AOMMKHA ObiTb NpuBUNErns

User.ManageSshAuthorizedKeys.

[Job6aButb SSH-kno4 MOXHO:

e BPYYHYIO, @ UMEHHO BCTABUTb CKOMUPOBAHHYHO CTPOKY, COAEPKaLLY0 anropuTM LMAPOBAHUS U KIOY;

e npuKpenuTb pann ceptudukara X.509.

Kntou B TekcToBOM chopmaTte Ceptudumkar X.509



http://localhost:3000/privileged-access-manager/3.2/administration/management-console/
http://localhost:3000/privileged-access-manager/3.2/user-manual/user-console/
http://localhost:3000/privileged-access-manager/3.2/user-manual/user-console/
http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/configuration/#ssh-keys-auth

1. OTkponTe Npodunb Nonb3oBaTens.
. Mepengute Ha Bknagky AyTeHTUduUkKaTopbl.

. Haxxmute [lobaBUTh.

A WODN

. BctaBbte knitou B dopmate OpenSSH B none OTKpbIThLIK KNto4v. CTpoKa C KNYOM OSKHaA coaepXaTb
anroputm wndpoBaHus n kntod. ONunMoHanbHO CTPOKa MOXET coaepXaTb KOMMEHTapuUn, HanpumMep
nms nonb3osarens u xocT. MNpumep: ssh-ed25519 AAAACS... user@host.

5. Ecnu TpebyeTtcs, BBeante OnucaHume.

6. Haxxmute lo6aBUTL.

YTtobbl yaanute SSH-kntou:

/\ MPEOYNPEXOEHUE

Kntoy HEBO3MOXXHO BOCCTAHOBUTL NOCIIE yoaneHus.

1. OTKponTe Npohunb Nonb3osBaTens.
2. MNepenante Ha Bknagky AyTeHTudmkaTopbl.
3. BbibepuTe 0anH NnNn HECKOMbKO KIoYen.

4. Haxxmnte YaanuTthb.

Mpu yoaneHun SSH-kntoYa OTKpbITas C MOMOLLIbHO 3TOrO Krkoya Ceccus He pa3pbiBaeTcs.

(D NPUMEYAHUE

Ecnu oanH u TOT Xe kntod AobaBneH HECKONbKNUM Monb3oBaTensam, TO y‘-lVITbIBaVITe, YTO yganeHune

KIro4a y OgHOro nosrib3oBarend He nNpmuBedeT K yaarieHUo Takoro Xe Krko4da y aApyrux nosnb3oBaTenemn.

CoObiTus
Ha aTton Bknagke otobpaxatotrca nocrnegHne 5 cobbiTnin nonb3oBaTens.

[nsa kaxgoro cobbiTvs oToOpaxarTca crneayroume AaHHble:

Bpemsa co3gaHus — garta v BpeMs co3fgaHusi CobbiTust.

Kog — kop cobbiTus.

Co0ObITe — onucaHune cobbiTug.

KoMnoHeHT — koMnoHeHT Indeed PAM, KoTopbIi creHepupoBars cobbiTue.



° |/|HVILI,MaTOp — Y4€THad 3anmncb, KOTopasa MHMUnmnpoBana reHepauunto cobbITuS.

Y106kl NPOCMOTPETL NOAPOOHY MHAOPMAaLMIO O COOBLITUN, HAXKMUTE Ha CTPOKY C HY>KHbIM COOLITUEM.

YToObl BbIBECTU BCE COOLITUA ANA JaHHOro nornb3oBaTens, Haxmute NMokasaTb Bce.



CospaHue BHYTPEHHEero norsib3oBaTtens

/\ NPEAYNPEXAEHUE

[ns BHyTpPEeHHUX nonb3oBaTtenen HegoCTynHO nogkntodeHme vyepes RDS.

1. OTkpownTte pa3gen NMonb3oBaTenu.

2. Haxmute Cospars.

3. Bapanite JloruH. [JonyckatoTca TONMbKO NaTtuHckMe BykBbl, LMGPbI, TOYKA, HUXKHEE NogvYepkmBaHme 1
Aeduc. 3To 3HavyeHue ByaeT Mcnonb3oBaTbCA ANS BXOAA B KOHCOMb aAMUHUCTPaTopa N KOHCOMb

nonb3oBaTens.
4. 3apante nnn creHepupyinTe naporb.

5. CkonupyiiTe naporb 1 nepeganTe ero Nonb30BaTernto.

/\ MPEOYNPEXOEHUE
He 3akpbiBanTe OKHO, NOKa He nepegaguTe Naposib Nonb3oBaTernto.
6. Beegute Email nonb3oBartens.
7. Ecnu TpebyeTtcs, 3anonHute nons: Uma, ®amunua, TenedoH, OnucaHue.

8. Haxxmute Co3spatb, 4TobOLI OcTaThes B pasgene MNonb3oBatenu, unn Co3patb U OTKPbITb, YTOOLI

nepenTn B Npodunib HOBOMO Nosib30BaTens.



Onepaunn Hag Nnonb3oBaTeNAMMU

B atom pasaene onncaHbl onepaunn, KOTopble MOXHO BbINOJIHATbL HAA NoJib3oBaTeNAMN.

PepakTunpoBaHue

1. OTKponTe Npochunb Nonb3oBaTens.

2. Haxxmute ¢ psgom ¢ napameTpoM, 4Tobbl 3a4aTh UNW OTPeaaKkTUpOBaTh ero.

Bbi160op nonutukmn

1. OTkponTe Npodunb Nonb3oBaTens.

2. Haxmute ¢ psgom ¢ napamerpom MonuTuka, 4Ttobbl 334aTh UMK U3MEHWUTL MOTUTUKY.

[lobaBneHue pa3speLueHus

1. OTkponTe npodunb NosnbL3oBaTens.

2. Haxxmute [lo6aBUTL paspeLueHue.

w

. BeibepuTe oanH nnmn HeCKONbKO pecypcoB, rpynmny pecypcoB Unmn Npou3BOSbHbIN pecypc. Haxmute
Bnepen.

. Beibepute yyetHyto 3anuck. Haxmute Bnepega.
. Ecnn tpebyetcq, 3aganTte orpaHnyeHus BpemeHn. Haxmute Bnepega.
. Ecnu TpebyeTcs, 3aganTte napameTpbl paspewennd. Haxvnute Bnepea.

. Ecnu TpebyeTtcs, BBeamute OnucaHue. Haxxmute Bnepeg.

o N OO o b

. I'IpOBepre Bbl6paHHbIe AaHHble O5A pa3pelleHna n HaxXMmnTe Cos3patb.

NoGaBneHue B rpynny

1. OTKponTe Npohunb Nonb3oBaTend n nepenauTe Ha Bkraaky MNpynnbl nonb3oBaTenen.
2. Haxxmute [lo6aBUTHL rpynnbl Nonb3oBaTenen.
3. Bblbepute ogHy Mnm HECKOMbKO rpynn.

4. Haxxmute OK, a 3atem [lo6aBUTBL.



YpaneHue U3 rpynnbl

1. OTKponTe Npohunb Nonb3oBaTend n nepenguTe Ha Bkraaky MNpynnbl nonb3oBaTenen.
2. Boibepute ogHy nnun HeCKonNbKo rpynn.
3. Haxkmute Yoanutb.

4. MogTeepanTe gencTBMe HaxaTeM YaanuTb BO BCMIbIBAKOLWEM OKHE.

Copoc napons

/\ MPEQYNPEXOEHUE

OTa onepaums NpUMeHNMa TONbKOo AN BHYTPEeHHUX nonb3osartenen Indeed PAM.

1. OTkponTe Npodurib BHYTPEHHEIO Nonb3oBaTens.

. Haxxmunte CopocuTtb naponb.

. Beibepute oanH n3 BapnaHToB: 3aaaTh Naposnb Bpy4YHyto 1y CreHepupoBaThb.

. Mpu BbIGOpe 3agaTb Naponb BPYYHYH 3a4anTe naporb.

. Nepepante naponb nonb3osaTento. Nocne 3akpbITs opMbl Y3HaTb Naponb 6yaeT HEBO3MOXHO.
. Ecnu TpebyeTtcs, oTkntounTe onumio TpeboBaTb CMEHY nNapossi Npu nepBoM Bxoae.

. Ecnn Tpe6yeTc;|, OTKNMO4YnTE ONnuUntko I'IpepBaTb BCe aKTUBHbIE CECCUN U BbINTU U3 CUCTEMbI.

0 N oo o0~ W N

. Haxxmmte CoxpaHuTs.

3anpoc CMeHbl napons

/\ NPEAYNPEXAEHUE

OTa onepauusa NnpMMeHnma TonbKo Ansi BHYTPEeHHUX nonb3oBatenen Indeed PAM.

1. OTKponTe Npohunb BHYTPEHHEro Nnofnb3oBaTens.

2. Haxxmute CopocuTtb naponb.

3. Bblbepute 3anpocuTb cMeHy napons.

4. Ecnu TpebyeTtcs, oTknouute onumio NpepBaTb BCe aKTUBHbIE CECCUU U BbINTU U3 CUCTEMBI.

5. Haxxmnte CoxpaHuTb.



Copoc ayteHTUdUMKaTopa

1. OTKponTe Npochmnb Nonb3oBaTend n nepengute Ha Bkrnagky AyTeHTUdukaTopbl.

2. Haxxmute X cnpaBa OT HY>XHOro ayTeHTudumkartopa.

OTknroyeHne ayTeHTUdUKaTopa

1. OTkponTe Npodunb Nonb3oBaTens U nepenguTe Ha Bknaaky AyTeHTUudukaTopbl.

2. Haxxmute ¢ cnpasa ot Tpe6oBaTb BTOpon hakTop 1 BbIGepuTe oaHY 13 ONLMIA.
o Mo ymonuaHuto — no ymonyaHuto Tpebyercs BBOA, Nonb3oBaTenem BTOporo dakropa ans
ayTeHTMduMKaumm B cucteme.
o Bknro4yeHo — y nonb3oBartens bygeTt 3anpawumBaTbCs BTOPOM hakTop Angd ayTeHTMdukauum B
cucTeme.
o OTKNOYEeHO — Yy nonb3oBaTtens He ByaeT 3anpalumBaTbCs BTOPON hakTop ANs ayTeHTudmkaumm B

CUCTEME.

BrnokupoBka

C nomouubto aton yHKUMmM agmuHuctpatop PAM moxeT BbICTPO 3aKpbITh NOMb30BaATENIO AOCTYN K

pecypcam. |_|pl/l 9TOM MEHATb pecCypCbl N YH4ETHbIE 3alNMNCUN HE HYXHO.
3a6J'IOKMpOBaHHbIl7I norib3oBaTtesib HE MOXET.

e OTKPbIBaTb CECCUN;
e MpocmaTpuBaTtb, yCTaHaBNMMBaTb N MEHATb NapoOJib yquH0|7| 3anncu,

e rony4artb JOCTYM K ayTEHTUMUKALNOHHBIM AaHHbIM npurioxeHnin AAPM.
B MoMeHT BnoknpoBKku nonb3oBaTens 3akpbIBalOTCA BCE €ro akTUBHbIE CECCUN.

/\ NPEQYNPEXAEHUE

3abnokupyiTe nonb3oBaTens, ecrnv 3aMeTunm oT Hero NoA03pUTENbHbIE AENCTBUSA. DTO NO3BONUT
ObICTPO 3aKpbITb NOML30BATENIO AOCTYN K pecypcaM A0 BbiiCHEHUst ob6cTosiTenbCTB. Ecnn Tpesora
NOXHas, TO Bbl CMOXeTe pa3brnoknpoBaTb Nonb3oBaTtens. ATO Tak e ObICTPOo, Kak 3abrnoknupoBaThb.

YTtoObl 3abnokmnpoBaTh Nonb3oBaTens:


http://localhost:3000/privileged-access-manager/3.2/user-manual/additional-utilities/usage-of-aapm-console-tool/

1. Bangute B pa3sgen MNonb3oBaTtenm.
2. OTKponTe Npochmnb Nonb3oBaTens.
3. Haxxmnte 3abnokupoBaThb.

4. B okHe noaTBepxaeHusa onepaunmn Haxmmte 3abrnokupoBaThb.

/\ NPEAYNPEXAEHUE

He ncnonb3ayiite aTy dpyHKUMIO, YTOObI 3aKpbiBaTb AOCTYN YBONEHHLIM COTPYAHMKAM. Y HUX OCTaHEeTCS
BO3MOXHOCTb ayTEHTUMLMPOBATLCS B KOHCOMb NOMb30BATENS M KOHCOMb aaMuHUcTpartopa. MNpu
YBOJIbHEHUW COTPYAHUKOB yaansaiTe nonb3oBatenei u3 cryxG6bl kaTanoros.

Pa3bnokupoBka

UTobbl pa3bnoknpoBaTb Nosfib3oBaTens:

1. 3angute B pasgen Nonb3oBarenu.
2. OTkponTe npodhunb 3abroKMPoOBaHHOIO NOMb30BaTENS.
3. Haxmute PasbnokupoBatb.

4. B okHe noareepXaeHma onepaunmn HaxmMmmTe PaSGHOKVIpOBaTb.

YnaneHue

A NMPEOYNPEXOEHUE

OTa onepauus NpUMeHNMa TOrbKOo AN BHYTPeHHUX rnornb3osartenen Indeed PAM.
lMonb3oBaTena HEBO3MOXXHO BOCCTAHOBUTL NOCSIE yaaneHus.

HeBo3MOXHO yoarnnTb CaMoro cebsa un nepsoro agMnMHMUCTpartopa pone|7|.

1. OTKponTEe NPOPuNbL BHYTPEHHEro Nofnb3oBaTens.
2. Haxmunte Yoanutb.

3. MNpouunTtante MHOPMaLMIo BO BCNbIBAOLLEM OKHE N NOATBEPANTE LENCTBUE HaXXaTuemM YaanuTb.

MocnencTeus yaaneHus nonb3osaTens:


http://localhost:3000/privileged-access-manager/3.2/user-manual/user-console/
http://localhost:3000/privileged-access-manager/3.2/administration/management-console/

e [lonb3oBarernb TepaeT goctyn kK PAM 1 He MoXeT ayTeHTUdULMPOBaTLCS.

o Bce akTMBHblE ceccum 3aBepLUakoTCS.

e BblgaHHble pa3pelleHnst OT3bIBatOTCS.

o [lonb3oBarenb UCKNOYaeTCcHa U3 BCeX rpynn norb3oBaTenemn, B KOTOPbIX COCTOMT.
» [lonb3oBartenb nckn4yaeTca n3 obnact A4enCTBMS NONNTUKM, B KOTOPOW COCTOMT.

e JlorvH yganeHHoro nonb3oBaTens MeHseTcs: K HeMy gobasnsieTcs cydpduke deleted u crnyyanHo
creHepupoBaHHas CTpoka. ATO NO3BoNAeT N3bexaTb OLMOOK NPU Co34aHNM HOBbLIX Nonb3oBaTenei, Yen

JTOr'MH coBnagaeT C JIOrMHOM paHee yaarieHHOro nonb3oBarternA.

YpaneHHble nonb3oBaTenu nepecTatoT OT06pa)KaTbCFI B pasgene MNMonb3oBaTenu, HO X MOXHO

NPOCMOTPETL C NOMOLLILKO paCLUMPEHHOIO NOUCKa.


http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/users/#removed-users-search

MaccoBble onepauuu Hag
norib3oBaTtensamu

B atom pasaene nepeduncrieHbl onepaunn, KOTopble MOXHO BbIMOJTHUTbL HA4 HECKONbKMMIK MOJib30BaTenAMn

cpaay.

NoGaBneHue B rpynny

1. B pasgene MNonb3oBaTenn oTMETLTE OAHOIO UMW HECKOSTbKUX NOSib30BaTENEMN.
2. Haxxmute [lo6aBuTb B rpynny.
3. BblbepuTe ogHy Mnm HECKOMbKO rpynn.

4. HaxmuTte lo6aBUTh.

BroknpoBkKa

1. B pasgene MNonb3oBaTenn oTMETLTE OAHOIO UM HECKOSTbKUX NOSib30BaTENEMN.

2. HaxmuTe 3abnokmnpoBartb. Ecnn kHonka He oTobparkaeTtcs, To ybeantech, YTO BblibpaHbl TONBKO

aKTMBHbIE NOJIb30OBAaTENN.

3. MoaTBepanTe aencTBme Haxatuem 3abrnokupoBaTh MO BCMIbIBAIOLLEM OKHE.

Pa3brnokupoBka

1. B pasgene MNonb3oBaTenu OTMETLTE OQHOMO UM HECKOMBbKNX 3abNOKMPOBaHHbIX NOMb30BaTENEN.

2. Haxmute PasbnokupoBaTtb. Ecniv kHonka He oTobGpakaeTcs, To ydeamTech, YTo BbliOpaHbl TONbKO

3a6J'IOKVIpOBaHHbIe noJib3oBaTerin.

3. MNoaTtBepauTe gencTene Haxatnem Pa3bnokupoBaThb Mo BCMSbIBAKOLLEM OKHE.

3anpoc CMeHbl napons

/\ NPEAYNPEXAEHUE



OTa onepauus NnpuMeHnma TonbKo A5si BHYTPEeHHUX nonb3oBartenen Indeed PAM.

1. B pasgene Nonb3oBaTenu oTMETLTE OOHOMO UM HECKOMNbKMUX BHYTPEHHUX NOfb30BaTenen.

2. HaxmuTe 3anpocutb cMeHy napons. Ecnu kHornka He oTobpaxaeTcs, To ybeantech, YTo BbiGpaHbI

TOJIbKO BHYTPEHHNE NOJib30BaTESN.
3. Ecnn Tpe6yeTc;|, BKItounTe onumio NMpepBaTb BCe aKTUBHbIE CECCUMU U BbIATU N3 CUCTEMbI.

4. Haxxmute CoxpaHUTb.

YnaneHue

/\ NPEAYNPEXAEHUE

OTa onepauus NnpuMeHnma TonbKo A5si BHYTPeHHUX nonb3oBatenein Indeed PAM.
lMonb3oBaTens HeBO3MOXHO BOCCTAaHOBWUTL Nocre yaaneHus.

HeBO3MOXHO yganutb camoro cebsa n nepBoro agMuHUCTpaTopa ponen.

1. B pasgene Nonb3oBaTenu oTMETLTE OOHOMO UMM HECKOMNbKMUX BHYTPEHHUX MOorb3oBaTenen.

2. Haxxmute Yaanutb. Ecnn kHonka He oTobpakaeTcsi, To ybeanTech, YTo BbiGpaHbl TONBKO BHYTPEHHWE

nonb3oBaTesn.

3. MNMpouunTtante MHGOPMaLMIO BO BCAMbIBAKOLLEM OKHE 1 NOATBEPANTE LENCTBME HaXXaTueM YaanuTb.

MocneactBus yoarneHna nornb3oBaTena:

¢ [lonb3oBaternb TepsaeT goctyn kK PAM 1 He MOXeT ayTeHTUULMPOBaTLCS.

o Bce akTuBHbIE ceccum 3aBepLialoTCs.

o BblgaHHble paspelleHnsa OT3biBalOTCS.

o [lonb3oBarternb UCKNIOYAETCS M3 BCEX FPYNN Nonb3oBaTenen, B KOTOPbIX COCTOUT.
» [lonb3oBarenb UCKN4YaeTcsa N3 0bnact AenCTBMS NONUTUKM, B KOTOPOW COCTOMT.

e JlorvH yganeHHoro norb3oBaTterns MeHseTca: K HeMy gobasnserca cypdukc deleted u crnyvanHo
creHepupoBaHHasi CTpoka. OTO No3BonisieT nsbexaTb OWMOOK Npy CO34aHUM HOBbIX MONb30BaTenen, Yen
NOrNH COBMaAaeT C JIOTMHOM paHee yaaneHHOoro nosnb3oBarens.

YaaneHHble nonb3oBartenu nepecrtarT OTO6pa)KaTbCFI B pa3aerne Monb3oBaTenu, HO X MOXHO

NPOCMOTPETb C NOMOLLIbIO paCLUMPEHHOIo NONCKa.


http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/users/#removed-users-search

‘pynnbl nonb3o0BaTeneu

Pasgen npegHasHaveH ans paboTbl C pa3peLlleHnsamun rpynn nonb3oBaTenen.

B KOMMAHWS prrlnbl nosab3o0BaTeslen

MHOMLO

Wma, onucaxdne
A TMonszoeaten

L] Y
ax [pynnbl nonb3oBatenen + Jlobaeuts + JobaeuTs Uz katanora

E Pecypcel

B4 Tpynnsl pecypcos s OnwcaHue

B YuerHuie 3anucw INDEED\Domain Admins

Remote Employees

B [lomeHs!

0O O O O

Security Group

CospaHue rpynnbl nonb3oBatenen PAM

YUT06bl 06aBUTL rpynny norb3oBaTernein, BbiNonHUTe crieayowmne AencTBus:

1. Nepengute B pasgen Mpynnbl nonib3oBaTenemn.

2. HaxmuTe [lo6aBuUTb, BBEANTE Ha3BaHWeE rpynnbl U HAXXMUTe CoOXpaHUTb.

Co3aaHve rpynnbl nonb3oBaTesien N3 Katarnora

Ytobbl nobaBuTb rpynny nonb3oBaTtenen u3 Kkatanora, BblMOSTHUTE cneagywuwne nencTems:

1. Nepengute B pasgen Mpynnbl nonb3oBaTenemn.

2. HaxmuTe [lo6aBMUTb M3 KaTanora, Bbibepute rpynny n Haxxmmte CoxXpaHuTb.

YnpaBrneHue rpynrnou nosfib3oBaTteneu

[Job6aBneHue nonb3oBaTernien B rpynny



(D NPUMEYAHUE

Tonbko onga rpynn, co3gaHHbiX Yepes PAM.

1. MNepenagnte B cCO3gaHHyo rpynny nonb3oBaTtenen.

2. B pasgene MNonb3oBaTtenu Haxmnte [106aBUTHL 1 BbIGEpUTE HYXXHbIX NONb30BaTENen.

[Nob6aBneHue pa3pewweHUA Ha rpynny nonb3oBaTeneun

1. MNepengnte B cO3gaHHyo rpynny nonb3oBaTtenen.

2. HaxmuTe [lo6aBUTL pa3pelueHue v BoligamnTe ero.

NMpocmoTp co3aaHHbIX pa3peLlleHUun

1. MNepengute B pasgen PaspelweHus.

2. NocmoTpuTe BblAaHHble paspeLleHns Ansi BbiIbpaHHOW rpynnbl Nonb3oBaTenen.

NMpocmMoTp cBeAeHUN O TEKYLLMX CeCCUSIX B paMKax rpynnbil
nonb3oBaTterien U coobITUAX cuctembl PAM

e B pasgene Ceccum OTO6pa>KaIOTCFI aKTUBHbIE CECCUN.

* B pasgene Cob6biTuUA oTobpaxatotcsa cobbiTus, nponsowenie 8 PAM.

CUHXpOHM3aLus rpynnbl Nonb3oBaTesien ¢ KaTanorom

(D NPUMEYAHUE

Tonbko Ans rpynn U3 cry»6bl KaTanoroe.

1. Nepengnte B cO30aHHyO rpynny nonb3oBarenen.

2. Haxxmute CUHXPOHM3MpPOBaTL.

BbI6Op NONUTUKN ANA rpynnbl Nofib3oBaTeneu

1. MNepenante B cCO3gaHHyo rpynny nonb3oBaTtenen.

2. Haxkmute ¢, 4yT0BbI 0OBABUTL UMW N3MEHUTL NOSINTUKY.



Pecypchbl

Pasgen npegHasHaveH gns paboTbl ¢ cepBepamn, paboynmm cTaHumMsaMu, ceTeBbIM 060pyAOBaHNEM U

KIMMMEeHTCKNMU MPUNOXEHNAMN.

NMouck pecypcosB

Mounck No3BonsieT 0oTo6pasuTb TONLKO TE€ PECYPChI, KOTOPbIE YA0BMNETBOPSAIOT 3a4aHHOMY KpuTepuio. EcTb

ABa Bnaa rnouncka:

e bbICcTpbIn — cTpoka noncka. MoXHO nckaTb TOMbKO MO OOHOMY KpUTEPUIO. TekcToBbLIV BBOA.

° PaCLUMpeHHbIVI — (bopma C HECKONbKMMMK nonsamMn. MoXXHO nckaTb MO HECKONMbKNUM Kputepuam cpaasy.

BbinagatoLwimne cnmncku.

BbiCTpbIN NOUCK

B NMONCKOBYH CTPOKY MOXHO BBOOWUTb OOHO UM HECKOJIbKO CJ10B. CnoBa MOXHO nucaTb NOSTHOCTBLIO UMK

YacTn4iHo (3 n 6onee Gyka).

B nouckosou CTPOKE MOXHO UCKaTb No cneayrwmm nonAam:

Ums pecypca;
Nonb3oBaTenbcKkoe noaks4YeHue;

e DNS;

IP-appec;

o Ter.

PaclimnpeHHbIn nouck

MOXHO 1ckaTb MO OAHOMY UM HECKONbKUM KpuTepuaM. [pr BbIOOpe HECKOMNbKMX KpUTEPUEB OTOOpa3sTCs

pecypcChbl, KOTOPbIE YOOBINETBOPAKOT BCEM NMEPEHNCIIEHHBIM KPUTEPUAM. MckaTb MOXHO no cnegyrowmm

nonAm:

e WNwmsa pecypca;
e DNS;
o IP-apgpec;



CocTosiHuMeE;

CepBVICHoe noakrn4yeHune,

NMonb3oBaTenbLCKoe NoAKNYeHuUe;

OTtnevyatok SSH-kntoua;

o Ter.
Bo3MokHble coCTOAHUSA:

o [locTyneH;
o 3a6nokKkupoBaH;

e YpnaneH.

Npodunb pecypca
Mpodmnb oTobpaxaeT gaHHble, YyKkasdaHHbIe Npu AobaBneHnn:

e Umna pecypca — UMd KOMNbrOTEpPA, akKTyarim3npyeTcd nocrie BbINMOJIHEHUA CUHXPOHU3aUNN.

e Terun — BCe Term, KOTOpblE nobaBneHbl pecypcy. Tern pacnonoXxeHbl B nopAaake nx aobasneHns: ot

CaMblX JaBHUX K CaMbIM HOBbIM. Y KaXXgoro pecypca MoXeT ObITb MaKCMYyM 50 Teros.
e OnucaHue — I'IpOIASBOJ'IbeIIZ TEeKCT.

° OnepaLIMOHHa’iI CnctemMa — HasBaHWMe 1 Bepcua OﬂepaLlMOHHOVI CUCTEMBbI, 3aNnOJIHAETCA Nnocre

BbIMONMHEHNA CUHXPOHU3aLUUN.

e Monutuka — Habop nNpaBun AENCTBYIOLLMIA Ha NOKarnbHbIE YYETHbIE 3anucy AocTyna, JoGaBneHHble
B Indeed PAM.

° I'Ionpas.qeneHMe — M4 nogpasgerieHnad, B KOTOpOM COCTOUT pecypcC.
o [ara CUHXPOHU3aUunn — aarta n BpemM4d nocnegHemn CMHXPOHM3aLUUM OaHHbIX O pecypce.

o [ara CUHXPOHM3AUUNN YHETHbIX 3anucen — gatau BpemA nocnegHewn CUHXPOHM3aLUUN YHETHbIX

3anucen pecypca.

° CepBVICHOE noaKnw4yeHne — TUn NoAKMKYEHNA K peCypcCy, KOToOpoe 6y,u,eT MCMNoJrb30BaTbCA

nokarnbHOW U1 JOMEHHOW CEPBUCHOWN YYETHOW 3annchbio.
o WabnoH — nwv4a wabnoHa SSH-kOHHEKTOPA, NCMOMb3yeMOro ANns BbINOMIHEHNSI CEPBUCHbLIX Onepauuin.

° CepBI/ICHaFI y4yeTHada 3anncb — NvA y‘-IeTHOIZ 3anuncu, VICI'IOJ'Ib3yeMOIZ a4 cepBMCHOro NOAKIMHOYEeHUA.

NMonb3oBaTenbCcKkue NOAKMYEeHUS



30ecb OTO6pa)Ka|'OTCFI M HaCTpanBakTCA NOAKIIOYEHUA ONA OTKPbITUA NPpUBUNernpoBaHHbIX ceccun.

[na kaxxgoro pecypca MOXHO Cco3aBaTb HECKOJIbKO MOJib30BaTENIbCKUX NOAKITIOYEHUI, €CIIN Ha OQHOM

cepBepe yCTaHOBJ1€Hbl HECKOJ1bKO I'IpVIﬂO)KGHI/IVI, K KOTOpPbIM HeO6XO,EI,VIM Flpl/IBI/IJ'IeI'I/IpOBaHHbIVI OOCTyrn.

PaspeweHusn

Bce paspelueHusi, B KOTOPbIX MCMOMb3yeTcsa pecypc oTobpaxatoTcs Ha Bknagke PaspelueHus.
[nsa kaxgoro paspelueHnsa otobpaxatrTcs cnegyowme aHHble:

e Ne — Homep paspelueHus.
» MNonb3oBaTenu — nornb3oBaTenu, s KOTOPbIX BblAaHbl paspeLleHus.

¢ Pecypcbl — pecypchbl, Ha KOTOPbIX MOXET BbITb oTKpbliTa RDP, SSH unn WEB-ceccus oT umeHn
YyYEeTHOWM 3anucu, yKasaHHOM B paspeLueHuu.

° I'Ionpa3.qeneHMe — UMA noapasaeneHnd, B KOTOPOM COCTOUT pecypcC C AaHHbIM pa3pelleHneMm.

e MKoHKM cTaTyca pa3spelueHust — rnojackaska o ctaTtyce oTobpasmuTcs npu HaBegeHUM Kypcopa Mbillu.

JlokanbHble y4eTHble 3annucu

Bce pobaBneHHble nokanbHble YY4ETHbIE 3anncK AoCTyna oTobpaxkatoTcs Ha BKragke JlokanbHble YyYeTHblIe

3anucu.
[lna KaXxgoi nokanbHoW y4eTHON 3anucu oTobpaaloTcs crieayowme AaHHble:

¢ UMa — nmsa nokanbHOM y4eTHOM 3anncu pecypca.
o Pa3melleHne — Ha3BaHue pecypca, Ha KOTOPOM pa3MeLleHa nokanbHasi y4eTHasi 3anuco.
o CocTOosiHMe — COCTOSIHME B KOTOPOM, HAaXOAUTCS floKanbHas yYeHasi 3anuchb.

» lNoapaspeneHne — nms nogpasgeneHns, B KOTOPOM COCTOUT pecypc C AaHHOW NOKanbHOW yY4eTHON

3armncblo.

e OnucaHue — Npoun3BOSbHbIV TEKCT.

pynnbl pecypcoB

Mpynnbl pecypcoB, B KOTOPbIX COCTOUT AaHHbIN pecypc, oTobpaatoTcs Ha Bknaake Mpynnbl pecypcoB.

<+ NoBaeunTts
UTtoObl 06aBUTE rpynny pecypcoB, HAXMUTE .


http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/resources/adding-a-resource/#user-connection-setup

Mocne pobaeneHus rpynnbl pecypcoB 6yayT oTobpaxaTtbcs criegyowme gaHHble:

Mpynna pecypcoB — Ha3BaHue A06aBNeHHOW rpynnbl pecypcoB.

Tvn nogKnYeHUa — TUN MNOAKMIOYEHUS K pecypcy.

Aapec noaknoyeHuUs — aapec pecypca.

Y4yeTHasa 3anucb — ydyeTHaa 3anmcb, KOTOpad UCNonb3yeTcA ONA NOAKITIYEHUA K peCypcCy.

Tern — Bce Teru pecypca.

Ceccum

Bce akTuBHbIE 1 3aBepLUEHHbIE CeCCUM Ha pecypce oTobpakatoTcs Ha Bkraake Ceccun.
[nsa kaxgon ceccumn otobpaxaloTca cnegyolime AaHHbIe:

¢ MNMonb3oBaTenb — NoNb30BaTerb, KOTOprl7I MHUUMmMpoBas ceccuto.

e YyeTHas 3anucb — y4yeTHas 3anucb, koTopasi ucnonb3yetcs anga otkpbltusa RDP, SSH unn WEB-

ceccun.
» Pecypc — pecypc, Ha kotopoMm 6bina otkpbita RDP, SSH unu WEB-ceccust OT MMeHM y4eTHOW 3anucu.
e Appec noaknoyveHnUsa — pakTUYECKUN agpec NOAKITHYEHU K KOHEYHOMY pecypcy
e ANUTenbHOCTb — AfNTENBHOCTb CECCUMN.
o NMopkntoyeHne — TN NOAKIMIOYEHNS.
o MopknroueHmne kK PAM — farta n BpeMs OTKpbITUS ceCCUm
o 3aBeplLUueHMe — [aTa N BPeEMS 3aKpbITUSI CECCUMN.

o CoctosiHne — 0T06pa>KaeT TeKyllee COCToAHnEe ceCCn. akTBHadA, 3aBepLUeHHada uinn npepBaHHanA.

UTtoObl BbIBECTU BCE CeCCUM A1 AaHHOTO pecypca, HaxXMunTe lNMoka3aTb Bce.

CoObITusA

Ha aton Bknagke otobpaxatoTcsa nocnegHue 5 cobbiTuin pecypca.

[nsa kaxgoro cobbiTust oTobpakatoTcs cneayroLlmne gaHHbIe:

BpeMﬂ co3gaHuAa — agarta u BpemMd co3gaHusa cobbITnA.

Koa — kopa cobbiTus.

CoObiTne — onvcaHune codbbITUA.

KomMnoHeHT — komMnoHeHT Indeed PAM, koTopbI creHepupoBan cobbITue.



e UHuumaTop — yyeTHas 3anucb, KOTopasi MHULMMPOBAana reHepauuio cobbITus.

[ns npocMoTpa nogpo6Hoi HopMaL MM 0 COBLITUN HAXKMUTE Ha CTPOKY C HY>KHbIM COObITUEM. YTOObI

BbIBECTU BCE COOLITUA ANSA AaHHOro pecypca, HaxmuTe lNMokasaTb Bce.

CnyXx6bl

/\ NPEQYNPEXAEHUE

Bknapgka Cﬂy>K6bI 0To6pa>|<aeTc;|, €CJln Ha Bbl6paHHOM pecypce HaCcTpoEeEHO CepPBUCHOE MOAKITHOHEHNE

ans Windows.

Bce pobaeneHHble cry6bbl oToOpaxatoTcs Ha Bknagke Cnyxobl.

[nsa kaxgon cnyxbbl oTobpaxkatoTes cregyolmne gaHHbIe:

UMmsa cnyx6bl — 3HayeHne, 3aaaHHoe Npu cosaaHnm cnyxobl. CoBnagaeT co 3HadeHueM nons Mvis

cnyx6bl (Service name) ocHacTkm Cnyx6bl Ha pecypce.

YyeTHas 3annucb — y4yeTHasd 3anncb, OT UMEHN KOTOopoWn 3arnyckaeTcA cny>|<6a.

o OnucaHue — NPOn3BOSIbHbIN TEKCT.

YTto6bl 406aBUTL CryX0y Anga aToro pecypca, Haxmute [lo6aBUTb cnyxoy.

Bbi6op nonutukmn anga pecypca

1. OTKponTe Npochunb pecypca.

2. Haxkmute #, 4yT06bI OBABUTL MU U3MEHUTb NOSINTUKY.


http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/resources/setting-up-a-service-connection-for-resources/#setting-up-for-windows
http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/resources/setting-up-a-service-connection-for-resources/#setting-up-for-windows

NobGaBneHue pecypcosB

UTo6bl Nonb3oBaTeENy MOMMM NOAKIYATLCA K pecypcaM, Tpebyerca aobasuTb pecypckl B Indeed PAM.

NoGaBneHune pecypca Bpy4HYHO

YTto6bI fO6aBUTL pecypc B Indeed PAM:

A WN

11.
12.
13.
14.

. OTkponTe pasgen Pecypchbl.
. Haxxmute [lo6aBuUTh.
. Beibepute NMoapaspeneHue n Haxmute Bnepea ons nepexoaa kK cnegyowiemMy OKHy macTepa.

. Beegute Umsa pecypca. [1ns pecypcos Ha 6a3e OC Windows TpebyeTcs ykasbiBaTb peanbHoe UMs

KOMMbKOTEPA.

. BBeante DNS wn/unu IP-agpec. Npu ykasaHuu IP-agpeca yuntbiBanTe, 4TO OH 06A3aTenbHO AOMKeH

ObITb CTATUYECKUM.

. BBeante Onucanue. OnumoHanbHo.
. Haxxmnte Bnepepn ans nepexoda K criegyoLieMy okHy MacTtepa.

. HacTtponTe nonb3oBarenbckoe noakoveHne, KoTopoe 6y/:|,eT MCMNoJrb30BaTbCA AJ1A OTKPbITUA CECCUN

Ha pecypce.

. Haxxmute Bnepep onsa nepexona K criefyoleMy OKHy macrepa.

. HaCTpOVITe cepBUCHOE NoAkKro4eHne, 4YTOObI BbINN OOCTYNHbI TakKmMe onepaunn, Kak rnpoBepka

COefIMHEeHUs, CMeHa naporen y4eTHbIX 3annucen n gpyrue.
Haxmute Bnepepn ans nepexona K cnefyollemy oOkHy MacTepa.
Bbibepute cepBUCHYIO YHETHYIO 3annce.

Haxmunte Bnepea ons nepexoda K cnegyolemy OKHy Mactepa.

I'IpOBepre BBE€OEHHbIE JAaHHbIE N 3aBEPLUNTE nobasneHune pecypca HaXaTtnem COXpaHMTb.

NobaBneHue pecypcoB u3 panna

1.
2.
3.
4.

Moarotosbre CSV-hann ¢ pecypcamu.
Otkpovite pa3gen Pecypchbil.
Haxmute lo6aBuTb M3 channa.

Bbibepute cosgaHHbIn CSV-chann.


http://localhost:3000/privileged-access-manager/3.2/terms/#service-connection

5. Ecnu anga pecypcoB TpebyeTcst onpeaennTb NONUTUKY, BKITOYUTE onuuio [lo6aBNATbL C NOSIUTUKOWN.
HaxmuTte Bnepepn ons nepexoda k crieqylolemy okHy mactepa. Boibepute nonutumky.

6. 3aBepLunTte fgobaBneHne pecypcoB HaxaTnem CoxpaHuTb.

dopmat cTpoku pecypca B CSV

Uma pecypca; OnucaHue; DNS; IP-agpec; Tun nonb30BaTesIbCKOro nogkawyeHua; Aapec
NnoJsib30BaTeNbCKOro noakaw4yeHuAa; MopT nosb3oBaTeNbCKOro nopkawdeHna; URL cTpaHuubl BXopAa;
URL cTpaHuubl BXxofa fABNAETCA peryfiapHbiM BblpaxeHuem; WMA y4eTHOW 3anucu AaA CepBUCHOINO
nogkaw4yeHna; Tun cepBUCHOro nogkaw4veHua; WabnoH cepBucHoro nopknawdeHua SSH; Agpec
CepBUCHOro nopksw4veHna; MopT cepBUCHOro MNoAKNWYeHuA; [laponb AnA NPpUBUIETUMPOBAHHOIMO BXOAaA
Cisco

Mpumep

HasBaHune Mpuopurtet OnucaHwue
Nmsa pecypca Ob6s3aTenbHblii Nms pecypca B cucteme Indeed PAM.
Onucanue HeobsasatenbHbin  [pOM3BOMbHLIN TEKCT.

. DNS wnu IP-agpec pecypca. TpebyeTtcsa ykasaTb
DNS wnu IP-agpec Obs3aTenbHbIn
OOVH 13 NapameTpoB.

YKasblBaeTcst UMS Nofb30BaTeNIbCKOro

noakntoyeHuns. JoctynHble nonb3oBaTenbckme
Tun nonb3oBaTENbLCKOro .
Ob6s3aTenbHblIi NOAKITIOYEHNSA N UX UMEHA MOXXHO NMOCMOTPETL B
NoAKNYeHns
pasgene KoHdurypauum — lNonb3oBaTtenbckoe

noagkn4vyeHune.

YkasbiBaetcs IP-agpec nnn DNS ans
Appec nonb3oBaTeNbCKOro .
HeobsizatenbHbli  nepeonpeaeneHuns agpeca nogkitoyYeHns npm
NoAKMHOYEHNS
NOJKITOYEHUN K pecypcy.



Ha3sBaHue

|_|OpT NnoJib30BaTES1IbCKOIro

noaKn4eHnA

URL cTpaHuubl Bxoga

URL cTpaHuubl Bxoga
ABNSIETCA perynsipHbIiM

BblpaXXeHNnem

Nms yyeTHOM 3anucu ans

CEepBUCHOIO NMOAKMK4YEeHNA

Twvn cepBUCHOrO
NoAaKNYeHns

LLIabrnoH cepBUCHOro
noakntoyeHns SSH

Alpec cepBUCHOTrO

nogKr4eHnA

[MopT cepBUCHOro
NoAaKNYeHns

Maponb ans
NPUBUMNErMPOBaHHOMO

Bxoga Cisco

Mpuopuret

HeobasaTtenbHbIN

HeobsasaTenbHbIl

HeobasaTtenbHbIN

HeobsasaTenbHbIN

HeobsasaTtenbHbIN

HeobsasaTenbHbIN

HeobsasaTtenbHbIN

HeobsasaTenbHbIN

HeobasaTtenbHbIN

OnucaHue

YKkasblBaeTcs nopT Onsa ero nepeonpeaerieHna npu

NOAKMHYEHUN K pecypcy.

YkasbiBaetca URL ctaHuubl Bxoga WEB-

NMPUNOXEeHNA.

YkasbiBaeTcs ecnu 3agaH URL cTpaHuubl Bxoaa.
MpuHumaet 3HauveHns TRUE/FALSE.

YKa3sblBaeTcs UMA CEePBUCHOM YYETHOM 3anncu oT
UMEHUN KOTOPOWN ByayT BbINOMHATLCA CEPBUCHbIE
onepauun. YyeTHasa 3anncb AOmkHa ObiTb
pobasrneHa B cuctemy.

YKa3bIBaeTCs MMSA CEPBUCHOIO MOAKMIOYEHMS.
MiMeHa cepBUCHbIX MOAKITHYEHUIA MOXHO
nocMoTpeTb B pasaene KoHdurypauum —

CepBucHoe nogknoyeHme.

YkasbiBaeTca uma SSH-wabnoHa, ecnn Tun
CEepBUCHOrO NoaknyeHns ykazaH SSH. MmeHa
SSH-wabnoHoB MOXXHO NOCMOTPETL B pasagene
KoHdurypaumm — CepBrCHOE NogKItoYeHE.

YkasbiBaetcs |IP-agpec unu DNS ans
nepeonpeneneHnsa agpeca NoakI4YeHNs npu

MOAKITOYEHUN K pECypCY.

YkasblBaeTcs nopT Ana ero nepeonpeneneHnA.

YkasblBaeTCsa Ansi NpMBUAErMpoBaHHOIo BXoaa
Cisco, ecnu Tun cepBUCHOrO NOAKNIOYEHUS YKa3aH
Cisco 10S.



HacTpoika nonb3oBaTenbCKOro NoaknovYeHus

[ns kaxgoro pecypca Tp66yeTCFI HaCTPOWUTb NOJiIb30BAaTENIbCKOE MOAKIMIYEHNE, KOTOPOE 6y/:|,eT

NCNonNb30BaTbCs ANs1 OTKPbITUS CECCUM Ha pecypce.

HacTtpouka RDP-nogkntoyeHus

1. Bbibepute 3HadeHne RDP B none Tun noaknoyeHuUs.
2. Ecnu agpec nogknoyeHus otnuyaetca ot DNS nnu IP-agpeca pecypca, To ykaxuTe ero.
3. Beegute lMNMopT, ecnv oTnvyaeTca oT CTaHAapTHOrO.

4. BknounTe onumio 3anyckaTb Kak agMUHUCTPATOP, eCnn TpebyeTcs OTKpbIBaTb CECCUIO C NApaMeTpPoMm

mstsc /admin.

() MHOOPMALIMSA

I'IpM OTKPbITUN CECCUN MOXHO Bbl6paTb JIOKalibHble OUCKN OJ14 UCMNOJ1b30BaHNA B y,qaneHHoﬂ ceccun.

MogkntounTbca 6e3 nepeHaripaBieHnd fiokaribHbIX AUCKOB TOXE MOXXHO.

HacTtpouka SSH-nogkno4yeHus

1. Boibepute 3HayeHne SSH B none Tun nogknoyeHus.
2. Ecnu agpec nogkntoyeHus otnuyaetca ot DNS nnu IP-agpeca pecypca, To ykaxuTe ero.

3. Beeaute MopT, ecnu otnnyaeTcst OT CTaHAapPTHOrO.

HacTtpouka KNnMeHTCKOro noaKn4vYeHuns

B Indeed PAM ctaHgapTHbiMK siBnatoTca nogkniodeHna RDP n SSH, octanbHbie TUMbl NOAKOYMEHUS,
Hanpumep, Beb-ceccus, unu nogknioveHme kK CYB[], HacTpanBaloTcs OTAeNbHO ANS KaXaoro Lenesoro
npunoxenus. anee 6yayT paccMOTpeHbl NpUMepPbl HACTPOMKU NOAKNoYeHns K Beb-koHconu Citrix
NetScaler n MS SQL Managemet Studio. MNocne yctaHoBku Indeed PAM aTn Tunbl nogknoydeHnsa yayT
OTCYTCTBOBaTb B CMMCKE NOAKNIOYEHUI. [INsi cO34aHMa HOBOro Tuna nogkritodeHms Tpebyertcs obpatuteca B

cnyx06y TexHuyeckon nogaepxku Indeed.

HacTtpounka Beb-ceccum

1. BoibepuTte 3HauyeHue Citrix NetScaler B none Tun nogknto4veHus.



2. Beegute URL BeG-npunoxeHus.
3. Beegute URL cTpaHuubl Bxoga BeO-NpUnoXeHus.

4. 3aBepLunte fobaBneHue pecypca.

() MHOOPMALIMSA

Ecnu URL cTtpaHuubl BXxoaa MOXET HE COOTBETCTBOBATb YKa3aHHOMY 3HA4YeHuto nocne obpatlleHms K
Hemy, To BKNtounTe onumio PerynsapHoe BbipaxeHue. Onuns no3BonseT ykasbliBaTb BblpaXeHue,

KoTopomy ByaeT CooTBETCTBOBATL N0OOE 3HAaYEeHNe agpeca.

HacTtpouka nogkniovyeHus kK CYB[

1. Boibepute 3HavyeHre MS SQL Management Studio B none Tun nogkno4YeHus.

2. Ecnu agpec nogkntoyeHus aksemnnsapa MS SQL Server otnuyaetca ot DNS nnu IP-agpeca pecypca,

TO yKaxuTe ero.
3. Beegute MopT npu HeobxoanumocTu.
4. MNepeonpegenute Npon3BosibHbIE NONSA U3 WabnoHa npn HeobxoauMOoCTH.

5. 3aBepwmnte gobasneHne pecypca.



HacTtpouka cepBUCHOro noakno4yeHus
ANnA pecypcoB

[ns pecypcos Ha 6a3e OC Windows, OC *nix n CYB[ MS SQL Server, MySQL, OracleDB u PostgreSQL, a
Tarke Cisco 10S u Inspur BMC MOXHO HacTpouTb CepBMCHOE NOAKMI0YEHME, KOTOPOE NO3BOMNUT BbINOMHATL

cregytoLme onepauum:

e MpOBEpKa COeAUHEHNs C PECYPCOM;

e CUHXPOHM3ALMS YYETHBIX 3aMNUCeN;

e MpOBEpKa Naporsl 1 Kro4a yYeTHbIX 3anucen;

e cbpoc naponsi 1 kntoya y4eTHbIX 3anuce;

e CUHXPOHM3aUMs rpynn 6€30NacHOCTUN YYETHbIX 3an1cein;

e CUHXpOHM3aumMs aaHHbIX o Bepcun OC unn CYB[.

HacTporiky cepBMCHOro NOAKNIOYEHUS MOXHO BbINOMHUTL Kak BO BpeMsi JobGaBneHus pecypca, Tak U nocre
ero gobasneHus B Indeed PAM. B gaHHON cTaTbe pacCMOTPEHbI NPUMEpPbI HACTPOMKN CEPBUCHOMO

NOAOKITIOYEeHUA ONA yXxXe A06aBMNeHHbIX B cnctemy pecypcos.

() MHOOPMALIMSA

MpoBepka naponei NnokanbHbIX YYETHbIX 3anuncen pecypcos nog ynpasneHmem OC Linux MoxeT

BbINONHATLCA 6€3 HACTPOVKM CEPBMCHOO NOAKIIOYEHNUS K peCypCy.

NoGaBrneHne y4yeTHbIX 3anuceun

CepBuCHbIe onepaunn BbINOSHATCS OT UMEHN CEPBUCHOWN y4eTHON 3anucu. B ponn cepBUCHOM MOXET
ObITb Ha3Ha4YeHa Kak fokarnbHas y4eTHas 3anucb pecypca, Tak U IOMeHHas yyeTHas 3anuce. Nepeq
HACTPOWKOW CEPBMCHOIO NoakntoyeHnsa TpedyeTtca 4ob6aBnTb B CUCTEMY NOKANbHY NN JOMEHHYHO YYETHYHO

3aruncob.

[loGaBneHve pecypca

[oGaBneHne nokanbHbIX YY4ETHbIX 3anmcemn

[lobaBneHne gomeHa

[ob6aBneHne 0OMEHHbIX YYETHbIX 3anucen
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HacTtpouka cepBucHoro nogknto4veHua gna OC
Windows

/\ NPEAYNPEXAEHUE

lMepen HacTponkown cepBUCHOroO nogknoveHns Tpebyetcs gobasute B Indeed PAM nokanbHyo unu
AOMEHHY0 YYETHYIO 3amnucChb.

YUTtobbl HacTpouTb cepBucHoe nogkntoveHne gns OC Windows:

1. OTKpoWTe Npocunb pecypca U HaxMuTe ¢ cnpasa oT napameTpa CepBMCHOE NOAKMIOYEHMe.

2. B none KoHHekTOop BbiOepuTe 3Ha4eHne Windows.

3. Ecnv agpec cepBrCHOro nogknioveHns oTnMyaeTcs OT agpeca pecypca, To Ansa nepeknoyarena Agpec
nogkno4veHus BolbepuTe 3HadeHe YkasaTb BPYUHYHO 1 BBeauTe apyron agpec B none DNS-umsa /
IP-appec.

4. Haxxmnte Bnepep ansa nepexona K BblGOpy y4ETHOW 3anunchu.

5. BbibepuTe y4eTHYI0 3annchb.

6. Haxxmmte CoxpaHuTb 451 3aBePLUEHNSA HACTPOMKM CEPBUCHOIO MOAKMOYEHNS.

HacTtpouka cepBucHoro nogkntwo4veHua ana OC
..
nix

/\ NPEAYNPEXAEHUE

Mepen HacTPOWKOM CEPBMUCHOIO NOAKIOYEHMS TpebyeTcs:

e nobasutb B Indeed PAM nokanbHYyO U JOMEHHYHO YYETHYIO 3anuch;

 3arpysutb WabnoH SSH-KoHHeKTopa.

YT00bI HacTpouTb cepBucHoe noakntoveHne ana OC *nix:
p p a a

1. OTKpoIiTe Npocunb pecypca 1 HaxmuTe ¢ crnipaBa oT napameTpa CepBUCHOE NOAKMIOYEHME.
2. B none KoHHekTOp BLIOEpUTE 3Ha4eHne SSH.

3. BoibepuTe LabnoH cepBrcHOro Bzanmogenctand. B aTom none otobpaxkatoTca TONMbKO 3arpyKeHHbIE B
Indeed PAM wabnoHbl.
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4. Ecnn agpec cepBUCHOrO NOAKIIOYEHUS OTNMYaETCa OT aapeca pecypca, To AN nepeknioyatens Agpec
noaknyeHus BbibepnTe 3HadeHne YkasaTb BPYUYHYO 1 BBeauTe Apyron agpec B nore DNS-ums /

IP-appec.
. B none MopT ykaxute 3HayeHne, ecnu oTnn4aeTcs oT CTaH4apTHOrO.
. Haxmute Bnepepn ans nepexona K BbIbopy y4eTHOM 3anmcu.

. BbiGepuTe yyeTHyto 3anuch.

0 N O O

. Haxxmute COXpaHVITb On4a 3aBepLueHnd HaCTpOVIKVI CepBUCHOIo NOAKIMKHYEeHNA.

HacTtpouka cepBucHoro nogknoveHua gna CYb[l
MS SQL Server

A MPEOYNPEXOEHUE

Mepen HacTponKowm cepBMCHOroO nogkntoveHns Tpebyetcs gobasute B Indeed PAM nokanbHyo unu

OOMEHHYI0 YY4ETHYHO 3aruchb.

YUTtoObl HacTpouTb cepBucHoe noakntoveHne ans CYB MS SQL Server:
1. OTKponTe Npohunb pecypca u HaxmuTe 4 cnpasa oT napameTpa CepBUCHOE NOAKNIOYEHuUe.
2. B none KoHHekTop BbibepuTe 3HayeHne Microsoft SQL Server.

3. Ecnun agpec cepBMCHOMO NOAKNIYEHNA OTAMYaAETCs OT agpeca pecypca, To AN nepeknoyatena Agpec
nogKno4veHusa BolbepuTe 3HadeHe Yka3aTb BPYUHYHO 1 BBeauTe apyron agpec B none DNS-umsa /
IP-appec.

4. B none MopT ykaxuTe 3HAYEHNe, eCNn OTNINYaETCA OT CTaH4APTHOrO.
5. Haxxmnte Bnepen ons nepexofa K BblIOOpPY yY4ETHOW 3anmncu.
6. Boibepute yyeTHyto 3anumchb.

/\ NPEQYNPEXAEHUE

Ecnn aksemnnap MS SQL Server He BxoauT B cocTtaB gomeHa Active Directory, To B kayecTBe

CEPBMCHON MOXHO UCMOMNb30BaTh TOSbLKO yyYeTHble 3anncu CYB[.
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Ecnn BXxoguT, TO MOXXHO MCNOMb30BaTh Kak ydeTHble 3anucn CYB[, Tak n JOMEHHbIE yYETHbIE
3anucu.

7. Haxxmute CoxpaHuTb 4515 3aBEPLUEHNA HACTPOVKN CEPBUCHOIO MOAKIMOYEHNS.

HacTtpouka cepBucHoro nogkntoveHua ana CYb[l
OracleDB

/\ NPEAYNPEXAEHUE

[Mepen HacTponkown cepBUCHOroO nogkntoveHns Tpebyetcs gobasute B Indeed PAM nokanbHyo unu
AOMEHHY0 YYETHYHO 3amnucChb.

YUTtobbl HacTpouTb cepBucHoe noakntoveHne ans CYB[ OracleDB:

1. OTKpoWTe Npocunb pecypca U HaxMuTe ¢ cnpasa oT napameTpa CepBMCHOE NOAKMIOYEHMe.

2. B none KoHHekTop BLIOepuTe 3Ha4veHne Oracle Database.

3. [Ina nepekntoyatens Agpec nogKn4veHUsa BolbepuTe 3HadeHe YKa3aTb BPYUHyHo 1 B none DNS-
ums / IP-agpec BBeguTe cTpoky nogknoveHus k CYB[ Buaa host[:port][/service name].

4. Haxxmute Bnepepn ansa nepexona K BblOOpY y4E€THOW 3anucm.
5. BblbepuTe y4eTHYIO 3annchb.

6. Haxxmute CoxpaHuTb A5 3aBEPLUEHUSI HACTPOWMKN CEPBUCHONO NOAKMHOYEHUSI.

HacTtpouka cepBucHoro nogknoveHusa gna CYb[l
PostgreSQL unu PostgreSQL Pro

A NMPEOYNPEXOEHUE

Mepen HacTponkowm cepBUCHOrO nogkntoveHns Tpebyetcs gobasute B Indeed PAM nokanbHyo unu

OOMEHHYIO YY4ETHYIO 3armncb.

YTto6bI HacTponTb cepBucHoe noakntoveHne ana CYB[ PostgreSQL wnu PostgreSQL Pro:

1. OTKponTe Npohunb pecypca u HaxmuTe 4 cnpasa oT napameTpa CepBUCHOE NOAKNIOYEHUe.

2. B none KoHHeKkTOp Bbibepute 3HavyeHne PostgreSQL.
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3. Ecnun agpec cepBMCHOro NOAKNIOYEHNA OTNMYaeTCs OT afgpeca pecypca, To AN nepekrnoyarens Agpec
noaknoYeHns BbibepuTte 3HavyeHe YKa3saTb BPYUHYH 1 BBeauTe apyron agpec B none DNS-ums /
IP-appec.

. B none MopT ykaxute 3HayeHne, ecnu oTnn4aeTcs oT CTaH4apTHOrO.

. Haxmute Bnepepn ans nepexona K BbIbopy y4eTHOM 3anmcu.

. BbiGepuTe yyeTHyto 3anuch.

~N o o B~

. Haxxmute COXpaHVITb On4a 3aBepLueHnd HaCTpOVIKVI CepBUCHOIo NOAKIMKHYEeHNA.

HacTtpouka cepBucHoro nogknoveHua gna CYb[l
MySQL

Mopopepxusaetca ona MySQL sBepcun 8.4.5 1 meHbLUe. 1N BbINOMHEHNA cepBUCHBIX onepauun Indeed
PAM vcnonb3yet Tvn ayteHTudukaumm mysql_native_password. B Bepcusx 8.4.0-8.4.5 atot Tmn no
YMOSYaHUIO OTKIOYEH, NOTpebyeTcs ero BKMYNTL B COOTBETCTBUM € fokyMeHTaumen MySQL. OctanbHble
TUNbI ayTEHTUMUKALUN HE NOLAEPXKMBAIOTCA.

/\ NPEQYNPEXAEHUE

[Mepen HACTPOMKOM CEPBUCHOIO NogkntoyeHus Tpedyetca gobasnte B Indeed PAM nokanbHywo mnm
OOMEHHYIO YYETHYHO 3arnuchb.

YT106bI HacTponTb cepBucHoe noaknoydeHne ana CYbO MySQL:

1. OTKpoWTe Npocunb pecypca U HaxMuTe ¢ cnpasa oT napameTpa CepBMCHOE NOAKMIOYEHMe.

2. B none KoHHekTOp BbibepuTe 3HayeHne MySQL.

3. Ecnu agpec cepBMCHOro NoakNiOYeHMs OTNMYaEeTCsa OT agpeca pecypca, To Ansa nepeknodarens Agpec
nogkno4veHus BolbepuTe 3HadeHe YkasaTb BpYUHYHO 1 BBeauTe apyron agpec B none DNS-umsa /
IP-appec.

. B none MopTt ykaxunTe 3Ha4eHne, ecrniv oTnnyaeTcsa oT CTaH4apTHOrO.

. Haxxmnte Bnepepn ans nepexoga K BblOOpy y4ETHOW 3anuncu.

. Bbibepute yyeTHyto 3anuch.

. Haxxmnte CoxpaHuTb.

. OTKpoiiTe NpoduIb cepBUCHOI yyeTHoM 3anuc MySQL n HaxxmuTe # cnpaBa oT napameTpa Ums.

© o0 N o o H

. YKaxute 3HaveHue xocTa Ansa y4eTHon 3anvucu: %/Uma xocTa/IP-agpec.
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HacTtpoiika cepBucHoro nogknto4veHus ana Cisco
10S

/\ NPEAYNPEXAEHUE

lMepen HacTponkown cepBUCHOroO nogknoveHns Tpebyetcs gobasute B Indeed PAM nokanbHyo unu
AOMEHHYI0 YYETHYIO 3anucChb.

YUTtobbl HacTpouTb cepBucHoe noakntodeHne gns Cisco I0S:

1. OTKpoIiTe Npocbunb pecypca 1 HaxmuTe ¢ crnpaBa oT napameTpa CepBUCHOE NOAKMIOYEHMe.
2. B none KoHHekTOp BLIOEpUTE 3Ha4yeHune Cisco 10S.

3. Ecnn Tpe6yeTc;| 3a4aTb Naporib AnAa npuBmunermpoBaHHOro pexnmMma, 1o BKno4vnTe onuunto

MpuBUNernpoBaHHbLIN PEXUM UMEET NAPONb 1 YKaXKUTE Naporb.

4. Ecnv agpec cepBUCHOro NOAKIMOYEHUS OTNMYAETCA OT agpeca pecypca, To Ans nepekntodatens Agpec
noaKno4veHusa BolbepuTe 3HadeHe YkasaTb BPYUHYH 1 BBeauTe apyron agpec B none DNS-umsa /
IP-appec.

. B none MopT ykaxute 3HayeHne, ecnm oTNM4aeTcs oT CTaHOapTHOrO.
. Haxxmnte Bnepep ans nepexona K BbIOOpY y4ETHOMN 3amnncu.

. BoibepuTe y4eTHyto 3anuce.

0 N O O

. Haxxmute CoxpaHuTb A58 3aBepLUEeHNA HACTPOMKM CEPBUCHOIO NOOKITHOYEHUS.

HacTpouka cepBucHoro noaknodeHus ans Inspur
BMC

/\ NPEAYNPEXAEHUE

[Mepen HacTponkown cepBUCHOroO nogkntoveHns Tpebyetcs gobasute B Indeed PAM nokanbHyo unu
AOMEHHYI0 YYETHYIO 3anuchb.

UTtoObl HacTpouTb cepBucHoe noakntoveHne ans Inspur BMC:

1. OTKpoIiTe Npodunb pecypca 1 Haxmute ¢ cripaBa oT napametpa CepBUCHOE NOAKMIOYEHME.

2. B none KoHHekTOp Bblbepute 3HavyeHne Inspur BMC.
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. Ecnv agpec cepBMCHOro NoAKMYEHNa OTNYaeTcs oT agpeca pecypca, To Ana nepekniodatensa Agpec

noaksnoYeHns BbibepuTe 3HavyeHe YKa3saTb BPYUHYH 1 BBeauTe apyron agpec B norne DNS-ums /

IP-appec.

. B none MopTt ykaxnte 3Ha4eHne, ecnu oTnm4aeTcsa OT CTaHAapTHOrO.
. Haxxmute Bnepepn ons nepexoaa k Bblbopy y4eTHOM 3anmciu.
. Bbibepute yyeTHyto 3anuce.

. Haxxmute CoxpaHuTb 4515 3aBepLUEeHNA HACTPOMKM CEPBUCHOIO NOOKITHOYEHUS.



Onepauuu Hap pecypcamu

PenaktupoBaHue pecypca

[na pegaktnpoBaHus OOCTYNHbI crneayruine nond pecypca.

e Nmsa pecypca;

e OnucaHue;

» MNoapaspeneHue;
e DNS;

* IP-apgpec;

e lMonuTtuka;

o CepBUCHOE NogKnoyeHue.

UTtobbl OTPEaAaKTUpOBaTh pecype, HaxmuTe # B Npodmne pecypca crpasa OT HY)XHOro napamertpa.

NobGaBneHue v yaaneHue Teros

() MHOOPMALIMSA

Ecnun y Bac elle HeT Teros, co3navite ux B pasaene KoHdurypauus.

YTto6bl 4OBaBUTL Tern pecypcey:

1. OTKponTe Npochunb pecypca.

2. Haxxmute + psgom c nonem Terwn.
3. BbibepuTe Teru.

4. Haxmunte Bnepep.

5. NpoBepbTe BblIOpaHHbIE TETW.

6. Haxmute [lobaBUTb A5 3aBepLUEeHNs onepawuu.

() UH®OPMALUSA

Y Kaxgoro pecypca MoXeT ObiTb Makcumym 50 Teros.
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YTo6bl yoanutb Ter y pecypca:

1. OTKponTe Npochusb pecypca.
2. Haxxmute X psgom ¢ Terom, Kotopbl TpebyeTtca yaanuThb.

3. B okHe noaTBepXKAEHU HaXMnUTE YaanuTb.

YoaneHue cBA3aHHbIX CYLHOCTEMN

[nsa ynaneHus 3Ha4eHnn 4OCTYNHbI CrieayoLwmne nons pecypca:

e Monutuka;

° CepBVICHoe noakn4yeHue.

/\ NPEAYNPEXOEHUE

Mpw yaaneHum cepBUCHOIO MNOAKIIOYEHNS C pecypca BCE CBA3AHHbIE C HAM CAY>XObl Takke yaansitoTCs.

YnaneHHsle CJ'Iy)K6bI HEJb34 BOCCTAHOBUTD.

YpaneHHble cnyx6bl nepectatoT oTobpaxartbes B pasgerne Cnyxobl, HO MX MOXHO MPOCMOTPETL C

NOMOLLIbIO pacCLUMPEHHOro rnoncka.

——

YUT06bl yaanute Monutuky unn CepBucHoe NogKno4YeHue c pecypca, HaxmuTe [[I B npodoune pecypca

crpaBa OT HYXXHOro napamMertpa.

[Nob6aBneHue Nonb30BaTelIbCKOro NoaKno4YeHus

(DyHKLl,l/IFI no3sonsieT 4o6aBMTb OOHO UM HECKOSbKO NOSIb30BaTENbCKNX MOLKMOYEHWHN, OOCTYNHbIX AnA

[laHHOrO pecypca.

1. Haxkmute lo6aBuThb Ha Bknagke NMonb3oBaTenbCcKkne NOAKMNIOYEHUS.
2. Bbibepute TN NOAKNIOYEHMS.

3. YkaxuTe agpec, nopT NOAKINKYEHNA U Apyrme napamMmeTpbl Nosfib30BaTESIbCKOIro NOAKIMIOYEHUA.

A MPEOYNPEXOEHUE

Mpun gobaBneHnn NoOnNbL30BaTENLCKOrO NOAKMYEHUs ¢ TUNnoM PostgreSQL obsa3atensHO 3anonHute

nosie basa gaHHbIX NO yMoIn4aHuw, nHa4ye noakritoyeHne HeBO3MOXKHO. OTO CBA3aHO C
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ocobeHHocTbio CYB[] PostgreSQL, koTopas 3akntoyaercs B TOM, Y4TO NOAKIHOYEHNE NPONUCXOANT K
KOHKPETHOW 0a3e AaHHbIX, a He MPOCTO K CEPBEPY.

NobGaBneHne y4yeTHOM 3anncu

dyHKuma nossonseT gobaenaTtb B Indeed PAM nokanbHbie y4eTHbIE 3anucu pecypca, KoTopble MoryT
ncnonb3oBaTbCd 4S8 NpefoCcTaBneHna JoCcTyna Ha pecypc.

1. HaxxmuTte [lo6aBUTb YUY4EeTHYIO 3anucb B Npocune pecypca.

2. Beegnte Ums yyeTHom 3anucu n Onucaxume.

Maponb u SSH-knovu

Ecnn gns pecypca cepBucHoe nogkntoveHne ¢ Tunom SSH, 1o npu gobasneHnn y4eTHOM 3anmcun nosiBUTCS
BO3MOXHOCTb reHepaumm unm py4yHoro aobaeneHus He TonbKo napons, Ho n SSH-kntova. Takke, ANnst Taknx
YYETHbIX 3anMcen ecTb BO3MOXHOCTb HE yCTaHaBnMBaTb Naposib, MacTep HAaCTPONKN oTobpasnT
AONONHUTENbHBIM MYHKT NpWU HacTporike napona — He 3apaBaTtb. Huxe Byget paccMoTpeH npumep
pobasneHus ydetHon 3anmcn OC *nix. Mpu gobasneHunn yveTHbix 3anucent OC Windows n CYB[ 6yget
OTCYTCTBOBaTb NyHKT He 3apgaBaTb nNpu HacTporke napond, n byger oTcyTCTBOBaTb CTpaHuLUa Ans

reHepaumm unm py4yHon yctaHoBku SSH-krtova.

HacTtpowka napons

1. Boibepute nyHKT He 3apaBaTb, CreHepupoBaTh crnyYanHbIM naponb unv 3aaaTtb naposnb
BPYUHYHO.
2. BBeguTte naponb unu npogoskute Bolbpas nyHKT He 3apaBaTtb nnv CreHepupoBaTh Crny4YanHbIn

naponsb.



HoBbiii naponb .

(O He zagaeats
@ CreHepWpoBaTe CNYYaiHeIA Napons

() 338aTe NapoE BRYYHYHD

HacTtpomnka SSH-knroua

1. Boibepute nyHkT He 3apaBaTb, CreHepupoBaTb HOBbIN SSH-kntoy vnn 3apgatb SSH-knoy
BPYUHYHO.
2. Bolbepute hann SSH-kntoya n BBeanTe ero naponbe Unn Nnpoaosmkmute Bbibpas nyHKT He 3apaBaTb

nnn CreHepupoBaTb HOBbIN SSH-kntou.

3. 3aBepwunTe gobaBrneHne y4eTHON 3anucu.



Hoeblin SSH kKnou =

i) He zapaeats
@ CreHepWpoBaTE HOBBIA SSH KAy

() 3anate S5H kaoy epyuHy

MpoBepka coeanMHEHUS1 C peCcypcom

®yYHKLMA NO3BONSET NPOBEPUTL CETEBYHO AOCTYNHOCTL pecypca, KOPPEKTHOCTb aapeca, MMEHMU 1 Naporns

CEPBUCHOWN Y4ETHOW 3anucu.

Onepau,vm BbINOJTHAETCA C MOMOLL b KHOMKAN npOBepMTb coeauvHeHwue B npod)vme pecypca.

CuHXpoHU3auuns

®yHKLMA NO3BONSAET NONYYNTb KOPPEKTHOE UMs pecypca, Bepcuto OC nnn CYB[, nokanbHble y4yeTHble
3anucum pecypca u rpynnbl 6e30nacHOCTU, B KOTOPbIX OHU COCTOAT. CUHXPOHMU3aumsa LOCTYMNHA TOMbKO ANs
PECYPCOB C HACTPOEHHbLIM CEPBUCHBLIM NOAKIIOYEHMEM, MHaYe PyHKUuMS CUHXPOHU3auuma Gyaet

OTCYyTCTBOBaTb B Npodure pecypca.

Onepauus BbINOMHSAETCA C NOMOLLIbIO KHOMKM CUHXPOHU3MpPOBAaTL B Npodune pecypca.



(D NPUMEYAHUE

Y4yeTHble 3anucu, koTopble bl gobaeneHsl B Indeed PAM npu nomoLum doyHKLMK
CHHXPOHM3MpOBaTb, OyayT oTMeYeHbl cuMBoriom @, ans npogomkeHns paboTbl ¢ HUMK NOTPebyeTcs
npegocTaBuMTb CUCTEME MX NAPOSb UM COPOCUTL €ro Ha cnyyarHoe 3HadeHue. NogpobHoe onncaHue

npouecca noareepXxXaeHmd y4eTHbIX 3anuceun onucaHo B cTaTbe.

BrnokupoBka

®PyHKLMA NO3BONSAET NPUOCTAHOBUTL AENCTBUE BCEX pa3peLleHnii, B KOTOPbIX MCMOMb3yeTcsl pecypc.
Onepauus BbINOMHAETCS C MOMOLLbIO KHOMKM 3abnokupoBaTb B Npodune pecypca.
(D NPUMEYAHMUE

Pecypc 6y,1:|,eT oTmeueH cumsoriom ©. Bee paspelleHnd, B KOTOPbIX pecypcC ABJITAETCA Y4aCTHUKOM,

6y,uyT OTMeYEHbl CUMBOJIOM

YnaneHue/BoccTaHOBIEHMe pecypca

YaaneHue pecypca

Mepen yoarneHnem pecypca Tpe6yeTc;| yoanunTb BCE yY4ETHbIE 3arnncun, KOTopble Obinn gobaeneHbl N3

yOansiemoro pecypca.

/\ MPEOYNPEXOEHUE

Mpwv yoaneHun pecypca Bce CBSAA3aHHbIE C HUM CNy0bl Takke yaanstoTcs. YaaneHHble cnyKobl Hemnb3s

BOCCTAaHOBUTb.

YnaneHHble cny0bl nepecTatoT oTobpaxatbcsi B pasgerne Cnyx06bl, HO X MOXXHO NPOCMOTPETL C

NOMOLLIbIO pacCLUMPEHHOro rNnonckKa.

1. OTKponTe Npohunb pecypca.

2. Haxmnte Yoanutb.


http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/accounts/account-operations/#account-confirmation
http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/services/
http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/services/#removed-services-search
http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/services/#removed-services-search

BoccTaHoBneHue pecypca

/\ NPEAYNPEXAEHUE

Mpu BOoCCTaHOBMNEHMM pecypca CBA3aHHbIE C HUM CNyXbbl He BoccTaHaBnmBatoTcs. Crnyxobl
notpebyetca ,obaBuTb 3aHOBO. MHopmaLmio No yaaneHHbIM cry>k6am MOXHO NMPOCMOTPETL C
MOMOLLIbIO pacLUMpeHHOro noncka B pasgene Cnyxo6bi.

1. HaxxmuTte PacwmpeHHbIN nouck B pa3gerne Pecypcbl.

2. Beegute Umsa pecypca unn Agpec (DNS unu IP-agpec) nonHOCTbIO UK YaCcTUYHO.
3. Bbibepute ans nons CocrtosiHMe 3HayeHne YaaneH n Haxmnte Hantu.

4. OTKponTe Npohusib pecypca n Haxmute BoccTtaHOBUTDL.

5. Beeaute NPUYNHY BOCCTAHOBIIEHUNA U HAXMUTE BoccTtaHOBUTL.


http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/services/
http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/services/#removed-services-search

MaccoBble onepauun Hag pecypcamm

HacTtpouka cepBUCHOro noaKrno4YeHuns

1.B pas3pene PecprbI OTMETbTE OANH UITN HECKOJ1bKO PECYPCOB.

2. Haxxmute HacTpouTb cepBUCHOE coeauHeHue.

(D NPUMEYAHUE

[ns BbIGPaHHBLIX pecypcoB ByayT HACTPOEHbl OAUHAKOBLIE TUMbI CEPBUCHBIX NOAKIIOYEHWI 1 BbibpaHa

ofHa cepBUCHasi y4eTHas 3anncb. B kayecTBe cepBMCHONM YYETHOW 3anncu pekoMeHayeTcs
NCnonb3oBaTb JOMEHHYHO YYETHYH 3anncb, KOTopasi UMEET NpaBa foKanbHOro agMUHUCTpPaTopa Ha

BCEX BblOpaHHbIX pecypcax.

MpoBepka coeanHEHUSI C peCcypcom

1. B pasgene Pecypcbl OTMETETE OMH UM HECKOMNBbKO PECYpPCOB.

2. HaxmuTte MNMpoBepuTb coeAnHeHue.

YpaneHue pecypcoB

1.B pa3pene PecprbI OTMETbTE OANH UJITN HECKOJ1bKO PECYPCOB.

2. Haxmunte Yopanute.

(D NPUMEYAHUE

MNepen yoaneHnem pecypcoB TpebyeTcs yaanuTb BCe yY4eTHblE 3anucu, kKotopble 6binv gobasneHbl U3

yOansiembiX pecypcosB.

YcTaHoOBKa NONMUTUKN

1.B pasgene Pecprbl OTMETbTE OANH UITN HECKOJ1bKO PECYPCOB N HAXMUTE YcTtaHOBUTL MOJINTUKY.

2. BbibepuTe HOBYO MONUTUKY Ansi BbIOpaHHbIX PECYPCOB 1 HaxxmuTe BblGpaTb.



3. B okHe noatBepXXaeHus HaxmmTte YCTaHOBUTD.

YcTtaHOBKa noapa3saeneHus

1.B pa3pene PecprbI OTMETbTE OANH UITN HECKOJ1bKO PECYPCOB N HAXMUTE YcTtaHOBUTL

nogpasgeneHue.
2. Bbibepute HoBOe nogpasaeneHne ons BbiopaHHbIX pecypcoB U Haxxmute OK.

3. B okHe noaTBepXXaeHus Haxmmnte YCTaHOBUTD.

[NobaBneHue Teros

() UH®OPMALUSA

Ecnn y Bac eule HeT Teros, co3gante ux B pasgene KoHdurypaums.

1. B pasgene Pecypcbl OTMETETE OAMH UIM HECKOMBbKO PECYPCOB N HaxkmunTe [lo6aBUTL Terwu.
2. Bbibepute ogmH 1M HECKONbKO TErOB.

3. Haxmnte Bnepega.

4. lNpoBepbTe BbiOpaHHbIE PeCcypChbl U BblIOpaHHbIE TErn.

5. Haxxmnte [lobaBUTb ANs 3aBepLLUEHNSA onepauun.


http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/configuration/#tags

MpoBepkKa oTnevyaTkoB Krntro4yen SSH-
cepBepa

Otnevatku knoyen SSH-cepBepa Ucnonb3yoTes ANs NPoBEPKU NOANIMHHOCTU pecypca B MOMEHT
NnoakntodeHns K Hemy. icnonb3oBaHMe OTNevYaTkoB NOMOraeT 3awnTnTtbes ot atak Buga MITM (Man in the

Middle).
[na oTneyaTkoB NogaepxmBaeTcs Tonbko opmat SHA256.
[MNoopepxvBaeMble anropuTMbi:

o Ed25519
« ECDSA
« RSA

() MHOOPMALIMSA

I'IpOBepKa BCeraa BKIito4eHa, ee Helb34 BbIKIMIO4YNTb.

Mo>xHO BbIbpaTh pexum npoBepkn B napameTpe AyTeHTUpUKaumua pecypcoB no knrodyam SSH-
cepBepa B pasgene Kondurypauma — CuctemHble HacTponkn — Hactponku SSH-nogknioueHun.

NMpenBapuTenbHble TpeboBaHUS

Ans paboTbl ¢ oTneyatkamm knova SSH-cepBepa HyXHbl NpyBuneri YnpaBneHus pecypcamu.

PeXXumbl 3anofiHeHnAa oTne4yaTKkoB

CyLecTByeT Tpu pexnma 3anoriHeHust oTnevaTkos krtoden SSH-cepepa:
¢ ABTOMaTM4YeCKM 3aHOCUTb OoTne4vyaTku Knovyen B PAM

B aTtom pexume 3HayeHne otnevatka 3aHocutca B PAM 6e3 yyactus agmuHucTpatopa. OTnevaTok
coxpaHsietca B PAM TonbKo ecnun oH He Obin 4o atoro 3agaH. OTneyaTtok COXpaHAETCH B MOMEHT

NCMONb30BaHMSA CEPBUCHOMO NOAKMHYEHUS (NpoBepKa coeanHeHus, NpoBepKka/poTaums naponen,


http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/roles/

nposepka/poTtauma SSH-knya, CUHXPOHU3aUUs) UM B MOMEHT MCMNOSb30BaHUSA NOMb30BaTENbCKOIO
nogknoYeHns (Npu oTKPbITMM ceccum nonb3oBaTtenem). OTneyaTok 3aHOCUTCA TOMNbKO OAMH pas, nocre
3TOro TONbKO NPOBEPSETCS, TO €CTb OH HE Nepe3anucbiBaeTcs. MNpoBepka oTneyaTka NPoMCXoanT

Bceraa.

e 3aHocuTb oTneyaTtkn B PAM TONbKO BpYy4HYytO

B aTtom pexume coxpaHeHune otneyaTtka B PAM BbinonHaetrca agmuHuctparopom PAM. AgMmuHuctparop
PAM mMoXxeT Bpy4HYIO yKa3aTb 3HauYeHue oTrnevartka, npeaBapuTensHO BblIbpaB 0guH U3 Tpex AOCTYMHbIX
anropMTMOB UMM NOSTYYUTb FOTOBOE 3HAYEeHWe oTrneyaTka ¢ yaaneHHoro xocta. lpoBepka otrnevartka
npovcxoauT Bcerga. Ecnu otnevaTok He ykasaH, TO NogkmtovYeHne HegoCTYMHO.

o 3aHocuTb oTtneyatku B PAM Tonbko BPY4YHYIO U NMPOBEpPATb, TOJNIbKO €CJiIh OHU YKa3aHbl

B aToMm pexume coxpaHeHue otnedatka B PAM BbinonHsieTca agMmuHmuctpatopom PAM. AomuHucTpartop
PAM moxeT Bpy4HyH0 yKasaTb 3Ha4YeHne oTnedartka, npeaBapuTenbHO BbIOpaB ogMH U3 TPeX OOCTYMHbIX
anropuTMoB UM NOMYYUTb FOTOBOE 3HAYEHME OTMnevaTka ¢ yaaneHHoro xocta. OTnvumne aToro pexxmma
OT NpeabiayLLero B TOM, YTO €Cnun oTrneYaTok He yKasaH, NpoBepKa oTrneyaTka BbIMOMHATLCA He Byaer.
To ecTb ecnu oTNeYaTok He yKasaH, NoAKINIYEeHME K PeCYpCy BCE PaBHO OOCTYMHO.

He peKkomMeHayeTcA BbI6VIpaTb 9TOT BapUaHT, T.K. 3TO CH/XaeT YypOBEHb VIHCbOpMGLI,VIOHHOVI

©e3onacHocTw.

BbiGop pecypcoB ana nobaBneHnsa oTrnevyaTkoB

1. OTKponTe pasgen Pecypchbl.
2. OTkponTe PaclumMpeHHbIN NOUCK.

3. BblbepuTte ogHO 13 3HayeHuin B none OTnevyatok SSH-kntova:
o He coBnapaet B CI/MMM
[1ns noncka pecypcos, Y KOTOpbIX 3Ha4yeHne oTneyvaTka B PAM n 3HayeHuMe oTnevaTtka Ha pecypce
He coBnagaroT 4PYyr C OPYrOM.
o He yctanoBneH B CI/MMN
[na noucka pecypcos, AN KOTOPbIX OTreYaTok He 3aHeceH B PAM.

[lobaBneHmne oTnevyaTKkoB

[ob6aBnaTb oTNeYaTkm MOXHO TpeMsi cnocobamu:



e BPYYHYIO
e aBTOMAaTM4eCKu
e [PYnnoBoOu onepaunen

Job6aBneHne oTne4yaTKoB BPY4HYIO

BBecTu 3Ha4YeHMe oTneyaTka CaMoCTosITeNIbHO Mony4nTb 3Ha4YeHMe oTnevyaTKa c pecypca

[Onsa nobaBneHus otnevartka ons CEepBUCHOrIo noakrir4YeHnd BbinoJIHUTE criegyrouine AencTemS:

1. OTKponTe Npohunb HYyXXHOro pecypca.
. Haxxmute ¢ cnpaBa ot nonsi CepBMCHOE NOAKMIOYEHME.

. B cekumn OTnevyaTtok SSH-kntouva BbibepuTe YKasaTb BPYUYHYHO.

A WN

. Boibepute Anroputm. PekomeHayetcs BoibmpaTe Ed25519, notomy 4TO 3TO camblvi 6e30onacHbIv

BapUaHT.
. BBeaute 3HayeHne B none OTnevyarTok.
. Haxmute Bnepega.

. BbibepunTe Hy>XHYH0 CEPBUCHYIO YYETHYHO 3anuchb.

0 N O O

. Haxxmute CoxpaHuTb.

[na no6aeneHus oTrneyaTka Ans nNosib30BaTerlbCKOro NoaKMYeHUs BbIMOMNHUTE crieaytoLlmne AeiCTBUS:

1. OTKponTE NPOhUNbL HYXXHOro pecypca.
. Hangute HyxHoe nogkntodeHune ¢ Tunom SSH n HaxmuTe PegaktupoBaTthb.

. B cekumn OTnevyaTok SSH-kntova BbibepuTe YKasaTb BPYUYHYHO.

A WO

. Boibepute Anroputm. Pekomenayetcs BblibupaTtbe EA25519, noToMy 4TO 310 cambln 6e3onacHbIn

BapuWaHT.

)]

. BBeguTte 3HayeHune B none OTnevaTok.

6. Haxmute CoxpaHuTb.

[JoGaBneHne oTne4yaTkoB aBTOMaTU4YECKMU

/\ NPEAYNPEXAEHUE



OT0T cnocob paboTaeT TONbKO ecnu B HacTponkax SSH-nogknoyeHnn BoibpaH pexmm
ABTOMaTM4YeCKM 3aHOCUTb oTneyvyaTku Knoven B PAM.

Otnevatkn ans CepBUCHOrIo nNoakrir4yeHnd 3agatoTcd aBToOMatn4eCkn B MOMEHT UCIMOJ1Ib30BaHNA CEPBUCHOIO
NOoAKIK4YeHnA, HanpuMmep:

e MNpOBEpKa COeAMHEHUS
e MpoBeEPKa UNu cMeHa napong unm SSH-knw4va no pacnnucaHuio

e CUHXpOHM3ALMSA pecypca

OTtnevatkn Ans NonNb30BaTENbCKOro NOAKNKYEHUS Takke 3a4arTcs aBTOMaTUYECKN B MOMEHT
MCNoJ1Ib30BaHNA MNONMb30BaTElIbCKOIro NoAKNn4YeHnA, To eCTb NMpu OTKPbITUMN CECCUN MNMOJ1b30BaTeENEM.

() MHOOPMALIMSA

B aBTomatnyeckom pexnmMme oTnev4aTkm TOJNIbKO 3aHOCATCA, HO HE nepe3arnncbliBaroTCA.

Job6aBneHne oTne4yaTKoB rpyrnnoBOM onepaunen

C nomolLLblo 3ToM onepaumm MOXHO 3afaTb OTNeYaTku AJ1si HECKONbKUX pecypcoB cpasy. [ns aToro
BbINONHUTE cnegyowmne 0enNcTBUs:

1. OTkpownTe pasgen Pecypchbl.

2. Bbibepute o0gMH UM HECKOIbKO PECYPCOB, Y KOTOPLIX €CTb CEPBUCHOE W/UIK NONb30BaTENbCKOE
noakntoyeHme ¢ Tmnom SSH 1 He 3agaH oTneYyaTok Kntoya.

3. Haxxmute Mony4nTb oTnevyaTok ¢ pecypca v noareepante encTBme KHonkon Bnepea.

() UH®OPMALUSA

C nomolLLbto aTomn onepauunn oTnevyaTkm 3aHOCATCA TOJIbKO €eCllv A0 3TOro 3Ha4yeHmne oTrneyvyartka ObIno He
3aaHo, TO eCTb MMelLnecd oTre4aTkmn He rnepes3arnmcbiBaloTCA.

JononHuntenbHaa uHgopmauma o padbote
oTrne4vyaTtkoB SSH-knro4yen



ATpnbyT OTneyaTtok SSH-kno4Ya NpmBs3aH He K pecypcy, a K nogkndeHunto. Noatomy y obounx Tmnos
NOAKIIOYEHNI (CepBUCHOE M NOMb30BaTENbCKOE) €CTb CBOM aTpmnbyT Anga otnedatka SSH-kntova. 310
cAenaHo Ans cnyyaes, Koraa Ha yaaneHHoOM XocTe ycTaHoBneHo 6onee ogHoro SSH-cepeepa. ®akT
HanM4unsa UM oTCyTCTBMSA OTNeYaTka y OAHOro U3 NOAKMYEHUI He BNUSieT Ha paboTy apyroro. MNoatomy
3HaYeHMs OTMNEYaTKOB ANSA pasHbIX NOAKIHOYEHUI OQHOMO M TOrO e pecypca MOryT cogepaTb pas3Hble

3Ha4YeHu4.

MpoBepka oTneyatka SSH-knto4a BbINOMHSAETCA A0 ayTeHTUdUKaLMM Ha pecypce, T.e. 40 nepegayu

YYETHbIX JaHHbIX HA pecypc.

Ecnu B HacTponkax SSH-nogkntoveHui BbibpaH pexxum 3aHocuTb oTneyaTtku B PAM Tonbko
BPY4Hyt0 1 aTpmbyT Ans otneyatka B PAM octancs He3anonHeHHbIM, TO NOAKII0YEHNE K pecypcy
Oynet HegocTynHo. B xypHane nossuTcs cobbiTMe O HeyCneLHOM NOAKMYEHUN, Ha CTpaHuLE pecypca
NOSIBATCA NpeaynpexaeHne KpacHoro LBeTa ¢ onMcaHmeM NpuYnHbl OLWMOKN, nepedncneHmnem

HeCOoBMNaBLIMX OTMEeYaTKoB N YKa3daHneM Tuna NoaKIH4YeHN4.

Ecnu B HacTponkax SSH-nogkntoveHui BbibpaH pexxum 3aHocuTb otneyaTtku B PAM Tonbko
BPY4Hyto, aTpnbyT Ans otneyatka B PAM 3anonHeH, a Ha pecypce OTCYTCTBYET KN4 4118 yKa3aHHOro
anropuTmMa Unm OTCYTCTBYIOT NHOObIE KIHoYM, TO NoAKMNYeHne K pecypcy byaeT HegocTynHo. B xypHane
NosIBUTCS COObITUE O HeYCMNeLIHOM MOAKIIYEHM, HA CTpaHULE pecypca NOSBUTCA npeaynpexaeHve
KpacHOro LBeTa C OnMcaHnem npuymHbl OLLNMGKK, NnepedmcneHmemM HeCoBMaBLUNX OTMNEYaTKOB U

YKa3aHunem Tumna nogkrnio4eHuns.

[nsa ycTpaHeHns owmnbKn 0 HeCcoBNaaeHUM oTrneyaTka U BOCCTaHOBMEHUSI KOPPEKTHOM paboTbl
onepauun TpebyeTca 3aHOBO NONy4nTb OoTnevaTtok SSH-kro4a ¢ yaaneHHoro xocta, nogpobHee B
nyHkTe [JobaBneHne oTne4aTkoB.



CnyXx0bl

Pasgen npegHasHaveH gns pabotel co cnyx6amm Windows.

Cnyx6bl Windows — 3T0 NpunoXeHusi, KOTopble MOTyT 3anycKkaTbCA aBTOMaTUYECKN Mpu 3anycke

ornepaunoHHON CUCTEMBI.

Hobaebte B PAM crnyx6bl, KOTOPbIE 3anyCKalTCs OT MMEHW YYETHbIX 3anucen, ynpasnsemMmbix PAM. 3Ttu
cnyx6bl ByQyT aBTOMaTMYECKU NOMy4aTb akTyarnbHbIN NAaporb YY4ETHOM 3annucu npu ero cmeHe Yyepes PAM.

v A ecnu He gobaBuTb?

B cBovictBax cny6bbl OCTaHETCA CTapbI Naposib YYETHON 3anncu.

3anyweHHas cnyxba npogomkmT pabotaTtb 40 Onvkanwero nepesanycka MalluHbl pecypca. A nocne

3TOro cny6a He 3anycTUTCH, MOTOMY YTO MApPOSib YYETHOW 3aMnnCK, yKasaHHbIA B CBOMCTBaX CIyX0bl,

HE coBnagaeT C pealibHbIM Naponem yquHon 3arnuncu.

YT06bI 3anycTuTb crnyx06y, NOHagobUTCS NOAKMYMTLCS K PECYPCY M OGHOBUTL Maporib B CBOMCTBAX

CnyX6bl BPYy4HYIO.

NMpeanBapuTenbHble TpeboBaHUS

Ans paboTbl co cnyx6amu HyXHbl NpuBUNErMM YnpaBneHusi pecypcamu, a Takke TpebyeTcst HacTpoUTb

cepsucHoe nogkntodeHne ansa Windows Ha pecypce, Ha KOTOpPOM pacnornararTcA CJ'Iy)K6bI.

Hob6aBneHue cnyxo6

1. OTkponTte pasgen Cnyxobl.
2. Haxxmute 106aBUTL.

3. B oTkpbiBLLEMCS OKHE BbiGepuTe pecypc. Pecypc aomkeH 6biTb B cTaTyce JlocTyneH. Y cnyxobl 6yaet

Takoe e rnoapasaerneHune, Kak y BbiGpaHHOro pecypca.
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/\ NPEQYNPEXAEHUE

Pecypc HEBO3MOXHO U3MEHUTb NMOCrie co3aaHunA CJ'Iy)K6bI.

4. 3anonHute obasartenbHoe none Umsa cnyxosbi.
BBegeHHoe ums JOMKHO coBnagaThb C Ha3BaHMEM CRy0bl, KOTOpoe yka3aHo B none Mmsa cnyx6bl

(Service name) ocHacTkm Cnyx6bl Ha pecypce.

/\ NPEAYNPEXAEHUE

He ncnonb3ynte nms, ykasaHHoe B none Otobpaxaemoe nms (Display name) ocHacTku Cryx0bl
Ha pecypce.

Henb3sa co3gaTtb BTOpPYHO CNyX0y Ha TOM e pecypce ¢ TeM Xe umeHem. [lybnvkatbl He
paspeLLeHbl.

5. Ecnu TpebyeTtcs, BBeaute OnucaHue cnyxobl.
BBeneHHoe 3gech onucaHne byaet otobpaxartbcs Tonbko B PAM. O6paTtute BHUMaHue, 4To onucaxue,
oTobGpakaemoe B CBOMCTBaXx Cry0bbl Ha pecypce, He NOMEHSETCS.

6. BkntounTte nnmn octasbTe BblkoYeHHOM onumio MNMepe3anyckaTtb CryX0y npu cMmeHe naposns CryXobil.

() MHPOPMALIMSA

Ansa cnyx6 ¢ OTNOXEHHbIM 3anyCKOM peKOMEeHOYeTCs OCTaBUTb OMNLUMIO BbIKIFOYEHHON. HOBbLIN
naporb JOCTaBUTCA B CNyx6y npu nepesanycke criyxobl.

7. B cnepytolwiem okHe MacTepa BbibepuTe y4eTHYH 3anuchb.

8.B cnegyrwuwem OKHe MacTepa npoBepbTe KOPPEKTHOCTb BBEAEHHbIX OAHHbIX N HAXMUTE Ho6aBuTb.

AHanorn4yHo Bbl MoxeTe Ao06aBuTb cry0by B paszaenax Pecypcbl 1 Y4yeTHbIe 3anucu.

PepaktupoBaHue cnyxo

/\ NPEAYNPEXAEHUE

Pecypc HEBO3MOXHO M3MEHUTbL, OH 3a4a€ETCA TOJIbKO Yepe3 Mmactep nobasnexHus CJ'Iy)K6bI.


http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/resources/#services
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Ons penakTnpoBaHUA OOCTYMNHbI creaytowmne nond CJ'Iy)K6bIZ

Uma cnyxobl;

OnucaHue;

Mepe3anyck cnyxoObl;

YyeTHasa 3anuchb.

UTtobbl OTpeaakTupoBaTth Cryxby, HaxmuTe # B npodune cnyx6bl cnpasa OT HyXXHOro napameTpa.

() MHOOPMALISA

YuunTbiBalTe, YTO HA PECYPCE HE MOXKET CYLLECTBOBATb ABYX CMNYX0 C 0AMHAKOBbLIM MMeHeM. He
BBOOUTE MMS CNyXObl, KOTOpas y>Ke CYLLEeCTBYET Ha 3TOM Pecypce.

CmMmeHa naponeun cnyxo

Y CJ'Iy)K6 HeT cOBCTBEHHbIX naponeVl, MX Naposin — 3710 NapoJin CBA3aHHbIX YH4ETHbIX 3anucen.
I'Iaponvl YYETHbIX 3anmcen MOXHO MEHSATb OBYMA crnocobamu:;

e BPYYHYIO;

e MO pacnucaHumio.

YcTtaHOBKa napons B cnyxoe

OTa PyHKLMSA NO3BONSET UHALMMPOBATL AOCTABKY aKTyarnbHOro Ansi CBA3aHHOW YY4ETHOWM 3annucu napons B
cnyx0y Ha pecypce. OTO NO3BONSET CUHXPOHU3NPOBATL Naposb B crnyxbe cpasy, 6e3 HeobxoanMocTH
OaTb CMeHbI Napornen No pacnmcaHuio.

() MHOOPMALIA

Ecnu gna cnyx6bl BkntodeHa onuus MNMepesanyckatb CNy»0y npu cmeHe napons crnyXo6bl, To npu

ycTaHOBKe napons cryxbta nepesanyctutcs.

1. OTKponTe Npohunb Cryxobbl.

2. HaxmuTe YcTaHOBUTBL HOBBLIN Naponb B crnyxbe.


http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/accounts/account-operations/#password-change
http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/accounts/account-operations/#scheduled-password-change

lNepe3anyck cnyxo

Mepesanyck cny6bl — 3TO NapamMeTp, KOTOPbIV 3a4aeTca Npy Co3a4aHnN NN PeaaKTMPOBaHUK CNyX0bl C
nomoubio onumn MNMepesanyckatb cnyx0y npyM cMeHe napons crnyXxobl. Ecnu onums BKoYeHa, To npu

CMeHe Unn yctaHoBKe naponsd cny>|<6a nepes3anycrtuTcd.

YUTto6bl Nnepesanyck crny>0bl Ha pecypce NPon3oLLEes YCneLwHo, cryba JomKHa HaX0aUTBCA B COCTOSIHUM

BeinonHsetcs (Running).

() VH®OPMALSA

Ecnu cnyxba Ha pecypce n3HavyanbHO Haxoamnacb B COCTOSAHUW, OTAINYHOM OT BbinonHsaeTca
(Running), cnyx6a He nepe3anyctutcs. Mpu atom cosgaetcs cobbite ¢ Tunom INFO lMepesanyck
cryx6bl: He mpebyemcs. Takon cueHapuin cHMTaeTCs yCrneLwHbIM 3aBepLUeHeM nepesanycka crnyxobl,

MO3TOMY OH He BbI3blBa€T HOBbIX OLUIMOOK 1 cOpackiBaeT cTaphble.

Ecnu cnyx6a Haxogunack B cocTosiHum BeinonHsetcs (Running), HO Npy 3TOM BO3HMKNa olwmnbka He
ydarnochk nepesarnycmums Criyx6y, TO NPUYMHA MOXET ObITb B TOM, YTO UCTEK TalMayT OXUOAHUSI HY)KHOIO

ctatyca. [NogpobHee B pa3gene VcnpasneHune owmnbok B pabote cryxo.

NMounck cnyxo6

Mowuck nossonsieT OTO6p83I/ITb TOJbKO TE€ CJ'Iy)K6bI, KOTOpbl€ yOOBIIETBOPAKOT 3ajaHHOMY KPUTEPUIO. Ectb

[Ba BMaa nowucka:

e BbICTpbIn — cTpoKa noucka. MoXHO UckaTb TOSMbKO N0 OQHOMY KpUTepuio. TEeKCTOBbLIN BBOA,.

o PaclwmpeHHbit — copMa ¢ HECKOMNbKMMK NnonsiMu. MOXHO 1CKaTb MO HECKOMbKUM KPUTEPUSIM CPasy.

Bbinagatowime Cnmcku.

BbiCTpbIN NOUCK

B nounckosou CTPOKE MOXHO UCKaTb No crneayrwmm nonam:

Uma cnyxobl;

Uma pecypca;

OnucaHue cnyxobil;

Umsa yyeTHOM 3anucu.



PacwunpeHHbI NOUCK

MOXHO 1ckaTb N0 OAHOMY UM HECKONBbKUM KpuTepuaM. [pn BbIOOpe HECKOMNbKMX KpUTEPUEB OTOOpa3ATCA
Cny0bl, KOTOPbIE YAOBNETBOPSAIOT BCEM NEPEUNCIIEHHBIM KPUTEPUAM. McKkaTb MOXHO NO CneayLwmm

nonAm:

MUma cnyxo6bl;

YyeTHas 3anuchb;

Pecypc;

CocTosiHue;

Onuusa TonbKko cnyx6bl ¢ oumMbkamm.
Bo3moxHble CoCTOAHUS:

e Ynpasnsercs;

e YpaneHa.
NMouck yaaneHHbIX Cnyxo6

1. OTkponTe pasgen Cnyx06bl n HaxmuTe PacluMpeHHbIN NOUCK.
2. BoibepuTe 3HayeHve YaaneHa ans napametpa CoctosiHme.

3. Haxxkmute HanTwm.

UcnpaBrneHune ownbokK B padboTte cnyxo

OwnbKM MoryT BO3HUKATb:

e NpU yCTaHOBKE napons B cnyxobe;

 Mpwv nepesarnycke cryxobil.

Owwnbka npn yCtaHOBKE Maposid B cny>|<6e MOXET NoABUTbLCA NO pa3HbIM NMpU4YnMHam, BOT HECKOJIbKO

NPMMEPOB:

e Mponarno MHTEPHET-COEOANHEHNE;
e He OTBe4aeT XOCT, Ha KOTOPOM YyCTaHOBJ1EH PECYPC;

e CepBUCHOE NOoAKIIto4EHNE nepecTaio pa6OTaTb.



Mepesanyck cnyx0bl 3akaH4YMBaETCA OLUIMOKOM, eCriv UCTEK TaMayT OXXMOAHUS HY)XXKHOrO cTaTyca.

Hanpumep:

° cny>|<6a CIMTMLUKOM O0J51ro oCtaHaBrinBanachb;

e cnyx6a nepesanycTunacb 1 TyT Xe 0CTaHOBUNAaCh.

Y3HaTb, Kakon CTaTyC OXMUAANCsa 1 Kakon noslydyeH, MOXHO B COBbITUSIX 3TOW CnyXbbl. ITa Hhopmauns

NMOMOXET MNMOHATb, KaK UCINPaBUTb OLIJI/I6Ky.

[ns ncnpaeneHns owmnbkn NOHagoobUTCA NOOKMIYUTLCS K pecypcy. MicnpaButb owmMbKy 13 KOHCONm

yrpaBleHna HENb34.

YoaneHue cnyx6

A NMPEOYNPEXAOEHUE

Cnyx0y HEBO3MOXXHO BOCCTAHOBUTL MOCIIE yAamneHus.

Bbl MOXeTe co3aaTtb HOBYHO CNy0y C TakMM Xe MMEHEM Ha TOM e pecypce.

YaaneHue u3 cnucka cnyx6  YaaneHue us npocunsa cnyxobi

1. OTkponTte pasgen Cnyxobl.
2. Boibepute ogHy unmn HeCKonbKo criyx6.

3. Haxxmute Yoanutb.

YnaneHHble CJ'Iy>K6bI nepecrtarT OTO6pa)KaTbCFI B pasgerne Cny>|<6b|, HO UX MOXHO MNMPOCMOTPETL C

NMOMOLLBbIKO paCLlUNPEHHOrO Nnoncka.



‘pynnbl pecypcoB

Pasnen npegHasHaveH Ans rpynnmpoBKM PeCcypcoB C Lienbio GbICTPON 1 yao6HOW Bbiaaum pas3peLleHuii

cpasy Ha BCIo rpynny, a Takxke NPoCMOTpa CeCcCuit U cobbITUI B LIeNoM Mo rpynne.

Mouck rpynn pecypcosB

BbicTpbIN Nouck

Beeaute B cTpoky novcka MmMsa rpynnbl pecypca unm onucaHme nosiHOCTbI0 UM YacTUYHO.

PacwunpeHHbIN NOUCK

HaxmuTe PaclumpeHHbIN NOUCK 1 BBEAMTE OAMH UMW HECKOMbKO KpuTepues: UMsa rpynnbl pecypca,

CocTtosiHue unu I'Iop,pasn,enel-me. Bb|6ep|/|Te COCTOAHNE!

o [locTynHa

e YnaneHa

PYHKLUM rpynn pecypcoB

Pepaktu poBaHue rpynnbli
®yHKUMSA No3BONSAET N3mMeHUTb UMs n OnucaHue rpynnoi

1. Haxxmute # B npodusie pecypca cnpasa OT HYy>XXHOro napameTpa.
2. BHecuTe nameHeHus.

3. CoxpaHuTe N3MEHEHUSI.

JobGaBneHue pecypcoB
[na Havana paboTbl TpebyeTcs co3aaTth rpynny u 4o6aBuTb B HEE pecypChl.

1. Haxxmute [lo6aButb B pasgene Mpynnbi Pecypcos.

2. Buibepute MogpaspeneHue.



3. Beegnte Umsa rpynnbi pecypcoB 1 OnucaHue.

4. 3apanite onumio [lo6aBNATL pecypcbl BMecTe C yY4eTHOM 3anuchbio:
o Ecnu onuus BkntoYeHa, To Npu gobaBneHnn pecypcoB B rpynny notpedyeTtcs BbibpaTb YYETHYHO
3anucb AN Kaxagoro pecypca otaenbHo. Mpu Bbigade paspeLleHmst Ha Takyto rpynny BeloupaTb

y4Yy€eTHble 3arnnmcu He Tpe6yeTc;|.

o Ecnu onuus BbikNoYeHa, To Npu AoGaBneHMn pecypcoB B rpynny BblOMpaTh YYETHbIE 3aMNUCH He
TpebyeTcs. [Npu Bblgaye paspeLleHnst Ha Takyto rpynny noTpebyeTcs BblopaTh OOHY YYETHYHO

3anucb, kotopas byaeT ucrnonb3oBaTbCs AN AOCTyNa KO BCEM pecypcam rpynmbl.
5. CoxpaHuTe U3MeHeHus.
6. OTKponTe co3aaHHyo rpynny pecypcos.
7. Haxmute [lo6aBUTHL BO BKNaake Pecypcbil.

8. [lo6aBkTe B rpynny Hy>Hble PECYPCbI.

Job6aBneHue pa3peLueHnmn
MogpobHoe onucaHne paboTbl C paspeLlleHnsaMn onNncaHo B pasagerne PaspelueHus.
UTtobbl co3gaTbh HOBOE pa3speLleHune, BbINONHUTE cnegyowme 0encTBus:

1. Haxxmute lo6aBUTL paspeLueHue.

2. BbibepuTte nonb3oBaTtens.

3. Onpegennte Bpems OENCTBUSA paspeLleHns], pacnmcaHme 4ocTyna, BO3MOXHOCTb NPOCMOTPA YYETHbIX
AaHHbIX.

4. YKkaxknte UCTOUHMK NOAKMNoYeHUs, ecnm TpebyeTcs.

5. Ana SSH-ceccun ykaxute, TpebyeTcs nu noBbieHne npusunerui B SSH-ceccnsax.

6. Haxmute Cospath.

Ecnun 6bin oTMe4veH napameTp [lo6aBNATbL pecypcbl BMecTe C yY4eTHOM 3anucbio, TO paspeLleHne Ha
pecypcbl OyaeT BblgaBaTbCA K KaX40MYy pecypcy nof OTAENbHO yka3aHHOM yYeTHOM 3anuceto. Ecnn atot
napameTp He Obln OTMEYeH, TO BO BPEMS BbiAauu paspeLleHms notpebyercsi BolopaTb, OT Kakow Y4ETHOM

3anucy GyaeT Bbl4aHO paspeLleHune Ha BCHO rpynny.

Tak Kak paspeLleHme co3gaeTcs Ha BCHO rpynmny, Nonb30BaTeNto CTAHOBATCA AOCTYMNHbI Cpa3y BCE pecypcehbl
rpynnbl. [py n3MeHeHnn cocTaBa rpynnbl PECYPCOB y NOMb30BaTENSsI B paMKax paspeLleHus Takke

M3MEHUTCA COCTaB AOCTYMHbLIX AnA NOAKIMKOYEeHNA peCypCoB.

Cnucok co3gaHHbIX paspeLLleHnit MOXHO NOCMOTPETL BO BKagke PaspeweHnus. Npu HaxaTum Ha

paspeLueHne oTKpoeTcs ero Npodusnb.


http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/permissions/

NMpocmoTp ceccum

Bo Bknagke Ceccum oToGpaxkaeTcsl CMCOK NMOCMEAHNX CECCUI C KaXabIM U3 pecypcoB rpynnbl. Mpu
HaxxaTum Ha ccbinky MokasaTb Bce OTKPOeTCs pesynbraT Noncka BCEX CeCCUii No AaHHOW rpynne pecypcos

B pa3gene Bce ceccum.

NMpocmoTp cobObITUN

Bo Bknagke CobbITUA oTOOpaxatTca nocrneaHne cobblTs 0 AaHHOW rpynne pecypcos. [Npu HaxaTumn Ha
ccbinky lNMokasaTb Bce OTKPOETCA pe3ynbraT nomcka BCex CobbITU MO AaHHOW rpynne pecypcoB B pasgerne

CoObITHA.

YpaneHue rpynn pecypcoB

B pasgene MNpynnbl pecypcoB OTMETLTE OAHY UM HECKOMBKO Fpynn 1 HaxXMuUTe YaanuTb.


http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/all-sessions/
http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/all-sessions/
http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/events/
http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/events/

YyeTHbIe 3anucu

Paspen npegHa3HadyeH anAa pa6OTbI C nNokalbHbIMA N AOMEHHbIMWU Y4ETHbIMU 3aNNCAMN.

NoGaBneHne y4yeTHOM 3anncu

UTtobbl fo6aBnTb y4eTHYIO 3anncb B PAM, BbINONHUTE cnegyowme JenNcTBuUS:

1. Mepenante B pasgen YyYeTHbIe 3anucu 1 Haxmute [lobaBuTh.

2. Bbibepute pecypc unm 4OMeH, B KOTOPOM ByaeT pa3melleHa y4eTHasa 3anuchb.
3. BBeguTte ums yyetHom 3anucum u, npn Heobxo4MMOCTH, onMcaHue.

4. 3apgante naponb. MakcumanbHas anuHa napons — 4096 cumBonos.

5. MpoBepbTe AaHHbIE U COXpaHUTE YYETHYIO 3amnuchb.

[Monck yyeTHOM 3anucu

Mowck ocylecTBnsieTcsa B pasaene Y4YeTHbIe 3anuciu.

BbiCTpbIN NOUCK

Beeonte B CTPOKY MNMoucKa Uma yquHoﬁ 3anunucu rnoJriHOCTbK UMK YaCTUYHO.

PacwunpeHHbIN NOUCK

HaxxmuTe PaclumpeHHbIM NOUCK 1 BBEAMTE OAMH U HECKONbBKO KpuTepres, UMa yyeTHoM

3anucu rnoriHOCTb UM YaCTU4YHO. Bbl6€pVITe COCTOAHNE yHeTHOVI 3arincu.:

Oxupaet peweHus

NrHopupyetca

Ynpaensetcs

3abrnokupoBaHa

YnaneHa

BbiGepuTe pasmMelleHne y4eTHON 3anmncu:



o JlokanbHasa y4yeTHas 3anucbk. YTob6bl HANTK y4eTHyto 3anuck, BBeamTe NetBIOS nomeHa nnn DNS
AOMeHa NOMHOCTbIO UMK YaCTUYHO.

o [lomeHHas y4yeTHas 3anucb. YTobbl HaWTK y4eTHyto 3anuck, BeeanTe NetBIOS nomena nnv DNS

AOMeHa MNOJIHOCTbIO UM YaCTU4HO.

NMpodunb yyeTHOM 3anucu

Mpodunb oTobpaxkaeT AaHHbIe, yKasaHHbIe Npy 06aBNeHUN YYETHON 3anucu:

e Umsa — nms pecypca, Ha KOTOPOM pasMeLLeHa y4eTHas 3anucb AOCTyna v UMsi y4eTHOW 3anmcu
goctyna.

+ PasmelweHne — v pecypca unm JOMeHa rae pacrnoriokeHa yyeTHasa 3anmcb JoCcTyna.

¢ OnucaHue — Npon3BOSIbHbIN TEKCT.

¢ NMonutuka — Habop npasusl, AENCTBYHOLLMX NPU OTKPbITUM CECCUN OT MMEHU YHETHOM 3anucun SOcCTyna.
* MNoapaspeneHne — nmMs nogpasaeneHns, B KOTOPOM COCTOUT pecypc.

» [laTta npoBepku napona — gata u Bpems nocnegHen NpoBepkn naponsa y4eTHoW 3anmncu.

o [laTta npoBepku SSH-knto4a — garta u Bpemsd nocnegHen nposepkn SSH-kntoya y4eTHOM 3anucu.

o [laTa CUMHXpPOHMU3aUUN — faTa U BpeMsi NocnegHen CUHXPOHU3aUUN SaHHbIX.

o laTta pob6aBneHusa — gata u Bpems gobasneHnsa ydeTHoM 3anucu goctyna B Indeed PAM.

e lNocnegHee nameHeHne — farta 1 BpeMs MocnegHero pefakTMpoBaHus Y4eTHOW 3anucn JocTtyna.

» Bpems nocnegHen cMeHbl naponsa — Aarta U Bpems uameHeHus napons B 6ase Indeed PAM.

+ Bpemsa nocnegHen cMeHbl Napons Ha pecypce/B AOMeHe — [aTta U BpeMSA N3MEHEeHWs Napons B
6ase Indeed PAM u Ha pecypce.

o Bpems nocnegHen cmeHbl SSH-knro4ya — garta v Bpemsa nameHeHmst SSH-knoya B 6a3e Indeed PAM.

» Bpewms nocnegHen cmeHbl SSH-knto4Ya Ha pecypce — aarta v Bpems uameHeHuna SSH-knova B 6ase
Indeed PAM un Ha pecypce.

PaspelweHusn

Bce paspelueHusi, B KOTOPbIX UCMONb3yeTcs y4eTHas 3anucb, oTobpaxatTcs Ha Bknaake Paspewenus. [ns
Kakaoro paspelleHus oTobpaxkatoTcs criegyowme gaHHble:

e Ne — Homep pa3spelueHus.
» Monb3oBaTenu — Nonb3oBaTenu, ANa KOTOPbIX Bbl4AHO paspeLleHne.

» MoapasaeneHne — ums noapasaeneHnsi, B KOTOPOM COCTOUT pecypc.



YyeTHasa 3anucb — y4yeTHasi 3anuncb, kKotopas ncnoneadyerca ans otkpbitus RDP, SSH nnn WEB-
Ceccumn Ha pecypcax yKasaHHbIX B pa3peLueHun.

Pecypcbl — pecypchbl, Ha KOTOPbIX MOXET ObITb oTkpbiTa RDP, SSH nnn WEB-ceccusa ot

NMEHU yKa3aHHOW YY4ETHOW 3anucu.

Ceccum

Bce akTuBHblE 1 3aBepLUEHHbIE CECCUM YHETHOM 3anucn otobpakatoTcs Ha Bkragke Ceccun. [Inga kaxgomn

ceccun 0T06pa>KaI'OTCﬂ cnegywwimne gaHHble:

NMonb3oBaTenb — nonb3oBaTerb, KOTOprVI MHUUMmMpoBas ceccuto.

YdyeTHasa 3anucb — y4yeTHas 3anncb, Kotopas ncnonbayerca ons otkpbitua RDP, SSH nnn WEB-
ceccuu.

NMoapaspeneHne — vma nogpasgeneHns, B KOTOPOM COCTOUT pecypc.

Pecypc — pecypc, Ha koTopom 6bina otkpbiTa RDP, SSH unu WEB-ceccusa oT umeHn y4eTHOM 3anmcu.
Appec noaknoyYeHUs — pakTMyecknin agpec, UCNonb3yemMbli MPU OTKPbITUN CECCUN.
OnutenbHOCTb — ANNTENBHOCTb CECCUMN.

MoakntoueHne — Tnn yganeHHoro nogknoveHust (RDP, SSH, nonb3oBaTtensckue Tunbl)
MoakntoueHne kK PAM — gata n Bpems oTKpbITUSE ceccuu.

3aBeplLueHne — gaTta u BpeMs 3aKpbITUsi CECCUMN.

CocTtosiHne — 0T06pa>|<aeT TeKyllee COCToAHnEe ceCCn. akTuBHad, 3aBepLUeHHad Ui npepBaHHanA.

[na npocmoTpa nogpoBbHOM MHpOpMaLIMM O CECCUM HAXMUTE Ha CTPOKY C HY>XHOW ceccuen. Ytobbl BbIBECTU

BCe ceccuu onga gaHHoOW y4yeTHoM 3anucu, HaxkmuTte MNMokasaTb Bce.

CoObITusA

Ha aton Bknagke otobpaxkaroTcsa nocnegHue 5 cobbITuin y4ETHON 3anmcu.

[ns kaxgoro cobblTnst oToOpaXkatoTcsi crneaywmne AaHHbIe:

Bpems co3paHusa — gata n BpeMs co3gaHusi cobbITus.

Koa — kopa cobbiTus.

Cob6biTe — onncaHue cobbITus.

KomMnoHeHT — komMnoHeHT Indeed PAM, koTOpbI creHepupoBan cobbIThe.

MHuumaTop — y4eTHas 3anmcb, KOTopas UHMLMMpPOBara reHepaumio cobbITUS.



[nsa npocmoTtpa nogpobHON MHOPMaLUKN O COBLITUN HAXKMUTE Ha CTPOKY C HYXXHbIM COBbITUEM. UTOObI
BbIBECTM BCE COOLITUA AN AaHHOW y4eTHOWM 3anucu, Haxmnte MNMokasaTb Bce.

Mpynnbl 6e3onacHocTU

Ha Bknagke Fpynnbl 6e3onacHocTM oToOpakaeTcsa nepeveHb rpynn 6e30nacHOCTU, B KOTOPbIX COCTOUT

y4yeTHasa 3arncob.

(D NPUMEYAHUE

[na 0OMEHHbIX YYeTHbIX 3anucen He otobpaxatoTtcsa Built-in rpynnbl 6e3onacHocTw.

Cnyxobl

A NMPEOYNPEXOEHUE

[nsa nokanbHbIX y4ETHbIX 3anucen Bkrnagka Cnyx0bl oTobpaxaeTcs TONbKO €Cnn 'y CBA3aHHOMO

pecypca eCTb HaCTpPOeHHOEe cepBUCHoe nogkntodeHne ansa Windows.

Bce pobaeneHHble criy>bbl oToOpaxatoTcs Ha Bknagke Cnyxobl.
Ana kaxgon cnyx6bl oTobpaxaloTca cneayowme AaHHbIe:

e Amsa cnyx06bl — 3HavyeHne, 3agaHHoe Npu co3gaHum cnyxbel. CoBnagaeT co 3HadeHnem nons Nms
cnyx6bl (Service name) ocHacTkn Cnyx6bl Ha pecypce.

¢ YyeTHasa 3anucb — y4yeTHada 3anncb, OT UMEHM KOTOPOW 3anyckaetcsa crnyxba.

e OnucaHue — NpPoOn3BOSbHbIV TEKCT.

UTto6bl 406aBUTL Cry0y AN 3TOM YY4eTHOM 3anucu, Haxmnte lo6aBuUTHL Cryxoy.

BbiI0Op nonutmnkmn ansg y4eTHou 3anucu

1. OTKponTEe NPOhUNb YY4ETHON 3annCHK.

2. Haxxmute #, 4yT06bI 0OGABUTH UMW U3MEHUTb MOSUTUKY.


http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/resources/setting-up-a-service-connection-for-resources/#setting-up-for-windows

Onepauuu Hag y4YeTHbIMU 3anNUCAMU

PenakTtupoBaHue y4eTHOM 3anucu

YT1o6bl n3ameHnts MMA yueTtHon 3anmucu, Onucanue nnm Monutuky, HaxxmuTe # B Nnpodune y4eTHon

3anncu.

MoaTBepXxaeHMe y4eTHON 3anucu

®yHKLMA pecypca nnu gomeHa CUHXpPOHMU3aumsa NO3BOSISIET NOSyYaTh fIOKanbHbIE NN JOMEHHbIE YYETHbIE
3anncu B aBTOMaTU4ECKOM pexnme, HO Ansa paboTbl € NoNyYeHHbIMWU yYeTHbIMU 3anucammn TpebyeTcs
noagTeepxaeHue, Tak kak Indeed PAM He nony4vaet ux naponu.

YT06bl NOATBEPANTL YYETHYIO 3anunck, HaxxmuTe CaenaTtb ynpaBnsieMon B npodune y4eTHoM 3anmcu.

Maponb n SSH-kno4

Ecnu anga pecypca, ¢ kotoporo gobasneHa y4eTHas 3anucb, HACTPOEHO CEPBUCHOE NOAKIOYEHME C TUMOM
SSH, T0 Npu noaTBEPXXAEHUM YHETHOW 3annCy NOSIBUTCA BO3MOXHOCTb reHepauumn unm pyyHoro gobasneHus
He TorbKo napons, Ho n SSH-kntova. Huxke Byget paccMoTpeH npuMmep NOATBEpPXKAEeHUSA YY4EeTHON 3anmcu
OC *nix. Npwn noaTeepxaeHumn yveTHbix 3anucen OC Windows, CYB/[] nnn JOMeHHbIX YY4ETHbIX 3anvcen

OyaeT oTCyTCTBOBaTb CTpaHULA ANs reHepauum unm pyyYHon yctaHoBku SSH-kntoya.

HacTtpounka napons

1. Boibepute nyHkT He 3apgaBaTb, CreHepupoBaTh Crly4amMHbIn naponb 1 3aaaTtb Nnaposnb
BPYUHYHO.
2. Beegute naponb unu npogosmkuTte Bblibpas nyHKT He 3apaBaTb 1 CreHepupoBaTh CnyYanHbIn

naponb.



HoBbili naponb =

() He zagaeats
® CreHepupoBaTL CAYUaAHLIR Napons

) 3aaaTk Naponk BpyuHyo

HacTtpouka SSH-knouva

1. Boibepute nyHKT He 3apaBaTb, CreHepupoBaTb HOBbIN SSH-knto4y nnu 3apgatb SSH-knto4
BPYUHyH. [Inga ykaszaHmsa SSH-knoya Bpy4yHyo Heobxogum dann ¢ knoyvom B popmarte PEM. Ecnu
KntoY yxe 6bin paHee co3aaH, ybeantecb YTO OH HAaYMHAETCA C YKa3aHHOW CTPOKU, MHaYe KoY

TpebyeTcs npeobpasoBaTb B popmaT RSA:

Mpy HeobxoaMMOCTU, ANs CO3AaHNst HOBOIO KrtoYa BOCMNONb3ynTech yTUnuMTon puttygen, nm6o ogHow 13

KomMaHA;:

ssh-keygen -t rsa -m PEM

openssl genrsa -des3 -out privatekey.pem



2. Buibepute cann SSH-kntoya 1 BBegMTE €ro naposnb Unm npogormkmte Bblbpas nyHKT He 3apaBaTtb
unn CreHepupoBaTb HOBbIN SSH-Kknou.

Hoebin SSH knrou =

_)He 23aaeate
@ Crenepupoeate HOBLIA SSH Koy

() 3apate SSH knou BpyUHYO

BoccTtaHoBneHue naponsa nnu SSH-knro4va
PyHKLMA NO3BONAET BEPHYTb COXPAHEHHOE COCTOsAHME naponsa unn SSH-koya ans y4eTHon 3anmcu.

1. Haxxmute BoccTtaHOBUTL B rnpodune y4eTHOW 3anmncu.



2. Bbibepute TOUKY BOCCTAHOBIIEHUS, YKQXMTE NPUYMHY U 3aBEPLUMTE BOCCTAHOBIEHME Naponsi.

BoccTtaHoBAeHMe yUeTHOW 3anncK =
Q

Data MNpuumHa MzmeHeHne KommenTtapuid

03.06.2020 17:21:43 MzmereHWe yueTHOW 2anuow MNapone A password is compromised.

03.06.2020 17:14:59 MzmeHsHWe yueTHOH 2anuou S5H warou A private key is compromised.

03.06.2020 14:47:26 YUEeTHAR 2aNMce CASNEHA YNPAENASMOR MNapone

03.06.2020 17:21:43

lNMpoBepka naponsa unu SSH-kno4va

PyHKUMA NO3BONSET NPOBEPUTL COOTBETCTBME Napons nunn SSH-krtova, a Takke Hanvyume HeynpasnsiemblX
PAM SSH-kntouen.

Onepau,vm BbINOSHSAETCA C NOMOoLLb KHOMKK NMpoBepuTb B npodune yquHoﬁ 3arincu.

(D NPUMEYAHUE

[MpoBepka naponen 4oOMeHHbIX Y3 unn nokanbHbiX Y3 pecypcos nopg ynpasneHnem OC Linux moxeT

BbINOMHATLCA 6e3 HaCTpOVIKM CEepPBUCHOIO NMOAKITHIYEeHNA K pecypcy Ui goMeHy.

CmeHa napons

/\ NPEAYNPEXOEHUE



[Mpn cmeHe napons y4eTHOM 3annucu obpaTute BHUMaHUE, CBA3aHbl SN C 3TOM YY4ETHOM 3anuchio
cnyx6sbl. MNpn cmeHe naposns y4eTHOW 3anncu, Naponm CBA3aHHbIX CNYX0 TOXe NOMEHSAITCS.

®yHKUMS No3BoONsieT COPOCUTb Naposb, U3MEHUTb MNAPOSb Ha ClyyYaHoe 3Ha4YeHne NN BBECTU HOBbIN

naposib B py4HOM peXxunme.

1. Haxxmute CMeHUTb naponb B npodune y4eTHOWN 3anmncu.

2. Bbibepute ogHy n3 Bknagok: CreHepupoBaTh Crly4anHbIW Naponb, 3aaaTtb Naposib BPYUHYH 1N

He 3apaBaThb.

3. MNpwu BbIGOpE BkNagku 3apaTh Naposib BPYYHYHO:
i. BBegute naponb B nons NMaponb 1 NoaTrBepxaeHue napons.

ii. Ecnu TpebyeTcs, 4Tobbl Naponb y4eTHOM 3anucy cMeHuncs He Tonbko B PAM, HO 1 Ha pecypce
UM gomeHe, BKoyuTe onumio U3MeHUTb naponb Ha pecypce unm UsmeHnTb naponb B
AoMeHe. Ha3BaHune onummn 3aBMCUT OT TOro, ANA JIOKaribHOM UM JOMEHHOM YyY4EeTHOW 3anncu Bbl

MeHsieTe Naporb.
4. Beegute NpuymMHy CMeHbI Napons.

5. 3aBepLumTe cMeHy naporns.

CmeHa naporns no pacnmcaHuio

CwmeHa naponeVl YYETHbIX 3anuceu no pacnncaHntio HacTpanBaeTCA Yepea NMoJINTUKNA.

1. OTkponTte pasgen MonuTukK.

2. Boibepute nonuTtuky, KOTOpas ynpasnseT HYy>KHOW BaMm yYETHOW 3anucblio.

3. OTkponiTe pa3gen Y4YeTHble 3anucu.

4. Bkntounte onuumio Neprnoanyeckn N3MeHATbL Naponb U SSH-kMoY yYyeTHOW 3anucu.

5. 3apgante konuyecTtBo gHen B none MNMepuoa nameHeHmnsa naponsa n SSH-kn4a. ABTomatTnyeckoe
n3meHeHne naponsa unm SSH-knoya 6yaeT BbINOMHATLCA OAWH pa3 B yKa3aHHOE KONMYECTBO AHEMN.

CmeHa SSH-knroua

CDyHKLl,VIFI no3BondeT C6pOCVITb KInto4, UIBMEHUTb KIHoY Ha CﬂyanIHOG 3Ha4YeHne ninn 3arpy3nTb HOBbIN K104 B

PYYHOM pexnme.

1. Haxxmmute CMeHuTb SSH-KNoY B npodune y4eTHon 3anucu.

2. Bbibepute nyHKT He 3apaBaTb, CreHepupoBaTb HOBbIM SSH-knto4 nnn 3apgatb SSH-knoy

BPYUHYHO.


http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/services/
http://localhost:3000/privileged-access-manager/3.2/administration/policy-setup/#checking-changing-credentials

3. Bbibepute dann SSH-knto4a n BBegMTE €ro naposb UM NpoaorkmuTe Bbibpas NnyHKT CreHepupoBaThb
HoBbI SSH-kno4 nnn He 3apaBaTth.

4. Beegute npuynHy cMmeHbl SSH-kntova.

5. 3aBepwmTte cmeHy SSH-kntova.

YoaneHue HeynpaBnsieMbiX SSH-kno4yen

B cnyyae Hannuusa y Y3 owmnbkn "OBHapyxeHbl Heynpasnsemble SSH-kntoun" B8 MC cTaHOBUTCA JOCTYNHON
KHOMKa "YaanuTtb HeynpasensemMble knoun”. [Npu Haxatnm ygansaTca Tonbko Heynpasnsemble PAM SSH-
kntoun. Co3gaHHble, nMbo aobaBneHHble B PAM SSH-kntoum octatotca 6e3 namMeHeHun.

CUHXpOHM3auuna

CDyHKLI,I/IFI MO3BOJIAET NOJTY4YUTb CNMUCOK rpynn Ge3onacHocTH, B KOTOPbIX COCTOUT y4ETHaA 3annchb.

Onepaums BbINOMHAETCA C MOMOLLbIO KHOMKNM CUHXPOHU3UpPOBaTb B Npodusie y4eTHON 3anmcu.

BrnokupoBka

(DyHKLWIFI NO3BOJIAET NMPUOCTAHOBUTb AencTemne Bcex pa3peLueHM|71, B KOTOPbIX NCMOJb3yeTCA Y4ETHAA
3annchb.

Onepauus BbINOMHAETCA C NOMOLLbIO KHOMKM 3abnokupoBaTb B Npodusie y4eTHOM 3anmncu.
(D NPUMEYAHUE

YyeTHas 3anucb 6y,u,eT oTMmeueHa cumeoriom ©. Bee paspelleHnd, B KOTOpPbIX y4EeTHaAA 3anncb

ABJIAETCA Y4aCTHUKOM, 6y,u,yT OTMeYEHbl CMMBOJIOM

UrHopupoBaHue

(DyHKLl,I/Iﬂ NOo3BOJIAET NepeBeCTN YH4ETHYIO 3arnmncb B COCTOAHNE, B KOTOPOM OHa XpPaHUTCA 6es napona n He

MOXET CTaHOBUTbCA YH4aCTHUKOM pa3peLueH|/u7|.

Onepau,vm BbINOSIHAETCA C NOMOLLbI0 KHOMKN UrHopupoBaTb B npodune yquHOVI 3arincu.



/\ NMPEOYNPEXOEHUE

Y4yeTHas 3anuck OyoeTr oTMedeHa cCMMBOMOM . Bce paspelleHns, B KOTOPbIX y4eTHas 3anunchb
ABNSAETCH Y4aCTHUKOM, nepenayT B COCTOAHNE HeakmugHo.

YoaneHue y4eTHOMU 3anucu

Onepau,vm BbINOMHSAETCA C NOMOLLbI KHOMKN YAanuTb B npocbmne y‘-IeTHOIZ 3arncu.

() MHOOPMALIA

Mpu yaaneHum yyeTHas 3anucb NponageT M3 BCeX CBA3aHHbIX C HeW Cny06, TO eCTb B KAapTO4Ke
cnyx6bl B none YyeTHasa 3anucb byaet ctoaTb npoyepk. Camm cryxObl He yaanatcs.

BoccTtaHoBneHue y4yeTHOM 3anucu

1. HaxxmuTe PaclumMpeHHbIW NOUCK B pasgerne Y4YyeTHble 3anucu.

. BBeante Uma yyeTHom 3anncum nOMHOCTBIO UITM YACTUYHO.

. Beibepute gna nona CoctosiHue 3HavyeHve YaaneHa.

. Beibepute pecypc nnun gomeH, na kotoporo 6oina gobaeneHa yyeTHas 3anuchb.
. OTkponTe Nnpodunb y4eTHON 3annucm n Haxxmmte BoccTaHOBUTD.

. Bb|6ep|/|Te TOYKY BOCCTaHOBJ1EHUA NaApOoriA yquH017| 3arincu.

~N o o A OWN

. Beegute NPUYNHY BOCCTAaHOBITIEHUNA U HAXMUTE BoccTtaHOBUTD.

() MHOOPMALIMSA

[Mpn BOCCTAHOBMEHUN YYETHOWN 3anncu paHee CyLLeCTBOBaBLUME CBA3M MEXAY YYETHOWN 3anuchbio u
cnyx6amMu He BOCCTaHaBMNMBAKOTCS.
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MaccoBble onepauun Hag y4eTHbIMU
3anucamum

NMNoaTBepxaeHue

1. B pasgene Y4yeTHble 3anucu oTMETbTE OAHY UMM HECKOMBbKO YYETHbIX 3anncen.
2. Haxmute Caenatb ynpaBnsieMomn.

3. BblbepuTe nonuTrKy ceccum 1 3aBepLunTe NogTBEPXKAEHNE.

/\ NPEAYNPEXAEHUE

I'IpM MacCOBOM MnoATBepPXOEHNUN BCeraa reHepupyroTca cnyanlele naponu and y4eTHbIX 3anucen,

reHepauns SSH-kn4Yen He BbINOMNHSAETCS.

lNMpoBepka naponsa nnm SSH-knw4a

1.B pasgene Y4yeTHble 3anmMcu oTMeTbTe OOHY UJTN HECKOJ1bKO YYETHbIX 3anucen.

2. Haxxmnte NMpoBepuUThb.

BrnokupoBka

1. B pasgene Y4yeTHble 3anucu OTMETLTE OAHY UM HECKOMBKO YYETHbIX 3anuncen.

2. HaxmuTe 3abnokupoBaTthb.

UrHopupoBaHue

1.B pasgene YyeTHble 3annUcu OTMETLTE OOHY UJTN HECKOJ1bKO YHETHbIX 3anucemn.

2. Haxxmute UrHopupoBaThb.

YnaneHue



1. B pasgene Y4yeTHble 3anMCKU OTMETLTE OAHY UITM HECKOSbKO YYETHbIX 3anncen.

2. Haxxmute Yoanuts.



[oMeHbI

Pasgen npegHasHaveH gns paboTbl ¢ JOMeHaMu CnyXbbl KaTanoros.

NMouck pomeHa

Mownck OCYLLECTBIIAETCA B pa3fene [omeHbI.

BbiCTpbIN NOUCK

Beegute B cTpoky novcka NetBIOS nnu DNS nonHocTbio nnu 4acTnyHo.

PaclumpeHHbIX NOUCK

Haxxmute PaclumpeHHbIW NOMUCK 1 BBEAUTE OANH UM HECKONLKO KpuTepmnes, NetBIOS
nnn DNS nonHocTbo unu yactnyHo. Beibepute coctosiHne gomeHa:

o [locTyneH

e YnaneH

NMpodunb goMeHa

Mpodunb oTobpaxxaeT AaHHbIe, YKa3aHHble Npu 4obaBneHunn:

e Uma pomeHa
o DNS
o Cnyx6a kaTanoroB c ykaszaHnem npotokona LDAP vnn LDAPS v nopra.

° CepBVICHaFI y4yeTHaA 3anncb — AOMEHHad y4eTHadA 3anncb, OT UMEHN KOTOpOW 6y,£|,yT BbIMNMOJTHATbLCA

CepBUCHbIE onepaunn.

e NMonutuka — Habop npasus, AENCTBYHOLMIA HA AOMEHHbIE YYETHbIE 3annucu AocTtyna, 4obaBneHHbIe B
Indeed PAM.

» [laTa CUHXPOHU3ALMMN PeCcypCcOB — aTa 1 BpeMs NOCMeaHeNn CUHXPOHM3aLMN PECYPCOB.

o [ara CUHXPOHM3AUUUN YHETHbIX 3anucen — gartau BpemA nocnegHewn CUHXPOHM3aALUUNN YHETHbIX

3anucen.



IJoMeHHble y4yeTHble 3afnnucu

Bce no6aBneHHbIe AOMEHHbIE y4YyeTHble 3annmcu OTO6pa>KaIOTCFI Ha Bknagke [loMeHHble Y4YeTHble 3anucu.

KoHTenHepb!l Ana pecypcos

Bce Bbl6paHHbIe OnAa CUMHXPOHM3aunn JOMEeHHbIX KOMMNbOTEPOB KOHTeIZHepr OTO6pa)KaI-OTC$I Ha BKIlagke

KoHTenHepbl Ans pecypcos.

MpuBMNernpoBaHHbIe rpynnbl

Bce BbibpaHHble ANst CUHXPOHM3ALMN JOMEHHBIX YYETHbIX 3anucen rpynnbl 6e3onacHoCT oTobpaxkaroTcs

Ha Bknagke MpuBunernpoBaHHbIe rpynnbi.

CoObIiTnA

Bce cobbiTusa Ha pecypce oTobpaxatoTcs Ha Bknaake CobbITus, 3gecb otobpaxaroTcs nocnegHue 5
cobbITnn. YT06bI NPOCMOTPETHL NOAPOOHYI MHGOPMaLMIO O COBBITUM, HAXKMUTE Ha CTPOKY C HY>KHbIM

cobbiTeM. YToObI BIBECTU BCE COOLITUA ANA AAaHHOro AoMeHa, HaxmuTte lNMokasaTb Bce.

BbiOOp NONUTUKK ANsa AOMeHa

1. OTKponTe Npohunb JOMeHa.

2. Haxkmute ¢, 4yT06BbI 0OBABUTL UMW N3MEHUTL MONMUTUKY.



[lobaBneHne AOMEHOB

[ns ynpaBneHns AOMEHHbIMW Y4ETHLIMUN 3annMcsiMK U NOSTyYeHMst JOMEHHbIX KOMMbIOTEPOB TpebyeTcs
nob6aBuTtb gomeH B Indeed PAM.

1. MNMepenante B pasgen [JoOMeHbI.

2. Haxxmute 106aBUTDL.

3. Beeagnte Umsa pomeHa n DNS.

4. Boibepute Cnyx0y KaTanoros.

5. Ykaxute MopT.

6. Ecnu TpebyeTcsa noagkntoveHue no npotokony LDAP, BeikntounTe onumio Ucnonb3oBatb LDAPS.

/\ NPEAYNPEXOEHUE

YuntbiBanTe, 4TO CMEHa Naponsi BO3MOXHa TONbKO npu ucnonb3osaHun LDAPS.

7. Haxkxmnte CoxpaHuTb.



HacTtpouka cepBUCHOIro noakno4YeHus
ANA OOMEHOB

[ns nomeHoB CJ'Iy)K6bI KaTtaJsioroB MOXXHO HaCTPOUTb CEPBUCHOE NOAKIKOYEHNE, KOTOPOE NO3BOJTUT

BbIMNONTHATb onepaunin:

¢ [lpoBepka coeanHeHUs1 ¢ 4JOMEHOM

e CUHXpPOHU3aLMsS OOMEHHbIX YYETHbIX 3anncen

e [lpoBepka napors AOMEHHbIX YYETHbIX 3anncen

o COpoc naposns 4OMEHHbIX YYETHbIX 3an1cen

o CuHXpoHU3aums rpynn 6e30nacHOCTM AOMEHHbIX YYETHbIX 3anMcen

° CVIHXpOHVI3aLI,VIFI AJOMEHHbIX KOMMNbOTEPOB

(D NPUMEYAHMUE

lMpoBepka naponen 4OMEHHbIX Y3 MOXET BbINONTHATLCS 0663 HACTPOWMKN CEPBUCHOIO MOAKMIOYEHMNS K

[IOMEHY.

NobGaBrneHne y4yeTHbIX 3anuceun

CepBuCHbIe onepaunn BbINOSHAKTCA OT UMEHWN CEPBUCHOWN YYETHOW 3anvcu, B PO CEPBUCHON MOXET ObITb
Has3HadYeHa AOMeHHas y4yeTHas 3anuck. lNepen HacTPOMKON CepBUCHOTO noakrtodeHns Tpebyetcs nobasutb

B CUCTEMY NOMEHHYIO YHETHYHO 3aluncChb.

o [lobGaBneHne gomeHa

o [lo6aBneHne JOMEHHbIX YYETHbIX 3anuncen

HacTtpouka cepBUCHOro noaKrno4YeHus

1. OTKpoWiTe Npodurb AOMEHa 1 HaxmuTe # cripasa oT napameTpa CepBUCHas yyeTHas 3anuchb.
2. Beegute Umsa yyeTHOM 3anmcu MOMHOCTBIO UITM YacTUYHO.

3. BbibepuTe yyeTHyto 3anmch 1 3aBepLUNTE HACTPOWKY CEPBUCHONO NOAKIHOYEHMS.


http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/domains/adding-a-domain/
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Onepaunu Hag AgomMmeHamMmu

PepakTupoBaHue gomMmeHa

®dyHkuna nossonseT nameHnts NetBIOS, DNS, CepBUCHYO y4yeTHyr0 3anucb 1nun Monutuky.

1. HaxxmuTte # cnpaBa oT Hy)XHOro napamerpa B npodune oMeHa.
2. BHecuTe nameHeHus.

3. CoxpaHuTe n3aMeHeHus.

[JlobaBneHue y4eTHOU 3anuUcu

dyHKUMaA nossonseT fobaenaTtb B Indeed PAM goMeHHbIe y4eTHbIE 3anucu pecypca, KoTopble MOryT

MCNoIb30BaTbCA Alld npeaocTtaBlieHnA OOCTyna Ha pecypcChbl.

1. HaxxmuTte [lo6aBUTb y4eTHYH 3anuchb B Npoduse JOMeHa.

2. Beegute Umsa yuyetHom 3anmucu 1 Onucaxue.

HacTtpouka napons

1. BbiGepute nyHKT CreHepupoBaThb Clly4auHbIi naposnb unn 3agatb Naposib BPY4YHYHO.

2. BBeguTte naponb unu npogoskuTte Bolbpas nyHKT CreHepupoBaTh CyYarMHbIA Naporsib.

MpoBepka coeaANHEHUA C OMEHOM

DyHKUMA NO3BOMNSET NPOBEPUTHL CETEBYIO JOCTYNHOCTb AOMEHa, koppekTHOCTb NetBIOS nmenu, agpeca,

WMEHW N Naponsa CEPBUCHON YYETHOW 3arnncu.

Onepau,vm BbIMOJTHAETCA C MOMOLLBbIKO KHOMKKU npOBepMTb coegunHeHue B I'IpOd)VIJ'Ie OOMeHa.

UmnopT pecypcoB

dyHKUMA no3BonseT aBTomaTndeckn fobaenatb B Indeed PAM gOMeHHbIe KOMMNbIOTEPDI.



Bbi6Op KOHTENHEpPOB

1. Nepengnte Ha Bknagky KoHTenHepbl Ans pecypcoB B npodune aoMeHa 1 HaxmuTe [1o06aBUTD.
2. BBegnTe NOMHOCTBLIO MW YaCTUYHO UMS KOHTENHepa U BblbepuTe OanH NN HECKONBbKO KOHTEMHEPOB.

3. 3aBepwmnTe BbIGOP KOHTENHEpPA.

UmnopT

Onepauus BbINONHAETCS C NOMOLLbI0 KHONKn MMnopTupoBaTh pecypchbl B Nnpodune goMeHa.

CHXpPOHM3aLMA YYETHbIX 3anuceu

DyHKUMA No3BonseT aBTomaTudeckn fobaenaTb B Indeed PAM goMeHHbIe y4eTHbIE 3anucu, KoTopble
COCTOSAT B BblOpaHHbIX rpynnax 6e3onacHocTy cnyxbbl kaTtanoros.

BbiGop rpynn npuBuUiermpoBaHHbIX YYeTHbIX 3anucemn

1. Nepengnte Ha Bknagky NMpuBunernpoBaHHbIe rpynnbl U HAXMUTE [lo06aBUTL.
2. BBeanTe NoONHOCTBLIO UM YaCTUYHO UMS TPYNMbl U BbIGEpUTE OOHY MM HECKOJSbKO rpynm.

3. 3aBepLumte BbIOOP rpynn.

CuHXpoOHUM3auuma

Onepau,vm BbINOJTHAETCA C MOMOLLbIO KHOMKA CVIHXpOHM3VIpOBaTb y4eTHble 3annucu B npodune gomeHa.

YnaneHue/BoccTaHOBIeHUe goMeHa

YaaneHue AoMeHa

Onepau,vm BbINOSHSAETCA C NOMOLLbI KHOMKN YaanuTb B npO(bmne AJOMeHa.

(D NPUMEYAHUE

Mepepn yoaneHvem gomeHa TpebyeTcsa yganuTb BCE YYETHbIE 3anncu, KOoTopble Obinn obaBneHbl 13

yoanAaemoro gomMmeHa.



BoccTaHOoBneHue gomMeHa

1. HaxxmuTe PaclumpeHHbIN nouck B pasaerne [loMeHbl.

2. Beeaute NetBIOS nnn DNS nonHOCTbIO MY YaCcTUYHO.

3. Boibepute ana nons CoctosiHMe 3HayeHne YaaneH u Haxmute Hantu.
4. OTKponTEe Npohusib pecypca n Haxmute BocctaHOBUTDL.

5. Beeaute NPUYNHY BOCCTAHOBIIEHNA N HAXMUTE BoccTtaHOBUTL.



MaccoBble onepauuu Hag oOMeHaMu

NMpoBepka coeanHEHUA

1.B pasgene O omMeHbl OTMeTbTE OAUH NI HECKOMNBbKO AOMEHOB.

2. Haxxmute MpoBepuTb coeaguHeHMe.

YnaneHne AOMEHOB

1. B pasgene loMeHbl OTMETbLTE OAMH NI HECKONBbKO JOMEHOB.

2. Haxmunte Yoanutb.

(D NPUMEYAHUE

MNepen ynaneHnem AOMeHOB TpebyeTcs yaanuTb BCe YYEeTHbIE 3amnncu, KOTopble Gbinu AoGaBneHbl 13
yaoansieMblx JOMEHOB.



CTpykTypa

Pasnen npegHasHayeH ansa cosgaHnsa nogpasgenenunn (Organizational Unit, OU) opraHusauumu. Mpu
co3daHun nogpasaeneHnin MoXXHO pasrpaHnyYnBaTth JOCTYN agMuHucTpaTopoB PAM K oTaenbHbIM pecypcam.

(D NPUMEYAHUE

Moppaspenenna PAM Hukak He cBA3aHbl C nogpasgeneHnsaMm Unum KoHTeMHepaMmmn JoOMeHa cryxbbl

KaTtalioros.

Buabl noapaspeneHnu

MogpasaeneHne MOXeT ObITb rnobanbHbIM MNK foKanbHbIM. Tak e 1 06bekTbl PAM mMoryT 6bITb

rno6anbHLIMN N NOKanbHbIMKU MO NPUHageXHoCT K noapasgeneHuto.

Cpasy nocne yctaHoBkn PAM B cucteme yxe cyuiectByeT FmobanbHoe nogpasgeneHue. Emy
npuHagnexar Bce 00beKTbl, Y KOTOPbIX NogpasaeneHve He ykasaHo ABHO. COOTBETCTBEHHO, Nocne
o6HoBneHust Bepcun PAM Ha Bepcuto 2.7 nnu BbllLe BCE paHee CyLeCcTByoWme 06bekTbl CTAaHOBATCSA

rmoo6anbHbIMU.

MpuBasky agmuHucTpaTopa PAM k nogpasgeneHnio MOXHO BbIMOSTHUTL B HAacTporikax Ponu. MNonb3oBatens
MOXET ObITb B pONsiX U3 0gHOro nogpasaenerHuna. Henb3ss 0obaensatb nonb3oBaTens B pofib NOBTOPHO,

yKasblBasi Apyrne nogpasgeneHus.
Mogpasgenenune ykasbiBaeTca npu obasneHun Pecypca, lomeHa, pynnbl pecypcos.

CucTemMa pacrno3HaeT SBMseTcs N AaHHbIA OGbEeKT NoKarnbHbIM MO OTHOLLEHUIO K IaHHOMY NoApasaeneHuto
yepes CBsI3N 0OBLEKTOB C pecypcamu U AoMeHamun. Ecnmn o6bekT cBsisaH ¢ PecypcoM 1 YueTHol 3anuchbto,

noapasaeneHve onpeaensercs no Pecypcey.

JNlokanbHbIN agMUHUCTpPaTOP

JTokanbHbI aAMUHUCTPATOP OrpaHUYeH B NpaBax AoCTyna u MoXeT paboTaTb TONbKO C HAOOPOM 06HLEKTOB,
KOTopble NpuHagnexar ero nogpasgeneHuio. OrpaHMyMBatoTCs TONbKO 00bEKTbl 4OCTYyNna — Y4YeTHble

3anucu n Pecypcel.



NcknioyeHus:

e MOXET ynTatb Y4YeTHble 3anucu rnobanbHbIX AOMEHOB
e MOXET unTaTtb rnobanbHble NOSIUTUKN

e MOXET yntatb [loMeHbl, HO HE NX rpynnbl n KOHTeIZHepr
Bce co3naBaemble adMWHUNCTPATOpOM 00bEeKTbl aBTOMATUYECKN npuHagnexar ero nogpasgerneHuto.

(D NPUMEYAHUE

BbI6VIpaTb nogpasgeneHna npu co3gaHnm 00BbEKTOB MOXET ToNbko MMobanbHbIN aaMUHUCTPAaTopP.

INokanbHOMY afMUHUCTPATOPY HEAOCTYMHbI:

L O6beKTbI, CBA3aHHbIE C OpyrmMmun noapasgeneHnamm

e pasgenbl CTpyktypa, Ponun, YBegomneHus
B pasgenax YnpasneHus OCTYMHbl TONbKO A5 YTEHUS:

e MoNUTUKM N NX HACTPOMNKM
e MONb30BaTeNbCKME NOAKMIOYEHUS U CEPBUCHBIE MOAKMHOYEHMSA

e HacTponkn KoHdurypauum
OctanbHble pasgerbl HeAOCTYMHBbI.

JlokanbHbI aOMUHUCTPATOP HE MOXET CO3aBaTb Pa3peLLleHnss C MPOCMOTPOM YYETHbIX OaHHbIX OJ1A

AOMEHHbIX YYeTHbIX 3anuMcen, B TOM ymcne paspeweHue ana NMpunoxeHus.

BknioyeHue paboThl ¢ noapasaeneHuamm

Pabota c nogpasgeneHusmMu BKNtoYaeTcs B KOHurypaumoHHom cparine Management Console.

[MyTb 0O KOHUrypaLuMoHHOro danna:

Windows C:\inetpub\wwwroot\mc\assets\config\

Linux /etc/indeed/indeed-pam/mc/



UTtoObl BKOUNTbL paboTy ¢ nogpasgeneHusamu B PAM, BBeante 3HavyeHne true Ans napamertpa

enableOrganizationalUnits B CeKUUN view:

"view": {
"enableOrganizationalUnits": true



@g@ CozpgaHue paspelueHun

0O, .
Qd NMouck pa3pewieHnn

s=V; Onepaunu Haa paspeLleHUAMmn
=Y pay A pa3p

=V, MaccoBble onepauuu Hag paspeLleHnaAMn



http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/permissions/creating-a-permission/
http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/permissions/permission-search/
http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/permissions/permission-operations/
http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/permissions/bulk-operations-for-permissions/

Co3aaHve pa3speLleHUun

PaspeLueHnst N03BONSAIOT NONb30BaTENSAM NOAKYATLCS K pecypcam.
YT00bI BbIAATH paspeLueHmne:

1. 3angute B pa3gen PaspeweHus.
2. Haxxmute Co3partb.

3. Boibepute MNogpasgenenue, Monb3oBatenen, Pecypcol, YU4eTHyto 3anmck, OrpaHnyeHns BpEMEHN m

MapamMeTpbl paspelueHns B OTKPbIBLUEMCS BU3apAE.

/\ NPEQYNPEXAEHUE

[nsa paboTbl ¢ pa3peLlueHmaMm HeobxoauMbl NpuBMnerM YnpaBneHUs paspelueHnamm
(Permission.Create, Permission.Read, Permission.Revoke, Permission.Suspend).

NMoapa3aeneHue

Bbibepute, B kKakom nogpasgeneHnn HaxoguTca pecypc.

(D NPUMEYAHUE

OT0T pasagen Bn3apaa He OygeT oTobpakaTbCsi NPY CO34aHUN pa3peLleHnst JIoKanbHbIM
agMUHUCTPATOPOM 3TOro noapasfeneHus.

Nonb3oBaTtenb

BbibepuTe nonb3oBartensa nnm rpynny nonb3oBaTenemn.
UTtoObl BbIOpaTh Nonb3oBaTens:

1. Ha Bknagke MNonb3oBaTtenu BBeanTe B cTpoke novcka Umsa, damunuro, Homep tenedoHa nnu E-

mail nonHocTbo nnm yactnyHo. Haxmmte ENTER mnnu O\.

2. Bbl6epVITe O[HOro UM HECKONbKUX Nosib3oBaTesen.


http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/roles/

UT06bI BbIGPATL rpynmny nonb3oBaTenei:

1. Ha Bknagke prnnbl nonb3oBartesfien BBeAMTE B cTpoke noucka Uma vnu OnucaHwme NoNHOCTLIO Unn

yactnyHo. Haxmmte ENTER mnnu O\

2. BelbepuTe rpynny nosnb3oBarternemn.

Pecypc

Pa3pemeHMﬂ MOXHO BblaBaTb HaA:

» Pecypchbl, pobaeneHHble B Indeed PAM.
e [pynny pecypcos.

¢ [1pon3BosibHLIN pecypc.
UTto6bI BLIGpPaTh pecypc:

1. Ha Bknagke Pecypcbl BBeauTte B cTpoke novcka Umsa pecypca, DNS-ums, IP-agpec nonHocTso nnm

yacTnyHo. Haxmmute ENTER mnnu O\

2. BbibepuTe 0AMH MU HECKONBbKO PeCypCoB.

Y06k BEIGPATHL rPYynny pecypcos:

1. Ha Bknagke Npynnbl pecypcoB BBeAUTE B CTPoKe noncka UMsa NonHOCTLIO U YacTnuyHo. Haxmure

ENTER um Q..
2. BbibepuTe rpynny pecypcos.

/\ MPEQYNPEXOEHUE

[nsa Bbligadn paspelueHns Ha pecypcbl PostgreSQL nnu Ha rpynnel, cogepxalime Takme pecypchl,

TpebyeTca oTaenbHas NULEH3Ns.

UTtobbl BbIGpaTb NPOMN3BOSbHLIN pecypc, Ha Bknaake NponsBonbHbIe pecypcbl BbibepuTe TUMbI
NOAKITOYEHNUI, NO KOTOPbIM NOMNb30BaTeNb CMOXET MOAKMYATLCSA K MPON3BOSbHbLIM pecypcam. [oCTynHble

Tunbl noakntodeHun: RDP, SSH, Telnet.

A NMPEOYNPEXOEHUE


http://localhost:3000/privileged-access-manager/3.2/user-manual/connection-to-the-resource/rdp-ssh-sql-connection/#connection-to-an-adhoc-resource
http://localhost:3000/privileged-access-manager/3.2/licensing/#licensing-for-sql

[ns Bblgayn paspelleHnda Ha nNpon3BoOJibHbIE peCYypChl Tpe6yeT09| oTaeribHada nuueH3n4.

YyeTHada 3anuchb

[ns gocTtyna K pecypcy MOXHO MCMONb30BaTh FoKarbHY, ZOMEHHYH MU MIUYHYIO0 YYETHYHO 3anmcb

nonb3oBarten.

Ecnu Ha npeabiaywem Lware Bbl Bbl6paJ'IVI fonblue ogHoro pecypca, ToO AnA KaXaoro 3 HUX Hy>xHo

nocrnefoBaTenbHO BbIGpaTh YYETHYI0 3anuck JocTyna.

/\ NPEAYNPEXAEHUE

MNMepen cosgaHnem paspelleHns Ans pecypca ¢ TUNoM nonb3oBaTernbCKoro noaknoveHns PostgreSQL
pobasbTe B Indeed PAM yueTtHyto 3anuck 13 PostgreSQL Server. Npu cosgaHumn paspelueHuns
yKasblBanTe MMEHHO 3Ty YYETHYIO 3anucb, a He XOCTOBYIO.

YTobbl Bbl6paTb AOOMEHHYIO UM NoKalibHYK YYETHYH 3alucb:

1. BBeguTte B cTpoke noncka UMsa y4eTHOW 3anucum NonHOCTbIO Unu YyactuyHo. Haxxmute ENTER unu Q

2. BoibepuTte yyeTHyt0 3anuchb.

YT06bl BbIGpaTh JIMYHYIO YYETHYI0 3anuck, Haxxmute MpoaomkuTb ¢ nonb3oBaTenbckon Y3.
/\ MPEOYNPEXOEHUE
[lNs NpoM3BONbHbIX PECYPCOB HEAOCTYNEH BbIOOP NOKanbHON YYETHOWN 3anuncy.

ﬂ,]’lﬂ NPOU3BOJIbHbLIX PECYPCOB y4Y4E€THAA 3arnncCb ogHa Ha BCE TUTbI NOOKITIOYEHUN.

OrpaHn4yeHus BpemMeHu

I'Iapameprl 3TOro pasgera onuunoHarsrbHble.

Ons pa3peleHnda MOXXHO 3aaaThb nepunoa nencTeunsa — Oaty n BpemMd Ha4vana, gaty n BpemMa OKOH4YaHU4. Ons
9TOro:


http://localhost:3000/privileged-access-manager/3.2/licensing/#licensing-for-adhoc
http://localhost:3000/privileged-access-manager/3.2/user-manual/connection-to-the-resource/rdp-ssh-sql-connection/#connection-to-an-adhoc-resource
http://localhost:3000/privileged-access-manager/3.2/user-manual/connection-to-the-resource/rdp-ssh-sql-connection/#connection-to-an-adhoc-resource

1. BkntoyuTte onumun Havyano n OKoH4yaHue.

2. Bbibepute gaty v Bpewms.

(D NPUMEYAHMUE

Ecnu onuun Havyano n OkoH4YaHue He BbiOpaHbl, TO pa3pelueHne ByaeT gencrteoBaTb 6€CCpPoYHO.

/\ NPEQYNPEXAEHUE

Mo ncreyeHnn nepuoga AENCTBUA paspeLleHns ceccus 6y/:|,eT npepBaHa.

MoxHO Takke 3a4aTb pacnvcaHve A0oCTyna K pecypcy no 3ToMy paspelleHunio. B aTom cnyyae nogkntoyeHue

6y/:|,eT OOCTYMNHO TOJ1bKO B YKa3aHHbl€ YacChbl. Hanpumep, Tonbko B pa6oqee BpeEMA.

1. Bkntounte onumio PaspewnTb AOCTYN TOMBLKO.

2. Beegute Bpemsi C n flo.

() NPUMEYAHVE

Ecnv onunsa PaspewnTtb AOCTYN TOJIbKO HE Bbl6paHa, TO paspelleHune 6y,qu AencTBoBaTb

KPYrnoCyTO4HO.

/\ NPEQYNPEXAEHUE

Mo ncreyeHnn BpeMeHu, YCTaHOBJIEHHOIO B pacrnncaHnn oocTtyna, ceccus 6yneT npepBaHa.

MapameTpbl pa3peLieHuUs

MapamMeTpbl 3TOro pasaerna onuuoHarnbHble.
YyeTHble AaHHble

Indeed PAM nosBonsieT 3agatb, paspeLleHo N1 nonb3oBartento npocMaTtpmeaTtb Naposib
NPUBUNErMpPOBaHHbIX YYETHbIX 3anMcen, KOTOpble UCMOSb3YTCA B ero paspeLleHunsix. Ytobbl paspeLumTsb,

BKIO4nTe onuunto P33peI.IJMTb MPOCMOTP YYeTHbIX OaHHbIX.

Indeed PAM nossonsieT 3agatb, pa3peLleHo fn Norb30BaTesito UBMEHATL Naposib NPUBUNErMPOBaAHHbIX
YYETHbIX 3anMcen, KOTOopble NCNOSMb3YHTCS B €ro paspelleHnax. Ytobbl paspeLumTb, BKIHYNTE ONLUI0



Pa3peumn= U3MEeHeHUe y4eTHbIX gaHHbIX.
MUcToYHMK noaKnoveHus

Indeed PAM nosBosnsieT ycTaHOBUTL OrpaHnyeHne Ans noakniYeHnin K pecypcam, a UMEHHO — YCTaHOBUTb
KOHKPETHYIO0 CETb, N3 KOTOPOM MOXHO noakntodaTbes. YTobbl 310 caenatb, BbIbepuTe HyXXHYH CETb B MNone

CeTeBoe pacnonoxeHmne NCTOYHUKOB AOJ1A pa3peLlleHHbIX NOAKNIYEHUN.

(D NPUMEYAHUE

Ecnn He 6binn gobaBneHbl HMKakne CeTeBble pacnosfioXeHnd, TO B BbinagatoLlem crnvcke byget
€OWHCTBEHHasi HacTponka — be3 orpaHnYyeHnn. 3TO 3HAYMUT, YTO UCMONb30BaTh AJaHHOEe paspeLleHne
MOXHO C nMoboro ycTponcTea B CETU.

MNMosbiweHue npusunernn B SSH-ceccusx
Indeed PAM nosBonsieT ykasaTb 4S8 KaX40ro paspeLueHns, byaet nu B 9TOM paspeLleHmm goCcTyn K pamsu.
Bo3moxHble BapuaHThbl:

e YnpaBnsieTcsa nonuTukamu — ByaeT Ny OOCTYN K pamsu onpeaensieTcs NnonmTukon pecypca, Ha
KOTOPbI BblAAeTCs pas3peLleHme.

e PaspeweHo — 6y/:|,eT AOCTyn K pamsu He3aBUCMMO OT HAaCTpPOEK MOJIUTUKN.

° 3anpeu4eHo — Heé 6y,qu AOCTYyMna K pamsu He3aBUCUMO OT HACTPOEK NMOJIUTUKN.


http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/configuration/#network-location
http://localhost:3000/privileged-access-manager/3.2/setup/additional-components-setup/#pamsu

Mouck paspeLueHnn

Mownck No3BonsieT 0oTobpasuTb TONMLKO Te paspeLleHuns], KOTopble YOOBNETBOPSAOT 3aA4aHHOMY KpUTEPUHO.

Ectb aBa Bnga noucka:

e bbICTpbIn — cTpoka noucka. MoXHO nckaTb TOMbKO Mo OOHOMY KpUTEPUIO. TekcToBbLIV BBOA.

¢ PaclumpeHHbIn — hopma € HECKOSNbKMMU NosnisiMn. MOXXHO UCKaTb NO HECKOMBbKUM KPUTEPUSIM CPasy.

BbinagatoLimne cnmncku.

BbICTPbIX NOUCK

B NMONCKOBYH CTPOKY MOXHO BBOOWUTb OOHO UM HECKOJIbKO CJ10B. CnoBa MOXHO nucaTb NOMTHOCTBLIO UK

YyactuyHo (3 n 6onee 6ykB).
Mpumep

YT0Obl HANTW paspeLLeHne C ONncaHMeM TecToBoe pa3pelweHue raBHOrO aAMMHUCTpaTopa, HY>XHO BBECTU

noboe 13 cnoB: TecT, pa3speu, rnas, aaMm.

/\ NPEAYNPEXAEHUE

Mo koHUy cnoBa nouck He paboTtaeT. Ecnu BBeCTU peweHue , TO paspeLleHne He HangeTcs.

Paspeu.leHVle MOXXHO MCKaTb NO ABYM ClioBaM, HanpuMmep: T1ecT pa3spel, paspew rnaBH, rji1aBH agMm.

/\ NPEAYNPEXAEHUE

CnoBa B NONCKOBOM 3anpoce OOJKHbl 1OTU B TOM Xe nopAaake, 4To B OrnnmcaHnn paspeLueHund. Ecnn

BBECTM paspew TecT, TO paspeLlleHne He oTobpasmnTcs.

Henb3s BBOAMTL CroBa, MeXay KOTOPbIMU B ONMCAHUM paspeLleHnst ecTb Apyrue crosa. Ecnu Beectu
TecT afgMuH, TO paspelleHne He 0ToBPasnTcs, NOTOMY YTO MEXOY TecT W aamuH €CTb elle [Ba

CroBa.

PacwunpeHHbIN NOUCK



MOXXHO 1ckaTb N0 OAHOMY UM HECKONBbKUM KpuTepuaM. [pn BbIOOpe HECKOMNbKMX KpUTEPUEB OTOOpa3sTCA
CeCccun, KoTopble YAOBNETBOPSIOT BCEM NEPEYNCIIEHHBIM KPUTEPUSM.

Mpumep

Ecnu Bbibpath B none MNMonb3oBaTenb 3Ha4yeHWe ivan.ivanov@company.demo W B none CocrosiHue

3Ha4yeHne O0To3BaHO, TO OTO6p839ITC$I TOJTIbKO OTO3BaHHbIE pa3peLlleHNA TOJTIbKO 3TOro rnoJyib3oBaTer4.

A NMPEOYNPEXOEHUE

B kaxxgom none MoXHO BblIOpaThb TONbKO OQHO 3Ha4YeHWe. Bbl HE CMOXeETe B 0AHOM 3anpoce
pacLUMpeHHOro noucka BbIBECTU paspeLLeHns nornb3oBaTtenen ivan.ivanov@company.demo U

peter‘. ivanov@company.demo . Bbl cmMoxeTe aTo caernaTtb C NOMOLLBbIO TEKCTOBOIO NMOMCKa Mo 3arpocy
ivanov.



Onepaunun Hag pa3peLeHNAMHU

KonupoBaHue

C nomoubio 3TON (byHKLl,VII/I MOXHO CO34aThb pa3peLleHne Ha OCHOBE paHee CO30aHHOro pa3peLueHuns.

CocTosiHMe ncxogHoro paspeLleHna MmoxeTt ObITb NMOOLIM, B TOM YUCIE OTO3BaAHHbLIM U NPUNOCTAHOBITEHHbLIM.

KonupoBaHue cxoxe ¢ NpoLeccoM co3aanuns paspeLueHuns. MNMpn KonmpoBaHMM OTKPLIBAETCH TaKOW Xe
MacTep, B KOTOPOM YKe BblOpaHbl 0O0BbEKTLI M3 UCXOAHOIO paspeLleHns. ATOT BbIBOP MOXHO
oTpeadakTMpoBaTb — A06aBUTb HegocTarowme o6bekTbl NN yopaTb NULHKE.

() MHOOPMALIMSA

OTa PyHKUMA JOCTYMNHA TONBKO U3 NPOMUNA paspeLleHus.
1. OTKponTe Npohunb paspeLleHns.

2. Haxmute Co3pgaTtb Konuio.

3. Ecnn Tpe6yeTc;|, BHECUTE N3IMEHEHUNA B CIMNCOK Bbl6paHHbIX 00bEeKTOB Ha CTpaHnuax OTKpbIBLLETOCA

macrepa.

YToObl NPOCMOTPETL CMNCOK BblIOPaHHbLIX OO BLEKTOB, HAXXMUTE O\

() MHOOPMALIMSA

Ecnu kakon-nmbo nonb3oBatenb, peCypc Unn y4eTHasi 3an1chb, yKa3aHHble B UICXOAHOM

paspeLleHnn, yaaneHsl Unm 3abrnokMpoBaHbl, TO OHU He ByayT BblGpaHbI.

4. Ecnu TpebyeTtcs, BHecute nameHeHus B OrpaHnyeHus BpemeHu u NMapameTpbl paspelueHus.

5. Bbl6€pI/ITe HencTBne ¢ UCXoAHLIM pa3pewieHmnemMm — OcTtaBuTb, anOCTaHOBMTb unn OTo3BaThb.

OT13bIB

C nomMoLLbIO 3TOM (PYHKLMKN MOXHO aHHYNMPOBaTb paspeLLeHns, KoTopble DonbLle He TpebytoTcA.


http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/permissions/creating-a-permission/

/\ MPEOYNPEXOEHUE

OT103BaHHbLIE pa3pelueHna Hernb3A BOCCTaHOBUTD.

Ecnu Bam Tpe6yeTcs=| BPEMEHHO 3anpeTnTb UCMOJb30BaThb pa3peLllueHne, To NMNpMocTaHoOBUTE E€I0

JencTeme.

|-|pl/1 OT3bIBE pa3peLueHnd y‘-lVITbIBaVITe, 4YTO AocCTtyny nonb3oBaTesien nponaget Cpagy, a He nocrie Toro, Kak

OHW camu OTKITIOHYUITUCH OT pecypca.

/\ NPEAYNPEXAEHUE

Mpu oT3blBE paspeLleHunst ceccusi byaeTt npepeaHa.

OT3bIB U3 CNMCKa pa3peLueHui OT13bIB U3 npocuna paspeLlueHus

1. OTkponTe pasgen PaspewieHus.
2. OTMeTbTE HY)XHOE paspeLleHune.

3. Haxxmute OTOo3BaTh.

OT03BaHHbIE pa3peLLeHnst nepectatoT oTobpaxaTbcs B pasgene PaspelweHus, HO UX MOXHO NPOCMOTPETb
C NOMOLLbIO0 Norcka. [1na 3Toro OTKpoWTe pacluMpeHHbIM NOUCK B pasgene Pa3spelwueHus v Boibepute

3Ha4yeHne OTo3BaHoO Ans napamMeTpa CocTtosiHue.

NMpuocraHoBKa

C nomoLLbIo 3TOM (PYHKLUN MOXHO BPEMEHHO 3arnpeTuUTb UCMOoSb30BaTh paspeLleHune.

YuutbiBanTe, 4TO OocTtyny nosib3oBaTenemn nponageT cpasdy, a He nocrie Toro, Kak oHM camMum OTKITHOHYUITUC

OT pecypca.

A NMPEOYNPEXOEHUE

Mpu npuocTaHoBKe OENCTBUS paspeLleHns ceccusi Byaet npepeaHa.

MpuoctaHoBKa U3 cnucka paspeLeHumn MpuoctaHoBKa 13 npoduns paspeLueHus




1. OTkponTe pasgen PaspelueHus.
2. OTMeTbTE HYXXHOE paspeLleHune.

3. Haxkxmute MNMpuoctaHOBUTD.

Bo3o0OHOBNEeHue

C nomoLLblo 3TOM PYHKLMM MOXKHO aKTUBMPOBAaTb NPUOCTAHOBIIEHHOE paspeLleHne, TO eCTb BEPHYTH €ro B

cocTosiHne [1eNCTBUTENLHO.

Bo3o6HoOBMNeHMe U3 cnucka paspeLueHumn Bo3o6HoBneHne ns npocdunsa paspewueHus

1. OTkponTe pasgen PaspelueHus.
2. OTMEeTbTE HYXXHOE paspeLLeHme.

3. Haxkmmte Bo30OHOBUTD.



MaccoBble onepauuu Hag
pa3peLleHnaAMmn

OT13bIB

C noMolLLbto 3TON (PYHKLMN MOXHO aHHYNMPOBaTh pa3peLleHusi, KoTopble 6orblue He TpebytoTcs.

A NMPEOYNPEXOEHUE

OT03BaHHblE pa3peLLeHnNs Hemnb3s BOCCTaHOBUTb.

Ecnu Bam Tpe6yeTc;| BPEMEHHO 3anpeTuTb NCNOoJ1b30BaTh pa3pelleHne, To NpuoCTaHOBUTE ero

JencTBme.

Mpu 0T3biBE paspeLleHns yuuTbiBainTe, YTO AOCTYN Y Nonb3oBaTenel nponageT cpasy, a He nocre Toro, Kak

OHM CaMM OTKITHOYUITUCb OT pecypca.

/\ MPEQYNPEXOEHUE

Mpwn oT3bIBE paspelleHns ceccusi OyaeT npepsaHa.

YTo6bI BOCMONb30BaThCs PYHKUUEN, BbINOMHUTE cnegyowue 0encTBus:

1. OTkponTe pasgen PaspelwieHus.
2. OTMeTbTE OOQHO UMW HECKOSMBbKO pa3peLLeHni.

3. Haxxmute OTOo3BaTh.

OTo3BaHHbIE paspeLLeHns NepecTarT oTobpaxaTbes B pasaene PaspeLweHus, HO X MOXHO NPOCMOTPETb
C NOMOLLbI Moucka. [1ns 3Toro oTKPOMTE paclUMPEHHBIN Nouck B pasaene PaspeleHus n Bbibepute

3HayeHvne OTo3BaHo A napameTpa CocTosiHMe.

MpuocrtaHoBKa

C nomouybio 3TON (byHKLl,VII/I MO>XHO BPEMEHHO 3anpeTnTb NCMNOJ1b30BaTb pa3peLllueHne.



YuntbiBanTe, 4TO AOCTYN Y Nonb3oBaTernen nponageTt cpasy, a He Nocre Toro, Kak OHWM caMy OTKITHYUIUCH

OT pecypca.

A MPEOYNPEXOEHUE

Mpu npuocTaHoBKe OENCTBUSA paspeLleHns ceccusi Byaet npepeaHa.

U106kl BOCMONb30BaTLCS (PYHKLMEN, BbINOMHUTE creayolme AeiCTBUS:

1. OTkponTe pa3gen PaspelueHus.
2. OTMeTbTE OHO UIM HECKOSNBbKO paspeLLeHnia.

3. Haxxmute MNMprnoctaHoOBUTD.

Bo3oOHOBNEeHue

C nomouybio 3TON (*)yHKLl,VII/I MOXXHO aKTUBMPOBaTb NPUOCTAHOBIIEHHOE pa3pelleHne, ToO eCTb BEPHYTb €0 B

cocTosiHMe [lencTtBUTENbLHO.

YTo6bI BOCNONb30BaThCs PYHKUUEN, BbINOMHUTE cneayowmne 0encTBus:

1. OTkponTe pasgen PaspelueHus.
2. OTMeTbTEe OAHO UMY HECKOIbKO paspeLUueHuni.

3. Haxkmmnte Bo300OHOBUTD.



3anpocbl ceccumn

Pasnen npegHasHaveH Ansa paboTbl C 3anpocaMu Ha OTKPbITUE CECCUI K COOTBETCTBYIOLLUM Pecypcam.
[laHHbIN MexaH13M No3BONSAET HAaCTPOUTb AOMOMNHUTENBHOE NOATBEPXKAEHMNE BTOPbIM NULIOM

(AogmnHncTpaTopom PAM) ons NOAKNIOYEHUST K KOHEYHOMY pecypcy.

/\ NPEAYNPEXAEHUE

Ansa pabotel Heobxoanma npusunervs NMoaTBepxaeHue ceccumn (SessionRequest.Confirm).

O noOCKA3KA

Bpems oxngaHusa sanpoca HacTpausaetcs B [onutuke ceccun. Bpems oxmnaaHusa sanpoca Ha

npocmoTp naponsa n SSH-knto4a HacTpamBaeTcsa B pasgene [lonutuka y4eTHoW 3anucu.

B 3anpocax ceccuii Bcerga otobpaxatorca uctopmyeckme 3HavyeHus NMonb3oBartens, Pecypca 1 YyeTHOM
3anMcu Ha MOMEHT co34aHus 3anpoca. Victopmyeckme nveHa B 3anpocax n Ceccusix MOryT oTnmn4aThCs,
T.K. MPM OTKPbITUN CECCUN COXPaHSETCs akTyanbHoe 3HadYeHne Monb3oBaTens, Pecypca, Y4eTHOM 3anucu.

NMouck 3anpocos

(D NPUMEYAHUE

Monck 3anpocoB no NMonb3oBaTento HaxoauT 3anpochbl Nonb3oBaTtenen, 3anpawmnsaowmnx Ceccum.

Mo AGMUHUCTpPATOPY, KOTOPLIN NOATBEPKAAET 3anpocChl, MONCKa HET.

BbICTpbIN NONUCK

BeeauTte B cTpoky novcka MNonb3oBaTtens, Y4eTHyr0 3anucb nnv Pecypc NONHOCTBIO UK YaCTUYHO.

PacwunpeHHbIN NOUCK

Haxmunte PaclumpeHHbIN NOUCK 1 BBEAUTE OAMH UIM HECKONbKO KpuTepmnes — Homep 3anpoca,
NPOMEeXYTOK BpeMeHU co3aaHus, YUYeTHyr 3anucb, Pecypc, Npynny pecypcos, MNonb3oBatens unm

NMoapaspeneHue.


http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/roles/
http://localhost:3000/privileged-access-manager/3.2/administration/policy-setup/#sessions
http://localhost:3000/privileged-access-manager/3.2/administration/policy-setup/#accounts

BbibepuTe cocTtosiHue 3anpoca:

o OxumpaeTt pelleHus

e [loaTBepxaeH

e OTKNOHEH

e Vcrtek

o OTMeHeH nonb3oBaTenem
e Vcnonb3oBaH

e He ncnonb3oBaH
Bbibepute TMN 3anpoca:

e Ceccus

e Y4yeTHble AaHHble

PyHKUMM 3anpocoB

nO,EI,TBep)K,qu ne 3anpoca

®dyHkuna nossonseT AamuHuctpatopy PAM noareepanTte 3anpoc Nonb3oBatens Ha NOAKMIOYEeHNE K

KOHEYHOMY pecypcy.
YT06bI NOATBEPANTL 3anpoc, HaxmuTe MoaTBepAUTL B Npodune 3anpoca.

YT1006bI NOATBEPANTL HECKOMNBKO 3aNpoCOoB, OTMETLTE UX B CnYcKe N HaxmuTe MoarBepauTh.

OTKNoHeHuMe 3anpoca
dyHKuna nossonseT AamuHuctpatopy PAM oTknoHuTb 3anpoc Nonb3oBatens.
UTobbl OTKNOHUTL 3anpoc, Haxmnte OTKNOHUTL B npodune 3anpoca.

YUTOoObI OTKITOHUTbL HECKONBbKO 3anpocoB, OTMETbTE UX B CMNUCKE N HAXMUTE OTKNOHUTD.

Npodumnb 3anpoca

Mpodunb 3anpoca oToGpaxaeT crieayowmne AaHHbIE:



NMonb3oBaTenb — nonb3oBaTtenb, CO34aBLUNIN 3anpoc Ha OTKPbITUE CECCUN.

YyeTHasa 3anucb — y4yeTHasi 3anuncb, Kotopas ncnonedyerca ans otkpbitnus RDP, SSH nnn WEB-

Ceccumn Ha pecypcax.
NMoppaspeneHne — vMsi nogpasaeneHnsi, B KOTOPOM COCTOUT pecypc.
Pecypc — pecypc, Ha koTopom Gbina otkpbiTa RDP, SSH unu WEB-ceccusa oT umeHn y4eTHoM 3anmcu.

IP-agpec nonb3oBaTtensa — |IP-agpec, ¢ KOToporo nonb3oBartens nogkntodanca k PAM Gateway, SSH
Proxy nnun RDP Proxy.

Tvn nogKnYeHUsa — TUM Nofb30BaTENbCKOro MNOAKIIOYEHMS K pecypcy.
MpuynHa NnoaKnYeHUs — TEKCT, BBEAEHHbI Nonb3oBaTenemM npu noaknio4eHnn K pecypcy.

CocTtosiHne — Tekyllee cocTosHne 3anpoca. CyLlecTByHOT crnegytowime coctosHus: Oxumnaaet
peweHus, MNMoaTteepxaeH, OTknoHeH, Mctek, OTMeHeH nonb3oBatenem, cnonb3oBaH, He

MCcnoJyib30BaH.
BpeMﬂ co3gaHuAa — aata 1 BpeM4d Co3aaHn4d 3anpoca norib3oBaTteneMm.
Bpemsa noarBepxaeHUa — gara u BpemMaA noareepXXaeHna ceccum agMNHNCTPATOPOM.

NMoaTBepann — yyeTHas 3anucb agMmuHucTpaTopa Indeed PAM, KoTopbIi NOATBEPANI OTKPbITUE

ceccun.

Ceccusa — ID ceccum € ykasaHMEM TEKYLLEro cratyca 3Tol CEeCCUn.



AKTUBHbLIE cecCcCuu

Pasgen npegHasHaveH gns aBToMatMyeckon punsrpaumm n otobpaxeHns aktuBHbix ceccui Indeed PAM.

Mpy HaNUuMKM akTUBHbBIX CECCUIA Ha MaBHOM cangbape cnpaBa OT 3arofioBka pasgena otobpaxaetcs 6engx

C KONMMYEeCTBOM aKTUBHbIX CECCUMN.
[nsa kaxgon ceccumn otobpaxaloTca cnegyolime AaHHbIe:

* MKOHKa cOCTOSIHMA — TekyLlee CocTosiHue ceccuu. MNMpu HaBeaeHUM Kypcopa Ha UKOHKY COCTOSIHUS

BCrJbIBa€eT nogcka3ka ¢ Ha3BaHNeEM COCTOAHUA.
e MNMonb3oBaTenb — NoONb30BaTENb, KOTOprVI MHNLUNNpPOBAr CceCcCuto.

e YyeTHas 3anucb — y4yeTHada 3anncb, Kotopas ncnonbayerca ans otkpbitna RDP, SSH nnu WEB-

ceccuu.

» MoppasgeneHne — nms NoapasneneHunst, B KOTOPOM COCTOUT pecypc.

e Pecypc — pecypc, Ha koTopoM bbina oTkpbita RDP, SSH nnn WEB-ceccnsa oT MMeHM y4eTHOW 3anucu.
o Appec noakntoyeHunsa — IP-agpec unu DNS pecypca.

o [puynMHa noaKNOYEHUA — TEKCT, BBEAEHHbIN NOMb30BaTENEM NPU NOAKIHYEHMM K PECYPCY.

e ANUTenbHOCTb — OfIUTENBbHOCTb CECCUMN B Yacax, MMHYTax N ceKkyHaax.

o lMopknioyeHne — TUN NONb30BATENLCKOrO MNOAKITHYEHMS K PECYPCY.

¢ MoaknroyeHne Kk PAM — fata 1 BpeMsa OTKPbITUSI CECCUMN.



Bce ceccum

Pasgen npegHasHayeH ans noucka v NpoCMOTPa akTUBHbIX, 3aBEPLUEHHbIX U MPEepPBaHHbIX CECCUN.
Mo ymonyaHuio Ha cTpaHuue oTobpaxkaetcs 15 ceccun.

() MHOOPMALIMSA

OTo6pa>KaeM0e no ymosn4yaHuro KoJin4ecrtBo Ceccuin Ha CTpaHMLUEe MOXHO N3MEHUTL B

KOH(pUrypaumMoHHOM hanre.

BHVI3y CTpaHWLbl PacrnosioXeH rnepeknoyaTernb CTpaHuy, 45151 NPOCMOTpa OcTallbHbIX CECCUMN.

Psigom ¢ nepekntoyatenem ctpaHny HaxoamTtes anemeHT MNMokasbiBaTb no: 15 30 60 100, 4ToGLI BUAETH

bonbLe CTPOK Ha OfHOWN CTpaHuue n He nepekrnyaTtbCca Mmexay CtpaHnuamMmuy CrimwKom 4acTo.

Ecnn anemeHTOB MeHbLIEe 15, TO OHM NOMeLLalTCa Ha OAHY CTpaHuLy. B atom cny4yae afieMeHT

MokasbiBaTb MO 1 NepeknoyaTenb CTpaHuL, He OToGpaXkatoTcs.

Nouck ceccun

Mounck nossongaet OT06paSI/ITb TOJIbKO T€ CeCCUU, KOTOpbie YAOBNETBOPAT 3adaHHOMY KPUTEPULO. Ectb aBa

BMOa nouncka:

e BbICTpbIN — cTpoKa noucka. MoXHO UckaTb TOSMbKO N0 OOHOMY KpUTepuio. TEeKCTOBbIN BBOA,.

e PaclumpeHHbIn — hopma € HECKONbKUMU NonsaMn. MOXXHO UCKaTb NO HECKOMNbKUM KPUTEPUSIM CPasy.

BbinagatoLme crnvcku.

BbicTpbIN Nouck

B nonckoByto CTPOKY MOXHO BBOAUTb OQHO U HECKONBKO CnoB. CrioBa MOXHO N1caTh NOMHOCTLIO U
YacTuyHo (3 n 6onee BykB).

Mpumep

UT06bI HaTK CECCUIO C MPUYNHOM OTKPLITUS O6HOBNEHME MPOrpaMMbl, COr1acCOBaHO AUPEKTOPOM, HY>KHO

BBECTU NMtoboe 13 CnoB: o6HOB, Npor, corn, aup.



/\ MPEOYNPEXOEHUE

MNo KOHLY CJioBa Nouck He pa60TaeT. Ecnun BBECTM HOBMEeHWE , TO CECCUS HE HAWOETCS.
Ceccuio MOXHO UckaTb No ABYyM CIrioBaM, HanpuMep: obHoOB nNpor, nporp corna, corn Aaup .

/\ NPEAYNPEXAEHUE
CrnoBa B NONCKOBOM 3anpoce OOJKHblI UOTU B TOM Xe nopaake, 4Tto B NMpUYnHe OTKPbITUA. Ecnun BBectu

npor o6bHOB, TO ceccus He oTobpasunTcs.

Henb3sa BBOAUTL CNoBa, MeXay KOTOPbIMU B NMPUYNHE OTKPbITUA €CTb Apyrne crioBa. Ecnun BBectTn

o6bHOB aup, TO ceccus He OTO6paSI/ITCFI, MOTOMY YTO MeXAYy obHoB M gup €CTb eLle ABa CrnoBa.

PacwunpeHHbI NOUCK

MOXHO 1ckaTb MO OAHOMY UM HECKONbKUM KpuTepuaM. [pr BbIOOpe HECKOMNbKMX KpUTEPUEB OTOOpa3sTCs
CeCccun, KoTopble YAOBNETBOPSIIOT BCEM NEPEUYNCIIEHHBIM KPUTEPUSIM.

Mpumep

Ecnu BbibpaTh B none MNMonb3oBatenb 3Ha4yeHWe ivan.ivanov@company.demo ¥ B none Tun

noakn4vYeHuda 3HavyeHmne SSH, 1o OTO6pa3FITCFI CEeCCUN TOIbKO 3TOro nosib3oBatesna TOJIbKO C 3TUM TUMOM
NOAKIMKO4YEHNA.

/\ NPEAYNPEXOEHUE

B kaxxgom none MoXHo BblOpaTb TONbKO OAHO 3HaYeHue. Bbl He cMoXeTe B 04HOM 3anpoce

pacLUMPEHHOrO NMoUCKa BbIBECTU CECCUMM MONb3oBaTenen ivan.ivanov@company.demo W

peter.ivanov@company.demo. Bbl CMOXeTe 3TO caenaTtb C MOMOLLbIO TEKCTOBOrO Noucka no 3anpocy
ivanov.

v [longa, no KOTOPbIM MOXHO UCKaTb

e [ara Or;
e [ata No;

¢ Y4yeTHasa 3anucho;




¢ Pecypc;

o pynna pecypcos;

e MNMonb3oBaTensb;

e pynna nonb3oBateneu;
e Tun nogKn4YeHus;

e IP-agpec nonb3oBaTens;
e TeKcTOBbIW NOT;

o CocTosiHue;

¢ [puumnHa 3aBepLUEHUS.

v COCTOSIHMSA 1 MPUYMHbBI 3aBEPLUEHMS CECCUMN

CocTtosiHue

3aBepLueHa 13-3a oLnbKK

3aBeplueHa no npasunam
PAM

MpuunHa

MoTepsiHa ceA3b ¢ PAM Gateway
B xope ceccun Bo3HMKNa ownbka

O6Hapy»xeHo HecoBnageHune otnedyaTtka SSH-knwo4va

HocTurHyta makcmMmMmarnbHas onMTenbHOCTb CECCUM
PaspelueHne 6bino 0T03BaHO
PaspeLlueHne 6bIno NpuocTaHOBNEHO

[OCTUrHYTO OrpaHuyeHne No pacnmcaHuio 4ocTyna unu
nepuogy AencTBus paspeLleHus

Monb3oBaTtenb Obin 3abnoknpoBaH
Monb3oBaTtenb ObiN yaanex
Monb3oBaTenb NpepBarn CeCCU0
OTcyTCcTBME aKTMBHOCTM NONb30oBaTenNs
Bpems un3Hn 3anpoca ceccum UCTEKIO
Ceccus He 6bina otkpbiTa PAM Gateway

O6HapyXeHO n3mMeHeHne TEKCTOBOIO flora ceccum




CocTosiHue MpuynHa

o AQMUHUCTpaTOp NpepBarn Ceccuto

3aBepLueHa
aAMUHICTPATOPOM e AOMUHMCTPATOP OTKIOHMM 3anpoc CeCcun
3aBepLueHa

Monb3oBaTenb 3aBepLUn CECCUIO
nonb3oBaTenem

[MpepbiBaeTcH

AKTUBHA

He MHUUnanm3npoBaHa

Bbirpy3ka xypHana ceccuu B (hann

Bbirpyska cobbiTnin BO3MOXHa B dhanribl crnegyowmx gopmaTtos:

« CSV
o XLSX

YT06bI BbIrPY3nTb COBLITMS B (haiin, HaxxmuTe CkavaTtb 1 BbibepuTte chopmart. OTyeT hopmmpyeTcs B BUAE

Tabnuvubl. B BbIrpy3ky nonagatot Tonbko nocrnegHue 10 000 sanucen.

v CocTaB BbIrpy3Kku

¢ Monb3oBaTenb — NoOMbL30BATENb, KOTOprVI MHUUMmMpoBas ceccuto.

e YyeTHas 3anucb — y4yeTHasd 3anncb, Kotopas ncnonbayerca ans otkpbitna RDP, SSH nnn WEB-

ceccumn.
» MoapaspeneHne — ums noapasaeneHnsi, B KOTOPOM COCTOUT pecypc.

» Pecypc — pecypc, Ha koTopoM bbina otkpbita RDP, SSH nnu WEB-ceccus oT UMeHn y4eTHOM

3anncu.




e ANnTenbHOCTb — ONUTENBbHOCTb CECCUMN B Yacax, MMHYTax N CeKyHaax.

o Tun noaknYeHNA — TUMN NOSb30BATENLCKOIO NOAKITIOYEHNS K pecypCy.

o Appec nogkntoyveHnsa — IP-agpec unu DNS pecypca.

* MopknioyeHmne Kk PAM — garta n Bpemsa nogkntoveHus nonb3osarens kK PAM.
o OTKpbITME Ha pecypce — faTa 1 BpeMs OTKPbITUSA CECCUM Ha pecypce.

o 3aBepLueHMe — gaTa U BpeMsi 3aKpbITUS CECCUMN.

o CocTosiHMe — TekyLlee COCTOsIHME CECCUMN.

¢ lNpunymnHa 3aBepLUEHNA — npnynHa 3aBepLieHnd ceccun.

NMpodunb ceccum

[nsa kaxgon ceccumn otobpaxaroTca cnegyolime AaHHble:

* MNMonb3oBaTenb — NoNb30BaTerb, KOTOprVI MHUUMMpoBasn ceccuto.

e YyeTHas 3anucb — y4yeTHas 3anucb, koTopasi ucnonb3yetcs ang otkpbltusa RDP, SSH unn WEB-

ceccum.
» lMoppasgeneHue — nms NogpasfeneHunss, B KOTOPOM COCTOUT pecypc.

» Pecypc — pecypc, Ha koTopoMm 6bina otkpbita RDP, SSH unu WEB-ceccus 0T MMeHM y4eTHOW 3anuciu.
o Appec nopgkntoveHnsa — IP-agpec nnn DNS pecypca.

o [MpunynHa nogKNOYEHNA — TEKCT, BBEAEHHbIN NONb30BaTeENEM Npu NOAKITHYEHMM K PECYPCY.

e ANuTenbHOCTb — OJIUTENBHOCTb CECCUUN B Yacax, MUHYTax U CEKyHAaXx.

e Tun noaknoYeHUs — TUMN NONb30BATENLCKOrO MNOAKIMOYEHUS K PECYPCY.

+ |IP-appec nonb3oBaTtens — |IP-agpec, ¢ koToporo nosnb3oBarens nogkntodancsa kK PAM Gateway, SSH
proxy nnn RDP Proxy.

¢ MoaknroyeHue Kk PAM — pnarta n BpemMma noakroveHust nonb3osarens Kk PAM.
o OTKpbITUE Ha pecypce — AaTa 1 BpeMs OTKPbITUSI CECCUN Ha pecypce.

o 3aBepLueHue — gaTta 1 BpeEMSs 3aKpbITUS CECCUMN.

o CocTosiHue — TeKyLlee COCTOSIHUE CeCCUn.

e [MpuumnHa 3aBepLUEHUSs — MPUYMHA 3aBEPLUEHNSA ceccun. ATO nosie oTobpakaeTca TOMNbKO eCnu
ceccus 3aBseplueHa no npasmnam PAM vunun ns-3a owmnbku. None He oTobpaxkaeTcs, ecnu ceccus
3aBepLUeHa nonb3oBaTenemM Unn agMUHUCTPATOPOM, a Takke A9 CeCCUN B COCTOAHUAX « AKTUBHAY,

«[lpepbiBaetcar», «He nHMunanmsmpoBaHa.

¢ ID ceccun — naeHTudumkaTop ceccum.



o PaspelueHue # — Homep paspeLleHus.
e OnucaHue — onvcaHne paspeLleHnsl, ykasaHHOe Ha 3Tarne ero Co3aaHus.
o Co3paHo — [aTa U Bpemsi Co3aaHus paspeLLeHust.

e Cospan — yyeTHasa 3anucb nonb3oBatens Indeed PAM.

« MoatBepxaeHue # — HoMep 3anpoca Ceccum.
« BpeMms nogTeBepXaeHUss — nara v BpeMs NoaTBepXKaeH s CECCUN aaMUHUCTPaTOPOM.

e NMoaTBepaun — yyeTHas 3anucbk agmuHucTpatopa Indeed PAM, kKoTopbi nogTBepaun OTKpbITUE

ceccun.

CoObIiTHA
Ha aton Bknagke otoGpaxkatoTcs nocrneaHne 5 cobbiTuin ceccumn.

[nsa kaxgoro cobbiTnst oTobpaxkatoTest cneayrolmne gaHHbIe:

Bpems co3zpaHua — garta n Bpems cosgaHusi cobbiTus.

Koa — kopa cobbiTus.

CoObiTe — onvcaHune codbbITUA.

KomnoHeHT — koMnoHeHT Indeed PAM, KOTOpbIN creHepupoBan cobbiThe.

MHuumaTop — y4eTHasi 3an1cb, KOTopasi UHMLMMpOBara reHepaumio cobbITUS.

Ansa npocmoTtpa nogpobHON MHopMaLUM O COBLITUN HAXKMUTE Ha CTPOKY C HYXXHbIM COBbITUEM. YTOObI

BbIBECTM BCE COObLITUSA AN AaHHOW ceccun, Haxxmnte MNokasaTb Bee.



Onepauun Hag ceccnsimm

NpepbiBaHne ceccumn

CDyHKLl,VIFI NO3BOJIAET NMPUHYAUTENBbHO NMpepBaTb CECCUIO.

Onepau,vm BbINOJTHAETCA C MOMOLLbKO KHOMKA FlpepBaTb B npocbvme aKTUBHOW ceccum.

OOHOBNEeHue ceccumn

®PyHKLMA NO3BONAET OOGHOBNATL TEKCTOBLIN 10T, CHUMKWN 3KpaHa 1 nepefaHHble Ha cepeep dansbl B pyYHOM

pexume.

Onepauuns BbINOMHAETCA C NOMOLLLI KHOMKM OBHOBUTBL B Npoduie akTUBHOW CECCUN.

Bugeo

[na RDP-ceccun, SSH-ceccuin, kotopbie oTKpbIThl Yepe3 Indeed PAM Gateway, n ans ceccuin KNMeHTCKUX
NPUNOXEHUA OOCTYMHO BUOEONOrMpOBaHUE.

MpocmoTp NOTOKOBOro BUAEO

BbiBOg, NOTOKOBOro BMAEO HaxoamTcs B cekumm Buaeo B npodure akTMBHOM CECCUN.

NMpocmoTp/CkaumBaHue MTOroBoro BUAEO

1. OTkponTe cekumo Buaeo B npocune 3aBepLLUEHHOWN UM NPepPBaHHOW CECCUN.

2. 3anyctute Buaeo unm Haxmmte CkavaTb Bce.

TekcToBbIN NOT

Ona RDP-ceccumn n SSH-ceccuin, kotopble oTkpbIThbl Yepes Indeed PAM Gateway nnun Indeed PAM SSH

Proxy, 4OCTYMHO TEKCTOBOE NOrMpOBaHue.



MpocmoTtp/Mounck/CkaunBaHmne TeKCTOBOro nora
1. OTkponTe cekumo TeKCTOBbIN fOr B Npodune 3aBepLUeHHON UNn NpepBaHHON Ceccumn.

() NPUMEYAHVE

TekcToBoe normpoBaHne B RDP-ceccusix nogaepxmnBaetcs 3a cHeT KomnoHeHTa Indeed PAM
Agent, areHT permcTpmpyeT TEKCTOBbI BBOA, NepexBaTbiBa€T HAa3BaHNA aKTUBHbLIX OKOH 1
3anyckaeMbix npoLeccoB. TekcToBoe nornpoBaHue B SSH-ceccusx He TpebyeTcs yCTaHOBKM

OTAenbHbIX KOMMOHEHTOB, B SSH-ceccusix permctTpmpyeTcs NornHbIv BBOA/BbIBOA.

2. BBegute 3HayeHme B nons Ans noucka unm Haxmute Ckavartb.

CHUMKM 3KpaHa

[na RDP-ceccun, SSH-ceccuin, kotopble OTKpbIThl Yepes Indeed PAM Gateway, 1 ans ceccuin KNMeHTCKUX

I'IplAJ'IO)KGHI/IVI OOCTYMHO CHATUE CHUMKOB 3KpaHa.

NMpocmoTp/CKkaunBaHUe CHUMKOB 3KpaHa

1. OTkponTe cekumo CHUMKM 3KpaHa B nNpodurne akTMBHOW, 3aBepLUEHHON UM NPepBaHHON CECCUM.

2. OTKponTe CHUMOK 3KpaHa nnn Haxmute CkavyaTb Bce.

lNepepnaHHble Ha cepBep hannbl

Onsa RDP-ceccuin foctyneH nepexsaTt U TeHEBOE KONMpoBaHue hannos, KOTopble nepenarTcs ¢

nepeHanpaBneHHbIX ANCKOB Ha pecypc.

NMpocmoTp/CkaunBaHue nepenaHHbIX dannos

1. OTkponTte cekunio NMepenaHHble Ha cepBep hannbl B Npodune akTMBHON, 3aBEPLUEHHON UM

npepBaHHOW CECCUM.

2. lNepenante No Ccbifnke Ans ckadymMBaHUA nepefaHHbIX pannos.



CoObIiTHuA

B aTom pasgene otobpaxaeTtcst UICTopus cOObITUIN, KOTOPbIE MPOM30LLNK B Ballen nHctannaumm Indeed
PAM.

Camble HoBble cObbITUA — BBEPXY Tabnuupl.

Cnmncok BCex CyLLECTBYHOLLMX COObITUIN HAXOOAUTCSA B CNPaBOYHUKE.

NMounck coobITUN

Mowuck nossonsieT OTO6p83I/ITb TOJIbKO T€ CeCCUUN, KOTOPbIE YAOBINETBOPAT 3adaHHOMY KPUTEPUIO. Ectb oBa

BMaa noucka:

e BbICTpbIt — cTpoKa noucka. MoxHO UckaTb TOMbKO N0 OQHOMY KpUTepuio. TEeKCTOBbIN BBOA,.

e PaclumpeHHbIi — hopma € HECKONbKMMM NonsaMn. MOXKHO MCKaTb NO HECKOMBbKUM KPUTEPUSIM Cpasy.
BbinagatoLwime Cnmcku.

BbicTpbIN NoUcK
BBe,D,I/ITe B CTPOKY Nnouncka KO,,IJ, COGbITMﬂ, KomnoHeHT nnu Ums nHUUumnaTopa noJsiIHOCTb UITN YaCTU4YHO.

Haxvnte ENTER nnmn O\.

PaclumpeHHbIN nouck

Haxmunte PaclumpeHHbIn nouck. Boibepute 3Ha4yeHne 0aHOro MnNn HECKOSbKUX KPUTEPUEB MOKMCKa.
Haxmute Hantu.

v [long, no KOTOPbIM MOXHO UCKaTb

[ata Or;

Jata lNo;

Kona;

KpuTuyHoOCTb;

KoMnoHeHT;
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¢ WHuumnartop;

e YyeTHas 3anuco;

e Pecypc;

e [lomeH;

e pynna pecypcos;

* pynna nonb3oBateneu;
e [Monb3oBarenb;

¢ lMpunoxeHwue;

e |ID ceccuu;

o Cnyxb6a;

o CeTeBoOe pacnosioXXeHue;

¢ ID cobbITUA.

Bbirpy3ska coobiTun B chann

Bbirpy3ka cobbiTnin BO3MOXHa B dhansbl crnegyowmx gopmaTtos:

« CSV
o XLSX
 PDF

YUT06bI BbIrPY3nUTb COGLITMSA B chain, Haxxmute CkadaTb 1 Bbibepute dhopmart. OTyeT hopmumpyeTcs B BUAE

Tabnuupl. B BbIrpy3ky nonagatot Tonbko nocneaxHve 10 000 3anucen.

v CocTaB BbIrpy3Ku

o KpntnyHoCTb;

* Bpems co3panus;
 Kop;

e CoOblITHeE;

e OnucaHwue;

o KOMMNOHEeHT;




¢ WHunumnatop.




YBeaomrneHus

B naHHOM pasgene HacTpamBatoTCs NOYTOBbIE YBEAOMIIEHNSI HA yKa3aHHbIe COObITUS XXypHana.

NMpegBapuTenbHasa HaCTpoMnKa

[nsa paboTbl cMcTeMbl yBeJOMIEHUI YKaXUTe NOYTOBbIE HACTPOVKK: nepenante B pasgen SMTP cepBep,

BBeaAUTe agpec No4YTOBOIro cepBepa, NopT, AaHHbIe O5d aBTOpU3aunn U COXpaHUTe N3MEHEHUA.

UToObl NpoBEPUTL HACTPONKK, HaXXMUTe OTNPaBUTbL TeCTOBOE NMUCLMO.

YBepomneHunsa

[pynnel noaydatensii

Pacceinkm
SMTP cepeep

SMTP cepeep SMTP cepeep

Mopt

L

a7

UudpoeaHne

Het w

ma nonezoeatens

mA nonezoearena

Mapons

Mapons r

Email otnpaewtens

Email otnpagurens



HacTponka yBegomneHuu

YTobbl HaCTpOuUTb yBeOAOMJIEHNA, BbINOJIHUTE crieayrouine nencTeus:

1. CosganTe rpynnel nonyvarenen — CNUCK1 agpecoB A5 pacChblfikv YBEAOMMAEHUA O pernctpaumnm
BblOpaHHbIX COBObITUN B XXypHane.

i. OTkponTe pasgen Mpynnbl nony4yareneun, Haxmute lo6baBUTb, BBEAUTE NMS U ONUCAHWE TPYNMbI
nonyyatenen, Haxmmte CoxpaHUTb.

ii. MepenguTe B co3aaHHyto rpynny nonyyvatenen, Haxvmute lo6aButb email, BBeauTte agpec
3MNEKTPOHHOW NOYTbI COTPYAHUKA.

2. B pasgene Paccbinku gobaeste coObITUS, NO KOTOPbIM HEOOXOAMMA pacChbiiika OMOBELLEHUN U
COOTBETCTBYHOLLME rPynMbl PACChIfKM.

YpaneHue rpynn nony4aresnie UNu paccbinok

YTobbl yoannTtb OAHY Ui HECKOJTbKO rpynn nonyanenem NI paccChbIJ1OK, nepeVlnMTe B COOTBeTCTBy}OU.lMVI
pasgen, otMmeTbre OAMH UIMN HECKOJTIbKO 3NEMEHTOB N HAXMUTE Yoanuto.



KoHdourypauus

Pasgen npegHasHayeH ans Hactponkn Indeed PAM.

CucremMHble HAaCTPOUKMU

B atom pasaene yKka3biBatoTCA rnobanbHble CUCTEMHbIE HaCTpOIZKVI. Toye4vHas HaCTpOIZKa BbINOJIHAETCA B

pasgene Nonutukn.

3agayv no pacrnucaHuio

HacTtponka

Bpemsi cTapTa NnpoBepKku y4eTHbIX

3anucen

Bpems ctapTta cMHXpoHU3auum

pecypCcoB 1 YYETHbIX 3anucen

Bpewmsa ctapta c6poca napornei
YYETHBIX 3anuncen

Bpems cTapTa npoBepku CEPBUCHOTO

noaKmnoYeHNs
Bpewmsi cTapTta poTauum noroe ceccui

NHTepBan cUHXpoHM3auuun

NoJb30BaTESIbCKUX TPyrnn N3 Katasnora

Buaeo

OnucaHue

B 3710 Bpemsa HauHeTcsa npoBepka naponen n SSH-knouen

BCEX YYETHbIX 3anucen B COCTOSHUN YnpasnsemMasi.

B 3710 Bpemsi HAYHETCA CMHXPOHM3AUUS AaHHbIX O pecypcax

N yYETHbIX 3anucen Ha pecypcax n B JOMEHax.

B aT0 Bpems HauyHeTcsa cObpoc Bcex naponen n SSH-kntoven

YYETHbIX 3anucen.

B aT0 Bpemsi HaYHeTCsl NpoBepKa CepPBMCHOrO NOAKMYEHNS
PECypCOB 1 JOMEHOB.

B 310 BpeMsi Ha4yHeTcs poTaLms JIOroB CECCUMN.

Cuctema PAM c 3agaHHbIM MHTEpPBarioMm O6HOBMSIET COCTaB

rpynn nonb3oBarernen 13 katanora.



HacTtpouka

I'Iapameprl KodeKa Aana 3anncu

BUOEO

I'Iapameprl KOAeKa NoToOKOBOIo

BUOEO

[nNuTenbHOCTb cermeHTa

3anncbiBaemMoro snaeo

Ceccumn

HacTtponka

TanmayT coeguMHEHUs CO LUM30M

(cek.)

BpeMﬂ Ha nogkriro4eHne, MnH.

YBeoomneHune nepen OoTKkpbITUEM
ceccun

MakcumanbHoe YnCcno ceccum Ha

norb3oBarerns

YBeoomnsaTb nonb3oBarens nepeq
pa3pbiBOM CECCUN, UHTEPBasbI
nokasa yBeJoMIeHUN

NMoaknio4veHusa Kk Gateway

OnucaHue

Mo ymonyaHuio ncnonssyetcs libx264 kogek: libx264 -preset
medium -tune zerolatency

Mo ymonyaHuto ncnonbsyetca libvpx kogek: libx264 -g 10 -tune

zerolatency

Mo ymonuaHuto 3600 cekyHp (1 yac).

OnucaHue

Bpewmsi, nocne koToporo coeamMHeHne Oyaer 3akpbiTo, ecnm
LUMIO3 He oTBeYaeT (CeK.). 3agaunTe HyneBoe 3Ha4YeHne, ecnu
He XoTuUTe, YTOObl coeanHeHne nNpepbiBanoch.

3akpbiBaTb ceccuto Ha Gateway, ecnu nonb3oBaresb 3a

YKa3aHHO€E BpeMA HE BbIMNONHUIT NMOAKITK4YEHNE K peCcypcCy.

Q70T TekcT ByaeT nokasaH Nonb3oBaTento nepes Hadarnom
ceccun. OctaBbTe NyCTbIM, €CNU YBeAOMIIEHNE He TpebyeTcs.

OrpaHnyeHune konmyecTsa OAHOBPEMEHHbIX OTKPbITbIX CECCUM
Ha o4HOro nomnb3oBarensd, no ymonyanuto 0, 6e3 orpaHn4eHnn.

[Mepen pa3pblBOM ceccum nonb3oBarternto byayT nokasaHbl
npegynpexaeHnsi. Ytobbl HACTPOUTL BPEMS 1 MHTEpBAan
nokasa, 3anonHuUTe COOTBETCTBYOLLME MONS.



HacTtponka OnucaHue

Appec RDCB IP-agpec nnn DNS Remote Desktop Connection Broker.

Nma konnekumm Remote Desktop Connection Broker ansa Indeed PAM

Nmsa konnekumn RDCB
Gateway.

Mogkntovatbes k Indeed PAM Gateway ¢ ncnonb3sosaHmem Remote

Wcnonb3osate RDGW
Desktop Gateway.

Agpec RDGW Apgpec Remote Desktop Gateway ans Indeed PAM Gateway.
MapameTpbl Gateway O1n napameTpbl byayT nobasneHbl B HAcTponky nogknoveHms RDP k PAM
RDP-ganna Gateway 1 3aMeHAT cTapble HAaCTPOWKM.
RDP Proxy

B napameTtpe Agpec RDP Proxy 3agaetcs IP-agpec unm DNS, onumoHanbHO nopr.

PostgreSQLProxy

B napameTtpe Aapec PostgreSQL Proxy 3agaetcs IP-agpec unu DNS, onumoHansHo nopr.

Hactponkn SSH-nogknoyeHnn

HacTtponka OnucaHue

IP-agpec nnn DNS n obsizatensHO noprT.

ec SSH Prox
Anp y MopT no ymonuaHuio: 2222

Pexxum 3anonHeHnsa otneyatkos kntoven SSH-cepsepa. NogpobHyto

AyTeHTudpukaLms pecypcos no
NMHOpMaLMIO MOXHO NPOYUTAaTb B pasgene pexnmsl 3anoriHeHus

kntoyam SSH-cepepa
OTNEeYaTKOB.

Syslog
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HacTponka OnucaHue

Syslog-cepsep IP-agpec nnn DNS cepBepa Syslog cepepa.
MopT MopT Syslog cepaepa.
[MpoTtokon CeTeBow npoTokon nogknioveHus kK Syslog cepsepy: TCP, UDP.
dopmar dopmat cobbiTun, ucnonssyemoli syslog cepsepom: CEF, LEEF.
Bepcusa Syslog IETF ctangapt npotokona Syslog: RFC3164, RFC5424.

AyTeHTU(pMKauma nonb3oBaTeneu

B aTom pasagene ykasbiBaloTcs rnobanbHble HAaCTPONKN ayTeHTUdUKauuKn. ToyeyHasa HacTporika

ayTeHTI/Iq)VIKaLI,VIVI BbIMONMHAETCA B pasgerne MNonnTtukn.

BrnokupoBKa nosnb3oBaTtesien

Ecnu nonb3oBartens HECKONBKO pa3 noapsa BBeaet HeBepHblv naponb unn OTP, ero ydeTHasa 3anuck Gyger
3abnoknpoBaHa Ha yKa3aHHOe BpeMmsi.

HacTtponka OnucaHue

Mpun NnpeBbILEHNN 3TOr0 3HAYEHUSA Nonb3oBaTenb OyaeT BpEMEHHO 3abnOKNPOBaH.
Ymcno nonbITok

Mpwn 3HavyeHun 0 BGNoKMpoOBKa HE NPUMEHSIETCS.

Bpewms OnpegensieT nepuog BpeMeHM, No UCTEYEHNM KOTOPOro Mnornb3oBaTtesnb byaer
GrnOKMPOBKU pa3bnokMpoBaH U CHOBa CMOXET BBOAWUTb Naponb unun OTP.

Tpeb6oBaHUA K NaposfiiM BHYTPEHHUX NONb30BaTesien



HacTtponka

Cpok gencreus

napons

MuHUManbHasa anuHa
napons

CTpoyHble BykBbI

MponucHble BykBbl

Lindopei

CneumnarnbHble

CMBOIJ1bI

OnucaHue

MuHumanbHoe 3HayeHune: 0 — 6e3 orpaHnYeHuin.
3HayeHue rno ymon4daHuto: 45 gHen.
MakcumanbHoe 3HadeHune: 999 aHen.

MuHnManbHoe 3HavyeHune: 4 cumsona.
3HayeHue no ymMornyaHuio: 8 CUMBOSOB.
MakcumanbHoe 3HadeHune: 255 cumBonos.

Ecnu onuumsa BknoYeHa, To Naporb A0MMKEH CoAepXaTb MUHUMYM OfHY
NaTUHCKYIO CTPOYHYHO BYKBY.

Ecnu onuums BknoYeHa, To Naposb A0MMKEH CoAepXaTb MUHUMYM OfHY
NaTUHCKYIO NPONUCHYLo ByKBy.

Ecnu onumnsa BkntoyeHa, 1o naposb O0JKEeH cogepXatb MUHUMYM OOHY Ll,VI(*)py
0-9.

Ecnu onuusa BknodeHa, To Naponb AOMKEH coaepXaTb MUHUMYM OOUH
cneucumeon u3 cnucka: ~!@#$%"&*()_-+={}|[] \:;"'<>,.?/

AyTteHTndpunkaumsa no SSH-knouam

Ecnn onunsa PaspewnTtb nonb3oBaTtensam nogkntoyartbcsa K SSH Proxy ¢ ncnonb3oBaHnem SSH-

KJTHOYEeW BKITHOYEeHa, TO nonb3oBaTenu MoryT nogkrtodateca kK SSH Proxy 6e3 naponein, ¢ nOMOLLbIo

nob6aeneHHbIx B Indeed PAM SSH-kntouen. HeobxogmmocTts BBoanTb OTP coxpaHsetcs. Ecnv onunsa

OTKITIKO4YEeHa, TO nosfib3oBaTtesrii MoryT ayTeHTVICbI/ILWIpOBaTbCFI TONMbKO C NMOMOLLBbIO Mapon4.

NMonb3oBaTenbckoe NoAakKmnYeHue

/\ NPEAYNPEXAEHUE

,D,J'IFI pa6OTbI C NOoJ1Ib30BATENIbCKUMU NMOAKITHYEHUAMU HeO6XOﬂ,VIMbI npusuiernn anaBneva

nonb3oBaTenbckumu nogknoydeHnamm (UserConnectionType.Create, UserConnectionType.Read,

UserConnectionType.Update, UserConnectionType.Delete).
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B Indeed PAM ecTb cnegyrouime BCTPOEHHbIE TUMbl MNONb30BaTENbCKUX NOOKITHOYEHNN:

e RDP
e SSH
Telnet

PostgreSQL

BCTpOGHHbIe TUNbl HE MOTYT ObITb U3MEHEHbI UK yoarneHbl.

Takxke OOCTYNMHO nobaBneHne COBCTBEHHbIX TUMOB NMOMb30BATENbCKUX MOAKITHOYEHNN.

[ob6aBneHue coo6cTBEeHHbIX TUMOB NOJIb30BaTEeNIbCKUX
NnoAaKr4YeHUun

[na nobaBneHMs HOBOro TUNa NoakItveHns TpebyeTcst MccrieqoBaHMe KIMEHTCKOMO MPUMOXKEHUS U
pa3pabotka wabnoHa gns Indeed ESSO Agent. HoBbIN TN NOOKIIOYEHNS YHUKANEH ANS KaXA0ro

NpunNoXeHns, Ang paspaboTkm Tpebyetca obpaTuTbesa B Cnyxby TexHnyeckomn nogaepxku Indeed.

CepBUCHOE NoagKno4YeHue

/\ NPEQYNPEXAEHUE

[nsa paboTbl ¢ CEPBMCHBIMY MOAKITOYEHUSAMU HEOOX0AMMBI NpUBMIErM1 YnpaBneHUa Tunamm
cepBUCHbIX nogkntoveHun: ServiceConnectionType.Create, ServiceConnectionType.Read,
ServiceConnectionType.Update, ServiceConnectionType.Delete.

B Indeed PAM ecTb cnegytouime BCTPOEHHbIE TUMbl CEPBUCHBIX NOAKITHOYEHNNA:

» Windows

 SSH

e Microsoft SQL Server
 MySQL

» PostgreSQL

» Oracle Database

» Cisco IOS

e Inspur BMC
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BCTpOGHHbIe TUNbl HENb3A U3BMEHUTb NN YOAINNTDb.

Bbl MoxeTe 006aBUTb COGCTBEHHbIE TUMbI CEPBUCHBIX MOOKIOYEHNIA.

[JobGaBneHne co6CTBEHHbLIX TUNOB CepPBUCHbLIX NoAKNOYeHUN

/\ NPEAYNPEXAEHUE

Ecnu cepsep ynpasneHus Bawwen nHctannsumm PAM yctaHosneH Ha xocte ¢ OC Windows, TO MOXHO

[06aBNsATb TONbKO KOHHEKTOPbI ¢ WabnoHoM powershell.

Ecnn cepsep ynpasneHus sawen nHctannaumm PAM yctaHoBneH Ha xocte ¢ OC Linux, TO MOXHO

006aBnATb TONLKO KOHHEKTOPLI € WabnoHom bash.

1. OTkpownTe pasgen KoHdurypauusa — CepBUCHOe noakstoveHue.
. Haxxmmte lo6aBUTL TN CEPBUCHOrO NOAKITHOYEHUS.

. B oTkpbIBLWIEMCA OKHe 3arpy3uTe ZIP-apxus ¢ gpaninom KOHHeEKTopa.

A WN

. 3apante HasBaHue CEepBUCHOrIO NOAKITHYEeHUA Uinn MCHOHbSyﬁTe 3Ha4YeHune, 3arpy>xeHHoe m13

MeTadaHHbIX.

(&)}

. Ecnn TpebyeTtcs, BBeaMte OnncaHue cepBMCHOIO NOAKMIOYEHMS.

6. Haxxmute [lo6aBUTb, 4TOOLI 3aBepLUNTb AoGaBneHne.

NMoarotoBka ¢hanyioB KOHHEKTOPOB

YUTtobbl nogrotoButh ZIP-apxmBe ¢ hannom KoHHeKTopa, ucnonbadymnte ytunuty Connector Creation Tool.
PenaKTMpOBaHMe COOCTBEHHbIX TUNOB CepPBUCHbLIX I10,D,KJ1I-O'~I€HVII7I

3arpy3V|Tb HOBbIW KOHHEKTOp OTpe,D,aKTMPOBaTb Ha3BaHuWe uiun onncaHue

1. OTkpownTe pasgen KoHdurypauusa — CepBUCHOE noaKIoYeHue.
2. Haxmute PepaktupoBaTtb psaom ¢ TpebyemMbiM TUMOM CEPBUCHOMO NOAKITHOHEHUS.

3. Haxxmute CkavaTb apxmB 1 BbiGepuTe nanky Ha KOMMNbOTepe ANs coxpaHeHus Tekyuero ZIP-apxusa ¢
dannom KoHHeKTopa. OTOT apxmB NOHaZobuUTcA, 4Tobbl BOCCTAHOBUTL NpeabiayLlee COCTOsHUe
CEPBUCHOTO MOAKITHOYEHUS], €CNN NPUY 3arpy3ke HOBOIO apxmBa BO3HUKHET OLInbKa.

4. 3arpysuTte HOBbIN ZIP-apxuB ¢ hannnoM KOHHEKTopa.
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5. Ecnu Tpebyetcq, otpegaktupynte Hazsanme n/unn Onucaxwue.

6. Haxxmute CoxpaHuTb, YTOObI 3aBepLINTL pegakTupoBaHue.
HPOCMOTp KoAa CKPUNnTa KOHHEeKTOpa

1. OTkponTte pasgen Kondurypauusa — CepBUcCHOe noakstoveHue.

2. Haxmute MNMoka3aTb Koa ckpunTa psiaoM ¢ TpebyemMbiM TUNOM CEPBUCHOMO MOAKITHOYEHUS.
Y,qanel-me COOCTBEHHbIX TUNOB CepPBUCHDbLIX I10,E|,KJ1I-O‘-IeHVIl7I

1. OTkponTe pasgen KoHdurypauusa — CepBUCHOe noakKstoYeHue.

2. HaxmuTe Yaganutb psigom ¢ TpebyemMbiM TUNOM CEPBUCHOIO MOAKMYEHUS.

() NPUMEYAHVUE

Henbas yoarnuntb TUM CEpPBUCHOIO NOAKITHOYEHUA, eCri CyLLeCTBYET pecypC C TaKUM TUTOM.

3arpy3ka wabnoHa SSH-koHHeKTOpa

LLIabrnoH cepBUCHbLIX OnNepauuin yHuKkaneH ns Kaxgoro guctpmubytumea *nix. B coctaBe auctpubytuea no
nytn IndeedPAM_3.2_RU\indeed-pam-tools\ssh-templates\ npunoxeHbl lWabnoHbl 415 NepevncrieHHbIX

HWXe OUCTPUBYTMBOB *niX.

v LWabnoHbl SSH-koHHEKTOpPOB B cocTaBe AuctpubyTtmea Indeed PAM

o Alt

e Astra

o CentOS
e Debian
o FreeBSD
e Gentoo
e Oracle

e RedOS
 RHEL

e Rocky




e SLES
e Ubuntu

YT106bI f06aBUTL WabnoH B Indeed PAM:

1. OTkponTte pasgen Kondurypauusa — CepBUCHOe noaksitoveHue.
2. BHyTpu 6noka SSH HaxmuTe [lo6aBUTL.

3. BbibepuTe dain ¢ Hy>kHbIM BaM LwabnoHom SSH-koHHekTopa 13 auctpubyTmnea no nyTu
IndeedPAM_3.2_RU\indeed-pam-tools\ssh-templates)\.

[nsa paspaboTku gpyroro wabnoHa obpaTtntech B Criy>k0y TEXHNYECKON NOOAEPKKN.

CeTeBble pacnorioXXeHus

B pa3aene MoXxHo nobaBunTb ceTeBble pacnornioXXeHu4, 4YTOObI paspelnTb NoAKITHHEeHUe K pecypcam TOJIbKO

C 3aJaHHbIX CeTEBbLIX apeCcOoB.
Ytobbl nobaBnTb ceTeBoe pacnonoxeHune:

1. Haxxmute [lo6aBUTH.
2. Beeante Ums.

3. [lo6aBbTe CeTeBble agpeca pecypcoB, KOTOPbIM TpebyeTcs BblAaTb OrpaHUYEHHOE MOLKITHYEHME.

Tern

B aTom pasgene otobpaxatoTcsa Bce co3gaHHble Tern. [1o ymonyaHuio Term oTCopTMpOBaHbl Mo andasuTty B
npamMoM nopsigke. YTobbl oTcopTUpoBaTh MX B 0OBpaTHOM nopsiake, HAXXMUTE Ha 3arofioBOK Tabnuubl,
ctonbev Terwn.

YT1o6bl co3aath Ter:

1. Haxxmute Co3pathb.

2. Beegute Uma tera. OHO MOXeT coaepxatb OT 2 A0 50 CMMBOSIOB 1 MOXET COCTOSATb TOMbKO U3
naTMHULbI, KNPUNAUbl, unudp 1 cneucumBonoB. ima Tera AomkKHO ObiTb YHUKANbHO BHE 3aBUCUMOCTU

OT perncrtpa. Hanpmmep, eCliIn 'y BacC yxe eCTb Ter «BaxHo», TO co3aaTb TEr «BaXXHO» He yoacTcA.

3. BblbepuTe UBET.
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4. OcTtaBbTe onumio OTobpaxaTb Ter B KoHconu nonb3oBatens (UC) BkntodeHHON. Ecnn BbIKNIOYUTD
OnuMIo, TO TEroM CMOTyT NONb30BaTbCH TOMNbKO aaMuHucTpatopsl PAM B MC.

5. 3aBepwunte gobasneHne Haxatnem CoOXpaHUTb.

YT00ObI HATWU TEr:

1. BBeguTte nms Tera B MOMCKOBOW CTPOKE MOSTHOCTbIO UMK YaCTUYHO.
B nHcTtannaumsax PAM Ha PostgreSQL nownck pernctposasmcumbin. Hanpumep, ecnn y Bac eCTb Ter
«BaxHo», TO OH He oToBpa3nTca Npu BBOAE B MOMCKOBOW CTPOKE «BaXKHO» C ManeHbkon BykBbl. B
nHctannaumax PAM Ha Microsoft SQL nouck pernctpoHesaBnCUMbIN, TO €CTb TEr 0TOBpasnTcsa npu
BBOJE €ro Ha3BaHus U C MPONUCHON, N CO CTPOYHOM OYKBBbI.

2. Haxxmmute ENTER mnnu O\

YTo6bl OTpeaakTupoBaTh Ter:

1. BbibepuTte Ter B cnucke.
2. Haxxmute PepakTupoBaTth.

3. BHecuTe nameHeHna. ECTb BO3MOXHOCTb U3MEHUTb UMSA Tera, uBeT " BUOMMOCTb Tera B KOHCOIA

norib3oBarterns.

4. 3aBeplunTe pegakTMpoBaHue Haxatuem CoXpaHUTb.

YTobbI yAanntb OOVH NI HECKOJTbKO TEroB:

1. BbiGepute 04MH UM HECKOIbKO TEroB B CMMUCKE.
2. Haxxmute Yoanuts.

3. MogTBepauTte yoarneHne Haxatnem Yoanutb BO BCNIbIBalOLLLEM OKHE.

(D NPUMEYAHUE

Mpwn yaaneHum Ter CHAMETCHA CO BCEX PECYPCOB, K KOTOPbIM Oblf1 MPYMEHEH.

MOHUTOPUHT

Indeed PAM aBTOMatnyecku onpeaensiet Hemcnonb3yemble paspeLlleHns. ADMUHUCTPATOP MOXET OTO3BaTb

Takme paspelleHnd, YTOObI MUHUMN3NPOBATb N30bITOYHbIE npuBunernn.

MapameTp CunTaTh paspelueHne Hencnosb3yemMbiM, eCliv UM He Nosfb3oBanuch 6onee 3agaert
KONMYECTBO AHEelN OTCYTCTBUS aKTUBHOCTU MO pa3peLleHnto, Npu NpeBbiLLeHNM KOTOPOro paspeLleHme



CHMTaAETCA HEUCNOJb3yEMbIM.
Mcnonb3oBaHneM paspeLleHns cumTaroTcA cnegywwine OencTBus:

e YCMeLUHbIN 3amnyCcK CECCUN;
e MPOCMOTP UIN U3MEHEHMNE YYETHbIX AaHHbIX;

e MpPOBEpKa paspeLLeHnst Ha UCMoNb3oBaHNe pamsu.

JTlnueH3unn

NMony4yeHue

1. CkonupyunTte 3HayeHue 13 nons ID nHcTannauuu.

2. lNepepnanite aTOT MOEHTUPUKATOP NHCTANNALUN B TEXHUYECKYIO NOAOEPXKKY ONSA Bbinycka danna

NIMUEH3NN.

3. JoxanTtecb OT TEXHMYECKOW NOAOEPKKN OTBET C channiom nuueHsnmn suga PAM _ezea.mm.d0.lic.

[Nob6aBneHue

Haxmunte lo6aBuTb 1 BbibepuTe dann nnuueHsuu.

YnaneHue

OTmeTbTe OfHY UMM HECKOSNBLKO NULIEH3UI N HaXMUTE YaanuTb.


http://localhost:3000/privileged-access-manager/3.2/problem-solving/tech-support/

YKasaHue AnNUTeNnbHOCTU CerMeHTa
Buaeo npu 3anmcu RDP-ceccun

Bo Bpemsa RDP-ceccum 3anucbiBaeTcs Bugeo ¢ pabodero ctona yganeHHoro pecypca. Buaeosanvuce RDP-
Ceccun JenuTcst Ha cerMeHTbl. Yem AnnHHee cermMeHT Buaeo3anuncu, Tem cunbHee Harpyxaercs CPU B

OTKPbITOM CECCUN.

YT1o6bI CHN3NTL Harpy3ky Ha CPU, ymeHbLLnTe 3HadeHne cneaytowero napametpa: Kondurypauma —
CucreMHble HacTPOUKN — [ANUTenbHOCTbL CerMeHTa 3anmMcbiBaeMoro BUAe0 B KOHCOMNM

agMmuHuctpatopa PAM.



Pabota ¢ Connector Creation Tool

Connector Creation Tool (CCT) — aT0 yTunuTta KOMaHgHOW CTPOKM ANS CO3AaHuns U OTNnagkm cOGCTBEHHbIX
TUMOB CEPBUCHOrO noakntoyeHns. Co3gaHHbI C NOMOLLBIO 3TOW YTUNUTLI apxmB 3arpyxaetcs B PAM B

pasgene KoHdurypaumsa — CepBUCHOe noakritoveHue.

NMpenBapuTenbHble TpeboBaHUS

[nsa 3anycka Ha Windows HeT JononHuTeNbHbIX TpeboBaHUMN.
[nsa 3anycka Ha Linux TpebyeTcs Hannume yctaHoBrneHHbIx Microsoft .NET Core 8 n Docker.

NMoaroroBka

1. Ons yno6ctBa pabotsl ¢ ytunuton Connector Creation Tool (CCT) go6aBbte Ansi Hee NCeBAOHUM C
MOMOLLbIO KOMaHAbl, Yka3aHHOW Huxe. [Nepen BbINONMHEHNEM KOMaHAbl 3aMeHuTe <nyTb Ao CCT> Ha TO

pacrornoxeHue B (pannoson cucteme, no kotopomy Haxoautcs Connector Creation Tool.

BbinonHUTe ykasaHHyt0 KOMaHAy, 3aTeM 3aKponTe TepMUHan u OTKPOMUTE 3aHOBO.

Windows Linux

Ho6aBneHne nytn ao CCT B nepeMeHHyI0 OKpYyXeHuUs

"New-Alias cct <nyTb go CCT>\Pam.Tools.ConnectorCreationTool.exe" | Add-Content
$PROFILE

2. CospgaunTe nanky Ans KOHHeKTopa u nepenauTte B Hee:

CosaaHue nanku Ans KOHHeKTopa

mkdir my_ connector
cd my_connector

3. Cospaiite WabrnoH KOHHEKTOPA C NOMOLLbIO KOMaHdbl new:


http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/configuration/#adding-new-connection-types-srv
http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/configuration/#adding-new-connection-types-srv
http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/configuration/#adding-new-connection-types-srv

Co3gaHue WabnoHa KOHHEeKTopa

cct new

Tun KoHHekTOpa BbibMpaeTca B 3aBucumoctn ot OC: Ha Windows — ps1, Ha Linux — sh. MNpwu
HeOB6X0AMMOCTU MOXXHO NOMEHATb TUM B ONUMAX KOMaHAbl new, NOAPO6HY0 MHOPMaLUIO CMOTPUTE B

CripaBO4YHMUKE KOMaHA.

[Mocne BbINONHEHWST KOMaHAbl B AUPEKTOPUM NOABATCA OCHOBHbIE dhansnbl KOHHeKTopa. [NogpobHyto

MHOPMALMIO CMOTPUTE B MYHKTE CTPYKTYypa KOHHEKTopa.

4. B panne connector.ps1/sh no ymonyaHuo eCcTb MeTOAbI, KOTOpble TpebyeTcs peann3oBathb.
M3HayanbHO OHKM BO3BpaLLaloT OWMOKY 1 cogepaT 3aKOMMEHTUPOBaHHbIE NPUMEpPbLI C KOPPEKTHO

BO3BpaLwaemMbiM OaHHbIMW. Peanm3y17|Te 3TN MEeTOObl.

() MHOOPMALIMSA

OCHOBHOW CKpMNT KOHHEKTOPA AOMMKEH OblTb HanNncaH Ha s3bike bash nnu powershell, B
3aBMCUMOCTM OT BbIOPaHHOIO TMna KOHHEKTopa. [pu aTom Anga peanu3aumm MeTo40B MOXHO
NCNoNb30BaTh NHObIE A3bIKN N TEXHOMOIMMK, B 3aBMCUMOCTM OT TOro, Ha YeM yaobHee aenatb
obpaLlleHus Kk pecypcy. B atom cnyyae noHagobuTtcs B OCHOBHOM ckpunTe connector.ps1/sh

BbI3bIBaATb BalLLUW CKPUMTbI UMK NCNOJTHAEMbIE CbaVIﬂbl, CO34aHHbI€ Ha OpYrmnx A3blKax.

5. MNepexoauTe K OTNagke KOHHEKTopa.

OTtnapgka

Mocne Toro, kak MmeToabl B CKpunTe pearnn3oBaHbl, MOXHO NMPOBEPUTb KOPPEKTHOCTb X BbINOJIHEHUA C

MOMOLLbIO KOMaHAb! run . MoapobHyt MHOPMaLMIO O KOMaHAe run CMOTPUTE B CIPABOYHUKE KOMaHL,.

1. MNpoBepbTe coeanHeHne 0O KOHHEKTOpaA.

I'IpOBepKa coegnHeHus 4O KOHHEeKTopa

cct run test_connection -a <DNS wam IP-agpec KOHHeKTOpa>

2. MpoBepbTe KOMaHAY YCTAHOBKM Naponsi Ansi Nonb3oBaTens.



YcTaHoBKa napons Ansd nonb3o0BaTens

cct run set_user password -a <DNS wnu IP-agpec KOHHeKTOpa> --user <MnonAb30BaTeNb> --
new-password <HOBbI1 Naponb>

3. I'IpOBepre KOMaHAy YCTaHOBKU KIlko4a A4 noJjib3oBaTerid.

YcTtaHoBKa KJito4a AnA nonb3oBaTtens

cct run set_user_key -a <DNS unu IP-agpec KOHHEKTOpa> --user <nojib3oBaTenb> --o0ld-
key-path <cTapbim knw4> --new-key-path <HOBbI Ka4>

4. [NpoBepbTe KOMaHAy NPOBEPKN Naponsa nofnb3osaTens.

MpoBepka napons nonb3oBaTens

cct run test password -a <DNS wnu IP-agpec KOHHEKTOpa> --user <noab3oBaTenb> --
password <naponb>

5. I'IpOBepre KOMaHAy NpoBepKU Kriro4a nosjib3oBaTesid.

MpoBepka knio4a nonb3oBaTens

cct run test_key -a <DNS wan IP-agpec KOHHeKTOpa> --user <nosb3oBaTesb> --key-path
<KJIH04 >

6. [poBepbTe KOMaHAY NPOBEPKM HANUYNA HeynpaBnseMblX KIoYen.

HPOBepKa Hanun4yua HeynpaBnsdeMbIX Krno4ven

cct run test _unmanaged keys -a <DNS wau IP-agpec KOHHeKTOpa> --user <nojb3oBaTesb> -
-key-path <knwo4>

7. MNMpoBepbTe KOMaHAy yaaneHuna HeyrnpaBniaeMblX KItouen.

YpnaneHue HeynpaBnsieMbIX Nonb3oBaTenemM Knroyeun



cct run remove_unmanaged_keys -a <DNS unu IP-agpec KoHHekTopa> --key-path <knw4y>

8. NpoBepbTe KOMaHAY NonyyYeHUs MHOpPMaLuumn o pecypce.

Mony4yeHne nHdopmauum o pecypce

cct run get resource_info -a <DNS wau IP-agpec KOHHeKToOpa>

9. NpoBepbTe KOMaHAY NonyyYyeHns MHopmauum ob akkayHTe.
Mony4yeHne nHdopmauum o6 akkayHTe
cct run get_account_info -a <DNS wau IP-agpec KOHHeKTOpa> --user <nosb3oBaTesb>
10. NpoBepbTe KOMaHAY NOMyYEeHUsT CNMCKa Nosib3oBaTenen.
MNMonyyeHne cnucka nonb3oBartenen

cct run get_users -a <DNS waum IP-agpec KOHHeKTOpa>

11. MNocne NpoBepKM BCEX CEPBUCHBIX OnepaLuii NepexoamnTe K yrnakoBke KOHHeKTopa.

YnakoBKa

Ynakynte danrnel koHHeKTopa B ZIP-apxus, 4Tobbl B AanbHenwem 3arpy3mntb ero B PAM. [1ns atoro
BbIMOMHUTE CreayoLLYy0 KOMaHAy B TOW Xe ANPEKTOPUN:

YnakoBKa KOHHEeKTOpa

cct pack

Moapo6Hyto MHbopmaLmMio 0 KomaHae pack CMOTPUTE B CNpaBOYHMKE KOMaHA,.

lotoBbI ZIP-apxuB ByaeT 3anucaH B poguTenbckyto aupektoputo. lanee nepexogute B PAM B pasgen

KoHdurypauus — CepBucHoe nogkrroveHune, Ytobbl 3arpy3ntb ZIP-apxmB KOHHEKTOpPA.


http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/configuration/#adding-new-connection-types-srv
http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/configuration/#adding-new-connection-types-srv
http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/configuration/#adding-new-connection-types-srv

CTpykTypa
B ZIP-apxnBe KOHHEKTOpa eCTb TPM OCHOBHbIX (hanna:

e info.json — meTafaHHble KOHHEKTOPA;
¢ info.schema.json — JSON-cxema dawnna info.json;

e connector.ps1/sh — cKpunT, BbINOMHSAIOLLNIA CEPBUCHBIE OnepaLun.

Kpome OCHOBHbIX ¢0aniioB KOHHEKTOP MOXET coaepaTb ntobble gpyrne dansnbl, B TOM Ynucne 6uHapHbie,
Kpome dpannoB ¢ UMeHeM wrapper.ps1 v wrapper.sh 3Tn nmeHa annos 3apesepBupoBaHbl nogq PAM gnsa
BCMOMOraTenbHOro CKpunTa Ans 3anycka KOHHeKTopa.

MakcumanbHbIn pasmep ZIP-apxmBa koHHekTopa — 100 MB.

Mpumep channa info.json

"$schema": "info.schema.json",
"Id": "TestBashConnector",
"Name": "Test Bash connector",
"Description”: "This is a test connector",
"Version": "1.0",
"CreatedAt": "2024-12-05 14:45:0372",
"ConnectorType": "sh",
"ScriptTimeout": 30,
"IsKeyServiceOperationSupported": false,
"LinuxSandbox": {
"Image": "my-test-connector:1.0",
"CpuLimit": "@.5",
"MemoryLimitMb": "512",
"StoragelLimitMb": "1024",
"PidCountLimit": "8"

e $schema — uma danna JSON-cxembl.
e Id — naeHTMdUKaATOP KOHHEKTOPA, AOMKEH OblTb YHUKaNbHbIM B pamkax PAM.

e Name — MMSA KOHHEKTOpa, koTopoe ByaeT otobpaxarbcs B PAM, OOMKHO BbITh YHMKANbHBIM B paMKkax
PAM.



e Description — onucaHvne KOHHEKTOpa, KOTOpOoe MOXHO ByaeT NPOCMOTPETL B AeTansX KOHHEKTOpa B
PAM. OnuuoHanbHoe none.

e Version — BepcusA KOHHEKTOpa.
e CreatedAt — BpeMsi CO34aHUSA KOHHEKTOpA, YKa3blBaeTCA aBTOMaTUYECKM Npu ynakoBKe KOHHEKTOpPA.
e ConnectorType — TN KOHHeKTOpa (sh unu ps1).

e ScriptTimeout — TariMayT paboTbl KOHHEKTOpPA B cekyHaax. Ecnv npu BbINONHEHWUN CEPBUCHOM
onepaummn CKpUNT He 3aBEPLUUTCS 3a YKa3aHHOe BpeMsl, TO onepauusi 3aBepLunTcs No TanmayTy.

e IsKeyServiceOperationSupported — napameTp, NOKasbiBalOLWUN, NOLAEPKUBAET NN KOHHEKTOP
paboty ¢ SSH-kntoyamu. Ecnn B ckpunTe peanu3oBaHbl onepaumm ¢ SSH-knovamun, 1o ykaxuTe true.

e LinuxSandbox — onuuoHanbHbIn pasgen. CoaepXXnT HaCTPOVKN AN nepeonpeaeneHns HacTpoek no
ymorndanuto Docker-necoyHuubl, ykasaHHblx B Core/appsettings.json.

e Image — Ter Docker-obpasa Ans BbINOMHEHNS NECOYHULbI.

e CpuLimit — orpaHunyeHune pabotel CPU ogHOro KoHTenHepa necovHuLbI.

e MemoryLimitMb — orpaHuyeHune paboTbl N0 NaMATM OOHOIO KOHTENHEepPa NeCOYHULbI.

e StoragelLimitMb — orpaHu4eHve BPEMEHHOro XpaHunuLia ogHOro KOHTeNHepa NecoYHULbI.

e PidCountLimit — orpaHuyeHue KonuyecTsa NPOoLIeCCOB OAHOMO KOHTeMHepa NecoYHNLIbI.

() MHOOPMALIMSA

Ansa PowerShell-koHHEKTOPOB NECOYHULLbI HET.

CnpaBO4YHUK KOMaHA

new

Cospaet wabnoH Ans HOBOro KOHHekTopa. [laHHasa komaHaa reHepupyeT dannel info.json, info.schema.json

n connector.ps1/sh B ykazaHHOW OUPEKTOPUN.

Windows Linux

Mpumep 3anycka KOMaHAbI

<nyTb o CCT>\Pam.Tools.ConnectorCreationTool.exe new -t psl -p
C:\Users\user\documents\folderil\



I'IapameTp bl KOMaHAbI new

Uma Ob6s3aTenbHbIN OnucaHue
-v, --verbose — BkntounTb nokas JononHUTENbHbIX NOroB.
MyTb oo KaTanora, B KOTOpPOM OyayT co3aaHbl hannel info.json n
-p, --path path — connector.ps1.

Ecnn He ykasaH, To dhannbl 6yayT co3gaHbl B TEKYLLEN Nanke.

Twun ckpynTa KOHHEKTopa. Bo3MOXHble 3HadYeHus: sh, ps1.

e sh — BbINOSHAOTCA TOSMbLKO Ha Linux (bash)

-t, --type type —
* ps1— BbinonHawTca Tonbko Ha Windows (powershell)
-h, --help — MHdbopmaums 06 ncnonb3oBaHnmn n NOMOLLb.
pack

Cospaert ZIP-apxvnB KOHHEKTOpa 4SS nocrnenyoLLen 3arpy3km B KOHCONM agMuUHUCTparTopa.

Windows Linux

Mpumep 3anycka KOMaHAbI

<nyTb o CCT>\Pam.Tools.ConnectorCreationTool.exe pack -p
C:\Users\user\documents\folderl\ -n b80d094b715aa08375b87e9.1.1

MapameTpbl KOMaHAbI pack

Umsa Obsa3aTenbHbIN OnucaHue

-v, --verbose — BknounTb Nokas JONONHUTENbHbIX JTOroB.

-p, --path path — MMyTb 0O KOHHEKTOpA.



Nma Oba3aTenbHbIN OnucaHune

Nms ZIP-cbanna 6e3 ykasaHus pacwmpenns ZIP. o ymonyaHuto

-n, --name name — UMS COCTOMUT U3 3Ha4YeHur nonen ID n Version dpanna
info.json.
-h, --help — NHopmaums 06 ncnonb3oBaHnmn n NOMOLLb.
hash

PaccuntbiBaeT xew SHA-256 danna. Micnonbayetca ans obecnevyeHns LLenocTHOCTH halinos.

Windows Linux

Mpumep 3anycka KOMaHAbI

<nyTb Ao CCT>\Pam.Tools.ConnectorCreationTool.exe hash -p
C:\Users\user\documents\folderl\

MapameTpbl kOMaHAbl hash

Umsa O6Gs3aTtenbHbIN OnucaHue
-v, --verbose — BknounTb Nokas g4ONONHUTENbHbLIX FOroB.
-p, --path path Aa MyTb OO KOHHekTopa (ZIP-apxmB).
-h, --help — MHdbopmaums 06 ncnonb3oBaHnn n NOMOLLb.

run

3anyckaeT KOHHEKTOP, BbINOSHAET CKPUNT KOHHEKTOPA B YKa3aHHOW OUPEKTOPUN.

Windows Linux




Mpumep 3anycka KOMaHAbI

<nyTb o CCT>\Pam.Tools.ConnectorCreationTool.exe run test connection -p

C:\Users\user\documents\folderl\ -a 192.168.5.1

MapameTpbl KOMaHAbI run

Umsa Ob6s3aTenbHbIN
-v, --verbose —
-p, --path —
-a, --address address [a

--port port

-sa, --service-account account

-sp, --service-account-password password

-skp, --service-account-key-path key-path

-slt, --service-account-location-type location-type

--disable-sandbox

-h, --help

KomaHapbl, KOTOpPblIe MOXHO 3anyckaTb € MTOMOLbIO run

OnucaHue

BknounTb nokas

OOMONMHUTESIbHbLIX JTOroB.

MyTb 80 KOHHekTOpa (ZIP-
apxvB UNW OUPEKTOpUS).

Apnpec KOHHeKTopa B Buae
DNS vnu IP.

[MopT kKOHHEKTOopA.

Mmsa cepBUCHOro akkayHTa.

Maponb cepBUCHOro
aKKayHTa.

Knto4 cepBMCHOro akkayHTa.

Tun HaxoXaeHus
CEPBMCHOrO akkayHTa.
Bo3moxxHble 3Ha4YeHus:

Domain, Local.

OTKNIOYUTL NECOYHN Ly.

NHdopmaums 06

MCIoJsib30BaHNN N MOMOLLIb.



NUmsa

test_connection

set_user_password

set_user_key

test_password

test_key

test unmanaged_keys

remove_unmanaged_keys

get_resource_info

get_account_info

get_users

OnucaHue

npOBepI/ITb coegnHeHmne 0o KOHHEKTOopa.

YcTaHoBUTL naporsib Aangd nosjib3oBaTern4.

YcTaHOBUTDL KIoY Ans nonb3oBaTtens.

[MpoBepuTbL Naporib Nonb3oBaTens.

[MpoBepUTb KIHOY NONb30BaTeNs.

[MpoBepuTb HanMume HeynpasBnseMbIX KIHYen.

Yoanutb HeynpaslideMble NoJib3oBaTerieM KIo4u.

MonyunTb MHpOpMaLMIo 0 pecypce.

MonyunTb MHpopmaumo 06 akkayHTe.

[Mony4nTb CNNCOK Nosib3oBaTesnen.



Ponu

Pasgen npegHasHayeH aAna HacTPOVKK NnpuBuUiernin nons3osatenen-agmmHmucTpatopos PAM B KoHcoNm

ynpasrneHna Indeed PAM.

NpeaBapuTenbHasa HacTponKa

MNMocne nepBoro BXxofa B KOHCOMb agMUHUCTpaTopa notpebyeTcs 4o6aBUTh TEKYLLEro Nnonb3oBaTens B

cocTtaB ponu Administrator, pnga aToro:
1. MNMepenante B pasgen Ponu
2. OTkponTte ponb Administrator n nepengute B nogpasgen Cocras ponu

3. Haxmute [lo6aBUTb, BbIbEpPUTE TEKYLLErO NONb30BaTens n JobaBsTe ero B COCTaB ponu

Administrator 2 INDEED-ID\Administrator *

O51Wan MHGopMauma + NoBaewts
CocTae poau

Mpuenaerin [l WMma nonszoeatens

] INDEED-IDMVAdministrator

4. 3aHOBO BONANTE B KOHCOIb ynpaslieHNA " y6e,1:|,|/1Ter, YTO B KOHCOJTN NOABUITNCL OCTallbHbl€ pa3fersibl.

NMpepycTtaHoBrEeHHbIE pOonuU

Mocne yctaHoBKM ByayT focTynHbl ponu Administrator, Operator u Supervisor.

/\ NPEAYNPEXOEHUE

BHumanwue! MNMocne nepexofa Ha HOBYO BEPCUIO TpebyeTcsa NpoBEPUTbL COCTaBbl NPUBUMErUNA Y BCEX

NCMonb3yeMblX Ponen.


http://localhost:3000/privileged-access-manager/3.2/appendix/privileges-list/

Ansa ponu Administrator BKntoYeH NonHbIN HABop NpuUBUNETNIA.

[na ponn Operator BKITHOYEHbI npuBunernn, no3sondrolme BblaaBatb UK OT3biBaTb pa3peLleHnA (K

npumepy, obpabaTbiBaTb 3asiBKW HA AOCTYM), @ TakKe BbIMOMHATL NPOBEPKY NPUBUNErNMPOBAHHbBIX YUYETHbIX
3anmcen 1 4OCTYMHOCTb KOHEeYHbIX Pecypcos.

Ponb Supervisor npegHasHadeHa s nomMcka u NpocMoTpa 3Ha4YeHU, 3a UCKoYEeHMEM naponen Y4eTHbIX
3anucen. MNpueunerum Ha gobaBneHne 1 3MeHeHMe 3Ha4YeHUN oTKMoYeHbl. Ponb ByaeT nonesHa gns
KOHTpons 3a paboton agMmuHuctTpatopos PAM.

NanHble ponu sensotes MobanbHbiMK. Caenatb porb JTokarnbHOM MOXHO TOMBKO MPY CO34aHUM HOBOA
ponu.

Co3pnaHue HOBbIX poneun

() NPUMEYAHVUE

[N BbINONHEHNSA onepauuini ¢ posisiMu HeobxoanMmbl npusunernn ynpasrieHnAa pondamMmm goctyna.

BbinonHuTe cneayowime warm:

1. Nepenante B pasgen Ponu, Haxxmnte [lo6aBUTL, YKaXUTe UMs 451 HOBOW ponuv, Ans co3gaHns
nokanbHOW ponu Bkno4ymTe onumio JlokanbHasa. HoBasi ponb 4o06aBUTCS B CNUCOK POSEN.

2. OTkponTe co3aaHHyto porb, nepengute B pasgen NMpuBunerun, Boibepnte Heobxogmmbli Habop
NPUBUIErMN N COXPaHUTE U3MEHEHUS.

HoBasa ponb =

Wima ponn

AnMUHWCTPaTOP OTAENa MHPOPMALMOHHORA BE30N3CHOCTM

NokansHan

Ana npedocmasnedus npae 8 pamMkax 00Ho20 nodpasdeneHus UCnoAL3yLIMe AOKAALHYI0 PO




[lobaBrneHue nonb3oBaTesien B COCTaB pPonu

Ytobbl HAa3HauYUTb npusunernn agmmHucTpatopam PAM, BbINONHUTE cnegywuine nencTems:

1. Nepengute B pasgen Ponun, oTkponTe HEOOXOAMMYHO POsb.

2. MNepenguTe B pasgen CoctaB ponu, HaxvmnTe flobaBuTb. Buibepute nogpaspeneHme, 3atem

norib3oBaTterns.

BoibepuTe nogpasaeneHve =
Kma Q

Aupekyna

®  Oraen vHbopMaumoHHol BezonacHoCT

O7aen uHGopMaLWOHHOR BE30NacHOCTK Bnepepg,

/\ NPEQYNPEXAEHUE

Ecnn nonb3oBaTtenb gobaBneH B COCTaB HECKOMbKMX POSien, TO OH Nosiy4aeT CyMmMmy npuBuniernin n3
BCEX CBOMX poremn.

YpoaneHue poneu

Mepengute B pasgen Ponu, oTMeTbTE OOHY UM HECKOSBbKO posier, HaxkmuTte YaanuTb.



NMpunoxeHus

AAPM (Application to Application Password Management) — 310 Habop METOAO0B M MHCTPYMEHTOB )15

aBToOMartu3auuun nonyveHusi naponen n SSH-knoven (y4eTHbIX AaHHbIX) Y3 NpUnoXeHUsMu.

A NPEAYNPEXOEHUE
[nsa ncnonb3oBaHus MpunoxeHun Tpebyetca umets AAPM-nnueHsuu.
Y100bI fO06aBUTL NpunoxeHue B Indeed PAM:

1. Mepengnte B pasgen MpunoxeHusa B KOHCONM agMUHUCTPATOpPa.

2. Haxmunte lo6aBUTB.

B KOMMAHUS MpunoxeHus
nHONO
Vims Q
& TMonbsosatenm
an [pynnel nonb3osateneii + Jo6asuTs
ﬁ Pecypcel
B3 Mpynnel pecypcos Nma Onucaxue
B Yuettbie sanucn §5) MyApplication Test app
B3 JomeHnl PGAdmin external PG
SMSS external SMSS

;'1. CrpykTypa

MpunoxeHus

HacTponka npmnoxeHuun:

B pas3aene npunoxXeHma MOXHO:

° 3aﬂaBaTb NMA MPUNOXeHna, onncaHne, HaCTpouTb TUN ayTeHTI/ICbVIKaU,I/II/I.



o [loGaBnAatb AOMWHUNCTPATOPOB MPUITOXEHUA. 970 no3Bonset npocMaTpmBaTb Naposib OT 3TOIo

npunoxeHnsa B UC.
o [106aBnATb paspeLueHus.
o Cb6pacbiBaTb Naporsb.
e YaanuTb NpUIioxXeHme.

° ﬂpOCMOTpeTb BblaHHblE pa3pelleHna n cobbITuA, KOTOpbIE NMpon3owsin B CuCtemMe PAM gns atoro

NPpUNoXxXeHund

UTtoObl o6aBnTL paspeLueHme NpUnoXKeHuto:

Haxmunte [lo6aBUTHL pa3speLueHue.

BbiGepuTe nogpasgeneHue.

BbibepuTe y4eTHyto 3anmcb, OT KOTopol TpebyeTcs nonyyaTs napossb.

HacTponTe Bpemsi paboTbl paspeLleHunst 1 onvcaHue.

3aBepLunTe co3naHune paspeLleHus kHonko CosaaThb.

B KOMMAHUA MyApplication

nHOMO
18 Nobaeuts paspelieHue & CBpocute naponb [ Yaanure
- [lonszosatenn
ah [pynnel nons3osareneii MyApplication #
Test app #
E Pecypcol
@ Mpynnet pecypeos YcraHoENEH
E YuerHuie zanucum G 192.168.147.3 #
4
B [lomeHsl
ALMMHWUCTPATOPSI PazpelwweHws Cobeitma

& Crpyxaypa

Mpunoxenna T S—
L L ¥

Monesoeatens

£= Pazpewenua victor.osipov@indeed test

AyTeHTUdMKaLMA NPUNOXKEHUN:

MpunoxeHusi, kKak 1 nonb3oBartenu, aytTeHTudunumnpytotesa Ha IDP 1 nonyyatoT TOKEH.



B03MOXHbI HECKONBKO CNOCO60OB ayTeHTUdMKALIMUN NPUMOKEHNIA:

1. CTaTU4HbIM Naporb — 3a4aeTca aBTOMaTUYeCKM Npy co3gaHum npunoxenus. AgmmHmuctpatop PAM
MOXeET copocuTtb vepe3 MC, HO He MoXeT NocMoTpeTb. [Nonb3oBatens PAM, senstowmica
aAMUHUCTPATOPOM KOHKPETHOIO NPUOXKEHUs, MOXXET MOCMOTPETb Naporib 3Toro npunoxenus B UC.

2. IP-agpec — onuunoHanbHo. IDP npoBepseT, 4TO 3anpoc Ha norlydyeHue TOKeHa npuven ¢ ykasaHHoro IP-
agpeca. 3agaetca agmuHuctpatopom PAM B MC.



Bbirpy3ka naponeu

B cniyyae HewtaTHOM cuTyaumm, npu otkase komnoHeHToB PAM npeaycmoTpeHa BO3MOXHOCTb BbIrPY3KU
naponen NpUBUNIErMpoBaHHbIX y4eTHbIX 3anncen n3 6assl PAM.

Bbirpy3ka BbINONHAETCA ¢ noMoLLblo yTunutel IndeedPAM_3.2_RU\indeed-pam-
tools\dump\Pam. Tools.Dump.exe.

PepakTupoBaHue KoHurypauymoHHoro panna

lMepepn ncnonb3oBaHMEM YTUNUTBLI OTKPOMUTE KOHUTYpaLMOHHbIN doann indeed-pam-

windows\MISC\Dump\appsettings.json n ykaxxute napameTpbl JocTyna k 6ase Core:
Cekuusi Database:
o Database — npoBangep ansa padotel ¢ CYB[,

o mssql — Microsoft SQL Server
o pgsql — PostgreSQL, PostgreSQL Pro

e ConnectionString — cTpoka nogkntoveHus k CYB[

w CTtpoka nogkntodeHus k MicrosoftSQL

o Data Source — unms cepsepa CYB[ nnn nmeHoBaHHOro ak3emnnigapa
o Initial Catalog — mMMs 6a3sbl AaHHbIX
o User ID — y4eTHas 3anucb ang pabotsl ¢ B[

o Password — naposb y4eTHOW 3anucu

o

Apyrve napameTpbl AOCTYMHbI B AOKyMeHTaumn no ctpoke nogkntodeHns SqlClient 3.0 .NET
Core

"ConnectionString": "Data Source=sql.domain.local; Initial Catalog=IPAMCore;
Integrated Security=False; User ID=IPAMSQLService; Password=password"

/\ NPEQYNPEXAEHUE



https://docs.microsoft.com/en-us/dotnet/api/microsoft.data.sqlclient.sqlconnection.connectionstring?view=sqlclient-dotnet-core-3.0#remarks
https://docs.microsoft.com/en-us/dotnet/api/microsoft.data.sqlclient.sqlconnection.connectionstring?view=sqlclient-dotnet-core-3.0#remarks

B cnyyae ucnonb3oBaHnsa nmeHoBaHHoro aksemnngapa Microsoft SQL Server 3HayeHne

napameTpa Server TpebyeTcs ykasblBaTb B yopMaTe umsi cepBepa\\MMsa aKk3emMnnspa.

"PamCore": "Data Source=sql\\instance;

v CTtpoka nogknitoveHms Kk PostgreSQL

o Host — ums cepsepa CYB[ nnm nmeHoBaHHOro ak3emnnsapa
o Database — mms 6a3bl JaHHbIX
o Username — y4eTHas 3anucb ans pabotbl ¢ B

o Password — Mapofb y4eTHOM 3anmcu

[¢]

[pyrve napameTpbl A4OCTYMNHbI B AOKYMEHTaLmMn no cTpoke nogknoyveHms Npgsql

"ConnectionString": "Host=sql.domain.local; Database=IPAMCore; Integrated
Security=False; Username=IPAMSQLService; Password=password"

Cekuma Encryption:

e Algorithm — anroputm wudpoBaHus 6asbl Core

e Key — kniov wngposaHusa 6a3sbl Core

3anycKk yTUnuTbl

YTunuta 3anyckaeTcs ¢ apryMeHTamu:

o decrypt-ssh-key — paclumdpoBKka 3aMdpPOBaHHOIO 3KCMNOPTUPOBAHHOIO ssh-knto4va y4eTHOM
3anucu.

e decrypt-password — paclumdpoBka 3aMdPPOBAHHOIO IKCMOPTUPOBAHHOIO NAPOS YY4ETHON 3anmncu.

e decrypt-secrets — paclumpoBKa yY4ETHbIX AaHHbIX YY4ETHbIX 3anucen U3 ykazaHHOW Unn BblGpaHHON
nanku.

e ssh-key — BbIrpy3ka SSH-knto4a npuBnnernpoBaHHOM y4eTHON 3anmcu, TpebyeTcs ykasaTb YYETHYIO

3anuck, Nnpumep:

Pam.Tools.Dump.exe ssh-key --name res2\administrator.


https://www.npgsql.org/doc/connection-string-parameters.html

password — BbIrpy3ka naponsi NpuBmnnernpoBaHHON y4eTHON 3anucu, TpebyeTcs ykasaTb YYETHYHO
3anncb, Npumep:

Pam.Tools.Dump.exe password --name res2\administrator.

all-secrets — BbIrpy3ka Bcex y4YeTHbIX AaHHbIX B nanky .\Results, nubo B ykasaHHyto. [Maponu 6yayT

BbIFPY>XeHbI B pann accounts.csv, knwum OyayT BbIrpy>XeHbl B Nanky sshKeys B oTaenbHble hansbl.
Mpymep KoMaHab!:

Pam.Tools.Dump.exe all-secrets --output c:\temp.
help — BblBOZ CrpaBKu.

version — BbIBOA MHOPMALMK O BEPCUN.



Pab6oTta ¢ PostgreSQL Proxy

HaunHas ¢ Indeed PAM 3.0 ctano Bo3amMoxHo oTkpbiBaTb SQL-ceccumn yepes PostgreSQL Proxy. 3to
no3BonsAeT NnpocMaTpueaTb TekcToBbI nor SQL-ceccui, brnarogapst yemy obecnednBaeTca 6onee nosHbIN

KOHTPOINb HaZ CeccusiMmn 1 ynpoLaeTcs paccreaoBaHne MHLUUOEHTOB.

Hactpouka knuenta CYB[

YacTo y knneHtoB CYB[] ecTb 0co6eHHOCTb paboThl: nocne noaknoyeHus k cepesepy b Anga BbINONHEHWS
SQL-3anpocoB oTKpbIBaeTCcs oTaenbHas ceccud. B atom cnydae B PAM Tak ke co3gaetcs HeCKOMbKO

Ceccui, YTO MOXET AOCTaBNATb HeyaobCcTBa NPy NPOCMOTPE TEKCTOBLIX JTOTOB.

UTto6b1 SQL-3anpockl BbINOMHANUCH B TOM e Ceccuun, YTo 1 nogknioyveHune kK cepeepy B, Hy>kHO HacTpouTb

knnenT CYB[. Hmke npuBeaeHa nHgopmaums, kak aTo caenatb Ha npumepe knneHta DBeaver.

1. OTkponTe DBeaver.

2. B neBow 4yactu akpaHa, B okHe Ba3bl gaHHbIx (Database Navigator) HariauTe B cnucke OOCTYMNHbIX

NOOKMIOYEHUN HYXXHbBIN CepBeEp, HAXXMUTE Ha HEro fIeBON KHOMKOW MbILLK U HAXXMUTE Ha Knasuatype F4.

3. B oTKkpbIBLLEMCS OKHE nepenanTe Ha Bknaaky MetapgaHHble (Metadata), BkntounTte onumio Hactponkm

6a3bl <ums cepBepa> (Datasource <servername> settings).

4. Ina napameTpa OTKpbIBaTb OTAENbHOE cCoOeAuHEHME ANA YTeHus MeTaaaHHbIX (Open separate
connection for metadata read) ykaxute onuuto Never 13 BoinagaroLLero cnncka.

5. MepenanTe Ha Bknagky PepakTop SQL (SQL Editor).

6. Ana napameTtpa OTKpbIBaTb OTAEeNIbHOE coeAMHeHUe Ana Kaxaoro peaakropa (Open separate
connection for each editor) ykaxute onuuio Never 13 BoinagaroLLero cnmcka.

7. CoxpaHuTe N3MEHeHUs1 HaxxaTmem kHornku OK.

8. lNMoBTOpPUTE BCE NEPEYNCIIEHHbIE AENCTBUA ANSA BCEX Balumx cepepoB bBl.

B3anmogeucrteue yepes SSL

PostgreSQL Proxy moxet pabotatb ¢ PostgreSQL Server yepes SSL. [1ns 3T10ro A0mMKHO ObiTb BbINOHEHO

ABa yCrioBuA:

e ucnonb3oBaHune SSL BknioyeHo B PostgreSQL Proxy;

e uncnonb3oBaHme SSL BkntoveHo B PostgreSQL Server.



YTto6bI NpOBEPUTDL, BKINOYEHO N ucnonb3oBaHne SSL B PostgreSQL Proxy:

1. OTkponTe hann koHdurypaunmn PostgreSQL Proxy appsettings.json.

2. Ecnn gnsa napameTpa SslIsRequired ycTaHOBMEHO 3Ha4YeHUe true, TO Ucnonb3oBaHue SSL
BKIOYEHO. Mo yMOnyaHuio BKIHOYEHO.

YUTtoObl NnpoBepuTb, BKNOYEHO N ucnonb3oBaHne SSL B PostgreSQL Server:

1. OTKponTe hann koHdurypaumm PostgreSQL Server postgresql.conf.

2. Ecnu onsa napameTtpa ssl yCTaHOBMEHO 3Ha4YeHWe on, a Takke NMelTcs Heobxoanmble cepTudmrkarhl,
TO ucnonb3oBaHne SSL BkNoYeHO. 10 yMOn4aHuIo OTKOYEHO.

A MPEOYNPEXOEHUE

Ecnn gns ogHoro M3 ykasaHHbIX KOMMIOHEHTOB MUCMNOMNb30BaHMe SSL BKMoYeHo, a ansa gpyroro
OTKJTIHOMEHO, TO COEANHEHNE YCTAHOBMEHO He ByaeT, NponsongeT owmnbKka NoaKIHYEeHUs.

v Bo3moxHO B3aumopaencTeme 6e3 SSL?

[a, Bzanmopenctene mexay PostgreSQL Proxy n PostgreSQL Server moxeTt npoucxoantb 1 6e3

ncnone3oBaHna SSL. [Insa atoro Tpebyetcs, 4Tobbl B PostgreSQL Proxy n B PostgreSQL Server
ncnonb3oBaHne SSL ObIno OTKNHOYEHO.

YkasaHue agpeca PostgreSQL Proxy B PAM

1. OTkponTe koHconb ynpasneHus Indeed PAM.

2. NepenagnTte B pasgen Kondurypaumsa — CuctemMHble HAaCTPOUKM.

3. B cekuun PostgreSQL Proxy 3anonHute none Agpec PostgreSQL Proxy.

OTKpbITUE ceccumn yepe3 PostgreSQL Proxy

OnuncaHo B pykoBoACTBE Nonb3oBatens, B nyHkTe [ogkntoueHune k pecypcy vyepes PostgreSQL Proxy.

NMpocmMmoTp TekcToBbIX noroB SQL-ceccun


http://localhost:3000/privileged-access-manager/3.2/user-manual/connection-to-the-resource/rdp-ssh-sql-connection/#connection-to-the-postgresql-proxy

UToObl NPOCMOTPETb TEKCTOBLIE FIOMN CeCccumn, OTKpbITON Yepes PostgreSQL Proxy:

1. OTKpownTe KoHconb ynpasneHus Indeed PAM.
2. OTkponTte pa3gen AKTUBHbIE CECCUN.
3. BbibepuTte HyxxHYyIO ceccuio.

4. Haxxmute TeKcTOBbIN FOT.

() VH®OPMALMSA

YuntbiBanTe, 4To pasHble SQL-KNMEeHTbl MOryT No-pasHOMY COXpaHATb TekCT SQL-3anpocos.
Hanpumep, psql BbipesaeT kommeHTapum 3 SQL-3anpocos, a pgAdmin ocTaBnserT.

TekcToBbIW NOT, 0To6pa>|<aeMb|17| B I'IpO(*)VIJ'Ie ceccuu, He obHoBNSAETCA aBToMaTudeckun. [ns nony4yeHuA

aKTyanbHOro TEKCTOBOIO fora, TpebyeTca nepuognyeckn Haxknmat OGHOBUTb.

B TEKCTOBOM Nore He COXpaHATCA pe3ynbTaThl 3anpocoB.

B TekcToBbIv nor nonagatoT Tonbko nexogawme SQL-3anpocs! (knneHT — cepep). Micxoaswme 3anpocsl
(cepBep — KNUEHT) He NonajatoT.

OrpaHn4yeHusn

o [IByxdpakTopHasa ayTeHTMdMKaUNA NoAOEePXKMBAETCA TONbKO ANS MHCTaNNSaunn ¢ aytTeHTurkaunen
yepe3 RADIUS, rge BTopbiM hakToOpoM SABASETCA NOATBEPXKAEHNE 3anpoca B NpunoxeHun. na
WMHCTanNAuumM ¢ ayteHTudukaumen yepes PAM napameTtp Ucnonb3oBaTb ABYX(aKTOPHYHO
ayTeHTuduKauuro 6yget urHopmpoBaTbCH, TO €CTb BTOPOK (hakTop 3anpalumBaTbca He byaer,
NOAKIMOYEHNe OoTKpoeTcst 6e3 Hero.

» [MoagTBepxaeHne aaMMHUCTPATOPOM OTKPLITUSA ceccumn He nogaepxmsaetcsa. OTKAYMTe napameTp
OTKpbITUE Ceccun TpebyeT noaTeBepxaeHus agmuHuctparopa PAM B pasgene Nonutuku —
Ceccum, nHadve otkpbITb SQL-ceccunto Byaet HEBO3MOXHO.

e YKazaHue NpuuMHbl OTKPbITUS CECCUN NOAAEPXKUBAETCS YaCcTUYHO. Ecnuv BknoueH napameTp
Tpe6oBaThb yKa3zaTb NPUYUHY NOAKIHOYEHUS B NONUTUKE CECCUN, TO NOSb30BAaTENSAM NOTpebyeTcs
BBOAWTb MPUYMHY B TO e Morne, rae MMs ydeTHou 3anucu. NogpobHas nHpopmaums B NyHKTe

MopgkntodeHne k pecypcy Yepes PostgreSQL Proxy.


http://localhost:3000/privileged-access-manager/3.2/user-manual/connection-to-the-resource/rdp-ssh-sql-connection/#connection-to-the-postgresql-proxy

3=

Ej KoHconb nonb3oBaTtens

KonuyecTBo rnas: 2

oY MoaknioueHne K pecypcy

KonunyecTBo rnaB: 2

=v; [lononHuTenbHble YTUNUTDI

KonnyectBo rnas: 3

:
| AyteHTudumkauma B SSH Proxy no SSH-knto4y

AyteHTndurkaums B8 SSH Proxy no SSH-kntouy



http://localhost:3000/privileged-access-manager/3.2/user-manual/user-console/
http://localhost:3000/privileged-access-manager/3.2/user-manual/connection-to-the-resource/
http://localhost:3000/privileged-access-manager/3.2/user-manual/additional-utilities/
http://localhost:3000/privileged-access-manager/3.2/user-manual/ssh-key-auth/

KoHconb nonb3oBaTtens

[Mony4yeHne gocTyna K pecypcam BbINOMHAETCH MNPy MOMOLLY KOHCONM Nosfib30oBaTens — creunanbHON
obonoukn gna Indeed PAM Core. [loctynHa no cneaytowemy URL:

e Windows: https://pam.domain.local/uc

e Linux: https://pam.domain.local/uc

() MHPOPMALIMSA

PaspelueHne MoHMTOpa No LWMpUHE AOMMKHO ObiTb He MeHee 1280 nukcenen, MHayYe SNEMEHTbI
UHTepdenca KoHConNu nornb3osarerns OyayT oTobpaxaTbCsi HEKOPPEKTHO.

Perucrtpauusa ayteHTUpukKkaTopa

UTtoObl 3apernctpupoBaTtb ayTeHTUUKATOP, BLINOMHUTE cneayowme 0eNCTBuUS:

1. OTKponTE KOHCOMb NoNb3oBaTens.
2. O3HaKOMbTECH C MHCTPYKLMEN N0 pernctpaumm ayTeHTudukaTopa.
3. YctaHoBuTe npunoxeHue ansa reHepaumm OTP n otckaHupyinte QR-kop.

4. Beegute nony4deHHoe 3HaveHue B rnorne Kopg Ha cTpaHuue perncrpaumu.

Mocne yCHeLUHOVI permncrtpauunmn Bbl 6y,que nepeHarnpaBlieHbl B KOHCOJ1b MNOJ1ib30BaTES4. |_|pl/l NOBTOPHOM
NOoAKNKYEHNUN K KOHCOIK NMoJib30oBaTernA n0Tpe6yeTc;| BBECTM HOBbIN KOA U3 NpUNoXeHun4a Ana reHepaumm
OTP.

/\ NPEQYNPEXAEHUE

[Npu NpeBbILLEHNM YNCNa HEBEPHbBIX MOMNbLITOK BBOAA OTP nonb3oBarenb 6y,u,eT BpeMEHHO

3abnokuposaH. Mo ymonyaHuto Ha 10 MUHYT.

Yuncno HeBepHbIX nonbiTok BBoga OTP 1 nepuog 6nokMpoBKn ayTeHTMdUKaTopa onpegensercs

agMuHnctpatopom PAM B pasgene CUCTEMHbIE HACTPOWKM.

[nsa cpoyHoro pasbnokupoBaHusa AgMmuHuctpatopy PAM Tpebyetcsa cOpocuTb ayTeHTUdMKATOP

3abnoKMpoBaHHOMY MOSIb30BATENHO.


https://pam.domain.local/uc
https://pam.domain.local/uc
http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/configuration/?system-settings-tab=otp-blocking#system-settings
http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/users/user-operations/#resetting-user-authenticator

Bxopn

1. OTKpOMTE KOHCOSb NOSIb30BaTENS.
2. Beegute noruH. MNpumepbl oopmata noruHa:

o john.smith@space.local — B popmate UPN
o SPACE\john.smith — B dpopmaTte gomeH\nonb3oBaTenb

o john.smith — 6e3 gomeHHOM YacTn

(D NPUMEYAHUE

Ecrims I/IHCbpaCprKType €CTb MNoJib3oBaTeslb U3 KaTalsiora, y KOToporo coenagaet J1I0rmH €
BHYTPEHHUM MOJIb30OBaTENIEM, TO AJ1d BXOAa NoA nosfib3oBareriemM n3 Katarniora BBoOgUTe J1IOrnMH C

YKa3aHnem goMeHa.

3. Beeaute naponeo.
4. Haxxmute Bontwn.

5. BeBegute BTOpOW (pakTop ayTeHTUdUKaLmK.

CmeHa napons

/\ NPEQYNPEXAEHUE

OTa onepauus NpUMeHNMa TOrbKOo ANA BHYTPEeHHUX nonb3osartenen Indeed PAM.

BHyTpeHHVIIZ nosfib3oBaTesflb MOXET CaMOCTOATENIbHO CMEHUTb CBOM naporsb. [na atoro:

1. Npongute ayTeHTUdUKaALUIO B KOHCOMNW NOrb3oBaTens.

2. B npaBOM BepXHEM Yrry HaXXMUTE Ha NOTMH.

3. B Bbinagatowem cnuvcke Boidepute CMeHUTb naposb.

4. B OTKpbIBLUEMCH OKHE BBEaUTE TEKyLLMI Naporb U HOBbIW Naporib.

5. Ecnu Tpebyetc4, oTknioumMTe onuuio 3aBepLunTb BCe aKTUBHbIE CECCUMN.

6. Haxxmnte CMEeHUTb Nnapornb.


mailto:john.smith@space.local

Bbixoa

1. YBeguTtecb, YTO Bbl ayTEHTUPULMPOBAHbLI B KOHCOMW NOMb30BaTenN4.
2. B npaBOM BepxHEM Yriy HaXMuUTe Ha NOTMH.

3. B Bbinagatowem cnmucke Haxmmte BbIWTu 1 nogTeepauTe aencTeue.



Onepauuu Hap pecypcamu

Pasgen npegHasHadyeH ans paboTbl ¢ pecypcamu.

JNInyHble nanku

YUT06bl co3aaTth NINYHYO Nanky:

1. MepenauTe B pasaen Pecypcbl, Haxmute — &
2. Beegute HOBOE UMSA nanku.

3. Haxmute CoxpaHuTb.

YTo6bl OTpegakTnpoBaTh Ha3BaHME Nanku:
1. Nepengute B pasgen Pecypcbl.

2. BoibepuTte nanky n Haxmmute
3. BBeaute HoBOE MMs nanku.

4. Haxkmute COXpaHUTb.

YT06bI yoanutb nanky:

1. Nepengnte B pasgen Pecypcbl.

2. BbibepuTte nanky n Haxxmmute E .

3. MNoaTteepanTe yaaneHue nanku.

YTto6bI 4OGaBUTL pecypchbl B Narky:

1. Nepengute B pasgen Pecypcbl n Haxmute Bee pecypcebl nnu Pecypcbl 6e3 nanku.
2. OTMeTbTe pecypchbl, KOTopble TpebyeTca nepeMecTuTb B Nariky.

3. Haxmute MNMepemecTuUThb.

4. BolbepuTe HyXHyt0 narnky.

5. Haxxmnte CoxpaHuUTb.

() MHOOPMALIMSA



NMouck

YTo6bl BLINOMHUTL MOUCK MO pecypcam:

1. Nepengute B pasgen Pecypcbl.
2. BbibepuTte nanky, Bce pecypcbl unm Pecypcbl 6e3 nanku.

3. B No1cKoBOW CTpOKe BBEAMTE 3HaYeHne OOHOro M3 napameTpoB MOMHOCTBLIO UMK YaCTUYHO:
o UMS pecypca;

[¢]

TN pecypca;

o agpec nogknodeHns (DNS unu IP);

o

y4yeTHasaA 3arnncb,

o TerL

() UH®OPMALUSA

[Npoun3BoONbHbIE PECYPChbl MOXHO HanTK No 3anpocy «adhocy.
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Onepauuu Hag y4YeTHbIMU 3anNUCAMU

Pasgen npegHasHaveH gns paboTbl C yY4ETHbIMU 3aNUCAMM.

NMouck

Mouck nossongaet OT06paSI/ITb TOJIbKO T€ Y4E€THbI€ 3anncu, KOTopble yAOBINETBOPAKOT 3adaHHOMY KPUTEPUIO.

Ytobbl HanTn YYETHYIO 3aMnncCb, B pasgerne Y4yeTHble 3anncu BBeAUTE Ha3BaHNe yquHOVI 3arnncum

NOJTHOCTbI UJITN YaCTUYHO.

NMpocmoTp napona n SSH-kno4va

Ecnun nonb3oBaTtenb UMEET paspeLleHne, B KOTOPOM BKITtoYeHa onuus PaspelunTb NPOCMOTP YYeTHbIX
AaHHbIX, TO B pasaerne Y4yeTHble 3anucu OyayT OOCTYNHbI COOTBETCTBYHOLME AaHHbIe. [1ns npocMmoTpa

HaxxmuTe MNMokasaTtb y4eTHble gaHHble, BBEOUTE NPUYNHY NMpoCMOTpa 1 noaTBepanTe CBOU AencTBumsS.

CmeHa napona u SSH-knwva

Ecnu nonb3oBatens umeet pa3peleHne, B KOTOPOM BKI1HO4EHa onund P83peI.IJVITb N3MeHeHne y4yeTHbIX

AaHHbIX, TO B pasaerne Y4yeTHble 3anucu Oyaet 4OCTYNHO peaakTUpoBaHME Naporis y4eTHOM 3anmcu.

[1ns cMeHbI napona HaxmmnTe CmeHnTb naponb, BBEOUTE HOBbIN naporsb, BBEOUTE NPUYNHY U noaTBepanTe

CBOU OEeNCTBUS.



D; RDP, SSH n SQL noaknio4veHue

O3HakoMbTEeCh CO cnocobamu NoAKMYEHUS K pecypcam

D; SCP n SFTP nogknroyeHue

KonunyectBo rnaB: 3



http://localhost:3000/privileged-access-manager/3.2/user-manual/connection-to-the-resource/rdp-ssh-sql-connection/
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RDP, SSH n SQL nogknto4vyeHue

B koHconn nonb3osaTens Indeed PAM oTobpaxatoTcs paspeLueHms Ha OCTyN K pecypcam.

Mo kaxxgomy cTonbuy, kpome ctonbua Tern, 4ocTynHa copTUpoBka. [Mpu BBoAe CMMBOINOB B none ans

NOnCKa coBrnageHunA 6y,u,yT BbIBOAUTLCSA MO BCEM CTONOLIAM.

Ecnun nonb3oBaTento 4OCTYMHbI MPON3BOSIbHbIE PECYPCHI, TO OHM ByAyT OTOOpaXaTbCsl B BEPXHEN YacTu

Crncka.

NopknroueHune K pecypcy no RDP

1. B kOHCOnu none3oBartens HaxmuTte 3arpy3utb RDP-cdann ana nogknioveHus cnpasa ot

paspeLleHus.

Y pecypcoB, KOTopble nogaepxueatoT nogkrtodeHe no RDP 1 SSH, no ymonyaHuio otobpakaetcs
kHornka CkonupoBaTtb SSH-komaHay. UTobbl ckayate RDP-hainn, HaxmuTe E a 3ateM 3arpys3uTb

RDP-chann gna nogknovyeHus.

2. 3anyctute RDP-chann anga goctyna K pecypcy.
3. MNponguTte ayTeHTUUKaLNIO.

4. Ecnu Tpe6yeTc;|, YKaXuTte nokKasibHble ANCKU O5TA NCNOoJfib30BaHUA B yp,aneHHoﬂ ceccun.

(D NPUMEYAHUE

CkavaHHbIn RDP-ghann MOXXHO MCMorb30BaTh NOBTOPHO NPy AanbHENLWNX NOAKIOYEHUSAX.

MoaknioyeHue K W3y goctyna

1. HaxkmuTe MoaKnoumMThCA K WK3Y A0CTYNa, Ha4YHeTcs ckadymBaHne RDP-ganna.
2. 3anyctute atot RDP-ghaunn.

3. NponauTte ayTeHTUMUKaALUIO U HACTPOUTE NOOKITHOYEHME.

NMNoakntoyeHne K SSH Proxy


http://localhost:3000/privileged-access-manager/3.2/user-manual/user-console/

Mogkntountbes K SSH Proxy MOXXHO M3 KOMaHOHOW CTPOKM Mnn ¢ nomoLbto noboro SSH-knneHTa.

KomaHgHas cTpoka PuTTY MobaXterm SecureCRT

1. OTKPONTE KOHCOMbHYIO YTUMNUTY.

2. BBegute cTpoky nogkntodeHnst K SSH Proxy unu 6anaHcmposwmky. MoxHo ncnonb3osaTts |IP-agpec
nnu DNS.
YTto6bl y3HaTb agpec SSH Proxy, ckonupynte SSH-komaHay K ntobomMy pecypcy B KOHCOMU
nonb3oBaTens U UCNomnb3ynTe 3Ha4YeHne, ykazaHHoe nocre cuveona @.

LLabnoH komaHabl nogkntoveHnsa kK SSH Proxy

ssh <IP-agpec wau DNS>

Mpumep komaHAabl AnAa noakntoyeHus K SSH Proxy

ssh indeedproxy

Ecnu Tpe6yeTc;|, YKaXuTte J10rmH nosrb3oBartesnid 1 NnopT.

LLa6bnoH komaHAblI noakntovyeHusa K SSH Proxy

ssh <noruH nonb3oBaTena>@<IP-agpec wan DNS> -p <HOMep nopTa>

Mpumep KomaHAabl AnA noaknoyYyeHUa K SSH Proxy

ssh user@indeedproxy -p 2222

Ecnun TpebyeTcs, ykaxunte nyTb A0 3aKPbITOro Kriova.

La6noH komaHAabl noakntovyeHnsa K SSH Proxy

ssh <noruH nonb3oBatena>@<IP-agpec uau DNS> -p <HOMep nopTa> -i <NyTb A0 3aKpbITOro
KJ4a>



Mpumep komaHabl AnA nogknyeHna kK SSH Proxy

ssh user@indeedproxy -p 2222 -i "C:\Users\user\.ssh\id ed25519"

3. Beeaute naponb. Ecnu HacTpoeHa ayTeHTudmKaums no SSH-kMo4y, To NponycTuTe TOT Lar.
4. Beegute OTP.

5. Bblbepute pecypc 1 nogkmno4mTeCh.

NoaknoyeHue K pecypcey no SSH

KomaHpgHas cTpoka PuTTY MobaXterm SecureCRT

NMoakntoyeHne NO KOMaHAe U3 KOHCOSU Nosfib3oBaTens

1. B KOHCONM nonb3oBarens, cnpasa oT pa3pelweHuns 4o SSH-pecypca, Haxmute CkonnpoBatb SSH-
KOMaHAay.

2. 3anyctute ckonMpoBaHHY KOMaHdy B TEPMUHArE.

3. Beegute naponb n OTP.

MNoaknioyeHne No KOMaHAe € AOMOSNIHUTENbHBLIMU NapaMmeTpamMu
Bbl moxeTe Hanncate SSH-komaHay Bpy4HY MO yKa3aHHOMY HuKe LiabrioHy.

1. Hannwunte SSH-koMaHay nNo ykazaHHOMY HuKe LIabrioHy.
2. 3anyctute KomaHay B TepMUHare.

3. Beeaute naponb n OTP.

LLla6noH SSH-komMaHAabI

ssh [user-name]#[resource]#[account-name J#[reason ]J@[proxy-address |

e user-name — MMSsl NOMb30oBaTeENs.
e resource — IP-agpec unn DNS pecypca.

e account-name — WUMS NPUBUNENMPOBAHHOWN YYETHOW 3arnnCu.


http://localhost:3000/privileged-access-manager/3.2/user-manual/ssh-key-auth/

® preason — TEKCT NPUYUHbI NOOKIMHOYEHUA. Ecnu npnynHa coaepxmT npo6er|b|, TO yKa3bIBal7ITe ee B
KaBbl4Kax.

e proxy-address — IP-agpec nnu DNS cepsepa SSH Proxy.

MoxHo onycTuTb nbor napameTp, Kpome proxy-address . B aTom crniyyae SSH Proxy 3anpocut atu

napameTpbl OTAENBHO.

Mpumep SSH-komaHAabI

ssh ivan.ivanov#ubuntu#webmaster#"system configuration"@pam

NMopknro4veHune K pecypcy vepes PostgreSQL
Proxy

/\ MPEOYNPEXOEHUE

Ons nogkniodenus k pecypcy PostgreSQL TpebyeTcst oTaenbHas nuueH3uns.

GUI-knuenT CYB[ KoHconbHbIn knueHT CYB[ Psql

1. OTKponTe KOHcornb nonb3oBatens Indeed PAM.
2. Haxmute MNoka3aTb AaHHbIe ANA NOAKIMIOYEHUS.

3. Otkponte knneHT CYB[ n BBeauTe B €ro opMy NogKMYEeHUs aHHbIe, KOTOpble Bbl MOMyYniv Ha

npeablayLiem ware:

o Aapec noakntoveHus
o [opT noakntoveHus
o Wmsa yyeTHOM 3anucu

o basa gaHHbIX no yMon4yaHuro

4. Ecnn B NONUTUKE CeCCUKM BKNKOYEHA onuust Tp96OBaTb YKa3aTb NPpUYnNHY NOoAKIN4YeHus, 10 nobaBbTe

K nonto Umsa yquHOﬁ 3anncCcu TeKCT NPUYNHbI NOOKITIOYEHNA.


http://localhost:3000/privileged-access-manager/3.2/licensing/#licensing-for-sql
http://localhost:3000/privileged-access-manager/3.2/user-manual/user-console/
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Mpumep: ecnu 3HadeHne nons Uma yuyeTHom 3anucum Gbino
admin@company.local#1.1.1.1#MYCOMPANY\test-admin, TO ¢ JOBaBNEHNEM NPUYMHBLI OHO CTaHET:

admin@company.local#1.1.1.1#MYCOMPANY\test-admin#"my reason to connect".

Ecnu ata onuunsa oTknoyeHa, To nponycTtuTe 3TOT Liar.

5. Beegute B hopMe NOAKNIOYEHUS Naporb CBOen ydeTHoM 3anucn PAM.

MooknioyeHUe K NPOU3BONIbLHOMY pecypcy

[Mpoun3BonbHbIE pecypcbl — 3TO Te€ PeCcypChbl, KOTOpbIE HE 3aperncTpupoBaHsbl B cucteme Indeed PAM. 3toT
BM NOAKIMIOYEHNS AaeT BO3MOXHOCTb NOAKNI0YaTLCA K MobbIM pecypcaM Mo 3apaHee onpeneneHHbIM

aaMuHuctpatopom PAM Tunam noaknoYeHun.

/\ MPEOYNPEXOEHUE

[ns noakntoYeHns K NpounsBoribHOMY pecypcy TpebyeTtcs oTaenbHas NULEH3MS.

1. HaxmuTe YKasaTb agpec noakrnoveHus cnpasa OT paspeLleHuns 40 NPpon3BOribHOIo pecypca.

2. Boibepute Tun noaknoveHums.

(D NPUMEYAHUE
,D,OCTyI'IHbIe TUMNbl NOAKITIOYEHNA onpenendrTcd agaMUHUCTPaToOPOM PAM npwn Bblga4vye

paspeLlueHni.

3. BeBeante Aapec noaknoYeHus.

4. B 3aBMCMMOCTM OT BbIBpaAHHOIo TMNa NOAKIYEHNA HAXXMUTE OHY M3 KHonok: CkonupoBaTb SSH-

komaHay vnn 3arpy3utb RDP-chann gna nogknioyeHus.

(D NPUMEYAHUE
Ecnu Y BaC €CTb HECKOJIbKO pa3peLueHM|7| K NMPpOon3BOJyiIbHOMY pecypcCy C pa3HbIMU TUMAMIN I'IOﬂ,KJ'IPO‘-IGHVIVI,
a B OKHe Flo.quoquMe K NTPOU3BOJSIbLHOMY pecypcCy B noJie Tun NOAKINMKYEeHUA HET HYXHbIX

BapuaHTOB, TO NpoBepkTe PacnucaHue gocTtyna paspeLleHui.



http://localhost:3000/privileged-access-manager/3.2/licensing/#licensing-for-adhoc

Tun nogkntoYeHns He 0To6pa>KaeTcs| B nosne Tun noaKI4YeHUs, ecriv NbiTaeTeCb NOLAKMIOYNTLCS MO
pa3peLueHnio BHE YacoB, YKa3aHHbIX B PacnucaHumn AgocTtyna.

3apaHue napons npuv NoAK4YeHnn

Mpwn NOQKNIOYEHNN K PECYPCY Y Bac MOXET ObITb 3anpoLUeH Naporb.

OTO 3HAYUT, YTO Y YYETHOW 3annCK, OT UMEHN KOTOPOW BaM NPeAOCTaBMEH AOCTYMN K Pecypcy, OTCYTCTBYET
naponb. MNoaKnYnUTLCS K PECYPCY C TaKOW YY4ETHOW 3anucbto Henb3s. ObpaTutech K Ballemy
agMuHucTpatopy PAM no Bonpocy NOAKMIOYEHUS K 3TOMY PECYPCY, TaK Kak TONbKO aaMUHUCTPATOP MOXET
YyCTaHOBMWTb Naposib YYETHOWM 3anuncu.

3aBepLueHne ceccum

Ons 3aBepLueHna ceccum 3a|<p017|Te OKHO yaarnieHHOro noaKkrnr4eHnd nnm BbINOMUTE N3 CUCTEMBI Ha pecypce.



ol ; KomaHgHasa cTpoka

Mopkntoyenune no SCP, SFTP, PSCP, PSFTP

QZQ WinSCP

WinSCP

'—Dﬁ—@ FileZilla

FileZilla
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KomaHaHasa cTpoka

SCP

() NPUMEYAHVUE

Ha yctponcTteax nog ynpasneHnem OC Windows Server 2019, Windows 10 1809 n ctapwe komaHga

SCP BxoguT B cocTaB NpeaycTaHOBMNEHHbIX B KnueHte OpenSSH.

Onsa nepegaun dannos no npotokony SCP MoXxHO ncnonb3oBaTtb BCTPoeHHY B OC ytunnty SCP.
Mcnonb3ynTe cTaHO4apTHYO KOMaHAy 4SS KONMPOBaHUA, HO BMECTO apeca pecypca ykaxute agpec SSH
Proxy:

Ona OC Windows:

scp -r C:\temp\configs\ ivan.ivanov@sshproxy.indeed-id.local:/tmp

scp -r C:\nyTb_Ao0 NoKanbHOro_¢ainna uma_nonb3oBaTtena@agpec_ssh _proxy:/
nyTb_KyAa_KonupoBaTb_dain_Ha_pecypce

Onsa OC Linux:

scp -r /tmp ivan.ivanov@sshproxy.indeed-id.local:/tmp

sCp -r /nyTb_A0_nokKanbHoro_odaina uma_nonb3oBaTena@agpec_ssh_proxy:/
nyTb_KyAa_KonupoBaTb_dain_Ha_pecypce

Kntoy -r o3Havaer PEeKypCcnBHOE KonmnposaHmne, To0 eCTb, €CITN YKa3aTb OJ14 KONMMpoBaHUA MnManky, To OHa OHa
6y/:|,eT CKonuMpoBaHa NofIHOCTLH CO CBOUM COAEPKMMbIM. bes aToro knoya MOXXHO KONMMpoBaTb TONbKO

oTAenbHble hannebl.

[Nanee, nocne ycnewHo ayTeHTUdUKauum Bbibepute HoMep pecypca ans nepegayv annos.

SFTP



Ha yctpowctBax nog ynpasnennem OC Window gns nepegayun annoB MOXHO MCNOMNb30BaTb yTUNUTY sftp.
Utobbl nepenatb hannbl:
1. 3anycTute KOMaHAHYH CTPOKY.

2. MNopkntounTecsk kK cepsepy SSH Proxy:
sftp ivan.ivanov@sshproxy.indeed-id.local

3. BblbepuTte pecypc, kK KOTOPOMY XOTUTE MOAKMIOYUTLCS.

4. MNepepnante gannbl C NOMOLLBI KOMaHAb!:

put -r C:\temp\configs\ /tmp
put -r MyTb_ao_nokanbHeiX_¢annos MNyTb_ao_daiinoB_Ha_pecypce

Kntoy -r o3Havaer PEeKypCcnBHOE KonnposaHmne, To eCTb, €CIN YKa3aTb AJ14 KONMpoBaHUA nariky, TO OHa
OHa 6y/:|,eT CKonmnpoBaHa NosfiHOCTbKO CO CBOMM COOEPXUMbIM. bes aToro knoya MoXxHo KonmnpoBaTb

TONbKO OTAENbHbIE ddannbl.

PSCP

(D NPUMEYAHUE

Onsa pabotbl komang PSCP n PSFTP Ha ycTponcTBe JOmMKeH ObiTb YCTaHOBMNEH KNMEHT PuTTY.
Ha yctpowcTtBax nog ynpasnennem OC Window gns nepegayn annos MOXHO UCNONb30BaTb YTUNUTY
pscp.

KomaHga ona nepegaym bannos:

pscp -r C:\temp\configs\ ivan.ivanov@sshproxy.indeed-id.local:/tmp

pscp -r C:\nyTb_pao_sokanbHoro_danna uma_nonb3oBaTend@agpec_ssh_proxy:/
nyTb_KyAa_KOMMpoBaTb_¢akn_Ha_pecypce


https://www.putty.org/

Kntoy -r o3Havaer PEeKypCcnBHOE KonmnposaHmne, To eCTb, €CJTN YKa3aTb OJ14 KOMNMMpoBaHUA MnMarnky, To OHa OHa
6y/:|,eT CKonmnpoBaHa NoJfMHOCTbKO CO CBOMM COOEP>XUMbIM. bes 3Toro knya MoXxHo KonnpoBaTb TOJNbKO

oTAenbHble hannsbl.

PSFTP

Ha ycTtponcTtBax nog ynpaesneHnem OC Window ans nepegaym pannoB MOXHO UCMONb30BaTh YTUNUTY

psftp.

YTto6bl Nnepenatb hannbi:
1. 3anycTuTe KOMaHAHYH CTPOKY.
2. Beegute komaHgy psft.

3. Mopknountecs k cepepy SSH Proxy:
open ivan.ivanov@sshproxy.indeed-id.local

4. BbiGepuTe pecypc, K KOTOPOMY XOTUTE NMOAKIHOUYNTLCS.

5. NepenanTe hannbl C NOMOLLLI KOMaHAbI:

put -r C:\temp\configs\ /tmp/configs
put -r MyTb_Ao nokanbHbiX_¢annoB MNyTb_Ao_dainoB_Ha_pecypce

Kntoy -r 03HayaeT pekypcvMBHOE KOMMpOBaHWeE, TO eCTb, ECIM YKa3aTb AN KONMPOBaHMS nanky, To oHa
OHa ByaeT ckonvpoBaHa MOSTHOCTLI0 CO CBOUM COAEPKMMbIM. Be3 3Toro knova MoXXHO KONMPoBaTb
TONbLKO OTAENbHble hannbl. Takke 0b6a3aTenbHO HYXXHO yKasaTb M4 darna, kotopoe ByaeT coxpaHeHo

Ha pecypce.



WinSCP

NoaknioyeHune Yyepes3 Wiko3 AoCTyna

1. OTtkponTte knneHT WinSCP

2. Beibepute "File protocol" SCP unu SFTP. Beegute agpec v nopT nogkntoyeHns cepeepa SSH Proxy B

nons "Host Name" n "Port number". Beeante norun 1 napons B nons "User name" n "Password".
By Login — >

G New Site Session
File protocol;
SCP w

Host name: Port number:
|pruxy28.udd.u:nm | | 22 = |

User name: Password:

|adm | |||-|||||l |

Save Iv Advanced... IV

Tools - Manage - Login I"’ Cloze Help




3. HaxmuTte "Login" 1 BblbepuTe pecypc, K KOTOPOMY XOTUTE MOAKMYNTLCS

Server prompt: Select resource to connect to: - adm@ prowy28...

ey

Connecting to host...
Authenticating...
Using username "adm".

Authenticating with pre-entered password,

RESOURCE  ADDRESS ACCOUNT
1 DEBRLU debru.vdd.com  DEBRUYocal
Resource:

et

~

1

Cancel Help

NMNogknoyeHUe HaNpPsMYKo K pecypcy

1. MNepenanTe B KOHCOSb NONb30BaTENS U CKOMUPYNTE CTPOKY MNOAKIMIOYEHNS K pecypcy.

Q,  Bce pecypcul Mowck
Pecypc~ Tuns |IPS DNS%
>  DEBRU 55H debru.vdd.com

2. Otkpounte knneHT WIinSCP.

YuetHan

L1

2annck

MogxnrounTteca

DEBRWM local

CronvpoBaTh

MoaknKYMTECR K LLIH3Y 40CTyna

3. Buibepute "File protocol" SCP unu SFTP. BctaBbTe CTPOKy nogkntoydeHus B nyHKT "Host name", yaanue
N3 CTPOKM KaBbl4kn 1 ssh. CTpoka NogKoYeHnst 4OMKHA BbIMMSAETb Crieqyowmm obpasom:

adm@vdd . com#debru.vdd.com#DEBRU\local##@proxy28.vdd.com



& Lagin - x

G New Site Session
File protocol:
SCP A

Host name: Port number:
|!adm@udd.mm#debru.vdd.mm#DEEIRU‘I.IuEI##| | e |

User name: Password;

Save - Advanced... |"’

Tools - Manage - Login Iv Close Help

4. BeeguTte cBou napofnb.

Server prompt: Welcome to Indeed-1D SshProxy. - adm@vdd.... >

Searching for host...
ﬁ Connecting to host..,
Authenticating...

Using username
"adm@vdd.comFdebruvdd.com#FDEBRUN localEE",

Password:




FileZilla

SFTP nopgknrouyeHune K pecypcy

UTtobbl HacTpouTtb SFTP-nogkntoyeHune B knueHTe FileZilla, BoinonHuTe cnegyowmne 4encTBus:
1. NepenguTte B File — Site Manager — New site.
2. 3anonHute pasgen General:

o Protocol: SFTP — SSH File Transfer Protocol
o Host: Agpec cepsepa SSH Proxy

o Port: MopT cepBepa SSH Proxy

o Logon Type: Interactive

o User: cTpoka nogkntoveHus, ckonnposaHHasa n3 UC ansa nogkroyeHus K pecypcey. M3 ctpokn
Tpebyetcs yaanutb "SSH" n KaBbIYKN.

General Advanced Transfer Settings  Charset

Protocol: SFTP - 55H File Transfer Protocol i

Host: debssh | Port:

Logen Type! | Interactive >
User alex.shushkin@indeed test¥debmng.indeed test¥FDEEMMNG\admlocal¥F @ debssh.indeed test
Background celor | Mone o

Comments:

] Cancel

3. MNMepenaunTe B pasgen Transfer Settings v BkniounTe HacTponky Limit number of simultaneous
connections. YctaHoBuTe 3Ha4deHue napametpa Maximum number of connections pasHoe 1.



4. Haxxmute Connect.

(D NPUMEYAHUE

FileZilla He nogaoepxuBaer SCP-coeanHeHmne.



® || Icnonb3oBaHne PamSu

MpounTtarTte, Kak BbINOMHUTE KOMaHAY, €CNKU HY>XXHO sudo

== | Pa6ota c AAPM Console Tool

Otpepaktunpyite chann koHdurypaumm appsettings.json ans paéotsl ¢ AAPM Console Tool

lfjl Indeed PAM Desktop Console

O3sHakombTech ¢ onncaHnem Indeed PAM Desktop Console



http://localhost:3000/privileged-access-manager/3.2/user-manual/additional-utilities/usage-of-pamsu/
http://localhost:3000/privileged-access-manager/3.2/user-manual/additional-utilities/usage-of-aapm-console-tool/
http://localhost:3000/privileged-access-manager/3.2/user-manual/additional-utilities/usage-of-desktop-console/

Ucnonb3oBaHue PamSu

[nsi BbINONMHEHMS KOMaHp, C NpuBUIernen root, aHanornyHo sudo ncnonb3dyertcs komaHga pamsu. OTnmyne
3aKn4YaeTcs B TOM, YTO ayTeHTUdmkaumsa byaet sanpawmsartbes y nonb3osatens PAM, a He

NpUBUNErMpoBaHHON Y3 OT MMEHN KOTOPOW OTKPbITa CECCUSI.

Mpumep:

[administrator@centos7su ~]$% pamsu 1ls -la /etc/ssl

Password for indeed-id\ivan.ivanov:

total 12

drwxr-xr-x. 4 root root 68 Sep 22 19:20 .

drwxr-xr-x. 75 root root 8192 Sep 22 17:49 ..

drwxr-xr-x. 2 root root 123 Sep 22 19:30 CA

lrwxrwxrwx. 1 root root 21 Sep 22 15:51 cert.pem -> /etc/pki/tls/cert.pem
lrwxrwxrwx. 1 root root 16 Nov 23 2020 certs -> ../pki/tls/certs
[administrator@centos7su ~]$



PaboTta ¢ AAPM Console Tool

Pam.Tools.Aapm — KOHcoOrbHas ytunuTa gns asToMaTtusMpoBaHHOIo nosyyeHus naponen nnu SSH-

KItoMen yyeTHbIX 3anucen MNpunoxeHnamu.

MyTb: IndeedPAM_3.2_RU\indeed-pam-tools\aapm\

HacTpowuka KOHCONMbHOWU YTUIUTbI
[1ns HAaCTPOWMKM KOHCONbHOW YTUNUTLI TpebyeTca oTpeaakTupoBaTtb dann appsettings.json:
Cekumns Auth:

e Auth.Username — nms NpunoxeHus.
e Auth.Password — naponb Mpunoxenunsa. Ytobbl nony4unte napone, nepengute B UC — MpunoxeHus

— lMoka3aTb y4YeTHbIN AaHHbIe.
Cekumna Endpoints:

e CoreUrl — agpec Core

e IdpUrl — agpec ldp

Mpumep HacCTpPOMKM:

{
"Auth": {
"Username": "MyApplication",
"Password": "M3YTy;[j;q&*DrzZQSl(?Blagm$7usS+",
¥
"Endpoints": {
"CoreUrl": "https://debmng.indeed.test/core",
"IdpUrl": "https://debmng.indeed.test/idp"
}

Ucnonb3oBaHue KOHCONbHOU YTUNUTDI

Windows



Ons 3anycka KOHCOSbHOM YTUIATDbI OTKpOVITe TeEPMUHaAr, nepeMnMTe B nariky c yTMﬂMTOVI M1 BbINOJTHNTE

KomMaHAy .\Pam.Tools.Aapm.exe.
Bo3amoxHble napameTpsbl:

e get-accounts — NONY4YNUTb YYETHbIE 3aNNUCK, ONA KOTOPbIX NPUITOXXEeHNe MOXET Yy3HaTb Y4ETHbIe

AaHHble.
e get-ssh-key — nony4ntb SSH-kroY Ansa ykasaHHOM y4eTHOW 3arucu.
e get-password — NONy4YnTb NAPOSb yKa3aHHOW yY4ETHOM 3arnncu.

e help — nonyynTb NOoApPOOGHYO MHdOopMaumo 06 ykazaHHON KOMaHAE.

e version — MOMY4YUTb HOMEP BEPCUN.
MprMepbl KOMaHA:

e ./Pam.Tools.Aapm.exe get-password --name INDEED\IPAMADServiceOps

e ./Pam.Tools.Aapm.exe get-accounts

Linux

/\ BAXHO

Y6egutech, 4To dotnet-runtime-8.0 yctaHoBneHa.

YTo6bI 3anyCTUTb KOHCOSTbHYIO YTUINUTY, OTKPOWTE TepMUHar, nepenguTe B nanky ¢ yTUINTON:

cd IndeedPAM 3.2 RU\indeed-pam-tools\aapm\

1 BbI30BUTE KOMaHAyY Pam.Tools.Aapm.dll C HyXHbIM aprymeHToM.

Mprmep ncnonb3oBaHUS:

BBop

dotnet Pam.Tools.Aapm.dll get-accounts


https://learn.microsoft.com/en-us/dotnet/core/install/linux

Indeed PAM Desktop Console

YCcTaHOBKa U HacTpoKKa NPUoXeHNsa NPOUCXOANT B COOTBETCTBUM C LOKYMEHTALMEN.

Desktop Console npeactasset cobon Windows npunoxxeHue, KOTopoe MOXHO ucnonb3oBatb BMecto Web

KOHCOJ1M noJib3oBaTerns.

YTtobbl 3anyctutb yTunuty Desktop Console, ybeanTtech, 4TO Bbl BOLUNN B CUCTEMY C YHYETHOW 3aMnnChio
cnyx6bl KaTanoros (B NPOTUBHOM crnyyae 3anyctute ytunuty Desktop Console oT uMeHn y4eTHOM 3anncu
nonb3oBaTens crnyx6bl kKatanoros), ABaxabl HaXxXMUTe apnbik Indeed PAM Desktop Console, nosiBUTCA OKHO
ayteHTUumkaumm PAM. O6byunte nnm Beeante kog TOTP. Mocne ycnewHon ayTeHTMduKauum Bol yBuamTe

OOCTYNHbIE peCypCbl Ha NaHesnu MoaknoyeHus.

YT100b! OTKPbITL COEAMHEHWNE, ABaXAbl HAXXMUTE Ha HYXXHbIA pecypc (Takke MOXHO HaXkaTb NPaBOW KHOMKOW
MbILIM 1 BbIBpaTh NYHKT MeHi0 MoAKNUYMTLCSA) 1 3aBEPLUNTL ayTeHTUdMKALUMIO. Bbl MOXeTe OTKPbITb

HECKOSbKO MOAKMHYEHNN OQHOBPEMEHHO.
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http://localhost:3000/privileged-access-manager/3.2/setup/additional-components-setup/#indeed-pam-desktop-console
http://localhost:3000/privileged-access-manager/3.2/user-manual/user-console/#authenticator-registration

AyteHTudunkauma B SSH Proxy no SSH-
KITo4vy

Monb3oBatenu moryT nogkntoyatbes K SSH Proxy no SSH-kntovam. 31o obecneumBaeTt 6e3onacHbIin 1
ObicTpbIvi BXoA4 B SSH Proxy 6e3 Heob6xogMMoCcTh UCnonb3oBaTb Naponn. Ytobbl y3HaTb, JOCTYNEH N Ans

BacC 3TOT MeTo ayTeHTudmKaLmm, obpatnutech kK agMmmHmuctpatopy PAM.

Knouy B TekctoBoM hopmaTte

Ansa nogkntoyeHns k SSH Proxy TpebyeTcsa creHepupoBaTh KoY U Nepeaatb ero OTKPbITYHO YacTb
aamuHuctpartopy PAM. Crnocob reHepaLmm 3aBUCUT OT UCMOSb3YEMOrO KNneHTa Ang nogknoveHms kK SSH
Proxy. Npwn ncnonb3oBaHnn cmd creHepupynTe Koy ytunuton ssh-keygen. MNpu ncnonssosanum PUTTY
creHepupynTe kntod ytunuton PuTTYgen. Mpu ncnons3osaHnm MobaXterm nogxogut nto6on cnocob.
MeHepauus kntoya ytunuton ssh-keygen

1. CreHepupyinTe SSH-kntou.

MopaepxmBaeMble anropuTMbl LWNGPOBAHMS KIHOYEN:

rsa-sha2-256
rsa-sha2-512

[e]

[e]

[¢]

ecdsa-sha2-nistp256

o

ecdsa-sha2-nistp384

[¢]

ecdsa-sha2-nistp521
ssh-ed25519

o

v LLlabnoH n npumep KoMaHabl Ans reHepaumm SSH-kno4va

LLiaGrnoH

ssh-keygen -t <anroputm>




Mpumep

ssh-keygen -t ssh-ed25519

2. MNepepnante agmuHucTpaTopy PAM oTKpbITbIN KoY. CTpoKa € KNto4OM LOmKHaA coaepXaTb anroputm
WwndpoBaHus 1 Krntod. OnuMoHanbHO CTpoKa MOXET cogepkaTb KOMMEHTapun, Hanpumep nms
nonb3oBaTens n xocT. Npumep: ssh-ed25519 AAAACS... user@host.

3. JoxauTech, Koraa agMUHUCTPATOP HACTPOUT NoakstodeHne no SSH-knrovy.

4. MopkntoumTtecb kK SSH Proxy.

(D NPUMEYAHUE

PekomeHnpgyetca pacnonarate SSH-kntoy B nanke .ssh. Hanpumep, C:\Users\user\.ssh ona Windows
n /home/user/.ssh ans Linux.

PekomeHayeTcsa coxpaHaTb MMS Knroya no ymondaHuio. Hanpumep, id_rsa, id_ecdsa, id_ed25519.

Ecnun cbannel knoven pacnonoxeHsl B ApyroM MeCTe U X UMeHa OTNNYalTCs OT CTaHOAPTHbIX, TO
npv nogkrntodeHnn kK SSH Proxy TpebyeTtca ykasaTb NyTb 4O 3aKpbITOroO Krtoya.

FeHepauus knova ytunuton PuTTYgen

1. Otkponte PuTTYgen.

2. B none Type of key to generate Boibepute ogHo 13 3HadeHun: RSA, ECDSA nistp-256, ECDSA nistp-
384, ECDSA nistp-521, EdDSA Ed25519.

3. Haxxkmnte Generate.
4. iByranTe MbllWblo B nycTon obnactn okHa PuTTYgen Ao 3aBepLueHns reHepaunm Knroda.

5. Ouuctnte none Key comment 1 BBeguTe B HErO NMS Nonb3oBaTens U XocT B popmaTe user@host.
UTtoObl y3HaTb MMA NOMNb30BaTENA U XOCT, BbINOMIHUTE KOMaHA4y B TepMUHane:

whoami

6. CoxpaHuTte TekcT ua nons Public key for pasting into OpenSSH authorized keys file. 310 oTKpbIThIN

KITHO4.

7. Haxmute Save private key, 4To6bl COXpaHUTb 3aKPbITbIN KItOY.


http://localhost:3000/privileged-access-manager/3.2/administration/ssh-proxy-via-keys-setup/
http://localhost:3000/privileged-access-manager/3.2/user-manual/connection-to-the-resource/rdp-ssh-sql-connection/#connection-to-the-ssh-proxy

10.
11.

. Bo BcnnbiBatoLwem okHe HaxxmuTte Aa.

. 3agante nmsa anna, Hanpumep, key-private.

Haxmunte CoxpaHuUTb.

Mepepante agMmuHuctpatopy PAM oTKpbITbIM Kntod. CTpoKa C KNKYOM AOMKHA BKNOYaTh B cebs
anropuTM WnpoBaHus, KoY, MMsa nonb3osaTtens n xocT. MNpumep: ssh-ed25519 AAAACS...
user@host.

12. JoxanTtecnb, Korga agMUHUCTPAaTOp HACTPOUT MOAKNoYeHe No SSH-knouy.

13.

Mopgkntounteck K SSH Proxy.

Ceptudukar X.509

Ans nogkntodeHns k SSH Proxy TpebyeTtcs creHepupoBaTh CepTUGUKAT C KIHYOM M nepeaaTtb OTKPbITYHO

YyacTb Knoda agMmuHuctpaTtopy PAM.

1.

CreHepupynte ceptudukar X.509, B KOTOPOM OTCYTCTBYET LieMNoyKa CepTUUKaToB.

¥ WHCTpYyKUMSt NO reHepaumm

i. OTKkpoWTe OCcHACTKy YnpaBneHue ceptudukaTaMm nonb3oBaTtenen, 3ateM oTkponTe JlInyHoe —
CepTtudukarsbl.

ii. Haxxmute npaBow kHomnkon Mbiwn no nanke Ceptudumkatsl. Beibepute nyHKT Bee 3agaum —

3anpocuTb HOBLIN cepTudumKar.
iii. Haxxmnte Oanee.
iv. BeibepuTte nonutuky permctpaumm ceptudukaToB n HaxxmuTe [Janee.
v. Bbibepute ceptudumkar.

vi. Haxxmute 3asaBka.

2. JKcnopTupynte ceptudukar.

¥ VIHCTPYKUMS MO SKCMOpPTY

i. OTKponTe OCcHAcCTKy YnpaBreHue cepTudukatamm nonb3oBarenen, 3atemMm otkpounte JInyHoe —
Ceptudumkatsol.



http://localhost:3000/privileged-access-manager/3.2/administration/ssh-proxy-via-keys-setup/
http://localhost:3000/privileged-access-manager/3.2/user-manual/connection-to-the-resource/rdp-ssh-sql-connection/#connection-to-the-ssh-proxy

ii. HaxxmMuTe npaBon KHONKOW MbILIN HA CEPTUUKAT, KOTOPbLIN CreHepupoBarnu Ha npeabigayLem
ware. Beibepute nyHKT Bece 3agaym — Okcnopr.

iii. B oTKpbIBLLUEMCS OKHE HaxxmuTe [Janee.
iv. Beibepute onumto ®annsl X.509 (.CER) B koanposke DER.
v. Beibepute pacnonoxeHue avina n 3anonHute mva cdanna. Haxmute Janee.

Vi. I'IpOBepre BBEeEHHble AaHHble N HaxXmuTe [0TOBO.

3. Nepepante agmuHuctpatopy PAM cainn ¢ ceptudpmukatom. lNogaepxusaemblie paclumpeHns anna:
PEM, DER, CRT.

4. Joxantech, Korga agMMHUCTPATOP HAaCTPOUT NOAKNoYeHne No SSH-knouy.

5. Mopgxkntountecb K SSH Proxy.


http://localhost:3000/privileged-access-manager/3.2/administration/ssh-proxy-via-keys-setup/
http://localhost:3000/privileged-access-manager/3.2/user-manual/connection-to-the-resource/rdp-ssh-sql-connection/#connection-to-the-ssh-proxy

HacTtpouka n cb6op noros
/

OsHakoMLTEC C MHGOPMaLIMelt O NOrMpoBaHUK

% TexHU4eckas nogaepka

Kak co3pgatb obpalleHne B NogaepxKky



http://localhost:3000/privileged-access-manager/3.2/problem-solving/configuring-and-collecting-logs/
http://localhost:3000/privileged-access-manager/3.2/problem-solving/tech-support/

HacTtpounka u cbop noros

PacnonoxeHue noros

Jlorn Bcex .Net KoMNoOHEHTOB n YTUIMUT NULLYTCA B TEKCTOBbIE doannbl, pacrnonoXeHHble B nankax /OQSZ

/etc/indeed/indeed-pam/logs/Mms_KomnoHeHma/

C:\inetpub\wwwroot\Imsi_KomrnoHeHma\logs\

C:\Program Files\Indeed\Indeed PAM\Gateway\ProxyApp\logs\

indeed-pam-windows\MISC\nanku ymunum\logs\

OnuncaHune noroB kKomnoHeHToB Core, IDP, LS

Pauvn core idp LS Copepxumoe
commands.log + + BCe I10rm KomaHz
queries.log + + BCE NOoru 3anpocos
errors.log + + + Bce owmnbkn PAM/LS
jobs.log + BCe noru 3agad (job)
events.log + BCe Ioru, ceasaHHble ¢ CobbITuaMu
connections.log + BCE NOM CEPBUCHbIX NMOAKMIOYEHNI
db.log + + + noru, cBA3aHHble ¢ gocTynom K b
hangfire.log + + + Bce noru ot Hangfire
ils.log + Bce noru ot LogServer client

Bce norn PAM/LS c ykazaHuem nmeHu
full-yyyy-MM-dd.log + + +
norrepa v traceld



dann core idp LS Copepxumoe

stdout_yyyyMMddHHmMmss_ xxxx.log + + + noru ¢ owmnbkamm ot IS

INNlornpoBaHuMe cKkpunTa yCTaHOBKU

CkpvnT ycTaHoBKM run-deploy.sh MOXeT npepBaTbCA C OWMbKoN. B 3TOM cnyyae Hy>XHO oTnpaBuTb oansbl C

JloraMmm B TEXHNYECKYHO NOOOEPXKY.

Mpymep owmnbku ckpunTa: e "
Pacnonoxenune cannos ¢ noramu: IndeedPAM_3.2_RU/indeed-pam/logs/.

Mo YMOJ4aHUIO B J10TM 3arnuncbiBae€TCA KpaTKad MHd)OpMaLI,I/IFI. YT00bI nony4ynTb paCLIJI/lpeHHbIIZ BbIBO/ J10IroB

HY>KHO 3anyCTUTb CKPUMT C ONUUEN -VVV :

run-deploy.sh -vvv

ProxyApp

JTorn nnwyTtca B nanky C:\Program Files\Indeed\Indeed PAM\Gateway\ProxyApp\logs\shortDate\processld,

4TOObI pas3gennTb NorM OT HECKOMbKUX 3aryCcKoB B OAWH AeHb. B nanke moxeT 6bITb 2 ¢parina ¢ noramu:
e ffmpeg.log — oTnagoyHas uHdopmauus ot ffmpeg
e Pam.Proxy.App.log — BCe npo4une rorn

YTunuTol

Bce norn nuwyTcs B oguH cbann 6e3 gaTtbl B UMEHU, C Ha3BaHWEM YTUMNUTLI,

Hanpumep Pam. Tools.Migrator.log.

nOI'VIpOBaHVIe HAaTUBHbIX KOMIMOHEHT

K HaTUBHbIM KOMMNOHEHTaM OTHOCSTCS:

e MstscAddin


https://learn.microsoft.com/ru-ru/aspnet/core/host-and-deploy/iis/logging-and-diagnostics?view=aspnetcore-5.0
http://localhost:3000/privileged-access-manager/3.2/problem-solving/tech-support/

WindowsAgent

Pam.Service

Pam.Putty

ProcessCreateHook

[na BKIOYEHNS UK NOyY4eHns NoroB MOXHO ucnorb3oBaTth yTunuty Indeed GetlLog. Jloru coxpaHsitotcs B
anpekTtoputo C:\Windows\System32\LogFiles\Indeed-ID. [Ansa kaxaoro npouecca co3naeTcsi CBOs
oTAenbHasa ANPeKTopus.

JlornpoBaHMe B niXx KOMMNOHEHTaX

SSH Proxy

Bce noru nuwyTcs B oguH dann, ${ISODate}.log.
dannbl pacnonaratotcs no nytu /etc/indeed/indeed-pam/logs/sshy.

PAMSU

Bce noru, reHepupyemble HaliMM KogoMm, nuwyTcs B oavH dann, ${ISODate}.log.
dannbl pacnonaratotcsa no nytu /opt/Indeed-PAM/pamsu/logs/.

MoMMMO 3TOro CyLLecTBYEeT BO3MOXHOCTb akTUBMPOBAaTh NOrMpoBaHmne koaa, NnpeaocTaBneHHoro sudo.
OT0 fenaetcsa Yyepes nameHeHus B dpanne /etc/pamsu.conf. lNpaBuna HAaCTPOMKK U yNpaBneHnsa Takme xe
kak y sudo. CM.: man sudo.conf.

HacTponka nornpoBaHus

KoHdurypauma normposaHus komrnoHeHToB .Net Haxogutcsa B hannax appsettings.json.

HacTtpowunka appsettings.json
dannbl appsettings.json pacnonaratoTcd nNo nyTu:

o C:inetpub\wwwroot\imsi_KomnoHeHma\appsettings.json — cepBep ynpasnenuna Windows;

e C:\Program Files\Indeed\IndeedPAM\Gateway\ProxyApp\appsettings.json — cepBep gocrtyna
Windows;

» /etc/indeed/indeed-pam/Mmsi_KomnoHeHma/appsettings.json — cepBep ynpaBneHns nnun goctyna

Linux.


https://support.indeed-id.ru/Knowledgebase/Article/View/sbor-otladochnyh-logov-indeed-id

Cekumnsa NLog

o [lapameTp variables — pasgen, B KOTOPOM MOXHO 3a4aTb NepeMeHHble Ans ganbHeNnWwen HacTPOnKn
normpoBaHusi. KonnyecTBo NepeMeHHbIX He orpaHmnyeHo. HeobsasaTtenbHbi napameTp.

"variables": {
"minLevel"”: "Trace",
"dbMinLevel": "Info"

}

(D NPUMEYAHUE

YT06bI BbI3bIBaTb 3a4aHHYI0 NEPEMEHHYIO NMPU AarnbHelLIen HacTpolike ee NoTpebyeTcst 3anucbiBaTh B

BuAe ${Nms_MepemeHHOW} .

[lna kaxgoro nora MOXHO HaCTpPOUTb CBOW YPOBEHb JTOT’MPOBaHUA.

CyLIJ,eCTByIOT cnegywwme ypoBHU NormpoBaHnA:

YpoBeHb MopsakoBbIN
CtporocTtb norupoBaHusi
norvpoBaHus HOMep
CambIi nogpobHbI ypoBeHb. icnonb3yeTtca Ans
Trace 0
pa3paboTkn 1 peako UCMonb3yeTcsl B NPON3BOACTBE.
Deb : OTnagka noBegeHUs NPUNOXKEHNSA MO MHTEPECY LM
ebug
BHYTPEHHUM COBLITUSIM.
Inf ) NHdopmaums, oTpaxaroLwas xon BbIMOSIHEHUSA Unn
nfo
COBbITUSA XXU3HEHHOIO LKA NPUNOXEHUS.
W 3 MpegynpexaeHus o npobrnemax NpoBepPKN NN BPEMEHHbIX
arn
cb0sX, KOTOPble MOXHO YCTPaHUTb.
£ 4 OwmnbkmM, Npn KOTOPbIX (PYHKLMOHASTbHOCTL HE yaanachk Unm
rror
ObIN0 NONYYEHO UCKIIOYEHNE.
Eatal - Cambiin KpuTHMYecknin yposeHb. NpunoxexHve dyoet
ata

npepBaHo.



O6blyHas KoHGUrypaumusa 3aknoyaeTcsa B yKazaHUM MUHUMAarbHOro YPOBHSI, B KOTOPbIV BKIOYEHbI 3TOT
ypoBeHb 1 Bornee BbICOKME YPOBHU. Hanpumep, ecrnv MuHMMarnbHbI ypoBeHb paseH Info, To Info, Warn,

Error n Fatal pernctpupytotcs, Ho Debug u Trace nrHopupyroTcs.

e MMapameTp rules — onpefensieT npasuna MapLIpyT13aLMm NOroB.

o Y Kaxgoro Tuna fnora ectb CBOE UMS, KOTOpO€E HE pEKOMEHOYETCA pedaKTUPOBaAThb.

"Rules": {

"@3_Hangfire": {
"logger": "Hangfire.*",
"minLevel": "Info",
"writeTo": "hangfireFile",
“final": true

}s

"20 _Errors": {
"logger": "*",
"minLevel": "Error",
"writeTo": "errorsFile"

}s

"40 Commands": {
"logger": "Idp.Application.*Command",
"minLevel”: "${minLevel}",
"writeTo": "commandsFile",
"Enabled": false

}s

[lnsa ka)xgoro Tmna nora MOXHO yKa3aTb crneyrune Tern:

logger — Wms norrepa — 06bI4HO 3TO MMSA aCCOLMMPOBAHHOIO CO CTPOYKOM flora anemeHTa B koge (Mms
knacca). Moxet cogepxaTb NOACTAHOBOYHbIE CUMBOSbI (* 1 ? ). Takum obpasom, ums npasuna *
COOTBETCTBYET NMt0O6OMY MMeHM fnorrepa, a Common* COOTBETCTBYET BCEM JlOrrepam, Ybl MMEeHa Ha4YnMHaTCA
C Common. He pekomeHayeTcsa pedakTMpoBaTb 3TOT Napamerp.

LogLevel — ypOBHW NOrMPOBaHUS, MOXHO yKa3aTb Cpasy HECKOSbKO:

1. minlevel — MWHUManbHbIA YPOBEHb NOMMPOBaHNA
2. maxlevel — MakcuManbHbIA YPOBEHb NOrMPOBaHUA
3. level — oguH ypoBeHb ANS NOrMpoBaHUsA

4. levels — YPOBHU NnornpoesaHus, 3arnncaHHble Yepes 3andTyro

writeTo — pasgeneHHbIn 3anaTbiMU CMMCOK (hansios Ans 3anncu noros



final — Ecnu TekyLlee npaBmno noMeyeHo kak final v ero umMsa COOTBETCTBYET MMeHu norrepa, To NLog
3aBepLuaeT Ha HeEM NOCTPOEHME LienoYeK Ansa BCcex YpOBHEN NOrMpoOBaHUS, BKIHOYEHHbIX AN JAHHOro

npasuna. Unu JIlorn, nomeyeHHble kak final, nepecTatoT 3anncbiBaTbCs B FIOMM, HAXOASALWMECS MO LENOYKe

HWXe.

enabled — 4TOObI OTKNIOUYNTL npaBuno nornpoBaHunA 0e3 ero yoarieHnaA, ykaxunTe and 3Toro napamertpa

3Ha4yeHune false.

o [lapameTp targets — onpegenser log targets/outputs. Heoba3atenbHbIN napameTp.
o [lapameTp extensions — 3arpyxaet pacwmpeHus NLog n3 garnna *.dll. HeobasarenbHbIn napameTp.

e [lapameTp include — BKNHOYAET BHELUHUIN KOHUTYPaALMOHHBIN hans. HeobasaTenbHbIM napameTp.

Cbopka noroB n3 bpaysepa

Chrome, Edge, Yandex

1. 3anyctute 6paysep, nepenanTe Ha CTpaHuLy B KOTOPOW BbIXOAUT ownbka, 3anyctute MHCTPYMEeHTbI
paspabotumka (Haxmute Ctrl+Shift+l nnn F12).
2. Bo Bknagke KoHconb Haxmute ® ONs OMUCTKM KOHCOMNW, BKIOYUTE onumn JeTtanusauus,
MHdopmauus, NMpepnynpexapeHnsa, OWnbKu:
[ ﬂ FNEMEHTEI McTouHmm CeTe [pouIB0AMTEAEHOCTE MNamATh 0 B3 ¢ : x

[ top ¥ | @ | Ounetp Bceypostn ¥ || 3 npotfiemer: B 3 o ]
»

Mo ymonuaHuo

+ fletanvzauma

¥ Wudopmauma

¥ TMpegynpesgeduna
¥ OwuBru

3. Haxvute % (HacTtponkn koHconu) n otmetsTe onuun CoxpaHATb XypHan, XXypHan 3anpocoB

XMLHttpRequests:
[w ﬂ INEMEHTEI Koxcons HMcTounmkm Cetb [MpousBcgMTENBHOCTE MamATe 2 B7 g : X
@ ® topY | @ | dumwtp Bce ypoehu ¥ 7 npoBaem: B 7 o ]

[ CxpaiTe ceTh Kypnan sanpocos XMLHttpRequests

CDKFEHHTI: *YpHan l:l FHEDTMYHOE EblYMCAEHWE

[ Tonsko eeifpaHHsii kosTekoT [ AsTozanonHeHWEe M3 MCTODMM

l:l rFI'_'.-"'HF-CISEITh E KOHCOAKM NOXooEKHe CCICIE}-JJ,E-/IH l:l BriymcneHue MY CKIET dKTHEILMHD NONbI0BATENA



4. Bo Bknagke CeTb BKNOUMTE HAcTporku CoxpaHATb XypHan, OTKno4YuTb Kew, Tun punstpa Bee, kak

Ha CKPUHLLUOTE HUXE:

[ ﬂ FNEMEHTEI KoHconb WcTouHmiom Cete [pousBCgMTENBHOCTE 2 21| B3 ﬂ . x
® 8 Iil Q, CoxpaHaTe XypHan Dm Ees orpanuyeHmA AR S 4 e
DuneTp [ WMreeprvposate [ Cxpeaime URL aznmEx
Bce | Fetch/XHR 15 C55 WsocBpawenwe Hocurene Wpwdt Jdowxyment WS Wasm Manudecr [Apyroe
[ C zaBnoxmposanHsivm dafinamu cockie [ 3afnokmpoeasssie sanpocsr [ Cropossve sanpock
Wcnonb3ceats NogpobHele CTPOKM 3aNpOCCE ] Ipynnuposka no dpeiivam
[ Moxazate ceegequms [ Caenats ckpuHweTs
HazeaHue Crat.. |Mpo.. | Tun | Mouuwatop Paz.. | B.| Kackap sarpysku &
D ;;::’Lcn'e.f'ac:i... iﬁlﬂKD httg... | xhr E;LM:E'-S:I 24‘1%E ;l : ‘
D u:u::uun:?‘quer;;:s... 200 http... | hr igl:.-Llls“ﬂ 2298 | 1. I
Spam/fcorefses., | OK Crpunt 1B 1.
D u:onfig..prcrdjson 200 http... | xhr polyfills,js:1 4176 | 1... |
fpam/mc/asse.. | OK Crpunt 5628 |1.

5. Haxmute © ans c6poca cnvcka 3anpocoB U He 3aKpbiBasi KOHCOMb PaspaboTUMKa BbINONHUTE
nocrenoBaTenbHOCTb 4ENCTBUI, NPUBOLSALLNX K OLLIMOKe.
6. HaxxmuTe no nornto 3anpocoB NpaBoW KHOMKOW MbIlwK, BbibepuTe nyHKT CoxpaHuTtb Bce Kak HAR ¢

KOHTEHTOM U1 COXpaHuTe hann:



[w ﬂ FNEMEHTEI KoHconb WcTouHmiom CeTe [MpousE0AUMTENEHOCTE 2 a1l | B7 * : x

® ® ¥ Q Coxpanate xypran | B Omenrouute kew  Bes orpaHwseHmna AR . 4 o
Dunetp [ WHeeprvposate || Cxpeite URL aaHmEx
Bee | Fetch/XHR 15 C55 W3cBpawenwe Hocwrene Wpwdt Jokymest WS Wasm Manudecr Opyroe

[ C zaBnokmposanHeiMm dainamu cookie [ 3afinokuposasssie 3anpocel [ Cropossue sanpock

Mcnonb3ceams nogpobrble CTPOKW 3ANPOCOE [ Mpynnuposka no dpeiman
[ Moxazate ceegeHuMs [ Caenats ckpMHWOTE
Hazeanue Crat... [Mpo.. | Tun | MHuuwatop Paz.. | B.|Kackap sarpyskm &
EI count _ 200 http... xhr pobyfills j=:1 2488 1. I -
fpam/corefacti... OK Crpunt 1B 9.
D count?query=s... | 200 - h pobfillss:1 2298 1. | ’
. | xhr
fpam/corefses.. | OK P Crpunt 1B|1. .
CTkpeiTs B HOBOW EXNALKE
D config.prod,json | 200 hit h polyfills,)s:1 4176 | 1.. |
p... |xhr
fpam/mc/fasse.. | OK Crpunt 562 B | 1. QunctuTs kew Bpaysepa
D icons.minsvg 200 http... | svg.. mainjs1 a7TkB 2. | Vpanuts baine cookie Bpaysepa
fpam/mc/asse.. | OK Crpunt 29.2.. 1.
D config.prod,json | 200 - . polyfillsjs:1 817B | 2. | Konuposate »
| xhr
fpam/mc/asse.. | OK . Crpunt 562 B | 1.
D resources:pag.. | 200 hit h polyfills,js:1 64 kB 3. | 3abnoknposate URL sanpoca
{pam/core (0] P | XAF Crpunt 6.1 kB | 3. 3aBn0KNPOBATE 33NPaLUMEAWLMEA foMeH
D icons.minsvg 200 hit main.si1 3.7 kB | 8... | MosTopute sanpoc XHR
e | SV
fpam/mc/asse.. | OK . . CrpunT 29.2. | 7.
D icons.min.svg 200 hit mainjs:1 S7kB | 1. I Coxpanuts Bee kak HAR ¢ konenTom
| SV
/pam/mc/asse.., | OK P g CrpunT 29.2.. | 1.

7. NepengnTte Bo BKNaaky KoOHCOMNb, HAXKMUTE NpaBO KHOMKOW NO COOBLLEHNAM KOHCONW, BblibepuTe NyHKT

CoxpaHuUTb KakK U coxpaHute dan:

[w ﬂ SNEMEHTERI WecTounnem Cete MpousscguTencHocs  » a1l B11 * : x
O ® topYy @ Gunerp Beeypoenn ¥ || 11 npofinen: B 11 o 3

F Y

» Jarpyska XHR 3aeepwena: GET (https://pam.indeed-id.local/pam/core/action-reguests/pe polyfills.js:l
nding/count}. ;

»3arpysxa XHR zaeepL T “lid.local/pam/core/sessions/countigue polyfills.js:1
ry=session.state¥30a MosTopuTe sanpoc XHR

»3arpysxka XHR zaesepe id.local/pam/corefaction-requests/pe polyfills.js:1
nding/count). CYNCTUTE KOHCONR

»3arpysxka XHR zaesepe id.local/pam/core/sessions/count?gue polyfills.js:1

ry=session.state%30a

¥AaanuTe MCTORMIS KOHCOAK

»3arpysxa XHR zaesp id.local/pam/corefaction-requests/pe polyfills.js:1
nding/count).
» Jarpyska XHR 3aeepwena: GET (https://pam.indeed-id.local/pam/core/sessions/countigue polyfills.js:l
ry=session.state%3Dactive).

CoxpaHnTe KakK...

8. CoxpaHeHHble (hannbl NnepeLunuTe B TEXHUYECKYO NOAOEPXKKY.

Firefox



1. 3anycTtute 6paysep, nepenguTe Ha CTpaHWLy B KOTOPOW BbIXOQUT owwmnbka, 3anyctute UHCTPYMEHTbI
Beb-pa3paboruuka (Haxmute Ctri+Shift+l nnun F12).

2. Bo Bknagke KoHconb Haxmute W OS5 O4UCTKK, BKNOYMTE onumn Ownbku, NMpeaynpexaeHus, Jlor,
UHdo, Otnagka. B HacTporikax KOHCONM OTMETLTE BCe onuumu, B T.4. HenpepbiBHbIE NOru:

v O Whcnekrop O Ornagume M Cere {) Crunn B 0] - X
m T Mowck B KoHcoAw -ﬁ-
Cwwrbkn MpegynpexgeHna  JNor HMago Otnagka C55 XHR v HenpepbisHbie noru

» |

v [oKazblBaTe METKW BREMEHH
' [pynnupoBEaTe Noxox#We cooBLyeHna
' BrnHYWTe 3BTOA0NOAHEHNE

' MrHogeHHOE BEIYWCAEHWE

3. Bo Bknagke CeTb Takke HaXmMuTe w ONS O4NCTKK, OTKMounTEe ounsTp, Boidbpas “Bee”, Haxmute £
N oTMeTbTE onuuio HenpepbiBHbIE NOTK.

4. He 3aKpblBad KOHCOJ1b pa3pa60TqM|<a BbINOSIHUTE NOCeAoBaTENbHOCTb AENCTBUN, npmneoaALLNX K

oLlmbKe.

5. lanee B koHCONM pa3paboTymka Bo Bknagke CeTb Haxmute 'ﬁ', BblbepuTe NyHKT CoxpaHUTb BCE Kak
HAR v coxpaHuTe cans:

Ox O Whcnekrop Koncone [ Otnaguune {} Cruan B 0] - X
m T Mowck URL I Q ©® [Momwmountsksw  Bes orpanmuenna s 3
HTML C55 J5 X¥HR Wpwudte Wsobpaxenwa Megua WS HanEHeanprEHblean

Crat.. MeT.. [fomeH dain WMHULKraTop

EE  GET & pam.nde.. countfquery=session.state=active palyfills js:1 . Vmnopt HAR-daiina

ER GET & pam.inde.. count polyfills.js:1 . CoxpaHnTe Bcg kak HAR
ER  GET & pam.inde.. countfquery=session.state=active palyfills js:1 . Kenupoeats BcE kak HAR
EE—I GET s pam.inde... count polyfills.js:1 ... json 247 B 16

Eﬂ GET & pam.inde.., count?query=session.state=active palyfills,js:1 .. json 228 6 16

m GET & pam.inde... count polyfills.js:1 ... json 228 6 16

@ GET [~ pam.inde... count?query=session.state=active polyfills.js:1 .. json 228 6 16

EE—! GET & pam.inde... count polyfills.js:1 ... json 2476 16

6. Mepenante Bo BKkNagky KoHconb, HaXXMUTE NpaBon KHOMKOW N0 COOBLLEHNSIM KOHCONW, Bbibepute
NyHKT QKCMOpPTUPOBaTb BUAUMbIE coObLLeHnAa B — Daunn 1 coxpaHute dann.



Y {:} WMucnekrop

m ? MoWck B KOHCOAK

Owwekn  MpegynpexgeHna

11:38:44.157 £k opedAmosui

11:34:24.386

11:38:84.339

11:41:44.443

11:42:28.464

11:42:28.468

7. CoxpaHeHHble hannbl NepeLLnmTe B TEXHUYECKYHO NOOOEPXKKY.

I\

NpoCMoT E‘

Koncone [ Ornaguve T-l- CeTh '[]' CTinu

Nor  WMHgo OTtnagka C55 X¥HRE Zanpocw

» B 0] - X
3t

'MEHT HE COAEpRMT O0LABNSHMA KOAWPOBKM CHMMBONOE. NMpu  silent-refresh.hitml
DEHMUDVERErD S0 ODOKYMEHTE. OOKVMEHT MONET

oTobpaxat -
. | Apa3HWTb K3K rnobanbHyH NEpEMEHHYHD A

SPEHMOBSIN inos. Npuw  silent-refresh.himl
TpoCeaTpe Konupoeate cooBlueHne
oTobpaxaT
speimoBail - KonuposaTe ofbext no6. nNpw  silent-refresh.html
NpoCMoTRE
oToOpasaT  Brigenwts Bcé
SpEHMOBAIN resh.html
npocmotpe| JKCNOPTUPOBATE BMAMMBIE COOBLLIEHNA B I > Bydep cBmena
oTobpaxat

. . Dann
filter is 11:1718393
user EntitiesBase: queryParams is {"page”:"1","pagesize":™18"} main.js:1:2851712



TexHu4vyeckKasa nogaepxka

Ecnu Bbl HE HaLWINK OTBET Ha Ball BOMNpPOC B AOKYMEHTauun nnn 0ase 3HaHuK, Bbl MOXETE 06paTVITbCF| 3a

MOMOLLIbIO B CIYX0Y noaaepkKu.

Ecnu Bbl 06pawaetech B nogaepxky Ans peleHnss npobnemsl, NpefocTaBbTe Kak MOXHO bonbLue
nHpopmaumn, Bkrodasa ansnbl, CKPUHLLIOTBI, NIOM. ATO NOMOXET peLnTb NpobnemMy onepaTuBHO.

Y106bI OTNPaBUTL OOpaLleHMe B NoanepXKy, BbINONHUTE cregyloLlee:

1. OTKpoWTE nopTan TEXHUYECKOWN NOAAEPXKKM.

2. BBeguTe Ball 3NEeKTPOHHbLIN agpec u naponb 1 HaxmuTe Bxoa,.

v Ecnu Yy BacC HeT JiormHa n napon4d

Bbl MOXeTe 3aperncTpMpoBaTbCs Ha nopTarne NoaaepP»KkM CamMoCTOATENIbHO UMK OTNPaBUTb 3asiBKY Ha
perncTpauuio.

Y1006bI 3aperncTpMpoBaTbLCA CAMOCTOATENLHO:

1. Haxxmute 3apermctpmpoBaTbCA.

Kak Mbl MOeM BaM noMoYb?

NONCK

@ i 4 Q 5

Cuero HavaTn? 3aperucTpupoBaTbhca OrnpaBnTb 3aRBKY NokymenTaymns baza zHanun Hoeocrk YcrpaHeuwe Henon...

2. OTkpoetcsa popma perncrpauun. 3anonHnTe Nons 1 HaxMuTe 3aperncTpMpoBaThCS.

3. Ha ykasaHHbI 3NeKTPOHHbIN afgpec Bbl NOy4YnTE NMMCbMO CO CCbISIKOW AN aKTUBaALMKN akKayHTa.
Mponante nNo ccbinke.

Y1006bI OoTNpPaBUTb 3adBKY Ha perncrpauuio



https://support.indeed-company.ru/Knowledgebase/List/Index/50/indeed-privileged-access-manager
http://localhost:3000/privileged-access-manager/3.2/problem-solving/configuring-and-collecting-logs/
https://support.indeed-company.ru/

1. Haxxmute OTNpaBUTb 3asiBKY.

Kak Mbl MOXXeM BaM NnoMoYb?

NOUCK

@ i 4 Q 5B

Cyero HayaTb? 3aperucTpupoBaTbca OTnpaenTb 3aRBKY NokymenTauus Baza sHaHui Hoeoctm YcrpaneHue Henon.

2. OTKpoeTcs bopma 3asiBKU. YKaXuTe, YTO 3TO 3asiBKa Ha CO3laHWe YYETHOWN 3anmncu.

3. Ha ykasaHHbI 3NeKTPOHHbLIN afpec Bbl MOMy4YNTE NMMCbMO CO CCbINIKOW ANSA akTUBaLMKM akkayHTa.
Mponante nNo ccbinke.

3. Haxmute OTnpaBuTb 3asBKY.
4. BbibepuTe genaptameHT u HaxxmuTe Bnepeg.

5. 3anonHute popmy 3asBkM N HaxxmmTe OTNpPaBUTD.
Takke Bbl MOXETE CBA3aTbCA C KOMaHAOM NOAAEPXKKN NO cnegywmum TenedgoHam:

« 8800 333 09-06,
e +7 (495) 640 06-09,
e +7(812) 640 06-09.



CoObiTuA

Cnucok cobbituin Indeed PAM

MpuBnneruu

Cnmncok I'IpI/IBI/IJ'IeFVIVI, KOTOpPbIE MOryT ObITb BKITHOYEHbI B ponn

CooTBeTcTBUE aTPpUOYTOB KaTanora nonb3oBartenen u PAM
/

Cnm1cok 3Ha4YeHnin No yMonyaHuio 4ns atpubyToB KaTanora nonb3oBaTtenern u CooTBETCTBYOLWNX aTpnbyTos Indeed PAM



http://localhost:3000/privileged-access-manager/3.2/appendix/events-list/
http://localhost:3000/privileged-access-manager/3.2/appendix/privileges-list/
http://localhost:3000/privileged-access-manager/3.2/appendix/attributes-mapping/

CoObIiTusA

[aHHbIN pasgen cogepxuT cnncok cobbiTnin Indeed PAM.
B Indeed PAM Begetca y4eT cobbiTuin cneaytoLwmx TUNoB:

e MHOopMaumnsa — cooblieHre co cBeaeHusiMmn 06 n3aMeHeHun Kaknx-nnbo gaHHeix B PAM, npu atom
PAM paboTaeT KOPpPEKTHO;

» owwnbka — yBegomreHue o npobneme, kotopas TpebyeT BMellaTensCcTBa agMmHucTpartopa PAM;

e npepynpexneHne — MHPOPMUPOBaHME O TOM, YTO NpobrieMa Unmn onbKa MOXeT NOSABUTLCS B
OyayLiem, pekoMeHayeTcs BHUMaHne agMuHucTpatopa PAM.

UHhopmauus

Kon TekcT coobueHunn
1000  YuyeTHas 3anucb yCMELLHO 3aperncTpupoBaHa

1003  Wm4a yyeTHOM 3anvcy ycnewHo U3MEHEHO

1004  YuyeTHas 3anucb yCMeLLIHO BOCCTAHOBEHaA

1008 [Maponb y4eTHOM 3anuncu ycnelwHo aobaeneH

1009  YuyeTHas 3anUCb YCMNELLHO OTKMYeHa

1010 PaspelueHune ycnewHo co3gaHo

1013  PaspelueHune ycnewHo oTo3BaHO

1014  Pecypc ycnewHo 3apermctpmpoBaH

1015  Pecypc ycnewHo yaaneH

1016  WMHdopmaumsa o pecypce ycrnewwHo n3MeHeHa



Kop

1017

1018

1021

1022

1023

1024

1026

1027

1028

1029

1033

1034

1035

1036

1038

1039

1041

1042

TekcT cooOLeHuns

Ceccuga ycnelHo oTKpbITa

Monb3oBaTenb 3aBepLUnl CECCU0

[MapameTpbl KOHUrypaLumm ycrnewwHo U3MeHeHb!

JlOMeH ycneLuHo 3apernctTpmMpoBaH

[omeH ycnelwHo yaaneH

MHopmaLms o JomeHe ycnewHo naMeHeHa

YyeTHas 3anncb yCMNeLwHO BKIMo4YeHa

YueTHast 3anuch ycrewHo yaaneHa

Pecypc ycnewHo OTKITH4YEeH

Pecypc ycneLuHo BKYeH

HesapermuctpmpoBaHHbIX YYETHbIX 3anuceun He 06Hapy>|<eHo

Maporb y4eTHON 3anMcK ycnewHo copoLueH

YyeTHas 3anncb nepeseneHa B COCToAHNE MFHOpMpyeTCFI

[Monuntunka ycnewHo cosgaHa

HacTponkn nonnTnKn ycnewwHo n3mMeHeHb!

Monutuka yCnewHo co3aaHa KonmposaHnem

[loMeH ycreLHo BKINYeH

[loMeH ycneLwHo BocCTaHOBMEH



Kom TekcT coobOLeHuns

1043  Pecypc ycnewHo BOCCTaHOBIMEH

1044  [lonb3oBarerb ycnewHo ayTeHTUduULMpoBaH No BTOPOMY hakTopy

1045  YdyeTHas 3anucb yCneLHO caernaHa ynpasnsaemMomn

1046  SSH knto4 yyeTHOM 3anmncu ycnewHo NpoBepeH

1048  SSH kntoy yyeTHOM 3anucum ycnewHo gobasneH

1049  SSH kntoy y4eTHOM 3anncu ycnewHo copoLueH

1052  CurHXpOHU3aLMs YHETHbIX 3anMcen No pacnmcaHuio 3anyLieHa

1053  CuHXpOHU3aLMs YYETHbIX 3anMcen 3aBepLueHa

1055 CmMeHa yyeTHbIX JaHHbIX 3anyLeHa no pacnmcaHuio

1056 CmeHa y4yeTHbIX AaHHbIX 3aBepLueHa

1057 [NpoBepka y4eTHbIX AaHHbIX MO pacnucaHuio 3anylleHa

1058 [lpoBepka y4eTHbIX AaHHbIX 3aBepLUeHa

1059 T[lpoBepka cepBUCHOrO JOCTYyNa NO pacnucaHuio 3anyLlieHa

1060 [lpoBepka cepBUCHOrO 4OCTYyMNa 3aBepLueHa

1064 SSH wabnoH ycnewHo gobasneH

1065 SSH wabnoH ycnewHo yganeH

1066 SSH wabnoH ycnewHo obHoBMEH

1067 [lonb3oBaTenbCcKkoe NOAKNoYEHME ycrnewHo gobaBneHo



Kom

1068

1069

1070

1072

1073

1074

1075

1077

1078

1080

1081

1082

1083

1085

1086

1088

1089

1090

TekcT coobOLeHuns

lNonb3oBaTenbLckoe NogknyeHne ycnewHo yganeHo

[Monb3oBaTenbckoe NoAKIYeHne ycnewHo 0oOHOBMEHO

Monb3oBaTenb yCneLwHo NOCMOTPEN YYETHbIE AaHHbIE

PoTaums aptedakToB ceccum 3anylleHa no pacnmcaHuo

PoTaumsi aptTedakToB ceccun 3aBeplueHa

Bugeo dannbl ceccum Obinun yaaneHbl B COOTBETCTBUM C KOHUrypaumen NonnTnki potauum

CHUMMKM 3KpaHa ceccum Obinu yaaneHbl B COOTBETCTBUN C KOHUIypaLmMen NonmTuki potauum

CUHXPOHU3aLMA PECYPCOB MO pacrnmcaHuio 3anylieHa

CUHXPOHM3aLMA PecypcoB 3aBeplieHa

OBHapyxeHO N3MeHeHue rpynn y4eTHON 3anmcu

dannbl, nepeaaHHble Ha cepBepP BO BpeEMA CECCUN, Obinn yoaneHbl B COOTBETCTBUN C

KOHUrypaumen nonnTuKn potauuu

[Monb3oBaTtenb ycnewHo 3aperncTpmpoBan BTopon hakTtop ayTeHTUmkauum

AyTeHTUdUKaTOp Nonb3oBaTens ycnewHo yaaneH

PaspelueHune ycnelwHo BO306HOBMEHO

PaspelLieHune ycreLwHo NpMocTaHOBMNEHO

[lomeHHbIe npuBuIieErMpoBaHHbIE rpynnbl yCNnewHO 3aperncTtpmnpoBaHbl

Cnucok KOHTENHEPOB 4S5 NOUCKa JOMEHHbIX pecypcoB ycnewHo naMmeHeH

CVIHXpOHVISGLI,VIFI OOMEHHbIX peCypCOB MNo pacrnmcaHuio 3anyLleHa



Kom TekcT coobOLeHuns

1091  CurHXpOHM3aLMs AOMEHHbIX PECYPCOB MO pacnMCcaHuIo 3aBepLleHa

1095 [obGaBneHa HoBas posb

1096  YpaneHa ponb

1097  CocrtaB npuBunerni ponum N3MeHeH

1098  K3meHeHOo ums ponu

1099 B cocrtaB ponu gobasneH HOBbIN NOMb30BaTeSb

1100 W3 cocTaBa ponu UCKMNYEH Nonb3oBaTeslb

1101 [pynna pecypcoB ycnewHo co3gaHa

1102  [pynna pecypcoB ycneLwHo yganeHa

1103  MHdopmaums o rpynne pecypcoB yCrneLHO U3MEHEHa

1104  Pecypc ycnewHo gobasneH B rpynny pecypcoB

1105  Pecypc ycnewHo yaaneH 13 rpynnbl pecypcoB

1107  3anpoc Ha OTKpbITME CECCUMN OTKIOHEH

1108 [lonb3oBatenb OTNpaBusl 3anpoc Ha OTKPbITUE Ceccum

1109  3anpoc Ha OTKpbITME Ceccun NnoaTBeEPXKAEH

1110 Monb3oBaTenb OTMEHUST 3aNpPoC Ha OTKPbITUE ceccum

1111 KMcTekno Bpems MCNonb3oBaHUs NMOATBEPXKAEHUS 3anpoca Ha OTKPbITUE Ceccumn

1112 McTekno Bpems oxngaHua nogTBepXxgeHns 3anpoca Ha OTKPbITUE CECCUN



Kom

1115

1117

1118

1119

1120

1121

1122

1123

1124

1125

1126

1127

1128

1129

1130

1131

1132

1135

TekcT coobOLeHuns

Monntuka yCnewHo yaareHa

JInueHsna gna ceccuin ycnewHo 3aperncTpuposaHa

3anpoc Ha NPOCMOTP YYETHbIX AAHHBLIX OTKIMOHEH

Monb3oBaTenb OTNPaBUI 3anpPoc Ha MPOCMOTP YYETHbIX AaHHbIX

3anpoc Ha NPOCMOTP YYETHbIX AaHHbIX NOATBEPXKAEH

Monb3oBaTenb OTMEHUST 3arnpocC Ha NMNpPpOCMOTpP YYETHbIX AaHHbIX

NcTekno BpeM4d UCNorb3oBaHNA noaTBepXaeHnA 3anpoca Ha NpoCMOTP YYEeTHbIX OaHHbIX

WNcTekno BpeM4da OXXunaaHuda noartBepXXaeHund 3arnpoca Ha NnpoCMOTP YHETHbIX AaHHbIX

Monb3oBaTenbckoe NoAKMYeHne ycnewHo gobaBneHo ans pecypca

Monb3oBaTenbckoe NoAKIYEHNE pecypca ycrnewHo NSMeHeHo

Monb3oBaTenbCckoe NoAKIYEHNE pecypca ycnewHo ygareHo

MonuTtuka obbekTa ycnewHo naMmeHeHa

Maporb y4eTHON 3anMcK yCrneLwHo ncnpaeneH

SSH koY y4eTHOIN 3anmcK ycreLwwHo ucnpaeneH

I'IpmopMTeT NOJINTUKN yCNELHO N3SMEeHEH

Habop pa3genoB NONMMTUKM yCNEeLHO U3MEHEH

ma nonntukum ycnewHo n3aMmeHeHo

SSH kniouu, He ynpasnaemble PAM, ycnewHo yaaneHsbl



Kom TekcT coobOLeHuns

1136  KoHTenHep onsa noucka AOMEHHbIX PeCypCcoB yCMeLHO yaarneH

1137  [JomeHHas npvBunernpoBaHHas rpynna ycrnewHo yaaneHa

1138  AgmMuHucTpatop ycnelwHo aobasneH B NpunoxeHne

1139  Vma npunoxeHns ycrnewHo N3MeHeHo

1140 [MpwunoxeHue ycnewHo gobasneHo

1141  AgMWHUCTPAaTOP YCMNELLUHO UCKITHOYEH U3 NPUIOXEHUA

1142  TlpunoxeHue ycnewHo yganeHo

1143  [Maponb NpunoXxeHns ycnewHo copoLleH

1144  OnucaHne NpUNOXeHUst yCnewHo N3MeHeHOo

1145 lMonb3oBarenb yCneLwHo NoCcMoTpeEst Y4ETHbIE AaHHbIE NMPUITOXXEeHUA

1146  [logpasgeneHune ycnewHo co3gaHo

1147 Vimsa nogpasgeneHuns ycnewHo nsMmeHeHo

1148 MNogpasgeneHuve ycnewHo yaaneHo

1149 MapameTp TpeboBaHUst AByXcpaKTOpHOM ayTeHTUdUKaLMM AN NoNb30oBaTens ycreLHo
N3MeHeH

1150  [punoxeHue ycnewHo nonyyYnso y4eTHble AaHHble

1151 IP agpec npunoxeHusi ycnewHo nameHeH

1152  CepTudmkat NpuUnoXeHus ycrnewHo N3mMeHeH

1153 [logpasgeneHne obbekTa ycnewwHo N3MeHeHO



Kom

1154

1155

1156

1157

1158

1159

1160

1161

1162

1163

1164

1165

1166

1167

1168

1169

1170

1171

TekcT coobOLeHuns

JInueHsna pna AAPM ycnelwHo 3apermctpmpoBaHa

NuueHsns ansa nonb3oBaTernen ycrneLHo 3aperucTpupoBaHa

NueH3nsa Ans pecypcoB YCMeLIHo 3aperncTpupoBaHa

Mpynna nonb3oBaTeriei ycnewHo cosaaHa

[pynna nonb3oBareneun ycnewHo yganeHa

MHpopmaLms o rpynne nonb3oBaTenen ycrnewHo n3MeHeHa

Monb3oBaTenb ycrnewHo 4o6aBneH B rpynny nornb3oBaTtenen

Monb3oBaTenb yCnewHo yaaneH 13 rpynmnbl nofib3oBaTernen

[Monb3oBaTenb ycnewHo ayTeHTMduumMpoBaH

npl/lJ'IO)KeHI/Ie ycnewHo ayTeHTVICbVILI,VIpOBaHO

Maporb y4eTHON 3anMcK ycrnewHo yaaneH

SSH koY y4eTHOIN 3anmcK ycrewHo yaaneH

NnuueHsns onsa ceccuid yenewHo yaaneHa

JinueHsna pna AAPM ycnewHo yganeHa

JInueHsna gna nonb3oBaTeneun ycrnewHo yganeHa

NueH3ns ans pecypcoB yCrneLwHo yaaneHa

CeteBoe pacnornoXxeHne ycnewHo co3gaHo

CeTeBoe pacrnoroXeHne ycrneLHo N3MeHeHo



Kom TekcT coobOLeHuns
1172  CeTeBoe pacnornoXeHne ycrneLwHo yaaneHo

1174  CuHXpOHM3auuMs rpynn Kkatanora no pacnucaHuio 3anyLieHa
1175  CuHXpOHM3aumMs rpynn Katanora 3aBepLieHa

1176  Ceccus ycnewHo co3gaHa

1178  TlNonb3oBaterb yCcrnewHo akTuBMpOBaH

1179  [Monb3oBaTenb ycnewHo 3abnokMpoBaH

1181 BoccTtaHoBneHa cBa3b ¢ PAM areHToMm

1192  Ter ycnewHo co3agaH

1193  Ter ycnewHo yganeH

1194  Ter ycnewHo 3MeHeH

1197  JlwueHsunsa anga npounsBoribHbIX PECYPCOB YCMELIHO 3aperncTpupoBaHa
1198  JlnueHsunsa gnsa NpomnsBOSbHbLIX PECYPCOB YCMNELLHO yaaneHa
1199  JlnueHsms ana SQL Proxy ycnewHo 3apernctpupoBaHa
1200  JlnueHsusa gna SQL Proxy ycnewHo yaaneHa

1201 OTKpbITbIN KNtOY yCcneLwwHo gobaBneH Ang nonb3osaTterns

1202  OTKpbITbIN KNIOY YCNELLHO yaareH y nonb3oBaTtens

Owunobka



Kop TekcT cooOLeHuns

2000 He ypganocbk 3apermcTpupoBaTth YYETHYHO 3anncb

2003 He ypanocb N3MeHUTb UMS Y4ETHOM 3anucu

2004 He ypanocb BOCCTaHOBUTbL YYETHYIO 3anncCb

2008 He ymanocb go6aBuTb Napornb 4515 YY4ETHOM 3anucu

2009 He ypanocb OTKMYUTb YYETHYHO 3anunchb

2010 He ypanocbk cosgaTb paspelleHue

2013 He ypanocbk oT03BaTh paspelleHne

2014  He ypanocbk 3apernctpmpoBaTb pecypc

2015 He yganocbk yganutb pecypc

2016 He yganocb nameHuUTb MHOPMaLMIO O pecypce

2017 He yganocb OTKpbITb CECCUIO

2018 B xopge 3aBepLUeHUs ceccum BO3HUKIA OLwmbka

2019 He ypanocb coxpaHUTb TEKCTOBbIW XXypHar ceccun

2020 He ypanocb coxpaHuUTb BUAeO3anuchb ceccuu

2021 He ypanocb coxpaHuTb napameTpbl KOHUrypauuu

2022 He ypanocb 3apernctpuposaTb JOMEH

2023 He ypanocb yganuTtb JOMeH

2024 He ypanocb N3amMeHUTb UHOPMaLNIO O IOMEHE



Kom

2025

2026

2027

2028

2029

2030

2031

2032

2034

2035

2036

2038

2039

2041

2042

2043

2044

2045

TekcT coobOLeHuns

He ynanocb npepsaTtb ceccuio

He yaanocCb BKIMKOYUTb YYETHYHO 3alnncCb

He yoanocb yoanuTb y4eTHy 3anuch

He yoanocb oTKMounTb pecypce

He ypoanock BKNo4MTb pecypc

He yoanocb coxpaHuUTb CHUMOK 9KpaHa Ceccum

He yganocb BbINONMHUTL NPOBEPKY NapOoris y4ETHOM 3anuncu

He yganoch BbIMOMHUTEL NOUCK YHETHbIX 3anvcen

He yoanocb cOpocuTb Naponb y4eTHOM 3anmcu

He yaanocb nepeBecTt y4eTHYH 3arncb B COCTOAHNE MI’HOpMpyeTCFI

He yoanocb co3faTtb MNMoOJINTUKY

He yaanocCb COXpaHUTb HaCTPOWKWN MONMUTUKN

He yOarnocCb CKONMMpoBaTtb MNOJIUTUKY

He yaanocCb BKIMKOYNTb JOMEH

He yOarnocCb BOCCTaHOBUTbL JOMEH

He ynanocb BoCcCTaHOBUTL pecypc

He ypganock ayteHTUdULMPOBaThL NOMNb3oBaTens No BTOpoMy dpakTopy

He yoanocb caenatb y4eTHYHO 3anvch ynpaBnsemomn



Kom TekcT coobOLeHuns

2046 He yganocb BbiNoOMHUTL NpoBepky SSH kntoya y4eTHOM 3anmcu

2048 He yganocb aobasntb SSH kntod ons y4eTHom 3anmcu

2049 He yganocb copocntb SSH kntod y4eTHOM 3anmcu

2051 He yoanocb oTKpbITb CEPBUCHOE NOAKMIOYEHNE K PECYpPCY

2053 He ypanocb 3aBepLnTb CUHXPOHU3ALMIO YHETHbIX 3anncen

2054 He ypanocb OTKpbITb CEPBUCHOE MOAKMIOYEHNE K JOMEHY

2056 He ypanocb 3aBepLlnTb CMEHY YYETHbIX AaHHbIX

2058 He ypanocb 3aBepLnTb NPOBEPKY YYETHbIX JaHHbIX

2060 He ypanocb 3aBepLlnTb NPOBEPKY CEPBMCHOMO JOCTYNa

2064 He ypanocb gobasutb SSH wabnoH

2065 He ypanocb yganutbe SSH wabnoH

2066 He ypanocb 06HoBUTE SSH wabnoH

2067 He ypanocb AobaBunTb NONb30BaTENBLCKOE MNOAKMIOYEHNE

2068 He yganocbk yoanuTb Nosib3oBaTenbCcKkoe NoaKYeHne

2069 He yganocb 06HOBUTL NOMb30BaTENLCKOE MNOAK0YEHME

2070 Tllonb3oBarernto He yoanoch NnonyyYnTb yYeTHble AaHHble

2071 He ypanocbk 3apernctpmpoBaTb NULEH3NIO

2073 He ypanocb 3aBeplUnTb poTaumio aptTedakToB ceccum



Kom

2076

2078

2079

2080

2082

2083

2085

2086

2087

2088

2089

2091

2092

2095

2096

2097

2098

2099

TekcT coobOLeHuns

He yOanocCb yganunTb J10rnm ceccun

He ynanock 3aBepLuMTb CUHXPOHMU3ALIMIO PECYPCOB

XpaHunuuie cepBepa HeAOCTYMNHO

He yganocb n3amMeHuTb rpynnbl y4eTHON 3annucu

lMonb3oBaTtento He yaanoch 3aperMcTpupoBaTth BTOPOM (hakTop ayTeHTUdumKaumm

He ynanock yganutb ayteHTMduUKaTop nonb3osarens

He ynanocb BO306HOBUTL AEVCTBUE paspeLleHnst

He yganocb nprocTaHOBUTL AECTBME pa3peLleHus

He yganocb CMHXpOHU3npoBaTbk MHGOPMaUUIO O pecypce

He yaanocb 3apernctpmnposatb 4OMEHHbIE NMPpUBUTIIETTMPOBaHHbIE TPYMIbl

He yoanocb UAMEHUTb CIMNCOK KOHTEMHEPOB AJ19 NoMCcKa JOMEHHbIX pecypcoB

He yaanocb 3aBepLnTb CUHXPOHU3aUMKO AOMEHHbIX PECYPCOB MO pacrncaHuto

He yAarnocChb BbINMOJIHUTb NMOUCK AOMEHHbIX peCypCcoB

He yaanocCb co3gaTb posib

He yaanocb yganutb porb

He yganocb n3amMeHuTb COCTaB NpUBMAETMIA AN pOnu

He ynanock nepeMmeHoBaTh porb

He ynanocb 106aBuTh nonb3oBaTensi B COCTaB ponu



Kom

2100

2101

2102

2103

2104

2105

2107

2108

2109

2110

2115

2118

2119

2120

2121

2124

2125

2126

TekcT coobOLeHuns

He yOarnocCb UCKITHYNUTDL NMOoJib30BaTeNAaA N3 CoCTaBa pPosin

He ymanock co3aatb rpynny pecypcoB

He yganocb yaanuTb rpynny pecypcos

He yganocb nameHuTb MHopMauuio o rpymnne pecypcos

He ynanock no6aeuTe pecypc B rpynny pecypcos

He yganocb yaanutb pecypc 3 rpynmnbl pecypcoB

He yOanocCb OTKITOHUTb 3arnpocC Ha OTKPbITUE CeCCUn

He yOanocb OTNpaBuUTb 3anpoc Ha OTKPbITUE CECCUN

He ynanocb noaTBepauTb 3anpoc Ha OTKPbITUE Ceccum

He yaoanocb OTMEeHUTb 3anpocC Ha OTKPbITUE CECCUN

He ynanocb yganute nonutuky

He yOanocCb OTKIMMOHUTL 3arnpocC Ha NMPOCMOTP YYETHbIX AaHHbIX

He yOarnocCb OTnpaBuUTb 3anpoc Ha NPOCMOTP YHETHbLIX AaHHbIX

He yaanocb noatresepanTb 3arnpoc Ha NMNpPOCMOTP YYHETHbIX AaHHbIX

He yOarnocb OTMEHUTbL 3arnpocC Ha NMPOCMOTP YYETHbIX AaHHbIX

He ynanocb no6aBuTh nonb3oBaTenbckoe NOAKMoYeHNe ans pecypca

He ynanocb n3mMeHuUTb Nonb3oBaTenbCcKoe NOoAKMYeHe pecypca

He ynanock yaanuTb nonb3oBaTtenbckoe NnoaknioyeHne pecypca



Kom

2127

2130

2131

2132

2133

2135

2136

2137

2138

2139

2140

2141

2142

2143

2144

2145

2146

2147

TekcT coobOLeHuns

He yaanocb U3SMEeHUTb NMOJINTUKY obbekTa

He yaoanocb MU3SMEHUTb NMPUOPUTET NOJTUTUKUN

He ynanocb nameHntb Habop pasaenos NOAUTUKK

He yaoanocb MU3AMEHNUTb UMA MOJIUTUKA

He yganock BbINOMHUTL NPOBEPKY HeynpaenseMblix SSH knoyen ydeTHon 3anmcu

He ypanock yganute SSH kntoun, He ynpasnsemble PAM

He yoanocb yganuTtb KOHTeHep AN novcka AOMEHHbIX PecypcoB

He yoanocb yganute JOMEHHYO NpUBUNErMpoBaHHyo rpynny

He yoanocb 0obaBuTb agMUHUCTaTOpa B NPUITOXKEHNUN

He yaoanocb USBMEHNUTb UMA MPUINOXeHUA

He yaanocCb co3faTb NMpuiioxXeHne

He yaanocCb UCKIMKYNTb aaAMUHUCTPaTopa U3 NpunoxXeHu4

He yaanocb yganutb npunoxexHve

He ynanocb c6pocuTb Naporb A5s NPUoXeHus

He yOarnocb USMEeHUTb ONnnMcaHmne npuiioxeHunA

He yganocb NOCMOTPETb YYETHbIE AaHHbIE NPUNOXEHMUS

He yganocb cos3gaTb nogpasgeneHve

He yaoanocb UAMEHUTb UMA nogpa3gesieHnA



Kom

2148

2149

2150

2151

2152

2153

2157

2158

2159

2160

2161

2162

2163

2164

2165

2170

2171

2172

TekcT coobOLeHuns

He ynanocb yaanuTb nogpasneneHne

He ynanocb nameHutb napameTp TpeboBaHust AByXdpaKTopHOW ayTeHTUdUKaLmMm ans
nonb3oBaTterns

npl/lJ'IO)KeHI/IlO He yaarioCb nortyynTb y4e€THble daHHbIe

He yoanocb nameHnutb |IP agpec npunoxeHus

He yaoanocb MU3AMEHNUTb cepTuduKkaTt NpunoXxeHna

He yaoanocb MU3AMEHUTb nogpasaerneHne obbekTa

He ynanocb cosgaTb rpynny nons3oBaTernen

He yganock yganutb rpynny nons3oBaTtenen

He yoanocb nameHuTb MHdopMauuio o rpynne nonb3oBaTenemn

He ygpanocb nobaBuntb nonb3oBaTensi B rpynny nonb3oBaTtenem

He yganocb yaanuTtb nonb3oBaTens u3 rpynnbl nonb3oBartenem

He yoanocb ayTeHTUdUUMpoBaTh Nonb30BaTenNs

He yganocb ayTeHTUdMUMpoBaTh NpUnoxeHne

He yoanock yganute naporb AN y4eTHOM 3anmncu

He ypanock yganute SSH kntoy ans y4eTHon 3anucu

He yOanocCb co3aTb ceTeBOe pachnorioKeHune

He yaoanocb NU3AMEHNUTb NHOPMaLIMIO O CETEBOM PaCrONOXeHUn

He yoanocb yaarnunTtb CeTeEBOE pPacCroJyioXeHne



Kon TekcT coobueHusn

2173 He ypanocb CMHXpPOHM3NPOBaTb MHGOPMALMIO O rpynne nonb3oBaTernen ¢ Katanorom
2175 He ypganocbh 3aBepLlUnTb CUHXPOHU3aLMIO rpynn KaTtanora

2176 He ypanocbk cosgaTb ceccuio

2178 He ymanockb akTMBMpoBaTh Mosib3oBaTerns

2179  He ynanocb 3abnokvpoBaTb nonb3oBaTtens

2192 He ypanocbk cosgaTb Ter

2193 He ypanocbk yoanutb Ter

2194  He ypanocb U3MeHUTb Ter

2201 He yoanocb 0o6aBUTb OTKPbITBIN KITHOY 4149 NOMb3oBaTens

2202 He yganocb yaanuTb OTKPbITbIM K04 Mofib3oBaTess

lNpepynpexaeHue

Kom TekcT cooOLeHuns
3047  TlNpowusowna paccMHXpoHusaums SSH kntova y4eTHoM 3anmcu
3061  YyerTHas 3anucb He HangeHa

3084 Tlonb3oBatenb 3abnokMpoBaH

3087 [aHHble pecypca Obinv N3MEHEHbI

3093  O6HapyxeHbl He3aperncTPUPoOBaHHbIE YYETHbIE 3anncu



Kop

3094

3113

3116

3134

3177

3180

TekcT cooOLeHuns

I'Ip0|/|30Luna pacCnHXpoHuU3auuna napons yquHoﬁ 3anmcu

MonbiTKa BbINOMHUTL 3anpeLLeHHy0 KOMaHay

Ceccusa npepBaHa

O6HapyxeHbl SSH kntouu, He ynpasnaemble PAM

[pynna nonb3oBarenen He HavgeHa B Katanore

MotepsHa cBs3b ¢ PAM areHTom



NMpuBunermnn

[aHHbI pa3aen cogepXXnT CMCoK NPUBUNENIA, KOTOPble MOTYT ObiTb BKIKOYEHbI B POSN.

UpeHTucpukartop HasBaHue

Yn paBlieHune nofib3oBaTenAamMmu

User.Create [lo6aBneHne HOBbIX Nonb3oBaTenen

User.Read MpocmoTp npodunen nonb3oBaTtenemn

User.Update PepaktnpoBaHue gaHHbIX Nonb3oBaTenen

User.Delete YnaneHune nonb3oBartenen

User.Reset2FA Cbpoc aByxdhakTopHON ayTeHTUMKaLnmn i nonb3oBaTens
User.SetPolicy YcTaHoBKa NOSIMTUKN ONA Nosib3oBaTens
User.ManageSshAuthorizedKeys YnpasreHne nosib30BaTeSIbCKUMU KitoYamm

YnpaBneHue rpynnamu nonb3oBaTenen

UsersGroup.Create [ob6aBneHne HOBbIX rpynn nonb3oBartenemn
UsersGroup.Read [MpocmoTp rpynn nonb3oBaTenemn
UsersGroup.Update PenaktnpoBaHue rpynn nonb3osaTenemn
UsersGroup.Delete YpaneHue rpynn nonb3oBaTenemn

UsersGroup.SetPolicy YcTaHoBKa NONUTUKM NS rpynn Nonb3oBaTenemn



UaeHTudukartop Ha3BaHune

YnpaBneHue pa3speLueHuamMun

Permission.Create [obaBneHne HOBbIX paspeLueHui
Permission.Read [MpocMoTp 1 Nouck paspeLueHnia
Permission.Revoke OT3bIB paspeLueHnn

Permission.Suspend lMproctaHoBKa 1 BO30GHOBIIEHNE pa3peLLeHnin

YnpaBneHue Y4YeTHbIMU 3anncAamMum

Account.Create [o6aBneHne HOBbIX y4YEeTHbIX 3anuncem
Account.Read [MpocMOTp y4eTHbIX 3anncen
Account.Update PepaktnpoBaHve JaHHbIX YHETHbIX 3anvcen

BoccTtaHoBneHne yyeTHbIX JaHHbIX Y3 Ha paHee
Account.Restore

ncnonb3yemble
Account.Delete YnaneHue y4eTHbIX 3anmcen
Account.Block BnoknpoBka 1 pas3brnokupoBka y4eTHbIX 3anucen
Account.Manage Cpenatb y4eTHble 3anvcy ynpasnsemMbiMu
Account.Ignore CpoenaTb y4eTHble 3anMcu UrHopupyembiMm
Account.SetPolicy YcTtaHoBKa NonuTUKW Ansi Y4eTHOM 3anucu
Account.Credentials.Check lMpoBepka y4eTHbIX AaHHbIX Y3

Account.Credentials.Update CMeHa y4eTHbIX AaHHbIX Y3



UaeHTudukartop

Ha3sBaHue

YnpaBneHue pecypcamu

Resource.Create

Resource.Read

Resource.Update

Resource.Restore

Resource.Delete

Resource.Block

Resource.CheckConnection

Resource.Sync

Resource.SetPolicy

Resource.SetOrganizationalUnit

Resource. TagManagement

[loGaBneHne HOBbIX pecypcoB

MpocmoTp pecypcoB

PenakTtmpoBaHne AaHHbIX pecypcoB

BoccTaHoBrneHve paHee yaaneHHbIX PecypcoB

YnaneHve pecypcos

BriokmpoBka v pa3brnoknpoBka pecypcos

MpoBepka coeavHeHNs C PeCypCcoM

CuHXpoHM3auma gaHHbIX 1 Y3 pecypca

YcTaHoBKa NOMUTUKN ONs pecypca

YcTaHoBKa nogpasgeneHnd ana pecypca

YnpaeneHue Teramu pecypcos

YnpaBneHue rpynnamum pecypcoB

ResourcesGroup.Create

ResourcesGroup.Read

ResourcesGroup.Update

ResourcesGroup.Delete

ResourcesGroup.SetOrganizationalUnit

[lo6GaBneHre HOBbIX rpymnn pecypcoB

MpocMoTp rpynn pecypcos

PepaktupoBaHue rpynn pecypcos

YnaneHue rpynn pecypcos

YcTaHoBKa noapasaeneHus ans rpynmnbl pecypcoB



UaeHTudukartop

Domain.Create

Domain.Read

Domain.Update

Domain.Restore

Domain.Delete

Domain.CheckConnection

Domain.AccountsSync

Domain.Resourcesimport

Domain.SetPolicy

Domain.PrivilegedGroups.Create

Domain.PrivilegedGroups.Read

Domain.PrivilegedGroups.Delete

Domain.ResourceContainer.Create

Domain.ResourceContainer.Read

Domain.ResourceContainer.Delete

Session.Read

Ha3sBaHue

YnpaBneHne pomeHamum

[ob6aBneHne HOBbIX AOMEHOB

MpocmoTp AOMEHOB

PenakTupoBaHue gaHHbIX JOMEHOB

BocctaHoBneHue paHee yaaneHHbIX JOMEHOB

YnaneHve JOMEHOB

lMpoBepka coeanHeHusi C AOMEHOM

CuHxpoHuM3auus Y3 gomeHa

MmnopT pecypcoB 13 gomeHa

YcTaHoBKa NOMUTUKN ANa AOMEHa

[o6aBneHue NnpuUBUIIETMPOBAHHLIX rpynn AOMEHa

MpocMoTp NPUBUNErMPOBAHHbBIX FPYNM AOMEHa

YnaneHvne NPUBUJIIETMPOBAHHLIX rPpynn AOMEHa

[lo6aBneHne KOHTEMHEPOB PECYPCOB AOMeHa

MpOCMOTpP KOHTEHEPOB PECYPCOB AOMEHa

YnaneHne KOHTEMHEPOB pecypcoB JOMeHaA

Yn paBrieHne ceccniamMmum

MpocmoTp 1 NoUckK ceccum



UaeHTudukartop Ha3BaHune

Session.Abort lMpepbiBaHMe ceccum

YnpaBneHue 3anpocamu ceccuu

SessionRequest.Read [MpocMoTp 1 NOUCK 3anNpOCOB CECCUN

SessionRequest.Confirm MogTBepxaeHune ceccum

y"paBneHMe 3anpocamMmun Ha NPOCMOTP YyHeTHbIX AaHHbIX

CredentialsViewingRequest.Read [MpocMoTp 1 NOMCK 3anNpOCOB Ha MPOCMOTP YYETHbIX AaHHbIX

CredentialsViewingRequest.Confirm [MoaTBepxaeHne 3anpocoB Ha NPOCMOTP YYETHbIX AAaHHbIX

XypHan cobbiTnn

Event.Read [MpocmoTp 1 nonck cobbiTUI B XKypHane

anaBneHMe NOJINTUKAMU

Policy.Create [obaBneHne HOBbIX MNOMUTUK
Policy.Read MpocmoTp NONUTUK
Policy.Update PepaktnpoBaHue NonnTumk
Policy.Delete Ynanenve nonuTtuk

YnpaBneHne cuCTeMHbIMU HaCTPOUKamMm

SystemSettings.Read [MpocMOTp CUCTEMHBIX HACTPOEK

SystemSettings.Update PepaktupoBaHue CUCTEMHbIX HACTPOEK



UaeHTudukartop Ha3BaHune

YnpaBneHue nuueH3nsamMu

License.Create [lo6aBneHne HOBbIX NULIEH3NI
License.Read [MpocmoTp nNuueHaun
License.Delete YoaneHune nmueH3nm

anaBneHMe CepBUCHbLIMU NOAKNKYEeHUAMUN

SshTemplate.Create MmnopT HoBbIx SSH-wabnoHoB
SshTemplate.Read Mpocmotp SSH-wabnoHoB
SshTemplate.Delete YpaneHne SSH-wabnoHoB

YHpaBneHMe nonb30BaTeJIbCKUMU NOAKNMHYEHUAMUN

UserConnectionType.Create [lo6aBneHne HOBbIX MNOMNb30BaTENbCKUX MOAKITIOYEHUI
UserConnectionType.Read MpocMOoTp Nonb3oBaTENbCKUX NOAKITHOYEHNI
UserConnectionType.Update PepaktnpoBaHue nonb3oBaTeNbCKUX MNOAKITHOYEHUI
UserConnectionType.Delete YnaneHune nonb3oBaTenbCKUX NOAKMNIOYEHUN

YnpaBneHue ponsamu goctyna

Role.Create CosgaHune HOBbIX poren

Role.Read MpocmoTp ponen

Role.Update PepaktupoBaHue ponen



UaeHTudukartop Ha3BaHune

Role.Delete YnaneHue poneu
Role.Members PepaktnpoBaHue cnucka y4acTHUKOB ponu
Role.Claims PepaktnpoBaHmne Habopa npuBunieruin ponm

YnpaBneHue rpynnamu nonyaneneVl

SubscriptionGroup.Create [obaBneHne HOBbIX rpynn nonyvarenen
SubscriptionGroup.Read [MpocmoTp rpynn nony4varenemn
SubscriptionGroup.Update PepaktnpoBaHue rpynn nonyyatenemn
SubscriptionGroup.Delete YnaneHuve rpynn nonyvarenemn

anaBneHMe paccbiiKaMun

EventSubscription.Create [lo6aBneHne HOBbIX paccbIfnok
EventSubscription.Read MpocmoTp pacchInok
EventSubscription.Delete YnaneHue paccbInok

YnpaBneHue npunoxeHUssMum

Application.Create [lo6aBneHne HOBbIX NPUNOXEHU
Application.Read [MpocmoTp NpunoxeHum
Application.Update PepaktnpoBaHue gaHHbIX NPUNOXeHUs

Application.Delete YnaneHue npunoxeHum



UpeHTucpukartop HasBaHue

YnpaBneHue nogpasgeneHnamm

OrganizationalUnit.Create [obaBneHne HOBbIX NogpasaeneHui
OrganizationalUnit.Read lMpocmoTp noapasgeneHnn
OrganizationalUnit.Update PepnaktnpoBaHve nogpasgeneHun
OrganizationalUnit.Delete YnaneHuve nogpasgeneHni

ynpaBneHMe ceTeBbIMUM pacnorioXeHnsAsmMmu

NetworkLocation.Create [obaBrneHne HOBbIX CETEBbLIX PACMONOXEHUI
NetworkLocation.Update PepaktnpoBaHue ceTeBbIX PacnonoXeHui
NetworkLocation.Delete YnaneHue ceTeBbIX pacrnonoXeHumn

YnpaBneHue Teramu

Tag.Create [oGaBneHne HOBbLIX TEroB
Tag.Update PepnaktupoBaHue Teros
Tag.Delete YnaneHue Teros

YnpaBneHue TMnamMmm cepBUCHbIX NOAKTOYEHUN

ServiceConnectionType.Create [obaBrneHne HOBbIX TUMOB CEPBUCHbLIX NMOAKMOYEHNI

ServiceConnectionType.Read [MpocMOTp TMNOB CEPBUCHBLIX MOAKMOYEHNI

ServiceConnectionType.Update PepaktnpoBaHmne TMNOB CEPBUCHbLIX MOAKMIOYEHUI



UaeHTudukartop Ha3BaHune

ServiceConnectionType.Delete YaaneHue TUNoB CePBUCHbLIX NOAKMHOYEHNI



CooTBeTCcTBME aTpUOYTOB KaTasnora
nonb3oBaTtenen u PAM

[aHHbIN pa3gen coaep>XUT CNUCOK 3HAYEHUN NO YMOMNYaHUIo ANst aTpnbyToB KaTanora nosnib3oBaTtenemn u

cooTBeTCcTBYylOWMX UM aTtpmbyToB Indeed PAM.
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UcTopusa Bepcun

B aToM pasgene cogepXxuTcs KpaTkoe onnucaHue nsmeHeHun u ynydwenun B npogykre Indeed Privileged

Access Manager no Bepcusm.

3.2

HobGasneHa ayteHTudurkauna no SSH-knovyam B SSH Proxy.

[obaBneHa BO3MOXHOCTb CO3faBaTb BHYTPEHHMX nonb3oBaTenen Indeed PAM.

3meHeHO nuueH3npoBaHme nHcTannsaumn. [nsa nogkntoyYeHnst K Npon3BosibHbIM pecypcam 1
PostgreSQL Proxy Tenepb TpebytoTcs otaenbHble nuueHsuu. NogknioveHune k PostgreSQL Proxy
paboTtaeT B pexxmme paHHero goctyna go 31 gekabpsa 2026 r., nocne yero Tpebyetca npuobpeTteHne
TINLEH3NN.

[obaBrneH MexaHn3M aBTOMaTUYECKOrO BbISABIIEHUS paspeLleHnii, KOTOPbIMW JABHO HE NOMb30BarinCh.

Cpok aKkTyanbHOCTW paspeLleHnin onpeaenseTca B KOHurypawumm.

3.1

[obGasneHa nogaepxka LDAP-katanora RED ADM Bepcun 1.1.0-1.2.2.
[o6asneHna nogaepxka LDAP-katanora Samba DC Bepcun 4.13—4.21.
[oGaBneHa BO3MOXHOCTb UCMNOMNb30BaTb TEM 45151 PECYPCOB.

B nonuntmkn ceccun gobaeneHa onuma CoobeHue, KOTopoe nosb3oBaTesib YBUAUT NpU 3anpoce

NMPUYUHDI.

lequueH nouck ceccuin: gobaBneHa BO3MOXHOCTb UCKaTb MO COCTOSIHUIO U npunvnHe 3aBepLueHnsd

ceccun.

3.0

[obGaBneHa yHKLMOHaNbHOCTbL No paboTe co cny>kbammn Windows.
HobaBneHa BO3MOXHOCTb KOMMPOBaTb paspeLleHus.

[obGaBneH HOBbIN KOMNOHEHT PostgreSQL Proxy 1 HOBbIN TN NONb30BaTENBLCKOrO NOAKMIOYEHNS —
PostgreSQL.


http://localhost:3000/privileged-access-manager/3.2/user-manual/ssh-key-auth/
http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/users/creating-an-internal-user/
http://localhost:3000/privileged-access-manager/3.2/licensing/#licensing-for-adhoc
http://localhost:3000/privileged-access-manager/3.2/licensing/#licensing-for-sql
http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/configuration/#monitoring
http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/resources/resource-operations/#adding-removing-tags
http://localhost:3000/privileged-access-manager/3.2/administration/policy-setup/#sessions
http://localhost:3000/privileged-access-manager/3.2/administration/policy-setup/#sessions
http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/services/
http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/permissions/permission-operations/#permission-copying
http://localhost:3000/privileged-access-manager/3.2/administration/usage-of-postgresql-proxy/

e B nonutukm ceccui pobaenena onums MNMpepbiBaTb ceCCUo NMpu OTCYTCTBUM NOJNIb30BaTelNIbCKOM

AKTUBHOCTMWU.

Moakntounnun 6ubnuoteky Boost ans paboTbl ¢ perynsapHbIiMU BblpaXkeHUsiMU. B ¢BA3M € 3TUM ecTb
HebonbLlUME N3MEHEHNSI B CUHTAKCUCE PETYIIAPHbIX BbIPAXXEHUA NpY 3a4aH1UK CNNCKa paspeLleHHbIX U

3anpelleHHbIX komaHa B SSH-ceccusax.

B nonutukm nobaeneHbl napameTpbl A8 yNpaBrieHns orpaHuYeHnsIMY s reHepupyemMblx napornen, a

Takke 4ns naponen, BBOAMMbIX BPYUHYHO.

[oGaBneHa BO3MOXHOCTb OTKpbIBaTb RDP-ceccun 6e3 nepeHanpasieHna nokKarbHbIX ANCKOB.

[lo6aBneHa npoBepka oTnevaTkoB kntoyen SSH-cepeepa.

,El,o6aBneHa BO3MOXHOCTb CO34aBaTb N peaakKTnpoBaTb COBCTBEHHbIE TUMbI CEepPBUCHbIX NMOAKITHOYEHUN.

PaspaboTaH HOBbIV MacTep, KOTOPbI MO3BOMSIET YCTAHOBUTL, 0OHOBUTL BEPCUIO NN N3MEHNUTL
KoHurypaumio Indeed PAM.

2.10

HobGasneHa nogaepxka cnyx6 katanoros OpenLDAP n ALD PRO.

[obaBneHa BO3MOXHOCTb 3abnoKnpoBaTh Nofb3oBaTens.

[obaBneHa BO3MOXHOCTb CMEHUTb K1Y U/unn anroputM wundposaHusa b PAM 6e3 octaHOBKM
paboTtbl PAM.

[obGaBneHa BO3MOXHOCTb yKa3aTb Heckonbko cepepoB RADIUS gns ayTeHTudumkaumm nonb3osarenem
PAM.

,D,06aBneHa BO3MOXHOCTb Ha3Ha4aTtb MNMOJIMTUKX Ha rpynnbl nonb3oBaTesnen.

[lo6aBneHa BO3MOXXHOCTb NOAKMNHOYATLCS K NPON3BOJIbHbIM pecypcamMm.

[obasneHa HatmBHasa nogaepxka SIEM yepes CEF n LEEF cdopmart noros.

YBenuvyeHa MakcumarnbHaga anvHa napons ydetHoum 3anvcu 0o 4096 cumBOroB.

Hob6aBneHbl napameTpbl 4ns ynpasneHust 6riokMpoBkor nonb3osartenen npyu HeesepHom Beoge OTP.

[ob6aeneHa nogaepxka xpaHunuwy, Tmna S3.

[lo6aBneHa BO3MOXHOCTb BKIOYUTL Mepesanyck KOHTEMHEPOB CEPBUCOB MPOKCH.

2.9

o [lo6aBneHa BO3MOXHOCTb ycTaHoBUTL Indeed PAM Ha nto6on guctpmbyTme Linux ¢ nogaepxkomn

Docker.


http://localhost:3000/privileged-access-manager/3.2/administration/policy-setup/#sessions
http://localhost:3000/privileged-access-manager/3.2/administration/policy-setup/#sessions
http://localhost:3000/privileged-access-manager/3.2/administration/policy-setup/#ssh
http://localhost:3000/privileged-access-manager/3.2/administration/policy-setup/#ssh
http://localhost:3000/privileged-access-manager/3.2/administration/policy-setup/#pswd-gen-requirements
http://localhost:3000/privileged-access-manager/3.2/administration/policy-setup/#pswd-man-requirements
http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/resources/checking-key-fingerprints-of-ssh-server/
http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/configuration/#adding-new-connection-types-srv
http://localhost:3000/privileged-access-manager/3.2/installation/
http://localhost:3000/privileged-access-manager/3.2/configuration-change/
http://localhost:3000/privileged-access-manager/3.2/configuration-change/
http://localhost:3000/privileged-access-manager/2.10/installation/adding-user-catalog/
http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/users/#blocking-a-user
http://localhost:3000/privileged-access-manager/3.2/security-recommendations/db-encryption-key-changing/
http://localhost:3000/privileged-access-manager/2.10/installation/radius-configuring/
http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/user-groups/#selecting-a-policy
http://localhost:3000/privileged-access-manager/3.2/user-manual/access-to-the-resource/#connection-to-an-adhoc-resource
http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/configuration/?system-settings-tab=otp-blocking#system-settings
http://localhost:3000/privileged-access-manager/2.10/installation/recycling-of-proxy/

e [losBunca HoBbI kKOMNOHEHT — RDP Proxy, koTopbir BbinonHAET pyHKUUK npokcu-cepsepa ana RDP-

ceccun.
o [lo6aBneHa nogaepxka cnyxbbl katanoros FreelPA.

L ,D,OGGBJ'IGHG BO3MOXHOCTb CO3a4aBaTb rpynnbl nonb3oBaTenen Ha OCHOBE rpynn n3 BHELWHNX KaTalioros

nonb3oBaTerien.
o [lobaBneHa BO3MOXHOCTb HacTpouTb JocTyn K Indeed PAM u3 pasHbIx nogceTten.

o [loGaBneHa BO3MOXHOCTb OTMNpPaBKM OAHOPA30BbIX Naponen No afeKTPOHHOM noyTe.

2.8

o [lo6aBneHa BO3MOXHOCTb NOAKMOYATLCS K pecypcam no npotokonam SFTP n SCP.

o [1na SSH proxy no6aeneHa BO3MOXHOCTb NepeHanpaBreHns MOpTOB C LIeNeBoro pecypca Ha

noKarnbHbIN XOCT.

o [lo6aBneHa BO3MOXHOCTb CO34aBaThb rpynmnbl pecypcoB 6e3 NpuBA3KN K KOHKPETHBIM
NpVBUIErMpoBaHHbIM Y4eTHbIM 3anucsMm. NpuBsa3ka peanuayeTcs Ha aTane Bbldayuun paspeLleHnsd, 4To
NO3BOMUT pa3sHbIM NOMb30BaTENAM OTKPbIBaTb CECCUMM OT UMEHW PasHbIX YYETHbIX 3anMcen Ha OOHUX U
TeX Xe pecypcax, BXOAALWNX B OQHY rpynny.

e [lo6aBneHa BO3MOXHOCTb CO34aBaThb rpymnmnbl Nofnb3oBaTenen, YTobbl 6bICTPO NpefoCcTaBNATb 4OCTYN K
pecypcam Indeed PAM Ha ocHOBe NpuMHaAnNeXXHoCTH K rpynnam.

o [lo6aBneHa BO3MOXHOCTb (PUNLTPOBATbL CECCUN B apXmMBE CECCUIN NO rpynne nonb3oBaTtenen.

o [lo6aBneHa BO3MOXXHOCTb COPTUPOBATb CMMCOK MOMUTUK MO TUNY OOBEKTOB B KOHCONMW YAMUHUCTpATOpA.

o [lobaBneHa BO3MOXHOCTb 3ajaBaTb MaposiM y4eTHbIX 3anucer B KOHCONN Nonb3oBaTens.

o [lo6aBneHa BO3MOXHOCTb rpynnmpoBatb pecCypcChbl MO narnkam B KOHCOJIMN Nosib3oBaTen.

o [lobaBneHa BO3MOXHOCTb COPTUPOBATL PECYpPChbl N0 Ha3BaHWUo, TUNY noaknoveHus, IP-agpecy, DNS n

yquH017| 3anncn B KOHCOJM MOJ1b30BaTEs4.



