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e [lporpammHble TpeboBaHUs
o CeTeBoe B3anmoaencTane
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e Y4yeTHble 3anncu KaTanora nosib3oBarernemn
e YyeTHasq 3anucb Ang paboTbl C KaTanoroMm nonb3oBaTenen
e YyeTHada 3anncb Ans CepBUCHbLIX onepauun
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e Hactpownka Indeed Pam Desktop Console onss 4OMeHHbIX MaLUnH
e HacTtpoika ona MalnH, K KOTOPbIM HE NPUMEHSIIOTCSA AOMEHHbIE MONUTUKN

e Hactpownka 3anucm cobbitui B Syslog



Hactporika RADIUS

o Cekums ldentitySettings

e Cekuyusa Radius
HacTtpownka nognucn RDP-channa
o Bknouvenune nognucn RDP-anna
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e Hactponka ceptudukaTta

¢ Windows c oTne4yaTkom

e Linux c umnoptupoBaHnem Kritoda popmarte PFX
HacTtponka ogHopasosoro naposns no Email
BkrntoyeHne nepesanycka KOHTEMHEPOB CEPBUCOB MPOKCH
¢ BknioveHne nepesanycka B gpanne KoHpurypawumm
e [lononHutenbHble HACTPOMKK
¢ [lepeycTtaHoBKa KOMMNOHEHTOB cepBepa AocTyna
e [lepesanyck cepsepa goctyna
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MHTerpaumnsa co CTOPOHHUMM KaTanoramu nofnib3oBaTtenen
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¢ HacTponka noucka nonb3oBaTenen B rpynne 6esonacHocTn
e Hactpownka nHterpauum ¢ Freelpa nnu AldPro
o Hactponka nHterpaumm ¢ OpenLDAP
e HacTtponka nHterpaummn ¢ HECKONbKMMM KaTarioramu rnonb3oBaTtenemn
o [logrotoBka NFS-meanaxpaHmnuuia
e Hactponka PAM gna patotbl ¢ NFS
Moarotoeka NFS-meguaxpanunuwa
Hactponka PAM gna pabotbl ¢ NFS
M3meHeHne koHGurypauun PAM
e 3anyck macTtepa
o CueHapui
o 3arpyska hanina pesepBHOMN Konun
¢ 13meHeHne npens3anosiHEHHbIX 3HAYeHU MacTepa
o CoxpaHeHue hbarina pe3epBHOMN KONun
¢ VameHeHue koHpurypaumum PAM
e PesepBHble yyeTHble 3anmcu
e LUndgpoBaHne naponen n cekpeTos
o  Ounbrpaums npoueccos n ©C



e LlndposaHne maTepunanos ceccun
e [lonutnkn GesonacHoCcTn cepBepa AocTyna
e Hactponkn 6e3onacHocTu cepBepa gOCTyna
e CwmeHa kntoya wudposanus b PAM
o PesepBHble y4eTHbIE 3anuncu
o LUndgpoBaHne naponen n cekpeTos
e Ytunuta Ha Windows
o CHATME WwundpoBaHus
e LundposanHune
e CkpunT Ha Linux
¢ CHATMe WwundpoBaHus
e LndpposaHue
¢ O mexaHun3me WG poBaHUS
o  O®unbrpauma npoueccos n ¢C
e 3anpert 3anycka npoLeccos
e 3alwmTa KpUTUYHBIX bannos
e LlndpposaHne maTepuanos ceccum
o [lonutnkm GesonacHocTn cepBepa gocTyna
¢ HasHadeHue npas nonb3oBaTend
e [lapameTtpbl 6e30nacHoOCTK
e YyeTHble 3anucu
o Ayaut
e YcTponctea
e VIHTepaKkTUBHbIN BXOA B CUCTEMY
o KnueHT cetn Microsoft
e [Joctyn k cetn / CeTeBoun goctyn
o CeteBas 6e3onacHoCcTb
o 3aBeplueHne paboTbl
o [lapameTpbl cnctemsbl
e KoHTpOnb y4yeTHbIX 3anucen
e [lpoune
e XypHan cobbiTun
¢ CucTeMHble Cnyxobl
o ®annosas cuctema
e  %SystemRoot%\System32\config
e %SystemRoot%\System32\config\RegBack
e Peectp
e MACHINE\SOFTWARE



e MACHINE\SYSTEM
e MACHINE\SYSTEM\CurrentControlSet\Control\SecurePipeServers\winreg

KoHurypauusa pacumpeHHou NonnTukmi ayguta

o Bxopg yyeTtHoM 3anucum

e YnpaBneHue y4eTHbIMI 3anMcsamm
e Bxopn / Bbixoa

e [loctyn K o6bekTam

¢ /I3amMeHeHue NonuTukn

e Vcnonb3oBaHve npusunerni

e Cuctema

A,ElMMHI/ICTpaTI/IBHbIe LLaGNOoHbI

MNopkntoyeHus

[NepeHanpaBneHne yCTpOUCTB N pecypcoB
Cpena yaaneHHbIX ceaHCcoB
BesonacHocTb

OrpaHn4yeHne ceaHCcoB MO BPEMEHM

BpemeHHble nanku

nOpFI,EI,OK nMnopTa NoJINTUK

HacTtpovikn 6e3onacHoOCTM cepBepa gocTyna

I'IpvlmeHeHme HaCTpoeK C NMOMOLLbIKO YTUITUTbI

I'IpOBepKa ycnewHoro npuMmeHeHnsa Hactpoek ©esonacHoCcTH cepBepa gocrtyna

MpuMeHeHne HacTpoek BPY4YHYHO

CwmeHa kntoya wudgposaHusa b PAM

CepBucHble onepawmu

CepsucHble onepaunn ansa pecypcos Windows

e HacTponka JOMEeHHON Y4ETHOW 3anucu B Ka4yecTBe CEPBMCHON

e HacTtponka nokanbHOM y4ETHOW 3anMcu B Ka4eCTBE CEPBUCHOMN

e Hactponka Indeed PAM Core ons BbINOSTHEHNSA CEPBUCHBIX Onepauuin oT UMEHWN NOKanbHbIX

YYETHbIX 3anMcen pecypca

e Hactpownka TrustedHosts

CepsucHble onepaumu B Active Directory

e HacTtponka cepBMCHOM y4eTHOW 3anncu

CepBucHble onepaumn ans pecypcoB *nix

o CosgaHve 1 HacTpoKrKa CEPBUCHON YYETHOM 3anncu

e Hactponka rpynnbl npnBUNerMpoBaHHbIX YY4E€THbIX 3anuceu

KoHconb agMunHucTpaTopa
MMepBbIn 3anyck
HacTtponka nonutuk



o CnpaBo4HuK NO pasgenam
¢ Bbirpy3ka naponemn
o Pab6ota c PostgreSQL Proxy
o KoHconb agmMuHucTpartopa
e AyTeHTuduKauns
e [lepsbin 3anyck
o [loGaBneHue TekyLlero JOMeHa
o [lob6aBneHune n B3ATUE NOL KOHTPOSb YYETHbIX 3anucen
o [loGaBneHne He AJOMEHHbIX PeECYpCcoB
e HacTtponka nonutuk
e YnpaBneHue nonutmkamm
e [lo6aBneHne HOBOW MOMUTUKK
e O6wasn nHpopmauns
o Pasgenbl NonmMTukK
o O6nacTtb gencreus
o Co3gaHue Konum NONnTUKN
e YganeHne nonuTuku
¢ M3meHeHne npuopuTeTa NONNTUKK
o Pasgenbl nonuTuk
e YyeTHble 3anucu
e [lokas y4yeTHbIX AaHHbIX
e 3agaHue y4yeTHbIX AaHHbIX
e [lpoBepka 1 CMeHa Y4ETHbIX AaHHbIX
o TpeboBaHuA K reHepaTopy napornemn
o TpeboBaHusa K Napornto Ansg py4yHoro BBoda
o« Ceccuu
e OOb6Lwee
o ApTedakThbl
o OTnpaBka TEKCTOBOro nora no syslog
o Gateway n SSH Proxy
« RDP
e SSH
¢ [loBbllIEHWE NpPUBUIIETNIA
e PaspelueHHble 1 3anpeLLeHHble KOMaHab!
o [lepegaya gaHHbIX
e [lonb3oBartenu
e [pynnbl Nnonb3oBaTenem

¢ Pecypcobl



o Cnyx6sbl
e [pynnbl pecypcoB
¢ YyeTHble 3anucu
e JlomeHbl
e CTpyKTypa
e PaspeweHus
e 3anpocbl ceccumn
¢ AKTMBHbIE Ceccumn
e Bce ceccun
e CobbITnsa
e YBegomrneHus
o KoHdurypauus
e Ponu
e [lpunoxeHunsa
e [lonb3oBatenu
e [louck
e bBbicTpbIN Nouck

e PaclmpeHHbIn nouck

Mpodunb nonb3oBatens
e PaspelueHus
o Ceccuu
e AyTeHTuduKaTopsbl
e CobbITus
o CO6poc ayTeHTUmkatopa nonb3oBaTens
o OTknoyeHMe ayTeHTUdUKaTopa nonb3oBaTens
o brokupoBka nonb3osarerns
o Pa3bnokmpoBka nomnb3oBarens
e BbIiGop nonuTnkn Ang nornb3oBaTterns
e [pynnbl nonb3oBaTenemn
o CospgaHue rpynnel nonb3osatenen PAM
o CosgaHuve rpynnbl nonb3oBaTtenen na katanora Active Directory
e YnpaBneHue rpynmnow nonb3oBatenen
o [lob6asneHue nonb3oBaTenemn B rpynny
o [lo6aBneHune paspelleHns Ha rpynny nonb3oBartenen
¢ [lpoCcMOTp cOo30aHHbIX paspeLleHnin
o [lpoCcMOTp CcBEOEHMI O TEKYLLMX CECCUSX B paMKax rpynnbl Nonb3oBaTenen n CobbITUsIX CUCTEMBI
PAM

o CVIHXpOHMSHLl,VIFl rpynnbl nosib3oBaTeneun ¢ Katanorom



¢ BbIGop nonutnkn Ang rpynnsl Nonb3oBaTenem
¢ Pecypchbl
e [louck pecypcos
¢ bBbiCcTpbIN NOMCK
e PaclumpeHHbIn nonck
¢ [lpodunb pecypca
¢ [lonb3oBaTtenbckue NOAKNIYEHNS
e PaspelueHus
¢ JlokanbHble y4eTHbIE 3anmcu
e [pynnbl pecypcoB
o Ceccumn
e CobbiTus
o Cnyx06bl
¢ BbIbop nonuTtukmn gna pecypca
o [lob6aBneHwune pecypcoB
o [loGaBneHue pecypca Bpy4HYHO
o [lob6aBneHune pecypcoB 13 dainna
e HacTponka nonb3oBaTenbCKOro NoAKIYeHUs
e Hactponka RDP-nogkntoyeHns
e Hactponka SSH-nogkntouyeHus
¢ HacTponka KIMeHTCKOro NOAKNIoYeHNs
e Hactponka Beb-ceccum
e Hactponka nogkntoyeHus Kk CYB[
e HacTponka cepBMCHOIO NOAKNIYEHNSA OS5 peCypcoB
e [lobaBneHune y4eTHbIX 3anucen
e Hactponka cepsucHoro nogkntodeHms ansa OC Windows
e HacTtponka cepBucHoro nogkntodeHnsa gns OC *nix
e Hactponka cepsucHoro nogkntoveHma ons CYB MS SQL Server
e Hactponka cepsucHoro nogkntodenust anst CYB[ OracleDB
e Hactponka cepsucHoro nogkrntoderns ans CYB[ PostgreSQL nnn PostgreSQL Pro
e Hactponka cepsucHoro nogknioveHmsa gns CYb MySQL
e HacTtponka cepBucHoro nogkntodenunsa gns Cisco I0S
e Hactponka cepsucHoro nogkntodeHmsa ana Inspur BMC
o Onepauumn Hag pecypcamm
+ PepaktupoBaHue pecypca
e YpaneHue cBA3aHHbIX CYLLHOCTEN
¢ [lob6aBneHune Nonb30BaTENbCKOrO NOAKMYEHNS
o [loGaBneHue y4yeTHOM 3anucu



o [laponb n SSH-kntou

e HacTtpowka napons

e Hactponka SSH-kntoua
lMpoBepka coegMHEHUsI C pecypcoMm
CuHXpoHM3auua
BnokupoBska
YnaneHue/BoccTaHOBNEHUE pecypca
e YpoaneHue pecypca
+ BoccraHoBneHune pecypca

MaccoBble onepauumn Hag pecypcamu

HacTpoika cepB1CHOro NOAKIHOYEHNS
lMpoBepka coeanHeHNs C pecypcom
YnaneHue pecypcos

YcTaHoBKa NOMUTUKM

YcTaHoBKa nogpasgeneHus

lMpoBepka oTnevaTtkos krntoven SSH-cepeepa

MpepnBapuTenbHble TpeboBaHWS

PexuMbl 3anonHeHnst 0TneYyaTkos

Bbibop pecypcoB ans gobaesneHnsa otnedaTkos

Jlo6aBneHue oTnevyaTkoB

o [loGaBneHue oTnevyaTkoB BPYYHYHO

o [lo6aBneHune oTrnevyaTkoB aBTOMATUYECKN

o [loGaBneHue oTneyaTkoB rpynnoBon onepaumnen
[ononHuTtenbHas nHdopmMauusa o paboTe otneyaTkoB SSH-kntoven

Cnyx0Obl

MpenBaputenbHble TpeboBaHUSA
[obaeneHue cnyxo6
PepaktupoBaHue cnyxo6

CwmeHa napornen cnyx6
YcTtaHoBKa naponsi B crnyoe
Mepesanyck cnyx6

Mownck cnyx6

e bBbICTpbIV NOUCK

e PaclmpeHHbI nonck

e [louck yganeHHbIx crny>o6
WcnpaeneHue owmnbok B pabote cnyx6
YnaneHue cnyx6

e [pynnbl pecypcos



e [lowuck rpynn pecypcos
e bBbICcTpbIN Nonck
¢ PaclmpeHHbIn nonck
e OyHKUMM rpynn pecypcos
o PepaktnpoBaHwue rpynnbl
o [loGaBneHue pecypcos
o [lobaBneHue paspeLueHnin
¢ [lpocmoTp ceccum
e [lpocmoTp cobbiTnn
e YpaneHue rpynn pecypcos
Y4yeTHble 3anmcu
o [lob6aBneHune y4eTHON 3anmcu
e [louck yyeTHoM 3anuncu
e bBbICcTpbIN Nonck
¢ PaclmpeHHbIn nonck
e [lpodunb yyeTHOM 3anuncu
e PaspelueHus
o Ceccumn
e CobbITus
e [pynnbl 6esonacHocTn
o  Cnyx6sbl
e BbIGop NnonuTukn gns y4eTHoOW 3anucu
Onepaunn Hag, y4ETHbIMM 3anUCcaAMMU
e PepaktupoBaHue y4eTHOM 3anucu
¢ [logTBepxaeHne y4yeTHoM 3anucum
e [laponb n SSH-kno4
e HacTponka napons
e Hactponka SSH-knto4a
e BoccraHoBneHne napons unu SSH-knwoya
¢ [lpoBepka napons nnn SSH-kntova
¢ CwmeHa napong
o CwmeHa napons no pacnmcaHuto
¢ CmeHa SSH-knova
e YaoaneHue Heynpaensembix SSH-kntoven
¢ CuVHXpOHM3aUmns
o brnoknposka
e WrHopupoBaHue
e YpaneHue y4deTHOM 3anmcu



BoccraHoBneHue yyeTHoW 3anmncu

e MaccoBble onepauunn Hag y4eTHbIMU 3alnncamMn

MogTeepxaeHne

Mpoeepka napons nnu SSH-kntoua
brioknposka

NrHopupoBaHue

YnaneHune

e [lomeHbl

Nownck gomeHa

e bBbicTpbIN Nouck

¢ PaclwmpeHHbI nouck
Mpodunb gomeHa

[loMeHHble y4eTHble 3anucu
KoHTenHepbl Ansa pecypcos
MpuBMNernpoBaHHbIe rpynnbl
CobbiTus

Bbibop nonuTukn ans goOMeHa

e [lobaBneHwe JOMEHOB

e HacTtponka cepBMCHOro NOAKNKYEHUs ANst AOMEHOB

[obaBneHne y4yeTHbIX 3anucen

HaCTpOlZKa CEepPBUCHOIO NOAKINK4YEeHUA

o Onepauun Hag oOMeHamMu

PenaktupoBaHue gomeHa
[o6aBneHne y4yeTHOM 3anuncu

e HacTponka napons

[MpoBepka coeanHeHWs1 C JOMEHOM
MmnopT pecypcos

e Bbibop koHTENHEpPOB

e KVmnopt

CHHXPOHM3aUNS YYETHbIX 3anucen

e BbIbop rpynn npuBUnernpoBaHHbIX y4ETHbIX 3anuncem

¢ CurHXpoHM3auus
YnaneHne/BocCTaHOBNEHNE JOMeEHa
e YpganeHue gomeHa

e BoccraHoBneHne gomeHa

e MaccoBble onepauuu Hag 4oOMeHamMun

lMpoBepka coeanHeHUs!
YpnaneHune oomMeHoB



CtpykTypa
e Bwuabl nogpasgenexHuin
e JlokanbHbI agMUHUCTPaTOpP
¢ BknioveHne paboTbl ¢ nogpasgeneHusmm
PaspeleHus
¢ [louck paspelueHumn
e bBbICTpbIN Nouck
¢ PaclmpeHHbIn nonck
e [lpodunb paspeLueHuns
CospgaHue paspelueHnn
e [logpasgeneHue
¢ [lonb3oBarernb
e Pecypc
¢ YyeTHasa 3anucb
¢ OrpaHunyeHns BpeMeHu
¢ [lapameTpbl paspeLueHns
Onepaunn Hag paspeLleHnamMm
e KonunposaHue
e OT3bIB
e [lpnocraHoBka
¢ Bo3sobHoBneHne
MaccoBble onepauuu Hag paspeLLeHnsMu
e OT3bIB
e [lpnocTtaHoBKa
¢ Bo3sobHoBneHne
3anpocbl ceccun
e [lowuck 3anpocos
e bBbICTpbIM NOUCK
e PaclmpeHHbIn nonck
o  O®yHKuMM 3anpocos
o [logTeepxaeHue 3anpoca
e OTKnoHeHne 3anpoca
e [lpodunb 3anpoca
AKTMBHbIE ceccumn
Bce ceccuu
e [lownck ceccun
e bBbiCcTpbIN Nonck

e PaclumpeHHbI nouck



e Bebirpyska xxypHana ceccun B pann
e [lpodunb ceccun

o Onepauumn Hag ceccusammn

MpepbiBaHWe ceccun

OO0OHoBREeHWe ceccumn

Bugeo

e [IpocMOTp NOTOKOBOIrO BUAEO

¢ [IpocmoTp/CkavnBaHme NTOrOBOro BUOEO
TekcToBbIN Nor

¢ [IpocmoTtp/INounck/CkaunBaHne TEKCTOBOIO flora

CHUMKM 3KpaHa
¢ [IpocmoTp/CkavnBaHme CHUMKOB 3KpaHa

[MepenaHHble Ha cepsep drannbl
¢ [lpocmoTp/CkaumBaHmne nepegaHHbIX gannos
e CobbITns
e [louck cobbiTnn
e Bhbirpyska cobbitun B chann
e YBegomneHus
o [lpegBaputenbHas HacTpoKrka
e Hactponka yBegomneHun
e YpaneHue rpynn nonyyatenen unm paccblnok
o KoHdurypaums
e JlnueHanun
e [lonb3oBaTtenbckue NULUEH3nn
¢ CeCCMOHHbIE NNLEH3NN
e [lobaBneHune nuueH3nm
e YoaneHue nuueHsum
¢ CucTeMHble HaCTPONKM
o [lonb3oBaTenbckoe NOAKNoYeHNE
¢ [loGaBneHne coOBCTBEHHbIX TUMOB NOSIb30BATESNbCKUX MOAKMIOYEHUI
o CepBUCHOE NOAKMNIOYEHME
¢ [loGaBneHne coBCTBEHHbLIX TUMOB CEPBUCHBIX MOAKMOYEHUI
e [logrotoBka hannoB KOHHEKTOPOB
e PepaktnpoBaHne COBCTBEHHbIX TUMOB CEPBUCHBLIX MOAKIMHOYEHNI
¢ [IpocMOTp KOfa cKpunTa KOHHEKTOpA
e YpaneHune coOCTBEHHbIX TUMOB CEPBUCHbLIX MOAKITHYEHNI
o 3arpyska wabnoHa SSH-koHHeEKTOpa
o CeTeBble pacnonoXeHus



o [lobGaBneHue ceTeBoro pacnonoxeHus

e YKasaHue gnutenbHOCTU cermeHTa Buaeo npu 3anmcu RDP-ceccunn
e Pabora ¢ Connector Creation Tool

o [lpeaBapuTenbHble TpeboBaHUSA

¢ [logrotoBka KOHHEKTOpPa

o OTnagka KOHHeEKTopa

¢ YnakoBka KOHHEKTOpa

o CTpyKTypa KOHHeKTopa

e CnpaBoO4YHUK KOMaHA

e new

e pack

e hash

e run
e Ponn

e [lpegBaputenbHasa HacTpoKrka
o [penycTaHoBNEHHbIE POMnK
o Co3spaHune HOBbLIX porien
o [loGaBneHwe nonb3oBaTerien B COCTaB ponu
e YoaneHue ponen
o [lpunoxeHus
e Bbirpyska naponen
o Pab6orta ¢ PostgreSQL Proxy
e Hactponka knueHta CYB[
e YkasaHue agpeca PostgreSQL Proxy 8 PAM
e OrTtkpbITHE ceccum Yepes PostgreSQL Proxy
o [MpocmoTtp TekcToBbIX NloroB SQL-ceccun
o OrpaHunyeHus
» KoHconb nonb3oBartens
e [lony4eHne goctyna K pecypcy
o [logkntoyeHune yeped SSH-KNMeHTHI
o SCP/SFTP nogkntoveHue K pecypcy
e JlnyHble nanku pecypcoB
e BbInonHeHne komaHg ¢ npusBunernemn root
o Onepaumm ¢ y4eTHbIMU 3anUCAMU
e Pabota c AAPM Console Tool
¢ Indeed PAM Desktop Console
o KoHconb nonb3osarens
¢ OO6yyeHune ayTeHTUpMKaTopa



lMonyyeHne goctyna K pecypcy

o [lpaAmoe nogkntoyeHne K pecypcy

e [logkntoyeHue K w3y JocTyna

o [logkntoyeHne Kk SSH Proxy

¢ [logkntoyeHue no SSH Hanpsamyto

¢ [logkntoyeHune k pecypcy Yepes PostgreSQL Proxy
o [logknioyeHne K NPOM3BONBHOMY pecypcy

o 3agaHue napons npw NOAKMYEHUN

o 3aBepLueHune ceccum

MogkntoveHne Yyepe3 SSH-KNMEHTHI

o [MoakntoyeHne Yepes L3 goctyna

o [logkntoyeHne K KOHKPETHOMY pecypcy
o KomaHgHas cTpoka

e WinSCP

o FileZilla

KomaHgHas CTpOKa

.« SCP
« SFTP
« PSCP
« PSFTP

WinSCP

o [logkntoyeHue yepes W3 AocTyna

o [logknoyeHne HanpsiMyto K pecypcy

FileZilla

o SFTP-nogkntoyeHune K pecypcy

JInyHble nankun pecypcoB
BbinonHeHne komaHa ¢ npusunernen root

Onepau,mm C Yy4E€THbIMU 3anncAamMmmn

¢ [lounck yyeTHbIX 3anncen
e [lpocmoTp napons u SSH-knto4ya y4eTHOM 3anucu

¢ CwmeHa napons n SSH-knoya yyeTHon 3anucu

Pabota c AAPM Console Tool

e HacTtponka KOHCONBHOW YTUIUTLI

e lcnonb3oBaHWe KOHCOMbHON YTUMUTbI
Indeed PAM Desktop Console

e Hactpownka n cbop noros
o TexHu4yeckas nogaepxka

HacTtpownka n cbop noros



e PacnonoxeHune noros
e JlornpoBaHue ckpunTa yCTaHOBKM
e ProxyApp
e YTUnuthl
o JlormpoBaHue HAaTUBHbIX KOMMOHEHT
e JlormpoBaHue B nix KOMNOHEHTax
e SSH Proxy
e PAMSU
e HacTponka normpoBaHus
e HacTtponka appsettings.json
e Cekumsa NLog
o Cb6opka noros 13 6paysepa
e Chrome, Edge, Yandex
o Firefox
e TexHn4yeckasi nogaoepxka
¢ Wctopuna Bepcumn
e 30
e 2.10
e 29
e 28



O npoaykrte

O HoBOCTb

[ocTtynHa HoBas Bepcus npoaykta — Indeed Privilege Access Manager 3.1.

Cenvac Bbl npocMartpuBaeTe OKyMeHTauuo Ora sepcumn 3.0.

NepexoaonTe no ccbifnke, 4YTOObI YMTaTb aKTyalibHYyO JOKYMEHTaUuo.

MporpammHbi komnneke Indeed Privileged Access Manager (Indeed PAM) — npoaykT ons ynpasneHus
AOCTYNOM MpUBUNErMpoOBaHHbIX Nonb3oBartenen k UT-cuctemam KomnaHuu.

EauHas Touka AOCTyna npusuniermpoBaHHbIX nonb3oBaTesien K LeneBbim pecypcam.

[MpoTokonbl Mpaeuna PacnucaHue 3aAaBkK [logTBepXxaeHue

OOCTyna AoCTyna AocTtyna Ha AocTyn AocTtyna
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NnoJib30BaTesin


http://localhost:3000/privileged-access-manager/3.1/intro/
http://localhost:3000/privileged-access-manager/3.1/intro/

TepMUHbI

O HoBOCTb

[ocTtynHa HoBas Bepcus npoaykta — Indeed Privilege Access Manager 3.1.
Cenyac Bbl npocmaTtpmBaeTe OKyMeHTaumo ansa sepcum 3.0.

NepexoaonTe no ccbifke, 4YTOObI YMTaTb aKTyalibHYyO JOKYMEHTauUuo.

KaTanor nonn3oBarteneu

O6nactb gomeHa Active Directory, n3 kotopon Indeed PAM nonyyaet gaHHble 0 coTpyaHukax. BoamoxHa
paboTa ¢ Heckonbkummn gomeHamm Active Directory.

() UH®OPMALUSA

Kpome Active Directory nogaepxuBatotca cnegytowime cnyxbbl katanoros:

o FreelPA (PAM 2.9 v BbiLwe)
e OpenLDAP (PAM 2.10 v BbiLwe)
e ALD Pro (PAM 2.10 u BblILE)

Nonwb3oBaTtenu

CoTpygHuKK, YbM Nu4YHbIe ydeTHble 3anuck Active Directory BXxogaT B KaTanor nosib3oBaresnemn.

YyeTHble 3anucum

JlokanbeHble YY€THbIe 3anncun pasrimyHbliX CUCTEM UM AOMEHHbIE YYETHbIE 3anncu Active Directory, oT

koTopbix Indeed PAM nonyyun napone.

Pecypchbl


http://localhost:3000/privileged-access-manager/3.1/terms/
http://localhost:3000/privileged-access-manager/3.1/terms/

PasnunyHble cncTembl, K KOTOPbIM TPEDYEeTCA NONy4YnTb OCTYN OT MMEHWN YYETHbIX 3anncen.

[NomeHbI

[oMeHbl NpeaHasHayeHbl AN nonyvYeHna n astomartmnyeckoro gobasnenuns B Indeed PAM goMeHHbIX

KOMMNbKOTEPOB N JOMEHHbLIX Y4YETHbIX 3anucen.

NMNoapa3aeneHue

OpraHusaunoHHasa eguHmua Heobxogmmas ans obveanHeHnsa B Indeed PAM no doopmanbHbIM Npu3Hakam
nonb3oBaTenemn, pecypcoB, YYETHbIX 3anncen, paspeLleHnin Ana 4OCTyna K 3awuwaembim obbektam u 1.4.
Mogpasgenenus npegHasHadeHbl A48 pasgeneHnsa noHomounn agMmmHnctTpatopos Indeed PAM, yto
NO3BONSIET BbINOMHATL paboThl TONLKO B paMKax KOHKPETHOro nogpasaneneHusi 6e3 BO3MOXXHOCTU

BMeLLaTbCAa B paboTy Apyrmx agmuHuctpaTtopos Indeed PAM.

XpaHunuuwe gaHHbIX

[Onsa xpaHeHus gaHHbix Indeed PAM moxeTt ucnonos3osatb CYB[:

Microsoft SQL Server
PostgreSQL
PostgreSQL Pro
Jatoba

CepBUCHOE nNoagKkno4YeHue

CepBI/ICHOG NOoAKIMto4eHMe K peCypcCy NO3BOJIAET BbINONHATL crieaylouime onepaunn:

¢ [lpoBepka coegnHeHust

o CUHXpOHU3aUNA y4ETHbIX 3anucen

o CurHXpoHM3aumsa rpynn 6e30nacHOCTM YYETHbIX 3anucemn
o [1poBepka naponen (SSH-kno4en) y4yeTHbIX 3annucemn

¢ N3meHeHne naponen (SSH-kno4ven) y4eTHbIX 3anmcen

e CuHxpoHusaums sepcumn OC unu sepcun CYB[



o CuHxpoHusauna komnbtotepos B Active Directory
Cnepytowme Tunbl pecypcoB NOAAEPXKNBAIOT CEPBUCHOE MOAKIMIOYEHNE:

¢ Microsoft Active Directory
e OC Windows

e OC *nix

» Microsoft SQL Server

« MySQL

o PostgreSQL

e OracleDB

e Cisco (OC I0S XE)

e Inspur BMC (IPMI-mogynb)

Takke AocTynHo gobasneHne cobCTBEHHbLIX TUMOB CEPBUCHBIX MOAKITHOYEHNA.

NMonb3oBaTenbLCKoe NoaKMn4YeHne

[Monb3oBaTenbCKOe NOAKNIYEHNE ABNSETCSA CBOMCTBOM pecypca 1 no3sonseT oTkpbiBaTb ceccumn (RDP,
SSH u telnet) nnn ceccun yepes RemoteApp npunoxenus. NogaepxmeatoTca cnegyrowme TUnbl
MOOKIMHOYEHUN:

« RDP
» SSH

Telnet

RemoteApp
PostgreSQL

Pecypc MOXeT MMeTb oguH unun 6osee TUMNOB NOoSib30BaTESNbCKUX MOAKIHOYEHNIA.

Takke goctynHo gobaBneHne cobCTBEHHbLIX TUMOB MNOSb30BATENBLCKNX MOLKITHOYEHNIA.

Pa3pelweHus

PaspeLueHns ncnonb3yrTes Ans ynpaBneHus 4ocTyrnoM. JTlo6oMy coTpyaHMKY M3 KaTarora nonb3oBaTenei
MOXET ObITb BblAaHO pa3peLleHne Ha J0CTyN K pecypcy.


http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/configuration/#adding-new-connection-types-srv
http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/configuration/#adding-new-connection-types-usr

CocTtaB paspelueHus:

¢ lMonb3oBaTenb — COTPYAHUK, YbA JIMYHAA y4eTHaaA 3arnncb BXOAUT B COCTaB KaTtariora nonb3oBaTesnen.

¢ Y4yeTHasa 3anucb — fokanbHasa unm goOMeHHas yyeTHasa 3anncb OT UMEeHU KOTOpOVl noJsib3oBaTellb

OyOeT OTKpbIBaTb CECCUIO Ha pecypce.

» Pecypc — pecypc, Ha KoTopom GyaeT OTKpbiTa Ceccus.

/\ NPEQYNPEXAEHUE

PaSPELIJeHVIe HE MOXET ObITb N3BMEHEHO B npouecce aKkcryartaunn. OT1o3BaHHbIE pa3peLeHna He

MOTryT ObITb BOCCTAHOBMEHBDI.

NMonnTukm

Ha6op HaCTpOeEK, pacnpenendaemMmbiX Ha MHOXXECTBO 06bekToB cucTeMbl. [na ogHoOro o6bekTa MoXeT ObITb

Ha3Ha4yeHa TOJ1bKO OaHa NorinTrka oaHoro Tmna.



KOMMNOHEeHTbLI

O HoBOCTb

HocTynHa HoBas Bepcua npoaykta — Indeed Privilege Access Manager 3.1.

Cenydac Bbl NpocmaTpmBaeTe AoKymeHTaumo ans sepcum 3.0.

I'Iepexo,qvlTe NO CCbIIKE, YTOObI YNTaTb aKTyalibHYyO JOKYMEHTauUuIo.

CepBep ynpaBneHus

Indeed PAM Core

LleHTpanbHbIN KOMNOHEHT peanuayowmnin noruky komnnekca Indeed PAM.
Cpepna BbINONHEHUS:

e OC Windows Server 2016 — 2022 — Web-cepsep Internet Information Services (I1S)
e OC Linux — Docker — Web-cepBep Nginx

Cocras:
o Web-npunoxeHne — core
3apauu:

° YHpaBneHwe nonb3oBartendamMu, npuBuUermpoBaHHbIM y4e€THbIMU 3anncamMmn, OOCTynom, naporidMu.

Indeed PAM IdP

LleHTp noeHtndgukaumm nonb3osarenen n komnoHeHTos Indeed PAM.
Cpena BbINONHEHUS:

e OC Windows Server 2016 — 2022 — Web-cepsep Internet Information Services (11S)

e OC Linux — Docker — Web-cepep — Nginx


http://localhost:3000/privileged-access-manager/3.1/components/
http://localhost:3000/privileged-access-manager/3.1/components/

Cocras:
o Web-npunoxexHne — idp
3apauu:

¢ YnpaeneHuwe ayTeHTMdMKaLMen nonb3oBaTenen, Bbiaava n nposepka 2fa, nposepka NOANNHHOCTU

komnoHeHToB Indeed PAM.

Indeed PAM Management Console
AOMUHUCTpaTUBHBLIN MHTepdenc ansa ynpaenexHns Indeed PAM.
Cpena BbINONHEHUS:

e OC Windows Server 2016 — 2022 — Web-cepsep Internet Information Services (11S)
e OC Linux — Docker — Web-cepsep Nginx

CocrTas:
o Web-npunoxeHne — mc
3apauu:

o CnuMcok 3afay cM. B pasgene pykoBOACTBO agMUHMCTpaTopa.

Indeed PAM User Console

Monb3oBaTenbCckM NHTEpdenc ana goctyna K 3awuwaemMbim oobektam Indeed PAM.
Cpepna BbINONHEHUS:

e OC Windows Server 2016 — 2022 — Web-cepsep Internet Information Services (IIS)
e OC Linux — Docker — Web-cepsep Nginx

Cocras:
o Web-npunoxeHue — uc

3apgauu:


http://localhost:3000/privileged-access-manager/3.0/administration/

o Cnncok 3agad cM. B pasaerne pykoBOACTBO MosSib30BaTens.

Indeed Log Server
EnuHas nnatdopma gna pabotbl ¢ cobbiTnamm Indeed PAM.
Cpepna BbINONHEHUS:

e OC Windows Server 2016 — 2022 — Web-cepsep Internet Information Services (11S)
e OC Linux — Docker — Web-cepsep Nginx

CocrTas:
o Web-npunoxeHue — Is
3apauu:

o COop, xpaHeHune 1 Bblgaya cobbITUi.

Indeed PAM EventlLog

HononHuTtensHbin Mmogynb Ans Indeed Log Server.
Cpepna BbINONHEHUS:

e OC Windows Server 2016 — 2022
Cocras:

o ®annbl n 6ubnuotekun gns Indeed Log Server
3apauu:

e Peanusyet 3anucb cobbituin B Windows Event Log

CepBep pgoctyna

Indeed PAM Gateway


http://localhost:3000/privileged-access-manager/3.0/user-manual/

Habop KoMNoHEeHTOB peanuaylowmnx GyHKLUUK jJump server'a, CpeacTB ayamTa CECCUN N MEXAHU3MOB

3allNThI.

Cpena BbINONHEHUS:

e OC Windows Server 2016 — 2022

CocrTasB:

o [lpunoxeHne — ProxyApp.exe

o [lpanBep onga pabotbl ¢ dannoson cuctemon — Pam.FsFilter
o Cnyx6a B3anmopgencteusa ¢ Pam.FsFilter — Pam.Service

o MoguduuymnpoBaHHbin SSH-knneHT — Putty.exe

o Pacwupenune ana mstsc.exe

e Habop ytunut n 6ubnuotek — FFmpeg

o BnbnunoTekn KOHTpONs NPoOLECCOB

3apauu:

MpenocTtaBneHune goctyna no npotokonam RDP/SSH/Telnet n npoynm B pexxume RemoteApp.

BeneHue 3anncu Bugeo n CHAMKOB 9KpaHa, rnepexsarta TeKCTa n nepexeara nepegaBaemMbiX (*)aVIﬂOB.

O6paboTka 1 coxpaHeHne apTedakToB CECCUMN.

[MpoBepka COCTOSAHUS KINUEHTCKNX KOMIMOHEHTOB.

KoHTpornb 3anycka npoueccoB 1 JocTyna K hansioBon cucteme.

Indeed PAM SSH Proxy

Mpokcu-cepsep onsa SSH-ceccun.
Cpena BbINOMHEeHUs:
e OC Linux — Docker
Cocras:
o [NpunoxeHne — Pam.SshProxy.Service (OC Linux)

3apauu:



» [lpegoctaBneHune goctyna no npotokonam SSH\SCP\SFTP.
o BepneHue nepexesaTa TekcTa 1 nepexsaTta nepegaBaembix annos.

o Ob6paboTka n coxpaHeHne aptTedakToB CECCUN.

Indeed PAM PostgreSQL Proxy

Mpokcu-cepeep ona PostgreSQL-ceccun.
Cpena BbINOMHEeHUsI:
e OC Linux — Docker
Cocras:
o [NpunoxeHne — Pam.PostgreSQLProxy.Service (OC Linux)
3apauu:

o BepeHne nepexesara TeKCTta SQL-SaI'IpOCOB, 3anyCKaeMblIX MNnoJib3oBaTerieM.

Indeed PAM RDP Proxy

Mpokcun-cepsep ans RDP-ceccun.
Cpena BbINOMHEeHUsI:
e OC Linux — Docker
Cocras:
o [NpunoxeHne — Pam.RdpProxy.Service (OC Linux)
3apauu:

o [lpepoctaBneHne goctyna no npotokony RDP.
» BepneHue nepexsaTa TekcTa, BUAEO, CKPUHLLOTOB M NepexsaTa nepegaBaembix hannos.

o O6paboTka 1 coxpaHeHne apTedakToB CECCUN.

Indeed ESSO Agent n Indeed Admin Pack



Habop komnoHeHTOB onga peanu3aumm SSO-gocTyna.
Cpena BbINOMHeHUs:

e OC Windows Server 2016 — 2022
Cocras:

e Habop npunoxeHui, crnyx6 n MHCTPYMEHTOB AS151 B3auMOAENCTBUS ¢ bopmamMm ayTeHTUdUKaLmMm n

komnoHeHTamu Indeed PAM.

o Pacwupenna gns 6paysepos: Internet Explorer; Google Chrome; EDGE.

3apauu:

o [lepexBaT u 3anonHeHue opm ayteHTudurkaumm Web n HacTONbHbLIX NPUNOXEHU.

Pecypcbl Windows

Indeed PAM Agent

KomMnoHeHT ansa Tekctosoro noruposaHus RDP-ceccui.
Cpena BbINONHEHUS:
o OC Windows Server 2012R2 — 2022/Windows XP SP3 X64 — 11
Cocras:
o [punoxeHne Pam.Proxy.WindowsAgent
3apauu:
o duKcaumsi CMeHbl aKTUBHbIX OKOH, 3amnycka npoLeccoB U KNaBnaTypHOro BBoaa.

(D K CBEOEHMIO

KomnoHeHT Indeed PAM Agent sBnsetca HeobasaTenbHbIM, Tak kKak Indeed PAM nonHOCTbIO
GesareHTckoe pelueHne, JONONHNTENbHbIE KOMMOHEHTbI MCMOMb3YHTCS TOMBbKO AN1S peLleHus

creunarnbHbIX 3a4au.




Pecypchl Linux

Indeed PAMSU

KoMNoHEeHT ans BbINOMHEHUS KOMaHZ, C NpuBuniernen root, aHanorMyHo sudo ncnonb3yeTcs kKomaHaa
pamsu. OTnnyne 3aknoyaeTcsa B TOM, YTO ayTeHTUdUKaums OyaeT sanpawimBatbea y nonb3osartens PAM, a

He NpUBUNErMPOBaHHOM Y3 OT MMEHM KOTOPOW OTKPLITa CECCUSI.
Cpepna BbINONHEHUS:

e OC Linux
Cocras:

e deb nnu rpm naket

3apgauu:

¢ BbinonHeHne komaHA € NOBbILLEHWEM NPUBUMIENMA OT MMeHN nosib3oBaTens PAM

() K CBEOEHUIO

KomnoHeHT Indeed PAMSU gaBnsietTca HeobsizaTenbHbIM, Tak kak Indeed PAM nonHocTbio 6e3areHTckoe

peweHune, AoNnoNHUTErNbHble KOMIMOHEHTbI MCMOJIb3YKTCA TOJIbKO AJ14 pelleHUA crneunaribHbiX 3agad.

Paboyee mecTto nonb3oBaTtensa Indeed PAM

Indeed PAM Desktop Console

[ononHUTENbHBIN MHCTPYMEHT ANA NONyYeHnsa AocTyna K 3awmwaeMbiM o6bektam Indeed PAM.
Cocras:

o MoanduumpoBaHHbin mMRemoteNG.exe
3apauu:

e Cnmncok 3agavy cm. B pa3gene pykoBoACTBO MOJib3oBaTesA.


http://localhost:3000/privileged-access-manager/3.0/user-manual/

ag | .
00 ; YnpouweHHasa Ha Windows
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[ns o3HakomneHus ¢ Indeed PAM

i YnpouweHHas Ha Linux
=

[nsa o3HakomneHus ¢ Indeed PAM

@? OcHoBHas

Onsa BHeOpeHnaA 1 3Kkcnnyataumn B I'IpOMbIU.IJ'IeHHOVI cpene

% OTtkasoycTonuuBas

[nsa BHeOpeHust 1 aKcnyaTauumn B NpOMBILLNIEHHOW cpeae (C AybnMpoBaHNEM CepBEPOB)



http://localhost:3000/privileged-access-manager/3.0/component-deployment/simplified-windows/
http://localhost:3000/privileged-access-manager/3.0/component-deployment/simplified-linux/
http://localhost:3000/privileged-access-manager/3.0/component-deployment/basic/
http://localhost:3000/privileged-access-manager/3.0/component-deployment/fault-tolerant/

YnpouweHHaa Ha Windows

KomnoHeHTbl Indeed PAM ycTaHaBnuBatoTCcsa Ha fBa cepBepa. PekomeHayeTcs Ans 03HaKOMMAEHNA n
TeCTMPOBaHUS.

KOMNOHEeHTbI

CepBep ynpaBneHusi/Cepsep goctyna (RDP/RemoteApp)

e Indeed PAM Core

e Indeed PAM IdP

¢ Indeed PAM Management Console
e Indeed PAM User Console

¢ Indeed Log Server

¢ Indeed PAM EventLog

e Indeed PAM Gateway

e Indeed ESSO Admin Pack

¢ Indeed ESSO Agent

CepBep poctyna (SSH/SCP/SFTP)

e Indeed PAM SSH Proxy
¢ Indeed PAM RDP Proxy
e Indeed PAM PostgreSQL Proxy

CueHapuun padboTbl

Monb3oBaTenbCKuUn



MSSQL/PGSQL
(1,3,5)

CepBep ynpasneHua
CepBep oocTtyna
(RDP\RemoteAPP)

HTTPS/ g = \ RDP/SSH
(1) / 5 HTTPS 1 .4,
RDP

_ AN

Pabouyee mecTo

COTPyAHMKA MegnaxpaHunuwie Pecypchl
HTTPS
(3)

= e &
\ SMB/

SSH/SCP/SFTP 5)
(2) |~ " SSH/SCP/SFTP

I /““

CepBep gocTyna
(RDP\SSH\SCP\SFTP)

1. MNogkntoyeHne K nIn4HOMYy KabunHeTy nonb3oBatens Yepes 6paysep nnm 3anyck Indeed PAM Desktop
Console. [lomeHHas ayTeHTUdMKaLNA 1 pernctpauna/npegoctasneHme BToporo aktopa. Nposepka
nons3osatens B B IdP. NonyyeHue cnucka pecypcos n3 b Core. NonyyeHne RDP-anna ans

NOAKIMKOYEHUA K PECYPCY.



2. MNopkntoyeHue k cepaepy goctyna (RDP\RemoteApp) npy nomowm RDP-ganna, Indeed PAM Desktop
Console unu nogkntoveHne k cepsepy goctyna (RDP\SSH\SCP\SFTP) npu nomowm RDP-canna unu
otaenbHoro SSH-knneHTa.

3. lomeHHasa ayTeHTUdMKaUNA 1 npegoctasneHme BToporo gakropa. lNposepka nonb3osartens B I1dP.
MpoBepka paspelleHus Ha goctyn B B[] Core. N3BneveHne ns CYB[ normHa v naponsa cepBuUCHOM
yyeTHou 3anucu anga pabotsl ¢ MegmaxpaHunueM. N3enederHne ns CYB[ nornHa n napons
NPVBUNErMPOBAHHOW YYETHOWN 3anucu A8 NOAKITHOYEHNS K pecypcey.

4. NopkntoyeHne K pecypcy.

5. CoxpaHeHne BUAEO U CKPUHLLOTOB B MeauaxpaHunuuie. CoxpaHeHune tekctoBoro nora B b Core.

AOMMHUCTPaATUBHDbIN



MSSQL/PGSQL
(1,2)

CepBep ynpaBneHus

Paboyee mMecTO CepBep gocTtyna
agMUHUCTpaTopa (RDP\RemoteAPP) Pecypchbil
I_I_l — CepBU1CHbIE ==
W HTTPS o =
_ ° — onepaunm —> E E
[o] ) © (2) I-E-l
SMB
(2)
¥
MepguaxpaHunuiie

=

1. MNopgkntoyeHne K kKabnHeTy agMuHUcTpaTtopa. [lomeHHas ayTeHTUmKkauunsa n permctpauuns/

npegocTasneHne BToporo goaktopa. lNpoeepka nonb3osatensa B b IdP.

2. I'Ionyqume, nobasnexHune n penakTnpoBaHue 00bekToB cucTemsbl. BbinonHeHmne CepBUCHbIX onepauui.



YnpouweHHasa Ha Linux

KomnoHeHTbl Indeed PAM ycTaHaBnuBatoTcs Ha fBa cepBepa. PekomeHayeTcs Ans 03HaKOMMAEHNA n
TeCTMPOBaHUS.

KOMNOHEeHTbI

CepBep ynpaBneHus/Cepsep goctyna (RDP/SSH/SCP/SFTP)

» Indeed PAM Core

e Indeed PAM IdP

¢ Indeed PAM Management Console
e Indeed PAM User Console

¢ Indeed Log Server

e Indeed PAM SSH Proxy

¢ Indeed PAM RDP Proxy

e Indeed PAM PostgreSQL Proxy

CepBep poctyna (RDP/RemoteApp)

e Indeed PAM Gateway
e Indeed ESSO Admin Pack
¢ Indeed ESSO Agent

CueHapumn padboTbl

NMonb3oBaTenbCKUn



MSSQL/PGSQL
(1,3,5)

CepBep ynpasneHus
CepBep gocTyna
(RDP\SSH\SCP\SFTP)

HTTPS/ 2 = \ RDP/SSH
(1) / 5 HTTPS 1 .4,
RDP

// (2) \S(M)B @ \
5
Pabouyee mecToO \

COTPyAHMKA MegunaxpaHunuwe Pecypchl
HTTPS
(3)

= e &
\ SMB/

SSH/SCP/SFTP 5)
(2) _~ " SSH/SCP/SFTP

I /““

CepBep pocTyna
(RDP\RemoteAPP)

1. MNogkntoyeHne K nn4HoMy KabnHeTy nonb3oBatens Yepes 6paysep nnm 3anyck Indeed PAM Desktop
Console. [lomeHHas ayTeHTUdMKaLNA 1 pernctpauna/npegoctaBneHme BToporo aktopa. Nposepka
nonb3oBatensd B B[] |dP. Mony4yeHune cnucka pecypcos u3 b Core. MNony4yeHne RDP-canna anga

NOAKIKOYEHNUA K PECYPCY.



2. MNopakntoyeHue k cepaepy goctyna (RDP/RemoteApp) npy nomowm RDP-ganna, Indeed PAM Desktop
Console unu nogkntoveHne k cepsepy goctyna (RDP/SSH/SCP/SFTP) npu nomowwm RDP-canna unu
otaenbHoro SSH-knuneHTa.

3. lomeHHasa ayTeHTUMKaUNA 1 NnpegoctasneHne BToporo gakrtopa. lNposepka nonb3osartens B I1dP.
MpoBepka paspelleHus Ha goctyn B Bl Core. N3BneveHne ns CYB[ normHa v naponsa cepBuUcHoOm
yyeTHou 3anucu anga pabotsl ¢ MegmaxpaHunueM. N3enederHne ns CYB[ nornHa n napons
NPUBUNErMPOBaHHOW YYETHOWN 3anncu A NOAKITIOYEHUS K pecypcey.

4. NogkntoyeHne K pecypcy.

5. CoxpaHeHne BUAEO U CKPUHLLOTOB B MeauaxpaHunuuie. CoxpaHeHune tekctoBoro nora B b Core.

AOMWHUCTPATUBHLIN



MSSQL/PGSQL
(1,2)

CepBep ynpaBneHus

Paboyee mecTo CepBep gocTyna
agMUHUCTpaTopa (RDP\SSH\SCP\SFTP) Pecypchbil
.i' HTTPS —— CepBucHblie ==
[o] " =8 R E»E-E
SMB
(2)
N
MegunaxpaHunuiie

=

1. MNoakntoyeHune K kabnHeTy agMuHucTpartopa. [JomeHHas ayTeHTudukaums n permctpaums/

npegocTasrneHne BToporo gpaktopa. lNpoeepka nonb3osatensa B b IdP.

2. I'Ionyqume, nobasnexHune u penakTnpoBaHue 00beKkToB cucTeMbI. BbinonHeHne CepBUCHbIX onepauuin.



OcHoBHas

KomnoHeHTbl Indeed PAM ycTaHaBnuBeatoTCca Ha Tpu cepBepa. ATOT TUN YCTAHOBKM MNO3BONSAET OTAENUTb
NOrMKY CUCTEMbI OT KOMMOHEHTOB NpeaoCcTaBnNALWMX AOCTYN. PekomeHayeTca Ans BHeApeHUs v

aKcnnyaTaumm B NPOMbILLNIEHHOW cpefe.

KOMNOHEeHTbI

CepBep ynpaBrneHus

e Indeed PAM Core

e Indeed PAM IdP

» Indeed PAM Management Console
» Indeed PAM User Console

¢ Indeed Log Server

¢ Indeed PAM EventLog

CepBep poctyna (RDP/RemoteApp)

e Indeed PAM Gateway
¢ Indeed ESSO Admin Pack
¢ Indeed ESSO Agent

CepBep aoctyna (RDP/SSH/SCP/SFTP)

e Indeed PAM SSH Proxy
¢ Indeed PAM RDP Proxy
e Indeed PAM PostgreSQL Proxy

CueHapuun padboTbl

NMonb3oBaTenbCKUn



Cepeep gocTyna

(RDP\RemoteAPP)
RDP, N
(2) i
HTTPS =
l (3 RDP/SSH
| HTTPS n T.4.
SMB
(5) (4)
Pa6ouee MecTo Cepsep N
COTPYOHMKaA ynpasneHms CYB/[ MepguaxpaHunuile Pecypchl
L) HTTPS (=) |MmssaL/PGsaL - ' ==
e —— - == I > = 55 5]
o] () =) (1,35 — _E‘_

(5) SSH/SCP/SFTP
| (4)

HTTPS
(3)
SSH/SCP/SFTP —r
) s | &8

Cepsep gocTyna
(RDP\SSH\SCP\SFTP)

1. MNogkntoyeHne K NnnyHoMy KabuHeTy nonb3oBaTenst Yepes 6paysep unum 3anyck Indeed PAM Desktop

Console. [lomeHHasi ayTeHTUUKaunUs 1 perucTpauma/npegocrasneHme BToporo gaktopa. MNposepka

nonb3osatens B b IdP. NonyyeHne cnucka pecypcos n3 b Core. NonyyeHne RDP-anna ans
NOAKMIOYEHNS K pecypcy.

2. MNopakntoyeHne k cepeepy goctyna (RDP\RemoteApp) npy nomowm RDP-ganna, Indeed PAM Desktop

Console unu nogkntoveHne k cepsepy goctyna (RDP\SSH\SCP\SFTP) npu nomowm RDP-canna unu

otaernbHoro SSH-knueHTa.

3. lomeHHasa ayTeHTUdMKaUNA 1 NpegocTasneHme BToporo gakropa. lNposepka nonb3osartens 8 b/ IdP.

MpoBepka paspeleHus Ha goctyn B Bl Core. N3BneveHne ns CYB[ normHa v naponsa cepBuUcHoOm
y4yeTHou 3anucu anga pabotsl ¢ MegmaxpaHunueM. N3enederHne ns CYB[ nornHa n napons

NPVBUIErMpoOBaHHOM YY4ETHOM 3anucuy Ang noaKItoYeHUs K pecypcy.
4. NogkntoveHne K pecypcy.

5. CoxpaHeHve B1OEeO U CKPUMHLLOTOB B Meaguaxpanunuuie. CoxpaHeHne TekctoBoro nora B b Core.

AOMUWHUCTPATUBHBLIN



MSSQL/PGSQL
(1,2)

Paboyee mecTO ‘
agMWHUCTpaTopa Cepsep ynpasneHus Pecypchbl

A@Eﬁ. — CepBUCHbIe —{—F
HTTPS o=
—_— ° — onepauun — E E
(= w ° 2 »E.-
SMB
(2)
N 2
MegounaxpaHunuwie

=

1. MNoakntoyeHune K K86I/IHeTy aaMUHUCTpaTopa. I}:',OMeHHaFl ayTeHTVId.)I/IKaLI,I/IFl n peFI/ICTpaLl,I/IFI/

npegocTasrneHne BToporo goaktopa. lNposepka nonb3osatensa B b1 IdP.

2. MNony4yeHne, nobaBneHne N pegakTMpoBaHme 06bLEKTOB CUCTEMbI. BbiNoNHEHME CEPBUCHBLIX OnepaLni.



OTKka3zoycTonumBas

KomnoHeHThbl Indeed PAM ycTaHaBnuBatoTCa Ha pasHble CepBepbl, KaXabl cepBep Aybnupyerca ans
opraHvMsaumm 0TKa3oyCToMYMBOCTU. PekoMeHayeTcs ncnonb3oBaTth ANS BHEAPEHUS U SKCnnyaTauum B

NPOMBILLUSIEHHOWN cpeae.

KOMNOHEeHTbI

CepBep ynpaBrneHus

e Indeed PAM Core

¢ Indeed PAM IdP

¢ Indeed PAM Management Console
e Indeed PAM User Console

* Indeed Log Server

¢ Indeed PAM EventLog

CepBep poctyna (RDP/RemoteApp)

e Indeed PAM Gateway
e Indeed ESSO Admin Pack
¢ Indeed ESSO Agent

CepBep aoctyna (RDP/SSH/SCP/SFTP)

e Indeed PAM SSH Proxy
¢ Indeed PAM RDP Proxy
e Indeed PAM PostgreSQL Proxy

CueHapumn padboTbl

NMonb3oBaTenbCKUn



Pabouee mecTo

CYb/L coTpygHuKa
CepBep pgocTyna
- e (RDP\RemoteAPP)

|
|RDP/SSH —
wrtes RDP/ =)

MSSQL/PGSQL (1) l (2) / \ RDP/SSH
(1,3,5) J HTTPS T HTTPS u T.4.
I / (3) Sy (@) \

Cepeepbl BanaHcHpoBLKUKK 2
ynpasfeHus Har py3Kku MeguvaxpaHunuiie Pecypcbl
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(5) SSH/SCP/SFTP
| (4)

SSH/SCP/SFTP
(2) E—
N| =

CepBepbl gocTyna
(RDP\SSH\SCP\SFTP)

. MopxkrntoveHme K Nu4HOMYy KabuHeTy nonb3oBartens yepes 6paysep nnm 3anyck Indeed PAM Desktop
Console. [lomeHHas ayTeHTMdMKauna n permctpaumnsa/npeaoctaBneHme BToporo gakropa. lNpoeepka
none3oatens B B[] |dP. NMNony4eHue cnucka pecypcos n3 b Core. MNony4yeHne RDP-canna anga
NOAKMIOYEHNS K pecypcy.

. MogxkntoveHune k cepsepy aoctyna (RDP/RemoteApp) npu nomowwm RDP-cana, Indeed PAM Desktop
Console unu nogkntoveHne k cepsepy goctyna (RDP/SSH/SCP/SFTP) npu nomowwm RDP-canna unu
otaenbHoro SSH-knuneHTa.

. JoMmeHHasa ayTeHTUdpUKaLmMa 1 npegocTasneHne sToporo ¢gakropa. Nposepka nonb3osarensa 8 b IdP.
MpoBepka paspelleHus Ha goctyn B Bl Core. N3BneveHne ns CYB[ normHa v naponsa cepBuUcHoOm
yyeTHou 3anucu anga pabotbl ¢ MegmaxpaHunuem. N3enederHne ns CYB[ nornHa n napons
NPMBUNErMPOBaHHON YYETHOWN 3anucu A NOAKITIOYEHUS K pecypcy.

. MopkntoyeHne Kk pecypcy.



5. CoxpaHeHune B1uaeo n CKpUHLLOTOB B MegmaxpaHunuue. CoxpaHeHue TekctoBoro fora B B/l Core.

AOMUHUCTPATUBHBLIN

N
MSSQL/PGSQL
(1,2)

Paboyee mecTO BanaHcupoBLKMK |
agMUHMUCTpaTopa Harpyskmu CepBepbl ynpasneHus Pecypcbl
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1. MNoakntoyeHune K kabnHeTy agMuHucTpartopa. [JomeHHas ayTeHTudukaums n permctpaums/
npegocTaBrieHne BTOPOro aktopa.

2. ﬂonyqul/le, D,O6aBJ'IeHI/Ie N pegakTtnpoBaHme 06beKTOB cucTEMbI. BbinonHeHne CepBUCHbIX OI'IepaLI,I/IVI.



Ons OC Windows

o_—
o —
o Pid

AnnapaTHble 1 nporpaMmmHele TpeboBaHus ans yctaHoBku Indeed PAM Ha OC Windows

== [ins OC Linux

AnnapatHbie n nporpaMmmHble TpeboBaHus ans yctaHosku Indeed PAM Ha OC Linux

@ K CYBQ

AnnapaTHble TpeboBaHust kK CYB[],



http://localhost:3000/privileged-access-manager/3.0/system-requirements/windows-environment/
http://localhost:3000/privileged-access-manager/3.0/system-requirements/linux-environment/
http://localhost:3000/privileged-access-manager/3.0/system-requirements/dbms-environment/

Oonsa OC Windows

CepBep ynpaBneHus

AnnapaTHble TpeboBaHusA

MapameTpbl 50 ceccmm 100 ceccun 200 ceccun
CPU 8 Cores 16 Cores 32 Cores
RAM 8 GB 16 GB 32 GB
HDD/SSD 120 GB 120 GB 120 GB
Network adapter 1 Gb 1Gb 1Gb

NMporpamMHble TpeboBaHUSA
OnepauunoHHas cuctema:

e Windows Server 2016 — 2022
[omeH:

* B coctaBe pomeHa Microsoft Active Directory
Beb-cepsep:

« Internet Information Services 8.5 —10.0

Moaynu ons Beb-cepsepa Internet Information Services:

O6bi4yHas npoBepka nognmHHocTu (Basic Authentication)

Mpoeepka nognuHHoctn Windows (Windows Authentication)

Cratnyeckoe cogepxumoe (Static Content)

MepeHanpaesneHne HTTP (HTTP Redirection)



ASP.NET Core Runtime
Pacwwupenus ISAPI (ISAPI Extensions)

Pacwupsaemoctb .NET (.NET Extensibility)
®unbtpol ISAPI (ISAPI Filters)

KoHconb ynpasnexus cnyxb6amu IS (IIS Management Console)
[lononHutenbHble KOMNoHeHTbl Microsoft:

e Microsoft .NET Core 8
¢ URL Rewrite

CeTeBoOe B3anmogeuncreme

Bxopsiwiue Ucxopswmne

Mpotokon [lopT OnucaHue

TCP 443 PaboTta ¢ nuyHbIMK KabuHeTtamu, APl n IdP

CepBep aoctyna (RDP)

AnnapaTHble TpeboBaHusA

MapameTpbl 10 RDP vunn SSH-ceccun 50 RDP unu SSH-ceccun

CPU 8 Cores 16 Cores
RAM 12 GB 32 GB
160 GB + 5 GB Ha 320 GB + 5 GB Ha
HDD/SSD Ka)kgoro rnorb3oBaTens Kakgoro nonb3oBaTens
PAM PAM

100 RDP unn SSH-

ceccun

32 Cores

64 GB

520 GB + 5 GB Ha

Ka)kgoro nonb3oBaTens
PAM



100 RDP vnu SSH-

MapameTpbl 10 RDP vunn SSH-ceccun 50 RDP unu SSH-ceccun .
ceccum

Network
1Gb 1 Gb 1 Gb
adapter

A MPEOYNPEXOEHUE

TpeboBaHus paccunTaHbl ANs BblAENEHHOro r3nyYeckoro cepeepa. TeCTMpoBaHME BbINOMHANOCH As
ceccunt RDP n SSH.

[ns nopaepxaHns 3asBNEHHOro KonmM4yecTBa OQHOBPEMEHHbIX CECCU HEOBXOAMM NpoLEeccop C
nogaepxkon Simultaneous multithreading (AMD) unun Hyper-Threading (Intel).

3asABneHHOe KONNM4ecTBo OAHOBPEMEHHbIX ceccun nogaepXxmBaeTca npn ycrnoBun 3axearta BUaeo C
OAHOro MOHMUTOPa B pa3peLleHnn HD. Pa3peu.|eHV|e BUOEO ornpenendaeTcd HaCTpOVIKaMM MOHUTOPAa Ha
CTOPOHE KITneHTa. I'Ip|/| yBeIlnn4yeHmnn paspeLueHnd nin Kkorim4yecrasa MOHUTOPOB MakKCMMalribHOE

3adBnNeHHOEe KOSIMYECTBO O4HOBPEMEHHbLIX CECCUN CHU3UTCS.

Mcnonb3oBaHue KNMEHTCKUX NpUnoXKeHun 3anyckaemMblx ¢ cepsepa Indeed PAM B pexume RemoteApp
CHWXaeT MakCMMarnbHOE KONMYeCTBO OAHOBPEMEHHbIX Ceccuin. BrnnsiHne kaxxgoro NpunoXeHus Ha
MaKCMMarnbHOEe KONMMYEeCTBO OQHOBPEMEHHLIX CECCUI MHAMBUAYANbHO U ONPEeaenseTcs npu

TECTMPOBAHWUMN.

Ecnun pasBepTbiBaHWe BbIMOMHAETCH B KOHKYPEHTHOW BUPTYanbHOW cpeae, TO KONM4eCcTBO
OOHOBPEMEHHbIX CECCUIA MOXET ObITb MeHbLUe. [INa noaaepXku 3asBNeHHOro KonmyecTsa

O HOBPEMEHHbIX CECCUM BUPTYarbHbIA cepBep OOMKeH UMeTb 3ape3epBupoBaHHble MHz n RAM
9KBUBANeHTHble PU3NYECKOMY CepBEpY.

MporpamMHble TpeboBaHUA
OnepaunoHHas cuctema:

e Windows Server 2016 — 2022
[JomeH:

e B coctaBe gomeHa Microsoft Active Directory



J[lononHuTenbHble KOMMNoHeHTbl Microsoft:

o Microsoft .NET Desktop Runtime x64 Bepcusa 8
¢ Microsoft C++ 2015 — 2019 Redistributable

Bpaysep:

e Google Chrome

e Microsoft EDGE
Pornn Remote Desktop Services:

+ Remote Desktop Services Broker (RDCB)
¢ Remote Desktop Services Host (RDSH)
» Remote Desktop Web Access (RDWA)

CeTeBoOe B3anmogencreme

Bxoaswue Ucxopawme

Mpotokon T[lopT OnucaHue
TCP 3389 TllogkntodeHue K cepBepy gocTyna
TCP 5443 MpocmoTp cTpuma ceccum

Opyrne TpeboBaHusA

Yy COTPYyAHUKOB C AOCTYNOM K KOHCOJTM aAMUHUCTPATOopa Uit KOHCOJT/ Norib3oBaTesia pa3pelleHmne

MOHUTOpPA MO WNPUHE AOMKHO BbITb He MeHee 1280 nukcenen, nHaye anemMeHTbl MHTepderica KoHconen
OyayT oTobpaKaTbCsi HEKOPPEKTHO.


https://dotnet.microsoft.com/en-us/download/dotnet/8.0
http://localhost:3000/privileged-access-manager/3.0/administration/management-console/
http://localhost:3000/privileged-access-manager/3.0/user-manual/user-console/

onsa OC Linux

CepBep ynpaBneHus

AnnapaTHble TpeboBaHusA

MapameTpbl 50 ceccum 100 ceccun 200 ceccun
CPU 2 Cores 2 Cores 2 Cores
RAM 4 GB 4 GB 4 GB
HDD/SSD 120 GB 120 GB 120 GB
Network adapter 1 Gb 1Gb 1Gb

NMporpamMHble TpeboBaHUSA
OnepauunoHHas cuctema:

e OC Linux
KoHTenHepusaums:

e Docker He Huxe 18.09

o Docker Compose He Huxe 1.29.2

/\ NPEQYNPEXAEHUE

Docker gomxkeH 6bITb YCTAHOBMEH U3 PENO3NTOPUS OUCTPUOyTMBA.

¥ AnbTepHaTMBHLIN cnocob yctaHoBkn Docker (He pekomeHayeTcs)

B kpanHux cnyyasx (korga HeT JOCTyna K peno3nTopusiMm onepaunoHHon cuctemMel u Docker) Bo3aMoXHa

yctaHoBka Docker n3 cratmyecknx GuHapHbIx annos.




Ecnn Bbl Mcnonb3yeTte onepaumoHHy0 CUCTEMY, OTSIMYHYHO OT NEPEYUCHEHHBIX MO CChISIKE, TO NpU
yCTaHOBKe 3TUM cnocobom He ycTaHoBUTCHA Heobxoaumbln Ans paboTel Indeed PAM naket ¢ mogynem
SELinux. B bonblUMHCTBE cUCTEM 3TOT NakeT Ha3biBaeTcs container-selinux.

YcTaHoBUTE ero Bpy4HY B COOTBETCTBUU C AOKYMEHTaUMEN UCNONb3yeMOon onepaunoHHON CUCTEMBI.
CpoenaTb 9TO HYXXHO nepeA, 3anyckomM CKkpunTa ycTaHoBKu run-deploy.sh.

CeTeBoOe B3anmogeuncreme

Bxoasiuue Ucxopsawme

Mpotokon T[lopT OnucaHue

TCP 443 PaboTta ¢ nuyHbIMK KabuHeTamu, APl n IdP

CepBep agoctyna (SSH)
AnnapaTHble TpeboBaHusA

MapameTpbl 50 SSH-ceccun 100 SSH-ceccun 200 SSH-ceccun

CPU 2 Cores 2 Cores 2 Cores
RAM 2GB 2GB 4 GB
HDD/SSD 120 GB 120 GB 120 GB
Network adapter 1 Gb 1Gb 1Gb

NMporpamMHble TpeboBaHUSA

OI'IepaLl,VIOHHaFI cuctema.


https://download.docker.com/linux/

e OC Linux
KoHTenHepusauyus:

e Docker He Huxe 18.09

¢ Docker Compose 1.29.2
CeTeBOe B3anmoagencremue

Bxopsawme Ucxopawme

Mpotokon [lopT OnucaHue

TCP 2222 [MookntoveHne K cepBepy OOCTyna

CepBep poctyna (RDP)
AnnapaTtHble TpeboBaHuUA

MapameTpbl 10 RDP ceccun 50 RDP ceccun

CPU 4 Cores 12 Cores
RAM 4 GB 12 GB
HDD/SSD 120 GB 120 GB
Network adapter 1 Gb 1Gb

MporpamMHble TpeboBaHUSA

OI'IepaLl,VIOHHaFl cucrema:

e OC Linux

100 RDP ceccumn

16 Cores

40 GB

120 GB

1Gb



KoHTenHepusaums:

e Docker He Huxe 18.09

e Docker Compose 1.29.2
CeTeBOe B3aumopencreume

Bxopsiwiue Ucxopswne

Mpotokon [llopt OnucaHue
TCP 3390 [MogkntoveHne K cepBepy gOCTyna
TCP 8443 MpocmoTp cTpuma ceccum

HacTtpounkun 6esonacHoctu CIS Benchmark

Ha cepBepax PAM TpebyeTcs npumeHnTb HacTporku 6esonacHoctn CIS Benchmark, onncaHHbie B PDF-

danne. Mony4ntb ann MOXHO OAHUM U3 CNOCOOOB:

e cKavaTb pann 3gecb

e nony4nTb oarn Ha ouumanbHOM caunTe cisecurity

Opyrne TpeboBaHusA

Y COTPYOHUKOB C AOCTYMOM K KOHCOMNMY afiMUHUCTpAToOpa UM KOHCOSM Nosfb3oBaTtens paspeLlleHne
MOHUTOpA MO LWNPUHE AOMKHO BbITb HEe MeHee 1280 nukcenen, nHaye anemMeHTbl MHTepderica KoHconen

OyayT oToGpaxxaTbCsi HEKOPPEKTHO.


http://localhost:3000/privileged-access-manager/assets/CIS_Docker_Benchmark_v1.7.pdf
https://www.cisecurity.org/benchmark/docker
http://localhost:3000/privileged-access-manager/3.0/administration/management-console/
http://localhost:3000/privileged-access-manager/3.0/user-manual/user-console/

KCYb

NopnpepxuBaemble CYB

o Microsoft SQL Server 2012SP2 — 2022 ¢ nogaepxkon Full-Text and Semantic Extractions for Search
PostgreSQL 12-16

Postgres Pro Standard 12-16

Postgres Pro Enterprise
Jatoba 4-5

/\ MPEOYNPEXOEHUE

Mpwn ncnonb3oBaHum Microsoft SQL Server o6s3aTenbHO JOMKEH BbITb YCTAHOBNEH SOMOMHUTENBHbIN

MoAyrb — MOSTHOTEKCTOBLIN U ceMaHTuyeckunin nouck (Full-Text and Semantic Extractions for Search).

AnnapaTHble TpeboBaHuA

MapameTpsbl 50 ceccun 100 ceccun 200 ceccum
CPU 2 Cores 2 Cores 2 Cores
RAM 2GB 4 GB 4 GB
HDD 1TB 1TB 1TB
Network adapter 1 Gb 1 Gb 1Gb

NMporpamMHble TpeboBaHUA

B cooTteeTcTBUM C ObmLManbHON JOKYMEHTaumMen Nnpon3BoauTErs.

CeTeBoOe B3aumoaeunctTeue



B cooTtBeTCTBUM C 0dhmUManbHON JOKYMEHTaUMen Npon3BoanTENS.



JIlnueHsnpoBaHue

B Indeed Privileged Access Manager (Indeed PAM) ecTb ABe cxeMbl NNLEH3NPOBAHNA:

« [lo nonb3oBaTensMm u pecypcam.

 [Mo ceccusim (0QHOBPEMEHHbLIM NOAKIIOYEHUSAM).

/\ OBPATUTE BHUMAHWE

Bbl MOXeTe BbIbpaThb TOMBKO OAHY CXEMY NULEH3MPOBAHUS B paMKkax ogHou nHctannsaumm Indeed PAM.

OTgenbHO (BHE CXeM NULEH3MPOBaHWS) MOXHO npuobpectn nuueHsno Ha Application to Application
Password Management (AAPM). 3Ta nuueH3uns BnvsieT TONbKO Ha JocTyn K pyHKunam AAPM u He BnivsieT
Ha BO3MOXHOCTb Morib3oBarternen ycTtaHoBUTb ceccuto Yepe3 PAM unv Ha BO3MOXHOCTb afMUHUCTPaTopa

nobaBunTb NoNb3oBaTENto paspelueHune.

JluLeH3upoBaHue No nosib3oBaTensAM U
pecypcam

Mpwn BbIBOpE 3TON CXEMbI NIULIEH3NPOBAHNSA BaM HY>XXHO ONpeaennTb KONM4eCcTBO Nofb3oBaTenen u
KONM4eCcTBO pecypcoB B Ballen nHctannsauum Indeed PAM.

OHM 3agatoTcsa KONMMYEeCTBOM NMLEH3UI CneayoLwmMx TUMNOB:

¢ [lonb3oBartenbckas — onpepnendeT Konn4ecTteo nonb3oBaTeneu, KOTOpblE CMOIyT UCMOJ1Ib30BaTb Indeed
PAM.

¢ PecypcHas — onpegensieT KonmyecTBo pecypcoB, KOTopble MOXHO co3faTh B Indeed PAM.

[Mpun BbIGOpE 3TOM CXEMbI NIMLEH3NPOBAHUSA KONMYECTBO CeCCUi (OQHOBPEMEHHbIX MOAKIHOYEHNI) He
orpaHunyeHo. Nonb3oBaTenbckme NMUUEH3NN MOXHO nepepacnpeaenvTb Mexay CoTpyaHUKamm (0To3BaTb
NULEH3MM Y OOHUX COTPYAHMKOB U BblAENUTb APYruM). PecypcHble NMueH3nm MoXXHO 0CBOBOANTL U 3aHSATb

APYTMU pecypcamu.

O WHdOPMALIMSA

Niobble NULIEH3MN MOXXHO OOKYMUTb.


http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/applications/
http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/applications/

Bbigaya nmueH3uun

NMonb3oBaTenbcKas NULEH3us

Ytobbl BblAaTb Nob30BaTESIbCKYHO JIMLIEH3UIO, AobasbTe nonb3oBaTento XoTst 6bl 0QHO aKTUBHOE
paspeLueHune. Mocne aToro NUUEH3ns asBToMaTUYeCKu 6y/:|,eT CUMTaTbCA 3aHATOM 3TUM nosib3oBaTenem. Ecnu

BC€ MNoJib3oBaTesribCKkne NMIMUeEH3NN ncHepnaHhbl, AobasnTb paspeleHne HoBoMy norib3oBaTesito Helnb3A.

PecprHaﬂ JIMU4eH3unnA

YUTo6bI Bbl4aTh PECYPCHYHO NMULIEH3MIO, CO34anTe unm BocctaHoBuTte pecypc B Indeed PAM. MNocne aTtoro
NNUEH3NA aBTOMaTUYECKN ByaeT cunTaTbCa 3aHATON 3TUM pecypcoM. Ecnn Bce pecypcHble NnueH3nm
ncyepnaHbl, co3aatb HOBbI PECYPC HEMb3S.

OT13bIB (OCBOOOXAEHUE) NULIEH3UMN

NMonb3oBaTenbcKas NMULEH3UuNA

Monb3oBaTenbcKkas NUUEH3UA ocBoboXxaaeTcs, Koraa Yy nosnb3oBartesid He OCTaeTCA HXU OHOIro akTUBHOIO

paspeLleHns, T.e. B pesynbrate Taknx EeNCTBUIN C pas3peLleHnsIMN, Kak:

e OT3bIB
¢ [lpunocraHoBka

e lcTeueHune CpoOKa

PecypcHasa nuueH3us

PecypcHasi nuueHsuns ocBoboxaaeTcsa Npu yaaneHun pecypca.

CpoKk AencTBUA NNLEH3UN
Mo cpoky AencTeus nuueHsnn boiBatoT:

e He OorpaHn4yeHHblie No BpeMeEHN

e OrpaHuyeHHble KOHKPETHOW KaneHaapHoW AaTon
o [pobHbIN nepuog

o [lognucka

Mocne ucteyeHnsa CpoOKa OEenCTBUSA NNLEH3NN cneaywwine onepaunmn CTaHyT Hea4OCTYIMHbI:



o [loGaBuTb pecypc
o [lo6GaBuTb Nonb3oBaTens (gaxe Npu HaNMYUM cBOOOAHBLIX SIULIEH3NIA)

o OTKpbITb Ceccuto (MOAKMIYMUTLCS K pecypcy)

© BHWUMAHME

Ecnu HeT HeorpaHMYEeHHbIX NUUEH3NIA, TO MNOCIIE NCTEYEHUST CPOKa OENCTBUS NNLEH3NN NOLAKNHOYEHUS
CTaHyT HEOQOCTYMHbI.

IlnueH3npoBaHue no ceccusam

Mpu BbIGOpE 3TOM CXEMbI NIMLEH3NPOBAHUSA BaM HY>KHO 3aaTb KONMMYECTBO CECCUN, T.€. OOHOBPEMEHHbIX
NOAKIMOYEHNIN, KOTOPblE MOXHO OTKPbIThL B Indeed PAM.

Mpwn BbIBOpE 3TON CXEMbI NTMLIEH3NPOBAHNA KONMYECTBO NOMb30BaTeNen n KonNn4ecTso pecypcos Indeed
PAM He orpaHun4eHo.

Bbigavya n ocBo60XaeHue nMueH3nm

CecCcroHHas NNUEH3NA CYMTAETCSH 3aHATON B MOMEHT OTKPbITUA CECCUAN U ocBOOOXOAETCS B MOMEHT

3aBepLUeHns ceccum (NpUYnHa 3aBepLLEHNS He BaXHa).

CpoOK neucTBuUA NMMUEeH3umn
Mo cpoky AencTBus nuueH3nn boiBatoT:

e He OorpaHn4yeHHble No BpeMeHN

e OrpaHu4eHHble KOHKPETHOW KanengapHou AaTtoun
o [MpobHbIn nepuog,

o lNopnucka
[Mocne ncteyeHnsa cpoka AENCTBUSA NULEH3UN CTAHET HEMNb3sl OTKPbIBATb CECCUMN.
[Mocrne ncteyeHns cpoka OeNCTBUS NULEH3NUM OCTaHYTCA AOCTYMHbI CriedyoLmne onepaummn:

e PepaktupoBaHue paspeLleHun

o PepaktupoBaHue co3daHHbIX pecypcoB



e PepakTMpoBaHue y4eTHbIX 3anvcen

©® BHUMAHMUE

Ecnn HeT HeorpaHMYEHHbIX JINLEH3UI, TO NOCNEe UCTEYEHNS CPOKa AENUCTBUS NULEH3UN NOAKMI0YEHNA
CTaHyT HEOOCTYIHbI.

IlnueH3una Ha Application to Application Password
Management

JInueHsna Ha AAPM nossonseTt ncnonb3oBaTtb CLEHapuu noryyYyeHnss CEKPETOB YYETHbIX 3anucen n3 Indeed
PAM CTOPOHHMMU MPUNOXEHUSAMN.

B aTOM NMUEH3UN BaM HY>KHO 3aaTb KOSIMYECTBO YYETHbIX 3anucemn, K KOTOPbIM MOXHO MOMy4nTb 40CTYN
npu nomowm mexaHnama AAPM.

KonnyecTtBo npunoXxeHuu, nonb3oBaTtenen NpUNoXeHnn 1 paspeLleHmnin He orpaHNYeHo.

O WH®OPMALIMSA

JInueHsna Ha AAPM He 3aBUCUT OT BbIOpAHHOM CXEMbI NIMLEH3NPOBAHUSI.

JTnuenauno Ha AAPM MOXHO JOKYNUTb UK yaanuTb B 060N MOMEHT.

Bbigavya n ocBo60XaeHue NMMueH3nu

JnueHsna Ha AAPM cuntaeTcs 3aHATOM B MOMEHT AobaBneHnsa y4eTHOM 3anmcu NepBoro paspeLLeHns ans

NPUNOXEeHNA.

JNnuenaunsa Ha AAPM ocsoboxaaeTcsi B MOMEHT OT3biBa BCEX pa3peLUeHnin y Y4ETHOM 3anncu.

/\ OBPATUTE BHUMAHWE

lMpuocTtaHoBKa paspeLlleHnin He ocBoboxaaeT nuueHanto Ha AAPM.

Cpok aencTBUA NNLEH3UN



Mo cpoky AencTeus nuueH3nn boiBatoT:

e He OorpaHun4YeHHbIe No BpeMEHN

e OrpaHU4YeHHbIE KOHKPETHOW KaneHaapHou AaTon
o [MpobBHbIN nepuog

o [Moanwucka

MNocne ncreveHus CpoOKa OEeNCTBUS NULIEH3UN BaM CTaHyT HEOOCTYMNHbI crneaywuwne onepaunin:

e [lo6aBnTb HOBbIE pa3peLlleHnd Ha NnpunoXxeHud

¢ cnonb3oBaTb CUueHapumM NoryvYeHns CeKPeToB YYeTHbIX 3anucen n3 Indeed PAM cTopoHHMMU
NPUITOXEHNAMM



OOwun nnaH BHeapeHus

MoaroroBka MHPACTPYKTYPbI

1. ﬂpeﬂ,OCTaBﬂeHlﬂe CepBEPHDbIX N KITMEHTCKNX peCypCOB B COOTBETCTBUN C NX CUCTEMHO-anMnapaTtHbIMn

TpeboBaHMsAMN.
2. YctaHoBKa 1 HacTporika Cnyx6 yaaneHHbIX pabounx ctonoB (Remote Desktop Services).

3. YcTaHOBKa AOMOSNHUTENBbHBLIX KOMNOHEHTOB Microsoft anga koppekTHon paboTbl cepBepHbIX
komnoHeHToB Indeed PAM.

4. HacTponka ceTeBoro B3aMmoaencTBust CEPBEPHbIX U KITMEHTCKUX KOMMOHEHTOB B COOTBETCTBUN C

TpeboBaHMsaMN.

5. HacTtpouka xpaHunuiwia gaHHbix Indeed PAM:

o [lpegoctaBneHune gocrtyna k ak3emnnapy Microsoft SQL/PostgreSQL, PostgreSQL Pro.

e CosgaHue 6a3 gaHHbIX Y HACTPOMKa CepBUCHON YYETHOI 3anuncy Unu npeaocTaBneHe AocTyna K

NMeoLLENCS Y4ETHOM 3anucu.

6. Onpegenenne LDAP-nyTen KOHTEMHEPOB 1 NOApasAeneHnin, B KOTOPbIX ByaeT pacrnonoXeH katanor
nons3osaTenen Indeed PAM B nepapxuun Active Directory.

7. Co3gaHue n HacTponka CepBUCHOM y4eTHOW 3anucn ansa paboTebl ¢ kaTanorom nonb3oBatenen Indeed

PAM vnun npegocTtasneHve gocTyna K UMeoLLEencsa y4eTHON 3anncu.

8. CosgaHue 1 HacTpounKka CepBMCHOM YYETHOW 3anucu Ansi cepBUCHbIX onepaunn B Active Directory unu
npegocTaBneHne 4oCTyna K UMeLENcsa y4eTHON 3anuciu.

YcTaHOBKa U HacTpouKa cepBepHbIX KOMMOHEHTOB
Indeed PAM

Windows

1. Cepsep ynpasneHus (Windows)
2. Cepsep goctyna (RDP\RemoteApp)
3. Cepsep pgoctyna (SSH Proxy)


http://localhost:3000/privileged-access-manager/3.0/system-requirements/
http://localhost:3000/privileged-access-manager/3.0/preparation-for-installation/databases/
http://localhost:3000/privileged-access-manager/3.0/preparation-for-installation/active-directory-accounts/
http://localhost:3000/privileged-access-manager/3.0/preparation-for-installation/active-directory-accounts/

Linux

1. CepBep ynpasneHus (Linux)
2. Cepeep goctyna (RDP/RemoteApp)
3. Cepsep goctyna (SSH Proxy)

YcTaHOBKa U HaCTPOMUKA KITUEHTCKUX
komnoHeHTOB Indeed PAM

1. YcTtaHoBKa 1 HacTponka PamSu
2. YctaHoBKka n HacTpovika Indeed PAM Agent

3. YcrtaHoBka n HacTtpouka Indeed PAM Desktop Console

TectoBbIU 3anyck Indeed PAM

1. I'IpOBepKa CepBEPHbIX N KITMEHTCKNX KOMIMNOHEHTOB.

2. MNpoBepka cLeHapreB 3aKkas4nka:

HacTponka cepBucHbIX onepaunin ans pecypcoe ¢ OC Windows.

HacTtporika cepBucHbIX onepauun ans pecypcos ¢ OC *nix.

HacTtpownka nonb3oBaTenibCKNX MOAKITHYEHUN.

3. YcTpaHeHue owmnbok.

3aBepLiarowimm atan

1. leMoHcTpaums.
2. ObyyeHue.

3. TecTupoBaHue.


http://localhost:3000/privileged-access-manager/3.0/setup/additional-components-setup/#pamsu
http://localhost:3000/privileged-access-manager/3.0/setup/additional-components-setup/#indeed-pam-agent
http://localhost:3000/privileged-access-manager/3.0/setup/additional-components-setup/#indeed-pam-desktop-console
http://localhost:3000/privileged-access-manager/3.0/service-operations/
http://localhost:3000/privileged-access-manager/3.0/service-operations/#service-operations-for-nix-resources

@%El Y4yeTHble 3anucu KaTanora nonb3oBartesien

CospaliTe yyeTHble 3anvcu Ans paboTbl ¢ kKaTanoroM norb3oBaTernen 1 Ans CEPBUCHBIX ornepauui

@ Ceptudukarbl

MoaroTtoBbTe cepTndmkaThl nepeq ycraHoBkon Indeed PAM

@ Ba3bl gaHHbIX

CospainTte 6asbl AaHHbIX U y4yeTHble 3anucu angd pa60TbI C XpaHunuiiem gaHHbIX

@ MepunaxpaHunuwe

Cospaiite n HacTponTe hainoBoe XpaHUnuLLe

== CepBepbl

Bl

Hob6asste RDS ponb (ans Windows) nnm yctaHoBUTE HEOOX0AUMbIE KOMMOHEHTHI (A5 Linux)



http://localhost:3000/privileged-access-manager/3.0/preparation-for-installation/active-directory-accounts/
http://localhost:3000/privileged-access-manager/3.0/preparation-for-installation/certificates/
http://localhost:3000/privileged-access-manager/3.0/preparation-for-installation/databases/
http://localhost:3000/privileged-access-manager/3.0/preparation-for-installation/media-storage/
http://localhost:3000/privileged-access-manager/3.0/preparation-for-installation/servers/
http://localhost:3000/privileged-access-manager/3.0/preparation-for-installation/accounts-for-wizard/

@@E‘ YyeTHble 3anucu gna yctaHoBkn PAM yepe3 macTtep

MpocMOoTpUTE CMMCOK YHETHBIX 3anucei, kKoTopble TpebyroTcs ans paboTbl C MacTepom



http://localhost:3000/privileged-access-manager/3.0/preparation-for-installation/accounts-for-wizard/
http://localhost:3000/privileged-access-manager/3.0/preparation-for-installation/accounts-for-wizard/

Y4yeTHbIe 3anNucu Karanora
nonb3oBaTteneu

Baaumopgencteue Indeed PAM ¢ KOHEYHbIMM MOMb30BaTENSIMU BbIMOMHAETCS 3a CHET YYETHOWN 3anuncu,
KoTopas byaeTt nony4atb CAMCOK Nofnb3oBaTtenen n ux atpnbyThbl.

YyeTHada 3anucb gnsa padboTbl C KaTasorom
nonb3oBaTenen

Active Directory FreelPA ALD Pro OpenLDAP

1. 3anyctute ocHacTtky Active Directory — nonb3oBaTtenu n komnbrotepbl (Active Directory Users and
Computers).

2. BbI30BUTE KOHTEKCTHOE MEHIO KOHTEMHEpa Unv nogpasaeneHus.
3. Boibepute nyHkT Co3patb (Create) — lNonb3oBaTtenb (User).
4. Ykaxute nus, Hanpumep, IPAMADReadOps.

5. 3anonHuTe obsi3aTenbHbIe NONs 1 3aBEPLUNTE CO34aHNe YYETHOW 3anmcy.

YyeTHas 3anucb AN CepBUCHLIX onepauun

Active Directory FreelPA ALD Pro OpenLDAP

1. 3anyctute ocHacTky Active Directory — nonb3oBartenu n komnbroTepbl(Active Directory Users and
Computers).

. OTKpOMTE KOHTEKCTHOE MEHIO KOHTENHEepa Unu nogpasaeneHus.

. Boibepute nyHkT Co3aatb(Create) — Nonb3oBatens (User).

. Ykaxute nus, Hanpumep, IPAMADServiceOps.

. 3anonHuTe obAsartenbHble Nons U 3aBepLUMTe co3gaHne y4eTHOW 3anumcu.

. OTKpoMNTE KOHTEKCTHOE MEHIO KOHTENHEpPA, NoapasaeneHnsa Unm KopHs AoOMeHa.

N OO o A WODN

. Beibepute nyHkt CBomncTBa (Properties).



14.
15.

. Nepengute Ha Bknagky BesonacHocTb (Security).
. Haxmute flo6aButb (Add).

10.
1.
12.
13.

Bbibepute yyeTHyto 3anmcs IPAMADServiceOps 1 Haxxmute OK.
Haxmute JononHutenbHo (Advanced).
Bbibepute yyetHyto 3anmce IPAMADServiceOps 1 HaxxmuTe UameHnTb(Edit).

YctaHosute ansa nonda MpumeHseTtca k:(Applies to:) 3HayeHne [loyepHue 06bEKTbI:
NMonb3oBatenb (Descendant User objects).

B pasgene Pa3peweHus: (Permissions:) otmetsTe Copoc napons (Reset password).

COXpaHVITe BHECEHHbIE NSMEHEHUA.



CepTudukarsbl

MogrotoBbTe cepTudukaTthl nepen yctaHoBkor Indeed PAM. Y Bcex cepTudmkaToB AomkeH ObiTb OAWH U

TOT XXe napoJsib.

/\ NPEQYNPEXAEHUE

Bce ceptudumkarsl, kpome ceptudmkaTa yaoCTOBEPSAIOLLEro LeHTpa, AOMKHbI ObiTb B dpopmaTe . pfx.

CepTudukat yaoCToBepsoLLEro LeHTpa A0MKeH ObiTb B oopmate .crt.

MHcTannauua 6e3s OTtkasoycTon4mBas OTKa3soycTomMumBasi MUHCTanNnsLMA co
GanaHcupoBKMU umHctannauusa ¢ HAProxy CTOPOHHUM GanaHCUpPOBLYMKOM

Bam noHapobsiTca cneayowme ceptudukarhbl:

o CepTudmkaTt ygocTtoBepsitoLlero LeHTpa 6e3 npmaTHoro kntova B oopmate PEM (Base64) ¢

paclimpeHvem .crt.
o Ceptudukat Ha FQDN PAM c npuBaTHbIM KIito4oM B popmate .pfx.

o CepTtudukatbl Ha Bce cepBepbl goctyna RDP, RDS n PostgreSQL ¢ npuBaTtHbIM Krto4oMm B oopmaTte

.pfx. Kpome cny4ad, Korga cepeep AoCTyna yctaHoBJ1IeH Ha OAHOM XOCTe C CepBepOM yrpaBlieHUs.

() UH®OPMALUSA

HocTynHo ncnonb3oBaHune wildcard-ceptudukara. B atom criyyae ceptudpmkat 4OmKeH ObiTb BbiNyLLEH
Ha BeCb JOMEH UM UMETb B anbTepHaTUBHbLIX UMeHax agpeca Bcex xoctos PAM.

[nsa koppekTHon pabotel LDAPS nomectuTe ceptudpmkaT ygocToBEPSIOLETO LIEHTPA B
IndeedPAM_3.0_RU\indeed-pam\state\ca-certificates nepen 3anyckom mactepa.



Bba3bl AaHHbIX

[na xpaHeHuna gaHHbIX Indeed PAM ncnonb3yet crneaytowme B/:

e Core — B[] komnoHeHTa Indeed PAM Core, ncnonb3dyerca ans XxpaHeHNs AaHHbIX NPUBUNENMPOBaHHbIX

YYETHbIX 3anncen, pecypcoB, paspeLleHni, n NpoYnx cepBUCHbIX AaHHbIX Indeed PAM.
¢ CoreJobs — B[] komnoHeHTa Indeed PAM Core, ncnonb3syetcs Ans XxpaHeHUa 3agad no pacrnucaHuio.

e ldp — B[] komnoHeHTa Indeed PAM IdP, ncnonbayerca ona xpaHeHUst ayTeHTUPUKaTopoB

nosib3oBatenen n agMmuHucTpartopos Indeed PAM.
¢ IdpJobs — B[l komnoHeHTa Indeed PAM IdP, ncnone3syetca ana xpaHeHus 3agad no pacrnmcaHuio.

e ILS — B/l komnoHeHTa Indeed Log Server, ucnonesyetcs ans xpaHeHna cobeitus Indeed PAM.

Co3pgaHue 6a3 gaHHbIX
MSSQL PostgreSQL

1. 3anyctute Microsoft SQL Management Studio(SSMS) 1 BbINONHUTE NOAKITOYEHME K 9K3eMNISpy
Microsoft SQL Server.

2. OTKpoWnTEe KOHTEKCTHOE MeHI0 NyHKTa Ba3bl aaHHbIX (Databases).
3. Belbepute nyHkT HoBas 6a3a gaHHbIx (New Database).
4. YkaxunTte nma 6asbl AaHHbIX, Hanpumep: Core, CoreJobs, Idp, IdpJobs, ILS.

5. Haxxmute OK.

Co3pgaHue U Ha3Ha4YeHue y4eTHOM 3anucu aAnsa
paboThbl C XpaHUNULLEM AaHHbIX

MSSQL PostgreSQL

1. 3anyctute Microsoft SQL Management Studio(SSMS) n BbINONHUTE NOAKITIOYEHME K SK3EeMNIISapY
Microsoft SQL Server.

2. PackpouTte nyHKT BesonacHocTb (Security).



D O b~ W

~

. OTKpounTe KOHTEKCTHOe MeHto nyHkTa UMeHa ans Bxoaa (Logins).
. Beibepute nyHkT Co3aatb uma ansa Bxoaa (Create login).
. Ykaxute nus, Hanpumep, IPAMSQLServiceOps.

. Beibepute T1n MpoBepka noanuHHocTn SQL Server (SQL Server authentication) n sanonHute

HeobxoAuMble nons.

. Mepengute B nyHKT ConocTtaBrneHue nonb3oBatenen (User Mapping).
. OtmetbTe Bl Core, CoreJobs, Idp, IdpJobs, ILS.

9.
10.

OtmetbTe npaBa db_owner, db_datareader n db_datawriter.

Haxmute OK.

() NPUMEYAHVUE

MpaBa db_owner ans Microsoft SQL Server TpebytoTcs Tonbko Ang nepsoro obpaileHus k B/.

(D NPUMEYAHMUE

Ansa pabotel PAM TpebyeTca BbINONHUTL YCTAaHOBKY cepTudumkaTa ana nHctaHca MSSQL.



MeavnaxpaHunuuie

dannosble xpaHunuiLa HeobxoaMMbl AN arperauumn n JoNroCPOYHOrO XpaHeHUst BUaeo3anucemn, CHUMKOB

3KpaHa n nepegaBaemMblX B CECCUAX (*)aVIJ'IOB.

Co3paHue n HacTpouka cpannoBoro xpaHunuiia

1. BbinonHnTE BXOA Ha cepBep, KOTOpbI ByAeT BbICTyNaTb B posiv hansioBOro XpaHunmua.

2. Cospaure kaTtarnor, Hanpumep, IPAMStorage.

3. Bbi3oBUTE KOHTEKCTHOE MEHIO KaTanora, Bbibepute nyHKT NMpegoctaBuTb goctyn K (Give access to)
n OTaenbHbIe ntoau (Specific people).

4. BeeguTe nms yyetHon 3anucu, Hanpumep, IPAMStorageOps 1 Haxmute lo6aBuTtb (Add).

5. Beibepute IPAMStorageOps 13 cnvcka gobaeneHHbIX. MiameHnte YpoBeHb pa3peweHumn (Permission

level) Ha YTeHue n 3anucb (Read/Write).

6. Haxxmute NMopgenutbea (Share).



CepBepbl

Windows Linux

Bce cepBepbl, HAa KOTOPbIlE nMiaHnpyeTcd yCtTaHOBKa KOMMNOHEHTOB PAM pomkHbl HaxoaANTbLCA B OAHOM

AoMeHe, B 04HOM ceTun n obpawatbes kK ogHoMy DNS cepsepy.
CepBep goctyna

CepBep gocTyna npMHMMaET yaaneHHble NOAKMYeHns nonb3osartenen PAM 1 aBTomatuyeckun oTkpbiBaeT

yAaneHHble NOAKITIYEHUS K KOHEYHbIM pecypcamM OT MMEHW NPUBUErMPOBAHHbIX YHYETHbIX 3arnucen.
[ns passopaymBaHus ponv RDS Heobxoaum "unctein" Windows Server B cocTaBe JOMeHa:

e KHEMY He NPUMEeHARTCA rpynnoBbi€ NMOJINTUKN, CBA3AHHbIE C yaalleHHbIM OOCTYINOM

e Ha HEM OTCYTCTBYHT ntobble n3 komnoHeHToB ponv RDS (RDCB, RDG, RDL, RDSH, RDVH, RDWA)

PasBopaunBaHue ponn Remote Desktop Services

1. Otkponte Server Manager ([ducnetyep cepsepoB), B MeHi0 Manage (YnpasneHue) Bbibepute nyHKT
Add Roles and Features ([Jo6aBuTb ponv 1 KOMMNOHEHTbI)

2. Ha ware Installation Type (Tvnbl ycTaHoBKK) BbiGepuTe NyHKT Remote Desktop Services installation
(YcTtaHoBka cny6 yganeHHbIX pabovmx CTonos)

3. Ha ware Deployment type (Tunbl pa3sepTbiBaHus) BbibepuTe nyHKT Standard deployment
(CtaHpapTHOEe pas3BepTbiBaHME)

4. Ha ware Deployment scenario(CueHapui pa3sepTbiBaHUS1) BblbepuTe NyHKT Session-based desktop
deployment (Pa3BepTbiBaHne paboynx CTONOB Ha OCHOBE CEaHCOB)

5. Ha warax RD Connection Broker (IMocpegHuk nogkntodeHuin), RD Web Access (Beb-goctyn), RD
Session Host (Y3en ceaHcoB) BbibepuTe MMA TEKYLLErO cepBepa

6. Ha ware Confirmation ([NogTeepxxaeHne) otmeTbTe ranodkon Restart the destination server
automatically if required (ABTOMaTnyeckn nepesanyckaTb KOHEYHbIV CepBEp, ecnn 3To noTpebyetcs),
Bblbepute Deploy (PassepHyTb) 1 JOXOUTECH Nepesarpy3kn cepeepa.



YyeTHble 3anucu anga yctaHoBku PAM
yepes macrtep

Mepen nepexogom K pasgeny YcraHoBka ybeguTech, YTO Bbl MOATOTOBUIIN BCE ONMCAHHbBIE HUXE YYETHbIE
3anucu n ux naponu. bes atux yyeTHbix 3anncen yctaHoska Indeed PAM HeBo3MOXHa.

¢ Y4yeTHble 3anmcu XoCcToB (OT,D,eJ'IbeIe unu obuias AOMeHHas y4yeTHad 3aI'IVICb).

v [logpobHee

QT yyeTHble 3anucy OyayT NPUMEHATLCS ANS YCTAHOBKM KOMNOHEHTOB PAM Ha XOCThbl.

Ana xoctoB nog ynpasneHnem Windows gomkHa 6biTb BO3MOXHOCTb noakntodeHnsa no WinRM, a
y4YyeTHasi 3anncb JOSMKHA UMETb NpaBa foKanbHOro agMuHucTpatopa. Anga Linux gomkHa ObiTb
BO3MOXHOCTb nofgknoyeHns no SSH, a ydeTHas 3anucb AoMmkHa MMeTb npasa root.

Y4yeTHble AaHHble 3TUX 3anncen OyayT COXpaHeHbl B pe3epBHOM KoMK Mactepa ans
NCNoNb30BaHUS Npu NocneayrLmx onepayusix ¢ MacTepoMm, Takux Kak UaMeHeHne KoHdurypaumm
unm odbHoerneHne Indeed PAM.

e YyeTHble 3anucy 6anaHCUpPOBLLUKOB, ECNN NIAHNPYETCS OTKAa30yCTOMYMBAS UHCTANNSALMS.
e YyetHagd 3anucek CYB[ (Hanpumep, IPAMSQLServiceOps).

e Y4yeTHad 3anucb Ans AOCTyNa K MeanaxpaHunuily, ecnv Bblibpan tnn xpaHunuwia SMB.

e Y4yeTHad 3anucb Ans YTeHus katanora nons3oatenen (Hanpumep, IPAMADReadOps).

e Y4yeTHad 3anucb agMUHUCTpaTopa pornen — nonb3oBartens, KoTopoMy 6yayT BblAaHbl NpaBa Ha
ynpasnenune ponsmn PAM. OTOT nonb3oBaTtenb CMOXET Bbl4aTb NpaBa Ha AOCTYN K KOHCOMU
ynpasrneHna PAM gpyrum nonb3oBaTesnism.

¢ Y4yeTHadq 3anucb ons ayteHtudukauum Ha SMTP-cepBepe, ecnu nnaHupyetcs Bolbpate Email B
KadecTBe BTOPOro paktopa.


http://localhost:3000/privileged-access-manager/3.0/installation/
http://localhost:3000/privileged-access-manager/3.0/preparation-for-installation/databases/#creating-a-service-account-to-work-with-data-storage
http://localhost:3000/privileged-access-manager/3.0/preparation-for-installation/active-directory-accounts/#account-for-user-directory

od | .
% OcHoBHasa Ha Windows

YctaHoBuTe Indeed PAM B COOTBETCTBMM C OCHOBHOW CXEMOW pa3BepTbiBaHWsi 6e3 6anaHCUPOBKM C CEPBEPOM

ynpaeneHus Ha Windows

lf’! OcHoBHas Ha Linux

YctaHoBuTe Indeed PAM B COOTBETCTBMM C OCHOBHOW CXEMOW pa3BepThiBaHWs 6e3 GanaHCUPOBKM C CEPBEPOM
ynpasneHus Ha Linux

(ag | . i
%i OTtkasoycTtonumBasa Ha Windows

YctanosuTe Indeed PAM B COOTBETCTBMM C OTKA30yCTONYMBOM CXEMOW pasBepTbIBaHWUSA C CEpPBEPOM yrnpaBrneHns Ha

Windows

| y :
OTtkasoycTtonumBas Ha Linux

YctaHosuTe Indeed PAM B COOTBETCTBMM C OTKa30yCTONYMBOW CXEMOW pa3BepTbiBaHWUS C CEPBEPOM YrpaBrieHns Ha
Linux



http://localhost:3000/privileged-access-manager/3.0/installation/basic-windows/
http://localhost:3000/privileged-access-manager/3.0/installation/basic-linux/
http://localhost:3000/privileged-access-manager/3.0/installation/fault-tolerant-windows/
http://localhost:3000/privileged-access-manager/3.0/installation/fault-tolerant-linux/

OcHoBHasa Ha Windows

KomnoHeHTbl Indeed PAM ycTaHaBnuBatoTCa Ha Tpu cepBepa. ATOT TUN YCTAHOBKM MNO3BONSET OTAENUTb
NOTNKY CUCTEMbI OT KOMMOHEHTOB, NPeaoCTaBNALWMX A0CTYN. NoaxoauT ANd BHEAPEHUSA 1 SKCAnyaTauumm B

npomsblneHHon cpege. Cxema pasBepTbiBaHUs 6€3 6anaHCMpOBKN.

I'Iepep, Ha4vasrioM yCTaHOBKU BbINONMHUTE MNOATOTOBKY OKPYXEHUA.

3anyckK macrtepa

MacTtep — 37O BEO-NpUNOXKEHNE, KOTOPOE MNO3BOSSIET YCTAHOBUTL, OOHOBUTL BEPCUIO NN U3MEHNUTL
KoHdurypaumto Indeed PAM. MacTtep noctaensieTcsa B coctaBe anctpmbytnea PAM. YTobbl ucnonb3oBartb
mMacTep, notpebyetca 3anyctutb ero B Docker-koHTenHepe ¢ MOMOLLbIO creumanbHOro ckpunra.

/\ MPEOYNPEXOEHUE

MaCTep AOIKeH ObITb 3anyuweH Ha ToOM XOCTe, Ha KOTOpPOM 6y/:|,eT YCTaHOBJIEH CEPBEP yNnpaBJieHNA UIn

cepsep goctyna PAM, nHaye npomsonget owmbka paboTel macTepa.

1. 3arpysute n pacnakynte guctpmdytns PAM Ha Linux-maLumHy.

2. NomecTute ceptucukat yooctosepstoLlero LeHtpa B IndeedPAM_3.0_RU\indeed-pam\state\ca-
certificates. 31o Tpebyetca ana koppekTHon padoTtel LDAPS. MNMponyck aToro wara npuBeaeT k ounbke
paboTbl MacTepa.

3. 3anyctute mactep KOMaHOOoM:
sudo bash run-wizard.sh

4. [loxxauTech BbINOMHEHUSA CKpUNTa.
5. MNMocne BbinonHeHuns ckpunTa neperante no URL, ykazaHHOMY B KOHCOIMMW.

6. B none Koa poctyna Beegute AutenticationCode, yka3aHHbI/ B KOHCOMNM NOCME BbIMNOMHEHUA
cKpunTa.
Mpumep koga: vVVHyTVRYKX5pxUKM6el1ZgCWENOdXFdOy .


http://localhost:3000/privileged-access-manager/3.0/preparation-for-installation/

() MHOOPMALIMSA

Mo ymonuyaHuto kof ByaeT 3anpoLleH cHoBa Yepes 2 Yaca, TO eCTb 3a 3TO BPEMS HYXHO YCneTb
BbIMOMHUTE BCO paboTy.

7. Haxxmnte BonTtun n nepexogumre k pabote ¢ MacTepom.

CueHapun

1. Bbibepute HoBasa nHcrannsauua PAM.

2. Haxmute Oanee ons nepexoda K criegyowemy wary macrepa.

v [MNogpobHee 0 cueHapusx

MaCTep ncnorb3yeTcd And BbIMOJIHEHNA OOHOIo N3 TpeX CLUEeHapUeEB:

e HoBasa nHctannauma PAM — yctaHoBka Indeed PAM.

o O6HoBneHne PAM — o6HoBrneHue Bcex komnoHeHToB Indeed PAM go HoBou Bepcun. Hanpumep,
¢ 2.10 po 3.0. Bo Bpems ob6HoBneHns PAM Bynet HegocTyneH. Bece Tekywme ceccum byayT

npepBaHbl.

¢ U3ameHeHue koHdurypauum PAM — BHeceHEe N3MEHEHUIN B TEKYLLYIO MHcTannsuuio PAM.
Hanpumep, nameHeHune coctaBa xocTtoB. Bepcuss PAM octaHeTcs Toun xe. Bo BpeMsa 06HOBNEHUS

PAM 6ynet HegocTyneH. Bce Tekywime ceccum ByayT npepBaHbl.

Cxema xocToB

Mo xocToM NOHMMAaETCA PU3NYECKUN NN BUPTYyarbHbIA cepBep, Ha KOTOPOM pacnonaratoTCs KOMMOHEHTb!
PAM.

1. Ha ware Cxema xocToB BBEAUTE NOMHOE JOMEHHOE MMs cepBepa ynpasneHus B norne FQDN PAM.
Mpumep: pam.my-company.local.

2. [lobaBbTe cepBep ynpasneHusi, cepsep goctyna RDS, cepsep goctyna SSH, cepsep gocrtyna
PostgreSQL. YuntbiBanTe, 4T0 HENb3s 406ABUTL HECKOMNBbKO XOCTOB C OAMHAKOBbLIM agpeCcoM.



v CepBep ynpaBneHus

1. Haxxmnte [1o6aBUTL XOCT.

2. ns nepekntovatens OnepaumMoHHas cucrtema xocta Bbibepute Windows.

3. BkntounTe onumio CepBep ynpaBrneHuUs.

4. Beegute |IP-agpec nnn DNS B none Agpec xocTta. YunTbiBanTe, YTO Henb3s 4obaBnTb
HECKOSNbKO XOCTOB C OAMHAKOBbIM agpecoM.

5. Ykaxunte nopt B none Mopr.

6. BbibepuTe TMn y4eTHOM 3an1cu Ans XocTa: obLlas AOMeHHas y4eTHasa 3anucb Unn
oTaenbHasa y4eTHas 3anuchb Ans 3TOro xocTa.

7. Beegute JlormH B popmate UPN vnn SAM n MNMaponb Ang ykasaHHOM Y4ETHOW 3anucu.
8. Haxxmunte lo6aBuUThb.

v Cepsep goctyna RDS

1. Haxxmute lo6aBUTL XOCT.

2. [Ina nepekntovatensa OnepaumMoHHas cuctema xocta Bbibepnte Windows.

3. Bkntoumte onumio CepBep goctyna RDS.

4. Beegute IP-agpec nnu DNS B none Agpec xocTa. YuntbliBanTe, YTo Henb3sa obaButb
HECKOJTbKO XOCTOB C O4MHaKOBbIM aApecoM.

5. Ykaxunte nopt B none Moprt.

6. BbibepuTe TN y4eTHONM 3anncu ns XocTa: obwasa AOMeHHas yvyeTHasi 3anucb Unu
oTaenbHasa y4eTHas 3anucb Ans 3TOro xocra.

7. Beegute JlormH B popmate UPN nnn SAM n MNMaponb 4N ykasaHHOW Y4ETHOW 3anucu.
8. Haxxmnte [lo06aBUTHL.

v Cepsep goctyna SSH

1. Haxxmute lobaBUTL XOCT.

2. [ina nepekntoyatens OnepaumMoHHasa cuctema xocTa Bbibepute Linux.

3. Bkntounte onumio Cepsep goctyna SSH.

4. Beegute IP-agpec nnn DNS B none Agpec xocTta. YunTbiBanTe, YTO Henb3s 4obaBnTb
HECKOIMbKO XOCTOB C OQUHAKOBbLIM afpecomM.

5. Ykaxute nopt B none lMopr.

6. Boibepute cnocob ayTeHTUdUKaLMM YHETHOM 3anMcKn Ha XOCTe: No naposnto uiv no SSH-




KITHOMY.

7. Ecnu Ha npegbiaywem ware Bolbpanu no naponto, To BeBeaute JloruH u Maponb. Ecnn Ha
npeablgywiem ware Boiopanv no SSH-knrouy, 1o BBeanTe JloruH, NMaponb sudo, SSH-knto4 1
MaponbHyo hpa3sy.

8. Haxxmnte [1o6aBUTDL.

v Cepsep goctyna PostgreSQL

1. Haxxmute lobaBUTL XOCT.

2. Ins nepekniovatens OnepauMoHHas cucrtema xocta Bbibepute Linux.

3. Bkntoumte onumio CepBep pgoctyna PostgreSQL.

4. Beegute |IP-agpec nnn DNS B none Agpec xocTta. YunTbiBanTe, YTo Henb3s 4obaBnTb
HECKOINbKO XOCTOB C OQWUHAKOBbLIM afpecomM.

5. Ykaxute nopt B none lMopr.

6. Bbibepute cnocob ayTeHTUMKALMM YH4ETHOM 3annUcK Ha XocTe: nNo naponto unv no SSH-
KIouy.

7. Ecnn Ha npegpblaywem ware Bbibpanu no naponto, 1o BBeauTe JloruH n Maponb. Ecnu Ha
npegpigyLiem ware Boldopanu no SSH-knovy, 10 BBegute JlornH, Maponb sudo, SSH-knto4 n
MaponbHyto cppa3sy.

8. Haxxmunte lob6aBuUThb.

() UH®OPMALIUSA

Cepsep ynpasneHus un cepeep goctyna RDS moryT pacnonaratbcs Ha O4HOM XOCTe.
Cepsep goctyna RDP, cepsep goctyna SSH, cepsep goctyna PostgreSQL moryT pacnonaratbca
Ha OIHOM XOcCTe.

3. ﬂpOCMOTpMTe Ta6nmu,y XOCTOB U npoBepbTe NMpaBuUIibHOCTb 3anoOJIHEHHbIX OaHHbIX. Ecnu Tpe6yeTc;|
oTpenakTnpoBaTb AaHHbIE XOCTA, HAXXMUTE Ha CTPOKY C 3TUM XOCTOM, BHECUTE USMEHEHUA N HAXMUTE

CoxpaHuTtb. Ecnn TpebyeTtcs yganuTb XOCT, HaXXMUTE [I] PSILOM C 3TMM XOCTOM.

4. na nepekntovatena BanaHcupoBLwumk BbIbepute 3HavyeHe He ucnonb3oBaTth.

5. Haxxmute Janee ona nepexoaa K crieayowemMy Liary macrepa.



MopThl

() UH®OPMALUSA

MopTbl kKOMNOHEHTOB PAM OOMKHbI BbITb YHUKANBHLIMU.

1. Ykaxkute noptbl A4n1st KoMnoHeHToB PAM B COOTBETCTBUM C Ballen CETEBOWN apXUTEKTYPOWN UM OCTaBbTe
3Ha4YeHUs NO YMOMNYaHMIO.

KoMnoHeHT MopT no ymonyaHuio
SSH Proxy 2222

RDP Proxy 3390
PostgreSQL Proxy 5432

MC/UC HTTP 80

MC/UC HTTPS 443
Gateway Service 8443

2. Haxxmute [lanee Ans nepexoda K criegyowemy Lwary macrepa.

Ceptudumkarnbi

Ha atom ware TpebyeTcs 3arpy3vTb 3apaHee NOAroTOBMNEHHbIE CepTUdUKaThI.

1. 3arpysuTte ceptTudmkat yaocrtoepstoLLero ueHtpa 6e3 npmatHoro kntova B popmate PEM (Base64) ¢

pacluMpeHnem .crt.

2. 3arpysuTe cepTuukaTbl 41 XOCTOB C pacwumpeHnem . pfx nnmn wildcard-ceptudukat n ykaxute

naporb.

3. Haxxmute Janee ana nepexona K cnegyrollemy Lwary macrepa.

Ba3bl AaHHbIX


http://localhost:3000/privileged-access-manager/3.0/preparation-for-installation/certificates/

1. Bbibepute Tun cepBepa Microsoft SQL.

2. Beeante Agpec cepBepa 1 Uma nHctaHca MSSQL.

3. Bknounte onumio BesonacHoe nogkntodyeHue kK CYB/.

4. Beegnte nms nonb3oBarenis U Naposib Y4eTHOW 3anucu ans padotbl ¢ 6a3amu aHHbIX.

5. [Ina nepekntoyatens Knroun wudgpoBaHus Bbibepute 3HavyeHne CreHepupoBaThb HOBbIW.

6. BeeguTte Ha3BaHusA 6a3 gaHHbIX, KOTOPbIE Bbl CO34ann Ha Lware NoAroTOBKM K yCTaHOBKE:
o B[l onsa npuBMnernpoBaHHbIX Y3

o B[ ansa ayteHTMduMkaTopoB nonb3osatenen PAM
o B[ ans cobbiTnn PAM

o B[l ona 3agay no pacnucaHuno Core

o B[l ona 3agay no pacnucaHuto ldp

7. Haxvute Janee ona nepexona K crieayowemMy Liary macrepa.

v Bbibop 6a3bl gaHHbIX PostgreSQL

1. Boibepute Tun cepBepa PostgreSQL.

2. Beegute Appec cepBepa.

3. BknrounTte onumto Be3onacHoe nogknioyveHue kK CYB/.

4. Beegute nms Nonb3oBaTensi U Naposb YYETHOM 3anucy angd paboTbl ¢ 6a3zamun JaHHbIX.

5. Ina nepekntoyatens Knoun wudgpoBaHus Bbibepute 3HavyeHne CreHepupoBaTb HOBbIW.

6. BBeguTte HasBaHus 6a3 gaHHbIX, KOTOPbIE Bbl CO34ann Ha Lware NoAroTOBKN K YCTaHOBKE:
o B[l onsa npuBMnerMpoBaHHbIX Y3

o B[ ansa ayteHTMdukaTopoB nonb3osatenen PAM
o Bl onsa cobbitun PAM

o B[] ansa 3agay no pacnucanunio Core

o B[l ona 3agay no pacnucaHuto ldp

7. Haxvute Janee ona nepexoaa K criedytowemMy Liary macrepa.

XpaHunuuie gaHHbIX

1. Boibepute Tun xpanunuwa darinosas cucrema.

2. Ecnu TpebyeTca nameHuTe 3HadeHne B norne KopHeBas agnpekTopus XpaHunuua.


http://localhost:3000/privileged-access-manager/3.0/preparation-for-installation/databases/
http://localhost:3000/privileged-access-manager/3.0/preparation-for-installation/databases/

3. Haxxmute Janee ana nepexona K cnegyrollemy Lwary macrepa.

v [pyrue Tunbl XpaHUnuLy

Mpun BbIGOPpEe SMB 3anonHuTe nons:

o CeTeBoW NyTb
e [lomeH
e Vmga nonb3oBartens

e [laponb

Mpu BbIGOpE S3 3anonHuTe nons:

CeteBon agpec S3 cepsepa

[MyTb OO KOPHEBOW OMPEKTOPUM XpaHunvLa Ha S3-cepBepe

NpeHTudumkatop kntova goctyna (access key id)

CekpeTHbI KoY gocTtyna (secret access key)

PernoH (HeobsasartensHoe none)

OrpaHnyeHune nokaumm (HeobssaTenbHoe None)

KaTanorv nonb3oBaTeneu

1. Haxxmute lo6aBUTL KaTanor.
2. B none Cnyx6a katanoroB Bbibepute 3HavyeHne Active Directory.

3. Beegute 3HaveHune B none ID kaTtanora. CcopmynmnpynTte 310 3Ha4eHne camoctosTeribHo. OHO MoXeT
COCTOSATb U3 NAaTUHCKMX BYKB N undp, MakcumMansHas anvHa — 32 cumsosna. Ecnu nnaHnpyete

NCnonb30BaTb HECKOSbKO KaTanoros, To ux ID gomkHbl ObiTb pasHbIMMU.
. Beegute 3HaveHune B none DNS gomeHa.
. Beegute 3HaveHune B none DN KoHTeMHepa nonb3oBaTenen.
. BBeante nmsa nonb3oarens u naposib y4eTHON 3anuncu.

. Bkntounte onuuio Ucnonb3oBaTtb LDAPS.

0 N OO o »

. Ecnn TpebyeTtcs, nsmeHmuTe cooTBETCTBME aTpMbyTOB Nonb3oBaTenen n/unm atpubyToB rpynn

rnorib3oBaTenen.

9. Haxxmute [lobaBUTH.




10. Haxxmute Qanee onga nepexoaa K cnegyrowemy wary macrepa.

v Bbibop katanora ALD PRO, FreelPA, OpenLDAP

1. Haxxmute lo6aBUTL KaTanor.
2. B none Cnyx6a katanoroB Bbibepute ogHo n3 3HadeHunin: ALD PRO, FreelPA, OpenLDAP.

3. Beegute 3HaveHue B none ID kaTtanora. CcopmynmpymnTte aTo 3Ha4eHne camoctosTeribHo. OHO
MOXET COCTOATb M3 NTaTUHCKNX BykB 1 undp, MakcumanbHasa annHa — 32 cumeona. Ecnn
nnaHnpyeTe UCnonb3oBaTb HECKONBKO KaTanoros, To nx ID AomkHbl 6biTb pasHbIMMU.

4. BBegute 3HavyeHue B none DNS gomeHa.
5. BBeaute 3HauyeHue B nosie DN KOHTeMHepa nonb3oBaTenen.

6. Beegute nmsa nonb3osatens B popmate DN (npumep:

uid=pamadmin,cn=users,cn=accounts,dc=my,dc=company') n naposnb y4eTHOM 3anncu.
7. Bknounte onumio Ucnonb3oBaTtbk LDAPS.

8. Ecnu Bbibpanu ALD PRO unu FreelPA, To Bbibepute PopmaTt naeHtudmkartopa
nonsb3oBatenen u rpynn — SID nnn GUID.

9. Ecnun TpebyeTcs, nameHnTe CooTBETCTBME aTpnbyTOB nonb3oBartenen n/unu atpnbyTos rpynn

rnorb30oBaTenen.
10. Haxxmute [lo6aBuTh.

11. Haxmute flanee onga nepexofa K criegyrowemy Lary macrepa.

() UH®OPMALUSA

MoxxHO [06aBNTb HECKONBKO KaTanoroB nofib3oBaTeneun.

ApoMUHUCTpaATOpPLI poren

() MHPOPMALIMSA

B mactepe MOXHO yKasaTb TOSIbKO OAHOIo agMUHUCTPaTopa poren.

1. Boibepute 13 katanora y4eTHyH 3anucb norb3oBartersi, KOTopoMy OyayT BblAaHbl NpaBa Ha
ynpasneHue ponsmn PAM. OTOT nonb3oBaTtenb CMOXET BblAaTb NpaBa Ha AOCTYN K KOHCOMU
ynpasrneHna PAM gpyrum nonb3oBatesnsm.



2. Haxxmute [anee ans nepexoda K criegyowemy Lwary macrepa.

AyTeHTpMKauma nornb3oBaTeneu

1. Ansa nons MexaHusm ayTeHTUduMKaumm BbidbepuTte 3HadeHne Windows.

2. BkntounTe onumio BknounTtb AByXhaKTOpHYI0 ayTeHTU(UKaLUo Ana Bcex nonb3oBaTesien no

YMOJYaHUIO.

3. Oina nepekntoyatens Tun BToporo c¢pakropa Bbibepute 3HadeHne TOTP.

4. OTMeTbTE KOMMNOHEHTLI, ANs KOTOPbIX Tpe6yeTC$| BKITIOUYNTb KELLMPOBaHWE BTOPOro dakTopa:

o

[e]

[e]

[e]

[e]

o

Management Console
User Console
Desktop Console
SSH Proxy

RDP Proxy

RDS Proxy

5. Ecnu TpebyeTcs, oTpenakTMpynte 3HadyeHne B none Bpems kewmpoBaHua.

6. Haxmute [anee onsg nepexoda K criegyolemMy wary macrepa.

v Btopou caktop ayteHTupmkauumn no Email

Mpun BbIGOpe Email B kayecTBe BTOPOro haktopa 3anofnHuTe cnegyowme nons:

SMTP-cepBep

Appec noyTbl oTNpaBuTens (agpec, ¢ KOToporo ByaeT oTnpaBneHo NMMCbMO)
MopT

Mmsa nonb3oBaTens (NorvH Ana aBTopusaumm Ha cepeepe)

Mapornb

v AyteHTudpumkauymnsa no RADIUS

Mpu BbIGOpe RADIUS B kadecTBe MexaHM3Ma ayTeHTuduKauum notpebyerca ykasaTb AaHHbIE
RADIUS-cepBepa.




1. HaxxmuTte [lo6aButb cepBep RADIUS.

2. Bbibepute cxemy ayTeHTUUKaumm. Bo3amMoxXHble 3Ha4YeHnsa: PAP, CHAP, MSCHAPV2. He
pekoMeHayeTcs Bbibupatb cxemy PAP | T.K. OHa siBNsieTcsl He6e3onacHoM, NOTOMY YTO Naposb
nepegaercs B OTKPbITOM BUAe.

3. YkaxuTte Agpec cepBepa, lMopTt n Cekper.

4. OctaBbTe BkNtoveHHoM onuuio NMpoBepaTb atpubyT Message-Authenticator. 3t1ot atpubyT
ncnonb3yeTcsa Ans obecnevyeHns LenoCcTHOCTU NAKETOB M 3aWwmnTbl X OoT nogaenku. OctaBnATb

OMNUUIO BbIKITKOYEHHOWM AOMYCTUMO TOMbKO B TOM Clly4dae, eCcriv UCMoSib3yemMoe NporpaMmmHoe
obecneyeHne He nogaepXkmBaeT paboTy C aTUM aTpubyToMm.

5. Bblbepute ®PopmaTt uMeHu ansa ayteHTudukaumun. BoibnpanTe 3HavyeHne Umsa 6e3 nomeHa ans
ayTteHTudmkaumm Bo FreeRadius. Buibuparite Umsa B popmate SAM nnn Uma B dpopmate UPN
ansa ayteHtudpumkauun B NPS RADIUS.

MoxxHO yka3aTb Heckonbko cepBepoB RADIUS, 4To6bl 06ecneunTb 0TKa3oyCTOMYMBOCTb CUCTEMBI. B
atom cnyyae PAM nochkinaet 3anpoc cepsepam RADIUS nocnegoBaTtensHO, B NOpsSAKe yKasaHUs
cepBepoB. To eCTb ecnu He yaanock NnogkniounTbes Kk nepsomy cepeepy RADIUS, To PAM nonbiTaeTcs

NOAKIMKOYNTBLCA K crieayroemy.

CepBep pgoctyna

1. Ecnn TpebyeTcs, nameHute 3HadeHusi nonen MakcumanbHoe Bpemsi otBeTa areHTa 1 MHTepBan

healthcheck areHTa.

2. Haxmute [lanee ans nepexoda k criegytolemy Lwary macrepa.

JIlormpoBaHue

1. Ecnu TpebyeTcs, nameHute YpoBeHb NOrMpoBaHUs, MakCMMarnbHOE KONIMYECTBO nor-ghannos cepeepa

ynpasneHna n MakCnMmalsibHO€e KOrnm4yecTBO J'IOF-(*)&VIJ'IOB cepepa gocrtyna.

2. Haxxmute [lanee ans nepexoga K criegytolemy Lwary macrepa.

CoObiTusA

1. Ecnn TpebyeTtcs, nobasste Syslog-cepsep.



v Syslog-cepsep

Syslog-cepBep ncnonbayetcsa anga nHrerpauumn ¢ SIEM-cuctemon. CobbiTusi U TEKCTOBLIE N0TN
3anucbiBaloTca Ha Syslog-cepBep B pexxnme peanbHOro BpEMEHU, TO €CTb B MPOLECCEe aKTUBHOMO
yOoaneHHoro NOAKIIYEHNs, a He MoCne ero 3aBepLueHns. ATO NO3BONAET MaKCUManbHO BbICTPO
BbISIBNSATb UHLUNOEHTBI U @aHOManum, CBsA3aHHbIe C AENCTBUSMWN NPUBUIIErMPOBAHHbIX

norib3oBaTenen.

Mpn pobaeneHun Syslog-cepBepa noTpebyeTcsa 3anonHUTbL creayroLme nons:
- Agpec cepsepa

- CeteBou npotokon (TCP nnu UDP)

- MNopt

- ®opmart cobbiTun (CEF nnu LEEF)

- Bepcus Syslog (RFC3164 nnn RFC5424)

2. Haxmute [lanee ans nepexoda k crnegyoLlemy Lwary macrepa.

Pe3epBHas konus

PesepBHas konust Mactepa — 3T0 3aiMpoBaHHbIN ¢oainsi, KOTOPbIN CNONb3yeTcs A1l BOCCTaHOBNEHNS
COCTOSIHUS MacTepa. JToT hann notpebyerca Bam B byayliem ana obHosneHns PAM Ha HOBYHO BEPCUIO

U ans n3aMeHeHnsa KoHdurypaumm tekylien sepcun PAM.
/\ NPEAYNPEXAEHUE
CoxpaHuTe dann pe3epBHOM KONMMM Mactepa v 3anoMHUTE Naporb.

bes atoro hanna v napons K HeMy Bbl HE CMOXeTe B ByayLieM N3MeHUTb KOHUrypaumo Ballemn
nHctannaumm PAM vnmn obHoBuTe PAM 0 HOBOM BEpCUM Yepe3 MacTep.

1. 3agavite naponb AnNs pe3epBHOM KoMK MacTtepa.

2. Haxmute CkayaTb pe3epBHYHO KOMUIO.

3. Haxxmute Janee ansa nepexofa K cnegyrollemy Lwary macrepa.

YctaHoBka PAM



1. Ons nepekniovatens Cnocob yctaHoBKU BbibepuTe 3HavyeHne U3 macTtepa.
2. Haxxmute YctaHoButb PAM.

3. OTcnexuBanTte npouecc yCtTaHOBKM C MOMOLLbIO nporpecc—6apa. [oxauTtecb 3aBepLleHnAa yCTaHOBKN.

() MHOOPMALIMSA

dannbl ¢ norammn ycTaHOBKM HaxogdaTcs no cnegywowemy nytu: IndeedPAM_3.0_RU/indeed-

pam/logs/.

B clny4Yyae BO3HMKHOBEHUA oLwmnbKn YCTaHOBKU NMPOCMOTPUTE 3TU (*)aVIJ'IbI nnpu HeobxoaumMocTun

obpaTuTech 3a NOMOLLIbIO MO UCMPABMNEHNIO OLUMGKM B TEXHUYECKYO NOAOEPXKKY.

4. OTKponTe B HOBOW BKNagke KOHCOMb ynpasneHusd, 4tobbl HacTpouTb Indeed PAM. NMpoxogute
ayTEeHTUMKaLMIO B KOHCONN C TEMMU YYETHBIMU AaHHBIMU, KOTOPbIE YKa3anu Ha ware AMUHUCTPAaTOpbI
ponen. NogpobHyto MHGOpMaLMo O NepBOHavYanNbHON HAaCTPOMKE CMOTPUTE Ha CTpaHuue NepBbliit

3anyck.

5. HaxxmuTe 3aBepwnTb paboTy mactepa v BbIMONHUTE CreayoLlyo KOMaHay B TepMuHane:

sudo bash stop-wizard.sh


http://localhost:3000/privileged-access-manager/3.0/problem-solving/tech-support/
http://localhost:3000/privileged-access-manager/3.0/administration/first-launch/
http://localhost:3000/privileged-access-manager/3.0/administration/first-launch/

OcHoBHas Ha Linux

KomnoHeHTbl Indeed PAM ycTaHaBnuBatoTCa Ha Tpu cepBepa. ATOT TUN YCTAHOBKM MO3BONSAET OTAENUTb
NOrMKY CUCTEMbI OT KOMMNOHEHTOB, NpeaocTaBNALWmMX AoCcTyn. [NoaxoanT ona BHeLPEHUA U aKcnnyaTtauun B

npomsblneHHon cpege. Cxema pasBepTbiBaHUs 6€3 6anaHCMpPOBKN.

I'Iepep, Ha4vasrioM yCTaHOBKU BbINOJMTHUTE MNOATOTOBKY OKPYXEHUA.

3anyckK macrtepa

MacTtep — 37O BeO-NpUNoXeHne, KOTOpoe NO3BOSSIET YCTAHOBUTL, OOHOBUTL BEPCUIO NN U3MEHNUTL
KoHurypaumto Indeed PAM. MacTtep noctaensieTcsa B coctaBe anctpmbytnea PAM. YTobbl ncnonb3oBartb
mMacTep, notpebyetca 3anyctutb ero B Docker-koHTenHepe ¢ MOMOLLbIO creumanbHOro ckpunra.

/\ NPEQYNPEXAEHUE

MaCTep AOIKeH ObITb 3anyuweH Ha ToOM XOCTe, Ha KOTOpPOM 6y/:|,eT YCTaHOBJIEH CEPBEP ynpaBJieHNA UIn

cepsep goctyna PAM, nHaye npomsonget owmbka paboTel macTepa.

1. 3arpysute u pacnakymte guctpmdytns PAM Ha Linux-maLumHy.

2. NomecTute ceptucukat yooctosepstowlero LeHtpa B IndeedPAM_3.0_RU\indeed-pam\state\ca-
certificates. 31o Tpebyetca ansa koppekTHon paboTtel LDAPS. MNMponyck aToro wara npuBeaeT K ounbke
paboTbl MacTepa.

3. 3anyctute mactep KOMaHOOoM:
sudo bash run-wizard.sh

4. [loxxauTech BbINOMHEHUS CKpUNTA.
5. MNMocne BbinonHeHuns ckpunTa nepenante no URL, ykazaHHOMY B KOHCOIMMW.

6. B none Koa poctyna Beegute AutenticationCode, ykazaHHbI/ B KOHCOMNM NOCNE BbIMNOMHEHNA
cKpunTa.
Mpumep koga: vVVHyTVRYKX5pxUKM6el1ZgCWENOdXFdOy .


http://localhost:3000/privileged-access-manager/3.0/preparation-for-installation/

() MHOOPMALIMSA

Mo ymonuyaHuto kof ByaeT 3anpoLleH cHoBa Yepes 2 Yaca, TO eCTb 3a 3TO BPEMS HYXHO YCneTb
BbIMOMHUTE BCO paboTy.

7. Haxxmnte BonTtun n nepexogumre k pabote ¢ MacTepom.

CueHapun

1. Bbibepute HoBasa nHcrannsauua PAM.

2. Haxmute Oanee ons nepexoda K criegyowemy wary macrepa.

v [MNogpobHee 0 cueHapusx

MaCTep ncnorb3yeTcd And BbIMOJIHEHNA OOHOIo N3 TpeX CLUEeHapUeEB:

e HoBasa nHctannauma PAM — yctaHoBka Indeed PAM.

o O6HoBneHne PAM — o6HoBrneHue Bcex komnoHeHToB Indeed PAM go Hosou Bepcun. Hanpumep,
¢ 2.10 po 3.0. Bo Bpems ob6HoBneHns PAM Bynet HegocTyneH. Bece Tekywme ceccum byayT

npepBaHbl.

¢ U3meHeHue koHdurypauum PAM — BHeceHEe N3MEHEHUN B TEKYLLYIO MHcTannsuuio PAM.
Hanpumep, nameHeHune coctaBa xocTtoB. Bepcuss PAM octaHeTcs Toun xe. Bo BpeMsa 06HOBNEHUS

PAM 6ynet HegocTyneH. Bce Tekywime ceccum ByayT npepBaHbl.

Cxema xocToB

Mo xocToM NOHMMAaETCA PU3NYECKUN NN BUPTYyarbHbIA cepBep, Ha KOTOPOM pacnonaratoTCs KOMMOHEHTb!
PAM.

1. Ha ware Cxema xocToB BBEAUTE NOMHOE JOMEHHOE MMs cepBepa ynpasneHus B norne FQDN PAM.
Mpumep: pam.my-company.local.

2. [lobaBbTe cepBep ynpasneHusi, cepsep goctyna RDP, cepsep goctyna SSH, cepsep goctyna
PostgreSQL. YuntbiBanTe, 4T0 HENb3s 406ABUTL HECKOMNBbKO XOCTOB C OAMHAKOBbLIM agpeCcoM.



v CepBep ynpaBneHus

1. Haxxmnte [1o6aBUTL XOCT.

2. ns nepekntovatens OnepauMoHHas cucrtema xocta Bblibepute Linux.

3. BkntounTe onumio CepBep ynpaBreHuUs.

4. Beeagute |IP-agpec nnn DNS B none Agpec xocTta. YunTbiBanTe, YTO Henb3s 4obaBnTb
HECKOINbKO XOCTOB C OOVUHAKOBbLIM afpecomM.

5. Ykaxunte nopt B none Mopr.

6. Bbibepute cnocob ayTeHTUdMKaLMM YH4ETHOM 3anNncK Ha XocTe: No naponto unv no SSH-
KITHo4y.

7. Ecnn Ha npegpiaywem ware Bbibpanu no naponto, 1o BBeanTe JloruH n Maponb. Ecnu Ha
npegbigyLiem ware Boldopanu no SSH-knovy, 10 BBeaute JloruH, Maponb sudo, SSH-knto4 n
MaponbHyto cppa3sy.

8. Haxxmnte [106aBUTDL.

v Cepsep goctyna RDP

1. Haxxmute lo6aBUTL XOCT.

2. Ina nepekntovatena OnepauMoHHas cuctemMa xocTta BbibepuTte Linux.

3. Bknouumte onumio Cepsep goctyna RDP.

4. Beegute IP-agpec nnn DNS B none Agpec xocTta. YunTbiBanTe, YTO HeMNb3s 4ob6aBnTb
HECKONbKO XOCTOB C OA4MHAKOBbLIM agpecoM.

5. Ykaxute nopt B none lMopr.

6. Boibepute cnocob ayTeHTUdUKaL MM y4ETHOM 3anMcKn Ha XOCTe: No naposnto unv no SSH-
KI1rouy.

7. Ecnu Ha npegbiaywem ware Bolbpanu no naponto, To Beeaute JloruH u NMaponb. Ecnn Ha
npeabigywiem ware Boiopany no SSH-knrouy, 1o BBeanTe JloruH, NMaponb sudo, SSH-knto4 1
MaponbHyto cppa3sy.

8. Haxxmunte [lo6aBUTDL.

v Cepsep goctyna SSH

1. Haxxmnte [lo6aBUTL XOCT.
2. ns nepekntovatens OnepauMoHHas cucrtema xocta Bbibepute Linux.
3. Bkntoumte onumio CepBep goctyna SSH.




4. Beegute IP-agpec nnn DNS B none Agpec xocTta. YunTbiBanTe, YTO Henb3s 4obaBnTb
HECKONbKO XOCTOB C OA4MHAKOBbLIM aapecoM.

5. Ykaxute nopt B none lMopr.

6. Boibepute cnocob ayTeHTUdUKaLmMmM y4ETHOM 3anmMcKn Ha XOCTe: No naposnto unv no SSH-
KITHo4y.

7. Ecnu Ha npegbiaywem ware Bolbpanu no naponto, To Beeaute JloruH u NMaponb. Ecnn Ha
npegpigyLiem ware Boldopanu no SSH-knwouvy, 10 BBeauTe JloruH, MNMaponb sudo, SSH-knto4 n
MaponbHyto cppa3sy.

8. Haxxmute [lo6aBUTD.

v Cepsep goctyna PostgreSQL

1. Haxxmute [lo6aBUTL XOCT.

2. ns nepekntovatens OnepauMoHHas cucrtema xocta Bbibepute Linux.

3. Bkntounte onuuio CepBep goctyna PostgreSQL.

4. Beegute IP-agpec nnu DNS B none Agpec xocTa. YuntblBanTe, YTo Henb3sa 4o6aBntb
HECKOJTbKO XOCTOB C O4MHaKOBbIM aApecoM.

5. YkaxunTte nopt B none Mopr.

6. Boibepute cnocob ayTeHTUdMKaLuumn y4eTHOM 3anmMcy Ha XocTe: no naposnto unm no SSH-
KITHo4y.

7. Ecnn Ha npegpiaywem ware Bbibpanu no naponto, 1o BBeanTe JloruH n Maponb. Ecnu Ha
npegpigyliem ware Boidopanu no SSH-kno4y, 10 BBegute JlormH, Maponb sudo, SSH-knto4 n
MaponbHyto cpa3sy.

8. Haxxmnte [lo06aBUTDL.

() MHOOPMALIMSA

Cepsep ynpasneHus, cepsep goctyna RDP, cepsep goctyna SSH, cepsep goctyna PostgreSQL
MOryT pacrnosiaratbCs Ha OAHOM XOCTe.

3. MpocmoTpuTe Ta6J'IVILl,y XOCTOB 1 NPOBEpPbLTE NPaBUNbHOCTb 3anoSfIHEHHbIX AaHHbIX. Ecnn Tpe6yeTC$|

oTpenakTnpoBaTb AaHHblIE XOCTa, HAXMUTE Ha CTPOKY C 3TUM XOCTOM, BHECUTE USMEHEHUA N HAXMUTE

——

COXpaHMTb. Ecnu Tpe6yeTcs=| yoarnnTb XOCT, HAXMUTE m psaaAomM C 3TUM XOCTOM.

4. [Ins nepekntoyatena banaHcnpoBLMK Bbl6epl/ITe 3HayeHve He ncnonb3oBatb.



5. Haxmute Janee ana nepexona K cnegyrollemy Lwary macrepa.

MopThl

() UH®OPMALUSA

MopTbl kKOMNOHEHTOB PAM OOmKHbI BbITb YHUKANBHLIMU.

1. Ykaxkute noptbl A4n1st KoMnoHeHToB PAM B COOTBETCTBUM C Ballen CETEBON apXUTEKTYPOWN UM OCTaBbTe

3Ha4YeHn4d rno ymos4aHuio.

KoMnoHeHT MopT no ymonyaHuto
SSH Proxy 2222

RDP Proxy 3390
PostgreSQL Proxy 5432

MC/UC HTTP 80

MC/UC HTTPS 443
Gateway Service 8443

2. Haxmute [lanee ans nepexoga K criegytollemy Liary macrepa.

Ceptudumkarnbi

Ha atom ware TpebyeTcs 3arpy3vTb 3apaHee NOAroTOBMNEHHbIE CepTUdUKaThI.

1. 3arpysuTte ceptudmkar yaocrtoepstoLLero ueHTpa 6e3 npmsatHoro knova B popmate PEM (Base64) ¢
paclMpeHneM .crt.

2. 3arpyauTe cepTudukaTtbl 4nNs XOCTOB C paclumpeHnem .pfx unu wildcard-ceptudumkart n ykaxmte
napornb.

3. Haxxmute Janee ana nepexona K cnegyrollemy Lwary macrepa.


http://localhost:3000/privileged-access-manager/3.0/preparation-for-installation/certificates/

Ba3bl AaHHbIX

1. Bbibepute Tun cepBepa PostgreSQL.

2. Beegute Appec cepBepa.

3. Bkntounte onumto be3sonacHoe nogkntoyeHne kK CYB/.

4. Beegute nvs nonb3oBaTens U Naposb YY4eTHOM 3anucy ansa paboTsl ¢ 6a3ammn gaHHbIX.

5. Ina nepekntoyatens Knoun wudcgpoBaHus Bbibepnte 3HavyeHne CreHepMpoBaTb HOBLIW.

6. BBeguTe HaszBaHus 6a3 faHHbIX, KOTOPbIE Bbl CO34any Ha Lware NoAroToBKM K YCTaHOBKE:
o B[l ans npuBUNerMpoBaHHbix Y3

o B[ onsa ayteHTMdumkaTopoB nons3osatenen PAM
o B[] pnsa cobbiTnun PAM

o B[ ansa 3agad no pacnucanuto Core

o B[l onsa 3agay no pacnucaHuto ldp

7. Haxmute Janee ansa nepexofa K cnegyrollemy Lwary macrepa.

v Bbibop 6a3bl gaHHbIX Microsoft SQL

1. Boibepute Tun cepBepa Microsoft SQL.

2. Beegnte Agpec cepBepa 1 Mmsa nHctaHca MSSQL.

3. Bkntouute onuuto BesonacHoe noakntoveHue kK CYBA.

4. Beegute nms nNonb3oBaTens U Naposb YY4eTHOM 3anucy ansa paboTbl ¢ 6a3zammn JaHHbIX.

5. Ina nepekntoyatens Knoun wudcgpoBaHus Bbibepute 3HavyeHne CreHepupoBaTb HOBbIW.

6. BeeouTe Ha3BaHus 6a3 faHHbIX, KOTOPbIE Bbl CO34anM Ha Lware NoAroToBKM K YCTAHOBKE:
o B[l ans npuBuUNernpoBaHHbix Y3

o B[ ansa ayteHTMduKaTopoB nons3osatenen PAM
o B[] ana cobbiTun PAM

o B[l onsa 3agay no pacnucaHunio Core

o B[l onsa 3agay no pacnucaHuto ldp

7. Haxmute [anee ansa nepexofa K cnegyroLllemy Liary macrepa.

XpaHunuuwie gaHHbIX


http://localhost:3000/privileged-access-manager/3.0/preparation-for-installation/databases/
http://localhost:3000/privileged-access-manager/3.0/preparation-for-installation/databases/

1. Boibepute Tun xpanunuuwa darinosas cucrema.

2. Haxxmute [lanee ons nepexoda K criegytollemy Lary Macrepa.

v [pyriue Tunbl XpaHUnuLy

Mpu BbIGOpEe SMB 3anonHuTe nons:

o CeTeBom NyTb
e [lomeH
¢ /msa nonb3oBatens

e [laponb

Mpwn BeIBOpe S3 3anonHuTe nons:

o CeteBou agpec S3 cepBepa

[MyTb 4O KOPHEBOW OMPEKTOPUM XpaHuUnvLa Ha S3-cepBepe

NaeHTudmnkatop knrova goctyna (access key id)

CekpeTHbI KoYy gocTtyna (secret access key)

PervoH (HeobsizaTenbHoOe none)

OrpaHnyeHune nokaumm (HeobssaTenbHoOe None)

KaTanorv nonb3oBaTteneu

1. Haxxmute lo6aBUTL KaTanor.
2. B none Cnyx6a katanoroB Bbibepute ogHo 13 3HadeHunn: ALD PRO, FreelPA, OpenLDAP.

3. Beegute 3HaveHue B none ID kaTanora. CcopmynmnpynTte 310 3Ha4eHne camoctosTesribHo. OHO MoXeT
COCTOSITb U3 NaTMHCKMX BYKB 1 undp, MakcumanbHasa anvHa — 32 cumsona. Ecnu nnaHupyete
MCNONb30BaTb HECKOMbKO KaTtanoros, To Ux ID AomkHbl ObiTb pasHbIMU.

4. BBegute 3HavyeHue B none DNS gomeHa.
5. BeBeaute 3HauyeHue B nosie DN KOHTeMHepa nonb3oBaTenen.

6. Beegute nmsa nonb3osatens B popmate DN (npumep:
'uid=pamadmin,cn=users,cn=accounts,dc=my,dc=company') n naposb y4eTHOWN 3anuncu.

7. Bknounte onumio Ucnonb3oBaTb LDAPS.




8. Ecnun Bbibpanu ALD PRO unu FreelPA, To Bbibepute ®@opmaTt naeHTucdpukaTtopa nonb3oBatenen m
rpynn — SID vnn GUID.

9. Ecnun TpebyeTcs, nameHnTe COOTBETCTBME aTpnbyTOB Nonb3oBartenen n/unu atpnbyTos rpynn

nonb3oBaTernen.
10. Haxxmute [lo6aBUTL.

11. Haxmute flanee onga nepexofa K creaylowemy Lary macrepa.

v Bbibop katanora Active Directory

1. Haxxmute [lo6aBuUTbL KaTanor.
2. B none Cnyx6a katanoroB Bblbepute 3HadyeHue Active Directory.

3. Beegute 3HaveHue B none ID kaTanora. CcoopmynunpynTe 31O 3Ha4eHne camoctosiTesibHo. OHO
MOXET COCTOSATb 13 NTAaTUHCKMX BYKB 1 undp, MakcumanobHasa anvHa — 32 cumeona. Ecnn
nnaHMpyeTe UCnonb30BaTb HECKONBKO KaTanoros, To nx ID gomkHbl 6biTb pasHbIMMU.

. BBeaute 3HauyeHne B none DNS gomeHa.
. BBeante 3HauyeHune B none DN KOHTeMHepa nonb3oBaTenemn.
. BBegute nms nonb3oBatensa u naposnb y4eTHOM 3arnuncu.

. BkntouuTte onumio Ucnonb3oBatb LDAPS.

0 N o o b

. Ecnu Tpe6yeTc;|, M3MEHNTE COOTBETCTBUE anM6yTOB nons3oBaTenen n/unm anVI6yTOB rpynn

nosib3oBaTenen.

©

. Haxxmute lobaBuTh.

10. Haxxmute Qanee onga nepexofa K cnegyrowemy wary macrepa.

() UH®OPMALUSA

MoxkHO 006aBUTb HECKOSTbKO KaTanoros Nofib3oBaTenen.

AOoMVHUCTpaATOpPLI poren

() MHOOPMALISA

B macTtepe MoXxHO YKa3aTb TOJIbKO OQHOIro agMnUHUCTpartopa ponewu.



1. BbibepuTe 13 KaTanora y4eTHyto 3anvcb Nnonb3oBaTtens, KoTopomy OyayT Bbl4aHbl NpaBa Ha
ynpaeneHue ponsmu PAM. OTOT nonb3oBaTernb CMOXET BblAaTb NpaBa Ha AOCTYM K KOHCOMM

ynpasnenns PAM gpyrum nons3osaTtensm.

2. Haxmute [Oanee aonsg nepexoda K criegyolemMy wary macrepa.

AyTeHTU(pUMKaUma nornb3oBaTeneu

1. Ansa nons MexaHusm ayTeHTUdUKaumm Boidepute 3HadyeHne LDAP.

2. BkntounTe onumio BknounTtb AByXxchaKTOpHYI0 ayTeHTU(PUKaLUIo Ana BcexX nonb3oBaTesien no

YMOI4YaHuIo.
3. Ona nepekntoyatens Tun BToporo c¢pakropa Bbibepute 3HadeHne TOTP.

4. OTMeTbTE KOMMNOHEHTbI, ANs KOTOPbIX Tpe6yeTC$| BKITIOUYNTb KELLMPOBaHWE BTOPOro cakTopa:

o Management Console
o User Console
o Desktop Console
o SSH Proxy
o RDP Proxy
o RDS Proxy
5. Ecnu TpebyeTcs, oTpenakTMpynte 3HadyeHme B none Bpems kewmpoBaHua.

6. Haxmute [anee aonsg nepexoda K criegyollemMy wary macrepa.

v Brtopou caktop ayteHTupmkauumn no Email

Mpu BbIGOpEe Email B kayecTBe BTOPOro ghaktopa 3anofnHuTe cnegyrowme nons:

o SMTP-cepBep

e Anpec noyTtbl oTnpaBuTens (agpec, ¢ KOToporo GyaeT oTnpaBreHo NCbMO)

MopT

Mmsa nonb3oBaTensa (NorvH Ana aBTopusaumm Ha cepeepe)

Maponb

v AyTeHTudukayms no RADIUS




Mpwn Boibope RADIUS B kayecTBe MexaHn3Ma ayTeHTUdUKaLmm notpedyeTtcs ykasatb AaHHbIe
RADIUS-cepBepa.

1. HaxxmuTte [lo6aButh cepBep RADIUS.

2. Boibepute cxemy ayTeHTUMKauun. BoaMoxHble 3Ha4eHus: PAP, CHAP, MSCHAPV2 . He
pekoMeHayeTcs BbibupaTb cxemy PAP | T.K. OHa siBNsieTcst HeGe3onacHoM, NOTOMY YTO Naposb
nepegaetcs B OTKPbITOM BuAe.

3. Ykaxute Agpec cepBepa, Mopt n Cekper.

4. OctaBbTe BkntoveHHoM onuuio MpoBepaTb atpubyT Message-Authenticator. 3tot atpubyT
ncnonb3yeTcsa Ans obecnevyeHns LeNoCTHOCTU NAKETOB M 3amnTbl UX OT nogaenku. OctaBnATb
ONUUIO BbIKITHOYEHHOM AOMYCTUMO TOMBbKO B TOM Cllydae, eCriv UCMOoSb3yemMoe NporpaMmmMHoe
obecneyeHne He NogaepXkmnBaeT paboTy ¢ aTUM aTpubyToM.

5. Boibepute ®opmaTt uMmeHu ansa ayteHTudukaumm. Bolbupante sHavyeHne Uma 6e3 pomeHa ans

ayTeHTUprkaumm Bo FreeRadius. Beibupante Umsa B hopmate SAM nnn Umsa B popmate UPN
ansa ayteHtudpumkauumn B NPS RADIUS.

MoxHo ykasaTb Heckonbko cepBepoB RADIUS, 4ytobbl o6ecneunTb 0TKa3oyCcTONYMBOCTb CUCTEMBI. B
aTtom cnyyae PAM nochkinaet 3anpoc cepsepam RADIUS nocnegoBatenbHoO, B Nopsake ykasaHUs
cepBepoB. To eCTb eCnu He yaanock nogknoymTbes k nepsomy cepsepy RADIUS, To PAM nonbiTaetca

NOAKMIOYNTLCA K crieayroemy.

CepBep pgoctyna

1. Ecnu TpebyeTcs, nameHute 3HadeHust nonen MakcumMmanbHoe Bpemsi oTBeTa areHTa 1 MHTepBan
healthcheck areHTa.

2. Haxmute [Oanee aons nepexoda K criegyolemy wary macrepa.

NlormpoBaHue

1. Ecrin Tpe6yeTc;|, n3meHnTe YpoBeHb NTOrmMpoBaHuUsi, MakcumMmarbHOe KONmM4ecTBo J'IOF-(*)aIZJ'IOB cepBepa

ynpasneHnsa n MakcumarbHOEe KONMYecTBO nor-pannos cepeepa AocTyna.

2. Haxmute Oanee aons nepexoda K criegyollemMy wary macrepa.



CoObIiTuA

1. Ecnun TpebyeTca, nobasbte Syslog-cepsep.

w Syslog-cepsep

Syslog-cepsep ncnonbayerca onda nHrerpauyumn ¢ SIEM-cuctemon. CobbiTvsi 1 TEKCTOBLIE F10TN
3anucbiBaloTca Ha Syslog-cepBep B peXxnme peanbHOro BPEMEHU, TO €CTb B MPOLECCE aKTUBHOMO
yAaneHHoro noaksitoyeHusl, a He Nocne ero 3aBepLUeHnsi. ATO NO3BONAET MaKCMMarbHO BbICTPO
BbISABNSATb UHLNOEHTBI U1 aHOManum, CBsi3aHHble C ENCTBUSMIN NPUBUIIErMPOBAHHbIX

nosib3oBaTenen.

Mpn pobasneHuun Syslog-cepBepa NoTpebyeTca 3anonHUTL crieayroLme noss:
- Agpec cepBepa

- Cetesou npotokon (TCP unn UDP)

- Mopt

- ®opmat cobbiTnin (CEF nnn LEEF)

- Bepcus Syslog (RFC3164 nnn RFC5424)

2. Haxxmute [lanee ons nepexoda K criedytollemy Lary Macrepa.

Pe3epBHasa Kkonus

PesepBHas konua mactepa — 3T0 3amn@poBaHHbI arn, KOTOpbIA NCNONb3yeTcsa A5 BOCCTaHOBNEHUS
COCTOsIHMA MacTepa. ITOT dann notpedyerca Bam B Byayuiem ansg obHosneHns PAM Ha HOBYO Bepcuto

nnn ona n3aMeHeHust KoHurypaumm tekylen sepcumn PAM.
A NPEOYNPEXAOEHUE
CoxpaHuTe hainn pes3epBHON KOnMn Mactepa 1 3arnoMHUTE Naporib.

Bes atoro parina n napons K HeMy Bbl HE CMOXeTe B ByayLiemM U3MeHUTb KOHGUrypauuio Ballen

nHctannaumum PAM nnmn o6HoBute PAM 00 HOBOWM BEpCUKN Yepel3 macTep.

1. 3aganTe naponb ANsa pes3epBHOM KONUK MacTtepa.

2. HaxmuTte CkayaTb pe3epBHYHO KOMNUIO.



3. Haxxmute Janee ana nepexona K cnegyrowlemy wwary macrepa.

YctaHoBka PAM

1. Ansa nepekntoyatens Cnocob yctaHOBKU BbibepuTe 3HavyeHne U3 macTepa.

2. Haxmute YetaHoButhb PAM.

3. OTcnexwuBaliTe NpoLecc YCTaHOBKM C MOMOLLbIO Nporpecc-6apa. [Joxantech 3aBepLUeHUst YyCTaHOBKM.

() MHOOPMALIMSA

dannbl ¢ norammn yCTtaHoBKM HaxoaaTcsa no cnegytowemy nytn: IndeedPAM_3.0_RU/indeed-

pam/logs/.

B cnyyae BO3HMKHOBEHMUS OLUINOKM YCTAHOBKM MPOCMOTPUTE 3T hansnbl M Npu HEOBX0ANMOCTH

O6paTVITer 3a NMNOMOLLLIO MO UcnpaBrieHnto OLUMOKM B TEXHUYECKYIO noaaepxKy.

4. OTKponTE B HOBOW BKIaZKe KOHCOSb ynpasneHusi, 4tobbl HacTpouTb Indeed PAM. MNpoxogute
ayTeHTUMMKaLMIO B KOHCONWU C TEMU YY4E€THbIMW AaHHBIMU, KOTOPbIE YKa3anu Ha ware AAMUHUCTPAaTOpbI
ponen. MogpobHyo MHGOPMaLMO O NepBOHaYarlbHONM HAaCTPOMKE CMOTPUTE Ha cTpaHuue epBbin

3anyck.

5. Haxmute 3aBepLIJVITb pa60Ty MacTepa Uin BbINONHUTE Ccrneayrulyro KOMaHay B TEpMUHAne:

sudo bash stop-wizard.sh


http://localhost:3000/privileged-access-manager/3.0/problem-solving/tech-support/
http://localhost:3000/privileged-access-manager/3.0/administration/first-launch/
http://localhost:3000/privileged-access-manager/3.0/administration/first-launch/

OTtka3oyctonumBasa Ha Windows

KomnoHeHTbl Indeed PAM ycTaHaBnuBatoTCa Ha Tpu cepBepa. ATOT TUN YCTAHOBKM MO3BONSAET OTAENUTb
NOMNKY CUCTEMbI OT KOMMOHEHTOB, NPeaoCTaBNALWMX AOCTYN. Icnonb3yeTca 4ONONHUTENbHbBIN cepBep A4
opraHu3aLmm 0TKasoyCTon4MBOCTU. [oaxoauT ANna BHEAPEHUS N SKCNyaTaumm B MPOMBbILLSIEHHON cpeae.

Cxema pasBepTbiBaHUA ¢ 6anaHCMPOBKOWN.

I'Iepe,u, Ha4yalrioM YCTaHOBKW BbIMNMOJIHUTE MOATOTOBKY OKPYXXEHUA.

3anyckK macrtepa

MacTep — 310 BEG-NpUnNoxeHne, KOTopoe NO3BONSAET YCTaHOBUTb, OGHOBUTL BEPCUIO NN U3MEHUTD
KoHdpurypaumto Indeed PAM. MacTtep noctaBnseTcs B coctaBe guctpubytmsa PAM. YToObl ncnonb3oBaTtb

MacTep, n0Tpe6yeTc;| 3anyCcTtnutb €ro B DOCker-KOHTeVIHepe C NOMOLLbIO cneunarnbHOro CKpunTta.

A NMPEOYNPEXOEHUE

MacTep gormxkeH 6bITb 3anyLLleH Ha TOM XOCTe, Ha KOTOPOM ByaeT YyCTaHOBMEH CepBep ynpaBfeHns nnm
cepBep goctyna PAM, nHadye npomsonget owmbka pabotbl mactepa.

1. 3arpyauTte u pacnakynte guctpmbytues PAM Ha Linux-maLuunHy.

2. MNomectute ceptudpmkat ygoctosepsitowero LeHTpa B IndeedPAM_3.0_RU\indeed-pam\state\ca-
certificates. 31o Tpebyetca ansa koppekTHon padoTtel LDAPS. MNponyck aToro wara npuBeaeT K ounbke

paboTbl MacTepa.

3. 3anyctute mactep KOMaHAoMW:
sudo bash run-wizard.sh

4. loxantech BbINOSTHEHUS CKpUMTA.
5. lNocne BbinonHeHus ckpunta nepengute no URL, ykazaHHOMY B KOHCONM.

6. B none Ko poctyna BeBegute AutenticationCode, yKadaHHbIN B KOHCONWN NOCME BbINOIHEHUS
cKpunTa.
Mpumep koda: vVHyTVRyKX5pxUKM6e1ZgCWENOdXFdOy .


http://localhost:3000/privileged-access-manager/3.0/preparation-for-installation/

() MHOOPMALIMSA

Mo ymonuyaHuto kof ByaeT 3anpoLleH cHoBa Yepes 2 Yaca, TO eCTb 3a 3TO BPEMS HYXHO YCneTb
BbIMOMHUTE BCO paboTy.

7. Haxxmnte BonTtun n nepexogumre k pabote ¢ MacTepom.

CueHapun

1. Bbibepute HoBasa nHcrannsauua PAM.

2. Haxmute Oanee ons nepexoda K criegyowemy wary macrepa.

v [MNogpobHee 0 cueHapusx

MaCTep ncnorb3yeTcd And BbIMOJIHEHNA OOHOIo N3 TpeX CLUEeHapUeEB:

e HoBasa nHctannauma PAM — yctaHoBka Indeed PAM.

o O6HoBneHne PAM — o6HoBrneHue Bcex komnoHeHToB Indeed PAM go HoBou Bepcun. Hanpumep,
¢ 2.10 po 3.0. Bo Bpems ob6HoBneHns PAM Bynet HegocTyneH. Bece Tekywme ceccum byayT

npepBaHbl.

¢ U3ameHeHue koHdurypauum PAM — BHeceHEe N3MEHEHUN B TEKYLLYIO MHCcTannsuuio PAM.
Hanpumep, nameHeHune coctaBa xocTtoB. Bepcuss PAM octaHeTcs Toun xe. Bo BpeMsa 06HOBNEHUS

PAM 6ynet HegocTyneH. Bce Tekywime ceccum ByayT npepBaHbl.

Cxema xocToB

Mo xocToM NOHMMAaETCA PU3NYECKUN NN BUPTYyarbHbIA cepBep, Ha KOTOPOM pacnonaratoTCs KOMMOHEHTb!
PAM.

1. Ha ware Cxema xocToB BBEAUTE NOMHOE JOMEHHOE MMs cepBepa ynpasneHus B norne FQDN PAM.
Mpumep: pam.my-company.local.

2. [lobaBbTe cepBep ynpasneHusi, cepsep goctyna RDS, cepsep goctyna SSH, cepsep gocrtyna
PostgreSQL. YuntbiBanTe, 4T0 HENb3s 406ABUTL HECKOMNBbKO XOCTOB C OAMHAKOBbLIM agpeCcoM.



v CepBep ynpaBneHus

1. Haxxmnte [1o6aBUTL XOCT.

2. ns nepekntovatens OnepaumMoHHas cucrtema xocta Bbibepute Windows.

3. BkntounTe onumio CepBep ynpaBreHuUs.

4. Beeagute |IP-agpec nnn DNS B none Agpec xocTta. YunTbiBanTe, YTO Henb3s 4obaBnTb
HECKOSNbKO XOCTOB C OAMHAKOBbIM agpecoM.

5. Ykaxunte nopt B none Mopr.

6. BoibepuTe TMn y4eTHOM 3an1cu Ans XocTa: obLlas AOMeHHas y4eTHaAa 3anucb Unn
oTaenbHasa y4eTHas 3anuchb Ans 3TOro xocra.

7. Beegute JlorunH B popmate UPN vnu SAM n MNMaponb Anga ykasaHHOW Y4ETHOW 3anucu.
8. Haxxmute lo6aBuUThL.

v Cepsep goctyna RDS

1. Haxxmute lobaBUTL XOCT.

2. [Ina nepekntovatensa OnepaumMoHHas cuctema xocta Bbibepnte Windows.

3. Bkntoumte onumio CepBep goctyna RDS.

4. Beegute IP-agpec nnu DNS B none Agpec xocTa. YuntbliBanTe, YTo Henb3sa obaButb
HECKOJTbKO XOCTOB C OAMHAaKOBbIM aApecoM.

5. Ykaxute nopt B none lNoprT.

6. BbibepuTe TN y4eTHONM 3anncu ns XocTa: obwasa gOMeHHas yvyeTHasi 3anucb Unu
oTaenbHasa y4eTHas 3anucb Ans 3TOro xocTa.

7. Beegute Jlormu B oopmate UPN nnn SAM n Maponb 4nga yKasaHHOW Y4ETHOW 3anucu.
8. Haxxmnte [lo6aBUTDL.

v Cepsep goctyna SSH

1. Haxxmute lo6aBUTL XOCT.

2. Ins nepekniovatens OnepauMoHHas cuctema xocta Bblibepute Linux.

3. Bkntoumte onumio CepBep goctyna SSH.

4. Beegute IP-agpec nnn DNS B none Agpec xocTta. YunTbiBanTe, YTO Henb3s 4obaBnTb
HECKOINbKO XOCTOB C OQWUHAKOBbLIM afpecomM.

5. Ykaxute nopt B none lMopr.

6. Boibepute cnocob ayTeHTUdMKaLMM yH4ETHOM 3anMcKn Ha XOCTe: No naposnto uiv no SSH-




KITHOMY.

7. Ecnu Ha npegbiaywem ware Bolbpanu no naponto, To BeBeaute JloruH u Maponb. Ecnn Ha
npeablgywiem ware Boiopanv no SSH-knrouy, 1o BBeanTe JloruH, NMaponb sudo, SSH-knto4 1
MaponbHyo hpa3sy.

8. Haxxmnte [1o6aBUTDL.

v Cepsep goctyna PostgreSQL

1. Haxxmute lobaBUTL XOCT.

2. Ins nepekniovatens OnepauMoHHas cucrtema xocta Bbibepute Linux.

3. Bkntoumte onumio CepBep pgoctyna PostgreSQL.

4. Beegute |IP-agpec nnn DNS B none Agpec xocTta. YunTbiBanTe, YTo Henb3s 4obaBnTb
HECKOINbKO XOCTOB C OQWUHAKOBbLIM afpecomM.

5. Ykaxute nopt B none lMopr.

6. Bbibepute cnocob ayTeHTUMKALMM YH4ETHOM 3annUcK Ha XocTe: nNo naponto unv no SSH-
KIouy.

7. Ecnn Ha npegpblaywem ware Bbibpanu no naponto, 1o BBeauTe JloruH n Maponb. Ecnu Ha
npegpigyLiem ware Boldopanu no SSH-knovy, 10 BBegute JlornH, Maponb sudo, SSH-knto4 n
MaponbHyto cppa3sy.

8. Haxxmunte lob6aBuUThb.

() UH®OPMALSA

Cepsep ynpasneHus un cepeep goctyna RDS moryT pacnonaratbcs Ha O4HOM XOCTe.
Cepsep goctyna RDP, cepsep goctyna SSH, cepsep goctyna PostgreSQL moryT pacnonaratbca
Ha OIHOM XOcCTe.

3. ﬂpOCMOTpMTe Ta6nmu,y XOCTOB U npoBepbTe NMpaBuUIibHOCTb 3anoOJIHEHHbIX OaHHbIX. Ecnu Tpe6yeTc;|
oTpenakTnpoBaTb AaHHbIE XOCTA, HAXXMUTE Ha CTPOKY C 3TUM XOCTOM, BHECUTE USMEHEHUA N HAXMUTE

——

CoxpaHuTtb. Ecnn TpebyeTtcs yganuTb XOCT, HaXXMUTE [I] PSILOM C 3TMM XOCTOM.

4. Ina nepekniovatena bBanancupoBwmk Bbibepute 3HavyeHne HAProxy. O1o 6anaHCcMpoBLLUUKK,
noctaensieMbln B coctaBe PAM, KOTOpbIN YCTaHaBNMBAETCH M HacTpamMBaeTcs B npouecce

pas3sepTbiBaHnss PAM. MoxHO ykasaTb Makcumym 2 6anaHcuposLymka HAProxy.

() VH®OPMALMSA



Mpun ncnonb3oBaHUN CTOPOHHEro BanaHCMpPOoBLLMKA YYMTbIBanTe, YTO NOTpebyeTcs HaCTPOUTb ero
camoctosiTenbHo. Ybeautech, 4to PAM goctyneH no agpecy, ykasaHHomy B none FQDN PAM.

5. [lob6aBbTEe BanaHCUMPOBLUUK. YUnTbiBanNTe, YTO HeMb3s 406aBUTb HECKOMbKO 6anaHCMpPOBLLMKOB C

OAVNHaKOBbIM apEeCOM.

v banaHcMpoBLLNK

1. Haxkmute lo6aBUTL 6anaHCUpPOBLLUK.

4. Beegute IP-agpec nnu DNS B none Agpec 6anaHcupoBLUMKa.

5. Ykaxute nopt B none lMopr.

6. Boibepute cnocob ayTeHTUdUKaL MM y4ETHOM 3anmMcKn Ha XOCTe: No naposnto uiv no SSH-
K4y .

7. Ecnn Ha npegpblaywem ware Bbibpanu no naponto, 1o BBeanTe JloruH v Maponb. Ecnu Ha
npegpigyLiem ware Bolopanu no SSH-kntovy, 10 BBeauTe JlornH, MNMaponb sudo, SSH-knto4 n
MaponbHyto cppa3sy.

8. Haxxmute [lo6aBUTD.

6. Haxmute [Oanee ons nepexoda K criegyollemMy wary macrepa.

MopThl

() MHOOPMALIMSA

MopTbl KOMAOHEHTOB PAM fomXKHbI 6b1Tb YHUKaNbHbIMU. [TopTbl HAProxy gomkHbl 6bITb YHUKANbHBIMMU.

1. Ykaxkute noptbl Anst KomnoHeHToB PAM B COOTBETCTBUM C Ballen CETEBON apXUTEKTYPOWN U OCTaBbTe

3Ha4YeHnd rno ymos4aHuio.

KomnoHeHT MopT no ymonyaHuo
SSH Proxy 2222

RDP Proxy 3390



KoMnoHeHT MopT no ymonyaHuo

PostgreSQL Proxy 5432
MC/UC HTTP 80

MC/UC HTTPS 443
Gateway Service 8443

2. Ykaxute noptbl Ans HAProxy B COOTBETCTBUM C BaLlen CETEBON apXUTEKTYPOWN UIM OCTaBbTE 3HAYEHUS
Nno yMOM4YaHuio.

HAProxy MopT no ymonyaHuto
HAProxy SSH 2222
HAProxy RDP 3390
HAProxy PostgreSQL 5432
HAProxy HTTP 80

HAProxy HTTPS 443

3. Haxxmute Oanee ana nepexona K cnegyrollemy Lary macrepa.

Ceptudukarbi

Ha atom ware Tpe6yeTc;| 3arpy3nTb 3apaHee noaroTtoBJiIEHHbIE cepTudukathbl.

1. 3arpysuTe cepTudumkart ygoctoepsitoLlero LeHTpa 6e3 npusatHoro kntoya B popmate PEM (Base64) ¢
pacwmpeHnem .crt.

2. 3arpysuTe cepTuumkaTbl 4 XOCTOB C pacwumpeHnem . pfx nnmn wildcard-ceptudukat n ykaxumte
napornb.

3. Haxxmute Oanee ansa nepexona K cnegyrollemy Liary macrepa.


http://localhost:3000/privileged-access-manager/3.0/preparation-for-installation/certificates/

Ba3bl AaHHbIX

1. Boibepute Tun cepBepa Microsoft SQL.

2. Beegnte Agpec cepBepa 1 Umsa nHctaHca MSSQL.

3. Bkntounte onumto be3sonacHoe nogkntoyeHne kK CYB/.

4. Beegute nvs nonb3oBaTens U Naposb YY4eTHOM 3anucy ansa paboTsl ¢ 6a3ammn gaHHbIX.

5. Ina nepekntoyatens Knoun wudcgpoBaHus Bbibepnte 3HavyeHne CreHepMpoBaTb HOBLIW.

6. BBeguTe HaszBaHus 6a3 faHHbIX, KOTOPbIE Bbl CO34any Ha Lware NoAroToBKM K YCTaHOBKE:
o B[l ons npuBUNernpoBaHHbix Y3

o B[] ansa ayteHTMduKaTopoB nons3osatenen PAM
o B[] pnsa cobbiTun PAM

o B[ ansa 3agad no pacnucanuto Core

o B[l onsa 3agay no pacnucaHuto ldp

7. Haxmute Janee ansa nepexofa K cnegyrollemy Lwary macrepa.

v Bbibop 6a3bl gaHHbIX PostgreSQL

1. Bbibepute Tun cepBepa PostgreSQL.

2. Beegute Appec cepBepa.

3. Bkntouute onuuto BesonacHoe noakntoveHue kK CYBA.

4. Beegute nms nNonb3oBaTens U Naposb YY4eTHOM 3anucy ansa paboTbl ¢ 6a3zammn OaHHbIX.

5. Ina nepekntoyatens Knoun wudcgpoBaHus Bbibepute 3HavyeHne CreHepupoBaTb HOBbIW.

6. BeeouTe Ha3BaHus 6a3 faHHbIX, KOTOPbIE Bbl CO34anM Ha Lware NoAroToBKM K YCTAHOBKE:
o B[l ons npuBUNernpoBaHHbix Y3

o B[ ansa ayteHTMduKaTopoB nonb3osatenen PAM
o B[] ana cobbiTun PAM

o B[l onsa 3agay no pacnucaHunio Core

o B[l onsa 3agay no pacnucaHuto ldp

7. Haxmute [anee ansa nepexofa K cnegyroLllemy Liary macrepa.

XpaHunuuwie gaHHbIX


http://localhost:3000/privileged-access-manager/3.0/preparation-for-installation/databases/
http://localhost:3000/privileged-access-manager/3.0/preparation-for-installation/databases/

1. Boibepute Tun xpanunuuwa darinosas cucrema.
2. Ecnn TpebyeTca nameHnte 3HadeHve B none KopHeBas AMpeKTopus XpaHunuiya.

3. Haxxmute Janee ansa nepexoaa K crieaytowemMy Liary macrepa.

v [pyrie TUnbl XpaHUnuLy

Mpwn BIBOpe SMB 3anonHuTe nons:

o CeTeBom NyTb
o [lomeH
¢ /msa nonb3oBatens

e [laponb

Mpu BbIGOPE S3 3anonHuUTe Nons:

o CeteBou agpec S3 cepBepa

MMyTb 0O KOPHEBOW AMPEKTOPUN XpaHunuwia Ha S3-cepBepe

NaeHTudumkatop knrova goctyna (access key id)

CekpeTHbIn KoYy gocTtyna (secret access key)

PervoH (HeobsizaTenbHoe none)

OrpaHu4yeHne nokaumm (HeobsizaTenbHoe none)

KaTanorm nonn3oBarteneu

1. Haxxmute lo6aBUTL KaTanor.
2. B none Cnyx6a katanoroB Bblibepute 3HadyeHne Active Directory.

3. Beegute 3HaveHue B none ID kaTanora. CcoopmynmnpymnTe 31O 3Ha4eHne camocTosaTesibHO. OHO MOXeT
COCTOSITb U3 NATUHCKMX BYKB 1 undp, MakcumanbHasa anvHa — 32 cumsona. Ecnu nnaHupyete

NCNONb30BaTb HECKOSbKO KaTanoros, To ux ID AomkHbl ObiTb pasHbIMU.
. BBeante 3HayeHune B none DNS gomeHa.
. BBeante 3HauyeHue B none DN KoHTeMHepa nonb3oBaTenen.

. BBeante nmsa nonb3osarens u naposib y4eTHOWN 3anmncu.

~N OO O B~

. BkntouuTte onumio Ucnonb3oBatb LDAPS.




8. Ecnun TpebyeTtcs, nsmeHnte CooTBETCTBME aTpnbyTOB Nonb3oBartenen n/unu atpubyTos rpynn

norb3oBaTenen.
9. Haxxmnte 106aBUTDL.

10. HaxmuTe Oanee ons nepexoda K criegyolemMy wary macrepa.

¥ Bbibop katanora ALD PRO, FreelPA, OpenLDAP

1. Haxxmute lo6aBUTL KaTanor.
2. B none Cnyx6a katanoroB Bbibepute ogHo n3 3HadeHunin: ALD PRO, FreelPA, OpenLDAP.

3. Beegute 3HaveHne B none ID kaTtanora. CcopmynmpynTte 310 3Ha4eHne camoctosTesnibHo. OHO
MOXET COCTOSATb U3 JTAaTUHCKMX BYKB 1 undp, MakcumansHaga anvHa — 32 cumeorna. Ecniv

nnaHMpyeTe UCNosb30BaTh HECKOMNbKO KaTanoros, TO Ux ID gomkHbl 6bITb pasHbiMu.
4. Beegute 3Ha4yeHune B nonie DNS gomeHa.
5. Beeaute 3Ha4yeHue B nosnie DN KOHTeMHepa nonb3oBaTenen.

6. Beegute nmsa nonb3osatens B popmate DN (npumep:

uid=pamadmin,cn=users,cn=accounts,dc=my,dc=company') 1 naponb y4eTHOW 3anuncu.
7. Bkntounte onumio Ucnonb3oBatb LDAPS.

8. Ecnu Bbibpann ALD PRO wnnu FreelPA, To Bbibepute ®@opmaTt naeHtucpukaropa
nonb3oBatenen u rpynn — SID nnn GUID.

9. Ecnun TpebyeTcs, nsmeHnTe COOTBETCTBME aTpnbyTOB nonb3oBartenen n/unu atpnbyTos rpynn

rnorib3oBaTenen.
10. Haxkmute [lobaBuUThb.

11. Haxmute fanee onga nepexofa K creagyrowemy Lary macrepa.

() MHOOPMALIMSA

MoxHo 006aBUTb HECKONBKO KaTanoroB nonb3oBaTeneun.

AOoMUHUCTpPaATOpPLI poren

() MHOOPMALIMSA

B MacTepe MOXHO yKa3aTb TOMbKO O4HOro afiMUHUCTpATopa ponen.



1. BbibepuTe 13 KaTanora y4eTHyto 3anvcb Nnonb3oBaTtens, KoTopomy OyayT Bbl4aHbl NpaBa Ha
ynpaeneHue ponsmu PAM. OTOT nonb3oBaTernb CMOXET BblAaTb NpaBa Ha AOCTYM K KOHCOMM

ynpasnenns PAM gpyrum nons3osaTtensm.

2. Haxmute [Oanee aonsg nepexoda K criegyowemy wary macrepa.

AyTeHTU(pUKauma nonb3oBaTeneu

1. Ansa nons MexaHusm ayTeHTuduMKaumm BoibepuTte 3HadeHne Windows.

2. BkntounTe onumio BknounTtb AByXxhaKToOpHYI0 ayTeHTU(UKauuo ana Bcex nonb3oBaTesien no
YMOYaHuIo.

3. lna nepekntovatens Tun BToporo cdakrtopa Bbibepute 3HavyeHne TOTP.

4. OTMeTbTE KOMMNOHEHTLI, ANs KOTOPbIX Tpe6yeTC$| BKIMHOYUTb KeLlnpoBaHUE BTOPOro cbaKTopa:

o Management Console
o User Console
o Desktop Console
o SSH Proxy
o RDP Proxy
o RDS Proxy
5. Ecnu TpebyeTcs, oTpenakTMpynte 3HadyeHme B none Bpems kewmpoBaHua.

6. Haxmute [lanee onsg nepexoda K criegyollemMy wary macrepa.

v Brtopou caktop ayteHTupmkauumn no Email

Mpu BbIGOpEe Email B kayecTBe BTOPOro haktopa 3anofnHuTe cnegyrowme nons:

o SMTP-cepBep

e Agpec noyTtbl oTnpaBuTens (agpec, ¢ KoToporo GyaeT oTnpaBreHo NCbMO)

MopT

Mmsa nonb3oBaTtens (NorvH Ana aBTopusaumm Ha cepeepe)

Maponb

v AyTeHTudukaums no RADIUS




Mpwn Boibope RADIUS B kayecTBe MexaHn3Ma ayTeHTUdUKaLmm notpedyeTtcs ykasatb AaHHbIe
RADIUS-cepBepa.

1. HaxxmuTte [lo6aButh cepBep RADIUS.

2. Boibepute cxemy ayTeHTUMKauun. BoaMoxHble 3Ha4eHus: PAP, CHAP, MSCHAPV2 . He
pekoMeHayeTcs BbibupaTb cxemy PAP | T.K. OHa siBNsieTcst HeGe3onacHoM, NOTOMY YTO Naposb
nepegaetcs B OTKPbITOM BuAe.

3. Ykaxute Agpec cepBepa, Mopt n Cekper.

4. OctaBbTe BkntoveHHoM onuuio MpoBepaTb atpubyT Message-Authenticator. 3tot atpubyT
ncnonb3yeTcsa Ans obecnevyeHns LeNoCTHOCTU NAKETOB M 3amnTbl UX OT nogaenku. OctaBnATb
ONUUIO BbIKITHOYEHHOM AOMYCTUMO TOMBbKO B TOM Cllydae, eCriv UCMOoSb3yemMoe NporpaMmmMHoe
obecneyeHne He NogaepXkmnBaeT paboTy ¢ aTUM aTpubyToM.

5. Boibepute ®opmaTt uMmeHu ansa ayteHTudukaumm. Bolbupante sHavyeHne Uma 6e3 pomeHa ans

ayTeHTUprkaumm Bo FreeRadius. Beibupante Umsa B hopmate SAM nnn Umsa B popmate UPN
ansa ayteHtudpumkauumn B NPS RADIUS.

MoxHo ykasaTb Heckonbko cepBepoB RADIUS, 4ytobbl o6ecneunTb 0TKa3oyCcTONYMBOCTb CUCTEMBI. B
aTtom cnyyae PAM nochkinaet 3anpoc cepsepam RADIUS nocnegoBatenbHoO, B Nopsake ykasaHUs
cepBepoB. To eCTb eCnu He yaanock nogknoymTbes k nepsomy cepsepy RADIUS, To PAM nonbiTaetca

NOAKMIOYNTLCA K crieayroemy.

CepBep pgoctyna

1. Ecnu TpebyeTcs, nameHute 3HadeHust nonen MakcumMmanbHoe Bpemsi oTBeTa areHTa 1 MHTepBan
healthcheck areHTa.

2. Haxmute [Oanee aons nepexoda K criegyolemy wary macrepa.

NlormpoBaHue

1. Ecrin Tpe6yeTc;|, n3meHnTe YpoBeHb NTOrmMpoBaHuUsi, MakcumMmarbHOe KONmM4ecTBo J'IOF-(*)aIZJ'IOB cepBepa

ynpasneHnsa n MakcumarbHOEe KONMYecTBO nor-pannos cepeepa AocTyna.

2. Haxmute Oanee aons nepexoda K criegyollemMy wary macrepa.



CoObIiTuA

1. Ecnu TpebyeTca, nobasbre Syslog-cepsep.

v Syslog-cepsep

Syslog-cepBep ncnonbayetcsa ona nHrerpauyumn ¢ SIEM-cuctemon. CobbiTvsi U TEKCTOBLIE F10TN
3anucbiBaloTca Ha Syslog-cepBep B peXxnme peanbHOro BPEMEHU, TO €CTb B MPOLECCE aKTUBHOMO
yAaneHHoro noaksitoyeHust, a He Nocne ero 3aBepLUeHnsi. ATO NO3BONAET MaKCMMarbHO ObICTPO
BbISABMNSATb UHLUNOEHTHI U1 aHOManum, CBsi3aHHbIe C AENCTBUSMIN NPUBUIIETMPOBAHHbIX

nosib3oBaTenen.

Mpu gobaeneHnn Syslog-cepBepa NoTpebyeTcs 3anoNHUTL cneayroLmne nonsi:
- Agpec cepBepa

- Cetesou npotokon (TCP unn UDP)

- Mopt

- ®opmat cobbiTnin (CEF nnn LEEF)

- Bepcus Syslog (RFC3164 nnn RFC5424)

2. Haxxmute [lanee ons nepexoda K criedytollemy Liary Macrepa.

Pe3epBHas konus

PesepBHas konua mactepa — 3T0 3almn@poBaHHbI ann, KOTOpbIA NCNONb3yeTcsa M5 BOCCTaHOBNEHUS
COCTOsIHMA MacTepa. OTOT dann notpedyerca Bam B Byayuiem ansg obHosneHus PAM Ha HOBYO Bepcuto

nnn ona n3aMeHeHus KoHurypaumm tekyen sepcumn PAM.
A NPEOYNPEXAOEHUE
CoxpaHuTe hainn pes3epBHON KOnMm Mactepa 1 3arnoMHUTE Naporib.

Bes atoro cparina n napons K HeMy Bbl HE CMOXeTe B ByayLiemM M3MeHUTb KOHGUrypauuio BaLlen

nHctannaumum PAM nnmn obHoBute PAM 00O HOBOWM BEPCUKM Yepel3 macTep.

1. 3aganTe naponb AN pe3epBHOM KONUK MacTtepa.

2. Haxxmute CkavaTb pe3epBHYIO KOMUIO.



3. Haxxmute Janee ana nepexona K cnegyrowlemy wwary macrepa.

YctaHoBka PAM

1. Ansa nepekntoyatens Cnocob yctaHOBKU BbibepuTe 3HavyeHne U3 macTepa.

2. Haxmute YetaHoButhb PAM.

3. OTcnexwuBaliTe NpoLecc YCTaHOBKM C MOMOLLbIO Nporpecc-6apa. [Joxantech 3aBepLUeHUst YyCTaHOBKM.

() MHOOPMALIMSA

dannbl ¢ norammn yCTtaHoBKM HaxoaaTcsa no cnegytowemy nytn: IndeedPAM_3.0_RU/indeed-

pam/logs/.

B cnyyae BO3HMKHOBEHMUS OLUINOKM YCTAHOBKM MPOCMOTPUTE 3T hansnbl M Npu HEOBX0ANMOCTH

O6paTVITer 3a NMNOMOLLLIO MO UcnpaBrieHnto OLUMOKM B TEXHUYECKYIO noaaepxKy.

4. OTKponTE B HOBOW BKIaZKe KOHCOSb ynpasneHusi, 4tobbl HacTpouTb Indeed PAM. MNpoxogute
ayTeHTUMMKaLMIO B KOHCONWU C TEMU YY4E€THbIMW AaHHBIMU, KOTOPbIE YKa3anu Ha ware AAMUHUCTPAaTOpbI
ponen. MogpobHyo MHGOPMaLMO O NepBOHaYarlbHONM HAaCTPOMKE CMOTPUTE Ha cTpaHuue epBbin

3anyck.

5. Haxmute 3aBepLIJVITb pa60Ty MacTepa Uin BbINONHUTE Ccrneayrulyro KOMaHay B TEpMUHAne:

sudo bash stop-wizard.sh


http://localhost:3000/privileged-access-manager/3.0/problem-solving/tech-support/
http://localhost:3000/privileged-access-manager/3.0/administration/first-launch/
http://localhost:3000/privileged-access-manager/3.0/administration/first-launch/

OTka3oyctonumBas Ha Linux

KomnoHeHTbl Indeed PAM ycTaHaBnuBatoTCca Ha Tpu cepBepa. ATOT TUN YCTAHOBKM MNO3BONSAET OTAENUTb
NOrMKY CUCTEMbI OT KOMMOHEHTOB, NPeoCTaBNALWMX AOCTYN. VIcnonb3yeTcs JONONHUTENbHbLIM cepBep A5
opraHuM3aumu 0TKa3oyCToM4YnMBOCTW. ogxoauT Ansg BHeOPEeHUs 1 aKcnnyaTauum B NPOMbILLNIEHHOW cpeae.

Cxema pasBepThbiBaHUA ¢ 6anaHCMPOBKOWN.

I'Iepe,u, Ha4yalioM YCTaHOBKW BbIMOJIHUTE MOATOTOBKY OKPYXXEHUA.

3anyckK macrtepa

MacTtep — 310 BEG-NpunoxxeHne, KOTopoe NO3BONSAET YCTaHOBUTb, OGHOBUTbL BEPCUIO NN U3MEHUTD
KoHdpurypaumto Indeed PAM. MacTtep noctaBnseTcs B coctaBe guctpubytmsa PAM. YTobGbl ncnonb3oBaTtb

MacTep, |'|0Tpe6yeTc;| 3anyCcTtnuTb €ro B DOCker-KOHTeVIHepe C NOMOLLbIO cneunarnbHOro CKpunTta.

/\ NPEAYNPEXOEHUE

MacTep gomxkeH 6bITb 3anyLLleH Ha TOM XOCTe, Ha KOTOPOM ByAeT YCTaHOBMEH CepBep ynpaBfeHns nnm
cepBep goctyna PAM, nHaye nponsonget owmbka pabotel mactepa.

1. 3arpyaute u pacnakynte guctpmbytues PAM Ha Linux-maLuunHy.

2. Nomectute ceptudpumkat ygoctosepsiowero LeHTpa B IndeedPAM_3.0_RU\indeed-pam\state\ca-
certificates. 31o Tpebyetca ansa koppekTHon paboTtel LDAPS. NMponyck aToro wara npuBeaeT K ounbke

paboTbl MacTepa.

3. 3anyctute mactep KOMaHAoMW:
sudo bash run-wizard.sh

4. loxantech BbINOSTHEHUS CKpUMTA.
5. lNocne BbinonHeHus ckpunta nepengute no URL, ykazaHHOMY B KOHCONW.

6. B none Koa aoctyna BBegnte AutenticationCode, yKa3aHHbIi B KOHCOMNW NOCHE BbINOMHEHNS
cKkpunTa.
Mpumep koda: vVHyTVRyKX5pxUKM6e1ZgCWENOdXFdOy .


http://localhost:3000/privileged-access-manager/3.0/preparation-for-installation/

() MHOOPMALIMSA

Mo ymonuyaHuto kof ByaeT 3anpoLleH cHoBa Yepes 2 Yaca, TO eCTb 3a 3TO BPEMS HYXHO YCneTb
BbIMOMHUTE BCO paboTy.

7. Haxxmnte BonTtun n nepexogumre k pabote ¢ MacTepom.

CueHapun

1. Bbibepute HoBasa nHcrannsauua PAM.

2. Haxmute Oanee ons nepexoda K criegyowemy wary macrepa.

v [MNogpobHee 0 cueHapusx

MaCTep ncnorb3yeTcd And BbIMOJIHEHNA OOHOIo N3 TpeX CLUEeHapUeEB:

e HoBasa nHctannauma PAM — yctaHoBka Indeed PAM.

o O6HoBneHne PAM — o6HoBrneHue Bcex komnoHeHToB Indeed PAM go HoBou Bepcun. Hanpumep,
¢ 2.10 po 3.0. Bo Bpems ob6HoBneHns PAM Bynet HegocTyneH. Bece Tekywme ceccum byayT

npepBaHbl.

¢ U3ameHeHue koHdurypauum PAM — BHeceHEe N3MEHEHUIN B TEKYLLYIO MHCcTannsuuio PAM.
Hanpumep, nameHeHune coctaBa xocTtoB. Bepcuss PAM octaHeTcs Toun xe. Bo BpeMsa 06HOBNEHUS

PAM 6ynet HegocTyneH. Bce Tekywime ceccum ByayT npepBaHbl.

Cxema xocToB

Mo xocToM NOHMMAaETCA PU3NYECKUN NN BUPTYyarbHbIA cepBep, Ha KOTOPOM pacnonaratoTCs KOMMOHEHTb!
PAM.

1. Ha ware Cxema xocToB BBEAUTE NOMHOE JOMEHHOE MMs cepBepa ynpasneHus B norne FQDN PAM.
Mpumep: pam.my-company.local.

2. [lobaBbTe cepBep ynpasneHusi, cepsep goctyna RDP, cepsep goctyna SSH, cepsep goctyna
PostgreSQL. YuntbiBanTe, 4T0 HENb3s 406ABUTL HECKOMNBbKO XOCTOB C OAMHAKOBbLIM agpeCcoM.



v CepBep ynpaBneHus

1. Haxxmnte [1o06aBUTL XOCT.

2. Ins nepekntovatens OnepauMoHHas cucrtema xocta Bbibepute Linux.

3. BkntoumTe onumio CepBep ynpaBreHuUs.

4. Beegute |IP-agpec nnn DNS B none Agpec xocTta. YunTbiBanTe, YTo Henb3s 4obaBnTb
HECKOJSTbKO XOCTOB C O4MHaKOBbIM aapecoM.

5. Ykaxunte nopt B none Mopr.

6. Bbibepute cnocob ayTeHTUdMKALMM YH4ETHOM 3anNncuK Ha XocTe: no naponto unv no SSH-
KITHo4y.

7. Ecnn Ha npegpiaywem ware Bbibpanu no naponto, 10 BBeanTe JloruH n Maponb. Ecnu Ha
npegpiayLiem ware Boldopanu no SSH-knouvy, 10 BBegute JloruH, Maponb sudo, SSH-knto4 n
MaponbHyto cppa3sy.

8. Haxxmnte [106aBUTDL.

v Cepsep goctyna RDP

1. Haxxmute lo6aBUTL XOCT.

2. Ina nepekntovatena OnepaumMoHHas cuctemMa xocTa BbibepuTte Linux.

3. Bkntouumte onumio Cepsep goctyna RDP.

4. Beegute IP-agpec nnn DNS B none Agpec xocTta. YunTbiBanTe, YTO Henb3s 4ob6aBnTb
HECKONbKO XOCTOB C OA4MHAKOBbLIM agpecoM.

5. Ykaxute nopt B none lMopr.

6. BoibepuTte cnocob ayTeHTUdUKaLmMmM y4ETHOM 3anmMcKn Ha XOCTe: no naposnto unv no SSH-
KIrouy.

7. Ecnu Ha npegbiaywem ware Bolbpanu no naponto, To Beeaute JlormH u NMaponb. Ecnn Ha
npeabigywiem ware Boiopany no SSH-knrouy, 1o BBeanTe JloruH, NMaponb sudo, SSH-knto4 1
MaponbHyo hpa3sy.

8. Haxxmunte lo6aBUTHL.

v Cepsep goctyna SSH

1. Haxxmnte [lo6aBUTL XOCT.
2. Ins nepekntovatens OnepauMoHHas cucrtema xocta Bbibepute Linux.
3. Bkntoumte onumio CepBep goctyna SSH.




4. Beegute IP-agpec nnn DNS B none Agpec xocTta. YunTbiBanTe, YTO Henb3s 4obaBnTb
HECKONbKO XOCTOB C OA4MHAKOBbLIM aapecoM.

5. Ykaxute nopt B none lMopr.

6. Boibepute cnocob ayTeHTUdUKaLmMmM y4ETHOM 3anmMcKn Ha XOCTe: No naposnto unv no SSH-
KITHo4y.

7. Ecnu Ha npegbiaywem ware Bolbpanu no naponto, To Beeaute JloruH u NMaponb. Ecnn Ha
npegpigyLiem ware Boldopanu no SSH-knwouvy, 10 BBeauTe JloruH, MNMaponb sudo, SSH-knto4 n
MaponbHyto cppa3sy.

8. Haxxmute [lo6aBUTD.

v Cepsep goctyna PostgreSQL

1. Haxxmute [lo6aBUTL XOCT.

2. ns nepekntovatens OnepauMoHHas cucrtema xocta Bbibepute Linux.

3. Bkntounte onuuio CepBep goctyna PostgreSQL.

4. Beegute IP-agpec nnu DNS B none Agpec xocTa. YuntblBanTe, YTo Henb3sa 4o6aBntb
HECKOJTbKO XOCTOB C O4MHaKOBbIM aApecoM.

5. YkaxunTte nopt B none Mopr.

6. Boibepute cnocob ayTeHTUdMKaLuumn y4eTHOM 3anmMcy Ha XocTe: no naposnto unm no SSH-
KITHo4y.

7. Ecnn Ha npegpiaywem ware Bbibpanu no naponto, 1o BBeanTe JloruH n Maponb. Ecnu Ha
npegpigyliem ware Boidopanu no SSH-kno4y, 10 BBegute JlormH, Maponb sudo, SSH-knto4 n
MaponbHyto cpa3sy.

8. Haxxmnte [lo06aBUTDL.

() MHOOPMALIMSA

Cepsep ynpasneHus, cepsep goctyna RDP, cepsep goctyna SSH, cepsep goctyna PostgreSQL
MOryT pacrnosiaratbCs Ha OAHOM XOCTe.

3. MpocmoTpuTe Ta6J'IVILl,y XOCTOB 1 NPOBEpPbLTE NPaBUNbHOCTb 3anoSfIHEHHbIX AaHHbIX. Ecnn Tpe6yeTC$|

oTpenakTnpoBaTb AaHHblIE XOCTa, HAXMUTE Ha CTPOKY C 3TUM XOCTOM, BHECUTE USMEHEHUA N HAXMUTE

——

COXpaHMTb. Ecnu Tpe6yeTcs=| yoarnnTb XOCT, HAXMUTE m psaaAomM C 3TUM XOCTOM.

4. Ina nepekntoyatena banaHcupoBlmk BbibepuTe 3HavyeHne HAProxy. 3t1o 6anaHcMpoBLLMK,

nocrtaensieMblt B coctaBe PAM, KOTOpbIM YyCTaHaBNMBAETCH N HacTpamBaeTcs B npouecce



passepTbiBaHns PAM. MoxHO ykasaTb Makcumym 2 6anaHcuposLumka HAProxy.

() MHOOPMALIMSA

Mpw ncnonb3oBaHNK CTOPOHHEro BanaHCMpoBLUMKA y4nTbiBanTe, YTo NoTpebyeTcss HaCTPOUTL ero
camocTosATensbHo. Ybeautech, 4to PAM goctyneH no agpecy, ykazaHHomy B none FQDN PAM.

5. [loGaBbTe 6anaHCUPOBLUUK. YUNTbIBANTE, YTO HEMb3si 40OaBUTb HECKOMNBKO 6anaHCUPOBLLNKOB C
O[IHAKOBbLIM aJpPEeCOM.

v BanaHcuMpoBLLKK

1. Haxxmute lo6aBUTb 6anaHCUPOBLLMK.

4. Beegute IP-agpec nnn DNS B none Agpec 6anaHcupoBLLMKa.

5. Ykaxunte nopt B none Moprt.

6. Bbibepute cnocob ayTeHTUdMKALMM YHYETHOM 3anNnCK Ha XOocTe: No naponto v no SSH-
K4y .

7. Ecnu Ha npegbiaywem ware Bolbpanu no naponto, To Beeaute JloruH u NMaponb. Ecnn Ha
npeablgywiem ware Boiopany no SSH-knrouy, 1o BBeanTe JloruH, NMaponb sudo, SSH-kno4 1
MaponbHyo hpa3sy.

8. Haxxmnte [lo06aBUTDL.

6. Haxxmute [lanee ons nepexoda K criedytollemy Lary Macrepa.

MopThl

() UH®OPMALUSA

MopTbl kKoMNoHeHTOB PAM aomxHbl 6biTb YHUKanNbHbIMU. [opTel HAProxy AomkHbl ObiTb YHUKANbHbLIMMA.

1. Ykaxkute noptbl A4n1s KomnoHeHToB PAM B COOTBETCTBUM C Ballen CETEBOWN apXUTEKTYPOWN UNN OCTaBbTe
3Ha4YeHUs No YMOMNYaHMIo.

KomnoHeHT MopT no ymonyaHuio

SSH Proxy 2222



KoMnoHeHT MopT no ymonyaHuo

RDP Proxy 3390
PostgreSQL Proxy 5432
MC/UC HTTP 80

MC/UC HTTPS 443
Gateway Service 8443

2. Ykaxute noptbl Ans HAProxy B COOTBETCTBUM C BaLlen CETEBON apXUTEKTYPOWN UIM OCTaBbTE 3HAYEHUS

no ymorsri4yaHuto.

HAProxy MopT no ymonyaHuio
HAProxy SSH 2222
HAProxy RDP 3390
HAProxy PostgreSQL 5432
HAProxy HTTP 80

HAProxy HTTPS 443

3. Haxxmute Janee ansa nepexofa K cnegyrowlemy Lwary macrepa.

Ceptundukarbi

Ha aTom wware TpeGyeTcs 3arpy3uTb 3apaHee NoAroToBMNEHHble cepTUdUKaTbI.

1. 3arpysuTe cepTudumkaTt ygoctoepsitoLlero LeHTpa 6e3 npusatHoro kntoya B popmate PEM (Base64) ¢

paclumpeHnem .crt.

2. 3arpysuTe cepTudumkaTbl 4 XOCTOB C pacwumpeHnem . pfx unmn wildcard-ceptudukart n ykaxute
naporb.


http://localhost:3000/privileged-access-manager/3.0/preparation-for-installation/certificates/

3. Haxxmute Janee ana nepexona K cnegyrowlemy wwary macrepa.

Ba3bl AaHHbIX

1. Bbibepute Tun cepBepa PostgreSQL.

2. Beegute Appec cepBepa.

3. Bkntounte onuuio BesonacHoe nogkntoveHue kK CYB.

4. Beegute nms nonb3oBaTens U Naposb YY4eTHOM 3anucy ansa paboTsl ¢ 6a3ammn gaHHbIX.

5. Ina nepekntoyatens Knroun wudcgpoBaHus Bbibepnte 3HavyeHne CreHepMpoBaTb HOBLIW.

6. BBegute HasBaHusa 6a3 AaHHbIX, KOTOpbl€ Bbl CO34arin Ha ware noarotoBkn K yCTaHOBKE!

o B[ ana npuBmnernpoBaHHbIX Y3

o B[ ansa ayteHTMduMKaTopoB nons3osatenen PAM
o B[] apnsa cobbiTun PAM

o B[l onsa 3agay no pacnucaHunio Core

o B[l onsa 3agay no pacnucaHuto ldp

7. Haxmute Janee ansa nepexofa K cnegyrollemy Lwary macrepa.

v Bbibop 6a3bl gaHHbIX Microsoft SQL

1. Boibepute Tun cepBepa Microsoft SQL.

2. Beegnte Agpec cepBepa 1 Umsa nHctaHca MSSQL.

3. Bkntouute onuuto BesonacHoe nogknioveHue kK CYB/.

4. Beegute nms nonb3oBaTensi U Naponb YY4eTHOM 3anucy ansa paboTbl ¢ 6a3zammn JaHHbIX.

5. Ansa nepekntodatenst Knouu wudcgpoBaHus Bbibepute 3HaveHne CreHepupoBaTbh HOBbLIWN.

6. BBeguTte Ha3BaHus 6a3 AaHHbIX, KOTOpbl€ Bbl CO34alsin Ha wware noarotoBkn K yCTaHOBKE!

o B[l ana npuBmMnernpoBaHHbIX Y3

o B[ onsa ayteHTMduMKaTopoB nons3osatenen PAM
o B[] ana cobbiTun PAM

o B[l onsa 3agay no pacnucaHunio Core

o B[l onsa 3agay no pacnucaHuto ldp

7. Haxmute [anee ana nepexofa K cnegyrollemy Lwary macrepa.



http://localhost:3000/privileged-access-manager/3.0/preparation-for-installation/databases/
http://localhost:3000/privileged-access-manager/3.0/preparation-for-installation/databases/

XpaHunuuwe gaHHbIX

1. Bbibepute Tun xpanunuwa dannosasa cucrema.

2. Haxmute [Oanee ons nepexoda K criegyowemy wary macrepa.

v [pyrne Tunbl XpaHUnuLy

Mpn BbIGOPE SMB 3anonHuTe nons:

CeteBoM nyTb

JomeH

Mmsa nonb3oBatens

Mapornb

Mpu BbIGOpPE S3 3anonHuTE Nons:

CeteBori agpec S3 cepBepa

MyTb 4O KOPHEBOW AMPEKTOPUM XpaHuUnuLLa Ha S3-cepaepe

NaeHTudumkatop kntova goctyna (access key id)

CekpeTHbIM KoY gocTtyna (secret access key)

PernoH (HeobsasarensHoe none)

OrpaHu4yeHuve nokaumm (HeobsizaTenbHoe none)

KaTanorv nonb3oBaTeneu

1. Haxxmute [lo6aBuUThL KaTanor.
2. B none Cnyx6a katanoroB Bblbepute ogHo n3 3HadeHunn: ALD PRO, FreelPA, OpenLDAP.

3. Beegute 3HaveHue B none ID kaTanora. CcoopmynnpynTe 310 3Ha4eHne camocTosTeNibHo. OHO MOXeT
COCTOSATb U3 NAaTUHCKMX BYKB 1 undp, MakcumanbHas anvHa — 32 cumeona. Ecnu nnaHnpyete
Ncnonb3oBaTh HECKOMBbKO KaTtanoros, To X ID gormkHbl ObITb pasHbIMU.

4. Beegute 3Ha4yeHune B norie DNS gpomeHa.
5. Beeagute 3HayeHue B nore DN KOHTeMHepa nonb3oBaTenen.

6. BBeaute nms nonb3osartens B popmate DN (npumep:
'uid=pamadmin,cn=users,cn=accounts,dc=my,dc=company') n naposib y4eTHOWN 3anuncu.



7. Bknounte onumio Ucnonb3oBaTb LDAPS.

8. Ecnu Bbibpann ALD PRO wnu FreelPA, To Bbibepute ®opmaTt naeHtudmkatopa nonb3oBartenen u
rpynn — SID vnn GUID.

9. Ecnn TpebyeTtcs, nameHntTe CooTBETCTBME aTpnbyTOB nonb3oBartenen n/mnu atpmbyTos rpynn

rnorib3oBaTenen.
10. Haxkmute lo6baBUTL.

11. Haxmute Janee onga nepexofa K creagyrowemy Lary macrepa.

v Bobibop katanora Active Directory

1. Haxxmute [lo6aBuUThL KaTanor.
2. B none Cnyx6a katanoroB BbibepuTe 3HavyeHne Active Directory.

3. Beegute 3HaveHue B none ID kaTanora. CcoopmynupynTe 31O 3Ha4eHne camoctosTesribHo. OHO
MOXET COCTOSATb U3 NTAaTUHCKMX BYKB 1 undp, MakcumanbHasa anvHa — 32 cumeona. Ecnin

nnaHMpyeTe UCnonb30BaTbh HECKONBKO KaTanoros, To nx ID gomkHbl 6biTb pasHbIMM.
. Beegute 3HaveHune B none DNS gomeHa.
. BBeante 3HauyeHune B nonie DN KOHTeMHepa nonb3oBaTenen.
. BBeante nmsa nonb3oBarens u naposib y4eTHON 3anuncu.

. BkntouuTte onumto Ucnonb3oBatb LDAPS.

0 N o o0 &

. Ecnn Tpebyetcsa, nameHnte cootBeTcTBme atpmbyToB nonb3oBartenen u/mnu atpudyTos rpynn

rnorib3oBaTenen.

©

. Haxkmute lo6aBuUTh.

10. Haxxmute Janee ana nepexona K criedytowemMy Liary mactepa.

() MHOOPMALIMSA

MoyxHo fo6aBUTb HECKOMNbKO KaTarioroB Morib3oBaTernen.

AOoMUHUCTpaATOpPLI porien

() UH®OPMALUSA

B MacTepe MOXHO yKasaTb TOMbKO O4HOro agMUHUCTpaTopa ponen.



1. BbibepuTe 13 KaTanora y4eTHyto 3anvcb Nnonb3oBaTtens, KoTopomy OyayT Bbl4aHbl NpaBa Ha
ynpaeneHue ponsmu PAM. OTOT nonb3oBaTernb CMOXET BblAaTb NpaBa Ha AOCTYM K KOHCOMM

ynpasnenns PAM gpyrum nons3osaTtensm.

2. Haxmute [Oanee aonsg nepexoda K criegyowemy wary macrepa.

AyTeHTU(pUKauma nonb3oBaTeneu

1. Ansa nons MexaHusm ayteHTUdUKaumm Boidepute 3HadyeHne LDAP.

2. BkntounTe onumio BknounTtb AByXxhaKToOpHYI0 ayTeHTU(UKauuo ana Bcex nonb3oBaTesien no
YMOYaHuIo.

3. lna nepekntovatens Tun BToporo cdakrtopa Bbibepute 3HavyeHne TOTP.

4. OTMeTbTE KOMMNOHEHTLI, ANs KOTOPbIX Tpe6yeTC$| BKIMHOYUTb KeLlnpoBaHUE BTOPOro cbaKTopa:

o Management Console
o User Console
o Desktop Console
o SSH Proxy
o RDP Proxy
o RDS Proxy
5. Ecnu TpebyeTcs, oTpenakTMpynte 3HadyeHme B none Bpems kewmpoBaHua.

6. Haxmute [lanee onsg nepexoda K criegyollemMy wary macrepa.

v Brtopou caktop ayteHTupmkauumn no Email

Mpu BbIGOpEe Email B kayecTBe BTOPOro haktopa 3anofnHuTe cnegyrowme nons:

o SMTP-cepBep

e Agpec noyTtbl oTnpaBuTens (agpec, ¢ KoToporo GyaeT oTnpaBreHo NUCbMO)

MopT

Mmsa nonb3oBaTtens (NorvH Ana aBTopusaumm Ha cepeepe)

Maponb

v AyteHTupumkauymnsa no RADIUS




Mpwn Boibope RADIUS B kayecTBe MexaHn3Ma ayTeHTUduKaLmm notpedyeTtcs ykasatb AaHHbIe
RADIUS-cepBepa.

1. Haxxmute [lo6aButh cepBep RADIUS.

2. Boibepute cxemy ayTeHTUdMKauun. BosMoxHble 3Ha4eHus: PAP, CHAP, MSCHAPV2 . He
pekoMeHayeTcs BbibupaTb cxemy PAP | T.K. OHa siBNsieTcsl HeGe3onacHoM, NOTOMY YTO Naposb
nepegaeTcs B OTKPbITOM BUAE.

3. Ykaxute Agpec cepBepa, MopTt n Cekper.

4. OctaBbre BkntoveHHoM onuuio MpoBepaTb atpubyT Message-Authenticator. 3tot atpubyT
ncnonb3yeTcsa Ans obecnevyeHns LeNOCTHOCTU NAKETOB M 3amnTbl UX OT nogaenku. OctaBnATb
ONUUIO BbIKITHOYEHHOMW AOMYCTUMO TOMBbKO B TOM Cllydae, eCriv UCMoSib3yemMoe NporpaMmmMHoe
obecneyeHne He NogaepkmnBaeT paboTy ¢ 3TUM aTpubyToM.

5. Bolbepute ®opmaTt umeHu ans ayteHTudukaumm. Bolbupante sHavyeHne Uma 6e3 pomeHa ans

ayTeHTuurkaumm Bo FreeRadius. Beibupante Umsa B hopmate SAM nnm Umsa B popmate UPN
ansa ayteHtudpumkauun 8 NPS RADIUS.

MoxHo ykasaTb Heckonbko cepepoB RADIUS, ytobbl o6ecneunTb 0Tka3oyCcTONYMBOCTb CUCTEMBI. B
atom cnyyae PAM nockinaet 3anpoc cepsepam RADIUS nocnegoBaTtenbHO, B NOPsSAKE yKa3aHUA
cepBepoB. To eCTb ecnu He yaanock nogknoymtbes k nepsomy cepsepy RADIUS, To PAM nonbiTaetca

NOAKMIOYNTBLCA K crieayroLemy.

CepBep goctyna

1. Ecnu TpebyeTcs, nameHute 3HadeHusi nonen MakcumanbHoe Bpemsi oTBeTa areHTa 1 MHTepBan
healthcheck areHTa.

2. Haxmute Oanee ons nepexoda K criegyollemMy wary macrepa.

IlormpoBaHue

1. Ecnu Tpe6yeTc;|, n3meHnTe YpoBeHb NTOrmMpoBaHuUsi, MakcumaribHoOe KONnmM4ecTBo J'IOF-(*)aIZJ'IOB cepBepa

ynpaBneHnsa n MakcumarbHOe KOnM4ecTBO nor-pannos cepsepa AocTyna.

2. Haxxmute [lanee Ans nepexoda K crniegyowemy wary macrepa.



CoObIiTuA

1. Ecnu TpebyeTca, nobasbre Syslog-cepsep.

v Syslog-cepsep

Syslog-cepBep ncnonbayetcsa ona nHrerpauyumn ¢ SIEM-cuctemon. CobbiTvsi U TEKCTOBLIE F10TN
3anucbiBaloTca Ha Syslog-cepBep B peXxnme peanbHOro BPEMEHU, TO €CTb B MPOLECCE aKTUBHOMO
yAaneHHoro noaksitoyeHust, a He Nocne ero 3aBepLUeHnsi. ATO NO3BONAET MaKCMMarbHO ObICTPO
BbISABMNSATb UHLUNOEHTHI U1 aHOManum, CBsi3aHHbIe C AENCTBUSMIN NPUBUIIETMPOBAHHbIX

nosib3oBaTenen.

Mpu gobaeneHnn Syslog-cepBepa NoTpebyeTcs 3anoNHUTL cneayroLmne nonsi:
- Agpec cepBepa

- Cetesou npotokon (TCP unn UDP)

- Mopt

- ®opmat cobbiTnin (CEF nnn LEEF)

- Bepcus Syslog (RFC3164 nnn RFC5424)

2. Haxxmute [lanee ons nepexoda K criedytollemy Liary Macrepa.

Pe3epBHas konus

PesepBHas konua mactepa — 3T0 3almn@poBaHHbI ann, KOTOpbIA NCNONb3yeTcsa M5 BOCCTaHOBNEHUS
COCTOsIHMA MacTepa. OTOT dann notpedyerca Bam B Byayuiem ansg obHosneHus PAM Ha HOBYO Bepcuto

nnn ona n3aMeHeHus KoHurypaumm tekyen sepcumn PAM.
A NPEOYNPEXAOEHUE
CoxpaHuTe hainn pes3epBHON KOnMm Mactepa 1 3arnoMHUTE Naporib.

Bes atoro cparina n napons K HeMy Bbl HE CMOXeTe B ByayLiemM M3MeHUTb KOHGUrypauuio BaLlen

nHctannaumum PAM nnmn obHoBute PAM 00O HOBOWM BEPCUKM Yepel3 macTep.

1. 3aganTe naponb AN pe3epBHOM KONUK MacTtepa.

2. Haxxmute CkavaTb pe3epBHYIO KOMUIO.



3. Haxxmute Janee ana nepexona K cnegyrollemy Lwary macrepa.

YctaHoBka PAM

1. Ansa nepekntoyatens Cnocob yctaHOBKM BbibepuTe 3HavyeHne U3 macTepa.

2. Haxmute YetaHoButhb PAM.

3. OTcnexwuBariTe NpoLEecc YCTaHOBKM C MOMOLLbI0 Nporpecc-6apa. [Joxantech 3aBepLUeHUst YyCTaHOBKM.

() MHOOPMALIMSA

dannbl ¢ norammn yctaHoBKM HaxogaTcsa no cnegytowemy nytn: IndeedPAM_3.0_RU/indeed-

pam/logs/.

B cnyyae BO3HMKHOBEHMUS OLLINOKM YCTAHOBKM MPOCMOTPUTE 3TK channbl 1 Npu HEOBX0ANMOCTH

O6paTVITer 3a NMNOMOLLLIO MO UcnpaBreHnto OLUMOKM B TEXHUYECKYIO noaaepxKky.

4. OTKponTE B HOBOW BKIaZKe KOHCOSb ynpaBneHus, 4tobbl HacTpouTb Indeed PAM. MNpoxogute
ayTeHTUMMKaLMIO B KOHCONWU C TEMU YY4ETHbIMU AaHHBIMU, KOTOPbIE YKa3anu Ha ware AAMUHUCTPAaTopbI
ponen. MogpobHyo MHGOPMaLMO O NepBOHaYarlbHON HAaCTPOMKE CMOTPUTE Ha cTpaHuue epBbin

3anyck.

5. Haxmute 3aBepLIJVITb pa60Ty MacTepa uUin BbINONHNTE Ccrneayrwyo KOMaHay B TEpMUHAne:

sudo bash stop-wizard.sh


http://localhost:3000/privileged-access-manager/3.0/problem-solving/tech-support/
http://localhost:3000/privileged-access-manager/3.0/administration/first-launch/
http://localhost:3000/privileged-access-manager/3.0/administration/first-launch/

%% HacTtpowuka IIS

Hob6asbTe 3anuck B peectp u HacTponTe IIS (gns Windows)

§0p | YcTaHOBKa M HACTPOMKA KINTMEHTCKUX KOMMOHEHTOB

YctaHosuTe n HactponTte PamSu, PAM Agent 1 PAM Desktop Console

% HacTpoiika RADIUS

OTtpepaktunpyite chann koHdurypaumm appsettings.json

‘ §0p i HacTtpounka nognucu RDP-dhanna

OTtpepaktupyite chann koHdpurypaumm appsettings.json

HacTpoika ogHopa3oBoro naponsi no Email

OtpepakTtupyite hann koHdurypaumm appsettings.json (onunoHanbHO)



http://localhost:3000/privileged-access-manager/3.0/setup/iis-setup/
http://localhost:3000/privileged-access-manager/3.0/setup/additional-components-setup/
http://localhost:3000/privileged-access-manager/3.0/setup/radius-configuring/
http://localhost:3000/privileged-access-manager/3.0/setup/rdp-file-signature-configuring/
http://localhost:3000/privileged-access-manager/3.0/setup/totp-second-factor-via-email-setup/
http://localhost:3000/privileged-access-manager/3.0/setup/recycling-of-proxy/

0O .
Qd BkrnoyeHue nepesanycka KOHTEMHEPOB CEePBUCOB MPOKCU

Bknounte nepesanyck KoHTerHepoB A5ia cepepos goctyna RDP Proxy n SSH Proxy (onumoHansHo)

® || UHTerpaumns co CTOPOHHMMM KaTanoramm nornb3oBaTenen

HacTtpownTte uHterpaumto ¢ katanoramu none3osartenen FreelPA, OpenLDAP, ALD Pro (onuuoHansHo)

Bl

§ ={ HacTtponka PAM gnsa ncnonb3oBaHus ¢ NFS

KonuyecTBo rnas: 2



http://localhost:3000/privileged-access-manager/3.0/setup/recycling-of-proxy/
http://localhost:3000/privileged-access-manager/3.0/setup/recycling-of-proxy/
http://localhost:3000/privileged-access-manager/3.0/setup/adding-user-catalog/
http://localhost:3000/privileged-access-manager/3.0/setup/nfs-configuring/

Hactpowuka lIS

Mpwn paseepTbiBaHUN CepBepa ynpasneHus Ha Windows Server u |IS BbinonHuTe cnegyowmne 4eNCTBUA:

1. JobGaBbTe criegyowme 3anucu peectpa:

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\HTTP\Parameters]
"MaxFieldLength"=dword:8000 (hex)
"MaxRequestBytes"=dword:8000 (hex)

2. 3anyctute |IS Ha cepBepe ynpasneHusa n nepengute B pasgen Default Web Site.
3. Otkponte PepakTop koHdurypauum (aHrn. — Configuration Editor) B pasgene YnpaBneHue (aHrn. —
Manage).
4. PackponTte Bbinagatowwmi cnucok Pasaen: (aHrn. — Section:) n Bbibepute
system.webServer\security\requestFiltering.
. Packponte anemeHT requestLimits, yctaHoBuTe ana napameTpa maxQueryString 3HayeHve 8192.
. Haxxmute Mpumenuntb (aHrmn. — Apply) B pasgene OencrtBusa (aHrn. — Actions).

. Mepengute B pasgen Default Web Site\core.
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. OTkponTe Pepaktop koHdurypaumm (aHrn. — Configuration Editor) B pasgene YnpaBneHue (aHrn. —
Manage).
9. PackpowTe Bbinagatowmi cnucok Paspen: (aHrn. — Section:) n Boibepute
system.webServer\serverRuntime.
10. YctaHoBuTe ansa napametpa uploadReadAheadSize 3HaueHne 1048576.
11. Haxxmute Mpumennts (aHrn. — Apply) B pasgene flencteus (aHrn. — Actions).

12. lNepesarpy3ute cepaep.



YcTaHOBKa M HacTpouKa KIIMeHTCKUX
KOMMNOHEHTOB

PamSu

KomnoHeHT PamSu nossonset nonb3oBatensam Indeed PAM 3anyckatbe KoMaHAbl C NpaBamu root,
ncnonb3ysi Naposnb cBoen cob6CTBEHHON y4eTHOM 3anuncu nonb3osartens Active Directory.

YcTaHOBKa BbINOMHAETCA BPYYHY0 Ha Linux-pecypcax, raoe TpebyeTtcs 3anyckaTb kOMaHabl C paBamu root.

YctaHoBka PamSu

KomnoHeHTbl pacnonoxeHbl B nanke: IndeedPAM_3.0_RU\indeed-pam-tools\pamsul\.

(D NPUMEYAHUE

YctaHoBka yTunutbl PamSu BeinonHaeTca Ha pecypcbl OC *nix.
y pecyp

3arpy3V|Te yCTaHOBO'«IHbIlZ nakeT Ha pecypcC U BbIMOJTHUTE KOMaHAY:

YctaHoBKa Ha Debian-based OC

$ sudo dpkg -i Indeed.PAM.PamSu*.deb
YctaHoBKka Ha RedHat-based OC

$ sudo rpm -i Indeed.PAM.PamSu*.rpm

Hactponka PamSu

Ha pecypce TpebyeTcsa HacTpouTb aoBepue ceptudmkaTy Beb-cepepa core u idp. [NpoBeputs
KOPPEKTHOCTL paboThl C cepTumnKaTtamm MOXXHO BbIMOMHUB KOMaHAY:



$ curl https://pam.indeed-id.local

OTtkponte dann /etc/pamsu.conf B ntobom pegakTope ¢ npaBamMu foOKanbHOro agMUHUCTPaTopa, yKaxuTte
HacTtpouku idp_url, api_url, log_path n log_level:

idp_url — agpec idp

core_url — agpec core

log_path — nyTb k kKaTanory ¢ gpannamm noros

log_level — ypoBeHb nornposaHus, moxeT npuHumMmatb 3HaveHus INFO, WARN, ERROR, FATAL

Set idp url https://pam.indeed-id.local/idp
Set core_url https://pam.indeed-id.local/core
Set log path /var/log

Set log level INFO

Ha HekoTopbIx cuctemax ssh server He paspeLuaeT no ymonyaHuoo nepemMeHHble okpyxeHus LC_*. [1ns
KOoppeKkTHOWN paboTbl NnpunoxeHunsa cneayet B anne /etc/ssh/sshd_config nobasutb ctpoky AcceptEnv
LC_PAM_USER LC_PAM_SESSION_ID, nn6o mackon LC_*.

(D NPUMEYAHUE

[nsa paspelleHns BbINOMHEHMSA KOMaHabl pamsu TpebyeTcsa BKMYNTbL B nonutuke, B pasaene SSH

onuuto Pa3p9LLIVITb BbIMNOJIHATb pamsu.

Indeed PAM Agent

Indeed PAM Agent cnenyet yctaHaBnuBaTb HENOCPEACTBEHHO Ha PECYPChl AN BKNHOYEHNA BO3MOXHOCTU

TekcToBoro normposaHna RDP ceccun.

/\ NPEQYNPEXAEHUE

I'IpM OTCYTCTBUUN areHTa Ha pecypce 1 BKIMtO4EHUN Onunmn CoOXpaHeHnd TEKCTOBbIX JTOroB B Monutuke

NoAKNHOYEHUN NONb30BaTeNbCKas ceccus 3aBepLunTCA aBTOMAaTU4e€CKn 4epe3 MUHYTY.

Mocne yctaHoBkn Indeed PAM Agent notpebyeTcs BbINONMHUTL Nepesarpy3ky unn noBTopHbin Bxog B OC.

[ononHuTtensHas HacTpounka He TpebyeTcs.


http://localhost:3000/privileged-access-manager/3.0/administration/policy-setup/#ssh
http://localhost:3000/privileged-access-manager/3.0/components/#indeed-pam-agent
http://localhost:3000/privileged-access-manager/3.0/administration/policy-setup/#sessions
http://localhost:3000/privileged-access-manager/3.0/administration/policy-setup/#sessions

Indeed PAM Desktop Console

HacTtponka Indeed Pam Desktop Console ans AOMeHHbIX MaLUUH

1. CkonupyinTte cogepxunmoe nanku indeed-pam-tools\desktop-console\PolicyDefinitions Ha
KoHTponnep aomeHa B katanor C:\Windows\sysvol\domain\policies\PolicyDefinitions.

2. Ha koHTponnepe AoMeHa 3anycTuTe ocHacTKy YnpaBneHue rpynnosow nonutukon (Group Policy
Management Console).

3. Bblbepute HeobxoanmbIn 06BLEKT rpynnoBOM NONUTUKK, NeperanTe B pasgen Computer
Configuration\Policies\Administrative Templates\Indeed PAM\General\ (KoHdurypauus
komnbtoTepa\rlonutukm\AgmmHmcTpaTtusHble wabnoHb\Indeed PAM\O6wyme).

4. Bkntounte n Hactponte PAM connection settings (HacTtporiku nogkntoueHms ¢ PAM). Ykaxute
cnegyowme URL: https://<Baw_FQDN>/core u https://<Baw_FQDN>/idp.

5. O6HOBWTE rpynnoBble MNONMUTUKK Ha KnneHTckom [K.

HaCTpOVIKa AnA MaWWH, K KOTOPbIM He MTPUMEeHAKTCA AOMEeHHbIe NOJIUTUKU

1. CkonupyinTte cogepxnmoe nanku indeed-pam-tools\desktop-console\PolicyDefinitions B
katanor C:\Windows\PolicyDefinitions.

2. 3anyctute pegakTop nokanbHOW rpynnosov nonutukm gpedit.msc.

3. Mepenante B pasgen Computer Configuration\Policies\Administrative Templates\Indeed
PAM\General\ (KoHurypaums komnbtotepa\llonutnkn\AgMmmHncTpaTuseHble WwabnoHbi\Indeed
PAM\OOGLme).

4. Bkntounte n Hactponte PAM connection settings (HacTtporiku nogkntoueHms ¢ PAM). Ykaxute

cneaywowme URL: https://<Baw_FQDN>/core u https://<Baw_FQDN>/idp.

HacTtpownka 3anucu cobbitnn B Syslog

Windows Linux

1. Nepengnte B katanor C:\inetpub\wwwroot\Iis\targetConfigs, cozgante konuto anna
sampleSyslog.config n nepenmvenynte ee B Pam.Syslog.config, 3atem oTpegaktnpymnte <Settings>

. </Settings> B COOTBETCTBUWN C HACTPOMKAMU HUXE:

o HostName — nmsa Syslog-cepsepa

o Port — nopt Syslog-cepsepa



o Protocol — tun nogkntodeHns k Syslog-cepeepy: TCPoverTLS, TCP, UDP
o Format — cpopmat noros: Plain, CEF, LEEF
o SyslogVersion — cneuundukauna npotokona: RFC3164, RFC5424

C:\inetpub\wwwroot\ls\targetConfigs

<Settings HostName="localhost" Port="5081" Protocol="TCP" Format="CEF"
SyslogVersion="RFC3164" />

2. B gpanne C:\inetpub\wwwroot\Is\clientApps.config otpegaktupyinTe cekumnto pam gnsi paboTbl C
dannom Pam.Syslog.config — nob6asbte HOBbIN TargetId Ans WriteTarget:

C:\inetpub\wwwroot\is\clientApps.config

<Application Id="pam" SchemaId="Pam.Schema">
<ReadTargetId>Pam.TargetDb</ReadTargetId>
<WriteTargets>
<TargetId>Pam.TargetDb</TargetId>
<TargetId>Pam.Syslog</TargetId>
</WriteTargets>
<AccessControl>
<l--<CertificateAccessControl CertificateThumbprint="6001122...AA11"
Rights="Read" />-->
</AccessControl>
</Application>

3. Janee B aTOM Xe haine B cekumn Targets [0OaBLTE HOBbIN 3NEMEHT:

C:\inetpub\wwwroot\is\clientApps.config

<Targets>

<Target Id="Pam.TargetDb" Type="mssql"/>
<Target Id="Pam.Syslog" Type="syslog"/>
</Targets>

B Target Id="Pam.TargetDb" nponuwute Type B 3aBUCMMOCTU OT ucnosbdyemon b[l: mssql mnu

pgsql.



Hactpouka RADIUS

/\ NPEAYNPEXAEHUE

Bce URL ykasbiBaloTCSA B HMXXHEM perucTpe.

®opmat JSON He gonyckaeT Hanuunsa KOMMeHTapueB B channe, NnoaToMy TpebyeTcs yaanuTb CTPOKM,
Ha4ynHawLwmecsa ¢ cumsornos "//".

/\ NPEAYNPEXAEHUE

[Mocne BHeCeHNsA nameHeHun B hann KoHurypaumm Tpebyetca nepesarpy3ntb nyn npunoxenunn IdP B
[IS Manager.

Mepengute B katanor C:\inetpub\wwwroot\idp 1 otpegaktupyinte dann appsettings.json.

Cekuusn ldentitySettings

e DirectoryMechanism — mexaHu3m paboTbl ayTeHTUdUKaLUMK.

¢ Authentication — napameTp ykasbiBaeT nocTaBLWMKOB ayTeHTUmnkaumm B IDP.

Cekuus IdentitySettings B koHcburypaumoHHom channe appsettings.json

"IdentitySettings": {

"DirectoryMechanism": "Radius",
"Authentication": "Local",

Cekuusa Radius
o Timeout — Bpems oxumaaHus oteeTa oT cepepa RADIUS.
RemoteEndpoints:

o Address — agpec cepepa RADIUS ansa nogkntoyeHus.



e Port — agpec cepsepa RADIUS ansa nogkntodeHus (no ymonyaxuio 1812).
o Secret — cekpeT 4na OOMNOMHUTENbHOW ayTEHTUMUKALMN KOMMOHEHTA.

o AuthenticationScheme — cxema ayteHTudukaumm 8 RADIUS. Bo3amoxHble
3HadveHus: 'PAP', 'CHAP', 'MSCHAPV2'. Cxema PAP siBnaetca HebeszonacHon, NOTOMY YTO Naposb

nepengaeTca B OTKPbITOM BUAE.

¢ AuthenticationUserName — copmat nmeHn gna ayteHTudpukaunn. BoaMmoxHble 3Ha4YeHns:
o NameWithoutDomain — nms 6e3 gomeHa (ans ayteHtudunkaumm B FreeRadius).

o SamCompatibleName — nms B oopmate INDEED\\user.
o PrincipalName — nms B popmate user@indeed.domain.

o CheckMessageAuthenticator — napamertp Bknto4aeT unm BblkMo4YaeT NPoBepKy aTpnubyta Message-
Authenticator B IDP. OTkntoyatb He peKoMeHAYyeTCH T.K. 3TO NOHMxKaeT 6e30nacHOCTb.

Cekuusa Radius B koHcurypaunmoHHom channe appsettings.json (oauH cepsep RADIUS)

"Radius": {
"Timeout": 60,
"RemoteEndpoints”: [

{
"Address": "PAM_RADIUS_SERVER_ADDRESS",

"Port": 1812,

“Secret": "PAM_RADIUS_SERVER_SECRET",
"AuthenticationScheme": "“MSCHAPV2",
"AuthenticationUserName": "PrincipalName",
"CheckMessageAuthenticator": true

]
}s

MoxHo ykasaTb Heckonbko cepepoB RADIUS, ytobbl 06ecneunTb 0Tka3oyCcTONYMBOCTb CUCTEMBI. B aTOM
cny4yae PAM nocbinaet 3anpoc cepsepam RADIUS nocnegoBatensHoO, B NOpsiAKe yKaszaHUs cepBepoB B
KOH(purypaumoHHoMm ganne. To eCTb ecnn He yaanoch NogknounTeca K nepsomy cepeepy RADIUS, To PAM

nonbiTaeTCAd NoOAKNHYNTBCA K creayolemy.

Cekuusa Radius B koHurypaumoHHom chaunne appsettings.json (aBa cepsepa RADIUS)

"Radius": {
"Timeout": 10,
"RemoteEndpoints": [

{


mailto:user@indeed.domain

5 "Address": "10.11.4.28",

6 "Port": 1812,

7 "Secret": "123",

8 "AuthenticationScheme": "MSCHAPV2",

9 "AuthenticationUserName": "PrincipalName",
10 "CheckMessageAuthenticator": true
11 }s
12 {

13 "Address": "10.11.4.128",
14 "Port": 1812,
15 "Secret": "123",

16 "AuthenticationScheme": "MSCHAPV2",
17 "AuthenticationUserName": "PrincipalName",
18 "CheckMessageAuthenticator": true
19 }
20 ]

21},



Hactpounka nognucu RDP-thanna

BkniovyeHne noanucu RDP-channa

YTto6bI BKMounThL Nognuce RDP-cana, Tpebyetca oTpegaktnpoBaTh pasgen Rdp danna koHdurypawumm

Core, KOTOpPbIA HAXOAUTCA MO NYTU:

C:\inetpub\wwwroot\core — gna Windows

"Rdp": {
"UseRemoteApp": false,
"SignRdpFile": true,
"Certificate": "16c214ba7dec702a7ce5e4ac727502b0c0d448e2",

"Password":

}s

letc/indeed/indeed-pam/core — gnsa Linux

"Rdp": {
"UseRemoteApp": false,
"SignRdpFile": true,
"Certificate": "/etc/",
"Password": "1234"

}s

Cexkuunsa Rdp

e SignRdpFile — BkmnoyeHue nognucn RDP-ganna.
e Certificate — oTneyaTok cepTudmkarta unu NyTb 4O CaMOro cepTudukara.

e Password — naposnb cepTudmrkarta. 3anonHseTcs, ecnv B napameTpe Certificate Obin ykasaH nyTb

0o ceptudumkara.
lMNocne pepakTupoBaHus dhanna KoHpurypaumm Tpebyetca nepesanyctuTb KOMNOHeHT Core.
Windows

Mepesanyctutsb IIS



Linux

Mepentn B nanky /etc/indeed/indeed-pam:

cd /etc/indeed/indeed-pam
Mepe3anyctutb kKomnoHeHT Indeed PAM Core:

sudo docker compose -f docker-compose.management-server.yml up -d core --force-recreate
nnu

sudo docker-compose -f docker-compose.management-server.yml up -d core --force-recreate

HacTtpouka ceptucumkara

Onsa sBknoyeHns nognucn RDP-ganna TpebyeTtcs cepTudukart, BblAaHHbIN YOOCTOBEPSOLLMM LIEHTPOM

cepTudurkauunm.

(D NPUMEYAHUE

Bce gencrteus, onncaHHble HUXe, npoxogAT Ha cepBepe ynpaBrieHnd C YCTaHOBJNIEHHbIM KOMIMOHEHTOM

Core.

Windows ¢ oTnevyaTkom

1. [lo6aBbTe cepTMduKaT B IMYHOE XPaHUIULLE KOMMbIOTEPA.



2. OTkponTe MeHIo cepTudmkata Bee 3apgaum (All Tasks) — YnpaBneHue 3aKpbITbIMU KITHOYaMuU

Iszued lo Iszued By Expiration Late
?@gtwl&vdd.mm vdd-ADC-CA 41272025
?E gtw2d.vdd.com gtw2d.vdd.com 4/13/2024
?@idp.vdd.cnm idpwvdd.com 47772024
gd-ADC-CA 4/12/2025

Open

All Tasks * Open

Cut Request Certificate with Mew Key...

Copy Renew Certificate with Mew Key...

Lram Manage Private Keys...

Properties Advanced Operations *

Help Export...

(Manage Private Keys...).

3. Haxmute [lo6aBuUThb... (Add...). B oTKpbIBLIEMCS OKHE HaxxmuTe Pa3meweHue... (Locations...),
BblbepuTe nokanbHbIM KoMmnbloTep — OK.

4. B none Beegute nwus IS ITUSRS — OK.

Select Users or Groups >

Select this object type:

|Users. Groups, or Builtin security principals | Object Types...

From this location:
|GTW28 || Locations...

Enter the object names to select (examples):
GTW2EWIS (USRS Check Names

Advanced... Cancel

5. OTpegakTupynte dann KoHuUrypaumm, ykasas oTnedatok ceptucumkarta 6e3 napons.

Linux ¢ umnopTtupoBaHuem knro4va opmarte PFX

1. UmnopTtupynTe B Nnanky /etc/indeed/indeed-pam/keys/rdp-sign.pfx ceptudukar B hpopmate PFX ¢
NpVBaTHbLIM KIOYOM 1 Napornem.

2. OTpepakTupynte hbann KoHUrypauum, ykasas nyTb K cepTudmkaTy 1 naporib.

3. Otpepaktnpynte cann /etc/indeed/indeed-pam/docker-compose.management-server.yml gjo6asvs
CTPOYKY
./keys/rdp-sign.pfx:/etc/indeed/indeed-pam/keys/rdp-sign.pfx B pa3gene core — volumes
ANA nepeHanpasneHns cepTugukara B KOHTENHep:



volumes:
- ./core/events:/var/lib/indeed/indeed-pam/events
- ./core/appsettings.json:/app/appsettings.json:ro
- ./keys/shared/protector:/etc/indeed/indeed-pam/keys/shared/protector:ro
- ./keys/core:/etc/indeed/indeed-pam/keys/core:ro
- ./ca-certificates:/usr/local/share/ca-certificates:ro
- ./logs/core:/app/logs
- ./keys/rdp-sign.pfx:/etc/indeed/indeed-pam/keys/rdp-sign.pfx



HacTtpowuka ogHopa30BOro napons no
Email

[aHHas dyHKUMA NO3BOMSET Nony4vaTb BTOpon hakTop Yyepes nouty. MNouta 6epetcsa us gaHHbIX y4ETHON

3anucu B Active Directory.

Ha Windows-cepBepe — nepengute B katanor C:\inetpub\wwwroot\idp v otpegaktupyinte

ann appsettings.json.

Ha Linux-cepepe — nepengute B katanor /etc/indeed/indeed-pam/idp v otpegaktupynte cann

appsettings.json.

[NomeHsinTe TOTP Ha EMAIL.

Cekuus IdentitySettings

"IdentitySettings": {

"SecondFaType": "TOTP",

Cekuunsa Smtp

"“Smtp": {
"Address": "PAM_SMTP_ADDRESS",
"Port": 587,
"SenderAddress": "PAM_SMTP_SENDER_ADDRESS",
"Username": "PAM_SMTP_USERNAME",
"Password": "",
"EncryptionMethod": "TLS"

"AllowedSs1Protocols": "T1ls12,T1s13"

e Address — agpec SMTP cepsepa.
e Port — nopt SMTP cepsepa.

e SenderAddress — agpec, ¢ KOTOporo 6yaeT oTnpaBneHo NUCbMO.



Username — J1IOrMH AN aBTOpMU3aL N Ha cepBepe.
Password — naposib Ans aBTopusaumm Ha cepsepe(LumdpyeTcs).
EncryptionMethod — meTog wWmndpoBaHus, nogaepxmneaercs Tonbko TLS.

AllowedSslProtocols — nogaepxusaemble Bepcun TLS.



BknoyeHue nepesanycka KOHTEMHepPOB
cCepBUCOB NMPOKCH

Docker-koHTerniHepam RDP Proxy, SSH Proxy n SQL Proxy Tpebyetca nepmogmnyecknin nepesanyck
(poTaums) onga yctpaHeHnsa addeKkToB yTeYkM NaMaTh, NOTOKOB U geckpuntopos. B Indeed PAM ato
peann3oBaHo cneuunarbHbIM CKPUMTOM, KOTOPbIM 3amnyckaeTca aBToMmaTu4eckn no pacnucaHuio. OctaHoBka

pabotbl PAM npu aToM He npoucxoguT (ceccum nornb3oBaTternen He NpepbiBakoTCs).
Mo ymonuyaHuto nepesanyck BbikodeH. YTobbl ero BKNUNTb, TpebyeTcs BbINOMHUTL Crieayowme eNCTBUS:

1. U13aMeHnTb 3Ha4YeHne napameTpa B cpanne KoHpurypaumm.
2. [NepeycTaHOBUTbL KOMMOHEHTLI CepBepa 4OCTyna.

3. lNepe3anycTnTb cepBep gocTyna.

BknioyeHue nepesanycka B panne
KOHdUrypaumm

1. OtkponTte cbamn ./scripts/ansible/vars.yml.
2. B cekummn proxy_recycling NnomMeHanTe 3HadYeHue napameTpa enabled C false Ha true.

3. MepexoamnTe K nepeycTaHOBKE KOMMNOHEHTOB cepBepa AocTyna.

A NMPEOYNPEXAOEHUE

Mpun ncnonb3oBaHun Ha cepepe goctyna SELinux B pexxume Enforcing Bam notpebyeTcs Bpy4Hyto
[06aBUTb KOHTEKCT Af15 CKpUnTa, Bbl yBUAUTE coobLueHne 06 3aToMm:

TASK [Warn about SELinux mode] *¥#¥kkskxskskokxkkkk ok xkx

msg:

'"Warning: SELinux is in enforcing mode. Add script context manually:'

semanage fcontext -a -t bin_t /etc/indeed/indeed-pam/scripts/recycle-proxy.sh &&
restorecon -Fv /etc/indeed/indeed-pam/scripts/recycle-proxy.sh

I'IoeTomy BbIMONMHNTE CneayrLllyo KoMmaHay:



semanage fcontext -a -t bin_t /etc/indeed/indeed-pam/scripts/recycle-proxy.sh &&
restorecon -Fv /etc/indeed/indeed-pam/scripts/recycle-proxy.sh

JononHutenbHbIe HACTPOUKU

B dbaiine ./scripts/ansible/vars.yml, B cexummn proxy_recycling €CTb €Ll€ HECKOIbKO NapameTpoB. YKaxute

NX 3Ha4YeHUs (ONUMOHANbHO) UM UCMONb3YNTE 3HAYEHUS MO YMOSTYAHWIO.

replicas — KonuyecTBo Master-pennuk (aKTMBHbIX PENSIMK, KOTOPbIE MPUHMMALOT coeanHeHust). Mo

ymonyaHuto 1.

proxies — Tunbl NPOKCU, ANSA KOTOPbIX ByAeT BbINONHATLCA nepesanyck. [NpeacraBnsaeT na cebs
mMaccus. o ymonyaHuto [rdp,ssh].

e rotation_hours — Bpems poTtaumu pennuk B Yacax. o ymonyaHuio 168.

e session_hours — MakcuMMarnbHas OfIMTENbHOCTb CECCUM B Yacax Afs pensnmkv B COCTOSSHUM DRAIN
(korga cepBep He NPUHUMAET HOBblE COeanHEHNS, HO obpabaTbiBaeT cyuwecTaytowme). o ymonyaHumto

24,

lNepeycTaHOBKa KOMMOHEHTOB cepBepa aocrtyna

/\ NPEAYNPEXOEHUE

Bo Bpemsi nepeycTtaHoBKM KOMMNOHEHTOB cepBepa goctyna PAM 6yaet HegocTyneH. Bee Tekywue

ceccnm 6ynyT npepBaHbI.

1. Ecnu BbinonHeHbl HacTponkn 6esonacHoctn CIS Benchmark Docker, To 3anyctute cKpunT yCTaHOBKM

KOMaHOoMn:
sudo bash run-deploy.sh

Ecnu He BbInonHeHbl HacTporku 6e3zonacHoctu CIS Benchmark Docker, To 3anyctute ckpunt

YCTaHOBKM KOMaHOown:

sudo bash run-deploy.sh --bench-skip


http://localhost:3000/privileged-access-manager/3.0/system-requirements/linux-environment/#cis-benchmark
http://localhost:3000/privileged-access-manager/3.0/system-requirements/linux-environment/#cis-benchmark

2. Ha artane Enter target IP Haxxmnte ENTER.

3. Mpwu 3anpoce BBEAUTE MMS rloKaribHOrO Nofib3oBaTensi ¢ npaBamu sudo (Hanpumep, root) 1 ero naporb.

4. [loxxamMtecb OKOHYaHUSA YCTaHOBKMW.

() MHOOPMALIMSA

Ecnu ckpunT npepBancs ¢ ownbkon, To oTNpaBbTe harn C ioramu B TEXHUYECKYHO NOALEPXKKY.

5. MNepexoauTe Kk nepesanycky cepBepa AoCTyna.

Mepe3anyck cepBepa gocTyna

/\ NPEAYNPEXOEHUE

3anyckante komaHabl 13 nanku /etc/indeed/indeed-pam.

[ns nepesanycka KOMMNOHEHTOB cepBepa goctyna Indeed PAM mncnonb3ynte criegytowmne KoMmaHabl:

sudo
sudo

nnn

sudo
sudo

docker compose
docker compose

docker-compose
docker-compose

-f docker-compose.
-f docker-compose.

-f docker-compose.
-f docker-compose.

access-server.yml down
access-server.yml up -d

access-server.yml down
access-server.yml up -d

NMpumep nepesanycka komnoHeHTa RDP Proxy

sudo docker compose -f docker-compose.access-server.yml up -d rdp-proxy --force-recreate

nInn

sudo docker-compose -f docker-compose.access-server.yml up -d rdp-proxy --force-recreate


http://localhost:3000/privileged-access-manager/3.0/problem-solving/configuring-and-collecting-logs/

NMpumep nepesanycka komnoHeHTa SSH Proxy

sudo docker compose -f docker-compose.access-server.yml up -d
nnn

sudo docker-compose -f docker-compose.access-server.yml up -d

NMpumep nepesanycka komnoHeHTa SQL Proxy

sudo docker compose -f docker-compose.access-server.yml up -d

nIin

sudo docker-compose -f docker-compose.access-server.yml up -d

ssh-proxy --force-recreate

ssh-proxy --force-recreate

sql-proxy --force-recreate

sql-proxy --force-recreate



UHTerpaumsa co CTOPOHHUMMU
KaTanoramm nonb3oBaTerneu

Ha aton cTpaHuue onncaHo, kak HacTpouTb MHTerpaunto npoaykta Indeed PAM ¢ katanoramu
nonb3oBatenen Active Directory, FreelPA, OpenLDAP n ALD Pro.

[1na nsmeHeHna napameTpoB YTEHUS KaTanora nonb3oBareneun Tpe6yeTc;| oTpenakTnpoBaTb CEKLUUIO

UserCatalog B KOHUrypaumoHHbIx dannax Core u ldp.

MyTb Ao canna koHcpurypauum Core:

Windows C:\inetpub\wwwroot\core\appsettings.json

Linux /etc/indeed/indeed-pam/core/appsettings.json

MyTb po ¢panna koHdpurypaumm IdP:

Windows C:\inetpub\wwwroot\idp\appsettings.json

Linux /etc/indeed/indeed-pam/idp/appsettings.json

HacTtpownka nuterpauum c Active Directory

dannbl KOHUrypawumm nsHayanbHO cogepxaTt HacTponkn Ans uHterpaunm ¢ Active Directory,

AOMOSNHUTENbHBIX N3MEHEHUI He TpebyeTcs.

HacTpouka noucka nonb3oBaTtesien B rpynne 6e3onacHoCcTu

[nsa HacTpowkM noucka nonb3oBaTtenen n3 onpeneneHHon rpynnbl 6e3onacHoOCTy TpebyeTcsa HaCTPOUTb

napameTp CatalogFilter.

Mpumep HacTpoKrkK NapameTpa AN OAHOM rpynnbl 6e30nacHoOCTU



"CatalogFilter": "memberOf=cn=Admins,CN=Builtin,DC=vdd,DC=com"

Mpumep HACTPOMKM ANsi HECKONbKUX rpynn 6e3onacHocTn

"CatalogFilter": "(|(memberOf=cn=Admins,CN=Builtin,DC=vdd,DC=com)
(memberOf=cn=PrivelledgeAccounts,OU=Groups,DC=vdd,DC=com)
(memberOf=cn=Admins1,0U=PAMUsers,DC=vdd,DC=com) )"

Mprmep HACTPOMKM ANsi HECKONbKUX rpynn 6e3onacHOCTM Npu cepBepe ynpaBneHusa Ha Linux

"CatalogFilter": "CatalogFilter":"|
(memberof=CN=PAM_USERS,CN=Builtin,DC=mii,DC=local,DC=com)
(memberof=CN=Test,CN=Builtin,DC=mii,DC=local,DC=com)"

I'IapameTp ContainerPath Takke OOMKEH ObITb 3aMOMHEH, T.K. CYUTbIBATLCA 6y,u,yT TOINbKO TE

nonb3oBaTenu, KoTopble cocToaT B OU, KOTOPbLIN Bbl Yka3anu B 3Ha4yeHnn napameTtpa CatalogFilter.

¥ [1pumep 3anonHeHHon cekummn UserCatalog ¢ ykasaHuem rpynnbl 6e3onacHoCcTum

"UserCatalog": {
"RootProvider": "ad",
"Providers": {

"ActiveDirectory": [

{

"Id": "ad",

"ConnectorType": "Ldap",

"Domain": "indeed.test",

"Port": "636",

"AuthType": "Basic",

"SecureSocketLayer": true,
12 "ContainerPath": "DC=indeed,DC=test",
13 "CatalogFilter":

"memberOf=cn=SecurityGroup,OU=PAMUsers,DC=indeed,DC=test"
"UserName": "IPAMADReadOps@indeed.test",
"Password": "qwel23",

"UserMapRules": {
"Settings": [
{




"Category": "person",
"Class": "user”

[lononHuTenbHY MHGOPMAaLIMIO MO HAcTpolike NapameTpa CatalogFilter MOXHO NMpoynTaTh B

AokymeHTtauun Microsoft.

HacTtpouka nHTerpauum c Freelpa nnu AldPro

[na HacTponkn nHTerpauumn ¢ katanorom nosnws3osarenen FreelPA unu AldPro nonb3oBarenu kaTtanora

[AOIMKHbI UMETL criegytolme aTpuobyTbi:

entryUUID nnn ipaUniqueID
* ¢cn

e entryDn

e ipaNTSecurityIdentifier

e krbPrincipalName

e uid

v [Mpumep 3anonHeHHon cekunn UserCatalog onsi katanora nonb3osatenen FreelPA unu AldPro

{
"Id": "ad",
"ConnectorType": "Ldap",
"LdapServerType": "“Freelpa", //3ameHums Ha AldPro npu Hacmpolike Ha AldPro
"Domain": "ald.sup", //Wma OomeHa unu KOHKpemHO20 KOHmposasaepa

"Port": 389, //389 014 nodkaw4yeHusa no LDAP, 636 018 nodkaw4veHus no LDAPS

"AuthType": "Basic",

"SecureSocketLayer": false,//false 0aa nodkaw4yeHus no LDAP, true 0nasa
nodkaw4yeHua no LDAPS

"ContainerPath": "dc=ald,dc=sup", //llymc 0o koHmeliHepa nosnv3oBameneli



https://social.technet.microsoft.com/wiki/contents/articles/5392.active-directory-ldap-syntax-filters.aspx

10

11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46

"UserName": "uid=pamread,cn=users,cn=accounts,dc=ald,dc=sup", //YuyemHsie OdHHbIE
0214 docmyna K OomeHy. [osmxHel bbime 6 dopmame distigushedName, Y3 domkHa umems npaBa
Ha 4meHue Heobxodumeix ampubymoB

"Password": "Qlw2e3r4", //lapone Y3 0na docmyna K OOMeHy

"GroupMapRules": {

"Settings": [

{
"Category": "",
"Class": "ipantgroupattrs"
}

1,

"Attributes": {
"Id": "ipaUniquelID",
"Name": "cn",
"SamAccountName": "cn",
"CanonicalName": "cn",
"DistinguishedName": "entryDn",

"SidBytes": "ipaNTSecurityIdentifier"

}

Ts
"UserMapRules": {

"Settings": [

{
"Category": "",
“Class": "person"
}
1,

"Attributes": {
"Id": "ipaUniqueID",
IINameII: Ilcnll,

"PrincipalName": "krbPrincipalName",
"SamAccountName": "uid",
"DistinguishedName": "entryDn",

"SidBytes": "ipaNTSecurityIdentifier",
“"ThumbnailPhoto": "jpegPhoto",
"JpegPhoto": "jpegPhoto"

Ecnu y nonb3oBatenen karanora ecTb atpubyT entryUUID 1 HeT aTpubyTa ipaUniquelD, TO B CEKLMSX

GroupMapRules n UserMapRules B pa3gene Attributes TpebyeTtcs ynanute napametp "Id":

"ipaUniqueID".




HacTtpouka nHTerpauumn ¢ OpenLDAP

[1ns HacTponkn nHTerpaumm ¢ katanorom nons3oBatenen OpenLDAP nonb3oBartenu katanora 4OMKHbI
nmeTb cneayrowmne atpmbyThbl:

e Cn
e entryDn
e uid
v [1pumep 3anonHeHHon cekumn UserCatalog anga katanora nons3osatenen OpenLDAP
1 {
2 "Id": "oldap",
3 "ConnectorType": "Ldap",
4 "LdapServerType": "OpenLdap",
5 "Domain": "oldap.local", //Mma domeHa unu KOHKpemHO20 KOHmMposaepa
6 "Port": 389, //389 014 nodkaw4yeHus no LDAP, 636 018 nodkaw4veHus no LDAPS
7 "AuthType": "Basic",
8 "SecureSocketLayer": false, //false 014 nodkawyeHus no LDAP, true 0nA
nodkaw4yeHUuA no LDAPS
S "ContainerPath": "DC=oldap,DC=1local", //Mymb 0o KoHmeliHepa nosas30B6ameneli
10 "UserName": "cn=IPAMADReadOps,dc=oldap,dc=1local", //YuemHvie OaHHble 0n4 Adocmyna
K OomeHy. JlomxHbl 6bimb B dopmame distigushedName, Y3 dosnxHa umems npaBa Ha 4ymeHue
Heobxodumbix ampubymoB
11 "Password": "QWEqwel23", //llaposas Y3 0na docmyna K OomeHy
12 "GroupMapRules": {
13 "Settings": [
14 {
15 "Category": "",
16 “Class": "groupOfUniqueNames"
17 }
18 1,
19 "Attributes": {
20 "Name": "cn",
21 "SamAccountName": "cn",
22 "CanonicalName": "cn",
23 "DistinguishedName": "entryDn",
24 "Members": "uniqueMember"
25 }
26 ¥
27 "UserMapRules": {




"Settings": [

{
"Category": "",
"Class": "inetOrgPerson"
}
1,
"Attributes": {
"Name": "cn",
"SamAccountName": "uid",
"DistinguishedName": "entryDn",

"ThumbnailPhoto": "photo",
"JpegPhoto": "photo"

HacTpouka uHTerpauum ¢ HeCKOSNIbKUMU
KaTanoramm nonb3oBaTteneun

na HaCTpOI7IKI/I MHTEerpaunm ¢ HeCKOJIbKMMU KaTanoramm norb3oBaTtenemn BbINOMHUTE cnepywouine ANencTBus:

1. NomeHanTe 3Ha4yeHne napameTpa RootProvider Ha "orUCP".

2. B cekummn Ldap nepedncrnvTe 4Yepes 3ansaTyto Katanoru nonb3oBartenen, ¢ KoTopbiMyM Heobxoanuma
NHTerpauus. |d npoBangepoB He AOMKHbLI coBnaaaTh. |d npoBanaepos, ¢ KOTOpbIMKU 40 3Toro paboran
PAM, He AOMKHbI MEHSATLCS.

3. lobaBbTe Cekumto Or U3 NpuMepa Hmke, B KOTopown nponuwmnTe |d cekunn npoBangepos.

¥ [Mpumep cekunm UserCatalog, HacTpoeHHoOM Ha paboTy ¢ ABYMS KaTanoramu nosnb3oBaTtenen

"UserCatalog": {

"RootProvider": "orUcCP",
"Providers": {
"Ldap": [
{
"Id": "ad",
"ConnectorType": "Ldap",
"LdapServerType": "ActiveDirectory",

"Domain": "indeed.test",




10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55

"Port": 636,
"AuthType": "Basic",
"SecureSocketLayer": true,
"ContainerPath": "OU=UsersPAM,DC=indeed,DC=test",
"UserName": "IPAMADReadOps@indeed.test",
"Password": "qwel23",
"UserMapRules": {
"Settings": [
{
"Category": "person",
"Class": "user"

"Id": "ipa",
"ConnectorType": "Ldap",
"LdapServerType": "Freelpa",
"Domain": "ipa.redos",
"Port": 389,
"AuthType": "Basic",
"SecureSocketlLayer": false,
"ContainerPath": "DC=ipa,DC=redos",
"UserName": "uid=IPAMADReadOps,cn=users,cn=accounts,dc=ipa,dc=redos"”,
"Password": "qwel23",
"GroupMapRules": {
"Settings": [
{
"Category": "",
"Class": "ipantgroupattrs"
¥

1,

"Attributes": {
"Name": "cn",
"SamAccountName": "cn",
"CanonicalName": "cn",
"DistinguishedName": "entryDn",

"SidBytes": "ipaNTSecurityIdentifier'

}

¥
"UserMapRules": {

"Settings": [
{

"Category": s
"Class": "person"




56 }

57 1,

58 "Attributes": {

59 "Name": "cn",

60 "PrincipalName": "krbPrincipalName",
61 "SamAccountName": "uid",

62 "DistinguishedName": "entryDn",
63 "SidBytes": "ipaNTSecurityIdentifier",
64 "ThumbnailPhoto": "jpegPhoto",
65 "JpegPhoto": "jpegPhoto"

66 }

67 }

68 }

69 1,

70 "or": [

71 {

72 "Id": "orucp",

73 "Providers": {

74 "ad": {"IgnoreExceptions": true},

75 "ipa": {"IgnoreExceptions": true}

76 }

77 }

78 ]

79 }

80 }

v [lpumep cekumm UserCatalog, HacTpoeHHOM Ha paboTy C TpeMsi KaTanoramu nosnb3oBaTtenemn

1 "UserCatalog": {

2 "RootProvider": "orucP",

3 "Providers": {

4 "Ldap": [

5 {

6 "Id": "ad",

7 "ConnectorType": "Ldap",

8 "LdapServerType": "ActiveDirectory",
9 "Domain": "indeed.test",
10 "Port": 636,
11 "AuthType": "Basic",
12 "SecureSocketlLayer": true,
13 "ContainerPath": "OU=UsersPAM,DC=indeed,DC=test",

14 "UserName": "IPAMADReadOps@indeed.test",




15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60

"Password": "qwel23",
"UserMapRules": {

"Settings": [
{
"Category": "person",
"Class": "user"
}
]
}
¥
{
"Id": "ad2",
"ConnectorType": "Ldap",
"LdapServerType": "ActiveDirectory",
"Domain": "indeed2.test",
"Port": 636,
"AuthType": "Basic",
"SecureSocketLayer": true,
"ContainerPath": "OU=PAMUsers,DC=indeed2,DC=test",
"UserName": "IPAMADReadOps@indeed2.test",
"Password": "qwel23",
"UserMapRules": {
"Settings": [
{
"Category": "person",
"Class": "user"
}
]
}
¥
{
"Id": "ipa",

"ConnectorType": "Ldap",
"LdapServerType": "FreeIpa",
"Domain": "ipa.redos",
"Port": 389,
"AuthType": "Basic",
"SecureSocketLayer": false,
"ContainerPath": "DC=ipa,DC=redos",
"UserName": "uid=IPAMADReadOps,cn=users,cn=accounts,dc=ipa,dc=redos",
"Password": "qwel23",
"GroupMapRules": {
"Settings": [
{
"Category": "",
"Class": "ipantgroupattrs"




61 }

62 1,

63 "Attributes": {

64 "Name": "cn",

65 "SamAccountName": "cn",

66 "CanonicalName": "cn",

67 "DistinguishedName": "entryDn",

68 "SidBytes": "ipaNTSecurityIdentifier"
69 }

70 }:

71 "UserMapRules": {

72 "Settings": [

73 {

74 "Category": "",

75 "Class": "person"

76 }

77 1,

78 "Attributes": {

79 "Name": "cn",

80 "PrincipalName": "krbPrincipalName",
81 "SamAccountName": "uid",

82 "DistinguishedName": "entryDn",
83 "SidBytes": "ipaNTSecurityIdentifier",
84 "ThumbnailPhoto": "jpegPhoto",
85 "JpegPhoto": "jpegPhoto"

86 }

87 }

88 }

89 1,

90 "or": [

91 {

92 "Id": "orucp",

93 "Providers": {

94 "ad": {"IgnoreExceptions": true},

95 "ad2": {"IgnoreExceptions": true},

96 "ipa": {"IgnoreExceptions": true}

97 }

98 }

99 ]

100 }

101}




Cé) NMoaroroBka NFS-meanaxpaHunuwa

BbinonHuTe onucaHHble 3geck warn Ha cepeepe NFS

:[::\ Hactpoika PAM gns pa6otki ¢ NFS

BbinonHuTe onucaHHble 34ech warv Ha cepsepe PAM



http://localhost:3000/privileged-access-manager/3.0/setup/nfs-configuring/nfs-storage-preparation/
http://localhost:3000/privileged-access-manager/3.0/setup/nfs-configuring/pam-configuring-for-nfs-using/

NMoarotoBka NFS-megunaxpaHunuuia

RPM DEB

1. YcTaHOBUTE HEOOXOAUMbIE NaKeThbl:

sudo dnf install nfs-utils

2. 3anyctute cnyx6bl NFS-cepBepa:

sudo systemctl start nfs-server.service
sudo systemctl enable nfs-server.service
sudo systemctl status nfs-server.service

3. Co3panTe dpannoBbie CUCTEMbI ANA IKcnopTa unm obmeHa Ha cepBepe NFS u 3apante
Bnagenbua v rpynny:

sudo mkdir -p /mnt/data_storage/
sudo chown -R 23041:23041 /mnt/data_storage/

4. QkcnopTupynte channoBblie cuctembl B hann koHdurypauum cepepa NFS — /etc/exports,
4YTOObI ONpeaennUTb NokanbHble Pusnyeckme hpamnoBbie CUCTEMbI, JOCTYMHbIE ANA KNMEHTOB
NFS:

La6bnoH nytn

/mnt/data_storage/ <IP-agpec_knueHTa/ceTb/macka/*>
(rw,sync,all_squash,anonuid=23041,anongid=23041)

Mpumep nyTn

/mnt/data_storage/ 192.168.131.0/24(rw,sync,all squash,anonuid=23041,anongid=23041)



5. Mocne BHeCeHUs U3AMEHEHUN, YTOObI OHWU BCTYNUIUN B CUIY, BbINOJIHUTE KOMaHAY:

sudo exportfs -arv

6. O6xoA BCTPOEHHbIX YTUNUT 6€30MacHOCTH:

B anctpubytmeax Ha ocHoBe RPM (Hanpumep, CentOS, RHEL, Fedora) ytunuta 6e3onacHocTu
SELinux moxeT 6nokupoBaTtb goctyn k NFS, ecnu oH He HacTpoeH LOMKHbIM 00pasom.

o YT06bl BpeMeHHO oTknMounTb SELINUX Ans TectupoBaHms:

sudo setenforce 0

o Yrtobbl HacTpouTb SELinux anga padotbl ¢ NFS:

sudo setsebool -P nfs_export_all rw 1
sudo setsebool -P nfs_export_all ro 1

Takke ybegutecsh, uto firewall He GnokupyeT nopTel, Heobxoanmble ansa pabotel NFS. OTkponTe mx:

sudo firewall-cmd --permanent --add-service=nfs
sudo firewall-cmd --permanent --add-service=rpc-bind
sudo firewall-cmd --permanent --add-service=mountd
sudo firewall-cmd --reload



Hactpounka PAM ana pab6otbl ¢ NFS

Mepen HacTponkon PAM ansa pabotel ¢ NFS TpebyeTcs BbINONHNTL YCTAHOBKY 1 HacTponky NFS-

MeamaxpaHunumiia.
Linux Windows

1. Co3panTe nanky AnA MOHTUPOBaAHUA MeAnaxpaHuUnua Ha cepBepe. Takke MoXeTe UCMornb3oBaTb
roToBYtO Marky, Hanpumep, /etc/indeed/indeed-pam/media-temp.

sudo mkdir -p /mnt/pamstorage/

2. YctaHOoBUTE KNUEHT Ansa MmoHTupoBaHua NFS:

o RPM:

sudo yum install nfs-utils
o DEB:

sudo apt install nfs-common

3. BbInonHUTe MOHTUPOBaHMe XpaHUnULia:

LLlabnoH komaHAbI

sudo mount -t nfs <fqdn_or_ip nfs_server>:/nyTb/Ao/MeguxpaHunuuwa /nyTb/no/nanku/
MOHTUPOBAHMA

Mpumep KoMaHAbI

sudo mount -t nfs 192.168.131.200:/mnt/data_storage/ /mnt/pamstorage/


http://localhost:3000/privileged-access-manager/3.0/setup/nfs-configuring/nfs-storage-preparation/
http://localhost:3000/privileged-access-manager/3.0/setup/nfs-configuring/nfs-storage-preparation/

4. lo6aBLTE MOHTUPOBaHUE XpaHUNULLA B aBTO3anyCK:

UTtobbl aBTOMaTnyeckn MoHTupoBatb NFS npu ctapte cuctemsl, gobaBste 3anuck B dhann /etc/fstab:

LLlabnoH komaHAabI

<fqdn_or_ip nfs_server>:/nyTb/no/mMeanxpanunuua /nyTbe/no/nanku/mMoHTUpoBaHusa nfs
defaults 0 ©

Mpumep danna:

Mpumep KoMaHAabI

192.168.131.200:/mnt/data_storage/ /mnt/pamstorage/ nfs defaults 0 ©

Ons NPOBEPKN MOHTUPOBAHUA BbIMNOJIHATE KOMaHAOY:

sudo mount

5. BHecuTe nameHeHus B cekuum volumes B docker-compose cannax ans Core n Gateway-

Service:

o Core: [NyTb oo dhanna Ha cepBepe ynpaeneHus: /etc/indeed/indeed-pam/docker-
compose.management-server.yml

o Gateway-Service: NyTb 00 ¢hanina Ha cepBepe goctyna: /etc/indeed/indeed-pam/docker-

compose.access-server.yml

B cekumto volumes Tpe6yeTc;| nobaBntb nyTb K MOHTUPOBAHHOMY XpPaHUITULLY:

- /nyTb/Ao/nanku/MoHTUMpoBaHuA: /mnt/storage:rw,z

Mpumep ansa Core

core:
image: nexus.indeed-id.hq:5050/pam/indeed-pam-core:${TAG}
container_name: pam-core
extends:



file: docker-compose.common-services.yml
service: base
pids_limit: 5000
depends_on:
- ca-certificates
- pgsql
environment:
- COMPlus_EnableDiagnostics=0
user: root
read_only: false
security opt:
- apparmor=pam-management
volumes:
- ./core/events:/var/lib/indeed/indeed-pam/events:rw,Z

./core/appsettings.json:/app/appsettings.json:ro,z
./keys/shared/protector:/etc/indeed/indeed-pam/keys/shared/protector:ro,z

./keys/core:/etc/indeed/indeed-pam/keys/core:ro,Z
./logs/core:/app/logs:rw,Z
/mnt/pamstorage:/mnt/storage:rw,z # llpumep moHmupoBaHusa NFS

pam-core-temp-data:/var/lib/indeed/indeed-pam:rw
pam-ca-cert-store:${CERT_STORE}:ro
tmpfs:
- /tmp
networks:

- pam-core-network
- pam-ls-network

6. BHecuTe usmeHeHus B cekummn Storage koHcpurypaumoHHbix ¢pannoB Core n Gateway-Service:

o Core: [NyTb A0 KOHUrypaumMoHHoro canna Ha cepBepe ynpaenenus: /etc/indeed/indeed-
pam/core/appsettings.json

o Gateway-Service: NyTb 00 KOHGUrypaunoHHOro ganna Ha cepsepe gocrtyna: /etc/indeed/indeed-
pam/gateway-service/appsettings.json

B obounx dhannax TpebyeTcsa ykasaTb NyTb 4O MOHTUPOBAHHOIO XpaHUnuLLa:

"Storage": {
"Type": "FileSystem",
"Settings": {
"Root": "/mnt/storage"



7. NMepe3arpy3uTe KOHTEMHEPbI C NOMOLLLIO creaylolen KoMaHAabl:

sudo bash /etc/indeed/indeed-pam/scripts/run-pam.sh



N3meHeHUe KoHdurypaumm PAM

M3meHeHue KoHdurypaumm Tekywen nHectannaumm PAM BeINONHAETCA € NOMOLLbO MacTepa. [ns
N3MeHeHns KoHdurypauum Bam noHagobutcs dann pe3epBHOM KoMK, KOTOPLIN Oblf CreHepupoBaH BO

Bpemsi NPOLUSIOro UCnosb30BaHUs MacTepa.

/\ NPEAYNPEXOEHUE

Bo Bpemsi usmeHeHus koHdpurypaumm PAM 6yaet HegocTyneH. Bee Tekylme ceccum ByayT npepBaHbl.

3anyckK macTtepa

MacTep — 310 Beb-npunoxxeHue, KOTopoe No3BONAET YCTaHOBUTb, OOHOBUTbL BEPCUIO NN U3MEHUTL
KoHpurypaumto Indeed PAM. MacTtep noctaensieTcsa B coctaBe anctpmbytnea PAM. YTobbl ucnons3oBatb

macTtep, n0Tpe6yeTc;| 3anyCcTtuTb €ro B DOCker-KOHTeVIHepe C NoOMOLLbKO cneynanbHOro cKkpunTa.

A NMPEOYNPEXOEHUE

MacTep gomkeH 6bITb 3anyLleH Ha TOM XOCTe, Ha KOTOPOM ByAeT YCTaHOBMNEH CepBeEpP yNpaBfeHns nnm
cepBep goctyna PAM, nHadye npomsonget owmbka paboTbl mactepa.

1. 3arpysute u pacnakymte guctpmdytns PAM Ha Linux-maLumHy.

2. NomecTute ceptudukar yooctosepstowlero LeHTpa B IndeedPAM_3.0_RU\indeed-pam\state\ca-
certificates. 31o Tpebyetca ana koppekTHon padoTtel LDAPS. MNMponyck aToro wara npuBeaeT K ounbke

paboTbl MacTepa.

3. 3anyctute mactep KOMaHAoMW:
sudo bash run-wizard.sh

4. loxantech BbINOSTHEHUS CKpUMTA.

5. MNocne BbinonHeHus ckpunta nepengute no URL, ykazaHHOMY B KOHCONW.



6. B none Koa poctyna BBegute AutenticationCode, yKa3aHHbI/ B KOHCOMNWU NOCE BbIMNOMHEHNA
cKpunTa.

Mpumep koga: vVHyTVRyKX5pxUKM6el1ZgCWENOdXFdOy .

() MHOOPMALIMSA

Mo ymonyaHwmio kog OyaeT 3anpolleH CHOBa Yepes 2 Yaca, TO eCTb 3a 3TO BPEeMS HY>KHO YCMeTb
BbINOMHUTL BCIO paboTy.

7. Haxxmnte Bontun n nepexogure k paboTte ¢ MacTepom.

CueHapun

1. Boibepute U3ameHeHue KoHduUrypauum PAM.

2. Haxmute Odanee.

¥ [ogpo6Hee o0 cueHapusax

MaCTep Mcnorb3yeTcd A4 BbIMOJIHEHNA OOHOIo N3 TpeX CLUEeHapUeEB:

e HoBasa nHctannauma PAM — yctaHoBka Indeed PAM.

o O6HoBneHne PAM — o6HoBrneHue Bcex komnoHeHToB Indeed PAM go HoBou Bepcun. Hanpumep,
¢ 2.10 po 3.0. Bo Bpems obHoBneHns PAM bynet HegocTyneH. Bece Tekywme ceccum byayT

npepBaHbl.
¢ U3ameHeHue koHdurypauum PAM — BHeceHEe N3MEHEHUN B TEKYLLYO MHcTannsauuio PAM.

Hanpumep, nameHeHune coctaBa xocTtoB. Bepcuss PAM octaHeTcs Toun xe. Bo BpeMsa 06HOBNEHUS
PAM 6ynet HegocTyneH. Bce Tekywimne ceccum OyayT npepBaHbl.

3arpy3kKa channa pe3epBHOU KONMUMU

1. Mpunoxute cdann pesepBHON KONM1 U BBEAUTE NapOrib.
2. Haxxmute MNMpoBepuUTb pe3epBHYHO KOMUIO.

3. lNocne ycnelwHoro 3aBepLUeHNa NpoBepkn HaxmuTe danee.



N3meHeHMe npea3anorniHeHHbIX 3Ha4YeHumn
mMacTepa

Bnarogaps danny pesepBHOM KOMUU, KOTOPLIW Bbl 3arpy3unn Ha npegbigyLlem ware, B mactepe
npensanonHeHbl Nons ¢ HacTponkamu Bawen nHctannsuum Indeed PAM. 3ameHnTe Heobxoammble

napameTpbl U/UnNn cocTaB XOCTOB U NepexoauTe K criegyowemMy atany obHosneHms PAM.
YuuTbiBanTe psg orpaHUYeHnia:

e Ynanenue PAM c xocToB, KOTOpbIE ObINN UCKIOYEHBI N3 CMINCKA XOCTOB, HE peann3oBaHO B MacTepe.

YnaneHne PAM ¢ XOCTOB BbINOMHAETCA BPYYHYt0, 6€3 ncnonb3oBaHus macTtepa.
e [laponun, BOCCTaHOBMNEHHbIE U3 dharna pe3epBHON KoMK, HEBO3MOXXHO MOCMOTPETb. 3aMEHUTb Ha

ApYre MOXHO.

CoxpaHeHue panna pesepBHON KONUMU

Ha atom ware Bam notpebyeTcs ckadaTb HOBbIN hanin pe3epBHOM KONUK, KOTOPbIN NOTpebyeTcst Bam npu
cneayouwem obHosrneHnn PAM Ha HOBYIO BEPCUIO MW AN1S U3MEHEHUS KOHUrypauumn TeKyLLen Bepcum
PAM.

1. 3agavite naponb Ans pe3epBHOM KON MacTtepa.
2. Haxmute CkayaTb pe3epBHYHO KOMNUIO.

3. Haxwmute [lanee ansi nepexoda k criegytollemy Lary Macrepa.

U3ameHeHne KoHurypauum PAM

A NPEAYNPEXOEHWE

Bo Bpemsi npumeHeHus namenennn PAM 6yaet HeqocTyneH. Bee Tekywime ceccum ByayT npepBaHbl.
1. Ansa nepekntoyatens Cnocob nameHeHnsa koHdurypauum Boibepute 3HadyeHne U3 mactepa.

2. Haxxmute NMPUMEeHUTb N3MEeHeHuA.

3. OTcnexvBanTe NpoLecc NpMMEHEHNsT UIAMEHEHUI C NOMOLLBIO Nporpecc-6apa. Joxantecb

3aBepLieHnAa npumMmeHeHna N3MEHEHUN.



() MHOOPMALIMSA

dannbl ¢ norammn HaxoasaTca no cneaytowemy nyti: IndeedPAM_3.0_RU/indeed-pam/logs/.

B clny4yae BO3HMKHOBEHUA oLwmnbKn NPOCMOTPUTE 3TN cbannbl U Npu HeobxoaMMocTn 06paTMTer 3a

MOMOLLbIO MO UCMPaBIEHMIO OLLUNMOKM B TEXHUYECKYIO NOOOEPXKKY.

4. MNocne 3aBepLueHnAa npMmMmeHeHnA N3MEHEHUN HaXXMNTEe 3aBepLI.IMTb pa60Ty MacTepa U BbIMOJITHUTE

criegytoLLlyto KomaHay B TepMuHane:

sudo bash stop-wizard.sh


http://localhost:3000/privileged-access-manager/3.0/problem-solving/tech-support/

E%E‘ Pe3epBHble Y4eTHble 3anucun

Bbloenvte pe3epBHYH YYETHYHO 3anncb Ans Kaxaoro pecypca

l LLindbpoBaHMe naponeun u ceKkpeTos

3awndpynte darinbl KOHOUrypaLm Nocne OKOHYaHUs HaCTPONKMN UHCTanASaLMn

SU| dunsrpaums npoueccos n ®C

[ob6aBbTe pa3pelleHHble Ang 3anycka npouecchl B hann KoHdurypauumn processprotection.settings.json (onunoHansHO)

‘ §0p i LlUndpoBaHme maTtepuanoB ceccum

O3HakoMbTeCh C MHbopMaUnel o LWKdpoBaHMM MaTeEpPUanoB cCeccum

|
_-—Ei, Monutukn 6esonacHocTU cepBepa AocTyna

MmnopTtupynte Habop pekoMmeHAyeMbIX NOMUTUK Ha cepBep AoCTyna



http://localhost:3000/privileged-access-manager/3.0/security-recommendations/backup-accounts/
http://localhost:3000/privileged-access-manager/3.0/security-recommendations/security-of-passwords-and-secret-keys/
http://localhost:3000/privileged-access-manager/3.0/security-recommendations/process-filtering-and-file-security/
http://localhost:3000/privileged-access-manager/3.0/security-recommendations/session-logs-encryption/
http://localhost:3000/privileged-access-manager/3.0/security-recommendations/access-server-security-policy/
http://localhost:3000/privileged-access-manager/3.0/security-recommendations/access-server-security-settings/

ﬁl o
%‘ HaCTpOMKM 6e3onacHocTH cepBepa gocTtyna

MpumeHnTe HeobxoanMble HACTPOKKM 6e30MacHOCTM Ha cepBepe AoCTyna

‘i CmeHa kntova wudpoBaHus b1 PAM

CmeHuTe Kntoy LLII/ICprBaHI/Iﬂ B Clty4ae ero kKomnpomertauum



http://localhost:3000/privileged-access-manager/3.0/security-recommendations/access-server-security-settings/
http://localhost:3000/privileged-access-manager/3.0/security-recommendations/access-server-security-settings/
http://localhost:3000/privileged-access-manager/3.0/security-recommendations/db-encryption-key-changing/

PesepBH bié Yy4eTHbIle 3alucCu

Bbasza gaHHbix 1 cepsuc Indeed PAM Core — 310 KpuTuyeckme anemMeHTbl. [loBpexaeHne 6a3bl AaHHbIX Un
OTKa3 cepBuca NpUBEAET K NOTEpPe AOCTYNa K pecypcaM, Tak Kak Naponu y4eTHbIX 3anncen HeM3BeCTHbI

KOHEYHbIM nonb3oBaTtenamMm n agMUHUCTPaTopaM.

[MoaToMy pekomeHayeTcs Afis Kaaoro pecypca BblAENUTb PE3EPBHYIO YYETHYIO 3annCb C NpaBamm
nokanbHoro agMmnHuctpatopa (OC Windows) unu ¢ npaBamu Ha BbinofiHeHne komangbl SUDO (OC *nix).
HasHaybTe ynonHOMOYEHHOrO COTPYAHMKA, KOTOPbIN ByaeT oTBeYaTh 3a COXPaHHOCTb PE3EPBHbIX YYETHbIX

3anucen n naponemn.

OTa Mepa Nno3BOJINT BOCCTAaHOBUTL AOCTYN K peCypCaM B Cllty4vae Bbixoda U3 CTPOA 0asbl AaHHbIX Unn

cepsuca.



LLUndpoBaHue naponen n cekpetoB

Mo ymonyaHuio Bo BpeMsi YCTAHOBKM KOMMOHEHTOB NPOUCXOANT aBTOMAaTn4eckoe WwngposaHue annos

KOHd)MpraHMM AN OONOMHUTENBbHOM 3aWMTbl CUCTEMBI.

Bo Bpemsi paboTbl ¢ cuctemon MoxeT noTpeboBaTbCsa pefakTMpoBaHue hannoB KOHUrypawumm.
PepaktnpoBaTtb MOXXHO TOMbKO paclumdpoBaHHbie dannbl. lNocne BHeCeHNsa BCeX HEOOXOANMbIX MPaBokK

TpebyeTcs cHoBa 3alumdpoBaThb hannbl KOHUrypaumm.
OTO MOXHO cenatb C NOMOLLbIO yTuUnuThl Ha Windows nnu ckpunta Ha Linux.

LndposaHmio noanexar KoHPUrypaumnmoHHsle gannsl komrnoHeHTos Core, IdP, ProxyApp u Log Server.

YTunuta Ha Windows

CHATHMe wmndpoBaHUua

1. Nepengute B katanor ¢ guctpmudytnsom PAM no nytn IndeedPAM_3.0_RU\indeed-pam-

tools\configuration-protector\.
2. 3anyctute PowerShell oT umeHn agMmuHucTparopa.
3. BbInonHuTe ogHy 13 KoMaHa A5 CHATUSA WKMAPOBaHMUS.

o CHaTMe WwnpoBaHus co Bcex hannoB KOHUrypaLmm, pacnonoXeHHbIX B CTaHOAPTHbIX

ANPEKTOPUSAX:

.\Pam.Tools.Configuration.Protector.exe unprotect

() MHOOPMALIMSA

CraHgapTHON gupekTopuen anioB KOHUrypaumm SBngeTca QUpeKTopus

C:\inetpub\wwwroot\ums_komnoHeHTa\appsettings.json.

o CHATUe wundpoBaHus ¢ annoB KOHpUrypaumm otaenbHbIX KOMMNOHEHTOB:



.\Pam.Tools.Configuration.Protector.exe unprotect --component WUms_KoMmnoHeHTa
Hanpumep:
.\Pam.Tools.Configuration.Protector.exe unprotect --component core

o CHsaATMe wndgpoBaHus ¢ danna, pacrnonoXeHHOro BHe CTaHA4APTHOW ANPEKTOPUN:

.\Pam.Tools.Configuration.Protector.exe unprotect --component Uma_xkomnoHeHTa --
file "nyTb_k_danny"

Hanpumep:

.\Pam.Tools.Configuration.Protector.exe unprotect --component Core --file
"C:\inetpub\wwwroot\core\appsettings.json"

() UH®OPMALINSA

[NonyckaeTcs ykas3aTb NyTb Ge3 KaBbl4YeK, ECIN OH HE COAEPXUT NPOGENOB.

lUndpoBaHune

1. Nepengnute B kKatanor ¢ gauctpmudytnsom PAM no nytn IndeedPAM_3.0_RU\indeed-pam-
tools\configuration-protector\.

2. 3anyctute PowerShell oT umeHn agMmuHucTparopa.
3. BbINonHuTe 0OHY M3 KOMaH4 Ans WngpoBaHus.

o LUndgpoBaHue Bcex dainnoB KOHUrypaLmmn, pacronoXeHHbIX B CTaHOAPTHLIX OUPEKTOPUSIX:

.\Pam.Tools.Configuration.Protector.exe protect

() MH®OPMALSA



CraHgapTHON gupekTopuen annoB KOHUrypaumm SBngeTca QUpeKTopus
C:\inetpub\wwwroot\ums_komnoHeHTa\appsettings.json.

o WndposaHne dannos koHPUrypaunmn otaenbHbIX KOMMNOHEHTOB:
.\Pam.Tools.Configuration.Protector.exe protect --component WmAa_komMnoHeHTa
Hanpumep:
.\Pam.Tools.Configuration.Protector.exe protect --component core
o LundpoeaHue dainna, pacnonoXxXeHHOro BHe CTaHAAaPTHON ANPEKTOPUN:

.\Pam.Tools.Configuration.Protector.exe protect --component WUma_komnoHeHTa --
file "nyTb_k_danny"

Hanpumep:

.\Pam.Tools.Configuration.Protector.exe protect --component Core --file
"C:\inetpub\wwwroot\core\appsettings.json"

() UH®OPMALINSA

NonyckaeTcs yka3aTb NyTb Ge3 KaBblYeK, ECIN OH HE COAEPXUT NPOGENOB.

CkpunT Ha Linux

CHATMe wndpoBaHUua

1. Mepenante B AnpekToputo ¢ hannom npoTekrTopa:
cd /etc/indeed/indeed-pam/tools

2. Boinonnute OAHY U3 KOMaHA AnA CHATUA LLIVICprBaHI/IFI.



o CHATUe WwndpoBaHMsa CO Bcex hansioB KOHUrypaumm, pacnosioXXeHHbIX B CTaHAAPTHbIX
ANPEKTOPUAX:

bash protector.sh unprotect

o CHaTme wmncpoBaHus ¢ hannoB KOHUrypaumm oTaenbHbIX KOMMNOHEHTOB:
bash protector.sh unprotect -component WUmsa_kKomnoHeHTa

Hanpumep:
bash protector.sh unprotect -component core
LlUndpoBaHne
1. Mepenante B ANpeEKTOpPUIO C hansiom npoTekTopa:
cd /etc/indeed/indeed-pam/tools

2. BbinonHuTte oHy U3 KoMaHa Ans wWudpoBaHus.

o LundppoBaHue Bcex pannoB KOHMUrypaumm, pacrnosioXXeHHbIX B CTaHAAPTHLIX OUPEKTOPUSAX:
bash protector.sh protect
o WndposaHne dannos koHPUrypaunmn otaenbHbIX KOMNOHEHTOB:
bash protector.sh protect -component Wmsa_komnoHeHTa
Hanpumep:

bash protector.sh protect -component core



O mexaHusme wudpoBaHuA

LndposaHme KoHpUrypaumoHHbIX hannos (KputnyHbix annos) Indeed PAM BbInonHSETCS Npy NOMOLLN
kntoya wncpposaHna AES-256 creHepupoBaHHoro Data Protection API. Kntou coxpaHsaeTcsa Ha cepBepe

Indeed PAM n gononnuteneHo wndgpyetca Windows Data Protection API.
PacnonoxeHue kroya:

¢ OC Windows Server — %ProgramData%\Indeed\Keys
e OC Linux — /etc/indeed/indeed-pam/keys

[MpaBo Ha Mcnonb3oBaHWE OUPEKTOPUM NpeaocTaBnaeTcs Tonbko npunoxeHnam Indeed PAM.



dunesrpaumnsa npoueccoB n PC

3an peT 3anyCKa npoueccoB

Ans PAM Gateway peanu3oBaH MexaHU3M 3anpeTa 3anycka NpoLEeCCOB MOfb30BaTENSAMU.

|-|pl/l KaXOoM 3anycke rnpouecca BbINMONHAETCA pAd npoBEpPOK. 3anyC|< npouecca pa3peLlleH, ecrin XoTsd Obl

ofHa 13 NpoBEPOK NponaeHa:

e Ecnu nonb3oBartenb 3TO0 LOCAL_SYSTEM, LOCAL_SERVICE mnu NETWORK SERVICE.
« Ecnu nonb3oBaTtens siBNAeTcs agMUHUCTPATOpoM Ha cepBepe RDS.

e Ecnu POAUTENBCKMM MPOoLECCOM ABNAETCA OANH N3 U3BECTHbLIX CUCTEMHbIX (SVChOSt . exe|,

winlogon.exe, userinit.exe, rdpinit.exe).

o CTtapT npouecca paspeLleH B KOHpuUrypaumoHHoMm dpanne processprotection.settings.json.
Ecnn H1 ogHa 13 npoBepoOK He NponaeHa, To 3anyck npouecca 3anpeLleH.

KoHdurypauma paspeLLeHHbIX NpoLeccoB HacTpamBaeTcs B dpanne:
C:\Program Files\Indeed\Indeed

PAM\Gateway\ProcessCreateHook\processprotection.settings.json

Mpumep canna processprotection.settings.json

"BlackListRules": [
{

"Comment": "Common, iexplore from shortcut",

"ParentProcessPaths": [
"C:\\Windows\\System32\\svchost.exe"

1,

"ApplicationPaths": [
"C:\\Program Files\\Internet Explorer\\IEXPLORE.EXE",
"C:\\Program Files (x86)\\Internet Explorer\\IEXPLORE.EXE"

}
1,
"WhiteListRules": [

{

"Comment"”: "Common, record video",



17
18

19
20
21
22
23
24
25
26
27
28
29
30
31
32

33
34
35
36
37
38
39
40
41
42

43
44
45
46
47
48

49

50
51
52

53
54
55
56

"ParentProcessPaths": [
"C:\\Program Files\\Indeed\\Indeed
PAM\\Gateway\\ProxyApp\\Pam.Proxy.App.exe"
])
"ApplicationPaths": [
"C:\\Program Files\\Indeed\\Indeed PAM\\Gateway\\ProxyApp\\ffmpeg.exe",
"C:\\Program Files\\Indeed\\Indeed PAM\\Gateway\\ProxyApp\\ffprobe.exe"

]
}s
{

"Comment": "Common, UserInit process",

"ParentProcessPaths": [
"C:\\Windows\\System32\\userinit.exe"

1,

"ApplicationPaths": [
"C:\\Windows\\system32\\rdpinit.exe",
"C:\\Program Files\\Indeed\\Indeed

PAM\\Gateway\\ProxyApp\\Pam.Proxy.App.exe"

]

¥
{

“"Comment": "Common, RdpInit process",

"ParentProcessPaths": [
"C:\\Windows\\system32\\rdpinit.exe"

1,

"ApplicationPaths": [
"C:\\Windows\\system32\\rdpshell.exe",
"C:\\Program Files\\Indeed\\Indeed

PAM\\Gateway\\ProxyApp\\Pam.Proxy.App.exe"

]
}s
{

"Comment"”: "Common, start WebView for authentication on IDP",
"ParentProcessPaths": [
"C:\\Program Files\\Indeed\\Indeed
PAM\\Gateway\\ProxyApp\\Pam.Proxy.App.exe",
"C:\\Program Files\\Indeed\\Indeed
PAM\\Gateway\\ProxyApp\\Microsoft.WebView2.FixedVersionRuntime\\msedgewebview?2.exe"
1,
"ApplicationPaths": [
"C:\\Program Files\\Indeed\\Indeed
PAM\\Gateway\\ProxyApp\\Microsoft.WebView2.FixedVersionRuntime\\msedgewebview2.exe"

]
}s

{
"Comment": "RDP",



"ParentProcessPaths": [
"C:\\Program Files\\Indeed\\Indeed
PAM\\Gateway\\ProxyApp\\Pam.Proxy.App.exe"

1,
"ApplicationPaths": [

"C:\\Windows\\system32\\mstsc.exe",
"C:\\Windows\\SysWOW64\\mstsc.exe"

]
}s

{
"Comment": "SSH",

"ParentProcessPaths": [
"C:\\Program Files\\Indeed\\Indeed
PAM\\Gateway\\ProxyApp\\Pam.Proxy.App.exe"

1,
"ApplicationPaths": [

"C:\\Program Files\\Indeed\\Indeed PAM\\Gateway\\SshClient\\Pam.Putty.exe"

e BlackListRules — npaBuna gnsa 3anpeLieHHbIX NpoLeccos.

e WhitelListRules — npaBuia ansa paspeLlleHHbIX NpoLeccoB.
MapameTpbl NpaBun:

e Comment — KOMMEHTapuun Ans npasuna.
e ApplicationPaths — nyTW 4O UCNOMHAEMbIX hansioB, KOTOPbIE MOXHO 3arycKaTb.

e ParentProcessPaths — nyTn 00 NCNOMHAEMbIX QJaVIﬂOB, npoueccChbl KOTOPbIX MOTYT 3anyCckKaTb

npunoxeHmsa n3 ApplicationPaths.

3awmnTa KPpUTUYHbIX (pannos

Ona PAM Gateway peanvM3oBaH MexaHu3M pasrpaHuyeHus npae Ansa goctyna K pannam Ha ypoBHe

npoueccos.

Monb3oBaTenu NokanbHOW rpynnbl aAMUHUCTPATOPOB MMEKT AOCTYN K N0ObIM dhannam 3 nobbix
npoueccoB. OcTanbHble NOMb30BaTENN MOrYT OTKPbIBaTb ftobble dannbl U3 NobbIX NPOLLECCOB, KPOME
y3BMMbIX pannoB. [Ans ys3BMMbIX hanoB BbINOTHAETCA NpoBepKa npouecca: ecnm npouecc HaxoauTcs B

CMNMCKE paspeLLleHHbIX, TO AOCTYN paspellaeTcs, MHaye — 3anpeLuaeTcs.



KoHdurypaumsa 3awwmtel yassuMmbIX oannoB HacTpavsBaeTcs B panne:

C:\Program Files\Indeed\Indeed PAM\Gateway\Service\filesprotection.settings.json

Mo ymonyaHuio B KOHUrypaumMoHHbI hann gobasneHbl ya3sumMble hannsl PAM, gononHuTtenbHas
HacTpovika He TpebyeTcs.

Mpumep canna filesprotection.settings.json

1 {

2 "VulnerableFiles": [

3 {

4 "Path™: "C:\\Program Files\\Indeed\\Indeed
PAM\\Gateway\\ProxyApp\\appsettings.json",

5 "AllowedProcesses": [

6 "C:\\Program Files\\Indeed\\Indeed
PAM\\Gateway\\ProxyApp\\Pam.Proxy.App.exe"

]

s
{
10 "Path": "C:\\ProgramData\\Indeed\\Indeed PAM\\SessionTemp\\RDP",
11 "AllowedProcesses": [
12 "C:\\Program Files\\Indeed\\Indeed
PAM\\Gateway\\ProxyApp\\Pam.Proxy.App.exe",
13 "C:\\Windows\\System32\\mstsc.exe",
14 "C:\\Windows\\SysWOW64\\mstsc.exe"
15 ]
16 ¥
17 {
18 "Path": "C:\\ProgramData\\Indeed\\Indeed PAM\\SessionTemp\\SSH",
19 "AllowedProcesses": [
20 "C:\\Program Files\\Indeed\\Indeed
PAM\\Gateway\\ProxyApp\\Pam.Proxy.App.exe",
21 "C:\\Program Files\\Indeed\\Indeed PAM\\Gateway\\SshClient\\Pam.Putty.exe"
22 ]
23 ¥
24 {
25 "Path": "C:\\ProgramData\\Indeed\\Indeed PAM\\SessionTemp\\Video",
26 "AllowedProcesses": [
27 "C:\\Program Files\\Indeed\\Indeed
PAM\\Gateway\\ProxyApp\\Pam.Proxy.App.exe",
28 "C:\\Program Files\\Indeed\\Indeed PAM\\Gateway\\ProxyApp\\ffmpeg.exe",
29 "C:\\Program Files\\Indeed\\Indeed PAM\\Gateway\\ProxyApp\\ffprobe.exe"
30 ]

31 1



32 {

33 "Path": "C:\\ProgramData\\Indeed\\Indeed PAM\\PamStorage",
34 "AllowedProcesses": [
35 "C:\\Program Files\\Indeed\\Indeed
PAM\\Gateway\\ProxyApp\\Pam.Proxy.App.exe",
36 "C:\\Program Files\\Indeed\\Indeed PAM\\Gateway\\ProxyApp\\ffmpeg.exe",
37 "C:\\Program Files\\Indeed\\Indeed PAM\\Gateway\\ProxyApp\\ffprobe.exe",
38 "C:\\Program Files\\Indeed\\Indeed PAM\\Gateway\\SshClient\\Pam.Putty.exe"
39 ]
40 }
41 ]
42 }
[MapameTpsbl:

e VulnerableFiles — CNMCOK yS3BMMbIX (pansioB.
e Path — nyTb K ya3Bumomy danny. MOXHO yKa3blBaTb Kak KOHKPETHbIV dpans, Tak U AUPEKTOPUIO.

e AllowedProcesses — CMNMUCOK NPOLIECCOB, KOTOPbLIM paspeLleH A0CTyn K hanny. YkasbiBatoTcs

KOHKpPETHbIE UCMOJTHAEeMbIE MOAYIIN.

lMocne nameHeHus KOHUrypaumoHHoro canna TpebyeTtcs nepesanyck cnykoel Pam.Service.



LLincdhpoBaHMe maTepuanoB ceccuu

[MpepocTtaBneHue OocTyna K 3awmiuiaeMbiM NPUBUIErMPOBaHHbLIM YYETHBIM 3anncaM ABMSETCH He
egmHcTBeHHOM 3aaadven Indeed PAM. [1ns makcumanbHoro obecneveHnsa 6e3o0nacHOCTM y4ETHOM 3anmcu u
npouecca paboTbl NPUMEHSAIOTCHA CPEACcTBa NPOTOKONMpoBaHuA. B npouecce paboTbl BbINOMHSAETCA
doukcaumna oencTBmi NpyM NOMOLLM BUAEO M CHUMKOB 3KpaHa. OTCHATbIE MaTepuanbl ABAATCA KPUTUYHBIMA
C TOYKM 3peHnsa MHPOPMaLIMOHHON Be30NacHOCTN, TaK Kak UCNOMb3YTCA AN9 UcCnefoBaHNA UHUMAEHTOB U

4YaCTO HOCAT KOH(PMAEeHUManbHbIA XapakTep.

[na obecneyeHns 6e3onacHOCTN OTCHATLIX MaTtepuanos B Indeed PAM peanu3oBaH MexaHn3m
LWnppoBaHMs NO3BoONAIOLWMI Be30NacHO XpaHUTb U UCMOMb30BaTh B paMkax pelweHus. LndgpposaHune
BbIMOMHSAETCS Npu nomoLum anroputma AES256, cam Kniod yHUKaNeH Anst Kaxxgon oTaenbHOW CeCCUMn.



NMonutnkn 6e3onacHocTn cepBepa
pocTyna

Habop ctaHgapTHbIX rpynnoBbIX NoNnTuk gomeHa Active Directory, pekomeHayembIX K IPUMEHEHMIO Ha
cepBep, KOTopbIN BbINOMAHAET porb Indeed PAM Gateway, ans obecneyeHuns 6e3onacHoCTu.

HasHavyeHue npaB NnoJsib3oBaTesA

MyTb: KoHdurypaums komnbrotepa — NMonutukm — KoHdurypauma Windows — lNMapameTtphbl
6e3onacHocTu — JlokanbHble NONUTUKKM — Ha3HavyeHne npaB nonb3oBaTens

(aHrn. — Computer Configuration — Policies — Windows Settings — Security Settings — Local Policies —

User Rights Assignment)

=) Group Policy v
File Action View Help
e HE XK=

4 il Computer Configuration ~

4 | Policies
B[] Software Settings
4[] Windows Settings
i [ | Mame Resolution Policy
| Scripts (Startup/Shutdown)
4 Th Security Settings
[+ _:j::] Account Policies
A ﬂ:j Local Policies
boH Audit Policy
q User Rights Assignment
o= Security Uptions
b i EventLog
t- [ Restricted Groups

b & Systemn Services

v OnucaHne NonuTuK

Monutuka OnucaHue 3HaueHus

Access Credential OTOT NapameTp UCMorb3yeTcs He onpeneneHo

Manager as a trusted ancnetyepoM y4HeTHbIX AaHHbIX B Xo4e




Monutuka

caller (QocTtyn K
ANCNETYEPY YYETHbIX
AaHHbIX OT UMEHU
AOBEPEHHOIO
BbI3bIBalOLLENO)

Act as part of the
operating system
(Pabota B pexunme
onepaunoHHOn

CUCTEMbI)

OnucaHue

apxvBauun N BOCCTAHOBMNEHNA. JTa
NpuBUNEr1a He AOMKHa
NPeAoCTaBNATLCA YHYETHBIM 3aMMCcamMm,
MOCKOMbKY OHa NPeaoCTaBrseTCcsa TONbKO
Winlogon. CoxpaHeHHble
nonb3oBaTeNs MmN y4eTHbIE AaHHbIE MOTYT
6bITb CKOMNPOMETUPOBAHbI, €CNN 3Ta
npuBUErusa NpeaoCcTaBnaeTca Apyrum

cybbekTam.

OT0 NpaBo nornb3oBaTens No3BonseTr
npoleccy onueTBopATb oboro
nonb3oBaTensi 6e3 NnpoBepku
noanuHHocTwn. MNpouecc, Takum obpasom,
MOXET Mnosiy4aTb AOCTYN K TEM Xe
noKanbHbIM pecypcam, 4To U
nonb3oBaTenb. [pouecchl, Ans KOTOpbIX
TpebyeTca Takas NnpuBUMIErus, JOMMKHbI
MCNONb30BaTb YXXe CoAepXalLlyto 3Ty
NPUBUIETNIO YYETHYIO 3anncCb
LocalSystem, a He oTAenbHY Y4ETHYIO
3anucb norb3oBaress ¢ 3Ton
npusunernen. Ecnun B opraHnsayum
MCNONb3YTCS TONBbKO CEPBEPbI C
onepaunoHHbIMU CUCTeMaMn cemencTea
Windows Server 2003, HeT
HeobX0AMMOCTUN Ha3HavaTb 3Ty
npusunernio nons3osarenam. OgHako
€Cnv B opraHmn3aumm Ncnonb3yrTcs
cepBepbl Mo yrnpasneHnem
onepaumoHHbix cuctem Windows 2000
nnu Windows NT 4.0, Ha3HayeHue aTon
npyBUIIErMn MOXeT noTpeboBaTbCcs AN
MCNOMNb30BaHWS NPUOXEHWUNA,
oBMeHMBaroLLMXCA NapornsiMy B 06bIYHOM
TEKCTOBOM (popmaTe. BHMMmaHue!

3HauyeHus

He onpeneneHo




Monutuka

Adjust memory quotas
for a process
(Hactpownka kBOT
namaTv ang

npouecca)

Allow log on locally
(JTokanbHbIN BXOA B
cucTemy)

Allow log on through
Remote Desktop
Services (PaspewaTtb
BXO[ B CUCTEMY Yepes
cnyx6bl yaaneHHbIX

paboymnx CTonoB)

Back up files and
directories
(ApxuBauus cannos
N KaTanoros)

OnucaHue

HasHaueHne aToro npaea nornb3oBaTento
MOXXET NPeACcTaBnsATb Yrpo3y
6e3onacHocTu. HasHavaiTe Takue npasa
TONbKO JOBEPEHHbLIM MOMb30BaTENsAM.

OTa npuBuners onpenensieT, KTo MoXeT
N3MEHATb MakCUMarbHbI 00beM
namATn, UCNOMb3yeMbI NPOLLECCOM. JTO
npaBo Nonb30oBaTens onpeaeneHo B
obbekTe rpynnosou nonutukn (GPO)
KOHTpoOssfiepa AoOMeHa Mo YMOYaHUIo 1 B
nokarbHoOW nonutuke 6e3onacHoOCTU
paboymnx cTaHumn 1 cepBepoOB.
MpumevaHne. 3ta npmBUnernsa nonesHa
NpW HAaCTPOMKe CUCTEMbI, HO €ro
MCNorib30BaHNE MOXET HAHECTW Bpea,
Hanpumep, B cry4yae atak Tuna "oTkas B
obcnyxmBaHun".

OTOT NapameTp onpegensiet
nonb3oBaTenemn, KoTopble MOryT BXOAUTb
B CUCTEMY Ha KOMMbOTEPE.

OT0T NapameTp GesonacHoCcTH
onpeaensieT, y Kakmx nonb3oBaTenemn unm
rpynn ecTb paspeLleHne Ha BXod B
CUCTEMY B Ka4yeCTBe KIMeHTa cnyxo6
yAaneHHbIX paboynx cTonos.

OT0 NpaBo Nonb3oBaTeNnd onpeaenser,
Kakue nonb3oBaTenn MoryT
WUrHOpMpoBaTb paspeLleHnsa anga gannos,
KaTtanoros, peecTpa u Apyrmx
MOCTOSIHHbIX OOGBEKTOB C LIENbHO
apxmBaumm cuctemsbl. B yactHocTu, aTo

3HauyeHus

NT
AUTHORITY\NETWORK
SERVICE, NT
AUTHORITY\LOCAL
SERVICE,
BUILTIN\Administrators

BUILTIN\Administrators

BUILTIN\Administrators,
rpynna nonb3oBaTeneu
PAM

BUILTIN\Administrators




Monutuka

Bypass traverse
checking (O6xopg
nepeKkpecTHoOn

NpOBEPKN)

Change the system
time (M3meHeHne

CUCTEMHOIO BPEMEHMN)

OnucaHue

npaBo nonb3oBartens nogobHo
NpeaoCTaBnNeHnto criefyLwmx
paspeLLeHnin Nonb3oBaTeno Unu rpynne
AN BCex Narnok u pannos B CUCTEME:
O630p nanok/BbinonHeHne gannos
Copepxnmoe nanku/YteHne gaHHbIX
YrteHune atpmbyToB YUTeHne
paclwmpeHHbIX aTpnbyToB YteHune
paspelweHnin BHnmaHue! HasHayeHne
3TOro Npaea Nonb30BaTEN0 MOXET
npeacTaenaTb yrpo3y 6e3onacHoCTH.
MockornbKy HEBO3MOXHO TOYHO 3HATb,
YTO MMEHHO MoNb30oBaTeNb AeNnaeT C
AaHHbIMY — cO3[aeT apxuB, KpageT unm
KOMMPYET C Lenbko pacnpocTpaHeHns —
HasHa4anTe 3TO NPaBO TONbKO
AOBEPEHHbIM NONb30BaTENSAM.

370 NpaBo Nonb3oBaTens onpeaenser,
Kakue nonb3oBaTeny MoryT Npon3BoauTb
00630p AepeBbLEB KaTanora, Jaxe ecnv y
3TUX Norb3oBaTenen OTCYTCTBYOT
paspeLleHuns Ha kaTaror. 9Ta
NpuBUMEr1s He NO3BonseT
nonb3oBaTensiM NpocMaTpMBaTh
COOEPXXMMOE KaTarora, a No3BonseT

TONbKO BbINOJIHATb 0630p.

OT0 NpaBo Nonb3oBaTend onpeaenser,
Kakume nonb3oBaTtenu u rpynnbl MOryT
N3MEHSATb BPEMS U AaTy BHYTPEHHUX
YyacoB KoMrMbloTepa. [lonb3oBartenu ¢
AaHHbIM MPaBoM MOryT BfMATbL Ha BUA,
XypHanoB cobbiTuin. Ecnu cuctemHoe
BpeMs ObIfio U3MEHeHO, 3anucu

OTCNEXEHHbIX COObITUI OTPA3AT HOBOE

3HauyeHus

BUILTIN\Administrators, NT
AUTHORITY\Authenticated
Users, NT
AUTHORITY\LOCAL
SERVICE, NT
AUTHORITY\ANETWORK
SERVICE

BUILTIN\Administrators, NT
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SERVICE




Monutuka

Change the time zone
(MN3meHeHne YacoBoro
nosca)

Create a token object
(CospaHue

MapKepHoro obbekTa)

OnucaHue

BPeEMs, a He OeNCTBUTENbHOE BPeEMS

COBEPLLEHNS CODLITUIA.

OT0 nonb3oBaTenbCckoe NpaBo
onpegernseT, KakMe nonb3oBaTenu un
rpynnbl MOTyT 3MEHSITb YaCOBOMW MOSIC,
MCMNONb3yeMbli KOMMbIOTEPOM ANSA
oTOBpaXkeHsi MECTHOIO BPEMEHMN,
KOTopoe npeacrtaBnsietT cobon cymmy
CUCTEMHOrO BPEMEHM KOMMbIOTEPA U
cMeLleHns YacoBoro nosica. Camo no
cebe cucTtemMHoe BpeMs sBrsieTcs
abCoNIOTHLIM U HE 3MEHSAETCA NMpu

N3MEHEHNN HYaCOBOI0 Nodca.

10T NnapameTp 6e3onacHoCTn
onpeaensieT, Kakme y4YeTHble 3anmcu
MOryT BbITb MCNONb30BaHbI NpoLeccamm
AN CO30aHNSA MapKepOoB, KOTOpbIE 3aTeM
MOTYT ObITb MCMOMb30BaHbI AN
nonyyeHns JOcTyna K nobbim
noKanbHbIM pecypcam, ecnv ans
cOo34aHnsa Mapkepa gocTtyna npouecc
ncnonb3yeT BHYTPEHHUI MHTepdernc
(API). JaHHoOe npaBo ucnonb3yeTcs
onepaumoHHON CUCTeMon ans
BHYTPeHHUX uenen. Ecnu Het
HeobXxogMMOCTH, HE NpeaoCTaBNAnTe 3To
NpaBoO HWKAKMM MOSib30BaTENaM, rpynnam
MM npoLeccam Kpome nosib3oBaress
"lokanbHasa cuctema". BHnmaHme!
HasHa4yeHune aToro npaBa nonb3oBaTento
MOXET NpeaCcTaBnsTb Yrpo3y
6e3onacHocTn. He Ha3HavanTe 3To
npaBo Nonb30BaTento, rpynne unm

3HauyeHus

BUILTIN\Administrators, NT
AUTHORITY\LOCAL
SERVICE

He onpeneneHo




Monutuka

Create global objects
(CospaHune
rnobanbHbIX
00ObEKTOB)

Create permanent
shared objects
(CospaHune
MOCTOSAHHbIX 0BLLMX
06beKkTOoB)

Create symbolic links
(CospaHue

OnucaHue

MpoLeccy, KOTOPbIM HexenaTernbHO
NO3BONSATb YNPaBsiTb CUCTEMOWA.

OT0T napametp 6e3onacHoOCTU
onpeaensieT, MoryT fiv NoNb30BaTenm
co3aaBaTh rnobanbHble 00BLEKTHI,
OOCTYMHbIE A5 BCEX CEaHCOB.
lMonb3oBaTenun No-NpexxHemy mMoryT
co3gaBaTb OTAeNbHble 0ObEKTLI ANA UX
CeaHCcoB, He MMes JaHHOro npaea.
CospaHue rnobanbHbIX 0ObLEKTOB MOXET
BNUATb Ha NPOLECCHI, BbINOMHAEMbIE B
ceaHcax Opyrux nonb3oBaTenen, Beas K
owmbkam NPUNOXKEHNN U NOBPEXOAEHNIO
JaHHbIX. BHMMaHme! HasHavyeHne atoro
npaBa Nonb3oBaTens MOXeT
npeacTaBnaTb yrpo3y 6e3onacHoCTu.
HasHavyaunTe ero TonbKo JOBEPEHHbLIM

noJyib3oBaTensam.

OT0 NpaBo Nonb3oBaTens Onpeaenser,
Kakue y4YeTHble 3anmcu MoryT
MCnonb3oBaTbCs Npoueccamu Ans
co3faHusl obbekTa kaTtanora npu
nomoLLm aucneryepa ob6bEKTOB. ATO
MpaBo Mosb30BaTeENs NCMONb3yeTCs
BHYTPW OrnepaunoHHON CUCTEMbI U
NONe3Ho AN KOMMNOHEHTOB B peXunuve
a4pa, pacMpsIOLLNX NPOCTPaHCTBO
MMeH obbekTa. MockonbKy 3TO NpaBo
yXXe Ha3Ha4YeHO KOMMOHEHTaM,
BbIMOSHAOLLMMCS B pEXMMe siapa, ero He

HY>KHO crneuunaribHO Ha3Ha4aTb.

OTa npuBuUnerna onpenendet and
nonb3oBaTtesid BO3MOXHOCTb CO3aBaTb

3HauyeHus

BUILTIN\Administrators, NT
AUTHORITY\SERVICE

He onpeneneHo

BUILTIN\Administrators




Monutuka

CUMBOJTNYECKNX

CCbINOK)

Debug programs
(Otnagka nporpamm)

Deny access to this
computer from the
network (OTkasatb B
AOCTyne K 9TOMy
KOMMbIOTEPY U3 CETN)

Deny log on as a
batch job (OTkaszatb

OnucaHue

CYMBOJTbHbIE CCbINIKM C KOMMbIOTEPA, Ha
KOTOpbIN OH Bowen. BHumaHwne! 3ty
npuBMUNEeruio cnegyet NpefoCcTaBnsaATb
TONMbKO AOBEPEHHbIM MOrb30BaTeNsIM.
CvmBOnMYeckune CCbifikn MOryT OBHaXnTb
ysi3BUMblE MeCTa B NMPUMOXEHUSIX,
KOTOpble HE pacCcYMTaHbl Ha UX

o6paboTky.

OT0 NpaBo Nonb3oBaTenst onpeaenser,
Kakume nonb3oBaTenu MoryT nogkniodvaTb
oTnag4vvkK K NobomMy npoueccy nnm sapy.
OTO0 NpaBo He HY)XHO Ha3Ha4yaTb
pa3paboTymkam, BbINOMHALWMM OTNaaKy
cobCTBEHHbIX NpunoxeHun. OHo
notpebyetca paspaboTumkam ons
OTNagKky HOBbIX CUCTEMHbIX
KOMMOHEHTOB. JTO NPaBO Nofb3oBaTens
obecrne4ymBaeT NOMHbIA AOCTYN K BaXXHbIM
KOMMOHEHTaM OnepaunoHHON CUCTEMBI.
BHumaHune! HasHayeHune atoro npaea
nonb3oBaTens MOXeT NpPeacTaBnsThb
yrpo3y 6esonacHocTtn. HazHavanTe ero
TONbKO AOBEPEHHBIM NOMb30BaTENSIM.

OTOT napameTp 6e3onacHoCcTu
onpegernsert, Kakum nonb3oBaTensm
BygeTt oTKka3aHo B JOCTYMNe K KOMMbOTEPY
N3 cetTn. 3TOT NapameTp 3aMeHseT
napameTp nosMTukn "PaspelmnTtb 4ocTyn
K KOMMNbIOTEPY N3 CETU", ecnn K y4eTHOM
3anuncu nonb3oBaTtens NpMMeHsitoTcs obe

NOJINTUKW.

10T NnapameTp 6e3onacHoCcTn

onpenernsdet, KakuMm y4eTHbIM 3anncam

3HauyeHus

BUILTIN\Administrators

BUILTIN\Guests

BUILTIN\Guests




Monutuka

BO BXOO€e B Ka4eCTBe
NakeTHoro 3a,El,aHVIFI)

Deny log on as a
service (OTkasaTtb BO
BXoJe B KayecTBe

Cnyx6bl)

Deny log on locally
(Banpetutb

NoKanbHbIN BXOA)

Deny log on through
Terminal Services
(BanpeTtuTb BXOA B

OnucaHue

ByoeTt oTkasaHo BO BXoAe B CUCTEMY B
BUAE NAKeTHOro 3aganus. [JaHHbIn
napamMeTp 3aMeLLaeT napameTp
"PaspelumnTtb BXog B CUCTEMY KakK
NakeTHOMY 3aaHui", ecnu K y4eTHOm
3anuncu nonb3oBarens npMMeHsitoTcs oba
napameTtpa.

10T NnapameTp 6e3onacHoOCTn
onpeaensieT, KakuM y4eTHbIM 3anmcsm
cnyx6 OygeT oTKkasaHo B permcrpauum
npoecca Kak cnyxbbl. 3ToT napameTp
NOMUTUKN 3aMeHSEeT napameTp
"PaspelumnTtb BXog B CUCTEMY KakK
cnyx6e", ecnu K y4eTHoOM 3anucu
NpUMEHSOTCS 06 NONUTUKN.
MpumeyaHne. STOT napameTp
6e30nacHOCTM He NPUMEHSETCS K
y4yeTHbIM 3anucsam "Cucrtema”,
"NlokanbHas cnyxb6a" nnu "CeteBas
cnyxoa".

OT0T NapameTp 6esonacHoCcTn
onpeaensieT, KakuMm rnosib3osaTernsam
ByoeTt oTKka3aHO BO BXOAE B CUCTEMY.
OTOT NnapameTp MOSIUTUKN 3aMeHSAET
napameTp "Pa3pelumnTb nokanbHbIn BXoq
B CMCTeMY", eCnn K y4eTHOM 3anucu
NPUMeHsIoTCA 0b6e NnonuTukn. BHUMaHme!
Ecnu aTtoT napameTp 6e3onacHocTn
npumeHsieTcs K rpynne "Bce", HUKTO He

CMOXET BONTU B CUCTEMY JTOKalibHO.

OT0T NapameTp GesonacHoCTH
onpepnenseT, Kaknum nonb3oBaTensiM 1
rpynnam 6yaet 3anpeLieHo BXoanuTb B

3HauyeHus

BUILTIN\Guests

BUILTIN\Guests

BUILTIN\Guests




Monutuka

cucTemy yepes
cny>x0y yaaneHHbIX

paboymx CTonoB)

Enable computer and
user accounts to be
trusted for delegation
(PaspelweHue
AOBEPUSA K YHETHbIM
3anucam
KOMMbIOTEPOB U
nonb3oBaTenen npu
AenernpoBaHunn)

OnucaHue

CUCTEMY KaK KIMEHTY Ccrny0 yaaneHHbIX

paboymx CTOMNOB.

OT10T napameTtp 6e3onacHOCTU
onpegenseT, Kakme nonb3oBarenu MoryT
yCTaHaBnmBaTtb napameTp
"[lenernpoBaHue paspeLueHo" ans
nonb3oBaTens unu obbekTa-
komnbloTepa. MNonb3oBaTtens nnn obbexT,
nonyyvmBLUME 3Ty NPUBUMETUIO, AOMXHbI
MMETb LOCTYN Ha 3anuchb K
ynpasnsowmm dpnaraMm y4eTHoOuM 3anmcu
nonb3oBaTens unu obbekTa-
komnbloTepa. CepBepHbIN NpoLecc,
BbINOSIHAEMbIV Ha KOMMNblOTEpPe (Mnn B
NONb30BaTENbCKOM KOHTEKCTE),
KOTOPOMY paspeLLeHOo AenernposaHune,
MOXET MOoSly4nTb AOCTYN K pecypcam
APYroro KoMnboTEPA, UCMONb3YS
AenernpoBaHHble YY4eTHble JaHHble
KNuMeHTa, Noka B y4ETHOW 3anucu
KnueHTa He ByaeT yCTaHOBMEH
ynpasngaoLwmn dpnar "YyetHasa 3anuck He
MOXET ObITb AenermposaHa". 310 NpaBo
nornb3oBaTens onpegeneHo B oobekTe
rpynnoson nonutukun (GPO)
KOHTposinepa AOMeHa Mo YMOMYaHuoo 1 B
rniokanbHoOM nonuTuke 6e3onacHoOCTH
paboymnx cTaHumMn 1 cepBepOB.
BHumaHme! HenpasunbHoe npumMeHeHne
3TOro npasa nornb3oBaTens unu
napametpa "[denernposaHuve
paspeLueHo" MOXeT caenaTb CETb
YSI3BUMOW K N30LLPEHHbIM atakam C
MOMOLLIbHO BPEAOHOCHBIX MporpaMm Tuna

3HauyeHus

BUILTIN\Administrators




Monutuka

Force shutdown from
a remote system
(MpuHyanTenbHoe
yoaneHHoe
3aBepLUeHne paboTbl)

Generate security
audits (Co3gaHwue
ayavToB
6esonacHocTK)

OnucaHue

"TPOSAHCKUIN KOHL", KOTOPbIE UMUTUPYIOT
BXOASALWMX KIMUEHTOB N UCMOMb3YHOT UX
yY€eTHble JaHHble ANS NoyYyeHus
AOCTyna K CeTeBbIM pecypcam.

OT0T NapameTp 6esonacHoCTH
onpenenset, Kakum Nonb3oBaTensiM
paspeLleHo yaaneHHoe 3aBepLueHme
paboTbl KOMNblOTEpa. HenpasunbHoe
NPMMEHEHME 3TOro Npaea nosfb3oBarTens
MOXET CTaTb MPUYMHON OTKa3a B
obcnyxusaHun. 3To NpasBo
nonb3oBaTens onpegeneHo B oobekTe
rpynnoson nonutukn (GPO)
KOHTPOSINIEPOB JOMEHA NO YMOSYaHUIO U
B NTOKanbHOW NonuTuke 6e3onacHocTu

paboymnx CTaHLmM 1 CEPBEPOB.

10T NnapameTp 6e3onacHoCTn
onpenensieTt, Kakne y4eTHble 3anmcu
MOTYT ObITb MCMOMb30BaHbI MPOLIECCOM
Ans pobaBneHus 3anncen B XXypHan
6e3onacHocTun. XKypHan 6e3onacHocTn
MCNONb3yeTcs A5 OTCNEXNBAHWS
HEeCaHKLMOHMPOBaHHOIO 4OCTyna B
cucTtemy. HenpaBunbHOE NpUMEHEHNE
9TOro npaea Nonb3oBaTeNns MOXET CTaTb
NPUYNHON hOPMMPOBAHUSA MHOXECTBA
cobbITMI ayguTa, KOTOpblE MOTYT CKPbITh
CBUAETENLCTBA aTakn UNun Bbi3BaTb OTKa3
B 0OCNyXMBaHUN, ECIN BKIOYEH
napameTp 6e3onacHocTu "AyaurT:
HemMeaIeHHO 3aBepLUnTbL paboTy
CUCTEMbI NMPU HEBO3MOXXHOCTM
NPOTOKONMPOBaHUA ayanta

6esonacHocTn". [lononHUTENbHbIE

3HauyeHus

BUILTIN\Administrators

NT AUTHORITY\LOCAL
SERVICE, NT
AUTHORITY\NETWORK
SERVICE




Monutuka

Impersonate a client
after authentication
(MMmuTaumsa knueHTa
nocrne nNnpoBepKun
NoASIMHHOCTN)

OnucaHue

cBefleHVst CM. B pasgerne "AyauT:
HemeaeHHO 3aBepLlunTb paboTty
CUCTEMbI MPU HEBO3MOXHOCTU
NPOTOKONMPOBaHUA ayanTa
6esonacHocTn"

Bblgaya nonb3oBarento aTon NpuBuUIierumn
NO3BONSAET NporpaMmmam, BbINOMHAEMbIM
OT MMEHM 3TOro nonb3oBaTens,
onuUETBOPATL KnneHTa. TpebosaHune
3TOro npasa Ans nogobHoro
ONULETBOPEHNSA HE NMO3BONSET
HeaBTOPM30BaHHOMY MOSb30BaTESO
ybeanTb KnueHTa NoaKMoYNTLCS
(Hanpumep, Yepes BbI3OB yaaneHHON
npouenypbl (RPC) nnn nmeHoBaHHble
KaHarbl) K CO34aHHOM UM cnyxbe, a
3aTeM ONnMUETBOPUTL KITMEHTA, YTO AacT
BO3MOXXHOCTb MOBbLICUTb €r0 NOSTHOMOYMS
A0 aaMUHUCTPATUBHOIO UIIM CUCTEMHOIO
ypOBHS. BHUMaHune! HasHa4yeHne atoro
npaea nofb30BaTeNto MOXET
npeacTaenaTb yrpo3y 6e3onacHoCTH.
HasHavanTe Takme npasBa TOSbKO
AOBEPEHHbIM NOMb30BaTENSAM.
lMpumeyaHwme. No ymonyaHuio K TokeHam
aocTtyna cnyx6, 3anyweHHbIX
ancnetyepom yrnpasneHus cnyxbamm,
nobaBnserca BCTpOeHHas rpynna
"Cnyx6a". BctpoeHHas rpynna "Cnyx6a"
Takke gobaBnserca K TokeHam JocTyna
COM-cepBepoB, 3anyLieHHbix COM-
NHPPaCTPYKTYPOM N HACTPOEHHbIX Ha
BbINOSIHEHME MO, ONpeAEneHHON
y4eTHOM 3anucbto. NMoaToMy gaHHble
cnyx6bl nonyyawT 310

3HauyeHus

BUILTIN\Administrators, NT
AUTHORITY\SERVICE




Monutuka

Increase scheduling
priority (YBenuyexue
npuopwuteta

BbINOSTHEHWS)

OnucaHue

nonb3oBaTenbCKoe NpaBo Npu 3anycke.
Kpome Toro, nonb3oBaTterib MOXeT
ONULETBOPATbL TOKEH AOCTyNa u nNpu
BbINOSIHEHWM MO60ro M3 crneayrLmnx
ycnosuin. OnuueTBopsieMbl TOKEH
AocTyna Ha3HavyeH JaHHOMY
nonb3oBaTento. B gaHHOM ceaHce Bxoaa
nonb3oBaTenb co3garn TOKeH A4oCTyna,
SIBHO YKa3aB yYeTHble JaHHble npu
BXoe. 3anpoLUeHHbIV YPOBEHb HUXE,
yem "OnuueTBopsaTb",
Hanpumep:"AHOHUMHbLIN" NNK
"oeHTuduumposaTtk”. [NoaTtomy
nonb3oBaTensiMm obbl4HO He TpebyeTcs
9TO Morb30BaTernbCKoe Npaso.
[ononHuTtensHble cBeAeHNA MOXHO
HanTn nounckom SelmpersonatePrivilege
B Microsoft Platform SDK. BHumaHue!
BkntoyeHune aToro napameTpa MoxeT
NPMBECTU K NOTEPE NpUBUIIErU
"OnnueTBopATL" NporpamMmmMamu,
MMELLMM 3Ty NPUBUNETNIO, U

386J'IOKMDOBaTb X BbIMNMOIMTHEHNE.

OT0T NapameTp 6esonacHoCcTn
onpegernsieT, Kakne y4YeTHble 3anmcu
MOTYT MCMOJSIb30BaTb NPOLECC, UMEIOLLINIA
npaBo Agoctyna "3anuck ceoncTea" Ans
Apyroro npouecca, Ans noBbIWEHUS
npuopuTeTa BbINONTHEHUS, HA3HAYEHHOIO
apyromy npodeccy. lNonb3oBaTtens,
NMEIOLLIMA OAaHHYI0 NPUBUNETNIO, MOXET
N3MEHATb NPUOPUTET BbINONHEHMUS
npoLecca 4Yepes nosib3oBaTeNbCKUn

MHTepdenc aucnetTyepa 3agau.

3HauyeHus

BUILTIN\Administrators




Monutuka

Load and unload
device drivers
(Barpyska u BbIrpy3ka
ApanBepoB
YCTPOWCTB)

Lock pages in memory
(BnokmpoBka cTpaHuL

B NamsATK)

Log on as a batch job
(Bxopg B kavecTBe
MakeTHOro 3agaHus)

OnucaHue

OT0 NpaBo Nonb30oBaTeNda ONpeaenser,
Kakune nonb3oBaTenn MOryT JUHaMUYeCKn
3arpyxaTb 1 Bbirpy>kaTb Apansepbl
YCTPOWCTB UNn OPYron KOA4 B pexnme
aapa. 3To NpaBo Nonb3oBaTens He
NpUMEHSIETCA K ApariBepam YyCTPOUCTB
Plug and Play. He pekomeHayeTcs
Ha3Ha4yaTb 3Ty NPUBUMETNIO OPYINM
nonb3oBatensam. BHMmaHue! HasHaueHune
9TOro npaea nonb30BaTeNto MOXeT
npeacTaBnaTb yrpody 6esonacHocTu. He
Ha3Ha4alnTe 3TO NpPaBO NOJIb30BATENHO,
rpynne unm npoLeccy, KoTopbiM
HexXXenaTtenbHO NO3BONATbL YNPaBNATb

CUCTEMOMN.

OT0T NapameTp 6e3onacHoCcTn
onpepnenseT, Kakne y4eTHble 3anucu
MOTyT MCMONb30BaThb NPOLIECCHI AN
COXpaHeHusi faHHbIX B (pn13n4eckom
namsaTv Ansg npegoTBpalleHns copoca
STMX AaHHbIX B BUPTYyarnbHY NamsATb Ha
ancke. NprMeHeHne 3Ton NpMBUNErm
MOXET CyLLECTBEHHO NOBMNUATL HA
NPON3BOAUTENBHOCTb CUCTEMbI, CHUXKAS
06bem JOCTYMHOM onepaTMBHON NaMATH
(RAM).

OT0T NapameTp 6e3onacHOCT NO3BONSET
Nonb30BaTENO BXOAUTb B CUCTEMY MpU
NMOMOLLM CPEACTBA, UCMOMb3YOLLErO
ovepenb NakeTHbIX 3adaHui,
NPeaoCcTaBnsAeTcs TONbKO ANs
COBMECTUMOCTM C NpeabiayLwmmMmm
Bepcuamm Windows. Hanpumep, ecnn
nonb3oBaTenb nepegaeT 3agaHve npu

3HauyeHus

BUILTIN\Administrators
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Monutuka

Manage auditing and
security log
(YnpaBnaTbe ayagutom
N XypHanom

6esonacHocTK)

Modify an object label
(M3meHeHne meTkn
obbekTa)

OnucaHue 3HauyeHus

MOMOLLM NIIaHUPOBLLMKA 3a4aHuUN,
NOCNeaHWUin PerncTpupyeT 3Toro
nonb3oBaTensi B CUCTEME Kak
nonb3oBaTens ¢ NakeTHbIM BXOAOM, a He
Kak MHTEPaKTUBHOIO Nomnb3oBaTersi.

10T NnapameTp 6e3onacHoCcTn
onpenensieTt, Kakne nonb3oBaTenn MoryT
yKasblBaTb NapameTpbl ayauTa OCTyna K
obGbekTam Anga OTAeNbHbIX PECYPCOB,
Takux Kak cbannbl, 06bekTbl Active
Directory n pasgenel peectpa. [aHHbIn
napameTp 6e30nacHOCT He paspeLuaeT
Nonb30BaTENto BKNOYUTL ayanT JocTyna
K bavinam n obbektam B uenom. [Ans
BKIMOYEHMS TAKOro aygmTta HY>KHO
HacCTpPOMUTb NapameTp A0CTyna K 06bekTy o

BUILTIN\Administrators
"Ayout" B nyTn "KoHurypaums
komnbtoTepa\llapameTpsl
Windows\lNapameTpsbl
6esonacHocTu\J1okanbHble
nonutukm\lNMonuTtunkm aygnta". CobbiTms
ayamTa MOXHO NMPOCMOTPETb B XypHane
Ge3onacHoCTM cpeacTBa NpocMoTpa
cobbITui. MNonb3oBaTtensb ¢ AaHHOWM
npuBUNErnen MoXeT TaKkke
npocmaTpmBaTh M OYMLLATL XypHan
BGesonacHocTw.

OTa npuBunernst onpegenseT, Kaknuv He onpenenexo
YYETHbIM 3anucsam nonb3oBarenem

paspeLlaeTcsl UISMEHSATb METKM

LIeNTOCTHOCTU OBBEKTOB, TaKMX Kak

drannbl, pasgensl peecTpa unm

npouecchl, BrnagenbLamMmm KOTOpbIX

ABINAKOTCA ApYyrne noJjib3oBaTesin.




Monutuka

Modify firmware
environment values
(N3meHeHne
napamMmeTpoB cpeabl

N3roToBUTENS)

OnucaHue

[Mpouecchbl, BbiNOMHAKOLWMECH NOA
YyYeTHOM 3anuncbio nornb3oBaTens, 6es
9TOW NPUBUNETNMN MOTYT NOHMXKaTb
ypOBeHb MeTKM o6bekTa, Brnagensuem
KOTOPOro SIBNSeTCA AaHHbIN

nonb3oBaTtersib.

OT0T NapameTp Ge3onacHoCcTn
onpegensieT, KTo MOXeT U3MEHSATb
3Ha4YeHUs NapamMeTpoB annapaTHomn
cpeapbl. lNepemeHHble annapaTHOW cpeabl
— 3TO NapameTpbl, COXpPaHsIEMbIE B
9HeproHe3aBMCMMOKN NaMSATH
KOMMNbIOTEPOB, apXUTEKTYpPa KOTOPbIX
oTnnyHa ot x86. [lenctame napamerpa
3aBUCUT OT npoueccopa. Ha
KOMNbIOTEPAX apXUTEKTYPbI X86
€0WHCTBEHHOE 3HavYeHue annapaTtHon
cpeabl, KOTOPOEe MOXHO U3MEHUTH
Has3Ha4YeHWeM aHHOro npasa
nonb3oBaTend, — 3T0 NapamMmeTp
"MocnenHss yaadyHas koHdurypauus",
KOTOPbIN AOIMKEH U3MEHATBLCA TOMbKO
cuctemon. B komnbloTepax Ha 6ase
npoueccopos Itanium 3arpy3oyHble
AaHHble XPaHSATCHA B 9HEProHe3aBMCUMOM
namaTu. [laHHOe NpaBo Nonb3oBaTens
OOSMKHO HasHayaTbCA Nonb3oBaTeENAM
OIS BbINOMTHEHUS NPOrpaMmbl
bootcfg.exe n nsmeHeHus napameTpa
"OnepaunoHHas cuctema no
ymMosn4yaHuio" KomnoHeHTa "3arpyaka u
BOCCTaHOBIEHME" ANanoroBoro OkHa
CBOWCTB cucTeMbl. Ha Bcex KomnbloTepax
9TO NpaBo nosib3oBatens TpebdyeTca ang
yCTaHoBKN 1 o6HoBneHusa Windows.

3HauyeHus

BUILTIN\Administrators




Monutuka

Perform volume
maintenance tasks
(BbinonHeHwne 3apay
no o6cnyXmBaHuo

TOMOB)

Profile single process
(MpodunuposaHmne
0QHOro npotecca)

Profile system
performance

OnucaHue 3HauyeHus

MpumevaHne. JToT napameTp
©e30nacHOCTN He BNUSET Ha
nonb3oBaTenen, KOTopble MOryT
N3MEHATb CUCTEMHbIE U
nonb30BaTerNbCKNe NepeMeHHbIe Cpeabl,
oToGpaxaemble Ha BKNnaake
"[lOoNONHUTENBHO" AMaNoOroBoro OKHa
CBOMCTB cuctembl. CBeAEHUS O TOM, Kak
N3MEHSATb 3TU NEPEMEHHbIE, CM. B
pasgene "[JobasneHne nnn naMeHeHune

3Ha4YeHus NepeMeHHbIX cpeabl”.

OT0T NapameTp 6esonacHoCcTn

onpegensieT nonb3oBaTtenen u rpynnel,

KOTOPbl€ MOTyT BbINOMHATL 3a4a4yum no

obcnyxnBaHuio TOMOB, Hanpuvep,

yaaneHHyw gedparmentauuio. MNpu

HasHa4YeHuM 3TOro Npasa nonb3oBaTens

cnepyet cobntogaTb OCTOPOXKHOCTb. o
BUILTIN\Administrators

lMonb3oBatenn, nmeroLme gaHHoe

npaBo, MOryT NpocMaTpuBaTh ANCKU U

[o6aBnsaTb annbl B NaMsiTb, 3aHATYHO

ApyrMMun gaHHbiMu. Nocne oTKpbITUA

OOMOMNHUTESNbHBIX hannoB Nosib3oBaTeNb

MOXET YMTaTb U3MEHATb 3anpOLLEHHbIe

OaHHbIE.

10T NnapameTp 6e3onacHoCcTn

onpenensieT nonb3oBaTtenen, KoTopble

MOryT UCMoNnb30BaTb CPeAcTBa o
BUILTIN\Administrators

MOHWUTOPMHIa NPOMU3BOAUTENBHOCTY ANs

OTCreXnBaHna NPoON3BOANTENBHOCTH

HECUCTEMHBbIX MPOLIECCOB.

10T NnapameTp 6e3onacHoCcTn BUILTIN\Administrators
onpenensieT nonb3oBaTtenen, KoTopble




Monutuka

(MpodhunuposaHne
NPON3BOAUTENBHOCTM

CUCTEMbI)

Replace a process
level token (3ameHa
MapKepOB YPOBHS
npouecca)

Restore files and
directories
(BoccTaHoBneHue
dannoB u KaTanoros)

OnucaHue 3HauyeHus

MOTYT UCNOJ1b30BaTb CPpeNCTBa
MOHUTOPWUHIa NPpon3BOONTENTbBHOCTU A5A
oTCcnexmnBaHmAa Npon3BoanUTESIbHOCTU

CUCTEMHDbIX MNMpoLecCcoB.

OT0T NapameTp 6esonacHoCcTn
onpenensieT y4eTHble 3anucu
nonb3oBaTenemn, KoTopble MOryT

BbI3bIBaTb npouenypy APl-uHtepdenca

NT AUTHORITY\LOCAL
CreateProcessAsUser() ans Toro, 4to0bl
5 SERVICE, NT
ogHa cnyxba morna 3anyckaTb Apyryto.
Y . y PYrY AUTHORITYANETWORK
lMnaHMpoBLUMK 3a4aHn — 3TO NpUMep
SERVICE
npolecca, UCNonb3yLLEero JaHHOe
npaso nonb3oBatens. CBegeHus o
NNaHMpOBLLUKE 3aaaHni cM. B o63ope
"lNnaHnpoBLmK 3agaHnin".
OT0T napameTtp 6e3onacHOCTU BUILTIN\Administrators

onpegensieT nonb3oBaTenen, KoTopble
MOryT 060MTU paspeLleHnsa Ha ansbl,
KaTanoru, peectp n gpyrme noCToAHHbIE
0ObEKTbI NPV BOCCTAHOBNEHNN apXMBHbIX
Konuu ¢oansioB 1 KaTarnoros, a Takxe
nonb3oBaTenen, KOTopble MOryT
Ha3Ha4MTb N06Oro AeNCTBUTESNBHOMO
cybbekTa 6e3onacHoCTV BragenbLem
obbekTa. B wacTtHocTH, 3TO NpaBo
nonb3oBaTens NnogobHo
NPeaoCTaBNEHNIO CreayoLmX
paspeLLeHnin NoNb3oBaTenNto Unu rpynne
Ans BCex nanok n gannos B CUCTEME:
O630p nanok/BeinonHeHne gannos
3anncb BHUMaHne! HasHayeHue atoro
npasa nonb3oBaTens MoXeT
npeacTaBnaTb yrpody 6esonacHocTu. Tak

KakK OHO gaeT BO3MOXHOCTb




Monutuka

Shut down the system
(BaBepLueHne paboTbl

CUCTEMBI)

Take ownership of
files or other objects
(CmeHna Bnagenbues
dannos v apyrmx

00bekToB)

OnucaHue

nepesanncbiBaTb NapaMeTpbl peecTpa,
CKpbIBaTb AaHHbIE M NOMNy4aTb BO
BnageHne CUCTEMHbIe OOBbEKTHI,
Ha3Ha4yaTb ero criegyeT TONbKOo
[OBEPEHHbIM MOSIb30BATESNSAM.

10T NnapameTp 6e3onacHoCcTn
onpenensieT nonb3oBaTtenen, KoTopble
nocrne nokanbHOro Bxoga B cucteMy
MOryT 3aBepLUnTb paboTy onepaunoHHON
CUCTEMbI MPY MOMOLLN KOMaHAb!
"3aBepwnTb paboTy". HenpaBunbHoe
npMMeHeHMe 3TOro Npaea Nnosb3oBaTesns
MOXET CTaTb MPUYNHON OTKa3a B

obcnyxmBaHUN.

OT10T napametp 6e3onacHOCTU
onpegensieT nonb3oBaTenemn, KOTopble
MOryT cTaTb Bnagensuem noboro
3awmiLaemMoro obbekTa CMCTEMbI, B TOM
yncne: obbektoB Active Directory,
¢rannoB 1 Narnok, NPUHTEPOB, pa3ferios
peecTpa, NpoLEeCcCOoB 1 MOTOKOB.
BHumaHune! HasHaueHune aToro npaea
nonb3oBaTens MOXeT NpeacTaBnsTh
yrposy 6esonacHoCTU. Tak Kak 06beKThbl
MOMHOCTBI KOHTPONMMPYIOTCS MX
BrnagenbuamMmu, Ha3Ha4aTb AaHHOe NpaBo
cneayeT TONbKO AOBEPEHHbBIM

nosib3oBaTensam.

3HauyeHus

BUILTIN\Administrators

BUILTIN\Administrators

MapameTpbl Oe3onacHoCTU




[MyTb: KoHdurypaumsa komnbsiotepa — MNonutukm — KoHdpurypauma Windows — lNMapameTtphbl
6e3onacHocTn — JlokanbHble nonuTukn — MapameTpbl 6e3onacHocTU

(aHrn. — Computer Configuration — Policies — Windows Settings — Security Settings — Local Policies —
Security Options)

£ Group Policy M
File Action View Help

e« HE X

4 e Computer Configuration ~
4 || Policies
[ [ | Software Settings
4[] Windows Settings
[ | Mame Resolution Policy
|=] Scripts (Startup/Shutdown)
4 Sh Security Settings
[+ _:j::] Account Policies
4 _:ﬂ Local Policies
b Audit Policy
[ =_ﬁ User Rights Assignment
I Security Options
[ zf Eventlog
t- [ Restricted Groups
b [ System Services

YyeTHble 3anucu

(aHrn. — Accounts)

v OnucaHue NonuTuKk

MonuTtuka OnucaHue 3HayeHune
Accounts: OTOT NnapameTp 6e3o0nacHOCTM onpeaensieT, BKOYEHa Enabled
Administrator account WK OTKIKOYEeHa y4YeTHas 3arnmcb NoKasibHOro (Bkntoyen)
status (YueTHble agMuHuctparopa. Npumeyanus Npu HECOOTBETCTBUM
3anucu: CoctosiHue naponsi TekyLlero agMmHucTparopa TpeboBaHuaM K
Yy4YETHOM 3anucu Naposnto NOBTOPHO BKIOYMUTL YYETHYHO 3anuchb
'AgMuHuCTpaTop') aAMWHUCTPATOpa, eCcriv paHee oHa Obinia OTKITYEHa,

OyaeT Henb3s. B aTom cnyyae, naporb y4eTHON 3anmcu
agMVHUCTpaTopa AoSKeH BbiTb COpOLLEH ApyriM

YrneHoM rpynrbl agMUHUCTPATOPOB. CBe)J,eHI/Iﬂ O TOM, KaK




Monutuka

Accounts: Guest
account status
(YyeTHble 3anucu:
CocTosHue yyeTHoM

3anucu 'TocTb')

Accounts: Limit local
account use of blank
passwords to console
logon only (Y4eTHble
3anucu: paspeLumnTb
ncnonb3oBaHve
MyCTbIX Naponem
TONBLKO Npu

KOHCOMbHbIM BXOA€)

OnucaHue 3HaueHue

cbpocuTb naponb, cM. B pasagene "Cbpoc napons".
OTKNOYEHME YYETHOW 3anncK agMUHUCTpaTopa npwu
HEKOTOpPbIX 0B6CTOATENLCTBAX MOXET 3aTPYAHUTb
obcnyxueanue. Mpu nepesarpyske B 6e3onacHoM
pPeXrMe OTKMYEHHYH YYETHYHO 3anucb agMUHMUCTpaTopa
MOXHO BKIOMUTb TONbKO B TOM Crly4ae, eCrnn KOMMbTep
He NpucoeanHeH K IOMEHY 1 OTCYTCTBYHOT Apyrue
aKTMBHbIE YYETHbIE 3anMCK NOKanbHOro
agMUHUCTpaTopa. Ecnv komnbloTep NPUCOEAMHEH K
AOMEHY, OTKIMOYEHHas y4yeTHas 3anucb aaMmHUcTpaTopa

He MOXET ObITb BKINHOYEHA.

OT10T napameTtp 6e30nNacHOCTU onpeaensier, BKI4YeHa
UM OTKIKYEHA yYeTHas 3anmck rocTs. Mpumeyaxme.
Ecnu yyeTHas 3anucb rocts oTknoYeHa, a ans

napametpa 6e3onacHocTn "CeTeBon JOCTYN: MOAENb .
Disabled

obuero goctyna n 6e3onacHoCTy Ang nokanbHbIX
(OTKNtOYEH)

YyYeTHbIX 3anncen” ycTtaHoBNEHO 3Ha4YeHne "Tornbko
roctn", NONbITKA BXOA4A B CETb, BbINOSHAEMbIE,
Hanpumep, cepBepoM ceten Mankpocodt (cnyxba
SMB), 3aBepLuaTcs HeygayHo.

Enabled
(BkntoyeH)

OT0T NnapameTp 6e3onacHOCTV onpeaenseT, MOryT nu
nokarsibHble y4YeTHble 3anucu, He 3alyuLLEeHHbIe Naposem,
Ncnonb3oBaTbCs 4SS BXO4a B CUCTEMY U3
MECTONMOSOXEHNIN, OTIINYHBIX OT OU3NYECKOMN KOHCONMNMU
KoMmnbtoTepa. Ecnv napameTp BKIOYEH, TO AN
noKasibHbIX YYETHbIX 3anncen, He 3aLlULLEHHbIX
naponem, BXoq B CUCTEMY BO3MOXEH TOMNbKO C
KnaBuaTypbl KoMnbloTepa. BHMmaHue! K komnbtotepam,
HaxoasWwmMcs B (on3nyeckn HesawmLEHHbIX MecTax,
BCcerga OOMMKHbI NPUHYOMTENBHO NPUMEHATLCS
napamMeTpbl Ha4eXHbIX Naponen Ang BCex NoKanbHbIX
YYETHbIX 3anucen nonb3oBaTtenen. B npotuBHOM criyvae
nobon nonb3oBatesib, UMEKLLNA PUNYECKUIA SOCTYN K

KOMMbKOTEPY, MOXET BOWTU B cuctemy npu nomMoLlm




MonuTtuka OnucaHue 3HayeHue
Nnonb30BaTENbCKON YYETHOWN 3anncu, He NMerLLeN
naponsi. 3To 0COBEHHO BaXKHO 41151 NOPTaTUBHbIX
KomnbloTepoB. Ecnn aToT napameTp 6e3onacHoCTM
npumMmeHsieTcs K rpynne "Bce", HUKTO He CMOXeT BONTU B
cucTeMy 4yepes cnyxbbl yaaneHHbIX paboymnx CToNoB.
[MpymevaHus [aHHbIN NapaMeTp He OKa3blBaET BIIUAHUS,
ecrnuv rnpu Bxoge B CUCTEMY UCMNOMb3YOTCA YYETHbIE
3anucu gomeHa. Npunoxenus, ncnonbayrowme
yAaneHHbIN UHTEPaKTUBHbIV BXO4, B CUCTEMY, MOTYT
0o6oNTKN 3TOT NapameTp.
Ayaut
(aHrn. — Audit)
v OnncaHue nonuTuk
Monutuka OnucaHue 3HayeHue
Audit: Audit the use of  3T1OT NnapameTp 6e3onacHocTn onpegensert, byget nu Enabled
Backup and Restore BbIMOSTHATLCSA ayAUT UCMOSb30BaHNA BCEX NPUBUIIErN (BkntoyeH)

privilege (Ayaur:
ayauT UCronb3oBaHUA
NpyBUErMm Ha
apxvBaumio n
BOCCTaHOBIIEHME)

nonb3oBaTens, B TOM Y/CIie Ha apXueauuio 1
BOCCTaHOBIIEHUE, ecriv AenCTBYET NonuTuka "BbeIiNonHATL
ayaouT ncnonb3oBaHus npusunernin”. Ecnn ata nonutuka
AENCTBYET, BKMOYEHWe JaHHOro napamerpa co3gaeT
cobbiTe ayguTa onsa Kaxgoro arvina, ¢ KoTopbim
BbIMOSTHAKOTCA onepaunn apxmeaumm NN BOCCTAHOBMEHNS.
Ecnuv ata nonutmnka oTknodeHa, ayauT Ucrnonb30BaHNA
NpUBUNErMn Ha apxmBaLnio U BOCCTAHOBMEHNE He
BbINOSHAETCA JaXe NpU BKIOYEHHOM napameTtpe
"BbINONHATL ayauT MCMonb30BaHUA npusunernn®.
MpumeyaHwne. B Bepcusix Windows, npealecTByoLWmx
Vista, nsmeHeHus B pesynbrate HaCTPOMKN 3TOro
napameTpa 6e30nacHOCTM BCTYNSAT B CUITY TOMbKO Nocne




MonuTtuka OnucaHue 3HaueHune
nepesarpyskn Windows. BkrtoueHue atoro napametpa
MOXET BbI3BaTb O4EHb MHOIO COObLITUI (MHOIAA HECKOMBbKO
COT B CEKyHAy) BO BpeMsi apXvBaLun.
YcTtponucrtBa

(aHrn. — Devices)

v OnuncaHne nNonuTuk

Monutuka

Devices: Allowed to
format and eject
removable media
(Yctponctsa:
paspeLmTb
dopmatmpoBaHue 1
N3BNEYEHNE CbEMHbIX

HocuTenewn)

Devices: Prevent users
from installing printer
drivers (YcTtponcraa:
3anpeTuTb
nonb3oBaTensam
yCTaHOBKY ApalniBepoB

npuHTEpAa)

OnucaHue

OT0T NnapameTp 6e3onacHOCTU Onpeaenser,
KOMY paspeLlueHo (hopmMaTmpoBaHue U
n3srevyeHune crbeMHbix NTFS-HocuTenen.

YT106bI NOKanNbHbIN KOMMNbLIOTEP MOT
NCNonb3oBaTb OOLLMIA NPUHTEP, HA HEM OOSMKEH
ObITb yCTAHOBMEH ApanBep 3TOro obLyero
npuHTEpa. ATOT NapameTp 6e3onacHoOCTH
onpeaensieT, KoMy paspeLleHo yCTaHaBnMBaTb
ApaviBep npuHTepa npu gobaBneHum obLero
npuHTepa. Ecnn aToT napameTp BKMOYEH, Npwu
nobaBneHun obuiero npuHTepa gpaneep
npuHTEPA MOTYT YCTaHABNMBATb TONbKO
agMuHuUcTpatopbl. Ecrnv napameTp OTKIHOYEH,
yCTaHaBnuBaTb ApanBep NpUHTEpa npu
nobaBneHnn obuero NnpuHTEpPa MOXeT NoboN
nonb3oBatenb. [pumevaHus JTOT napameTp He

3HaueHue

Administrators

(AAMuHUCTpaTOopbI)

Enabled (BkntoyeH)




Monutuka

Devices: Restrict CD-
ROM access to locally
logged-on user only
(YcTponctsa:
paspeLumnTb 4OCTYN K
ANCKOBOOAM KOMMaKT-
[ANCKOB TOSNbKO
nokKanbHbIM

norn bSOBaTeJ'IFIM)

Devices: Restrict floppy
access to locally logged-
on user only
(YcTponctsa:
paspeLlmnTb 4oCTyn K
AncKoBogaM rmbkmx
ANCKOB TOSbKO
nokanbHbIM

norn b3OBaTeJ'IFIM)

OnucaHue

BMUSIET Ha BO3MOXHOCTb A06aBneHus
nokanbHoro npuHtepa. MapameTp He

3aTparnesaet agMUHUCTPATOPOB.

OT1OT napameTtp 6e30MacHOCTN onpeaenser,
OyaeT N AMcKoBOg KOMMAKT-AMCKOB JOCTYMNEH
OOHOBPEMEHHO W JFTIOKasnbHbIM, U YOaneHHbIM
nosnb3oBatenaMm. Ecnu gaHHbIM napameTp
BKIIOYEH, AOCTYN K KOMNaKT-ANCKaM paspeLleH
TOSIbKO NONb30BaTeNsaM, BoLeALWNM B CUCTEMY
WHTepakTuBHO. Ecnn gaHHbIN napameTp
BKIMIOYEH, HO HUKTO He BOLLESN B CUCTEMY
WHTEPaAKTUBHO, ANCKOBOL KOMMAKT-ANCKOB

6y/:|,eT OOCTYNEH 4Yepea3 CETb.

OT0T NapameTp 6e3o0nacHOCTM onpeaenser,
Oyger N1 CbEMHbIV ANCKOBOL MTMOKUX ANCKOB
AOCTYNeH OQHOBPEMEHHO M NOKarnbHbIM, U
yaaneHHbIM none3oBartensam. Ecnu gaHHbIN
napamMeTp BKIHOYEH, OCTYMN K CbeMHbIM
ANCKOBOAAM MMOKNX ANCKOB pa3peLleH TOMNbKO
nonb3oBaTensam, BoeALWwnM B CUCTEMY
WMHTEpaKTUBHO. Ecnun gaHHbIN napameTp
BKIOYEH, HO HMKTO HE BOLLEN B CUCTEMY
WHTEPaKTUBHO, ANCKOBOL, MTMOKNX ANCKOB ByaeT

OOCTYNeEH 4yepes CeTb.

3HaueHue

Enabled (BkntoyeH)

Enabled (BkntoyeH)

MHTepakTMBHbIN BXO4 B cUCTEMY

(aHrn. — Interactive Logon)

v OnucaHue NonuTuK




Monutuka

Interactive logon: Do not
display last user name
(MHTepakTMBHbIV BXO[, B
CUCTEMY: He
oTobpaxartb nocnegHee
UMS Nonb3oBaTens npu
BXOA€E B CUCTEMY
NHTepakTMBHbLIN BXO, B
CUCTEMY: He
oTobpaxaTb y4YeTHble
AaHHble nocregHero

nornb3oBaTens)

Interactive logon: Do not
require
CTRL+ALT+DEL
(MHTepaKkTUBHbIN BXOS, B
cucTtemy: He TpeboBaTb
HaxaTns
CTRL+ALT+DEL)

Interactive logon:
Number of previous
logons to cache (in case
domain controller is not
available)
(MHTepakTMBHbIV BXO[, B
CUCTEMY: KONMMYECTBO

OnucaHue

JTOT napameTtp 6e3onacHoCTU onpeaenseT, byaet nu
Ha akpaHe Bxoga B Windows otobpaxaTtbcs ums
nocregHero nonb3oBaTens, BbiNOSIHMBLLETO BXOA Ha
3TOM KOMMbloTEpEe. Ecnn aTa nonuTuka BKAYEHa, Ms

nosib3oBaTtensa He 6y/:|,eT OTO6pa)KaTbCFI.

OT10T NnapameTtp 6e3onacHoCTK onpeaensieT, TpebyeTcs
nn Haxatue knasuw CTRL+ALT+DEL nepeg Bxogom B
cuctemMy. Ecnu ata nonuTturka BKAOYEHA, HaxaTtue
knasuw CTRL+ALT+DEL nepen Bxogom B cuctemy He
Tpebyetca. OTcyTCcTBME HEOOXOAMMOCTU HAXUMaTb
knasuwmn CTRL+ALT+DEL nepen Bxogom B cuctemy
Aenaert nonb3oBaTenen ysa3BMMbIMKU 414 aTak ¢
nonbITKOW nepexearta naponen. Oba3arensHoe
HaxkaTue knasmw CTRL+ALT+DEL nepen Bxogowm B
CUCTEMY rapaHTUpyeT nepegady AaHHbIX No
[OBEPEHHOMY KaHarny npu BBoAe Naponemn
nonb3oBaTtenamun. Ecnu ata nonutmnka oTKNYeHa,
Haxkatmne knasuw CTRL+ALT+DEL obs3atenbHo ans
noboro nonb3oBatens nepeg sxogom B Windows.

CBefeHus 0 BXOOe B CUCTEMY KaXKAOro YHUKaNbHOro
Nonb3oBaTens KALLMPYOTCS fokarnbHO, YTOObI
o6ecneynTb BO3MOXHOCTb BXOAa B CUCTEMY B Criyyae
OTCYTCTBMSA AOCTYyrNa K KOHTPOnnepy IOMeHa Bo BpeMst
nocreayoLwmx nonbiTok Bxoaa. XpaHsTcs
K3LLMPOBaHHbIE CBEAEHUS O BXOAE B CUCTEMY U3
npeablayLero ceaHca. Ecnv goctyn kK KOHTponnepy

3HaueHue

Enabled

(BkntoyeH)

Disabled

(OTkNtOYEH)

0 logons (0
BXOJOB B
cucTemy)




Monutuka

npeablayLmx
NOAOKIMOYEHNN K KLy (B
criyyae oTCyTCTBUSA
AOCTyna K KOHTponnepy
AoMeHa))

Interactive logon:
Require Domain
Controller authentication
to unlock workstation
(MHTepaKkTMBHbIN BXO, B
cuctemy: TpeboBaTb
NpoBEepKM Ha
KOHTponrepe goMeHa
AN OTMEHbI
OroKNpPOBKK
KOMMbloTepa)

OnucaHue 3HaueHue

AOMeHa OTCYTCTBYET, a CBeJjeHUs O BXOAe B CUCTEMY
ANS JaHHOrO NonNb30BaTess He K3LMPOBaHbI,
BbIBOAUTCA cooblieHne: B HacTosiee BpeMs HET
OOCTYMHbIX CepBepoB BxoAa AN o6cnyxnBaHus
3anpoca Bxofa B cuctemy. B atom napametpe
NONUTUKN 3Ha4YeHne O OTKMYaeT KaLMpoBaHue Bxona
B cuctemy. [Npu ntobom 3HavyeHum Bbiwe 50
KawmpyeTcsa Tornbko 50 NonbITOK BXOA4Aa B CUCTEMY.
Windows nogaepxumBaet He 6onee 50 3anucen kaLwua,
Npy 3TOM YMCNO NOTpebnAembIX 3anMcen Ha
nonb3oBaTenst 3aBUCUT OT YYETHbIX JAHHbIX.
Hanpumep, B cucteme Windows MoXeT 6bITb
KawmnpoBaHo 0 50 yHUKarbHbIX YYETHbIX 3anvcemn
nonb3oBaTens ¢ NapornsmMu, HO He Bonee 25 y4YeTHbIX
3anucen nonb3oBaTensd cCo CMapT-KapTon, TaK Kak
COXPaHSOTCA CBEeAEHNS KaK O napore, Tak h 0 cMapT-
kapTe. [1py NOBTOPHOM BXOA€E B CUCTEMY MOrfb30BaTeNs
C K3LLUMPOBAHHbIMY CBEAEHUAMM O BXOAE CBEAEHUS

AaHHOTIO MNMornb30BaTesd B KoLLE 3aMEHAIOTCA.

[ns pa3bnokMpoBKn GNOKMPOBAHHOIO KOMMbOTEPA

TpebyeTca NnpefocTaBUThb AaHHbIEe BxoAda. [ns y4eTHbIX

3anuncen 4OMEHOB 3TOT nNapamMeTp 6e3onacHoCTU

onpegensiet, TpebyeTcsa N ycTaHOBUTb CBA3b C

KOHTPOMNSIEpOM AOMeEHa A5 pa3broKMpOoBKM

Enabled

(BkntoyeH)

KoMnbloTepa. Ecnn aToT napamMeTp OTKIOYEH,
Nonb3oBaTenb MOXET Pa3brokMpoBaTk KOMMbIOTEP C
MOMOLLIbIO KSLUMPOBAHHbIX YYETHbIX AaHHbIX. Ecnn aToT
napameTp BKIIHOYEH, UCMonb3yemas ans
pa3broKMpPOBKM KOMMbIOTEPA YYeTHas 3anvcb AOMeHa
[AOIMKHa ObITb MPOBEPEHa KOHTPOIEPOM AOMEHa Ha

NOoAJINHHOCTD.

KnueHT cetn Microsoft




(aHrn. — Microsoft Network Client)

v OnucaHne NonNuUTKK

MonuTtuka OnucaHue 3HauyeHue
Ecnun aToT NnapameTp 6€30nacHOCTN BKIHOYEH,
. . nepeHanpasuTernto 6noka coobueHnn cepeepa
Microsoft network client: Send
] (SMB) paspelueHo oTrnpaBnsaTb Naposnu

unencrypted password to third-
OTKPbITbIM TEKCTOM Ha cepBepbl SMB, He .

party SMB servers (Knnent . Disabled

) npuHagnexawme MarnkpocoT, KOTopble He
cetu Microsoft: oTnpasnaTb . (OTkNtOYER)
5 noaaepXuBatoT WndpoBaHMe naposnen Bo

Hes3alMpPOoBaHHbLIWN Naposib
BpeMs NpoBepPKM noanumHHocTn. OTnpaeBka

cTopoHHUM SMB-cepBepam) .
He3alwngpoBaHHbIX Naponen npeacTaBnaeT
puck ans 6esonacHoCTu.

Hoctyn Kk cetn / CeteBon pocryn
(aHrn. — Network Access)
v OnncaHue nonuTuk
MonuTtuka OnucaHue 3HauyeHue
Network access: OTOT NapameTp NOAUTUKK ONPeaEnseT, MOXET Nn Disabled
Allow anonymous aHOHWMHBIW NOnb3oBaTenb 3anpalumsaTtb atpubyThbl (OTKMOYEH)

SID/Name
translation (JocTtyn Kk
CETU: paspeLlnTb
TPaHCAUMIO
aHoHumHoro SID B

nms)

noeHTndukatopa 6esonacHoctu (SID) apyroro
nonb3oBaTens. Ecnun aTa nonuTtuka BKOYeHa, TO
AHOHVMHbIV MONb30BaTENb MOXET 3anpocuTb
naoeHtTndukatop 6esonacHocTn noboro gpyroro
nonb3oBaTtensi. Hanpumep, aHOHUMHbIN
Nnonb3oBaTenb, 3HAKLWNN MAEHTUdMKATOP
BGe3onacHOCTN agMuUHUCTpaTopa, MOXeT
NOOKMIOYNTBECS K KOMNbIOTEPY, HA KOTOPOM

BKJTHOYEHa 3Ta NOJITUKa, U nonyyvYnTtb M4




Monutuka

Network access: Do
not allow anonymous
enumeration of SAM
accounts (CeteBon
AOCTYN: He
paspeLlaTtb
nepe4vncrieHne
YYETHbIX 3ancen
SAM aHOHUMHbIMMK

noJyib3oBaTenamMn. )

Network access: Do

not allow anonymous
enumeration of SAM
accounts and shares
(CeteBown goctyn: He
paspeluaTtb

nepeyncrneHne

OnucaHue

agMuHucTpartopa. [laHHbIn napaMeTp BNUSET Kak Ha
npeobpasoBaHue naeHTudunkatopa 6esonacHoCcT B
nms, Tak 1 Ha obpaTHoe npeobpasoBaHme (MMs B
naeHTudukaTop 6esonacHoctun). Ecnu atot
napameTp NOMUTUKMA OTKIOYEH, aHOHUMHbIV
nonb3oBaTernb He MOXET 3anpalumBaTb
naoeHTuukaTop 6e3onacHoOCTn Apyroro

nonb3oBarterns.

OT10T napameTtp 6e30nacHOCTX ONpeaensieT, Kakue
AoNonHUTENbHbIE paspeLleHns byayT AaHbl
AHOHUMHbIM MOAKIMIOYEHUAM K 3TOMY KOMMbLIOTEPY.
Windows paspeluaet aHOHMMHbIM Nonb3oBaTensm
coBepLUaTb onpenereHHble AeNCTBUS, Takne Kak
nepevncreHne MMeH y4eTHbIX 3annucen JOMeHa U
0o0Lmx ceTeBbIX pecypcoB. ATO yAobHO, Hanpumep,
Korga agMuHUCTpaTopy TpebyeTtcs npegocTtaBnTb
AOCTYN Nonb3oBaTensm B JOBEPEHHOM AOMEHE, He
noaaepXuBaroLlem B3aMMmHoe gosepue. JToT
napameTp 6e30nacHOCTM NO3BONSET HaKNaabIiBaTbh
AOMNOMHUTESNbHbIE OrPAHNYEHNA Ha aHOHUMHbIE
NOAKMYEHNs. BknoyeH: He paspeluatb
nepeyncrneHune y4yeTHolx 3anmucen SAM. 3toT
napameTp 3aMeHsieT napameTp "Bce" Ha napameTtp
"MpoweaLme npoBepky" B paspeLleHnax
BesonacHocTn ansa pecypcoB. OTKMOYEH: HET
OOMNONHUTENbHbBIX OrpaHUYeHun. MicnonbayoTcs

paspeLlieHnd no yMmosiHaHuio.

OT10T napameTp 6e30nacHOCTM ONpeaenseT,
paspeLleHo N NepevncrieHne y4eTHbIX 3annucen
SAM u o6Lux pecypcoB aHOHUMHbIMU
nons3oBatenamn. Windows paspeluaet aHOHUMHbIM
nonb30BaTeNsaAM COBepLUaTb HEKOTOPLIE AENCTBUS
(Hanpumep, NnepeyncrneHme MMeH YYeTHbIX 3anucen

AomeHa 1 obwmx nanok). 3to ygobHo B criyyae,

3HauyeHue

Enabled

(BkrtoyeH)

Enabled

(BkrtoyeH)




Monutuka

YUYETHbIX 3anvcen
SAM un obLmx
pecypcoB
AHOHMMHbIMU

nonb3oBaTensiMn)

Network access: Do
not allow storage of
passwords and
credentials for
network
authentication
(CeteBown goctyn: He
paspeluaTtb
XpaHeHne naponeu
NIN YYETHbIX AaHHbIX
Ansi ceTeBon
NpOBEpPKM

NoAJSIMHHOCTN)

Network access: Let
Everyone
permissions apply to
anonymous users
(CeteBown goctyn:
paspeLlatb
npuMeHeHne
paspelueHun "Ons
Bcex" K aHOHMMHbIM

nonb3oBaTensam)

OnucaHue

€CnNu aiIMUHUCTPATOP XOYEeT NPeaocTaBUTb JOCTYI
nonb3oBaTensiM B IOBEPEHHOM JOMEHE, He
noaAepXkunBatoLemM B3aMMmHoe gosepue. Ytobbl
3anpeTuTb NepeyncneHne yyeTHolx 3anucen SAM un
06X pecypcoB aHOHMMHbLIMU MOJIb30BATENSAMM,

BKITHOUMTE 3TOT Napamerp.

OT0T NapameTp Ge3onacHOCTM onpeaenser,

COXPaHAKTCSA NN AUCNETYEPOM YHETHbIX AAaHHbIX

Naponu 1 y4yeTHble JaHHble NPY NPOBEpPKE

NOAJSIMHHOCTN JOMEHOM (4N5 nocnenyoLero

NCcnosib3oBaHns). ECnu gaHHbIV NapameTp BKIOYEH,

TO COXpaHeHMe Naporen N yYeTHbIX AaHHbIX

ANCneT4epoOM YHETHbIX AAHHbIX HA 4aHHOM

Enabled
(BkntoveH)

KOMMbOTEPE HE NPpon3BoauTCS. Ecnn gaHHbIN
napamMeTp NONUTUKN BbIKMIOYEH UK 3HAYEHNE OIS
Hero He 3aJaHo, TO AUCNeTYep YYETHbIX AaHHbIX
OyaeT coxpaHaTb Naponun 1 y4eTHble AaHHble Ha
3TOM KOMMbIOTEPE (A5 MCNOoNb30BaHUA B ByayLiem
npv NPOBEPKE MNOANTMHHOCTN JOMEHOM).
MpumeyaHne. N3ameHeHns B KOHUrypawumm aToro
napameTpa 6e30MacHOCTM BCTYNAT B CUITY TOSNbKO
nocne nepesarpysku Windows.

Disabled

(OTKNtOYER)

OT0T NapameTp 6e3onacHOCTW onpeaenseT, Kakme
OOMNONHUTENbHbIE paspeLleHns ByayT AaHbl
AHOHWUMHbIM MOAKITOYEHUSIM K KOMMNbIOTEPY.
Windows paspeluaeT aHOHUMHbIM MOb30BaTENsaAM
coBepLUaTb HEKOTOPbIE AENCTBUSA (Hanpumep,
nepeyncreHne MMeH y4eTHbIX 3annucen JoMeHa u
o6wux nanok). Ato yaobHo B crny4vae, ecnm
aAMUHUCTPATOP XOYET NPeaocTaBUTb JOCTYN
nonb3oBaTensam B JOBEPEHHOM JOMEHE, He
nogaepxuearollemMm B3anmHoe gosepue. o
ymorn4yaHuio naeHtudukarop 6esonacHoctun "Onga

BCcex" yoansaeTca n3 ToKkeHa, co30aHHOoro ans

3HauyeHue




Monutuka

Network access:
Named Pipes that
can be accessed
anonymously
(CeteBown goctyn:
paspeLuaTtb
AHOHMMHbBIN JOCTYnN K
NMEHOBAHHbIM

KaHanam)

Network access:
Remotely accessible
reqgistry paths
(CeteBown goctyn:
ygoaneHHo
AOCTYMHbIE MYTU
peecTtpa)

Network access:
Remotely accessible
registry paths and
sub-paths (CeTteBon
AOCTYN: yAaneHHo
AOCTYMNHbIE NYTU U

OnucaHue

@HOHMMHBIX coeanHeHun. Takum obpasom,
paspelueHna rpynnel "[Ans Bcex" He 3aTtparveatoT
aHOHUMHbIX nornb3oBatenen. Ecnu aToT napameTp
yCTaHOBMNEH, aHOHUMHbIE MOMb30BaTENN NMELOT
OOCTYyN TOMbKO K TEM pecypcam, JOCTYN K KOTOPbIM
UM paspeLleH aBHbIM obpa3om. Ecnun aToT napameTp
BKNIOYEH, naeHtudukaTop 6esonacHoctun "Ans scex"
AobaBnseTca K TOKeHy, CO3gaHHOMY AN aHOHMMHbIX
coeauHeHun. B aTom cnyyae aHOHWMHbIEe
nonb3oBaTeny MMEKT AOCTYN K Ntobomy pecypcy,

paspelueHHoMy ansa rpynnsl "Ona scex"”.

OT1OT napameTp 6e30nNacHOCTV ONpeaenseT, Kakne
ceaHcbl CBA3N (kaHanbl) OyayT nmetb atpmnbyThl 1
paspeLleHnsi, faloLme NpaBo aHOHUMHOIo JocTyna.

3T0T NapameTp 6e30MacHOCTU ONpeaenseT, Kakme
MyTV peecTpa MoryT GbiTb AOCTYMHbLI Yepes3 CeTb BHE
3aBMCMMOCTM OT Mornb3oBaTene unv rpynn
norb3oBaTenen, ykasaHHbIX B CMUCKE yrpaBreHns

poctynom (ACL) pasgena peectpa winreg.

OT0T napameTtp 6e30nNacHOCTM ONpeaensieT, Kakue
MyTW N BIIOXXEHHbIE NYTN peecTpa MoryT BbITb
OOCTYIMHbI Yepes ceTb BHE 3aBUCMMOCTN OT
nonb3oBaTenen unu rpynn nonb3oBaTtenen,
yKasaHHbIX B crivcke ynpasneHnus goctynom (ACL)
pasgena peectpa winreg.

3HauyeHue

He onpeneneHo

He onpeaeneHo

He onpeneneHo




Monutuka

BI1OXK€HHbIe NYyTn

peecTpa.)

Network access:
Restrict anonymous
access to Named
Pipes and Shares
(CeteBon goctyn:
3anpeTuTb
AHOHWMHBIV JOCTYN K
NMEHOBaHHbIM
KaHanam 1 ooLum
pecypcam)

Network access:
Shares that can be
accessed
anonymously
(CeteBown goctyn:
pa3peLiaTb
AHOHMMHbIN AOCTYN K
obwum pecypcam)

Network access:
Sharing and security
model for local
accounts (CeteBon
AOCTYN: MOAENb
obLero gocTyna u
6esonacHocTn ans
NOKarnbHbIX YY4ETHbIX

3anucen.)

OnucaHue

Ecnu aToT NnapameTtp 6e30NacHOCTU BKIHOYEH, OH
orpaHMYMBaET aHOHUMHbIV OOCTYN K OOLLIMM
pecypcaM 1 UMeHOBaHHbIM KaHanam B
COOTBETCTBUW CO 3HAYEHUSIMU CINEeOYHLLNX
napameTpoB: CeTeBoW 4OCTYN: pa3peLlaTtb
AHOHVMHBIN JOCTYN K MUMEHOBaHHbIM KaHanam
CeTeBoW OOCTyN: paspellaTb aHOHUMHBIA 4OCTYN K

obLmm pecypcam

OT0T NapameTp 6e3onacHOCT onpeaenseT, K Kakum
o6LWMM pecypcam MOryT nony4aTtb A40CTyn

AdHOHWMHbIE MoJib3oBaTesIn.

OT0T NapameTp 6e30nacHOCTU ONpeaenseT, Kakum
obpasom npoBepsieTcs NOAMHHOCTL NPU BXOAE B
CETb C UCMNOMb30BaHMEM JTOKambHbIX YYETHbIX
3anucein. Ecnn gaHHbIM NnapamMeTp nMeeT 3HavyeHne
"OBbl4Hasn", Npu BXxoge B CETb C YYETHbIMU AaHHBbIMU
nokasibHOW y4eTHOW 3anucu BbIMOSTHAETCSA NpoBepka
NOASIMHHOCTM MO 3TUM YyYeTHbIM AaHHbIM. OBbl4HasA
mogenb nossonsert 6onee rubko ynpaBnatb
AO0CTynoMm K pecypcam. C ee NOMOLLIbIO MOXHO
NpeaocTaBUTb pasHbIM NOb30BaTENSAM pasHble
TUMNbl JOCTYNa K 0gHOMY M TOMY Xe pecypcy. Ecnu
3TOT NapameTp nmeet 3HavyeHue "locTtesas”,

onepauunn Bxoga B C€Tb C Y4ETHbIMU AAHHbIMW

3HauyeHue

Enabled

(BkntoveH)

He onpeneneHo

Classic — local
users authenticate
as themselves
(O6blyHag —
nokanbHble
nonb3oBaTenu
YAOCTOBEPAOTCSA

Kak OHW camu)




Monutuka

OnucaHue

NOKanbHbIX YY4ETHbIX 3annucen aBToMaTuyeckn
COMOCTaBNATCH C y4eTHON 3anucblo rocTs. Mpu
MCMNONb30BaHMN FOCTEBOW MOAENN MeXay
nonb3oBaTensiMn HeT pasnuyuin. Bce nonb3osatenu
NPOXOAAT NPOBEPKY MNOASIMHHOCTM C Y4ETHOWN
3anuncbio rOCTs M NOMNyYalT O4MHAKOBbIN YPOBEHb
AocTtyna K JaHHoMy pecypcy — "Tonbko YyTeHue"
nnu "N3meHenmne". o ymonyaHuio Ha KoMnbloTEPax
aomeHa: Ob6bivHas. o ymonyaHuio Ha aBTOHOMHbIX
KomnbtoTepax: [octeBas. BHnmaHue! Ecnv
ncnonb3yeTcs rocteBas Moaerb, nobon
nornb3oBaTenb, UMELWMI OCTYN K KOMMbIOTEPY MO
CeTu (BKIIHOYasi aHOHUMHbIX NONb30oBaTeNemn
MHTepHeTa), MOXeT nony4nTb AOCTYN K O6LWmM
pecypcam. [Inga 3awmTbl KOMMbOTEPA OT
HeCaHKLUMOHMPOBaHHOIo JocTyna TpebyeTcs
ncnonb3oBatb 6paHamayap Windows nnu gpyryto
aHarnoru4Hyto nporpammy. Kpome toro, npu
MCNONb30BaHUM OBObIYHOM MOAENW NoKarnbHble
yYEeTHbIE 3anncun SOIMKHbI ObIThb 3aLUULLEHbI
naporem, 4Tobbl X HEBO3MOXHO BbINO
MCcnonbL30BaTh ANg A4OCTyna K obwum pecypcam
cuctemsbl. [NpumedaHve BTOT napameTp He BnusieT
Ha ornepauun MHTEPaKTMBHOIO BXO4a B CUCTEMY,
KOTOPbI€ BbINOMHSAKTCS yAaNeHHO C NOMOLLbIO Takux
cnyxo, kak Telnet unn cnyx6 yganeHHbIX pabouynx
CTONOB.

3HauyeHue

CeTeBas 6e3onacHoOCTb

(anrmn. — Network Security)

v OnucaHue NonuTuk




Monutuka

Network security: Do
not store LAN
Manager hash value
on next password
change (CeteBas
6e3onacHoCTb: He
XPaHUTb X3LL-
3HaveHuna LAN
Manager npwu
cnegyoLlen cMeHe
napons)

Network security:
Force logoff when
logon hours expire
(CeteBas
6esonacHoCTb:
MpUHYANTENBHLIN
BbIBO[, U3 CeaHca Mo
ncTeveHun
AO0MNYyCTUMbIX YacOoB
paboTbl)

OnucaHue

OTOT NnapameTp 6e30MacHOCTU ONpeaernseT, HYXXHO nn
npw crnegylolen CMeHe napons COXPaHsaTb X3Lu-
3HaveHune gucnetyepa LAN (LM) ons HoBoro naponsi.
Xaw LM aBnsaetca oTHocuTensHO crnabbiv v
ysi3BUMbIM 1151 aTak No cpaBHEHUIO ¢ bonee
kpuntoctonknum xawem Windows NT. [NockosbKy xaLw
LM xpaHutca B 6a3e aaHHbIx 6e30nacHOCTM Ha
NoKanbHOM KOMMbIOTEPE, B Criyvae aTaku Ha b6a3sy
AaHHbIX 6e30NacHOCTX Napony MoryT BbITb
pacLndpoBaHsbI.

OT0T napameTtp 6e3onacHoCTU onpeaensert, byayT nu
OTKNOYATbCA NONb30BaTENM NP NOAKMYEHNN K
NoKanbHOMY KOMMbIOTEPY BHE BpEMEHU BX0Aa,
3a[aHHOro Ansa nx y4eTHoOM 3annucu. AToT napameTp
BMUAET Ha KOMMOHEHT B6noka coobLleHnn cepsepa
(SMB). Ecnu ata nonuTurKa BKIOYEHa, nocne
NCTEYEHNA BPEMEHM BXO4A KIIMEHTA CeaHCbl KNneHTa
¢ cepsepoM SMB npuHyauMTENBHO pa3pbiBaOTCS.
Ecnu ata nonutmnka OTKNOYEHa, NOCNE UCTEYEHMS
BPEMEHM BXO[a KIIMeHTa ero ceaHc COXpaHsAeTCs.
MpumeyaHne. BToT napameTp 6e3onacHoCTm
NPUMEHSIETCA TaK Xe, KaK NONMTMKa YY4ETHOM 3anuncu.
[nsa y4eTHbIX 3annucen JOMeHa MOXET CyLLeCTBOBaTb
TONMbKO OfHAa NONUTUKA YYETHbIX 3anucen. NonuTtuka
yYeTHOM 3anucu JormkHa ObiTb onpegeneHa B
nonuTuKe JOMeHa No YMOYaHuio; OHa NPUMEHSeTCs
KOHTposnepamu gaHHoro goMmeHa. KoHtponnep
AOMeHa Bcerga nonyyaet nofMTUKy y4eTHOM 3anucu
13 obbekTa rpynnoson nonutuku (GPO) nonuTtukm
AOMeHa Mo yMOn4aHuIo, Aaxe ecnu cyllecTsyeT
apyrasi nonmMTuKa y4eTHON 3anmcu, Kotopas
NPUMEHSIETCA K NogpasgeneHunto, cogepallemy aToT
KOHTponnep gomeHa. No ymonyaHuto paboyne

3HaueHue

Enabled

(BkntoyeH)

Enabled
(BkntoyeH)




Monutuka

Network security:
LAN Manager
authentication level
(CeteBas
6esonacHoCTb:
YPOBEHb MPOBEPKMU
nognnHHoctn LAN
Manager)

OnucaHue

CTaHLUWM 1 CepBepbl, BXoAsLLME B IOMEH, Nony4atT
TY XK€ NOMUTUKY YYETHOW 3anncu ans CBoux
nokarnbHbIX YY4ETHbIX 3anucen. OgHaKko NoUTUKM
NoKarnbHbIX YY4ETHbIX 3an1cen Taknx KOMMbTEPOB
MOrYT OTNNYaTbLCS OT MOSIUTUKM YYETHOWN 3anncu
AOMeHa, ecrniv onpeaeneHa nonuTuka y4eTHom
3anuncu ans noapasaeneHunsl, B KOTOPOE BXOAAT 3TU

KomnbroTepbl. [NapameTpbl Kerberos He npumeHsAoTCS

K TakKMM KOMMbKOTEPAM.

OT0T napameTtp 6e30nacHOCTN onpeaensieT, Kakue
NPOTOKOIbI MPOBEPKN NOASIMHHOCTU C 3anpoCcoM n
OTBETOM UCMOSb3YIOTCH A1 CETEBOro BXoda B
cuctemy. 3HayeHve 3Toro napameTpa BNuAeT Ha
YPOBEHb NPOTOKONa NPOBEPKN NOASIMHHOCTN,
KOTOPbI UCMNOMb3YHOT KINEHTbI, HA YPOBEHb
cornacoBaHHON 6e30MacHOCTM CeaHca, a Takke Ha
YPOBEHb NPOBEPKM MOANNHHOCTU, MPUHUMAaEMON
cepsepamu, cnegyowmm obpasom. OTnpasnaTb
otBeTbl LM 1 NTLM: kKnneHTbl Cnonb3ytoT NpoBepKY
nognnHHocTn LM n NTLM v Hukorga He ncnonb3yoT
ceaHcoByto 6esonacHocTb NTLMv2; koHTponnepsl
AOMeHa NpUHUMatoT NPOBEPKY NOANNHHOCTY LM,
NTLM 1 NTLMv2. Otnpasnate LM n NTLM —
ncnonb3oBaTtb ceaHcoByto 6e3onacHocTb NTLMv2
NpY COrnacoBaHWUM: KITMEHTbI NCMOMb3YOT NPOBEPKY
nognunHHoctn LM n NTLM, a Takke ceaHcoByto
B6esonacHocTb NTLMv2, ecnn cepsep ee
noagepXXmMBaeT; KOHTposepbl AOMeHa NPUHUMAKOT
npoBepky nognmHHocTn LM, NTLM n NTLMv2.
OtnpaenaTtb Toribko NTLM-OTBET: KIMEHTHI
MCNOosb3YHOT TOSLKO NpoBepKy nognuHHocTu NTLM, a
Takke ceaHcoByto 6e3onacHocTe NTLMv2, ecnu
cepBep ee NoaaepXmMBaeT; KOHTponepbl JoMeHa
NPUHMMALOT NpoBepkKy noasiMHHocTn LM, NTLM n
NTLMv2. Otnpasnatb Tonbko NTLMv2-oTBeT:

3HaueHue

Send NTLMv2
response only.
Refuse LM &
NTLM
(OtnpaBnatb
Tonbko NTLMv2-
OTBET.
OTtkasbiBath LM
n NTLM)




Monutuka

Network security:
Minimum session
security for NTLM
SSP based (including
secure RPC) clients
(CeteBas
6e3onacHoCTb:
MUHUMarnbHas
ceaHcoBast
©e3onacHocTb Ang
KNMeHToB Ha 6ase
NTLM SSP (Bkntoyas
6esonacHbin RPC).)

Network security:

Minimum session

OnucaHue

KITMEHTbI MCNOJIb3YHKT TOJ1IbKO MPOBEPKY NOOJIMHHOCTU

NTLMv2, a Takke ceaHcoByto 6e30nNacHOCTb
NTLMv2, ecnu cepBep ee Nogaep>KUBAET;
KOHTpOsnepbl JOMEeHa NPUHNUMAKOT NPOBEPKY
nognnHHocTn LM, NTLM n NTLMv2. OTnpasnsaTtb

Tonbko NTLMv2-oT1BeT 1 otkasbiBaTb LM: KnueHThbI

MCNOSb3YIOT TOSMbKO NpoBepKy noanmHHocTn NTLMv2,

a Takke ceaHcoyto 6eszonacHocTb NTLMv2, ecnn
cepBep ee NoAAepXKNBaET; KOHTPONepbl JOMeHa
OTKIOHSAKT LM (NpuHUMasi TONbKo NPOBEPKY

nognuHHocT NTLM n NTLMv2). OTnpaBndatb TONbKO

NTLMv2-otBeT 1 otkasbiBatb LM n NTLM: knueHThI

MCNOSb3YIOT TOSLKO NpoBepKy noanMHHocTn NTLMv2,

a TaKke ceaHcoByto 6e3onacHocTb NTLMv2, ecnu
cepBep ee NogaepXnBaeT; KOHTPonnepbl JOMeHa
OTKNOHAT LM 1 NTLM (npvHMMas Tonbko NpoBepKy
noanmHHocTn NTLMv2).

OT0T NapameTp 6e30NacHOCTN NO3BOMSET KITMEHTY
TpeboBaTb cornacoBaHus 128-paspsgHoro
LWndpoBaHMsa 1 (Mnn) ceaHcoBor GesonacHoCcTm
NTLMv2. OTn 3Ha4yeHns 3aBUCAT OT 3HAYEHUS
napameTpa 6e3onacHoOCTu "YpOBEHb NPOBEPKM
nognnHHoctn LAN Manager”. [locTynHbl cnegyouime
BapuaHTbl. TpeboBaTb CeaHCOBYH 6e30MacHOCTb
NTLMvZ2. Ecnun npotokon NTLMvZ2 He cornacoBaH,
NoAaknYeHne He ByaeT yctaHoBneHo. TpeboBaTb
128-paspsagHoe wudgposaHue. Ecnu ctonkoe (128-
paspsgHoe) W poBaHME He COrnacoBaHo,
NOAKMYeHNe He ByaeT yCTaHOBMEHO.

3T0T NnapameTp 6e30MacHOCTN NO3BOSSIET CEPBEPY

TpeboBaTb cornacoBaHusa 128-pa3psiaHoro

3HaueHue

Require NTLMv2
session security:
Enabled Require
128-bit
encryption:
Enabled
(TpeboBaTtb
CEeaHCoBY0
6e3onacHoCcTb
NTLMv2:
BkntoyeH
TpeboBatb 128-
BuTHOE
LuncppoBaHue:
BkritoueH)

Require NTLMv2

session security:




Monutuka

security for NTLM
SSP based (including
secure RPC) servers
(CeteBas
6e3onacHoCTb:
MUHUMarnbHas
ceaHcoBas
6e3onacHOCTb AN
cepBepoB Ha 6ase
NTLM SSP (Bkntovas

OnucaHue

LWndpoBaHMsa n (Mnn) ceaHcoBor GesonacHoCTm
NTLMv2. OTn 3Ha4eHus 3aBUCAT OT 3HAYEHUS
napameTpa 6e3onacHoOCT "YpOBEHb NPOBEPKM
nognnHHoctn LAN Manager". [lJocTynHbl cnegyouime
BapuaHTbl. TpeboBaTb cCeaHCOBYH 6e30MacHOCTb
NTLMv2. Ecnu uenocTHOCTb COOBLLIEHNI He
cornacoBaHa, nogkntoyeHme He byaeTt ycTaHOBIEHO.
Tpebosatb 128-6uTHOE WindpoBaHme. Ecnn cTonkoe
(128-paspsgHoe) WndgpoBaHue He CornacoBaHo,
NoAkKnyeHne He BygeT yCTaHOBMEHO.

3HaueHue

Enabled Require
128-bit
encryption:
Enabled
(TpeboBaTtb
CeaHCoBYI0
BesonacHocTb
NTLMv2:
BkntoyeH
TpeboBatb 128-

6esonacHein RPC).) BGuTHOE
LUNdppoBaHmE:
BkntoyeH)
3aBepLueHune paboTbl
(anrmn. — Shutdown)
v OnncaHue nonuTuk
MonuTtuka OnucaHue 3Ha4yeHue

Shutdown: Allow
system to be shut
down without
having to log on
(BaBepLueHune
paboThbl:
paspeLuTb
3aBepLUeHune
paboTbl CUCTEMBDI
6e3 BbINONHEHUS
BXOJa B CUCTEMY.)

3T0T NapameTp 6e30MacHOCTM onpeaenseT, MOXHO i

3aBepLUMTb paboTy KOMNbIOTEPA, HE BbIMOSTHAS BXOA B

cuctemy Windows. Ecnu ata nonntuka BKNtoYeHa, KOMaHay

"3aBepLueHune paboTbl" MOXHO BbIOpaTb Ha 3KpaHe BXxoaa B

Windows. Ecnu ata nonutuka oTkNto4eHa, KomaHaa

Disabled

"3aBeplieHune paboTbl" He oToOpaXkaeTcs Ha aKpaHe Bxo4a B (OTKMOYEH)

Windows. B atom cniyyae, 4tobbl 3aBepwnTb paboTy

CUCTeMbl, Nonb3oBaTersto Tpe6yeTcs| YCMNEeLWHO BbINOJTHUTb
BXO4 B CUCTEMY U OH OOJIKEH MMETb MNMpaBO Ha 3aBepLueHne

pa6OTbI CUCTEMBbI.




Monutuka OnucaHue

OT1OT napameTp 6e3onacHOCTU onpeaenset, OyaeT nu
BbIMOMHATLCH O4UCTKA hbanna nogkadkm BUpPTyarnbHOM
namaTy Npu 3aBepLleHnn paboTbl cucTemsl. [ogaepxka
BMPTYarnbHON NamaTh UCnonb3yeT ain NogKavku CUCTEMBI
ANSA BbIrPY3KN CTPAHWL, NaMATU Ha OUCK, KOrda OHU He

ncnonb3ytoTcs. Bo Bpemsi paboTbl cucteMbl dhaiin nogkayukm

Shutdown: Clear OTKPbIT ONepPaLMOHHON CUCTEMON B MOHOMOSTbHOM PEXUME U
virtual memory xopouwo 3awmueH. OgHako ecrnu cuctema HacTpoeHa Tak,
pagefile YTO AOMYCKAET 3arpy3Ky APYrMx onepaLmOHHbIX CUCTEM,
(BaBepLueHne Tpebyetca ybeanTbCs, YTO Npu 3aBepLUeHUN paboThbl
paboTbl: O4YMCTKa CUCTEMbI BbINOMHSAETCHA O4nCTKa ee harina nogkadku. 3710
dharina nogkadkm rapaHTUpyeT, YTO YyA3BMMble CBEAEHUSI U3 NaMsTH
BMPTYanbHOWN NMpPOLIECCOB, KOTOPbIE MO NonacTb B harn nogKayvku, He
namsiTi) CTaHyT AOCTYMHbI NOMb30BaTENSIM, NOMYYMBLLMM NPSIMOM

HeCaHKUMOHNPOBaHHbIA AOCTYN K aToMy chansny. Ecnum ata
NonuTUKa BKITKOYEHA, NPWY KOPPEKTHOM 3aBepLueHnn paboThl
CUCTEMbI BbINOMHAETCA O4YMCTKA hania NogKkaykm CUCTEMBbI.
Ecnn a1oT napametp 6e30MacHOCTM BKAOYEH, TaKKe
BbINONHAETCA OOHyneHne danna pexnma rubepHaumm

(hiberfil.sys), korga aTOT peXUM OTKIHOYEH.

3HauyeHue

Enabled
(BkntoveH)

MapameTpbl cucTembl

(aHrn. — System Settings)

v OnucaHue NonuTuK




Monutuka

System settings:
Optional subsystems
(MapameTpbl cUCTEMBI:
HeobsA3aTernbHble
noacucTeMbl)

System settings: Use
Certificate Rules on
Windows Executables
for Software Restriction
Policies (MapameTpsbl
CUCTEMBI:
ncnonb3oBaTtb npasuna
cepTudmkaToB Ans
NCMorHsAeMbIX pannos
Windows ans nonuTtuk
OrpaHNYeHHOoro
NCNonb30BaHUSA

nporpamMm)

OnucaHue

OT1OT NapameTp 6Ge3onacHOCTM ONpeaenseT, Kakue
AOMONHUTENbHbIE NOACUCTEMbBI MOTYT ObITb 3anyLEeHbI
ANS NoAAepXKkM NpunoxeHuin. C NOMOLLbIO 3TOro
napameTpa MOXHO yKka3aTb BCE NOACUCTEMbI, KOTOPbIE
HeobxoanMbl ANs NOAAEPKKM MPUNOXKEHWI B

COOTBETCTBUUN C Tpe6OBaHMFIMI/I cpeabl.

OT0T NnapameTp 6e3onacHOCTM ONpeaenser,
BbINoONHsAeTcAa Ny obpabdoTtka umMpoBbIX cepTUdUKaTOB,
Korga nonb3oBaTernb UK NPOLECC NbITaeTca 3anyCcTuTb
nporpamMmmy ¢ paclumpeHmem nmeHn anna EXE. OH
NO3BONSIET BKIHUYNTDL UNN OTKNKOYNTL Npasuna
cepTMdmKaTtoB — TUN NPaBUI NOSIUTUK OrPaHUYEHHOro
ncnonb3oBaHnsa nporpamm. C NOMOLLbIO TaKMX NMOSNIUTUK
Bbl MOXETe c0o34aTb NpaBuno cepTumkaTtoB, KOTOpoOe
paspeLuaeT unu 3anpeLaet 3anyck NporpaMmmbl,
nognucaHHom ¢ nomolubto Authenticode, B
3aBUCUMOCTU OT TOro, Kakomn umdpoBon ceptudukar en
COOTBETCTBYET. YTOOLI NPMMEHNTL NpaBuna
cepTndmKkaToB, TpPebyeTCs BKIOUYNTL AAHHbIN NapamMeTp
6esonacHocTn. Ecnu npaBuna ceptudukaToB
BKIMIOYEHbI, MOMUTUKMA OFPaHNYEHHOIO MCMOSb30BaHUS
nporpaMm NPoOBEPSIOT CMNCOK OT3blBa CEPTUDUKATOB
(CRL), ytobbl y6eantbcs, 4To ceptudmkaTt 1 NOANUCH
nporpamMmbl JENCTBUTENbHbI. OTO MOXET NPUBECTU K
CHWDKEHMIO NPON3BOAMTENBHOCTY NPU 3anycke
noanucaHHbIX NporpamMmm. Bbl MOXeTe OTKIOUNTD 3TY
dyHKLMIO. B OKHE CBOMCTB JOBEPEHHOIO U3garters
cHumunTe dnaxkn "Napgatens" n "OTmeTka BpemeHn".
[ononHuTtenbHble cBeAEHUS CM. B pasaene "3agaHune

napameTpoB AOBEPEHHOro nsgarens".

3HauyeHue

He

onpeaeneHo

Enabled
(BkntoyeH)

KoHTponb y4yeTHbIX 3anucemn




(anrmn. — User Account Control)

v OnucaHue NonuUTKK

Monutuka

User Account Control:
Admin Approval Mode
for the Built-in
Administrator account
(KoHTporb y4eTHbIX
3anucen: pexmm
opobpeHus
agMVHUCTPaTOPOM
ANa BCTPOEHHOM
y4yeTHOM 3anucu
agMUHUCTpaTopa)

User Account Control:
Allow UlAccess
applications to prompt
for elevation without
using the secure
desktop (KoHTpornb
YYETHbIX 3anucen:
paspewwatb UlAccess-
NPUNOXEHNAM
3anpaluvBsaTtb
NoBbILLEHME NpaB, He
NCNonb3ys
BGe3onacHbIn padounn
cTon.)

OnucaHue

OTOT NnapameTp NonuUTHKN onpeaenseT

XapaKkTepUCTUKN pexmma ofo6peHus

aAMUWUHUCTPATOPOM A9 BCTPOEHHOWN YY4ETHOWN 3annucu
agMunHucTpatopa. BoaMoxHble 3HavyeHnsa BknoveHo.

[1ns BCTPOEHHOW y4eTHOW 3anucu agMuHUcTpaTopa

MCNonb3yeTcs pexxum ogobpeHns agMMHUCTPATOPOM.

Mo ymonyanuto nio6asi onepauus, TpedytoLas

MOBbILLEHMS NPUBUIENIA, NpeaniaraeT Nonb3oBaTesnto

noaTeepaAnTb onepaumto. OTKMYeHo (no
yMon4aHuto). BcTpoeHHasi ydeTHasi 3anuch
agMVHUCTpaTopa BbINOMHAET BCE NPUMOXEHNUS C

NOJIHbIMU NpuBUNernaMmm agaMmMHUCTpaTopa.

OTOT NapameTp NONUTUKN onpeaensier, MoryT fnn
UlAccess-npunoxexus (UIA-nporpammei)
aBTOMaTU4YeCKM OTKIoYaTh 6e3onacHbii paboymni
CTON 4115 3arnpoCoB Ha NOBbILLEHWE, UCNOMb3yEeMbIX
00bIYHbIM Nonb3oBartenem. BkrntoyeHo. UIA-
nporpamMmsbl, B TOM Yucrie yaaneHHbI MOMOLLHUK
Windows, aBToMatnyeckn OTKMo4aoT 6e3onacHbIN
pabo4ynin CTon Ansa 3anpocoB Ha MOBbLILIEHNE NPaB.
Ecnu He oTkntoyeH napameTtp nonutukn "KoHTponb
YUYETHbIX 3anucen: nepekntoyeHne kK 6esonacHomy
pabo4emy CTosy Npu BbIMNOMHEHMM 3anpoca Ha

NnoBbILLEeHWE npas", npurnaweHne NosBUTCS Ha

MHTEPaKTUBHOM pa6oqu CTOJ1€ nosib3oBarternd, a He

Ha 6e3onacHom pabo4vem ctone. OTkNOYEHO (Mo

ymon4yaHuto). besonacHbli paboynii cTon MoXeT BbITb

OTKJTHO4EeH TOJIbKO Morib3oBaTternieM MHTepPaKTUBHOIO

pabouyero cTona unun NyTem OTKIOYEHUs NapameTpa

NoNUTUKN "KOHTPOSb YYETHbIX 3anucen:

3Ha4yeHue

Enabled

(BkntoveH)

Disabled
(OTKMOYEH)




Monutuka

User Account Control:
Behavior of the
elevation prompt for
administrators in
Admin Approval Mode
(KOHTpOnb y4eTHbIX
3anucen: noBeaeHue
3anpoca Ha
NnoBbILLEeHWe Nnpae ang
aAMWUHUCTPATOpPOB B
pexnme ogobpeHuns
agMVHUCTPaTOPOM)

Onucanue 3HauyeHune
nepekntveHne Kk 6esonacHomy paboyemy cTony npwm
BbINOSIHEHMM 3anpoca Ha NoBbILLEHNE MpaB”.
OTOT NnapameTp NONUTUKN onpenensieT noBeaeHme Prompt for

3anpoca Ha noBbILWEeHWE NPUBUNIErNIA ANs consent for

agMUHUCTpaToOpPOB. Bo3MoXHble 3Ha4YeHUA non-Windows
MoBblweHne 6e3 3anpoca. [No3sonser binaries
NPUBUIErMPOBaHHbLIM YYETHBIM 3aMUCsIM BbINOMHUTD (8anpoc
onepaumto, TpebyoLLyt0 NOBbLILLIEHWS NMPUBUAETNIA, cornacuvs ans
6e3 noaTBEPXKOEHNSA cornacus Unu BBoAa YYeTHbIX NCNOSTHAEMbIX
AaHHbIX. [puMeyaHune. STOT BapuaHT OOSMKEH dhannos,
MCNONb30BaTbCS TOMBbKO B CpeAax ¢ MakcumarbHbIMU OTIINYHbIX OT
orpaHu4yeHnsMun. 3anpoc y4ETHbIX JaHHbIX Ha Windows)
B6esonacHom paboyem ctone. [Ans nodon onepauuu,

TpebyloLen NoBbILLEHUS NPUBUIETA, Ha

B6esonacHom pabovem cTore BbIBOOUTCS

npurnaweHne BBECTU UMS U Naporib

NpyBUIErMpoBaHHOIO nonb3oBaTtens. Ecnu BBogaTca
NpuBUNErMpoBaHHbIe YYeTHbIE AaHHble, onepauus

NPOAOIMKaeTCa NPOAOIKEHa C MaKCUManbHbIMU

AOCTYMNHbIMU NPUBUIIErMsIMIX Nonb3oBaTens. 3anpoc

cornacusi Ha 6esonacHom paboyem ctone. [ns

nobon onepaunn, TpebdytoLLen NoBbILLEHNSA

npuBunerun, Ha 6esonacHom paboyem crone

BbIBOAUTCA npurnawieHve Boblbpath: "Pa3pewmnts" nnm

"3anpetutb". Ecnn nonb3oBartens BblIbupaet

"PaspelumnTtb", onepauma npogormKaeTcs ¢

MaKkCUManbHbIMWU OOCTYMNHbIMU MPUBUAENAMU

nonb3oBaTens. 3anpoc y4YeTHbIX AaHHbIX. [ns nobon

onepauun, TpebytoLLern NoBbILEHUS NPUBUNETNNA,

BbIBOOMTCS MpurnalleHne BBeCTU NMS Nosib3oBaTens

1 Naponb y4eTHOM 3anncu agMmuHuctparopa. Ecnu

BBOLSATCS AONYCTUMbIE YYETHbIE AaHHbIE, onepaLms

NPOAOIKaEeTCA C COOTBETCTBYHOLUMM NPUBUNETNSMNA.

3anpoc cornacus. Ansa nobon onepauuun, TpedytoLlen

noBbILLEeHNA I'Ipl/lBI/IJ'IGFI/IVI, nonb3oBartersto




Monutuka

User Account Control:

Behavior of the
elevation prompt for
standard users
(KOHTpOrb y4eTHbIX
3anvcen: nosegeHve

3arpoca Ha

noBbILLIEeHMEe rpaB Aand

00OBbIYHBIX

nonb3oBaTenemn)

OnucaHue 3HauyeHue

npegnaraercd BblibpaTth: "Paspewmnts" unm
"3anpetutb". Ecnu nonb3oBartens BolIbupaet
"PaspelumnTtb", onepaumsa npogormkaeTcs ¢
MaKkCMMarnbHbIMU SOCTYMNHBIMWU MPUBUIIEMNAMU
nonb3oBaTend. 3anpoc cornacus gnsa CTOPOHHUX
ABOUYHbIX barnos (He Windows) (no ymon4yaHuio).
Korga onepauus ons npunoXxeHns CTOPOHHEro (He
MawkpocodT) nponssoanTens TpebyeT NoBbILLEHNS
npusunerun, Ha 6esonacHomMm paboyem crone
BbIBOAUTCA NpurnawleHve Boblbpats: "Paspewmnts" nnm
"3anpetutb". ECcnn nonb3oBartens BbibupaeT
"PaspelumnTtb", onepaumsa npogormkaeTcs ¢

MaKCMMalibHbIMX OOCTYMNMHbIMU NPUBUNErmnaMmmn

nonb3oBaTens.
OTOT NnapameTp MoNMTUKKN onpefenseT noseaeHme Prompt for
3anpoca Ha MNoBbileHne NPUBUNErnin Anst 0ObIYHbIX credentials on
nonb3oBaTenen. BoamoxHble 3Ha4YeHns 3anpoc the secure
YYETHbIX AaHHbIX (N0 yMonyaHuio). Korga onepauus desktop
TpebyeT NoBbILWEHUSA NPUBUIIETMIA, BbIBOAUTCSA (8anpoc
npurnaweHne BBECTU UMS NOMNb3oBaTens 1 naporsb YYETHbIX
YYETHOM 3anucu nonb3oBaTtens ¢ NpUBUIErnsMn AaHHbIX Ha
agMunHucTpartopa. Ecnv nonb3oBaTtens BBOOUT 6esonacHom
OENCTBUTENbHbBIE YYETHbIE AaHHble, onepaums paboyem
NPOAOIKaeTCA C COOTBETCTBYHOLUMM NPUBUNETNSMN. cTone)

ABTOMAaTM4YECKOE OTKIOHEHNEe 3anpocoB Ha
noBbiweHne npueunernn. Korga onepaumns tpedyet
NOBbILLEHMS NPUBMNErIA, oTobpaxaeTcs coobLeHne
06 owmnbke oTkasa B goctyne. OpraHusaumu,
HaCTOSIbHbIE KOMMbIOTEPbLI KOTOPbIX MCNOMb3YHTCS
00bI4YHLIMY MONb30BaTENsAMMU, MOTYT BbiOpaTh 3TOT
napamMeTp NOMUTUKN ANSA YMEHbLUEHUS Ynucna
obpalleHni B cnyx0y nogaepxku. 3anpoc y4eTHbIX
AaHHbIX Ha 6e3onacHom paboyem cTtone. Korga
onepauns TpebyeT NOoBbILLEHWS NPUBUMETAN, Ha
Ge3onacHoM paboyem cTore BbIBOOUTCS




Monutuka

User Account Control:
Only elevate UlAccess
applications that are
installed in secure
locations (KoHTponb
YYETHbIX 3anncemn:
noBbIWaTh NpaBa Ans
UlAccess-
NPUITOXEHNI, TONbKO
npw ycTaHOBKE B
6e3onacHbIX MecTax)

User Account Control:
Run all administrators
in Admin Approval
Mode (KoHTponb
YYETHbIX 3anucen: Bce

agMUHUCTPATOPbI

OnucaHue

npurnawleHne BBeCt UMA U naporib gpyroro
nonb3oBartens. Ecnv none3oBatens BBOAUT
aonyctumble y4eTHble JaHHble, onepaund
npoaoJPKaeTcd C COOTBETCTBYHOLLMMU NPpUBUSTIETUAMN.

KoHTpOmb y4YeTHbIX 3anucen: noBbliWaTh npasa
Tonbko Anga UIAccess-npunoxXeHnn, yCTaHOBNEHHbIX
B 6€30MacHOM MeCTOMONOXeHUN ATOT NapameTp
NOMUTUKKN YNpaBnseT TeM, JOIMKHbI NN NPUMNOXEHNS,
3anpalunsaroLlune BbINOMHEHNE Ha YPOBHE
uenoctHocTn UlAccess, HaxoouTbes B 6e3onacHom
nanke ¢pannoBon cuctemMbl. besonacHbIMK cunTaloTCA
TONbKO cneaytowme nanku: ...\Program Files),
BKMtoYasi BroxeHHble nanku ...\Windows\system32\
...\Program Files (x86)\, Bkntoyas BNOXeHHbIE Nanku
ans 64-paspagHeix Bepcun Windows lNpumedanue.
Windows npvHyamMTensHO NpoBoAnNT 0b6a3aTernbHyo
nposepky noanucen PKI gna noboro nHTepakTMBHOro
NPUMNOXeHWs, 3anpaLuvBaroLLEero BbINONIHEHNE Ha
ypoBHe uenoctHocTn UlAccess, BHe 3aBUCUMOCTU OT
COCTOSIHMS JJaHHOro napameTpa 6e3onacHoCTU.
Bo3moxHble 3HaveHus. BknioveHo (Mo ymonyaHuio).
MpunoxeHne ByaoeT 3anyckaTbCsi C ypOBHEM
uenocTtHocTn UIAccess Tonbko B TOM criyyae, ecnv
OHO HaxoauTcsa B 6e3onacHon nanke annoson
cuctembl. OTkNtOYeHo. MNMpunoxeHne byaet
3anyckatbcs ¢ ypoBHeM LenocTtHocTn UlAccess,
AaXke ecrnvm OHO He HaxoauTcs B 6e3onacHou nanke
¢annoBom CUCTEMBI.

OTOT NnapameTp NONMUTUKN onpeaensieTt
XapaKTePUCTUKN BCEX MONUTUK KOHTPOSIS YYETHbIX
3anucen gnst komnbtotepa. MNpu namMeHeHnn aToro
napameTpa NnonuTuku TpebyeTtcs nepesarpy3nTb
kKoMnbtoTep. Bo3aMoxkHble 3Ha4YeHus BkntoyeHo (no

ymonyanui). Pexxum ogobpeHns agMUHUCTPaTopoMm

3HauyeHue

Enabled
(BkntoyeH)

Enabled
(BkntoyeH)




Monutuka

paboTaloT B pexunme
onobpenuns

aZlMUHUCTPATOPOM)

User Account Control:
Switch to the secure
desktop when
prompting for elevation
(KoHTporb y4YeTHbIX
3anucemn:
nepekntovYeHne K
6esonacHomy
pabovemy cTony npu
BbIMOMTHEHMN 3anpoca
Ha NoBbILLEHME NpaB)

User Account Control:
Virtualize file and
registry write failures
to per-user locations
(KOHTpOnb y4eTHbIX

3anucen: npun c6oax

OnucaHue

BKMOYEH. YTOObI pa3peLumTb BCTPOEHHON YYETHOM
3anucu agMMHUCTpaTopa 1 BCeM ocTalnbHbIM
nonb3oBaTensam, SBNAIOLWUMCS y4aCTHUKaMU rpynnbl
"AoMuHUCTpaTopbl”, paboTaTtb B pexume ogobpeHus
aZlMWUHNCTPATOPOM, 3Ta NOMUTUKA AOMKHA BbITb
BKINOYEHA, a BCe CBA3AHHbIE MOMUTUKN yrpaBrieHus
YyYETHbIMU 3annUcsaMu TaKkKe JOSMKHbI ObITb
yCTaHOBIEHbI COOTBETCTBYHOLLMM 0Opa3om.
OTkrntodeHo. Pexxum ogobpeHus agMmMHUCTPaTopoMm U
BCe COOTBETCTBYIOLLME NAapaMeTPbl NOSIUTUKM
KOHTPOSIS YYETHbIX 3anncen ByayT OTKMOYEHBbI.
lMpumeyaHne. Ecnu aToT NnapameTp NONUTUKK
OTKITHOYEH, LeHTp obecneyeHus 6e3onacHoOCTH
Bbl4acT yBefoOMIeHne, 4To obLias 6e3onacHoCTb
onepaumoHHON CUCTEMbI CHU3UNACh.

OTOT NapameTp NonNUTUKK onpeaensiet, byayT nu
3anpochbl Ha NOBbILLEHNE NpaB BbIBOAUTLCA Ha
MHTEPaKTUBHbIN paboyunii CToN Nonb3oBaTens Unn Ha
GesonacHbIn padounn cton. BodaMoXXHbIe 3Ha4YeHus.
BkntoyeHo (o ymonyaHuto). Bee 3anpochbl Ha

NoOBbILLEHWE NpaB BbIBOAATCA Ha 6e30nacHbIn
Enabled

pabo4unii CToN HeE3aBMCMMO OT MapamMeTPOB MONNTUKN
(BkntoveH)

NOBeAEeHUs NpUrnaweHnsa Ans agMUMHUCTPaToOpoB U
00bIYHbIX Nonb3oBaTtenen. OTKIYEHO: BCe 3anpochl
Ha MOBbILLEHWE NPaB BbIBOOATCA Ha MHTEPAaKTUBHbLIN
pabouuni cton nonb3osBatens. MicnonbayoTca
napameTpbl NOMUTUKN NOBEOEHUSA npurnalleHus ans
agMUHUCTPATOPOB U 0BbIYHBIX NOMb30BaTENEN.

Enabled
(BkntoyeH)

OTOT napameTp NOMUTUKK yrnpasnseT
nepeHanpasneHveM cboeB 3anvcu NPUNoXeHUn B
onpefeneHHble pacnonoXeHns B peecTpe u
drannoBon cucteme. ITOT NapameTp NONUTUKN
NO3BONSIET YMEHbLUNTL ONACHOCTb MPUITOXEHUN,

KOTOpPbI€ BbIMNMOJIHAKTCA OT UMEHWN aAMUHUCTPATOopPa U

3HauyeHue




MonuTtuka OnucaHue 3Ha4yeHue
3anucu B hann nnu BO BPeMS BbINOMHEHNS 3anNUCbIBAOT AaHHbIE B Nanky
peecTp %ProgramFiles%, %Windir%; %Windir%\system32
BUpTyanu3auus B nnn HKLM\Software... Bo3amoxHble 3Ha4yeHus.
pasmeLleHne BkntoyeHo (no ymonyaHuio). Céom 3anucu
nonb3oBaTens) NPUIOXEHN NepeHanpaBnaTCA BO BPEMS
BbINOSIHEHWSI B ONpeaereHHble Nonb3oBaTenem
pacnonoxeHusi B annoBon cucteme n peectpe.
OTKknNoYeHOo. BbinonHeHne NpunoXxeHumn,
3anucbiBaloWmnX AaHHble B 6e3onacHble
pacrnoroXeHuns, 3akaH4YMBaeTCs OLUMOKOMN.
Mpouue
(aHrn. — Other)
v OnncaHue nonuTuk
Monutuka OnucaHue 3Ha4yeHune

Accounts: Block
Microsoft accounts
(YyeTHble 3anucu:
ornoknposaTtb
y4YeTHbIE 3anucu
MawnkpocodrT)

OTOT NapameTp NOANTUKN HE NO3BOMSET NOMb30BaTENAM
[o6aBnaTb HOBbIE YYETHbIE 3annucu MankpocodT Ha
AaHHOM KoMnbloTepe. Ecnu BoibpaTb BapuaHT
"Monb3oBaTtenun He MoryT J06aBMATb YYETHbIE 3anncu
MawnkpocodT", nonb3oBaTenu He CMOryT co3gaBaTtb
HOBble y4eTHble 3anucn MankpocodT Ha 3TOM
KOMMbloTepe, Npeobpal3oBbiBaTh JIOKAlbHbIE YYETHbIE
3anncu B ydeTHble 3anucn MankpocodT, a Takke
noaKnYaTb y4EeTHbIE 3annucy OMeHa K Y4ETHbIM
3anucam Marikpocodt. TOT BapmaHT NpeanoYvTUTENEH,
ecnun TpebyeTcs orpaHMyYnTb YMUCIIO UCMNONb3yeMbIX
y4eTHbIX 3anucen MarkpocodT B opraHmsaunn. Ecnn
BblOpaTb BapuaHT "lNonb3oBaTenn He MoryT fo6aBnsAaTb
yyeTHble 3annucy MankpocodT 1 ucnonb3oBaTb UX ANs
BXoA4a", CyLleCTByHOLLME MOnb3oBaTeny y4eTHbIX 3anmcen

Users can't add
Microsoft
accounts
(Monk3oBaTtenu
He MoryT
nobaBnATb
yyeTHble
3anucu
MawnkpocodrT)




Monutuka

Audit: Force audit

policy subcategory

settings (Windows
Vista or later) to
override audit
policy category
settings (Ayaur:
NPUHYAUTENBHO
nepeonpegenser
napameTpsbl
KaTeropuu
NONUTUKM ayanTa
napameTpamm
noagkarteropmm
NONUTUKM ayanTa
(OC Windows

Vista unu donee

nosaHne Bepcun).)

Domain member:
Disable machine
account password
changes (YneH
AoMeHa:
OTKMIOYNTb
N3MeHeHne

napona y4eTHbIX

OnucaHue 3HauyeHue

MawnkpocodT He cmoryT BonTh B cuctemy Windows.
Bbibop aTOro napameTpa MOXET caenatb BXO4 B CUCTEMY
N ynpaereHne et HedOCTYMHbIM A4S CYLIECTBYIOLLENO
aAMUHUCTpaTOpa Ha AaHHOM KoMMbtoTepe. Ecnu aTa
NONMUTMKA OTKIOYEHA UITN HE HACTPOeHa
(pexkomeHayeTcs), Nonb3oBaTeNy CMOryT UCMONb30BaTh
y4yeTHble 3anucu MawnkpocodT B Windows.

OC Windows Vista n 6onee nosgHme sepcun Windows
NO3BOMST TOYHEE YyNPaBNATb NOMUTUKON ayguTa npu
MOMOLLIM MOoAKATErOPUN NONUTUKK ayauTa. YCTaHOBKa
NONMUTUKN ayauTa Ha YpOBHE KaTeropuun nepeonpenenut
HOBY (DYHKLMIO NONUTUKM ayauTa nogkareropmm. Ytoobl
obecneunTb ynpasneHme NonnTUKOM ayamTta npu noMoLLm
nogkareropun 6e3 Heob6xoaMMOCTN U3MEHEHUS

rpynnoson nonutukn, B Windows Vista n bonee nosgHux
Enabled

BEpCUsiX NpegyCcMOTPEHO HOBOE 3Ha4YeHne peectpa
(BkntoyeH)

(SCENoApplyLegacyAuditPolicy), 3anpeLyatoLlee
NPUMEHEHME NONUTUKN ayanTa YPOBHA KaTteropmum 13
rpynnoBon NOMUTUKN U U3 cpeacTBa aaMUHUCTPUPOBAHMS
"llokanebHas nonuTtuka 6esonacHocTn". Ecnu
yCTaHOBMNEHHas 34ecCb NoNMTMKa ayanta ypoBHS
KaTeropmm He cornacyetcsa ¢ hopmMupyemMbiMm
cobbITUAMM, TO NPUYNHA MOXKET ObiTb B TOM, YTO

YCTaHOBJIEH 3TOT pa3fesl peecTtpa.

Disabled
(OTKnNtOYEH)

OnpegenseT, npon3BoanTCs N nepnognyeckoe
N3MeHeHMe Napons y4eTHOM 3anncu KoOMMbloTepa yneHa
AomeHa. [Npu BKAKYEHMM 3TOr0 NapameTpa YreH JOMeHa
He NbITaeTCH N3MEHUTb NapoSb YY4ETHOM 3anncu
KoMnbtoTepa. Ecnu aToT napameTp OTKMAYEH, YneH
AOMeHa MblTaeTcs U3MEHUTb Naporib Y4ETHOM 3anucu
KOMMbOTEPA COrMacHO 3Ha4YeHnto napameTpa "HneH
AOMeHa: MakcMMaribHbIN CPOK AENCTBUSA Naposs y4ETHON

3anucm KomnoboTepa”, MEKLLEro No yMonyaHuo




Monutuka

3anucen
KoMmnbtoTepa)

Domain member:
Maximum machine
account password
age (YneH
AOMeHa:
MaKCcUMarnbHbIN
CpPOK OencTBuUS
napons y4eTHbIX
3anucen
KomnbtoTepa)

Domain member:
Require strong
(Windows 2000 or
later) session key
(YneH gomeHa:
TpeboBaTb
CTOVIKUI

CeaHCOBbIWN KoY

OnucaHue

3HadveHue "kaxable 30 agHen". Mo ymonyaHuio:
OTkrntodeHo. NpumedaHusa He cnegyet BkoYaTtb 3TOT
napametp 6e3onacHocTu. [laponu y4eTHbIX 3anucen
NCNonb3yTCA ANS YyCTaHOBMeHUs 6e3onacHbIX KaHanos
CBSA3N MeXAy YrieHamMu JOMEeHa U KOHTponnepamm
AOMeHa, a TakkKe Mexay CaMUMW KOHTPOossiepamMu BHyTpuU
AomeHa. lNocne yctaHoBneHus cBA3n 6e3onacHbIn kaHan
ncnonb3dyeTcsa Anga nepegadv KoHuaeHumanbHbIX
AaHHbIX, HE0BXOAUMbIX ANSA BbINOMHEHWS NPOBEPKU
NoaSIMHHOCTU N aBTOpM3aUnn. TOT NapameTp He
cnegyeT ucnornb3oBaTth AN NogaepXku cueHapues
ABOWHOW 3arpy3Kku, UCMOIb3YIOLNX OOHY U TY Xe YYETHYI0
3anucb koMmnbloTepa. [Ana 4BOWHOM 3arpys3ku ABYyX
YyCTaHOBOK, 06 beANHEHHbIX B OOQHOM JOMEHEe, NPUCBONTE
39TUM YCTaHOBKaM pa3sHble UMeHa KOMMNbIOTEPOB.

70T napameTp B6esonacHocTH onpenendeTt, Kak 4aCTo
YrneH gomMmeHa 6y,u,eT NbiTaTbCA N3MEHUTb MapoJib yquHOVI
3arnncun KomMmrbroTepa.

JTOT napameTp 6e3onacHOCTU onpeaensert, Tpebyerca
nn ansa 3awmd@poBaHHbIX AaHHbIX 6e30nacHoro kaHana
128-paspsagHbeiv kntod. [Npu npucoegMHeHnn KoMnboTepa
K JOMEHY CO3[aeTcs ydeTHas 3anmcb KOMMboTepa.
[Mocne aToro npu 3anycke cuctemMbl AN co3gaHns
Be3onacHoro kaHana ¢ KOHTponnepom JoMeHa
NCorb3yeTcs Naposib Y4ETHOW 3anmncu KOMMboTepa.
OTOT Ge3onacHbIN KaHan ucnonb3yeTcs Ansi COBEPLUEHWS

TaKMNX onepau,w7|, KaK CKBO3HadA npoBepka noariMmHHOCTA

3HauyeHue

30 aHen

Enabled
(BkntoyeH)




Monutuka

(Windows 2000
U BbILLE))

Interactive logon:
Display user
information when
the session is
locked
(MHTepakTMBHbIV
BXO[ B CUCTEMY:
oTobpaxaTb
cBedeHns O
nonb3oBaTtene,
ecnu ceaHc

3abnoKnpoBaH.)

OnucaHue

NTLM, nonck nmenun nnm N 6esonacHoctn LSAu . o. B
3aBucumocTn oT Bepcun Windows, ncnosib3yemMomn Ha
KOHTposnsiepe AOMeEHa, C KOTOPbIM OCYLLIECTBNAETCA
coenHeHune, a TaKKe OT 3Ha4YeHU napameTpoB: YneH
AomeHa: Bcerga Tpebyetca undgpoBas nognucb Unu
LWwndpoBaHMe AaHHbIX 6e3onacHoro kaHana Ynex
AomMeHa: WwudpoBaTh AaHHble 6Ge3o0macHOro KaHana,
Korga 9To BO3MOXHO byayT 3aumdpoBaHbl Bce nnm
HeKoTOopble AaHHble, NepeaaBaemble No 6GesonacHomy
KaHany. QTOT napameTp NONUTUKN Onpenenser,
TpebyeTca nn Ans 3awmdpoBaHHbIX AaHHbIX
©esonacHoro kaHana 128-paspsaHbln knod. Ecnn aToT
napameTp BKMtoYeH, 6esonacHoe coeamHeHue dyger
YCTaHOBMEHO TONbKO B TOM Crlyyae, ecin BO3MOXHO 128-
paspsgHoe wndpoBaHue. Ecnu aToT napameTp
OTKINIOYEH, CTOMKOCTb Kroya cornacyeTcs ¢
KOHTPONIEPOM LOMEHa.

OTOT NapameTp onpegenset, byayT nu Takme
AOMNONHUTENbHbIE CBEAEHMS, KaK afpec 3NEKTPOHHOM
NoYThbl UM AOMEH/MMS NoNnb3oBaTens, oTobpaxkaTbCs
BMECTE C UMEHEM MNOSMb30BaTeNs Ha 3KpaHe Bxoda B
cuctemy. Y KnmeHTos, ucnonsayowmx Windows 10
Bepcun 1511 n 1507 (RTM), aTtoT napameTp paboTaeT Tak
Xe, Kak n B npeablaywimx sepcuax Windows. Bengy
AobaBneHns HOBOro napameTpa KOHpuaeHLMansHOCTN B
Windows 10 Bepcun 1607 aTOT napamMeTp NpUMEHSAETCS K
Taknm knmeHtam nHadve. MiameneHns B Windows 10
Bepcumn 1607 HaunHaa ¢ Bepcun 1607 B Windows 10
nMeeTcs HoBast (PyHKLMOHaNbHast BO3MOXHOCTb,
Bnarogaps KOTOPON MOXXHO MO YMOMYaHUIO CKpbIBaTb
Takue cBefeHns Nosib3oBaTens, Kak agpec aNeKTPOHHON
NoYTbl, U UIBMEHATb CTaHOAPTHbIE HACTPOMKKM, YTOBbLI 9TK
cBedeHns otobpaxkanucb. HacTpoutb gaHHyto
PYHKLMOHANBbHYIO BO3MOXXHOCTb MOXHO C MOMOLLbHO
HOBOrO NapameTpa KOHMPUAEHUMANbLHOCTN B pa3aene

3HauyeHue

User display
name only
(Tonbko nms

nornb3oBaTens)




Monutuka

OnucaHue

«lMapameTpbl» > «YyeTHble 3anucu» > «llapameTtpsbl
Bxoga». [lo ymonyaHuo napameTp
KOH(pMOEHUMANbLHOCTU BbIKIKOYEH, @ JONOSTHUTESbHbIE
cBefeHuWs Nonb3oBaTtens CKpbIThbl. [JaHHbI napameTp
rpynnoBOW NOSIMTUKN onpesensier aTy xe
JYHKLMOHANbHY BO3MOXHOCTb. [laHHOMY napameTpy
MOXHO NpucBamBaTh crnefyoLime 3HavyeHus: BeiBogmumoe
NMs Norb3oBaTers, MMeHa JOMeHa U Nosb3oBaTens: B
Cny4yae OCyLLEeCTBIEHMS NTIOKaNbHOro BXxoaa
oTobpakaeTcsi NONIHOE MMSA Nonb3oBaTens. Ecnm
nonb3oBaTenb BXOAUT Yepes YHETHYIO 3annchb
MarnkpocodT, oTtobpaxxaetrcs agpec SNeKTPOHHOW NOYTbI
nonb3oBaTens. B cnyyae Bxoga B JOMeH oTobpakaeTcs
AoMeH/Ms_nonb3oBaTens. ToNbKo NMs Nonb3oBaTens:
oTobpakaeTcsa NoMHOe NMs Nosib3oBaTens,
3abnokmpoBaBsLlero ceaHc. He otobpaxaTtb cBeaeHns o
nonb3oBaTene: HUKakne nMeHa He oTobpakaroTcs,
oaHako Bo Bcex Bepcuax Windows crapwe Windows 10
Ha 9KpaHe CMeHbl Norib3oBarerns 0yayT oTobpaxaTbCs
nosiHble MMeHa nosib3oBatenen. HaymHaa ¢ sepcum 1607
Windows 10, ata cyHKUMS He nogaepxmeaetcs. Ecnv
BblOpaHO JaHHOe 3Ha4YeHune, Ha aKkpaHe byaet
oTobpaxaTbCsl NOMHOE NMS NoNb3oBaTens,
3abnokupoBasLlero ceaHc. [laHHOE N3MeHeHne
obecneymBaeT COOTBETCTBME ITOrO NapaMmeTpa HOBOMY
napameTpy KoHUAeHUNanbHOCTN. YTobbl Ha aKkpaHe He
oTobpaxkanocb HMKAKOM MHOPMaLMK O Nofb3oBaTene,
BKMNIOYMTE NapameTp rpynnoBon NOMNTUKN
"MHTepakTnBHbIN BXoA": He OTobpaxaTb JaHHble
nonb3oBaTens, NocrneaHnM BXOAUBLUMM B CUCTEMY.
[MycTo: ctaHaapTHOe 3HavyeHue. O3HadvaeT «He
onpeneneHo», oaHaKo Ha akpaHe OyaeTt otobpaxarbea
NofiIHoe UMS NoMb30BaTens TOYHO TakK Xe, Kak 1 npwu
Bblbope 3HavyeHust « ToNbKo MMs MONb30BaTEnNs».
Wcnpaenenune ansa Windows 10 Bepcun 1607 B cnyyae

ncnonb3oBaHus Windows 10 Bepcun 1607 gaHHble

3HauyeHue




Monutuka

OnucaHue

nonb3oBaTens He ByayT oTobpaXkaTbCsa Ha 3KpaHe BXoaa
B CUCTEMY, Aaxke ecnu BbibpaHo 3Ha4YeHne «BbiBogumoe
UMS NonNb3oBaTens, UMeHa AOMEHa 1 Nonb30oBaTensy,
MOCKOSIbKY OTKITHOMEH NapaMeTp KOH(UAEHLNANTbHOCTMW.
Ecnn BKNoYMTb 3TOT NapamMeTp, AaHHbIe NOSABATCS Ha
3KpaHe. [pynnoBoe U3MeHeHNe HacTpoekK napameTpa
KOH(pnOeHUManbHOCTU HEBO3MOXHO. BmecTo aToro
MOXHO npumeHnTb KB4013429 k knneHtam ¢ Windows
10 Bepcum 1607, 4TobbI CMCTEMA AencTBOBanNa
aHanorn4yHo npeablgywmum sepcuam Windows.
B3anmopgencTteune c komaHgomn «3anpetntb
nonb3oBaTento otobpaxkaTb JaHHbIe Y4ETHOW 3anucu Ha
3KkpaHe Bxoga» Bo Bcex Bepcusax Windows 10 no
yMornyaHuio otobpakaeTcsl TOfbKO UMs MNOrb3oBaTensi.
Ecnun 3agaHo 3HayeHne «3anpeTuTb Nonb30oBaTerto
oTobpaxaTb AaHHbIe YYETHOM 3anucn Ha SKpaHe Bxoday,
Ha aKpaHe Bxofa Gyaet oTobpaXkaTbCs TONbKO
BbIBOAMMOE UMSI MONb30BaTeNsi HE3aBUCUMO OT HAaCTPOEK
rpynnoBon NonnTukn. MNMonb3osaTtenn He cMoryT
BbIBOAMTb Ha 3KpaH CBOW cBeaeHus. Ecnu 3HaveHne
«3anpeTuTb Nonb3oBaTento oTobpaxaTtb AaHHbIe
YYETHOM 3anucu Ha aKpaHe Bxoda» He 3a4aHO, MOXHO
3apaTtb Ans napametpa «MHTepakTuBHbIA BXO4 B
cucTemMy: oTobpaxkaTb CBeJeHUs O nosib3oBaresnie, ecnu
ceaHc 3abnokmpoBaH» 3HaveHne «BbiBognmoe nvs
nonb3oBaTensd, UMeHa AOMeHa 1 Nonb3oBaTens », YToobl
Ha 3KpaHe BXxo4a B CMCTEMY OTODpaxanucb Takue
AONONHUTENbHbIE CBEAEHUSA NONb30BaTenNs, Kak
AomMeH\Mms nonb3oBaTens. B atom cnyyae Ha
KnueHTckmx komnbtotepax ¢ Windows 10 sBepcum 1607
Tpebyetcs npumeHnTs KB4013429. Nonb3oBatenu He
CMOTYT CKpbITb AOMNOMHNTENbHbLIE CBEAEHUA.
PekomeHgauum Bo3amMOXHOCTM NpUMEHEHNSA 3TON
MONMUTUKN 3aBUCAT OT BalLnx TpeboBaHui 6e3onacHoCTH
B OTHOLLEHMM OTODOpaaeMbiX y4ETHbIX JaHHbIX 4SS

Bxoda. Ecnu Bbl paboTaeTe ¢ KOMMbOTEPAMU, Ha

3HauyeHue




Monutuka

Interactive logon:
Machine account
lockout threshold
(MHTEepaKkTUBHbIN
BXO[ B CUCTEMY:
NoporoBoe YMCno
Heyaa4YHbIX

MONbITOK BX0O4A)

Microsoft network
server: Amount of
idle time required
before suspending
session (CepBep

cetu Microsoft:

OnucaHue

KOTOPbIX XpaHUTCHA KOH(pmAeHUmansHas niopmanms, a
MOHUTOPbI HAXOAATCA B He3aLMLLEHHbIX MecTax, IMbo
€Cnu K BalLMM KOMNbTEPaAM C KOHUAEHUMansHOM
MHJOpMaLmMen nmeeTca yaaneHHbl OoCTyn, TO
oTobpaXkeHme MosHbIX UMEH BOLLEALINX B CUCTEMY
nonb3oBaTenen Unv MMeH y4eTHON 3anucu JoMeHa
MOXET MPOTUBOPEYUTL BaLlen obLuen NonuTnke
6e3onacHocTn. C yyeTom Ballen nonuTukn 6esonacHocTn
MOXeT BbITb LenecoobpasHbiM yCTaHOBMEHME 3HAYEHUS
«HTepakTnBHbIM BXOA B CUCTEMY: HE OTOBpaxaTb

y4yeTHble AaHHbI€ NocreaHero nosib3oBaTtesa».

OT0T NnapameTp 6e3onacHOCTM onpeaensaeT KomM4ecTBO
HeyaauqHbIX NOMNbITOK BXOA4A B CUCTEMY, NMOCIE KOTOPOro
KOMNbIOTEP NepesarpyxaeTtcs. KomnboTepbl, Ha KOTOPbIX
ansa sawmutbl TomoB OC BktoyeHa dyHKuma Bitlocker,
OyayT 3abnokupoBaHbl. [1na cHATUA GMOKMPOBKM
TpebyeTcs ykasaTb B KOHCOMNW KIOY BOCCTAHOBIEHMS.
Yb6egutech, YTO BKNHOYEHbI COOTBETCTBYIOLLME NONMUTUKN
BOCCTaHOBIEHMs goctyna. KonmyecTtBo HeyaayHbIxX
nonbITOK 4OCTYNa MOXeT BbITb 3a4aH0o Yncriom oT 1 go
999. Ecnu ycTtaHOBUTb 3TO 3Ha4YeHue paBHbIM 0,
KOMMNbIOTEP HMKOrAa He Bbyaet bnoknpoBaTbecs. 3Ha4YeHUs
oT 1 go 3 6yayT MHTEPNPETUPOBaHbI Kak 4. HeyaayHble
nonbITKM BBOAA Naposnen Ha paboymx CTaHUMaX Unm
pPSOOBbLIX cepBeEpPaXx, 3abrOKMPOBAHHbIX C MOMOLLbLO
knasuw CTRL+ALT+DEL nnn ¢ nomoLbto 3aLULLEHHbIX
naponem 3acTaBOK, CHATAKOTCA Heyaa4yHbIMW NOMbITKAMK
BXOJa B CUCTEMY.

Q10T NnapameTtp 6e3onacHOCTU onpeaensieT
NpoAOIPKUTENBHOCTL OTpe3ka BpemeHn SMB-ceaHca oo
€ro NPMOCTaHOBKM MO NPUYMHE HEAKTUBHOCTM.
AOMUHUCTPATOPbl MOTYT UCNOSIb30BaTh 3TOT NapamMeTp
ANS ynpaBreHns BPEMEHEM NMPUOCTAHOBKN HEAKTUBHOIO

SMB-ceaHca komnbloTEPOM. ECnn KnneHTckas

3HauyeHue

5 invalid logon
attempts (5 go
BnNOoKMPOBKHK
y4yeTHON
3anucu
KomnbtoTepa)

15 MUHYT




Monutuka

Bpems
Oe3gencTeusa oo
NMPUOCTaHOBKU

ceaHca)

Microsoft network
server: Attempt
S4U2Self to obtain
claim information
(CeteBow cepBep
(Mankpocod):
nonbiTka S4U2Self
nonyyYnTb
nHpopmaumto 06
yTBEPXKOEHUM)

OnucaHue 3HauyeHue

aKTMBHOCTb BO30OHOBNSAETCS, CEaHC aBTOMaTUYECKU
yCTaHaBnNuBaeTcH 3aHOBO. [N aToro napameTpa
3HadeHue "0" o3HayaeT oTcoegMHEHME CceaHca cpasy, Kak
TONMbKO 3TO NpPeacTaBUTCA BO3MOXHbIM. MakcumanbsHoe
3HayeHne — 99999, yto coctaBnseTt 208 gHewn; B
AENCTBUTENbHOCTU TaKOe 3HA4YEHNEe OTKIMIOYaET 3TOT
napameTp. 1o ymonuaHuio: napamMeTp He onpenerneH; ato
O3Ha4aeT, YTO CMCTEMA paccMaTpuBaEeT NapamMeTp Kak
nmetoLmm 3Ha4yeHne "15" ans cepsepos n
HeonpegeneHHoe 3Ha4YeHne onga pabovmx cTaHUnin.

OTOT napameTp 6e3onacHOCTU NpeaHasHayeH ans Disabled
noaaepXKku KNMeHTOB C cUCTeMaMM, BbIMyLEHHbIMU 40 (OTkntouYeHo)
Windows 8, koTopble nbITatoTCa NONYyYnUTb JOCTYN K
obwemy charinosomMy pecypcy, TpebytoLiemy 3asBKy
nonb3oBatend. OH onpegenseT, byaeT nv nokanbHbIN
hannoBbIn cepBep NbITaTbCA UCNOMNb30BaTh (PYHKLINIO
Kerberos Service-For-User-To-Self (S4U2Self) ans
nonyyeHns 3asiBOK cybbekTa KnmeHTa CeTn U3 JoMeHa
YYETHOW 3anucu KnveHTa. JToT napameTp TpebyeTtcs
BKMNtOYaTb TOSbKO B TOM Criydae, ecnv (hannosbin cepep
Ncnonb3yeT 3asBKM Nonb3oBaTtenen Ans ynpasneHns
AOCTYNOM K dparnam u ecnu oH ByaeT nogaepkmeaTtb
CyObeKTbI KIMMEHTOB, YYETHbIE 3aMMCK KOTOPbIX
Haxo4ATCH B IOMEHE C KIMEHTCKMMWN KOMMNbIoTEPaMU U
KOHTpoOnnepamMmu JOMeHa nog ynpasrneHnem
onepaunoHHon cuctemsl, BoinyweHHon Ao Windows 8.
[na aToro napameTpa HY>XHO 3a4aTb 3Ha4YeHne
"ABTOMaTU4eckn" (MCNONb3yeTcs N0 YMOMYaHUIO), YTOObI
drannoBbIN cepBep MOr aBToMaTUYeCKn onpenenaTb,
TpebyeTcs nu ons nonb3oBartens 3asiBka. [nga aToro
napameTpa HY>XHO SBHO 3aaBaTb 3Ha4yeHue "BknoyeHo"
TOSMbKO B TOM CrlyyYae, ecnu ectb NONMTUKM 4OCTyna K
nokarnbHbIM (barnam, BKIoyarLme 3asBKn
nonb3oBarenen Ha goctyn. Ecnu atoT napameTtp
Ge3onacHoCTM BKItoYeEH, dhannosbii cepsep Windows




Monutuka

Microsoft network
server: Disconnect
clients when logon
hours expire
(Cepsep cetn
Microsoft:
OTKIKoYaTb
KITMEHTOB Mo
NcTe4YeHnn
paspeLUeHHbIX

YacoB Bxoaa)

Microsoft network
server: Server
SPN target name
validation level
(CeteBom cepBep
(MankpocodT):
YPOBEHb MPOBEPKMU

CepBepoOM UMEHU

OnucaHue

Oyoet aHanM3MpoBaTb Mapkep 4OCTyna cyObekTa
CETEBOrO KNMeHTa, NpoLueLlero NpoBepKy NOANMMHHOCTH,
n onpenensaTb, NPUCYTCTBYET N MHPOPMaLNA O 3asBKe.
Ecnun 3asaBok Her, hbannosbin cepeep Oyaet
ncnonb3oBatb yHKUMIO Kerberos S4U2Self ons cesasu ¢
koHTponnepom gomeHa Windows Server 2012 B gomeHe
YYETHOM 3anucum KrmeHTa 1 nory4yeHns mapkepa
AOCTyna, Noaaep>K1BatoLLEro 3asiBku, Ansa cybbekra
knueHta. Mapkep, nogaepXunBaroLwmnn 3adBku Ha JOCTYM,
MOXeT noTpeboBaTbCca ANa AocTyna K dhannam n nankam,
K KOTOPbIM MPUMEHEHa NonuTuKa ynpasneHus JOCTYrnoMm
Ha OCHOBe 3aABOK. Ecnv aTOT napameTp OTKMIOYeEH,
dannosbii cepeep Windows He BygeT nbiTatbcs
nony41Tb MapKep 4OCTyna Ha OCHOBE 3asiBOK AN
cybbekTa KnuneHTa.

OT0T NnapameTp 6e3onacHoCTM onpeaenset, OyayT nu

OTKNOYaTLCA NONb30BaTeNM, NOAKNIOYEHHbIE K

NoKanbHOMY KOMMbIOTEPY, MO UCTEYEHMUM pa3PELLEHHOTO

BPEMEHW BXOAa, 3aaHHOro Ans Ux y4eTHOM 3anuncu.

Enabled
(BkntoyeH)

OTOT NapameTp BIUSAET HA KOMMNOHEHT nNpoTtokona SMB.
Ecnu aToT napameTp BKIOYEH, MO UCTEYEHUMU
paspeLLleHHOro BpeMeHN BXo4a KNMeHTa ceaHCbl KnneHTa
co cnyx6on SMB npuHyaunTensHo paspbiBatoTcs. Ecnu
3TOT NapameTp OTKMYEH, NO UCTEYEHUN pa3peLLEHHOrO
BPEMEHW BXOAa KITMEHTa ero ceaHC COXpaHAEeTCS.

OTOT NapameTp NonNnTUKKN ynpasnset ypoBHeM nposepku,  Off (OTkn.)
BbINOSIHAEMOW KOMMbIOTEPOM C OBLLMMM Nankamm nnm

npuHTEpPamMmn (CepBepoM) Hag MMeHeEM cybbekTa-crnyxobl,
npegocTaBnsaeMbiM KITUEHTCKUM KOMIMbIOTEPOM Mpu

yCTaHOBMEHUN NOCNegHNUM ceaHca C NOMOLLbIO

npotokona SMB. NMpoTtokon SMB npegoctaBngeT 0CHOBY

ANS COBMECTHOro AocTyna K pavnam n npuHtepam, a

Takke 4na Opyrnx ceTeBbix onepauuin, Hanpumep ans

3HauyeHue




Monutuka

y4YacTHuKa-
CnyX0Obl KOHEYHOTO

obbekTa)

Recovery console:
Allow automatic
administrative
logon (KoHconb
BOCCTaHOBIIEHMS:
paspeLlmnTb
aBTOMaTUYECKUN
BXO[,

aAMUHMCTpaTopa)

OnucaHue

yoaneHHoro agMmuHuctpuposaHus Windows. NpoTtokorn
SMB nogaepxvBaeT NPOBEPKY UMEHN CybObeKTa-crnyxobl
SMB-cepBepa B 60MnbLLOM BONYHOM 0ObEKTE,
npegoctasnsemMom SMB-knneHTom, ans
npegoTBpaLleHns knacca atak npotus SMB-cepBepoB,
Ha3blBaeMbIX atTakaMu ¢ nepexsatamn. ATOT NnapameTp
BnusieT Ha SMB1 n SMB2. 31oT napametp 6e3onacHocTu
onpegensieT ypoBeHb NPOBEPKU, BblnosiHaeMon SMB-
cepBepoM Haf MMeHeM cybbekTa-cry»obl,
npegocTtasnsgaeMbiM SMB-KIMeHTOM nNpu yCTaHOBAEHUN
nocnegHum ceaHca ¢ SMB-cepepoMm. [NapameTpbi:
OTkn. — nmsa cydbekTa-cnyxool SMB-knneHTa He
TpebyeTcs (He npoBepseTca) SMB-cepsepom.
MpuHUMaTh, ecnu npegocTaBneHo KnneHTom — SMB-
cepBep NPMHMMAET U NPOBEPSAET UMs cybbekTa-cnyxobl,
npegoctasnsemoe SMB-knmMeHToM, 1 paspeLlaeT ceaHc,
€Cnn OHO COBMAafaeT Co CMUCKOM MMEH CyOBbEKTOB-CIYX0
SMB-cepBepa. Ecnn nma HE coBnagaer, To ceaHc ans
SMB-knueHTa oTknoHsetcsa. TpeboBaTb OT KNMEHTa —
SMB-knueHt JOJDKEH otnpasuTtb nms cybbekta-
cnyX6bl NpN HAaCTPOMKe ceaHca, a yKadaHHOoe UMS
AOOJTXKHO cosnagatb ¢ SMB-cepBepoM, Ha KOTOPbIN
OTnpaBneH 3anpoc Ha nogkntoveHne. Ecnm nus
cybObeKkTa-cnyxobbl He ykazaHO KIMEHTOM UK OHO He
coBMagaeT, CeaHC OTKIOHSETCS.

OT0T napameTp 6e30nacHOCTU onpeaenseT, HY>KHO Nn
yKasblBaTb Naponb y4eTHou 3anucu "AgMmuHuctparop”
ANS nony4vyeHnsa goctyna k cucteme. Ecnv aToT napametp
BKITOMEH, KOHCOMb BOCCTAHOBMEHUS He TpebyeT BBOAa
naporsi, N03BOSSASA BbINOMHATbL BXOA B CUCTEMY

aBTOMaTU4YECKW.

3HauyeHue

Disabled
(OTknNtoYEH)




Monutuka

Recovery console:

Allow floppy copy
and access to all
drives and all
folders (KoHconb
BOCCTaHOBIIEHUS:
paspeLwmnTb
KonvpoBaHve
ANCKET 1 JoCTyn
KO BCEM guckam u

narkam.)

OnucaHue 3HauyeHue

[Mpwn BKMAOYEHMM 3TOrO NapameTpa 6e3onacHoCTU
CTaHOBMUTCH AOCTYNHOW KoMaHaa SET KoHconu
BOCCTaHOBIIEHMS, KOTOpas NO3BOMAET 3a4aTtb
cnegyoLwime nepemMeHHble cpeabl KOHCOMNu
BoccTaHoBrneHus. AllowWildCards: no3sonsiet

NCNoNb30BaTb NOACTAHOBOYHbIE 3HAKMN ANs1 HEKOTOPbIX _
Disabled

KomaHz (Hanpumep, onga komanabl DEL). AllowAllPaths:
(OTkntoyeH)

paspeLuaeT AocTyn K nobbiM hannam n nankam
komnbtoTepa. AllowRemovableMedia: nossonsiet
KonnpoBaTtb hansibl HA CbeMHblE HOCUTENU, Hanpuvep
Ha guckeTbl. NoCopyPrompt: oTMeHS€eT Bblgauvy
npegynpexgeHnsa npu nepesanncu CyLLecTBYOLLNX
dhannos.

XypHan coobiTum

MyTb: KoHdurypaumsa komnbiotepa — NMonutukm — KoHdurypauma Windows — lNMapameTtphbl

6e3onacHocTu — XypHan coobITun

(aHrn. — Computer Configuration — Policies — Windows Settings — Security Settings — Event Log)



1=} Group Policy M
File Action View Help

e« nE Xz

=/ Indeed PAM RDS Server [DCIMNDEED-ID.LOCAL] Policy ”
4 sl Computer Configuration
4 | Policies
B[] Software Settings
" Windows Settings
B | Mame Resolution Policy
| Scripts (Startup/Shutd own)
4 Th Security Settings
[+ _:j::] Account Policies
4 :ﬂ Local Policies
b Audit Policy
I o UserRights Assignment
2 _Security Options
| Event Log
[ g Restricted Groups
b [ Systern Services

v OnucaHue NonuTuKk

Monutuka OnucaHue

Maximum OTOT napameTp 6e3onacHoOCTM onpeaenser

application log size MaKCMManbHbIN pa3mep XypHana cobbiTui

(MakcumanbHbIn npunoxeHun (He 6onee 4 I'b). Ha npakTuke
pasmep XypHana ncnonb3yetcsa 6onee HM3KOe orpaHnveHne (MPUMEpPHO,
NPUITOXEHNIN) 300 MB). NpumeyaHusa Pasmepbl dannos xXypHana

AOIMKHbI ObITb KpaTHbl 64 KB. Ecnu BBEAEHO 3Ha4eHne
He kpaTHoe 64 Kb, cpeactBo npocmoTpa cobbiTuin
yCTaHOBUT pasmep carnna xxypHana, kpaTtHbl 64 Kb.
OTOT napameTp OTCYTCTBYET B OOBbEKTE NMOKarbHON
NonNUTUKN KomnbtoTepa. Pasmep darna n cnocob
nepesanuncu cobbiTuin B XXypHarne Tpebyetcs
yKa3blBaTb B COOTBETCTBMM C BU3HEC-TpeboBaHMAMN K
TpeboBaHMsiMM 6e30MacHOCTU, onpeaeneHHbIMN Npu
pa3paboTke nnaHa 6e3onacHOCTU NPeAnpPUATUS.
Mo>XHO peann3oBaTb 3TK NapamMeTpbl XypHana
cobbITMI Ha YpOBHE canTa, AOMEHa Unu

3HayeHue

100032 Kb




Monutuka

Maximum security
log size
(MakcumanbHbIn
pasmep XypHana
6esonacHocTn)

Maximum system
log size
(MakcumanbHbIn
pasmep
CUCTEMHOro

XypHana)

Prevent local
guests group from
accessing
application log
(3anpetntb goctyn
nokarbHOW rpynnobl
rocTem K >XXypHany

MPUNOXEHNN)

Prevent local
guests group from
accessing security
log (3anpeTtutb
AOCTYN FIoKanbHON
rpynmnbl rocTen K
XypHany

6esonacHocTn)

Prevent local

guests group from

OnucaHue

noapasnenenus, YTobbl NCNonb30BaTb NPEMMYLLECTBA
napamMeTpoB rpynnoBON NONMUTUKN.

OT10T napameTtp 6e3onacHOCTU onpeaenser
MaKCMMarnbHbIN pa3mep XypHana cobbiTui
6esonacHocTn (He 6onee 4 I'b). Ha npakTuke

NCMNOJ1b3YEeTCA oonee Hu3koe orpaHunyeHmne (npmmepHo,
300 MB).

OT0T NapameTp 6esonacHoOCTU onpeaenseT
MaKCMMarnbHbIN pa3mep XypHarna cobbiTU CUCTEMBI
(He 6onee 4 I'b). Ha npakTunke ncnonb3dyetcsa donee
HU3Koe orpaHuyeHune (npumepHo, 300 MB).

OT1OT napameTtp 6e30nacHOCTN onpeaenseT, 3anpeLleH
1IN FTOCTAM AOCTYN K XKypHany cobbITU NPUOXEHNNA.
MpymevaHns ITOT napaMeTp OTCYTCTBYET B 0O6bekTe

nokarnbHOW NONMUTUKK KOMMblOTEPA.

OTOT NnapameTp 6e30nacHOCTM oNpeaensieT, 3anpeLleH
NN TOCTAIM AOCTYN K XXypHarny cobbiTuii 6e3onacHocTu.
MprMeyaHnst OTOT napamMeTp OTCYTCTBYET B OObEKTE

noKarnbHOW MNONMUTUKK KOMMNbIKOTEP

9T10T NapameTp 6e30MacHOCTM onpeanenserT, 3anpeLyeH

NN TOCTSIM AOCTYN K XKypHany cobbITUA CUCTEMBI.

3HauyeHue

100032 Kb

100032 Kb

Enabled

(BkntoveH)

Enabled

(BkntoveH)

Enabled

(BkritoyeH)




Monutuka

accessing system
log (3anpeTtutb
AOCTYN NOoKanbHOu
rpynmnbl rocTen K
XypHany cucTtemsbl)

Retention method
for application log
(MeTon
COXpaHeHMs
cobbITun B
XypHane
NPUITOXEHNI)

OnucaHue

MprMeyaHns DTOT napamMeTp OTCYTCTBYET B 0ObeKTe
NoKanbHOW NOMUTUKM KOMMbIOTEpa.

OTOT napameTp 6e3onacHoOCTM onpeaensieT cnocod
nepesanncu xypHana npunoxeHuin. Ecnu
apXMBMpPOBaHMWE XypHana NpunoXeHum He
BbIMOMHSETCS, BKITHOMUTE B AMANOrOBOM OKHE
"CponcTa" aTon nonuTukun onuuto "OnpeaennTb 3T0T
napamMeTp nonuTukn", a 3aTemM BblbepuUTe 3Ha4YeHne
"lMepenucbiBaTb cOBLITUA Npy HeobxogumocTn". Ecnn
apXxMBMpOBaHMWeE XXypHana BbINoSIHAETCS Yepes
3a4aHHble NPOMEXYTKN BPEMEHM, BKITHOUNTE B
JnanoroBom okHe "CBoncTBa" aTor NOAUTUKU OMLKIO
"Onpenenntb 3TOT NapameTp NONUTUKK", a 3aTtem
BblbepuTe 3HauyeHme "3aTtnpartb cTapble coObITMS NO
OHAM" M YKaXXUTe HY)KHOEe YNCO OHEN C MOMOLLbIO
napametpa "CoxpaHeHue cobbITuI B XXypHane

npunoxeHnn". Yoeantecob B TOM, YTO MakCUMasibHbIN
pasmep XXypHana npunoXxXeHun JOCTaTOMHO BENUK,
YTOObl OH He BblN JOCTUTHYT B TEYEHME 3TOro
npomexyTka BpemeHn. Ecnn TpebyeTtcst coxpaHsTb B
XypHane Bce coObITUA, BKIOYMUTE B AUANIOFOBOM OKHE
"Csonctea" aTon nonutukm onuuto "OnpeaenuTb 3TOT
napameTp nonuTukK", a 3atem Bbibepute 3HavyeHne
"He nepenuceiBaTb COBbLITUSA (OUNCTUTD XypHan
BpYy4Hy0)". NMpun BbIBOpE 3TOro BapmaHTa XXypHan
TpebyeTca ounLaTtb Bpy4Hyto. B aTom cniyyae nocne
AOCTUXKEHNA MakCUMarnbHOro pasMmepa XypHana
HoBble COObITMS OTKIOHSATCA. [NMpumeyvaHme. IToT
napameTp OTCYTCTBYeT B 0ObeKkTe NnoKasribHOM

NOJNMMTUKN KOMMbIOTEPA.

3HauyeHue

As needed
(3aTupatb
cTapble cobbITus
no
HeobxoanmocTK)




MonuTtuka OnucaHue 3HayeHue
Retention method OT0T NnapameTp 6esonacHOCTU onpeaenseT cnocob
for security log nepesanncu xypHarna 6esonacHocTu. [pumeyaHus. As needed
(MeTog OTOT NapameTp OTCYTCTBYET B 0ObEKTE NOKanbHOM (8atupatb
COXpaHeHus NONUTUKN KoMMbloTepa. YTobbl Nony4nTb AOCTYN K cTapble cobbITUS
cobbiTun B XypHany 6e3onacHoCTu, Nonb3oBaTenb AOMKEH no
XypHane obnagatb npaBoM "YnpasneHne ayauToMm 1 XXypHarioM  HeobxoauMmocTn)
GesonacHocTn) 6esonacHocTn".
Retention method
for system log As needed
OT0T NnapameTp 6esonacHoCTM onpeaenseT cnocob
(MeTog (Batupatb
nepesanuncu xypHana cuctemsl. lNpumedaHne. 3ToT
coxpaHeHue . cTapble cobbITus
5 napameTp OTCYTCTBYeT B OObeKTe NoKasribHOM
cobbiTun B no
NOMUTUKN KOMMbIOTEPA.
CUCTEMHOM HeobxoanmocTw)
XypHane)

CuncrtemMHble CnyX0Obl

MyTb: KoHdurypaums komnbsiotepa — NMonutukm — KoHdurypauma Windows — lNMapameTtphbl
6e3onacHocTu — CucTeMHble CrnyXObl

(aHrn. — Computer Configuration — Policies — Windows Settings — Security Settings — System Services)



8 Group Policy M:
File Action View Help

e HE Xz

5[ Indeed PAM RDS Server [DCINDEED-ID.LOCAL] Policy #
4 el Computer Configuration
4 | Policies
B [ | Software Settings
a [ Windows Settings
- [ | Mame Resolution Policy
| Scripts (Startup/Shutdown)
4 Th Security Settings
[+ _:j::] Account Policies
4 :ﬂ Local Policies
b Audit Policy
b | UserRights Assignment
| Security Options
i EventLog
o Restricted Groups
I ‘4 System Services
[ g Registry
i g File System

v OnucaHue NonuTuK

Nmsa cnyx6bl (Pexxum 3anycka cnyxobl)

Routing and Remote Access (Startup Mode: Disabled)
MapLpyTrsaumsa u yganeHHsin goctyn (Pexum 3anycka:
3anpeLyeH)

Special Administration Console Helper (Startup Mode: Disabled)

Moaynb NogAepXKKkn cneLmanbHON KOHCONM agMUHUCTPUPOBaHMUS

(Pexxnm 3anycka: 3anpeLueH)

SNMP Trap (Startup Mode: Disabled) Jlosywwika SNMP (Pexwum
3anycka: 3anpeLLeH)

Telephony (Startup Mode: Disabled) TenedoHus (Pexnm
3anycka: 3anpeLleH)

Windows Error Reporting Service (Startup Mode: Disabled)
Cnyx6a pernctpauymm owmdok Windows (Pexxum 3anycka:

Pa3pelweHus

He

onpeneneHobl

He
onpeaeneHbl

He
onpenerneHsbi

He

onpeaerneHsbl

He
onpeaeneHsbl

Ayant

He

onpepgerneH

He
onpeaeneH

He
onpeneneH

He

onpenernex

He
onpeaeneH




Uma cnyx6bl (Pexum 3anycka cnyxobl) PaspeweHus Ayant

3anpeLyeH)

WIinHTTP Web Proxy Auto-Discovery Service (Startup Mode:

Disabled) Cnyx6a aBTomatnyeckoro obHapyxeHnsa Beb-npokcu

He He

_ onpeneneHbl onpeneneH
WIinHTTP (Pexum 3anycka: 3anpeLleH)

dauvnoBasa cucrema

MyTb: Kondurypaums komnbrotepa — NMonutukm — KoHdurypauma Windows — lNMapameTtpbl

be3onacHocTu — PannoBasa cucrtema

(aHrn. — Computer Configuration — Policies — Windows Settings — Security Settings — File System)

= Pena KETOD YMNpaBAEHWA TPYTNNOBbIMEK NMOAWMTHUEZ MK

Main  [Jedcteme  Buwg Cnpaeka

e 5E X

_EJ' Monvtka PAM GPO [PAM.INDEED-I1D.LOCAL] ran obbexTa “
4 ([l Kondurypauua komnerTepa _'gLI,EHTpaJ'lmu:uEaHHan NoAWTHER 40CTyNa
4 [ Tonautukm | %:SystemRoot 36\ System 32\ config
B[] Kondurypauma nporpamm
| Kondurypaums Windows
B | MoAuTuka paspewteHna mmen

|£] Cuenapun (zanyck/3aeeplueHme]
4 T Mapamerpel BesonacHocTy

B _:j::] MoAnTUEN YYETHBIX 3aNKMceR

b [lokaneHeiE NoAMTHKK
] Kypran coberrwii
‘4 Tpynnel © orpaHMYeHHEIM A0CTYNOM
4 CucTemHble cnyxBbl

o Peectp

b =T T 7

4 (Qaiinoean cuctema
‘4 LleHTpanusoeaHHaA NOAWTMKE A0CTYNa
[+ f__,.j MoawTukn npoeogHoi cetr ([EEE 802.3)
B [ Bpanamaysp Windows B peskune NoBBILLEHHC

%SystemRoot%\System32\config

v OnucaHue HacTpoek



Configure this file or folder then: Propagate inheritable permissions to all subfolders and files
(HacTtpouTb paspelueHus gnsa atoro parnna unu nanku, a 3atem: PacnpoctpaHuTb Hacnegyemble

paspeLleHnsa Ha Bce nognanku 1 ansnb)

Permissions (Pa3pelweHus)

Applies To
Type (Tun) 3HayeHue Access (JocTtyn)
(MpumeHseTca K)

This folder, subfolders
ALL APPLICATION PACKAGES Read and _ .
Allow and files (dns aton
(BCE NAKETHI Execute (UTteHne

. nanku, BNOXXEHHbIX
MPUNOXEHUN) 1 BbINOSHEHNE)

(PaspeLuuntnb)

nanok n gannos)

Subfolders and files only

Allow CREATOR OWNER Full Control
. (Tonbko 4N BAOXEHHbIX

(Paspeluuntnb) (CO3OATEJIb-BINTAOENEL) (MonHbI gocTyn) 5

nanok n gannos)

This folder, subfolders
Allow NT AUTHORITY\SYSTEM Full Control and files (dns aton
(Paspeluuntsb) (CUCTEMA) (MonHbI gocTyn) nanku, BrOXeHHbIX

nanok n gannos)

This folder, subfolders
Allow BUILTIN\Administrators Full Control and files (dns aton
(Paspewumntsb) (Builtin\AgmMuHucTpaTopbl) (MonHbIM gocTyn)  nanku, BIIOXEHHbIX

nanok v cannos)

Inheritance disabled (HacnegoBaHue oTKIO4YEHO)

Auditing (AyauT)

Type Principal Applies To
Access (OocTtyn)
(Twvn) (CybbekT) (MpumeHseTca K)
Fail Everyone Traverse Folder/Execute File, List folder / Read This folder,

(Otkas) (Bce) data, Read attributes, Read extended attributes subfolders and files




Type Principal
(Twvn) (CybbekT)

All Everyone
(Bce) (Bce)

Access (docTtyn)

(O63op nanok/BbinonHeHne gannos,
CopepxaHue nanku / YteHne gaHHbIX, YteHne
aTpubyToB, YTeHne AONONHUTENbHbIX
aTpmnbyToB)

Create files / Write data, Create folders / Append
data, Write attributes, Write extended attributes,
Delete subfolders and files, Delete, Change
permissions, Take ownership (CosgaHue
dannos / 3anuck gaHHbIx, Co3gaHue nanok /
[osanuce gaHHbIX, 3anuck atpmbyToB, 3anucb
AOMNONHUTENbHbIX aTpubyToB, YaaneHue
BMNOXEHHbIX Nanok n dannos, YaaneHne, CmeHa
paspewwennin, CmeHa Bnagensua)

Inheritance enabled (HacnegoBaHue BkMOYEHO)

Applies To
(MpumeHseTca K)

(Ons aTon nanku,
BMOXXEHHbIX Manok u

dannos)

This folder,
subfolders and files
(Ons aTon nankuy,
BNOXXEHHbIX Nanok u

dannos)

%SystemRoot%\System32\config\RegBack

v OnucaHue HacTpoek

paspeLleHunst Ha Bce noananku u daiinbl)

Permissions (Pa3pelweHus)

MPUNOXXEHWI) 1 BbINOMHEHMe)

Configure this file or folder then: Propagate inheritable permissions to all subfolders and files

(HactpouTb paspelueHuss ang atoro danna unu nanku, a 3atem: PacnpocTtpaHuTb Hacnegyemble

o Applies To
Type (Tun) Principal (CyobekT) Access (docTtyn)
(MpumeHseTcs K)
Allow ALL APPLICATION PACKAGES Read and This folder, subfolders
(PaspewunTnb) (BCE NAKETHI Execute (UTteHne and files (dns aton




Type (Tun)

Allow

(PaspewunTnb)

Allow

(PaspewunTnb)

Allow
(PaspewunTnb)

Inheritance disabled (HacnegosaHue oTKO4YEHO)

Auditing (AyamT)

Principal (CyobekT)

CREATOR OWNER
(CO3OATENb-BIALESEL)

NT AUTHORITY\SYSTEM
(CUCTEMA)

BUILTIN\Administrators
(Builtin\NAgmuHucTpaTopbl)

Type Principal
(Twvn) (Cy6bekT)

Fail Everyone

(Otkas) (Bce)

All Everyone

(Bce) (Bce)

Access (docTtyn)

Full Control

(MonHeIM gocTyn)

Full Control
(MonHbI gocTyn)

Full Control
(MonHbI gocTyn)

Access (docTtyn)

Traverse Folder/Execute File, List folder / Read
data, Read attributes, Read extended attributes

CogepxaHue nanku / YteHne aaHHbIX, YTeHne

(O63op nanok/BbinonHeHne gannos,

anVI6yTOB, UTeHne OoNonHUTENbHbIX

aTpmnbyToB)

data, Write attributes, Write extended attributes,

Delete subfolders and files, Delete, Change

permissions, Take ownership (CosaaHve

dannos / 3anuck aaHHbiX, Co3gaHme nanok /
[osanuck gaHHbIX, 3anuck atpnbyTos, 3anmch

Applies To
(MpumeHseTca K)

nankuy, BJ1IOXKEHHbIX

narnok n gannos)

Subfolders and files only
(Tonbko ANs BNOXEHHbIX

nanok v ¢annos)

Subfolders and files only
(Tonbko ANS BNOXEHHbIX

nanok v cannos)

Subfolders and files only
(Tonbko oNA BNOXEHHbIX

nanok n gannos)

Applies To

(MpumeHseTca K)

This folder,
subfolders and files
(Onsa aTton nanku,
BNOXXEHHbIX Nanok u

hannos)

Create files / Write data, Create folders / Append  This folder,

subfolders and files
(Ons aTon nanku,
BITIOXXEHHbIX ManokK u

hannos)




Type Principal Applies To
Access (docTtyn)

(Twvn) (CybbekT) (MpumeHseTca K)

AOMNOMHUTENbHbIX aTpubyToB, YaaneHue

BNOXEHHbIX Nanok n gannos, YaaneHue, CmeHa

paspelwleHnin, CmeHa BnagenbLa)

Inheritance enabled (HacneposaHue BkMOYEHO)

PeecTp

MyTb: KoHdurypaums komnbiotepa — Monutukn — KoHdurypauma Windows — lNMapameTtpbl

6e3onacHocTn — PeecTp
(anrmn. — Computer Configuration — Policies — Windows Settings — Security Settings — Registry)

File Action View Help

o« nE X2

|=[ Indeed PAM RDS Server [DC.INDEED-ID.LOCAL] Policy

4 i Computer Configuration
4 [ Policies
B[] Software Settings
4 [ Windows Settings
I [ | Mame Resclution Policy
=i Scripts (Startup/Shutdown)

4 S Security Settings
[ _]f] Account Policies
b | Local Policies
t- =i EventLlog
t- [ Restricted Groups

‘i System Services
b | Registry |

[+ _f__;.J' Wired Metwork (IEEE 2802.3) Policies

MACHINE\SOFTWARE

v OnucaHue HacTpoek




Configure this key then: Propagate inheritable permissions to all subkeys (HactpouTb 3TOT pasaen:

PaCI'IpOCTpaHVITb Hacnegyemble pa3pelleHna Ha BCe I'IO,D,p&SLI,eJ'IbI)

Permissions (Pa3pelieHus)

Type (Tun)

Allow

(PaspewunTnb)

Allow

(PaspeLuunTsb)

Allow

(PaspewunTnb)

Allow
(PaspewunTnb)

Allow
(PaspewunTnb)

Principal (CyobekT)

BUILTIN\Administrators
(BuiltinNAgmuHucTpaTopbl)

CREATOR OWNER
(CO3IATENb-BNALENEL])

NT AUTHORITY\SYSTEM
(CUCTEMA)

BUILTIN\Users
(Builtin\Nonb3osatenu)

ALL APPLICATION PACKAGES
(BCE MAKETbI MPUMNOXEHWI)

Inheritance disabled (HacnegoBaHue oTKOYEHO)

Auditing (AyauT)

Type
(Tun)

All (Bce)

Access
(RocTyn)

Full Control

(MonHbIN

AocTyn)

Full Control
(MonHbBIn
A0CTyn)

Full Control
(MonHbIn
AocTyn)

Read
(YteHne)

Read
(Ytenue)

Principal
Access (docTyn)
(CybbekT)
Everyone Create Subkey, Create Link, Delete, Read
(Bce) permissions, Change permissions

Applies To

(MpumeHsieTcs K)

This key and subkeys
(3TOT pasgen u ero

nogpasgensbl)

Subkeys only (Tonbko

nogpasgensl)

This key and subkeys
(3TOT pasgen u ero
nogpasgensl)

This key and subkeys
(3TOT pasgen u ero
nogpasgensl)

This key and subkeys
(3TOT pasgen u ero
nogpasgensbl)

Applies To
(MpnmeHseTcs K)

This key and subkeys

(3TOT pasgen u ero




Type
(Tun)

Success
(Ycnex)

Principal
Access (docTtyn)
(CybbekT)
(CosgaHve nogpasgena, CosgaHune cBA3n,
YnaneHue, YteHue paspelwieHmin, CMeHa
paspeLleHnin)
Everyone
Set Value (3agaHue 3HayeHus)
(Bce)

Inheritance enabled (HacnegoBaHue BKkMOYEHO)

Applies To
(MpumeHseTca K)

noapasaensbl)

This key and subkeys
(3TOT pasgen u ero
nogpasgensbl)

MACHINE\SYSTEM

v OnucaHue HaCcTpoeK

Configure this key then: Propagate inheritable permissions to all subkeys (HactpouTb aTOT pasgen:

PacnpocTpaHuTb Hacnegyemble paspeLleHns Ha Bce noapasaernsl)

Permissions (Pa3pelweHuns)

Type (Tun)

Allow
(PaspeluunTnb)

Allow
(PaspewnTnb)

Allow
(PaspewunTnb)

o Access
Principal (Cy6bekT)
(AocTyn)
. Full Control
BUILTIN\Administrators .
o (MonHbBIN
(Builtin\AgmuHucTpaTopbl)
AocTyn)
Full Control
CREATOR OWNER 5
(MonHbIN
(COBOATEJIb-BITALOENEL)
A0CTyn)
Full Control
NT AUTHORITY\SYSTEM 5
(MonHbIN
(CUCTEMA)

AocTyn)

Applies To
(MpumeHsieTcs K)

This key and subkeys
(3TOT pasgen u ero
nogpasgensl)

Subkeys only (Tonbko
nogpasgensl)

This key and subkeys
(3T1OT pasgen u ero
nogpasgensl)




Auditing (AyauT)

Type Principal
(Twun) (CybbekT)
Everyone
All (Bce)
(Bce)
Success Everyone

(Ycnex) (Bce)

Access

Type (Tun) Principal (CyobekT)
(RocTyn)
Allow BUILTIN\Users Read
(PaspeLumTnb) (Builtin\Nonb3oBaTtenu) (Ytenue)
Allow ALL APPLICATION PACKAGES Read

(Paspewnts)  (BCE MAKETbI MPUNOMXEHWN) (UteHve)

Inheritance disabled (HacnegosaHue oTKIO4YEHO)

Access (docTtyn)

Create Subkey, Create Link, Delete, Read
permissions, Change permissions
(CospaHve nogpasgena, CosgaHune cBAsn,
YpaneHue, YteHne paspelueHnin, CmeHa
paspeLleHnin)

Set Value (3apgaHve 3HaveHus)

Inheritance enabled (HacnegosaHue Bknto4eHoO)

Applies To
(MpumeHseTcA K)

This key and subkeys
(3TOT pasgen u ero

nogpasgensl)

This key and subkeys
(3TOT pasgen u ero
nogpasgensl)

Applies To
(MpumeHseTcs K)

This key and subkeys
(3TOT pasgen u ero
noapasaensbl)

This key and subkeys
(3TOT pasgen u ero
noapasaensbl)

MACHINE\SYSTEM\CurrentControlSet\Control\SecurePipeServers\winreg

v OnucaHue HaCTpoeK

Configure this key then: Propagate inheritable permissions to all subkeys (Hactpoutb atoT pasgen:

PacnpocTpaHuTb HacrnegyeMble paspeLleHnst Ha Bce nogpasgenbl)




Type (Tun)

Allow

(PaspewnTnb)

Allow
(PaspewunTnb)

Allow
(PaspewunTnb)

Allow
(PaspeluunTsb)

Allow
(PaspewnTnb)

Auditing (AyauT)

Permissions (Pa3pelweHus)

Principal (Cy6bekT)

BUILTIN\Administrators

(Builtin\AgmuHucTpaTopbl)

CREATOR OWNER
(CO3OATEINb-BINALENEL)

NT AUTHORITY\SYSTEM
(CUCTEMA)

BUILTIN\Users
(Builtin\Nonb3oBaTtenu)

ALL APPLICATION PACKAGES
(BCE MAKETbI MPUNOXEHWI)

Inheritance disabled (HacnegoBaHue oTKIOYEHO)

No auditing specified (He 3apaH)

Access

(AocTyn)

Full Control
(MonHbIN
AocTyn)

Full Control
(MonHbIN

AocTyn)

Full Control
(MonHbIN

AocTyn)

Read
(YteHue)

Read
(YteHne)

Applies To

(MpumeHseTca K)

This key and subkeys
(3TOT pasgen u ero
nogpasgensl)

Subkeys only (Tonbko
nogpasgensbl)

This key and subkeys
(3TOT pasgen u ero
nogpasgensol)

This key and subkeys
(3TOT pasgen u ero
nogpasgensbl)

This key and subkeys
(3TOT pasgen u ero

nogpasgensl)

KoHdurypauusa pacwuumpeHHON NoNNTUKN ayauTa

MyTb: KoHdurypaums komnbrotepa — Monutukm — KoHdurypauma Windows — lNMapameTtpbl

6e3onacHocTn — KoHcmrypaumsa paclumpeHHOM NONUTUKN ayauTa




(anrm. — Computer Configuration — Policies — Windows Settings — Security Settings — Advanced Audit
Configuration)

File Action View Help
= 7|

F
F

Public Key Policies ”
Software Restriction Policies
[+ Metwork Access Protection
B Application Control Policies
L‘g IP Security Policies on Active Directory (INDEEL
4| | Advanced Audit Policy Configuration

4 1N Audit Policies

|24 Account Logon

Account Managernent
Detailed Tracking
D5 Access
Legon/Legoff
Object Access
Policy Change

ul
ul
ul
ol

Privilege Use

System

|z Global Object Access Auditing
B glll Folicy-based Cob

el el e e e

Bxopf y4yeTHOM 3anucu

(anrm. — Account Logon)

v OnuncaHue NonuTuK

MonuTtuka OnucaHue 3HauyeHue

T0T napamMmeTp NosIMTUKMN NOo3BOJIAET BECTU ayauUT cobbITnN,

BO3HUKAKOLLMX MPW NpoBepKe YYETHbIX AaHHbIX A4 BXO4a

Audit Credential y4YeTHoM 3anucu nonb3osarens. CobblTns aToN nogxKareropmm =
Validation (AyauT  BO3HMKAOT TOMBKO Ha KOMMbIOTEPAX, 3aCIyKMBAOLLINX Fu_TceSS’
nposepku A0Bepusa AN 3TUX YYETHbIX AaHHbIX. [Ina y4eTHbIX AaHHbIX ;I Hre
yYeTHbIX AiOMeHa COOTBETCTBYIOLLMMM MOMHOMOYMAMM obnagaet (Ocnex,
AGHHBIX) KOHTPONep AoMeHa. [ns NokanbHbIX YH4eTHbIX 3anucen Tkas)

COOTBETCTBYHOLLMMUN MOSTHOMOYMAMY 0ONafaeT NoKanbHbI
KOMMbtoTEp.




Hee. I3meHeHne Tuna rpynnbl pacnpocTpaHeHn4.

MonuTtuka OnucaHue 3Ha4yeHune
Audit Other 5
Opyrne cobbiTna Bxofa y4eTHbIX 3anucen STOT napameTp
Account Logon . Success,
NONMUTUKN NO3BOSMSAET BECTU ayaUT COOLITUIN, BO3HUKAOLLIMX )
Events (Ayout . Failure
5 Npv NonyYeHUn OTBETOB Ha 3anpockbl O BXOAE Y4ETHOW 3anucu
Apyrmx cobbiTum (Ycnex,
Nonb30BaTenNsi B CUCTEMY, HE OTHOCSILLMECS K MPOBEPKE
BXOAa YYETHbIX OTkas)
5 YYEeTHbIX AaHHbIX 1 He sBnawmecs bunetamu Kerberos.
3anucen)
YnpaBneHue y4eTHbIMU 3annUCcAMMU
(aHrn. — Account Management)
v OnucaHue NonuTuK
Monutuka OnucaHue 3HauyeHue
Audit Application OTOT napameTp NONMTUKM NO3BOMSET BECTU ayaAnUT COObITUN, s
uccess,
Group Management BO3HUKAOLLMX MPY BbINOMHEHUMN CREAYIOLNX U3MEHEHUN Eail
ailure
(AyauT ynpasneHus rpynn npunoxeHun: CosgaHve, UaMeHeHue unu yaaneHve v
cnex,
rpynnamm rpynnbl npunoxeHun. [jobasneHve unv yaaneHue yneHa B o )
TKa3
NPUITOXEHNI) rpynne npuiioXxeHuin.
Audit Computer
Account OTOT napameTp NOMMTUKN NO3BOMSET BECTU ayanuT cobbiTnii,  Success,
Management (Ayaut BO3HMKAKOLLNX MPU U3MEHEHUN YYETHbIX 3anucen Failure
yrnpaBneHusi KOMMbIOTEPOB, HAaNpPUMep, Npy UX CO34aHNN, N3MEHEHNUN (Ycnex,
yYeTHbIMU 3anucsamm NN yganexuu. OTkas)
KOMMbIOTEPOB)
Audit Distribution OTOT NapameTp NONUTUKN NO3BOMSET BECTM ayanT cobblTuin,  Success,
Group Management BO3HMKAIOLLMX NPU BbINOMIHEHUN CNeayLLNX U3MEHEHN Failure
(AyauT ynpasneHus rpynn pacnpoctpaHeHus: Co3gaHue, u3mMeHeHne nnm (Ycnex,
rpynnamm yAaneHue rpynnsl pacnpocTpaHeHus. [lobasneHune OTka3)
pacnpocTpaHeHus) y4yacTHUKa B rpynny pacnpoCTpaHeHUs Unu yganeHme m3




Monutuka

Audit Other Account
Management Events
(Ayout opyrmx
cobbITUI
ynpasneHus
YYETHBIMN

3anncamm)

Audit Security Group
Management (Ayout
ynpaeneHus
rpynnamm
6esonacHocTK)

Audit User Account
Management (Ayaut

ynpaBneHuda

OnucaHue

MpumeyaHne. CobbITNA 3TOM NogkaTeropun
perncTpupytoTcs TONbKO Ha KOHTpOMepax AOMeHa.

OTOT NapameTp NONUTUKN NO3BOMSET BECTU ayanT cobbITui,
BO3HUKAIOLLMX NPY BbINOMHEHUN OPYIUX N3MEHEHWIA
YUYETHbIX 3anucein nonb3oBaTens, He yKa3aHHbIX B 3TOU
kateropuu: ObpaLleHne K XaLy napons Ans y4eTHon
3anuncu nonb3osBarend. Jta onepaunst 00bIYHO
BbIMOSTHAETCSA NpU MUrpauumn naporemn ¢ UCnorb30BaHNEM
cpenctsa ynpasrneHus Active Directory. Beizos API
NPOBEPKU MONUTUKK naponen. Bbi3oB aTon yHKUNN MOXET
BbIMOSTHATLCS NPU atakax B Tex criydasix, korga
BPE4OHOCHOE NPUOoXeHUe NpoBepsaeT NONUTUKY, YTOObI
YMEHbLUNTb YMUCIO NOMNbITOK BO BPEMS CITOBApHOMW aTaku.
M3meHeHusa rpynnoBon NONUTUKU OMEHA NO YMONYaHUIo Mno
cnegylowmm nyTam rpynnoBon nonutukun: KoHdurypaums
komnbtoTepa\llapametpbl Windows\[NapameTpbl
6e3onacHOCTU\ONUTUKM yYETHBbIX 3anucen\rNonmuTmkm
naponen KoHdurypaumus komnbtotepa\llapameTpbl
Windows\lNapameTtpbl 6e3onacHocTm\llapameTpbl y4ETHbIX
3anucen\lNonutunka GIOKMPOBKN YYETHbBIX 3anucemn
MpumeyaHne. CobbiTne ayanta 6esonacHoCcTH
pErmcTpmpyeTcsa B criydyae npMMeHeHus napameTpa
nonutukn. Bo Bpemsa nameHeHns napameTpoB coObiTUS He

PErncTpupyTCs.

JTOT NapamMeTp NONUTUKM NO3BONSET BECTU ayauT COObLITUN,
BO3HMKAIOLLMX MPU BbINOMHEHUM CREAYIOLMX N3MEHEHWI
rpynn 6esonacHocTu: Co3gaHue, U3MEHEHNe Unn yaaneHne
rpynnbl 6esonacHocTu. [loGaBrneHne yyacTHUKa B rpynmny
6esonacHoCcTM unu yganeHue n3 Hee. MlameHeHne tuna
rpynnbi.

OTOT NnapameTp NONMUTUKN NO3BONSET BECTU ayanT
N3MEHEHWIN, BHOCUMbIX B YYETHbIE 3aMNMCK NONb3oBaTeNeNn.
OTtcnexuBatotca criegytowme cobbitma: Co3ganue,

3HauyeHue

Success,
Failure
(Ycnex,
OTkas)

Success,
Failure
(Ycnex,

OTka3)

Success,
Failure




Monutuka OnucaHue 3Ha4yeHune
YYETHbIMM 3aNUCAMMU N3MeHeHue, yaaneHue, nepeMmeHoBaHmne, OTKIYeHNE, (Ycnex,
nonb3oBaTenen) BKINtoYeHMe, Br1OKMpOBKa N CHATUE BITOKMPOBKN YYETHbBIX OTkas)

3anuncen. YcTaHOBKa U N3MeHeHue napons y4eTHon
3anucu nonb3oBaTtend. [lobaBneHne naeHTngukaTopa
6e3onacHocTn (SID) k xxypHany SID yyeTHon 3anucu
nonb3oBaTensd. YCTaHOBKa Naposns Ansa pexuma
BOCCTaHOBIEHUs cnyxb katanoros. MIameHeHne
paspeLLeHnin AN YY4eTHbIX 3anMcen agMUHUCTPaTopPOB.
ApxuBauus UM BOCCTaHOBMEHNE YYETHbIX AaHHbIX
ancnetyepa yy4eTHbIX aHHbIX.
Bxop / Bbixop,
(aHrn. — Logon / Logoff)
v OnucaHue NonuTUK
MonuTtuka OnucaHue 3Ha4yeHune
OTOT NapameTp NONUTUKN NO3BOMSAET BbINONHATL ayanT
cobbITWI, CO34aHHbIX NPWU HEYAAYHOW NOMbITKE BXO4A B
Audit Account BGNOKMPOBaHHYO YYETHYIO 3anncb. Ecnun aToT napameTp s
uccess,
Lockout (Aygut NONMTUKN HACTPOEH, TO B Clyyae, Korga BXxof B KOMMbOTEP C —
ailure
BGnoKMpoBKM YYETHOW 3anncblo HEBO3MOXEH N3-3a BIIOKMPOBKM 3TOWN YYETHOM v
cnex,
YYETHbIX 3anucu, cosgaetcs cobbiTue ayamTta. YCnelHble U HeyaadHble o )
TKas
3anucen) cobbITMA ayauTa perMcTpmpyroTcsl B COOTBETCTBYIOLLMX 3annCsX.
CobbITnsa BXoga B CUCTEMY BaXKHbl 45151 MOHMMaHUSA OENCTBUN
nonb3oBaTenst U1 0OHapyXeHWsi BO3MOXHbIX aTak.
Audit Logoff OTOT napameTp NONUTUKN NO3BOSISET BECTU ayaUT COObITUMN, Success,
(AyauT BbIXOAA BO3HUKAOLLMX MPU 3aKPbITUM CeaHca BXoda B CUCTEMY. OTH Failure
N3 CUCTEMBI) COBbITUSA BO3HMKAIKOT Ha KOMMbIOTEPE, K KOTOPOMY (Ycnex,
ocyLecTBnanca goctyn. [pn nHTepakTMBHOM BbiXoe U3 Otkas)

cucTtembl cobbiTne ayauTta ©e30nacHOCTN BO3HMKAET Ha




MonuTtuka OnucaHue 3HauyeHue

KOMMbIOTEPE, HA KOTOPbIN BbIMOMHEH BXOM C UCMOMb30BaHNEM
YYETHOW 3anucu nonb3oBatens. Ecnv aToT napameTp NONUTUKK
HacTPOeH, cobbITe ayanTa BO3HUKAET MNPy 3aKpbiTUM ceaHca
BXOAa B CUCTEMY. YCMELUHbIE N HeYOaYHbIe NOMbITKM 3aKPbITUS
CeaHCOB PErmcTpupyrTCs B COOTBETCTBYOLMUX 3anuncsx. Ecnu
3TOT NapameTp MONUTUKM HEe HAaCTPOEH, NPU 3aKPbITUN ceaHca
BXO4a B CUCTEMY HUKaKMe COObITUS ayauTa He BO3HMKALIOT.

OTOT NnapameTp NOfUTUKN NO3BONSIET BECTU ayaAnUT COObITUN,
BO3HMKAIOLLMX MPU NOMbITKE BXOA4A B CUCTEMY C
MCMoNb30BaHMEM YYETHOW 3anucu nonb3oeatens. CobbiTus
3TOW MogKaTeropumn cBsidaHbl C CO34aHNEM CEaHCOB BXOAa B
CUCTEMY M BO3HMKAIT Ha KOMMbIOTEPE, K KOTOPOMY
ocyuwiecTBnsieTcs gocTyn. [Mpu MHTEpaKTMBHOM BXO4e B CUCTEMY
cobbITne aygmta 6e30nacHOCTM BO3HUKAET Ha KOMMNbIOTEPE, Ha
KOTOPOM BbIMOSIHEH BXOZ C UCMOMb30BaHMEM YYETHOW 3amnuncu.

lMpun BXOAOe B ceTb, Hanpumep npu obpaleHnn K obLien nanke B

Audit Logon ceTun, cobbITe ayanta 6e30nacHOCTM BO3HUKAET Ha iui:cess,
(AyouT Bxoga B KOMMblOTEpPE, Ha KOTOPOM pasMeLLaeTcsa pecypc. ;I e
cucTemy) OTtcnexuBatotca criegyrowime cobbiTvs: YenelHble NonbITKN E)cnex,

BXO4a B cucTeMy. HeyaayHble NOnbITKM BXO4a B CUCTEMY. T*a2)

MonbITKM BXOOA B CUCTEMY C UCMOSTb30BAHNEM SIBHO YKa3aHHbIX

YYETHbIX AaHHbIX. OTO COObITUE BO3HUKAET NPW NOMbITKE BXOAa

npouecca B yY4ETHYIO 3anNuUCh C ABHbIM yKa3aHUEM

COOTBETCTBYHOLLMX YYETHbIX AaHHbIX. OObIYHO 3TO cObbITNE

BO3HWKAET B KOHMUrypaLmsx nakeTHoro Bxoga B CUCTEMY,

HanpMMep npu BbIMNOSTHEHUN 3anfaHMPOBaHHbIX 3a4a4 Unu

komaHa RUNAS. 3anpet Ha BXxof B cMCTeMy B pesynbrate

dunsTpaunmn ngeHtTndmkatopoB 6esonacHocTn (SID).
Audit Network OTOT napameTp MOMMTUKN NO3BOMSET BECTU ayAnUT COObITUN, Success,
Policy Server BO3HMKAIOLLINX MNPW BbINOMTHEHUN 3aMpoCOB Ha OOCTYN Failure
(AyouT cepBepa nonb3osatenen no npotokonam RADIUS (IAS) u 3awmThbl (Ycnex,
NOMUTUKN CETN) poctyna Kk cetn (NAP). OTcnexmBaroTcst 3anpochl Ha OTkas)

npenocTtaBrieHne, otkas, OT3bIB, NOMeELLEHNE B KapaHTUH,

BGnoknpoBKy 1 pa3brnokMpoBKy. Ecrniv aTOT napameTp NoONnTUKK




MonuTtuka OnucaHue 3HauyeHue

HacTpoeH, cobbiTue ayamMTa BO3HUKaET AN KaXaoro 3anpoca Ha
[ocTtyn nonb3oBatenen no npotokony IAS nnm NAP. YcnewHble
N HeydayHble 3anpockl HAa JOCTYM Nonb3oBaTteren
PErNCTPUPYIOTCH B COOTBETCTBYHOLLMNX 3annCsX.

OTOT NnapameTp MOSIMTUKN NO3BOMSET BECTU ayauT APYrnx
cobbITMI BXOoAa U BbIXOAA, KOTOPbIE HE perynupyroTcs
napameTpoM nonuTukn "Bxoa/Bbixoq", Hanpumep: 3aBepLueHne

CeaHCoB CJ'Iy)K6 TEPMUHAIOB. CospgaHne HOBbLIX CeaHCcoB CJ'Iy)K6

Audit Other .
TepMuHanoB. briokupoBka 1 oTmeHa 6nokMpoBKK paboyen
Logon/Logoff Success,
cTaHumun. Bbi3oB 3actaBku. OTKNOYEHUE 3aCTaBKU. _
Events (Aygut Failure
. O6HapyxeHune ataku Kerberos ¢ noBTopeHMeM NakeTos, Npu
ApYrmx cobbITui 5 (Ycnex,
KOTOpou ABaxabl oTnpasnaeTcs 3anpoc Kerberos ¢
BXoda u OTkas)
) OOVHAaKOBbIMU AaHHbIMU. OTO COCTOSAHNE MOXET OblTb CBA3aHO C
BbIxO4a .
HenpaBubHbIMW HacTporikamu ceTu. [NpegocTaBneHme goctyna
K 6ecnpoBOAHON CETU YYETHOW 3anucuy nosb3oBaTerns unm
komnbtoTepa. lNpegoctaBneHne 4ocTyna K NpoOBOgHOW CETU
802.1x yyeTHOM 3anuncu rnorb3oBarterns Unn KomMnbTepa.
OTOT napameTp NONMTUKN NO3BONSET BECTU ayaAUT COBbITUN,
BO3HMKAOLLMX MPU BbINOMHEHUM TakMX onepaumi cneumanbHoro
BXOAa, kak crnegyowme: Mcnonb3oBaHne cneynansHoOro Bxoaa,
TO eCTb BXO[4a B CUCTEMY C MpaBamu, aHanorm4yHbIM1 npaeam
) _ afMUHUCTPaTopa, KOTOPbIA MOXET UCMONb30BaTbCA AN
Audit Special Success,
MOBbILLIEHMS YPOBHS npouecca. Bxoa B cuctemy yvyactHuka _
Logon (Aygut . Failure
crneumanbHon rpynnel. [pyn ncnone3oBaHmmM crieumarnbHbIX rpynmn
cneuymanbHoro . (Ycnex,
obecne4ymBaeTcsi BO3HMKHOBEHME COObITUMI ayauTa nNpu BXoge B
BX0Aa) OTka3)

CeTb y4YacTHMKa KOHKPETHOW rpynnel. B peectpe MOXHO
HacTpouTb CNUCOK naeHTudmukatopos 6esonacHocTn (SID)
rpynnel. CobbiTue pernctpupyeTcsa B TOM Criyyae, ecrv K TOKeHy
nobGaeneH oavH M3 3agaHHbIx naeHTudukaropos SID n
BKITIOMEHa 3Ta nogkaTeropus.

OocTtyn K o6bekTam



(aHrn. — Object Access)

v OnucaHue NonuUTKK

Monutuka

Audit Application
Generated (Ayant
coObITUN,
co3gaBaeMblX

NPUIOXEHUSIMW)

Audit Certification
Services (Ayaut
cnyx6
cepTudmkaumm)

OnucaHue

OTOT NnapameTp NonuTUKM obecnedmBaeT ayanT NPUOXEHWHN,
KOTOpble BbI3bIBAlOT COBLITUS C UCNOMNb30BaHMEM
nporpamMmmHbIX MHTepdencos ayauta Windows. OTa
noaKkaTeropusi UCNosib3yeTcs Ang perncrpaumm cobbiTui
ayauTa, KoTopble CBs3aHbl ¢ paboTon NpUNOXeHUN,
NCMOorb3yOLLMX NPOorpaMMHbIe UHTepdeNCsl ayanta
Windows. OTcnexusatotcsa criegytome codbiTmus 3Ton
nogkateropun: CosgaHne KOHTEKCTa KNMeHTa NpUnoXeHus.
YaaneHue KOHTeKCTa KnueHTa npunoxenuns. MHnynanusaumna
KOHTEKCTa KnueHTa npunoxeHus. [pyrne onepauum
NPUIOXEHNIA C UCMNONb30BaHMEM MPOrpamMMHbIX UHTEPdENCOB

ayauta Windows.

OTOT NapameTp NonMTUKM obecnedmnBaeT ayauT onepawumn
cnyx6 ceptudumkaumm Active Directory (AD CS). K
onepauuam AD CS oTHocaTca cneaytowme: 3anyck,
3aBepLueHne paboTbl, pe3epBHOE KONUPOBaHME 1
BoccTaHoBrneHue cny6 AD CS. MiameHeHune cnncka oT3biBa
ceptndmkatoB (CRL). 3anpockl HOBbIX CEPTUCMKATOB.
Bblgava ceptudpukata. OT3biB cepTudumkaTa. MiameHeHne
napameTpoB aucneTtyepa ceptudmkaToB ansa cnyxo6 AD CS.
N3meHeHune koHurypaumm cnyx6 AD CS. NameHeHune
wabnoHa cnyx6 ceptudpukauuun. Mmnopt ceptudmkara.
Mybnukauma cepTudunkata LeHTpa ceptudmkaumm B
AomMeHHbIX cnyxbax Active Directory. 3ameHeHne
paspeLueHnin 6esonacHoctn ans cnyx6 AD CS. Apxueauus
knoya. Mmnopt kntoya. N3eneveHune kntoda. 3anyck criyxobl
orBeToB OCSP. OctaHoBka crnyx6bl otBeTtoB OCSP.

3HayeHue

Success,
Failure
(Ycnex,
OTka3)

Success,
Failure
(Ycnex,
OTkas)




Monutuka

Audit Detailed File
Share (Ayout
cBegeHun od

obem dannosom
pecypce)

Audit File Share
(AyouT obuiero
dhannoBoro
pecypca)

Audit File System
(AyauT dannoson

CUCTEMBI)

OnucaHue

OTOT NapameTp NOANTUKN NO3BOMSET BECTU ayAnUT NOMbITOK
AocTtyna K pannam n nankam B obwmx nankax. Napametp
Mo3BONSIET NPOTOKONMPOBATL COBLITUA Npy NOOOK NoNbITKE
obpalleHns kK danny unm nanke, B TO BpeMs Kak napameTp
"O6wwue nankn" 3anucbiBaeT TONbKO 04HO cObbITUE Ans
ntoBOoro NOAKIOYEHUS, YCTAHOBAEHHOIO MEXAY KITIMEHTOM U
obuwen nankon. B cobbiTua ayauta atoro napameTtpa
BKNtOYaOTCA NOAPOOHbIE CBEAEHMSI O paspeLleHnsxX nnm
APYrMX KpUTepusax NnpeocTaBneHns nnu 3anpeta goctyna.
Ecnun a10T NnapameTp HacTpoeH, Npy NonbiTke obpalleHns K
danny unm nanke B obLLern nanke BO3HUKaET cobbiTne
ayguTa. AOQMUHUCTPATOP MOXET BKITHOUYUTL BbIMOSTHEHUE

ayanTa ana ycnewHoro BbIMoJfIHEHUA, OTKa3a Ui Toro m

apyroro. MNpumedaHue: [Ans obwmx nanok He NPeayCMOTPEHb!

CUCTEMHbIe crnucku ynpasnenunsa goctynom (SACL). Ecnu atot

napamMeTp NOJIMTUKN BKITKOYEH, BbIMNMOJTHAETCA ayauT O0CTYyrMna

KO BCceM 06Lmm dparinam 1 nankam CUCTEMBbI.

OTOT napameTp MonUTUKW MO3BONSET BECTU ayAuUT NOMbITOK
AocTyna kK obwmm nankam. Ecnu aToT napameTp HaCTPOEH,
npuv NOMbITKE JOCTyNa K 0bLein nanke BO3HNKaeT cobbiTme
ayaouta. Ecnu aTtoT napameTp 3agaH, agMUHUCTPAToOP MOXET
yKa3blBaTb BbINOMHEHWE ayauTa TOMNbKO YCreLUHbIX
BbIMOMTHEHWI, OTKA30B 1Unn Toro u apyroro. MNpumedanne. Ons
0o0LWKMX Nanok He NpPeayCMOTPEHbl CUCTEMHbIE CMUCKM
ynpasnenuns goctynom (SACL). Ecnu aToT napameTtp
NOMUTUKN BKINIOYEH, OCYLLIECTBMSETCH ayanT JOCTyna KO BCEM

oOLLKMM narnkam B CUCTEME.

OTOT NnapameTp NonuTukM obecnedmnsBaeT ayauT NonbITOK
AocTtyna Kk obbektam hannoBon CUCTEMbI CO CTOPOHbI
nonb3oBaTenen. CobbITna ayamta 6e30nacHOCTN BO3HUKAKOT
TONbKO ANS TeX 0ObEKTOB, AN KOTOPbIX 3agaHbl CUCTEMHbIE
cnucku ynpasneHus goctynom (SACL), n Tonbko B TOM
crny4vae, ecnv 3anpalwmBaeTcs TUM A4oCTyna Ha 3anuchb,

YyTeHune nimnm nSMeHeHne 1 3anpallinsaruiad y4etHad 3arnmcb

3HauyeHue

Failure
(OT1kas)

Success,
Failure
(Ycnex,
OTka3)

Success,
Failure
(Ycnex,
OTka3)




Monutuka

Audit Kernel
Object (Ayant
00bekToB gapa)

Audit Registry
(AyouT peectpa)

Audit Removable
Storage (Ayaut
CbEMHOr0

HOCUTEns)

Audit SAM (Ayaut
ancnertyepa
y4YeTHbIX 3anucen

BGesonacHoCTH)

OnucaHue

COOTBETCTBYET NapameTpam, YCTaHOBMEHHbLIM B CMMUCKe
SACL. lNpumevanue. YTtobbl 3agaTth cnncok SACL ans

obbekTa hannoBon cUCTeMbl, BOCMONb3YNTECH BKNAAKOM
"BesonacHocTb" AnanoroBoro okHa "CBonctBa" oObekTa.

JTOT NapameTp NonuTUKM obecneynBaeT ayamuT MonbITOK
A0CTYyNa K SApY C UCMOSb30BaHMEM MbIOTEKCOB U
cemacpopoB. CobbiTnsa ayauta 6€30nacHOCTU BO3HUKAKOT
TOMNbKO ANnst 0ObEKTOB AApa C COOTBETCTBYIOLLMM CUCTEMHBLIM
cnuckoMm ynpasrneHusa goctyrnom (SACL). NpumedaHue.
AyauT: ycTaHoBMNeHHbIe Mo ymonyaHuo cnvckn SACL ans
0ObEeKTOB f4pa ynpasnaTcs NnapaMeTpoM ayauTa AocTyna

rnobarbHbIX CUCTEMHbIX OObEKTOB.

OTOT NapameTp NoNnTUKN obecnednBaeT ayamT NOMbITOK
aoctyna Kk obbektam peectpa. CobbiTus ayauta
6Ge3onacHOCTM BO3HMKAIOT TONMbKO ANA TeX 0ObEKTOB, AN
KOTOpPbIX 3a4aHbl CACTEMHbIE CMINCKN YNPaBeHUss A0CTYMNOM
(SACL), n Tonbko B TOM criydae, ecrnv 3anpalumBaeTcs TUn
AO0CTyna Ha YTeHue, 3anncb UM U3SMEHEHUE U
3anpalumBaroLlas yyeTHasa 3anncb COOTBETCTBYET
napameTpam, ycTaHoBrieHHbIM B cnncke SACL. MNMpumedaHue.
UTtobbl 3agath cnncok SACL ons obbekTta peecTtpa,
BOCMNONb3yNTECh AManorosbiM okHOM "PaspelueHuns”.

OTOT NapameTp NOANTUKN NO3BONSET NPOBOAUTL ayauT
MOMbITOK AOCTyNa nornb3oBaTenen K 06bektaMm ¢annosomn
CMUCTEMbl Ha CbeMHOM 3arnomMuHatowem yctponctee. CobbiTne
ayguTa cucteMbl 6e30MacHOCTH reHepupyeTca TONbKO Ans
BCeX 06BHEKTOB M BCEX 3anpOLUeHHbIX TUMOB AOCTYynNa.

OTOT NnapameTp nonuTukM obecnednBaeT ayant cobbITUN,
BO3HMKAOLLMX NpY MOMNbITKE AOCTyna K o6bekTam gucneryepa
yyeTHbIx 3anucen 6esonacHocTn (SAM). K o6bektam SAM
oTHocsaTca cneaytowme: SAM_ALIAS — nokaneHas rpynna.
SAM_GROUP — rpynna, He sBnstowasca nokanbHOM.

3HauyeHue

Success,
Failure
(Ycnex,
OTka3)

Success,
Failure
(Ycnex,
OTka3)

Success
(Ycnex)

Success,
Failure
(Ycnex,

OTka3)




Monutuka OnucaHue 3Ha4yeHue
SAM_USER - yyeTHas 3anncb nonb3oBaTens.
SAM_DOMAIN — nomeH. SAM_SERVER - y4yeTHas 3anucb
komnbtoTepa. MNpumevaHne. I3aMeHATb MOXHO TOMbKO
CUCTEMHbIN CNMCOK ynpasnenunsa goctynom (SACL) anga
obbekta SAM_SERVER.
MU3meHeHMe nonnTuku
(aHrn. — Policy Change)
v OnucaHve NonuTuk
MonuTtuka OnucaHue 3Ha4vyeHue
OTOT NnapameTp MONMTUKN NO3BONSET BECTU ayAUT U3MEHEHUN
napamMeTpoB NONUTUKN ayamTa 6e30nacHOCTU, TakuxX Kak
cneayowme: YCTaHOBKa pa3peLLeHnin u napameTpoB ayauta
Ans obbekTa NoNuTUKM ayguta. IameHeHnsa B NonnTuke ayauta
cuctembl. Pernctpauus MCTOMHUKOB COObITMIA 6E€30MacHOCTM.
OTMmeHa permctpaunm NCTOMHUKOB COObITMIA 6e30MacHOCTM.
_ _ M3meHeHna napameTpoB ayauTa ans oTAernbHbIX
Audit Audit .
_ nonb3oBarenen. lameHeHnsa 3Ha4YeHUa napameTpa
Policy Change . Success,
CrashOnAuditFail. UameHeHns cucTeMHOro cnucka ynpasneHus _
(AyanT ) ) Failure
AocTyrnomM ansa obwekTa annoBon CUCTEMbI UK peecTpa.
N3MEHEHUs (Ycnex,
M3meHeHunsa cnvcka cneumanbHblx rpynn. [Npumedanve. Ayaut
NOMUTUKN . OTkas)
N3MEHEHNN B CUCTEMHOM CMUCKE YNpaBneHnsa A0CTyrnoM
ayguTa)

(SACL) BbinonHsaeTcsa npu nameHeHun cnmcka SACL gns
obbekTa, ecnun Npu 3TOM BKIKOYEHA KaTeropmns N3MeHeHun
NONUTUKN. AyanT N3MeHEeHW B CNNCKEe YNpaBreHnss A0CTYMNOM
Ha ypoBHe nonb3osatenen (DACL) n nameHeHui BnageHus
OCYLLIECTBIISIETCA B TOM Crlydae, €Cnun BKAKOYEH ayanUT A0CTyna K
obbekTam 1 ansa cnmcka SACL o6bekTa HacTpoeH ayauT
nameHeHun cnucka DACL nnu BnageHus.




Monutuka

Audit
Authentication
Policy Change
(Ayout
N3MeHeHUs
NONMUTUKM
NPOBEpPKU
NOAJSIMHHOCTN)

Audit
Authorization
Policy Change
(Ayput
N3MeHeHUs
NONMUTUKM
aBTopu3auun)

Audit Filtering
Platform Policy
Change (Aygut

OnucaHue

OTOT NapameTp NONUTUKN NO3BOMSET BECTM ayanT cobbITuN,
BO3HMKAOLLMX MPU BbINONIHEHUN U3MEHEHUI rPYIn
©e3onacHOCTH, Taknx Kak cnegytowme: Co3gaHne OTHOLLEHWI
AoBepua ons neca unun goMmeHa. lameHeHme oTHOLLEHUN
[oBepus ong neca unu gomMeHa. YoaneHme oTHoOLWEHUN
AoBepua ons neca unn goMmeHa. IameHeHus nonmTmku
Kerberos no cneaytowemy nytn: KoHdurypauus
komnbtoTepa\llapametpbl Windows\lNapameTpsbl

©esonacHocTu\lMonuTukKM yyeTHblx 3anucen\lNonntuka Kerberos.

lMpepocTaBneHne NonbL3oBaTENO UK rpynne cnegyowmx npae:
[ocTyn K komnbloTepy 13 ceTu. JlokaneHbIM Bxoq. Bxog ¢
ncnonb3oBaHMeM cny>6 TepmuHanoB. Bxog ¢ ncnonb3oBaHnem
nakeTHoro 3agaHunsd. Bxog B cnyx6y. KOHNUKT npoctpaHCTB
UMEH (Hanpumep, eCcnm NMs HOBOTO OTHOLLIEHWST LOBEPUS
CcoBMagaeT C MMEHEM CYyLLECTBYHOLLIErO NPOCTPAHCTBA UMEH).
MpumedvaHne. CobbiTne ayamta 6€30nacHOCTN permcTpupyeTca
B Criyyae npuMeHeHust napameTpa nonutukn. Bo sBpems

N3MEHeHVs NapamMeTpoB COOLITUSI HE PErMCTPUPYHOTCS.

OTOT NnapameTp MOSIMTUKN NO3BOMSET BECTU ayanUT COBbITUN,
BO3HUKAOLLMX MPU BbINOMHEHUN U3MEHEHUIN NOMNUTUKM
aBTOpM3auuK, TakMxX Kak cnegyowme: HasHavyeHue npas
(npuBunernn) nonb3osarternen, Hanpuvep,
SeCreateTokenPrivilege, koTopble HE NPOXOAAT ayauT B
nogkateropun "IameHeHne NonnUTMKN NPOBEPKM NOATMHHOCTI".
YnaneHue npas (NpuBunernin) nonb3oBaTenen, Hanpumep,
SeCreateTokenPrivilege, koTOpble He NPOXOAAT ayauT B
nogkarteropun "MIameHeHne NonnTUKM NPOBEPKN NOANMHHOCTK".
M3meHeHnsa nonuTuku WndposBaHHON hanioBon CUCTEMBI
(EFS). NameHeHuna atpnbyTtoB pecypca obbekTa. MIameHeHus
LUeHTpanusoBaHHoW nonutukn goctyna (CAP), npuMeHeHHoN K
00ObEKTY.

OTOT NnapameTp MOSIMTUKN NO3BOMSET BECTU ayanUT COBbITUN,
BO3HMKAIOLLMX NPU BbINOMHEHUN U3MEHEHWI NNaTOopPMbI
dunsrpaummn Windows (WFP), Takux kak cnegytoLime:

3HaueHue

Success,
Failure
(Ycnex,
OTkas)

Success,
Failure
(Ycnex,
OTkas)

Success,
Failure




Monutuka OnucaHue 3Ha4yeHue
N3MeHeHuns CoctosiHue cnyx6 IPsec. lameHeHns napaMeTpoB NOSIUTUKK (Ycnex,
NOMUTUKN IPsec. lameHeHns napameTpoB nonuTukn 6paHamayapa Otkas)
nnatopmbl Windows. 3meHeHusa noctaswukos n mogyns WFEP.
dunsTpaumnn)

OTOT NnapameTp MOSIMTUKN NO3BOMSET BECTU ayauUT COBbITUN,

BO3HMKAOLLMX MPU UBMEHEHUM NPAaBWI MONUTUKN,
Audit MPSSVC ncnonb3dyembix cnyxobon 3awmtel Maikpocodpt (MPSSVC). O1a
Rule-Level cnyxba ucnonesyetcs 6paHgmayapom Windows.
Policy Change OTtcnexwusatotcs cnegyowme cobblitusa: CoobLieHns ot Success,
(Ayaout aKTUBHbIX MOSIUTUK NpK 3anycke cnyxbbl bpaHamayapa Failure
N3MeHeHNs Windows. /3ameHeHus npaBsun 6paHamayapa Windows. (Ycnex,
NOSIUTUKN Ha M3meHeHus B cnvcke ncknoyveHun bpangmayapa Windows. OTka3)
YpOBHe npaBun M3meHeHunsa napameTpos bpaHamayapa Windows. [Nponyck nnu
MPSSVC) HenpumeHeHne npasun cnyxbon 6paHamayapa Windows.

M3meHeHns napameTpoB rpynnoBon NonuTukM bpaHamayapa

Windows.

Ucnonb3oBaHue npuBunerun
(aHrn. — Privilege Use)
v OnucaHve nonuTuk
MonuTtuka OnucaHue 3Ha4yeHune

Audit Non Sensitive OTOT NapameTp NoNUTUKN obecneynBaeT ayant cobbiTun, Success,
Privilege Use (Ayaut BO3HUKAOLLMX NPY UCMOMb30BaHUN NPUBUIMETUNA, He Failure
NCNONb30BaHNS 3aTparvBaloLnX KoOHpraeHUnansHble JaHHble (NpaBa (Ycnex,
npuBuUnernn, He nonb3oBaTens). icnonb3oBaHue cnegyowmx npuBuierum OTka3)

3aTparvBatoLLmX
KOHUAeHLUManbHble

AaHHbIE)

He 3aTparnBaeT KoHUAeHUnarnbHble gaHHble: [JocTyn K
AncneTyepy y4eTHbIX AaHHbIX OT UMEHU JOBEPEHHOIO
BbI3blBatoLero. [JocTyn K KOMMbIOTEPY U3 CETMU.
[obGaBneHne paboynx cTaHUmMM K JOMEHY. HacTponka KBOT




Monutuka

Audit Sensitive
Privilege Use (Ayant
NCronb30BaHUA
npuemUnerun,
3arparmearoLmx
KOHgoMAeHumarnbHble
AaHHbIE)

OnucaHue 3HaueHue

namaTn gnsa npouecca. JlokanbHbIM BXog B cuctemy. Bxoa
B CUCTEMY yepe3 cnyxby TepmuHanos. O6xon
nepeKkpecTHoOM NpoBepkun. MIameHeHne CUCTEMHOro
BpemeHun. CosgaHme canna nogkavku. CosgaHme
rnobanbHbIX 00bekToB. Co3aaHne NOCTOAHHbIX 0OLLMX
ob6bekToB. Co3gaHMe CUMMBOMMYECKMX CCbINOK. 3anpeT Ha
A0CTyn K KomnbtoTepy 13 cetn. OTkas Bo BXofe B
KayecTBe nakeTHoro 3agaHus. OTkas BO BXOAe B KayecTse
cnyx6bl. 3anpeT Ha fnokanbHbIN BXoA,. 3anpeT Ha BXo4 B
cucTemy Yyepes cnyxby TepmmnHanos. NpuHyanTensHoe
yoaneHHoe 3aBepLueHne paboTbl. YBennyeHune paboyero
Habopa npouecca. YBenvyeHme npmoputeTa BbIMOMHEHNS.
Bnokuposka cTpaHuy B namaTu. Bxoa B kayecTsBe
nakeTHoro 3agaHud. Bxog B kadecTtBe cryxoObl.
N3meHeHne meTkn obbekTa. BeinonHeHwe 3agay no
obcnyxueaHmnio TomoB. NpodunmpoBaHne 0gHOro
npouecca. lNpodnnupoBaHne NPon3BOANTENBLHOCTH
cuctembl. OTKNKOYEHNE KOMMbIOTEPA OT CTHIKOBOYHOMO
y3na. 3aBeplueHune paboTtbl cucteMbl. CUHXPOHU3aLMS

OaHHbIX Cﬂy)K6bI KaTarnorosB.

OTOT napameTp nonuMTukn obecneunBaeT ayant cobbITUN, Failure
BO3HMKAOLLMX NPU UCMONb30BaHUM Npas, (OT1ka3s)
3aTparvBaroLLeM KOHMAeHUManbHbIE AaHHbIE

(nonb3oBaTenbCKkux npas), cneayowmm obpasom: Beizos
npuBmUnerMpoBaHHon cnyxobl. Bbidos ogHON 13

cnegyowmnx npusunerui: lenctesme ot UMeHn

KOMMOHEHTa onepaumoHHON cucTembl. ApxmBaums

dannoB n katanoroB. Co3gaHne ob6bekTa-ToKeHa.

Otnagka nporpamm. BkroyeHne y4eTHbIX 3anucem

KOMMbIOTEPOB M NONb30oBaTernen, KOTopbIM pa3peLLeHo
aenernposaHune. CosgaHue ayamta 6e30nacHoOCTM.

OnvueTBOpeHWe KNueHTa nocne npoBepky NOANMHHOCTMW.

3arpyska 1 BbIrpy3ka ApariBepoB YCTPOUCTB. YNpaBneHune
XypHanom ayauta u 6esonacHoctn. ameHeHne

3Ha4yeHMsa NapameTpoB annapaTHOW cpeabl. 3ameHa




MonuTtuka OnucaHue 3Ha4yeHune
TOKEHa Ha ypoBHe npouecca. BoccTtaHoBneHne ¢gannos u
katanoros. CMeHa Bnagensua anna nnm gpyroro
obbekTa.
Cucrtema
(aHrn. — System)
v OnncaHue nonuTuk
MonuTtuka OnucaHue 3Ha4yeHune
Audit Other OTOT napameTp NONNTUKN NO3BONSIET BECTU ayauT s
uccess,
System Events cneayowmx cobbitun: 3anyck 1 3aBepLueHne paboTtbl cnyxoObl -
ailure
(AyauT gpyrmux n gpansepa 6paHgmayapa Windows. O6paboTka nonnuTunkm v
cnex,
CUCTEMHBbIX BesonacHocTu cnyxbon 6paHamayapa Windows. Onepauuu ¢ 5 )
TKas
cobbiTnn) dhannamu Kroyen WngpoBaHNa 1 onepauum Murpauun.
OTOT NnapameTp NOMMTUKN NO3BOMSET BECTU ayAnUT COBLITUN,
Audit Security BO3HUKAOLLMX MPU BbINOSTHEHNN U3MEHEHUNN COCTOSIHNA
State Change 6Ge3onacHOCTM KOMMbIOTEPA, TAaKMX Kak criegytowme: 3anyck u Success,
(Ayant 3aBepLueHne paboTbl KomnbloTepa. IsaMeHeHne CUcTeMHOro Failure
N3MEeHeHNs BpeMeHn. BoccTtaHOBRNEHNE CUCTEMBI MPU COBLITUM (Ycnex,
COCTOSIHMA CrashOnAuditFail, koTopoe pernctpupyetca nocne Otkas)
6esonacHocTn) nepesanycka CUCTEMbl B TOM Cryvae, ecnu XypHarn cobbITui
3anosiHeH 1 HacTpoeHa 3annck peectpa CrashOnAuditFail.
Audit Security OTOT NnapameTp NOMMTUKN NO3BOMSET BECTU ayAnUT COBLITUN, Success,
System Extension CBSA3aHHbIX C pacluMpeHmeM cnuctemMbl 6e30nacHOCTU, Taknx Failure
(Ayout Kak crniegytowme: 3arpyska pacluMpeHns CUCTEMbI (Ycnex,
pacLumpeHuns ©Ge3onacHOCTK, HanpuMep, NakeTa NPOBEPKN NOASIMHHOCTH, Otkas)
CUCTEMbI yBegoMreHust unvm 6e3onacHocTn, 1 ero permctpauus B
6esonacHocTK) cucTemMe agMuHMUCTpaTopa fokansHon 6esonacHoctun (LSA).

OHo NCNOJNb3YyeTCAd AnA NpoBEPKN NOAJTMHHOCTU MNMPU NonbITKE




Monutuka OnucaHue 3HauyeHue

BX0[a, OTNpaBKM 3anpoCOB Ha BXOL B CUCTEMY, a TaKKe npu
N6bIX N3MEHEHNSX YYETHLIX 3anncen nnu naponen.
Mprmepamn paclumpeHun cuctembl 6€30MacHOCTU ABMAKTCA
Kerberos n NTLM. YctaHoBKa 1 peructpaumsi cnyxobl B
aucnetyepe ynpasneHus cnyxbamu. B xxypHane ayouta
PErncTpupyroTCca cBegeHns o6 MeHn, 4BONYHbIX dhannax,
TUne, TMNe 3anycka v y4eTHOW 3anucu cnyxobi.

OTOT napameTp NOMUTUKM NO3BOMSIET BECTU ayaUT COObITUMN,
CBSA3aHHbIX C HAPYLLUEHUAMMN LEeNOCTHOCTM NOACUCTEMBI
6e3onacHoCTW, Takumm Kak criegyrowime: CobbITus, KoTopble
He ygaeTcs 3anucaTtb B XXypHar cobbITUn n3-3a owmnbok
cuctembl ayauta. lNMpouecchkl, ncnonb3yowme HegonyCcTUMbIN

Audit System Success,
) nopT nokanbHoro Bbi3oBa npoueayp (LPC) ans )
Integrity (Ayant Failure
ONMLIETBOPEHUS KITMEHTa NOCPEeACTBOM OTBETA, YTEHUS UM
LeNOCTHOCTH (Ycnex,
3anncu B agpecHoM npocTpaHcTee knneHta. O6HapyxeHne
CUCTEMBI) Otkas)

yaaneHHoro Bbi3oBa npoueayp (RPC), Hapywatowero
LeNoCTHOCTb cuctembl. OBHapyxeHne HeaonyCcTUMOro
3HaYeHMs XaLla ucnonHsemoro darna cpeacTBOM NPOBEPKM
uenocTHocTu koga. Onepaunn WndpoBaHus, HapyLuaroLwme
LLENOCTHOCTb CUCTEMBI.

AQMUHNCTpPaATUBHbIE LWAONOHLI

MyTb: KoHdurypaums komnbrotepa — NMNonutuku — AQMUHUCTPaTUBHbBIE LIAGOHbI

(aHrn. — Computer Configuration — Policies — Administrative Templates)
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i [ Mame Resclution Palicy
Scripts (Startup/Shutdown)
[+ i Security Settings

- QoS
|| Administrative Templates: Policy definitions (ADMEX files) retrieved from the local cumputer.|
[+ TETErEnces
4 #% User Configuration
B[] Policies

B[] Preferences

File Action View Help
e« HE 2 HE 7

7] Metwork Projector
[ 7] OneDrive
[7] Online Assistance
7] Password Synchronization
7] Portable Operating Systerm
[ 7] Presentation Settings
4 [ Remote Desktop Services
7] RD Licensing
i | Remote Desktop Connection Client
A E Rernote Desktop Session Host
[] Application Comnpatibility
[ ] Connections
[ | Device and Resource Redirection
[ Licensing
[ | Printer Redirection
[ Profiles
[ | RD Connection Broker
B [ | Remote Session Environment
7] Security
| Session Time Limits
[ Temporary folders
T RSS Feeds
[ Security Center

MoaknoyeHuns



Pasgen KomnoHeHTbl Windows — Cnyx0bl yaaneHHbIX pabo4nx ctonoB — Y3en ceaHCOB

yAalneHHbIX paﬁotmx ctonoB — lMogkno4vyeHus

(aHrn. — Windows Components — Remote Desktop Services — Remote Desktop Session Host —

Connections)

v OnucaHue NonuTKK

Monutuka

Automatic reconnection
(ABTOMaTnyeckoe
nepenoaksitoyeHme)

OnucaHue

OnpepnensieT, pa3peLleHo Nn KnneHTam
NOAKNIYEHNI K yaaneHHoMy pabovemy cTony
aBTOMaTUYEeCKN BOCCTAHABNMBATbL NOAKITHOYEHNE K
ceaHcaM Ha cepBepe y3na ceaHCoB yaaneHHbIX
pabo4nx CTONOB NPy BPEMEHHOW HELOCTYMHOCTH
CEeTeBOro noakntveHuns. Mo ymonyaHuio
paspeluaeTcs BbINoNHUTL He 6onee 20 nonbITOK
NMOBTOPHOIO NMOAKITHOYEHUS C MHTEpBanom B 5
cekyHA. Ecnu ycTaHoBNeHo coctosiHue
«BkrtoueH», Bce KNMMEHTbI, Ha KOTOPbIX
BbIMOSHAETCS NOAKMAYEHME K yaaneHHoOMY
pabo4emy cTosny, Npy HEAOCTYNHOCTU CETEBOIO
NOAKNIYEHNA NPeAnpPUHUMALOT MOMbITKN
aBTOMaTU4eCcKOro nepenoaknioyeHus. Ecnm
YCTaHOBMNEHO COCTOAHNE «OTKMOYEHY,
aBTOMaTU4eCcKme NepenogKntoyeHns KIMeHTOB
3anpeLeHbl. Ecnun yctaHoBneHo coctosHue «He
3agaHo», aBTOMaTU4eCcKoe nepenoaktoyYeHne Ha
YPOBHE rpynnoBou MNOMUTUKK HEe onpeaeneHo. Tem
He MeHee Morb3oBaTeny MoryT HacTpouUTb
aBTOMaTU4ecKoe nepenogKknoyeHne, BKITHUYNB
onumio «BocctaHoBUTL NogknoYeHne npum
paspbiBe» Ha BKnagke «Bsammogencrame» B
ANanoroBoM okHe «[logkrnodeHne K yganeHHoMy

pabo4emy CTony».

3HauyeHue

Disabled
(OTkntoYeHO)




Monutuka

Configure keep-alive
connection interval
(HactpouTb nHTepsan
npoBepsieMbIX Ha
aKTMBHOCTb

NOAKIHOYEHNI)

Set rules for remote
control of Remote
Desktop Services user
sessions
(YcTtaHaBnusaet

npaBuna yaaneHHoro

OnucaHue

T0T napamMmeTp NOJIMTUKN NO3BOJIAET BBECTU
MHTEpPBAr NpPpoBepKn akKTUBHOCTU AN1A
noareepXgeHma Toro, YTo COCToAHMEe ceaHca Ha

cepBepe y3iia ceaHCOB yaalri€eHHbIX pa6qu|x

CTOJ10B COOTBETCTBYET COCTOAHUIO KITMEHTA. Mocne

TOrO KakK KIMMeHT cepBepa y3iia CeaHCOB

yOalneHHbIX pa6oqv|x CTOINOB TepAeT noaKn4eHne

K cepBepy y3na ceaHCcoB yaaneHHbIX padoumnx
CTOSI0B, CeaHC Ha 3TOM CepBepe MOXET
OCTaBaTbCs aKTUBHbIM, @ HE MEPEXOANTL B
OTKJTHO4EHHOE COCTOSIHME, AaXKe ecrnn KNUeHT
PU3NYEeCKM OTKIIOYEH OT CepBepa y3rna ceaHcoB
yOaaneHHbIX pabdounx ctonos. Ecnu knMeHT BHOBL
BbINOSHAET BXOA Ha TOT XXe CepBep y3na CeaHCOoB
yOaneHHbIX paboymx CTonoB, TO MOXET ObITb
yCTaHOBIEH HOBbLIN CeaHc (ecnu cepeep yana
CeaHCoB yaaneHHbIX paboynx CToNnoB HaCTPOEH
Tak, YTO JOMNYCKaKTCA MHOXECTBEHHbIE CeaHCbl) U
nepBOHavarbHbIN CeaHC MOXET BCe eLle
OCTaBaTbCs akTUBHbIM. Ecnu aTOT napameTp
MONMUTUKN BKINIOYEH, TO AOIMKEH ObiTb BBEAEH
NHTepBan NPOBEPKM akTUBHOCTU. VIHTepBan
NPOBEPKM aKTUBHOCTWN ONPEAENsET, Kak YacTto (B
MUHYTaX) cepBep NPOBEPSIET COCTOSIHNE CeaHca.

[nana3oH JonycTumbIX 3Ha4eHun — ot 1 go 999

999. Ecnu aTOT NapameTp NOSIUTUKN OTKITHOYEH UK

He 3adaH, TO MHTepBall NPOBEPKN aKTUBHOCTU HE
YCTaHOBJI1EH U CEPBEP HE NMPOBEPAET COCTOAHNE
ceaHca.

Ecnu Bbl BKnto4aeTe aTOT napamMeTp NOMAUTUKM,
aAMWHUCTPATOPbl MOrYT B3aMMOAENCTBOBATL C
ceaHcoM cnyx06 yaaneHHbIx paboynx cTonos
nonb3oBaTens B COOTBETCTBUN C BblIOpaHHbIM
BapuvaHToOM. BbibepuTe xenaembi ypoBeHb

KOHTPOIS U pa3peLLeHnin N3 cnmncka BapmMaHToB:

3HauyeHue

Enabled Keep-
Alive interval: 1
(BknoyeHo
WNHTepBan
NpOBEPKM

akTMBHoOCTU: 1)

Enabled Options:
Full Control
without user's
permission
(BkntoveHo

[MapameTpsbl:




MonuTtuka OnucaHue 3HauyeHue

ynpasrneHusa ons YnaneHHoe ynpaeneHne He paspeLueHo: [MonHbIN
nonb3oBaTeNbCKUX 3anpeLlaeT agMMHUCTPaToOpy NUCNOoMNb30BaThb KOHTpoOrb 6e3
ceaHcoB cnyx6 yAaneHHoe yrnpasneHne nnmn npocmatpmeaTtb paspeLueHus
yOaneHHbIX pabo4ynx ceaHcCbl yaaneHHbIX nonb3osaternen. MNonHbIn nonb3oBarens)
CTONOB) KOHTPOSb C paspeLleHns norb3oBaTens:

paspeluaeT agMMHUCTPaToOpPy B3anMOLENCTBOBATL
C CeaHcoM npu yCnoBuM cornacus nonb3oBaTens.
MonHbIN KOHTPONb 6e3 pa3speLueHns
nonb3oBaTens: pa3peLluaeT agMMHUCTpaTopy
B3aMMOENCTBOBaTb C ceaHCOM gaxe 6e3
cornacus nonb3osarens. HabniogeHne 3a
CeaHCOM C pa3peLleHus Nonb3oBaTens: No3BonsaeT
aAMUHUCTpATOPy NpocMaTpmBaTh CeaHc
yOaneHHOoro nonb3oBaTens ¢ cornacus
nonb3oBatend. HabnogeHue 3a ceaHcom 6e3
paspeLleHns Nonb3oBaTens: No3BonseT
afMWHUCTPATOPy NPOCMAaTpuBaTh CeaHC
yaaneHHoro nonb3oBaTtens 6e3 cornacus
nonb3oBatensd. Ecnu Bbl oTkno4aeTe 3T10T
napamMeTp NOMUTUKN, aAMUHUCTPATOPbI MOTYT
B3aMMOLENCTBOBATb C CEAHCOM CNy>0 yaaneHHbIX
pabo4nx CTOMNOB NOfb30BaTeENs, ecnu
nonb3oBaTenb AacT Ha 3TO cornacue.

MepeHanpaBneHue yCTPOUCTB U pecypCcoB

MyTb: KomnoHeHTbl Windows — Cny6bl yaaneHHbIX pabo4unx CToNoB — Y3en ceaHCOB yaarieHHbIX
pabouux cronos — lNepeHanpaBneHne yCTPOUCTB U pecypcoB

(aHrn. — Windows Components — Remote Desktop Services — Remote Desktop Session Host — Device
and Resource Redirection)

v OnucaHue NonuUTKK




Monutuka

Do not allow COM port
redirection (He
paspeLuaTb
nepeHanpasneHue
COM-nopToB)

Do not allow LPT port
redirection (He
paspeLuatb
nepeHanpasneHue

LPT-nopToB)

OnucaHue

Onpe,u,enﬂeT, crnegyert Ny OTKI4YaTb nepeHanpasrieHne

AaHHbIX C yaaneHHoro KoMnbloTepa Ha KnMeHTCKMe
COM-nopTbl B ceaHcax crnyx6 yganeHHbIx pabo4mx

cTonos. JTOT napamMmeTp normMTUKN MOXHO UCIMOSb30BaTb

ANs Toro, YToObl 3anNpeTuTb Nosib3oBaTeNnsaIM
nepeHanpaeneHve AaHHbIX Ha nepudepuiHble
yCTpouncCTBa, nogkntoveHHble K COM-nopTam, nnm
conocTtasneHune nokansHbelx COM-nopTtoB npu
NOAKIMIOYEHNN K ceaHcy cnyx6 yaaneHHbIx paboumnx
ctonos. Mo ymonyaHuio cnyx6bl yaaneHHbIX pabodmnx
CTOSIOB paspeLlatoT nepeHanpasreHme JaHHbIX Ha
COM-noptbl. Ecniv Bbl BKIlo4aeTe 3T0T napamerp
NOMUTUKK, NOMNb30BATENN HE MOTYT NepeHanpaBnATb
AaHHble cepBepa Ha COM-nopTbl NoKanbHbIX
KOMMNbOTEPOB. ECnn Bbl OTKMNOYaeTe 3TOT NapameTp
NonuUTUKN, nepeHanpaeneHne Ha COM-nopTbl Bceraa
paspeluaetcs cnyxbamun yaaneHHblx paboymx CTonos.
Ecnu Bbl He HacTpanBaeTe 3TOT NapaMeTp NOMUTUKM,
nepeHanpasneHne Ha COM-nopTbl Ha ypoBHe

prﬂFIOBOVI NOJINTUKN HE onpeaerieHo.

OTOT NnapameTp NonuTUKK onpefensiet, TpebyeTtcs nu
OTKMNKYaThb NepeHarnpasneHne AaHHbIX Ha KIUeHTCKue
LPT-nopTbl B ceaHcax cnyx6 yganeHHbIx pabo4mx
cTonoB. [laHHbI napamMeTp NOMUTUKUN MOXHO
NCNonb30BaTh, YTOObLI 3aNpeTUTb NONb30BaTENSAM
cornocTasneHune rnokansHblx LPT-noptoB u
nepeHanpaeneHve AaHHbIX C yaaneHHOro KoMrnbTepa
Ha roKanbHble nepugepuinHble yCTponCTBa,
nogkntodeHHble kK LPT-noptam. Mo ymonyaHuio cnyxobl
yaaneHHbIX paboynx CToNoB paspeLuaroT
nepeHanpasnexHve LPT-noptoBs. Ecnu Bbl BKItoYaeTe
3TOT NapameTp NOMUTUKN, NONb30BaTENN BO BpeEMS

ceaHca cnyx6 yaaneHHbIX paboymx CTornoB He MoryT

nepeHanpaenaTb AaHHbIE cepBepa Ha NnokarnbHble LPT-

3HaueHue

Enabled
(BkntoyeHo)

Enabled

(BkntoyeHo)




Monutuka

Do not allow supported
Plug and Play device
redirection (He
paspeluaTb
nepeHanpasneHue
noaAepXuBaeMbIxX
caMoHacTpavBaeMbIX
YCTPOWCTB)

OnucaHue

noptbl. ECriv Bbl OTKNOYaeTe 3TOT napameTp NOMUTUKN,
nepeHanpaeneHve Ha LPT-nopTkl Bcerga paspeLueHo.
Ecnun Bbl He HacTpauBaeTe 3TOT NapameTp NOMUTUKN,
nepeHanpasneHne Ha LPT-nopTbl Ha ypoBHE rpynnoBon
NOMUTUKN He onpeaerieHo.

OTOT NnapameTp MofMTUKN NO3BOMSET YyNpaBnsTh
nepeHanpasneHnem noaaepXnBaeMbix
caMoHacTpavBaeMblX YCTPOMUCTB, Taknx Kak yCTponcTea
Windows Portable Device, Ha yaaneHHbI KOMMbIOTEP BO
BpeMs ceaHca cnyx6 yaaneHHblx pabounx ctonos. Mo
YMOJMYaHUIO CAy>Obl yaaneHHbIX pabovmx CTonos
paspeLlaloT nepeHanpasneHne nogaepXxuBaemMbix
caMoHacTpanBaeMblX YCTPOUCTB. [Nonb3osatenu mMoryT
NCrornb30BaTb HAaCTPONKY «ononHUTENLHO» Ha BKNagke
«JlokanbHble pecypcbl» OManoroBoro okHa
«lMogknoyeHne Kk yganeHHoMy pabovemy cTony», 4Tobbl
BblOpaTh nogaepXXvBaemMble caMoHacTpanBaeMble
yCTPOWCTBAa ANdA NepeHanpasreHns Ha yaaneHHbIn
KomnbtoTep. Ecnv Bbl BKItOYaeTe 3T0T napameTp
NOMUTUKK, NONb30BATENN HE MOTYT NepeHanpaBnATb
noaaepXXnuBaemMble camoHacTpanBaeMble YCTPOMCTBA Ha
yaaneHHbIN KomnbloTep. Ecnuv Bbl OTKIO4aeTe nnu He
HacTpanBaeTe 3TOT NapameTp MOSIMTUKN, NONb30BaTENM
MOryT nepeHanpaBnATb NogaepXmBaemble
caMoHacTpaviBaeMble YCTPOMCTBA Ha yaaneHHbIn
komnbtoTep. MNMpumevaHwne. NMpn nomoLm napameTpoB
nonutukun B nanke «KoHdurypaums
KomnbtoTepa\AgMUHUCTPATUBHbIE
wabnoHb\Cuctema\YctaHoBka ycTponctB\OrpaHnyeHus
Ha YCTaHOBKY YCTPOWCTB» MOXHO 3anpeTuntb
nepeHanpaeneHve onpegeneHHbIX TUNoB
nogaepXuBaeMblx camoHacTpanBaeMblX YCTPOUCTB.

3HauyeHue

Enabled
(Bknto4eHo)

Cpeaa yaaneHHbIX CeaHCOB




MyTb: KomnoHeHTbl Windows — CnyX6bl yaaneHHbIX pabo4nx CToNoB — Y3en ceaHCOB yAarieHHbIX
pabouyunx ctonoB — Cpena yaaneHHbIX ceaHCoB

(aHrn. — Windows Components — Remote Desktop Services — Remote Desktop Session Host — Remote
Session Environment)

v OnucaHue NonuTKK

MonuTtuka OnucaHue 3HauyeHue

OTOT NnapameTp NONUTUKM NO3BONSET yaanuTb ANeMeHT
«OTKNIOYEHME ceaHca» U3 AMarnoroBoro okHa «3aBepLueHue
pabotbl Windows» B ceaHcax cnyx6 yaaneHHbIx paboymx
ctonoB. C NOMOLLbIO 3TOro napameTpa NonmnTUKN MOXHO
3anpeTuTb Norb3oBaTensiM MPUMEHSATb 3TOT 3HAKOMbI CNocob
OTKIMOYEHUA KIMEHTCKOro KOMMbioTepa OT cepeepa y3na
CeaHCOB yaaneHHbIX pabo4ynx ctonos. Ecnu aToT napameTp
MOMUTUKWN BKIOYEH, BapuaHT « OTKNIOYEHME ceaHca» He
Remove
_ oTobpaxaeTcsi B pacKpbiBaloLLLEMCS CUCKE B ANanOroBoM
"Disconnect” )
OKHe «3aBeplueHne pabotsl Windows». Ecnn aToT napametp

option from Shut
MONMUTUKM OTKIKOMEH UIN HE HAaCTPOEH, aneMeHT «OTKMYeHne

Down dialog
ceaHca» He ygansieTcs U3 cnmcka B AnanoroBoM OKHe
(Yoanutb _
«3aBepLueHune pabotel Windows». NpumevaHume. 3710t Enabled
SnemeHT
napamMeTp NOSIMTUKN BNUSIET TONbKO Ha ANarioroBoe OKHO (Bknto4eHo)
"OTKnNoYeHne _
. «3aBepweHue pabotbl Windows». OH He 3anpeLlaet
ceaHca" n3
nonb3oBaTensam NPUMEHATb Apyrme MeToabl AN OTKNIOYEHNS
Anarora
OT ceaHca cnyx6 yaaneHHbIX paboymx cTonos. ATOT NapameTp
3aBepLueHus
NOMUTUKN TaKKe He 3anpeLLaeT OTKMYEHNEe CeaHCoB Ha
paboTbl)

cepBepe. MoXHO 3apaTb Nepuog BpeMEHU, B Te4eHne
KOTOPOroO OTKITHOYEHHbIN ceaHC ByaeT ocTaBaTbCA akTMBHbBIM Ha
cepBepe, C NOMOLLbK HACTPOWKN NapameTpa NOnUTUKK
«KoHdurypauyus komnbioTepa\AAMUHUCTPATUBHbIE
wabnoHb\KomnoHeHTbl Windows\Cnyx6bl yaaneHHbIX
pabo4ynx ctonos\Y3en ceaHCoOB yaaneHHbIX pabounx
ctonoB\OrpaHn4yeHns ceaHcoB No BpeMmeHn\3agatb
orpaHu4eHue no BpeMeHu Ans OTKITHYEHHbIX CEaHCOBY.




Monutuka OnucaHue 3HauyeHue

Onpepensert, cnegyeT Ny yaanuTb anemMeHT «besonacHocTb
Windows» 13 meHto «llapameTpbl» Ha KnneHTax cnyxo

yAaneHHbIX paboymx cTonoB. ATOT NapamMeTp NONUTUKN MOXKHO
Remove
) Ncnonb3oBaTth, YTOObI HE JOMYCTUTL OTKIIOYEHUS
Windows .
o HEeAOCTaTOYHO ONbITHLIX MOSib30BaTenemn u3 cnyo yaaneHHbIX
Security item
pabo4ynx cTonoB No HeaocmoTpy. Ecnn yctaHoBRneHo
from Start menu

o cocTosiHne «BknoyeHo», To NyHKT «besonacHocTb Windows» Enabled
nannTb
He oTobpakaeTcs B MeHto «[llyck». B pesynbrarte ans Toro, (BkrtoyeHo)
3NEeMEeHT
. 4YTOObI OTKPbLITL ANanoroBoe okHO «besonacHocTb Windows»
BesonacHocTb
) . Ha KITMEHTCKOM KOMMbIOTEPE, NONb30BaTeNb AOMKEH
Windows" n3

. . NCMonb30BaTh crneunanbHOe codeTaHNe KnaBuLl
MeHto "Myck")
(CTRL+ALT+END). Ecnu yctaHoBneHo coctosiHne
«OTknoueHo» nnn «He 3agaHo», To NyHKT «be3sonacHocTb

Windows» ocTtaetcsa B MeHo «ITyck».

Be3onacHocCTb

MyTb: KomnoHeHTbl Windows — Cnyx6bl yaaneHHbIX pabounx cTonoB — Y3ern ceaHCOB yAaneHHbIX
pabouunx ctonoB — BesonacHocTb

(aHm. — Windows Components — Remote Desktop Services — Remote Desktop Session Host — Security)

v OnucaHue NonuTuK

Monutuka OnucaHue 3HayeHue
Require secure YkasbiBaeT, TpebyeT nin cepBep y3na ceaHCoB yaaneHHbIX Enabled
RPC pabounx ctonoB 6e3onacHble RPC-nogkntoyeHns oT Bcex (BkntoveHo)

communication KNMeHTOB NnMbo gonyckaeT Hebe3onacHble NOAKIMHYEHNS.

(TpeboBatb OTOT NnapameTp MOXHO UCMOMb30BaTh A1 NMOBbILIEHMS
©esonacHoe BesonacHocTu knneHTcknx RPC-noakntoyeHnin, paspeluas
RPC- TOSbKO NPOBEPEHHbIE U 3alunpoBaHHbIe 3anpockl. Ecnu

nop,Kmoqume) COCTOSIHME UMEET 3Ha4YeHne «BkntodeH», To CJ'Iy)K6bI




Monutuka

Set client
connection
encryption level
(YcTtaHoBUTL
YpOBEHb
LndppoBaHns
AN KITMEHTCKNX

NOAKIHOYEHNI)

OnucaHue 3HauyeHue

yAaneHHbIX pabo4ymx CTONOB NPMHMMAIT 3anpochl TONbKO OT
RPC-knueHTOB, NnogaepxumBatoLmnx 6esonacHble 3anpochl, 1
He gonyckatT Hebe3onacHble NOAKIHYEHNS HEAOBEPEHHbIX
KnneHToB. Ecnu cocTtosiHne nmeet 3HadyeHne «OTKIoYEHY,
TO CcNy>0Obl yaaneHHbIX pabo4mx CTONoB Bceraa
3anpawwusatoT 6e3onacHyto nepegady Bcero RPC-tpadguka.
OpHnako RPC-knueHTam, He OTBEYaAOLLMM Ha 3anpoc,
paspeluaetca HebesonacHoe noakntodeHne. Ecnmn coctosiHmne
nmeet 3HaveHne «He 3agaH», gonyckarTcsa Hebe3onacHble
nogkntodeHund. NMpumevarne. UHtepdenc RPC
ncnonb3dyeTca Ang agMMHUCTPUPOBAHMUS U HACTPOWMKN Cryx6
yaaneHHbIX paboymx CTonos.

TOT NapaMeTp NOSIMTUKK onpegensieT, TpebyeTcs fim 0cobbINn Enabled
YypPOBEHb LINpoBaHua ans 6e3onacHoro B3aMMoaenCcTBIS Encryption
MeXay KITMEHTCKMMUM KOMMbIoTEpaMu 1 cepeepamMu yana Level: High
CeaHCOoB yAaneHHbIX pabounx CTONOB BO BPEMS yAANEHHbIX Level
nogkntodeHnn no npotokony RDP. Ecnn Bl BKovaeTe aToT (BkntoyeHo
napameTp NonnTUKK, BCe B3aMOOENCTBUS Mexay YpoBeHb
KNUeHTaMn n cepsepamMmn y3rioB CeaHCOB yaareHHbIX LUMppoBaHUS:
paboymnx CTOrNoB BO BpeMs yaaneHHbIX NOAKNI0YEHNI Bbicokuin
OOIMKHbI MCMOMNb30BaTh METOA LWMPOBaHUS, 3a4aHHbIA B YPOBEHb)

3TOM napametpe. Mo ymonyaHuio 3agaHo 3HaYeHne YpPOoBHS
wnppoBaHus «Bbicokuny. Nogaepxusatotcsa cnegytowime
mMeToabl WnpoBaHns. Beicoknit. 3HadeHne «BbiCOKMI»
0O3Hayaer, YTO AaHHble, KOTOPbIMU OOMEHUBAIOTCS KITUEHT U
cepBep, WKGPYTCA Ha OCHOBE CTOMKoro 128-6mutHoro
wndpposaHud. Vicnonb3ynTte aToT ypoOBEHb B cpeaax,
KOTOpble cogepXaT ToNbKo 128-6UTHbIE KNMEHTDI
(Hanpumep, KNWeHTbI, UCNOMb3YoLLNE CryX0y
«[lMopknoyeHne k yoaneHHoMy paboyemy ctony»). KnveHTsl,
KOTOpble He NOoAAEepP>KMBAKOT 3TOT YPOBEHb LUMEPOBaHUS, HE
MOTYT NOAKINIOYMTBLCS K CepBepaM y3na ceaHCOB yaareHHbIX
pabouynx ctonoB. COBMECTMMBbIN C KITMEHTCKNM. 3Ha4YeHne
«COBMECTMMBIN C KITMEHTCKMM» O3HaYaET, YTO JaHHble,
KOTOPbIMN OOMEHNBAIOTCA KITMEHT 1 CepBep, LWNMpYTCH C




MonuTtuka OnucaHue 3HauyeHue

NCrosib30BaHNEM KIo4a MakCUMarnbHOW CTOMKOCTN,
noaaepXnBaeMon KnmeHToM. Micnonb3ynte aToT ypoBEHb
LWndpoBaHMA B cpeadax ¢ He nogaepkmeatrowmmm 128-
BuTHOE WndpoBaHue knmeHtTamu. Huskmin. Mpun 3HavyeHnmn
«Hwunskmn» ¢ nomolbto 56-6UTHOrO WIMdPOBaHUSA
LWINPPYIOTCA TONLKO AaHHbIE, NepecbinaemMble OT KIMeHTa K
cepBepy. Ecnv napameTtp oTkrtoMeH Uy He 3aaH,
rpynnoBas NonnTuKa He pernaMmeHTUpyeT ypoBeHb
LWMdPOBAHUS, UCMONb3yeMbI AN yaaneHHbIX NOAKMIYEeHUI
K cepBepaM y3na ceaHCOoB yaalneHHbIX paboymx CTonos.
BaxHo! CootBetcTtBue ctaHgapty FIPS moxHO HacTponTb
yepes «CucrtemMHble cpeacrea WndpoBaHusa». Micnonbaymrte
FIPS-coBmecTMMbIe anropuTmbl 451 NapameTpoB
LWNdpoBaHUSA, X3LWWNMPOBAHUSA N LMGPOBON NoAnNucu B
rpynnosown nonutuke (KoHdurypaums
komnbtoTepa\llapameTpbl Windows\lMNapameTpsbl
6e3onacHocTu\JTokanbHble nonuTukm\lNapameTpsbl
6esonacHocTtwn). MNapameTtp «FIPS-coBMecTUMbINy
obecrneyvBaeT WNdpoBaHNEe N paclN@POBKY OaHHbIX,
OTnpaBnsieMbIX OT KNMeHTa K cepBepy 1 obpaTtHo, ¢
nomoLbio anroputmoB wudposanus FIPS 140-1 (Federal
Information Processing Standard), ncnonbsys mogynu
WwndppoBaHusa koprnopaunn Mankpocodrt. Micnonb3yinTte aToT
YPOBEHb LUIN(POBAHNA NPU B3aUMOLENCTBUN MEXAY
KNMeHTaMn n cepBepamMu y3na ceaHCcoB yaarneHHbIX paboymx
CTONOB, KOTOpOe TpebyeT HanBbICLLErO YPOBHS
LnppoBaHus.

Orpanquwe ceaHCOB NO BpemMeHHn

MyTb: KomnoHeHTbl Windows — Cnyx06bl yaaneHHbIX paboynx cTonoB — Y3en ceaHCoB yAaneHHbIX

paboumnx cronoB — OrpaHu4YeHne ceaHCOB MO BPEMEHU

(aHrn. — Windows Components — Remote Desktop Services — Remote Desktop Session Host — Session

Time Limits)



v OnucaHue NonuTuK

Monutuka

End session
when time
limits are
reached
(BaBepLiatb
ceaHc npwu
AOCTMXKEHNN
orpaHuyeHus
Nno BpEMEHM)

OnucaHue

OTOT NnapameTp NonuUTUKK onpegenseT, 3aBepLuaeTcs nv
ceaHc cnyx6 yganeHHbIx paboymx CTONoB No Tanm-ayTy
BMECTO OTKITto4eHUs. Bbl MOXxeTe ncnonb3oBaTb 3TOT
napameTp ANs NPUHYAMTENBHOIO 3aBepLUEHUst ceaHca
cnyx6 yaaneHHbIx paboymx cTonos (B 3TOM crnyyae
OCYLLIECTBSAETCHA NPUHYAUTENBbHBIN BbIXOA MONb30BaTens, a
CBe[leHUs1 O ceaHce yaansTcs ¢ cepBepa) No AOCTUXEHUN
npegerna orpaHN4YeHns akTUBHOIO Unn 6e3nencTeyroLero
ceaHca. [1o ymonyaHuto cnyx6bl yaaneHHbix pabounx
CTONOB OTKIIOYAKT CeaHCbl MO UCTEYEHUMN YKa3aHHOro Ansg
HUX BpeMeHN ceaHca. OrpaHn4eHnsi N0 BpEMEHU
yCTaHaBNUBaKTCH aAMUHUCTPATOPOM CepBepa JiIoKarbHO
UIIM C MOMOLLLIO rPYNMNoBon NonuTukK. CM. napameTpbl
nonuTUKN «3adaTtb OrpaHMyYeHne No BpeMEHN A5s aKTUBHbIX
ceaHcoB cnyx6 yaaneHHbIx paboynx cTonos» u «3agatb
orpaHu4eHne No BpeEMEHN AN aKTUBHbIX, HO
6e3aenCTBYIOLLMX CeaHCOB Cry>X0 yaaneHHbIX pabodmx
ctonosy. Ecnu Bbl BKItoYaeTe 3TOT napamMmeTp NOMUTUKN,
cnyx6bl yaoaneHHbIX pabo4vmx CTOMNOB 3aBepLUatoT BCe
CeaHChbl C UCTEKLUNM BpeMeHeM oxungaHus. Ecnv bl
OTKNtoYaeTe 3TOT NapameTp NONNTUKK, CNYXObl yaaneHHbIX
paboymnx CTONoB BCeraa OTKMIYaoT CeaHchl,
npeKkpaLleHHbIe No TanM-ayTy, Aaxe ecnn
agMVHUCTPaTOPOM cepBepa onpeneneHo NHoe noesedeHne
ANSA 3Toro napamerpa nonuTukn. Ecnu Bl He HacTpanBaeTe
9TOT NapameTp NONUTUKK, CNyX0bl yaaneHHbIX pabodmnx
CTONOB OTKIIOYAT CeaHCbl, NpeKkpaLleHHbIe Mo TanM-ayTy,
€Cnn HOE He ONnpeaeneHo B NoKarnbHbIX NapaMeTpax.
[MpumeyaHne. STOT napamMeTp NOMUTUKU NPUMEHSAETCS
TONBbKO K ABHO onpeaeneHHbIM agMUHUCTPaTOPOM
OrpaHU4YeHnsM No BpeEMEHN OXnaaHus. STOT napameTp
NOMUTUKN HE NMPUMEHSIETCS K COBLITUSIM BpEMEHU
OXMAaHMWS, KOTOPblE ONPeaensoTCS YCroBMSMM CETEBbIX

3Ha4yeHue

Enabled
(Bknto4eHo)




Monutuka

Set time limit
for
disconnected
sessions
(Bapatb
orpaHuyeHue
Nno BpeMEeHMU
ans
OTKIMIOYEHHbIX

ceaHcoB)

OnucaHue

NoAKIIYEeHUN. OTOT NapameTp AOCTYNEH B nankax
«KoHurypaums komnbrotepa» n «KoHdurypauma
nonb3oBartensa». Ecnu HacTpoeHbl 06a napameTtpa, To
npuopuTeT nmeeT napameTp B nanke «KoHdurypauus
KOMMbOTEPAY.

OTOT napameTp MonUTUKM MO3BONSET HACTPOUTb
orpaHu4eHne No BpeMeHU Ans OTKITHYEHHbIX CEaHCOB
cnyx6 yaaneHHblx pabounx ctonos. C NnoMOLb 3TOro
napameTpa NofMTUKM MOXHO onpeaennTb MakCuMmasibHbIN
nepvon BpeMeHU, B TeHeHME KOTOPOro OTKMOYEHHbIN CeaHe
OCTaeTCs akTUBHbIM Ha cepBepe. [1o ymonyaHuio cnyxosbl
yaaneHHbIX paboynx CTONOB paspeLuatoT Nosib3oBaTensimM
OTKNtoYaTbCHA OT ceaHca cnyx6 yaaneHHbIx paboynx cTonos
6e3 3aBepLUeHMsa 3TOro ceaHca u Bbixoda u3 Hero. Korga
CeaHC HaxoauTCs B OTKMOYEHHOM COCTOSIHUW, BbINOSIHEHNE
3anyLeHHbIX MporpaMmM NPOLOIMKAETCs, XOTS NoNb30BaTesb
He nogkmntodeH. o ymMonyaHuio Takue OTKMYEHHbIE CeaHchl
OCTalTCs OTKPbITLIMU Ha CepBEPE HEOrPAHNYEHHOE BPEMSI.
Ecnu Bbl BKtovaeTe 3T0T napameTp NOMUTUKN,
OTKIIOYEHHbIE CeaHChbl yaansTCca ¢ cepBepa Mo UCTe4eHum
yKa3aHHoro BpemeHun. Ytobsl obecneuntb noBegeHme no
YMOS4YaHUIO, COrfTacHO KOTOPOMY OTKIHOYEHHbIE CeaHCbl
obcnyxuBatoTca 6e3 orpaHn4yeHns BpeMeHu, BblbepuTte
«Hwukorga». [1na KOHCOMbHOro ceaHca orpaHnUYeHust rno
BPEMEHW K OTKIMIOYEHHbIM ceaHcaM He npumeHsoTea. Ecnu
Bbl OTK/OYAETE UM HE HacTpamBaeTe TOT NapameTp
NMOMUTUKKN, HA YPOBHE rPyrnnoBOW MOSIMTUKNA OH He
onpegeneH. Mo ymMonyaHunio OTKIMOYEHHbIE CeaHChbl Cryx6
yOaneHHbIX paboynx CTONOB OCTalTCH He3aBepLUEHHbIMU
©e3 orpaHnyeHu no BpemeHu. Npnmeyanme. AToT
napamMeTp npucyTcTeyeT B nankax «KoHdurypaums
KomnbtoTepa» n «KoHdurypauusa nonb3osartens». Ecnu
napameTpbl NOAUTUKN 3adaHbl B 06enx nankax, To
npuopuTeT nMeeT napameTp B nanke «KoHdpurypaums
KOMMbloTEpPay.

3HauyeHue

Enabled End a
disconnected
session: 1
minute
(BkntoveHo
3aBepLueHne
OTKITHOYEHHOIO
ceaHca: 1
MUHyTa)




BpemMeHHble nanku

MyTb: KomnoHeHTbl Windows — Cnyx6bl yaaneHHbIX pabo4unx cTonoB — Y3en ceaHCOB yAaneHHbIX
pabounx ctonoB — BpeMeHHbIe nanku

(aHrn. — Windows Components — Remote Desktop Services — Remote Desktop Session Host —
Temporary folders)

v OnucaHne NonnTUK

MonuTtuka OnucaHue 3HauyeHue

OTOT NapamMeTp NONMUTUKM ONPEAENSET, COXPAHSOTCS MK
BPEMEHHbIe nanku cny6 yaaneHHbIX paboynx CTonos nocne
3aBepLUEHUS ceaHCoB. ATOT NapamMeTp NOMUTMKM NO3BONSET
COXPaHsiTb BPEMEHHbIE Narnku CeaHCcoB Nonb3oBaTenei Ha
yOaneHHOM KOMMbIoTEPE Aaxe Mocne 3aBepLUEHUs ceaHca.
Mo ymonyaHuto cnyx6bl yaaneHHbIX paboynx cTonos

yoanaT BPpEMEHHbIE NMarnkKn nosnb3oBaTenemn npwu BbiXoae

Do not delete nonsb3osaTensd. Ecnu Bbl BKIoyaeTe 3T0T napameTp NonuTUKM,
temp folders BPEMEHHbIE Nanky ceaHCoB NOfb30BaTeNen He yoanawTca
upon exit (He nocne 3aBepLUeHnsa ceaHcoB. Ecnu Bbl OTKMNO4aeTe 3ToT Disabled
isable
yaansaTb napameTp NONUTUKK, BPEMEHHbIE Nanku yganawTcsa npu
(OTKNHOYEHOD)
BPEMEHHbIE 3aBepLUeHNN ceaHca, Jaxe ecrnn agMUHUCTpaTop cepeepa
narnku npu yKasan nHade. Ecnu Bbl He HacTpanBaeTe 3TOT NapameTp
BbIXoae) NONUTKKK, CRY>XObl yaaneHHbIX pabovmx CTOMNoOB yaansawoT

BPEMEHHbIe Nanku ¢ yaaneHHoro KoMrnbioTepa npu Bolxoge 13
CUCTEeMbI, eCNN agMUHUCTPATOPOM cepBepa He ornpegenex
apyron pexum. lNpumeyaHue. 3TOT NnapameTp uMeet
3Ha4yeHue, TOMNbKO ecnv Ha cepBepe NUCMOSb3YTCS
BPEMEHHbIe nankn ceaHcoB. Ecnn BkntoveH napamertp
nonnTUKN «He ncnonb3oBatb BpeMeHHbIe narku ans

ceaHcay, TO AaHHbIn napamMeTp HM Ha YTO HE BITULET.




MonuTtuka OnucaHue 3HaueHue

[aHHbIV NapaMeTp NONUTUKN HE NO3BOSSIET CryK6am
yOaneHHbIX paboymx CTONOB co3aaBaTb BPEMEHHbIe narnku
ceaHcoB. C NOMOLLbIO 3TOr0 NapamMeTpa NMosIMTUKA MOXHO
3anpeTuTb co3aaHue Ha yaarneHHOM KOMMboTepe OTAEMbHbIX
BPEMEHHbIX Nanok Ans Kaxaoro ceaHca. o ymonyaHuio
cny>6bl yaaneHHbIX paboynx CTONOB CO34al0T OTAENbHYO

BPEMEHHYI narnky Arnd KaXKaoro akTMBHOro ceaHca

Do not use nonb3oBaTens Ha yganeHHOM KoMmnbloTepe. Takue

temporary BPEMEHHbIe Narnku co3falnTcsa Ha yaaneHHOM KOMNbloTepe B

folders per nanke Temp nanku Nnpoguna Nonb3oBaTens u Nosy4yaroT UM

session (He no Kofgy ceaHca. Ecnu Bbl BKMovaeTe 3aToT napameTp Disabled
ncnonb3oBaTb NONUTUKN, BPEMEHHbIE Nankn ceaHCcoB He co3fatoTtcd. Bmecto  (OTknoueHo)
BPEMEHHbIE 3TOro BpeMeHHble dannbl Nonb3oBaTens Ansg BCeX CeaHCoB

nanku ans Ha yaaneHHOM KOMMboTepPe XpaHATCS B ob6Lien nanke Temp

ceaHca) nanku npodung nonb3osaTens Ha yganeHHOM KOMMboTepe.

Ecnu Bbl oTkNOYaeTe 3TOT NapamMeTp NONUTUKU, OTAENbHbIE
BPEMEHHbIE Nanky Bceraa co3naroTcs ANs Kaxaoro ceaHca,
[axe ecrnv agMUHUCTPaTOPOM cepBepa onpeaereH Apyron
pexuM. Ecnv Bbl He HacTpanBaeTe 3TOT NapaMeTp MONUTUKM,
OTAENbHble BPEMEHHbIE Nanku A KaXkaoro ceaHca
co3paloTcs B TOM crlyyae, ecrnv agMUHUCTPaTopoM cepBepa

He onpegeneH ApYron pexum.

NMopsaaok nmnopta NONUTUK

1. Ha koHTponnepe goMeHa co3fanTe HOBbIM O6BLEKT rpynnoBon nonutukun, Hanpumep "Indeed PAM RDS
Server".

2. HactpownTte cdomnbtpbl 6e30nacHoCTM 06beKTa rpynmnoBor NONUTUKK AN MPUMEHEHUS TONbKO K 0OBbEKTY
cepsepa Indeed PAM Gateway.

3. CkavanTte apxmB ¢ HAOOPOM MOSNUTUK AN PYCCKOM UK aHITIMNCKON BEPCUN CepBepa M pacnakymTte BO
BPEMEHHYIO Nariky.

4. HaxkmnTe npaBon KHOMKOW MbILLM NO CO34aHHOMY O6'beKTy prHHOBOVI NOJINTUKN N Bbl6epVITe B

KOHTEKCTHOM MEHI0 NyHKT "IMnopT napameTpos...".


https://cloud.indeed-id.com/index.php/s/LnoChdpzRfL2B8Q
https://cloud.indeed-id.com/index.php/s/KJBMbT4jry0Rl4g
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5. YkaxuTte nyTb K Nanke ¢ pacnakoBaHHbIM apX1BOM.

Pacnonoxenwe apaea
BrifepuTe nanky apxisa ANA MMNoOpTa NapaMeTpos.

[Nanka apsea:

I~ Users\Victor.osipovGPOndeed PAM RDS Server AU

«< Hazan ” Hanee = || CmaeHa | | Cnpaexa |




6. B okHe "[lepeHoc ccbinok" BKNYMTE OMNuUmMIo "TOYHO KONMPOBATb UX M3 NCTOYHMKA".

lNeperoc cownoK
YicaWTe cnocod Nepenayui cobinok cyfbekTam Ges0nacHoCTY (Fpymnan,
NoNbS0BEATENAM, KoM Tepam) u UINCyma.

ArpaBHEIR 06 BEKT rpYNNOB0A NONMTWKK COOEPAMT CChINKK Ha CYEBEKThI
fesonacHocT M My UNC. [Npu npeofpasoBaHM 3T CobINokK:

@ ToYHD KOMWDOBATE VX M3 MCTOYHWICE:

C NOMOLLLEHD 'IEEHHLU:I MUrpauE CoONoCTIBMTE M B KOHEYHOM ofbeKTe Fp’j‘ﬂl‘lﬂﬁﬂﬂ
MO TAKKH

| | Ofsop...
|:| WcnonesoeaTe TAGNMLY MWMPELWK B MOHOMOMNEHOM PEXMME, Wamerims

Ecnu kakne-nubio cyfber el GesonacHocma uma mymi UNC B

AEMEHOM 0D BEKTE MDYNINOE0A NONMTAKIA OTCYTCTEYIOT B
TabNALE MMMPELMW, HE BEINONHATE MMMOPT.

| < Haszan ” Oanee > || CmaeHa || Cnpaeka |

7. MNMocne ycnewHoro MnopTa OTKPONTE OOBHEKT rpynnoBOM MNONUTUKN U UCNpaBbTe NONMTUKY PaspewarTb
BXOA B CUCTEMY 4Yepe3 crnyX0bl yaaneHHbIX pabounx ctonoB (aHrn. — Allow log on through
Remote Desktop Services), nobasns B Hee rpynny 6e3onacHOCT Nonb3oBaTenen, KOTopbiM HEOOXOANM
yOaneHHbIn JOCTyn.

8. BbinonHuTe nNpuBs3sky obbekTa rpynnoBoO NOAUTUKN K OPraHn3aLMOHHOMY NOAPa3aeneHnto, KoTopomy

npuHagnexut cepeep Indeed PAM Gateway.

9. NMpuMeHnTe NONUTUKN, BLIMONHNB KOMaHAy gpupdate /force Ha cepsepe Indeed PAM Gateway.



HacTpolku 6e3onacHocTu cepBepa
gocTtyna

/\ NPEAYNPEXOEHUE

O6sa3aTenbHO BbINOMHUTE AEWUCTBUS, KOTOPbIE MEPEYNCIIEHbl Ha 3TOM CTpaHuue. OTo Tpebyetca ans

KoppekTHon paboTbl Indeed PAM.

MpmeHeHMe HaCTPoOEeK C NOMOLLbIO YTUITUTDI

YT06bl NPUMEHNUTL HEOGX0AMMbIE HACTPONKN Ge3onacHOCTY cepBepa AOCTyna BbIMOMHUTE crieaytoLme

JencTBus:

1. Nepengnte B nanky ¢ auctpmbytnesom IndeedPAM_3.0_RU\indeed-pam-tools\configuration-
protector\.

2. 3anycTute KOMaHAHY CTPOKY OT MMEHM agMUHUCTpaTopa.

3. BbinonHuTte Kkomanay:
.\Pam.Tools.Configuration.Protector.exe apply-gateway-security

4. YctaHoBuTe napameTp 3anpeTuTb JOCTYN K NaHenu ynpasneHus U napameTpam KoMnbloTepa
rpPynnoBOK NONUTKKN B 3HaYeHne BknroveHo.

MyTb: KoHdurypauusa nonb3osatenss — AAMUHUCTPATMBHbIE WabnoHbl — [aHenb ynpaBneHus —

Sal'lpeTI/ITb OOCTYynN K nNaHenu ynpasrieHnAa U napamMmeTpam KoMnbrTepa.

(anrn. — User configuration — Administrative Templates — Control Panel — Prohibit access to Control

Panel and PC settings)
5. lNepesarpy3nte MalLMHy C cepBepoM OCTyna.

6. Y6eautech, 4TO HeOBXOAMMbIE HACTPOWiK1 Ge3onacHOCTY cepBepa AOCTyna NPUMEHUIUCH.



7. MNpoBepebTe Balum Lenesble pecypcbl — ybeantech, 4To napameTp TpeboBaTb Ucnosnib3oBaHUe
crneuuvanbHOro ypoBHs 6e3onacHoCTy Ans yaaneHHbIX NoAKnoYeHUn no nporokony RDP

I'pyl'll'lOBOI?I NOJIUTUKN YCTaAHOBJTIEH B OAHO M3 3HAYEHUN:

o He 3apaHo
o BknroyeHo: Negotiate

o BknroyeHo: SSL

MyTb: KoHdurypauusa komnbtotepa — AAMUHUCTPATMBHbIE WabnoHbl — KomnoHeHTbl Windows —
Cnyx6bl yaaneHHbIx pabounx cTonoB — Y3ern ceaHCcoB yaaneHHbIX pabounx ctonos — besonacHocTb

— TpeboBaTb UCNONb30BaHMe crneunansHOro YpoBHS 6e30nacHOCTM ANs yaaneHHbIX NOAKMYEHU No

npotokony RDP

(aHrn. — Computer Configuration — Administrative Templates — Windows Components — Remote
Desktop Services — Remote Desktop Session Hosts — Security — Require Use of Specific Security

Layer for Remote (RDP) Connections)

/\ NPEQYNPEXAEHUE

3HadeHne BknroveHo: RDP He nogaepxumBaetca cuctemon Indeed PAM.

MpoBepka ycnewwHOro npuMeHeHUs HacCTpPoekK
Ge3onacHOCTU cepBepa AocTyna

YTto6bl yOeauTbca, 4To HeObXoaMMble HAacTPOKKu 6e3onacHOCTM cepBepa JOCTyna NPUMEHMUIUCS,

BbINONHUTE cregyowmne OenNcTBUs:

1. Nepengnte B nanky c auctpmdytnesom IndeedPAM_3.0_RU\indeed-pam-tools\configuration-

protector\.
2. 3anycTtute KOMaHOHYI CTPOKY OT MUMEHM agMUHUCTpaTopa.

3. BbInonHuTte KomaHay:

.\Pam.Tools.Configuration.Protector.exe validate-gateway-security

lMMpmeHeHMe HaCTPOEK BPYUHYHO



Ecnu ucnonb3osanune ytunutel Pam.Tools.Configuration.Protector no kaknm-nn6o npyynHam HEBO3MOXHO,
TO NPUMEHUTE HeobxoaMMble HAaCTPONKM BGE30NACHOCTU BPYYHYHO, Kak ONMCAHO HUXKE.

1. KonupoBaHue channa 6udbnuoreku B gupekrtopuio ProxyApp.

Mepenaute B anpekTopuio C:\Program Files\dotnet\shared\Microsoft.NETCore.App\3.1.24,
ckonupynte pann Microsoft.DiaSymReader.Native.amd64.d1l B anpektoputo C:\Program
Files\Indeed\Indeed PAM\Gateway\ProxyApp . Bepcus B uCxogHOM Myt MOXET OTnn4aThCs, B
3aBucumocTtu ot Bepcun Dotnet Runtime, yctaHoBneHHOro Ha cepBepe. Micnonb3ynte HanbosnbLLyto

BEPCUIO, KOTopas HauymHaetcs ¢ 3.1.

2. OTKno4YeHue nonb3oBaTeIbCKOro XpaHunuila AoBepeHHbIX KOpHeBbIX cepTucpukartos LIC

EcTtb gBa cnocoba:

o Yepes rpynnoByto NOMUTUKY

o Yepes HacTpoliky B peecTpe Ha RDS Gateway cepBepe, ecnv He NpUMeHeHa rpynnosasi NonmTuka

Cnocob6 1 — yepe3 rpynnoByro NONUTUKY
N3meHuTe HacTponKy B rpynnoBon nonutuke, gencteytowen Ha RDS Gateway cepsep:

MyTb: KoHdurypauma komnototepa — KoHdurypaums Windows — NapameTtpbl 6e3onacHocTn —

Monuntnka oTKpbITOro Krtoda — lNMapameTpbl noaTBEPXAEHUS NYTU cepTudukaTa

(aHrn. — Computer Configuration — Windows Settings — Security Settings — Public Key Policies —
Certificate Path Validation Settings)

Bo Bknagke XpaHunuvwa (aHrn. — Stores):

i. Bkntounte onuuio Onpegenutb napameTpbl nonuTukK (aHrn. — Define these policy settings)

ii. OTknNounTe onumto PaspelwnTb ucnonb3oBaHue KopHeBbIix LIC, koTopbiM aoBepseT
nonb3oBaTenb, ANA NpoBepku ceptudukartoB (aHrn. — Allow user trusted root CAs to be used

to validate certificates)

Cnoco6 2 — yepe3 HAaCTPOMKY B peecTpe

B HKLM\SOFTWARE\Policies\Microsoft\SystemCertificates\Root\ProtectedRoots cosgante
Kntod Flags ¢ Tmnom DWORD M ycTaHoBUTe 3HayeHue 1. [lonb3oBaTtenbCkoe XpaHunuuie 4oBEPEHHbIX
KOpHeBbIX cepTudukartos LIC oTkntoveHo, ecrnv nepebl OUT 3Ha4YeHUa B Flags paBeH 1.



3. OTknroveHue cnyx6 cuctemsl push-ysegomnenHnn Windows.
OTkntounTe crnegytowimne cnyxobi:

o Cnyx6a cucrembl push-yBegomnenun Windows (aHrn. — Windows Push Notifications,
WpnService)

o Monb3oBaTtenbckas cnyx6a push-yBegomneHunn Windows (aHrmn. — Windows Push
Notifications User, WpnUserService)

4. OTknroyeHue MNMaHenu YnpaBneHus ons nonb3oBaTternien B rpynnoBOW NosMTUKe.

YctaHoBute napameTp 3al1p9TMTb AOCTyNn K naHenun ynpaBsfieHUA U napamMeTpamMm KoOMnbiloTepa

rpynnoBow NOfIMTUKKN B 3Ha4YeHe BknroyeHo.

MyTb: KoHdurypauusa nonb3osatenss — AAMUHUCTPATMBHbIE WabnoHbl — [aHenb ynpaBneHus —
3anpetntb OCTYN K NaHenu ynpasreHus U napameTpamMm KoMMbioTepa.

(aHrn. — User configuration — Administrative Templates — Control Panel — Prohibit access to Control

Panel and PC settings)

5. NpoBepKa BbIOpaHHOro ypoBHA 6€30nacHOCTU AN yAaneHHbIX NoAKHYeHUN NO NPOTOKOMNY
RDP B rpynnoBo# nonuTuke LieneBbIiX pecypcoB.

MpoBepbTe BalLK LieneBble pecypcbl — y6eamTech, 4To napameTp Tpeb6oBaTb ucnonb3oBaHue
cneumnanbLHOro ypoBHSl 6€30MacHOCTM Ansl yAarneHHbIX NOAKM4YeHui no npotokony RDP

rpynnosoﬁ NOJNTUTUKN YyCTaHOBJ1EH B OAHO M3 3Ha4YeHUN:

o He 3apaHo
o BknroyeHo: Negotiate

o BknroyeHo: SSL

MyTb: KoHdurypauusa komnbtotepa — AAMUHUCTPATMBHbIE LWabnoHbl — KomnoHeHTbl Windows —
Cnyx6bl yaaneHHbIx pabounx cTorioB — Y3en ceaHCoB yaaneHHbIX pabounx ctonos — besonacHocTb
— TpeboBaTtb nUcnonb3oBaHWe cneynanbHOro YpoBHA 6e30nacHOCTU AN yAaneHHbIX NOAKYeHU No
npotokony RDP

(anrn. — Computer Configuration — Administrative Templates — Windows Components — Remote
Desktop Services — Remote Desktop Session Hosts — Security — Require Use of Specific Security

Layer for Remote (RDP) Connections)



/\ NPEQYNPEXAEHUE

3HauyeHune BknroveHo: RDP He nogaoepxnBaetcs cuctemon Indeed PAM.



CwmeHa knrova wndposaHua bl PAM

B cnyyae komnpomeTtaumm knroda wmgpoBaHus npeaycMoTpeHa BO3MOXHOCTb poTauum mactep kntoya b/l
6e3 octaHoBkM paboTel PAM.

[ns atoro ncnonbsyetca ytunuta Key Rotator.

Windows IndeedPAM_3.0_RU\indeed-pam-tools\key-rotator\Pam.Tools.KeyRotator.exe

Linux /etc/indeed/indeed-pam/tools/key-rotator.sh

lMepen 3anyckoM yTUNUTbl BHECUTE U3MEHEHNSA B KOH(OUIYpaLUNOHHBIN dhann KoMNoHeHTa Core, B CEKUUIO

Encryption.

Mo ymonyaHuio B 3TOM CeKLMN HaXOOAUTCA TONbKO nogcekums Primary, B KOTOpOW yKa3aH OeACTBY LI
KN4 WncpoBaHus U apyrue AencTeyrowme Hactponkmn b.

UTo6bl N3MeHNTb KItou WindposaHusa bll, BeinonHuTe criegyrowime warm:

1. Cosganite BTOpYtO nogcekunio Secondary B cekuum Encryption.
2. NepeHecute HacTporkn 13 Primary B Secondary.

3. BHecuTe HOBbIV KNtoY LWIMdpOoBaHUs B cekumto Primary.

4. CoxpaHuTe nsMeHeHNsa KOHUrypaumoHHoro dpamna.

5. 3anyctute ytunuty Key Rotator.

6. MNocne 3aBepweHnsa paboTbl yTUNUTLI yaanuTte n3 KOHUrypaunoHHoro dganna cekumio Secondary.



CepBUCHbIe onepauuu

CepBucHble onepauuun ansa pecypcoB Windows

/\ NPEQYNPEXAEHUE

Ecnv koMnoHeHTbI cepBepa ynpasBneHus yCTaHOBMEHbI Ha onepaunoHHyo cuctemy Linux, To ans
BbINONHEHNS cepBUCHbIX onepauunn Ha Windows-pecypce gomkHa 6biTb HacTpoeHa cnyxb6a WinRM no
HTTPS

CepsucHble onepaunn ans pecypcos Windows BbIMOMHAKTCA OT UMEHU JOMEHHOW UMW NOKanbHOW yYETHOM

3anncu:

» [lpoBepka coeqMHEHUs C pecypcom

o CUHXpOHU3aLMs NoKasbHbIX YYETHbIX 3anmcen

o [1poBepka naporsi noKanbHbIX YY4ETHbIX 3anucemn

¢ N3meHeHne napons rokanbHbIX YY4eTHbIX 3annucen
¢ [lony4yeHne gaHHbIx 0 OC

° I'Ionyqume CnuncKa rpynn ©e3onacHoCTH

HacTtponka goMeHHON y4YeTHON 3anNnCU B Ka4yeCTBe CepBUCHON

1. BoinonHuTe BXoa Ha pecypc.

2. 3anyctuTe ocHacTky YnpaBneHue KomnblotepoM (Computer management).

w

. Mepengute B pasgen CnyxebHble nporpammbl (System tools) — JlokanbHble nonb3oBaTtenu (Local
Users and Groups) — pynnbi (Groups).

. OTKponTe KOHTEKCTHOE MEHI0 rpynnbl AgMuHUcTpaTopbl (Administrators).
. Beibepute nyHkT CBomncTBa (Properties).

. Haxmute flo6aBuTb (Add).

N O o B~

. BbibepuTte JOMEHHYI0 yYETHYI0 3annch, koTopasi Oy4eT Ncnonb3oBaTbCA B PONM CEPBUCHOM ANS
pecypca un Haxmute OK.

HacTtpounka nokanbHon y4eTHOM 3annMcu B Ka4yecTBe CepBUCHOM



Ecnu B kayecTBe cepBUCHOM y4eTHON 3anucy ByaeT MCnonb30BaThCH NOKanbHbIN BCTPOEHHbIN (built-in)
agMVHUCTpaTop, TO AOMNONHUTENbHas HacTponka He TpebyeTcs. Ecnu B kayecTBe CepBUCHON YYETHON

3anncu 6yp,eT MCcnorib3oBaTbCA HE BCTPOEHHasA JioKalribHadA y4eTHaa 3anmcb agMMHUCTpPAaTopa, 1o TpGGyGTCFlZ

1. BoinonHuTe BXo4 Ha pecypc.

2. 3anyctuTe ocHacTky YnpaBneHue komnblotepoM (Computer management).

w

. Mepengute B pasgen CnyxebHble nporpammbl (System tools) — JlokanbHble nonb3oBaTtenu (Local
Users and Groups) — pynnbi (Groups).

. OTKponTe KOHTEKCTHOE MEHI0 rpynnbl AgMuHUcTpaTopbl (Administrators).
. Boibepute nyHkT CBomncTBa (Properties).

. Haxmute flo6aButb (Add).

~N O o B~

. BeibepuTe nokanbHyt0 y4eTHYH0 3annch, KoTopasi OyaeT NCnonb3oBaTbCA B PO CEPBUCHON AN
pecypca n Haxmute OK.

[o¢]

. 3anyctute Pepaktop peectpa (RegEdit).

9. PackpounTte
BeTky HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System\

10. OTKpoOWNTE KOHTEKCTHOE MEHI0 pasaena System.

11. Boibepute nyHkT Co3aaTb (Create) — Mapametp DWORD 32 (DWORD (32-bit) Value).
12. BeeauTte HasBaHue napametpa — LocalAccountTokenFilterPolicy.

13. OTKponTe KOHTEKCTHOE MeHto NnapameTpa LocalAccountTokenFilterPolicy.

14. Bbibepute nyHkT U3meHunTb (Modify) n yctaHosute 3HadveHue: (Value data:) pasHoe 1.

HacTponka peecTtpa HeobxogmMma u3-3a orpaHudeHnin yoaneHHoro ynpasneHus WinRM gns scex

NOKarnbHbIX YY4ETHbIX 3anucen, Kpome BCTpoeHHoro (built-in) agmuHucTpaTtopa.

Hactpounka Indeed PAM Core ans BbINOSIHEHNUA CEPBUCHbIX
onepauum oT UMEeHMU NOoKarbHbIX YYETHbIX 3anucen pecypca

CepsucHble onepaunn BoelnonHsatoTes npu nomowm WIinRM, ans ncnonb3oBaHUs NOKanbHbIX YYETHbIX
3anucen pecypca B Ka4ecTBe cepBUCHbIX TpebyeTca 4obaBuTb pecypc B cnncok foepeHHbiX TrustedHosts

Ha cepBepe Indeed PAM Core.

Hactpouka TrustedHosts

1. BoinonHuTte Bxoa Ha cepeep Indeed PAM Core.

2. Otkponte KomangHyro ctpoky (CMD) oT uMeHn agMuHucTpartopa.



3. BbInonHuTte KomaHay:

C:\>winrm s winrm/config/client @{TrustedHosts="Resourcel.domain.local,
Resource2.domain.local"}

YKasaHHble pecypcbl byayT 4obGaBneHbl B CNUCOK AOBEPEHHbIX.

/\ NPEQYNPEXAEHUE

Mpun nob6aBneHnmn HoBbIX pecypcoB B CrCOK OOBEPEHHbIX Tpe6yeTc;| YKa3blBaTb nobaBneHHble paHee
pecypcChbl 1 HOBbIE, TaK KaK HOBO€ 3Ha4YeHNE rnepesanncbiBaeT CTapoe.

@{TrustedHosts="Resourcel.domain.local, Resource2.domain.local,
Resource3.domain.local"}

CepBucHblie onepauum B Active Directory

/\ NPEQYNPEXAEHUE

Ecnn KoMnoHeHTbI cepBepa ynpaBneHnsi YCTaHOBMEHbI HA ONepaunoHHyo cuctemy Linux, To gns
BbIMOMHEHNSA CEPBUCHbIX onepauui B foOMeHe gormkeH 6biTb HacTpoeH LDAPS (LDAP over SSL)

HacTtpounka cepBUCHOM y4eTHOM 3anuUcu

1. 3anycTtute ocHacTky Active Directory — nonb3oBaTtenu u komnbrotepsbl (Active Directory Users and
Computers).

2. OTKpOWNTE KOHTEKCTHOE MEHIO KOHTENHEepa Unn noapasgeneHuns.

3. Boibepute nyHkT Co3paTtb (Create) — MNonb3oBaTtenb (User).

4. Ykaxute um4, Hanpumep, IPAMADServiceOps.

5. BanonHute obasaTtenbHble NONSA 1 3aBepLUNTE CO34aHMe YY4ETHOM 3anncu.

6. OTKpONTE KOHTEKCTHOE MEHIO KOHTENHepa, NoAapasgeneHns Unm KopHa JoMeHa.

7. Boibepute nyHkT CBomncTBa (Properties).



8. MNepenante Ha BkNagky besonacHocTb (Security).

() MHOOPMALIMSA

Ecnn Bknagkn BesonacHocTb HeT, To B MeHto Bua (View) skntounte Advanced features.

9. Haxxmute [lo6aButb (Add).
10. BbibepuTte yyeTHyto 3anuce IPAMADServiceOps 1 Haxvute OK.
11. Haxmute fononHuTtenbHo (Advanced).
12. BoibepuTte yyeTHyto 3anuce IPAMADServiceOps 1 HaxmuTe UameHuTb (Edit).

13. YctaHoBute anga nons NMpumensietca K: (Applies to:) 3HavyeHne [loyepHMe 06 BbLEKTLI:
NMonb3oBaTtenb (Descendant User objects).

14. B pasgene Pa3peweHus: (Permissions:) otmetste Copoc napons (Reset password).

15. CoxpaHuTe BHECEHHbIE N3MEHEHUS.

CepBUCHbIe onepauunu ansa pecypcoB *nix

CepBucHble onepaumn gnst peCcypcoB *Nix BbIMOMHATCA OT MMEHW JTOKanbHOW CEPBUCHOWN YYETHOW 3anncu:

 [MpoBepka coeanHEHUSI C PECYPCOM

e [Mounck y4eTHbIX NoKanbHbIX 3anucen Aoctyna

 [MpoBepka Napons nokanbHbIX YY4ETHbIX 3anMcen gocTyna

» VI3meHeHue naponsi nokanbHbIX Y4ETHbIX 3anucen goctyna
e [lony4yeHne gaHHbIx 0 OC

« [Nony4yeHne cnucka rpynn 6esonacHoCTy

CosgaHne n HacTpomKa CepBMCHOU Y4ETHOM 3anucu

1. BoInonHuTe BXO4 Ha pecypc
2. 3anyctute Tepmunan (Terminal)

3. Cosgante nonb3oBatens, Hanpumep, IPAMService



adduser IPAMService

4. lo6asbTe nonb3oBatens B rpynny SUDO

usermod -aG sudo IPAMService

HacTtponka rpynnbl npMBUNernpoBaHHbIX YYETHbIX 3anMcemn

ABTOMaTUYECKMI NOUCK N JobaBneHne y4eTHbIX 3anucen goctyna B Indeed PAM BbinonHseTca Ha
OCHOBaHWM 1X Npasa Ha BbinonHeHne komaHabl SUDO. [1ns npegocTaBneHns npas Ha BbIMOSIHEHUE

komaHabl SUDO Tpebyetcs BHeCTU naMeHeHus B cann /etc/sudoers.
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http://localhost:3000/privileged-access-manager/3.0/administration/management-console/
http://localhost:3000/privileged-access-manager/3.0/administration/first-launch/
http://localhost:3000/privileged-access-manager/3.0/administration/policy-setup/
http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/
http://localhost:3000/privileged-access-manager/3.0/administration/dumping-passwords/
http://localhost:3000/privileged-access-manager/3.0/administration/usage-of-postgresql-proxy/

@ Pa6orta c PostgreSQL Proxy

OsHakombTech ¢ UHhopmaumern o BodamoxHocTax Indeed PAM PostgreSQL Proxy



http://localhost:3000/privileged-access-manager/3.0/administration/usage-of-postgresql-proxy/
http://localhost:3000/privileged-access-manager/3.0/administration/usage-of-postgresql-proxy/

KoHconb agMunHuUcTpartopa

AgmnHuctpuposaHue Indeed PAM BbinonHaeTcs npy NOMOLLM KOHCOMNU aAMUHUCTpaTopa — crneumnanbHOu
obonoukn gna Indeed PAM Core. [loctynHa no cneaytowemy URL:

e Windows: https://pam.domain.local/mc

¢ Linux: https://pam.domain.local/mc

() MHOOPMALIMSA

PaspelueHne MoHMTOpa No LWMpUHE AOMMKHO ObiTb HE MeHee 1280 nukcenen, MHayYe SNEMEHTbI
MHTepdenca KOHCONM agMuHUcTpaTopa byayT oTobpaxaTbCa HEKOPPEKTHO.

AyTeHTUdUKauums

[na nonyyeHnsa gocTyna K KOHCONM agMUHUCTpaTopa Heobxoamm BTOpon haktop ayTeHTudmkaumm. Ons
perncTpauumn nepBoro ayteHTudukaTopa BbiMosHUTE criegyowme AenCcTBUS:

1. 3anycTnte KOHCOMb agMUHUCTPATOpa OT UMeHM nonb3oBaTens, Yen SID 6bin ykaszaH B KoHGUrypauum
IDP.

2. O3HaKOMbTECH C MHCTPYKUMEN MO pernctpaumm ayTeHTugukaropa.
3. YctaHoBuTe npunoxeHue ans reHepaumm OTP n otckaHupyinte QR-kog.

4. Beegute nomny4yeHHoe 3Ha4eHue B rorsie Kop Ha CTpaHuue permctpauun.

Mocne ycnewHon peructpauum Bbl OyaeTte nepeHanpaBneHbl B KOHCOMNb agMuHMcTpartopa. [Npu noBTOpHOM
NOAKIOYEHUN K KOHCONMW aaMUHUCTpaTopa NoTpebyeTcs BBECTU HOBbIV KO U3 MPUINOXEHWUS AN reHepaumm
OTP.

O NoACKA3KA

Mocrne nepBoro BXoda Ans BKIOYEeHUsS YHKUMI ynpaBneHns Tpebyetcs 4o6aBuTh nonb3oBaTens B

cocTaB agMUHUCTPATUBHOW RPOMK.



https://pam.domain.local/mc
https://pam.domain.local/mc
http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/roles/

[lepBbIN 3anyckK

lMNocne nepBoro Bxoga nepengute B pasgen Ponu 1 gobasbre TekyLero nonb3oBaTtens B porb
Administrator, 06HOBWTE CTpaHULYy — B KOHCOMNMN 0TOGpa3ATcsa BCce pasgensi.

OTKpOVITe pasgen NMonb3oBaTenu, HAXKMUTE 3HAYOK NMNOMCKA, y6eLI,VITer YTO BCE lnornb3oBaTtesin n3
YKa3aHHOIro opraHm3aunMoHHOIo noapasaerneHna KOppeKkTHO 0T06pa3VIJ'IVICb.

Mepengute B pasgen Kondurypauma — JinueHsuun. Ckonupynte 3HadyeHne n3 nons MaeHtudumkatop
MHCTanNNAUMn 1 nepeganTe ero B TEXHUYECKYO NOAOEPXKKY AN Bbinycka danna nuueHsun. MNpu
nonyveHum ganna nuueHsun PAM_rrrr.mm.aa.lic B aTom xe pasgene HaxmuTe [lobaBuTb 1 Boibepute

yKasaHHbIN hawnn.

Mepengute B pasgen Kondurypauma — CuctemHble HacTpourku. B cekunn MoaknioveHmne k Gateway
ykaxute Agpec RDCB, Umsa konnekuun RDCB. B cekumn RDP Proxy ykaxute Agpec RDP Proxy. B
cekumn PostgreSQL Proxy ykaxute Agpec PostgreSQL Proxy. B cekunn Hactponku SSH-
nogkno4veHnn ykaxmnte Agpec SSH Proxy. CoxpaHuTte nameHeHus.

I'Iepe|7|nMTe B pasgen CoObITMA — TaM OOMKHO OT06pa3VITbCFI cobbITne n3MeHeHus napamMeTpoB

KOHpurypaumm.

Mpun oTcyTCTBUM OLWIMOOK fanee MOXHO nepexoauTb k 4obaBneHno 06bHLEKTOB.

NoGaBneHne TeKyLero AoMeHa

1. Nepenante B pasgen [loMmeHbl, HaxmuTe [lo6aBUTb.

2. Beegute nmsa gomena (Hanpumep, INDEED-ID) n ero DNS (Hanpumep, indeed-id.local), Haxxmute
CoxpaHuTb.

3. OTkponiTe cTpaHuLy oOaBNeHHOro JOMeHa.

4. Haxxmute [lo6aBUTb Y4YeTHYIO 3anuUcCb U BBEOUTE UMSI CEPBUCHON YYETHOWN 3anmncu

(Hanpumep, IPAMADServiceOps).
5. 3apganTe naposib BPyYHYO U HaxXMUTe COXpaHUTb.

6. HaxkmuTe 3Hauok kapaHaawa # psiooM ¢ Hagnucblo CepBUCHAs y4YeTHasi 3anuch 1 BbibepuTe

cepBUCHYIO y4eTHyto 3anuck (IPAMADServiceOps).

7. Haxmunte npOBepVITb coeguHeHUe 1 npoeBepbTe YCNEeLWHOCTb YCTaHOBITEHNA COEOANHEHUA.


http://localhost:3000/privileged-access-manager/3.0/problem-solving/tech-support/
http://localhost:3000/privileged-access-manager/3.0/preparation-for-installation/active-directory-accounts/

10.

11.

. 3oecb Xxe, Ha CTpaHuue OMeHa, nepenanTe Ha Bknagky KoHTenHepbl AnAa pecypcoB 1 JobaBbTe

koHTelnHep Active Directory, B KOTOpOM HaxogAaTCst Hy>KHble JOMEHHbIE pecypchl (Hanpumep,

Computers).

. 30echb e, Ha CTpaHuue AoMeHa, nepenante Ha Bknaaky NMpuBunernpoBaHHbIe FPynnbl U yKaXuTe

rpynnbl 6€30MacHOCTH, B KOTOPbIX HAXOOATCS YYETHbIE 3aNMCK, C MOMOLLbIO KOTOPbIX NOfib30BaTENU
OyayT nonyyatb 4OCTYN K AOMEHHbIM pecypcam (Hanpumep, IPAMPrivilegedAccounts).

34ecb Xe, Ha CTpaHuLe AOMeHa, HaxXMnTe KHonku UmnoptupoBaTtb pecypcbl 1 CUHXPOHM3MpPOBaTh
yyeTHble 3anucu. [locne 3Toro Bce JOCTYNHbIE PECYPChI U yYeTHble 3annucu JobaBaTcs B
COOTBETCTBYIOLLME pa3fesibl KOHCOMN.

Mpn HeoBxoanmocTu nepenguTe Ha Bkragky CobbITUA ANg NpocmMoTpa nogpobHON MHopmauumn o
AOMEHHbIX COBbITMAX.

NoGaBrneHne n B3ATHUE Noa KOHTPOSb YYETHbIX
3anucem

B pasgene Y4yeTHble 3anucu OTMETLTE rano4vkomn MMNOPTUPOBAHHbIE JOMEHHbIE YYE€THbIE 3anncn. OHU

Ha4ynHakTCA C UMEeHN JOMeHa, OTMeYeHbl 3HAaKOM BOMpoca n HaxogAaTCcA B COCTOAHUN Oxunpaer peLweHus.

Beepxy HaxxmuTe Caenatb ynpaBnsiemoit. lNocne 31oro y BbIbpaHHbIX Y4eTHbIX 3anucen napons byaet

cOpoLLEH Ha HOBbI B COOTBETCTBMM C NONUTUKOMN.

[No6GaBrneHne He JOMEHHbIX PecypcoB

A WN

6.

. Mepengute B pasgen Pecypcbl, HaxxmnTe [106aBUTD.
. Bibepute MNMoppaspenexHne.
. Ykaxute Umsa pecypca, DNS w/unun IP-agpec.

. Ha ware MNMonb3oBatenbckoe NogKN4YeHUe BLIGEPUTE TUM NOAKMOYEHMS, NP HEOBXO0ANMOCTH

YKaXute agpec noaKkro4YeHnA 1 nopT.

. Ha ware CepBMCHOE noakKmn4v4eHne CHAMUTE ranoyky MUcnonb3oBaTb KOHHEKTOP AN CEPBUCHOIO

NOAKIIOYEHUS, T.K. TOKamnbHbIX YYETHbIX 3anucen ewe He 4o6aBnaAnochb, 3aBepunTe gobaBneHne

pecypca. HoBblii pecypc oTo6pasunTcs B CNMCKE PECYPCOB.

OTkpounTe cTpaHuLy pecypca, Haxmute [1oGaBUTb YYETHYHO 3anvCb, 3afanTe Naposb BPYYHYHO.

Pecypc rotoB k paboTe: onsi HEro MOXXHO BblAaBaTb pa3peLleHust.


http://localhost:3000/privileged-access-manager/3.0/administration/policy-setup/

[1ns BbINONHEHNSA CepPBUCHbIX onepawmi (Nouck 1 aobaBneHne y4yeTHbIX 3annucemn, agsTomatmyeckas cMeHa
naponen, obHoBreHne NHopmMaLmn o0 pecypce) HeobxoamMma HacTpOoMKa CEPBUCHOIO MOLKMHYEHMS.


http://localhost:3000/privileged-access-manager/3.0/service-operations/

HacTtpounka nonutuk

YnpaBrieHue nofiMTuKamm

Pasgen COOEPXKUT CNMUCOK MOJTUTUK, PACMOJTOXKEHHbIX MO NMPUOPUTETY NMPUMEHEHNA.
[Ons nonutuk 0T06pa>|<a+0Tc;| OaHHblE:

e MMpuoputer — 4ncno, ykasbiBarollee NopsaoK MPUMEHEHUS KOHKPETHOW NOSIMTUKMN NO OTHOLLIEHUIO K
ocTarnbHbIM. HyneBon npnoputeT COOTBETCTBYET Nonutuke no ymonyanuto (Default policy) n
NPUMEHSETCA B CaMyto MOCNeaHIo ovepeib. Yem Bbille pacrnornoXeHa nonmTuka, Tem Bbllle ee

npuopuTeT N HaobopoT.
e UmMmsa — HasBaHWe NONUTUKK.
e OnucaHue — Npoun3BOSbHbI TEKCT.

. o o
e & — KOJIN4ECTBO Norib3oBaTternen, Ha KOTOpbIX OEeNUCTBYET MONNTUKA.

— KONWYECTBO rpynn rnornb3oBaTernei, Ha KoTopble AeNCTBYET NonuTHKa.
« B _ vonnuectro YYETHbIX 3anuceil, Ha KoTopble AEWCTBYET NONUTUKa.
« B — konnuectso pecypcoB, Ha KOTopble AeACTBYET NONUTUKA.

o B_ KOnmn4yecTtBo JOMEHOB, Ha KOTOpble ﬂeVICTByeT NONUTUKA.

MoAnTtnkn 2 INDEED-ID\Victor.Osipov ~
+ [NoBaeuts
] Mpuoputer Hma OnucaHne A & 2] E B

] 0  Default policy

MonuTuka no ymonyaHuo cogepxut Habop napameTpoB ANA BCeX OCTYMNHbIX KATEropuii U NPUMeEHSETCS
KO BCEM HOBbIM OObEKTaM, NO3TOMY LienecoobpasHO HavyaTb HACTPOWKY C Hee.

(D NPUMEYAHMUE



Monutuka no YMOJI4aHUIO NPpUMEHAETCA N K CECCUAM, OTKPbITbIM OT MMEHU MOJIb30BAaTESTIbCKNX YHETHbLIX

3anucen, ecnu K JaHHbIM Norib3oBaTesisiM IBHO HE NPUMEHEHbI apyrme nosnmmTukn.

OTKpoviTe CTpaHULy NONUTUKN, 3a0anTe HY>KHble NapaMeTpbl ANS Kateropuii Y4yeTHble 3anucu, Ceccum,
RDP, n coxpaHuTe HacTpoOWuKu.

[ob6aBneHue HOBOW NOJNINTUKMN

/\ NPEAYNPEXAEHUE

Ansa pobasneHus, NpocMoTpa, peaakTMpPoBaHUS U yaaneHus nonnTuk HeobxoauMbl COOTBETCTBYOLLNE
npusunerum U3 pasgena Ynpasnenue nonutukamm (Policy.Create, Policy.Read, Policy.Update,
Policy.Delete).

Haxmute lo6aBuTb B pasaene NMonutukun,3anonHute nond Uma nonutukn, OnucaHuve n

MpuopwuTteT. HoBas nonuTuka oToGpasnTcs B Cnmcke.

O6wasn nHegopmauus

OTKpoWTe CTpaHuLy NONMUTUKM, O3HAKOMBTECH C 06LLIEN MHdOpMaLMeEl, Npu HeoBXo0AUMOCTM BHECUTE

npaesku B Umsa, Onucanue unu NpuopurteT, HaxxaB 3HA4YOK KapaHaalla

Outsource management 2 INDEED-ID\Victor.Osipov ~

O6wan wHpopMaLKna

Obwas nHpopmayuns

Pazaentl noanTHKM
Cutsource management #
OBnacTe AeRCTEMA - .
ANA YUSTHBIX 23MNWCER EHEA0MEHHEIX DECYPCOE &
150 #
INDEED-IDMWVictor.Osipov
05.08.2021 15:23:27
INDEED-IDWVictor.Osipov

05.08.2021 15:23:27

e Uma — HasBaHMe NonuUTUKMK, yCTaHaBITMBAETCA Npn co3aaHnn HOBOW MOMUTUKN, MOXET ObITb U3MEHEHO

B Nt0OOM MOMEHT aKcnyartaunn.

e OnucaHue — Heobs3aTenbHOE None.


http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/roles/

e [puoputeT — 4YnCrnoBoe 3Ha4YeHne npuopuTeTa NONNTUKN. Hyrneson NPUoOpPUTET - MUHUMATbHbLIN,

NpUMeHsieTca K 06bekTam B NOCNeaHIo odepeab.
e Cospan — ums agmuHucTpatopa Indeed PAM.
o [laTta co3paHua — faTta 1 BpeMs Co3[aHus NOSTIUTUKN.
e N3meHun — nma agmuHuctparopa Indeed PAM, KOTOpbIN COXpaHUIT HACTPOWKN NMONUTUKM.

o [aTa nameHeHuss — gata u BpeMA COXpaHEeHUA HaCTPOEK NMNOJTUTUKN.

Ons pepaktuposaHus UmeHn, Onucanus u NMpuoputera Haxmute #

Pazgenbl nonuTukm

Mepenante B Pazgenbl NONUTUKK M OTMETLTE pasfenbl, NapameTpbl KOTOPbIX OyayT onpeaeneHbl
NOSNIMTUKOW, COXpaHUTE n3mMeHeHus. COOTBETCTBYIOLLME pa3aenbl CTaHyT AOCTYMHbIMU AN HACTPONKM

napamMeTpoB.

Outsource management 2 INDEED-ID\Victor.Osipov ~

OBwas vHdopmaumna
Pazgensl nonuTMKK

YkamuTe pazgensl, NapaMeTpel KOTOpLIX SYAYT ONpelsneHbl B NOAUTHES.
DEnacTe AeRCTEMA

yI'IFJEIBJ'IEHIr"E YHYETHBIMK
3ANHCAMIA

YueTHble 3anmcy YNpaeneHue Ceccuamm L

Gateway v 33H Proxy Gateway 1 55H Proxy

RDP noaknwoueHma ]

55H nogknroueHuA -

(D NPUMEYAHUE

,D,J'Iﬂ HEeOTMe4YeHHbIX pa3gerioB 6y,El,yT NMPUMEHATbCA ApYyrne NonnTUKM No nopanKky nx rnpuopuTteTa.

O6nacTb AencTeus

/\ NPEQYNPEXAEHUE



[na HasHavyeHna NnonNnTUK Heobxoaumbl cooTBeTcTBYOWME NpmuBuneruun (User.SetPolicy,
UsersGroup.SetPolicy, Account.SetPolicy, Resource.SetPolicy, Domain.SetPolicy).

CopepxuT gaHHble 0 TOM, K KaKMM Monb3oBaTensam, rpynnam nonb3oBaTtenen, y4eTHbIM 3anucsam, pecypcam

nnn gomMmeHam npnMeHeHa nornnTunka.

YT106b!I NPUMEHNTb NONUTUKY K 0OBbEKTY, HaXMuTe [lo6aBuTb, BbibepuTe TN obbekTa Ans yCTaHOBKU

NOJNINTUKN N aaree caMmu 00OBbEKTHI.

YTob6bl OTMEHUTL AENCTBME NOMUTUKN AN OOBbEKTOB, Bbl6epVITe HY>XHblE 00BbEKTbI N HAXMUTE YAANUTb.

Co3aaHune Konuu NoruTUKKU

OTmeTkTe 0AHY NonuTKKy B pasaene Monutuku n HaxmuTe Co3aaTkb Konuio, 3anonHute nona Uma
nonutukn, Onucanue n NMpuopurer.

CKOI'IVIpOBaHHaFI NONNTUKA OTO6pa3VITCFI B Clnuncke.

YnaneHue nNonnuTukun
I'Iepe/:l, y/:l,aneHmeM NONMNTUKA y6eﬂ,VITer, YTO OHa HE MNMPUMEHAETCA HN K KakKnM O6'beKTaM.
OTMeTbTe Hy)KHbIe MNONMNTUKA B pa3,u,ene ﬂonvn-uxu N HAXXMUTE yAaHMTb.

(D NPUMEYAHMUE

MonuTtuka Default policy HepgocTynHa ons yganeHus.

MU3meHeHue npuoputeTa NOJINTUKN

OTmeTbTe ranoykon ogHy nonuTuky B pasgerne MNonutuku, Haxkmute 3aaaTb NPUOPUTET 1 BBEOUTE YUCHO

A4 3Ha4vYeHuna npnopumuTeTa norinTukn.

Takke N3MEeHNUTb NPUOPUTET MOXKHO OTKPLIB HYXXHYIO MONUTUKY U B pasaene Obwas nHdopmaumsa HaxaTtb

3HaYOK KapaHaalla psaoM Co 3HaYeHMeM npuopuTeTa.

Pa3genbl NONUTUK


http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/roles/

YyeTHble 3anucu

MNMoka3s Y4YeTHbIX AaHHbIX

Onuwusna

C6pacbiBaTb naponb n SSH-
KMoy yYeTHOM 3anucuy nocre
nokasa

C6pacbiBaTb naponb n SSH-
KITtod yepes X MUH.

TpeboBaTb ykasaTb NPUYUHY
npocmoTpa napons n SSH-

KInto4va

MpocmoTp napons n SSH-
Kntoda TpebyeT noaTBepXKaeHUS

agmuHucTpatopom PAM
Bpems oxungaHmna

NOATBEPXAEHUS NpocMoTpa

napons n SSH-knto4a, MuH.

Wndpposatb SSH-kntou
CreHepMpoOBaHHbLIM Naposiem
nepes nokasom rnosib3oBaTento

3apaHue Y4YeTHbIX AaHHbIX

Onuusa

Pa3pewunTb nonb3osatensv PAM

3agaBaTtb YYETHbIE JaHHbIE ONnA

OnucaHue

Ecnu onuus BknoyeHa, To naponb n SSH-knwou
NPVBUNErMPOBaHHON YY4ETHOM 3anncu Byaet copacbiBaTbCa Kaxabin
pas nocne npocMoTpa nonb3oBaTenieM B CBOEM JIMYHOM KabuHeTe

(koHconu nonb3oBaTens).

Mocne npocmoTtpa naposnb 1 SSH-kntov 6yaet cOpoLueHbl Ha
cryYyalHoe 3Ha4YeHne Yyepes yKkazaHHOE KONMYECTBO MUHYT.

Ecnn onuus BkntoveHa, TO Nofb30BaTemNb Katanora Ao/MKeH ykasaTb
NPUYMHY nNepen NPOCMOTPOM napons unn SSH-kno4a yyeTHom

3anucu gocTyna.

Ecnu onuus BkNoyeHa, To nepen KaxabiM NPOCMOTPOM
NoNb30oBaTENEM YYETHbIX AaHHbIX agMUHUCTpaTop PAM aomkeH

NOATBEPANTL OnepaLuto.

TanmayT oXxngaHus noaTBepXaeHna npocMmoTtpa napond n SSH-

krtoya, ot 1 go 180 MuHyT.

Ecnn onuusa BkntoveHa, To SSH-kntov 6yaeTt nokasaH B
3awmndppoBaHHOM BUae, a CreHepupoOBaHHbIN Napofb WU POBaAHUS
— B CKpbITOM. Kntoy 1 naponb wndpoBaHna reHepupyeTcs
cpeactBamv PAM npu npocMoTpe AaHHbIX KaXabl pa3 3aHOBO.

OnucaHue

Ecnu onuums BknoyeHa, To Korga nonb3oBaTtenb NonbiTaeTcs

NOOKIIOYNTBCS K PECYPCY OT UMEHWN YYETHOM 3anmcu C



Onuusa

YYETHbIX 3anmncen, ecnu OHN He

3aaHbl

MpoBepka n cMeHa y4eTHbIX AaHHbIX

Onuusa

CuHXpoHM3MpoBaTh pecypcbl 1 Y3
no pacnucaHuio

[Meproa cMHXpOHU3aL MK pecypcos
nY3, cyt.

Mepunoamnyeckm NpoBepsiTb Naporb

n SSH-knoY y4eTHOM 3anmncu

Mepuon npoBepkun naponsa n SSH-

KMo4a, CyT.

Cb6pacbiBaTb naponb 1 SSH-kno4
ecnun obHapyxeHo HecoBnageHue

Ypanate SSH-kntoun, He
ynpasnsemble PAM

MpoBepsaTb naponb n SSH-kMo4
npwv py4HOW YCTaHOBKE

I'Iepmop,mqecm M3MEHATb NMNapoJib 1

SSH-kntoy yyeTHOM 3anmncu

OnucaHue

He3agaHHbIM naponem, To eMy byaeT npeanoXxeHo 3agatb
naposib 3Ton y4yetHom 3anucu B PAM cucteme.

OnucaHue

Ecnu onums BkntoyeHa, To 6yaeT BbINOMHATLCS aBTOMaTUYECKUI
MOWCK AaHHbIX O pecypcax U y4eTHbIX 3anucen gocTyna.

ABTOMAaTUYECKUIA MOUCK AaHHbIX O Pecypcax M y4eTHbIX 3anmcsx
AocTyna Oyaet BbIMONMHATLCA OA4MH pa3 B yKazaHHOE KONMYeCcTBO

aHen, ot 1 go 10000 gHen

Ecnv onuusa BknoyeHa, To OyaeT BbINONHATLCS aBTOMaTnyeckas
npoBepka naponen n SSH-kno4en ons y4eTHbIX 3anmcen

noctyna.

ABTOMaTU4Yeckas npoBepka naponen n SSH-kn4ven yyeTHbIX
3anuncen goctyna ByaeT BbIMNONMHATLCS OAMH pa3 B yKasdaHHoe
Konudectso gHeu, ot 1 go 10000 gHewn.

Ecnu onuusa BknoyeHa, To ByaeT BbINONHATLCS aBTOMaTUYEeCKUI
cbpoc naponen un knden npun pacxoxgeHmm 8 PAM u Ha
pecypcax.

Ecnn B PAM HeT SSH-kntova ana gobaeneHHON y4eTHON 3anmcu,
a Ha pecypce ecTb, TO C pecypca Bce 0OOHapy>KEeHHbIE KITHoun
OyayT yoaneHsl.

Ecnu onums BkntodeHa, To NpU yCTaHOBKE UIN U3MEHEHUN
napons, unm SSH-knto4ya byaeT BbINOMHATLCA UX NPOBEpPKA.

Ecnu onuusa BknoyeHa, TO ANg y4eTHbIX 3anucen gocTtyna oyger

aBTOMATU4YECKN UBMEHATLCA Maposib NN SSH-kntoy Ha



Onuusna

[MNepvoa nameHeHust napons u

SSH-kntoya, cyT.

OnucaHue
ClyvyamHoe 3Ha4yeHue.
ABTOMaTM4yeckoe n3ameHeHue napons nnn SSH-kno4a gns

YUYETHbIX 3anucen Joctyna OyaeT BbINONHATLCA OOUH pa3 B
yKasaHHOe KONMU4eCcTBO OHEMN.

Tpeb6oBaHus K reHepaTopy napornem

Onuwusa

[nvHa reHepupyemoro

napons

JlaTuHckne cTpoyHble BykBbI

JlaTnHCckme nponucHble ByKBbI

Lindopei

CneunarnbHble CUMMBOIbI

3anpeTuTb UCnonb3oBaHMe
CMeLiCMMBOIIOB B Havyane
napons

OnucaHue

O6Lwee KoNM4YecTBO CMMBOSIOB ANt aBTOMaTUYECKM reHepunpyembIx

naponemn.

Ecnu onums BkntoyYeHa, To aBTOMaTUYECKN reHepupyemMble Naponm
OyayT COCTOSITb M3 NATUHCKUX CTPOUHbIX OyKB. Mpu koMOUHaLUUM ¢
APYrMMK HacTporkaMu naponb OyaeT cogepkaTb MUHUMYM OOHY

FTATUHCKYH CTPOYHYHO ByKBY.

Ecnn onuusa BkntoveHa, TO aBTOMaTUYeCcKn reHeprupyemble Naposu
OyayT COCTOATb U3 NATUHCKUX MNPOMUCHBbIX OYKB. [1pn KOMBGUHaUUK C
APYrMMKn HacTporkamu naponb OyaeT cogepkaTtb MUHUMYM OOHY
NaTUHCKYHO MPONUCHYHO OyKBY.

Ecnu onuusa BkMoYeHa, TO aBTOMaTUYECKN reHepupyemMble naponu
OyayT coctoATb 13 undp. MNMpm KOMOBMHALMK C APYTMMK HACTPONKaMM

naponb Oygert cogepxatb MUHUMYM OOHY undpy.

Ecnu onumsa BknoveHa, To aBTOMaTU4ECKM reHepupyemMble naponm
OyayT COCTOSATb M3 cneumnanbHbIX CMMBOSOB. Mpu koMBuHauum ¢
APYrMMK HacTpovikaMu napornb OyaeT cogepxaTb MUHUMYM OOMWH
cneumanbHbIi CUMBOI.

Ecnu onums BknoYeHa, To Naposnb HAa4YHETCs ¢ ByKBbl UK C LNAPBLI.



Onuusa OnucaHue

HaCTpOVIKa onpenendeT, CKOJ1bKO cneucunmMmBOsioB noapaa pas3peLlleHo.

Hanpumep, npu ykazaHun 3Ha4yeHus 1 naponb password#! He

MakcumanbHoe YMcno nponaet Banuaauuio. MNpu aToM naponb passwor#d! nponaet
nocnenoBaTeribHbIX Banvaauuio, NOTOMY YTO CNELCUMBOIbI UAYT He Noapsa, ux
CMneLcMMBOIIOB pasgensieT natuHckas oykea.

UT06bI paspelumnTb Noboe KonmyecTso noapsa nayLmx

cneucumBornoB, ykaxute 0.

CvMBoOIbI, KOTOPbLIE reHepaTop naposnen He JOSMKEH UCMOoNb3oBaTh
npu reHepauumn napornen.

3anpeLyeHHble CUMBOITbI
Mone moxeT 6bITb NYCTbIM. B 9TOM Ccriyyae HUKaKkux OorpaHuyYeHuin He

NPUMEeHAETCA.

CumBOnbI, U3 KOTOPbIX XOTSA Obl 0gMH 06s13aTenbHO byaeT
NCMonb30BaH Npu reHepauumn napornsi.

Obsa3aTenbHble CUMBOIbI
[Mone MoXeT GbITb NYCTbIM. B 3TOM criyyae HUKakux orpaHuyYeHnin He

NPUMeHAEeTCA.

Konunyectso naponewn, 5 5 5
KonnyecTtBo nocneaHmx naponemn y4eTHOW 3anncu, ¢ KOTOpbIMU HOBbIV
KOTOpble HEe [OIMKHbI
naponb He ByaeT NOBTOPATLCS.
NOBTOPATLCH

Tpe6oBaHus K Naporno Ansi py4yHoro BBoAa

Onuusa OnucaHue

MuHmanbHasa gnuHa napon4 MuHMManbHOEe KONMYECTBO CUMBOSIOB npn py4yHoOM BBOAE Maposid.

Ecnu onumsa BknoveHa, To AOCTYMNHbI A8 peAakTMpOBaHus
OrpaHn4nTb CUMBOIbI AN 5 .

HacCTPOWKW, onncaHHble B 3Tor Tabnuue. Ecnm onumsa oTknodeHa, To B
py4YHOro BBOAA Napons

naponsix paspeLueHbl Nobble CUMBOSbI.



Onuusna

JlaTMHCKME CTPOYHbIE 6yKBbI

JlaTnHCcKMe nponucHble ByKBbI

Lindopei

CneumnanbHble CUMBOSbI

PaspewnTb ncnonb3oBaHue
npobena

3anpeTuTb Ucnonb3oBaHMe
CMeLCMMBOIIOB B Havyane
naponsi

MakcumarnbHoe ymucno
nocrneagoBaTeribHbIX

cneucnmMmBooB

3anpeu.|,eHHb|e CUMBOIJbI

OnucaHue

Ecnun onumsa BkntoyeHa, To naporsb OOJDKEeH coaepXatb MUHUMYM OOHY

NaTUHCKYIO CTPOYHYLO ByKBY.

Ecnu onuus Bkno4veHa, To naposb OOJKEeH cogepXatb MUHAMYM OOHY

NaTUHCKYO MPONUCHY0 BYKBY.

ECJ'II/I onuu4a BKINK4YeHa, 10 naponb OOJKeH COD,Gp)KaTb MUHNMYM O,EI,Hy
umdpy.

Ecnun onuumsa BkntoyeHa, To naporsib OOoJPKeH cogepxXatb MUHUMYM
OAWH CneLcnmBOr.

Ecnu HacTporika BktoYeHa, To npobenbl 4oNyCTUMbI B MAposne, HO He
obsasaTenbHbl. Ykasatb npoben B nonsax 3anpeweHHblie CUMBONbI 1
Obsa3aTenbHble CUMBOIbI HEMNb34.

Ecnv onuusa BknoyeHa, To naponb notpebyercs HayMHaTh € ByKBbI
nnn undpbl.

HacTpoiika onpeaensiet, CkornbKo CneLcrMBOIIOB NoApsi PaspeLleHo.

Hanpumep, npu ykasaHun s3HavyeHus 1 naponb password#! He
nponget sanugauunio. lNpun aToMm naponb passwor#d! nponger
Banuaaumo, NOTOMY YTO CMEeLCUMBOIbI UAYT He noapsaad, Ux

pasgenaet natuHCKas 6y|<Ba.

UTo6bI paspewnTb Nnoboe KoNUM4ecTBo Noapsa nayLmnx
cneucumBonos, ykaxute 0.

Cumsonsl, KOTOpble HE OOMKHbI UCNOMb30BaTbCA B Naponsx. YkasaTtb

B 3TOM nore npoben Henb3as.

[Mone MoXeT ObITb NyCTbIM. B 3TOM crnyyae HUKakux orpaHu4yeHumn He

NnPpUMeHAEeTCA.



Onuusna

Obsa3aTenbHble CUMBOSbI

KonnyecTtso naponew,
KOTOpble HE AOSKHbI

NOBTOPATLCA

Ceccumn

Oobuee

Oonuusa

TpeboBaTb ykasaTb NpULNHY

nogkKrn4eHnA

MakcumanbHasa

ONMNTESNTIbHOCTb CECCUN

Bknio4nTb 3KCKITHO3MBHOE
NCnorib3oBaHne y4eTHOM

3arnuncu

OTKkpbITHE ceccun Tpebyet

NOATBEPXAEeHUS

OnucaHue

CumBOnbI, U3 KOTOPbIX XOTS Obl 0OaMH 06s13aTenbHO TpebyeTcs
ncnonb3oBaTbh Npu BBOAE napons. Ykasatb B 3TOM none npoben

HeNb3A.

[Mone MoXeT GbITb NYCThbIM. B 3TOM criydyae HUKaknx orpaHuyYeHnin He

NPUMEHAETCA.

KonnyecTtBo nocnegHux naponemn y4eTHOW 3anncu, ¢ KOTopbiMU HOBbIW
napornb He ByaeT NOBTOPATLCS.

OnucaHue

Ecnu onuunsa BkntodeHa, To Npu NOAKMIOYEHNN K KOHEYHOMY peCypCy,

nonb3oBaTenb 06s13aH YKa3aTtb NMpuynHy 3arnycka ceCcCun.

Buumanue! Ecnun ucnonesyete PostgreSQL Proxy, To npegynpeaute
nonb3oBaTenemn, 4To NoTpebyeTcsa BBOAUTbL NPUYMHY B TO Xe none, rae
nmsa yyetHon 3anucu. MogpobHas nHpopmaLumsa B NyHKTe

MoakntoyeHne Kk pecypcy Yyepes PostgreSQL Proxy.

Onuwus 3agencTByeT Npeaen AnMTenbHOCTU CECCUMM B Yacax U
MWHYyTax, NOCMe UCTEYEHUSI KOTOPOro ceccusi byaeT NPUHYAUTENbHO

3aBeplueHa.

Ecnu onunsa BkntoyeHa, To ydyeTHasa 3anmcb MOXET ObITb MCNonb3oBaHa

TOMbKO B OOQHOM aKTUBHOM Ceccumn OOHOBPEMEHHO.

Ecnu onumsa BkntodeHa, To AN Kaxaon OTKprBaeMOVI ceccunm

TpebyeTca pyyHoe noaTBepxaeHne agMmmHmuctTpatopa PAM.


http://localhost:3000/privileged-access-manager/3.0/administration/usage-of-postgresql-proxy/
http://localhost:3000/privileged-access-manager/3.0/user-manual/access-to-the-resource/#connection-to-the-postgresql-proxy

Onuusa OnucaHune

aaMuHuctparopa PAM
BHumaHue! OcTtaBbTe ONuuio BbIKITHOYEHHOW, €CN UCNonb3yeTe

PostgreSQL Proxy, nHaye otkpbiTe SQL-ceccuto 6yaet HEBO3MOXHO.

Bpems oxungaHus TarmayT ansa nogresepXaeHns agmuHucTpatopom PAM, B uHTepBane

noaTeepxaeHus ceccun, MuH. ot 1 go 180 MUHYT.

Ecnu onuusa BknoYeHa, TO B Criyvae OTCYTCTBUS aKTUBHOCTU
nonb3oBaTens B TeYEeHNe 3a4aHHOro BPEMEHN Ero Ceccust
o6pbIBaeTcs. [Ins yxKe CyLIeCTBYHOLMX NONUTUK 3Ta ONumMs No

YMOIYaHWIO BbIKMIOYEHa, a ANsl HOBbIX — BKIOYEHA.
MpepbiBaTh cECCcUto Npu

OTCYTCTBUU 5
5 Mon akTMBHOCTBIO NOMb30BaTeNs NOHMMAETCS ero B3auMogemncTaune ¢
Nnonb30BaTENbCKON
9KpaHOM U1 TepMUHaNomM ceccuu, a Takke onepaumm nNo nepegade
aKTUBHOCTM 5
dhannos.
OTa onuusa NONUTUKN NPUMEHSIETCS TONMbKO ANA CECCUN, OTKPbIThIX
yepe3d SSH Proxy n RDP Proxy.
Bpems otcyTcTBMSA MuHuManbHoe 3HavyeHune: 1 MuHyTa
Nnonb30BaTENbCKON 3HayeHune no ymonyanuo: 30 MUHYT
aKTUBHOCTU, MUH. MakcumarnbHoe 3HaveHue: 720 MUHYT

C6pacbiBaTb naponb n SSH- 5
C6poc naponsa n SSH-knto4a nocne Kaxaon ceccum.
KoY MO 3aBepLUEeHUN Ceccum

ApTedakTbl
Onuusna OnucaHune
Ecnu onuusa BknoyeHa, TO Nocne 3aBepLueHns ceccumn byaet 4oCTyneH
CoxpaHsTb TEKCTOBbIE 10U OS5 NpoCMOoTpa U CKaymBaHUA TEKCTOBbIV Nor. MNogaepxnBaeTcs
ceccuu TonbKo B ceccuax Ha Windows-pecypcax npu Hannumm PAM areHTta v B

SSH-ceccusx.


http://localhost:3000/privileged-access-manager/3.0/administration/usage-of-postgresql-proxy/

Onuusa

Mpogomkate RDP-ceccuto
6e3 nornmpoBaHus, ecnv He
yaanoch nonyynTb

TEeKCTOBbIN for

COXpaHFITb BMaeo ceccumn

KonuyecTtso kagpoB B

cekyHay

PaspelueHune Buaeo

PoTtauua Bugeo

YoanaTtb BUAEO ceccuu
ctapwe X gHeun

Coxpa HATb CHUMKWU 3KpaHa

OnucaHue

Ecnu onuwmsa BkrntoyeHa, 1o npu notepe cea3m ¢ PAM-areHToM ceccus
He NpepbIBaeTCs, Nonb3oBaTeNnn MoryT Npoaorkarb paboTty B 3TOM
CECCUMN.

[Mpn 3TOM B XXypHan OAHOKpPaTHO 3aHocuTcs cobbiTue "lMoTepsiHa cBA3b
¢ PAM-areHTOM", B TEKCTOBbIW NOI CECCUM OQHOKPATHO 3anncbiBaeTcs
ctpoka "WARNING: Lost connection with PAM Agent".

Mpwn BoccTaHoBNEHUM cBs3n ¢ PAM-areHToM B XXypHan OAHOKpaTHO
3aHocuTcsa cobbiTne "BoccTtaHoBneHa cBa3b ¢ PAM-areHToM", B
TEKCTOBbIN N1Or CECCUM OAHOKPATHO 3anucbiBaeTca cTtpoka "INFO:

Connection with PAM Agent restored".

Ecnv onuusa BeikntoveHa (Mo ymonyaHuio), To Npu notepe cBA3n ¢

PAM-areHTOM ceccus npepbiBaeTcs.

Ecnn onuus BkntoveHa, TO Nocrne 3aBepLueHns ceccum byget AocTynHa
ANs NpOCMOTpa M CKavmBaHWs 3anncb NOTOKOBOIO BUAEO.
MoopepxmBaeTcsa TONLKO Npu OTKPbITUKM ceccuin Yepes PAM Gateway.

HacTpowika onpegensieT 4actoTy KaapoB Af1s 3anncu NoTOKOBOIO

Buaeo, ot 1 go 10.

HaCTpOVIKa NO3BOJIAET YCTAHOBUTb pa3pelleHne anda 3anmcum

NMOTOKOBOIo BNAeEO.

Ecnu onuums BknoyeHa, To 3anMcu NOTOKOBOro BUAEO 6y/:|,yT

aBTOMATUYECKN yOanATbCA.

ABTOMaTM4YeCKOe yganeHne 3anmncu noTokoBOro BUAEO cTapLue
yKasaHHoro konuyectsa gHen, ot 1 go 10000.

Ecnn onuus BkntoveHa, TO CHUMKM 3KpaHa ceccum ByayT COXpaHATbCS.
MoppepxmBaeTcsa TONbKO Npy OTKPbITUKM ceccuin Yepes PAM Gateway.



Onuusa

MHTepBan CHMMKOB, cek

PaspelleHne nsobpaxeHus

PoTauums CHUMKOB aKpaHa

Ynanatb CHAMKKU 3KpaHa

ctapwe X gHeun

CoxpaHaTb nepegaHHble
dannol

PoTtauusa nepeaaHHbIX

dannos

Ynanate nepefaHHble

grannel ctapwe X gHen

OnucaHue

CoxpaHeHve CH1UMKa 9KpaHa Yepes yKa3aHHOW KONM4ecTBO CEeKyHA, OT
60 oo 10000.

HacTporka no3BonseT ycTaHOBUTbL paspeLleHne CHUMKa aKpaHa.

Ecnu onuumsa BknoyeHa, TO CHUMKMK 9KpaHa 6y,El,yT aBTOMaTUn4yeCKn
yOoanATbCA.

ABTOMaTMyeckoe yoaneHne CHUMKOB 3KpaHa CTaplle yKa3aHHOro

KonunyectBa OHEN.

Ecnu onuwmsa BknoyeHa, To pannsl Npy nepegade ¢ SiokasibHOM
MaLUMHbl Ha pecypc byayT AybrnmpoBaTbCs B YyKa3daHHY CETEBYIO
nanky. lNogaepxmeaetca Tonbko ans Windows-pecypcos ¢
BKINIOYEHHbBIM NepeHanpasneHnem auckos (Npo pasgen RDP — Huxe).

Ecnv onuumsa BkntoyeHa, To nepegaHHble doannbl 6y/:|,yT aBTOMaTn4eCKu

yOoanAaTbCA.

ABTOMaTM4ecKoe yaaneHue ainoB cTaplle ykasaHHOro KonvyecTsa

aHen, ot 1 go 10000.

OTHpaBKa TeKCTOBOroO rfiora no syslog

Onuus

OnucaHue

Mo syslog 6yayT oTnpaBneHbl CTPOKM TEKCTOBOIO J10ra, B KOTOPbIX OyayT HangeHbl

KnioueBble

YKa3aHHbl€e KJ1io4eBble CI10Ba. KntoueBoe CnoBo MOXET ObITb perynapHbiM

croBa

BbIpaXXeHneM.

Gateway n SSH Proxy



Onuusa

[MepeonpenenuTb HACTPOMKN

nogkntodeHnsa k Gateway

Anpec RDCB

Nmsa konnekunn RDCB

Ncnonb3osate RDGW

Appec RDGW

MapameTtpbl Gateway RDP-ganna

MepeonpeaenuTb HacTporkn SSH

Proxy

Apgpec SSH Proxy

RDP

(D NPUMEYAHUE

OnucaHue

Ecnu onums BkNoYeHa, To cneayoLine HacTponku byayT

MCMnonb3oBaHbl BMECTO YKa3aHHbIX B pasaene KoHdurypauums

IP-agpec nnu DNS Remote Desktop Connection Broker

Nmsa konnekumn Remote Desktop Connection Broker ans Indeed
PAM Gateway

Mogkntoyatbea k Indeed PAM Gateway ¢ ncnonssoBaHnem

Remote Desktop Gateway

Appec Remote Desktop Gateway ans Indeed PAM Gateway

MapameTtpbl 6yayT AobGaBneHbl B HACTPOWKN NOAKITIOMEHUS NO
RDP k PAM Gateway 1 3aMeHST cTapble HAaCTPOWKM.

Ecnu onums BknodeHa, To cneayollas HacTporika byaet

ncnornb3oBaHa BMeCTO ykasaHHoW B pasgene KoHdurypauusa

IP-agpec nnn DNS n nopt (Heobsa3aTenbHO).

HacTponkn npuMEHsIIoTCA TOMbKO Npu NOAKMKYEHUM K cepBepam no npotokony RDP.

Onuusa

[MpuHTEpPbI

Bydep obmeHa

OnucaHue

Ecnu onumsa BkntoyeHa, To Nonb3oBaTternb NoNny4YmuT BO3MOXHOCTb
nepeHanpaBuUTb NPUHTEP CO CBOEro paboyero MecTa Ha KOHEYHbIN

pecypc.

Ecnu onuumsa BkntodeHa, To Nofb3oBaTeNb nony4ynT BO3MOXHOCTb

ncrnone3osBaTtb Oycdep obmeHa mexay cBoumM paboymm MeCToMm U


http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/configuration/
http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/configuration/

Onuusna

CmapTt-KkapTbl

[MopThl

[Ounckun

TpeboBaTb 4OBEPEHHDIN
ceptudukar pecypca ans
oTkpbITUss RDP-ceccun

Mapametpbl RDP-ganna

SSH

MoBblweHWe npuBUNerun

Onuusa

Pa3pewnTb

BbIMONMHATbL pamsu

() UH®OPMALUSA

OnucaHue

KOHEYHbIM PEeCcypCoM.

Ecnn onuusa BkntoveHa, To Nonb3oBaTerb Mony4YnT BO3MOXHOCTb
nepeHanpaBuUTb CMapT-KapTy CO CBOero pabovero Mmecra Ha
KOHeYHbIN pecypc.

Ecnu onuusa BkNoYeHa, TO NoNb3oBaTesb NOMYy4YUT BO3MOXHOCTb
nepeHanpasntb COM-nopThl co cBoero pabovero mecrta Ha
KOHEYHbI pecypc.

Ecnu onumsa BkntodeHa, To NonNb3oBaTenb NONy4YUT BO3MOXHOCTb
nepeHanpaBuTb fIOKanbHble OUCKN CO CBOEro paboyero Mecta Ha

KOHEYHbIN pecypc.

Ecnn onuus BkntoveHa n ceptudomnkaTt pecypca
HeOENCTBUTENbHbIN, TO CECCUSI HE OTKPOETCS.

Ecnu onums BbIknoYeHa u cepTudmkaT pecypca

HeOEeNCTBUTENbHbIN, TO CECCUS OTKPOETCA.

[MapameTpsbl, kKOTOpble OyayT A06aBNEHbI B HACTPOMKK
nogkntodeHns RDP 1 3amMeHAT cTapble HAaCTPOWKN.

OnucaHue

Mopaep’kka BbIMONHEHMS KOMaHA ¢ npuunernamm root B SSH-ceccusix Ha
pecypcax ¢ yCTaHOBMNEHHbIM KOMNOHEHTOM PamSu.


https://docs.microsoft.com/ru-ru/windows-server/remote/remote-desktop-services/clients/rdp-files

Pa3peu.|eH|/|e, BblJaHHOE Ha BbINMOJIHEHNE pamsu npn co3gaHnn paspeLueHnd, NpuopuTeTHee, 4em

HacTpoKKa B NONUTHKKE.

PaspelueHHble U 3anpelyeHHble KOMaHabl

Onuusna

MpurnaweHne
obornoyku (prompt)

Peakuunsa Ha
3anpeLleHHyto
KOoMaHay

SSH-komaHnabl

OnucaHue

PerynﬂpHoe BblpaxeHune npurnalueHunA obonoykn gna KOPPEKTHOIo

pacno3HaBaHUs BBoAa KOMaHA,.

I'IpM BBOAE perynapHoro sblpaxeHuA O6paTVITe BHMMaHUE, YTO 3KpaHMPOBATb
CMBOJ1blI < N > He TpGGyGTCﬂ, TaK KakK OHU He BXOOAT B CMNCOK CrneunaribHbIX

cumBonoB: . [{}()*+2\|"$.

MogpobHasa nHopmaumnsa o CUHTaKcuce perynspHbix BbipaxeHuin Boost
AOCTYrHa no Cchirike.

lNoBeneHve TepMmyHana B OTBET Ha 3anpeLleHHyto komaHgy: CTRL+C (otmeHa
BbINOMHEHNS) IMOO 3aBepLUEeHNEe Ceccun.

Cnucok paspelleHHbIX Uinn 3anpeleHHbIX Ona BbiNONIHEHNA KOMaH B SSH-
ceccun.

[lna cocTtaBneHus cnucka KOHTPOJIMPYEMbIX KOMaH:

1. Cnpasa oT napameTtpa SSH-komaHAabl HaxxMuTe [106aBUTL.

2. BBegnte koMaHay uUnu perynspHoe BblpaKeHune.

Mpw BBOAE pErynspHOro BblpaXXeHnss 0bpaTtuTe BHUMaHWNE, YTO SKpaHMPOBAaTb CUMBOSbI < U > He

TpebyeTcs, Tak Kak OHM He BXOAAT B CMUCOK creumanbHbIX cMMBOSOB: . [{}()\*+?|~$. CumBon ]

TaKkke ABNAETCa cneumanbHbiM, HO TONBbKO Koraa BBeaeH nocre | .

MogpobHasa nHopmaunsa o CUHTaKcHUce perynsapHbiX BbipaxeHun Boost 4ocTynHa no cebiske.

3. BbibepuTe coctosiHme PaspelueHa nnmbo 3anpelyeHa.


https://www.boost.org/doc/libs/1_85_0/libs/regex/doc/html/boost_regex/syntax/perl_syntax.html
https://www.boost.org/doc/libs/1_85_0/libs/regex/doc/html/boost_regex/syntax/perl_syntax.html

() MHOOPMALIMSA

3anpeT Ha BbIMNOJIHEHNE KOMaH MMEET NPUOPUTET Had pa3peLUEeHNEM.

bes aBHoro pa3pelleHnd KoMmaHabl 6y,El,yT CHMTaTbCA 3anpeLleHHbIMA, MO3TOMY HE PEKOMEHAOYETCA
yoanaTtb nocriegHee npaBsuiio, pa3pellaruiee BblilNnoJIHEHNE KOMaH.

na paspeLlueHnd nnoéo 3anpeTa cpady HECKOJIbKMX KOMaHO OTMETbTE UX (*)J'Ia)KKaMI/I n Haxmute PaspewnTb

nnu 3anpeTuTb.

ﬂpm p860Te CO CNMCKOM KOMaHA, a Takxke Mnpu rnonbiTKax BbIMOJNTHEHUA 3anpeu4eHH017| KOMaHAbl B XXypHare
(*)VIKCVIpy}OTCFI COOTBETCTBYHOLLME cobbITKA.

I'Iepe.qaqa AaHHbIX

Onuus OnucaHune
SCP MapameTp nepegayn hannos no npotokony SCP
SFTP MapameTp nepegayn annos no npotokony SFTP

MakcumanbHbIi pasmep anna, Mb  ®ann 6onbLuero pasmepa He yaactca nepenatb.


http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/events/

V.
-—Ej Monb3oBaTenu

[Nonb3oBarenu

=v! pynnbl nonb3oBaTenen
="

Mpynnbl none3oBatenen

=v! Pecypchbli

KonuyectBo rmas: 5

Cnyx0bl

=‘?-| Mpynnbl pecypcoB
=

Mpynnbl pecypcoB



http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/users/
http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/user-groups/
http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/resources/
http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/services/
http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/resource-groups/
http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/accounts/

EV!
%‘ Yd4yeTHbIe 3anucu

KonunyecTtBo rnaB: 2

v lJoMeHblI

KonnuecTBo rnas: 4

= V-l CTpyKTypa
="

CTtpykTypa

5=V, PaspelueHus
="

KonunyectBo rnas: 3

' | y
=V; 3anpocbl ceccumn

3anpochbl ceccuin



http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/accounts/
http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/accounts/
http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/domains/
http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/structure/
http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/permissions/
http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/actions-requests/

= |
8=V; AKTUBHbIE Ceccum

AKTUBHbIE Ceccum

=V Bce ceccum

KonuyectBo rnas: 1

——V! CoObiTuA

CoObiTusa

n=‘?-| YBegomneHus
="

YBegomMmneHus

B= v-ll KoHdourypauma

KonunuecTBo rnaB: 2



http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/active-sessions/
http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/all-sessions/
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5=Vv; Ponu

Pornn

Vi MpunoxeHuns

MpunoxeHwns



http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/roles/
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http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/applications/

Nonb3oBatenu

Pasgen npegHasHaveH gns paboTebl ¢ katanorom nonb3oBatenen Active Directory.
Mo ymonyaHuio Ha cTpaHuue oTobpaxkaetcs 15 nonb3oBatenen.

() MHOOPMALISA

OTo6pa>KaeM0e no ymosn4yaHuro KoJin4ecrtBo norib3oBaTesien Ha CTpaHMLUe MOXHO N3MEHUTDL B

KOH(UrypaumoHHOM hanre.

BHM3Y cTpaHWLbl pacrnonoXeH narmHaTop Ans NPpocMoTpa ocTarnbHbIX Nonb3oBaTtenei. Ecnv nonb3oBartene
MeHbLUe 15, T.e. OHM NoMeLLaTCsa Ha OAHY CTpaHMLy, TO NarMHaTop He oTobpaXkaeTcs.

MoxHo npocmoTpeTb MakcumyM 1000 nonb3osaTenen. Ha ctpaHuvue C ThICAYHbLIM NOsib3oBaTenem
oTobpaxaeTcs coobLeHne 0 HEBO3MOXHOCTM 3arpy3nTb BorbLue nonb3osaTternen.

NMouck

Mownck ocywecTtensaetca B pasgene lNonb3oBaTtenu.

BbiCcTpbIN NOUCK

Beeaute B cTpoky novcka Umsa, Pamunuio, Homep tenedoHa nnn Email nonHoCTLIO M YacTU4HO.

PacwunpeHHbI NOUCK

Haxmute PacumpeHan?l MOUCK 1 BBEOUTE OANH UITN HECKOJ1bKO KPUTEPUEB, Umsa, damunuio, Homep

TenecoHa nnm Email nonHOCTLIO nnNu YacTUYHo.

NMpodunb nonb3oBaTens



victor@indeed.local 2 INDEED\adm ~

2 JobaeuTe pazpelueHme

INDEED\victor

indeed.local/PAM Users/Victor Osipov
victor@company.demeo

88007006050

Default policy 2 # @

Pazpewenws Ceccmm AyTeHTuduKaTOPEI CobbITHA
N2 MonkzoeaTenwu MogpazgeneHue Pecypchi
5 victor@indeed.local Root OU REDOS (55H) [F]REDOS\admlocal [ Nmic]

Mpodunb otobpaxaeT AaHHble nonb3oBatens Active Directory:

e JlormH — nmga ana Bxoga.

e Myt — LDAP.

o Email — agpec anekTpoHHOW NoYyThI.

¢ TenedoH — KOHTAKTHbIN TeredoH.

e MMonutuka — NnonnTnKa ceccum, NpMBa3aHHas K Nonb3oBaTento.

e ®oto — poTorpadums us Active Directory (atpnbyTt thumbnailPhoto).

PaspelweHusn

Bce paspelueHuns nonb3oBaTensi AOCTYNHbI Ha Bknagke PaspelueHus.
[nsa kaxgoro paspelueHnsa otobpaxarTcs cnegyowme aHHble:

e Ne — nopsaKoBbIM HOMEP paspeLUleHns.
» MNonb3oBaTtenu — nornb3oBarternb Katanora Active Directory, 4nsi KOTOPOro Bbl4aHO paspeLleHne.

e Pecypcbl — pecypchbl, Ha KOTOPbIX MOXET 6bITb oTKpbiTa RDP, SSH nnun WEB-ceccus ot umeHnu
y4YeTHOM 3anucu, ykasaHHOM B paspelleHuun. Pagom ¢ MMeHeM pecypca ykasaHa npvBunernpoBaHHas

y4yeTHas 3anncb, KoTopas UCMonb3yeTca AnA A0oCTyna K pecypcy.

e 3HauKku cTaTycCa pa3peweHunsa — noackaska o crtatyce OT06p83I/1TCFI npn HaBegeHMn Kypcopa MblLUNn.



Ceccum
Bce aKTBHbIE U 3aBepLIJeHHbIe ceccnnm nonb3oBaTend ,EI,OCTyI'IHbI Ha BKIagke Ceccuu.
[nsa kaxgon ceccum otobpaxatlrTcs cnegyowme aHHble:

* NMonb3oBatenb — none3oBarternes Katanora Active Directory, KOTOPbIN MHULMMPOBAN CECCULO.

e YyeTHas 3anucb — y4yeTHada 3anncb, Kotopas ncnonb3yerca ans otkpbitna RDP, SSH nnu WEB-

ceccun.
e Pecypc — pecypc, Ha koTopoMm bbina oTkpbita RDP, SSH nnn WEB-ceccnsa oT MMeHn y4eTHOWN 3anucu.
e Apapec noakntoveHnUsa — pakTU4ecku agpec, NCnornb3yeMbln NPU OTKPLITUM CECCUMN.
e ANUTenbHOCTb — ANNTENBHOCTb CECCUMN.
o lMopkntoyeHune — Tun yaaneHHoro nogkntoveHnsa (RDP, SSH, nonb3oBaTtensckne Turbl)
e NoakntoyeHne k PAM — garta n Bpems OTKpbITUSE CeECCUMN.
o 3aBeplLUeHMe — faTa 1 BpeMs 3aKpbITUSI CECCUMN.

o CocTtosiHne — 0T06pa>|<aeT TeKyllee COCTodHune ceccun (aKTVIBHaFI, 3aBepLUeEHHaA nUin npepBaHHaﬂ).

[na npocmoTpa nogpobHOM MHpOpMaLIMM O CECCUM HAXMUTE Ha CTPOKY C HY>XHOW ceccuen. Ytobbl BbIBECTU
BCE Ceccuu Ans AaHHOro nonb3osarens, HaxmuTe Noka3aTb Bce.

AyTeHTUUKaTOpbLI

Bce 3apernctpmpoBaHHble ayTeHTMdMKATOPbI NOMb30BaTeNs, a Takke HacTponka TpeboBaHNS AOCTYMHbI Ha

Bknagke AyteHTudukaTopsbl.

CoObIiTusA

CobbITns nonb3oBaTensa AOCTYMHbI Ha Bknagke CobbITus, 30eck otobpaxatoTca nocrnegHme 5 cobbitun.
[nsa kaxgoro cobbiTust 0OTOGpaxkatoTcsa cneayrowme AaHHbIe:

° BpeMﬂ co3gaHuAa — garta n BpemMd co3gaHus cobbITKA.

Kog — kopa cobbiTus.

CoObiTne — onucaHune codbbITUA.

KomMnoHeHT — komMnoHeHT Indeed PAM, koTopbI creHepupoBan cobbIThe.

MHuumaTtop — y4eTHasi 3anmcb, KOTopas UHMLMMpOBara reHepaumio cobbiTus.



[nsa npocmoTpa nogpobHON MHOpMaLUKN O COBLITUN HAXMUTE HA CTPOKY C 3TUM CobBbITeM. YTobbI
BbIBECTM BCEe COOLITUA ANSA AaHHOro nonb3oBartens, HaxxmuTe MNMokasaTb Bce.

Copoc ayteHTUdpnkatopa nonb3oBarens

1. OTkponTe Npodunb Nonb3oBaTens U nepenguTe Ha Bknaaky AyTeHTUdukaTopbl.

2. HaxxmuTe X cnpaBa OT HY>XHOro ayTeHTuduKaTopa.

OTknovyeHue ayTeHTMdUuKaTopa nonb3oBaTens

1. OTKponTe Npohmnb Nonb3oBaTend n nepengute Ha Bkrnagky AyTeHTUdukaTopbl.

2. Haxxmute # cnipasa otr Tpe6oBaThb BTOpOM (hakTop 1 BbIGEpUTE OAHY M3 OMNLMUIA.
o Mo ymonyaHuo — no ymon4yaHuo Tpebyetcda BBoA Nornb3oBaTenem BTOporo paktopa ans

ayTeHTVI(*)VIKaLl,VIVI B CUCTEME.

o Bknro4yeHo — y nonb3oBartensa 6ygert 3anpawmBaTbCsl BTOPOM hakTop And ayTeHTMduKauum B

cucrtemMe.

o OTKNK4YeHO — Y Mnonb3oBaTens He OyaeT 3anpalumMBaTbCsi BTOPOW hakTop ANns ayTeHTMdmKauum B
cucteme.

BroknpoBKa nonb3oBaTens

C nomolLLbto 3ToN PyHKUMM agMuHUcTpaTop PAM MOXeET BbICTPO 3aKpbITh MNOMb30BaTENO AOCTYN K
pecypcaM. Mpun 3TOM MeHATb pecypchbl U YUYEeTHbIE 3arnncu He HYXHO.

3abnokMpoBaHHbIN Nonb3oBaTeNb HE MOXET:

e OTKpbIBATb CeECCUN
e MpocmMaTpuBaTtb, yCTaHaBlIMBaTb U MEHATL NMapoJsib y‘-IeTHOIZ 3arnncu

e onyyatb AOCTYN K ayTEHTUPMKALMOHHBIM AaHHbIM npunoxeHnn AAPM
B MomMeHT BnoknpoBKku nonb3oBaTens 3akpbiBalOTCA BCE €ro akTUBHbIE CECCUN.

/\ PEKOMEHOALMUSA

3abnokupyrTe nonb3oBaTens, eCnu 3ameTunn oT Hero NoAo03puUTeErNbHbIE AENCTBUSA. DTO NO3BONUT

6bICTpO 3aKpPbITb MoJsib3oBaTesito AOCTYMN K pecypcaM A0 BbIACHEHUA obcTtosTenbcTB. ECcnn TpeBora


http://localhost:3000/privileged-access-manager/3.0/user-manual/usage-of-aapm-console-tool/

NIOXHas!, TO Bbl CMOXeTe pa3bnokMpoBaTh Nonb3oBaTens. ATO Tak e ObICTpo, Kak 3abnoknpoBathb.

Utobbl 3abnoknpoBaTb Nosfib3oBaTens:

1. 3angute B pasgen Nonb3oBartenu.
2. OTkponTe npodusib Nonb3oBaTens.
3. Haxmute 3abnokupoBaTthb.

4. B okHe noaTBepXaeHus onepaumm HaxmmTe 3abnokKupoBaTh.

/\ BHUMAHME

He ncnonb3ynte aTy yHKUMIO, YTOObI 3aKpblBaTb AOCTYM YBOMIEHHbIM COTPYAHUKAM. Y HUX OCTaHETCS
BO3MOXHOCTb ayTeHTUMMLMPOBATLCS B KOHCOMb MOSIb30BaTENs U KOHCONb aAMUHUCTpaTopa (ecnuv

AocTyn 6bin). Mpy yBONbHEHMM COTPYAHMKOB yaananTe nonb3oBartenen ua katanora Active Directory.

Pa3bnokunpoBka nonb3oBaTens

YT06bI pa3bnokupoBaTtb Nonb3oBaTerns:

1. 3angute B pasgen Nonb3oBatenu.
2. OTkpounTe Npodunb 3abroOKMPOBAHHOIO NOfb30BaTENS.
3. Haxxmute PasbnokupoBatb.

4. B okHe noaTBepXaeHus onepaumm Haxmmute Pa3bnoknpoBaTth.

BbiOOp nonuTnkKu ans nonb3oBaTens

1. OTkponTe Nnpodunnb NosnbL3oBaTens.

2. Haxxmute ¢, 4yT06bI OBABUTH UMW U3MEHUTb NOSINTUKY.


http://localhost:3000/privileged-access-manager/3.0/user-manual/user-console/
http://localhost:3000/privileged-access-manager/3.0/administration/management-console/

‘pynnbl nonb3oBaTeneu

Pasgen npegHasHaveH gns paboTbl C pa3peLlleHnsamun rpynn norb3oBaTenen.

[pynnel nonb3oBaTenen

B KOMIMAHWA
nMHOWNLO
Mma, onucaHwne Q,
& TMonb3osatenu
= [pynnbi nonbzosateneil + [lobasuts + Jobaeuts n3 katanora
E Pecypcel
B1 Mpynnsi pecypcos 0 Wwms OnwcaHue
B Yuertbie zanmcu O INDEED\Domain Admins
B3 [omeHs) U  Remote Employees
0  Security Group

CospaHue rpynnbl nonb3oBatenen PAM

U106kl A06aBUTL Fpynny norb3oBaTernen, BbiNoMHUTe crieayowmne 4encTBuUs:

1. Nepengute B pasgen Mpynnbl nonb3oBaTenemn.

2. HaxmuTe [lo6aBUTb, BBEANTE Ha3BaHWE rpynnbl U HAXMUTE COXpaHUTb.

CospgaHue rpynnbl Nnonb3oBaTerien U3 KaTtasnora
Active Directory

YTtob6bl 4O6aBMTL rpynny nonb3oBaTenen n3 katanora Active Directory, BeinonHuTe cneayowme AenNcTBUs:

1. Nepengute B pasgen MNpynnbl nonb3oBaTenen.

2. Haxxmute [lo6aBUTbL U3 KaTanora, BbibepuTe rpynny n Haxmute COXpaHUTb.

YnpaBrneHue rpynrnoun nosfib3oBaTternieu



[No6aBneHue nonb3oBaTenen B rpynny

() NPUMEYAHUE

Tonbko onga rpynn, co3gaHHbiX Yepe3 PAM.

1. Nepengnte B cO30aHHyO rpynny nonb3oBartenen.

2. B pasgene MNonb3oBaTtenu Haxmnte 106aBUTHL 1 BbIGEpUTE HYXXHbIX NONb30BaTENen.

[Job6aBneHue pa3pewweHUA Ha rpynny nonb3oBaTeneun

1. MNepengnte B cCO3gaHHyo rpynny nonb3oBaTenen.

2. HaxmuTe [lo6aBUTL pa3pelueHue v BoligamnTe ero.

NMpocmoTp co3aaHHbIX pa3peLlleHUun

1. Mepenante B pasgen Pa3pelueHus.

2. NocmoTpuTe BblAaHHble paspeLlleHns ansi BbiIbpaHHOW rpynnbl Nonb3oBaTenen.

NMpocMoTp cBeAeHUN O TEKYLLMX CeCCUSX B paMKax rpynnbil
nonb3oBaTtesrien U coobITUAX cuctembl PAM

B pasnene Ceccumn otobpaxatotcs akTmBHble ceccun. B pasgene CobbiTna otobpaxatTcs cobbiTus,

npousoweawme B PAM.
CVIHXpOHVI3aLIMF| rpynnbl I10]1b30BaTeﬂel7l C KaTarnorom

(D NPUMEYAHUE

Tonbko gnsa rpynn n3 Active Directory.

1. MNepengnte B cO3gaHHyo rpynny rnorb3oBarternen.

2. Haxxmnte CUHXPOHM3NpOBaThb.

BbIOOp NONUTUKKU ANS rpynnbl Nonb3oBaTenen

1. MNepenante B cO3gaHHy0 rpynny rnonb3oBartenen.



2. Haxmute #, 4Tobbl 106aBUTL UMW U3MEHWUTH MONUTUKY.



Pecypchbl

Pasgen npegHasHaveH gns paboTbl ¢ cepBepamn, paboynmm cTaHumMsaMu, ceTeBbIM 060pyAOBaHNEM U

KIMMMEeHTCKNMU MPUNOXEHNAMN.

NMouck pecypcosB

Mownck ocyuwecTtenseTca B pasgene Pecypcbl.

BbiCTpbIN NOUCK

Beeante B cTpoky novcka Umsa pecypca nnu Agpec (DNS nnu IP-agpec) nonHOCTBIO UM YacTUYHO.

PacwunpeHHbIN NOUCK

Haxmunte PaclumMpeHHbIN NOUCK 1 BBEAUTE OAMH UIM HECKONbKO kpuTtepmes, Uma pecypca, DNS-ums, IP-
aapec NofnHOCTbIO UK YacTuyHo. Beibepute CocTosiHMe pecypca, CepBuUCHOe noaknoyeHue,

Monb3oBaTenbckoe noaknyeHue, OtTnevyatok SSH-knroua.

Npodunb pecypca



PAMRED.INDEED.LOCAL (pamred.indeed.local)

$8 [loBaewTe pazpeleHue + NobaeuTte yueTHyo 3annce & TNpoeeputs coeanHerne O CHMHXPOHWEMPOBATE E’i 3abnokMpoeaTte W Yaanws

PAMRED.INDEED.LOCAL &
RedOS Server #
pamred.indeed.local #
192.168.10.130 #

RED OS MUROM (7.3)

SSH Resources # @

Root OU #

20.10.2022 17:39:32
20.10.2022 17:40:35

SSH#m
Red0O5 7.3.1
PAMRED.INDEED.LOCAL\admlocal

MNonEZ0BATENECKME NOLKIKUEHWUA Pazpellenvs NokaneHbIg YUSTHEIE 2AMNMCA [pynnel pecypcoe Ceccum CobeiTus

“+ JoGaeuts

S5H

# Penaktvposare

Mpodunb oTobpaxkaeT AaHHbIE, YKa3aHHble Npu 4obaBneHunn:

* Umsa pecypca — vMsi KOMMNbIOTEPA, aKTyanu3npyeTcs Nocne BbINOMIHEHUS CUHXPOHU3ALNN.
o OnucaHue — NpPon3BOSbHbIV TEKCT.

° OnepaLI,VIOHHaFI CnctemMa — HasBaHWMe 1 Bepcusa OﬂepaLlMOHHOVI CUCTEMBbI, 3aNnOJIHAETCA nocre

BbIMONMHEHNA CUHXPOHU3aLUUN.

e Monutuka — Habop nNpaBun AENCTBYIOLLMIA Ha NOKarnbHbIE YYETHbIE 3anucy AocTyna, JoGaBneHHbIe
B Indeed PAM.

° I'Ionpas.qeneHMe — M4 nogpasgernieHna B KOTOpoM COCTOUT pecypcC.
o [ara CUHXpPOHU3aunn — aarta n BpeM4d nocnegHemn CUHXPOHM3aUUM OaHHbIX O pecypce.

o [laTa CMHXPOHU3aLUM YUYETHbIX 3anucen — gata 1 Bpems nocrnegHe CUHXPOHN3aLUMM YYETHbIX

3anucen pecypca.

o CepBuCHOe noaknoyeHne — TUn NOAKNIOYEHUS K pecypcy, KoTopoe ByaeT Ucnonb3oBaTbes
nokarbHOW U1 JOMEHHOW CEPBUCHOWN YYETHOW 3annchbio.

o WabnoH — nwm4a wabnoHa SSH-KOHHEKTOPA, NCMOMb3yeMOro ANns BbINOIHEHNSI CEPBUCHbLIX Onepauuin.

° CepBVICHaﬂ y4yeTHasda 3anncb — NvA y‘-IeTHOﬁ 3arincu, VICI'IOJ'Ib3yeMOIZ A4 CepBMCHOro NOAKIMHOYEeHUA.



Monb3oBaTenbCKUe nNoaknoyYeHus

3Ll,er 0T06pa)KaI-OTCF| n HaCTpaI/IBaPOTCFI nogKknw4YeHmnda ana OTKprTl/IFI I'IpMBMJ'IGFMpOBaHHbIX CeCCVII;I.
,D,J'IFI Kaxxgoro pecypca MO>XHO CO34aBaTb HECKOJIbKO MOJ1b30BaTENIbCKNX I'IO,EI,KJ'IIO‘-IeHMVI, ecJin Ha o gHOM
cepBepe yCTaHOBMEHbI HECKOMNBbKO NPUOXEHUI, K KOTOPbIM HEOOXO4MM NPUBUIErMPOBAHHbIN JOCTY.
PaspeweHus

Bce paspelueHusi, B KOTOPbIX MCMOMb3yeTcsa pecypc oTobpaxatoTcs Ha Bknagke PaspelueHus.
[nsa kaxgoro paspelueHnsa otobpaxatrTcs cnegyowme aHHble:

e Ne — Homep paspelueHus.
» Nonb3oBaTtenu — nonb3oBartenu katanora Active Directory, Ana KOTOPbIX BblAaHbl paspeLLeHus.

e Pecypcbl — pecypchbl, Ha KOTOPbIX MOXET BbITb oTKpbiTa RDP, SSH nnu WEB-ceccus oT umeHu

YYETHOWM 3anucu, yKkasaHHOM B paspeLleHun.
» MNMoppaspeneHne — nvA nogpasgeneHns, B KOTOPOM COCTOUT Pecype C AaHHbIM pa3peLLeHneM.

» 3Hauku cTaTyca paspelueHuss — noackaska o ctatyce oToGpasuTcs Npy HaBegeHUM Kypcopa MbILUK.

JlokanbHble y4eTHble 3annucu

Bce pobaBneHHble nokanbHble YY4ETHbIE 3anncu AoCcTyna oTobpaxaloTcs Ha BKragake JlokanbHble YyYeTHble

3anucu.
[lna Kaxxgoi nokanbHoW y4eTHON 3anucu oTobpaaloTcs crieaylolme AaHHble:

e UMsa — uma nokanbHON y4eTHOW 3anmcK pecypca.
» Pa3smelueHue — Ha3BaHWe pecypca, Ha KOTOPOM pasMeLLieHa NnokanbHas y4yeTHas 3anuchb.
o CocCTOsIHMe — COCTOsSIHME B KOTOPOM, HAXOAMTCA foKanbHas yyeHas 3anmce.

* lNoapaspeneHne — nms nogpasgeneHns, B KOTOPOM COCTOUT Pecypc C AaHHOW NOKanbHOW yY4eTHON

3aruncbio.

o OnucaHue — NPOn3BOSIbHbIN TEKCT.

pynnbl pecypcoB

Mpynnbl pecypcoB, B KOTOPbIX COCTOUT AaHHbIN pecypc, oTobpaatoTcs Ha Bkrnaake Mpynnbl pecypcoB.


http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/resources/adding-a-resource/#user-connection-setup

-+ NoBaeuTs
UTo6b1 06aBUTL rPYNMy pecypcoB, HAXMUTE .

Mocne nobaBneHus rpynnbl pecypcoB 6y,u,yT OTO6pa)KaTbCFI cnegywune gaHHble:

o pynna pecypcoB — Ha3BaHue f0OaBNEHHOM rpynnbl peCypCcoB.
o Tuvn noaknoYeHUs — TUN NOLKITOYEHNS K PECYPCY.
e Appec noakrnoyYeHUa — agpec pecypca.

e YyeTHas 3anucb — y4yeTHaaA 3arnncb, KOTOpad UCMNONb3yeTCcA Ald NoOKNH4YeHNA K pecypcey.

Ceccumn

Bce akTBHbIE 1 3aBEpLUEHHbIE CECCUM Ha pecypce oTobpaxatoTcst Ha Bknagke Ceccum.
[nsa kaxgon ceccum oTobpaxarTcsa cnegyowme gaHHble:

* MNMonb3oBatenb — nonb3oBarerb katanora Active Directory, KOTOpbI MHULMMPOBA CECCUto.

¢ YyeTHasa 3anucb — y4yeTHada 3anncb, Kotopas ncnonbayetca ans otkpbitna RDP, SSH nnu WEB-

ceccun.
* Pecypc — pecypc, Ha koTopoMm bbina oTkpbita RDP, SSH nnn WEB-ceccnsa oT MMeHu y4eTHOWM 3anucu.
o Appec nogknyeHnsa — hakTUYECKUIN agpec NOAKITHYEHUST K KOHEYHOMY pecypcy
e ANUTenbHOCTb — AfNTENBHOCTb CECCUMN.
e NMopakntoyeHne — TUMN NOAKIMIOYEHNS.
¢ NoakntoueHne k PAM — gata 1 Bpemsi OTKpbITUSI Ceccum
o 3aBeplLUeHMe — [aTa 1 BpeMs 3aKpbITUsi CECCUMN.

o CocTosiHne — oTobpakaeT TekyLlee COCTOsiHUue ceccun (AKTUBHAs UKW 3aBepLUEHHas).

UTobbl BLIBECTM BCE CECCUM ANt AAHHOIO pecypca, HaXMuUTe lNMoka3saTb Bce.

CoObiTHusA

Bce cobbiTusa Ha pecypce oTobpaxatoTcsa Ha Bknaake CobbiTusA, 3gecb otobpaxatrTcs nocnegHue 5

coObITUN.
[nsa kaxgoro cobbiTus oTOBpaxarTca cneayoume AaHHbIe:

o Bpems co3pgaHua — gata n Bpemsi co3gaHnsa coobiTus.

o Kopg — kop coObITuS.



e CoObITME — onucaHune cobbITug.

o KoMnoHeHT — koMnoHeHT Indeed PAM, KoTopbIi creHepupoBan cobbiTue.

¢ WHnumatop — ydyeTHaa 3arnncb, KOTopad nHnuymmnpoBalia reHepauunto cobbITKA.

[nsa npocmoTtpa nogpobHON MHpOpMaLUN O COBLITUN HAXKMUTE Ha CTPOKY C HYXXHbIM COBbITUEM. YTOObI

BbIBECTU BCE COOLITUSA AN AaHHOro pecypca, HaxmuTe lNMokasaTb Bce.

Cnyxobl

A NMPEOYNPEXOEHUE
OTa BkIagka oTobpaxaeTcsi TONbKO eCn Ha BbIGpaHHOM pecypce HaCTPOEHO CEPBUCHOE

noakntoyeHme anga Windows.

Bce pobaBneHHble cnyx6bl oTobpaxatoTca Ha Bkrnagke Cnyxobl.

Ansa kaxgon cnyx6bl oTobpaxaloTca cneayowme AaHHbIe:

e Umna cny>|<6b| — 3Ha4yeHune, 3agaHHoe npu co3gaHnmn CJ'Iy)K6bI. CoBnapgaert co 3HaveHuem nons Nvs

cnyx6bl (Service name) ocHacTkn Cnyx6bl Ha pecypce.

e YyeTHas 3anucb — y4eTHas 3an1cb, OT MMEHWN KOTOPOU 3anyckaeTcs cnyxba.

o OnucaHue — NpPoOn3BOSIbHbIV TEKCT.

Takke Ha 3ToM BKNagke Bbl MOXeTe 00aBuTb cny>|<6y AOJ14 3TOro pecypca, Aand 3Ttoro HaxXmmTe Ho6aBuTb.

Bbi16op nonutukmn gnsa pecypca

1. OTKponTE Npohunb pecypca.

2. Haxmute #, 4To6bl 4OGABUTL UMM U3MEHUTH MOSUTUKY.


http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/resources/setting-up-a-service-connection-for-resources/#setting-up-for-windows
http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/resources/setting-up-a-service-connection-for-resources/#setting-up-for-windows

Nob6aBneHue pecypcosB

NoGaBneHne pecypca Bpy4HYHO

[ns npegocTaBneHust 4OCTyna K pecypcy nonb3oBaTtensiM kartarora Tpebyetcs Ao6aeuTtb pecypc B Indeed
PAM.

1. Haxxmute [lo6aBuTb B pa3gene Pecypchbl.
2. Buibepute NMogpaspeneHue.

3. Beegute Umsa pecypca, DNS n/unu IP-agpec n OnucaHwe.
[nsa pecypcos Ha 6a3e OC Windows TpebyeTcs ykasbiBaTb pearibHOE NMSA KOMMbHOTEpPA.
Mpu ykasaHuu IP-agpeca yuntbiBanTe, 4TO OH 06a3aTernibHO AOMKEH BbITb CTAaTUYECKUM.

[N ob6aBneHue pecypcoB u3 panna

1. MNogroToBeTe CSV-hann ¢ pecypcamu.
2. HaxmuTe [lo6aBuTb M3 hanna B pasgene Pecypchbl.
3. BblbepuTte co3gaHHbin CSV-hann.

4. Ecnu gnsa pecypcoB TpebyeTcsa onpeaenvTb NONNTMKY NocTaBbTe ranoyky [lo6aBnAaTb ¢ NOMIUTUKOM.

5. Haxxmnte CoxpaHuTb.
dopmat cTpoku pecypca B CSV

Uma pecypca; OnucaHue; DNS; IP-agpec; Tun nosb30BaTe/bCKOrO MOAKJ/KWYEHUA; Adpec
nonb30BaTe/IbCKOro noAakawdeHuA; lopT nonb3oBaTesibCKOro noakawdeHuA; URL cTpaHuubl BXxopa;
URL cTpaHuupl BXxofda ABAAETCA peryaAapHbiM BblpaxeHuem; WMA y4yeTHOM 3anucu ANA CepBUCHOrO
noakaw4eHna; Tun cepBUCHOro nogknwyveHua; WabnoH cepBucHoro nopknwdeHua SSH; Aapec

CEepBUCHOro nogkwyeHua; MopT CepBUCHOrO MOAKAWYeHWUs; [aposb AAA NPUBUIErUMPOBAHHOFO BXOAa
Cisco

Mpumep



Ha3sBaHue

Nmsa pecypca

OnucaHue

DNS wnun IP-agpec

Tun nonb3oBaTENbCKOro

NOAKITOYEHUSA

Afpec nonb30BaTenbCKOro

NOoAKIKO4YEHUA

|_|OpT NoJ1ib30BATENIbCKOIo

MOAKMYEHNS

URL cTpaHuubl Bxoaa

URL cTpaHuubl Bxoaa
ABNAETCA perynspHbiM

BblpaXXeHnem

Nms ydeTHOM 3anucu ans

CepBUCHOro nogkriryeHnd

Mpuopurter

Obga3aTenbHbIN

HeobasaTtenbHbIN

Obga3aTenbHbIN

Obga3aTenbHbIN

HeobasatenbHbIN

HeobsasaTtenbHbIN

HeobasatenbHbIN

HeobsasaTtenbHbIN

HeobsasaTtenbHbIN

OnucaHue

Nmsa pecypca B cucteme Indeed PAM.

Mpon3BOSIbHbIN TEKCT.

DNS wnu IP-agpec pecypca. TpebyeTcs ykasaTb

OAVH 13 NapamMeTPOB.

YkasblBaeTca M4 Norb30BaTeNbCKOro
noaknoyeHuns. [loctynHble nonb3oBaTtensckie
NOAKITOYEHUSA N UX UMEHA MOXXHO NMOCMOTPETL B
pasgene KoHdurypauum — lNonb3oBatensckoe

noakKr4eHne.

YkasbiBaetcs |IP-agpec nnn DNS ans
nepeonpegeneHns agpeca nogknoyeHns npu

NOAKIMKOYEHUN K peCypcCy.

YkasblBaeTtcs nopT OJyqa ero nepeonpeanerieHna npu

MOAKITIOYEHUN K pecypcy.

YkasbiBaetca URL ctanmubl Bxoga WEB-

NPUNOXEeHNA.

YkasbiBaeTcs ecnu 3agaH URL cTpanuubl Bxoaa.
MpuHumaet 3HaveHns TRUE/FALSE.

YKasblBaeTcs UM CEPBUCHOW YYETHOW 3anncu ot
UMEHWN KOTOPOKN ByayT BbINOMHATLCA CEPBUCHbIE
onepauuun. Y4yeTHasa 3anucb AomkHa ObITb
pobasrieHa B cuctemy.



HasBaHue Mpuopurtet OnucaHue

YkasblBaeTcs ums CEepPBUCHOIO NOAKITHOHEeHUA.

Twun cepBUCHOrO . MimeHa cepBUCHbIX NOAKNHYEHUIA MOXHO
HeobGs3aTenbHbiln
NoaKMHo4eHNA NocMoTpeThL B pasgene KoHdurypauum —

CepBVICHOG noakrir4yeHne.

YkasbiBaeTca uma SSH-wabnoHa, ecnv Tun

LLlabnoH cepBucHoro _ CepBUCHOro noakntoyeHns ykasaH SSH. Mimena
Heobs3aTenbHbIN
noaknto4veHmnsa SSH SSH-wabnoHoB MOXXHO MOCMOTPETL B pasaene

KoHpurypauum — CepBUCHOE NOOKITOYEHME.

YkasbiBaetcs |IP-agpec nnn DNS ans
ALpec cepBUCHOIo .
HeobsizatenbHbln  nepeonpeaeneHuns agpeca nogkitoyeHns npm
NoaKmnto4eHns
NOAKIOYEHUN K pecypcy.

[MopT cepBUCHOrO .
HeobszaTenbHbli  YKasbiBaeTCs NOPT AN ero nepeonpeneneHus.

NOAKITIOYEHUS

Maponb ans YKasblBaeTcs Ang NnpuBUNerMpoBaHHoOro Bxoaa
NPUBUNErMPOBAHHOIO HeobssatenbHbin  Cisco, ecnun Tun cepBMCHOMO NOAKNIOYEHNS yKa3aH
Bxoga Cisco Cisco 10S.

HacTpoiika nonb3oBaTenbCKOro noaknovYeHus

[nsa kaxxgoro pecypca Tpe6yeTc;| HaCTpPOWUTb MOJib30BaTEsIbCKOE NOAKIMIOHYEHNE, KOTOPOE 6y,1:|,eT
MCNorib30BaHO AJ1A OTKPbITUA CECCUN Ha pecypce.

Hactpounka RDP-nogknioyeHus

1. Boibepute 3HayeHne RDP B none Tun noakno4veHus.

2. Ecnu agpec noakntoyeHus otnnyaetcs ot DNS nnum IP-agpeca pecypca, To ykaxute ero, Haxxas
YKa3aTb BPYUYHY!O.

3. Beegute lMNMopT, ecnv oTnmvyaeTca oT CTaHAapTHOrO.

4. Bknounte onumio 3anyckaTb Kak agMUHUCTPATop, ecnn TpebyeTcs OTKpbIBaTb CECCUID C MapaMeTPOM
mstsc /admin.



5. 3aBepmTe gobasneHne pecypca.

() UH®OPMALUSA

Flpm OTKPbITUN CECCUN MOXHO Bbl6paTb JIOKalibHble OUCKU OJ1A UCMNOJ1b30BaHNA B y,qaneHHon ceccun.

Moakntountbeca 6e3 nepeHaripaBiieHn4d JiokalibHbIX AUCKOB TOXE MOXXHO.

HacTtpouka SSH-nogkno4vyeHusa

1. Boibepute 3HayeHne SSH B none Tun nogknoYeHus.

2. Ecnu agpec nogkntoyeHus otnuyaetca ot DNS nnu IP-agpeca pecypca, TO yKaXuTe ero, HaxkaB
Yka3aTb Bpy4HY1O.

3. Beeaute MNMopT, ecnu otnnyaeTcs OT CTaHAapPTHOrO.

4. 3aBepwmnte gobaBneHune pecypca.

HacTpounka KnmeHTCKOro noakno4veHus

B Indeed PAM ctaHgapTHbiMK siBngatoTca nogkntodeHna RDP n SSH, octanbHbie TUMbl NOAKOYEHUS,
Hanpumep, Beb-ceccus, unu nogknodeHne Kk CYB[], HacTpanBatoTcst OTAENBHO AN KaXO0ro Lenesoro
npunoxenus. lanee 6yayT paccMOTPeEHbl NpUMepPbl HACTPOVKU NOAKMoYeHUs K Beb-koHconu Citrix
NetScaler n MS SQL Managemet Studio. Nocne yctaHoBku Indeed PAM aTn Tunbl nogknoyveHnsa yayT

OTCYTCTBOBaATb B CMUCKe nogkntoveHnn. [ns co3gaHnsa HOBOro TMna NOAKMHOYEHUS TpGGyGTCﬂ O6paTVITbCF|

cnyx6y TexHnyeckon nogaepxkm Indeed.

HacTtpouka Beb-ceccum

1. BoibepuTte 3HauyeHue Citrix NetScaler B none Tun nogkntoveHus.
2. Beegute URL BeG-npunoxeHus.
3. Beegute URL cTpaHuubl Bxoaa BeO-NpunoxeHus.

4. 3aBepLunte gobaBneHue pecypca.

() MHOOPMALIMSA

Ecnu URL cTtpaHuubl BXxoaa MOXET HE COOTBETCTBOBaTb YKa3aHHOMY 3Ha4YeHuo nocne obpatlleHms K
Hemy, To BKNtounTe onumio PerynsapHoe BbipaxeHue. Onuns no3BonseT ykasbliBaTb BblpaXeHue,

KoTopomy ByaeT cooTBETCTBOBaTL N0O0OE 3HaYeHne agpeca.




HacTtpouka nogknrovyeHus Kk CYb[

1. Boibepute 3HavyeHne MS SQL Management Studio B none Tun nogkno4YeHUs.

2. Ecnn agpec nogkntoyeHna ak3emnnapa MS SQL Server otnnyaetcs ot DNS vnun IP-agpeca pecypca,

TO YKaXuTe ero, HaxxaB YKa3aTb BPY4YHYHO.
3. Beegute MopT npn HeobxogmMmocTu.
4. MNepeonpegenuTe Npon3BosbHbIE NOMS U3 WabnoHa npyu HeobXxoaNMOCTMW.

5. 3aBepwmTe gobasneHne pecypca.



HacTtpowuka cepBUCHOIro noakno4YeHus
ANA pecypcoB

Ansa pecypcos Ha 6a3e OC Windows, OC *nix n CYB MS SQL Server, MySQL, OracleDB u PostgreSQL, a
Tarke Cisco 10S u Inspur BMC MOXHO HacTpouTb CEPBUCHOE MOAKIIOYEHME, KOTOPOE MO3BOSUT BbINOMHATH

creayloLme onepawuu:

e MNpoBepKa coeauHEHNs C PECYPCOM;
e CUHXPOHM3ALIMA YYETHBIX 3anuceit;

e MpoBepKa Napons v Knoya y4eTHbIX 3anunceir;

e cBPOC Mapons v Knoya y4eTHbIX 3anuceil;

e CMHXpOHM3aLMs rpynn 6e30MacHOCTU YYETHbIX 3anucen;

e CUHXpOHM3aumMs aaHHbIxX o Bepcun OC unn CYB[.

HacTponky cepBUCHOro NOAKMYEHUS MOXXHO BbINOMHUTL Kak BO BpeMsi 4obaBneHnsa pecypca, Tak n nocne
ero pobaeneHnsa B Indeed PAM. B gaHHOW cTaTbe pacCMOTPEHbI NPUMEPbLI HACTPOWMKN CEPBUCHOTO

NOAOKNMKYEHNA ONA YXKe Ao6aBMNeHHbIX B cuctemy pecypcos.

() MHOOPMALIMSA

MpoBepka naponel nokanbHbIX YYEeTHbIX 3anuncen pecypcos nog ynpasneHmem OC Linux MoxeT

BbINOMHATLCA 6€3 HACTPOVKM CEPBUCHOTO MOAKITIOYEHNS K pEcypcy.

NoGaBrieHne y4yeTHbIX 3anuceun

CepBucHbIe onepauun BbIMOMHATCA OT MMEHU CEPBUCHOWN Y4ETHOM 3anucu. B ponn cepBucHom MoxeT
ObITb Ha3Ha4YeHa Kak NokanbHasa y4eTHas 3anuncb pecypca, Tak U JOMeHHas yyeTHas 3anuce. lNMepen
HaCTPOMKOW CEPBUCHOIO NOAKIYeHNs TpebyeTca Ao06aBUTL B CUCTEMY NOKANbHYHO UM AOMEHHYHO YYETHYHO

3aruncob.

[obGasneHune pecypca

[oGaBneHne nokanbHbIX Y4ETHbIX 3anncemn

[lobaBneHne gomeHa

[oGaBneHne JOMEHHbIX YYETHbIX 3anMcen
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HacTtpouka cepBucHoro nogknio4veHua ana OC
Windows

/\ NMPEOYNPEXOEHUE

[Mepen HaACTPOMKOM CEPBUCHOIO NoakntoyeHus Tpedyetcs gobasute B Indeed PAM nokanbHyro mnm
OOMEHHYIO YYETHYIO 3aruchb.

UTtobbl HacTpouTb cepBucHoe nogkntodeHne gns OC Windows:

1. OTKpoIiTe Npocbunb pecypca 1 HaxmuTe ¢ cripaBa oT napameTpa CepBUCHOE NOAKMIOYEHMe.

2. B none KoHHekTop BbibepuTe 3Ha4YeHne Windows.

3. Ecnu agpec cepBMCHOrO NOAKNIOYEHNA OTNMYaETCs OT afpeca pecypca, TO AN nepekntoyarens Agpec
noaknoYeHns BbibepuTte 3HavyeHne YKasaTb BPY4YHYH 1 BBeauTe apyron agpec B none DNS-ums /
IP-appec.

4. Haxxmute Bnepep ansa nepexona K BblOOpy y4ETHOW 3anucm.

5. BbibepuTe y4eTHYI0 3annchb.

6. HaxmuTte COXpaHMTb Ond 3aBeplueHnd HaCTDOVIKVI CepBUCHOIo NOAKITHYEeHNA.

HacTtpouka cepBucHoro noakntwo4veHna ana OC
.
nix

/\ MPEOYNPEXOEHUE

Mepen HacTPOWKON CEPBMCHOIO NOAKIOYEHMS TpebyeTcs:

e pnobasutb B Indeed PAM nokasnbHYO U JOMEHHYHO YYHETHYIO 3anuchb;

 3arpy3uTb WabnoH SSH-koHHeKTOpa.

YUTtobbl HacTpouTb cepBucHoe noakntodeHne gns OC *nix:

1. OTKpoIiTe Npocbunb pecypca 1 HaxmuTe ¢ crnpaBa oT napameTpa CepBUCHOE NOAKMIOYEHMe.
2. B none KoHHekTOp BLIOEpUTE 3Ha4eHne SSH.

3. BbibepuTe LLlabnoH cepBucHOro B3ammoaenctams. B aTom none otobpaxkatoTcs TONbKO 3arpy>KeHHbIe B
Indeed PAM wabnoHbl.
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4. Ecnn agpec cepBUCHOrO NOAKMYEHMS OTNIMYAETCA OT agpeca pecypca, To Anda nepekniovartens Agpec
noaksnoYeHns BbibepuTe 3HavyeHe YKasaTb BPYUHYH 1 BBeauTe apyron agpec B none DNS-ums /

IP-appec.
. B none MopT ykaxute 3HayeHne, ecnu oTnn4aeTcs oT CTaH4apTHOrO.
. Haxmute Bnepepn ans nepexofa K BbIbopy y4eTHOM 3anmcu.

. BbiGepuTe yyeTHyto 3anuch.

0 N O O

. Haxxmute CoxpaHuTb 4NnS 3aBepLUIEHNS HACTPONKN CEPBUCHOMO NMOAKMHYEHUS.

HacTtpouka cepBucHoro nogknoveHusa gna CYb[l
MS SQL Server

A MPEOYNPEXOEHUE

Mepen HacTponkowm cepBMCHOrO nogkntoveHns Tpebyetcs gobasute B Indeed PAM nokanbHyo unu

OOMEHHYI0 YY4ETHYHO 3aruchb.

YUTtoObl HacTpouTb cepBucHoe noakntoveHne ans CYB MS SQL Server:
1. OTKponTe Npochunb pecypca n HaxmuTe 4 cnpasa oT napameTpa CepBUCHOE NOAKIOYEHME.
2. B none KoHHekTop BbibepuTe 3HavyeHne Microsoft SQL Server.

3. Ecnun agpec cepBMCHOMO NOAKNIYEHNA OTAMYaAETCs OT agpeca pecypca, To Ansa nepeknoyatena Agpec
nogKno4veHusa BolbepuTe 3HadeHe Yka3aTb BPYUHYHO 1 BBeauTe apyron agpec B none DNS-umsa /
IP-appec.

4. B none MopT ykaxuTe 3Ha4yeHne, ecnu OTNnYaeTcs oT CTaH4apTHOrO.
5. HaxxmuTte Bnepepn ona nepexoga k BbIGOpy y4ETHOM 3anmcul.
6. Bbibepute y4yeTHyo 3anuce.

/\ NPEQYNPEXOEHUE

Ecnn aksemnnap MS SQL Server He BxoauT B cocTtaB gomeHa Active Directory, To B kayecTBe

CEPBMCHON MOXHO UCMOMNb30BaTh TOSbLKO yyYeTHble 3anncu CYB[.
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Ecnn BXxoguT, TO MOXXHO MCNOMb30BaTh Kak ydeTHble 3anucn CYB[, Tak n JOMEHHbIE yYEeTHbIE
3anucum.

7. Haxxmute CoxpaHuTb 4515 3aBEPLUEHNA HACTPOVKN CEPBUCHOIO MOAKIMOYEHNS.

HacTtpouka cepBucHoro nogkntoveHua gna CYb[l
OracleDB

/\ NPEAYNPEXAEHUE

[Mepen HacTponkown cepBUCHOroO nogkntoveHus Tpebyetcs gobasute B Indeed PAM nokanbHyo nnu
AOMEHHY0 YYETHYHO 3amnucChb.

YUTtobbl HacTpouTb cepBucHoe noakntoveHne ans CYB[ OracleDB:

1. OTKpoWTe Npodunb pecypca U HaxMuTe ¢ cnpasa oT napameTpa CepBMCHOE NOAKMIOYEHMe.

2. B none KoHHekTOp BLIOEpuTE 3Ha4veHne Oracle Database.

3. [Ina nepekntoyatens Agpec nogKn4veHUsa BolbepuTe 3HadeHe YKa3aTb BPYUHyHo 1 B none DNS-
umsa / IP-agpec BBeguTe cTpoky nogkntodenns k CYB[L suaa host[:port][/service name].

4. HaxxmuTte Bnepen ansa nepexoga K BbIbopy y4eTHOM 3anucu.
5. BblbepuTe y4yeTHyI0 3annchb.

6. Haxxmute CoxpaHuTb NS 3aBepLUEHNS HACTPOWKN CEPBUCHOMO NOAKNHOYEHNS.

HacTtpouka cepBucHoro nogknoveHusa gna CYb[l
PostgreSQL unu PostgreSQL Pro

A NMPEOYNPEXOEHUE

Mepen HacTponkowm cepBMCHOrO nogkntoveHns Tpebyetcs gobasute B Indeed PAM nokanbHyo unm

OOMEHHYIO YY4ETHYIO 3armncb.

YTto6bI HacTponTb cepBucHoe noakntoveHne ana CYB[ PostgreSQL wnu PostgreSQL Pro:

1. OTKponTe Npochunb pecypca n HaxXmuTe 4 cnpasa oT napameTpa CepBUCHOE NOAKIIOYEHME.

2. B none KoHHeKkTOp Bbibepute 3HavyeHne PostgreSQL.
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3. Ecnv agpec cepBMCHOrO NoAKNIOYEHUs OTAMYaeTCs OT agpeca pecypca, To Ansa nepeknoyarens Agpec
noaksnoYeHns BbibepuTe 3HavyeHe YKa3saTb BPYUHYH 1 BBeauTe apyron agpec B norne DNS-ums /
IP-appec.

. B none Mopt ykaxxnTte 3Ha4yeHne, ecnn oTnn4aeTcs OT CTaHO4AaPTHOrO.

. Haxxmute Bnepea ans nepexoga k BbI6opy y4eTHOW 3anucy.

. Boibepute yyeTHyto 3anuce.

N OO o b

. Haxxmute CoxpaHuTb 4NnS 3aBepLUeHUs HACTPONKN CEPBUCHOMO NMOAKMHYEHUS.

HacTtpouka cepBucHoro nogknoveHusa gna CYb[l
MySQL

Moppepxusaetca ona MySQL sBepcun 8.4.5 1 meHbLue. 1N BbINONHEHNA cepBUCHBIX onepauun Indeed
PAM vcnonb3syet Tvn ayteHTudukaumm mysql_native_password. B Bepcusx 8.4.0-8.4.5 ato1 Tmn no
YMOSMYaHUIO OTKIOYEH, NOTpebyeTcs ero BKMYNTL B COOTBETCTBUM € fokyMeHTaumen MySQL. OctanbHble
TUMbl ayTEHTUMKALNN HE NOOLAEPXKNBAKOTCA.

/\ MPEOYNPEXOEHUE

[Mepen HACTPOMKOM CEPBUCHOIO NoakntoyeHus Tpedyetcs gobasnte B Indeed PAM nokanbHyto unm
OOMEHHYIO YYETHYIO 3aruchb.

YTtobbl HacTpouTb cepBucHoe noakntoveHne ansa CYbL MySQL.:

1. OTKpoWTe Npocunb pecypca U HaxMuTe ¢ cnpasa oT napameTpa CepBMCHOE NOAKMIOYEHMe.

2. B none KoHHekTOp BbibepuTe 3HaveHne MySQL.

3. Ecnun agpec cepBMCHOrO NOAKNIOYEHNA OTNMYaETCs OT afpeca pecypca, To AN nepeknoyarens Agpec
noaknto4veHus BolbepuTe 3HadeHe YkasaTb BpYUHYHo 1 BBeaute apyrov agpec B none DNS-umsa /
IP-appec.

. B none MopT ykaxuTe 3Ha4yeHne, ecnn oTnn4aeTcs OT CTaHOapPTHOrO.

. Haxxmnte Bnepepn ans nepexofa K BblOOpY y4ETHOW 3anuncu.

. Beibepute yyeTHyto 3anuch.

. Haxxmnte CoxpaHuTb.

. OTKpoiiTe NpoduIb CepBUCHOI yyeTHoM 3anuc MySQL n HaxxmuTe # cnpaa oT napameTpa Ums.

© o0 N o o H

. YKaxute 3HaveHue xocTa Ansa y4eTHon 3anucu: %/Uma xocTa/IP-agpec.
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HacTtpoika cepBucHoro nogknto4veHus ana Cisco
10S

/\ MPEOYNPEXOEHUE

[Mepen HaACTPOMKOM CEPBUCHOIO NoakntoyeHus Tpedyetcs gobasute B Indeed PAM nokanbHyro mnm
OOMEHHYIO YYETHYIO 3aruchb.

YUTtobbl HacTpouTb cepBucHoe noakntodeHne gns Cisco I0S:

1. OTKpoIiTe Npocbunb pecypca 1 HaxmuTe ¢ cripaBa oT napameTpa CepBUCHOE NOAKMIOYEHMe.
2. B none KoHHekTOop BLIOepuTe 3Ha4yeHune Cisco 10S.

3. Ecnu TpebyeTcs 3agatb naposb A58 NPUBUNErMPOBAHHOMO PEXUMa, TO BKIOYUTE ONLMI0
MpuBUNerMpoBaHHbIA PEXUM UMEET Naporb 1 YKaxuTe naporsb.

4. Ecnv agpec cepBUCHOro NOAKIMOYEHUS OTNIMYAETCA OT agpeca pecypca, To Ans nepekntodatens Agpec
nogKno4veHusa BolbepuTe 3HadeHe YkasaTb BPYUHYHO 1 BBeauTe apyron agpec B none DNS-umsa /
IP-appec.

. B none MopTt ykaxuTe 3Ha4eHne, ecriv oTnnyaeTcsa oT CTaH4apTHOrO.
. Haxmute Bnepepn ans nepexofa K BbIbopy y4eTHOM 3anucu.

. BoibepuTe y4eTHyto 3anuce.

o N O O

. Haxxmute CoxpaHuTb Ans 3aBepLUEHUS HACTPONKMA CEPBUCHOIO MOAKIIOYEHNS.

HacTpomka cepBucHoro noaknodeHus ans Inspur
BMC

/\ NPEAYNPEXAEHUE

lMepen HacTponkown cepBUCHOrO nogkntoveHns Tpebyertcs gobasute B Indeed PAM nokanbHyo unu
AOMEHHYI0 YYETHYHIO 3anucChb.

UTtoObl HacTpouTb cepBUcHOe noakntoveHne ans Inspur BMC:

1. OTKpoWTe Npodunb pecypca U HaxMuTe ¢ cnpasa oT napameTpa CepBMCHOE NOAKMIOYEHMe.

2. B none KoHHekTOp BLIOEPUTE 3Ha4YeHune Inspur BMC.
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N OO o b

. Ecnv agpec cepBMCHOro NoAKMYEHNa OTNYaeTcs oT agpeca pecypca, To Ana nepekniodatensa Agpec

noaksnoYeHns BbibepuTe 3HavyeHe YKa3saTb BPYUHYH 1 BBeauTe apyron agpec B norne DNS-ums /

IP-appec.

. B none MopT ykaxuTe 3Ha4YeHne, ecriv oTnnyaeTcs oT cTaH4apTHOrO.
. Haxxmute Bnepepn ons nepexoaa k Bblbopy y4eTHOM 3anmciu.
. Bbibepute yyeTHyto 3anuce.

. Haxxmute CoxpaHuTb 4515 3aBepLUEeHNA HACTPOMKM CEPBUCHOIO NOOKITHOYEHUS.



Onepauuu Hap pecypcamu

PenaktupoBaHue pecypca

[ns peaakTMpoBaHWsa OOCTYMHbI Crieaytolme nons pecypca:

e Nmsa pecypca;

e OnucaHue;

+ MNoapaspeneHue;

e [lonutuka;

e Monb3oBaTenbcKoe NOAKMNIOYEHUE;

° CepBVICHoe noakn4yeHue.

YTtoBbl OTPEAAKTUpOBaTh pecypc, HaxmuTe # B npodune pecypca crpasa oT HY>KHOro napameTpa.

YoaneHue cBA3aHHbIX CYLHOCTEMN

[ns ynaneHus 3Ha4eHnn OOCTYNHbI CrieayoLwmne nons pecypca:
e Monutuka;

° CepBVICHOE noakn4yeHue.

/\ NPEAYNPEXOEHUE

Mpw yaaneHum cepBUCHOIO MNOAKIIOMEHNS C pecypca BCE CBA3aHHbIE C HAM CNY>XObl Takke yaansitoTCs.

YnaneHHole CJ'Iy)K6bI HEJb34 BOCCTAHOBUTD.

YnaneHHble CJ'Iy)K6bI nepecrtarwT OTO6pa>KaTbCFI B pa3aerne CHY)KGI:I, HO UX MO>XHO MPOCMOTPETL C

NOMOLLIbIHO PacCLUMPEHHOro rnoncka.

YTobbl yoannTtb nOﬂVITVIKy NIn CepBVICHoe noakKnw4yeHne C pecypca, HaxXMnTe NKOHKY KOP3UHbI B

npodoune pecypca cnpaBa OT HYy>KHOro napameTpa.

[NobaBneHue Nonb30BaTelIbCKOro NoaKno4YeHus


http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/services/
http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/services/#removed-services-search
http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/services/#removed-services-search

®yHKUMA NO3BONSAET 4OOABUTL OQHO UITM HECKOMNBbKO NONb30BaTENbCKUX NOAKMIOMEHWNIA, OCTYMHbLIX ANS

OaHHOIo pecypca.

1. Haxxmute lo6aBuTb Ha BKknagke Nonb3oBaTenbCcKue NOAKNIOYEHUS.
2. Bbibepute TN NOAKNIOYEHMS.

3. YkaxuTte agpec, nNopT NOAKNKYEHNA U Apyrme napameTpbl Nosfib30BaATESIbCKOIro NOAKMIOYEHUA.

[JobaBneHne y4eTHOU 3anuUcu

dyHKUMA nossonseT obaenaTtb B Indeed PAM nokanbHble y4eTHbIE 3anucu pecypca, KotTopble MoryT
MCNonb30BaTbCA N5 NpeaoCTaBneHms OCTyna Ha pecypc.

1. Haxxmute [lo6aBUTb y4eTHYH 3anuchb B Npodune pecypca.

2. Beegute Umsa yyetHom 3anmucu n Onucaxue.

Maponb n SSH-knovY

Ecnu ons pecypca cepBucHoe nogkntoydeHne ¢ Tunom SSH, 1o npu gobasneHnn y4eTHOWM 3anmcu NosiBUTCA
BO3MOXHOCTb reHepaumm unm py4yHoro gobasneHnsa He TonbKo napons, Ho U SSH-kntova. Takke, Ansa Takmx
YYETHbIX 3an1cen eCTb BO3MOXHOCTb HE YCTaHaBNUBaTb Naposib, MacTep HAaCTPONKM OToGpasnT
AOMONMHUTENbHBIN NYHKT NpK HacTpourke napons — He 3apaBatb. Huxe Byget paccMoTpeH npumep
nobasneHuns yyetHon 3anmncu OC *nix. Mpun gobasneHumn yveTHbix 3anucen OC Windows n CYB/[ 6yaet
OTCyTCTBOBaTb NyHKT He 3apaBaTb Npu HacTporke napons, 1 ByaeT oTcyTcTBOBaThb CTpaHuLua Ansg

reHepaLum Unn pyvyHor yctaHoBku SSH-kntova.

HacTtponka napons

1. Boibepute nyHkT He 3apgaBaTb, CreHepupoBaTh Crly4amMHbin naponb 1 3aaaTtb Nnaposnb
BPYUHYHO.
2. Beegute napornb unu npogormkuTte Bbibpas nyHKT He 3apaBaTb 1 CreHepupoBaThb CnyYyanHbIn

naponb.



HoBbiii naponb .

(O He zagaeats
@ CreHepWpoBaTe CNYYaiHeIA Napons

() 338aTe NapoE BRYYHYHD

HacTtpounka SSH-knroua

1. Boibepute nyHkT He 3apaBaTb, CreHepupoBaTb HOBbIN SSH-kntoy vnn 3apgatb SSH-knoy
BPYUHYHO.
2. Beibepute hann SSH-kntoya n BBeanTe ero naporbe Unn npoaosmkmute Bbibpas nyHKT He 3apaBaTb

nnn CreHepupoBaTb HOBbIN SSH-kntou.

3. 3aBepwunTe gobaBrneHne y4eTHON 3anucu.



Hoeblin SSH kKnou =

i) He zapaeats
@ CreHepWpoBaTE HOBBIA SSH KAy

() 3anate S5H kaoy epyuHy

MpoBepka coeanMHEHUS1 C peCcypcom

®YHKLMA NO3BOMNAET NPOBEPUTHL CETEeBYIO AOCTYMNHOCTb Ppecypca, KOPPEKTHOCTb afapeca, UMeHU 1 napons

CEPBUCHOWN Y4ETHOW 3anucu.

Onepau,vm BbINOJTHAETCA C MOMOLL b KHOMKAN npOBepMTb coeauvHeHwue B npod)vme pecypca.

CuHXpoHU3auuns

®yHKLMA NO3BONSAET NONYYNTb KOPPEKTHOE UMs pecypca, Bepcuto OC nnn CYB[, nokanbHble y4yeTHble
3anucu pecypca u rpynmnbl 6e30MacHOCTU, B KOTOPbIX OHU COCTOAT. CUHXPOHMU3aumsa JOCTYMNHA TOMbKO ANs
PEeCYpPCOB C HAaCTPOEHHbIM CEPBUCHbLIM NOAKIIOYEHMEM, MHave pyHKumS CUHXpOHU3auuma oyget

OTCYyTCTBOBaTb B Npodure pecypca.

Onepauus BbINOMHSAETCA C NOMOLLIbIO KHOMKM CUHXPOHU3MpPOBAaTL B Npodune pecypca.



(D NPUMEYAHMUE

YyeTHble 3anucu, kotopble bbinn gobaeneHsl B Indeed PAM npu nomoLum pyHKUmnm
CUHXpOHU3MpOBaTb OyayT oTMeYeHbl cumBonom @, ana npogomkeHns paboTsl ¢ HUMK NoTpebyeTcs
npeaocTaBuUTb CUCTEME MX Naposb, U COPOCUTL €ro Ha cryvanHoe 3HadeHue. NogpobHoe onucaHve

npouecca noareepXxXaeHmd y4eTHbIX 3anuceun onucaHo B cTaTbe.

BrnokupoBka

DyHKUMA NO3BONSET NPUOCTAHOBUTL OEWCTBNE BCEX Pa3peLleHni, B KOTOPbIX MCMOMb3YeTCcsl pecypc.
Onepauuns BbINOMHAETCS C NMOMOLLbIO KHOMKM 3abnokupoBaTb B Npodune pecypca.

(D NPUMEYAHUE

Pecypc 6y,1:|,eT oTMmeueH cumsornom ©. Bee paspelleHnd, B KOTOPbIX pecCypcC ABJIIAETCA Y4aCTHUKOM,

OyaoyT OTMeYeHbl CUMBOJIOM

YnaneHue/BoccTaHOBIIeHMeE pecypca

YnaneHue pecypca

Mepepn yoaneHveMm pecypca TpebyeTcs yaanutb BCe yYYeTHbIE 3anncu, Kotopble bbinvn aobaeneHsl n3

yaansiemoro pecypca.

/\ MPEQYNPEXOEHUE

Mpn yoaneHnn pecypca Bce CBsA3aHHblE C HUM CNYX0Obl Takke yaanawTcs. YaaneHHble cryobl Henb3s

BOCCTAaHOBUTb.

YnaneHHble cny6bl nepecTatoT oTobpaxaTbes B pasaene Cnyx6bl, HO X MOXHO NPOCMOTPETL C

NOMOLLIbIO pacCLUMPEeHHOro rnoncka.

1. OTkponTe Npodunb pecypca.

2. Haxxmunte Yopanutb.


http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/accounts/account-operations/#account-confirmation
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BoccTaHoBneHue pecypca

/\ MPEOYNPEXOEHUE

Mpwn BOCCTaHOBNEHUN pecypca CBA3aHHbIE C HUM Cy>XObl He BoccTaHaBnmBatoTcs. Cnyxobl
notpebyerca nob6aBmTb 3aHOBO. MIHGopMaLmio Mo yaaneHHbIM crnyx6am MOXHO NPOCMOTPETL C
MOMOLLIbIO pacLUMpeHHoro noncka B pasgene Cnyxo6ol.

1. HaxxmuTte PacwmpeHHbIN NoUck B pa3gerne Pecypcebl.

2. Beegute Umsa pecypca unn Agpec (DNS unu IP-agpec) nonHOCTbIO UK YacTUYHO.
3. Bbibepute ansa nons CocrtosiHMe 3HadeHne YaaneH n Haxmnte Hantu.

4. OTKponTe Npohusib pecypca n Haxmute BoccTtaHOBUTDL.

5. Beeaute NPUYNHY BOCCTAHOBIIEHUA U HAXMUTE BoccTtaHOBUTBL.


http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/services/
http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/services/#removed-services-search

MaccoBble onepauun Hag pecypcamm

HacTtpouka cepBUCHOro noaKrno4YeHuns

1. B pasgene Pecypcbl OTMETLTE OAMH U HECKOSBbKO PeCypCoB.

2. Haxxmute HactpouTb cepBUCHOE coeauHEeHuUe.

(D NPUMEYAHUE

[ns BbIGPaHHbLIX pecypcoB ByayT HACTPOEHbl OAVHAKOBLIE TUMbI CEPBUCHBIX NOAKIOYEHWI 1 BbibpaHa

ofHa cepBUCHasi y4eTHas 3anncb. B kayecTBe cepBMCHONM YYETHOW 3anncu pekoMeHayeTcs
NCnonb3oBaTb JOMEHHYHO YYETHYH 3anncb, KOTopasi UMEET NpaBa foKanbHOro agMUHUCTpPaTopa Ha

BCEX BblOpaHHbIX pecypcax.

MpoBepka coeanHEHUSI C peCcypcom

1. B pasgene Pecypcbl OTMETETE OAMH UM HECKOMNBbKO PeCypCoB.

2. HaxmuTte MNMpoBepuTb coeanHeHue.

YpaneHue pecypcoB

1.B pa3pene PecprbI OTMETbTE OANH UJITN HECKOJ1bKO PECYPCOB.

2. Haxmunte Yopanute.

(D NPUMEYAHUE

MNepen yoaneHnem pecypcoB TpebyeTcs yaanuTb BCe yY4eTHblE 3anucu, kKotopble 6binv gobasneHbl U3

yOansiembiX pecypcosB.

YcTaHoOBKa NONMUTUKN

1. B pasgene Pecypcbl OTMETLTE OAMH MU HECKOSbKO PECYPCOB U HaXXMUTe YCTaHOBUTb MOSTUTUKY.

2. BbibepuTe HOBYO MONUTUKY Ansi BbIOpaHHbLIX PECYPCOB 1 HaxkmnTe BblopaTh.



3. B okHe noaTBepXXaeHus Haxmmnte YCTaHOBUTD.

YcTtaHOBKa noapa3aeneHus

1. B pasgene Pecypcbl OTMETETE OAMH UM HECKOMNBbKO PECYPCOB N HAXXMUTE YCTaHOBUTDL

nogpasgeneHue.
2. BbibepuTe HoBOe noapasaeneHne Ans BblopaHHbIX pecypcoB 1 Haxmute OK.

3. B okHe noatBepXXaeHus Haxmmte YCTaHOBUTD.



NMpoBepka oTnevyaTkoB Krnroyen SSH-
cepBepa

Otnevatku knoven SSH-cepBepa Ncnosnb3yoTes ANs NPOBEPKU NOANIMHHOCTU pecypca B MOMEHT
NnoakmntoYeHns K Hemy. icnonb3oBaHMe OTNeYaTkoB NOMOraeT 3awnTnTbes ot atak sBuga MITM (Man in the

Middle).
[nsa otneyaTkoB nogaepxmeaeTcsa Tonbko popmat SHA256.
[MNoopepxvBaeMble anropuTMbi:

o Ed25519
« ECDSA
« RSA

() MHOOPMALIMSA

I'IpOBepKa BCeraa BKIto4eHa, ee Hellb34 BbIKITIOYNTb.

Mo>kHO BbIbpaTh pexum nposepkn B napameTpe AyTeHTUpuKaumusa pecypcoB no knrodyam SSH-
cepBepa B pasgene Kondurypauma — CuctemHble HacTponkn — Hactponku SSH-nogknioueHun.

NMpeoBaputenbHble TpeboOBaHUA

[ns paboTbl ¢ oTneyaTkamu kntoda SSH-cepBepa HyXxHbl NpYBUIeri YnpaBneHust pecypcamm.

PeXuMbl 3anonHeHusa oTne4yaTKkoB

CyLlecTByeT Tpu pexnma 3anosiHeHust oTnevaTkos Krtoden SSH-cepsepa:
e ABTOMaTM4YeCKU 3aHOCUTb OTNevyaTku Knrwyen B PAM

B aTtom pexume 3HayeHne otnevartka 3aHocutca B PAM 6e3 yyactus agmuHuctpatopa. OtnevaTok
coxpaHsietca B PAM TonbKo ecnun oH He Obin o atoro 3agaH. OTneyaTtok COXpaHAETCH B MOMEHT

NCMNONb30BaHWA CEPBMCHOMO NOAKIMOYMEHMS (NPOBEpKa COeAMHEHNS, MPOBEpPKa/poTaumns naponen,


http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/roles/

npoBepka/potauma SSH-kno4a, CUHXPOHM3aLMsA) UMM B MOMEHT UCMONb30BaHUS NONb30BaTENbCKOro
noakroYeHns (Npu oTKPbITUN ceccum nornb3osaTtenem). OTneyaTok 3aHOCUTCS TONBKO OAMH pas, nocne
3TOro TONbKO NPOBEPSIETCH, TO €CTb OH He nepesanucbiBaeTcs. [poBepka oTrnevyartka npoucxoauTt

Bcerga.

e 3aHocuTb oTneyaTtkn B PAM TOnbKO Bpy4YHytO

B aTom pexume coxpaHeHune otneyaTtka B PAM BbinonHaetrca agMmuHuctpartopom PAM. AgMmuHuctparop
PAM mMoxeT Bpy4HYt0 yKa3aTb 3Ha4YeHue oTrnevartka, npeaBapuTensHO BblIbpaB 0guH U3 Tpex AOCTYMHbIX
anropuMTMOB UK NOSYYUTb FOTOBOE 3HAYeHWe oTrneyaTka ¢ yaaneHHoro xocta. lpoBepka otrnevartka
npovcxoauT Bcerga. Ecnn otnevaTok He ykasaH, TO NoAKItoYeHe HegoCTYMHO.

o 3aHocuTb otneyaTtku B PAM Tonbko BPY4YHYIO U NMPOBEpPATb, TOJIbKO €CJiIh OHU YKa3aHbl

B aTtom pexume coxpaHeHune otneyaTtka B PAM BbinonHaetrca agMmuHuctpatopom PAM. AgMmuHuctparop
PAM mMOXeT Bpy4HYI0 yKasaTb 3HauYeHue oTrneyartka, npeaBapuTensHO BbiIbpaB 0guH U3 Tpex AOCTYMHbIX
anropMTMOB UM NOSTYYUTb FOTOBOE 3HAYeHUe oTrneyaTka ¢ yaaneHHoro xocta. OTnmyme aToro pexmnma
OT NpeablayLLero B TOM, YTO €CNn OTNEeYaToK He yKasaH, NpoBepKa oTrnevaTtka BbINONHATLCS He Byaer.
To ecTb ecnu oTneYaTok He ykasaH, NoaKNiYeHne K pecypcy BCe paBHO JOCTYMHO.

He pekomeHayeTcsa BbIOMpaTh 3TOT BapMaHT, T.K. 3TO CHUXaET ypoBEHb MH(POPMALMOHHOM

©e3onacHocTW.

Bbi16op pecypcoB ana gobasBrieHNAa oTne4yaTtkoB

1. OTkpownTe pasgen Pecypchbl.
2. OTkponTe PaclumMpeHHbIN NOUCK.

3. Bbelbepute ogHO 13 3HayeHuin B none Otnevyatok SSH-kntova:
o He coBnagaeTt B CI/MNMN
[na noncka pecypcos, Y KOTOpbIX 3Ha4yeHue oTneyaTka B PAM n 3HayeHue oTnevaTtka Ha pecypce

He coBnagatoT ApYr C APYroM.

o He yctanoBneH B CI/MN
[na noucka pecypcos, AN KOTOPbIX OTreYaTok He 3aHeceH B PAM.

[lobaBneHne oTnevyaTkos

[obGaBnaTb oTne4YaTkn MOXHO TpemMA cnocobamu:



e BPYYHYIO
e aBTOMaTM4eCcKu
e [PYnnoBoOu onepaunen

Job6aBneHne oTne4yaTKoB BPY4HYIO

BBecTu 3Ha4YeHMe oTneyaTka CaMoCTosITeNIbHO Mony4nTb 3Ha4YeHMe oTnevyaTKa c pecypca

[Onsa nobaBneHus otnevartka ons CEepBUCHOrIo noakrir4YeHnd BbinoJIHUTE criegyrouine AencTemS:

1. OTKponTe Npohunb HYyXXHOro pecypca.
. Haxxmute ¢ cnpaBa ot nonsi CepBMCHOE NOAKMIOYEHME.

. B cekumn OTnevyaTtok SSH-kntouva BbibepuTe YKasaTb BPYUYHYHO.

A WN

. Boibepute Anroputm. PekomeHayetcs BoibmpaTe Ed25519, notomy 4TO 3TO camblvi 6e30onacHbIv

BapUaHT.
. BBeaute 3HayeHne B none OTnevyarTok.
. Haxmute Bnepega.

. BbibepunTe Hy>XHYH0 CEPBUCHYIO YYETHYHO 3anuchb.

0 N O O

. Haxxmute CoxpaHuTb.

[na no6aeneHus oTrneyaTka Ans nNosib30BaTerlbCKOro NoaKMYeHUs BbIMOMNHUTE crieaytoLlmne AeiCTBUS:

1. OTKponTE NPOhUNbL HYXXHOro pecypca.
. Hangute HyxHoe nogkntodeHune ¢ Tunom SSH n HaxmuTe PegaktupoBaTthb.

. B cekumn OTnevyaTok SSH-kntova BbibepuTe YKasaTb BPYUYHYHO.

A WO

. Boibepute Anroputm. Pekomenayetcs BblibupaTtbe EA25519, noToMy 4TO 310 cambln 6e3onacHbIn

BapuWaHT.

)]

. BBeguTte 3HayeHune B none OTnevaTok.

6. Haxmute CoxpaHuTb.

[JoGaBneHne oTne4yaTkoB aBTOMaTU4YECKMU

/\ NPEAYNPEXAEHUE



OT0T cnocob paboTaeT TONbKO ecnu B HacTponkax SSH-nogknoyeHnn BoibpaH pexmm
ABTOMaTM4YeCKM 3aHOCUTb oTneyvyaTku Knoven B PAM.

Otnevatkn ans CepBUCHOrIo nNoakrir4yeHnd 3agatoTcd aBToOMatn4eCkn B MOMEHT UCIMOJ1Ib30BaHNA CEPBUCHOIO
NOoAKIK4YeHnA, HanpuMmep:

e MNpOBEpKa COeAMHEHUS
e MpoBeEPKa UNu cMeHa napong unm SSH-knw4va no pacnnucaHuio

e CUHXpOHM3ALMSA pecypca

OTtnevatkn Ans NonNb30BaTENbCKOro NOAKNKYEHUS Takke 3a4arTcs aBTOMaTUYECKN B MOMEHT
MCNoJ1Ib30BaHNA MNONMb30BaTElIbCKOIro NoAKNn4YeHnA, To eCTb NMpu OTKPbITUMN CECCUN MNMOJ1b30BaTeENEM.

() MHOOPMALIMSA

B aBTomatnyeckom pexnmMme oTnev4aTkm TOJNIbKO 3aHOCATCA, HO HE nepe3arnncbliBaroTCA.

Job6aBneHne oTne4yaTKoB rpyrnnoBOM onepaunen

C nomolLLblo 3ToM onepaumm MOXHO 3afaTb OTNeYaTku AJ1si HECKONbKUX pecypcoB cpasy. [ns aToro
BbINONHUTE cnegyowmne 0enNcTBUs:

1. OTkpownTe pasgen Pecypchbl.

2. Bbibepute o0gMH UM HECKOIbKO PECYPCOB, Y KOTOPLIX €CTb CEPBUCHOE W/UIK NONb30BaTENbCKOE
noakntoyeHme ¢ Tmnom SSH 1 He 3agaH oTneYyaTok Kntoya.

3. Haxxmute Mony4nTb oTnevyaTok ¢ pecypca v noareepante encTBme KHonkon Bnepea.

() UH®OPMALUSA

C nomolLLbto aTomn onepauunn oTnevyaTkm 3aHOCATCA TOJIbKO €eCllv A0 3TOro 3Ha4yeHmne oTrneyvyartka ObIno He
3aaHo, TO eCTb MMelLnecd oTre4aTkmn He rnepes3arnmcbiBaloTCA.

JononHuntenbHaa uHgopmauma o padbote
oTrne4vyaTtkoB SSH-knro4yen



ATpnbyT OTneyaTtok SSH-kno4Ya NpmBs3aH He K pecypcy, a K nogkndeHunto. Noatomy y obounx Tmnos
NOAKIIOYEHNI (CepBUCHOE M NOMb30BaTENbCKOE) €CTb CBOM aTpmnbyT Anga otnedatka SSH-kntova. 310
cAenaHo Ans cnyyaes, Koraa Ha yaaneHHoOM XocTe ycTaHoBneHo 6onee ogHoro SSH-cepeepa. ®akT
HanM4unsa UM oTCyTCTBMSA OTNeYaTka y OAHOro U3 NOAKMYEHUI He BNUSieT Ha paboTy apyroro. MNoatomy
3HaYeHMs OTMNEYaTKOB ANSA pasHbIX NOAKIHOYEHUI OQHOMO M TOrO e pecypca MOryT cogepaTb pas3Hble

3Ha4YeHu4.

MpoBepka oTneyatka SSH-knto4a BbINOMHSAETCA A0 ayTeHTUdUKaLMM Ha pecypce, T.e. 40 nepegayu

YYETHbIX JaHHbIX HA pecypc.

Ecnu B HacTponkax SSH-nogkntoveHui BbibpaH pexxum 3aHocuTb oTneyaTtku B PAM Tonbko
BPY4Hyt0 1 aTpmbyT Ans otneyatka B PAM octancs He3anonHeHHbIM, TO NOAKII0YEHNE K pecypcy
Oynet HegocTynHo. B xypHane nossuTcs cobbiTMe O HeyCneLHOM NOAKMYEHUN, Ha CTpaHuLE pecypca
NOSIBATCA NpeaynpexaeHne KpacHoro LBeTa ¢ onMcaHmeM NpuYnHbl OLWMOKN, nepedncneHmnem

HeCOoBMNaBLIMX OTMEeYaTKoB N YKa3daHneM Tuna NoaKIH4YeHN4.

Ecnu B HacTponkax SSH-nogkntoveHui BbibpaH pexxum 3aHocuTb otneyaTtku B PAM Tonbko
BPY4Hyto, aTpnbyT Ans otneyatka B PAM 3anonHeH, a Ha pecypce OTCYTCTBYET KN4 4118 yKa3aHHOro
anropuTmMa Unm OTCYTCTBYIOT NHOObIE KIHoYM, TO NoAKMNYeHne K pecypcy byaeT HegocTynHo. B xypHane
NosIBUTCS COObITUE O HeYCMNeLIHOM MOAKIIYEHM, HA CTpaHULE pecypca NOSBUTCA npeaynpexaeHve
KpacHOro LBeTa C OnMcaHnem npuymHbl OLLNMGKK, NnepedmcneHmemM HeCoBMaBLUNX OTMNEYaTKOB U

YKa3aHunem Tumna nogkrnio4eHuns.

[nsa ycTpaHeHns owmnbKn 0 HeCcoBNaaeHUM oTrneyaTka U BOCCTaHOBMEHUSI KOPPEKTHOM paboTbl
onepauun TpebyeTca 3aHOBO NONy4nTb OoTnevaTtok SSH-kro4a ¢ yaaneHHoro xocta, nogpobHee B
nyHkTe [JobaBneHne oTne4aTkoB.



CnyXx0bl

Pasgen npegHasHaveH gnsa pabotsl B PAM co cnyxx6ammn Windows.

Cnyx6bl Windows — 3T0 NpunoXeHusi, KOTopble MOTyT 3anycKkaTbCA aBTOMaTUYECKN Mpu 3anycke

ornepaunoHHON CUCTEMBI.

Hobaebte B PAM crnyx6bl, KOTOPbIE 3anyCKalTCs OT MMEHW YYETHbIX 3anucen, ynpasnsemMmbix PAM. 3Ttu
cnyx6bl ByQyT aBTOMaTMYECKU NOMy4aTb akTyarnbHbIN NAaporb YY4ETHOM 3annucu npu ero cmeHe Yyepes PAM.

v A ecnu He gobaBuTb?

B cBovictBax cny6bbl OCTaHETCA CTapbI Naposib YYETHON 3anncu.

3anyweHHas cnyxba npogomkmT pabotaTtb 40 Onvkanwero nepesanycka MalluHbl pecypca. A nocne

3TOro cny6a He 3anycTUTCH, MOTOMY YTO MApPOSib YYETHOW 3aMnnCK, yKasaHHbIA B CBOMCTBaX CIyX0bl,

HE coBnagaeT C pealibHbIM Naponem yquHon 3arnuncu.

YT06bI 3anycTuTb crnyx06y, NOHagobUTCS NOAKMYMTLCS K PECYPCY M OGHOBUTL Maporib B CBOMCTBAX

CnyX6bl BPYy4HYIO.

NMpeanBapuTenbHble TpeboBaHUS

Ans paboTbl co cnyx6amu HyXHbl NpuBUNErMM YnpaBneHusi pecypcamu, a Takke TpebyeTcst HacTpoUTb

cepsucHoe nogkntodeHne ansa Windows Ha pecypce, Ha KOTOpPOM pacnornararTcA CJ'Iy)K6bI.

Hob6aBneHue cnyxo6

1. OTkponTte pasgen Cnyxobl.
2. Haxxmute 106aBUTL.

3. B oTkpbiBLLEMCS OKHE BbiGepuTe pecypc. Pecypc aomkeH 6biTb B cTaTyce JlocTyneH. Y cnyxobl 6yaet

Takoe e rnoapasaerneHune, Kak y BbiGpaHHOro pecypca.
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/\ NPEQYNPEXOEHUE

Pecypc HEBO3MOXXHO M3MEHUTb MOCIE CO3A4aHUNA CryX0bbl.

4. 3anonHute obasartencHoe none Umsa cnyxosbi.
BBegeHHoOe umsa JOMKHO coBnagaTh C Ha3BaHWeM crnyxbbl, KOTOpoe yka3aHo B none Vmsi cnyxobl

(Service name) ocHacTkm Cnyx6bl Ha pecypce.

/\ NPEAYNPEXOEHUE

He ncnonb3ynte nms, ykasaHHoe B none Otobpaxaemoe nms (Display name) ocHacTku Cryx0bl
Ha pecypce.

He nbiTaliTeck cosmatb BTOPYIO CIyx0Gy Ha TOM e pecypce C TeM e umeHem. [ybnukaTbl He
paspeLUeHbI.

5. Beegute OnncaHue cnyxobl. OnunoHarnbsHo.
BBeneHHoe onuncaHune byaet otobpaxatbcs Tonbko B PAM, OHO He NOMeHsieT onucaHue,
oTobpaxkaemoe B CBOMCTBax Cry»x0bl Ha pecypce.

6. BknounTe nnm octaBbTe BbIKMHOYEHHOW ONLNIO I'IepesanyCKaTb C.I1Y)K6y npu cMeHe naponsa cny>|<6b|.

() UH®OPMALUSA

Ans cnyx6 ¢ OTNOXEHHbIM 3anyCKOM PEKOMEHAYETCH OCTaBUTb OMNUUIO BbIKMOYEHHON. HOBbIN
naponb AOCTaBUTCS B CNyx0y npu nepesanycke cryxobl.

7. B cnepytowem okHe Mactepa BblIbepuTe y4eTHyH 3anuchb.

8. B cneayioLlem okHe macTepa NpoBepbTe KOPPEKTHOCTb BBEAEHHbIX AAaHHbIX 1 HaXMuTe [106aBUTD.

AHanorM4yHo Bbl MOXeTe A0b6aBnTb cny>|<6y 13 pa3gerioB Pecprbl n Y4yeTHbIe 3anucu.

PepakTtupoBaHue cnyxo

/\ NPEAYNPEXAEHUE

Pecypc HEBO3MOXHO M3MEHUTb, OH 3a4aeTcs TONbKO Yepe3 mactep AobaBneHns cnyxosbi.


http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/resources/#services
http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/accounts/#services

[ns pegakTMpoBaHUS 4OCTYMHbI CreayoLlme nonsi cnyxosbl:

Umsa cnyxObl

OnucaHue

MNMepe3anyck cnyx6bl

YyeTHas 3anuchk

Urtobbl OTpeaakTnpoBsaTth Cryxby, HaxmuTe # B npodune cnyx6bl Cnpasa OT HyXXHOro napameTpa.

() VH®OPMALSA

YunutbiBaiiTe, YTO Ha pecypce He MOXET CyLLEeCTBOBaTb ABYX CNyX6 ¢ oaMHakoBbIM MMeHeM. He
BBOOUTE MMS YK€ CYLLECTBYIOLLIEN Ha 3TOM Pecypce Cry0obi.

CmMmeHa naponeun cnyxo

Yy cny>|<6 HeT cOBCTBEHHbIX naponeVl, MX Naposin — 3710 NapoJin CBA3aHHbIX YH4ETHbIX 3anucen.
I'Iaponw YYETHbIX 3anmcen MOXHO MEHSATb ABYMA cnocobamu:

* BPY4YHYIO

* 10 pacnmcaHuro

YcTtaHOBKa naporns B cnyxboe

3Ta PyHKLMSA NO3BOMAET MHULUMPOBATL AOCTABKY aKTyanbHOMO ANs CBA3aHHOW yYETHOW 3anvcK napons B
cnyx0y Ha pecypce. OTO NO3BOMNSET CUHXPOHU3NPOBATL Naposb B crnyxbe cpasy, 6e3 HeobxoanMocCTH
XAaTb CMeHbI Maporen No pacnucaHuio.

(D UH®OPMALUSA

Ecnn gns cnyx6bl BkNtodeHa onuus MepesanyckaTtb CnyX0y npu cmeHe napons cnyXo6bl, TO npu

ycTaHOBKe napors crnyxba nepesanycTutcs.

1. OTKponTe Npohunb Cryxobbl.

2. HaxxmuTe YcTaHOBUTBL HOBbIN Naporsib B cnyxbe.
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lNepe3anyck cnyxo

Mepesanyck cny6bl — 3TO NapamMeTp, KOTOPbIV 3a4aeTca Npy Co3a4aHnN NN PeaaKTMPOBaHUK CNyX0bl C
nomoubio onumn MNMepesanyckatb cnyx0y npyM cMeHe napons crnyXxobl. Ecnu onums BKoYeHa, To npu

CMeHe Unn yctaHoBKe naponsd cny>|<6a nepes3anycrtuTcd.

Ons ycnelwuHoro nepesanycka crnyx6bl Ha pecypce cryb6a AormkHa HaXoAUTbCS B COCTOSIHUM BbinonHseTcs

(Running).

() MHOOPMALIMSA

B cutyauuu, korga cnyxba Ha pecypce n3Ha4anbHO Haxoamnacb B COCTOSHUM OTIIMYHOM OT
BeinonHsetcs (Running), nepesanycka cnyx6bl He 6yaeT. Mpu atom cozpaetca cobbitue ¢ Tunom INFO
lNepe3anyck cnyx6bl: He mpebyemcs. Takon cueHapui cHMTaeTcs yeneLwHbIM 3aBepLUueHnemM

nepesanycka cnyx6bl. COOTBETCTBEHHO, OH HE BbI3bIBAET HOBbIX OLLIMOOK 1 cOpacbiBaeT cTapble.

Ecnu cnyx6a Haxogunack B cocTosiHum BeinonHsetcs (Running), HO Npy 3TOM BO3HMKNa olwmnbka He
ydarnochk nepesarnycmums Criyx6y, TO NPUYMHA MOXET ObITb B TOM, YTO UCTEK TalMayT OXUOAHUSI HY)KHOIO

ctatyca. [NogpobHee B pa3gene VcnpasneHune owmnbok B pabote cryxo.

NMounck cnyxo6

Mowuck nossonsieT OTO6p83I/ITb TOJbKO TE€ CJ'Iy)K6bI, KOTOpbl€ yOOBIIETBOPAKOT 3ajaHHOMY KPUTEPUIO. Ectb

[Ba BMaa nowucka:

e bBbICTpbIt — cTpoKa noucka. MoXHO nckatb TOMbKO NO OOHOMY KpUTepuio. TEeKCTOBbIN BBOA,.

o PaclwmpeHHbit — cdopMa ¢ HECKOMNbKMMU NomnsiMu. MOXHO MCKaTb MO HECKOMbKUM KPUTEPUSIM CPasy.

Bbinagatowime Cnmcku.

BbiCTpbIN NOUCK

B nounckosou CTPOKE MOXHO UCKaTb No crneayrwmm nonam:

Uma cnyxobl;

Uma pecypca;

OnucaHue cnyxobil;

Umsa yyeTHOM 3anucu.



PacwunpeHHbI NOUCK

MOXHO 1ckaTb N0 OAHOMY UM HECKONBbKUM KpuTepuaM. [pn BbIOOpe HECKOMNbKMX KpUTEPUEB OTOOpa3ATCA
Cny0bl, KOTOPbIE YAOBNETBOPSAIOT BCEM NEPEUNCIIEHHBIM KPUTEPUAM. McKkaTb MOXHO NO CneayLwmm

nonAm:

MUma cnyxo6bl;

YyeTHas 3anuchb;

Pecypc;

CocTosiHue;

Onuusa TonbKko cnyx6bl ¢ oumMbkamm.
Bo3moxHble CoCTOAHUS:

e Ynpasnsercs;

e YpaneHa.
NMouck yaaneHHbIX Cnyxo6

1. OTkponTe pasgen Cnyx06bl n HaxmuTe PacluMpeHHbIN NOUCK.
2. BoibepuTe 3HayeHve YaaneHa ans napametpa CoctosiHme.

3. Haxxmute Mowuck.

UcnpaBrneHune ownbokK B padboTte cnyxo

OwnbKM MoryT BO3HUKATb:

e NpK yCTaHOBKE napons B cnyxobe;

 Mpwv nepesarnycke cryxobil.

Owwnbka npn yCtaHOBKE Maposid B cny>|<6e MOXET NoABUTbLCA NO pa3HbIM NMpU4YnMHam, BOT HECKOJIbKO

NPMMEPOB:

e Mponaro MHTEPHET-COEOANHEHNE;
e 3aBUC XOCT, Ha KOTOPOM YCTaHOBJ1EH pPeCYpC,

e CepBUCHOE NOoAKIito4eHNE nepecrtaso pa6OTaTb.



Mepesanyck cnyx0bl 3akaH4YMBaETCA OLUIMOKOM, eCriv UCTEK TaMayT OXXMOAHUS HY)XXKHOrO cTaTyca.

Hanpumep:

° cny>|<6a CIMTMLUKOM O0J51ro oCtaHaBrinBanachb;

e cnyx6a nepesanycTunacb 1 TyT Xe 0CTaHOBUNAaCh.

Y3HaTb, Kakon CTaTyC OXMAANCsa 1 Kakom nosyynsiv, MOXXHO B CODbITUAX 9TON Cry0bl. Ta MHopMaLms

NMOMOXET MNMOHATb, KaK UCINPaBUTb OLIJI/I6Ky.

[ns ncnpaeneHns owmnbkn NOHagoobUTCA NOOKMIYUTLCS K pecypcy. MicnpaButb owmMbKy 13 KOHCONm

yrnpaBneHnsa He NonyyYnTcA.

YoaneHue cnyx6

A NMPEOYNPEXAOEHUE

Cnyx0y HEBO3MOXXHO BOCCTAHOBUTL MOCIIE yAamneHus.

Co3naTb HOBYIO C TakKMM K& UMEHEM Ha TOM € PEecypCe MOXHO.

YaaneHue u3 cnucka cnyx6  YaaneHue us npocunsa cnyxobi

1. OTkponTte pasgen Cnyxobl.
2. Boibepute ogHy unmn HeCKonbKo criyx6.

3. Haxxmute Yoanutb.

YnaneHHble CJ'Iy>K6bI nepecrtarT OTO6pa)KaTbCFI B pasgerne Cny>|<6b|, HO UX MOXHO MNMPOCMOTPETL C

NMOMOLLBbIKO paCLlUNPEHHOrO Nnoncka.



‘pynnbl pecypcoB

Pasnen npegHasHaveH Ans rpynnmpoBKM PeCcypcoB C Lienbio GbICTPON 1 yao6HOW Bbiaaum pas3peLleHuii

cpasy Ha BCIo rpynny, a Takxke NPoCMOTpa CeCcCuit U cobbITUI B LIeNoM Mo rpynne.

Mouck rpynn pecypcosB

BbicTpbIN Nouck

Beeaute B cTpoky novcka MmMsa rpynnbl pecypca unm onucaHme nosiHOCTbI0 UM YacTUYHO.

PacwunpeHHbIN NOUCK

HaxmuTe PaclumpeHHbIN NOUCK 1 BBEAMTE OAMH UMW HECKOMbKO KpuTepues: UMsa rpynnbl pecypca,

CocTtosiHue unu I'Iop,pasn,enel-me. Bb|6ep|/|Te COCTOAHNE!

o [locTynHa

e YnaneHa

PYHKLUM rpynn pecypcoB

Pepaktu poBaHue rpynnbli
®yHKUWSA No3BonseT nameHnTb Umsa n Onucanme rpynnoi.

1. Haxxmute # B npocbune pecypca crpasa OT HYyXXHOro napameTpa.
2. BHecuTe nameHeHus.
3. CoxpaHuTe N3MEHEHUSI.

JobGaBneHue pecypcoB

[lns paboTkl ¢ rpynnamMu pecypcoB cHavana Tpebyercst co3aaTh rpynny 1 4o6aBuTb B HEE PeCYpPChl.

1. Haxxmute [lo6aButb B pasgene Mpynnbi Pecypcos.

2. Buibepute MogpaspeneHue.



3. Beeante Ums rpynnbi pecypcoB, OnucaHue.

4. Bo Bpems oGaeneHus pecypca B rpynny ectb napametp [106aBnsATb pecypcbl BMecTe C y4eTHOM
3anuCbio OT KOTOPOro 3aBUCUT cnocob paboThl rpynnbl pecypcoB. ATOT NapamMeTp BMMSIET HA TO, Kak
OyaeT BblaaBaTbCs pa3peLLeHne Ha rpynny pecypcos.

i. Ecnn oTMeTuTb 3TOT NnapameTp, To nNpu Ao6aBneHnn Kaxaoro oTaenbHoro pecypca notpebyetcst
yKasaTb JOMEHHYIO YYETHYI0 3anuch AN OOCTyna K pecypcam 13 rpynnbl.
ii. Ecnn He oTMeyaTb 9TOT NapameTp, To Npu 4o6aBMNeHMN KaXaoro OTAeNbHOro pecypca ykasbiBaTb

YYETHYH0 3anuck ByaeT He Hago.

Hogas rpynna pecypcos

Mmn

Windows

OnucaHwe

Onucanwne

[oBaenaTs pecypcsl EMECTE C YUETHOW 3aNMCeHD

Hagaﬂ

5. CoxpaHuTe N3MEHEHMUS.
lpynnbl pecypcos

Wma, onucanme Q PaclwmperHblii nonck
+ JdoBaewTs

O Wma Mogpazgenenue Onwucanne

O 55H Resources Root OU Linux cepeepa

6. OTKponTe co3gaHHyto rpynny pecypcos, Bo Bknagke Pecypcbl Haxxmute [lo6aBuTb 1 gobaBbTe B

rpynny Hy>Hble pecypchbl.



SSH Resources 2 INDEED\adm ~

8 /JobaeuTk paspelueHme ]m ¥aanuTe

55H Resources #

Linux cepespa #

Root OU
Pecypcwl Fazpewenns Ceccumn CobeiTHA
4+ JoBaeute
OJ Pecypc Tun nogwnroueHnA Appec nogKnroueHWA YueTHaA zanuck
OJ REDOS 55H 192.168.10.130 REDOS\admlocal

Job6aBneHue pa3peLueHnmn
MogpobHoe onucaHne paboTbl C paspeLlleHnsaMm ONMcaHo ganee, B pasgene PaspelweHus.

[nsa co3gaHnsa HOBOro paspelueHns HaxxmuTe [lobaBuTb paspelleHue, BbibepuTe nonb3oBaTens 3
katanora AD, BpeMs AeCTBUS pa3peLLeHnsi, pacnnucaHne JocTyna, BO3MOXHOCTb MPOCMOTPa YYETHbIX
AAHHbIX, YKaXXNTE UCTOYHUK nogkntoveHmsa(ecnu TpebyeTcs) n noBbilweHne npusmnerni B SSH-ceccusix
(onumonanbHo gnsa SSH-ceccun) n Haxxmnte Co3paThb.

Ecnu 6b1n oTmeyeH napametp [1o6aBNATL pecypcbl BMecTe C yYeTHOW 3anucbio, TO paspeLleHne Ha
pecypcbl ByaeT BblaaBaTbCs K KaXXgoMy pecypcy nod OTAeNbHO ykasaHHOW yYeTHoM 3anuceto. Ecnn atot
napameTp He Bbi1 OTMeYeH, TO BO BpeMs Bblaayn paspelueHus notpebyeTcst BbibpaTb, OT Kakon y4eTHOM

3anucy GyaeT BblAaHO paspeLleHne Ha BCHo rpynny.

Tak kak paspeLueHne co3aaeTcsl Ha BCHO rpynny, Nonb30BaTesnto CTAHOBSATCS AOCTYMHbI cpasy BCe Pecypchbl
rpynnbl. Mpu M3aMeHeHUU cocTaBa rpynbl PECYPCOB Y Nofb3oBaTers B pamMmkax paspeLLeHust Takke

M3MEHUTCA COCTaB AOCTYMHbIX A4 NOAKITHOYEeHUA pecCypCoB.


http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/permissions/
http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/permissions/

Cnuncok cosaaHHbIX paspeLueHnii MOXXHO NOCMOTPETh BO BKNaake Pa3peweHus. [pu Haxatum Ha
paspeLleHne OTKPoeTCs ero Nnpourb.

NMpocmoTtp ceccum

Bo Bknagke Ceccum oToGparkaeTcst CMMCOK NMOCMEAHNX CECCUI C KaXabIM M3 pecypcoB rpynnbl. Mpu
HaxxaTum Ha ccbinky MokasaTb Bce OTKPOETCs pesynbraT Noncka BCEX CECCUii No AaHHOW rpynne pecypcos

B pasgene Bce ceccum.

NMpocmoTp coObITUN

Bo Bknagke CobbITUA oTOGpaxatTca nocrnegHne cobbliTvst 0 AaHHOW rpynne pecypcoB. [Npu HaxaTnm Ha
ccbinky MokasaTb Bce OTKpoeTCs pesynbraT Nnoucka Bcex coObiTMiA MO AaHHON rpynne pecypcoB B pa3gerne
Cob6biTuA.

YpaneHue rpynn pecypcoB

B pasgene Npynnbl pecypcoB OTMETLTE OAHY UMM HECKOSBbKO Fpynn 1 HaxXMuUTe YaanuTb.


http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/permissions/#permission-page
http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/all-sessions/
http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/all-sessions/
http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/events/
http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/events/

Y4yeTHbIe 3anucu

Paspen npegHa3HadveH anAa pa60TbI C nokalnbHbIMAN N AOMEHHbIMU Y4ETHBIMU 3aNNCAMN.

NoGaBneHne y4yeTHOM 3anncu

UTtobbl fo6aBuTh y4eTHYIO 3anncb B PAM, BbINONHUTE cnegyowime OencTBus:

1. MNMepenante B pasgen YyeTHbIe 3anucu 1 Haxmute [lobaBuTh.

2. BblbepuTte pecypc unv omMeH, B KOTOpoM ByaeT pasmelleHa yyeTHasa 3anuchb.
3. BBegute ums yyetHom 3anucum u, npn HeOBXo04MMOCTH, ONUCaHKeE.

4. 3agante naponb. MakcumanbHas anuHa napons — 4096 cumBonos.

5. NpoBepbTe faHHbIE N COXPAHUTE YYETHYHO 3anuchb.

Monck yyeTHOM 3anucu

Mownck OCYyLLUEeCTBIIAETCA B pa3gerne Y4yeTHble 3anucu.

BbicTpbIN Nouck

Beeante B CTPOKY MNMoucKa Uma yquHoﬁ 3anunucu rnoriHOCTbK UM YaCTU4YHO.

PaclumpeHHbIN nouck

HaxxmuTe PaclumpeHHbIM NOUCK 1 BBEAMTE OAMH U HECKONbKO KpuTepres, UMa yueTHoM

3anucu rnoriHOCTb UM YaCTU4YHO. Bbl6epl/ITe COCTOAHNE yquHOVI 3arncu.:

Oxunpaet peweHna

NrHopupyetca

Ynpaengaetcs

3abnokupoBaHa

YnaneHa

BbiGepuTe pasmMelleHne y4eTHON 3anmncu:



» JlokanbHasa y4yeTHas 3anucb [1ns novcka eeeante Uma pecypca nnn Agpec (DNS unu IP-agpec)
NMOSMIHOCTLIO UMM YaCTUYHO.

o [omeHHas yyeTHasa 3anucb [1nsa noucka seegmte NetBIOS nomeHa nnu DNS gomeHa nosiHOCTbIO

NI 4aCTU4HoO.

NMpodunb yyeTHOM 3anucu

REDOS\admlocal 2 INDEED\adm ~
$8 [JobaeuTtk paspelweHne V) BoccraHoBuTe Eg lpoeeputs &1 Cmennts napois

@2 Ycranoeuts S5H karou Q CHMHXpPOHWIMPOEATE E] 3abNoKWpOBaTE @ Wruopupoeats

]m Yaanute

admlocal #

Pecypc REDOS

Local rcot admin #
Default policy 3 # @
Root OU

09.11.2022 12:56:47
09.11.2022 12:56:18

Bonbwe «
Pazpewenur Ceccum CoSbITKA [pynnel GezonacHOCTH
ME Monbzoeatenwn Mogpazgenex... Pecypchi
5 victor@indeed.local Root OU REDOS (55H) [E] REDOS\admlocal [ M|

Mpodhmnb oTobpaxaeT AaHHble, YykasdaHHble Npu gobaBneHnn y4eTHON 3anncu:

e Umsa — nms pecypca, Ha KOTOPOM pasMeLLeHa y4eTHas 3anucb AOCTyna v UMsi y4eTHOWM 3anmcu

AocTyna.
o Pa3smelleHne — nms pecypca Unm oMeHa rae pacrionoXxeHa yyeTHas 3anuchb AoCcTyna.

o OnucaHue — NPOn3BOSIbHbIN TEKCT.



e Monutuka — Habop npaBun, AENCTBYIOLLMX NPU OTKPbITUM CECCUN OT MMEHW YYETHOW 3anucu JocTyna.
* MNoppaspeneHne — nMs nogpasgeneHns, B KOTOPOM COCTOUT pecypc.

o [laTta npoBepkKu naponsa — gata u Bpems nocrnegHen NpoBepkn naponsa y4eTHOW 3anmncu.

e faTta npoBepkn SSH-kno4Ya — gata n Bpems nocrnegHen nposepkn SSH-knova y4eTHOM 3anmcu.

e [laTta CUMHXpOHM3aUUN — faTa U BpeMsi nocnegHen CUHXPOHU3aUNKN OaHHbIX.

o [lata po6aBneHns — garta v Bpems JobaBneHus yyeTHoM 3anucu goctyna B Indeed PAM.

e lNocnegHee nameHeHne — farta 1 BpeMs NOCNeLHEro peaakTMpoBaHMs Y4ETHOW 3anucm gocTtyna.
 Bpems nocnegHen cMeHbl Nnaponsa — garta u BpeMsi uameHeHua napons B 6ase Indeed PAM.

« Bpewms nocrnegHen cmeHbl Napons Ha pecypce/B foMeHe — farta U BpeMs U3MeHeH1sl napons B

6a3se Indeed PAM u Ha pecypce.
o Bpewms nocnegHen cmeHbl SSH-knova — gata v Bpemsi uameHeHust SSH-knoya B 6a3e Indeed PAM.

+ Bpems nocnegHen cmeHbl SSH-knroya Ha pecypce — farta 1 BpeMa nameHeHmss SSH-knoya B 6ase

Indeed PAM u Ha pecypce.

PaspeweHusn

Bce paspelueHusi, B KOTOPbIX UCMOMb3yeTcsl y4eTHas 3anvucb otobpaaloTcs Ha Bknaake PaspeweHus. [Ons
KaXxOoro paspeLleHns oTobpaxatoTcsl crefytolime AaHHbIe:

e Ne — Homep paspeLueHus.
» lNonb3oBaTtenu — nonb3oBartenu karanora Active Directory, onsa KOTOpbIX BblAaHO paspeLLeHune.
» NoppaspeneHne — nMs nogpasaerneHns, B KOTOPOM COCTOUT pecypc.

¢ YyeTHas 3anucb — y4yeTHada 3anncb, Kotopas ncnonbayerca ans otkpbitna RDP, SSH nnu WEB-

CECcUM Ha pecypcax yKkasaHHbIX B pa3peLleHuu.

o Pecypcbl — pecypchbl, Ha KOTOpbIX MOXeT bbITb oTkpbiTa RDP, SSH nnn WEB-ceccusa ot

NMEHW yKa3aHHOW YYETHOWN 3anucu.

Ceccumn

Bce aKkTUBHbIE 1 3aBepLUEHHbIe CEeCCUM YYETHOM 3anuncu otobpaxatoTcs Ha Bknaake Ceccum. [Ina kaxaom
ceccum oTobpaxaloTcsa crieayloLne AaHHbIe:

* MNMonb3oBaTtenb — nonb3oBarernb katanora Active Directory, KOTOpbI MHULMMPOBAN CECCULO.

e YyeTHas 3anucb — y4yeTHas 3anucb, koTopasi ucnonb3yetcs anga otkpbltusa RDP, SSH unn WEB-

ceccun.

» MoapasaeneHne — Ums noapasaeneHnsi, B KOTOPOM COCTOUT pecypc.



* Pecypc — pecypc, Ha koTopoM bbina oTkpbita RDP, SSH nnn WEB-ceccnsa oT MMeHu y4eTHOWN 3anucu.
o Apapec nogkntoveHnUsa — hakTU4ecKku agpec, NCNonb3yeMbl NPU OTKPLITUM CECCUMN.

e [ANuTenbHOCTb — AJIUTENbHOCTb CECCUM.

* MNopkntoyeHne — Tnn yganeHHoro nogknoveHnst (RDP, SSH, nonb3oBaTtensckue Tunbl)

e NoakntoueHne k PAM — gata n Bpemsi OTKpbITUSE CeECCUM.

o 3aBeplLUueHMe — [aTa 1 BpeMs 3aKpbITUSI CECCUM.

o CocTtosiHne — otobpaaeT TekyLlee cocTosiHue ceccun (AKTUBHAS UMW 3aBepLLEHHAS).

[na npocmoTpa nogpoBHOM MHpOpMaLMK O CECCUM HAXMUTE Ha CTPOKY C HY>KHOW ceccuen. Ytobbl BbIBECTU
BCE ceccun onsa gaHHOW y4yeTHOM 3anucu, HaxkmuTte MNMokasaTb Bce.

CoObITusA

Bce cobbiTusa yyeTHon 3anucm otobpaxatoTcsa Ha Bknagke CobbiTusa. [Ansa kaxgoro cobbiTus oTobpaxatoTca
crneayowme AaHHbIe:

BpeMFI co3gaHuAa — garta n BpeMd co3aaHuns cobbITuA.

Koa — kopa cobbiTus.

CoObiTne — onvcaHune codbbITUA.

KomMnoHeHT — komnoHeHT Indeed PAM, koTopbI creHepupoBan cobbIThe.

MHuumaTop — y4eTHasi 3an1cb, KOTopas UHULMMpOBara reHepaumio cobbITUS.

[nsa npocmoTpa nogpobHON MHOpMaLUN O COBLITUN HAXKXMUTE Ha CTPOKY C HYXXHbIM COBbITUEM. YTOObI

BbIBECTM BCE COObLITUS AN AaHHOWN yquHOVI 3anucu, Haxxmute lNokasaTb Bce.

Npynnbl 6e3onacHoCcTU

Ha Bknagke prnnbl 6e3onacHocTU 0To6pa>|<aeTc;| nepedeHb rpynn GesonacHocTn, B KOTOPbIX COCTOUT
y4yeTHasa 3anucob.

(D NPUMEYAHUE

[na [OMEHHbIX YYeTHbIX 3anucen He otobpaxatotca Built-in rpynnbl 6e3onacHocTw.

Cnyxobl



/\ NPEAYNPEXAEHUE
[ns nokanbHbIX YY4ETHbIX 3an1cen aTa Bknaaka oTobpaykaeTcsl TONbKO eCnv y CBA3aHHOro pecypca

€CTb HAaCTPOEHHOE cepBuncHoe noaknoveHune ans Windows.

Bce nobaeneHHble crnyx0Obl oTobpaxatoTcst Ha Bknagke Cnyxobl.

[nsa kaxgon cnyx6bl 0TOGpaXxarTcsa crneayowmne gaHHbIEe:

¢ Uma cnyxbbl — 3Ha4YeHne, 3agaHHOe Npu co3gaHum cnyxbel. CoBnagaeT co 3HavyeHmem nons ims
cnyx6bl (Service name) ocHacTkmn Cnyx0bl Ha pecypce.

e YyeTHasa 3anucb — y4yeTHas 3anncb, OT UMEHM KOTOPOW 3anyckaetcsa cryxba.

e OnucaHue — I'IpOI/ISBOJ'IbeIﬁ TEKCT.

Takke Ha 3TOW BKNagke Bbl MOXeTe 406aBuTb CNyX0y Ans 9TOM y4eTHOM 3anucu, Ans 3TOro HaxmMuTe

Hob6aBuThb.

BbiIOOp nonuTUKKM Ong y4eTHOM 3anucu

1. OTKponTEe NPOhUNb YY4ETHON 3annCHK.

2. Haxxmute # , 4yT06bI OBABUTH U U3MEHUTb NOSINTUKY.


http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/resources/setting-up-a-service-connection-for-resources/#setting-up-for-windows

Onepauuu Hag y4YeTHbIMU 3anNUCAMU

PenakTtupoBaHue y4eTHOM 3anucu

YT1o6bl n3ameHnts MMA yueTtHon 3anmucu, Onucanue nnm Monutuky, HaxxmuTe # B Nnpodune y4eTHon

3anncu.

MoaTBepXxaeHMe y4eTHON 3anucu

®yHKLMA pecypca nnu gomeHa CUHXpPOHMU3aumsa NO3BOSISIET NOSyYaTh fIOKanbHbIE NN JOMEHHbIE YYETHbIE
3anncu B aBTOMaTU4ECKOM pexnme, HO Ansa paboTbl € NoNyYeHHbIMWU yYeTHbIMU 3anucammn TpebyeTcs
noagTeepxaeHue, Tak kak Indeed PAM He nony4vaet ux naponu.

YT06bl NOATBEPANTL YYETHYIO 3anunck, HaxxmuTe CaenaTtb ynpaBnsieMon B npodune y4eTHoM 3anmcu.

Maponb n SSH-kno4

Ecnu anga pecypca, ¢ kotoporo fobasneHa y4yeTHas 3anmcb HaCTPOEHO CEPBUCHOE NOAKMOYEHME C TUMOM
SSH, T0 Npu noaTBEPXXAEHUM YHETHOW 3annCy NOSIBUTCA BO3MOXHOCTb reHepauumn unm pyyHoro gobasneHus
He TorbKo napons, Ho n SSH-kntova. Huxke Byget paccMoTpeH npuMmep NOATBEpPXKAEeHUSA YY4EeTHON 3anmcu
OC *nix. Npwn noaTeepxaeHumn yveTHbix 3anucen OC Windows, CYB/[] nnn JOMeHHbIX YY4ETHbIX 3anvcen

OyaeT oTCyTCTBOBaTb CTpaHULA ANs reHepauum unm pyyYHon yctaHoBku SSH-kntoya.

HacTtpounka napons

1. Boibepute nyHkT He 3apgaBaTb, CreHepupoBaTh Crly4amMHbIn naponb 1 3aaaTtb Nnaposnb
BPYUHYHO.
2. Beegute naponb unu npogosmkuTte Bblibpas nyHKT He 3apaBaTb 1 CreHepupoBaTh CnyYanHbIn

naponb.



HoBbili naponb =

() He zagaeats
® CreHepupoBaTL CAYUaAHLIR Napons

) 3aaaTk Naponk BpyuHyo

HacTtpouka SSH-knouva

1. Boibepute nyHKT He 3apaBaTb, CreHepupoBaTb HOBbIN SSH-knto4y nnu 3apgatb SSH-knto4
BPYUHyH. [Inga ykaszaHmsa SSH-knoya Bpy4yHyo Heobxogum dann ¢ knoyvom B popmarte PEM. Ecnu
KntoY yxe 6bin paHee co3aaH, ybeantecb YTO OH HAaYMHAETCA C YKa3aHHOW CTPOKU, MHaYe KoY

TpebyeTcs npeobpasoBaTb B popmaT RSA:

Mpy HeobxoaMMOCTU, ANs CO3AaHNst HOBOIO KrtoYa BOCMNONb3ynTech yTUnuMTon puttygen, nm6o ogHow 13

KomMaHA;:

ssh-keygen -t rsa -m PEM

openssl genrsa -des3 -out privatekey.pem



2. Buibepute cann SSH-kntoya 1 BBegMTE €ro naposnb Unm npogormkmte Bblbpas nyHKT He 3apaBaTtb
unn CreHepupoBaTb HOBbIN SSH-Kknou.

Hoebin SSH knrou =

_)He 23aaeate
@ Crenepupoeate HOBLIA SSH Koy

() 3apate SSH knou BpyUHYO

BoccTtaHoBneHue naponsa nnu SSH-knro4va
PyHKLMA NO3BONAET BEPHYTb COXPAHEHHOE COCTOsAHME naponsa unn SSH-koya ans y4eTHon 3anmcu.

1. Haxxmute BoccTtaHOBUTL B rnpodune y4eTHOW 3anmncu.



2. Bbibepute TOUKY BOCCTAHOBIIEHUS, YKQXMTE NPUYMHY U 3aBEPLUMTE BOCCTAHOBIEHME Naponsi.

BoccTtaHoBAeHMe yUeTHOW 3anncK =
Q

Data MNpuumHa MzmeHeHne KommenTtapuid

03.06.2020 17:21:43 MzmereHWe yueTHOW 2anuow MNapone A password is compromised.

03.06.2020 17:14:59 MzmeHsHWe yueTHOH 2anuou S5H warou A private key is compromised.

03.06.2020 14:47:26 YUEeTHAR 2aNMce CASNEHA YNPAENASMOR MNapone

03.06.2020 17:21:43

lNMpoBepka naponsa unu SSH-kno4va

PyHKUMA NO3BONSET NPOBEPUTL COOTBETCTBME Napons nunn SSH-krtova, a Takke Hanvyume HeynpasnsiemblX
PAM SSH-kntouen.

Onepau,vm BbINOSHSAETCA C NOMOoLLb KHOMKK NMpoBepuTb B npodune yquHoﬁ 3arincu.

(D NPUMEYAHUE

[MpoBepka naponen 4oOMeHHbIX Y3 unn nokanbHbiX Y3 pecypcos nopg ynpasneHnem OC Linux moxeT

BbINOMHATLCA 6e3 HaCTpOVIKM CEepPBUCHOIO NMOAKITHIYEeHNA K pecypcy Ui goMeHy.

CmeHa napons

/\ NPEAYNPEXOEHUE



[Mpn cmeHe napons y4yeTHOM 3anucu obpallanTe BHUMaHUe, CBA3aHbl S C 3TOM YY4ETHOW 3anuchio
cnyx6sbl. MNpn cmeHe naposns y4eTHOW 3anncu, Naponm CBA3aHHbIX CNYX0 TOXe NOMEHSAITCS.

®yHKUMS No3BoONsieT COPOCUTb Naposb, U3MEHUTb MNAPOSb Ha ClyyYaHoe 3Ha4YeHne NN BBECTU HOBbIN

naposib B py4HOM peXxunme.

1. Haxxmute CMeHUTb naponb B npodune y4eTHOWN 3anmncu.

2. BbibepuTte nyHkT He 3apaBaTb, CreHepupoBaTh Crly4amMHbIn naponb 1 3aaaTtb naposnb
BPYYHYHO.

3. Beegute napornb unv npogorkuTe Bblibpas nyHKT CreHepupoBaTh criy4auHbIn naponb unn He
3apaBarth.

4. BBegute NpuvymMHy CMeHbI Napons.

5. 3aBepLunTe CMeHy napornsi.

CmeHa naporns no pacnmcaHuio

CMeHa naporiei y4eTHbIX 3anucei no pacnucaHuio HacTpamBaeTcs Yepes MonuTUKN.

1. OTkponTe pasgen NMonutuku.

2. Bbibepute nonnTuKy, Kotopasa ynpasnseT HY>XHOM BaM yY4ETHOW 3annCbio.

3. OTkpounTe pasgen Y4eTHble 3anucu.

4. Bkntounte onuumto NMepuoanyveckn UaMeHATb napornb U SSH-KNoY y4yeTHOM 3anucu.

5. 3aganTe konn4yecTtso aHen B none MNepuoa nameHeHusa napons u SSH-knw4va. ABTomaTnyeckoe

M3MEeHEHNE napona nin SSH-kntova 6y,u,eT BbIMNOJTHATLCA OAMH pa3 B YKa3aHHOE KOJIn4eCcTBO OHEN.

CmeHa SSH-knroua

®yHKUMS NO3BONSIET COPOCUTD KIHOY, UIBMEHUTL KIOY Ha CryYanHOe 3HaYeHWe Unu 3arpy3vTb HOBbIN KItOY B

PYYHOM pexunme.

1. Haxxmute CMeHuTb SSH-Kkntoy B Nnpodune y4eTHon 3anucu.

2. BbibepuTte nyHkT He 3apgaBaTb, CreHepupoBaTb HOBbIM SSH-knto4 nnn 3agatb SSH-knoy
BPY4HYHO.

3. Bbibepute dain SSH-kntova n BBEANTE €ro Naporb Uy NPoaormkMTe Bbibpas NyHKT CreHepupoBaTh
HoBbIM SSH-knto4 nnn He 3apaBathb.

4. Beegute npuvymHy cMeHbl SSH-kntova.

5. 3aBepLmTte cmeHy SSH-knova.


http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/services/
http://localhost:3000/privileged-access-manager/3.0/administration/policy-setup/#checking-changing-credentials

YoaneHue HeynpaBnsaembix SSH-kno4ven

B cnyyae Hanuuusa y Y3 owmnbkn "OBHapyxeHbl Heynpasnsemble SSH-kntoun" B8 MC cTaHOBUTCA JOCTYNHON
KHOMKa "YganuTb HeynpaBnsemble knoun". Mpu HaxkaTum yaansaiTca TonbKo Heynpasndemble PAM SSH-

kntoun. CosgaHHble, nmbo gobasneHHble B PAM SSH-knoun octatlotcsa 6e3 naMmeHeHuin.

CUHXpOHM3auuna

q)yHKLl,I/IFl NO3BOJIAET NOJTY4YUTb CNMUCOK rpynn Ge3onacHocCTH, B KOTOPbIX COCTOUT y4ETHAA 3arnmnchb.

Onepaums BbINOMHAETCA C NOMOLLbIO KHOMKN CUHXPOHU3UpPOBaTb B Npodusie y4eTHON 3anmcu.

BrnokupoBkKa

CDyHKLl,VIFI Nno3BonseT NPUOCTaHOBUTL OEUCTBME BCEX PaspeLLEHU, B KOTOPbIX MCNOoJb3yeTCd y4yeTHad
3annchb.

Onepau,vm BbIMOJTHAETCA C MOMOLLBIKO KHOMKKU 3a6ﬂOKMpOBaTb B I'IpOCbVIJ'Ie yquHOVI 3arnuncu.

() NPUMEYAHVE

YyeTHas 3anncb 6y,u,eT oTMeueHa cumBoriom ©. Bee paspelleHnd, B KOTOPbIX y4eTHad 3arnnmcb

ABIIAETCA Y4aCTHUKOM, 6yﬂ,yT OTMe4YEeHbl CMMBOJIOM

UrHopupoBaHue

CDyHKLl,VIFI NO3BOJIAET NepeBecTn YHETHYIO 3alnCb B COCTOAHME, B KOTOPOM OHa XpPaHUTCA 6e3 napona u He

MOXET CTAHOBUTLCS Y4aCTHUKOM paspeLLeHUia.
Onepaums BbINOMHAETCA C NOMOLLbIO KHOMKU UrHOpupoBaTb B Npodunie y4eTHOW 3anmncu.

/\ MPEOYNPEXOEHUE

YyeTHas 3anucb 6y,u,eT OTMeYeHa cMumMmBonoMm . Bce paspelueHusi, B KOTOPbIX y4yeTHasa 3arnncb

ABNSAETCH YY4aCTHUKOM, nepenayT B COCTOAHNE HeakmugHo.



YoaneHve y4eTHOM 3anucu

Onepau,vm BbINOSTHAETCA C NOMOLLbIO KHOMKN YaanuTb B npodune yquH017| 3arincu.

() UH®OPMALUSA

Mpv yoaneHun y4eTHas 3anucb NponageT U3 BCEX CBSA3AHHbIX C Hel Cryx06, TO eCTb B KApTouke
cnyx06bl B norne YueTHas 3anucb OyaeTt cToaTb npodepk. Camu cryx6bl He yaansaTes.

BoccTtaHoBneHue y4yeTHOM 3anncum

1. HaxkmuTe PaclumpeHHbIW NOUCK B pasgerne Y4YeTHble 3anucu.

. Beegnte Umsa ydeTHON 3anmcuy NOMHOCTBIO UM YaCTUYHO.

. Beibepute gna nona CoctosiHue 3HavyeHne YaaneHa.

. Bbibepute pecypc nnmn gomen, ¢ kotopom bbina gobaeneHa yyeTHasi 3anuchb.
. OTkponTe Nnpodunb y4eTHON 3anucu n Haxxmmte BoccTaHOBUTD.

. BeibepuTe TOUKy BOCCTaHOBMEHUS NAPOsis YYETHOW 3anucu.

~N OO o0 B~ wWwON

. Beegute NPUYNHY BOCCTAHOBIIEHNA N HAXMUTE BoccTtaHOBUTL.

() VH®OPMALSA

Npu BOoCCTaHOBNEHUMN y‘-IeTHOIZ 3arnncu paHee cylleCtBoBaBLUNE CBA3UN MexXOy y‘-IeTHOIZ 3aruncbro n

cny>x6amu He BOCCTaHaBNMBalOTCS.



http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/services/
http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/services/

MaccoBble onepauun Hag y4eTHbIMU
3anucamum

NMNoaTBepxaeHue

1.B pasgene YyeTHble 3annUcu OTMETLTE OOHY UJTN HECKOJ1bKO YHETHbIX 3anucen n Haxmute CagenaTtb

ynpasnsieMomn.

2. Bbibepute nonnTUKy Ceccuin n 3aBepLunte NoaTBEPXKAEHME.

/\ NPEQYNPEXAEHUE

Npu maccoBomMm noaTBeEpXXAEHUN BCcerga reHepunpyroTcA cnyanlele naponun and y4eTHbiX 3anucemn,

reHepauns SSH-kn4Yen He BbINOMHAETCS.

lNpoBepka naponsa nnu SSH-knw4a

1.B pasgerne YyeTHble 3anucu oTMeTbTe OOHY UJTN HECKOJ1bKO YHETHbIX 3anucemn.

2. Haxxmute MNMpoBepuUTh.

BrnokupoBka

1. B pasgene Y4yeTHble 3anMCU OTMETLTE OAHY UITM HECKOSbKO YYETHbIX 3anncen.

2. Haxmute 3abnokupoBaTthb.

UrHopupoBaHue

1.B pa3gene Y4yeTHble 3anucu oTMETLTE OOHY UJTN HECKOJ1bKO YHYETHbIX 3anucen.

2. Haxmute UrHopupoBaTsb.

YnaneHue



1. B pasgene Y4yeTHble 3anMCKU OTMETLTE OAHY UITM HECKOSbKO YYETHbIX 3anncen.

2. Haxxmute Yoanuts.



[oMeHbI

Pasgen npegHasHaveH gns pabotel ¢ gomeHamum Active Directory.

NMouck pomeHa

Mownck OCYLLECTBIIAETCA B pa3fene [omeHbI.

BbiCTpbIN NOUCK

Beegute B cTpoky novcka NetBIOS nnu DNS nonHocTbio nnu 4acTnyHo.

PaclumpeHHbIX NOUCK

Haxxmute PaclumpeHHbIW NOMUCK 1 BBEAUTE OANH UM HECKONLKO KpuTepmnes, NetBIOS
nnn DNS nonHocTbo unu yactnyHo. Beibepute coctosiHne gomeHa:

o [locTyneH

e YnaneH

NMpodunb goMeHa



INDEED-ID 2 INDEED-ID\Victor.Osipov ~

OB3BMTE YYETHYHD 38MUCk MNpoBepwTe COBANMHEHME MMnopTMpoBate pecypckl ﬁ CHHXpOHWM3WPOBATE YYETHBIE 3anucK Yoanute
¥ - ¥

INDEED-ID #

indeed-id.local #
INDEED-IDVipamservice #
MonauTrka yueTHelx zanuceii # @
04.08.2021 18:54:35

05.08.2021 09:39:32

JoMEHHEIE YUSTHEIE 2aMKCK KoHTefHepw ana pecypcos MpUEXAETMPOEAHHEIE TPYNNEL CobBeiTnAa
Wma PazmeweHue CoctoAHue Onucanwne
INDEED-IDNIPAMManager Nowmen INDEED-ID Wruopupyetca
INDEED-IDVipamservice Nowmex INDEED-ID YnpaenaeTca
INDEED-IDYpamadmin Nowmen INDEED-ID YnpaenaeTca

Mpochmnb otobpaxaeT faHHbIe, YKasdaHHble npu AobaBneHnn:

* NetBIOS
 DNS

L CepBI/ICHaFI y4yeTHadA 3anncb — AOMEHHasd y4eTHadaA 3anncb, OT UMEHN KOTOpOVI 6y,£|,yT BbIMOJTHATbCA

cepBUCHbIE onepaunn.

e Monutuka — Habop npaBun, AENCTBYIOLLMIA HA LOMEHHbIE YYETHbIE 3anncK JOCTyna, A40OaBNeHHbIE B
Indeed PAM.

o [laTta CMHXpPOHU3aLUU pecypcoB — [aTta h BpemMA nocregHemn CUHXPOHM3auunn pecypcos.

o [ara CUHXPOHU3aUNUN YyHeTHbIX 3anucen — garau BpeEMA nocnegHemn CUHXPOHM3aUNN YHETHbIX

3anuvcen.

IJoMeHHble Y4eTHbI€ 3annucu

Bce no6aBneHHbIe AOMEHHbIE y4YeTHble 3annmcu 0To6pa>|<a+0Tc;| Ha Bknagke [loMeHHble Y4YeTHble 3anucu.

KoHTenHepb!l AnAa pecypcos



Bce BbiOpaHHbIE ANs CMHXPOHU3aL MM AOMEHHbLIX KOMMNbIOTEPOB KOHTEMHEPLI OTOOpaXKatoTCa Ha BKNagke
KoHTenHepbl Ans pecypcos.

MpuBMNernpoBaHHbIE rpynnbl

Bce BbibpaHHble ANsi CUHXPOHM3aLMN JOMEHHBIX YYETHbIX 3anucen rpynnbl 6e3onacHoCT oTobpaxaroTcs
Ha Bkrnagke MpuBunernpoBaHHbIe rpynnbi.

CoObIiTuA

Bce cobbiTusa Ha pecypce oTobpaxatotcs Ha Bknagke CobbITUA, 3aecb oTobpaxatoTcsa nocnegHue 5
cobbiTun. [ins npocMmoTpa nogpobHom nHdopmMaLumm 0 COBbITUM HAXKMUTE Ha CTPOKY C HY>KHbIM
cobbiTneM. YTobbl BbIBECTU BCE COOLITUA ANA AaHHOrO AoMeHa, Haxmute MNoka3saTk Bce.

BbiOop nonuTtukn gna pomeHa

1. OTkponTe Npodurb JOMeEHa.

2. Haxxmute ¢, 4yTo6bl 4O6ABUTL MU U3MEHUTD MOTUTHKY.



[lobaBneHe JOMEHOB

,D,J'Iﬂ ynpasneHna JOMeHHbIMU YH4ETHbIMW 3anmncAamMmn gocrtyna un nojnyv4yeHnda JOMEHHbIX KOMMNbOTEPOB

TpebyeTca aobasntb AomeH B Indeed PAM.

1. Haxxmute lo6aBuTb B pa3nen [JoMeHbl.
2. Beeaute NetBIOS n DNS.

3. CoxpaHuTe gaHHble.



HacTtpouka cepBUCHOIro noakno4YeHus
ANA OOMEHOB

[na nomeHos Active Directory MOXXHO HaCTpOUTb CEPBUCHOE MOLKMYEHME, KOTOPOE NO3BOMNUT BbIMOMHATL

onepaunn:

¢ [lpoBepka coeanHeHUs1 ¢ AJOMEHOM

¢ CUHHXPOHU3aLMA OOMEHHbIX YYETHbIX 3anncen

e [lpoBepka napors JOMEHHbIX YYETHbIX 3anncen

o COpoc naposns 4OMEHHbIX YYETHbIX 3an1cen

o CuHXpoHU3aums rpynn 6e30nacHOCTM AOMEHHbIX YYETHbIX 3anMcen

° CVIHXpOHVI3aLI,VIFI AJOMEHHbIX KOMMNbOTEPOB

(D NPUMEYAHUE

lMpoBepka naponen 4OMEHHbIX Y3 MOXET BbINONTHATLCS 0663 HACTPOWMKN CEPBUCHOIO MOAKMIOYEHMNS K

[IOMEHY.

NobGaBrneHne y4yeTHbIX 3anuceun

CepBuCHbIe onepaunn BbINOSHAKTCA OT UMEHWN CEPBUCHOWN YYETHOW 3anvcu, B PO CEPBUCHON MOXET ObITb
Has3HadYeHa AOMeHHas y4yeTHas 3anuck. lNepen HacTPOMKON CepBUCHOTO noakrtodeHns Tpebyetcs nobasutb

B CUCTEMY NOMEHHYIO YHETHYHO 3aluncChb.

e [loGaBneHne gomeHa

e [lo6aBneHne OMEHHbIX YY4ETHbIX 3anuncen

HacTtpouka cepBUCHOro noaKrno4YeHus

1. OTKpoWiTe NPoduIb AOMEHa 1 HaxmuTe # cripasa oT napameTpa CepBUCHas yyeTHas 3anuchb.
2. Beegute Umsa yyeTHOM 3anmcu MOMHOCTBIO UITM YacTUYHO.

3. BbibepuTe yyeTHyto 3anmch 1 3aBepLUNTE HACTPOWKY CEPBUCHONO NOAKIHOYEHMS.


http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/domains/adding-a-domain/
http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/domains/domain-operations/#adding-an-account

Onepaunu Hag AgomMmeHamMmu

PepakTupoBaHue gomMmeHa

®dyHkuna nossonseT nameHnts NetBIOS, DNS, CepBUCHYO y4yeTHyr0 3anucb 1nun Monutuky.

1. HaxxmuTte # cnpaBa oT Hy)XHOro napamerpa B npodune oMeHa.
2. BHecuTe nameHeHus.

3. CoxpaHuTe n3aMeHeHus.

[JlobaBneHue y4eTHOU 3anuUcu

dyHKUMaA nossonseT fobaenaTtb B Indeed PAM goMeHHbIe y4eTHbIE 3anucu pecypca, KoTopble MOryT

MCNoIb30BaTbCA Alld npeaocTtaBlieHnA OOCTyna Ha pecypcChbl.

1. HaxxmuTte [lo6aBUTb y4eTHYH 3anuchb B Npoduse JOMeHa.

2. Beegute Umsa yuyetHom 3anmucu 1 Onucaxue.

HacTtpouka napons

1. BbiGepute nyHKT CreHepupoBaThb Clly4auHbIi naposnb unn 3agatb Naposib BPY4YHYHO.

2. BBeguTte naponb unu npogoskuTte Bolbpas nyHKT CreHepupoBaTh CyYarMHbIA Naporsib.

MpoBepka coeaANHEHUA C OMEHOM

DyHKUMA NO3BOMNSET NPOBEPUTHL CETEBYIO JOCTYNHOCTb AOMEHa, koppekTHOCTb NetBIOS nmenu, agpeca,

WMEHW N Naponsa CEPBUCHON YYETHOW 3arnncu.

Onepau,vm BbINOMHAETCS KHOMKOW npOBepMTb coegnHeHue B npoqwlne OOMeHa.

UmnopT pecypcoB

dyHKUMA no3BonseT aBTomaTndeckn fobaenatb B Indeed PAM gOMeHHbIe KOMMNbIOTEPDI.



Bbi6Op KOHTENHEpPOB

1. Nepengnte Ha Bknagky KoHTenHepbl Ans pecypcoB B npodune aoMeHa 1 HaxmuTe [1o06aBUTD.
2. BBegnTe NOMHOCTBLIO MW YaCTUYHO UMS KOHTENHepa U BblbepuTe OanH NN HECKONBbKO KOHTEMHEPOB.

3. 3aBepwmnTe BbIGOP KOHTENHEpPA.

UmnopT

Onepauus BbINONHAETCS KHONKon MMnopTupoBaTh pecypchbl B Npodune gomMeHa.

CHXpPOHM3aLMA YYETHbIX 3anuceu

DyHKUMA No3BonseT aBTomaTudeckn fobaenaTb B Indeed PAM goMeHHbIe y4eTHbIE 3anucu, KoTopble
COCTOSAT B BblOpaHHbIX rpynnax 6esonacHoctu Active Directory.

BbiGop rpynn npuBuUiermpoBaHHbIX YYeTHbIX 3anucemn

1. Nepengnte Ha Bknagky NMpuBunernpoBaHHbIe rpynnbl U HAXMUTE [lo06aBUTL.
2. BBeanTe NoONHOCTBLIO UM YaCTUYHO UMS TPYNMbl U BbIGEpUTE OOHY MM HECKOJSbKO rpynm.

3. 3aBepLumte BbIOOP rpynn.

CuHXpoOHUM3auuma

Onepau,vm BbINOMHAETCA KHOMKOW CVIHXpOHM3VIpOBaTb y4YeTHble 3anucu B npodune gomeHa.

YnaneHue/BoccTaHOBIeHUe goMeHa

YaaneHue AoMeHa

Onepau,vm BbINOSHAETCA KHOMKOW YAaanuTb B rlpocbmne OJOMeHa.

(D NPUMEYAHUE

Mepepn yoaneHvem gomeHa TpebyeTcsa yganuTb BCE YYETHbIE 3anncu, KOoTopble Obinn obaBneHbl 13

yoanAaemoro gomMmeHa.



BoccTaHOoBneHue gomMeHa

1. HaxxmuTe PaclumpeHHbIN nouck B pasaerne [loMeHbl.

2. Beeaute NetBIOS nnn DNS nonHOCTbIO MY YaCcTUYHO.

3. Boibepute ana nons CoctosiHMe 3HayeHne YaaneH u Haxmute Hantu.
4. OTKponTEe Npohusib pecypca n Haxmute BocctaHOBUTDL.

5. Beeaute NPUYNHY BOCCTAHOBIIEHNA N HAXMUTE BoccTtaHOBUTL.



MaccoBble onepauuu Hag oOMeHaMu

NMpoBepka coeanHEHUA

1.B pasgene O omMeHbl OTMeTbTE OAUH NI HECKOMNBbKO AOMEHOB.

2. Haxxmute MpoBepuTb coeaguHeHMe.

YnaneHne AOMEHOB

1. B pasgene loMeHbl OTMETbLTE OAMH NI HECKONBbKO JOMEHOB.

2. Haxmunte Yoanutb.

(D NPUMEYAHUE

MNepen ynaneHnem AOMeHOB TpebyeTcs yaanuTb BCe YYEeTHbIE 3amnncu, KOTopble Gbinu AoGaBneHbl 13
yaoansieMblx JOMEHOB.



CTpykTypa

Pasnen npegHasHayeH ansa cosgaHnsa nogpasgenenunn (Organizational Unit, OU) opraHusauumu. Mpu
co3daHun nogpasaeneHnin MoXXHO pasrpaHnyYnBaTth JOCTYN agMuHucTpaTopoB PAM K oTaenbHbIM pecypcam.

(D NPUMEYAHUE

Mogpasnenennss PAM HUKak He CBA3aHbl C NogpasaeneHnsMm Unum KOHTenHepamm gomeHa Active

Directory.

Buabl noapaspeneHnu

MogpasaeneHne MOXeT ObITb rnobanbHbIM MNK foKanbHbIM. Tak e 1 06bekTbl PAM mMoryT 6bITb

rno6anbHLIMN N NOKanbHbIMKU MO NPUHageXHoCT K noapasgeneHuto.

Cpasy nocne yctaHoBkn PAM B cucteme yxe cyuiectByeT FmobanbHoe nogpasgeneHue. Emy
npuHagnexar Bce 00beKTbl, Y KOTOPbIX NogpasaeneHve He ykasaHo ABHO. COOTBETCTBEHHO, Nocne
o6HoBneHust Bepcun PAM Ha Bepcuto 2.7 nnu BbllLe BCE paHee CyLeCcTByoWme 06bekTbl CTAaHOBATCSA

rmoo6anbHbIMU.

MpuBasky agmuHucTpaTopa PAM k nogpasgeneHnio MOXHO BbIMOSTHUTL B HAacTporikax Ponu. MNonb3oBatens
MOXET ObITb B pONsiX U3 0gHOro nogpasaenerHuna. Henb3ss 0obaensatb nonb3oBaTens B pofib NOBTOPHO,

yKasblBasi Apyrne nogpasgeneHus.
Mogpasgenenune ykasbiBaeTca npu obasneHun Pecypca, lomeHa, pynnbl pecypcos.

CucTemMa pacrno3HaeT SBMseTcs N AaHHbIA OGbEeKT NoKarnbHbIM MO OTHOLLEHUIO K IaHHOMY NoApasaeneHuto
yepes CBsI3N 0OBLEKTOB C pecypcamu U AoMeHamun. Ecnmn o6bekT cBsisaH ¢ PecypcoM 1 YueTHol 3anuchbto,

noapasaeneHve onpeaensercs no Pecypcey.

JNlokanbHbIN agMUHUCTpPaTOP

JTokanbHbI aAMUHUCTPATOP OrpaHUYeH B NpaBax AoCTyna u MoXeT paboTaTb TONbKO C HAOOPOM 06HLEKTOB,
KOTopble NpuHagnexar ero nogpasgeneHuio. OrpaHMyMBatoTCs TONbKO 00bEKTbl 4OCTYyNna — Y4YeTHble

3anucu n Pecypcel.



NcknioyeHus:

e MOXET ynTatb Y4YeTHble 3anucu rnobanbHbIX AOMEHOB
e MOXET yntaTtb rnobanbHble NOSIUTUKN

e MOXET yntatb [loMeHbl, HO HE NX rpynnbl n KOHTeIZHepr
Bce co3naBaemble adMWHUNCTPATOpOM 00bEeKTbl aBTOMATUYECKN npuHagnexar ero nogpasgerneHuto.

(D NPUMEYAHUE

BbI6VIpaTb nogpasgeneHna npu co3gaHnm 00BbEKTOB MOXET ToNbko MMobanbHbIN aaMUHUCTPAaTopP.

INokanbHOMY afMUHUCTPATOPY HEAOCTYMHbI:

L O6beKTbI, CBA3aHHbIE C OpyrmMmun noapasgeneHnamm

e pasgenbl CTpyktypa, Ponun, YBegomneHus
B pasgenax YnpasneHus OCTYMHbl TONbKO A5 YTEHUS:

e MoNUTUKM N NX HACTPOMNKM
e MONb30BaTeNbCKME NOAKMIOYEHNS U CEPBUCHBIE MOAKMHOYEHMSA

e HacTponkn KoHdurypauum
OctanbHble pasgerbl HeAOCTYMHBbI.

JlokanbHbI aOMUHUCTPATOP HE MOXET CO3aBaTb Pa3peLLleHnss C MPOCMOTPOM YYETHbIX OaHHbIX OJ1A

AOMEHHbIX YYeTHbIX 3anuMcen, B TOM ymcne paspeweHue ana NMpunoxeHus.

BknioyeHue paboThl ¢ noapasaeneHuamm

Pabota c nogpasgeneHusmMu BKNtoYaeTcs B KOHurypaumoHHom cparine Management Console.

[MyTb 0O KOHUrypaLuMoHHOro danna:

Windows C:\inetpub\wwwroot\mc\assets\config\

Linux /etc/indeed/indeed-pam/mc/



UTtoObl BKOUNTL paboTy ¢ nogpasgeneHusamu B PAM, BBeante 3HavyeHne true Ans napameTtpa

enableOrganizationalUnits B CEKUMN view:

"view": {
"enableOrganizationalUnits": true



Pa3peweHus

Pasnen npeaHasHaveH Ans noucka, Bblaayu, oT3biBa M NPUOCTAaHOBKM AENCTBUS pa3peLLeHUiA.

NMouck paspelueHnmn

Mowuck nossonsieT OTO6pa3VITb TOJIbKO T€ pa3peLlleHnsa, KOTopble yaoBJI1IETBOPAOT 3aaHHOMY KPUTEPUIO.

EcTb oBa BMaa noucka:

e BbICTpbI — cTpoKa noucka. MoxHO UckaTb TOSMbKO N0 OOHOMY KpUTepuio. TeKCTOBbIN BBOA,.
e PacwmpeHHbIn — popma ¢ HeCKONbKUMM NonsamMu. MoXxHO nckatb N0 HECKOMNbKUM KPUTEPUSIM Cpasy.

BbinagatoLme crnvcku.

BbicTpbIN NoUck

B NMONCKOBYH CTPOKY MOXHO BBOAWUTb OOHO UIM HECKOJIbKO CJ10B. CrnoBa MOXHO nN1caTb NOMMHOCTLIO Ui

YacTuyHo (3 n 6onee Byks).
Mpumep
YT106bI HANTK paspeLleHne C onMcaHneM TecToBOe pa3pelweHue raBHOrO aAMUMHUCTpaTopa, HY>XHO BBECTU

noboe 13 CNoB: TecT, paspew, raas, aaMm.

A NMPEOYNPEXOEHUE

Mo KoHLY crnoBa nouck He paboTaeT. Ecnv BBECTU peuweHue , TO paspelleHne He HalaeTcs.

Paapeu.leHme MOXHO UCKaTb NO ABYM ClnoOBaM, HAaNMpuMmep: TecTt pa3spew, pa3pew rJaBH, rnaBH agMm.

/\ MPEQYNPEXOEHUE

CnoBa B NOUCKOBOM 3anpoce OOJKHbl UOTU B TOM Xe nopAaake, YTto B OrnnmcaHnn paspeLlueHund. Ecnu

BBECTWN paspew TecT, TO pa3peLleHne He oTobpasunTcs.

Henb3s BBOoUTb Crnoea, MeXxay KOTOpbiIMU B ONMUCaHUK pa3pelleHna eCtb gpyrmne criosa. Ecnu BBectn

TecT agmuH, TO paspelleHve He oTo6pasnTcs, MOTOMY YTO MEXAY TecT M agMuH €CTb elle ABa

CroBa.



PacwunpeHHbIX NOUCK

MoXHO uckatb no OAHOMY UIMN HECKOJIbKUM KPpUTEPUAM. I'IpM Bbl60pe HECKOJ1bKUX KpUTEPUEB 0T06pa3FITCFI
ceccuin, KOTopble yaoBIETBOPAOT BCEM NEepPEYHNUCITIEHHBbIM KPUTEPUAM.

Mpumep

Ecnu Bbibpatk B none MNMonb3oBaTenb 3Ha4yeHWe ivan.ivanov@company.demo U B none CocrosiHue

3HayeHne 0To3BaHO, TO OTO6p83$ITCF| TOJ1bKO OTO3BaHHbIE pa3peLlleHnda TOJIbKO 3TOro nosib3oBaTens.

A MPEOYNPEXOEHUE

B kaxkaoMm none MoXHO BblGpaTh TOMbKO OAHO 3Ha4YeHue. Bbl He cMoXeTe B 0gHOM 3anpoce
pacLUMPEHHOTO MOUCKa BbIBECTU pa3peLleHuns nonb3oBaTenel ivan.ivanov@company.demo U
peter.ivanov@company.demo . Bbl cMOXeTe 3T0O caenaTb ¢ NOMOLLbI0 TEKCTOBOIO Moucka no 3anpocy

ivanov.

NMpodunb paspewieHns



PaspelweHune #5 A INDEED\adm ~

) Orozeats () MpuoctaHoeuTE

TecToBOE paspelleHmne

Root OU

victor@indeed.local

INDEEDYadm

09.11.2022 12:32:20

c09.11.2022 00:00 go 09.11.2022 23:59
c 08:00 ao 17:59

Pazpewen
Fecypcel YuUeTHeIE ZanKCK
Pecypc Tvn nogKnroueHMA Agpec nogKnOUeHUA YueTHan zanuck
REDOS 55H 192.168.10.130 REDOS\admlocal

Mpodhunb paspelueHnss oTobpaxaeT criegyowme gaHHbIe:

e OnucaHue — NpPon3BOrIbHbIN TEKCT.

» loppaspeneHue — nmsa nogpasfeneHuns, B KOTOPOM COCTOUT pecypc.

» MNonb3oBaTtenu — nonb3oBartenu karanora Active Directory, Ansa KOTOpbIX BblAaHO paspeLLeHne.
o Cospan — yyeTHasda 3anncb agMuHuctpartopa Indeed PAM.

e Co3paHo — faTa v BpeMs co3[aHus paspeLleHns.

e [lepuon aencTBuA — Aatbl, B Nepuog Mexay KOTOpbIMU paspeLleHne akTUBHO.

 PacnucaHue goctyna — Bpems, B Nepuos Mexay KOTopbIM paspeLleHne akTUBHO.

e MpocMOTp y4YeTHbIX AaHHbIX — pa3peLleHne Ha NPOCMOTp napons unu SSH-kn4va y4yeTHom 3anucu
Aoctyna.

» Pecypc — nms pecypca, Ha KOTOpOM MOXET ObiTb O0TKpbiTa RDP, SSH unu WEB-ceccus ot umeHun

YYETHOM 3arnucu yKkasaHHOM B paspeLleHun.

o Tun noagkn4YeHna — TUN yaganeHHoro nogkntodeHuns (RDP, SSH, nonb3oBatenbckme Tunbl).



o Appec nogkntovyeHna — DNS unu IP-agpec KoHeYHOro pecypca.

e YyeTHas 3anucb — y4yeTHas 3anucb, koTopasi ucnonb3yetcs ang otkpbltus RDP, SSH unn WEB-

CECCUU Ha pecypcax, ykazaHHbIX B pa3peLleHuu.



Co3aaHve paspelieHnn

Pa3speluLeHns gatoT NpaBo Ha OTKPbITUE CECCUI Ans nonb3oBaTternen Kkartarnora.
YT06bI BblAaTb paspeLleHne:

1. BanguTe B pa3gen PaspeweHus.
2. Haxxmute Co3partb.

3. Boibepute MNogpasgeneHue, lNonb3oBatenen, Pecypcel, YUeTHyto 3anncb, OrpaHnyeHns BpeMeHn n

MapameTpbl paspeLleHnsi B OTKPbIBLLUEMCS BU3apae.

/\ NPEQYNPEXAEHUE

[ns paboTbl ¢ paspeLlueHnamMmmn Heobxoanmbl npusunern YnpaBneHUsa paspeLueHnusaMm
(Permission.Create, Permission.Read, Permission.Revoke, Permission.Suspend).

NMoapasaeneHue

Bb|6ep|/|Te, B KaKOM nogpasgerneHnmn Haxogntca pecypc.

(D NPUMEYAHUE

70T pasgen Bu3apaa He OyaeT oTobpaxaTbCsa NPy CO3AaHNMKN paspeLleHNs NoKarnbHbIM
aAMVHUCTPATOPOM 3TOro NoApasaerneHus.

Nonb3oBaTtenb

Bbibepute nonb3oBatens unuv rpynny nonb3oBaTenen.
YUTtoObl BbIOpaTh Nonb3oBaTens:

1. Ha Bknagke MNonb3oBaTtenu BBeante B cTpoke novcka Umsa, damunuro, Homep tenedoHa nnu E-

mail nonHocTblo nnm yactnyHo. Haxmmte ENTER nnu O\.

2. Bb|6ep|/|Te O[HOro U HECKONbKUX NoSb3oBaTeNen.


http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/roles/

UTtoObl BbIGpaTh rpynny nosb3oBaTtenem:

1. Ha Bknagke prnnbl nonb3oBartesien BBeaMTE B CTPOKe noncka Umsa nnm OnucaHue NonHOCTLIO UK

yactnyHo. Haxmmte ENTER mnnu O\.

2. BbibepuTe rpynny nonb3oBartenemn.

Pecypc

Pa3peLueva MOXHO BblaBaTb HaA:

» Pecypchbl, pobaeneHHble B Indeed PAM.
e [pynny pecypcos.

 [lpoun3BonbHbIN pecypc.
UTtoObl BLIGpaTh pecypc:

1. Ha Bknagke Pecypcbl BBeanTte B cTpoke novcka Umsa pecypca, DNS-ums, IP-agpec nonHocTso nnm

yacTnyHo. Haxmute ENTER mnnu O\

2. Bbibepute oanH Unm HECKONbKO PECYPCOB.
YUTtoObl BbIGpaTh rpynny pecypcos:

1. Ha Bknagke Mpynnbl pecypcoB BBeANTE B CTPoke noncka UMa NonHOCTLIO U YacTuyHo. HaxmuTe

ENTER um 2.
2. BuibepuTe rpynny pecypcos.

YUT06bI BbIGPATL NPOM3BOSbHLIN pecypc, Ha Bknaake MpousBonbHbIe pecypcbl Bbibepute TUMbI
NOAKIMKOYEHNIA, MO KOTOPbLIM MOMb30BaTENb CMOXET NMOAKIIYATLCS K NPOU3BOSbHLIN pecypcaM. [ocTynHble

Tnnbl nogkntodeHnn: RDP, SSH, Telnet.

YyeTHaAa 3anuchb

Ons OoCTyna K peCcypCy MOXHO MUCNOJb30BaThb JTOKalbHYH, AOMEHHYI0 UM JTMYHYIO YYETHYIO 3anncCb

nonb3oBartend.

() NPUMEYAHVE


http://localhost:3000/privileged-access-manager/3.0/user-manual/access-to-the-resource/#connection-to-an-adhoc-resource

Ecnu Bbl BbiGpanu 6onblue 0gHOro pecypca, To 4SS KaXA40ro U3 HUX HY>KHO nocrnefoBaTenbHO BblOpaTb

YHETHYHO 3anncb OOCTYymna.

UT00bI BbIOpPaTL JOMEHHYIO UMW NTOKANbHYO YY4ETHYHO 3anuchb:

1. BBeguTte B cTpoke novcka UmMa yyeTHOW 3anucum nornHOCTbIO Ui YyactudHo. Haxxmute ENTER unu Q

2. BbibepuTte y4eTHyO 3anunchb.

YT06bI BbIOpPATh NMYHYHO YYETHYIO 3anuch, HaxMuTe NMpoaomknTb ¢ nonb3oBaTenbckon Y3.
/\ NPEAYNPEXAEHUE
[ns Npon3BOMbHbIX PECYPCOB HEAOCTYMNEH BbIOOP NOKANbHOW y4ETHOM 3anucu.

na NPON3BOJIbHbIX PECYPCOB y4e€THadA 3arnncb ogHa Ha BCE TUIbl NOAKITIOYEHUN.

OrpaHun4yeHus BpeMeHu

MapameTpbl 3TOro pasaerna onuuoHanbHble.

[ns paspelleHns MOXHO 3agaTb Nepuog AeNCTBUSA — AaTy M Bpems Havana, 4aty U Bpemsi OKOHYaHua. [ns

3TOro:
1. Bkntounte onuum Havano n OKkoH4aHue.

2. Bbibepute gaty n Bpems.

(D NPUMEYAHUE

Ecnn onuun Hayano n OkoH4yaHue He BbiOpaHbl, TO pa3pelleHne OyaeT AencTBoBaTb BECCPOUHO.

/\ NPEAYNPEXAEHUE

Mo ncTeueHUn nepmopa AeNCTBUS pa3peLLeHmnst ceccust byaeT npepeaxa.

MoXHO Takxe 3aaaTb pacnucaHue 4oCTyna K pecypcy no aTomy paspeLleHuto. B aToM criyyae nogkroyeHve

OyaeT OOCTYMHO TONbKO B YKa3aHHble Yackl. Hanpumep, Tonbko B paboyee Bpems.


http://localhost:3000/privileged-access-manager/3.0/user-manual/access-to-the-resource/#connection-to-an-adhoc-resource
http://localhost:3000/privileged-access-manager/3.0/user-manual/access-to-the-resource/#connection-to-an-adhoc-resource

1. BkntounTte onumio PaspewumnTtb AOCTYN TOMBKO.

2. Beegute Bpema C n [o.

(D NPUMEYAHUE

Ecnn onuus PaspewnTb AOCTYN TONbLKO He BbibpaHa, TO paspelleHne byoeT 4encTBOBaTbL

KPYrnocCyTO4HO.

/\ NPEAYNPEXAEHUE

Mo MCTeYeHn BpeMEHM, YCTaHOBEHHOIO B pacnvcaHumn 4ocTyna, ceccus ByaeT npepsaHa.

NMapameTpbl pa3peLlueHUs

[MapameTpbl aTOro pasgena onuuoHarsnbHbIE.
YyeTHbIe gaHHbIe

Indeed PAM nossonsieT 3agaTb, paspeLLeHo N nonb3oBaTento NnpocMaTpusaTtb Naposib
NPMBUNErMPOBaHHbIX YYETHbIX 3anMcen, KOTopble UCMOMNb3YyTCA B €ro pa3peLueHnsx. Ytobbl paspemnTsb,

BKIMHOYnTE onuuto Pa3pe|.uwa NMPOCMOTP YYeTHbIX OAaHHbIX.

Indeed PAM nossonsiet 3agaTb, paspeLLeHo N nonb3oBaTento U3MEHATb Naporib NPUBUITErMPOBaHHbIX
YYETHbIX 3anucen, KOTopble NCNOMb3YTCA B ero paspeLleHmax. Ytobbl paspelumnTb, BKIIOYUTE ONLMI0

PaspewnTb u3aMeHeHMe yYeTHbIX AaHHbIX.
UcTouyHMK noaknovYeHus

Indeed PAM nosBonsieT yCTaHOBUTb OrpaHuyeHme gnsa nogkniovyeHnn K pecypcam, a MMeHHO — YCTaHOBUTb
KOHKPETHYIO CETb, M3 KOTOPON MOXHO NoakntoyaTecs. YTobbl aTo caenaTb, BbIbepUTE HYXXHYIO CETb B Nore

CeTeBoe pacnosrioXxeHne UCTOYHMKOB AJsi pa3peLlleHHbIX NOAKIIYeHUN.

() NPUMEYAHVUE

Ecnu He 6binu gobaeneHbl HUKakne CeTeBble pacnonoXeHus, To B BbinagatoLem cnucke dyaet
eQMHCTBEHHas HacTponka — bes orpaHMyeHnn. 3TO 3HAYUT, YTO UCMONb30BaTh AaHHOE paspeLleHne

MOXHO C Nto60oro ycTpoincTea B CETU.


http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/configuration/#network-location

MNMosbiweHue npusunernn B SSH-ceccusx

Indeed PAM nosBonsieT ykasaTb 4S8 KaX40ro paspeLueHns, byaget nu B 9ToM paspeLLeHmnm goCTyn K pamsu.

BoaMoXHble BapunaHTbI:

* YnpaBnsietcs nonuTMKaMm — OyaeT N JOCTYN K pamsu onpegensieTcs NonmuTuKon pecypca, Ha
KOTOpPbIN BblOAETCA paspeLleHune.

e PaspeweHo — 6y/:|,eT AOCTyn K pamsu He3aBUCMMO OT HAaCTpPOEK MOJTUTUKNA.

o 3anpeleHo — He OyaeT OoCTyna K pamsu HE3aBMCUMMO OT HacTPOEK MONUTUKN.


http://localhost:3000/privileged-access-manager/3.0/setup/additional-components-setup/#pamsu

Onepaunun Hag pa3peLeHNAMHU

KonupoBaHue

C nomoubio 3TON (byHKLl,VII/I MOXHO CO34aThb pa3peLleHne Ha OCHOBE paHee CO30aHHOro pa3peLueHuns.

CocTosiHMe ncxogHoro paspeLleHna MmoxeTt ObITb NMOOLIM, B TOM YUCIE OTO3BaAHHbLIM U NPUNOCTAHOBITEHHbLIM.

KonupoBaHue cxoxe ¢ NpoLeccoM co3aanuns paspeLueHuns. MNMpn KonmpoBaHMM OTKPLIBAETCH TaKOW Xe
MacTep, B KOTOPOM YKe BblOpaHbl 0O0BbEKTLI M3 UCXOAHOIO paspeLleHns. ATOT BbIBOP MOXHO
oTpeadakTMpoBaTb — A06aBUTb HegocTarowme o6bekTbl NN yopaTb NULHKE.

() MHOOPMALIMSA

OTa PyHKUMA JOCTYMNHA TONBKO U3 NPOMUNA paspeLleHus.
1. OTKponTe Npohunb paspeLleHns.

2. Haxmute Co3pgaTtb Konuio.

3. Ecnn Tpe6yeTc;|, BHECUTE N3IMEHEHUNA B CIMNCOK Bbl6paHHbIX 00bEeKTOB Ha CTpaHnuax OTKpbIBLLETOCA

macrepa.

YToObl NPOCMOTPETL CMNCOK BblIOPaHHbLIX OO BLEKTOB, HAXXMUTE O\

() MHOOPMALIMSA

Ecnu kakon-nmbo nonb3oBatenb, peCypc Unn y4eTHasi 3an1chb, yKa3aHHble B UICXOAHOM

paspeLleHnn, yaaneHsl Unm 3abrnokMpoBaHbl, TO OHU He ByayT BblGpaHbI.

4. Ecnu TpebyeTtcs, BHecute nameHeHus B OrpaHnyeHus BpemeHu u NMapameTpbl paspelueHus.

5. Bbl6€pI/ITe HencTBne ¢ UCXoAHLIM pa3pewieHmnemMm — OcTtaBuTb, anOCTaHOBMTb unn OTo3BaThb.

OT13bIB

C nomMoLLbIO 3TOM (PYHKLMKN MOXHO aHHYNMPOBaTb paspeLLeHns, KoTopble DonbLle He TpebytoTcA.


http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/permissions/creating-a-permission/

/\ NPEAYNPEXAEHUE

OT03BaHHbIE pa3peLlueHna Hernb3A BOCCTaHOBUTbD.

Ecnu Bam Tpe6yeTc;| BPEMEHHO 3anpeTnTb NCNOoJib30BaTb pa3peleHne, To NpuoCTaHOBUTE €ro

JencTeme.

|_|pl/1 OT3blBE pa3peLlleHna y‘-II/ITbIBal‘/'ITe, 4YTO AocCcTtyny nonb3oBaTtesnemn nponageT cpasy, a He Nnocrie Toro, Kak

OHW camm OTKITIOUYUITUCHL OT pecypca.

/\ NPEAYNPEXAEHUE

Mpwu OT3bIBE pa3peLleHns ceccus byaoeTt npepsBaHa.

OT3bIB M3 CNUCKa pa3peLueHun OT13bIB 13 npodunsa paspeLueHus

1. OTkponTe pasgen PaspelieHus.
2. OTMEeTbTE HYXXHOE paspeLLeHme.

3. Haxxkmute OTO3BaTh.

OTo3BaHHble pa3peLleHns nepecTaroT oTobpaxaTbca B pasgene PaspelueHus, HO X MOXHO MPOCMOTPETb
C NOMOLLbIO0 Norcka. [1nsa 3Toro OTKpoWTe pacLuMpeHHbIM NOUCK B pa3gene Pa3spelwieHus v Boibepute

3Ha4yeHne OTo3BaHoO Ans napamMmeTpa CocTtosiHue.

NpunocraHoBKa

C nomoLLbIo 3TOM (PYHKLUN MOXHO BPEMEHHO 3arnpeTuUTb UCMOSb30BaTh paspeLleHune.

YuntbiBanTe, 4TO AOCTYN Y Nonb3oBaTenen nponageTt cpasy, a He Nocre Toro, Kak OHWU caMy OTKITHYUIUCH

OT pecypca.

A NMPEOYNPEXOEHUE

Mpu npuocTaHoBKe OENCTBUS paspeLleHns ceccusi Byaet npepeaHa.

NMpuocTtaHoBKa U3 cnucka paspemeHMﬁ anIOCTaHOBKa n3 ﬂpO(bVIHFI pa3peLwieHuns




1. OTkponTe pasgen PaspewseHus.
2. OTMEeTbTE HY)XHOE paspeLleHune.

3. Haxkxmute MNMpuoctaHOBUTD.

Bo30oOHOBNEeHue

C nomoLLblo 3TOM PYHKLMM MOXHO aKTUBMPOBAaTb NPUOCTAHOBIIEHHOE pa3peLleHne, TO eCTb BEPHYTL €ro B

cocTosiHne [leNcTBUTENbHO.

Bo306HOBMNEHMe U3 cnucKka paspeLleHumn Bo3o6HoBneHue u3 npodunsa paspelueHus

1. OTkponTe pasnen Pa3pelueHus.
2. OTMETbTE HYXXHOE paspeLLeHme.

3. Haxkmmute Bo30OHOBUTD.



MaccoBble onepauuu Hag
pa3peLleHnaAMmn

OT13bIB

C noMolLLbto 3TON (PYHKLMN MOXHO aHHYNMPOBaTh pa3peLleHusi, KoTopble 6orblue He TpebytoTcs.

A NMPEOYNPEXOEHUE

OT03BaHHblE pa3peLLeHnNs Hemnb3s BOCCTaHOBUTb.

Ecnu Bam Tpe6yeTc;| BPEMEHHO 3anpeTuTb NCNOoJ1b30BaTh pa3pelleHne, To NpuoCTaHOBUTE ero

JencTBme.

Mpu 0T3biBE paspeLleHns yuuTbiBainTe, YTO AOCTYN Y Nonb3oBaTenel nponageT cpasy, a He nocre Toro, Kak

OHM CaMM OTKITHOYUITUCb OT pecypca.

/\ MPEQYNPEXOEHUE

Mpwn oT3bIBE paspelleHns ceccusi OyaeT npepsaHa.

YTo6bI BOCMONb30BaThCs PYHKUUEN, BbINOMHUTE cnegyowue 0encTBus:

1. OTkponTe pasgen PaspelwieHus.
2. OTMeTbTE OOQHO UMW HECKOSMBbKO pa3peLLeHni.

3. Haxxmute OTOo3BaTh.

OTo3BaHHbIE paspeLLeHns NepecTarT oTobpaxaTbes B pasaene PaspeLweHus, HO X MOXHO NPOCMOTPETb
C NOMOLLbI Moucka. [1ns 3Toro oTKPOMTE paclUMPEHHBIN Nouck B pasaene PaspeleHus n Bbibepute

3HayeHvne OTo3BaHo A napameTpa CocTosiHMe.

MpuocrtaHoBKa

C nomouybio 3TON (byHKLl,VII/I MO>XHO BPEMEHHO 3anpeTnTb NCMNOJ1b30BaTb pa3peLllueHne.



YuntbiBanTe, 4TO AOCTYN Y Nonb3oBaTernen nponageTt cpasy, a He Nocre Toro, Kak OHWM caMy OTKITHYUIUCH

OT pecypca.

A MPEOYNPEXOEHUE

Mpu npuocTaHoBKe OENCTBUSA paspeLleHns ceccusi Byaet npepeaHa.

U106kl BOCMONb30BaTLCS (PYHKLMEN, BbINOMHUTE creayolme AeiCTBUS:

1. OTkponTe pa3gen PaspelueHus.
2. OTMeTbTE OHO UIM HECKOSNBbKO paspeLLeHnia.

3. Haxxmute MNMprnoctaHoOBUTD.

Bo3oOHOBNEeHue

C nomouybio 3TON (*)yHKLl,VII/I MOXXHO aKTUBMPOBaTb NPUOCTAHOBIIEHHOE pa3pelleHne, ToO eCTb BEPHYTb €0 B

cocTosiHMe [lencTtBUTENbLHO.

YTo6bI BOCNONb30BaThCs PYHKUUEN, BbINOMHUTE cneayowmne 0encTBus:

1. OTkponTe pasgen PaspelueHus.
2. OTMeTbTEe OAHO UMY HECKOIbKO paspeLUueHuni.

3. Haxkmmnte Bo300OHOBUTD.



3anpocbl ceccumn

Pasnen npegHasHaveH Ansa paboTbl C 3anpocaMu Ha OTKPbITUE CECCUI K COOTBETCTBYIOLLUM Pecypcam.
[laHHbIN MexaH13M No3BONSAET HAaCTPOUTb AOMOMNHUTENBHOE NOATBEPXKAEHMNE BTOPbIM NULIOM

(AogmnHncTpaTopom PAM) ons NOAKNIOYEHUST K KOHEYHOMY pecypcy.

/\ NPEAYNPEXAEHUE

Ansa pabotel Heobxoanma npusunervs NMoarTBepxaeHue ceccun (SessionRequest.Confirm).

O noOCKA3KA

Bpems oxngaHusa sanpoca HacTpausaetcs B [onutuke ceccun. Bpems oxmnaaHusa sanpoca Ha

npocmoTp naponsa n SSH-knto4a HacTpamBaeTcsa B pasgene [lonutuka y4eTHoW 3anucu.

B 3anpocax ceccuii Bcerga otobpaxatorca uctopmyeckme 3HavyeHus NMonb3oBartens, Pecypca 1 YyeTHOM
3anMcu Ha MOMEHT co34aHus 3anpoca. Victopmyeckme nveHa B 3anpocax n Ceccusix MOryT oTnmn4aThCs,
T.K. MPM OTKPbITUN CECCUN COXPaHSETCs akTyanbHoe 3HadYeHne Monb3oBaTens, Pecypca, Y4eTHOM 3anucu.

NMouck 3anpocos

(D NPUMEYAHUE

Monck 3anpocoB no NMonb3oBaTento HaxoauT 3anpochbl Nonb3oBaTtenen, 3anpawmnsaowmnx Ceccum.

Mo AGMUHUCTpPATOPY, KOTOPLIN NOATBEPKAAET 3anpocChl, MONCKa HET.

BbICTpbIN NONUCK

BeeauTte B cTpoky novcka MNonb3oBaTtens, Y4eTHyr0 3anucb nnv Pecypc NONHOCTBIO UK YaCTUYHO.

PacwunpeHHbIN NOUCK

Haxmunte PaclumpeHHbIN NOUCK 1 BBEAUTE OAMH UIM HECKONbKO KpuTepmnes — Homep 3anpoca,
NPOMEeXYTOK BpeMeHU co3aaHus, YUYeTHyr 3anucb, Pecypc, Npynny pecypcos, MNonb3oBatens unm

NMoapaspeneHue.


http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/roles/
http://localhost:3000/privileged-access-manager/3.0/administration/policy-setup/#sessions
http://localhost:3000/privileged-access-manager/3.0/administration/policy-setup/#accounts

BbiGepurTe cocTosiHWe 3anpoca:

o Oxnpaet pelueHus

e [loaTBepxaeH

e OTKNOHEH

e VcTtek

o OTMeHeH nonb3oBaTtenem
¢ Vcnonb3oBaH

e He ucnonb3oBaH
Bbibepute TMn 3anpoca:

e Ceccus

e Y4yeTHble AaHHble

PyHKUUM 3anpocoB

MoaTBepxaeHue 3anpoca

®dyHkuna nossonseT AamuHuctpatopy PAM noareepanTte 3anpoc Nonb3oBatens Ha NOAKMIoYeHNE K

KOHEYHOMY pecypcy.

Haxmute MoarBepauTb B Npodune 3anpoca, NMbo BblAennuTe naxkomM oXxXuaarLwme peleHuns 3anpochl.

OTKnNoHeHuMe 3anpoca

dyHKuna nossonseT AamuHuctpatopy PAM oTknoHuTb 3anpoc Nonb3osarens.

Haxmute OTKNOHUTL B I'IpO(bI/IJ'Ie 3anpoca, nnbo BblgenuTe (*)J'Ia)KKOM oxXungawwmne pelleHnd 3anpochl.

Npodunb 3anpoca



3anpoc ceccum #2

@ MoateepanTe (®) Ortknonuts

adm@indeed.local
REDOS\admlocal

Root OU

REDOS (192.168.10.130)
192.168.10.13

55H

Server update
OsenaseT pelleHa

09.11.2022 12:42:15

Mpodunb 3anpoca otobpaxaeT creayoLye AaHHble:

+ MNMonb3oBaTtenb — nonb3oBarens katasnora Active Directory, cozgaBLumin 3anpoc Ha OTKPbITUE CECCUMN.

¢ YyeTHasa 3anucb — y4yeTHada 3anncb, Kotopas ncnonbayerca ans otkpbitna RDP, SSH nnn WEB-

CECcUM Ha pecypcax yKkasaHHbIX B pa3peLleHnm.
» MoppaspeneHne — uMsi NnogpasfaeneHunsi, B KOTOPOM COCTOUT Pecypc.

e Pecypc — pecypchl, Ha KOTOpbIX MOXeT 6bITb oTKpbITa RDP, SSH nnn WEB-ceccusa ot MeHun y4eTHom

3anvcy ykasaHHOW B pa3peLleHunn.

» IP nonb3oBatensa — IP-agpec, c kotoporo nonb3osarens noaknovaerca kK PAM Gateway, SSH proxy
nnn RDP Proxy.

o Tun noakn4YeHUs — TUN yaaneHHoro nogkntodeHuns (RDP, SSH, nonb3oBaTenbckme Tunbl).

¢ [puunHa — NpPoun3BONbHbIV TEKCT, BBEAEHHbIWN NOSIb30BaTeNeM nNpu cosgaHum 3anpoca.

o CocTosiHue — Tekyllee cocTtosHue 3anpoca (Oxuagaet
peweHnus, MoareepxaeH, OTknoHeH, Vctek, OTMeHeH nonb3oBaTtenem, Mcnonb3oBaH, He

NCrMOrb30BaH).

L BpeMﬂ co3gaHuAa — aata 1 BpeM4d Co3aaHnA 3anpoca nornb3oBaTeneMm.



AKTUBHbLIE cecCcCuu

Pasgen npegHasHaveH gns aBToMatMyeckon punsrpaumm n otobpaxeHns aktuBHbix ceccui Indeed PAM.
[nsa kaxgon ceccum otobpaxatlrTcsa cnegyowme aHHble:

* MNMonb3oBatenb — nonb3oBarernb katanora Active Directory, KOTOpbI MHULMMPOBA CECCuto.

¢ YyeTHas 3anucb — y4yeTHada 3anncb, Kotopas ncnonbayerca ans otkpbitna RDP, SSH nnu WEB-
ceccuu.

» MNoapaspeneHne — Mg nogpasgeneHns, B KOTOPOM COCTOUT pecypc.

* Pecypc — pecypc, Ha koTopoMm bbina otkpbita RDP, SSH nnn WEB-ceccunsa oT MMeHM y4eTHOW 3anucu.
o Apapec nogkntoveHnUsa — pakTU4ecku agpec, NCnornb3yeMbl NPU OTKPLITUM CECCUMN.

e ANUTenbHOCTb — ANNTENBHOCTb CECCUMN.

o lMopkntoyeHue — Tun yaaneHHoro nogkntoveHnsa (RDP, SSH, nonb3oBaTtensckune Turnbl)

e NoakntoyeHne k PAM — pgata n Bpems OTKpbITUSE CeCcCum.

Mpwn HaNMYUM aKTUBHBIX CECCUIA Ha FMaBHOM carabape crnipaBa OT 3arornioBka pasgena oyaet otobpaxaTbes
0engX ¢ KONMMYeCcTBOM aKTUBHbLIX CECCUN:

AKTUBHbIE CeCCUM
L Aktuenbie ceccun [f)

E.[ Bce cecoum

) Cos MonbzoBaTenn YueTHaA zanuck MogpazgeneH... Pecypc
oBbITA

adm@indeead.local REDOS\admlocal Root OU REDOS
(192.168.10.130)



Bce ceccum

Pasgen npegHasHayeH Ans noucka v NpoCcMOTPa akTUBHbIX, 3aBEPLUEHHbIX U MPEepPBaHHbIX CECCUN.
Mo ymonuaHuio Ha cTpaHuue oTobpaxkaetcs 15 ceccun.

() VH®OPMALUSA

OTo6pa>|<aeM0e no ymosrn4yaHuro KoJin4ecrtBo ceccun Ha CTpaHnue MOXHO N3SMEHUTb B

KOH(pUrypaLumMoHHOM hanrne.

BHI/I3y CTpaHunubl pacrnoJioXeH narmHatop And npocMoTpa OoCTalribHbIX ceccun.

Pagom ¢ narmHaTtopom HaxoguTtcs nepekntodatens MokasbiBatb no: 15 30 60 100, ytobbl BMAETL GonbLue

CTPOK Ha OfHOWM CTpaHuuUe N He nepekrn4aTtbCAa Mexay CTtpaHunuamMuy CriuKoM 4acTo.

Ecnun anemeHTOB MeHbLUe 15, TO OHM NOMeLLaTCa Ha OAHY CTpaHuuy. B aToM crniyyae nepekstoyarerb

MNMokasbiBaTb Mo (M cam NnarMHaTop) He oTobpaxatlTcs.

Nouck ceccuun

lMounck no3BonsieT 0Tobpas3nTb TONbKO Te CeCCUN, KOTOPbIE YAOBNETBOPSOT 3a4aHHOMY KpuTeputo. EcTb aBa

Buyaa rnoucka.:

¢ BbICTpbIN — cTpoKa noucka. MoXHO UckaTb TOMbKO NO OOHOMY KpUTeputo. TEeKCTOBbIN BBOA,.

e PaclumpeHHbIn — popma C HECKONbKUMU NonsaMn. MOXXHO UCKaTb NO HECKOMbKUM KPUTEPUSIM CPasy.

BbinagatoLme crnvcku.

BbICTpbIN NONUCK

B nonckoByto CTPOKY MOXHO BBOAUTbL OQHO UM HECKOSNBKO cnoB. CrioBa MOXHO NcaTh NOMHOCTLIO UM
YyacTuyHo (3 n 6onee GykB).

Mpumep

YT106bl HANTK CECCUID C MPUYMHON OTKPbITUS O6HOBAEHWE NPOrpaMMbl, COrJ1acOBaHO AMPEKTOPOM, HY>XHO

BBECTM Ntoboe 13 crnoB: 06HOB, nNpor, corna, aup.



/\ NPEAYNPEXAEHUE

Mo koHUY cnoBa nouck He paboTtaet. Ecnn BBECTN HoBNeHWe , TO CECCUs HE HaWaEeTCA.

Ceccuio MOXHO rckaTb Mo ABYM CrioBaM, Hanpumep: o6HoOB Mnpor, Nporp corja, COrf aup.

/\ NPEAYNPEXAEHUE
CJ'IOBa B NMOMCKOBOM 3anpoce OOJKHblI UOTU B TOM Xe nopAaake, 4To B NMpUyYnHe OTKPbITUA. Ecnu BBectu

npor o6HoOB, TO CECCUS He OTO6pa3VITCFI.

Henb3sa BBOAUTL CNoBa, MeXay KOTOPbIMU B NMPpUYNHE OTKPbITUA €CTb Oapyrmne crioBa. Ecnu BBectn
06bHOB gup, TO ceccus He 0T06pa3|/1TC$I, MOTOMY YTO MEXAY obHOB M gup €CTb eLle ABa CrnoBa.

PaclumpeHHbIN nouck

MOXHO 1ckaTb MO OAHOMY UM HECKONbKUM KpuTepusM. [pn BbIOOpe HECKOMNbKMX KpUTEPUEB OTOOpa3sTCs
Ceccun, KoTopble yaOBNETBOPSOT BCEM NEPEUNCIIEHHBIM KPUTEPUSIM.

Mpumep

Ecnu BbibpaTh B none MNMonb3oBatenb 3Ha4yeHWe ivan.ivanov@company.demo M B none Tun
noakn4vYeHuda 3HadyeHne SSH, To OTO6pa39|TCF| CeCCUN TOIbKO 3TOro nosib3oBatesnd TOJIbKO C 3TUM TUMOM
NOAKIK4YEeHNA.

A NMPEOYNPEXOEHUE

B kaxkaoMm none MoXHO BblGpaTh TONMbKO OAHO 3Ha4YeHue. Bbl He cMoXeTe B 0HOM 3anpoce
pacLUMPEHHOTO NMOUCKa BbIBECTU CECCUMM MONb3oBaTenen ivan.ivanov@company.demo W

peter.ivanov@company.demo. Bbl CMOXeTe 3TO caenaTtb C MOMOLLbIO TEKCTOBOIO Noucka no 3anpocy

ivanov.

Bbirpyska xypHana ceccuu B chann

Bbirpyska cobbiTnin BO3MOXHa B dhanribl crnegyowmx gopmaTtos:

« CSV
o XLSX



YT06bI BbIrpYy3uTb CObLITUS B hann, HaxxmuTe CkavaTb 1 Bbibepute oopmar.

OtyeT hopmmpyeTca B BMae tabnuupbl co ctonbuamu: "lMonb3osatens”,"YyeTHas

3anucek","MNogpasgeneHue”,"Pecypc","lMNpogormkmutensHocTs"," Tun

noakntodeHusa”,"Havano","OkoH4yaHmne","CocTosaHue".

B BbIrpy3ky nonagatot Tonbko nocnegHne 10000 sanucen.

Npodunb ceccum

Ceccunsa

@ TekcToBEIF NOP

adm@indeed.local Pazpewenne #4
REDOS\admlocal

Root OU

REDOS (192.168.10.130)
192.168.10.130

Server update

00:12:46

SSH

192.168.10.13
09.11.2022 13:01:16
09.11.2022 13:01:16
09.11.2022 13:14:02

J3EEpLIEHHAR

[lna kaxxgon ceccun oTobpakaroTcsa creayowmne gaHHbIe:

09.11.2022 12:21:00
INDEEDVadm

& INDEED\adm ~

* MNMonb3oBaTtenb — nonb3oBarenb kartanora Active Directory, KOTOPbIN MHULMUPOBAI CECCULD.

¢ YyeTHas 3anucb — y4yeTHasa 3anncb, Kotopas ncnonb3yetrca ans otkpbitna RDP, SSH nnu WEB-

ceccun.
° I'Io,qpazp,eneHMe — M4 nogpasgerneHnad, B KOTOpOM COCTOUT pecypcC.

e Pecypc — pecypc, Ha koTopoM bbina oTkpbita RDP, SSH nnn WEB-ceccnsa oT MMeHU y4eTHOW 3anucu.

e Appec nogkntoyeHnsa — IP-agpec pecypca.

o MpuymHa — npuymHa NOOKINIOYEHUS K pecypcy.

L D,HVITeﬂbHOCTb — ANUTENTbHOCTb CEeCCM B YacCaXx, MUHYTax U CeKyHOax.



Tun nogKnNYeHUa — TUN NMONb30BaTENbCKOro NOAKIMYEHUS K pecypcy.

IP nonb3oBartensa — IP-agpec, c kotoporo nonb3oBarens nogkntodvanca k PAM Gateway, SSH proxy

nnu RDP Proxy.

MoakntoyeHne kK PAM — pata n Bpems nogknoyeHus nosnb3oarens K PAM.
OTKpbITME Ha pecypce — AaTta 1 BpeMs OTKPbITUSI CECCUM Ha pecypce.
3aBepluieHne — garta 1 Bpems 3aKpbiTUS CECCUMN.

CocTosiHne — TekyLlee COCTOSIHNE Ceccun.

OnucaHue — onncaHne paspeLleHnsi, ykasaHHoe Ha aTarne co3faHus.
Co3paHo — fgarta v BpeMs co3[aHus paspeLleHums.

Co3pgan — y4deTHas 3anucb agMmuHucTpaTopa Indeed PAM.



Onepauun Hag ceccnsimm

NpepbiBaHne ceccumn

CDyHKLl,VIFI NO3BOJIAET NMPUHYAUTENBbHO NMpepBaTb CECCUIO.

Onepau,vm BbINOJTHAETCA C MOMOLLbKO KHOMKA FlpepBaTb B npocbvme aKTUBHOW ceccum.

OOHOBNEeHue ceccumn

®PyHKLMA NO3BONAET OOGHOBNATL TEKCTOBLIN 10T, CHUMKWN 3KpaHa 1 nepefaHHble Ha cepeep dansbl B pyYHOM
pexume.

Onepauuns BbINOMHAETCA C NOMOLLLI KHOMKM OBHOBUTBL B Npoduie akTUBHOW CECCUN.

Bugeo

Ana RDP-ceccuin, SSH-ceccun, kotopble oTkpbIThl Yepes Indeed PAM Gateway 1 anga ceccui KnMeHTCKUX
NPUNOXEHUA AOCTYMHbI BUAEONOrMpoBaHmne.

MpocmoTp NOTOKOBOro BUAEO

BbiBOg, NOTOKOBOro BMAEO HaxoamTcs B cekumm Buaeo B npodure akTMBHOM CECCUN.

NMpocmoTp/CkaumBaHue MTOroBoro BUAEO

1. OTkponTe cekumo Buaeo B npocune 3aBepLLUEHHOWN UM NPepPBaHHOW CECCUN.

2. 3anyctute Buaeo unm Haxmmte CkavaTb Bce.

TekcToBbIN NOT

Ona RDP-ceccun n SSH-ceccuin, kotopble oTKpbIThbl Yepes Indeed PAM Gateway nnu Indeed PAM
SSHPROXY pgocTtyneH TEKCTOBbIV NOT.



MpocmoTtp/Mounck/CkaunBaHmne TeKCTOBOro nora
1. OTkponTe cekumo TeKCTOBbIN fOr B Npodune 3aBepLUeHHON UNn NpepBaHHON Ceccumn.

() NPUMEYAHVE

TekcToBoe normpoBaHne B RDP-ceccusix nogaepxmnBaetcs 3a cHeT KomnoHeHTa Indeed PAM
Agent, areHT permcTpmpyeT TEKCTOBbI BBOA, NepexBaTbiBa€T HAa3BaHNA aKTUBHbLIX OKOH 1
3anyckaeMbix npoLeccoB. TekcToBoe nornpoBaHue B SSH-ceccusx He TpebyeTcs yCTaHOBKM

OTAenbHbIX KOMMOHEHTOB, B SSH-ceccusix permctTpmpyeTcs NornHbIv BBOA/BbIBOA.

2. BBegute 3HayeHme B nons Ans noucka unm Haxmute Ckavartb.

CHUMKM 3KpaHa

[na RDP-ceccumn, SSH-ceccuin, kotopble oTkpbIThl Yepes Indeed PAM Gateway v ans ceccuin KNMeHTCKUX

NPUINTOXEHUN.

NMpocmoTp/CKkaunBaHUe CHUMKOB 3KpaHa

1. OTkponTe cekumo CHUMKM 3KpaHa B nNpodurne akTMBHOW, 3aBepLUEHHON UM NPepBaHHON CECCUM.

2. OTKponTe CHUMOK 3KpaHa nnn Haxmute CkavyaTb Bce.

lNepepnaHHble Ha cepBep hannbl

Onsa RDP-ceccuin foctyneH nepexsaTt U TeHEBOE KONMpoBaHue hannos, KOTopble nepenarTcs ¢

NpOoBpPOLLEHHBIX AUCKOB Ha pecypc.

NMpocmoTp/CkaunBaHue nepenaHHbIX dannos

1. OTkponTte cekunio NMepenaHHble Ha cepBep hannbl B Npodune akTMBHON, 3aBEPLUEHHON UM

npepBaHHOW CECCUM.

2. lNepenante No Ccbifnke Ans ckadymMBaHUA nepefaHHbIX pannos.



CoObIiTHuA

B aTom pasgene otobpaxaeTtcst UICTopus cOObITUIN, KOTOPbIE MPOM30LLNK B Ballen nHctannaumm Indeed
PAM.

Camble HoBble cObbITUA — BBEPXY Tabnuupl.

Cnmncok Bcex cyLecTByoLWmX cobbiTun — ckadvatb XLSX.

NMounck coobITUN

TekcTOBbIN NOUCK PacwuvpeHHbIN Nnouck

Beeaute B cTpoky novcka Kog cobbitnsa, KoMnoHeHT nnn UMa nHnumuartopa nofHOCTLIO UM YaCTUYHO.

Haxvute ENTER mnnu O\

Bbirpyska coobituun B thaun

Bbirpyska cobbiTui BO3MOXHA B (haisbl crieqyowmx opmaTos:

. CSV
. XLSX
« PDF

YUT06bI BbIrPYy3uTb CObLITUS B han, HaxkmuTe CkavaTb 1 Bbibepute hopmar.

OtyeT hopmumpyeTca B Buae tabnuupbl co ctonbuamu: "YposeHb", "Bpems cosganus”, "Kog", "CobbiTne",

"Onuncanwne", "KomnoHeHT", "MIHuumnatop".

B BbIrpy3ky nonagatot Toneko nocnegHue 10000 3anucen.


http://localhost:3000/privileged-access-manager/assets/Events_Privileged_Access_Manager_2.10.xlsx

YBeagomneHus

B naHHOM pasgene HacTpamBaloTCs NOYTOBbIE YBEAOMIIEHNSI HA yKa3aHHbIE COObITUS XXypHana.

NpepBapuTernibHas HacCTpPoOUKa

[na paboTebl cucTeMbl YBEAOMITEHUI YKaXMUTE NOYTOBbIE HACTPONKN: nepenguTte B pasgen SMTP cepBep,

BBeaAUTe agpec No4YTOBOro cepBepa, NopT, AaHHble O514 aBTOpU3aunn N COXpaHUTe N3SMEHEHUA.

[ns npoBepkn HacTpoek HaxmuTe OTNpPaBUTbL TECTOBOE NUCbMO.

YBegomneHuns

[pynnel nonyJdatensil
Pacceingm
S5MTP cepeep

SMTP cepeep SMTP cepeep

Mopt
587
WudpoeaHne

Her v

A nonezoeatens

mA nonezoearens

Mapons

Mapons s

Email otnpaewtens

Email otnpaewrens



HacTponka yBegomneHuu

[lna HacTpownku yBe,ElOMﬂeHMVI BbIMONMHUTE creayruine waru:

1. CosganTe rpynnel nonyvarenen — CNUCK1 agpecoB A5 pacChblfikv YBEAOMMAEHUA O pernctpaumnm
BblOpaHHbIX COBObITUN B XXypHane.

i. OTkponTe pasgen Mpynnbl nony4yareneun, Haxmute lo6baBUTb, BBEAUTE NMS U ONUCAHWE TPYNMbI
nonyyatenen, HaxmmTe CoxpaHUTb

ii. MepenguTe B co3aaHHyto rpynny nonyyvatenen, Haxvmute lo6aButb email, BBeauTte agpec
3MNEKTPOHHOW NOYTbI COTPYAHUKA.

2. B pasgene Paccbinku gobaeste coObITUS, NO KOTOPbIM HEOOXOAMMA pacChbiiika OMOBELLEHUN U
COOTBETCTBYHOLLME rPynMbl PACChIfKM.

YpaneHue rpynn nony4aresnie UNu paccbinok

[ns yoaneHus anemMeHToB nepenante B COOTBETCTBYIOLLMIA pasaen, OTMeTbTe (PraXXKoOM HY>KHble 9f1eMEHTbI
1N HaXXxmuTe YoanuTtb.



KoHdourypauus

JNTnueH3un

Pasgen cogepxut gaHHble o0 nuueHanpoBaHun Indeed PAM.

NMonb3oBaTenbCcKkue NIMUEH3nn

KoHdurypaumusa

Nuyenzun
CucTemHele HACTpOTKK

Monezosatensckoe
AOAKMHOUEHNE

CepeuncHoe nogknioyerne

CeTeEsle pacnonoKeHWs

-+ NoBaeute

MASHTUGAKATOP MHCTaNAAUNM 590d8209-2¢lce-4673-b0dl 1-2815246a90a4 [s]

Obuiee KonuyecTso

JNuvyenzna AoctynHo Ucnonbzyertca
MonbzoBRaTensckan 10 1

PecypcHan 200 8

SBPEFMCTPMPOBBHHHE NUUEHUN

O Nuyewnzua Hauano OKoHuaHue
O Pecypcnan 21.09.2023 21.10.2023

O Monszoearensckan 21.09.2023 21.10.2023

B pasgene otobpaxatoTca creayolme AaHHbIe:

NNLEH3NN.

AN Kaxaon nuueHsnm otobpaxatoTcs creaytolime AaHHbIe:

o [lata Hayana — gara Havyana AencTBus NIMLEH3UN.

[laTa OKOHYaHUs — [aTa OKOHYaHUSA OEUCTBUS NIULIEH3UN.
NaTa Bbinycka — gata (oopMUPOBaHMS NULEH3NMN.
KonuyecTBO — KONMMYECTBO NULIEH3NN.

JIlnueH3na — Tnn nNMuUeH3unn.

Kon-go
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JloCTYyNHO pecypCHbIX NULEH3UA — 06LLEE KONNYECTBO PECYPCHBIX NULEH3NIA.

Ucnonb3oBaHo pecypCHbIX JNINLEH3UN — KONNYECTBO UCMOMb30BaHHbLIX NINLEH3NNA.

- sec@new.domain.com

Beinywenxa
21.09.2023

21.09.2023

NoeHTUdMKaTOp MHCTANNALMU — YHUKANbHbIVA KOO UHCTaNnsAuMm, Heobxoaum aAns dhopMmpoBaHust

[JocTynHO nonb3oBaTeNbCKUX JIMLLEH3UN — 00LLEee KONMYECTBO MOMb30BaTENbCKUX JIULIEH3NN.

Mcnonb3oBaHO Nonb3oBaTeNbCKUX NTIMLEH3UN — KONMNMYECTBO UCMOSb30BaHHbIX NNLEH3UN.



CeCCUOHHbIe NULUEeH3un

KoHdurypauus & sec@new.domain.com ~

+ AoBaeue

Nwnuenzmn
CUCTEMHBIE HACTPOHKM

WaeHTudukaTop uHCTanAUMy 690d3a09-2dce-4673-b0d1-e85a46290a4 [a]
MonezoeaTensckoe

NOAKNHUEeHWe
ObLwee KoMHECTBO

CepevcHOS NoaKIKYeRne

Nuyenzua BoctynHo Wenonsayertea
CeTeBkie PACTIONOKEHUA
CeccrorHan 10 1

3aperncTprpoBaHHble IMLEH3NK

[ Nuuenzua Hauano OkoHuaHue Kon-so BoinyweHa

O  Cecevonuan 13.09.2023 13.12.2023 10 13.09.2023

B pasgene otobpaxatoTca crieayloLmne AaHHbIE:

o NpeHTndunkaTop MHCTANNAUUN — YHUKANbHbIN KOA4 MHCTaNNAunmn, Heobxoamm ans hopmMmmpoBaHus

NMUEH3nNn.
° D,OCTyI'IHO CEeCCUOHHbIX NULEeH3UN — obLLiee KONMYECTBO CECCUOHHBIX NTMLEH3NNA.

e Acnonb30BaHO CECCUOHHbIX NTMUEH3UN — KONMNYECTBO MCMOMNb30BaHHbIX NMULEH3UN.

Ansa kaxgon nuueHsnn otobpakaroTcsa crieqyowme AaHHble:

[ata Hayana — garta Ha4yana AencTBUS NULIEH3UMN.

[aTta oKoH4YaHUA — fJaTa OKOHYaHUA OENCTBUS NULIEH3NN.

Oarta BblNyCKa — AaTa dopMUPOBAHUS NULIEH3NN.

KonunyecTtBO — KONMMYECTBO NULIEH3NI.

INnueHsna — Tun nuueHsun.

[obaBneHue nNULEH3un

Haxmute lo6aBUTb 1 BLIOEPUTE dhanin NULEH3NN.

YnaneHune nuueH3uun

OTtmeTbTE HY>KHYIO JTMLUEH3UNIKO N HAaXMUTE Yoanutb.

CuncrteMHble HaCTPOUKHU



BrnokupoBka 3apaum no Bupeo Ceccuu MNMoaknioueHus RDP PostgreSQLP

npv BBOAE pacnucaHuio k Gateway Proxy
HeBepPHbIX
OTP-kogoB

Hactpowka OnucaHue

[Mpyn NpeBbILLEHNN 3TOr0 3HAYEHUSA Nonb3oBaTenb OyaeT BpEMEHHO
3abnokmpoBaH, To eCcTb He cMOXeT BBoauTb OTP.

MuHumanbHoe 3HadeHune: O
Yncno HeBepHbIX MOMbITOK

3HayeHune no ymon4danuto: 10
BBoga OTP

MakcumanbHoe 3Ha4veHune: 99

0 o3Ha4yaeT, YTo BNOKMPOBKa He MPUMEHSAETCS, TO €CTb KONMMYEeCTBO

NnonbITOK BBOAA HE OrpaHn4eHo.

OnpepgenseT nepuoa BpeMeHU, N0 UCTEYEHUN KOTOPOTro
nonb3oBatens OyaeT pas3brnokupoBaH 1 cHoBa cMoxeT BBoauTb OTP.
Mepurog 6noknpoBKn
ayTeHTudumkaropa, M1H MwuHuManbHoe 3HaveHue: 1
3HayeHue no ymonyaHuto: 10
MakcumarnbHoe 3HaveHue: 9999

NMonb3oBaTenbCcKoe nogkryeHue

A NMPEOYNPEXOEHUE

[nsa paboTbl ¢ NONb30BaTENLCKUMUN NOAKMIOYEHNAMN HEOOXOANMBI NpuBUErMn YnpaBneHus
nonb3oBaTenbckumu nogknrodeHnamm (UserConnectionType.Create, UserConnectionType.Read,
UserConnectionType.Update, UserConnectionType.Delete).

B Indeed PAM ecTb cnegytouime BCTPOEHHbIE TUMbl MNONb30BaTENbCKUX NOOKITHOYEHNN:

 RDP


http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/roles/

e SSH
e Telnet

o PostgreSQL
BcTpoeHHble TUMbl He MOryT ObITb U3MEHEHbI UMW YAamNeHbl.

Takke goctynHo gobaBneHne cobCTBEHHbLIX TUMOB MNOb30BATENLCKUX MOLKITHOYEHNIA.

[Nob6aBneHue cob6CTBEHHbIX TUMOB NOJib30BaTeNIbCKUX
noaKknvYeHumn

[nsa nobaeBneHns HOBOro Tuna NoakItveHns TpebyeTcst uccrieqoBaHMe KIMEHTCKOMO MPUMOXKEHUS U
paspaboTka wabnoHa anga Indeed ESSO Agent. HoBbI TN NOAKNIOYEHNSA YHUKANEH NS KaX40ro

NpUNoXeHus, Ansa paspaboTkn TpebyeTca obpaTuTbes B Criyx0y TexHuyeckol nogaepxku Indeed.

CepBucHoe nogkrnrovyeHme

/\ NPEAYNPEXAEHUE

[nsa paboTbl ¢ CEpBUCHBIMY MNOAKITIOYEHUSMU HEOOX0AUMbI NpuBMNerM1 YnpaBneHUsa Tunamm
cepBUCHbIX nogknto4veHun (ServiceConnectionType.Create, ServiceConnectionType.Read,

ServiceConnectionType.Update, ServiceConnectionType.Delete).

B Indeed PAM ecTb cnegytouime BCTPOEHHbIE TUMbl CEPBUCHbIX MOOKITHOYEHNUN:

» Windows

e SSH

» Microsoft SQL Server
 MySQL

o PostgreSQL

» Oracle Database

o Cisco I0S

e Inspur BMC

BCTpOGHHbIe TUNbl HE MOTYT ObITb MU3MEHEHbI UMK yoaneHbl.

Takxke OOCTYMNHO nobasneHne COOCTBEHHbLIX TUMOB CEepPBUCHbIX MOAKMHOYEHNI.


http://localhost:3000/privileged-access-manager/3.0/problem-solving/tech-support/
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[Nob6aBrneHne cOOGCTBEHHbIX TUMOB CEPBUCHbLIX NOAKMNOYEHUN

/\ MPEOYNPEXOEHUE

Ecnn cepBep ynpaeneHus Bawen nHctannaumm PAM yctaHoBneH Ha xocte ¢ OC Windows, TO MOXHO

£06aBnATb TONbKO KOHHEKTOPLI € WabnoHom powershell.

Ecnu cepsep ynpaBneHus Bawwen nHctannaumm PAM yctaHoBrneH Ha xocte ¢ OC Linux, TO MOXHO

no6aBnATb TONbKO KOHHEKTOPHbI C wabnoHom bash.

A WD

6]

. OTkponTe pasgen KoHdurypauma — CepBUCHOE NOAKITHOYEHME.
. Haxxmute 1lo06aBUTL TN CEPBUCHOIO NOAKITHOYEHUS.
. B oTkpbIBLIEMCS OKHE 3arpy3uTe ZIP-apxuB ¢ hannom KOHHeKTopa.

. 3apganTte HasBaHue CEepBUCHOIO NOoAKIn4YeHna nnun MCHOHb3yﬁTe 3Ha4YeHune, 3arpy>xeHHoe m13

MeTadaHHbIX.

. BBegute OnucaHue cepBucHoro nogkntodeHnsi. OnumMoHanbHo.

. 3aBeplunTe gobaBneHne Haxatnem kHonku [lo6aBuUTb.

NMoaroroBka ¢pannoB KOHHEKTOPOB

[nsa nogrotoBku ZIP-apxuBa ¢ bannomMm KOHHekTopa ncnonsb3dynte ytunuty Connector Creation Tool.

PenaKTMpOBaHMe COOCTBEHHbIX TUNOB CepPBUCHDLIX NnoAaKNo4YeHUn

3al'py3VITb HOBbIW KOHHEKTOp OTpeAaKTVIpOBaTb Ha3BaHuWe uUiun onncaHume

. OTkponTte pasgen Kondurypauma — CepBUCHOE NoAKIOYEHuUe.
. Haxxmute PepgaktupoBaTtb psgom ¢ TpebyeMbiM TUMOM CEPBUCHOIO NMOAKMOYEHMS.

. Haxxmnte CkayaTtb apxuB 1 BbibepuTe nanky Ha KOMMboTepe Ang coxpaHeHus Tekyuwero ZIP-apxusa ¢

(baﬁﬂOM KOHHEKTOpPAa. 70T apxume noHagobuTcs, 4ToObl BOCCTAHOBUTL npegbiayuiee CoCtodHmne
CepBUCHOIo NoagKIr4YeHund, ecrnm npu 3arpy3ke HoBoro apxmsa BO3HUKHET owmnbkKa.

. 3arpyaunte HoBbIN ZIP-apxuB ¢ hainnom KoHHeKTopa.
. Ecnn Tpebyetcsa, otpenaktupyiite HassaHue n/unn Onucaxwue.

. 3aBep|.|.||/|Te penakTmpoBaHMe Haxatnuem COXpaHVITb.


http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/configuration/connector-creation-tool/

MpocmoTp Koaa CKpUNTa KOHHEKTopa

1. OtkponTte pasgen Kondurypauus — CepBuUcCHOe noakntoyYeHue.

2. Haxkxmute lMNMokasaTb Kog cKkpunTa panoom C Tpe6yeMbIM TUNOM CEPBUCHOIO NOAKIKOYEHNA.

YpnaneHue co6CTBEHHbIX TUMOB CEePBUCHbLIX MNOAKMIOYEeHUN

1. OtkponTte pasgen Kondurypauusa — CepBucHoe noaknoyeHume.

2. Haxxmnte Yoanutb pagoom C Tpe6yeMbIM TUMNMOM CEPBUCHOIO NOAKITHOYEHNUA.

() UH®OPMALUSA

Henbasa yoanntb TN CEpBUCHOTIO MOAKITHIOYEHNA, €CIT CYLLUECTBYET peCypC C TaKUM TUTIOM.

3arpy3ka wabnoHa SSH-KoHHeKTOpa

LLIabnoH cepBUCHbLIX Onepauuin yHuKaneH ans kaxxgoro guctpmbyTtmea *nix. B coctaBe auctpubytnea no
nytn IndeedPAM_3.0_RU\indeed-pam-tools\ssh-templates\ npunoxeHbl WabnoHbl ANSA criegyoLwmx
ANcTpmbyTUBOB *nix:

o Alt

e Astra

o CentOS
e Debian
e FreeBSD
e Gentoo
e Oracle
e RedOS
 RHEL
e Rocky
e SLES
e Ubuntu

Y1066l f06aBUTL WWabnoH B Indeed PAM:

1. OTkponTte pasgen Kondurypauusa — CepBUCHOe noaksitoveHue.

2. BHyTpu 6noka SSH HaxmuTe [lo6aBUTL.



3. BblbepuTte dann ¢ HyXHbIM BaM wabnoHom SSH-koHHeKTopa 13 aucTpmnbyTnea no nyTtu
IndeedPAM_3.0_RU\indeed-pam-tools\ssh-templates\.

[nsa paspaboTku gpyroro wabnoHa obpaTtntech B cry»k0y TexHn4eckon nogaepxkn Indeed.

CeTeBble pacnosioXXeHus

Paspgen COOEPXKUT OaHHbIE O nobaBneHnn ceTeBbIX pacnonoXeHun, ans orpaHNYeHNn UCronb3oBaHNUSA

pecypcoB, BblAaHHbIX NO agapecaMm.

[No6aBneHne ceTeBOro pacrnosioXeHus

<+ NoBaeute
Haxmute .

Beeante Umsa n gobasste CeTeBble agpeca pecypcoB, KOTOPbIM TpebyeTcsi BblAaTb OrpaHUyYeHHoe
noaKIoYeHue.


http://localhost:3000/privileged-access-manager/3.0/problem-solving/tech-support/

YKa3aHue AnuTeribHOCTU CerMmeHTa
Buaeo npu 3anmcum RDP-ceccun

Bo Bpemst RDP-ceccum 3anucbiBaeTcsa Buaeo ¢ paboyero ctona yaaneHHoro pecypca. Bugeosanncs RDP-
Ceccuun OenuTcs Ha cerMeHTbl. Yem AnvHHee cerMeHT Buaeosanucu, TeM cunbHee Harpyxaetcsa CPU B

OTKPbITOM CECCUN.

YTto6bl CHN3NTL Harpy3ky Ha CPU, ymeHbLunTe 3HadeHne cneaytowero napametpa: Kondurypauma —
CucreMHble HaCTPOUKN — [ANUTENbHOCTbL CerMeHTa 3anMcbiBaeMoro BUAEeO B KOHCOMNM

agMmuHuctpatopa PAM.



Pab6ota ¢ Connector Creation Tool

Connector Creation Tool (CCT) — 310 yTunuTta KOMaHOHOW CTPOKM ANS CO34aHns U OTnagkm COGCTBEHHbIX
TMMNOB CEPBUCHOMO noakntodeHnsa. Co3aaHHbI C NOMOLLIbIO 3TOW YyTUANTLI apxXuB 3arpyxaetcs B PAM B

pasgene KoHdurypauma — CepBUCHOE noakroveHue.

NMpenBapuTenbHble TpeboBaHUS

[nsa 3anycka Ha Windows HeT 4ononHUTeNbHbIX TpeboBaHUN.
[nsa 3anycka Ha Linux TpebyeTcs Hannume yctaHoBrneHHbIx Microsoft .NET Core 8 n Docker.

NMoaroTtoBKa KOHHEKTOpa

1. Ons yno6ctBa pabotsl ¢ ytunuton Connector Creation Tool (CCT) go6aBbte onsi Hee NCeBAOHUM C
MOMOLLbIO KOMaHAbl, Yka3aHHOW Huxe. [Nepen BbINONMHEHNEM KOMaHAbl 3aMeHuTe <nyTb Ao CCT> Ha TO

pacrornoxeHue B pansioson cucteme, No KOTopomy y Bac Haxoautca Connector Creation Tool.

[Mocne BLINONHEHUS YyKkadaHHOW KOMaHAbl 3aKponUTe TepMMUHAI U OTKPONTE 3aHOBO.

Windows Linux

HNo6asneHue nytu Ao CCT B nepeMeHHYI0 OKpY>XeHUA

"New-Alias cct <nyTb go CCT>\Pam.Tools.ConnectorCreationTool.exe" | Add-Content
$PROFILE

2. CospaunTe nanky Ans KOHHeKTopa u nepenauTte B Hee:

Co3gaHuve nanku ansi KOHHeKTopa

mkdir my_ connector
cd my_connector

3. Cosgante wabnoH KOHHEKTOpPa C NOMOLbIO KOMaHAbl new :
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Co3gaHue WabnoHa KOHHEeKTopa

cct new

Tun KoHHekTOopa BblbupaeTcs B 3aBucumoctn ot OC: Ha Windows — ps1, Ha Linux — sh. Npwu
HeobX04MMOCTM MOXHO MOMEHSATL TUM B ONUMAX KOMaHAbl new, NogpobHy0 MHOPMaLMIo CMOTPUTE B

CripaBOYHMUKE KOMaHA.

[Mocne BbINONHEHNST KOMaHAbl B AUPEKTOPUM NOABATCA OCHOBHbIE dhansbl KOHHEKTopa. [NogpobHyto

NHGOPMaLMIO CMOTPUTE B NMYHKTE CTPYKTYpa KOHHEKTopa.

4. B dhaine connector.psl/sh Mo ymMonyaHuio eCTb METOAbI, KOTOpPblE TPEOyeTCst peann3oBaTth.
N3HayanbHO OHM BO3BpaLLaloT OLIMOKY 1 coaepaT 3aKOMMEHTUPOBAaHHbIE NMPUMEPbLI C KOPPEKTHO

BO3BpaLwjaemMbiM OaHHbIMW. Peanm3y|7|Te 3TN MeTOoabl.

() UH®OPMALUSA

OCHOBHOW CKpUMT KOHHEKTOPA AOMMKEeH OblTb HanNncaH Ha s3bike bash nnu powershell, B
3aBMCMMOCTM OT BbIOpaHHOIo TMna KoHHeKTopa. [pu aTom Anga peanu3aumm MeTo40B MOXHO
Ncnonb3oBath Mobble A3bIKM U TEXHOMNOMKU, B 3aBUCMMOCTM OT TOro, Ha YeM yaobHee fenatb
obpaLuleHus Kk pecypcy. B atom cnydyae noHagobuTtcsi B OCHOBHOM CKpUMTE connector.psl/sh
BbI3blBaTb BaLUX CKPUMTbI U UCMNOSNHAeMble dbalnbl, CO30aHHble Ha APYrnX sA3blKax.

5. MNMepexoguTe K oTnagke KOHHeKTopa.

OTnagka KOHHeKTopa

Mocne Toro, Kak MeTofbl B CKpUNTE peanu3oBaHbl, MOXXHO MPOBEPUTL KOPPEKTHOCTb UX BbIMOSTHEHUS C

NMOMOLLbIO KOMaHAbl run . MogpobHy MHGOPMaLMIO O KOMaHAE run CMOTPUTE B CMPaBOYHMKE KOMaHA.

1. MNpoBepbTe coenHEHNEe OO KOHHEKTOPA.

I'IpOBepKa coegnHeHUs 4O KOHHEeKTopa

cct run test_connection -a <DNS wam IP-agpec KOHHeKTOpa>

2. MpoBepbTe KOMaHAY YCTAHOBKM Naponsi ANsi Nonb3oBaTens.



YcTaHoBKa napons Ansd nonb3o0BaTens

cct run set_user password -a <DNS wnu IP-agpec KOHHeKTOpa> --user <MnonAb30BaTeNb> --
new-password <HOBbI1 Naponb>

3. I'IpOBepre KOMaHAy YCTaHOBKU KIlko4a A4 noJjib3oBaTerid.

YcTtaHoBKa KJito4a AnA nonb3oBaTtens

cct run set_user_key -a <DNS unu IP-agpec KOHHEKTOpa> --user <nojib3oBaTenb> --o0ld-
key-path <cTapbim knw4> --new-key-path <HOBbI Ka4>

4. [NpoBepbTe KOMaHAy NPOBEPKN Naponsa nofnb3osaTens.

MpoBepka napons nonb3oBaTens

cct run test password -a <DNS wnu IP-agpec KOHHEKTOpa> --user <noab3oBaTenb> --
password <naponb>

5. I'IpOBepre KOMaHAy NpoBepKU Kriro4a nosjib3oBaTesid.

MpoBepka knio4a nonb3oBaTens

cct run test_key -a <DNS wan IP-agpec KOHHeKTOpa> --user <nosb3oBaTesb> --key-path
<KJIH04 >

6. [poBepbTe KOMaHAY NPOBEPKM HANUYNA HeynpaBnseMblX KIoYen.

HPOBepKa Hanun4yua HeynpaBnsdeMbIX Krno4ven

cct run test _unmanaged keys -a <DNS wau IP-agpec KOHHeKTOpa> --user <nojb3oBaTesb> -
-key-path <knwo4>

7. MNMpoBepbTe KOMaHAy yaaneHuna HeyrnpaBniaeMblX KItouen.

YpnaneHue HeynpaBnsieMbIX Nonb3oBaTenemM Knroyeun



cct run remove_unmanaged_keys -a <DNS unu IP-agpec KoHHekTopa> --key-path <knw4y>
8. NpoBepbTe KOMaHAY NonyyYeHUs MHOpPMaLuumn o pecypce.

Mony4yeHne nHdopmauum o pecypce

cct run get resource_info -a <DNS wau IP-agpec KOHHeKToOpa>
9. NpoBepbTe KOMaHAY NonyyYyeHns MHopmauum ob akkayHTe.

Mony4yeHne nHdopmauum o6 akkayHTe

cct run get_account_info -a <DNS wau IP-agpec KOHHeKTOpa> --user <nosb3oBaTesb>

10. NpoBepbTe KOMaHAY NOMyYEeHUsT CNMCKa Nosib3oBaTenen.
MNMonyyeHne cnucka nonb3oBartenen

cct run get_users -a <DNS waum IP-agpec KOHHeKTOpa>

11. MNocne NpoBepKM BCEX CEPBUCHBIX OnepaLuii NepexoamnTe K yrnakoBke KOHHeKTopa.

YnakoBKa KOHHeKTopa

MpoBepeHHble dhannbl KOHHEKTOpa TpebyeTca ynakosaTtb B ZIP-apxus ons ero ganbHenwen 3arpy3sku B
PAM. [1na 3TOro BbINONHUTE CreayoLLyto KOMaHay B TOW e ANPeKTopuun:

YnakoBKa KOHHEeKTOpa

cct pack

Moapo6Hyto MHbopmaLmMio 0 KomaHae pack CMOTPUTE B CNpaBOYHMKE KOMaHA,.

lotoBbI ZIP-apxuB ByaeT 3anucaH B poguTenbckyto aupektoputo. lanee nepexogute B PAM B pasgen

KoHdpurypauus — CepBucHoe nogkrnroveHue ans 3arpysku ZIP-apxvuea KoHHEKTopa.
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CTpyKTypa KOHHEKTOopa

B ZIP-apxuBe KOHHEKTOpa eCTb TPU OCHOBHLIX hanna:

e info.json — MeTagaHHble KOHHEeKTopa
e info.schema.json — JSON-cxema ganna info.json

e connector.psl/sh — CKpuMT, BbINOMHAKOLLNN cepBuCHble onepaunn

Kpome oCHOBHbIX (hainioB KOHHEKTOP MOXET coaepxaTb ntobble apyrne daiinbl, B TOM Yncne GuHapHbie,
Kpome painnoB C UMEHEM wrapper.psl W wrapper.sh 3TV UMeHa anrnos 3ape3epsupoBaHbl nog PAM
AN151 BCnoMoraTtenbHOro ckpunta Ans 3anycka KOHHeKTopa.

MakcumanbHbIn pasmep ZIP-apxmBa koHHekTopa — 100 MB.

Mpumep channa info.json

"$schema”: "info.schema.json",
"Id": "TestBashConnector",
"Name": "Test Bash connector",
"Description”: "This is a test connector",
"Version": "1.0",
"CreatedAt": "2024-12-05 14:45:0372",
"ConnectorType": "sh",
"ScriptTimeout": 30,
"IsKeyServiceOperationSupported": false,
"LinuxSandbox": {
"Image": "my-test-connector:1.0",
"CpuLimit": "@.5",
"MemoryLimitMb": "512",
"StoragelLimitMb": "1024",
"PidCountLimit": "8"

e $schema — nmsa ganna JSON-cxembl.
e Id — naeHTMdUKaATOP KOHHEKTOPA, AOMKEH OblTb YHUKaNbHbIM B pamkax PAM.

e Name — MMs1 KOHHEKTOpa, KOTopoe ByaeT oTobpaxkaTbes B PAM, AOMKHO GbiTh YHUKaNbHLIM B paMkax
PAM.



e Description — onucaHvne KOHHeKTOpa, KOTOpoe MOXHO BydeT NPOCMOTPEThL B AeTarnsiX KOHHEKTOpa B
PAM. OnuuoHanbHoe none.

e Version — Bepcusa KOHHEKTOpa.
e CreatedAt — BpeMs CO34aHUSA KOHHEKTOpA, YKa3blBaeTCA aBTOMAaTUYECKM Npu ynakoBKe KOHHEKTOpPA.
e ConnectorType — TN KOHHeEKTOpa (sh nnu ps1).

e ScriptTimeout — TarimMayT paboTbl KOHHEKTOpPA B cekyHaax. Ecnv npu BbINONHEHWUN CEPBUCHOM
onepauun CKpUNT He 3aBepLUMNTCS 3a YKasaHHOE BPeMsi, TO onepauus 3aBepLuMTCs no TanmayTy.

e IsKeyServiceOperationSupported — donar, nokasbiBaloL M, NOOAEPXKMNBAETCA JIN KOHHEKTOPOM
paboTta ¢ SSH-knoyamn. Ecnn B ckpunte peannsoBaHbl onepauum ¢ SSH-knovamm, To ykaxuTe true.

e LinuxSandbox — onuuoHanbHbIn pasgen. CoaepXnT HaCTPOVKU ANA nepeonpeaeneHns HacTpoek no
ymonyaHuto Docker-necoyHnubl, ykaszaHHbix B Core/appsettings.json.

e Image — Ter Docker-ob6pasa ans BbINOMTHEHUSA NECOYHULbI.

e CpuLimit — orpaHnyeHune pabotbl CPU ogHOro koHTenHepa necoYHuLbI.

e MemoryLimitMb — orpaHuyeHne paboTbl N0 NaMSATM OQHOIO KOHTENHepPa NeCOYHULbI.

e StoragelLimitMb — orpaHu4eHve BPEMEHHOro XpaHunuLia OgHOro KOHTeNHepa NecoYHULbI.

e PidCountLimit — orpaHuyeHue KonuyecTsa NPOLIECCOB OAHOMO KOHTEMHepa NecoYHULIbI.

() MHOOPMALIMSA

Ana PowerShell-koHHEKTOPOB NECOYHULLbI HET.

CnpaBO4YHUK KOMaHA

new

CospgaeT wabrnoH Anst HOBOro KOHHeKTopa. [laHHas koMaHaa reHepupyeT daiinbl info. json,

info.schema.json u connector.psl/sh B ykasaHHOW ONPEKTOPUN.

Windows Linux

Mpumep 3anycka koMaHAabl

<nyTb Ao CCT>\Pam.Tools.ConnectorCreationTool.exe new -t psl -p
C:\Users\user\documents\folderl\



I'IapameTp bl KOMaHAbI new

Uma Ob6s3aTenbHbIN OnucaHue
-v, --verbose — BkntounTb nokas JononHUTENbHbIX NOroB.
[MyTb oo KaTanora, B KOTOpPOM OyayT co3gaHbl hannel info.json n
-p, --path path — connector.ps1.

Ecnn He ykasaH, To dhannbl 6yayT co3gaHbl B TEKYLLEN Nanke.

Twun ckpynTa KOHHEKTopa. Bo3MOXHble 3HadYeHus: sh, ps1.

e sh — BbINOSHATCA TONMbLKO Ha Linux (bash)

-t, --type type —
» ps1— BbinonHawTca Tonbko Ha Windows (powershell)
-h, --help — MHdbopmaums 06 ncnonb3oBaHnmn n NOMOLLb.
pack

Cospaert ZIP-apxvnB KOHHEKTOpa 4SS nocrnenyoLLen 3arpy3km B KOHCONM agMuUHUCTparTopa.

Windows Linux

Mpumep 3anycka KOMaHAbI

<nyTb o CCT>\Pam.Tools.ConnectorCreationTool.exe pack -p
C:\Users\user\documents\folderl\ -n b80d094b715aa08375b87e9.1.1

MapameTpbl KOMaHAbI pack

Umsa Obsa3aTenbHbIN OnucaHue

-v, --verbose — BknounTb Nokas JONONHUTENbHbIX JTOroB.

-p, --path path — MMyTb 0O KOHHEKTOpA.



Nma Oba3aTenbHbIN OnucaHune

Nmsa ZIP-cbanna 6e3 ykasaHus paclumpenunsa .zip. Mo
-n, --name name — YMOIYaHUIO UMSA COCTOUT 13 3Ha4veHun nonen ID n Version

ganna info.json.

-h, --help — NHopmaums 06 ncnonb3oBaHnmn n NOMOLLb.

hash

PaccuntbiBaeT xew SHA-256 danna. Micnonbayetca ans obecnevyeHns LLenocTHOCTH halinos.

Windows Linux

Mpumep 3anycka KOMaHAbI

<nyTb Ao CCT>\Pam.Tools.ConnectorCreationTool.exe hash -p
C:\Users\user\documents\folderl\

MapameTpbl kOMaHAbl hash

Umsa O6Gs3aTtenbHbIN OnucaHue
-v, --verbose — BknounTb Nokas g4ONONHUTENbHbLIX FOroB.
-p, --path path Aa MyTb OO KOHHekTopa (ZIP-apxmB).
-h, --help — MHdbopmaums 06 ncnonb3oBaHnn n NOMOLLb.

run

3anyckaeT KOHHEKTOP, BbINOSHAET CKPUNT KOHHEKTOPA B YKa3aHHOW OUPEKTOPUN.

Windows Linux




Mpumep 3anycka koMaHAabl

<nyTb Ao CCT>\Pam.Tools.ConnectorCreationTool.exe run test connection -p

C:\Users\user\documents\folderl\ -a 192.168.5.1

I'IapameTp bl KOMaHAbI run

Uma Ob6s3aTenbHbIN
-v, --verbose —
-p, --path —
-a, --address address [a

--port port

-sa, --service-account account

-sp, --service-account-password password

-skp, --service-account-key-path key-path

-slt, --service-account-location-type location-type

--disable-sandbox

-h, --help

KomaHapbl, KOTOpPbIe MOXHO 3anyckaTb C MTOMOLbIO run

OnucaHue

BknounTb nokas

OOMONMHUTESIbHbLIX JTOroB.

MyTb OO KOHHekTopa (ZIP-
apXMB UNWN OUPEKTOPUS).

Appec KOHHEKTOopa B Buae
DNS unu IP.

[MopT kKOHHEKTOopa.

Nms CepBUCHOIo akkayHTa.

Maponb cepBUCHOIO
akkayHTa.

Krtou cepBUCHOro akkayHTa.

Tun HaxoXxaeHus
CEPBMCHOrO akkayHTa.
Bo3moXxHble 3Ha4YeHus:

Domain, Local.

OTKNIOYUTL NECOYHN Ly.

NHdopmaums 06

MCrosib30BaHNN N MOMOLLb.



Uma

test_connection

set_user_password

set_user_key

test_password

test_key

test_unmanaged_keys

remove_unmanaged_keys

get_resource_info

get_account_info

get_users

OnucaHue

npOBepMTb coegnHeHmne 0o KOHHEKTOopa.

YcTaHoBUTL naporsib Angd nosjib3oBaTern4.

YcTaHOBUTb KMo ANs nonb3oBaTtens.

[MpoBepuTb Naporib Nonb3oBaTens.

MpoBepUTbL KIHOY NONb30BaTENS.

[MpoBepuTb HanMuMe HeynpaBnseMbIX KIYen.

Yoanutb HeynpaBldeMble NoJb3oBaTerieM KIo4u.

MonyunTb MHpOpMaLMIo O pecypce.

MonyunTb MHpopmaumio 06 akkayHTe.

I'Ionyq WTb CMUCOK NOJSib30BaTeNen.



Ponwu

Pasgen npegHasHayeH anst HAaCTPOWKN NpUBUIEri nonb3oBarenen-agMmmHmucTpatopos PAM B KOHCONM

ynpasneHuns Indeed PAM.

NpepBapuTernibHas HaCTpPOUKa

Mocne nepBoro BxoAa B KOHCOMb agMUHUCTpaTopa notpebyeTcs 4o6aBUTb TEKYLLEro Nonb3oBaTtens B

cocTtaB ponu Administrator, ans atoro:
1. NMepengnte B pasgen Ponu
2. OtkpouTte ponb Administrator n nepenante B nogpasgen CocraB ponu

3. Haxmute lo6aBuUTb, BbIbEpPUTE TEKYLLETO NONb30BaTeNs n Job6aBsTe €ro B COCTaB ponu

Administrator 2 INDEED-ID\Administrator *

O51Wan MHGopMauma + NoBaewts
CocTae poau

Mpuenaerin [l WMma nonszoeatens

] INDEED-IDMVAdministrator

4. 3aHOBO BOMAUTE B KOHCOJb ynpaslieHNA " y6e,u,|/|Ter YTO B KOHCOJTN NOABUITUCb OCTallbHbl€ pa3aersibl.

NMpepycTtaHoBrEHHbIE pOnU

Mocne yctaHoBkn 6yayT aoctynHel ponu Administrator, Operator n Supervisor.

A NMPEOYNPEXOEHUE

BHumanwue! MNMocne nepexofa Ha HOBYO BEPCUIO TpebyeTcsa NpOBEPUTL COCTaBbl NPUBUIErMN Y BCEX

NCMonb3yeMbIX Ponei.



Ansa ponn Administrator BkntodeH NonHbIn HAbop NpuUBUNETNIA.

[na ponn Operator BKITKOYEHbI NpuBunernn, no3Bosidlolne BbigaBaTb UIMA OT3biBaTb pa3peLlleHnA (K

npumepy, obpabaTbiBaTb 3asiBKW HA AOCTYM), @ TakKe BbIMOMHATL NPOBEPKY NPUBUNErNMPOBAHHbBIX YUYETHbIX
3anmcen 1 4OCTYMHOCTb KOHEeYHbIX Pecypcos.

Ponb Supervisor npegHasHadeHa nsi nomMcka u npocMoTpa 3Ha4YeHUI, 3a UCKITIOYEeHNEM Naponen YYeTHbIX
3anucen. MNpueunerum Ha gobaBneHne 1 3MeHeHMe 3Ha4YeHUN oTKMoYeHbl. Ponb ByaeT nonesHa gns
KOHTpons 3a paboton agMmuHuctTpatopos PAM.

NanHble ponu sensotes MobanbHbiMK. Caenatb porb JTokarnbHOM MOXHO TOMBKO MPY CO34aHUM HOBOA
ponu.

Co3pnaHue HOBbIX poneun

() NPUMEYAHVUE

[N BbINONHEHNSA onepauuini ¢ posisiMu HeobxoanMmbl npusunernn ynpasrieHnAa pondamMmm goctyna.

BbinonHuTe cneayowime warm:

1. Nepenante B pasgen Ponu, Haxxmnte [lo6aBUTL, YKaXUTe UMs 451 HOBOW ponuv, Ans co3gaHns
nokanbHOW ponu Bkno4ymTe onumio JlokanbHasa. HoBasi ponb 4o06aBUTCS B CNUCOK POSEN.

2. OTkponTe co3aaHHyto porb, nepengute B pasgen NMpuBunerun, Boibepnte Heobxogmmbli Habop
NPUBUIErMN N COXPaHUTE U3MEHEHUS.

HoBasa ponb =

Wima ponn

AnMUHWCTPaTOP OTAENa MHPOPMALMOHHORA BE30N3CHOCTM

NokansHan

Ana npedocmasnedus npae 8 pamMkax 00Ho20 nodpasdeneHus UCnoAL3yLIMe AOKAALHYI0 PO




[lobaBrneHue nonb3oBaTesien B COCTaB pPonu

[na HasHavyeHUn npuBunernn agmuHucTparopam PAM BbeinonHuTe criegyolmne 4encTBus:

1. Nepengute B pasgen Ponun, oTkponTe HEOOXOAMMYIO POsb.

2. MNepengnTe B pasgen CoctaB ponu, Haxvmnte flobaBuTk. Buibepute nogpasgeneHuve, 3atem

norib3oBaTerns.

BoibepuTe nogpasaeneHve =
Kma Q

Aupekyna

®  Oraen vHbopMaumoHHol BezonacHoCT

O7aen uHGopMaLWOHHOR BE30NacHOCTK Bnepepg,

/\ NPEOYNPEXAEHWE

Ecnu nonb3oBaTtenb o6aBneH B COCTaB HECKOMbKMX POrien, TO OH NorlyYaeT CyMMy NpyBUNErni n3
BCEX CBOMX poremn.

YpoaneHue poneu

Mepengute B pasgen Ponu, oTMeTbTe (PraXKkoM HY>KHble pOnu, HaxXmuTe YaanuTb.



NMpunoxeHuns

AAPM — 3710 Habop METOAOB M MHCTPYMEHTOB 41151 aBTOMaTM3aumnmn nonyyeHust naponen n SSH-kno4ven

(y4€eTHbIX AaHHbIX) Y3 NpUnoXeHUsaMMU.

/\ MPEOYNPEXOEHUE
[nsa ncnonb3oBanus MNpunoxeHun Tpebyetca umets AAPM-nnueH3sun.
Y100bI f06aBUTL NpunoxeHue B Indeed PAM:

1. Meperigute B pasgen MpunoxeHns B KOHCONM agMUHUCTPATOpPA.

2. Haxxmute lo6aBUTL.

B KOMMAHUS MpunoxeHus
nHONO
Vimsa Q
~ Monb3osarenu
ax [Pynnbl Nofb3oBarenei <+ Nlo6asuTs
ﬁ Pecypcel
B3 Mpynnel pecypcos Nma OnucaHue
B Yuethbie sanucy €5 MyApplication Test app
B3 JomeHnl PGAdmin external PG
SMSS external SMSS

;'1 CrpykTypa

MpunoxeHus

HacTponka npmnoxeHuun:

B pasgene npunoxeHns MOXHO:

o 3apaBaTb MMS NPUNOXEHUS, ONUCAHNE, HACTPOUTL TUMN ayTeHTUMKaLUN.



o [loGaBnaTb AOMWHUNCTPATOPOB MPUITOXEHUA. 970 no3Bonset npocMaTpmBaTb Naposib OT 3TOIo

npunoxeHnsa B UC.
o [106aBnATb paspeLueHus.
o Cb6pacbiBaTb Naporsib.
e YaanuTb NpUIioxeHme.

° ﬂpOCMOTpeTb BblaHHblE pa3pelleHna n cobbITuA, KOTOpbIE NMpon3owsin B CuCtemMe PAM gns atoro

NPUITOXEHNS.,
UTtoObl o6aBnTL paspeLueHme NpUnoXKeHuto:

1. Haxxmute [lo6aBUTL pa3spelueHue.

2. Boibepute nogpasaeneHue.

3. BblbepuTe yyeTHyto 3anucb, OT UMEHU KoTopon TpebyeTcs nonyyartb naporb.
4. HactponTe BpeMsi paboTbl paspeLleHus.

5. Beegute onucaHue.

6. 3aBepLunTe co3gaHue paspelleHuns KHonkon Co3paTthb.

B KOMMAHMWA MyApplication

mHOMUO
?8 Nobaeuts paspewweHme &) Copocuts napons [ Yaanurs
o [Monw3osatenn
a% pynnbl nonszoeateneil MyApplication #
Test app #
E Pecypcol
@ Moynne: pecypeos YcraHoBneH
E YyeTHeIe 3anucK m 192.168.1473 #
s
B3 [lomeHs
AJMUHUCTPATOPLI PazpeweHus Cobbitna

& Crpykrypa

Mpunoxennn + floBeewTs
£ C

Monesoeatens

£= Pazpewenna victor.osipov@indeed.test

AyTeHTUdMKaumns NPUNoXeHUN:



[MpunoxeHus, Kak 1 nornb3osBarenu, ayteHTuduuunpytotes Ha IDP 1 nonyyatoT TOKEH.

Bo3MoXxHbI HECKOMBKO crnocoboB ayTeHTM(*)VIKaLl,VIM NPUNOXEHNN:

1. CTatn4yHbIn Naporb — 3a4aeTcsa aBTOMATUYECKU NMPU CO3a4aHun npunoxenusi. AomuHmctpartop PAM
MOXET copocuTtb vepe3 MC, HO He MOXeT NocMoTpeTh. [Nonb3oBatens PAM, senstowmica
agMUHUCTPATOPOM KOHKPETHOIO NPUITOXKEHUS, MOXET MOCMOTPETbL Naposib 3Toro npunoxenunsa B UC.

2. |IP-agpec — onuunoHaneHo. IDP nposepsieT, 4To 3anpoc Ha NonyyYeHne TokeHa npuwlen ¢ ykasaHHoro |P-
agpeca. 3agaetcs agmuHuctpatopom PAM B MC.



Bbirpy3ska naponeu

B cnyyae HewTaTtHOM cuTyaummn, npu otkase komnoHeHToB PAM npegycmoTpeHa BO3MOXHOCTb BbIrPY3KU

naponeu NpuBUNErMpoBaHHbIX YY4ETHbIX 3anucen ua 6assl PAM.

Boeirpyska ocyuwectensercsa ¢ nomoubto ytunutel IndeedPAM_3.0_RU\indeed-pam-

tools\dump\Pam.Tools.Dump.exe

[Mepen ncnonb3oBaHnem OTKPONTE KOHPUIrypaUMOHHbIA hann yTunuTel indeed-pam-

windows\MISC\Dump\appsettings.json n ykaxute napameTpbl gocTyna k 6ase Core:
Cekuusi Database.

o Database — npoBangep ans pabotsl ¢ CYB/[]
o mssql — Microsoft SQL Server

o pgsql — PostgreSQL, PostgreSQL Pro

e ConnectionStrings

w CTtpoka nogkntoveHus k MicrosoftSQL

e Data Source — ums cepeepa CYB[ nnn nMmeHoBaHHOro ak3emnnsipa
e Initial Catalog — uMms 6a3sbl AaHHbIX

e User ID — y4yeTHas 3anucb ansa pabotbl ¢ B

e Password — naporb y4eTHOW 3anucu

e [pyrve napameTpbl AOCTYMNHbI B AOKYMeHTaumm no ctpoke nogkntodeHns SqlClient 3.0 .NET Core

"ConnectionString": "Data Source=sql.domain.local; Initial Catalog=IPAMCore;
Integrated Security=False; User ID=IPAMSQLService; Password=password"

/\ NPEAYNPEXOEHUE

B cny4ae ncnonb3oBaHns nMeHoBaHHoOro ak3emnnsapa Microsoft SQL Server 3HaueHne

napameTtpa Server TpebyeTcs ykasblBaTb B (popmaTte UMs cepBepa\\MMsi ak3eMnnspa.



https://docs.microsoft.com/en-us/dotnet/api/microsoft.data.sqlclient.sqlconnection.connectionstring?view=sqlclient-dotnet-core-3.0#remarks

"PamCore": "Data Source=sql\\instance;

v CTtpoka nogkntoveHms k PostgreSQL

e Host — mnms cepsepa CYB[] nnn nmeHoBaHHOro ak3emnnsapa

Database — vMsa 6a3bl AAHHbIX

e Username — yyeTHas 3anucb anga pabotbl ¢ B[

Password — naposib y4eTHOWN 3annucu

[pyrve napameTpbl AOCTYMHbI B OKYMEHTaUMK Mo cTpoke noakntodeHns Npgsql

"ConnectionString": "Host=sql.domain.local; Database=IPAMCore; Integrated
Security=False; Username=IPAMSQLService; Password=password"

Cekuus Encryption.

e Algorithm — anroputm wndposaHus 6asel Core

e Key — knioy wngpposaHusa 6asbl Core

YTtunuta 3anyckKaeTcAa C apryMmeHTamu:

e decrypt-ssh-key — paclumdposka 3amdpoBaHHOro 3KCNOPTUPOBAHHOIO Ssh-krtova yyeTHowm
3anucum.

e decrypt-password — paclumdpoBKa 3alMPpPOBaHHOIO 3KCMOPTUPOBAHHOIO NapPOosis YY4ETHOM 3anuncu.

e decrypt-secrets — paclmdpoBKa y4eTHbIX JaHHbIX YY4ETHbIX 3anucen n3 ykasaHHon unun BoibpaHHon
narku.

e ssh-key — BbIrpy3ka SSH-knto4a npnBunernpoBaHHoON y4eTHoOW 3anucu, TpebyeTcs ykasaTb YYETHYIO
3anuncb, npumep:
Pam.Tools.Dump.exe ssh-key --name res2\administrator.

e password — BbIrpy3Ka napons npuBMIErMpoBaHHON YY4ETHOW 3anncu, TpebyeTcs yKkasaTb YY4eTHYH0

3anncb, Npumep:


https://www.npgsql.org/doc/connection-string-parameters.html

Pam.Tools.Dump.exe password --name res2\administrator.

e all-secrets — BbIrpy3ka BCeX y4eTHbIX JaHHbIX B nanky .\Results, nubo B ykasaHHyto. Naponu 6yayT
BbIrPY>XeHbl B (pann accounts.csv, knioun 6yayT BbirpykeHbl B nanky sshKeys B otaenbHble annbl.
Mpymep KkoMaHab!:

Pam.Tools.Dump.exe all-secrets --output c:\temp.

e help — BbIBOA CMpaBKHW.

e version — BbIBOA MHpOPMALMK O BEPCUN.



Pab6oTta ¢ PostgreSQL Proxy

HaunHas ¢ Indeed PAM 3.0 ctano Bo3amMoxHo oTkpbiBaTb SQL-ceccumn yepes PostgreSQL Proxy. 3to
no3BonsAeT NnpocMaTpueaTb TekcToBbI nor SQL-ceccui, brnarogapst yemy obecnednBaeTca 6onee nosHbIN

KOHTPOINb HaZ CeccusiMmn 1 ynpoLaeTcs paccreaoBaHne MHLUUOEHTOB.

Hactpouka knuenta CYB[

YacTo y knneHtoB CYB[] ecTb 0co6eHHOCTb paboThl: nocne noaknoyeHus k cepesepy b Anga BbINONHEHWS
SQL-3anpocoB oTKpbIBaeTCcs oTaenbHas ceccud. B atom cnydae B PAM Tak ke co3gaetcs HeCKOMbKO

Ceccui, YTO MOXET AOCTaBNATb HeyaobCcTBa NPy NPOCMOTPE TEKCTOBLIX JTOTOB.

UTto6b1 SQL-3anpockl BbINOMHANUCH B TOM e Ceccuun, YTo 1 nogknioyveHune kK cepeepy B, Hy>kHO HacTpouTb

knnenT CYB[. Hmke npuBeaeHa nHgopmaums, kak aTo caenatb Ha npumepe knneHta DBeaver.

1. OTkponTe DBeaver.

2. B neBow 4yactu akpaHa, B okHe Ba3bl gaHHbIx (Database Navigator) HariauTe B cnucke OOCTYMNHbIX

NOOKMIOYEHUN HYXXHbBIN CepBeEp, HAXXMUTE Ha HEro fIeBON KHOMKOW MbILLK U HAXXMUTE Ha Knasuatype F4.

3. B oTKkpbIBLLEMCS OKHE nepenanTe Ha Bknaaky MetapaHHble (Metadata), noctasbte pnar Hactponkm

6a3bl <ums cepBepa> (Datasource <servername> settings).

4. Ina napameTpa OTKpbIBaTb OTAENbHOE cCoOeAuHEHME ANA YTeHus MeTaaaHHbIX (Open separate
connection for metadata read) ykaxute onuuto Never 13 BoinagaroLLero cnncka.

5. MepenanTe Ha Bknagky PepakTop SQL (SQL Editor).

6. Ana napameTtpa OTKpbIBaTb OTAEeNIbHOE coeAMHeHUe Ana Kaxaoro peaakropa (Open separate
connection for each editor) ykaxute onuuio Never 13 BoinagaroLLero cnmcka.

7. CoxpaHuTe N3MEHeHUs1 HaxxaTmem kHornku OK.

8. lNMoBTOpPUTE BCE NEPEYNCIIEHHbIE AENCTBUA ANSA BCEX Balumx cepepoB bBl.

YkaszaHue agpeca PostgreSQL Proxy B PAM

1. OTkponTe koHcornb ynpasneHus Indeed PAM.
2. MNepenagnTte B pasgen Kondurypaumsa — CuctemMHble HACTPOMKM.

3. B cekuun PostgreSQL Proxy 3anonHute none Agpec PostgreSQL Proxy.



OTKpbITUE ceccum yepe3 PostgreSQL Proxy

OnucaHo B pyKkOBOACTBE Mosib3oBaTens, B NyHkTe [NoakntoyeHune k pecypcy Yepes PostgreSQL Proxy.

NMpocmoTp TekcToBbIX norosB SQL-ceccuun

UTtoObl NPOCMOTPETb TEKCTOBLIE FIOMN Ceccumn, OTKpbITON Yepe3 PostgreSQL Proxy:

1. OTKpownTe KoHconb ynpasneHus Indeed PAM.
2. OTkponTte pa3gen AKTUBHbIE CECCUN.
3. BblbepuTe Hy>XHY0 Ceccuio.

4. Haxxmute TeKcTOBbIN FOT.

() MHOOPMALIMSA

YuntbiBanTe, 4To pasHble SQL-KNMEHTbI MOryT NO-pa3HOMY COXpaHATb TekCT SQL-3anpocos.
Hanpumep, psql Bbipe3aeT kommeHTapum 3 SQL-3anpocos, a pgAdmin ocTaBnserT.

TekcToBbIN nor, oTobpaxkaembiit B npodure ceccum, He 0GHOBNSETCS aBTOMaTUYeCKU. [1ns nonyyYeHus
aKTyanbHOro TEKCTOBOIO rora, TpebyeTcsa nepmognyeckn Haxknmatb OGHOBUTb.

B TEKCTOBOM Nnore He CoXpaHsATCS pe3ynbTaThbl 3anpoCcoB.

B TekcToBbI nor nonagatoT Tonbko nexogawme SQL-3anpocs! (knneHT — cepep). Micxoaswme 3anpocsl
(cepBep — KNUEHT) He nonajatoT.

OrpaHuyeHus

o [IByxchakTopHasa ayTeHTUdMKaUNA NOAOEePXKMBAETCA TONbKO ANS MHCTaNNSaunn ¢ ayteHTudrkaunen
yepe3 RADIUS, rge BTopbiM hakToOpoM sABASETCA NOATBEPXKAEHNE 3anpoca B NpunoxeHun. na
WMHCTanNAuumM ¢ ayteHTudukaumen yepes PAM napametp Ucnonb3oBaTb ABYX(aKTOPHYHO
ayTeHTUdUKauumio Byget rHopmpoBaTbCs, TO €CTb BTOPOM haKTop 3anpalumBaTtbes He Byaer,
NOAKIMYEHNe oTkpoeTcst 6e3 Hero.

o [MoaTeepxaeHVe agMMHUCTPATOPOM OTKPbITUS ceccum He nogaepkuaetcs. OTkNoYUTE napameTp
OTKpbITUE ceccum TpebyeT noaTeepxaeHust agmuHuctparopa PAM B pasgene Monutuku —

Ceccuu, nHaye oTkpblTb SQL-ceccuto Byaet HEBO3MOXHO.


http://localhost:3000/privileged-access-manager/3.0/user-manual/access-to-the-resource/#connection-to-the-postgresql-proxy

e YKasaHue NPUYNHbI OTKPbITUA CECCUN NoaaepXmnBaeTcAa HYHaCTU4HO. Ecnu BkntoyveH napameTp
Tpe6OBaTb YKa3aTb NPUYnUHY NOAKIKOYEeHUA B NOJINTUKE CECCUN, TO MOJIb30OBATENAM n0Tp96yeTC$|

BBOOUTb MPUYMHY B TO XXe none, rae uMms yd4eTHom 3anucu. NogpobHasa nHdopmaums B nyHKTe
MoakntoveHne K pecypcy Yepes PostgreSQL Proxy.


http://localhost:3000/privileged-access-manager/3.0/user-manual/access-to-the-resource/#connection-to-the-postgresql-proxy

3=

Ej KoHconb nonb3oBaTtens

I'IonywlTe OOCTYyN K KOHCOJ1M noJfib3oBaTensa

% MonyyeHue Aoctyna K pecypcy

O3HakoMbTeCh €O criocobamu MOAKIYEHUS K pecypcam

D; NMoaknioyeHne yepe3 SSH-kKNueHTLI

O3HakoMbTeChb CO cnocobamy NOAKMYEHUS K pecypcam 4epe3 CTOPOHHNE SSH-knueHTHbI

% SCP/SFTP nopgkntoyeHue K pecypcy

KonunyectBo rnas: 3

@ JlnyHble nanku pecypcosB

O3HaKoMbLTECb C BO3MOXXHOCTSIMU FPYMNMUPOBKN PECYPCOB



http://localhost:3000/privileged-access-manager/3.0/user-manual/user-console/
http://localhost:3000/privileged-access-manager/3.0/user-manual/access-to-the-resource/
http://localhost:3000/privileged-access-manager/3.0/user-manual/connection-via-ssh-clients/
http://localhost:3000/privileged-access-manager/3.0/user-manual/scp-sftp-connection-to-the-resource/
http://localhost:3000/privileged-access-manager/3.0/user-manual/personal-resource-folders/
http://localhost:3000/privileged-access-manager/3.0/user-manual/executing-commands-with-root-privilege/

® || BbiInonHeHue KomaHa ¢ npusunervei root

MpounTanTe, KaK BbINONHUTL KOMaHAY, €Crv HY>XHO sudo

‘i Onepauuun ¢ y4eTHbIMU 3anNUCAMMU

O3HakoMbTEeCh C MH(bOpMaLMel O MOMCKe YYETHbIX 3anncen, NPOCMOTPe 1 CMeHe naponen n SSH-knoven

‘E i Pabota ¢ AAPM Console Tool

Otpepaktunpyite chann koHdpurypaumm appsettings.json gns pabotsl ¢ AAPM Console Tool

%} Indeed PAM Desktop Console

OsHakombTech ¢ onucaHneM Indeed PAM Desktop Console



http://localhost:3000/privileged-access-manager/3.0/user-manual/executing-commands-with-root-privilege/
http://localhost:3000/privileged-access-manager/3.0/user-manual/executing-commands-with-root-privilege/
http://localhost:3000/privileged-access-manager/3.0/user-manual/password-and-ssh-key-management/
http://localhost:3000/privileged-access-manager/3.0/user-manual/usage-of-aapm-console-tool/
http://localhost:3000/privileged-access-manager/3.0/user-manual/desktop-console/

KoHconb nonb3oBaTens

Mony4eHne JOCTyna K pecypcam BbINOMHAETCH MNPy MOMOLLX KOHCONM Nosfib3oBaTens — creunanbHON
obonoykn ans Indeed PAM Core. [locTynHa no cnegytowemy URL:

e Windows: https://pam.domain.local/uc

e Linux: https://pam.domain.local/uc

() MHOOPMALIMSA

PaspelueHne MoHMTOpa No LWnpuHe OOMMKHO ObiTb He MeHee 1280 nukcenen, MHayYe SNEMEHTbI

NHTepderica KOHCONK Nornb3oBaTens byayT oToOpaXXaTbCA HEKOPPEKTHO.

OOy4yeHune ayteHTUdUMKaTOpa

[lns paboTkbl C KOHCOMbLIO MNONb3oBaTeNs TpebyeTcs 00yUnTL ayTeHTUdUKATOP. BbINONHWTE BXOA B KOHCOSb,
ecnuv nonb3oBaTesflb He UMeeT ayTeHTUdMKaTopa, To OH ByaeT nepeHanpasneH Ha IDP ans ero

pervcTpauumn.

[Mocne ycnewuHon peructpaumm Bbl 6yaete nepeHanpaeneHbl B KOHCOMb NONb30BaTers.

(D NPUMEYAHUE

|_|pI/1 npesBbllLEHNN YNCITa HEBEPHDbIX MOMbITOK BBOAA OTP nonb3oBarenb 6y,u,eT BpEMEHHO

3abnokmpoBaH (No ymonyaHuo Ha 10 MUHYT).

Yuncno HeBepHbIx nonbiTok BBoga OTP 1 nepuog 6nokMpoBKn ayTeHTMdUKaTopa onpeaensieTcs

agmuHuctpatopom PAM B pasgene cMCTeMHble HaCTPOWKM.

[nsa cpoyHoro pasbnokupoBaHua AgmuHuctpatopy PAM Tpebyetca cOpocutb ayTeHTUdUKaTop

3abnoKMpoBaHHOMY MOSb30BATENHO.


https://pam.domain.local/uc
https://pam.domain.local/uc
http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/configuration/?system-settings-tab=otp-blocking#system-settings
http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/users/#resetting-user-authenticator

[Nony4yeHue gocTtyna K pecypcy

B kKoHconu nonb3oBaTens oTobpa)xatoTcs paspeLleHns Ha A0CTyn K pecypcaM. [Ins Kaxaoro paspeLleHns
yKasaH:

Pecypc.

Twun nogknroyeHus.

Appec nogkntodeHnsa (IP nnu DNS).

YyeTHasa 3anucb, OT UMEeHU KOTOpOK ByaeT OTKpbITa CeCCus.

Mo Kaxxgomy CTOJ'I6LI,y OOCTYMNHa COPTUPOBKA. I'Ip|/| BBOAE CMMBOJI0OB B MnoJie and noncka coenageHund 6y,1:|,yT

BbIBOAUTLCSA MO BCEM CTONOLAM.

Ecnun nonb3oBaTento 4OCTYMHbI MPON3BOSIbHBbIE PECYPCHI, TO OHM ByQyT OTOOpaXaTbCs B BEPXHEN YacTu

Crncka.

[na gocTtyna K pecypcy HyHo ckadaTb RDP-chann. 31o notpebyetcsa caenatb TOMbKO Npu NepBoOM
NMOAKMIOYEHNN K pecypcy no BbibpaHHOMY pa3spelueHnto. CoxpaHuTte dann n ucnonb3ymnte Npu ganbHENLWmnX
nogkntodeHnax. CkavdaHHbii RDP-gann MoXHO MCnonb3oBaTh NOKa akTUBHO paspeLLeHme.

RDP-gann wnto3a goctyna PAM MOXHO Ucnonb3oBaTth AN NOAKNIOYEHNS K pecypcamM He3aBUCUMO OT
AOCTYMNHbIX pa3peLleHnit, NOTOMY YTO KaXkabl pa3 Nnpu NogkoyeHum K winoldy byaet otobpaxkaTbes

aKTyarbHbI CMIMCOK PECYPCOB.
Mpwn HaXkaTum Ha CTPOKY C paspeLleHneM otobpakaeTcs 4ONONHMTeNbHas MHopMaums:

o lMepuop pencreua.
 PacnucaHue poctyna.

o PaspelueHue — ngeHTUdUKaTOP paspeLleHnsi, TO eCTb NMOPSAKOBLIN HOMEp paspeLleHuns B pasgene

Pa3peLueHm| B KOHCOJIM aAMUHUCTpPAaTOopa.

NpsiMoe nogknoyveHUe K pecypcy

1. Haxxmute 3arpy3utb RDP-chann gna noaknoyeHus cnpasa OT HYXXHOMO pa3peLueHmst.

[na pecypcos, Ans KoTopbIX 4OCTYNHO nogknoyveHre n no RDP, u no SSH, no ymonyaHuio
oTobpaxaetcs kHonka CkonupoBaTb SSH-komaHay. B aTom cniyvae 4ytobbl ckavyate RDP-ghann,



HaXXxmuTe E a 3atem 3arpy3utb RDP-chann ans nogknroyeHus.

2. 3anyctnte RDP-chann ans gocryna K pecypcy.

3. Npongnte ayTeHTUMUKALMNIO U HACTPOUTE NOOKITHOYEHME.

() MHPOPMALIMSA

I'IpM OTKPbITUN CECCUN MOXHO Bbl6paTb JTOKaribHbl€ AUCKW OnA UCNOoJ1b30BaHUA B y,qaneHHoﬁ ceccumn.

MogknounTbcs 6e3 nepeHarpasreHna NnoKaJibHbIX OJUCKOB TOXE MOXHO.

MooknioyeHUe K W3y gocTyna

1. HaxxmuTe MoagknounmTbCA K W3y A0CTYNa, HavyHeTcs ckadymBaHue RDP-danna.
2. 3anyctute atoT RDP-chann.

3. MNpongute ayTeHTUMUKALMNIO U HACTPONTE NOOKITHOYEHME.

NopknrovyeHne K SSH Proxy

Ansa nogknoyeHns K wntody SSH Proxy MOXHO BOCnonb3oBaTbCs NobbiM SSH-KNneHToMm.

1. 3anyctute SSH-knNueHT.
2. Ykaxute agpec SSH Proxy 1 oTKponTe coeanHeHune.
3. Npongnte ayTeHTUDUKaLMIO.

4. Bolbepute pecypc And NoAKNIYEHNS.

NMoaknoyeHne no SSH Hanpsamyro

CnpaBa oT Hy>Horo paspeleHnus 0o SSH-pecypca Haxmute CkonmnpoBatb SSH-komaHay. B 6ydep

obmeHa ckonupyeTcst SSH-koMaHaa Anst NOAKMHYEHUst K 3TOMY pecypcy.

Takke MoxeTe Hanmcatb SSH-koMaHAy BPYYHYHO MO YKa3aHHOMY HUXE LabmnoHy.

LLla6noH SSH-komaHAabI


http://localhost:3000/privileged-access-manager/3.0/user-manual/connection-via-ssh-clients/

ssh [user-name]#[resource]#[account-name]#[reason]@[proxy-address]

e user-name — WUMs Mnorib3oBaTens

e resource — IP-agpec unn DNS-um4a pecypca

e account-name — UMSA NPUBUNETMPOBAHHON YYETHOW 3anmcu
* reason — TEKCT NPUYUHbI NOAKIHOYEHNSA

e proxy-address — IP-agpec nnun DNS-nmsa cepsepa SSH Proxy

MoxxHOo onycTuTb ntobor napameTp, Kpome agpeca cepsepa SSH Proxy. B atom cnyyae SSH Proxy
3anpocuT 3TK NapameTpbl OTAENbHO.

Ecnun npunynHa coaepxnT npo6er|b|, TO yKaBbIBaIZTe €€ B KaBbl4KaxX.

Mocne BbinonNHeHus kKoMaHabl SSH Proxy 3anpocuTt naponb none3osatens n TOTP.

Mpumep SSH-komaHAabI

ssh ivan.ivanov#ubuntu#webmaster#"system configuration"@pam

NMNoakniouyeHue K pecypcy vyepe3 PostgreSQL
Proxy

GUI-knuenT CYB[ KoHconbHbIn knueHT CYB[ Psql

1. Haxxmute MNMoka3atb AaHHbIe OnS NoaKMn4YeHus.

2. OtkponTte knueHT CYB[ n BBeante B ero oopmMy NOAKMIOYEHUS AaHHbIE, KOTOPbIE Bbl NOMYYMN Ha

npeablayLiem ware:

o Aapec noaknto4veHus
o MopT noakntoyeHus
o Umsa yyeTHOM 3anucu

o basa gaHHbIX no yMOIn4yaHuro



3. Ecnn B nonuTtumke ceccumn BKITloYEHa onums TpeﬁoBaTb YKa3aTb NpUYNHY NOAKITHOYEeHUA, TO nobasbTe

K nonto Umsa y‘-IETHOﬁ 3annUcCu TeKCT NPUYNHbI NOAOKITHO4YEHNA.

Mpumep: ecnu 3Ha4veHne nons Uma yyeTtHom 3anmcm Gbino
admin@company.local#1.1.1.1#MYCOMPANY\test-admin, TO ¢ JO6aBNEHNEM NPUYMHBLI OHO CTAHET:

admin@company.local#1.1.1.1#MYCOMPANY\test-admin#"my reason to connect".
Ecnn ata onuusa oTknoYeHa, To NponycTuTe 3TOT Luar.

4. Beegute B hopme NOAKITHYEeHUs naposb cBoen ydyeTHon 3anucn PAM.

MoaknioyeHne K NpoU3BONbLHOMY pecypcy

[MponsBornbHbIE pecypcbl — 3TO Te€ PECypChbl, KOTOpblEe He 3aperncTpupoBaHbl B cucteme Indeed PAM. 3tot
BMA, NOOKITHOYMEHUS JaeT BO3MOXHOCTb MNOAKNIOYATLCS K NMobbIM pecypcam no 3apaHee onpeaeneHHbIM

agmuHuctpatopoMm PAM Tunam nogkntoHeHun.

1. Haxxmute YkasaTtb agapec noakr4v4eHusa cripaBa OT HY>XXHOIo paspeLleHna 0o npon3BosibHOro

pecypca.

2. Bbibepute Tun noakrnoveHus.

() NPUMEYAHVE

[ocTynHble TUNbI NOAKNIOYEHNA onpeaenatoTca agMnuHnctpatopom PAM npu Belgaye

paspeLUueHnia.

3. BBeaute Appec NnogKnovYeHus.

4. B 3aBUCMMOCTM OT BbIOpaHHOIo TMNa NOOKITYEHNST HAXKMUTE OOHY M3 KHoMok: CkonupoBaTb SSH-

komaHay vnu 3arpy3utb RDP-chann ana nogkniovyeHus.

() NPUMEYAHVE

Ecnun y Bac ecTb HECKONBKO paspeLueHnii (C pasHbIMU TUNamMmu) K MPON3BONbHOMY PECYPCY, @ B OKHE
MoaknioyeHue K NPOU3BONIbLHOMY pecypcy B norne Tun NoAKNOYEHUs HET HY)XXHbIX BAPUAHTOB, TO

npoBepbTe PacnucaHue goctyna paspeLueHuii.


http://localhost:3000/privileged-access-manager/3.0/administration/policy-setup/#sessions

Tun nogkntoYeHus He 6yp,eT OTO6pa)KaTbCFI B nosie Tun NnoAKIYeHUA, ecrnv NbiTaeTecCb
NOoAKITIOYNTBCA NO pa3pelleHnio BHE YaCcoB, YKa3aHHbIX B PacnucaHuu AaocTtyna.

3apaHue naponsa npyv NoAK4YeHNn

Mpy NOOKMIOYEHUN K PECYPCY Y Bac MOXET ObiTb 3anpoLLeH Naporb.

3apatb Naponb

Mapone

Mapons

MoATesp*OSHWE Napons

Mapone

OTO 3HAYUT, YTO Y YHETHOW 3anucK, OT UMEHU KOTOPOM BaMm NpeaocTaBreH AOCTYN K pecypcy, OTCYTCTByeT
naponb. MoaKnUYNTBCA K pecypcy € Takon y4eTHON 3anncbto Henb3s. ObpatuTech K Bawemy
agMmuHuctpartopy PAM no Bonpocy nogxritodeHns K 3ToOMy pecypcy, Tak Kak TOSbKO afMUHUCTPaTop MOXeT

YCTaHOBUTb Naposib Y4ETHON 3anmcu.

3aBepLueHne ceccum

Ons 3aBepLueHna ceccum 3a|<p017|Te OKHO ygalrieHHOro noaKkrn4yeHna nnm BbINONTE U3 CUCTEMbI HA pecypce.



NMoakniovyeHue yepe3 SSH-KNMueHTbI

B aTom pasgene onucaHbl cnocobbl SSH-Nogko4YeHnst Y4epes CTOPOHHUE KINEHTDI.

NoaknioyeHune yepes3 Wiko3 AoCTyna

KomaHgHas cTpoka PuTTY MobaXterm SecureCRT

1. OTKPONTE KOHCOMbBHYIO YTUMNUTY.

2. BBeagute cTpoky nogkntodeHust K SSH Proxy unu banaHcmposwmky. MoxHo ncnone3osath IP-agpec
nnu DNS.

ssh indeedproxy
Mpy HEOBXOOMMOCTM YKaXXnTe Nonb3oBaTens u nopr.
ssh user@indeedproxy -p 2222

3. Beeaute naponb n TOTP.

4. Boibepute pecypc, K KOTopomy TpebyeTcsa NogkoUnTbCA.

NMoaknioyeHne K KOHKPETHOMY pecypcy

KomaHgHas cTtpoka PuTTY MobaXterm SecureCRT

1. CnpaBa oT Hy>Horo paspelleHus 0o SSH-pecypca Haxmnte CkonupoBaTtb SSH-komaHay. B Gydep

obmeHa ckonupyeTcst SSH-koMaHaa Ansi NOAKMKYEHUst K 3TOMY pecypcy.
2. BctaBbTe CKOMMPOBAHHYHO CTPOKY B KOHCOSbHYHO YTUIUTY.

3. Beeaute naponb n TOTP.



D; KomaHgHasn CTPOKa

Mopkntoyenune no SCP, SFTP, PSCP, PSFTP

Qﬁ; WinSCP

WinSCP

'—DE'—'; FileZilla

FileZilla



http://localhost:3000/privileged-access-manager/3.0/user-manual/scp-sftp-connection-to-the-resource/command-line-scp-sftp-pscp-psftp/
http://localhost:3000/privileged-access-manager/3.0/user-manual/scp-sftp-connection-to-the-resource/winscp/
http://localhost:3000/privileged-access-manager/3.0/user-manual/scp-sftp-connection-to-the-resource/filezilla/

KomaHaHasa cTpoka

SCP

() NPUMEYAHVUE

Ha yctponcTteax nog ynpasneHnem OC Windows Server 2019, Windows 10 1809 n ctapwe komaHga

SCP BxoguT B cocTaB NpeaycTaHOBMNEHHbIX B KnueHte OpenSSH.

Onsa nepegaun dannos no npotokony SCP MoXxHO ncnonb3oBaTtb BCTPoeHHY B OC ytunnty SCP.
Mcnonb3ynTe cTaHO4apTHYO KOMaHAy 4SS KONMPOBaHUA, HO BMECTO apeca pecypca ykaxute agpec SSH
Proxy:

Ona OC Windows:

scp -r C:\temp\configs\ ivan.ivanov@sshproxy.indeed-id.local:/tmp

scp -r C:\nyTb_Ao0 NoKanbHOro_¢ainna uma_nonb3oBaTtena@agpec_ssh _proxy:/
nyTb_KyAa_KonupoBaTb_dain_Ha_pecypce

Onsa OC Linux:

scp -r /tmp ivan.ivanov@sshproxy.indeed-id.local:/tmp

sCp -r /nyTb_A0_nokKanbHoro_odaina uma_nonb3oBaTena@agpec_ssh_proxy:/
nyTb_KyAa_KonupoBaTb_dain_Ha_pecypce

Kntoy -r o3HavaeT pekypcrBHOE KONMpPOBaHWE, TO €CTb, €CNW yKa3aTb 41151 KONUMPOBaHWS Narky, TO OHa oHa
OyneT ckonMpoBaHa NMOMHOCTLI0 CO CBOMM COAEPXKMMbIM. Be3 3Toro kntova MoOXHO KONMpoBaTh TOMNbKO

oTAenbHble hannebl.

[Nanee, nocne ycnewHo ayTeHTUdUKauum Bbibepute HoMep pecypca ans nepegayv annos.

SFTP



Ha yctpownctBax nog ynpasnennem OC Window gns nepegayun gannoB MOXHO MCNOMNb30BaTb yTUNuUTY sftp
[nsa nepenaymn cannos:
1. 3anycTnte KOMaHLHYIO CTPOKY

2. MNopgknouunTeckb k cepBepy SSH Proxy
sttp ivan.ivanov@sshproxy.indeed-id.local

3. BblbepuTte pecypc, kK KOTOPOMY XOTUTE MOAKIIOYUTHCS

4. MNepenante gannbl C NOMOLLBI KOMaHAb!:

put -r C:\temp\configs\ /tmp
put -r MyTb_Ao nokanbHbiX_¢annoB MNyTb_Ao_¢ainoB_Ha_pecypce

Kntoy -r osHavaeT peKkypcnBHoOE KonmpoBsaHmne, To eCTb, ECJTN YKa3aTb AOJ14 KONMMpOBaHUA Mnariky, To OHa
OHa 6y/:|,eT CKonmnpoBaHa NoJfIHOCTbKO CO CBOMM COOEPXUMbIM. bes 3Toro knoya MoXxHo KonmnpoBaTb

TOSbKO OTAENbHbIE annbl.

PSCP

(D NPUMEYAHUE
Ansa pabotel komang PSCP n PSFTP Ha ycTponcTBe AomkeH ObITb YCTaHOBMEH KNUeHT PuTTY.
Ha yctpownctBax nog ynpasnennem OC Window gnsi nepegayun cannos MOXHO UCNONb30BaTb YTUMUTY pScp

KomaHga ona nepegaym pannos:

pscp -r C:\temp\configs\ ivan.ivanov@sshproxy.indeed-id.local:/tmp

pscp -r C:\nyTb_ao_nokanbHoro_danna uma_nonb3oBaTend@agpec_ssh_proxy:/
nyTb_KyAa_KonupoBaTb_daln_Ha_pecypce


https://www.putty.org/

Kntoy -r o3Ha4yaeT pekypCuUBHOE KONMMPOBaHUE, TO eCTb, ECNN yKa3aTb AS1s1 KONMPOBaHUA Narnky, TO OHa OHa
OyaeT ckonMpoBaHa MOSTHOCTBIO CO CBOUM coaepXMMbIM. Be3 3Toro kno4a MOXXHO KONMPoBaTb TONbKO

oTAenbHble hannebl.

PSFTP

Ha yctponicTtBax nog ynpasneHnem OC Window ansa nepegayv hannoB MOXHO MCNONb3oBaTh YTUNNTY psftp
[na nepenayn gpannos:

1. 3anycTnte KOMaHLHYIO CTPOKY

2. Beegute komanay psft

3. Moaknountecs k cepepy SSH Proxy
open ivan.ivanov@sshproxy.indeed-id.local

4. Bbibepute pecypc, K KOTOPOMY XOTUTE NOAKINIOYMUTLCS

5. NepenanTe hannbl C NOMOLLLIO KOMaHAbI:

put -r C:\temp\configs\ /tmp/configs
put -r MyTb_Ao nokanbHeix_¢annos lMNyTb_ao ¢anmnoB_Ha_ pecypce

Kntoy -r o3HavyaeT pekypCuBHOE KONMPOBAHUE, TO €CTb, ECNN yKa3aTb A4S KONMPOBaHWUSA narnky, To oHa
OHa OyaeT ckonMpoBaHa NOSHOCTbLIO CO CBOMM COAEPXMMbIM. Be3 3Toro kno4ya MoXXHO KONnMpoBaTtb
TONbKO OTAenNbHble dpannbl. Takke oba3aTenbHO HYXXHO YKasaTb M4 hanna, KotTopoe byaeT coxpaHeHo

Ha pecypce.



WinSCP

NoaknioyeHune Yyepes Wiko3 AoCTyNna

1. OTkponTe knueHT WinSCP

2. Beibepute "File protocol" SCP unu SFTP. Beegute agpec v nopT nogkntoyeHus cepeepa SSH Proxy B

nons "Host Name" n "Port number". Beeante norun 1 napons B nons "User name" n "Password".
By Login — ot

G New Site Session
File protocol;

SCP -

Host name: Port number:
|pruxy28.udd.u:nm | | 22 = |

User name: Password:

|adm | |||-|||||l |

Save Iv Advanced... IV

Tools - Manage - Login I"’ Cloze Help




3. HaxmuTte "Login" 1 BblbepuTe pecypc, K KOTOPOMY XOTUTE MOAKMYNTLCS

Server prompt: Select resource to connect to: - adm@ prowy28...

ey

Connecting to host...
Authenticating...
Using username "adm".

Authenticating with pre-entered password,

RESOURCE  ADDRESS ACCOUNT
1 DEBRLU debru.vdd.com  DEBRUYocal
Resource:

et

~

1

Cancel Help

NMNogknoyeHUe HaNpPsMYKo K pecypcy

1. MNepenanTe B KOHCOSb NONb30BaTENS U CKOMUPYNTE CTPOKY MNOAKIMIOYEHNS K pecypcy.

Q,  Bce pecypcul Mowck
Pecypc~ Tuns |IPS DNS%
>  DEBRU 55H debru.vdd.com

2. Otkpounte knneHT WIinSCP.

YuetHan

L1

2annck

MogxnrounTteca

DEBRWM local

CronvpoBaTh

MoaknKYMTECR K LLIH3Y 40CTyna

3. Buibepute "File protocol" SCP unu SFTP. BctaBbTe CTPOKy nogkntoydeHus B nyHKT "Host name", yaanue
N3 CTPOKM KaBbl4kn 1 ssh. CTpoka NogKoYeHnst 4OMKHA BbIMMSAETb Crieqyowmm obpasom:

adm@vdd . com#debru.vdd.com#DEBRU\local##@proxy28.vdd.com



& Lagin - x

G New Site Session
File protocol:
SCP A

Host name: Port number:
|!adm@udd.mm#debru.vdd.mm#DEEIRU‘I.IuEI##| | e |

User name: Password;

Save - Advanced... |"’

Tools - Manage - Login Iv Close Help

4. BeeguTte cBou napofnb.

Server prompt Welcome to Indeed-1D SshProxy. - adm@vdd.... X

Searching for host...
ﬁ Connecting to host...
Authenticating...

Using username
"adm@vdd.com#Fdebruvdd.com#FDEERLN local#=",

Password:




FileZilla

SFTP-nopgknro4yeHune K pecypcy

[Ons HacTtponkn SFTP-noagkntodeHus B knneHTe FileZilla:
1. Nepengute B File — Site Manager — New site.
2. 3anonHute pasgen General:

o Protocol: SFTP — SSH File Transfer Protocol
o Host: Agpec cepsepa SSH Proxy

o Port: MNMopT cepBepa SSH Proxy

o Logon Type: Interactive

o User: cTpoka nogkntoveHus, ckonnposaHHasa n3 UC ansa nogkrioyeHus K pecypcey. U3 ctpokn
Tpebyetcsa yaanutb "SSH" n KaBbIYKN.

General Advanced Transfer Settings  Charset

Protocol: SFTP - 55H File Transfer Protocol A

Host: debzsh | Port:

Logon Type: | Interactive ™
User: alex.shushkin@indeed test¥debmng.indeed. test¥FDEEMNG\admlocal## @ debssh.indeed test
Background celor | Mone o

Comments:

0]4 Cancel

3. MNMepenaunTe B pasgen Transfer Settings v Bkniounte HacTponky Limit number of simultaneous
connections. YctaHoBuTe 3HadeHue napametpa Maximum number of connections pasHoe 1.



4. Haxxmute Connect.

(D NPUMEYAHUE

FileZilla He nogaoepxuBaeT SCP-coeanHeHmne.



JIlnyHble nanku pecypcosB

Pasgen npeaHasHadeH gnsi paboTbl C IMYHBIMK MankaMy pecypcoB MNorb30BaTenen.

Pecypcsl YyeTHble 3anucu

e} & Q.  Bcepecypcel | Mouck

Bce pecypchl

Pecypcel Bes nanku

[ Pecype~ Tun$ IP$ DNS%

W Personal

> 2 MpowzeonsHLIf RDP, S5H, Telnet — —

> [ SERVER1 RDP Serverl.nal.local

YT106bI CO3aaTh NNYHYIO Narnky:

1. Nepengnte B pasgen Pecypcbl, HAXXMUTE 3HAYOK Narnku
2. Beegoute HOBOE MMSA Nanku.

3. Haxxmnte CoxpaHuTb.

UTo6bI OTpegakTnpoBaTh Ha3BaHWE Nanku:
1. Nepengnte B pasgen Pecypcbl.

2. Bbibepute nanky n HaxXMuTe 3HaA4YOK KapaHaalla
3. BBegute HOBOE MMSA nanku.

4. Haxkmute COXpaHUTb.

YT06bl yaanutb nanky:

1. Nepengute B pasgen Pecypcbl.

2. Bbibepute nanky n HaXXMuTE 3HAYOK KOP3UHbI [El .

3. NogTBepauTe yoaneHue nanku.

YT06bI 4OGABUTL pecypCbl B Nanky:

ol

YueTHan sanuch %
MNAT\person2

NAT\person2

¥ Yeazats aapec nogkakYEHKA

| & 3arpysute RDP $ain 4nA noakaoHeHna |

3 Nogxarouutses x warosy soctyna

1. Nepengute B pasgen Pecypcbl n Haxmute Bee pecypcebl nnu Pecypcbl 6e3 nanku.

2. OTMeTbTE pecypcehbl, KOTopble TpebyeTcst NepeMecTUTb B Narky.



3. Haxxmute MNepemecTuTh.
4. BblbepuTe Hy>KHYHO narnky.

5. Haxkxmnte CoxpaHuTb.

(D NPUMEYAHMUE

HobaBneHne Npon3BONbHbLIX PECYPCOB B Narnku He NoaaepXvBaeTcs.

Pecypcol YuerHble 3anucu

Ca & & Q, Pecypcwl Bes nanku  Nowck

Pecypcbl 6e3 nanku

Pecypec~ Tuns IP+ DNS% YueTHaA 3anucb ¥
® Personal > ~  STRG RDP strg.indeed test INDEEDMPAMADSE... Mo aknkATEC
B ‘Work Resources
> ¥ S5MS ROP SSMS.indeed test INDEEDYIPAMADSe. .. MNeaknounTses
¥ PAMACC RDP pamacc.indeed test INDEEDMPAMADSe... MogknrounTbca
¥ ORACLE RDP oracle.indeed test INDEEDYIPAMADSE... MoaknHUTECA
> ASTRAMMG RDP astramng.indeed test INDEEDVPAMADSe... MeaKNoHUTLCA

MNogknounTbes K WNHO3Y AoCTyYna

YT06bI BLINOMHUTL NMOMCK MO pecypcam:

1. Nepengute B pasgen Pecypcbl.
2. BbibepuTte nanky, Bce pecypcbl unm Pecypcbl 6e3 nanku.

3. B nonckoBow CTpoke BBeAUTE NMS pecypca.

() NPUMEYAHVUE

[Mpoun3BosibHbIE pecypcbl MOXHO HanUTK No 3anpocy "adhoc".


http://localhost:3000/privileged-access-manager/3.0/user-manual/access-to-the-resource/#connection-to-an-adhoc-resource
http://localhost:3000/privileged-access-manager/3.0/user-manual/access-to-the-resource/#connection-to-an-adhoc-resource

Pecypcel YUeTHwIE 2anncK

C3 4 0] & Q,  Bce pecypcol
Bce pecypchl | MepemecTuTb
Pecypcsl Gez nankw
Pecypc~
]
Personal R ssMis

B Work Resources

55MS

Tun+

RDP

P+

DNS %

SSMS.indeed.test

YueTHan 3anumch ¥

NogknKunTRCR

INDEEDNIPAMADSe...

MoAKNKUATECA K WA3Y A0CTYNE



BbinonHeHne KOMaHA C NnpuBUINerven
root

[N BbINONHEHNS KOMaHA, C NpUBUNernen root, aHanornyHo sudo ncnonb3yeTcs koMaHga pamsu. OTnuyne
3aKnoyaeTcs B TOM, YTO ayTeHTudmKaums OyaeTt sanpalumeaTtbes y nonb3oatens PAM, a He

npUBUNErMpoBaHHON Y3 OT UMEHN KOTOPOW OTKpbITa CECCUSL.

Mpumep:

[administrator@centos7su ~]$% pamsu 1ls -la /etc/ssl

Password for indeed-id\ivan.ivanov:

total 12

drwxr-xr-x. 4 root root 68 Sep 22 19:20 .

drwxr-xr-x. 75 root root 8192 Sep 22 17:49 ..

drwxr-xr-x. 2 root root 123 Sep 22 19:30 CA

lrwxrwxrwx. 1 root root 21 Sep 22 15:51 cert.pem -> /etc/pki/tls/cert.pem
lrwxrwxrwx. 1 root root 16 Nov 23 2020 certs -> ../pki/tls/certs
[administrator@centos7su ~]$



Onepau,vm C YHYeTHbIMU 3alNMNcCAMU

[TouCK y4yeTHbIX 3anucen

Mowuck nossonsieT OTO6p83VITb TOJIbKO T€ Y4E€THbI€ 3arnnciu, KOTopble€ yAOBIETBOPAKOT 3adaHHOMY KPUTEPUIO.

[Mounck yyeTHbIX 3anucern paboTaeT aHanorM4HO NOMCKY pecypcoB.

B KOMMAHWA . o it
nmHomn o ilya.moiseev@company.local
Pecypcsl YUeTHele zanucu
Q Mouck
# YueTHan zannck
1 COMPANY\IPAMReadOps | & CmennTs napons ‘ @ lNokasaTh yHeTHaIE AaHHE
2 COMPANY\ADM | ) CmeHuTE Napons ‘ ‘ @ MokasaTe yHeTHEIE A3HHEIE ‘

NMpocmoTp napona nu SSH-knw4ya y4yeTHOMU
3anucu

Ecnu nonb3oBatens umeer paspelueHne, B KOTOPOM BKJTHOHEHa onuunA Pa3peLIJVITb MPOCMOTP YYEeTHbIX
AaHHbIX, TO B pasgene YyeTHble 3anucu 6y,El,yT OOCTYNMHbI COOTBETCTBYOLLME NaHHbIE. na npocMoTpa

HaxkxmuTe MNMokasaTtb y4yeTHble AaHHbIle, BBEOUTE NPUYNHY NPpOCMOTpa U noaTesepanTe CBou OEencTBuS.

% INDEED-ID\Victor.Osipov ~

Pecypcel YueTHele 2anucn
# YueTHan zanucb
1 DEBIANYWebmaster MokazaTe yUETHEIE AaHHBIE

CmMmeHa napons u SSH-kno4a y4yeTHOU 3annucu



Ecnu nonb3oBatenbs nmeet paspelleHne, B KOTOPOM BKITHOHEHa onuuA Pa3peI.IJVITb U3MeHeHUe y4eTHbIX

AaHHbIX, TO B pasgene YyeTHble 3anucu byaet 4OCTYNHO pedakTMpoBaHue Naporns y4eTHOW 3anmcu.

L. KOMMAHMA

nHOuO & VDD\alex.shushkin =

Pecypcel YueTHble zanmcm

# YueTHan zanuck

1 VDD\test CMEHWTE Napeab MokasaTe yYeTHEIE AaHHEIE

2  VDD\PAMServiceOps CMEHUTE Naponk

,D,J'IH CMEeHbI napona HaxXmnTe CmMeHnTb naponb, BBEOUTE HOBbIN napoJsib, BBEOUTE NPpUYNHY U noareepanTe

CBOW OEeNCTBUA.

3apatb Napo/b

Mapone

MogTeepxaeHre Napona

MpYUYKMHE CMEHEI N3pONA

Taest




PaboTta ¢ AAPM Console Tool

Pam.Tools.Aapm — KOHcoOrbHas ytunuTa gns asToMaTtusMpoBaHHOIo nosyyeHus naponen nnu SSH-

KItoMen yyeTHbIX 3anucen MNpunoxeHnamu.

MyTb: IndeedPAM_3.0_RU\indeed-pam-tools\aapm\

HacTpowuka KOHCONMbHOWU YTUIUTbI

[1ns HAaCTPOWMKM KOHCONbHOW YTUNUTLI TpebyeTca oTpeaakTupoBaTtb dann appsettings.json:

Cekuust Auth:

e Auth.Username — nms NpunoxeHus.

e Auth.Password — naponb Mpunoxenuns. Ytobbl nony4nte napone, nepenante B UC — MNpunoxeHus

— [lokasaTb y4eTHbIN JaHHbIE.

B KOMIMAHUA
MHOWA

Pecypcbl YueTHble 3anucu

# TpwunoxeHue

1 MyApplication

Cekuma Endpoints:

e CoreUrl — agpec Core

e IdpUrl — agpec ldp

Mpumep HacTponku:

{
"Auth": {

"Username": "MyApplication"

MpwnoxeHus

Moka3atk YYETHbIE AdHHBIE



"Password": "M3YTy;[j;q&*DrzZQS1(?Blagm$7uS+",

¥

"Endpoints": {
"CoreUrl": "https://debmng.indeed.test/core",
"IdpUrl": "https://debmng.indeed.test/idp"

Ucnonb3oBaHue KOHCONbHOU YTUNUTDI
Windows

[nsa 3anycka KOHCOMbHOM YTUIUTLI OTKPONTE TepMUHan, nepenaurte B Nanky ¢ yTUIMTON 1 BbIMOMHUTE

komaHay .\Pam.Tools.Aapm.exe.

Bo3moxHble napamMeTpsbl:

get-accounts Get accounts for which the application can view credentials.

get-ssh-key Gets SSH key for specified account. Passphrase for the key will be written in stdout
stream, the key will be saved in the output path

get-password Gets password for specified account
Display more information on a specific command.

Display version information.

MpyMepbl MCNONb30BaHUS:

1. Beoa: ./Pam.Tools.Aapm.exe get-password --name INDEED\IPAMADServiceOps

INDEEDAI

2. Beopg: ./Pam.Tools.Aapm.exe get-accounts

o

PS C:\Users\adm\Desktop\IndeedPAM 2.8.8 RU Linux\MISC\Aapm> .\Pam.Tools.Aapm.exe get-accounts
3 accounts available:

- INDEED\IPAMADServiceOps
- DEBIAN\admlocal
- CENTOS\admlocal

Linux

/\ BAXHO

Y6egutech, 4to dotnet-runtime-8.0 yctaHoBneHa.

YTo6bl 3anyCTUTb KOHCOSbHYIO YTUIUTY, OTKPOWTE TepMUHar, nepenauTe B nanky ¢ yTUINTON:


https://learn.microsoft.com/en-us/dotnet/core/install/linux

cd IndeedPAM 3.0 RU\indeed-pam-tools\aapm\

1 BbI30BUTE KOMaHAy Pam.Tools.Aapm.dll C HY>XHbIM apryMmeHTOM.

Mpymep ncnonb3oBaHUS:

BBop

dotnet Pam.Tools.Aapm.dll get-accounts



Indeed PAM Desktop Console

YcTaHoBKa n HaCTpOIZKa NPUINOXeHnd NponcxoanT B COOTBETCTBUN C ,EI,OKyMeHTaLJ,I/IeVI.

Desktop Console npeactaeset cobon Windows-npunoxeHue, KOTOpoe MOXHO ncnonb3oBaTtb BMecto Web

KOHCOJ1M noJib3oBaTers.

YUTtobbl 3anyctutb yTunnuty Desktop Console, ybeauTtech, 4TO Bbl BOLUN B CUCTEMY C YHETHOM 3aMnUChIO
Active Directory (B npotuBHoM cny4yae 3anyctute ytunuty Desktop Console oT umeHn yyeTHon 3anucu
nonb3oBaTens Active Directory), asaxabl HaxmuTe apnblk Indeed PAM Desktop Console, nosiButcst okHO
ayteHTudukaunmn PAM. Obyuute nnn eeeaute kog TOTP. lNocne ycnewHon ayTeHTUrkauum Bel yBuamrte

OOCTYNHbIE PEeCypCbl Ha NaHesnu MoaknoyeHuns.

YT100bl OTKPbITL COEAMHEHWNE, ABaXAbl HAXXMUTE Ha HYXXHbI pecypc (Takke MOXHO HaXaTb NpaBOW KHOMKOW
MbILLK 1 BbIOpaTb NYHKT MeHto MoAKNIYUTLCA) 1 3aBEPLUNTL ayTeHTUdMKaUMO. Bbl MOXeTe OTKpPbITb

HECKOSbKO MOAKMYEHN OQHOBPEMEHHO.

®aiin  Bug  MIHCTpyMEHTBI |
MoaknroueHna o x _/rnam - x|
A =
a =
@ il D B ALTMNG28| 4b %
= '@I‘Io,qmroumma ) s ] B
I ALTMNG28
B AITMNG2E
B CENT9EN
7 DEBRU
¥ DEBRU
—M GATE28
W MNG23
—& MNG23
=57 MnG2s v
, Mownck
Kondurypauws I x
CEMFY
CER A
v Bug A

M ALTMNGZE

¥ Togknoyerne

axocTa [/ IF altmng28.

Moaw3oeaTens ALTMMNGZ2E
~ TpoTokon

Ceccud Pu Default Settings W

Hma
3T0 MMA, KOTopoe ByIeT oTOBPaXaTheA B AEpPEBe NOJKAKYEHHA,

1 Motifications



http://localhost:3000/privileged-access-manager/3.0/setup/additional-components-setup/#indeed-pam-desktop-console
http://localhost:3000/privileged-access-manager/3.0/user-manual/user-console/

Hactpowka n c6op noros
l/

O3HakoMbTeCh C MHbOpMaLMel O NTOrMPOBaHWK

% TexHunyeckasi nogaepxka

Kak cosgaTtb obpalleHne B NogaepxKy



http://localhost:3000/privileged-access-manager/3.0/problem-solving/configuring-and-collecting-logs/
http://localhost:3000/privileged-access-manager/3.0/problem-solving/tech-support/

Hactpouka n cobop noros

PacnonoxeHue noros

Jlorn Bcex .Net KoMnNoHEHTOB n YTUIMTUT NULLYTCA B TEKCTOBbIE (*)aplﬂbl, pacnornoXeHHble B nankax logs:

/etc/indeed/indeed-pam/logs/Uma_KomnoHeHTa/

C:\inetpub\wwwroot\Uma_KomnoHeHTa\logs\

C:\Program Files\Indeed\Indeed PAM\Gateway\ProxyApp\logs\

[indeed-pam-windows\MISC]\nanku ytuant\logs\

OnuncaHune noroB komnoHeHToB Core, IDP, LS

dann core idp LS Copepxumoe
commands.log + + BCe I10rM KoMaHA
queries.log + + BCE NOru 3anpocos
errors.log + + + Bce ownbkn PAM/LS
jobs.log + BCe noru 3agau (job)
events.log + BCe Nnoru, cBsa3aHHble ¢ CobbITuaMu
connections.log + BCE NOM CEPBUCHbIX NOAKMOYEHNIA
db.log + + + noru, ceai3aHHble ¢ AocTynom K b/
hangfire.log + + + BCe norun ot Hangfire
ils.log + Bce noru ot LogServer client

Bce norn PAM/LS c ykazaHnem nmenu
full-yyyy-MM-dd.log + + +
norrepa u traceld



dann core idp LS Copepxumoe

stdout_yyyyMMddHHmMmss_ xxxx.log + + + noru ¢ owmnbkamm ot IS

INNlornpoBaHuMe cKkpunTa yCTaHOBKU

CkpunT ycTtaHoBKM run-deploy.sh moxeT npepBaTtbCs ¢ owmbkon. B aTom criydae HyXXHO OTrpaBuTb dansbl C

JloraMmm B TEXHNYECKYHO NOOOEPXKY.

Mpymep owmnbkm ckpunTa:
Pacnonoxexune annos ¢ noramu: IndeedPAM_3.0_RU/indeed-pam/logs/.

Mo YMOJ4aHUIO B J10TM 3arnuncbiBae€TCA KpaTKad MHd)OpMaLI,I/IFI. YT00bI nony4ynTb paCLIJI/lpeHHbIIZ BbIBO/ J10IroB

HY>KHO 3anyCTUTb CKPUMT C ONUUEN -VVV :

run-deploy.sh -vvv

ProxyApp

INorv nnwytea B nanky C:\Program Files\Indeed\Indeed
PAM\Gateway\ProxyApp\logs\shortDate\processId, 4Tobbl pa3genuTb NOrM OT HECKOSbKMX 3aMyCKOB B
OOWH AeHb. B nanke moxeT 6biTb 2 (harina ¢ noramu:

e ffmpeg.log — oTnagoyHasa nHpopmaums ot ffmpeg

e Pam.Proxy.App.log — BCe npoyune noru

YTunuthbl

Bce norn nuwyTtcs B oguH cdann 6e3 gaTtbl B UMEHU, C Ha3BaHWEM YTUMNUTDI,

Hanpumep Pam.Tools.Migrator.log

nOFMpOBaHMe HaTUBHbLIX KOMIMOHEHT

K HaTUBHbIM KOMMNOHEHTaM OTHOCSTCS:


https://learn.microsoft.com/ru-ru/aspnet/core/host-and-deploy/iis/logging-and-diagnostics?view=aspnetcore-5.0
http://localhost:3000/privileged-access-manager/3.0/problem-solving/tech-support/

MstscAddin

WindowsAgent

Pam.Service

Pam.Putty

ProcessCreateHook

[nsa BKIIOYEHUSA UM NonyvYeHnsa NoroB MOXHO ncnonb3oBatb yTunnty Indeed GetlLog. Jlorn coxpaHsaoTca B
AnpekTopuio C:\Windows\System32\LogFiles\Indeed-ID. AN Kkaxgoro npouecca co3gaeTcs CBos

oTAenbHas ANpPeKTopus.

JlorupoBaHue B niX KOMMOHEHTaX

SSH Proxy

Bce noru nuwytca B oguH dann, ${Isobate}.log.

dannbl pacnonaratotcs no nytn /etc/indeed/indeed-pam/logs/ssh/

PAMSU

Bce noru, reHeprpyemble Hawmm KogoMm, NULLYTCHA B oauH dann, ${IsoDate}.log.

darinbl pacnonaratoTcst No Nyt /opt/Indeed-PAM/pamsu/logs/ .

MoMMMO 3TOro CyLLEeCTBYEeT BO3MOXHOCTb akTUBMPOBAaTh JTOrMpoBaHme koaa, NPeaoCcTaBneHHoro sudo.
OTO Aenaetcs vYepes nameHeHns B panne /etc/pamsu.conf . [paBuna HaCTPOMKM 1 ynpaBneHnsa Takue

Xe Kak y sudo. CM.: man sudo.conf

HacTponka nornpoBaHus

KoHdurypauma normposaHus komrnoHeHToB .Net HaxoauTcs B (pannax appsettings.json.

HacTtpouka appsettings.json
dannbl appsettings.json pacnonaratotcsa no nyTu:

¢ C:\inetpub\wwwroot\Umsa_KomnoHeHTa\appsettings.json — cepsep ynpasnenus Windows

e C:\Program Files\Indeed\IndeedPAM\Gateway\ProxyApp\appsettings.json — cepsep gocryna
Windows


https://support.indeed-id.ru/Knowledgebase/Article/View/sbor-otladochnyh-logov-indeed-id

» /etc/indeed/indeed-pam/Uma_KomnoHeHTa/appsettings.json — cepBep ynpasneHusa unu gocrtyna
Linux

Cekuumsa NLog

o [TapameTp variables — pasgen, B KOTOPOM MOXHO 3aaTb NepemMeHHble AN fanbHenwen HacTPONKN
nornpoBaHus. KonnyectBo nepemMeHHbIX He OrpaHn4eHo. (He obs3aTenbHbI NapameTp).

"variables": {
"minLevel": "Trace",
"dbMinLevel": "Info"

}

(D NPUMEYAHUE

UTo6bI BbI3bIBaTh 3afaHHY0 NEPEMEHHYI0 NMpu AanbHENLWENn HacTporke ee TpebyeTcsa 3anmcbiBaTh B

Buae ${Uma_lMepemeHHOWM}.

[N KaXaoro nora MOXHO HacTPOUTb CBOW YPOBEHb NOrMpOBaHMS.

CyLLeCTBYHOT CrieflytoLLme YPOBHM NTOTMPOBaHUS:

YpoBeHb MopsiakoBbIN
CTporocTtb niormpoBaHus
nornpoBaHusi HOoMep
CambIi nogpobHbIn ypoBeHb. cnonb3yeTtca Ans
Trace 0
pa3paboTkn 1 peako UCMOorb3yeTcs B NPON3BOACTBE.
Deb 1 OTtnagka noBeaeHUs NPUITOXKEHNSA MO NHTEPECYHOLLINM
ebug
BHYTPEHHUM COObITUSIM.
Inf 5 NHdbopmaums, oTpaxatoLwasa xon, BbINOSIHEHUS Un
nfo
COBbITUA XKNBHEHHOTO LKA NPUNOXEHWS.
- 3 MpenynpexaeHnsa o npobnemax NpoBEPKM UM BPEMEHHbIX
arn
c60siX, KOTOPbIE MOXHO YCTPaHUTb.
£ 4 Owmnbkun, Npn KOTOPbIX PYHKLUNOHANBHOCTL HE yaanacbh unm
rror

Obino nony4eHoO UCKITo4YeHne.



YpoBeHb MopsakoBbIN

CTporocTtb norupoBaHus
NormpoBaHus HoMep

Cambliin KpUTHMYECKNIA ypoBeEHb. Mpunoxexne byget
Fatal 5

npepBaHo.

OO6bI4yHast KOHUIypaLUna 3aknYaeTcs B yKasaHUM MUHUMAITbHOMO YPOBHS, B KOTOPbIN BKIHOYEHbI 3TOT
ypoBeHb 1 Bornee BbICOKME YPOBHU. Hanpumep, ecrnv MuHMMarnbHbI ypoBeHb paBeH Info, To Info, Warn,
Error n Fatal peructpupytotcs, Ho Debug n Trace urHopupytotcs.

e [lapameTp rules — onpegenseT npasunia MapLipyTM3aLumn noros.

o Y Kax[goro Tuna fora ecTb CBOE UMS, KOTOpO€E HE peKoOMeHAYEeTCA peaakTnpoBaThb.

"Rules”: {

"03_Hangfire": {
"logger": "Hangfire.*",
"minLevel": "Info",
"writeTo": "hangfireFile",
"final": true

}s

"20 _Errors": {
"logger": "*",
"minLevel": "Error",
"writeTo": "errorsFile"

}s
"40 Commands": {

"logger": "Idp.Application.*Command",
"minLevel”: "${minLevel}",

"writeTo": "commandsFile",

"Enabled": false

}s

[ns kaxxgoro Tmuna nora MOXHo yKasaTb crnegyroune Teru:

logger — Wms norrepa — 06bIYHO 3TO MMSI aCCOLMMPOBAHHOIO CO CTPOYKOM Jlora anemMeHTa B Koae (MMsi
knacca). MoxeT cogepxatb NoACTaHOBOYHbIE CMMBONbI (* 1 ?) Takum obpasom nma npasuna ™'
COOTBETCTBYET NOOMY nMeHu norrepa, a 'Common™* COOTBETCTBYET BCEM forrepam, Yo UMeHa

HaumHatoTca ¢ 'Common'. He pekomeHOyeTcsa peaakTnpoBaTth 3TOT NapamMmeTp.

LogLevel — ypoBHU NOrMpoBaHusi, MOXXHO YKasaTb Cpasy HEeCKOJbKO:



1. minlevel — MYHMMarbHLIN YPOBEHbL NOrMPOBaHUSA
2. maxlevel — makcumarbHbI ypOBEHb NTOr1MPOBaHNUSA
3. level — oguH ypoBeHb Ans fIOrMpoBaHus

4. levels — ypoBHM fIOrMpoBaHus, 3anMcaHHble Yepes 3ansaTyto

writeTo — pasgeneHHbIV 3ansaTbiMyU CNUCOK hannos Ans 3anMcu foros

final — Ecnn Tekywee npaBuno nomeyeHo kak final n ero umsa cooTBeTCTBYET MMeEHU norrepa, To NLog
3aBepLuaeT Ha HeEM NOCTPOEHME LenoYeK ans BceX YPOBHEN NOrMpoOBaHUS, BKITHOYEHHbIX ANA JaHHOMO

npasuna. Wnu Jlorn, nomeyverHsble Kak final, nepecTarT 3anncbiBaTbCd B J1Or1, Haxogdwmnecsd no ueroyke
HWXe.

enabled — ons oTknNoYeHnsa Npaeuna normpoBaHnsa 6e3 ero yaaneHunsa Tpebyetca npoctasuTb donar false

o [lapameTp targets — onpegensert log targets/outputs (Heobs3aTenbHbIM NAapameTp)
o [lapameTp extensions — 3arpyxaet pacwumpeHunsa NLog n3 anna *.dll (Heoba3aTenbHbIM NapaMeTp)

¢ [lapameTp include — BkntoYaeT BHELUHNIN KOHPUIYPaALMOHHBIV hann (HeobasaTernbHbIn napamMmeTp)

COopka noros u3 bpaysepa

Chrome, Edge, Yandex

1. 3anyctute Gpaysep, nepenanTe Ha CTpaHuLy B KOTOPOW BbIXOAUT oLuMOKa, 3anyctute MHCTpyMeHTbI
paspabotumka (Haxmute Ctrl+Shift+| nnn F12).

2. Bo Bknagke KoHconb Haxmute V|K0H|<y@' ONs OMNCTKM KOHCOMNW, BKITOYMUTE onumn JeTtanusauus,
UHdopmauus, NpepnynpexaeHnsa, OWnbKu:

_ o
[ ﬂ FNEMEHTEI KoHCoNb McTouHmm CeTe [MpousECaMTENEHOCTR MNamATh 0 B3 ¢ ' x

[+ top ¥ | @ | Qunetp Bee ypoeuwm ¥ || 3 npothems: B3 o]
»

Mo yranvanum

" detanuzayuna

v Wndopmauma

¥ MNpegynpesxgesna
¥ CwnBrn

3. Haxxmute 3Ha4ok LueCTepeHKM¢ (HacTtpouku koHconn) n otmeTsTe onuun CoxpaHATb XypHan,
XypHan 3anpocoB XMLHttpRequests:



[w ﬂ SNEMEHTERI KoHCOMB WecTounnem Cete MNpouzscgMTENEHOCTE MampAte  * B7 * : x

O ® topYy @ Gunerp Beeyposnn ¥ || 7 npofnewm: BT o 3
[ Ckpaite ceTs Kypran sanpocos XMLHttpRequests
CoxpaHATE ®ypHan [J 3nepruuHoe seumcnerme

[ Tonske eeifpaHHsii konTekeT [ AstosanonHeHwe M3 MCTOPMM

I:I rpynnuchaTh E KOHCOAKM NOXooEKHe CDO'BIJJ,EHI.-“I!H I:I Briymcnerue 3a MY CKIET aKTUEIUWHD NONB3I0EdTENR

4. Bo Bknagke CeTb BkNtouMTe HAcTponkn CoxpaHaTb XKypHan, OTKnouYnTb Kew, Tun unstpa Bee, kak

Ha CKPUHLLUOTE HUXE:

[ ﬂ FNEMEHTEI KoHconb WcTouHmiom Cete [pousBCgMTENBHOCTE 2 el B3 ﬂ . x
e ® | v | Q CoxpaHaTe XypHan CrenrounTe kew | Bes orpanuyeqmna A" . 4 o
DuneTp [ WMreeprvposate [ Cxpeaime URL aznmEx

Bce | Fetch/XHR 15 C55 WsocBpawenwe Hocurene Wpwdt Jdowxyment WS Wasm Manudecr [Apyroe

[ C zaBnoxmposanHsivm dafinamu cockie [ 3afnokmpoeasssie sanpocsr [ Cropossve sanpock

Wcnonb3ceats NogpobHele CTPOKM 3aNpOCCE ] Ipynnuposka no dpeiivam
[ Moxazate ceegequms [ Caenats ckpuHwoTH
HazeaHue Crat.. |Mpo.. | Tun | Mouuwatop Paz.. | B.| Kackap sarpysku &
t 200 hyfills.js:1 2488 1. -
D Coun _ http.. | xhr polytills,s |
fpam/corefacti... | OK Crpunt 1B|9.
D Sou nt'j?querlyzs... 200 http... | hr Eclﬂills.is:l 2298 | 1. I
Spam/fcorefses., | OK Crpunt 1B 1.
D config.prodjson | 200 hit h polyfills,js:1 4176 | 1... |
e | xhr
fpam/mc/asse.. | OK P Crpunt 5628 |1.

5. HaxxmuTte nkoHky ® ans cbpoca cnmcka 3anpocoB 1 He 3akpblBast KOHCOIb paspaboTymka BhIMOMHUTE
nocregoBaTenbHOCTb 4ENCTBUIN, NPUBOLSALLNX K OLLIMOKe.
6. HaxkmmnTe no nonto 3anpocoB NpaBon KHOMKOW MbilK, BbibepuTe NnyHKT CoxpaHuTb Bce kak HAR ¢

KOHTEHTOM U1 COXpaHuTe hann:



[w ﬂ FNEMEHTEI KoHconb WcTouHmiom CeTe [MpousE0AUMTENEHOCTE 2 a1l | B7 * : x

® ® ¥ Q Coxpanate xypran | B Omenrouute kew  Bes orpaHwseHmna AR . 4 o
Dunetp [ WHeeprvposate || Cxpeite URL aaHmEx
Bee | Fetch/XHR 15 C55 W3cBpawenwe Hocwrene Wpwdt Jokymest WS Wasm Manudecr Opyroe

[ C zaBnokmposanHeiMm dainamu cookie [ 3afinokuposasssie 3anpocel [ Cropossue sanpock

Mcnonb3ceams nogpobrble CTPOKW 3ANPOCOE [ Mpynnuposka no dpeiman
[ Moxazate ceegeHuMs [ Caenats ckpMHWOTE
Hazeanue Crat... [Mpo.. | Tun | MHuuwatop Paz.. | B.|Kackap sarpyskm &
EI count _ 200 http... xhr pobyfills j=:1 2488 1. I -
fpam/corefacti... OK Crpunt 1B 9.
D count?query=s... | 200 - h pobfillss:1 2298 1. | ’
. | xhr
fpam/corefses.. | OK P Crpunt 1B|1. .
CTkpeiTs B HOBOW EXNALKE
D config.prod,json | 200 hit h polyfills,)s:1 4176 | 1.. |
p... |xhr
fpam/mc/fasse.. | OK Crpunt 562 B | 1. QunctuTs kew Bpaysepa
D icons.minsvg 200 http... | svg.. mainjs1 a7TkB 2. | Vpanuts baine cookie Bpaysepa
fpam/mc/asse.. | OK Crpunt 29.2.. 1.
D config.prod,json | 200 - . polyfillsjs:1 817B | 2. | Konuposate »
| xhr
fpam/mc/asse.. | OK . Crpunt 562 B | 1.
D resources:pag.. | 200 hit h polyfills,js:1 64 kB 3. | 3abnoknposate URL sanpoca
{pam/core (0] P | XAF Crpunt 6.1 kB | 3. 3aBn0KNPOBATE 33NPaLUMEAWLMEA foMeH
D icons.minsvg 200 hit main.si1 3.7 kB | 8... | MosTopute sanpoc XHR
e | SV
fpam/mc/asse.. | OK . . CrpunT 29.2. | 7.
D icons.min.svg 200 hit mainjs:1 S7kB | 1. I Coxpanuts Bee kak HAR ¢ konenTom
| SV
/pam/mc/asse.., | OK P g CrpunT 29.2.. | 1.

7. NepengnTte Bo BKNaaky KoOHCOMNb, HAXKMUTE NpaBO KHOMKOW NO COOBLLEHNAM KOHCONW, BblibepuTe NyHKT

CoxpaHuUTb KakK U coxpaHute dann:

[w ﬂ SNEMEHTERI WecTounnem Cete MpousscguTencHocs  » a1l B11 * : x
O ® topYy @ Gunerp Beeypoenn ¥ || 11 npofinen: B 11 o 3

F Y

» Jarpyska XHR 3aeepwena: GET (https://pam.indeed-id.local/pam/core/action-reguests/pe polyfills.js:l
nding/count}. ;

»3arpysxa XHR zaeepL T “lid.local/pam/core/sessions/countigue polyfills.js:1
ry=session.state¥30a MosTopuTe sanpoc XHR

»3arpysxka XHR zaesepe id.local/pam/corefaction-requests/pe polyfills.js:1
nding/count). CYNCTUTE KOHCONR

»3arpysxka XHR zaesepe id.local/pam/core/sessions/count?gue polyfills.js:1

ry=session.state%30a

¥AaanuTe MCTORMIS KOHCOAK

»3arpysxa XHR zaesp id.local/pam/corefaction-requests/pe polyfills.js:1
nding/count).
» Jarpyska XHR 3aeepwena: GET (https://pam.indeed-id.local/pam/core/sessions/countigue polyfills.js:l
ry=session.state%3Dactive).

CoxpaHnTe KakK...

8. CoxpaHeHHble (hannbl NnepeLunuTe B TEXHUYECKYO NOAOEPXKKY.

Firefox



1. 3anyctute 6paysep, nepengnTe Ha CTpaHuLy B KOTOPOW BbIXOAUT ownbka, 3anyctute MHCTPyMeHTbI
Beb-pa3paboruuka (Haxmute Ctri+Shift+l nnun F12).

2. Bo Bknagke KoHconb HaXXMUTE UKOHKY KOp3VIHbIm AN OYUCTKKU, BKIoUMTe onuum OWmnoKu,
MpepynpexaeHus, Jlor, UHdo, OTnagka. B HacTponkax KOHCONM OTMETLTE BCE OMNUMK, B T.u.

HenpepbiBHbIe noru:

E‘ '[:l' MHcnekTop Koncone | O Otnagumk ’N,— CeTe '[]' Ctunm 29 E |j:| ses
m T Mowck B KoHcoAw -ﬁ-
Owwuekn MpegynpexgedHia  Nor WMo OTtnagka C55 XHR V' Henpepuisisie norm

» | w" [loKa3blBaTe METKM BPEMEHN

v [pynnupoeate Noxoxwe cooBLUeEHmA
v BrnrounTe aBTOA0NOAHEHNE

' MrHogeHHOE BEIYWCAEHWE

3. Bo Bknagke CeTb Takke HAXXMUTE MKOHKY KOp3VIHbIm ANs 04YUCTKK, oTKNunTe hunetp, Boibpas “Bee”,

Ha>XMUTE 3HA4YOK LLIeCTepeHKVI'm'M OTMeTbTe onunio HenpepbiBHLIE F10TU.

4. He 3akpblBasi KOHCOMb pa3paboTynka BbINOMHUTE NOCNEeA0BaTENbHOCTb AEUCTBUIA, NPUBOASLLMNX K

oLumbKe.

5. [lanee B KOHcOnNu pa3paboTymka Bo Bknagke CeTb HaXXMUTE 3HAYOK meCTepeHKm'ﬁ', Bblbepute
nyHKT CoxpaHuTb Bcé kak HAR v coxpaHuTte cann:

|__p;' '[:I' WMHcnekTop Koncone [ Otnagune '[]' Criunw 2 E |j:| see O
m T Nowck URL [l @ ©® [Momwmounteksw  Bes orpanuuennas L
HTML C55 )5 XHR WpwdTe WzoBpaxeHwna Meguna WS npﬂ”EHenpepblsHblennru

Crat.. MeT.. [fdomeH dakin WMHWuKraTop

ER  GET & pam.inde.. count?query=session.state=active polyfills.js:1 . WMrnopt HAR-daiina

EE  GET & pam.inde.. count palyfills.js:1 . CoxpaHuTe BCE kak HAR
ER  GET & pam.inde.. count?query=session.state=active polyfills.js:1 . Konuposats BcE kak HAR
E—E GET & pam.inde... count polyfills.js:1 .. json 24T & 16

EE—I GET s pam.inde... count?query=session.state=active polyfills.js:1 ... json 2286 16

EEE GET & pam.inde... count polyfills.js:1 .. json 2286 16

EE—I GET & pam.inde... count?query=session.state=active polyfills.js:1 ... json 2286 16

Eﬂ GET & pam.inde.., count polyfills.js:1 .. json 247 6 16

6. Nepenante BO BKNaaky KOHconb, HAaXXMUTE NpaBoM KHOMKOW MO COOBLLEHMAM KOHCONU, BblibepuTe
NyHKT “OKcnopTupoBaTb BUAUMBbIE coobLWeHus B > danun’ n coxpaHuTe ann.



Y {:} WMucnekrop

m ? MoWck B KOHCOAK

Owwekn  MpegynpexgeHna

11:38:44.157 £k opedAmosui

11:34:24.386

11:38:84.339

11:41:44.443

11:42:28.464

11:42:28.468

7. CoxpaHeHHble hannbl NepeLLnmTe B TEXHUYECKYHO NOOOEPXKKY.

I\

NpoCMoT E‘

Koncone [ Ornaguve T-l- CeTh '[]' CTinu

Nor  WMHgo OTtnagka C55 X¥HRE Zanpocw

» B 0] - X
3t

'MEHT HE COAEpRMT O0LABNSHMA KOAWPOBKM CHMMBONOE. NMpu  silent-refresh.hitml
DEHMUDVERErD S0 ODOKYMEHTE. OOKVMEHT MONET

oTobpaxat -
. | Apa3HWTb K3K rnobanbHyH NEpEMEHHYHD A

SPEHMOBSIN inos. Npuw  silent-refresh.himl
TpoCeaTpe Konupoeate cooBlueHne
oTobpaxaT
speimoBail - KonuposaTe ofbext no6. nNpw  silent-refresh.html
NpoCMoTRE
oToOpasaT  Brigenwts Bcé
SpEHMOBAIN resh.html
npocmotpe| JKCNOPTUPOBATE BMAMMBIE COOBLLIEHNA B I > Bydep cBmena
oTobpaxat

. . Dann
filter is 11:1718393
user EntitiesBase: queryParams is {"page”:"1","pagesize":™18"} main.js:1:2851712



TexHu4vyeckKasa nogaepxka

Ecnu Bbl HE HaLWINK OTBET Ha Ball BOMNpPOC B AOKYMEHTauun nnn 0ase 3HaHuK, Bbl MOXETE 06paTVITbCF| 3a

MOMOLLIbIO B CIYX0Y noaaepkKu.

Ecnu Bbl obpallaetech B nogaepxky ANs pelleHms npobnemsl, NpeaocTaBbTe Kak MOXHO Oonblue
NHdopmaunn, BKNtoYasa gansbl, CKPUHLLOTLI, N1OrM. OTO NOMOXET peLwnTb Npobnemy onepaTusBHO.

YToObI OTNPaBUTL OGpalleHne B noanepXKy, BbINOMIHUTE crieqyollee:

1. OTKpoWTE nopTan TEXHUYECKOWN NOAAEPXKKM.

2. BBeguTe Ball 3NEeKTPOHHbLIN agpec u naponb 1 HaxmuTe Bxoa,.

v Ecnu Yy BacC HeT JiormHa n napon4d

Bbl MOXeTe 3aperncTpmpoBaTbCs Ha nopTasne NoaaepPXKkM cCamMoCTOATENIbHO UMK OTNPaBUTb 3asiBKY Ha
perncTpaumio.

Y1006bI 3aperncTpMpoBaTbLCA CAMOCTOATENLHO:

1. Haxxmute 3apermctpmpoBaTbCA.

Kak Mbl MOeM BaM noMoYb?

NONCK

@ i 4 Q 5

Cuero HavaTn? 3aperucTpupoBaTbhca OrnpaBnTb 3aRBKY NokymenTaymns baza zHanun Hoeocrk YcrpaHeuwe Henon...

2. OTkpoetcsa popma perncrpauun. 3anonHnTe Nons 1 HaxMuTe 3aperncTpMpoBaThCS.

3. Ha ykasaHHbI 3NeKTPOHHbIN afgpec Bbl NOy4YnTE NMMCbMO CO CCbISIKOW AN aKTUBaALMKN akKayHTa.
Mponante nNo ccbinke.

Y1006bI OoTNpPaBUTb 3adABKY Ha perucrpauuvio



https://support.indeed-company.ru/Knowledgebase/List/Index/50/indeed-privileged-access-manager
http://localhost:3000/privileged-access-manager/3.0/problem-solving/configuring-and-collecting-logs/
https://support.indeed-company.ru/

1. Haxxmute OTNpaBUTb 3asiBKY.

Kak Mbl MOXXeM BaM NnoMoYb?

NOUCK

@ i 4 Q 5B

Cyero HayaTb? 3aperucTpupoBaTbca OTnpaenTb 3aRBKY NokymenTauus Baza sHaHui Hoeoctm YcrpaneHue Henon.

2. OTKpoeTcs (bopma 3asiBKU. YKaXuTe, YTO 3TO 3asiBKa Ha CO31aHWe YYETHOWN 3anuncu.

3. Ha ykasaHHbI 3NeKTPOHHbLIN afpec Bbl MOMy4YNTE NMMCbMO CO CCbINIKOW ANSA akTUBaLMKM akkayHTa.
Mponante nNo ccbinke.

3. Haxmute OTnpaBuTb 3asBKY.
4. BbibepuTe genaptameHT u HaxxmuTe Bnepeg.

5. 3anonHute popmy 3asBkM N HaxxmmTe OTNpPaBUTD.
Takke Bbl MOXETE CBA3aTbCA C KOMAHAOM NOAAEPXKKN NO cnegywmnm TenedgoHam:

« 8800 333 09-06,
e +7 (495) 640 06-09,
e +7(812) 640 06-09.



UcTopusa Bepcun

B aTOM pasgene cogepXxuTcs KpaTkoe onnucaHue nsmeHeHun u ynyywenun B npogykrte Indeed Privileged
Access Manager no sepcusm.

3.0

o [lo6aBneHa pyHKUMOHANLHOCTL N0 paboTe co cnyxbamun Windows.

[lo6aBneHa BO3MOXHOCTb KOMMPOBaTb paspeLleHus.

[oGaBneH HOBbIN KOMMNOHEHT PostgreSQL Proxy n HOBbIN TN NONb30BaTENbCKOrO NOAKNIOYEHNA —
PostgreSQL.
e B nonutukm ceccui gobaenena onums NpepbiBaTb CECCUIO NPU OTCYTCTBUM NOJNb30BaTeNIbCKON

AKTUBHOCTMWU.

Mogkntoumnu 6ubnuoteky Boost ans paboTel ¢ perynspHbIMU BblpakeHusimu. B cBsiau ¢ aTum ecTb
HebOorbLUNE N3MEHEHUSI B CUHTAKCUCE PerynsipHbiX BblpaXeHWUi Npu 3agaHun cnmcka paspeLueHHbIX U

3anpeLeHHbIX komaHg B SSH-ceccusax.

B nonuTtukm gobasneHbl napaMeTpbl AN yNpaBneHnst orpaHUYeHsIMN NS reHepupyeMblx naponen, a
Takke 4ns naponen, BBOAMMbIX BPYYHYHO.

[obaeneHa BO3MOXHOCTb OTKpbiBaTb RDP-ceccun 6e3 nepeHanpaBneHns nokanbHbIX ANCKOB.

HobaeneHa npoBepka oTrnevaTkoB kntoden SSH-cepsepa.

,D,o6aBneHa BO3MOXHOCTb CO34aBaTb U pedakTUnpoBaTb COBCTBEHHbIE TUMbI CepBUCHbIX NOAKITIOYEHUN.

PaspaboTaH HOBbIV MacTep, KOTOPbIV MO3BOMSET YCTAaHOBUTL, 0BHOBUTL BEPCUIO UMW N3MEHUTL
KoH(purypaumto Indeed PAM.

2.10

[obGasneHa nogaepxka cnyx6 katanoroe OpenLDAP n ALD PRO.

[ob6aBneHa BO3MOXXHOCTb 336J'IOKI/IpOBaTb noJsib3oBaTenA.

[ob6aBneHa BO3MOXHOCTb CMEHUTbL KNOY U/unn anroputM wndgposanmsa bl PAM 6e3 ocTaHOBKK
pabotbl PAM.

[oGaBneHa BO3MOXHOCTb yKa3aTb Heckonbko cepepoB RADIUS gns ayTeHTudumkaumm nonb3osartenem
PAM.

[lobaBneHa BO3MOXHOCTb HadHa4yaTb MOMUTUKM Ha FPynnbl Nofb30BaTenen.


http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/services/
http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/permissions/permission-operations/#permission-copying
http://localhost:3000/privileged-access-manager/3.0/administration/usage-of-postgresql-proxy/
http://localhost:3000/privileged-access-manager/3.0/administration/policy-setup/#sessions
http://localhost:3000/privileged-access-manager/3.0/administration/policy-setup/#sessions
http://localhost:3000/privileged-access-manager/3.0/administration/policy-setup/#ssh
http://localhost:3000/privileged-access-manager/3.0/administration/policy-setup/#ssh
http://localhost:3000/privileged-access-manager/3.0/administration/policy-setup/#pswd-gen-requirements
http://localhost:3000/privileged-access-manager/3.0/administration/policy-setup/#pswd-man-requirements
http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/resources/checking-key-fingerprints-of-ssh-server/
http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/configuration/#adding-new-connection-types-srv
http://localhost:3000/privileged-access-manager/3.0/installation/
http://localhost:3000/privileged-access-manager/3.0/configuration-change/
http://localhost:3000/privileged-access-manager/3.0/configuration-change/
http://localhost:3000/privileged-access-manager/2.10/installation/adding-user-catalog/
http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/users/#blocking-a-user
http://localhost:3000/privileged-access-manager/3.0/security-recommendations/db-encryption-key-changing/
http://localhost:3000/privileged-access-manager/2.10/installation/radius-configuring/
http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/user-groups/#selecting-a-policy

[lo6aBneHa BO3MOXHOCTb MOAKMHYAaTLCS K MPOM3BOSbHLIM PECcypcam.

[obGasneHa HaTuBHaa nogaepxka SIEM yepes CEF n LEEF dopmat noros.

YBenuyeHa MakcumarnbHaga gnvHa napons ydetHoum 3anvcu 0o 4096 cumBOroB.

Hob6aBneHbl napameTpbl 4na ynpaeneHust 6riokmpoBkor nonb3oBartenen npyu HeesepHom Beoge OTP.

[obGaeneHa nogaepxka xpaHunuw, Tuna S3.

HobaBneHa BO3MOXHOCTb BKIHOUYUTbL Nepe3anyck KOHTEMHEPOB CEPBNCOB NMPOKCHU.

2.9

o [lob6aBneHa BO3MOXHOCTb ycTaHOBUTL Indeed PAM Ha ntobon auctpmbyTtus Linux ¢ nogaep>kkon

Docker.

e [losBunca HoBbI kKOMNOHEHT — RDP Proxy, koTopbin BbinonHAET pyHKUUK npokcu-cepsepa ana RDP-

CECCUMN.
o [lo6aBneHa nogaepxka cnyxbbl katanoros FreelPA.

L ,D,06aBneHa BO3MOXHOCTb CO3adaBaTb rpynnbl nonb3oBaTenen Ha OCHOBE rpynn nm3 BHELWHNX KaTalioros

nonb3oBaTeren.
o [lobaBneHa BO3MOXHOCTb HacTpouTb JocTyn K Indeed PAM u3 pasHbIx nogceTten.

o [loGaBneHa BO3MOXHOCTb OTMPaBKM OAHOPA30BbIX NAaponen No afeKTPOHHOM MnoyTe.

2.8

o [lo6aBneHa BO3MOXHOCTb NOAKMOYATLCS K pecypcam no npotokonam SFTP n SCP.

o [1na SSH proxy no6aeneHa BO3MOXHOCTb NepeHanpaBreHns MOpTOB C LIeNeBoro pecypca Ha

NOKanbHbIN XOCT.

o [loGaBneHa BO3MOXHOCTb CO3[aBaTb rpynmnbl pecypcoB 6e3 NpuBs3KN K KOHKPETHBIM
NPUBMIETNMPOBAHHBLIM YYETHBIM 3anucam. MNpuBsiaka peannayeTcs Ha aTane BbiAauu paspeLleHmst, YTo
MO3BOSUT Pa3HbIM MONb30BaTENSIM OTKPbIBATb CECCUMM OT MMEHW PasHbIX YYETHbIX 3anucel Ha OgHUX U

TEX Xe pecypcax, BXOOALWMX B OAHY rpynny.

» [loGaBneHa BO3MOXHOCTb CO3[aBaTh rpynnbl Nonb3oBaTtenemn, 4Tobbl 6bICTPO NpegocTaBnATh 4OCTYN K
pecypcam Indeed PAM Ha ocHOBe NpuMHaAnNexXHOCTH K rpynnam.

o [loGaBneHa BO3MOXHOCTb (OMUNbTPOBAaTb CECCUM B apXmMBe CECCUI NO rpynne nosib3oBaTenen.
o [loGaBneHa BO3MOXHOCTb COPTUPOBATL CAMCOK NOMIMTUK NO TUNY OOBHLEKTOB B KOHCONW YAMUHUCTpATopa.
o [loGaBneHa BO3MOXHOCTb 3a4aBaTb NaposiM YHYETHbIX 3anMCen B KOHCOMNW NOfb30BaTens.

o [lo6aBneHa BO3MOXHOCTb rpynnmpoBatb pecCypcCbl MO narnkam B KOHCOJIMN Nosrib3oBaTen.


http://localhost:3000/privileged-access-manager/3.0/user-manual/access-to-the-resource/#connection-to-an-adhoc-resource
http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/configuration/?system-settings-tab=otp-blocking#system-settings
http://localhost:3000/privileged-access-manager/2.10/installation/recycling-of-proxy/

o [loGaBneHa BO3MOXHOCTb COPTUPOBATL PECYPChl MO Ha3BaHWUIo, TUNy noakntoveHus, IP-agpecy, DNS n
YYETHOM 3anuncu B KOHCOMM Monb3oBaTernsi.



