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HacTpoiika KnMeHTCKOro nNogkmnoyeHms
e Hactponka Beb-ceccum

e Hactponka nogkntoyenus Kk CYB[

HacTtponka cepBMCHOro NOAKNKYEHUs
e HacTponka cepBMCHOIO NOAKNIOYEHNSA A11S PeCcypcoB
o [loGaBneHue y4yeTHbIX 3anmcemn
e Hactponka cepBucHoro nogkntodeHns ans OC Windows
e HacTtponka cepucHoro nogkntodeHnsa gns OC *nix
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e Hactponka cepucHoro nogknoveHmsa gns Inspur BMC
e Onepauuun Hag pecypcamu
e PepaktupoBaHue pecypca
¢ [lobaBneHune Nonb30BaTENbCKOrO NOAKMYEHNS
o [loGaBneHue y4yeTHOM 3anucu
o [laponb n SSH-kntou
e HacTponka napons
e Hactponka SSH-knoua
o [lpoBepka coeguHEeHUs C pecypcom
¢  CuHXpOHM3aUUS
o bBnokuposka
e YganeHue/BoccTaHOBMEHWE pecypca
e YpoaneHue pecypca
e BoccraHoBneHue pecypca
o Maccosble onepaunn Hag pecypcamu
e HacTponka cepB1CHOrO NOAKIHYEHMUS
e [lpoBepka coeguHeHUs ¢ pecypcom
e YpaneHue pecypcos
e YCTaHOBUTb NONUTUKY
e YcTaHOBUTbL NogpasgenieHne
e [pynnsbl pecypcoB
e [lowuck rpynn pecypcos
e bBbicTpbIN Nnounck
e PaclmpeHHbI nonck
e OyHKUMM rpynn pecypcos
o PepaktupoBaHue rpynnbl
o [loGaBneHwue pecypcos
o [loGaBneHue paspeLueHunmn
e [lpocmoTp ceccum
¢ [lpocmoTp cobbiTnm
e YOaneHue rpynn pecypcos
e YYyeTHble 3anucu
o [loGaBneHue y4yeTHOM 3anucu
¢ [lownck yyeTHOM 3anmcu
¢ bBbiCcTpbIN NoMCK
e PaclmpeHHbIn nouck
e [lpodunb yd4eTHOM 3anmcu
e PaspeweHuns



o Ceccumn
e CobbITus
o [pynnbl 6e3onacHocTn
¢ BbIbop nonuTtuku gnga y4eTHOM 3anmcu
e Onepauuu Hag y4eTHbIMU 3anUcsamu
e PepaktupoBaHue y4eTHOM 3anucu
o [logTBepxaeHue y4eTHON 3annucu
e [laponb 1 SSH-kntou
e HacTtponka napons
e Hactponka SSH-kntoua
e BoccraHosneHue napons unu SSH-kntova
o [lpoBepka napons nnu SSH-kntoya
o CwmeHa napons
¢ CmeHa SSH-knova
e YpaneHue Heynpaenaemblx SSH kntoden
¢ CurHXpOHM3aumns
o brnoknposka
e WrHopupoBaHue
e YpaneHue y4eTHOM 3anmcu
e BoccraHoBneHue yyeTHom 3anucu
¢ MaccoBble onepaunn Hag y4eTHbIMU 3anncaMu
e [logTeepxaeHue
o [lpoBepka napons nnn SSH-kntova
o brnoknpoeka
e WrHopupoBaHue
e YpaneHwue
e JlomeHbl
¢ [lonck gpomeHa
e bBbICcTpbIN Nouck
¢ PaclwmpeHHbIn nonck
e [lpodunb gomeHa
e JlOMeHHbIE yYeTHbIe 3anncu
o KoHTenHepbl ans pecypcos
o [lpuBnnernpoBaHHbie rpynnbl
o CobbITng
e Bbibop nonutnkn gna gomeHa
o [lobaBneHne gomeHoB

° HaCTpOVIKa CepBUCHOTIO noaknw4veHna ana AomMeHoB



o [lo6aBneHune y4eTHbIX 3anucen
e HacTpoiika cepBMCHOrO NoaKNtoYeHUs

¢ Onepauun Hag JoMeHamu

Pe,D,aKTVIpOBaHI/Ie OJOMeHa

[obaBneHne yyeTHoM 3anucu
e HacTpownka napons

I'IpOBepKa coeagnHeHnda ¢ AOMEHOM

MmnopT pecypcos
¢ Bbibop KOHTENHEPOB

e KVmnopt

CHUHXpOHM3aUUSA yYETHbIX 3anucen
¢ BbIbop rpynn npuBunierMpoBaHHbIX y4ETHbIX 3anncen

¢ CuHXpoHM3auus

YnaneHue/BoccTaHOBNEHNE JOMEHA
e YpganeHune gomeHa
¢ BoccraHoBneHne gomeHa
¢ MaccoBble onepauuu Hag goOMeHamMun

o [lpoBepka coeguHeHus

e YpaneHve JOMEHOB
o CrTpykTypa

e Bwuabl nogpasgenexuin

e JlokanbHbI agMUHUCTPaTOP

¢ BknioveHne paboTbl ¢ nogpasneneHmsmm
e PaspeweHus

e [lovck paspeLueHui

e bBbICTpbIM NOUCK
e PaclmpeHHbIn nonck

e [lpodunb paspeLueHuns
o Co3spaHue paspeLueHnin

e [logpaspenenue

¢ [lonb3oBarernb

e Pecypc

e YyeTHagq 3anucb

¢ OrpaHuyeHus BpemMeHu

¢ [lapameTpbl paspeLueHns
e Onepauun Hag paspeLleHns MU

e OT3bIB

e [lpuocTtaHoBKa



o BosobHoBneHne
MaccoBble onepauumn Hag paspeLLleHnaMu
e OT3bIB
e [lpuocTtaHoBka
¢ BosobHoBneHne
3anpochkl ceccum
e [louck 3anpocos
e bBbicTpbIN Nnouck
e PaclwmnpeHHbI nouck
e  ®yHKUMM 3anpocoBs
o [logTeepxaeHue 3anpoca
e OTKnoHeHue 3anpoca
e [lpodumnb 3anpoca
AKTMBHbIE cCeccumn
Bce ceccun
¢ [louck ceccun
e bBbICcTpbIN Nouck
e PaclmpeHHbIn nouck
¢ BbIrpyska xxypHana ceccui B (hann
e [lpocunb ceccun
Onepaunn Hag, ceccnsamu
e [lpepbiBaHue ceccun

O6HoBMeHue ceccuun

Buoeo
e [IpocMOTp NOTOKOBOrO BMAEO
e [IpocmoTp/CkavnBaHmne NTOroBOro BUOEO

TekcToBbIN nor

o [IpocmoTtp/INounck/CkadnBaHmne TEKCTOBOrO fora

CHUMKM 3KpaHa
¢ [IpocmoTp/CkavnBaHme CHMMKOB 3KpaHa

MepenaHHble Ha cepsep annbl

¢ [lpocmoTp/CkaunBaHue nepenaHHbix annos
CobbiTus

o [louck cobbiTumn

e Bbirpy3ka cobbiTnin B thainn

YBegomneHus

¢ [lpegBaputenbHas HacTpoKrka

¢ HacTtponka yBegomneHum



e YpaneHuve rpynn nonyyatenen unm paccblrok
o KoHdurypauus

e JlvyeHsum

Monb3oBaTenbckne NUUEH3nmn

CeCCUOHHbIE NULIEH3UN

[lobaBneHne nuueH3nn

YnaneHve nuueHsum

CuncTeMHble HaCTPOVKM

lNonb3oBaTenbckoe NogKNYeHne

e [loGaBneHne HOBbIX TUMOB NOAKITHOYEHWUN

CepBucHoe nogknoveHme
o [lobaBneHune cepBUCHOro NoaknveHnsa ¢ Tunom SSH

CeTeBble pacnonoxeHus
¢ [loGaBneHue ceTeBOro pacronoXeHus
e YKasaHue ONUTENbHOCTU cermeHTa Buaeo npu 3anucn RDP-ceccun
e Ponu
o [lpegBaputenbHas HacTpoKrka
e [lpegyctaHoBreHHbIE ponu
o Co3spaHune HOBbLIX poren
o [loGaBneHue nonb3oBaTtenen B COCTaB ponu
e YnaneHue ponen
e [lpunoxeHus
e Bebirpyska naponen
¢ KoHconb nonb3oBaresns
¢ [lony4eHune gocTtyna K pecypcy
e [logkntoveHne yepe3 SSH-KNMEHTHI
o SCP/SFTP nogknitoveHune K pecypcy
¢ JlnyHble nanku pecypcosB
e BbinonHeHue komaHg ¢ npusunernen root
o Onepauum € y4eTHbIMU 3annUcsamm
e Pabota c AAPM Console Tool
¢ Indeed PAM Desktop Console
¢ KoHconb nonb3oBarens
o O6y4eHune ayTeHTUpMKaTopa
¢ [lony4eHne gocTtyna K pecypcy
o [IpssiMoOe noakntoveHmne K pecypcy
e [logkntoyeHue K W3y goctyna
o [logkntoveHne k SSH Proxy



o T[logkntoyeHne no SSH Hanpsamyto
¢ [logkntoyeHne K Npon3BOSIbHOMY pecypcy
e 3agaHve napons npu NoAKNKYeHUN
o 3aBepLUeHne ceccum
MogkntoveHne Yyepe3 SSH-KNMEHTHI
o [logkntoveHune Yyepes W3 goctyna
¢ [logkntoyeHne K KOHKPETHOMY pecypcCy
o KomaHgHas cTpoka
¢ WinSCP
o FileZilla
KomaHgHas cTpoka
e SCP
e SFTP
« PSCP
e PSFTP
WinSCP
o [logknioyeHune 4Yepes W3 Joctyna
o [logkntoveHne HanpsiMyto K pecypcy
FileZilla
o SFTP nogkntoyeHune Kk pecypcy
JInyHble nankun pecypcoB
BbinonHeHne komaHa ¢ npusunernen root
Onepaunn ¢ y4eTHbIMM 3annCaMuU
¢ [lonck y4eTHbIX 3anncemn
e [lpocmoTp napons n SSH-kno4a y4eTHOM 3anmcu
¢ CwmeHa naponsa n SSH-knoya yyeTHon 3anucu
Pa6ota c AAPM Console Tool
e HacTtponka KOHCONBHOW YTUINUTLI
e lcnonb3oBaHME KOHCOMBbHON YTUMUTbI
Indeed PAM Desktop Console
e Hactponka n cbop noros
e TexHn4yeckasi nogaepxka
Hactpowka n cbop noros
e PacnonoxeHue noros
o JlormpoBaHwue ckpunTta yCTaHOBKM
e ProxyApp
e YTuUnutol

o nOI'VIpOBaHVIe HaTUBHbIX KOMMNOHEHT



¢ JlormpoBaHue B niX KOMMOHEHTaX
e SSH Proxy
e PAMSU
e Hactponka normposaHus
e HacTtponka appsettings.json
e Cekums NLog
o Cbopka noros n3 bpaysepa
e Chrome, Edge, Yandex
o Firefox
o TexHn4yeckasi nogaepxka
e WcTopua Bepcun
e 2.10
e 29
e 28



O npoaykre

O HoBOCTb

[ocTtynHa HoBaga Bepcusa npoaykta — Indeed Privilege Access Manager 3.0.

Cenyac Bbl NpocmaTtpuBaeTe AOKyMeHTaumo ang sepcum 2.10.

I'Iepexo,qMTe NO CCbIIKE, YTOObI YnTaTb aKTyalibHYyO JOKYMEHTaUuIo.

MporpammHbin Komnrieke Indeed Privileged Access Manager (Indeed PAM) — npogykT Ans ynpasneHus

AOCTYNOM MPUBUIIErMpPOBaHHbIX Nofnb3oBaTtenen Kk UT-cuctemam KomnaHuu.

EonHaga Touka AOCTyna npusmniermpoBaHHbIX nonb3oBaTesien K LeneBbim pecypcam.

[MpoTokonNbl Mpaeuna PacnucaHue 3aaBkK [logTBepXxaeHue
JocTtyna AocTtyna pocTyna Ha JoCTyn AocTtyna

3, ) _ [
¥ — D
9 — . s Ol

= INDEED PAM g L]
MpnBMNErnpoBaHHbIe LleneBble pecypchbl

NnoJib30BaTesin


http://localhost:3000/privileged-access-manager/3.0/intro/
http://localhost:3000/privileged-access-manager/3.0/intro/

TepMUHbI

O HoBOCTb

HocTynHa HoBas Bepcusa npoaykta — Indeed Privilege Access Manager 3.0.

Cewndac Bbl NpocmaTpmuBaeTe AoKyMeHTaumo ans sepcun 2.10.

I'Iepexo,qvlTe MO CCbIIKE, YTOObI YNTaTb aKTyalibHYyO JOKYMEHTauUuto.

KaTanor nonn3oBarteneu

O6nactb gomeHa Active Directory, n3 kotopon Indeed PAM nonyyaet gaHHble 0 coTpygHukax. BoamoxHa

paboTta ¢ Heckonbknumu gomeHamu Active Directory.

() UH®OPMALUSA

Kpome Active Directory nogaepxmBatotca criegytoLime cnyxbbl Katanoros:

e FreelPA (PAM 2.9 v BbiLwe)
e OpenLDAP (PAM 2.10 u Bbiwe)
e ALD Pro (PAM 2.10 u Bbiwe)

Nonb3oBaTtenu

CoTpygHuKK, YbM Nn4YHbIe ydeTHble 3anuck Active Directory BxogaT B KaTanor nosib3oBaresniemn.

Y4yeTHble 3anucum

JlokanbHble y4eTHble 3anucy pasnuyHbIX CUCTEM UM JOMEHHbIe ydeTHble 3anucn Active Directory, ot

kKoTopbix Indeed PAM nony4nn naponeb.

Pecypchbi


http://localhost:3000/privileged-access-manager/3.0/terms/
http://localhost:3000/privileged-access-manager/3.0/terms/

Pasnun4yHble cuctemsl, K KOTOPbIM HeO6XO,EI,VIMO nony4ynTb AOCTYN OT UMEHU YYETHbIX 3anucen.

[NomeHbI

[omMeHbl NpeaHasHayeHbl Ans nonyvYeHna n astomatmnyeckoro gobasnenuns B Indeed PAM goMeHHbIX

KOMMNbKOTEPOB N AOMEHHbIX YYETHbIX 3anucen.

NMNoapa3aeneHue

OpraHnsaumnoHHas eguHuLa Heobxogumas ans ooveanHeHus B Indeed PAM no doopmanbHbIM Npu3Hakam
nonb3oBaTenen, pecypcoB, Y4ETHbIX 3anvcen, paspeLlleHnin Ang ocTyna K sawuwaemMblM obbektam un T.4.
[MoopasgeneHna npegHasHadveHbl Ana pasgeneHus nonHoMounn agmuHuctparopoB Indeed PAM, uto
NO3BOSISIET BbINOSTHATL PabOThl TONBKO B paMKax KOHKPETHOrO nogpasaeneHusi 6e3 BO3MOXHOCTH

BMeLLaTbCAa B paboTy Apyrmx agmuHuctpaTtopos Indeed PAM.

XpaHunuuwie gaHHbIX

[na xpaHeHunsa gaHHbiX Indeed PAM moxeT ucnonesosate CYB/[:

Microsoft SQL Server
PostgreSQL
PostgreSQL Pro
Jatoba

CepBUCHOE noagknoyYeHue

CepBVICHOG NOAKIK4YEeHNE K peCypcCy NO3BOJIAET BbINOJIHATL Creayruine onepaunin:

¢ [lpoBepka coegnHeHust

o CUHXpOHU3AUNA yYETHbIX 3anmcen

o CuHXpOHU3aums rpynn 6e30nacHOCTN YYETHbIX 3anucemn
o [lpoBepka naponen (SSH-kno4en) y4eTHbIX 3annucemn

¢ N3meHeHne naponen (SSH-kno4en) y4eTHbIX 3anmcen

o CunHxpoHusauums sepcun OC unn sepcun CYB[]



o CuHxpoHusauna komnbtotepos B Active Directory
Cnepytowme Tunbl pecypcoB NOAAEPKNBAIOT CEPBUCHOE MOAKIMIOYEHNE:

o Microsoft Active Directory

e OC Windows

e OC *nix

» Microsoft SQL Server

o PostgreSQL

o« MySQL

e OracleDB

» Cisco (OC I0S XE)

e Inspur BMC (IPMI-mogynb)

NMonb3oBaTenbLCKoe nogkrnyeHue

Monb3oBaTenbCckoe NOAKMIYEHNE ABMAETCA CBOMCTBOM pecypca U No3BonsieT oTkpbiBaTb ceccun (RDP,
SSH u telnet) unu ceccun Yepes RemoteApp npunoxenus. lNogaepxmsatotcs criegyowmne TUnbl

MOOKITHOYEHUN:

« RDP
e SSH

Telnet

RemoteApp

Pecypc MOXET UMETb OAMNH N Bonee TMNOB NONb30BaATENBLCKUX NOAKMHOYEHNN.

Pa3pelwieHus

PaspeLueHns ncnonb3yrTes Ans ynpaeneHus 4ocTtyrnom. JTlo6oMy coTpyaHMKY M3 KaTarora nonb3oBaTene
MOXET ObITb BblAaHO pa3peLleHne Ha J0CTYN K pecypcy.
CocTaB paspeLleHus:

e MNMonb3oBatenb — COTPYAHUK, YbA JTIMYHAA y4HeTHaaA 3anncb BXOOAUT B COCTaB KaTtariora nonb3oBaTenen.

¢ Y4yeTHasa 3anucb — fokanbHasa UM JoMeHHasi y4yeTHasA 3anmcb OT UMEHU KOTOpOI7I nonb3oBaTterib

OyaeT OTKpbIBaTb CECCUIO Ha pecypce.



» Pecypc — pecypc, Ha KoTopom ByaeT OTKpbITa ceccus.

/\ NPEQYNPEXAEHUE

Pa3pelwueHune He MOXeET ObITb NBMEHEHO B npouecce aKkcryartaunn. OT1o3BaHHbIE paspelueHna He

MOryT ObITb BOCCTAHOBMEHbI.

NMonutTukmn

Ha60p HaCTpOeEK, pacnpeaendaemMblX Ha MHOXXeCTBO 06bekToB cucTeMbl. [1na ogHOro o6bekTa MoXeT ObITb
Ha3Ha4yeHa TOJ1bKO OaHa NorinTrKa oaHoro Tmna.



KOMMNOHEeHTLI

O HoBOCTb

HocTynHa HoBas Bepcusa npoaykta — Indeed Privilege Access Manager 3.0.

Cewndac Bbl NpocmaTpmuBaeTe AoKyMeHTauumo ans sepcun 2.10.

I'Iepexo,qvlTe NO CCbIIKE, YTOObI YNTaTb aKTyalibHYyO JOKYMEHTaUuIo.

CepBep ynpaBneHus

Indeed PAM Core

LleHTpanbHbIN KOMNOHEHT peanuayroLwmmn noruky komnnekca Indeed PAM.
Cpepna BbINONHEHUS:

¢ OC Windows Server 2016 — 2022 — web-cepsepe Internet Information Services (11S)

e OC Linux — Docker — Web-cepsep Nginx
Cocras:

o Web-npunoxeHue — core
3apauu:

° YHpaBneHme nonb3oBartendamMu, npuBUNermMpoBaHHbIM y4€THbIMU 3anncamMmn, OOCTyNnoMm, NaporidMu.

Indeed PAM IdP

LleHTp noeHtndukaumm nonb3osatenen n komnoHeHToB Indeed PAM.
Cpepna BbINONHEHUS:

e OC Windows Server 2016 — 2022 — web-cepBepe Internet Information Services (IIS)

¢ OC Linux — Docker — Web-cepsep — Nginx


http://localhost:3000/privileged-access-manager/3.0/components/
http://localhost:3000/privileged-access-manager/3.0/components/

Cocras:
o Web-npunoxeHue — idp
3apauu:

¢ YnpaeneHue ayTeHTMdMKaUMen nonb3oBaTenen, Bbigada n nposepka 2fa, nposepka NOANUHHOCTU

komnoHeHToB Indeed PAM.

Indeed PAM Management Console
AOMUHUCTpaTUBHBIN UHTepdenc ansa ynpaenexHns Indeed PAM.
Cpena BbINONHEHNS:

e OC Windows Server 2016 — 2022 — web-cepBepe Internet Information Services (IIS)

e OC Linux — Docker — Web-cepsep Nginx
Cocras:

o Web-npunoxeHne — mc
3apauu:

o Cnu1cok 3afay cM. B pasfene pykoBOACTBO agMUHUCTpaTopa.

Indeed PAM User Console

Monb3oBaTenbCkuin MHTEpdENC Ana AocTyna K 3awmwaemMmbiM obbektam Indeed PAM.
Cpepna BbINONHEHUS:

e OC Windows Server 2016 — 2022 — web-cepBepe Internet Information Services (11S)

e OC Linux — Docker — Web-cepsep Nginx
Cocras:
o Web-npunoxeHue — uc

3apauu:


http://localhost:3000/privileged-access-manager/2.10/administration/

o Cnucok 3agad cM. B pasaerne pykoBOACTBO MoJib30BaTens.

Indeed Log Server
Eaonnasa nnatopma gnsa pabotbl ¢ cobbiTnamm Indeed PAM.
Cpena BbINONHEHNS:

e OC Windows Server 2016 — 2022 — web-cepBepe Internet Information Services (IIS)

e OC Linux — Docker — Web-cepsep Nginx
Cocras:

o Web-npunoxeHue — Is
3apgauu:

o COop, xpaHeHne 1 Bbligaya cobbITUi.

Indeed PAM EventlLog

HononHutensHbln Mmogynb Ans Indeed Log Server.
Cpepna BbINONHEHUS:

e OC Windows Server 2016 — 2022
Cocras:

o Qannbl n bubnmnotekn ansa Indeed Log Server
3apgauu:

o Peanusyet 3anucb cobbituin B Windows Event Log

CepBep pgoctyna

Indeed PAM Gateway


http://localhost:3000/privileged-access-manager/2.10/user-manual/

Habop KoMnoHeHTOB peanuaylowmnx GyHKUUK jJump server'a, CPeacTB ayauTa CECCUN N MEXAHU3MOB

3allNThI.

Cpena BbINONHEHUS:

e OC Windows Server 2016 — 2022

CocrTasB:

o [MpunoxeHne — ProxyApp.exe

o [panBep onga pabotbl ¢ dannoson cuctemon — Pam.FsFilter
o Cnyx6a B3anmogencteus ¢ Pam.FsFilter — Pam.Service

o MoaunduumpoBaHHbIn SSH knneHT — Putty.exe

o Pacwupenune ana mstsc.exe

e Habop ytunut n 6ubnuotek — FFmpeg

e BnbnunoTekn KOHTpONs NPoLECCOB

3apauu:

MpenocTtaBneHue goctyna no npotokonam RDP/SSH/Telnet n npoynm B pexxume RemoteApp.

BeneHue 3anncu Bugeo n CHAMKOB 9KpaHa, rnepexsarta TeKCTa u nepexeara nepegaBaemMbiX (baﬁﬂOB.

O6paboTka 1 coxpaHeHne apTedakToB CECCUMN.

I'IpOBepKa COCTOAHUA KIMTMEHTCKNX KOMIMOHEHTOB.

KOHTpOJ'Ib 3anyckKa rnpoueccoB 1 ocTtyrna K Q)aVIHOBOVI CUCTEME.

Indeed PAM SSH Proxy

Mpokcu-cepsep onsa SSH-ceccun.
Cpena BbINOMHEeHUs:
e OC Linux — Docker
Cocras:
o [NpunoxeHne — Pam.SshProxy.Service (OC Linux)

3apauu:



o [lpegoctaBneHune gocrtyna no npotokonam SSH\SCP\SFTP.
o BegeHune nepexBaTta TeKCTa U nepexeaTta nepegaBaembix ansnos.

o Ob6paboTka n coxpaHeHne apTedakToB CECCUN.

Indeed PAM RDP Proxy

Mpokcun-cepeep ans RDP-ceccun.
Cpena BbINONHEHUS:
e OC Linux — Docker
Cocras:
e [NpunoxeHne — Pam.RdpProxy.Service (OC Linux)
3apauu:

o [lpepoctaBneHue goctyna no npotokony RDP.
o BepneHue nepexeaTa TekcTa, BUAEO, CKPUHLLOTOB M NepexsaTa nepegaBaembix hannos.

o Ob6paboTka n coxpaHeHne aptTedakToB CECCUM.

Indeed ESSO Agent u Indeed Admin Pack

Habop komnoHeHTOB Anga peanu3aumm SSO-goctyna.
Cpena BbINOMHEHUs:

e OC Windows Server 2016 — 2022
Cocras:

o Habop npunoxeHui, crnyx6 n NHCTPYMEHTOB 4151 B3aUMOAENCTBUS ¢ bopmamMm ayTeHTUdUKaLMm 1
komMnoHeHTamu Indeed PAM.

o Pacwwupenuns ona 6paysepos: Internet Explorer; Google Chrome; EDGE.
3apauu:

L I'IepeXBaT M 3anoriHeHune q)OpM ayTeHTI/I(bI/IKaLI,I/WI web 1 HacTonbHbIX I'Ipl/IJ'IO)KeHVIIZ.



Pecypcbl Windows

Indeed PAM Agent

KoMnoHeHT ans nepexeara Tekcra.
Cpepna BbINONHEHUS:
e OC Windows Server 2012R2 — 2022/Windows XP SP3 X64 — 11
Cocras:
o Cnyx6a — Pam.Proxy.WindowsAgent
3apgauu:
o ®duKcaums Ha3BaHW aKTUBHbIX OKOH, MPOLECCOB U BBOAA.

() K CBEOEHUIO

KomnoHeHT Indeed PAM Agent siBnseTtca HeobsasaTenbHbIM, Tak kak Indeed PAM nonHOCTbIO
GesareHTckoe pelueHne, JONONHNTENbHbIE KOMMOHEHTbI MCMOMb3YHTCSA TOMBbKO OIS PeLleHus

crneunarnbHbIX 3a4au.

Pecypchbl Linux

Indeed PAMSU

KoMNoHeHT Ans BbINOMHEHWSI KOMaHA C npuBuUnernen root, aHanormyHo sudo UCnonb3yeTcs KomaHaa
pamsu. OTnuyne 3aknoyaeTcsa B TOM, YTO ayTeHTUdUKaums dyaet sanpawumeatbea y nonb3osartens PAM, a

He NpMBUNErMpoBaHHOM Y3 OT MMEHN KOTOPOW OTKPbITa CECCUS.
Cpepna BbINONHEHUS:

e OC Linux
Cocras:

e deb nnu rpm naket



3apauu:

¢ BbinonHeHne komaHA € NOBbILLEHWEM NPUBUMIErMA OT MMeHN nosib3osaTtens PAM

(D K CBEOEHMIO

KomnoHeHT Indeed PAMSU gaBnsetca HeobsizaTenbHbIM, Tak kKak Indeed PAM nonHocTbio 6e3areHTckoe

peweHune, 0onorHNTENbHbIE KOMIMOHEHTbLI NCMOJMb3YHOTCA TOJIbKO AJ14 peLleHnA cneunaribHbliX 3agau.

Pabouyee mecTto nonb3oBaTtensa Indeed PAM

Indeed PAM Desktop Console

[onoNHUTENbHLI MHCTPYMEHT ANd Nony4YeHnsa AoCTyna K 3awuwaemblM obbektam Indeed PAM.
Cocras:

o MoanduumpoBaHHbin mMRemoteNG.exe
3apauu:

o Cnuncok 3agady cm. B pasgene pykoBoACTBO MOJib3oBaTesA.


http://localhost:3000/privileged-access-manager/2.10/user-manual/

==p
85 | YnpouweHHasa Ha Windows

[nsa o3HakomneHus ¢ Indeed PAM

i YnpouweHHas Ha Linux
=

[ns o3HakomneHus ¢ Indeed PAM

@? OcHoBHas

Ons BHeOpeHnaA 1 3Kkcnnyataumn B I'IpOMbILIJJ'IGHHOVI cpene

% OTtkasoycTonumBas

[ns BHeApeHus 1 aKcnyaTauum B NPOMBILLIIEHHON cpeae (C AyOnupoBaHMeM CEPBEPOB)



http://localhost:3000/privileged-access-manager/2.10/component-deployment/simplified-windows/
http://localhost:3000/privileged-access-manager/2.10/component-deployment/simplified-linux/
http://localhost:3000/privileged-access-manager/2.10/component-deployment/basic/
http://localhost:3000/privileged-access-manager/2.10/component-deployment/fault-tolerant/

YnpouweHHaa Ha Windows

KomnoHeHTbl Indeed PAM ycTaHaBnuBatoTCcsa Ha fBa cepBepa. PekomeHayeTcs Ans 03HaKOMMAEHNS n

TECTMPOBAHUSI.

KOMNOHEeHTbI

CepBep ynpaBneHusi/Cepsep aoctyna (RDP/RemoteApp)

e Indeed PAM Core

e Indeed PAM IdP

¢ Indeed PAM Management Console
e Indeed PAM User Console

¢ Indeed Log Server

¢ Indeed PAM EventLog

e Indeed PAM Gateway

e Indeed ESSO Admin Pack

¢ Indeed ESSO Agent

CepBep poctyna (SSH/SCP/SFTP)

e Indeed PAM SSH Proxy
¢ Indeed PAM RDP Proxy

CueHapuu padboTbl

NMonb3oBaTenbCKUn



MSSQL/PGSQL
(1, 3,5)

CepBep ynpasneHus
CepBep oocTtyna
(RDP\RemoteAPP)

HTTPS/ 0 = \ RDP/SSH
(1) / 5 HTTPS 1 .4,
RDP

o AN

Pabouyee mecTO

COTpyAHMKA MegunaxpaHunuiie Pecypchl
HTTPS
(3)

= g &
\ SMB/’

SSH/SCP/SFTP 5)
(2) |~ " SSH/SCP/SFTP

=

CepBep pocTyna
(RDP\SSH\SCP\SFTP)

1. MNogkntoyeHne K nIn4HoMy KabunHeTy nonb3oBaTens Yepes bpaysep nnm 3anyck Indeed PAM Desktop
Console. [lomeHHas ayTeHTUdMKaLNA 1 pernctpaumna/npegoctaBneHme BToporo aktopa. Nposepka
nons3osatensa B b IdP. lNonyyeHue cnucka pecypcos n3 b Core. NonyyeHne RDP-anna ans

NOAKIMKOYEHUA K PECYPCY.



2. MopakntoyeHne k cepeepy goctyna (RDP\RemoteApp) npy nomowm RDP-ganna, Indeed PAM Desktop
Console unu nogkntoveHne k cepsepy goctyna (RDP\SSH\SCP\SFTP) npu nomowm RDP-canna unu
otaernbHoro SSH-knmneHTa.

3. lomeHHasa ayTeHTUMKaUNA 1 npegoctasneHme BToporo gakrtopa. lNposepka nonb3osartens B I1dP.
MpoBepka paspeleHuns Ha goctyn B B[] Core. N3BneveHne ns CYB/[ normHa v naponsa cepBuUcHOM
y4yeTHou 3anucu anga paboTsl ¢ MegmaxpaHmnuweM. N3enederHne ns CYB[ nornHa n napons
NPMBUNErMPOBAHHOW YYETHOWN 3anucu A NOAKITHOYEHUS K pecypcy.

4. MNopgkno4veHne K pecypcy.

5. CoxpaHeHne BUAEO U CKPUHLIOTOB B MeauaxpaHmnuuie. CoxpaHeHune tekctoBoro nora B b Core.

AOMMHUCTPaATUBHDbIN



MSSQL/PGSQL
(1,2)

Cepeep ynpaBneHus

Paboyee mMecTO CepBep gocTyna
agMUHUCTpaTopa (RDP\RemoteAPP) Pecypcbil
@ — CepBUCHbIe ==
E HTTPS o=
_ ° — onepaununm —» E E
[o] M o (2) I-E-l
SMB
(2)
¥
MegunaxpaHunuiie

=

1. MNogkntoyeHue Kk kKabnHeTy agMuHucTpaTtopa. [lomeHHas ayTeHTUmkauunsa n permctpauus/

npegocTasneHne BToporo goaktopa. lNpoeepka nonb3osatensa B b IdP.

2. MNony4yeHne, nobasneHne N pegakTMpoBaHMe 06bLEKTOB CUCTEMbI. BbiNoNHEHME CEPBUCHBLIX Onepauni.



YnpouweHHada Ha Linux

KomnoHeHTbl Indeed PAM ycTaHaBnuBatoTCcsa Ha fBa cepBepa. PekomeHayeTcs Ans 03HaKOMMAEHNS n
TECTUPOBaAHUA.

KOMNOHEeHTbI

Cepsep ynpaeneHus/Cepsep aoctyna (RDP/SSH/SCP/SFTP)

e Indeed PAM Core

e Indeed PAM IdP

¢ Indeed PAM Management Console
e Indeed PAM User Console

¢ Indeed Log Server

e Indeed PAM SSH Proxy

¢ Indeed PAM RDP Proxy

CepBep poctyna (RDP/RemoteApp)

¢ Indeed PAM Gateway
¢ Indeed ESSO Admin Pack
e Indeed ESSO Agent

CueHapuun padoTbl

NMonb3oBaTenbLCKUn



MSSQL/PGSQL
(1, 3,5)

CepBep ynpasneHus
CepBep gocTyna
(RDP\SSH\SCP\SFTP)

HTTPS/ 0 = \ RDP/SSH
(1) / 5 HTTPS 1 .4,
RDP

o AN

Pabouyee mecTO

COTpyAHMKA MegunaxpaHunuiie Pecypchl
HTTPS
(3)

= g &
\ SMB/’

SSH/SCP/SFTP 5)
(2) |~ " SSH/SCP/SFTP

=

CepBep pocTyna
(RDP\RemoteAPP)

1. MNogkntoyeHne K nIn4HoMy KabunHeTy nonb3oBaTens Yepes bpaysep nnm 3anyck Indeed PAM Desktop
Console. [lomeHHas ayTeHTUdMKaLNA 1 pernctpaumna/npegoctaBneHme BToporo aktopa. Nposepka
nons3osatensa B b IdP. lNonyyeHue cnucka pecypcos n3 b Core. NonyyeHne RDP-anna ans

NOAKIMKOYEHUA K PECYPCY.



2. MopakntoyeHne k cepeepy goctyna (RDP/RemoteApp) npy nomowm RDP-ganna, Indeed PAM Desktop
Console unu nogkntoveHne k cepsepy goctyna (RDP/SSH/SCP/SFTP) npu nomowwm RDP-canna unu
otaernbHoro SSH-knmneHTa.

3. lomeHHasa ayTeHTUMKaUNA 1 npegoctasneHme BToporo gakrtopa. lNposepka nonb3osartens B I1dP.
MpoBepka paspeleHuns Ha goctyn B B[] Core. N3BneveHne ns CYB/[ normHa v naponsa cepBuUcHOM
y4yeTHou 3anucu anga paboTsl ¢ MegmaxpaHmnuweM. N3enederHne ns CYB[ nornHa n napons
NPMBUNErMPOBAHHOW YYETHOWN 3anucu A NOAKITHOYEHUS K pecypcy.

4. MNopgkno4veHne K pecypcy.

5. CoxpaHeHne BUAEO U CKPUHLIOTOB B MeauaxpaHmnuuie. CoxpaHeHune tekctoBoro nora B b Core.

AOMMHUCTPaATUBHDbIN



MSSQL/PGSQL
(1,2)

CepBep ynpasneHus

Paboyee mMecTO CepBep gocTyna
agMUHUCTpaTopa (RDP\SSH\SCP\SFTP) Pecypchbil
@ — CepBUCHbIe ==
W HTTPS o =
(o] 0 | B orepmon = Bk
SMB
(2)
¥
MeganaxpaHunuuie

=

1. MNogkntoyeHue Kk kKabnHeTy agMuHucTpaTtopa. [lomeHHas ayTeHTUmkauunsa n permctpauus/

npegocTasneHne BToporo goaktopa. lNpoeepka nonb3osatensa B b IdP.

2. MNony4yeHne, nobasneHne N pegakTMpoBaHMe 06bLEKTOB CUCTEMbI. BbiNoNHEHME CEPBUCHBLIX Onepauni.



OcHoBHas

KomnoHeHTbl Indeed PAM ycTaHaBnuBatoTCa Ha Tpu cepBepa. ATOT TUN YCTaHOBKM MNO3BONSAET OTAENUTb
NOrMKY CUCTEMBbI OT KOMMNOHEHTOB NPeaoCTaBNALWMX A0CTYMN. PekomeHayeTca Ana BHeOPEHNA U

JKCcnyataunn B NPOMBbILLNEHHON cpeae.

KOMNOHEeHTbI

CepBep ynpaBrneHus

e Indeed PAM Core

e Indeed PAM IdP

¢ Indeed PAM Management Console
e Indeed PAM User Console

e Indeed Log Server

¢ Indeed PAM EventLog

CepBep poctyna (RDP/RemoteApp)

¢ Indeed PAM Gateway
e Indeed ESSO Admin Pack
¢ Indeed ESSO Agent

CepBep poctyna (RDP/SSH/SCP/SFTP)

e Indeed PAM SSH Proxy
¢ Indeed PAM RDP Proxy

CueHapuu padboTbl

NMonb3oBaTenbLCKUNn



CepBep poctyna

(RDP\RemoteAPP)
RDP 5
(2) =
HTTPS E
l (3 RDP/SSH
| HTTPS n T.4.
SMB
(5) (4)
Pabouee MecTo Cepsep N
COTPYOHMKaA ynpasneHms CYB/[ MepguaxpaHunuile Pecypchl
g ] HTTPS (=) |mssaL/PGsaL - ' ==
e = = I > = BENd
[ o] () =) (1,35 — _E‘_

(5) SSH/SCP/SFTP
| (4)

HTTPS
(3)
SSH/SCP/SFTP S

Cepsep gocTyna
(RDP\SSH\SCP\SFTP)

1. MNogkntoyeHne K NnnyHoMy KabuHeTy nonb3oBaTenst Yepes 6paysep unu 3anyck Indeed PAM Desktop

Console. [lomeHHas ayTeHTMdMKaUna n permctpaumna/npeaoctaBneHme Btoporo gakropa. lNposepka

nonb3oBatens B b IdP. MNonyyeHne cnncka pecypcos n3 b Core. NMNonyyeHne RDP-anna ans
NOAKMIOYEHNS K pecypcy.

2. MNopkntoyeHne k cepeepy goctyna (RDP\RemoteApp) npu nomowm RDP-ganna, Indeed PAM Desktop

Console unu nogkntoveHne k cepsepy goctyna (RDP\SSH\SCP\SFTP) npu nomowm RDP-canna nnu

otAaernbHoro SSH-knueHTa.

3. lomeHHasa ayTeHTUdMKaUNA 1 NnpegoctasneHme BToporo gakropa. lNposepka nonb3osartens 8 b IdP.

MpoBepka paspeleHus Ha goctyn B Bl Core. N3BneveHne ns CYB[ normHa n naponsa cepBuUcHoOm
yyeTHou 3anucu anga pabotbl ¢ MegmaxpaHunuweM. N3enederHne ns CYB[ nornHa n napons

NPMBUNErMPOBaHHOM YYETHOWN 3anucu A NOAKITIOYEHUS K pecypcy.
4. [NogkntoveHne K pecypcy.

5. CoxpaHeHne BUAEO U CKPUHLLOTOB B MeauaxpaHunuuie. CoxpaHeHune TekctoBoro nora B b Core.

AOMWHUCTPATUBHLIN



MSSQL/PGSQL
(1,2)

Pabo4yee mecTOo ‘
agMuUHUCTpaTopa Cepsep ynpasnieHus Pecypcbl

CepBuCHbIe =

[—]
onepauumn —» EEE

(2) I |

.j' Wl HTTPS
|| (1

SMB
(2)
N4

MeguaxpaHunuiie

=

olojo

1. MNogkntoyeHne K KabmnHeTy agMnHucTpaTtopa. [lomeHHas ayTeHTUmkauunsa n permctpauus/
npegocTasneHne BToporo gpaktopa. lNposepka nonb3osatensa B b1 IdP.

2. MNony4yeHne, gobaBneHne U pegakTMpoBaHMe 06bLEKTOB CUCTEMbI. BbiNONHEHME CEPBUCHBLIX Onepauni.



OTKka3oycTonumBas

KomnoHeHTbl Indeed PAM ycTaHaBnunBatoTCa Ha pasHble CepBeEpbI, KaXabl cepBep Aybnupyerca ans
opraHu3aLmu 0TKa3oyCTon4MBoCTU. PekomeHayeTcs ncnonb3oBaTh AN BHEAPEHUS U 3KChnyaTauum B

NPOMBbILLUIIEHHON cpeae.

KOMNOHEeHTbI

CepBep ynpaBrneHus

Indeed PAM Core
¢ Indeed PAM IdP

¢ Indeed PAM Management Console
e Indeed PAM User Console

e Indeed Log Server

¢ Indeed PAM EventLog

CepBep poctyna (RDP/RemoteApp)

¢ Indeed PAM Gateway
e Indeed ESSO Admin Pack
¢ Indeed ESSO Agent

Cepsep noctyna (RDP/SSH/SCP/SFTP)

e Indeed PAM SSH Proxy
¢ Indeed PAM RDP Proxy

CueHapuun padboTbl

Monb3oBaTenbCKun
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Cepeepbl gocTyna
(RDP\SSH\SCP\SFTP)

. MogkntoveHne K nnyHoMy KabuHeTy nonb3oBatesns Yepes bpaysep nnm 3anyck Indeed PAM Desktop
Console. [lomeHHas ayTeHTMdMKaUna n permctpaunsa/npeaoctaBneHme Btoporo gakropa. lNposepka
nonb3oBatens B B[] |dP. NMony4eHue cnucka pecypcos n3 b Core. MNony4yenne RDP-canna anga
NOAKIMIOYEHNS K pecypcy.

. MopxkntoveHmne k cepsepy aoctyna (RDP/RemoteApp) npu nomowm RDP-canna, Indeed PAM Desktop
Console unu nogkntoveHne k cepsepy goctyna (RDP/SSH/SCP/SFTP) npu nomowwm RDP-canna unu
otaernbHoro SSH-knmneHTa.

. JoMeHHaa ayTeHTUdUKaLmMsa 1 npegocTasneHne BToporo ¢gakropa. Nposepka nonb3osarens 8 b IdP.
MpoBepka paspelueHuns Ha goctyn B B[] Core. N3BneveHne ns CYB/[ normHa v naponsa cepBuUcHoOm
y4yeTHou 3anucu anga pabotsl ¢ MegmaxpadmnuweM. N3enederHne ns CYB[ nornHa n napons
NPVBUNErMPOBaHHOM YYETHOWN 3anucu A9 NOAKITHOYEHUS K pecypcy.

. MopkntoyeHne Kk pecypcy.



5. CoxpaHeHve BMOEeO U CKPUMHLLOTOB B MeauaxpaHunuule. CoxpaHeHne Tekctosoro nora B b Core.

AOMUHUCTPATUBHLIN

MSSQL/PGSQL
(1,2)

Paboyee mecTo BanaHcupoBLWKMK |
agMUHMUCTpaTopa Harpyskmu CepBepbl ynpasneHus Pecypcbl

@‘# HTTPS R QQQ HTTPS .
o] “) == o R

CepBuUCHbIE =H=—F
onepaumn —» EEE
(2) LIl

— &)

SMB
(2)
¥

MegunaxpaHmnuiie

=

1. MNogkntoyeHune K kabnHeTy agMuHUcTpatopa. [JomeHHas ayTeHTudukaums n permcrpaums/
npegocTaBrieHne BTOPOro aktopa.

2. I'Ionyqume, nobasnexHune n penakTnpoBaHune 006bekToB cucTeMbI. BbinonHeHne CepBUCHbIX onepauun.



== [ins OC Windows

AnnapartHble 1 nporpammHble TpeboBaHusa ans yctaHosku Indeed PAM Ha OC Windows

== [ins OC Linux

AnnapatHble 1 nporpaMmmHble TpeboBaHus ans yctaHoBku Indeed PAM Ha OC Linux

@ K CYBQ

AnnapatHble TpeboBaHua k CYB[



http://localhost:3000/privileged-access-manager/2.10/system-requirements/windows-environment/
http://localhost:3000/privileged-access-manager/2.10/system-requirements/linux-environment/
http://localhost:3000/privileged-access-manager/2.10/system-requirements/dbms-environment/

Oona OC Windows

CepBep ynpaBneHus

AnnapaTHble TpeboBaHusA

MapameTpbl 50 ceccum 100 ceccum 200 ceccun
CPU 8 Cores 16 Cores 32 Cores
RAM 8 GB 16 GB 32GB
HDD/SSD 120 GB 120 GB 120 GB
Network adapter 1 Gb 1Gb 1Gb

lNMporpamMmHble TpeboBaHUA
OnepauunoHHas cuctema:

e Windows Server 2016 — 2022
[lomeH:

» B cocraBe pomeHa Microsoft Active Directory
Beb-cepBep:

« Internet Information Services 8.5 —10.0

Moaynu ons Beb-cepsepa Internet Information Services:

O6bi4yHas npoBepka nognmHHocTu (Basic Authentication)

MpoBepka nognuHHoctn Windows (Windows Authentication)

Cratnyeckoe cogepxumoe (Static Content)

MepeHanpasneHne HTTP (HTTP Redirection)



ASP.NET Core Runtime
Pacwupenus ISAPI (ISAPI Extensions)

Pacwupsaemoctb .NET (.NET Extensibility)
®dunetpol ISAPI (ISAPI Filters)

KoHconb ynpaenenus cnyxbamu 1S (1IS Management Console)
[lononHuTenbHble KOMMNOHeHTbl Microsoft:

e Microsoft .NET Core 6
¢ URL Rewrite

CeTteBoOe B3anmogencreue

Bxopsiwue Ucxopswmne

Mpotokon lopT OnucaHue

TCP 443 PaboTta ¢ nuyHbIMK kKabuHeTtamu, API n IdP

CepBep aoctyna (RDP)

AnnapaTtHble TpeboBaHuUA

MapameTpbl 10 RDP/SSH ceccun 50 RDP/SSH ceccun
CPU 8 Cores 16 Cores
RAM 12 GB 32 GB
160 GB + 5 GB Ha 320 GB + 5 GB Ha
HDD/SSD Kaxkadoro rnosib3oBaTenst Ka)xJoro norb3oBarterns
PAM PAM

100 RDP/SSH ceccui

32 Cores

64 GB

520 GB + 5 GB Ha

Ka)kaoro nonb3oBaTens
PAM



MapameTpsbl 10 RDP/SSH ceccun 50 RDP/SSH ceccun 100 RDP/SSH ceccun

Network
1Gb 1 Gb 1 Gb
adapter

/\ MPEOYNPEXOEHUE

TpeboBaHust paccymTaHbl ANs BblAeNeHHOro oM3n4ecKkoro cepepa. TeCTMpoBaHUE BbINOMHANOCH A1
ceccunt RDP n SSH.

[na nogaepxaHnsi 3asiBNEHHOIO KonmnyecTBa OAHOBPEMEHHbIX CECCUMI HEOBX0AMM NpoLEeccop C
nogaepxkon Simultaneous multithreading (AMD) nnun Hyper-Threading (Intel).

3asiBNeHHOe KOrM4YeCTBO OHOBPEMEHHbIX CECCU NOAAEPXKNBAETCA MNPU YCNOBUN 3axBaTa BUAEO C
ogHoro MoHuTopa B paspeLleHun HD. Pa3spelueHue Buaeo onpegensercs HacTporMkaMm MOHUTOPa Ha
CTOpOHe KnuneHTa. [Npun yBennyeHnn paspeLleHns Unm Kornmyectsa MOHUTOPOB MakcMMarnsHoe

3asaBlIeHHOE KOolin4eCcTBO OAHOBPEMEHHbIX CECCUN CHU3UTCS.

icnonb3oBaHue KNMEHTCKUX NpuUnoXXeHumn 3anyckaemMbix ¢ cepeepa Indeed PAM B pexume RemoteApp
CHWXaeT MaKkcMMarnbHOoe KONMMYeCcTBO OQHOBPEMEHHbIX CeCCUN. BnusiHne Kaxxgoro NnpunoXeHns Ha
MakCcuMarnbHO€e KONMYeCTBO OAHOBPEMEHHbIX CECCUN UHAMBUAYAITbHO U onpeaenseTca npu

TECTUPOBAHUN.

Ecnn pasBepTbiBaHWE BbIMOMHAETCS B KOHKYPEHTHOM BUPTYanbHOW cpeae, TO KOMYeCcTBO
OLHOBPEMEHHbIX CECCUA MOXET ObITb MeHbLUEe. [1ns nogaepKkn 3asBNEeHHOro KonnyecTea
OLHOBPEMEHHbIX CECCU BUPTYasibHbIM CepBep A0SMKEH UMeTb 3apesepBupoBaHHble MHz n RAM

SKBMBANEHTHblE (DM3NYECKOMY CEPBEPY.

NMporpamMHbIe TpeboBaHUSA
OnepaumoHHas cuctema:

e Windows Server 2016 — 2022
[omeH:

* B coctaBe pomeHa Microsoft Active Directory

[lononHuTenbHble KOMMNOHeHTbl Microsoft:



e Microsoft .NET Desktop Runtime x64 Bepcus 6
e Microsoft C++ 2015 — 2019 Redistributable

Bbpaysep:

¢ Google Chrome

¢ Microsoft EDGE
Ponn Remote Desktop Services:

* Remote Desktop Services Broker (RDCB)
* Remote Desktop Services Host (RDSH)
+ Remote Desktop Web Access (RDWA)

CeTeBoOe B3anmogeuncTemue

Bxopsiwue Ucxopswne

Mpotokon [lopT OnucaHue

TCP 3389 [MoakntoveHne K cepBepy OOCTyna

TCP 5443 MpocmoTp cTpuma ceccum


https://dotnet.microsoft.com/en-us/download/dotnet/6.0

onsa OC Linux

CepBep ynpaBneHus

AnnapaTHble TpeboBaHusA

MapameTpbl 50 ceccum 100 ceccum 200 ceccun
CPU 2 Cores 2 Cores 2 Cores
RAM 4 GB 4 GB 4 GB
HDD/SSD 120 GB 120 GB 120 GB
Network adapter 1 Gb 1Gb 1Gb

lNMporpamMmHble TpeboBaHUA
OnepauunoHHas cuctema:

e OC Linux
KoHTenHepusaums:

e Docker He Huxe 18.09

o Docker Compose He Huxe 1.29.2

/\ NPEQYNPEXAEHUE

Docker gomxkeH ObITb YCTAaHOBIEH U3 PENO3UTOPUS ANCTpMbyTUBa.

v AnbTepHaTuBHbIM cnocob yctaHoBku Docker (He pekomeHayeTcs)

B kpanHux cniyyasix (korga HeT JOCTyna K peno3nTopusiM onepaunoHHon cuctembl u Docker) Bo3aMoXHa
yctaHoBka Docker ns cratmyecknx GuHapHbIx annos.




Ecnn Bbl ucnonb3yeTte onepaumoHHy0 CUCTEMY, OTIIMYHYIO OT NEPEYNCHEHHBIX MO CChISIKE, TO Npwn
yCTaHOBKE 3TUM Cnocobom He ycTaHoBUTCA Heobxoammbin ans padotel Indeed PAM naket ¢ mogynem
SELinux. B 6onblUMHCTBE CMCTEM 3TOT NaKeT Ha3biBaeTcsa container-selinux.

YcTaHoBUTE ero Bpy4Hy B COOTBETCTBUN C AOKYMEHTaALMEN NCMOMNb3yeMOWn onepauuoHHON CUCTEMBI.
Cpoenatb 9TO HY)XXHO nepea, 3anyckomM cKkpunTa ycTaHoBku run-deploy.sh.

Beb-cepeep:

e Nginx 1.23.1 (docker-o6pa3)
CeTeBoe B3aumopgeucrTeme

Bxopswume Ucxopsimne

Mpotokon [lopT OnucaHwue

TCP 443 Pabota ¢ nnyHbiMn kabuHetamun, APl n IdP

CepBep aoctyna (SSH)
AnnapaTtHble TpeboBaHuA

MapameTpsbl 50 SSH ceccun 100 SSH ceccun 200 SSH ceccumn

CPU 2 Cores 2 Cores 2 Cores
RAM 2 GB 2 GB 4 GB
HDD/SSD 120 GB 120 GB 120 GB

Network adapter 1 Gb 1Gb 1Gb


https://download.docker.com/linux/

NMporpamMHble TpeboBaHUA
OnepaunoHHas cuctema:

o OC Linux
KoHTenHepusauyus:

e Docker He Huxe 18.09

¢ Docker Compose 1.29.2
CeTeBoOe B3anmoagencreme

Bxopsawme Ucxopsawme

Mpotokon [lopT OnucaHue

TCP 2222 [MookntoveHne K cepBepy OOCTyna

CepBep aoctyna (RDP)
AnnapaTtHble TpeboBaHuA

MapameTpbl 10 RDP ceccun 50 RDP ceccun 100 RDP ceccun

CPU 4 Cores 12 Cores 16 Cores
RAM 4 GB 12 GB 40 GB
HDD/SSD 120 GB 120 GB 120 GB
Network adapter 1 Gb 1Gb 1Gb

NMporpamMHble TpeboBaHUA



OnepaunoHHas cuctema:
e OC Linux
KoHTenHepusaums:

e Docker He Huxe 18.09

e Docker Compose 1.29.2
CeTeBOe B3anmoagencremue

Bxopsawme Ucxopawme

Mpotokon T[lopT OnucaHue
TCP 3389  [logknoyeHue Kk cepBepy JocTyna
TCP 8443 MpocmoTp cTpuma ceccum

Hactpouku 6e3onacHoctu CIS Benchmark

Ha cepBepax PAM HeobxogmMmo npumeHnTb HacTponkn 6esonacHocTtu CIS Benchmark, onucaHHble B PDF-
danne. MNMonyunTb harn MOXHO OAHMM U3 CNOCOOOB:

e CKayaTb paunn 3gechb

e MONy4nTb (hann Ha odmumnanbHOM canTe cisecurity


http://localhost:3000/privileged-access-manager/assets/CIS_Docker_Benchmark_v1.7.pdf
https://www.cisecurity.org/benchmark/docker

KCYb

NopnpepxuBaemble CYB

* Microsoft SQL Server 2012SP2 — 2022 ¢ nogaepxkon Full-Text and Semantic Extractions for Search
PostgreSQL 12-16

Postgres Pro Standard 12-16

Postgres Pro Enterprise
Jatoba 4-5

/\ NPEQYNPEXAEHUE

Mpw ncnonb3oBaHun Microsoft SQL Server o6s13aTenbHO AOMKEH ObiTh YCTAHOBMEH A0NOMHUTENbHbIN

MOAYNb — MOMHOTEKCTOBbIN U ceMaHTnyeckni nonck (Full-Text and Semantic Extractions for Search).

AnnapaTHble TpeboBaHuA

MapameTpsbl 50 ceccun 100 ceccun 200 ceccumn
CPU 2 Cores 2 Cores 2 Cores
RAM 2GB 4 GB 4 GB
HDD 1TB 1TB 1TB
Network adapter 1 Gb 1 Gb 1Gb

NMporpammublie TpeboBaHUA

e B cooTBeTCTBMM C 0hmUmManbHOM JOKYMEHTaumen npomssoamTens

CeTeBoe B3anMmoaencrTeue



e B cooTtBeTCcTBMM C 0pmUManbHOM OKYMEHTaumemn npomMssoauTens



JlnueH3unpoBaHue

B Indeed Privileged Access Manager (Indeed PAM) ecTb ABe cxeMbl NNLEH3NPOBAHNA:

e [lo nonb3oBaTensM u pecypcam.

e [lo ceccnsam (ogHOBPEMEHHBLIM NOAKMHYEHNAM).

/\ OBPATUTE BHUMAHWE

Bbl MOXeTe BbIbpaTh TOMBKO Of4HY CXEMY NULEH3MPOBAHUS B paMKax ogHou nHctannsaumm Indeed PAM.

OTgenbHO (BHE CXeM NULEH3MPOBaHWS) MOXHO nprobpectn nuueHsno Ha Application to Application
Password Management (AAPM). 3Ta nuueH3us BnvsieT TONbKO Ha AocTyn K pyHkunam AAPM u He BnivsieT
Ha BO3MOXHOCTb MOrib3oBaTernen ycTaHoBUTb ceccuto Yepe3 PAM unv Ha BO3MOXHOCTb afMUHUCTPpaTopa

no6aBunTb Nonb3oBaTento paspeLlueHune.

JluLeH3upoBaHue No nosnb3oBaTensAM U
pecypcam

Mpwn BbIOOpE 3TON CXEMbI NIULIEH3NPOBAHNSA BaM HY)XHO ONpeaennTb KONMM4eCcTBO Nofb3oBaTeNnen u
KONMM4eCcTBO pecypcoB B Ballen nHctannauum Indeed PAM.

OHu 3apatoTcs KONMYECTBOM NULIEH3UIA CReayoLWmMX TUMOB:

¢ [lonb3oBaTtenbckasi — onpenendeT KoNM4YecTBO Nosib3oBaTernen, KOTopble CMOryT ucnonb3osaTth Indeed
PAM.

e PecypcHas — onpegensieT KonmyecTBO pecypcoB, KOTopble MOXHO co3faTh B Indeed PAM.

Mpu BbIGOpE 3TOM CXEMbI NIMLEH3NPOBAHUSA KONMYECTBO CECCUI (OQHOBPEMEHHbIX MOAKIHOYEHNI) HE
orpaHunyeHo. Nonb3oBaTenbCckme NUUEH3UN MOXHO nepepacnpeaenntb Mexay CoTpyaHUKamm (0To3BaTb
NULIEH3MM Y OOHMX COTPYAHMKOB U BbIAENUTbL APYruM). PecypcHble NUueH3nm MoXXHO 0CBOOOANTL U 3aHSATb

APYrMUK pecypcamu.

O WHdOPMALIMSA

JTrobble NULEH3MM MOXHO AOKYMNUTB.


http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/applications/
http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/applications/

Bbigavya nuueH3un

Monb3oBaTenbcKas NULUEH3UsA

UT06bI BblAaTb NONb30BaTENbCKY0 NULEH3UI0, A06aBLTE NONb30BaTENO XOTH Obl OHO aKTUBHOE
paspelueHune. Mocne 3Toro NMUEH3nsa aBToMaTU4eckn OyeT cuMTaTbCs 3aHATOW 3TUM Nonb3osaTtenemM. Ecnu

BCe€ MNnorb3oBaTesibCkne NMMUeH3Nn ncHepnaHhbl, AobasnTb paspelueHne HoBoMy MNnorib3oBaTesto Helnb3A.

PecypcHas nuueH3us

UToObl BblgaTb peCYpPCHYIO NULIEH3MIO, CO3hanTe Unn BocctaHoBuTe pecypc B Indeed PAM. MNocne atoro
NNUEH3NA aBTOMaTUYECKN ByaeT cunmTaTbCa 3aHATON 3TUM pecypcoM. Ecnn Bce pecypcHble nuueH3nm
ncyepnaHbl, co3gatb HOBbI PECYPC HEMb3S.

OT13bIB (0OCBOOOXAEHUE) NTULIEH3UMU

NMonb3oBaTenbcKas NULUEH3us

Monb3oBaTenbckas NUUEH3ns ocBoboXxaaeTcs, Koraa Yy nonb3oBartesid He OCTaeTCA HU OHOIro akTUBHOIO

paspeLLeHus, T.e. B pesynbrate Taknux AEeNCTBUIN C pas3peLleHnsIMN, Kak:

e OT3bIB
¢ [lpunocraHoBka

¢ VcTteueHune cpoka

PecprHaﬂ JINU4eH3unnA

PecypcHasi nuueHsns ocBoGoxaaeTca Npu yaaneHun pecypca.

CpoK AencTBUA NNLEH3UN
Mo cpoky AencTeus nuueH3nn boiBatoT:

e He OorpaHn4yeHHble No BpeMeHN

o OrpaHunyeHHble KOHKPETHOW KaneHaapHoW AaTon
o [MpobHbIn Nnepunog,

o [Moanucka

Mocne uctedeHnst cpoka AencTBUA NULEH3NM CrieayroLme onepauun CTaHyT HeAOCTYMHbI:



o [loGaBuTb pecypc
o [lo6aBuTb nonb3oBaTtens (gaxe Npyv HanM4Mn cBoBOOHbLIX NULEH3NIA)

o OTKpbITb CECCUIO (MOAKMIOYMUTLCS K pecypcy)

© BHUMAHME

Ecnu HeT HeorpaHMYEHHbIX NMULEH3NIA, TO MNOCIIE NCTEYEHUSI CPOKa AENCTBUS NULEH3NN NOLAKNHOYEHUS

CTaHYT HEOOCTYMHBbI.

JIlnueHsunpoBaHue no ceccusam

Mpun BbIGOPE 3TOM CXEMbI NULEH3NPOBAHUA BaM HY>XHO 3a4aTb KONMMYECTBO CECCUN, T.€. OOHOBPEMEHHbIX
NOAKIMOYEHNN, KOTOPblEe MOXHO OTKpPbLIThL B Indeed PAM.

Mpwn BbIBOpE 3TON CXEMbI NIMLIEH3NPOBAHNA KONMYECTBO NOfb30BaTeNen n Konny4ecTso pecypcos Indeed
PAM He orpaHuyeHo.

Bbigavya n ocBo60XaeHue nMueH3nm

CecCcroHHasa NNUEH3NA CYNTAETCH 3aHATON B MOMEHT OTKPbITNA ceCCUn 1 0ocBOOOXOAETCH B MOMEHT

3aBepLUeHns ceccum (NpUYnHa 3aBepLLEHNS HE BaXHa).

CpoK neucTBUA NMUUEH3nn
Mo cpoky AencTBus nuueH3nn boiBatoT:

e He orpaHn4yeHHbI€ Mo BpeMeEHN

e OrpaHUYeHHbIE KOHKPETHOW KaneHaapHou aaTon
o [MpoBHbIN nepuoa

o lNognucka
Mocne ucteyeHnsa cpoka AENCTBUSA NULEH3UN CTAHET HENb3sl OTKPbIBATb CECCUMN.
[Mocrne ncteyeHns cpoka OeNCTBUS NULEH3UM OCTaHYTCS AOCTYMHbI CriedyoLmne onepaummn:

e PepaktupoBaHue paspeLleHun

o PepakTupoBaHue co3OaHHbIX PECYPCOB



o PepaktupoBaHue yYeTHbIX 3anvcemn

©® BHUMAHME

Ecnu HeTt HeorpaHn4YeHHbIX NULEH3MI, TO NOCIe UCTEYEHUS CpOKa OENCTBUS NULIEH3NIN NOAKITIOYEHUS
CTaHyT HEOOCTYIHbI.

IlnueH3una Ha Application to Application Password
Management

JTnueHsna Ha AAPM nossosnsieT Ucnosib3oBaTth CLEHapUN NoyyYeHns CEKPEToB yYeTHbIX 3anucen n3 Indeed
PAM CTOPOHHMMU MPUNOXEHUSMN.

B aTOM NMUEH3UN BaM HY>KHO 3aZaTb KONIMYECTBO YYETHbIX 3anucemn, K KOTOPbIM MOXHO MOMy4nTb 4OCTYN
npu nomowm mexaHnama AAPM.

Konn4yecTtBo npunoXxeHuu, nonb3oBaTenen NpunoXXeHnn 1 paspeLleHnin He orpaHNYeHo.

O WHdOPMALIMSA

JInueHsna Ha AAPM He 3aBUCUT OT BbIOpAHHOM CXEMbI NIULEH3NPOBAHUS.

JInuenauno Ha AAPM MOXHO JOKYNUTb UK yaanuTb B 060N MOMEHT.

Bbigavya n ocBo60XaeHue nMueH3nu

JnueHsna Ha AAPM cuntaeTcs 3aHATOM B MOMEHT AobaBneHnsa y4eTHOM 3anmcu NepBoro paspeLLeHns ans

NPUNOXeHNA.

INnuenaunsa Ha AAPM ocsoboxaaeTcsi B MOMEHT OT3biBa BCEX pa3peLUeHNin y YY4ETHOM 3anncu.

/\ OBPATUTE BHUMAHWE

MpuocTtaHoBKa paspeLlleHnin He ocBoboxaaeT nuueHanto Ha AAPM.

Cpok AencTBUA NULEH3UN



Mo cpoky AencTeus nuueH3nn bbiBatoT:

e He OorpaHn4yeHHbI€ No BpEMEHN

o OrpaHu4eHHble KOHKPETHOW KanengapHou aaTtomn
o [MpobHbIN nepuog

o [Moanucka

lMocne ucteyeHna CpoOKa OEenCcTBUsa NMUEH3NN Bam CTaHYT HEOOCTYMNHbI cneaywuwne onepaunin:

e [lo6aBnTb HOBbLIE pa3peLlleHnd Ha npunoXxeHunda

¢ cnonb3oBaTb CUueHapumM NonyvYeHns CEKPETOB YYETHbIX 3anucen n3 Indeed PAM cTopOHHMMU

NPUNOXeHNAMU



OOLwmKn nnaH BHeOpeHUs

MoaroroBka MHPACTPYKTYPLI

1. ﬂpeﬂ,OCTaBﬂeHMe CepBEPHDbIX N KITMEHTCKNX peCypCOB B COOTBETCTBUN C NX CUCTEMHO-anMnapaTHbIMU

TpeboBaHUSAMMN.
2. YctaHoBKa 1 HacTpovika Cnyx6 yaaneHHbIX pabounx ctonoB (Remote Desktop Services).

3. YcTaHOBKa AOMOSNHUTENBHBLIX KOMNOHEHTOB Microsoft anga koppekTHon paboTbl cepBepHbIX
komnoHeHToB Indeed PAM.

4. HaCTpOVIKa CETEBOro B3anMOAeENCTBUSA cepBEPHbLIX N KIMMEHTCKMUX KOMIMOHEHTOB B COOTBETCTBUA C

TpeboBaHMsaMN.

5. HacTtponka xpaHunuiwa gaHHbix Indeed PAM:

» [NpepocTaBneHune goctyna k aksemnnspy Microsoft SQL/PostgreSQL, PostgreSQL Pro.

o CospgaHune 6as AaHHbIX M HAaCTPOKKa CEPBUCHON YYETHOW 3anuncy Unv npeaocTaBneHe AocTyna K

NMeLLENCS YYETHOM 3anunucu.

6. OnpegeneHne LDAP-nyTen KOHTEMHEPOB Y NOAPA3AENeHnin, B KOTOPbIX ByaeT pacnonoXeH katanor
nons3osaTenen Indeed PAM B nepapxuun Active Directory.

7. Co3gaHue 1 HacTponKa CepBUCHOM y4eTHOW 3anucy ansa paboTel ¢ kaTanorom nonb3oBatenen Indeed
PAM unu npepocTasneHne 4OCTyNa K UMEIOLLENCS Y4ETHOM 3anucu.

8. CosgaHue 1 HacTpoKrKka CepBMCHOM YHYETHOW 3anucu Ansi cepBUcHbIX onepaunin B Active Directory unu
npegocTaBrieHne 4OCTyna K UMeKLLEencs y4eTHON 3anucu.

YcTaHOBKa U HacTpouKa cepBepHbIX KOMMOHEHTOB
Indeed PAM

Windows

1. Cepsep ynpasneHus (Windows)
2. Cepsep goctyna (RDP\RemoteApp)
3. CepBep goctyna (SSH Proxy)


http://localhost:3000/privileged-access-manager/2.10/system-requirements/
http://localhost:3000/privileged-access-manager/2.10/preparation-for-installation/databases/
http://localhost:3000/privileged-access-manager/2.10/preparation-for-installation/active-directory-accounts/
http://localhost:3000/privileged-access-manager/2.10/preparation-for-installation/active-directory-accounts/
http://localhost:3000/privileged-access-manager/2.10/installation/windows-server-os/management-server-windows/
http://localhost:3000/privileged-access-manager/2.10/installation/windows-server-os/access-server-rdp-remoteapp/
http://localhost:3000/privileged-access-manager/2.10/installation/windows-server-os/access-server-ssh-proxy/

Linux

1. Obwasn yctaHoBKa 6e3 GanaHCcMpOBKU
2. Obuwasn yctaHoBKa ¢ GanaHCUpOBKOWM

3. Cepsep pgoctyna (RDP/RemoteApp)

YcTaHOBKa U HaCTPOMUKa KITUMEHTCKUX
komnoHeHTOB Indeed PAM

1. YcTtaHoBka 1 HacTpomnka PamSu
2. YctaHoBKa 1 Hactpovika Indeed PAM Agent

3. YcrtaHoBka n HacTtpouka Indeed PAM Desktop Console

TectoBbIn 3anyck Indeed PAM

1. I'IpOBepKa CepBEPHbIX N KITMEHTCKNX KOMMNOHEHTOB.

2. MNpoBepka cueHapueB 3akas4ymka:

HacTponka cepBucHbIX onepaunin ans pecypcos ¢ OC Windows.

HacTponka cepBucHbIX onepauunin ans pecypcos ¢ OC *nix.

HaCTpOIZKa Nosib30BaTENbCKMUX NOLKIHOHYEHWNM.

3. YcTpaHeHue owmnbok.

3aBepLialowmm atan

1. demoHcTpauus.
2. ObyyeHnue.

3. TectnpoBaHue.


http://localhost:3000/privileged-access-manager/2.10/installation/linux-os/installation-without-balancing/
http://localhost:3000/privileged-access-manager/2.10/installation/linux-os/installation-with-balancing/
http://localhost:3000/privileged-access-manager/2.10/installation/linux-os/access-server-rdp-remoteapp/
http://localhost:3000/privileged-access-manager/2.10/installation/additional-components-setup/#pamsu
http://localhost:3000/privileged-access-manager/2.10/installation/additional-components-setup/#indeed-pam-agent
http://localhost:3000/privileged-access-manager/2.10/installation/additional-components-setup/#indeed-pam-desktop-console
http://localhost:3000/privileged-access-manager/2.10/service-operations/
http://localhost:3000/privileged-access-manager/2.10/service-operations/#service-operations-for-nix-resources

@@E‘ YdyeTHble 3anucu Active Directory

Cospaiite yyeTHble 3anucu s paboThbl ¢ KaTanorom nonb3oBaTenen 1 Ansi CePBUCHbLIX onepauuii

@ Ceptudukartbl

CospainTte cepTndukaTbl cepepa ynpasneHus

@ Ba3bl AaHHbIX

Cospaite 6asbl AaHHbIX U Yy4yeTHble 3anucu ongd pa60TbI C XpaHunuiiem gaHHbIX

@ Mep,uaxpaHMnMu.l,e

CospanTte n HacTponTe channoBoe xpaHunumLle

=1 CepBepbl

o

il

Hob6asere RDS pornb (ana Windows) nnm yctaHoBuTe Heobxogumble KOMNOHEHThI (ans Linux)



http://localhost:3000/privileged-access-manager/2.10/preparation-for-installation/active-directory-accounts/
http://localhost:3000/privileged-access-manager/2.10/preparation-for-installation/certificates/
http://localhost:3000/privileged-access-manager/2.10/preparation-for-installation/databases/
http://localhost:3000/privileged-access-manager/2.10/preparation-for-installation/media-storage/
http://localhost:3000/privileged-access-manager/2.10/preparation-for-installation/servers/

Y4yeTHble 3anucu Active Directory

Baaumopgencteue Indeed PAM ¢ KOHEYHbIMM MOMb30BaTENSIMU BbIMOMHAETCS 3@ CHET YYETHOWN 3anuncu,
KoTopas byaeTt nony4atb CAMCOK Nofnb3oBaTenen n nux atpnoyThbl.

YyeTHada 3anucb gnsa padboTbl C KaTasorom
nonb3o0oBaTenen

1. 3anyctute ocHacTky Active Directory — nonb3oBaTtenu u komnbrotepsbl (Active Directory Users and
Computers).

2. Bbl30BUTE KOHTEKCTHOE MEHIO KOHTENHEpa Unn nogpasgeneHus.
3. Bblbepute nyHkT Co3paTb (Create) — MNonb3oBatens (User)
4. YkaxuTte ums, Hanpumep, IPAMADReadOps

5. 3anonHuTe obsizatenbHbie Nons u 3aBepLlinTte co3gaHne y‘-IeTHOIZ 3arnncu

Vnun ncnonesymnTte yxxe CO30aHHY YYETHYIO 3anuchb.

YyeTHaqa 3anucb Ans CepBUCHbIX onepaunn B
Active Directory

1. 3anycTtute ocHacTky Active Directory — nonb3oBaTtenu n komnbrotepbli(Active Directory Users and

Computers).
. OTKpOWTE KOHTEKCTHOE MEHIO KOHTENHEepPa Uy noapasgeneHus.
. Beibepute nyHkT Co3aatb(Create) — Nonb3oBaTenb (User)
. Ykaxute nms, Hanpumep, IPAMADServiceOps
. 3anonHuTe oba3aTtenbHble NONS U 3aBepLUMTE CO3aHNe YYETHON 3anmcu.
. OTKpONTE KOHTEKCTHOE MEHIO KOHTENHepa, NogpasaeneHns Unm KOpHa AoMeHa.
. Boibepute nyHkT CBouncTBa (Properties)
. Mepengute Ha BkNagky besonacHocTb (Security)

. Haxmute flo6aButb (Add)

O © 0O N O o0k~ w N

—

. Boibepute yyeTHyto 3anucs IPAMADServiceOps 1 HaxxmuTe Ok

[
—

. Haxxmute fononHutenbHo (Advanced)



12. BbibepuTte yyeTHyto 3anncs IPAMADServiceOps 1 Haxmute U3ameHnTb(Edit)

13. YctaHosute ang nons NMpumeHsieTtcs k:(Applies to:) 3HavyeHne [loyepHMe 06 BLEKTDI:

Nonb3oBatenb (Descendant User objects)
14. B pasgene Pa3peweHus: (Permissions:) otmetsTe Copoc napons (Reset password)

15. CoxpaHuTe BHECEHHbIE N3MEHEHUS

Nnu ncnonb3ayiite yxe co3faHHyo YYeTHYH 3anuch.



CepTudukarsbl

NMoarotoBKa

Windows

1. Co3gaTb cepTudukaT cepBepa ynpasneHnsa (Heobxoanmo BbigaTb ceptudukaT gomeHHoro CA) co
cnegywowmmmn atpnbytamm:
i. Subject: Common name — <DNS cepBepa ynpasneHus>

ii. Subject Alternative name:
a. DNS — <DNS cepBepa ynpasneHus>



b. DNS — <DNS pgomeHa>

CeosicTea cepTudukara X

& Cybvexkt Ofwme PacwmpeHna 3aKpoiTold Kmoy  LleHTp ceptuduxkawm  Moanuce
Cy6rvext ceptndukara - NnoNL30BaATEND WAN KOMNBIOTED, AN18 KOTOPOro BbiMyLLEH
ceptudpukar. MoxxHo onucars TUNBbI UMEH CyOBEKTOB M YKa3aTb aNbTEPHATUBHbLIE MMEHA,
KOTOpPbIE MOMYT UCNONB30BATECA B CEPTUPUKATE.

Cy6vexT ceptndmkara

Monbzoeatens AN KOMNEBIOTEP, NOAYHAOLWWIA cepTudukaTt

Mma cybrexra:

Tun: CN=ub-mng.indeed.com

‘Oﬁu.u:e MMA v Job6asuts >
3HaveHne:
< Ypanute
AononHuTensHoe UMa:;
Twun: !
' 1 ub-mng.indeed.com
(B EOE 7
3HayeHne: NloGasns >
< Ypanute

2. CepTudukaTt yooCTOBEpPSHOLLErO LleHTpa

Linux

1. Cosgatb cepTudmkaTbl ANA KaXaoro cepBepa, Ha KOTOpbIA MNaHUpyeTcs ycTaHoBKa KOMMoHeHToB PAM
(HeobxoguMmo BbiaaTb cepTudmkat gomeHHoro CA) co criegyowmmm atpubytamu:

i. Subject: Common name — <DNS cepBepa komnoHeHTa PAM>

ii. Subject Alternative name:



a. DNS — <DNS cepBepa komnoHeHTa PAM>

b. DNS — <DNS pgomeHa>

CeoiicTea cepTudukara

& CybbekT Ofwme Pacumperms 3aKpbiTolii KoY LleHTp cepTudmkawm MNoanncs

CyBbexT ceptndukara - NONLIOBATENL MAN KOMNBIOTEP, ANA KOTOPOro BbiNyLLEH
ceptudukar. MoxxHo onucate TMNBI MMeH CyGBEKTOB W YKa3aTb aNLTEPHATHBHDBIE MMEH3,
KOTOPbIE MOTYT UCMONb30BATECA B CEPTUDMKATE.

Cy6vekT ceptndmkara

Monesceatens Man KOMNBIOTEP, NOAYHAOWMIA CepTuduKaT

Mma cybrexra:

Tun:
O6uwiee uma v

3Ha4YeHue:

HAononHutencHoe nmMa:

Twun:

Cnyx6a DNS v|

3HaYEHNE:

HNo6aents >

< Ypanute

[NobaeuTs >

< Ypanute

CN=ub-mng.indeed.com

ub-mng.indeed.com
indeed.com

/\ MPEOYNPEXOEHUE

ATpunbyThl cepTudukaTa AomkHbI ObiTb YKasaHbl B HXXHEM PErnCTpe.

2. CepTtudukat yaocToBepsoLLEro LeHTpa

JKcnopTt cepTtucdpumnkaroB



Windows
Ha cepBepe ynpaBneHus obasuntb cepTudmkaT cepepa ynpasneHus B NMMYHble cepTudmkaTsl.

CepTtudukat yqocToBepsitoLLero LieHTpa 4o6aBnTb B JOBEPEHHbIE KOPHEBbIE CEPTUMMKATLI HA BCEX

cepBepax, rae byayt yctaHoBreHbl KOMNOHEHTbI PAM.

Linux

Ceptudumkatel cepsepoB komnoHeHToB PAM akcnoptupoBaTh B oopmate PFX ¢ ognHakoBbIM 45151 BCeX

cepTudurKaToB nNaponem.

CepTudmkat ygoctoBepsroLLero LeHTpa akcnoptuposatb B popmate CRT (Base64).



Bba3bl AaHHbIX

[na xpaHeHuna gaHHbIX Indeed PAM ncnonb3syet crieaytowme B/:

o Core — B[] komnoHeHTa Indeed PAM Core, ncnonb3dyerca ans XxpaHeHns AaHHbIX NPUBUNENMPOBAHHbIX

YYETHbIX 3anncen, pecypcoBs, paspeLleHni, 1 NpoYnx CepBUCHbIX AaHHbIX Indeed PAM.
e CoreJobs — B[] komnoHeHTa Indeed PAM Core, ncnonb3syetcs Ans XxpaHeHna 3agay no pacrnucaHuio.

¢ ldp — B[] komnoHeHTa Indeed PAM IdP, ncnonbayetcsa ona xpaHeHust ayTeHTUPUKaTopoB

nons3oBaTenen n agmuHuctparopos Indeed PAM.
¢ IdpJobs — B[] komnoHeHTa Indeed PAM IdP, ncnone3syetca ansa xpaHeHus 3agad no pacrnmcaHuio.

o LS — B/l komnoHeHTa Indeed Log Server, ncnonb3syetcs Ans xpaHeHnsa cobbitus Indeed PAM.

Co3paHue 6a3 gaHHbIX
MSSQL PostgreSQL

1. 3anyctute Microsoft SQL Management Studio(SSMS) u BbINONHUTE NOAKITOYEHME K 9K3EeMNIISpY
Microsoft SQL Server.

2. OTKponTe KOHTEKCTHOE MeHI0 NyHKTa Ba3sbl gaHHbIX (Databases).
3. Bolbepute nyHkT HoBas 6a3a gaHHbIx (New Database).
4. YkaxunTte nma 6asbl gaHHbIX, Hanpumep: Core, Coredobs, Idp, IdpJobs, LS.

5. Haxxmute OK.

Co3gaHue U Ha3Ha4YeHue y4eTHOM 3anucu gns
paboTbl C XpaHUNULEeM AaHHbIX

MSSQL PostgreSQL

1. 3anyctute Microsoft SQL Management Studio(SSMS) 1 BbINONHUTE NOAKITIOYEHUE K IK3EMMNNAPY
Microsoft SQL Server.

2. PackpowTte nyHKT BesonacHocTb (Security).
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. OTKpounTe KOHTEKCTHOE MeHto nyHkTa UmeHa ans Bxoaa (Logins).
. Beibepute nyHkT Co3aatb umsa ansa sxopa (Create login).
. YkaxuTte nvs, Hanpumep, IPAMSQLServiceOps.

. Beibepute T1n MpoBepka noanuHHocTn SQL Server (SQL Server authentication) n 3anonHuTe

HeobxoauMble nons.

. NMepengute B nyHkT ConocTtaBneHue nonb3oBatenen (User Mapping).
. OTmetbTe Bl Core, CoreJobs, Idp, IdpJobs, LS.

9.
10.

OTtmetbTe npaBa db_owner, db_datareader n db_datawriter.

Haxmute OK.

() NPUMEYAHUE

MpaBa db_owner ons Microsoft SQL Server TpebytoTca Tonbko Ang nepsoro obpawenns k B.

(D NPUMEYAHUE

Ansa pabotel PAM Heo6xoauMo BbINOMHUTL YCTAHOBKY cepTudumkaTa ansa nictaHca MSSQL



MeaunaxpaHunuiie

darnosble xpaHunuiLa HeobxoaMMbl AN arperauumn n JONroCPOYHOr0 XpaHeHUst BUaeo3anucemn, CHUMKOB

3KpaHa 1 nepefaBaemMblX B ceccusax pannos.

Co3paHue n HacTpounKka hannoBoro xpaHunuiia

1. BoinonHuTe BXOA4 Ha cepBep, KOTopbIn ByaeT BbiCTynatb B ponu hannoBoro XpaHunuLua.

2. Cospaute kaTtarnor, Hanpumep, IPAMStorage.

3. BbI3oBUTE KOHTEKCTHOE MEHIO KaTanora, BblbepuTte nyHKT MpegocTtaBuTb Aoctyn K (Give access to)
n OTpenbHble noam (Specific people).

4. Beegnte nms yyetHon 3anucu, Hanpumep, IPAMStorageOps 1 HaxmuTe kHonky lo6aBuTb (Add).

5. Boibepute IPAMStorageOps 13 cnucka aobaBneHHbIX M3MeHUTe YpoBeHb pa3pewueHnn (Permission
level) Ha YTeHne u 3anuck (Read/Write).

6. Haxxmute NMopgenutben (Share).



CepBepbl

Windows Linux

Bce cepBepbl, Ha KOTOpbIe NNaHUPYETCst yCTaHOBKA KOMNoHeHToB PAM [OmKHbI HAXOAUTLCSA B OOHOM

AOMeHe, B 04HOM ceTn n obpaluatbesa k ogHoMmy DNS cepsepy.
CepBep goctyna

CepBep goctyna NnpuHMMaeT yaareHHble NoaknyeHus nonb3osarenen PAM 1 aBTomaTuyecku oTkpbiBaeT

yaaneHHble NOAKMI0YEHUS K KOHEYHbIM pecypcam OT MMEHW NPUBUIErMPOBaAHHbIX YYETHbLIX 3anuncen.
[ns passopaunBaHus ponn RDS Heobxoaum "uncTein" Windows Server B coctaBe JOMeEHa:

e KHEMY He NPUMEeHARTCA rpynnoBbi€ NMOJINTUKN, CBA3aHHbIE C yaaJieHHbIM OOCTYINOM

e Ha HEM OTCYTCTBYHOT Ntobble n3 komnoHeHToB ponn RDS (RDCB, RDG, RDL, RDSH, RDVH, RDWA)

PasBopaunBaHue ponn Remote Desktop Services

1. OTkponTe Server Manager (ucnetyep cepeepoB), B MeH0O Manage (YnpasneHue) Bblbepute nyHKT
Add Roles and Features ([Jo6aBuTb ponv 1 KOMMNOHEHTbI)

2. Ha ware Installation Type (Tunbl yctaHoBkK) BbibepuTte nyHKT Remote Desktop Services installation
(YcTaHoBka cnyx6 yganeHHbIX paboynx CTonos)

3. Ha ware Deployment type (Tunbl passepTbiBaHus) Boibepute nyHKT Standard deployment
(CtanpapTHOe pa3BepTbiBaHUe)

4. Ha ware Deployment scenario(CueHapuin pa3sepTbiBaHUS1) BbibepuTe NyHKT Session-based desktop
deployment (Pa3sepTbiBaHme pabo4ymx CTONOB Ha OCHOBE CEaHCOB)

5. Ha warax RD Connection Broker (IMocpegHuk nogkntoveHmin), RD Web Access (Beb-goctyn), RD
Session Host (Y3en ceaHcoB) BbibepuTe MMSA TEKYLLETO cepBepa

6. Ha ware Confirmation (INogteepxaeHne) otmeTbTe ranodkon Restart the destination server
automatically if required (ABTOMaTnyeckn nepesanyckaTb KOHEYHbIV CEPBEP, ecnn 310 noTpebyetcs),

Bblibepute Deploy (Pa3BepHyTh) 1 4OXAUTECH Nepe3arpysku cepeepa.



%} OC Linux nunoTtHasa yctaHoBKa (oAuUH cepBep)

[nsa o3HakomneHus ¢ Indeed PAM

E::\ daiinbl KoHdUrypaumm

KonunyecTBo rnas: 2

8 ! oc Windows

KonuyectBo rnas: 3

Ej OC Linux

KonuyectBo rnaB: 3

%% HacTtpowuka IS

[obasbTe 3anuck B peecTp u HacTponTe IS (ans Windows)



http://localhost:3000/privileged-access-manager/2.10/installation/simplified-installation-on-linux/
http://localhost:3000/privileged-access-manager/2.10/installation/configuration-files/
http://localhost:3000/privileged-access-manager/2.10/installation/windows-server-os/
http://localhost:3000/privileged-access-manager/2.10/installation/linux-os/
http://localhost:3000/privileged-access-manager/2.10/installation/iis-setup/
http://localhost:3000/privileged-access-manager/2.10/installation/additional-components-setup/

0y | YcTaHOBKa 1 HAaCTPOMKa KNNMEeHTCKNX KOMMOHEHTOB

YctaHosuTe n HacTponTe PamSu, PAM Agent 1 PAM Desktop Console

% Hactpoiika RADIUS

Otpepaktunpyite chann koHdpurypaumm appsettings.json

§03 | HacTtpouka noanucu RDP cdanna

OTtpepaktupyite chann koHdpurypaumm appsettings.json

HacTtpoika ogHopa3oBoro naponsi no Email

Otpepaktunpyite hann koHdurypaumm appsettings.json (onunoHanbHO)

a®) .
Qd BknioueHue nepesanycka KOHTeMHEPOB CEePBUCOB NPOKCYU

Bkntounte nepesanyck koHTerHepoB A5 cepepoB goctyna RDP Proxy n SSH Proxy (onumoHansHo)



http://localhost:3000/privileged-access-manager/2.10/installation/additional-components-setup/
http://localhost:3000/privileged-access-manager/2.10/installation/additional-components-setup/
http://localhost:3000/privileged-access-manager/2.10/installation/radius-configuring/
http://localhost:3000/privileged-access-manager/2.10/installation/rdp-file-signature-configuring/
http://localhost:3000/privileged-access-manager/2.10/installation/totp-second-factor-via-email-setup/
http://localhost:3000/privileged-access-manager/2.10/installation/recycling-of-proxy/

® || NHTerpaumns co CTOPOHHMMM KaTanoramm nosnb3oBaTenen

HacTtponTte uHterpaumtio ¢ katanoramu nons3osatenen FreelPA, OpenLDAP, ALD Pro (onuuoHarnsHO)



http://localhost:3000/privileged-access-manager/2.10/installation/adding-user-catalog/

OC Linux nunoTtHaa yctaHoOBKa (oAuH
cepBep)

A NMPEOYNPEXOEHUE

B coctaB nnnoTHOM yCTaHOBKM BXOAUT YCTAHOBKA KOMMOHEHTOB CepBepa ynpaBeHus n cepeepa
poctyna (SSH-Proxy\RDP-Proxy) Ha oanH cepsep. Nogxoant ans osHakoMmneHus ¢ Indeed PAM. He
peEKOMeHAyeTCA ANna SKCnnyaTaumm B NPOMbILLIIEHHON cpeae.

NMoarortoBKa

I'Iepe,u, Ha4vyalioM YCTaHOBKM O3HAaKOMbTECbH C pa3aersioM noarotoBkM K YCTaHOBKE.

Ceptudumkarnbi

CepTtudukart ygocroBepsiroLiero LeHTpa

MepeHecute ceptudmkar YL B auctpudytme no nytn indeed-pam-linux\state\ca-certificates

Ceptudukar cepBepa

lMepeHecuTe cepTudmkat cepsepa B auctpmbytus no nytn indeed-pam-linux\state\certs

vars

1. Nepengute no nytn indeed-pam-linux\scripts\ansible 1 otkporite cann vars.yml.
2. Hangute cTpoky # pfx_pass: "ENTER_HERE" W ypanurte #.

3. Bmecto ENTER_HERE YKaxXuTte naposib ot CepTUMUKaTOB U COXpPaHUTE N3MEHEHUSI.

Nnockun hann KoHdpurypauum

1. Nepengnte B nanky auctpubyTtmea indeed-pam-linux.


http://localhost:3000/privileged-access-manager/2.10/preparation-for-installation/

2. IamenunTe pacwmpeHue avina config.json.template c template Ha json.

3. Y6eauTech, 4TO dhann Tenepb HasbiBaeTcs config.json.

3anonHuTe yKkasaHHble Nosns B 9ToM hanne KoHurypaumm:

1 {

2 "DefaultServer": "TARGET_SERVER_FQDN", // K 3anosHeHut

3 "DefaultDbServer": "pgsql",

4 "DefaultDbUser": "admin",

5 "DefaultDbPassword": "Qlw2e3r4",

6 "IdpAdminSids": [

7 "AD_ADMIN SID" // K 3anosiHeHurw

I

9  "CoreServiceStorageConfiguration": {
10 "Type": "FileSystem",
11 "Settings": {
12 "Root": "/mnt/storage"
13 }
14},
15 "GatewayServiceStorageConfiguration": {
16 "Type": "FileSystem",
17 "Settings": {
18 "Root": "/mnt/storage"
19 }
20},
21 "Database": "pgsql",
22 "LogServerUrl": "http://1ls:5080/api",
23 "EncryptionKey": "3227cff10b834ee60ad285588c6510ealbdded5b24704cf644a51d2a9db3b7e5",

// K 3anosiHeHuw

24 "ActiveDirectoryDomain": "AD_FQDN", //K 3anosiHeHui
25 "ActiveDirectoryContainerPath": "USER_CONTAINER_DN", // Kk 3anosHeHuw
26 "ActiveDirectoryUserName": "AD_SERVICE_USER_NAME", // K 3anosiHeHuiw
27 "ActiveDirectoryPassword": "AD_SERVICE_USER_PASSWORD", // K 3anosHeHuw
28 "ActiveDirectorySsl": false,
29 "IsLinux": true,
30 "ThreadPoolSize": 8,
31 "Enable2faByDefault": true,
32 "enableOrganizationalUnits": false
33 }
34

MapameTpbl:



DefaultServer — FQDN cepBepa, Hanpumep server.domain.local.com.

DefaultDbServer — FQDN cepBepa 6a3bl faHHbIX, Hanpumep server.domain.local.com. [ns

YyCTaHOBKM Ha nunote nokanbHoro docker obpasa pgsql Bmecte ¢ PAM Heobxoanmo ykasatb pgsql.

DefaultDbUser — nonb3oBatenes 6a3bl gaHHbIX. [1pn ycTaHoBke nokanbHoro Docker-obpasa pgsql

BmecTte ¢ PAM Heobxogmmo ykasaTb admin.

DefaultDbPassword — naponb none3oBartens 6a3bl gaHHbIX. [Mpn yctaHoBke nokanbHoro Docker-
obpasa pgsql Bmecte ¢ PAM Heob6xoanmo ykasatb Qlw2e3r4.

IdpAdminSids — SID AgmuHucTtpartopa u3 katanora Active Directory.

CoreServiceStorageConfiguration — nyTb 40 MegmnaxpaHunuiia, otkyaa komnoHeHT Core 6byget

YynTaTb apTedakTbl CECCUN.

GatewayServiceStorageConfiguration — nytb 0O MegmaxpaHunuia, Kyga 6yayT 3anucbiBaTbCs
aptedakTbl ceccumn.

Database — T1n 6asbl JaHHbIX, 418 NUoTa ykasatb pgsql.

LogServerUrl — URL-agpec ansa obpaiieHunsa k komnoHeHTy LogServer. Heobxoammo octaBuTb
3Ha4yeHne No yMorn4aHuio.

EncryptionKey — kntoy wingposaHus. MoxxHO BOCMNOMb30BaTbCA KNHOYOM, YKa3aHHbIM BbiLLE.

(D NPUMEYAHUE

PekomeHayeTcs creHepupoBaThb HOBbIV KMo WKdpoBaHus 6a3bl C MOMOLLBIO YTUANTHI
IndeedPAM.KeyGen.exe, Haxogsawencs no nytn indeed-pam-tools\key-gen.

ActiveDirectoryDomain — DNS gomeHa, Hanpumep domain.local.com.

ActiveDirectoryContainerPath — nyTb k nonb3oBatensam Active Directory, Hanpumep
DC=indeed,DC=test.

ActiveDirectoryUserName — nms nonb3oBatens anga nogkniodeHna k Active Directory.
ActiveDirectoryPassword — naponb nonb3oBatens Ang nogkrodeHus K Active Directory.

ActiveDirectorySsl — napametp otBevaeT 3a Bblb6op nogknioveHus no LDAPS.



¢ IsLinux — napametp, oTBe4aoLWnNn 3a NPUMEHEHNE HACTPOeK No ymonydaHuo ans Linux n Windows

CUCTEM.

¢ ThreadPoolSize — O6Lee konn4yecTBoO co3gaBaeMblx NOTOKOB B rdp-proxy. Heobxoammo octaBuTb

3Ha4YeHne no ymort4aHuto.

o Enable2faByDefault — napametp, oTBevatowmii 3a 3anpoc 2FA y nonb3oBaTenem no yMornyaHuto.

+ enableOrganizationalUnits — napametp, oTBevatonin 3a fobasneHve pasgena Ctpykrypa B PAM.

Mpumep 3anonHeHHoro danna config.json

1 {

2 "DefaultServer": "pamserver.indeed.local", // k 3anosiHeHurw
g "DefaultDbServer": "pgsql",

4 "DefaultDbUser": "admin",

5 "DefaultDbPassword": "Qlw2e3r4",

6 "IdpAdminSids": [

7 "S-1-5-21-2099084505-2851035876-2509165319-1112" // Kk 3anosiHeHuUH
8 1,

9 "CoreServiceStorageConfiguration": {
10 "Type": "FileSystem",
11 "Settings": {
12 "Root": "/mnt/storage"
13 }
14},
15 "GatewayServiceStorageConfiguration": {
16 "Type": "FileSystem",

17 "Settings": {

18 "Root": "/mnt/storage"

19 }

20},

21 "Database": "pgsql",

22 "LogServerUrl": "http://1ls:5080/api",

23 "EncryptionKey": "3227cff10b834ee60ad285588c6510ealb4dded5b24704cf644a51d2a9db3b7e5",

// K 30ano/siHeHuw

24 "ActiveDirectoryDomain": "indeed.local", // K 3anosaHeHur

25 "ActiveDirectoryContainerPath": "OU=PAMUsers,DC=indeed,DC=local", // Kk 3anosHeHuw
26 "ActiveDirectoryUserName": "IPAMADReadOps", // K 3anosiHeHui
27 "ActiveDirectoryPassword": "!Q2w3e$R", // K 3anosnHeHui

28 "ActiveDirectorySsl": false,

29 "IsLinux": true,

30 "ThreadPoolSize": 8,

31 "Enable2faByDefault": true,



"enableOrganizationalUnits": false

YcTtaHoOBKa

1. NepeHecute nanky guctpudytmea indeed-pam-linux Ha ueneson Linux pecypc.

2. Ecnu BbINonHeHb! HacTporikn 6esonacHocTn CIS Benchmark Docker, To 3anycTuTe CKpunT YCTaHOBKU

KOMaHOoMm:

sudo bash run-deploy.sh

Ecnu He BbinonHeHbl HacTporku 6e3zonacHoctn CIS Benchmark Docker, To 3anyctute ckpunt

YCTaHOBKM KOMaHOon:

sudo bash run-deploy.sh --bench-skip

3. Ha atane Enter target IP HaxxmuTte ENTER.
4. lNpwu 3anpoce BBeAUTE MMS NOKanbHOro nonb3oBaTens ¢ npasamu sudo (Hanpumep, root) 1 ero naponeb.

5. [loxxauTecb OKOHYaHUS YCTAHOBKM.

() VH®OPMALUSA

Ecnu ckpunT npepBsarncs ¢ ownbKol, To oTnpaBkTe (hai C fioraMm B TEXHUYECKYO NoaaEPIKKY.



http://localhost:3000/privileged-access-manager/2.10/system-requirements/linux-environment/#cis-benchmark
http://localhost:3000/privileged-access-manager/2.10/system-requirements/linux-environment/#cis-benchmark
http://localhost:3000/privileged-access-manager/2.10/problem-solving/configuring-and-collecting-logs/

‘ = i 3anyck Web-Wizard

3arpyauTte n 3anyctute Web-Wizard (gns Linux)

51:\ HacTtpowka cpannoB koHdurypawmm

3anonHute nons Web-Wizard



http://localhost:3000/privileged-access-manager/2.10/installation/configuration-files/web-wizard-launch/
http://localhost:3000/privileged-access-manager/2.10/installation/configuration-files/configuration-files-setup/

3anyck Web-Wizard

1. 3arpysuTe 1 pacnakymTte auctpubyTms Ha Linux MalmnHy v nepengute B QUpPEKTOpU0 ANCTpmubyTtnea

2. BbInonHute KomMaHgy

sudo bash run-wizard.sh

3. JoxaunTtech BbINOMHEHUS CKpUnTa

i[ro 1tmng291 client-dist]# bash run-wizard.sh

Docker: Installed and working

4. MNMocne BbinosHeHUs ckpunta nepengute no URL, ykazaHHOMY B KOHCONU

Bxoa B PAM Configuration Wizard

YkaxmTe kog, koTopeld npunoxedne PAM Configuration Wizard ykazano npw
CTapTe B NOTaX

Kog ayTeHTUdmrKaLmm



5. B none Kopg ayteHTndmkauun eeeante AutenticationCode, ykasaHHbIN B KOHCOMNM MOCIE BbINONIHEHUS
cKkpunTa

6. Beibepute HoBas koHGurypauus

PAM Conftiguration Wizard I Buixoa l

Kakyro KoHpurypauwmo PAM Bbl XOTUTE HacTpouTb?

i \ =
()
Hoean koHQUrypauns Tekywan koHOWIypauwna

h% -

7. lNepexogute K cnegyrowemy pasgeny AoKyMmeHTaumm HacTtponka gpannos KOHpurypawumm

8. lNocne 3aBepLUEHNA HACTPOKMKKN K 3arpy3ku hannos KOHUrypaumm octaHoBuTe paboTy web-wizard,

BbINMOJTHUB KOMaHOYy

sudo bash stop-wizard.sh


http://localhost:3000/privileged-access-manager/2.10/installation/configuration-files/configuration-files-setup/

HacTtpouka cpannoB KoHUurypauum

1. Boibepute OC, Ha KOTOpYIO0 NNaHMpPyeTCcsa ycTaHoBKa 1 Haxmute Nanee.

PAM Configuration Wizard

© Linux

Mnaatdopma
Bce komnoHenTel paboTaroT B KOHTelHepax Docker

Windows
Bce komnoHenTel pabaTtatoT B 11S

Cepeep aoctyna SSH eceraa pabotaet Ha Linux, a cepeep aoctyna RDS
Bcerna pabotaeT Ha Windows

2. Beegute nonHoe gomeHHoe nms (FQDN) cepBepa ynpasneHus B none Agpec cepBepa ynpaBrieHUsA.
3anonHute none IP-agpeca cepBepoB aoctyna PAM.
MoXHO ykasaTb B criegyroLmx popmarax:

o EauHnyHbin IP-agpec.
Mpumep: 192.168.0.1.

o [umana3soH IP-agpecos (nepBbin 1 nocnegHun IP-agpeca gnanasoHa, ykasaHHble Yepes geduc).
Mpumep: 172.168.0.0 - 172.168.255.255.



o [Moacetb (B hopmarte IP/macka).
[Mprmep: 10.0.0.0/8.

Bbl MOXeTe yka3aTb HECKOSbKO 3HaYeHUN Yepes 3ansaTyro UM TOYKY C 3andTOu.
Mpumep: 192.168.0.1, 192.168.0.2, 172.168.0.0 - 172.168.255.255, 10.0.0.0/8,
2001:0db8:abf2:29ea:5298:ad71:2ca0:4ff1.

/\ NPEAYNPEXAEHUE

He octaBnante none nyctbiM. Ecnn xoTuTte paspelwunTb BCe CETU, TO YKaXunTte 0.0.0.0/0; ::/0.

PAM Configuration Wizard

Nnarpopua Agpec cepeepa ynpasneHua

Aapeca cepeepos pam-mng.test.local

Management Console:  https://pam-
mng.test.local/pam/mc

User Console: https://pam-
mng.test.local/pam/uc
Core: https://pam-
mng.test.local/pam/core
IDP: https.//pam-
mng.test.local/pam/idp
Log Server: https://pam-

mng.test.local/ls/api
IP anpeca cepeepog goctyna PAM (RDS, SSH, RDF proxy)

192.168.177.100, 192.168.177.101

Haxxmute Oanee.

3. B cnepytollem okHe ykaxuTe uHdopmauuio o 6ase gaHHbIX: Tun cepBepa, Agpec cepBepa, BBeanTe
NOrVH 1 Naporb y4eTHOW 3anucy ansa pabotbl ¢ 6asamu faHHbIX B nons NMonb3oBaTtens 1 Maponsb.
OcrtaBbTte onumio 106aBUTHL HOBbIN KIHOY WM POBAHUA BbIKITHOYEHHOMN.


http://localhost:3000/privileged-access-manager/2.10/preparation-for-installation/databases/

PAM Configuration Wizard ‘ 3akpeiTb |

Tun cepeepa

Mnardopma
Ajpeca cepeepog PostgreSQL ~
Bbasa gaHHbIX Aapec cepeepa

pam-str.test.local

Monb3cBaTens

IPAMSQLStorageOps

Maponb

JlobaeunTe HOBLIN KoY WKMDPOBaHMA

TpebyeTcA ANA NOCTENEHHOND NepelkdpoeaHA Bazel JaHHe. MNocne
33BEPLUEHNA MMIPaLLMK CTapkIf KN0W 40meH BbITh YAaneH 1 3aMeHeH
HOBEIM,

[Jna nepeoHauvantHoi yeTaHoekM PAM Heobxoanmo BpYUHYO 40
3anycka PAM cozgate Basbl AaHHBLIX C UMEHaMK:

* Core
* Corelobs
e |dp
ldplobs

m

/\ MPEOYNPEXOEHUE

Ans ncnonb3oBaHnsa MMeHoBaHHOro MSSQL nHcTaHca He06X0AMMO BHECTU M3MEHEHMS B dhaiinbl
KOH(urypaumm core, idp, Is, ykasaB nHctaHc B pa3sgerne ConnectionString none Data Source,
Hanpumep Data Source=storage.indeed.local\\sqlexpress.

B dannax koHpurypaumm core n idp Heob6xoanmMo ykasblBaTb MHCTAHC Yepes 2 criella:
\\sqglexpress.

B charine koHdurypauum Is Heobxoammo ykasbiBaTb MHCTAHC Yepes 1 cnew: \sqlexpress.

Haxxvmute Oanee.

4. Bbibepute Tun xpaHunuuia.

Bo3MOXHble 3Ha4YeHUS:



o ®dannosaga cucrema
o SMB
o S3

PAM Configuration Wizard

Mnatdopma Tun xpaHunniia

Aapeca cepsepos Darinosan cMcTema v
Mainoean cucrema
Baza gaHHbIX SMB

S3

XpaHWnviLe gaHHBIX

m

Mpwn BIbOpe SMB 3anonHute nons: CeteBon nyThb, flomeH, Ums nonb3oBaTtens v NMaponb.



PAM Configuration Wizard

Tun xpaHuavLa

Mnatgopma

Anpeca cepeepoB SMB v

Basa AaHHbIx Ceresoii nyTs

XpaHUAILE AaHHEIX \\MEDIA-DATA-SERVER\PamStorage

PAM cozpact chnegyollime NoAAMPEKTOPMKA B XPaHWIMLLE ANA XPAHEHKA
apTedakToB CeccuM:

* Media — BMASO U CKPWMHLIOTEI CECCHM

* Files — nepegaHHbie BO BPEMA CECCMM Gainbl

Oomen

COMPANY-DOMAIN

Mma nons3oeatens

storage-admin

Maponb

Mpwn BoIBOpe S3 3anonHuTe nons: CeteBon agpec S3 cepBepa, NyTb A0 KOPHEBON AUPEKTOPUMN
xpaHunuwa Ha S3 cepBepe, UaeHTudukatop knrova gocrtyna (access key id), CekpeTHbIN KoY
poctyna (secret access key). [lpy He06X0AMMOCTI 3aNoONHUTE ONUUOHanbHbIE Nons: PernoH,

OrpaHunyeHune nokauun.



PAM Configuration Wizard

Tun xpaHunnLLa

Mnatdopma
Aapeca cepeepoe 53 e
bBaza paHHEIX Cetesoil agpec 53 cepespa

XpaHuAuwe AaHHBIX

[MyTe A0 KOPHEEOR JMPEKTORWK XPaHMNKLE Ha 53 cepeepe

fPam5torage

PAM cosaact casgytowme NogaMpeKTopyy B XPaHUAKLLE ANA XPAHEHHMA apTedaKTos
CECCum

* Media — sngeo 1 ckpUHWOTE ceccun

* Files — nepegassbie BO BpEMA ceccui daline

WaenTudurkaTop kaoua goctyna (access key id)
CexpeaTHel Koy goctyna (secret access key)

Pervon

OnyunonaneHoe none, ¥kaxute, ecnun storo Tpebyer 53 cepeep.

OFpaHMHeHHE NOKALKMK

OnuuonaneHoe none, ¥xaxure, ecnin storo Tpedyer 53 cepeep.
A

Haxmute Oanee.

5. B cnegytouwem okHe ykaxute DNS ums gomeHa, DN nma KOHTeHepa Katanor nosibaoBarenen,
BBEOMTE NIOMMH M Naposib YY4ETHON 3annucy Ans Y“TEHUS Katanora nonb3oBaTenen, u oTMeTbTe

HeobxoanMMo N ncnonb3oBaTtb NPOTOKOI LDAPS npun YTEHUN KaTarnora (I'IO YMOJI4aHUO NCNosb3yeTcA


http://localhost:3000/privileged-access-manager/2.10/preparation-for-installation/active-directory-accounts/
http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/accounts/

npotokon LDAP) n HaxxmuTe Oanee.

PAM Configuration Wizard

Maatpopma DNS gomena

Anpeca cepsepos test.local

Basa AaHHbIX DN koHTeliHepa nonb3osatensi

XpaHnavLe AaHHbIX DC=test,DC=local

Karanor nonesoearenei YKaxuTe KOHTeH HER AW NogpasdeneHne, B KOTOROM pacnonararaTea

nonszoeaTeny cuctemsl, Jna paboTel o ECEMM NONLI0BATENAMMN YKAKUTE
kopeHb domena. Mpumep: 'DC=my,DC=company’

Monw3oBatens 4ns A0CTyNa

IPAMADReadOps
Yraxute uma & dopmate UPN. Mpumep: ‘pamadmin@my.company’
Maponk

Mecnonbzosate LDAPS




6. B cneaytowem okHe ykaxunte SID agMmuHucTpatopa ponen n Haxmute Janee.

PAM Configuration Wizard

Maatdopma SID aaMuHMcTpaTopa ponei

Anpeca cepeepos 5-1-5-21-828056563-3315920029-705222925-1110

Baza aaHHbIX
YueTHan 3anKce NOAb30BATENA, KOTOPOMY OyayT BblAaHEI Npaga Ha
XpaHUWLLE AaHHBIX yrnpaenenne ponamu PAM. 3TOT nonb30BaTeNk CMOXET BblAaTh

npasa Ha AOCTYM K KOHCoAW ynpasneHua PAM apyrum
Katanor nonssoearenei NOAL30BATENAM.

ApMUHUCTpaTOpEI poneit Ana nonyueHua SID NoAbL30BaTENA MONHO BOCMNOAL30BATLCA
KOMAaHAOoR:

wmic useraccount where name="username’ get sid

Aaﬂee



7. Ckavante Heobxoaumble annbl KOHUTypauumn n HaxXxMUTe 3aBepLUnNTb.

PAM Configuration Wizard

Dainel KOHGUIYpPaUMK COASPIKAT KAMUW A0CTYNA B HezawndpoBaHHOM
Buge

Mnatdopma
Afpeca cepeepoB

e a B -
CkauaTb
pam-all-2024-03-20.zp

XDEHWAWILE A3HHEDX

Katanor nons3ogareneii KoHpurypauns cepeepa

- X
AZMUHNCTPATOPEI poneid pam-management-server-2024-03-

20.zip
3KCNOPT KOHpUrypauuu

KOHQUIypauns cepeepa 4ocTyna

B -
pam-ssh-access-server-2024-03-20.zip
KOHQUIrypauns cepeepa 4oCTyna

B~
pam-rdp-access-server-2024-03-20.zip
KOHQUIrypauns cepeepa 4OCTyna

B =

pam-rds-access-server-2024-03-20.zp

] PeBEpBHaH KOMWA KOHOWTYPAaLWKK
= Cxauats
‘D pam-configuration-2024-03-20.backup

Mapone pezepERoi KoMK

Hazapg 3aEepllnTh

8. 3aBepLumTe paboTty web-wizard, BbINONHUB KOMaHAY:

sudo bash stop-wizard.sh



.——0-

%j CepBep ynpaeneHusa (Windows)

YcTaHOBWTE KOMMOHEHTHI cepBepa ynpaeneHus (Windows)

®_-E'-|, CepBep aoctyna (RDP/RemoteApp)

YcTaHoBUTE KOMMOHEHTLI cepepa aoctyna (RDP/RemoteApp)

= CepBep aoctyna (SSH Proxy)

e

YcTaHoBMTE KOMMOHEHThI cepBepa goctyna (SSH Proxy)



http://localhost:3000/privileged-access-manager/2.10/installation/windows-server-os/management-server-windows/
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CepBep ynpaBneHusa (Windows)

O nOOCKA3KA

Ana nonyyenusa guctpmbytmea Indeed PAM Heobxoammo caoenatb 3anpoc B Criy0y noaaepku
Indeed-Id:

support@indeed-id.com

/\ NPEAYNPEXAEHUE

MNepen Ha4Yanom ycTaHOBKU HEOGXOAUMO BbIMOSHUTL NOArOTOBKY haitfioB KOHGUIypaLUu.

1. 3arpysute u pacnakymte auctpmbytmne indeed-pam-windows Ha 6yayLumi cepsep ynpaseHus
peLleHns.

2. 3anyctute PowerShell oT umeHn agMuHucTparopa.

3. 3anycTtute cueHapumn yctaHoBku Indeed-pam-wizard.ps1.


mailto:support@indeed-id.com
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4. B okHe Bbi6op koMmnoHeHTOB BbibepuTe CepBep ynpaBneHus n Haxvute Janee.

E¥ Indeed PAM Wizard — pe

YcraHoEKa KOMMOHEHTOB
BuifepwTe cepeep ANA YCTEHOBKW KOMNOHETOE:

Buibop komnoHeHToB

¥craHoska Cepeep ynpaeneHuA

[ ] Cepeep goctyna (TpeByeTcn nepesarpyska)

fanee

5. B cneayoLwem okHe HaxXMnTe YCTaHOBUTb, JAOXANTECH OKOHYaHUS YCTaHOBKMW. [locrne nosiBneHust okHa
00 OKOH4YaHMKM ycTaHOBKM Haxxmute OK.



EX Indeed PAM Wizard — o

¥cTaHoBKa KOMNOHEHTOE

Cepeep ynpaeneHuAa

Brifop xomnoHeHToR 115Web-Server- ¥cranoska sasepwena
115Web-5tatic-Content- ¥cranoska sasepwena
[15Web-Http-Redirect- ¥cranoexa zasepwena
115Web-Basic-Auth- ¥cranoexa zasepwena
115Web-Windows-Auth- ¥YcraHoeka sasepwena
15Web-Met-Extd5- ¥eranoeka 3asepwera
15Web-Asp-Netd5- ¥cranoeka sasepwena
15Web-15API-Ext- YeraHoeka 3aeepwena
15Web-I5API-Filter- ¥cTanoska 3aseplueHa

¥cranoBka

HeoBxoauMele KOMNOHEHTE YCTAHOENEHEl 33EPWHTE
pabaTy?

TFANT CVETIT LU - FLTdAUERD SdEEPIOEHG

Yeranosute

6. MNepeHecuTe NoAroToBMNeHHbIE hansbl KOHPUIypaL M No NyTu:
i. C:\inetpub\wwwroot\pam\core — core
ii. C:\inetpub\wwwroot\pam\idp — idp
iii. C:\inetpub\wwwroot\pam\mc\assets\config — mc
iv. C:\inetpub\wwwroot\pam\uc\assets\config — uc
v. C:\inetpub\wwwroot\Is\targetConfigs — Is

vi. C:\inetpub\wwwroot\ls — dann IndeedPAM_2.10.0_RU\indeed-pam-windows\ILS\clientApps.config

/\ MPEOYMNPEXOEHUE
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7.

8.

9.

10.

11.

12.

13.

14.

15.

Mpun ncnonb3osaHun b PostgreSQL Heobxoammo B channe koHdurypaumm clientApps.config
B CTPOKE

<Target Id="Pam.DbTarget"Type="mssql"/> U3MeHUTb 3Ha4YeHne Type Ha pgsql.

Mpongute no nytn indeed-pam-tools\scripts, 3anyctute PowerShell oT umeHn agmuHucTpartopa u

BbINonHuTe ckpunt ils-access-list.ps1.
Hobasbte ceptudmkat YL, B OBEPEHHBIE KOPHEBLIE CEPTUDMKATBI.
[o6aBbTe NOArOTOBMNEHHbIV cepTUdUKaT cepBepa B NIMYHOE XpaHUnuLLe cepTndukaTos.

B anctpubytmee Indeed PAM nepengute no nytn indeed-pam-windows\MISC\ConfigurationProtector un
3anyctute powershell ot nmeHn agmuHucTpartopa.

BoinonHute komaHay .\Pam.Tools.Configuration.Protector.exe generate-signing-cert.
3anyctute Ancnetyep cnyx6 IIS (Internet Information Services (IIS) Manager).

Bbibepute cant Default Web Site n nepengute B pasgen MNMpueasku... (Bindings...).

HaxmuTte lo6aBuThb... (Add...), Boibepute Tun: (Type:) http n Mopt: (Port:) 80. Haxmute OK.

Haxvmute flo6aButh... (Add...), BbiGepute Tun: (Type:) https u MopT: (Port:) 443.



16. Bbibepute SSL-cepTudmkaT: NOAroTOBEHHbIV cepTudukaTt cepeepa n Haxxmute OK.

'@_ﬂ Internet Information Services (|15} Manager - O *
/('— & » PAMMNG » Sites » Default Web Site » 3 B 5 @v

File View Help

: fault Web Si :
; Default Web Site Home
@-Hi& s e B Explore
------ 5 Start Page ' == Edit Permissions
Filter: * % Go -~ Show All | Group by: Area - [B8]~ T
v--aj PAMMNMG (INDEED\adm) % B E Ty
Ly - ASP.NET ~ Edit Site
L=} Application Pools N
PR e 2 Bindings...
w . @ Sites Site Bindings ? = ) i
> &3 Default Web Site D Basic Settings...
Al | Type Host Name Port IP Address Binding Informa... Add... pplications
http 20 . View Virtual Directories
https M3 - [eae. | Manage Website (a)
Edit Site Binding 7 e Remove e Restart
P Start
Type: IP address: Port: SmsE ~ B Stop
https All Unassigned v| |443 | Browse Website
Host name: Browse *:80 (http)
Browse *:443 (https)
| | £
Advanced Settings...
[1 Require Server Name Indication
Configure
Limits...
[ Disable HTTP/2 LS5
. . -
[] Disable OCSP Stapling Close @ Help
|
SSL certificate:
pammng.indeed.local it Select... View...
B |
Ready G

17. Ecnu yctaHaBnuBaeTe cepsep ynpasneHus Ha OC Windows Server Bepcumn 2022 roga, To B NpuBA3Kax
HTTPS skntounte onuuto OTknountb TLS 1.3 yepes TCP. [1ns sBepcuint 2016 n 2019 nponyctute atoT

iar.

18. B okHe Default Web Site B pasgene YnpaBneHue Beb6-cantom (Manage Website) HaxmuTe

MNepe3anyctutb (Restart).




CepBep poctyna (RDP/RemoteApp)

O NOOCKA3KA
Ana nonyyenusa guctpmbytmea Indeed PAM Heobxoammo caoenatb 3anpoc B Criy0y noaaepku

Indeed-Id:

support@indeed-id.com

/\ NPEAYNPEXAEHUE
[Mepepn ycTaHOBKOW KOMMOHEHTOB cepBepa AOCTyna HeobxoamMmo passepHyTb ponv Remote Desktop

Services 1 NoarotoB1Tb hansibl KOHUrypauuu.

/\ NPEQYNPEXOEHUE

Mocne ycTaHOBKM 1 HACTPOVKM KOMIMOHEHTOB cepBepa 4OCTyna HeoOXoaANMO NPMMEHUTb Tpebyemble
ansa pabotbl Indeed PAM Gateway HacTponkmn 6e30nacHOCTU, eCriv HE MPUMEHUTb JaHHblE HACTPONKN,

TO NPW NOAKIMIYEHMM K CepBepy AoCTyna ceccust byaeT 3aBepLuaTbCs.

1. CkonupyinTte nanky ¢ gauctpudytnsom Indeed PAM Ha Byaywinn cepep goctyna.
2. 3anyctute PowerShell oT umeHn agMuHucTparopa.

3. 3anyctuTe cueHapun yctaHoBku Indeed-pam-wizard.ps1.


mailto:support@indeed-id.com
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4. B okHe Bbi6op komnoHeHTOB BbibepuTe CepBep [loctyna n Haxmute Janee.

EX Indeed PAM Wizard — b e

¥cranoBKka KOoMMOHEHTOB
BmBepute cepeep ANA YCTAHOBKW KOMNOHETOE:

Buibop komnoHeHToB

¥cTaHoska ] Cepeep ynpasneHna

Cepeep goctyna (TpebyeTch nepesarpyska)

lanee

5. B cneaylowemM OkHe HaXkmuTe YCTaHOBUTb, A0XKANTECH OKOHYaHUS YCTaHOBKU.
Mocne nosiBneHns okHa 06 okoHYaHuM ycTaHoBkM HaxxmuTe No. B cnegytowiem okHe Haxmute OK.



E® |ndeed PAM Wizard

¥cTaHoBKa KOMNOHEHTOE

Brifop xomnoHeHToR

¥cranoBka

Cepeep goctyna (Tpebyerch nepezarpyska)

Windows Desktop Runtime - ¥cranoska He Tpebyetca
IPAM Gateway - ¥cTaHoeka 3asepwena

IESS0O Agent - ¥cranoeka saseplieHa

IESS0 AdminPack - ¥Ycranoexa sasepwena

WIMEeHeHKWA BECTYNAT B cuay. HaxmuTe kHonky "Aa’, 4Tobwn
MEPE3anyCTUTE KOMMBIOTER CEAYAC, AW "HeT", ecnu Bol
MEPE3IaNYITUTE KOMMNBIOTED BPYHHYD MO3IHE,

@ HeoBxogMMOo MEpEzanycTHTE KOMMETED NPEXe, YEM

Yes Mo

6. NepeHecuTe NnoaroToBrieHHbIe dpanrbl KOHUrypauum no nyTu:

i. C:\Program Files\Indeed\Indeed PAM\Gateway\ProxyApp — rds-proxy

7. 3anyctute Ancnetyep cepBepoB (Server Manager).

¥cTanosWTE

8. MNMepengnte B nyHKT Cnyx6a yaaneHHbIx pabounx ctonoB (Remote Desktop Services) —

Konnekuuu (Collections).

9. B pasgene Konnekuun (Collections) Haxxvnte 3agaum (Tasks) n BoiGepute nyHkT Co3paTtb

Konnekuuto ceaHcoB (Create session collections).

10. 3aBepwnTe paboTy MacTepa no Co3AaHUo KONnekUmumM ¢ HeOGXOAMMBIMU BaM HACTPONKaMMm.

/\ NPEOYNPEXOEHUE
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11.

12.

13.

14.

15.

16.

Nms cosgaBaemon konnekumm RDS gomkHo cogepxatb He 6onee 16 cumBOoB.

B pasgene YaaneHHble npunoxeHnsa RemoteApp (RemoteApp Programs) HaxmuTe 3apaumn
(Tasks) n BbiGepute nyHkT Ony6nukoBaTb yaaneHHoe npunoxeHne RemoteApp (Publish
RemoteApp Programs).

Haxmute flo6aButb (Add), BiGepuTe npunoxeHune C:\Program Files\Indeed\Indeed
PAM\Gateway\ProxyApp\Pam.Proxy.App.exe, Haxxmute [anee (Next) 1 OnybnukoBaTb (Publish).

B pasgene YoaneHHble npunoxeHna RemoteApp (RemoteApp Programs) oTkponiTe KOHTEKCTHOE

MEHI0 OnyBnMKOBaAHHOIO NpUOXeHns 1 BolbepuTte NyHKT U3meHnTb cBoncTBa (Edit Properties).

Mepengute B NyHKT MapameTpbl (Parameters), yctaHoBute onumio PaspewunTb nobble napamMmeTpbl

komaHgHou ctpoku (Allow any command-line parameters) n HaxmuTe OK.
BbinonHuTe HacTponky 6es3onacHOCTM cepBepa JocTyna.

[MepesanycTtute cepaep.
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CepBep poctyna (SSH Proxy)

A NMPEOYNPEXOEHUE

Mepen Ha4yanoM yCTaHOBKM HEOOXOAMMO BbIMONHUTL NOArOTOBKY (hannioB KOHUrypauum.

Inventory

1. Nepengnte B Nanky guctpmbyTtmea indeed-pam-linux n nepenmeHyinte ainn inventory.template B

inventory

2. OTtpepaktupynte camnn inventory:
i. B pasgene access ykaxute FQDN agpeca cepBepoB goctyna

ii. [Ins Bcex cepBepoB, KpOME foKasnbHOro, JobaBbTE CTPOKY:
remote user=root ansible password=123 ansible become password=123.

a. remote_user=root — UM4 nonb3oBaTensa AnA yaaneHHoOro nogknio4YeHnsa K pecypcy

b. ansible_password=123 — naponb nonb3oBaTens Ans yaaneHHoro noaknioyeHns K pecypey

C. ansible_become_password=123 — naponb nornb3oBaTens Ana yaaneHHoro noaknioyeHns K
pecypcy

iii. 3aKOMMeHTI/Ipyl7ITe BC€E MNoJiA, B KOTOPbl€ HE BHOCUITUCb MBMEHEHNA N COXPAHUTE NUSMEHEHUA

Copepxumoe danna /client-dist/inventory

# NOTE: To access docker host use local.docker name instead of localhost

#[management ]
#MANAGEMENT _SERVER_FQDN_OR_IP

[access]
pamgtwl.test.local
pamgtw2.test.local remote_user=root ansible_password=123 ansible_become_password=123

#[haproxy]
#HAPROXY_SERVER_FQDN_OR_IP

#[rds]
#RDS_SERVER_FQDN_OR_IP
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# Use this section to override vars
#[all:vars]
#server_fqdn=0OVERRIDE_SERVER_FQDN

Pannbl KoOHUrypaumm

PacnakyinTte ckadyaHHble dhanrnbl KOHUrypauum n nepeHecuTe nanku ssh-proxy un rdp-proxy no nytu indeed-
pam-linux\state

YcTtaHoOBKa

1. NepeHecute ancTpubyTne Ha Lenesown Linux pecypc

2. 3anycTuTe CKpUNT YCTAHOBKN KOMaHAO0M

sudo bash run-deploy.sh

3. MNMpwn 3anpoce BBEAMTE UMS FTIOKaNbHOMO Nosib3oBaTterns ¢ npasamu sudo (Hanpumep, root) n ero naposb

4. [loxautecb OKOHYaHUS YCTaHOBKM

() MHOOPMALIMSA

Ecnu ckpunT npepBancs ¢ ownbkon, To oTNpaBbTe harn C ioramu B TEXHUYECKYHO MOALEPXKKY.

Ceptudmkar ygoctoBepsiroLiero LeHTpa

1. Job6aBuTb BbIrpyXeHHbIn ceptudumkaT YL B popmate .crt no nytu /etc/indeed/indeed-pam/ca-
certificates.

2. [NepesanycTntb KOMMNOHEHTLI cepBepa goctyna Indeed PAM ncnonb3ysa cnegytowime komaHabl

(komaHgbl 4OMKHbI BbINONMHATCA B nanke /etc/indeed/indeed-pam):

sudo docker compose -f docker-compose.access-server.yml down
sudo docker compose -f docker-compose.access-server.yml up -d

nnn
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sudo docker-compose -f docker-compose.access-server.yml down
sudo docker-compose -f docker-compose.access-server.yml up -d



ﬁ O6uwasn yctaHoBKa 6e3 6anaHCUPOBKMU

YcTaHoBKa cepBepa ynpasrieHusl 1 cepBepa 0CTyna Ha pasHble CepBepbl

é%, O6wasn yctaHoBKa ¢ 6anaHCUpOBKOMU

YcTaHoBKa HECKOSbKUX CcepBepoB ynpaBieHna 1 cepBepoB 0CTyMNa Ha pa3Hble CepBepbI

|®-E'~|| Cepsep goctyna (RDP/RemoteApp)

YcTaHoBka KOMMOHEHTOB cepBepa goctyna (RDP/RemoteApp)



http://localhost:3000/privileged-access-manager/2.10/installation/linux-os/installation-without-balancing/
http://localhost:3000/privileged-access-manager/2.10/installation/linux-os/installation-with-balancing/
http://localhost:3000/privileged-access-manager/2.10/installation/linux-os/access-server-rdp-remoteapp/

OOwasa yctaHoBKa 6e3 6anaHCUPOBKU

A NMPEOYNPEXOEHUE

B cocTtaB obuwen yctaHoBKku 6e3 6anaHCUpOBKN BXOAUT YCTAHOBKA cepBepa ynpaBreHus U cepBepoB

poctyna (SSH-Proxy\RDP-Proxy) Ha pa3Hble cepBepbl.

/\ NPEAYNPEXOEHUE

Mepen Ha4yanoM ycTaHOBKM HEOOXOAMMO BbIMOMHUTL NOArOTOBKY (hannioB KOHUrypauuu.

Inventory

1. Nepengnte B Nanky guctpmbyTtmea indeed-pam-linux.

2. NameHnTe HasBaHue banna inventory.template Ha inventory.
OtpepakTupynte cbann inventory:

1. B pasgene managment ykaxute FQDN agpec cepsepa ynpaBneHus.
2. B pasgene access ykaxute FQDN agpec cepsepa goctyna SSH Proxy.

3. [1na Bcex cepBepoB, KpOMe NnokKanbHoro, AobaBbTe CTPOKY:
remote_ssh_user=root ansible_ssh_password=123 ansible_become_password=123.

i. remote_ssh_user=root — MMSA nons3osaTens ¢ npasamu sudo AN yaaneHHOro NoAKNYeHus K
pecypcy.
ii. ansible ssh_password=123 — naporb nornb3oBartens Ansa yaaneHHoro NoakniovYeHns K pecypcy.
iii. ansible_become_password=123 — naposib nonb3oBaTtens Ans yaaneHHOoro NogKmoyYeHns K
pecypcy.
4. 3aKOMMEHTUPYMTE BCE MNOM4A, B KOTOPblE HE BHOCUITNCb U3MEHEHNS.

5. CoxpaHuTe n3aMeHeHus.

Copepxunmoe cdanna /client-dist/inventory

# NOTE: To access docker host use local.docker name instead of localhost

[management]
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pammng.test.local
[access]
pamgtw.test.local remote_ssh user=root ansible ssh password=123

ansible become_password=123

#[haproxy]
#HAPROXY_SERVER_FQDN_OR_IP

#[rds]
#RDS_SERVER_FQDN_OR_IP

# Use this section to override vars
#[all:vars]
#server_fqdn=OVERRIDE_SERVER_FQDN

dPannbl KOHUrypaumm

Pacnakynte ckadaHHble hansibl KOHUrypaumm n nepeHecuTe noslyvyeHHble nanku no nytu indeed-pam-

linux\state.

Ceptudumkarnbi

CepTtucdukar yaoctoBepsroLero LeHTpa

MepeHecute ceptudumkat YL, no nytn indeed-pam-linux\state\ca-certificates.

Ceptudukartbl cepBepoB

Mepengute no nytn indeed-pam-linux\state\certs n cosgante otgenbHyo Nanky Ang cepsepa ynpasneHus,

Ha3BaB ee FQDN nmeHem cepBepa ynpaBrneHust.
MNepeHecuTe cepTudUKkaTbl CEpPBEPOB YNpaBIeHMs B Nanku, KOTOpble COOTBETCTBYIOT CepBeEpaM.

Mepengute no nytn indeed-pam-linux\state\keys\rdp-proxy n co3gante oTaenbHyo Nanky Ana Kaxgoro
cepBepa goctyna, Ha3saB ee FQDN nmeHem cepsepa goctyna.

MepeHecuTe cepTudmKaThl CEpBEPOB AOCTYMa B Narku, KOTopble COOTBETCTBYIOT CepBepam.


http://localhost:3000/privileged-access-manager/2.10/installation/configuration-files/

vars

1. Nepengnte no nytn indeed-pam-linux\scripts\ansible v otkponTte cann vars.ymil.
2. Hangute cTpoKy # pfx_pass: "ENTER_HERE" W yganuTte #.

3. BMecTo ENTER_HERE yKauTe naporib OT cepTUdMKaTOB U COXPaHUTE U3MEHEHNS.

YcTtaHoOBKa

1. NepeHecute gUcTpmnbyTMB Ha LieneBon Linux pecypc.

2. Ecnu BbinonHeHbl HacTporikn 6esonacHocTn CIS Benchmark Docker, To 3anyctuTe CkpunT YCTaHOBKM
KOMaHOoMn:

sudo bash run-deploy.sh

Ecnu He BbInonHeHbl HacTpoinku 6esonacHocTn CIS Benchmark Docker, To 3anyctuTte ckpunT

YCTaHOBKM KOMaHOown:

sudo bash run-deploy.sh --bench-skip

3. Mpwu 3anpoce BBEAUTE MMS FOKarbHOMO Nofib3oBaTensi ¢ npaeamu sudo (Hanpumep, root) 1 ero naporb.

4. [loxautecb OKOHYaHUS YCTaHOBKW.

() MHOOPMALIMSA

Ecnu ckpunT npepBancs ¢ ownbkon, To oTNpaBbTe harn C ioramu B TEXHUYECKYHO NOALAEPXKKY.

[Mepe3anyck KOMNOHEHTOB

CepBep ynpaBneHus

[na nepesanycka KOMNOHEHTOB cepBepa ynpasreHus Indeed PAM ncnonb3yite cnegyowimne KomaHapl
(komaHAbl 4OMKHbI BbINONHATLCSA B nanke /etc/indeed/indeed-pam):

I'IepesanyCK BCEX KOMIMNOHEHTOB:


http://localhost:3000/privileged-access-manager/2.10/system-requirements/linux-environment/#cis-benchmark
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sudo docker compose -f docker-compose.management-server.yml down
sudo docker compose -f docker-compose.management-server.yml up -d

nnn

sudo docker-compose -f docker-compose.management-server.yml down
sudo docker-compose -f docker-compose.management-server.yml up -d

Mepesanyck KOHKPETHOrO KOMMOHEHTA:

sudo docker compose -f docker-compose.management-server.yml up -d <WmAa KoMnoHeHTa> --
force-recreate

nnn

sudo docker-compose -f docker-compose.management-server.yml up -d <MmMAa KOMNoOHeHTa> --
force-recreate

Mpumep nepesanycka komnoHeHTa Indeed PAM Core:

sudo docker compose -f docker-compose.management-server.yml up -d core --force-recreate
nunu

sudo docker-compose -f docker-compose.management-server.yml up -d core --force-recreate

CepBep goctyna

lMepesanycTuTb KOMMNOHEHTLI cepBepa Agoctyna Indeed PAM ucnonesys cnegyowme KomaHabl (KoMaHabl

AOMKHbI BbINONMHATLCA B nanke /etc/indeed/indeed-pam):

sudo docker compose -f docker-compose.access-server.yml down
sudo docker compose -f docker-compose.access-server.yml up -d



nnn

sudo docker-compose -f docker-compose.access-server.yml down
sudo docker-compose -f docker-compose.access-server.yml up -d



O6wan yctaHoBKa ¢ 6anaHCUMPOBKOM

A NMPEOYNPEXAOEHUE

B cocTtaB obuiern yctaHOBKM C BanaHCMPOBKOW BXOAUT YCTAHOBKA HECKOMbKUX CEPBEPOB YNpPaBeHns
cepBepoB goctyna (SSH-Proxy\RDP-Proxy) Ha pasHble cepBepbl.

/\ NPEAYNPEXOEHUE

Mepen Ha4yanoM ycTaHOBKM HEOOXOAUMO BbIMONTHUTL NOArOTOBKY (hannioB KOHUrypauuu.

Inventory

1. Nepengnte B nanky guctpmbyTtmea indeed-pam-linux.

2. NameHnTe HasBaHue banna inventory.template Ha inventory.

OTtpepakTtupynte camnn inventory:

1. B pasgene managment ykaxute FQDN agpeca cepBepoB yrnpaBneHus.
2. B pasgene access ykaxute FQDN agpeca cepsepos goctyna SSH Proxy.
3. [1na Bcex cepBepoB, KPOME JTIOKanbHOro, A06aBbTE CTPOKY:
remote_ssh_user=root ansible_ssh_password=123 ansible_become_password=123.

i. remote_ssh_user=root — UMSA NOrnb30BaTeENsA C NpaBamMmun sudo ans yOarieHHOro noakmn4YeHna K
pecypcy.

ii. ansible ssh_password=123 — naporb nornb3oBartens Ansa yaaneHHoro NoakniovYeHns K pecypcy.
iii. ansible_become_password=123 — naposb nonb3oBaTtens Ans yaaneHHOoro NogKmnoyYeHns K
pecypcy.
4. Ypanute KOMMeHTapum ¢ ABYyX NOCHeaHNX CTPOK.

5. B pasgene all:vars ykaxuTte server_fqdn= o6wemy nmeHn PAM.

6. 3aKommeHT|/|py|71Te BC€E MNoJiA, B KOTOpPbl€ HE BHOCUITUCb M3BMEHEHNA.

7. CoxpaHuTe N3MeHeHUs.

Copepxumoe danna /client-dist/inventory

# NOTE: To access docker host use local.docker name instead of localhost
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[management]

pammngl.test.local

pammng2.test.local remote_ssh_user=root ansible_ssh_password=123
ansible become_password=123

[access]

pamgtwl.test.local remote_ssh_user=root ansible ssh_password=123
ansible become_password=123

pamgtw2.test.local remote ssh user=root ansible ssh password=123

ansible become_password=123

#[haproxy]
#HAPROXY_SERVER_FQDN_OR_IP

#[rds]
#RDS_SERVER_FQDN_OR_IP

# Use this section to override vars
[all:vars]
server_fqdn=pammng.test.local

dannbl KOHdUrypaumm

Pacnakynte ckadaHHble hansibl KOHUrypaumm n nepeHecuTe noslyvyeHHble nankuy no nytv indeed-pam-

linux\state.

Ceptudukarbi

CepTtudukar yaoctoBepsoLero LeHTpa

MepeHecute ceptudumkat YL no nytn indeed-pam-linux\state\ca-certificates.

Ceptudukartbl cepBepoB

Mepengute no nytn indeed-pam-linux\state\certs n cosgainte otgenbHyo Nanky ANs Kaxaoro cepeepa
ynpaeneHusd, Hassas ee FQDN nmeHem cepBepa ynpasneHust.

MepeHecnTe cepTMdUKaTbl CEPBEPOB YNpPaBeHMs B Nanku, KOTOpble COOTBETCTBYIOT CEpBEPaM.
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Mepengute no nytn indeed-pam-linux\state\keys\rdp-proxy n co3gante otaenbHyo nanky Ana Kaxgoro
cepBepa goctyna, Ha3saB ee FQDN nmeHem cepsepa goctyna.

MepeHecute cepTudmnKaTbl CEPBEPOB AOCTYMNa B Nanku, KOTOpblE COOTBETCTBYIOT CepBepaMm.

vars

1. Nepengute no nytn indeed-pam-linux\scripts\ansible 1 otkporite cann vars.yml.
2. Hangwnte ctpoky # pfx_pass: "ENTER_HERE" n ypganute #.

3. Bmecto ENTER_HERE YKaXwuTe naposb OT CepTMdUKaToB U COXpPaHUTE N3MEHEHUSI.

YcTtaHOBKa

1. NepeHecute anctpnbyTne Ha Lenesou Linux pecypc.

2. Ecnwn BbinonHeHbl HacTponkn 6esonacHoctn CIS Benchmark Docker, To 3anyctute cKpunT yCTaHOBKM

KOMaHOoMn:

sudo bash run-deploy.sh

Ecnn He BbinonHeHbl HacTponkn 6esonacHoctn CIS Benchmark Docker, To 3anyctute ckpunt

YCTaHOBK/ KOMaHOM:

sudo bash run-deploy.sh --bench-skip

3. lNpu 3anpoce BBegMTE MMSA NOKaNbHOro Nosib3oBarens ¢ npasamun sudo (Hanpumep, root) 1 ero naporsib.

4. [loxoMTtecb OKOHYaHUA YCTAHOBKM.

() UH®OPMALUSA

Ecnn ckpunT npepsancs ¢ olwmnbKon, To oTnpasbTe diann C IoramMmn B TEXHUYECKYIO NOAOEPXKKY.

[lepe3anycK KOMNOHEHTOB

CepBep ynpaBrneHus


http://localhost:3000/privileged-access-manager/2.10/system-requirements/linux-environment/#cis-benchmark
http://localhost:3000/privileged-access-manager/2.10/system-requirements/linux-environment/#cis-benchmark
http://localhost:3000/privileged-access-manager/2.10/problem-solving/configuring-and-collecting-logs/

[na nepesanycka KOMNOHeHTOB cepBepa ynpasneHnsa Indeed PAM mncnonb3ynte cnegyrowmne KomaHabl
(komaHbl 4OMKHbI BbINOMHATLCSA B nanke /etc/indeed/indeed-pam):

I'IepesanyCK BCeX KOMIMOHEHTOB:

sudo docker compose -f docker-compose.management-server.yml down
sudo docker compose -f docker-compose.management-server.yml up -d

nnn

sudo docker-compose -f docker-compose.management-server.yml down
sudo docker-compose -f docker-compose.management-server.yml up -d

I'Iepe3anyc:|< KOHKPETHOINo KOMIMOHEHTA:

sudo docker compose -f docker-compose.management-server.yml up -d <WmA KoMnoHeHTa> --
force-recreate

nnn

sudo docker-compose -f docker-compose.management-server.yml up -d <MMAa KOMMNoOHeHTa> --
force-recreate

Mpumep nepesanycka komnoHeHTa Indeed PAM Core:

sudo docker compose -f docker-compose.management-server.yml up -d core --force-recreate
nunu

sudo docker-compose -f docker-compose.management-server.yml up -d core --force-recreate

CepBep goctyna

lMepesanycTuTb KOMMNOHEHTLI cepBepa aoctyna Indeed PAM ucnone3ys cnegytowme KomaHabl (KoMaHabl

OOIMKHbI BbINONHATLCA B Nanke /etc/indeed/indeed-pam):



sudo
sudo

nnn

sudo
sudo

docker compose
docker compose

docker-compose
docker-compose

-f docker-compose.access-server.yml down
-f docker-compose.access-server.yml up -d

-f docker-compose.access-server.yml down
-f docker-compose.access-server.yml up -d



CepBep poctyna (RDP/RemoteApp)

O NOOCKA3KA
Ansa nonyyenusa guctpmbytmea Indeed PAM Heobxoammo caoenatb 3anpoc B Criy0y noaaepku

Indeed-Id:

support@indeed-id.com

/\ NPEAYNPEXAEHUE
Mepepn ycTaHOBKOW KOMMOHEHTOB CepBepa 40CTyna HeobxoamMmMo pa3BepHyTb ponn Remote Desktop

Services 1 NoarotoBUTb hansibl KOHUIypauuu.

/\ NPEQYNPEXOEHUE

Mocne ycTaHOBKM 1 HACTPOWKN KOMMOHEHTOB cepBepa A0CTyna HeobxoaMmMo NpMMeHnTb Tpebyemble
ansa pabotebl Indeed PAM Gateway HacTponkmn 6e30nacHOCTU, eCrnn HE MPUMEHUTb AaHHbIE HACTPOMKH,

TO NPW NOAKIMIYEHMM K cepBepy AoCTyna ceccust byaeT 3aBepLuaThbCs.

1. CkonupyinTte nanky ¢ gauctpudytnsom Indeed PAM Ha Oyaywiun cepep goctyna.
2. 3anyctute PowerShell oT umeHn agMmuHucTparopa.

3. 3anyctute cueHapun yctaHoBkm Indeed-PAM-Wizard.ps1.
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4. B okHe Bbi6op komnoHeHTOB BhibepuTe CepBep [octyna n Haxmute Oanee.

E¥ Indeed PAM Wizard — x>

¥cranoBKka KOoMMOHEHTOB
BmBepute cepeep ANA YCTAHOBKW KOMNOHETOE:

Buibop komMnoHeHToB

¥cTaHoska ] Cepeep ynpasneHna

Cepeep goctyna (TpebyeTch nepesarpyska)

lanee

5. B crneaylowemM OkHe HaXkmuTe YCTaHOBUTb, A0XKANTECH OKOHYaHUS YCTaHOBKU.
Mocne nosiBneHns okHa 06 okoHYaHuM ycTtaHoBkM HaxxmuTe No. B cnegytowem okHe Haxmute OK.



E® |ndeed PAM Wizard

¥cTaHoBKa KOMNOHEHTOE

Brifop xomnoHeHToR

¥cranoBka

Cepeep goctyna (TpebyeTca nepesarpyska)

Windows Desktop Runtime - ¥cranoska He Tpebyetca
IPAM Gateway - ¥cTaHoeka 3asepwena

IESS0O Agent - ¥cranoeka saseplieHa

IESS0 AdminPack - ¥Ycranoexa sasepwena

WIMEeHeHKWA BECTYNAT B cuay. HaxmuTe kHonky "Aa’, 4Tobwn
MEPE3anyCTUTE KOMMBIOTER CEAYAC, AW "HeT", ecnu Bol
Mepe3IanycTUTe KOMNBKTED EPYYHYID MOIHE,

@ HeoBxogMMOo MEpEzanycTHTE KOMMETED NPEXe, YEM

Yes Mo

6. [NepeHecunTe NnoaroToBreHHbIe dpanrbl KOHUrypauum no nyTu:

i. C:\Program Files\Indeed\Indeed PAM\Gateway\ProxyApp — rds-proxy

7. 3anyctute Ancnetyep cepBepoB (Server Manager).

¥cTanosWTE

8. MNMepengnte B nyHKT Cnyx6a yaaneHHbIx pabounx ctonoB (Remote Desktop Services) —

Konnekuuu (Collections).

9. B pasgene Konnekuun (Collections) Haxxvnte 3agaum (Tasks) n BbiGepute nyHkT Co3paTtb

konnekuuto ceaHcoB (Create session collections).

10. 3aBepwnTe paboTy MacTepa no Co3AaHUK0 KONnekLmum ¢ HeOGXOAMMBIMU BaM HACTPONKaMMm.

/\ NPEQYNPEXAEHUE
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11.

12.

13.

14.

15.

16.

Nms cosgaBaemon konnekumm RDS gomkHo cogepxatb He 6onee 16 cumBOroB.

B pasgene YaaneHHble npunoxeHna RemoteApp (RemoteApp Programs) HaxmuTe 3apaumn
(Tasks) v Bbibepute nyHkT OnybnukoBaTb yaaneHHoe npunoxeHne RemoteApp (Publish
RemoteApp Programs).

Haxmute flo6aButb (Add), BoiGepuTe npunoxeHne C:\Program Files\Indeed\Indeed
PAM\Gateway\ProxyApp\Pam.Proxy.App.exe, HaxmuTte [lanee (Next) n Ony6nukoBartb (Publish).

B pasgene YaaneHHble npunoxeHnsa RemoteApp (RemoteApp Programs) oTKponTe KOHTEKCTHOE

MEHI0 OnyBMKOBaAHHOIO NpUNoXeHns 1 BoldbepuTte NyHKT U3meHnTb cBoncTBa (Edit Properties).

Mepengute B NyHKT MapameTpbl (Parameters), yctaHoBute onumio PaspewunTb nobble napamMeTpbl

KomaHaHoun cTpoku (Allow any command-line parameters) 1 Haxmute OK.
BbinonHuTe HacTponky 6es3onacHOCTM cepBepa JocTyna.

[MepesanycTtute cepaep.
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HacTtpouka IIS

Mpwn paseepTbiBaHUN CepBepa ynpasneHus Ha Windows Server u |IS BbinonHuTe cnegyowmne 4eNCTBUA:

1. JobGaBbTe criegyowme 3anucm peectpa:

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\HTTP\Parameters]
"MaxFieldLength"=dword:8000 (hex)
"MaxRequestBytes"=dword:8000 (hex)

2. 3anyctute |IS Ha cepBepe ynpaeneHunsa n nepengute B pasgen Default Web Site\pam.
3. Otkponte PepakTop koHdurypauum (aHrn. — Configuration Editor) B pasgene YnpaBneHue (aHrn. —
Manage).
4. PackponTte Bbinagatowwmi cnucok Pasaen: (aHrn. — Section:) n Bbibepute
system.webServer\security\requestFiltering.
. Packponte anemeHT requestLimits, yctaHoBuTe ana napameTpa maxQueryString 3HayeHve 8192.
. Haxxmute Mpumenntb (aHrmn. — Apply) B pasgene QencrtBusa (aHrn. — Actions).

. Nepengute B pasgen Default Web Site\pam\core.

0 N O O

. OTkponTe Pepaktop koHdurypaumm (aHrn. — Configuration Editor) B pasgene YnpaBneHue (aHrn. —
Manage).
9. PackpowTe Bbinagatowmi cnucok Paspen: (aHrn. — Section:) n Bbibepute
system.webServer\serverRuntime.
10. YctaHoBuTe ans napametpa uploadReadAheadSize 3HaueHne 1048576.
11. Haxmute MpumennTb (aHrn. — Apply) B pasgene Oencreua (aHrn. — Actions).

12. lNepesarpysuTte cepsep.



YcTaHOBKAa M HacTpouKa KIIMeHTCKUX
KOMMNOHEHTOB

PamSu

KomnoHeHT PamSu nossonset nonb3oBatensam Indeed PAM 3anyckatb KoMaHAbl C NpaBamu root,
Ncnonb3ysi Naposnb cBoen coOO6CTBEHHON y4eTHOM 3anuncu nonb3oBartens Active Directory.

YcTaHoBKa BbINOMHAETCA BPYYHYO Ha Linux-pecypcax, rae Heobxoanumo 3anyckaTb KOMaHabl C npaBamm

root.

YctaHoBka PamSu

KomnoHeHTbl pacnonoxeHsl B nanke: ..PAM_2.10.0\indeed-pam-tools\pamsul\.

() NPUMEYAHVUE

YcTtaHoBKa ytunutbl PamSu BbinonHaeTca Ha pecypcbl OC *nix.

3arpysuTe yCTaHOBOYHbIV NAKET HA PECYPC W BbINOMHUTE KOMaHAy:

YcraHoBka Ha Debian-based OC

$ sudo dpkg -i Indeed.PAM.PamSu*.deb
YctaHoBka Ha RedHat-based OC

$ sudo rpm -i Indeed.PAM.PamSu*.rpm

Hactponka PamSu

Ha pecypce Heobxoammo HacTpouTb goBepue ceptudukaty Beb-cepeepa core v idp. NpoBeputb
KOPPEKTHOCTb paboThl C cepTUdMnKaTaMm MOXHO BbINOSHUB KOMaHAY:



$ curl https://pam.indeed-id.local

OTtkponte dann /etc/pamsu.conf B ntobom pegakTope ¢ npaBamMu foOKanbHOro agMUHUCTPAToOpPa, yKaxuTte
HacTtpovku idp_url, api_url, log_path n log_level:

idp_url — agpec idp

core_url — agpec core

log_path — nyTb K kKaTanory ¢ gpannamm noros

log_level — ypoBeHb nornposaHus, moxeT npuHumMmatb 3HaveHns INFO, WARN, ERROR, FATAL

Set idp url https://pam.indeed-id.local/pam/idp
Set core_url https://pam.indeed-id.local/pam/core
Set log path /var/log

Set log _level INFO

Ha HekoTopbIx cuctemax ssh server He paspeLuaeT No yMONYaHuo nepemMeHHble okpyxeHusa LC_*. [1ns
KOppeKkTHOM paboTbl npunoxeHunsa cneayet B hanne /etc/ssh/sshd_config nobasutb ctpoky AcceptEnv
LC_PAM_USER LC_PAM_SESSION_ID, nn6o mackon LC_*.

(D NPUMEYAHUE

[ns paspelueHuns BbINOMHEHNSA KOMaHAbl pamsu HEOOXOAMMO BKITOUUTL B NOnuTuke, B pasgene SSH

onuwuto PaSPELLIVITb BbIMNOJIHATb pamsu.

Indeed PAM Agent

Indeed PAM Agent cnenyet yctaHaBnuBaTb HEMNOCPEACTBEHHO Ha PECYPChl AN BKNHOYEHNA BO3MOXHOCTU

TekcToBoro normposaHna RDP ceccun.

/\ NPEQYNPEXAEHUE

|_|pl/| OTCYTCTBUUN areHTa Ha pecypce 1 BKIMIO4EHUN Onunmn CoOXpaHeHnd TEKCTOBbIX JTOroB B MNonutuke
NOAKMHOYEHUIN NONb30BaTeNbCKasi ceccus 3aBeplnTcAa aBTOMaTU4eCKn 4epe3 MUHYTY.

Mocne yctaHoBkn Indeed PAM Agent noTpebyeTcs BbINOMHUTL nepesarpy3ky unn noBTopHbin Bxog B OC.

[ononHutenbHasa HacTponka He TpebyeTcs.
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Indeed PAM Desktop Console

HacTtpoika Indeed Pam Desktop Console ansi JOMeHHbIX MaLIuH

1. CkonupyinTte cogepxnmoe nanku indeed-pam-tools\desktop-console\PolicyDefinitions Ha
KoHTponnep aomeHa B katanor C:\Windows\sysvol\domain\policies\PolicyDefinitions

2. Ha koHTponnepe gOMeHa 3anycTute oCcHacTKy YnpaBneHue rpynnoBon nonutukon (Group Policy
Management Console)

3. Bblbepute HeobxoanmbIn 06BLEKT rpynnoOBOM NONUTUKK, NeperanTe B pasaen Computer
Configuration\Policies\Administrative Templates\Indeed PAM\General\ (KoHdurypauus
komnbtoTepa\lronutukm\AgMmmHmcTpaTusHble WwabnoHbl\Indeed PAM\O6Lume)

4. Bkntounte n Hactpoute PAM connection settings (HacTtpowiku nogkntoveHns ¢ PAM)

5. OBHOBUTBL rpPynNNoOBbIE NOANTUKM Ha KNueHTckom MK

HaCTpOI;IKa AnA MaWWH, K KOTOPbIM He NTPUMEHAKTCA AOMEeHHbIe NOJIUTUKU

1. CkonupyinTte cogepxnmoe nanku indeed-pam-tools\desktop-console\PolicyDefinitions B
katanor C:\Windows\PolicyDefinitions

2. 3anyctute peaakTop nokanbHOW rpynnosou nonutukn gpedit.msc

3. Nepengute B pasgen Computer Configuration\Policies\Administrative Templates\indeed
PAM\General\ (KoHdurypauusa komnbtotepa\llonutukm\AgmmHucTpaTtneHble wabnoHbi\indeed
PAM\OGLme)

4. Bkntounte n Hactpoute PAM connection settings (Hactpoiku nogkntoveHus ¢ PAM)

HacTtpownka 3anucu cobbitnn B Syslog

Windows Linux

1. Nepengnte B katanor C:\inetpub\wwwroot\Iis\targetConfigs, cozgante konuto anna
sampleSyslog.config n nepenmenynte ee B Pam.Syslog.config, 3atem oTpegaktnpymnte <Settings>

. </Settings> B COOTBETCTBMM C HACTPOMKAMM HUXKE:

o HostName — ums Syslog-cepsepa
o Port — nopt Syslog-cepsepa

o Protocol — tun nogkntodeHnsa k Syslog-cepsepy: TCPoverTLS, TCP, UDP



o Format — copmart noros: Plain, CEF, LEEF
o SyslogVersion — cneundumkauns npotokona: RFC3164, RFC5424

C:\inetpub\wwwroot\is\targetConfigs

<Settings HostName="localhost" Port="5081" Protocol="TCP" Format="CEF"
SyslogVersion="RFC3164" />

2. B gpanne C:\inetpub\wwwroot\Is\clientApps.config oTpegaktupynTe cekumnto pam Ans paboTbl C

darinom Pam.Syslog.config — nobasbTe HOBLIM TargetId ana WriteTarget:

C:\inetpub\wwwroot\ls\clientApps.config

<Application Id="pam" SchemaId="Pam.Schema">
<ReadTargetId>Pam.TargetDb</ReadTargetId>
<WriteTargets>
<TargetId>Pam.TargetDb</TargetId>
<TargetId>Pam.Syslog</TargetId>
</WriteTargets>
<AccessControl>
<I--<CertificateAccessControl CertificateThumbprint="6001122...AA11"
Rights="Read" />-->
</AccessControl>
</Application>

3. danee B aTOM e (hanne B cekunmn Targets AobGaBbLTE HOBbLIN 3M1IEMEHT:

C:\inetpub\wwwroot\is\clientApps.config

<Targets>

<Target Id="Pam.TargetDb" Type="mssql"/>
<Target Id="Pam.Syslog" Type="syslog"/>
</Targets>

B Target Id="Pam.TargetDb" nponuwmnte Type B 3aBUCMMOCTM OT ucnonbdyemon B: mssql nnu
pgsql.



Hactpouka RADIUS

A NMPEOYNPEXOEHUE

Bce URL ykasbiBaloTCS B HMXXHEM perucrpe.

®opmat JSON He gonyckaeT Hanmyns KOMMeHTapueB B chanrne, NoaToMy HeobxoaMmo yaanuTb
CTPOKM, HaYMHaroLmecs ¢ cumsonos "//".

/\ NPEAYNPEXAEHUE

lMocne BHeCEHNA nameHeHun B hain KoHurypaumm Heobxogmumo nepesarpysntb nyn npunoxenunn IdP
B IIS Manager.

Mepengute B katanor C:\inetpub\wwwroot\pam\idp 1 oTpegaktupyinte dann appsettings.json.

Cekuusa ldentitySettings

e DirectoryMechanism — mexaHu3m paboTbl ayTeHTUdUKaLMK.

o Authentication — napameTp ykasbiBaeT nocTaBLWMKOB ayTeHTUpmnkaummn B IDP.

Cekuus IdentitySettings B koHcburypaumoHHom channe appsettings.json

"IdentitySettings": {

"DirectoryMechanism": "Radius",
"Authentication": "Local",

Cekuusa Radius

¢ AuthenticationScheme — cxema ayteHTudukaumm 8 RADIUS. Bo3amoxHble
3HadeHus: 'PAP', 'CHAP', 'MSCHAPV2'. Cxema PAP siBnsetca Hebe3zonacHoMn, NOTOMY YTO Naposib
nepenaeTcs B OTKPbITOM BMAe.

¢ AuthenticationUserName — copmat numeHu ansa ayteHtudpmkaumm.



Bo3MOXHble 3Ha4YeHUs:

o NameWithoutDomain — nma 6e3 gomeHa (ansa ayteHTudukaumm B FreeRadius).
o SamCompatibleName — nmsa B oopmaTte INDEED\\user.

o PrincipalName — nms B popmaTte user@indeed.domain.

o Secret — cekpeT Ana JONONHUTENbHOW ayTEHTUdUKALUN KOMMNOHEHTA.
o Timeout — Bpemsa oxungaHus oteeta ot cepeepa RADIUS.
* RemoteEndpoint:

o Address — agpec cepsepa RADIUS ans nogknoyeHus.

o Port — agpec cepsepa RADIUS ana nogkntoyeHus (no ymonyaHuo 1812).

Cekuusa Radius B koHcurypaunmoHHom chpanne appsettings.json (oauH cepsep RADIUS)

"Radius": {
"AuthenticationScheme": "“MSCHAPV2",
"AuthenticationUserName": "PrincipalName",

"Secret" :"ENCRYPTED_CfDJI8MPJI7V58kgpLvtoHgdiuk5VKMK_hf3r437uzdHjdZAfve5wtVvgDZPjjDm7bg]jC
"Timeout": 10,
"RemoteEndpoint": {
"Address": "PAM_RADIUS_SERVER_1",
"Port": 1812

MoxHo ykasaTb Heckonbko cepepoB RADIUS, 4ytobbl o6ecneunTb 0TkasoyCcTONYNBOCTbL CUCTEMBI. B aTOM
cny4yae PAM nocbinaet 3anpoc cepsepam RADIUS nocnegoBatensHo, B NOpsiAKe yKaszaHUs cepBepoB B
KOH(purypaumoHHoMm ganne. To eCTb ecnn He yaanochb NogknounTeca K nepsomy cepeepy RADIUS, To PAM

nonbiTaeTCAd NOAKNHYNTBCA K creayrolemy.

Cekuusa Radius B koHcurypaumoHHom chaunne appsettings.json (aBa cepsepa RADIUS)

"Radius": {
"Timeout": 10,
"RemoteEndpoints™: [
{
"Address": "10.11.4.28",
"Port": 1812,


mailto:user@indeed.domain

7 "Secret": "123",

8 "AuthenticationScheme": "MSCHAPV2",

9 "AuthenticationUserName": "PrincipalName"
lo 3

11 {

12 "Address": "10.11.4.128",

13 "Port": 1812,

14 "Secret": "123",

15 "AuthenticationScheme": "MSCHAPV2",

16 "AuthenticationUserName": "PrincipalName"
17 }

18 ]

19 1},



Hactpounka nognucu RDP cdhaunna

BknroyeHue noanucu RDP cdhanna

[nsa Toro, 4tobbl BkNouMTb nognuck RDP danna Heobxoanmo oTpegaktupoBaTh pasgen Rdp danna

KOH(purypaumm Core, HaxoaaLWMNCs No NyTu:

C:\inetpub\wwwroot\pam\core — gna Windows

"Rdp": {
"UseRemoteApp": false,
"SignRdpFile": true,
"Certificate": "16c214ba7dec702a7ce5e4ac727502b0c0d448e2",

"Password":

}s

letc/indeed/indeed-pam/core — gnsa Linux

"Rdp": {
"UseRemoteApp": false,
"SignRdpFile": true,
"Certificate": "/etc/",
"Password": "1234"

}s

Cexkuunsa Rdp

o SignRdpFile — BkntoueHne nognncu RDP danna.
o Certificate — otneyatok ceptudumkarta nnm NyTb 4O camMoro ceptudukara.

o Password — naponb ceptudukata. lNnuwetcs ecnu B napametpe Certificate 6bin ykasaH nyTb g0

ceptudukarta.
lMNocne pepakTMpoBaHus dhansa KoHpurypaumm Heobxogmmo nepesanyctuTtb KoMnoHeHT Core
Windows

Mepesanyctutsb IIS



Linux

Mepentn B nanky /etc/indeed/indeed-pam

cd /etc/indeed/indeed-pam
Mepe3anyctutb kKomnoHeHT Indeed PAM Core:

sudo docker compose -f docker-compose.management-server.yml up -d core --force-recreate
nnu

sudo docker-compose -f docker-compose.management-server.yml up -d core --force-recreate

HacTtpouka ceptucukarta

Onsa sBknoyeHns nognucu RDP danna Heobxoaum cepTudmkar, BblAaHHbIN YOOCTOBEPSOLWUM LIEHTPOM

cepTudurkaumnm

(D NPUMEYAHUE

Bce gencrteus, onncaHHble HUXe, npoxogAT Ha cepBepe ynpaBrieHnd C YCTaHOBJIEHHbIM KOMIMOHEHTOM

Core

Windows ¢ oTnevyaTkom

1. lo6aBuTb cepTuduKaT B JIMYHOE XPaHUIULLE KOMMbIOTEPA.



2. OTKpbITb MeHI0 cepTudumkata Bee 3apaum (All Tasks) — YnpaBneHue 3akpbITbIMU Kno4amMm

Izsued o Issued by Expiration Liate
?Egtwl&vdd.mm vdd-ADC-CA 412/2025
?@ gtw2d.wvdd.com gtw2d.wdd.com 4/13/2024
?@idp.vdd.cnm idp.vdd.com 47772024
gd-ADC-CA 4/12/2025

Open

All Tasks * Open

Cut Request Certificate with Mew Key...

Copy Renew Certificate with Mew Key...

T Manage Private Keys...

Properties Advanced Operations *

Help Export...

(Manage Private Keys...).

3. Haxatb [lo6aBuTb... (Add...) B OTKpbIBLLEMCHA OKHE HaxaTb Pa3melweHue... (Locations...), BbibpaTb
nokanbHbIN KomnbloTep — OK.

4. B none Beectn ums IIS_IUSRS — OK.

Select Users or Groups >

Select this object type:
|Usem. Groups, or Builtdn security principals | Object Types...

From this location:
|GTW28 || Locations...

Enter the object names to select (examples):
GTW2EIS (USRS Check Names

Advanced... Cancel

5. OTpegakTnpoBaTtb dann KoHpurypaumm, ykasaB otnedaTok ceptudukara 6e3 napons

Linux ¢ umnopTtupoBaHuem knro4va opmarte PFX

1. UmnopTtupoBaTthb B nanky /etc/indeed/indeed-pam/keys/rdp-sign.pfx ceptudukat B popmate PFX ¢

NPVBaTHbBIM KIOYOM 1 Naporem.

2. OTpepakTnpoBaTb hann KoOHUrypaumm, ykasas nyTb K cepTudukaty u naporb

3. OTpepgaktunpoBatb ainn /etc/indeed/indeed-pam/docker-compose.management-server.yml
nobaBnB CTPOUKY
./keys/rdp-sign.pfx:/etc/indeed/indeed-pam/keys/rdp-sign.pfx B pa3gene core — volumes
Ansa npobpoca ceptudmrkaTa B KOHTENHED:



volumes:
- ./core/events:/var/lib/indeed/indeed-pam/events
- ./core/appsettings.json:/app/appsettings.json:ro
- ./keys/shared/protector:/etc/indeed/indeed-pam/keys/shared/protector:ro
- ./keys/core:/etc/indeed/indeed-pam/keys/core:ro
- ./ca-certificates:/usr/local/share/ca-certificates:ro
- ./logs/core:/app/logs
- ./keys/rdp-sign.pfx:/etc/indeed/indeed-pam/keys/rdp-sign.pfx



HacTtpouka ogHopa3oBoOro napons no
Email

[aHHas dyHKUMA NO3BONSET Nony4vaTb BTOpon hakTop Yyepes nouty. Mouta 6epeTcsa us AaHHbIX y4ETHON

3anucu B Active Directory.

Ha Windows-cepBepe — nepengute B katanor C:\inetpub\wwwroot\pam\idp 1 otpegaktupynte

ann appsettings.json.

Ha Linux-cepepe — nepengute B katanor /etc/indeed/indeed-pam/idp n otpegaktupynte camnn

appsettings.json.

NomeHsnTe TOTP Ha EMAIL .

Cekuus IdentitySettings

"IdentitySettings": {

"SecondFaType": "TOTP",

Cekuunsa Smtp

"Smtp": {
"Address": "PAM_SMTP_ADDRESS",
"Port": 587,
"SenderAddress": "PAM_SMTP_SENDER_ADDRESS",
"Username": "PAM_SMTP_USERNAME",
"Password": "",
"EncryptionMethod": "TLS"

"AllowedSs1Protocols": "T1ls12,T1s13"

e Address — agpec SMTP cepsepa.
e Port — nopt SMTP cepsepa.

e SenderAddress — agpec, C KOTOPOro 6y/:|,eT oTrnpaBJyiEHO NMNCbMO.



Username — JIOrMH AN aBTOpMU3aL 1 Ha cepBepe.
Password — naposib Ans aBTopusaumm Ha cepBepe(lumdpyeTcs).
EncryptionMethod — meTog wWmndpoBaHus, nogaepxmneaercs Tonbko TLS.

AllowedSslProtocols — nogaepxusaemble Bepcun TLS.



BknoyeHue nepesanycka KOHTEMHepPoOB
cCepBUCOB NMPOKCHU

Docker-koHTeriHepam SSH Proxy n RDP Proxy TpebyeTtcs nepnoguyeckmii nepesanyck (potaums) ons
yCTpaHeHUst adeKTOB yTEeUKM NaMsTH, NOTOKOB U geckpmntopoBs. B Indeed PAM aTo peanusoBaHo
crneumasnbHbIM CKPUMTOM, KOTOPbIM 3anyckaeTcs aBToMaTu4eckun no pacnmcanunio. OctaHoBka paboTtsl PAM

npu 3TOM He NponcxoamT (Ceccum nonb3oBaTenen He NPepbIBaOTCS ).

Mo YMOJM4aHUIO nepesarnyck BbIKITKOYEH. UTobbl ero BKMHOYUTD, HY>KHO U3SMEHUTb 3Ha4YeHne napameTpa B

dhaiine KoHUrypaumm 1 nepesanycTuTb cepeep A0CTyna.

BknioyeHue nepesanycka B panne
KOHdurypauumm

1. OTkpownTe pann ./scripts/ansible/vars.yml.
2. B cekuumn proxy_recycling noMeHsinTe 3HayeHne napameTpa enabled ¢ false Ha true.

3. NepexoguTe K nepesanycky cepsepa gocTyna.

A NPEOYNPEXOEHUE

Mpwn ncnonb3oBaHun Ha cepeepe goctyna SELinux B pexxume Enforcing Bam notpebyetcsa Bpy4dHyro
[06aBUTb KOHTEKCT Af1s CKpUNTa, Bbl yBUAUTE coobLueHne 06 aToMm:

TASK [War‘n about SELinUX mOde] 3k 3k 3k >k 3k 3k >k 3k 3k >k >k 5k 3k kK 3k 5k %k %k 5k K %k 5k k %k >k

msg:

'"Warning: SELinux is in enforcing mode. Add script context manually:'

semanage fcontext -a -t bin_t /etc/indeed/indeed-pam/scripts/recycle-proxy.sh &&
restorecon -Fv /etc/indeed/indeed-pam/scripts/recycle-proxy.sh

MoaToMy BbINOMHUTE CrieayoLLy0 KOMaHay:



semanage fcontext -a -t bin_t /etc/indeed/indeed-pam/scripts/recycle-proxy.sh &&
restorecon -Fv /etc/indeed/indeed-pam/scripts/recycle-proxy.sh

JononHutenbHbIe HACTPOUKU

B daiine ./scripts/ansible/vars.yml, B cexummn proxy_recycling €CTb €Lle HECKOIbKO NapameTpoB. YKaxute

NX 3Ha4YEeHNA (OI'ILI,VIOHaJ'IbHO) nnn VICI'IOJ'Ib3yI7ITe 3Ha4YeHna no ymosmn4aHuto.

e replicas — konu4yectBo Master-pennuk (aKTUBHbIX PENSINK, KOTOPbIE NPUHMMALOT coeanHeHns). Mo

ymosn4daHuio 1.

e proxies — TUNbl NPOKCK, ANS KOTOPbIX OyAET BbINOMHATLCS Nepe3anyck. [NpeacraensieT n3 cebs

mMaccuB. 1o ymonyaHuio [rdp,ssh].
e rotation_hours — Bpems poTaumu pennuk B Yacax. o ymonyaHuio 168.

e session_hours — MakcuMMarnbHas OfMTENbHOCTb CECCUM B Yacax AN pensinkv B COCTOSSHUM DRAIN
(korga cepBep He NPUHUMAET HOBblE COeaMHEHNS, HO obpabaTbiBaeT cywecTBytowme). o ymonyaHumto
24,

MNepesanyck cepBepa Aoctyna

/\ NPEAYNPEXOEHUE

3anyckante komaHabl 13 nanku /etc/indeed/indeed-pam.

[nsa nepesanycka kKOMMNOHeHTOB cepBepa goctyna Indeed PAM mncnonb3ynte criegytowne KomaHabl:

sudo docker compose -f docker-compose.access-server.yml down
sudo docker compose -f docker-compose.access-server.yml up -d

nnn

sudo docker-compose -f docker-compose.access-server.yml down
sudo docker-compose -f docker-compose.access-server.yml up -d



NMpumep nepesanycka komnoHeHTa RDP Proxy

sudo docker compose -f docker-compose.access-server.yml up -d Pam
force-recreate

nnn

sudo docker-compose -f docker-compose.access-server.yml up -d Pam
force-recreate

NMpumep nepesanycka komnoHeHTa SSH Proxy

sudo docker compose -f docker-compose.access-server.yml up -d Pam
force-recreate

nIin

sudo docker-compose -f docker-compose.access-server.yml up -d Pam
force-recreate

.RdpProxy.Service

.RdpProxy.Service

.SshProxy.Service

.SshProxy.Service



UHTerpaumsa co CTOPOHHUMMU
KaTanoramm nonb3oBaTeneu

Ha aton cTpaHuue onncaHo, kak HacTpouTb MHTerpaunto npogykta Indeed PAM ¢ katanoramu
nonb3oBatenen Active Directory, FreelPA, OpenLDAP n ALD Pro.

[1na nameHeHna napameTpoB YTEHUS KaTanora nonb3oBareneun Tpe6yeTc;| oTpenakTnpoBaTb CeEKUUIO

UserCatalog B KOHUrypaumoHHbIX dannax Core u ldp.

MyTb Ao canna koHcpurypauum Core:

Windows C:\inetpub\wwwroot\pam\core\appsettings.json

Linux /etc/indeed/indeed-pam/core/appsettings.json

MyTb po ¢panna koHdpurypaumm IdP:

Windows C:\inetpub\wwwroot\pam\idp\appsettings.json

Linux /etc/indeed/indeed-pam/idp/appsettings.json

HacTtpounka nuterpauum c Active Directory

dannbl KOHUrypaumm nsHayanbHO cogepxaTt HacTponkn Ans nHterpaumm ¢ Active Directory,

AOMOSNHUTENbHBIX N3MEHEHUI He TpebyeTcs.

HacTpouka noucka nonb3oBaTtesien B rpynne 6e3onacHoOCcTu

[na HacTponkn nomncka nosnb3oBartesien U3 onpeaeneHHon rpynnsl 6esonacHocTn TpebyeTca HaCTPOUTb

napameTp CatalogFilter.

Mpumep HacTpoKrkK NapameTpa AN OAHOM rpynnbl 6e30nacHoCTU



"CatalogFilter": "memberOf=cn=Admins,CN=Builtin,DC=vdd,DC=com"

MpumMep HACTPOMKKU ANA HECKONLKUX FPynn 6e3onacHoCcTH

"CatalogFilter": "(|(memberOf=cn=Admins,CN=Builtin,DC=vdd,DC=com)
(memberOf=cn=PrivelledgeAccounts,OU=Groups,DC=vdd,DC=com)
(memberOf=cn=Admins1,0U=PAMUsers,DC=vdd,DC=com) )"

I'IapameTp ContainerPath Takke JOMmKeH ObITb 3aMOMHEH, T.K. CYUTLIBATLCA 6y,u,yT TOJbKO TE

nonb3oBartenu, kotopble coctonaT B OU, KOTOpbLIN Bbl yka3anu B 3Ha4YeHUn napameTtpa CatalogFilter.

¥ [1pumep 3anonHeHHon cekunn UserCatalog ¢ ykaszaHmem rpynnbl 6e3onacHocTm

1 "UserCatalog": {

2 "RootProvider": "adl",

3 "Providers": {

4 "Ldap": [

5 {

6 "Id": "ad1l",

7 "ConnectorType": "Ldap",

8 “LdapServerType": "ActiveDirectory",

9 "Domain": "indeed.test",
10 "Port": 636,
11 "AuthType": "Basic",
12 "SecureSocketLayer": true,
13 "ContainerPath": "OU=UsersPAM,DC=indeed,DC=test",
14 "CatalogFilter":

"memberOf=cn=SecurityGroup,OU=PAMUsers,DC=indeed,DC=test",

15 "UserName": "IPAMADReadOps@indeed.test",
16 "Password": "qwel23",
17 "UserMapRules": {
18 "Settings": [
19 {
20 "Category": "person",
21 "Class": "user"
22 }
23 ]
24 }
25 }

26 ]




27}
28 }

[lononHuTenbHY MHGOPMAaLIMIO MO HAcTpolike NapameTpa CatalogFilter MOXHO NMpoynTaTh B

AokymeHTtauun Microsoft.

Hactpounka nHterpauum c Freelpa vnu AldPro

[ns HacTponku nHTerpaumm ¢ katanorom nosib3osatesnien FreelPA nnn AldPro nonb3oBatenu katanora

OOJMKHblI UMETb crieayruine anI/I6yTbIZ

entryUUID mnnn ipaUniquelID
* cn

e entryDn

e ipaNTSecurityIdentifier

e krbPrincipalName

e uid
¥ [lpumep 3anonHeHHon cekuumn UserCatalog anga katanora nonb3oBatenen FreelPA nnu AldPro

1 A

2 "Id": "ad",

3 "ConnectorType": "Ldap",

4 "LdapServerType": "FreeIpa", //3ameHumb Ha AldPro npu Hacmpolike Ha AldPro

5 "Domain": "ald.sup", //Wma OomeHa unu KOHKpemHO20 KOHmposasaepa

6 "Port": 389, //389 0sn4 nodkaw4yeHusa no LDAP, 636 018 noOkaw4veHus no LDAPS

7 "AuthType": "Basic",

8 "SecureSocketLayer": false,//false 0aa nodkaw4yeHus no LDAP, true dnasa
nodkawyeHuUA no LDAPS

9 "ContainerPath": "dc=ald,dc=sup", //llymc 0o koHmeliHepa nosnv3oBameneli

10 "UserName": "uid=pamread,cn=users,cn=accounts,dc=ald,dc=sup", //YuemHeie OaHHsle
014 Oocmyna Kk OomeHy. [losxHel 6bimb 6 ¢opmame distigushedName, Y3 dosxHa umems npaba
Ha 4ymeHue Heobxodumsix ampubymob

11 "Password": "Qlw2e3r4", //Mapone Y3 014 docmyna K OomeHy

12 "GroupMapRules": {

13 "Settings": [

14 {

15 "Category": "",



https://social.technet.microsoft.com/wiki/contents/articles/5392.active-directory-ldap-syntax-filters.aspx

"Class": "ipantgroupattrs"

}

1,

"Attributes": {
"Id": "ipaUniqueID",
“Name": "cn",
"SamAccountName": "cn",
"CanonicalName": "cn",
"DistinguishedName": "entryDn",

"SidBytes": "ipaNTSecurityIdentifier"

}

}s
"UserMapRules": {

"Settings": [
{
"Categor‘y": Illl-’
"Class": "person"
}

1,
"Attributes": {

"Id": "ipaUniqueID",

"Name": "cn",

"PrincipalName": "krbPrincipalName",
"SamAccountName": "uid",
"DistinguishedName": "entryDn",

"SidBytes": "ipaNTSecurityIdentifier",
"ThumbnailPhoto": "jpegPhoto",
"JpegPhoto": "jpegPhoto"

Ecnu y nonb3oBaTtenen katanora ectb atpubyT entryUUID M HET aTpubyTta ipaUniqueID, TO B CEKUUNAX
GroupMapRules ¥ UserMapRules B pa3sgene Attributes Heobxoaumo yganuTb napameTtp "Id":

"ipaUniqueID".

HacTtpouka nHTerpauumn ¢ OpenLDAP

[1ns HacTponkn nHTerpaumm ¢ katanorom nons3oBatenen OpenLDAP nonb3oBartenu kaTanora AOMKHbI

nMeTb criegytowme aTpmbyTbi:



e entryDn

e uid

¥ [1pumep 3anonHeHHon cekunn UserCatalog ansa katanora nonb3oatenen OpenLDAP

1 {

2 "Id": "oldap",

B "ConnectorType": "Ldap",

4 "LdapServerType": "OpenLdap",

5 "Domain": "oldap.local", //Mma domeHa unu KOHKpemHO20 KOHmMposasaepa

6 "Port": 389, //389 014 nodkaw4yeHus no LDAP, 636 0a4 nodkaw4veHUsa no LDAPS
7 "AuthType": "Basic",

8 "SecureSocketlLayer": false, //false 014 nodkawyeHus no LDAP, true 0nsA

nodkaw4yeHUA no LDAPS

9 "ContainerPath": "DC=oldap,DC=local", //llyme 0o KoHmeliHepa nosnev3o06ameneli
10 "UserName": "cn=IPAMADReadOps,dc=oldap,dc=1local", //YuemHvie OaHHble 0n4 docmyna

K OomeHy. JosmxHbl 6bimb B ¢opmame distigushedName, Y3 OdosmxHa umems npaBa HA 4YmeHue
Heobxodumbix ampubymoB

11 "Password": "QWEqwel23", //Maponb Y3 0a4 docmyna K OomeHy
12 "GroupMapRules": {

13 "Settings": [

14 {

15 "Category": "",

16 "Class": "groupOfUniqueNames"
17 }

18 1,

19 "Attributes": {

20 "Name": "cn",

21 "SamAccountName": "cn",

22 "CanonicalName": "cn",

23 "DistinguishedName": "entryDn",
24 "Members": "uniqueMember"

25 }

26},

27 "UserMapRules": {

28 "Settings": [

29 {

30 "Category": "",

31 “Class": "inetOrgPerson"

32 }

33 1,

34 "Attributes": {

35 "Name": "cn",




"SamAccountName": "uid",
"DistinguishedName": "entryDn",
"ThumbnailPhoto": "photo",
"JpegPhoto": "photo"

HacTponka nHrterpauum ¢ HeCKONMbKUMU
KaTarioramum nosfib3oBaTeneu

[1na HacTpoOWKM MHTEerpaunm ¢ HECKONLKMMU KaTanoraMmu rnonb3oBartenen BblMNoSHUTE cnepywwimne nencTeus:

1. NomeHanTe 3HayeHne napametpa RootProvider Ha "orUCP".

2. B cekummn Ldap nepedncnute Yepes 3anaTyto KaTanoru nonb3oBaTtenen, ¢ KOTopbiMKU Heobxoauma
nHTerpaums. Id nposangepos He AOMKHbI coBrnagaThk. |d npoBaraepos, ¢ KOTOPbIMK A0 3TOro paboTan

PAM, He OOMKHbI MEHATLCSA.

3. JoGaBbTe cekumnio Or M3 NpUMMepa HUXe, B KOTopon nponuwunTe Id cekumi nposBangepos.

¥ [Mpumep cekumm UserCatalog, HacTpoeHHol Ha paboTy ¢ ABYMSI kaTarioraMmu norib3oBaTternen

"UserCatalog": {

"RootProvider": "orUCP",
"Providers": {
"Ldap": [
{

"Id": "ad",
"ConnectorType": "Ldap",
"LdapServerType": "ActiveDirectory",
"Domain": "indeed.test",
"Port": 636,

"AuthType": "Basic",
"SecureSocketLayer": true,
"ContainerPath": "OU=UsersPAM,DC=indeed,DC=test",
"UserName": "IPAMADReadOps@indeed.test",
"Password": "qwel23",
"UserMapRules": {

"Settings": [




18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63

"Category": "person",
"Class": "user"
}
]
}
¥
{
"Id": "ad2",
"ConnectorType": "Ldap",
"LdapServerType": "ActiveDirectory",
"Domain": "indeed.test",
"Port": 636,
"AuthType": "Basic",
"SecureSocketLayer": true,
"ContainerPath": "OU=UsersPAM,DC=indeed,DC=test",
"UserName": "IPAMADReadOps@indeed.test",
"Password": "qwel23",
"UserMapRules": {
"Settings": [
{
"Category": "person",
"Class": "user"
}
]
}
¥
{
"Id": "ipa",

"ConnectorType": "Ldap",

"LdapServerType": "FreeIpa",

"Domain": "ipa.redos",

"Port": 389,

"AuthType": "Basic",

"SecureSocketLayer": false,

"ContainerPath": "DC=ipa,DC=redos",

"UserName": "uid=IPAMADReadOps,cn=users,cn=accounts,dc=ipa,dc=redos",
"Password": "qwel23",

"GroupMapRules": {

"Settings": [
{
"Category": "",
"Class": "ipantgroupattrs"
}
1,

"Attributes": {




64 "Name": "Cn"_,

65 "SamAccountName": "cn",

66 "CanonicalName": "cn",

67 "DistinguishedName": "entryDn",

68 "SidBytes": "ipaNTSecurityIdentifier"
69 }

70 }s

71 "UserMapRules": {

72 "Settings": [

73 {

74 "Category": "",

75 "Class": "person"

76 }

77 1,

78 "Attributes": {

79 "Name": "cn",

80 "PrincipalName": "krbPrincipalName",
81 "SamAccountName": "uid",

82 "DistinguishedName": "entryDn",
83 "SidBytes": "ipaNTSecurityIdentifier",
84 "ThumbnailPhoto": "jpegPhoto",
85 "JpegPhoto": "jpegPhoto"

86 }

87 }

88 }

89 1,

90 "or": [

91 {

92 "Id": "orucp",

93 "Providers": {

94 "ad": {"IgnoreExceptions": true},

95 "ad2": {"IgnoreExceptions": true},

96 "ipa": {"IgnoreExceptions": true}

97 }

98 }

99 ]

100 }

101}




Ii@g‘ Pe3epBHble Y4eTHble 3anucun

BbigenuTte pesepBHYL0 YYETHYHO 3anuch Ans Kax4oro pecypca

l LLindbpoBaHMe naponeun u cekpeTos

3awndpynte darnbl KOHUrypaLm Nocne OKOHYaHUs HaCTPOMKM MHCTanAsaLmMm

SU| dunsrpaums npoueccos n ®C

[ob6aBbTe pa3pelLeHHble Ang 3anycka npouecchl B hann KoHdurypauum processprotection.settings.json (onunoHansHO)

‘ 03 i LLincdpoBaHme maTepuanoB ceccum

O3HakoMbTeCh C MHbopMaUnel o LWKdpPOoBaHUM MaTeEpPUanoB Ceccum

|
—i—‘?‘ Monutukn GesonacHocTU cepBepa AocTyna

MmnopTtupynte Habop pekoMeHAyeMbIX NOMUTUK Ha cepBep AoCTyna



http://localhost:3000/privileged-access-manager/2.10/security-recommendations/backup-accounts/
http://localhost:3000/privileged-access-manager/2.10/security-recommendations/security-of-passwords-and-secret-keys/
http://localhost:3000/privileged-access-manager/2.10/security-recommendations/process-filtering-and-file-security/
http://localhost:3000/privileged-access-manager/2.10/security-recommendations/session-logs-encryption/
http://localhost:3000/privileged-access-manager/2.10/security-recommendations/access-server-security-policy/
http://localhost:3000/privileged-access-manager/2.10/security-recommendations/access-server-security-settings/

'_—°_°'..| -
%‘ HacTponkn 6e3onacHocTu cepBepa gocTyna

MpumMeHnTe HeobxoanMble HACTPOKKM 6e30MNacHOCTM Ha cepBepe AoCTyna

‘i CmeHa kniova wucpposaHua b PAM

CwmeHuTe KoY LLIVId)pOBaHVIﬂ B Clly4ae ero kKomnpomertauum



http://localhost:3000/privileged-access-manager/2.10/security-recommendations/access-server-security-settings/
http://localhost:3000/privileged-access-manager/2.10/security-recommendations/access-server-security-settings/
http://localhost:3000/privileged-access-manager/2.10/security-recommendations/db-encryption-key-changing/

Pe3epBHble y4YeTHbIe 3anucu

Basa gaHHbix 1 cepsuc Indeed PAM Core — 310 Kputnyeckue anemeHThbl. [NoBpexaeHne 6asbl AaHHbIX Un
OoTKa3 cepBuca NpuUBEOET K NOTepe JOCTYNa K pecypcaM, Tak Kak napornuv y4eTHbIX 3anncen HeU3BeCTHbI

KOHEYHbIM norib3oBaTtendm n agMMHUCTpaTopam.

[MoaToMy pekomeHayeTcsa ANis KaXaoro pecypca BblAENUTb PE3EPBHYIO YYETHYIO 3annChb C NpaBamm
nokanbHoro agMmnHuctpatopa (OC Windows) unu ¢ npaBamu Ha BbinofniHeHne komangbl SUDO (OC *nix).
HasHaybTe ynonHOMOYEeHHOro COTpyAHMKa, KOTOPbI ByaeT oTBevaTb 3a COXPAHHOCTb PE3EPBHbIX YYETHbIX

3anucen n naponemn.

OTa Mepa no3BOJINT BOCCTaHOBUTbL AOCTYN K peCypCaM B Clty4vae Bbixoda U3 CTPOA 0asbl AaHHbIX Unn

cepsuca.



LUndpoBaHue naponen n cekpetoB

Mo yMOIn4aHuio, Oons AOMNOSTHNTENBHOW 3aLLUNTbI CUCTEMBI, BO BpeM4d YCTaHOBKM KOMIMOHEHTOB NMPONCXoanT

aBTOMaTU4ecKoe WndpoBaHue anrios KoHUrypauuu.

[ns 3aWmnTbl CUCTEMbI PEKOMEHAYETCS BbINOMHATL LWMGPOBaHME (harinoB KOHUrypaLmMmn nocrne BHECEHNS

OKOHYaTes1bHbIX MpPaBOK.

Bo Bpemsi paboThl ¢ cuctemon MoXeT noTpeboBaTbCsa pegakTupoBaHue danoB koHduUrypauuun. [Insa aToro

noHagobunTca cHATME WNGPOBaHUA U AanbHeNwee WndpoBaHue hannoB KOHUrypaumm.
OTO MOXHO cenatb C NOMOLLbIO yTuUnuThl Ha Windows nnu ckpunta Ha Linux.

LndposaHmio noanexar KoHUrypaumnmoHHsle gannsl komrnoHeHTos Core, IdP, ProxyApp u Log Server.

YTunuta Ha Windows

CHATMe wndpoBaHusa

o [Nepengute B katanor ¢ guctpmbytnsom PAM no nytu ..PAM_2.10.0\Indeed-pam-
windows\MISC\ConfigurationProtector\.

o 3anyctute PowerShell oT nmeHn agmuHucTpartopa.

e [Insa cHATUS WMdpOoBaHUSA co BCex hanrioB KOHUrypauumn, pacnonoXeHHbIX B CTaHAAaPTHbIX

ONPEKTOPUSAX, BbINONHUTE KOMaHAY:
.\Pam.Tools.Configuration.Protector.exe unprotect
e [Insa cHATUS WndpoBaHUsa ¢ annosB KOHMUrypawumm otTaeribHbIX KOMMIOHEHTOB BbINOMIHUTE KOMaHAy:

.\Pam.Tools.Configuration.Protector.exe unprotect --component Wms_KomnoHeHTa

Hanpumep:



.\Pam.Tools.Configuration.Protector.exe unprotect --component core

o CHATMe wundgpoBaHua ¢ dparna, pacrorioXeHHOro BHe CTaHOapTHOW ANPEKTOPUN:

.\Pam.Tools.Configuration.Protector.exe unprotect --component Wms_komnoHeHTa --file
nyTb_K_danny

Hanpumep:

.\Pam.Tools.Configuration.Protector.exe unprotect --component Core --file
C:\inetpub\wwwroot\pam\core\appsettings.json

(D NPUMEYAHUE

CrtaHgapTHOW aupeKkTopuen hannoB KOHUrypaumm SBnaeTca OUpeKTopus
C:\inetpub\wwwroot\pam\umsi_komnoHeHTa\appsettings.json.

LUndppoBaHune

o [lepengute B katanor ¢ guctpmbytnsom PAM no nytu ..PAM_2.10.0\Indeed-pam-

windows\MISC\ConfigurationProtector\.
e 3anyctute PowerShell ot nmeHn agmuHucTpartopa.

e [Ina wndpoBaHna Bcex pansioB KOHPUrypauumn, pacrnonoXeHHbIX B CTaHOAAPTHbIX AUPEKTOPUSIX,

BbINOMHUTE KOMaHAYy:
.\Pam.Tools.Configuration.Protector.exe protect
e [Ina wndpoBaHnsa pannos KOHPUrypaumm oTaenbHbIX KOMMNOHEHTOB BbIMOSTHATE KOMaHAy:
.\Pam.Tools.Configuration.Protector.exe protect --component Wma_komnoHeHTa

Hanpuwmep:



.\Pam.Tools.Configuration.Protector.exe protect --component core

¢ UndposaHne darnna, pacnonoXXeHHOro BHe CTaH4aPTHOW OUPEKTOPUN:

.\Pam.Tools.Configuration.Protector.exe protect --component WUma_komnoHeHTa --file
nyTb_K_danny

Hanpumep:

.\Pam.Tools.Configuration.Protector.exe protect --component Core --file
C:\inetpub\wwwroot\pam\core\appsettings.json

(D NPUMEYAHUE

CraHgapTHOW gupekTtopuen hannos KOHUrypaumm aBnsieTcs AUpekTopus
C:\inetpub\wwwroot\pam\umsi_komnoHeHTa\appsettings.json

CkpunT Ha Linux

CHATMe wmndpoBaHusA

o [lepengnte B gUpeKTOpUIio C hannom npotekropa
cd /etc/indeed/indeed-pam/tools

e [InAa cHATUS WMdpoBaHUSA cO BCex hansioB KOHUIrypauumn, pacrnonoXeHHbIX B CTaHAaPTHbIX
ANPEKTOPUNAX, BbIMONHUTE KOMaHAY:

bash protector.sh unprotect
e [InAa cHATMSA WndpoBaHUA ¢ pannosB KOHMUrypaumm otaeribHbIX KOMMNOHEHTOB BbINONHUTE KOMaHAY:

bash protector.sh unprotect -component WUMsA_KoMnoHeHTa



Hanpuwmep:
bash protector.sh unprotect -component core
lndppoBaHue
o [lepenante B AMpeKkToputo c hansiom npotekrTopa:
cd /etc/indeed/indeed-pam/tools

e [Ina wndpoBaHnsa Bcex pansioB KOHPUrypauumn, pacnonoXeHHbIX B CTaHAAPTHbLIX AUPEKTOPUSIX,
BbINOMHUTE KOMaHAy:

bash protector.sh protect
o [1na wngpoBaHus hannos KOHUrypaumm otaesibHbIX KOMMIOHEHTOB BbINOSTHATE KOMaHAY:
bash protector.sh protect -component Wmsa_komnoHeHTa
Hanpumep:

bash protector.sh protect -component core

O mexaHu3me wudpoBaHuUA

LLindpoBaHme koHUrypaumnmoHHbix barnnos (KpuTudHbIX harnos) Indeed PAM BbinonHAETCA Npyv NOMOLLM
kntoya wudpoBaHus AES-256 creHepupoBaHHoro Data Protection API. Knitou coxpaHsieTcs Ha cepBepe
Indeed PAM n gononnutensHo wngpyetca Windows Data Protection API.

PacnonoxeHue knroua:

e OC Windows Server — %ProgramData%\Indeed\Pam\Keys
¢ OC Linux — /etc/indeed/indeed-pam/keys



[MpaBo Ha ncnonb3oBaHME ANPEKTOPUN NPEeaOCTaBAETCA TONbKO npunoxeHusm Indeed PAM.



Punesrpaumnsa npoueccoB n PC

3an peT 3anyCKa npoueccoB

Ans PAM Gateway peanu3oBaH MexaHU3M 3anpeTa 3anycka NpOoLEeCCOB MOfb30BaTENSAMM.

|-|pl/1 Ka)XOoM 3anycke rnpouecca BbIMONMHAETCA pAad npoBEpPOK. 3anyC|< npouecca pa3peLlleH, ecrin XoTsd Obl

ofHa 13 NpoBepOK NnponaeHa:

e Ecnu nonb3oBartenb 3TO LOCAL_SYSTEM, LOCAL_SERVICE mnu NETWORK SERVICE
o Ecnu nonb3oBatenb aBnsieTcs agMUHMCTpaTopoM Ha cepeepe RDS

e Ecnu POAUTENBCKMM MPOoLECCOM ABNAETCA OANH N3 N3BECTHbLIX CUCTEMHbIX (SVChOSt . exe|,

winlogon.exe, userinit.exe, rdpinit.exe)

o CrapT npouecca paspelleH B KOHpUrypaumoHHoMm doanne processprotection.settings.json
Ecnu Hn oAHa 3 NpoBepoOK HE nponneHa, TO 3anycCkK npouecca 3arnpeLleH.

KoHdurypauma paspeLueHHbIX NpoLeccoB HacTpamBaeTcs B dpanne:

C:\Program Files\Indeed PAM\Gateway\ProcessCreateHook\processprotection.settings.json

Mpymep danna:

"Rules": [
{

"Comment": "Common, record video",

"ParentProcessPaths": [
"C:\\Program Files\\Indeed\\Indeed

PAM\\Gateway\\ProxyApp\\Pam.Proxy.App.exe"

])

"ApplicationPaths": [
"C:\\Program Files\\Indeed\\Indeed PAM\\Gateway\\ProxyApp\\ffmpeg.exe",
"C:\\Program Files\\Indeed\\Indeed PAM\\Gateway\\ProxyApp\\ffprobe.exe"

Cekuus Rules:



¢ Rules — NpaBuna aonga paspeLueHHbIX NpoLeccos.
MapameTpbl NpaBun:

o Comment — KOMMeHTapun gnsi npasuna.
o ApplicationPaths — nyTn oo ncnonHaembix annos, KOTOPbIE MOXHO 3anyckaTb.

o ParentProcessPaths — nytu oo ucnonHsembix gpannos, NPOLECChl KOTOPbLIX MOTYT 3arnyckaTb
npunoxeHus n3 ApplicationPaths.

3awmTa KpUTUYHbIX hannos

Ona PAM Gateway peanvsoBaH MexaHW3M pasrpaHuyeHus npas Ang gocTyna K pannam Ha ypoBHe
npoLieccos.

lMonb3oBaTenu nokanbHOW rpynnbl aAMUHUCTPATOPOB UMEKT AOCTYN K NoObIM dhannam 3 nobbix
npoueccoB. OcTanbHble MNOMb30BaTENM MOryT OTKPbIBaTh Nobbie dhansibl n3 nobbiX NPOLLECCOB, KpOME
ysA3BMMbIX pannoB. [nsa ysa3smMMbIX hanroB BbINOMHAETCA NpoBepKa npouecca: ecnm npouecc HaxoamTcs B
CMUCKe paspeLLeHHbIX, TO OCTYN pa3peluaeTcs, nHavye — 3arnpeLlaeTcs.

KoHdurypauma sawmtel yassumbiX oannos HacTpameBaeTcs B panse:

C:\Program Files\Indeed PAM\Gateway\Service\filesprotection.settings.json

Mo ymonyaHuio B KOHUrypaumMoHHbI hann gobasneHbl ya3sumble annsl PAM, gononHuTtenbHas

HacTpoWnka He TpebyeTcs.

Mpumep danna:

"VulnerableFiles": [
{
"Path": "C:\\Program Files\\Indeed
PAM\\Gateway\\ProxyApp\\appsettings.json",
"AllowedProcesses": [
"C:\\Program Files\\Indeed
PAM\\Gateway\\ProxyApp\\Pam.Proxy.App.exe"
]
}s
{
"Path": "C:\\Program Files\\Indeed PAM\\SSH Proxy\\SshProxy\\",
"AllowedProcesses": [



"C:\\Program Files\\Indeed PAM\\SSH
Proxy\\SshProxy\\Pam.SshProxy.Service.exe"

]

[MapameTpsbl:

e VulnerableFiles — cnncok ysa3sumMbix dhannos.

e Path — nyTb k yasBumomy dpanny. MoXHO ykasbiBaTb Kak KOHKPETHbIN paunrn, Tak U ANPEKTOPUIO.

o AllowedProcesses — CnN1coK nNpoLeccoB, KOTOPbIM paspeLleH 4oCTyn K dpanny. YKkasbliBatoTcs
KOHKPETHbIE UCMOSNTHAEMbIE MOAYIIN.

Mocne nameHeHus KoOHUrypaumoHHoro canna Tpebyetcs nepesanyck cnykobl Pam.Service.



LLincdhpoBaHMe maTepuanoB ceccuu

MpepocTaBneHue OocTyna K 3awmiuiaeMbiM NPUBUIErMPOBaHHbIM YYETHBIM 3anncam ABMSETCS He
egmHcTBeHHOM 3aaadven Indeed PAM. [1ns makcumanbHoro obecneveHnsa 6e30nacHOCTM y4ETHOM 3anmcu u
npouecca paboTbl NPUMEHSAIOTCHA CPEACTBa NPOTOKONMpoBaHuA. B npouecce paboTbl BbINOMHAETCA
doukcaumsa oencTBmi NpyM NOMOLLM BUOEO M CHUMKOB 3KpaHa. OTCHATbIE MaTepuanbl ABAATCA KPUTUYHBIMA
C TOYKM 3peHNs MHPOPMaLIMOHHON Be30NacHOCTN, TaK Kak UCMOMb3YTCA AN9 UCCnefoBaHNA UHUMAEHTOB U

4aCTO HOCAT KOH(PMAEHUManbHbIA XapakTep.

[na obecneyeHns 6e3onacHOCTN OTCHATLIX MaTtepuanos B Indeed PAM peanu3oBaH MexaHn3m
LN pOBaHNA NO3BONAKOLLMA BE30MACHO XPaHUTb U UCMNONb30BaThb B pamkax pelleHus. LLndposaHue
BbINOMHAETCS Npu nomowm anroputma AES256, cam kntod yHUKaneH gnga Kaxaon oTaenbHOW ceccumn.



NMonutnkn 6e3onacHocTn cepBepa
pocTyna

Habop ctaHgapTHbIX rpynnoBbIX NoNnTuk gomeHa Active Directory, pekomeHayembIX K IPUMEHEHMIO Ha
cepBep, KoTopbIv BbinonHseT pornb Indeed PAM Gateway, ana obecnedyeHns 6esonacHoCcTy.

Ha3Ha4yeHue npaB NnoJsib3oBaTernA

MyTb: KoHdurypaums komnbiotepa — Monutukm — KoHdurypauma Windows — lNMapameTtphbl
6e3onacHocTu — JlokanbHble NONUTUKM — Ha3HavyeHne npaB nonb3oBaTens

(aHrn. — Computer Configuration — Policies — Windows Settings — Security Settings — Local Policies —

User Rights Assignment)

= | Group Policy M
File Action View Help
e« 7E X

4 il Computer Configuration ~

4 | Policies
- [ | Software Settings
a [ Windows Settings
B [ | Mame Resolution Policy
| Scripts (Startup/Shutdown)
A i"—'l Security Settings
[+ EE] Account Policies
A _:ﬂ Local Policies
b3 Audit Policy

q User Rights Assignment
= Security Options

b i EventLog

t- [ Restricted Groups

b & Systemn Services

v OnucaHne NonNuUTKK

Monutuka OnucaHue 3HaveHus

Access Credential OTOT NapameTp UCMorb3yeTcs He onpeneneHo

Manager as a trusted ancnet4yepoM y4HeTHbIX AaHHbIX B Xo4e




Monutuka

caller (JocTtyn K
ANCNETYEPY YYETHbIX
AaHHbIX OT UMEHU
AOBEPEHHOIO
BbI3bIBAOLLENO)

Act as part of the
operating system
(Pabota B pexunme
ornepawmoHHON

CUCTEMbI)

OnucaHue

apxvMBauun N BOCCTaAHOBMNEHNA. JTa
NpuBUNEr1a He A4OMKHa
NPeAOCTaBNATLCA YYETHBIM 3aMUCsMm,
MOCKOMbKY OHa NPeaoCTaBrseTCa TONbKO
Winlogon. CoxpaHeHHble
nonb3oBaTeNnsiMmn y4eTHbIE AaHHbIE MOTyT
6bITb CKOMNPOMETUPOBAHbI, €CNN 3Ta
NpyBUIErusa NpPeaoCcTaBnaeTcsa Apyrum
cybbekTam.

OT0 NpaBo Nonb3oBaTeNd NO3BONSET
npoueccy onvueTBopsATbL Noboro
nonb3oBaTensi 6e3 NnpoBepku
noanmMHHocTwW. MNMpouecc, Takmm obpasom,
MOXET Mosiy4aTb AOCTYN K TEM Xe
nokarnbHbIM pecypcam, 4To n
nonb3oBaTtensb. [pouecchl, 4Na KOTOPbIX
TpebyeTca Takas npuBUNerns, OOMMKHbI
MCMONb30BaTh YXXe CoaepKaLlyto aTy
NPUBUIETNIO YYETHYIO 3anncChb
LocalSystem, a He OTAEeNbHYO YYETHYIO
3anncb Nosib3oBaTesisi C 3Tomn
npusunerven. Ecnv B opraHnsaumm
MCMOSb3YOTCS TOSMBbKO CepBepbI C
onepaumoHHbIMU CUCTEMaMKN CEMENCTBA
Windows Server 2003, HeT
HeobX0AMMOCTU Ha3HavaTb 3Ty
npuBmnernto nonb3osarenam. OgHako
€Cnv B opraHmn3aumm Ncnonb3yrTcs
cepBepbl Mo ynpaeneHnem
onepaumoHHbix cuctem Windows 2000
nnm Windows NT 4.0, HazHa4yeHue aTomn
npuBMnNerMn Moxet notpedoBaTbcsa AN4
NCMOSIb30BaHNA MPUNOXEHWUN,
oBbMeHmnBaoLLMNXCHA NaponsaMm B 06bIYHOM
TEKCTOBOM ¢popmaTte. BHnmaHume!

3HauyeHus

He onpeneneHo




Monutuka

Adjust memory quotas
for a process
(Hactpownka kBOT
namaTv ang

npouecca)

Allow log on locally
(JTokanbHbIN BXOA B
cucTemy)

Allow log on through
Remote Desktop
Services (PaspewaTtb
BXO[ B CUCTEMY Yepes
CnyX6bl yaaneHHbIX

paboymnx CTonoB)

Back up files and
directories
(ApxuBauusa cannos
N KaTanoros)

OnucaHue

HasHaueHwne aToro npaea nonb3oBaTento
MOXET NPeAcTaBnaTb yrpo3sy
6e3onacHocTu. HasHavaiTe Takue npasa
TOMbKO JOBEPEHHbIM NOMb30BaTENSM.

OTa npuBunernsa onpenensiet, KTo MoxeT
N3MEHATb MakCUMarbHbI 00bemM
NamATn, UCNOMb3yeMbI NPOLLECCOM. JTO
npaBo Nonb30oBaTens onpeaeneHo B
obbekTe rpynnosou nonutukn (GPO)
KOHTposifepa AOMeHa Mo YMOMYaHuoo 1 B
nokarbHoW nonuTtuke 6e3onacHoOCTu
paboynx CTaHumMn 1 cepBepOB.
MpumevaHne. 3Ta npuBMnernsa nonesHa
NpWY HAaCTPOMKe CUCTEMbI, HO €ro
NCNorb3oBaHNE MOXET HAHECTW Bpea,
Hanpumep, B Cnyyae atak Tuna "oTkas B

obcnyxmBaHun".

OTOT NapameTp onpegensiet
nonb3oBaTenen, KoTopble MOryT BXOAUTb
B CUCTEMY Ha KOMMbIOTEPE.

OT0T NapameTp 6e3onacHoCcTH
onpeaensieT, y Kakux nonb3oBaTenemn unm
rpynn ecTb paspeLleHne Ha BXod B
CUCTEMY B Ka4yeCTBe KIMeHTa Ccnyxo6
yAaneHHbIX paboynx cTonos.

OT0 NpaBo Nonb3oBaTens onpeaenser,
Kakue nonb3oBaTenn MoryT
UrHOpMpoOBaTb paspeLleHnsa anga gannos,
KaTtanoros, peecTpa u Apyrmx
MOCTOSIHHbIX OOBLEKTOB C LIENbIO
apxmBaumm cuctemsbl. B yactHocTu, aTo

3HauyeHus

NT
AUTHORITY\NETWORK
SERVICE, NT
AUTHORITY\LOCAL
SERVICE,
BUILTIN\Administrators

BUILTIN\Administrators

BUILTIN\Administrators,
rpynna nonb3osaTteren
PAM

BUILTIN\Administrators




Monutuka

Bypass traverse
checking (O6xopg
nepeKkpecTHoOmn

NPOBEPKM)

Change the system
time (M3meHeHne

CUCTEMHOIO BPEMEHN)

OnucaHue

npaso nornb3oBaTtens nogobHo
NpeaoCTaBnNeHnto crieyLwmx
paspeLLeHnin NonNb3oBaTento uUnu rpynne
AN BCex Nanok 1 pannos B CUCTEME:
O630p nanok/BbinonHeHne gannos
Copepxnmoe nanku/YteHne gaHHbIX
YteHune atpmbyToB YUTeHne
paclWmpeHHbIX aTpnbyToB YteHune
paspelweHnin BHnmaHune! HazHayeHne
3TOro Npaea Nonb30BaTEN MOXET
npeacTaBnaTb yrpody 6e3onacHoCcTu.
lMockornbKy HEBO3MOXHO TOYHO 3HaTb,
YTO MMEHHO MOoNb30BaTeNb AeNnaeT C
AaHHbIMY - CO30aeT apxmB, KpageTt unm
KOMMPYET C Lenbko pacnpoCTpaHeHus -
HasHa4anTe 3TO NPaBO TONbKO
AOBEPEHHbIM NOMNb30oBaTENAM.

370 nNpaBo Nosnb3oBaTens onpeaernsier,
Kakve Monb30BaTenu MoryT NPOM3BOAUTb
0630p AepeBbeB KaTarora, jaxe ecnm y
3TWX Nnonb3oBaTenei OTCYTCTBYIOT
paspeLleHns Ha kaTtanor. JTa
NpUBUNErns He NO3BonseT
norb3oBaTensm NpocMaTpuBaTh
coepXMMoe Kararora, a No3BossieT

TOJNMbKO BbIMNOJIHATb o630p.

OTO npaBo norb3oBaTens onpeaenser,
Kakue rnonb3oBaTenu n rpynrsl MOryT
N3MEHATb BPEMS 1 ATy BHYTPEHHUX
Yacos KoMmrnbloTepa. lNonb3oBartenu ¢
AaHHbIM NMPaBOM MOTYT BNUATb Ha BU[
XypHanoB cobbITun. Ecnu cuctemHoe
Bpems 6bIro M3MeHeHo, 3anucu

OTCNEXEHHbIX COObITMIN OTPA3SAT HOBOE

3HauyeHus

BUILTIN\Administrators, NT
AUTHORITY\Authenticated
Users, NT
AUTHORITY\LOCAL
SERVICE, NT
AUTHORITY\ANETWORK
SERVICE

BUILTIN\Administrators, NT
AUTHORITY\LOCAL
SERVICE




Monutuka

Change the time zone
(MN3meHeHne 4YacoBoro
nosca)

Create a token object
(CospaHue

MapKkepHoro obbekTa)

OnucaHue

BPEMs, a He OeNCTBUTENbHOE BPEMS

COBepLUEHNSI COBBITUN.

OT0 nonb3oBaTenbLCKoe NpaBo
onpegernseT, KakMe Nonb3oBaTeny un
rpynnbl MOTYT 3MEHSITb YaCOBOMW MOSIC,
MCMONb3yeMbI KOMMNBLIOTEPOM A1
oTOBpaXeHnst MECTHOIO BPEMEHMN,
KOTOpOEe NpeacTaBnsieT cobon cymmy
CUCTEMHOrO BPEMEHM KOMMbIoTEPa U
cMeLleHns Yacooro nosica. Camo no
cebe cucTemMHOe Bpems ABMsSieTCA
abConNIOTHLIM U HE M3MEHSAETCH Npu

M3IMEHEHNN HYaCOBOIO Nodca.

10T NnapameTp 6e3onacHoCcTn
onpeaensieT, Kakme y4yeTHble 3anmcu
MOryT BbITb MCNONb30BaHbI NpoLeccamm
OISt CO34aHNsa MapKkepoB, KOTOPble 3aTeMm
MOryT BbITb MCNONb30BaHbI AN
nonyyeHns gocTyna K nobbim
nokarnbHbIM pecypcam, ecnv ans
co34aHnsa Mapkepa gocTtyna npouecc
ncnonb3yeT BHYTPEHHUI HTepdernc
(API). JaHHOe npaBo nucnonb3yeTcs
ornepaumMoHHON CUcCTemMon ans
BHYTPeHHUX uenen. Ecnun Het
HeobXxooMMOCTH, HE NpeaoCTaBNAnTe 3To
NpaBoO HWKAKMM MOSib30BaTENaM, rpynnam
MM npoLeccam Kpome nosib3oBatess
"lNokanbHasa cuctema". BHUMMaHue!
HasHauyeHue 3aToro npaea nonb3oBaTento
MOXET NpeaCcTaBnsTb Yrpo3y
6esonacHocTu. He Ha3HavanTe 3To
npaBo Nonb30BaTento, rpynne unm

3HauyeHus

BUILTIN\Administrators, NT
AUTHORITY\LOCAL
SERVICE

He onpeneneHo




Monutuka

Create global objects
(CospaHune
rnobanbHbIX
00ObEKTOB)

Create permanent
shared objects
(CospaHune
MOCTOSIHHbIX 0BLLMX
06beKToB)

Create symbolic links
(CospaHue

OnucaHue

MPOLeCcCy, KOTOPbIM HexXenaTernbHO
NO3BONSATb YNPaBsiTb CUCTEMOIA.

OT0T NapameTp 6esonacHoCcTn
onpeaensieT, MoryT fiv Nonb30BaTenm
co3aaBaThb rnobanbHble 00BLEKTHI,
OOCTYMHbIE A1 BCEX CEaHCOB.
Monb3oBaTenu No-nNPexHemy MoryT
co3fdaBaTh OTAENbHbIE 00BLEKTbI AN UX
CeaHCcoB, He MMes JaHHOro npaea.
CosagaHue rnobanbHbiX 06bEKTOB MOXET
BMUATb Ha NMPOLIECChI, BbINOSIHAEMbIE B
ceaHcax gpyrux nonb3oBaTenen, Beas K
oLmbKam NPUNOXEHUA N NOBPEXOEHNIO
AaHHbIX. BHUMMaHne! HazHauyeHne aToro
npasa nonb3oBaTens MoXeT
NpeacTaBnaTb yrpo3y 6e3onacHoCTu.
HasHavyaunTe ero TonbKo JOBEPEHHbLIM

noJyib3oBaTendam.

370 nNpaBo Nonb3oBaTessi onpeaernser,
Kakune y4eTHble 3anmcu MoryT
MCnonb30BaThCsA Npoueccamm ans
co3faHus obbeKkTa KaTanora npu
nomoLLm aucnertyepa ob6bEKTOB. ATO
NpaBo Nonb3oBaTens UCnosb3yeTcs
BHYTPW OMnepaLoHHON CUCTEMBI U
MOSe3HO ANl KOMNOHEHTOB B PEXUMeE
a4pa, paclumMpsIoLLNX NPOCTPaHCTBO
MMeH o6bekTa. MNMockorbKy 3TO NpaBo
yX€ Ha3Ha4yeHO KOMMOHEHTaM,
BbIMOJSTHAIOLLMMCS B pEXMMe siapa, ero He

HY>XHO crneuunaribHO Ha3Ha4aTb.

OTa npusunerna onpegender and
nonb3oBaTenad BO3MOXHOCTb CO3aBaTb

3HauyeHus

BUILTIN\Administrators, NT
AUTHORITY\SERVICE

He onpeneneHo

BUILTIN\Administrators




Monutuka

CUMBOJTNYECKNX

CCbINOK)

Debug programs
(Otnagka nporpamm)

Deny access to this
computer from the
network (OTkasatb B
AOCTyne K 9TOMy
KOMMNbIOTEPY U3 CETK)

Deny log on as a
batch job (OTkasaTb

OnucaHue

CUMBOJbHbIE CCbIfIKM C KOMMbIOTEPA, Ha
KOTOpPbIN OH Bowlen. BHumaHwne! 31y
NPUBUIEIVIO CrieayeT NpeaoCcTaBnsTh
TONbKO JOBEPEHHbLIM NOfb30BaTENSAM.
CumBoOnMYyeckme CCbifikn MOryT OBHaXUTb
Yys13BMMbI€ MEeCTa B MPUNOXKEHUSX,
KOTOpblE HE pacCYmUTaHbl Ha UX

o6paboTky.

OT0 NpaBo Nonb3oBaTeNnd onpeaenser,
Kakue nonb3oBaTenu MoryT nogknioyaTb
oTnag4vvk K NtobomMy npoueccy unm sapy.
OTO NpaBo He HYXXHO Ha3Ha4yaTb
pa3paboTymkam, BbINOMHALWMM OTNaaKy
cobCTBEHHbIX NpunoxeHun. OHo
notpebyetca paspaboTumkam ons
OTNagKkyM HOBbIX CUCTEMHbIX
KOMMOHEHTOB. JTO NPaBO Nofb3oBaTens
obecrne4vmBaeT NOMHbIA AOCTYN K BaXXHbIM
KOMMOHEHTaM OonepaunoHHON CUCTEMBI.
BHumaHune! HasHayeHue aToro npaea
nonb3oBaTensd MOXET NpeacTaBnsaTh
yrposy 6esonacHocTtn. HazHavanTe ero
TONMbKO JOBEPEHHbLIM MOfb30BaTENSAM.

10T NnapameTp 6e3onacHoCcTn
onpeaensieT, KakuM nosib3oBaTensam
BygeTt oTka3aHo B JOCTYMNe K KOMMbTEPY
N3 cetTn. ATOT NapameTp 3aMeHseT
napameTp nNosiMTukn "PaspelmnTtb 4ocTyn
K KOMMNbIOTEPY N3 CETU", ecnn K y4eTHOM
3anuncu nonb3oBartens NpMMeHsitoTcs obe

NOJINTUKW.

10T NnapameTp 6e3onacHoCTn

onpenensdet, KakMMm y4eTHbIM 3anncam

3HauyeHus

BUILTIN\Administrators

BUILTIN\Guests

BUILTIN\Guests




Monutuka

BO BXOO€E B Ka4eCTBe
NakeTHOoro 38,El,aHVIFI)

Deny log on as a
service (OTkasaTtb BO
BXOJe B KayecTBe

cnyx6bl)

Deny log on locally
(Banpetutb

nokarbHbIN BX0[,)

Deny log on through
Terminal Services
(3anpetntb BXOA B

OnucaHue

OyoeTt oTkasaHo BO BXoAe B CUCTEMY B
BUAE NAKeTHOro 3aganund. [JJaHHbIn
napamMeTp 3aMeLLaeT napameTp
"Pa3peluntb BXO4 B CUCTEMY KaK
NakeTHOMY 3aaHui", ecnu K y4eTHom
3anuncu nonb3oBarens npMMeHsitoTcs oba
napameTtpa.

OT0T NapameTp 6esonacHoCcTH
onpeaensieT, KakuM y4EeTHbIM 3anmcsm
cnyx6 6yaeT oTkaszaHo B perncrpauum
npouecca Kak cry>6bl. ATOT napameTp
NONMUTUKN 3aMeHsEeT napameTp
"PaspelumnTtb BXog B CUCTEMY KakK
cnyx6e", ecnu K y4eTHOM 3anucu
NPUMEHSOTCS 06 NONUTUKN.
MpumeyaHne. STOT napameTp
6e30nacHOCTM He NPUMEHSETCS K
y4yeTHbIM 3anucam "Cuctema”,
"INokanbHas cnyx6a" nnu "CeteBas
cnyxoa".

OT0T NapameTp 6esonacHoCcTH
onpegernseT, Kakum nosnb3oBaTensm
Byoet oTka3aHO BO BXOAE B CUCTEMY.
OTOT NnapameTp MOSIUTUKN 3aMeHSAET
napameTp "Pa3pelumnTb nokanbHbIn BXoq
B CMCTEeMY", eCrnn K y4eTHOM 3anucu
NpUMeHsitoTca 0ob6e NnonuTukn. BHUMaHwe!
Ecnu atoT napameTp 6e3onacHocTn
npumeHsieTcs K rpynne "Bce", HUKTO He

CMOXeT BOUTU B CUCTEMY JTOKalibHO.

OT0T NapameTp 6e3onacHoCTH
onpenenseT, Kaknum Nonb3oBaTensiM 1
rpynnam 6yaeT 3anpeLueHo BXOAUTb B

3HauyeHus
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Monutuka

cucTemy yepes
cnyx0y yaaneHHbIX

paboymx CTonoB)

Enable computer and
user accounts to be
trusted for delegation
(PaspeleHue
A0BEPUS K YYETHBIM
3anucam
KOMMbIOTEPOB 1
nosnb3oBaTenemn npm
AenernpoBaHunn)

OnucaHue

CUCTEMY KaK KIMEHTY crny>0 yaaneHHbIX

pabo4ynx CTOMoB.

OT10T napametp 6e3onacHOCTU
onpenernsert, KakMe nons3osaTtenn MoryT
yCTaHaBnuBaTtb napameTp
"[enernpoBaHune paspeLleHo" ang
nonb3oBaTens unm obbekTa-
komnbloTepa. MNonb3oBartens nnn ob6bexT,
NonyyYnBLLME 3TY NPUBUNETNIO, OSMKHbI
MMETb JOCTYN Ha 3anuck K
ynpasnsowmm dpnaraMm y4eTHou 3anmcu
nonb3oBaTens unm obbekTa-
komnbtoTepa. CepBepHbI NpoLecc,
BbIMOSTHAEMbIN Ha KOMMNbloTEpPE (Mnn B
NoNb30BaTENbCKOM KOHTEKCTE),
KOTOPOMY paspeLLeHo AenernposaHue,
MOXET NOoSyYMTb JOCTYN K pecypcam
ApYyroro KomMnbtoTepa, Ucnosib3ys
AenermpoBaHHble YYeTHble JaHHble
KNWeHTa, Noka B YY4EeTHOW 3annucu
KnneHTa He OyadeT yCTaHOBMEH
ynpasnaoLwmn dpnar "YyetHasa 3anuck He
MOXET ObITb AenermpoBaHa". 310 NpaBo
nonb3oBaTens onpeaeneHo B obbekTe
rpynnoson nonutukun (GPO)
KOHTpoOsnsfiepa AoOMeHa Mo YMOYaHUIo 1 B
rnokanbHoOM nonuTuke 6e3onacHoOCTH
paboymnx CTaHumM1 1 cepBepOB.
BHumaHme! HenpasunbHoe npumMeHeHne
9TOro npasa nonb3oBaTens unu
napametpa "[denernposaHuve
paspeLueHo" MOXeT caenaTb CETb
YSI3BMMOW K N30LLPEHHBIM aTakam C
NMOMOLLbIO BPEOOHOCHBIX NporpaMm Tuna

3HauyeHus

BUILTIN\Administrators




Monutuka

Force shutdown from
a remote system
(MpuHyanTenbHoe
yoaneHHoe
3aBepLUeHne paboTbl)

Generate security
audits (Co3gaHwue
ayavToB
6esonacHocTK)

OnucaHue 3HauyeHus

"TPOSAHCKUI KOHB", KOTOPbIE UMUTUPYIOT
BXOASALWMX KIMUEHTOB N UCMOMb3YIOT UX
yYeTHble JaHHble ANS NonyyYyeHus
AOCTyna K CeTeBbIM pecypcam.

OT0T NapameTp GesonacHoCcTn
onpenenset, Kaknum Nonb3oBaTensiM
paspeLleHo yaaneHHoe 3aBepLueHme
paboTbl KOMNblOTEpa. HenpaBunbHoe
NPYMEHEHME 3TOro Npaea nosfb3oBaTens
MOXET CTaTb NPUYMHON OTKa3a B

BUILTIN\Administrators
obcnyxusaHun. 1o NpasBo
nonb3oBaTens onpeaeneHo B oobekTe
rpynnoson nonutukn (GPO)
KOHTPOSINIEPOB JOMEHA NO YMOSYaHUIO U
B NTOKanbHOW NonuTuke 6e3onacHocTu

paboymnx cTaHUuM N CEpBEPOB.

10T NnapameTp 6e3onacHoCTn NT AUTHORITY\LOCAL
onpeaensieT, Kakme yyYeTHble 3anmcu SERVICE, NT

MOryT BbITb MCNOMNb30BaHbI NPOLIECCOM AUTHORITY\NETWORK
Ans nobaBneHus 3anncen B XXypHan SERVICE

6esonacHocTu. XXypHan 6e3onacHocTu
Mcnonb3yeTcs Ans OTCneXnBaHns
HeCaHKLMOHMPOBAHHOIO 4OCTYyNa B
cuctemy. HenpaBunbHoe npumMeHeHve
3TOro Npaea nonb3oBaTensl MOXeT cTaTb
NpuYMHON hopMMPOBaAHUS MHOXECTBA
CcOoObITUI ayauTa, KOTOPbIE MOTYT CKPbITb
CBMOETENbCTBA aTaky UMK Bbi3BaTb OTKa3
B 006Cny>XMBaHUW, €Cnn BKIOYEH
napameTp 6e3onacHocTu "AyauT:
HeMe[NeHHO 3aBepLwnTb paboTy
CUCTEMbI MPU HEBO3MOXXHOCTU
NPOTOKONMPOBAHUSA ayanTa

6esonacHocTn". [lononHUTENbHbIE




Monutuka

Impersonate a client
after authentication
(MMmuTaumsa knueHTa
nocrne nNpoBepPKM
NOANNHHOCTN)

OnucaHue

cBefeHus CM. B pasgerne "AyauT:
HemMeaneHHo 3aBepLunTb paboTy
CUCTEMbI MPU HEBO3MOXKHOCTHU
NPOTOKONIMPOBAHNSA ayanTa
6esonacHocTn"

Bblgada nonb3oBaTento aTon npueunernm
NO3BONSAET NporpaMmmam, BbINOMHAEMbIM
OT UMEHWM 3TOro Nosnb3oBaTend,
ONnUUETBOPATL KnneHTa. TpebosaHune
3TOro npasa Ans nogobHoro
OIIMLIETBOPEHUS HE NO3BONAET
HeaBTOPM30BaHHOMY MOSb30BaTESO
y6eauTb KnueHTa NogkounTbCs
(Hanpumep, Yepes BbI3OB yaaneHHoM
npouenypbl (RPC) nnn nmeHoBaHHble
KaHarbl) K coO34aHHoOM UM cnyxbe, a
3aTeM ONMUETBOPUTL KIIMEHTA, YTO AacT
BO3MOXXHOCTb MOBbICUTb €ro NOSIHOMOYNSA
A0 aAMUHUCTPATUBHOIO USTM CUCTEMHOIO
ypoBHS. BHUMaHue! HasHavyeHune atoro
npaea nofb30BaTeNto MOXET
npeacTaBnATb yrpody 6e3onacHoCTu.
HasHaudanTe Takme npasa TOSbKO
AOBEPEHHbIM NOMNb30BaTENSAM.
MpumeyvaHwme. Mo yMmonyaHUio K TOKeHam
aoctyna cnyx6, 3anyLeHHbIX
ancneTyepom ynpasneHuns cryxxbamu,
nobaBnserca BCTpOeHHas rpynna
"Cnyx6a". BctpoeHHas rpynna "Cnyx6a"
Takke AobaBnaeTcsa K TokeHaM JocTyna
COM-cepBepos, 3anyLieHHbix COM-
NHPACTPYKTYPON U HACTPOEHHbIX Ha
BbINOSIHEHME MO, ONPEAENEHHON
y4yeTHOW 3anucblto. [No3TomMy AaHHble
cnyx6bl nonyyawT 310

3HauyeHus

BUILTIN\Administrators, NT
AUTHORITY\SERVICE




Monutuka

Increase scheduling
priority (YBenuyeHune
npuopwuteta

BbINOSTHEHWS)

OnucaHue

nonb3oBaTenbCKoe NpaBo Npu 3anycke.
Kpome Toro, nonb3oBaTternb MOXeT
ONMULETBOPATbL TOKEH AOCTyNa u nNpu
BbINOSIHEHWM MOBOro U3 CrneayrLmnx
ycnosuin. OnvueTBopsieMbl TOKEH
[oCTyna Ha3Ha4yeH JaHHOMY
nonb3oBaTento. B gaHHOM ceaHce Bxoaa
nonb3oBaTenb co3gan TOKeH A4oCcTyna,
SIBHO YKa3aB Y4Y€THble JaHHble Npu
BXoe. 3anpoLUeHHbIV YPOBEHb HUXE,
yem "OnuueTBopsaTb",
Hanpumep:"AHOHUMHbIN" NNK
"oeHTuduumposaTtk". [Noatomy
nonb3oBaTensam o0bl4HO He TpebyeTcs
9TO MOrb30BaTenbCKoe Npaso.
[lononHuTenbHble CBEAEHUSI MOXXHO
HanTn nounckom SelmpersonatePrivilege
B Microsoft Platform SDK. BHumaHne!
BkritoueHne aTtoro napameTpa Moxet
NPUBECTU K NOTEPE NPUBUNETNN
"OnnueTBopATL" Nporpammamu,
NMELLMM 3Ty NPUBUNIETNIO, U

386J'IOKI/1DOBaTb X BbIMNMOJTHEHNE.

OT0T NapameTp 6esonacHoCcTH
onpegernsieTt, Kakne y4eTHble 3anmcu
MOryT UCMOSb30BaTh NPOLECC, MMEIOLLNIA
npaBo Agoctyna "3anuck ceBoncTea" Ans
Apyroro npouecca, An4 NOoBbILLEeHUs
npuopuTeTa BbINONTHEHUS, HA3HAYEHHOIO
apyromy npodeccy. lNone3oBaTtens,
NMEIOLLIMA OAHHYIO0 NPUBUNETNIO, MOXET
N3MEHATb NPUOPUTET BbINONHEHMUS
npoLecca 4Yepes nosib3oBaTeNbCKUmn

MHTepdenc agucnetyepa 3agau.

3HauyeHus
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Monutuka

Load and unload
device drivers
(Barpyska u BbIrpy3ka
ApansepoB
YCTPOWCTB)

Lock pages in memory
(BnokmpoBka cTpaHuLy

B NaMsATK)

Log on as a batch job
(Bxopg B kKayecTBe
NakeTHOro 3agaHuns)

OnucaHue

OT0 NpaBo Nonb30oBaTeNsa ONpeaenser,
Kakuve nonb3oBaTenn MOryT JUHaMUYeCKn
3arpyxaTtb 1 Bbirpy>kaTb Apansepbl
YCTPOWCTB UMW OPYron KO B pexunme
aapa. 3To NpaBo Nonb3oBaTens He
NpUMEHsIeTCA K ApariBepam yCTPOUCTB
Plug and Play. He pekomeHayeTcs
Ha3Ha4yaTb 3Ty NPUBUIETNIO OPYINM
nons3oBatensam. BHmmaHne! HasHauyeHune
3TOro npaea nonb30BaTeNto MOXET
npeacTaBnaTb yrpody 6esonacHocTu. He
Ha3Ha4yalnTe 3TO NpPaBo NOJIb30BATENHO,
rpynne unm npoweccy, KOoTopbiM
HeXXenaTtenbHO NO3BONATbL YNPaBNATb

CUCTEMOMN.

OT0T NapameTp Ge3onacHoCTH
onpepnenseT, Kakne y4eTHble 3anuncu
MOTyT MCMONb30BaTb NPOLIECCHI AN
COXpaHeHusi faHHbIX B (pr3n4eckom
namMsiTu ans npegoTepalleHnst copoca
9TUX JaHHbIX B BUPTYyasnbHY NamMsaTb Ha
ancke. NprMeHeHne 3Ton NpMBUNErm
MOXXET CyLLECTBEHHO NOBMMATb Ha
NPON3BOAUTENBHOCTb CUCTEMbI, CHUXKAS
06bem JOCTYMHOM OnepaTMBHON NaMATH
(RAM).

OT0T NapameTp 6e3onacHOCTM NO3BONSET
Nonb30BaTEN BXOAUTb B CUCTEMY MpU
MOMOLLM CPEACTBA, UCMOSb3YHLLErO
ovepenb NakeTHbIX 3adaHui,
npegocTaBnsieTcs TONbKO AN
COBMECTUMOCTM C NpeabiayLwmmm
Bepcuamm Windows. Hanpumep, ecnun
nonb3oBaTenb nepegaeT 3agaHve npu

3HauyeHus

BUILTIN\Administrators

He onpeneneHo

BUILTIN\Administrators




Monutuka

Manage auditing and
security log
(Ynpaenate ayguTom
N XXypHanom

6esonacHocTK)

Modify an object label
(M3meHeHne meTkn
obbekTa)

OnucaHue 3HauyeHus

MOMOLLM NIIaHNPOBLLMKA 3a4aHuUN,
NOCNeaHUi perncTpupyeT 3Toro
nonb3oBaTensi B CUCTEME Kak
nonb3oBaTens ¢ NakeTHbIM BXOAOM, a He

KaK MHTEPAKTUBHOIO MOJib30BaTeEn4.

10T NnapameTp 6e3onacHoCTn
onpeaensieT, Kakme nonb3oBarenu MoryT
yKasblBaTb NapameTpbl ayauTta OCTyna K
obGbekTam Anga OTAeNbHbIX PECYpPCOB,
Takux Kak cpannbl, 06bekTbl Active
Directory n pasgenel peectpa. [aHHbIn
napameTp 6e30nacHOCTM He pa3peluaeT
NonNb30BaTENO BKNIOYNTL ayauT JoCcTyna
K bavinam n obvektam B uenom. [Ans
BKIMIOYEHMSI TAKOro ayamTa HY>KHO
HaCTPOUTb NapaMeTp AOoCTyna K O6bekTy o

BUILTIN\Administrators
"Ayout" B nyTn "KoHurypaums
komnbtoTepa\llapameTpsbl
Windows\lNapameTpsbl
6esonacHocTu\J1okanbHble
nonutukm\lNMonuTtunkm aygnta". CobbiTms
ayguTa MOXHO NPOCMOTPETb B XXypHane
BGesonacHoCTM cpefcTBa NpocMoTpa
cobbITui. MNonb3oBaTtensb ¢ AaHHOWN
npuBUNErnen MoXeT Takke
npocmaTpmBaTh M OYMLLATL XypHan
BGesonacHocTw.

OTa npusunernsa onpegensiet, Kakum He onpenenexo
YYETHbIM 3anucsam nonb3oBarenem

paspeLlaeTcsl UISMEHSATb METKU

LIeNTOCTHOCTN OBBHEKTOB, TaKMX Kak

drannbl, pasgensl peectpa unm

npouecchl, BriagenbLlamMmm KOTopbIX

ABINAKOTCA ApYyrne nosjib3oBaTesin.




Monutuka

Modify firmware
environment values
(N3meHeHne
napameTpoB cpegpbl

N3roToBUTENS)

OnucaHue

Mpouecchl, BbINOMHALWMWECS NoA
YYETHOW 3anuncblo nonb3oBaTtens, 6es
STOW MPUBMMETMN MOTYT MOHWXATb
YPOBEHb METKM 06beKTa, Bnagensuem
KOTOPOro SIBNSAETCSA AaHHbI

nonb3oBaTterib.

OT0T NapameTp Ge3onacHoCTH
onpefensieT, KTo MOXeT U3MEHSTb
3Ha4YeHUsa NapamMeTpPOoB annapaTHom
cpeabl. lNepemeHHble annapaTHOW cpeabl
- 9TO NapaMeTpbl, COXpaHsSeMble B
9HeproHe3aBMCMMOKN NaAMSATH
KOMMNbIOTEPOB, apXUTEKTYPa KOTOPbIX
oTnnyHa ot x86. [Jenctame napamertpa
3aBUCUT OT npoueccopa. Ha
KOMMNbIOTEPAX apXUTEKTYPbI X86
€0WHCTBEHHOE 3Ha4YeHue annapaTHon
cpeabl, KOTOPOE MOXHO U3MEHUTb
HasHa4YeHneM JaHHOro npasa
nonb3oBaTens, - 3T0 NapameTp
"MocnenHss yaadyHas koHdurypauuns",
KOTOPbIN AOIMKEH M3MEHATBLCA TOMbKO
cucrtemon. B komnbtoTepax Ha 6ase
npoueccopos Itanium 3arpy3oyHble
AaHHble XPaHATCHA B 93HEProHe3aBMCUMOM
namaTu. [JaHHOe NpaBo Nonb3oBaTens
OOSMKHO HasHayaTbCA Nonb30oBaTeENAM
OIS BbINOMTHEHUS NPOrpaMmbl
bootcfg.exe n nameHennsa napametpa
"OnepaunoHHas cuctema no
yMOn4aHui" KoMmnoHeHTa "3arpyska u
BOCCTaHOBIEHME" ANanoroBoro OkHa
CBOMCTB cucTeMbl. Ha Bcex KomnbtoTepax
9TO NpaBo nosib3oBatens TpedyeTca ang
yCTaHoBKMN 1 o6HoBneHus Windows.

3HauyeHus
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Monutuka

Perform volume
maintenance tasks
(BbinonHeHne 3apay
no o6cnyXnBaHuo

TOMOB)

Profile single process
(MpodumnuposaHmne
OflHOro npotecca)

Profile system
performance

OnucaHue 3HauyeHus

MpumeyaHne. STOT napameTp
©e30nacHOCTU He BNNSET Ha
nonb3oBaTenen, KOTopble MoryT
N3MEHSATb CUCTEMHbIE U
Nnonb3oBaTENbCKME NEPEMEHHbIE Cpeabl,
oToGpaxaemble Ha BKNaake
"[1oNONHUTENbLHO" AManNoroBoro OKHa
CBOMCTB cuctembl. CBeaeHNst 0 TOM, Kak
N3MEHSATb 3TU NEPEMEHHbIE, CM. B
pasgene "[JobaBneHne nnn naMeHeHmne

3Ha4YeHnsa nepemMeHHbIX cpeabl”.

OT0T NapameTp 6esonacHoCcTH

onpeaensieT nonb3oBaTenemn u rpynnbl,

KOTOpPbI€ MOTYT BbINOMHATL 3ag4a4yum no

o6cnyXMBaHNO TOMOB, Hanpumep,

yaaneHHyw gedparmeHtauuio. MNpu

Ha3Ha4YeHMM 3TOro Npaea nosib3oBaTens

cneayet cobntogatb OCTOPOXKHOCTb. o
BUILTIN\Administrators

Monb3oBaTenu, MmetoLme gaHHoe

npaBo, MOryT NPOCMaTpuUBaTb AUCKU K

[obaBnaTh annbl B NaMsiTb, 3aHATYHO

ApyrMMmun gaHHbiMu. Nocne oTKpbITUA

OOMOMNHUTESNbHbIX hannoB Nosib3oBaTenb

MOXET YNTaTb U3BMEHATb 3anpPOLLEHHbIE

AOaHHbIE.

OT0T NapameTp GesonacHoCcTH

onpeaensieT nonb3oBaTenemn, KOTopble

MOryT MCMONb30BaTh CpeacTea o
BUILTIN\Administrators

MOHUTOPWHIa NPON3BOAUTENBHOCTM AN1S

OTCIEXMBaHUS NPOU3BOAUTENBHOCTU

HECUCTEMHBbIX MPOLIECCOB.

OT0T NapameTp GesonacHoCcTn BUILTIN\Administrators
onpeaensieT nonb3oBaTenemn, KOTopble




Monutuka

(MpodhunuposaHne
NPON3BOAUTENBHOCTM

CUCTEMbI)

Replace a process
level token (3ameHa
MapKepOB YPOBHS
npouecca)

Restore files and
directories
(BoccTaHoBneHue
dannoB 1 KaTanoros)

OnucaHue 3HauyeHus

MOTyT UCNOJ1b30BaTb CpeacTsa
MOHUTOPWHIra Npon3BoanTESNIbHOCTU O5A
oTCcnexmBaHmA Npon3BoanUTESIbHOCTU

CUCTEMHbIX MNMpoLeccoB.

OT0T NapameTp 6esonacHocTn
onpenensieT y4eTHble 3anucu
nonb3oBaTenemn, KoTopble MOryT

BbI3bIBaTb npouenypy APl-uHtepdenca

NT AUTHORITY\LOCAL
CreateProcessAsUser() ans Toro, 4to0bl
5 SERVICE, NT
ogHa cnyxba morna 3anyckaTb Apyryto.
Y . / Py AUTHORITY\ANETWORK
lMNaHMpOBLUMK 3a4aHuI - 3TO NpUMeEpP
SERVICE
npouecca, UCNonb3yLLEero JaHHOe
npaeo nonb3oBatens. CBeaeHust o
NNaHNpPOBLLKKE 3adaHni cM. B 063ope
"lNnaHnpoBLmK 3agaHnin".
OT0T NapameTp 6esonacHoCcTn BUILTIN\Administrators

onpegensieT nonb3oBarenen, KOTopble
MOryT 060MTU paspeLleHnsa Ha dansnbl,
KaTanoru, peectp u Apyrue nNocTosHHbIE
0ObEKTbI MPY BOCCTAHOBEHNN apXUBHbIX
Konuun ¢oansioB 1 KaTarnoros, a Takxke
nonb3oBaTenen, KOTopble MoryT
Ha3Ha4nTb N0OOro 4eNCTBUTENBHOMO
cybbekTa 6esonacHocTy Bnagensuem
obbekTa. B wactHocTH, 3TO NpaBo
nonb3oBaTens NogobHo
NpefoCcTaBNeHUIO CreayoLmnx
paspeLleHni Nonb3oBaTento UNn rpynne
Ans BCexX nanok n gannos B CUCTEME:
O630p nanok/BbinonHeHne dannos
3anncb BHumaHne! HasHayeHue atoro
npasa nornb3oBaTens MoXeT
npeacTaenaTb yrpody 6esonacHocTu. Tak

KakK OHO gaeT BO3MOXHOCTb




Monutuka

Shut down the system
(BaBepLueHne paboTbl

CUCTEMBbI)

Take ownership of
files or other objects
(CmeHna Bnagenbues
dannos v apyrmx

00bekToB)

OnucaHue

nepesanucbiBaTb NapamMeTpbl peecTpa,
CKpbIBaTb AaHHbIE 1 NOony4YaTb BO
BlaJleHMe CUCTEMHbIE OObEKThI,
Ha3Ha4aTb ero crnegyet TONbKO
[OBEPEHHbBIM MOMNb30BaTENSAM.

10T NnapameTp 6e3onacHoCcTn
onpeaensieT nonb3oBaTenemn, KOTopble
nocrne nokanbHOro Bxoga B cucteMy
MOryT 3aBepLUNTb paboTy onepaunoHHON
CcUCTEeMbI MPM MOMOLLN KOMaHAb!
"3aBepwnTb paboTy". HenpaBunbHoe
npMMEHeHMe 3TOro Npaea Nosib3oBaTesns
MOXET CTaTb NPUYNHON OTKa3a B
obcnyxmBaHUN.

OT10T napametp 6e3onacHOCTU
onpegensieT nonb3oBaTtenemn, KOTopble
MOryT cTaTb Bnagensuem noboro
3aLmLaemMoro oobekTa CUCTEMbI, B TOM
yncne: obbektoB Active Directory,
¢rannoB n Nanok, NPUHTEPOB, pa3ferios
peecTpa, NpoLEeCcCOoB 1 MOTOKOB.
BHumaHune! HasHaueHune atoro npaea
nonb3oBaTens MOXeT NpeacTaBnsTb
yrpo3y 6esonacHocTu. Tak kak 06beKTbl
MOMHOCTBI KOHTPONMMPYIOTCS MX
BrnagenbuamMmu, HadHa4aTb AaHHOe NpaBo
cnegyeTt TONMbKO JOBEPEHHbBIM
nonb3oBaTensim.

3HauyeHus

BUILTIN\Administrators

BUILTIN\Administrators

NMapameTpbl be3onacHoCTU




MyTb: KoHdurypaumsa komnbsiotepa — NMonutukm — KoHdurypaumsa Windows — lNMapameTtphbl
6e3onacHocTu — JlokanbHble nonuTUkN — MNapameTpbl 6e3onacHocTU

(aHrn. — Computer Configuration — Policies — Windows Settings — Security Settings — Local Policies —
Security Options)

£ Group Policy M
File Action View Help

e« HE X

4 i Computer Configuration ~
4 | Policies
[ [ | Software Settings
4[] Windows Settings
i [ | Mame Resolution Policy
|| Scripts (Startup/Shutdown)
4 T Security Settings
[+ _:j::] Account Policies
A _:ﬂ Local Policies
B 2f Audit Policy
E =_ﬁ Lser Rights Assignment
b2 Security Options
[- 5 Eventlog
t- [ Restricted Groups
t- [ System Services

YyeTHble 3anucu

(aHrn. — Accounts)

v OnuvcaHue NonuTuk

MonuTtuka OnucaHue 3Ha4yeHue
Accounts: OTO0T NnapameTp 6e3o0nacHOCTM onpeaensieT, BKOYEHa Enabled
Administrator account WS OTKITIOYEHa YYeTHas 3anucb fIoKanbHOro (Bkntoyen)
status (YueTHble agMuHucTpatopa. lNMpumeyanns MNpu HeCOOTBETCTBUM
3anucu: CoctosiHue naponsi TeKyLlero agMmHucTparopa TpeboBaHuaM K
YYETHOW 3anucu naporo NOBTOPHO BKMOYUTL YHETHYHO 3anncb
'AgMuUHMCTpaTop') agMUHUCTPaTopa, eCriv paHee OHa Oblna OTKMYEHa,

Oyoet Henb34. B aTom cnyyae, naponb Y4eTHOM 3anucu
agMuHUCTpaTopa OOoSMKeH BbITb COpOoLLEeH apyrum

YJr1iEHOM rpynrbl agMUHUCTPAaTOPOB. CBe)J,eHI/IFI O TOM, KaK




Monutuka

Accounts: Guest
account status
(YyeTHble 3anucu:
CocTosHue yyeTHom

3anucu 'TocTb')

Accounts: Limit local
account use of blank
passwords to console
logon only (Y4eTHble
3anucu: paspeLunTb
ncnonb3oBaHmne
nycTbIX Naponewn
TONbKO Npu

KOHCOMbHbIM BXOA€)

OnucaHue 3HauyeHue

cbpocuTb naponb, cM. B pasagene "Cbpoc napons".
OTKNOYEHME YYETHOW 3annUcK agMUHUCTpaTopa npu
HEKOTOpPbIX 0B6CTOATENLCTBAX MOXET 3aTPYAHUTb
obcnyxmeanue. MNMpu nepesarpyske B 6e3onacHom
PEeXrMME OTKMOYEHHYH YYETHYHO 3anncb agMUHMUCTPpaTopa
MOXHO BKIOMUTb TOMbKO B TOM Crly4ae, eCrnn KOMMbTep
He NpucoeanHeH K IOMEHY 1M OTCYTCTBYIOT Apyrue
aKTMBHbIE YYETHbIE 3anMCK NOKanbHOro
agMUHUCTpaTtopa. Ecnn komnbloTep NPUCOEAMHEH K
AOMEHY, OTKIOYEHHas y4yeTHas 3anucb agMUHMUCTpaTopa

He MOXET ObITb BKINHOYEHA.

OT1OT napameTtp 6e30nacHOCTU onpeaensier, BKIYeHa
UM OTKIKYEHA y4YeTHas 3anmck rocTs. MpumeyaHme.
Ecnu yyeTHas 3anucb rocts oTknoYeHa, a ans

napameTpa 6esonacHocTu "CeTeBon 4OCTYN: MOgesb _
Disabled

obuiero goctyna n 6e3onacHoOCTV Ang nokanbHbIX
(OTkntoyeH)

YYETHbIX 3anncen” ycTtaHoBNEHO 3Ha4YeHne "Tornbko
rocTun", NOnbITKM BXo4a B CETb, BbINOSIHAEMbIE,
Hanpumep, cepBepoM ceten Mankpocodt (cnyxba
SMB), 3aBepLuatcs HeygayHo.

Enabled
(BkntoyeH)

OT0T NnapameTp 6e3onacHOCTV onpeaenseT, MOryT nu
nokKarsibHble y4YeTHble 3anucu, He 3alULLEeHHbIEe Naposnem,
ncnonb3oBaTbCsa AN BXo4a B CUCTEMY U3
MECTONMOMOXEHNIN, OTNINYHBIX OT OU3NYECKOM KOHCONMNK
KoMmnbtoTepa. Ecnv napameTp BKIOYEH, TO AN
fnoKasibHbIX YYETHbIX 3anncen, He 3allULLEHHbIX
naponem, BXxoq B CUCTEMY BO3MOXEH TONbKO C
KnaBuaTypbl KoMnbtoTepa. BHumaHue! K komnbtotepam,
HaxoasWwmMcs B (on3nyeckn HesawmLEHHbIX MecTax,
BCcerga OOMMKHbI NPUHYAUTENBHO NPUMEHATLCS
napameTpbl HaAEeXHbIX Naporen Ans BCex fokanbHbIX
YYETHbIX 3anucen nonb3oBaTtenen. B npotuBHOM criyvae
nobon nonb3oBatesib, UMELLNA PUNYECKUIA SOCTYN K

KOMMbIOTEPY, MOXET BOWTU B cuctemy npu nomMoLlm




MonuTtuka OnucaHue 3HayeHue
norb30BaTeNbCKOM YY4ETHOM 3anucu, He UMetoLLEen
naponsi. 3To 0COBEHHO BaXKHO 41151 NOPTaTUBHbIX
KomnbtoTepoB. Ecnn aToT napameTp 6e3onacHoOCTM
npuMeHsieTcs K rpynne "Bce", HUKTO He CMOXeT BOWUTU B
cucTemMy Yepes cry>k0bl yaaneHHbIX paboymx CToroB.
[MpymevaHns [aHHbIN NapamMeTp He OKa3blBaET BIIUAHUS,
ecnuv rnpu Bxoge B CUCTEMY UCMNOMb3YOTCA YYeTHbIE
3anucu gomeHa. NpunoxeHus, ncnonbayrome
yAaneHHbI UHTEPAKTUBHbIV BXOL, B CUCTEMY, MOTYT
0o6oNTKN 3TOT NapameTp.
Ayaut
(aHrn. — Audit)
¥ OnucaHue NonuTuK
Monutuka OnucaHue 3Ha4yeHue
Audit: Audit the use of  3T1oT napameTp 6e3onacHocTn onpegensert, byget nu Enabled
Backup and Restore BbIMOSTHATLCSA ayAnT UCMOSb30BaHNA BCEX NPUBUIIErUi (BkntoyeH)

privilege (Ayaur:
ayauT UCMonb3oBaHUA
NpyBUErMm Ha
apxvBaumio n
BOCCTaHOBIIEHME)

nonb3oBaTens, B TOM Y/CIie Ha apXuBauuio 1
BOCCTaHOBJIEHME, €ClU AeUCTBYET NonmTmnka "BbINonHATL
ayaouT ucnonb3osaHus npusunernin”. Ecnu ata nonutuka
OEeNCTBYET, BKMOYEHWEe AaHHOro napameTrpa co3gaeT
cobbiTe ayguTa Ansa Kaxgoro arvina, ¢ KoTopbim
BbIMOJSTHAKOTCA onepaunn apxmeaumm NN BOCCTAHOBMNEHNS.
Ecnuv aTa nonutmnka oTknoveHa, ayauT UCnonb30BaHNS
NpUBUNErMn Ha apxmBaLnio U BOCCTAHOBMEHNE He
BbINOSHAETCA JaXe NpWU BKMOYEHHOM napameTtpe
"BbINONHATL ayauT MCMonb30BaHUA npuBunernn®.
MpumevaHne. B Bepcusax Windows, npegLiecTByoLLmMX
Vista, usmeHeHus B pesynbrate HaCcTPOMKN 3TOro

napameTpa 6e30nacHOCTM BCTYNSAT B CUITY TOMbKO Nocne




MonuTtuka OnucaHue 3HauyeHue
nepesarpyskn Windows. BkrtoueHue atoro napametpa
MOXET Bbl3BaTb O4EHb MHOMO COObLITUI (MHOrAA HECKOMBbKO
COT B CEKyHAY) BO BpEMS apxusauuu.
YcTtpouncrBa

(aHrn. — Devices)

v OnuvcaHue NonuTuk

MonuTtuka OnucaHue 3HauyeHue

Devices: Allowed to
format and eject

removable media

5 OTOT napameTp 6e30nacHOCTU onpeaenser, o
(Yctponctaa: Administrators
KOMY pa3peLueHo hopmaTnpoBaHue un
paspeLmTb . (AoMuHMUCTpaTOopBbI)
n3eneveHve cbeMHblx NTFS-HocuTenern.

cdopmaTmpoBaHue un
N3BMNeYEHNE CbEMHbIX

HocuTenewn)

Devices: Prevent users UToObl NoKanbHbIN KOMNbIOTEP MOT Enabled (BkntoueH)

from installing printer ncnonb3oBaTb 06LWMIA NPUHTEP, HA HEM OOMMKEH

drivers (Yctponcrsa: ObITb YCTAHOBMNEH ApanBep 3Toro obLiero

3anpeTuTb
nonb3oBaTesnsm
YCTaHOBKY ApaiiBepoB

npuHTEpa)

npuHTEepa. ATOT NnapameTp 6e3onacHoOCTH
OonpeaensieT, KoMy paspeLleHo yCTaHaBnMBaTb
Apansep npuHTepa npu gobasneHun obLuero
npuHTepa. Ecnun aToT napameTp BKITHOYEH, Npu
AobaBneHun obuiero NnpuHTepa gpaneep
npuHTEPA MOTYT YCTaHaBNMBATb TOMbKO
agMUHUCTpaTopbl. ECriv napameTp OTKMOYEH,
yCTaHaBnuBaTb ApanBep NpuUHTepa npu
nobasneHun obLero npMHTEPa MOXET Ntobon
nonb3oBaTensb. [NpymevyaHms 3TOT napameTp He




Monutuka

Devices: Restrict CD-
ROM access to locally
logged-on user only
(YcTtponcTsa:
paspeLumnTb 4OCTYN K
ANCKOBOOAM KOMMaKT-
[ANCKOB TOIbKO
noKanbHbIM

nonb3oBaTensam)

Devices: Restrict floppy
access to locally logged-
on user only
(YctpowcTaa:
paspeLnTb AOCTYN K
auckoBodam rmbkux
ANCKOB TOSbKO
noKanbHbIM

nonb3oBaTensam)

OnucaHue

BIIUSIET HA BO3MOXHOCTb 106aBneHns
nokanbHoro npuHTepa. MapameTp He

3aTparnesaer agMUHUCTPATOPOB.

OTOT napameTp 6e30nacHOCTM ONpeaernseT,
OyoeT N gMckoBog KOMMNAKT-AUCKOB JOCTYNEH
OOHOBPEMEHHO W NTIOKasnbHbIM, U YOaneHHbIM
nosnb3oBaTtensaMm. Ecnu gaHHbIM napameTp
BKIIOYEH, AOCTYN K KOMNaKT-ANCKaM paspeLleH
TOSbKO NONb30oBaTeNaM, BOLIEALWNM B CUCTEMY
WHTEPAKTUBHO. ECcnn gaHHbIN napameTp
BKIMIOYEH, HO HUKTO He BOLLES B CUCTEMY
WHTEPAKTUBHO, ANCKOBOA KOMMAKT-ANCKOB

OyaeT OoCTyneH Yepes ceTb.

OT1OT napameTp 6e30nacHOCTN onpeaenser,
Oyger N CbEMHbIV ANCKOBOZL, MTMOKUX AUCKOB
AO0CTYNeH OgHOBPEMEHHO M NOKanbHbIM, U
yAaneHHbIM nonb3oBatenaMm. Ecnu gaHHbI
napamMeTp BKIHOYEH, AOCTYMN K CbeMHbIM
ANCKOBOAAM MMOKNX ANCKOB pa3peLleH TOMNbKO
nonb3oBaTensam, BOWeALWMM B CUCTEMY
WHTepakTuBHO. Ecnn gaHHbIN napameTp
BKITHOYEH, HO HMKTO HE BOLLEN B CUCTEMY
WHTEepPaKTUBHO, AMCKOBOA rmMbknx gmuckos byaet

OOCTYNEH 4Yepea3 CETb.

3HaueHuUue

Enabled (BkntoueH)

Enabled (BkntoueH)

MHTepaKTMBHbLIN BXOA4 B CUCTEMY

(aHrn. — Interactive Logon)

v OnucaHne NonuTuK




Monutuka

Interactive logon: Do not
display last user name
(MHTepakTMBHbIV BXOL, B
CUCTEMY: He
oTobpaxartb nocnegHee
NMS Nonb3oBaTens npu
BXOle B CUCTEMY
NHTepakTMBHLIN BXOA B
CUCTEMY: He
oToGpaxaTtb y4YeTHble
AaHHble nocregHero

nonb3oBaTens)

Interactive logon: Do not
require
CTRL+ALT+DEL
(MHTepaKkTMBHbIN BXOZ, B
cucTtemy: He TpeboBaTb
HaxaTns
CTRL+ALT+DEL)

Interactive logon:
Number of previous
logons to cache (in case
domain controller is not
available)
(MHTepakTMBHbIV BXO[, B

CUCTEMY: KOJTn4eCTBO

OnucaHue

ITOT napameTp 6e3onacHocTu onpeaenseT, byaet nu
Ha akpaHe Bxoga B Windows otobpaxaTtbcs ums
nocrneaHero Nonb3oBaTens, BbINOSIHMBLUETO BXO4 Ha
3TOM KOoMMbloTepe. Ecnn aTa nonuTurka BKAYEHa, ms

nonib3oBatensa He 6y,1:|,eT OTO6pa)KaTbCFI.

OT10T napameTtp 6e3onacHoOCTM onpeaensieT, TpebyeTcs
nn Haxatue knasuw CTRL+ALT+DEL nepen Bxogom B
cuctemy. Ecnun ata nonuTtrka BKAOYEHA, HaxaTme
knasuw CTRL+ALT+DEL nepen Bxogom B cuctemy He
Tpebyetca. OTcyTCcTBME HEOOXOAMMOCTU HAXUMaTb
knasuwmn CTRL+ALT+DEL nepen Bxogom B cuctemy
Aenaet nonb3oBartenen ya3sMMbIMn NS atak ¢
NnonbITKOW nepexeaTa naponen. ObssartensHoe
HaxkaTue knasmw CTRL+ALT+DEL nepen Bxogowm B
CUCTEMY rapaHTUpyeT nepegady AaHHbIX No
[OBEPEHHOMY KaHarny npw BBOAe Naponemn
nonb3oBaTtenamu. Ecnu ata nonutmnka oTKoYeHa,
Haxxatune knasuw CTRL+ALT+DEL obsi3aTtensHo ans
noboro nonb3oBartens nepes sxogom B Windows.

CBeneHus 0 BXOAEe B CUCTEMY KaXKAOro YHMUKaINbHOro
Nonb30oBaTensi KALUMPYHTCS NoKanbHO, YTOObI
obecneynTb BO3MOXHOCTb BXO4A B CUCTEMY B Cryyae
OTCYTCTBMS 4OCTyNa K KOHTPONnnepy AoOMeHa BO BPeEMS
nocneayLwmnx NonbITOK BXoga. XpaHsTcs
K3LLMPOBaHHbIE CBEOEHUS O BXOAE B CUCTEMY U3
npegblayLlero ceaHca. Ecnv goctyn Kk KOHTponnepy

3HaueHue

Enabled

(BkntoveH)

Disabled

(OTKNtOYER)

0 logons (0
BXOJOB B
cucTemy)




Monutuka

npeablayLmx
NOAOKIMOYEHNI K KLy (B
criyyae oTCyTCTBUSA
AOCTYyNa K KOHTponnepy
AoMeHa))

Interactive logon:
Require Domain
Controller authentication
to unlock workstation
(MHTepaKkTMBHbIN BXO B
cuctemy: TpeboBatb
NpOBEpPKM Ha
KOHTpornepe AoOMeHa
AN OTMEHbI
BGOKMPOBKM
KOMMbloTepa)

OnucaHue 3HaueHue

AOMeHa OTCYTCTBYET, a CBeJeHUs O BXOAe B CUCTEMY
ANs AaHHOro Nonb30BaTens He K3LWMPOBaHb,
BbIBOAUTCA cooblieHne: B HacTosiwee BpeMs HET
OOCTYMHbIX CepBepoB BxoAa Ang o6cnyxnBaHus
3anpoca Bxoga B cuctemy. B atom napametpe
NONUTUKN 3Ha4YeHne O OTKMYaeT KaLMpoBaHue Bxona
B cuctemy. [Npu ntobom 3HavyeHum Bbiwe 50
KaLwmpyeTcsa Tonbko 50 NonbITOK BXO4A B CUCTEMY.
Windows nogaepxmBaet He 6onee 50 3anucen kaLwa,
Npy 3TOM YMCNO NOTpebnAembIX 3anMcen Ha
nonb3oBaTens 3aBUCUT OT YYETHbIX OaHHbIX.
Hanpumep, B cucteme Windows MoOXeT BbITb
KalwmposaHo A0 50 yHMKanbHbIX Y4EeTHbIX 3anucen
nonb3oBaTend ¢ NaposnsiMn, HO He Bornee 25 y4YeTHbIX
3anucen nonb3oBaTensa cCo CMapT-KapTon, TaK Kak
COXpaHAKTCA CBedeHWs Kak O naporie, Tak U 0 cMapT-
kapTe. [1py NOBTOPHOM BXOAe B CUCTEMY MOfb30BaTeNs
C K3LLIMPOBAHHbIMY CBEAEHUAMM O BXOAE CBEAEHWS

AaHHOTIO MNMornb30BaTesd B KoLLE 3aMEHAIOTCA.

[ns pa3bnokMpoBKn GNOKMPOBAHHOIO KOMMbOTEPA

HeobxoaMMo NpenocTaBUTb AaHHbIE Bxoaa. [Ans

YYETHbIX 3anucer AOMEHOB 3TOT NapaMeTp

Ge3onacHocTn onpegensieT, HeobxoanMo nn

YyCTaHOBUTb CBSA3b C KOHTPOSNEPOM AOMeHa Ans

Enabled

(BkntoyeH)

pa3brokMpoBkM kKomnbioTepa. Ecnn aToT napameTp
OTKIHOYEH, MNomnb3oBaTenb MOXeT pa3bnokMpoBaTh
KOMMbIOTEP C MOMOLLbIO KILLMPOBAHHbIX YYETHbIX
AaHHbIX. Ecnn aTOT napameTp BKIHOYEH, UCMonb3yemas
AnNs pa3brnokMpoBKN KOMMNbIOTEPa YYeTHas 3anunch
AOMeHa [I0mkHa ObiTb NPOBEPEHa KOHTPOINEepPOM

AJOMeHa Ha NoAJINHHOCTb.

KnueHT cetn Microsoft




(aHrn. — Microsoft Network Client)

v OnucaHue NonNuUTKK

Monutuka OnucaHue 3HayeHue

Ecnun aToT NnapameTp 6€30nacHOCTN BKIHOYEH,

. . nepeHanpasuTernto 6noka coobueHnn cepeepa
Microsoft network client: Send
] (SMB) paspelueHo oTrnpaBnsaTb Naposnu
unencrypted password to third-
OTKPbITbIM TEKCTOM Ha cepBepbl SMB, He .
party SMB servers (Knnent . Disabled
. npuHagnexaiwme MankpocodT, KOTopble He
cetu Microsoft: oTnpasnaTb . (OTkNtOYER)
5 noaaepXuBatoT WndpoBaHMe naposnen Bo
Hes3alMpPOoBaHHbLIWN Naposib
BpeMs NpoBepku noasimHHocTn. OTnpaska
cTopoHHUM SMB-cepBepam) .
He3alwngpoBaHHbIX Naponen npeacTaBnaeT

puck ans 6esonacHoCTu.

Hoctyn Kk cetn / CeteBon pocryn

(aHrn. — Network Access)

v OnucaHue NonuTuK

Monutuka OnucaHue 3HauyeHue
Network access: OTOT NapameTp NOAUTUKK ONPeaEnseT, MOXET Nn Disabled
Allow anonymous aHOHWMHBIW NOnb3oBaTenb 3anpalumsaTtb atpubyThbl (OTKMOYEH)
SID/Name noeHTndukatopa 6esonacHoctu (SID) apyroro

translation (JocTtyn Kk nonob3oBatensd. Ecnu ata nonuTtuka BKNOYEHa, TO

ceTu: paspeLwnTb aHOHWMHBbIW NOrb3oBaTeNb MOXET 3anpoCUTb
TPaHCAUMIO naoeHtTndukatop 6esonacHocTn noboro gpyroro
aHoHuMHoro SID B nonb3osBartens. Hanpumep, aHOHMMHbIN

nms) Nnonb3oBaTenb, 3HAKLWNN MAEHTUdMKATOP

6e3onacHOCTV aAMUHUCTPaTOpa, MOXET
NOAKMYMTBECSA K KOMMbIOTEPY, HA KOTOPOM BKITHOYEHa

3Ta noJsimTukKa, 1 NonyydYnTb MA agMUHUCTPAaTopa.




Monutuka

Network access: Do
not allow anonymous
enumeration of SAM
accounts (CeteBon
AOCTYN: He
paspeLuaTb
nepe4vncrieHne
YUYETHbIX 3anucen
SAM aHOHUMHbIMM

nonb3oBaTtensiMu.)

Network access: Do
not allow anonymous
enumeration of SAM
accounts and shares
(CeteBown goctyn: He
paspeLlaTtb
nepeyncneHue

yYeTHbIX 3anucemn

OnucaHue

[aHHbIN napameTp BNvsSET kak Ha NnpeobpasoBaHne
naeHTuukaTopa 6€30NacHOCTM B UMS, TaK U Ha
obpatHoe npeobpasoBaHue (UMs B UOAEHTU UKATOP
6esonacHocTn). Ecnv aTOT napameTp NOAUTUKK
OTKIMOYEH, aHOHUMHBIV MOSib30BaTerb HE MOXET
3anpalumBatb naeHTudrkatop 6esonacHocTu
ApYyroro nonb3oBarens.

OT0T NapameTp 6e3onacHOCTW onpeaenseT, kakme
AONONHUTENbHbIE paspeLueHns byayT gaHbl
AHOHMMHbIM NOAKITIOYEHUAM K 3TOMY KOMMbIOTEPY.
Windows paspeluaeT aHOHUMHbIM MOfb30BaTENSAM
CcoBepLUaTb onpeaeneHHble 4eNCTBUSA, TakMe Kak
nepeyncrieHne MMeH y4eTHbIX 3annucen JomMeHa u
06X ceTeBbIX pecypcoB. ATO yaobHO, Hanpumep,
Korga agMuHuUcTpaTopy TpebyeTcs npeaocTaBuTb
AO0CTyn Nonb3oBaTensam B JOBEPEHHOM JOMEHE, He
noagepXxmBatoLem B3ammHoe gosepume. 1ot
napameTp 6e30nacHOCTM NO3BOMSET HaKNaabIBaTb
OOMNOSTHUTESNbHbIE OrPAHNYEHNA HA AaHOHUMHbIE
noaknioveHna. BkniodeH: He paspeluatb
nepevncneHne y4eTHoix 3anncen SAM. 3tot
napameTp 3aMeHsieT napameTp "Bce" Ha napameTtp
"MpoweaLme npoBepky" B paspeLleHnsax
©esonacHocTn ona pecypcoB. OTKMOYEH: HET
OOMNONMHUTENbHbBIX OrPaHMYeHUn. McnonbayoTca

paspeLleHuns Mo YMOMYaHuHo.

OT0T NapameTp 6Ge3onacHOCTM onpeaenser,
paspeLLEeHO NN NepeYvncrieHme y4eTHbIX 3anmcen
SAM 1 obLmnx pecypcoB aHOHUMHbIMK
nons3osatenamu. Windows paspeLuaer aHOHUMHbIM
nonb3oBaTeNsaM CoBepLUaTb HEKOTOPbLIE AENCTBUSA
(Hanpumep, nepevncrieHne MMeH y4eTHbIX 3anvcen
AomMeHa 1 obLmnx nanok). Ato yaobHo B cnyyae,

eClnn agMUHNCTPAaTOP XO4eT NnpeagocCTtaBUTb AOCTYN

3HayeHue

Enabled
(BkntoveH)

Enabled
(BkntoyeH)




Monutuka

SAM n obuwmx
pecypcoB
aHOHUMHbIMU

nonb3oBaTensiMmn)

Network access: Do
not allow storage of
passwords and
credentials for
network
authentication
(CeteBown goctyn: He
paspeLuaTtb
XpaHeHne naposnemn
NN YYETHBIX AaHHbIX
Ona ceTeBomn
NpPOBEpPKM
NOANNHHOCTN)

Network access: Let
Everyone
permissions apply to
anonymous users
(CeteBown goctyn:
paspeLlatb
npuMeHeHne
paspeLieHun "Ons
Bcex" K aHOHUMHbIM

nors b3OBaTeJ'IFIM)

OnucaHue

nonb3oBaTensM B JOBEPEHHOM JOMEHE, He
noagepXxmeatoem B3ammHoe gosepue. Ytobebl
3anpeTuTb NepedyncneHne yyeTHolx 3anucen SAM un
00Lmx pecypcoB aHOHMMHbIMM MOSIb30BaATENSAMU,
BKIMOYMTE ITOT NapameTp.

OTOT napameTtp 6e3o0nacHOCTM onpeaenser,
COXPAaHSIOTCA NN AUCNETYEPOM YYETHbIX OAHHbIX
Napornuv 1 yYyeTHble JaHHble Npu NpoBepke
NOANMHHOCTN JOMEHOM (4118 NocrenyLero
ncnonb3oBaHus). ECrnv gaHHbIN NapameTp BKIOYEH,
TO COXpaHeHWe naponen N y4eTHbIX JaHHbIX
ANCNETYEPOM YYETHbIX AaHHbIX HA JaHHOM
KOMMblOTEPE He Npon3BoanTCs. Ecnn gaHHbIN
napameTp NOMUTUKM BbIKMOYEH MU 3HAYEHNe Ons
Hero He 3agaHo, TO ANCNETYEP YHETHbIX JaHHbIX
OyneT coxpaHaTb Naponn N y4eTHbIE AaHHbIE Ha
3TOM KOMMblOTEPE (OS89 UCNoNb30oBaHWs B ByayLiem
npv NpoBepke NOASIMHHOCTU JOMEHOM).
MpymevaHne. N3ameHeHusa B KOHUrypaumm aToro
napameTpa 6e30nacHOCTU BCTYNSAT B CUITY TOSbKO

nocrne nepesarpysku Windows.

OTOT NapameTp 6Ge3onacHOCTM onpeaenseT, kKakme
AONONHUTENbHbIE paspeLueHns ByayT AaHbl
AHOHUMHbIM MOAKMIOYEHUAM K KOMMBHOTEPY.
Windows paspeluaer aHOHMMHbIM Nosib3oBaTeNnsmM
coBepLUaTb HEKOTOpbIE AENCTBMSA (Hanpumep,
nepevncrneHne MMeH y4eTHbIX 3annucen JOMeHa U
obwmx nanok). 31o ygobHo B criyvae, ecnu
a4MWHUCTPATOP XOYET NPEAOCTaBUTb AOCTYI
nonb3oBaTensam B JOBEPEHHOM JOMEHE, He
noaaepXkunBatoLemM B3anmHoe gosepue. o
yMOn4YaHuio ngeHtudumkarop 6esonacHoctu "Ons
BCcex" yaansieTcs u3 TOKkeHa, Co34aHHoro ans

aHOHMMHBIX coeanHeHun. Takum obpasom,

3HaueHue

Enabled
(BkntoyeH)

Disabled
(OTKntOYEH)




Monutuka

Network access:
Named Pipes that
can be accessed
anonymously
(CeteBown goctyn:
paspeluaTtb
AHOHMMHbIN OOCTYN K
NMEHOBaHHbIM
KaHanam)

Network access:
Remotely accessible
registry paths
(CeteBown goctyn:
yOoaneHHo
AOCTYMHbIE MYTK

peecTtpa)

Network access:
Remotely accessible
registry paths and
sub-paths (CeTteBon
AOCTYN: yoaneHHo
AOCTYMHbIE MYTU 1

OnucaHue

paspeLueHna rpynnel "[Ana sBcex" He 3aTparvsatoT
aHOHMMHBbIX nosib3oBatenen. Ecnu aToT napameTp
YCTaHOBMNEH, aHOHMMHbIE NOMb30BaTENN NUMEIOT
OOCTYN TONbKO K TeM pecypcam, OOCTYN K KOTOPbIM
UM paspeLleH siBHbIM obpasom. Ecnum aToT napametp
BKIOYEH, naeHTudunkatop 6esonacHoctn "[Ans scex"
nobaBnsaeTcs K TOKeHyY, CO34aHHOMY AS151 aHOHUMHBbIX
coeguHeHun. B aTom cnyyae aHOHUMHbIE
nonb3oBaTeNn UMET AOCTYN K NtobomMy pecypcy,
paspelueHHomy ans rpynnel "Ona scex".

OTOT napameTp 6e30NacHOCTW ONpeaenseT, Kakne
ceaHcCbl cBA3N (KaHanbl) 6yayT nmetb atpubyThl U

paspeLlleHus, AatoLLme NpaBo aHOHMMHOIO AOCTyna.

OTOT NnapameTp 6Ge30nacHOCTU ONpPeaEenseT, Kakue
NyTV peecTpa MoryT ObiTb JOCTYMHbI YEPE3 CETb BHE
3aBMCUMOCTM OT MNorb3oBaTenem Unun rpynn
nonb3oBaTenen, yka3aHHbIX B CIUCKE yrnpaBrneHus
poctynom (ACL) pasgena peectpa winreg.

OT1OT napameTp 6e30nNacHOCTW ONpeaenseT, Kakne
MNyTU N BIIOXXEHHbIE NYTN peecTpa MoryT ObITb
AOCTYMHbI Yepes ceTb BHE 3aBUCMMOCTH OT
nornb3oBaTenen Unu rpynmn nonb3oBarternen,
yKasaHHbIX B cnuncke ynpasneHus goctynom (ACL)
pasgena peecTpa winreg.

3HaueHue

He onpeneneHo

He onpeneneHo

He onpeneneHo




Monutuka

BI1OXK€HHbIe NYyTn

peecTpa.)

Network access:
Restrict anonymous
access to Named
Pipes and Shares
(CeteBon goctyn:
3anpeTuTb
AHOHWMHBIV JOCTYN K
NMEHOBaHHbIM
KaHanam 1 ooLum
pecypcam)

Network access:
Shares that can be
accessed
anonymously
(CeteBown goctyn:
pa3peLiaTb
AHOHMMHbIN AOCTYN K
obwum pecypcam)

Network access:
Sharing and security
model for local
accounts (CeteBon
AOCTYN: MOAENb
obLero gocTyna u
6esonacHocTn ans
NOKarnbHbIX YY4ETHbIX

3anucen.)

OnucaHue

Ecnu aToT NnapameTtp 6e30NacHOCTU BKIHOYEH, OH
orpaHMYMBaET aHOHUMHbIV OOCTYN K OOLLIMM
pecypcaM 1 UMeHOBaHHbIM KaHanam B
COOTBETCTBUW CO 3HAYEHUSIMU CINEeOYHLLNX
napameTpoB: CeTeBoW 4OCTYN: pa3peLlaTtb
AHOHVMHBIN JOCTYN K MUMEHOBaHHbIM KaHanam
CeTeBoW OOCTyN: paspellaTb aHOHUMHBIA 4OCTYN K

obLmm pecypcam

OT0T NapameTp 6e3onacHOCT onpeaenseT, K Kakum
o6LWMM pecypcam MOryT nony4aTtb A40CTyn

AdHOHWMHbIE MoJib3oBaTesIn.

OT0T NapameTp 6e30nacHOCTU ONpeaenseT, Kakum
obpasom npoBepsieTcs NOAMHHOCTL NPU BXOAE B
CETb C UCMNOMb30BaHMEM JTOKambHbIX YYETHbIX
3anucein. Ecnn gaHHbIM NnapamMeTp nMeeT 3HavyeHne
"OBbl4Hasn", Npu BXxoge B CETb C YYETHbIMU AaHHBbIMU
nokasibHOW y4eTHOW 3anucu BbIMOSTHAETCSA NpoBepka
NOASIMHHOCTM MO 3TUM YyYeTHbIM AaHHbIM. OBbl4HasA
mogenb nossonsert 6onee rubko ynpaBnatb
AO0CTynoMm K pecypcam. C ee NOMOLLIbIO MOXHO
NpeaocTaBUTb pasHbIM NOb30BaTENSAM pasHble
TUMNbl JOCTYNa K 0gHOMY M TOMY Xe pecypcy. Ecnu
3TOT NapameTp nmeet 3HavyeHue "locTtesas”,

onepauunn Bxoga B C€Tb C Y4ETHbIMU AAHHbIMW

3HaueHue

Enabled

(BkntoveH)

He onpeneneHo

Classic - local
users authenticate
as themselves
(O6blyHag -
nokanbHble
nonb3oBaTenu
YAOCTOBEPAOTCSA

Kak OHW camu)




Monutuka

OnucaHue

nokarsibHbIX YY4ETHbIX 3arnMcen aBToMaTn4eckn
COMOCTaBNATCH C y4eTHON 3anucblo rocTs. Mpu
NCNONb30BaHWM rOCTEBOW MOAENU Mexay
nonb3oBaTensaMu HeT pasnuyunn. Bce nonb3osatenu
NMPOXOASAT NPOBEPKY MNOASIMHHOCTU C Y4ETHON
3anucblo rocTH 1 Nony4YatT OQUHAKOBbLIN YPOBEHDL
[OCTyna K jaHHoMmy pecypcy — "Tosnbko YyteHue"
nnu "N3meHenmne". Mo ymonyaHuio Ha KoMnbloTEPax
aomeHa: Ob6bivHas. o ymonyaHuio Ha aBTOHOMHbIX
kKomnbtoTepax: [octeBas. BHnmaHue! Ecnin
Mcnonb3yeTcs rocteBas Moaerb, nobon
nonb3oBaTenb, UMELWMIN OCTYN K KOMMbIOTEPY MO
CeTU (BKIHOYAasi aHOHUMHbIX NONb30BaTeENemn
MHTepHeTa), MOXeT nony4nTb AOCTYN K 06LWmm
pecypcam. [ina 3awmTbl KOMMNbloTEPa OT
HeCaHKLMOHMPOBAHHOIo JOCTyna Heobxoanmo
ncnonb3oatb 6paHamayap Windows vunu gpyryto
aHanorn4Hyto nporpammy. Kpome toro, npu
MCNONb30BaHUM OBObIYHOM MOAENW NoKarnbHble
YYETHbIE 3anncun SOIMKHbI ObIThb 3aLUMLLEHbI
naporem, 4Tobbl X HEBO3MOXXHO BbINO
MCcnonbL30BaTh ANg A4OCTyna K obwum pecypcam
cuctemsbl. [NpumedaHve BTOT napameTp He BNusieT
Ha orepauun UHTEPaKTMBHOIO BXO4a B CUCTEMY,
KOTOpPbI€ BbINOMHAIOTCA YOaneHHO C MOMOLLbI TakuUX
cnyxo, kak Telnet unn cnyx6 yganeHHbIX pabounx
CTOSIOB.

3HaueHue

CeTeBas 6e3onacHoCTb

(anrmn. — Network Security)

v OnucaHue NonuTuk




Monutuka

Network security: Do
not store LAN
Manager hash value
on next password
change (CeteBas
Ge3onacHoCTb: He
XPaHUTb X3LU-
3HaveHuna LAN
Manager npu
crnegyoLlen cmeHe
napons)

Network security:
Force logoff when
logon hours expire
(CeteBas
6e3onacHOCTb:
MpuHYANTENBHLIN
BbIBO[, U3 CeaHca o
ncTeveHun
AOMYCTUMbIX YacoB
paboTbl)

OnucaHue

OT0T napameTp 6e30nMacHOCTU onpeaernseT, HYXXHO nn
npw crnegytowen CMeHe napons COXPaHsATb X3LU-
3HadeHune gucnetyepa LAN (LM) ons HoBoro naponsi.
Xaw LM aBnsaeTcs oTHOCUTENbHO CriabbiM U
ysi3BUMbIM 1151 aTak Mo cpaBHEHUIO ¢ bonee
kpuntoctonknum xawem Windows NT. [NockornbKy xaLw
LM xpaHutca B 6a3e aaHHbIx 6e30nacHOCTM Ha
NoKanbHOM KOMMbIOTEPE, B Criyvae aTaku Ha 6a3sy
AaHHbIX 6e30NacHOCTX Napony MoryT BbITb
pacLndpoBaHsbI.

OT0T napametp 6e3onacHoCTU onpeaensert, byayT nu
OTKMOYaTbCA NOMb30BaTENN NPU NOAKITHOYEHUN K
noKarbHOMY KOMMbOTEPY BHE BPEMEHU BXOAA,
3a[jaHHOro ANnsa Ux y4eTHOM 3annucu. AToT napameTp
BMMSAET Ha KOMMOHEHT B6noka coobLleHnn cepsepa
(SMB). Ecnu ata nonuTurKa BKIOYEHa, nocne
NCTeYEeHNs BpeMEHN BXo4a KNMeHTa CeaHCbl KnneHTa
¢ cepsepoM SMB npuHyauMTENBHO pa3pbIiBaOTCS.
Ecnuv ata nonutmnka oTknoveHa, nocre UcTedeHus
BpeMeHu BXo4a KIMeHTa ero ceaHc CoXpaHseTcs.
lMpumeyaHne. 3ToT NnapameTp GesonacHOCTU
NPUMEHSIETCA TaK Xe, KakK NONMTMKA YYETHOM 3anncu.
[nsa y4eTHbIX 3annucen JOMeHa MOXET CyLLeCTBOBaTb
TONbKO OAHA NONMUTUKA yYeTHbIX 3anucen. MonuTtuka
y4eTHOW 3annucu JormxkHa BbITb onpegeneHa B
nonuTuKe JOMeHa No YMOYaHuio; OHa NPUMEHSETCH
KOHTponnepamMmu gaHHoro JomeHa. KoHTponnep
AOMeHa Bcerga nonyyaet nofMTUKy y4eTHOM 3anucu
13 obbekTa rpynnoson nonutuku (GPO) nonuTtukm
AOMeHa No yMOn4aHuio, Aaxe ecnu cyllecTasyeT
Apyrasi nonmMTuKa y4eTHOW 3anncu, Kotopas
NPUMEHSETCA K NoapasgeneHunio, cogepxallemy aToTt
KOHTpornnep gomeHa. o ymonyaHuto paboyue

3HaueHue

Enabled

(BkntoyeH)

Enabled
(BkntoyeH)




Monutuka

Network security:
LAN Manager
authentication level
(CeteBas
6e3onacHoCTb:
YPOBEHb MPOBEPKMU
nognuHHoctn LAN
Manager)

OnucaHue

CTaHLMWN 1 cepBepbl, BXoAsLWMNE B JOMEH, MonyYyaoT
TY )K€ NOMUTUKY YYETHOW 3anncu ans CBoux
nokarnbHbIX YY4ETHbIX 3anucen. OgHaKo NoUTUKM
NoKarnbHbIX YY4ETHbIX 3an1cen Taknx KOMMbTEPOB
MOTyT OTNINYaTbLCS OT NONUTUKN YYETHOW 3anucu
AOMEHa, ecrniv onpeaeneHa nonuTuka y4eTHom
3anuncu ans noapasfaeneHunsl, B KOTOPOE BXOAAT 3TU

komnbtoTepbl. NapameTpbl Kerberos He npumeHsaroTCS

K TakKMM KOMMbKOTEPAM.

OT0T napameTtp 6e30nacHOCTM onpeaensieT, Kakue
MPOTOKOMbI NPOBEPKN NOASIMHHOCTU C 3anpocoM U1
OTBETOM UCMOSb3YOTCH AS1F CETEBOrO BXo4a B
cuctemy. 3HayeHne 3Toro napameTpa BNUAeT Ha
YPOBEHb NPOTOKOMAa NPOBEPKM MOANMNHHOCTMU,
KOTOPbI UCMNOMb3YHOT KNNEHTbI, HA YPOBEHb
cornacoBaHHON 6e30MacHOCTM ceaHca, a Takke Ha
YPOBEHb NPOBEPKN MOANMHHOCTU, MPUHNMAEMON
cepsepamu, cnegyowmm obpasom. OTnpasnaTb
otBeTbl LM 1 NTLM: knneHTbl uCNonb3ytoT NpoBEpPKY
nognunHHocTn LM n NTLM v HuKorga He ncnonb3yoT
ceaHcoByto 6esonacHocTb NTLMv2; koHTponnepsl
AOMeHa NpUHMMatoT NPOBEPKY NOAMNHHOCTY LM,
NTLM 1 NTLMv2. Otnpasnate LM n NTLM -
ncnonb3oBaTtb ceaHcoByto 6e3onacHocTb NTLMv2
MPpY COrnacoBaHWUM: KITMEHTbI UCMOMb3YOT NPOBEPKY
noanuHHocTn LM n NTLM, a Takke ceaHcoByto
B6esonacHocTb NTLMv2, ecnn cepsep ee
NnoagepXXMBaeT; KOHTPosNepbl AOMeHa NMPUHUMAKOT
nposepky nognimHHocTn LM, NTLM n NTLMv2.
Otnpaenatb Toribko NTLM-OTBET: KNUEHTHI
MCNOosb3YHOT TOSLKO NpoBepKy nognuHHocTu NTLM, a
Takke ceaHcoByto 6e3onacHocTe NTLMv2, ecnu
cepBep ee NoaaepXmMBaeT; KOHTponepbl JoOMeHa
NPUHMMALOT NpoBepKy noasiMHHocTn LM, NTLM n
NTLMv2. Otnpasnatb Tonbko NTLMv2-0oTBeT:

3HaueHue

Send NTLMv2
response only.
Refuse LM &
NTLM
(OtnpaenaTb
Tonbko NTLMv2-
OTBET.
OTtkasbiBath LM
n NTLM)




Monutuka

Network security:
Minimum session
security for NTLM
SSP based (including
secure RPC) clients
(CeteBas
6e3onacHOCTb:
MUHUMarnbHas
ceaHcoBast
©e3onacHocTb Ang
KNneHToB Ha 6ase
NTLM SSP (Bkntoyas
6esonacHbin RPC).)

Network security:

Minimum session

OnucaHue 3HauyeHue

KNWEHTbI UCMOMb3YIOT TOMbKO NPOBEPKY NOANTMHHOCTU
NTLMv2, a Takke ceaHcoBYyt0 6e30NacHOCTb
NTLMv2, ecnu cepBep ee Nogaep>XMBaET;
KOHTpOMsiepbl IOMEHa NPUHUMAIOT NPOBEPKY
nognunHHocTn LM, NTLM n NTLMv2. OTnpasnsaTtb
Tonbko NTLMv2-oTBeT 1 oTkasbiBaTb LM: KNUeHTbI
MCMONb3YOT TONbKO NPOBEPKY NognHHOCTU NTLMv2,
a Takke ceaHcoyto 6e3onacHocTb NTLMv2, ecnn
cepBep ee noaaepXvBaeT; KOHTponnepbl 4oOMeHa
OTKIOHSAT LM (NpuHMMasi TONbKO NPOBEPKY
noganuHHocT NTLM n NTLMv2). OTnpaBnatb TONbKO
NTLMv2-otBeT n otkasbiBatb LM 1 NTLM: knneHTbl
MCMOsb3YIOT TOSbKO NPOoBEPKY nognnHHocTU NTLMv2,
a Takke ceaHcoByto 6e3onacHocTb NTLMv2, ecnu
cepBep ee NoaaepXMBaeT; KOHTponepbl JoMeHa
OTKNoHAT LM n NTLM (npvH1MMas Tonbko NnpoBepKy
noanmHHocTn NTLMv2).

Require NTLMv2

session security:
OT0T NapameTp 6e30NacHOCTM NO3BOMSET KITMEHTY .

Enabled Require
TpeboBaTb cornacoBaHus 128-paspsgHoro

128-bit
LWndpoBaHMsa 1 (Mnn) ceaHcoBor GesonacHoCcTH .

encryption:
NTLMv2. 3T 3Ha4YeHus1 3aBUCAT OT 3HAYEHUS

Enabled
napameTpa 6e3onacHoOCT "YpOBeHb NPOBEPKM

(TpeboBaTtb
nognunHHoctn LAN Manager". [lJocTynHbl cnegyouime

CeaHCOoBYHO
BapuaHTbl. TpeboBaTb ceaHCOBYH Be30NacHOCTb

6e3onacHoCcTb
NTLMv2. Ecnun npotokon NTLMv2 He cornacoBaH,

NTLMv2:
noaknYeHne He ByaeT yctaHoBneHo. TpeboBaTb

BkntoueH

128-paspsagHoe wundgposaHue. Ecnu ctorkoe (128-

TpeboBatb 128-
paspsgHoe) WndpoBaHMe He CorracoBaHo,

BuTHOE
NoAKnYeHne He ByaeT yCTaHOBMEHO.

LndppoBaHue:

BkritoueH)

OT0T NapameTp 6e30MacHOCTM NO3BONSIET CEpBEPY Require NTLMv2

TpeboBaTb cornacoBaHusa 128-pa3psiaHoro session security:




Monutuka

security for NTLM
SSP based (including
secure RPC) servers
(CeteBas
6e3onacHoOCTb:
MUHMMarnbHas
ceaHcoBas
©e3onacHocTb Ang
cepBepoB Ha 6ase
NTLM SSP (Bkntoyas

OnucaHue

LWndpoBaHMsa 1 (Unn) ceaHcoBow Be3onacHoCTH
NTLMv2. 3Tn 3Ha4eHns 3aBUCAT OT 3HAYEHUS
napametpa 6e3onacHoCcTu "YpoBEHb NPOBEPKU
nognnHHoctn LAN Manager". [lJocTynHbl cnegyouime
BapuaHTbl. TpeboBaTb ceaHCcoOBYH Be30NacHOCTb
NTLMv2. Ecnun uenocTHOCTb COOBLLIEHNI He
cornacoBaHa, nogknoyeHme He byaeTt ycTaHOBIEHO.
TpeboBatb 128-6uTHOE WindpoBaHme. Ecnn cTonkoe
(128-paspsigHoe) WndpoBaHME He CornacoBaHo,
NoAKNIYEeHNe He ByaeT yCTaHOBMEHO.

3HauyeHue

Enabled Require
128-bit
encryption:
Enabled
(TpeboBaTtb
CeaHCoBYI0
B6e3onacHoCTb
NTLMv2:
BkntoyeH
TpeboBaTb 128-

6esonacHein RPC).) ouTHOE
LndopoBaHme:
BkntoueH)
3aBeplueHue paboTbl
(aHrn. — Shutdown)
v OnucaHue NonNuUTUK
Monutuka OnucaHue 3HayeHune

Shutdown: Allow
system to be shut
down without
having to log on
(BaBepLueHne
paboThbi:
paspeLmnTb
3aBepLUeHne
paboTbl CUCTEMBDI
6e3 BbINOMHEeHMS
BXO[a B CUCTEMY.)

OTOT napameTp 6e30nacHOCTM onpeaensieT, MOXHO Nn

3aBepLUUTb paboTy KOMMbIOTEPA, HE BbIMOSTHAS BXOA4 B

cuctemy Windows. Ecnu ata nonutuka BkroveHa, KomaHay

"3aBepLueHune paboTbl" MOXHO BbIOpaTh Ha 3KpaHe BXxoada B

Windows. Ecnu aTa nonuTtmka oTknto4YeHa, KomaHga

Disabled

"3aBeplieHune paboTbl" He oTobOpaXkaeTcsl Ha 3KpaHe Bxoaa B (OTKMOYEH)

Windows. B atom cny4ae, 4tobbl 3aBepLunTb paboTty

CUCTEMBI, NONb30BaTEND HEODXOANUMO ycnewHOo BbIMNMOJIHUTb
BXOO B CUCTEMY U OH OOJIKEH MMETb NpaBO Ha 3aBepLueHne

pa6OTbI CUCTEMBDI.




Monutuka OnucaHue

OT0T NnapameTtp 6e3onacHoOCTM onpeaenseT, Oyaet nm
BbIMOMHATLCA O4MCTKa dhaina nogkadvky BUpTYyanbHOM
namsTV Npu 3aBepLueHnn paboTtebl cuctemsbl. MNoagaepikka
BMPTYyanbHON NaMsiTU Ucronb3yeT hain Noakavkm CUCTEMBbI
ANs BbIrPY3KM CTPaHWUL, NaMAaTN Ha OUCK, KOrda OHU He
ncnonb3yoTtcs. Bo Bpemsi paboTbl cucTeMbl chalin Nogkaydku

Shutdown: Clear OTKPbIT ONepaLmOHHON CUCTEMOWN B MOHOMOSTbHOM PEXUME U
virtual memory Xopouwo 3awmieH. OgHako ecnv cuctemMa HacTpoeHa Tak,
pagefile 4YTO AOMyCKaeT 3arpy3ky ApYrMx onepaLmoHHbIX CUCTEM,
(BaBepLueHne Heobxoanmo ybeauTbCs, YTO Npy 3aBepLUeHn paboTbl
paboTbl: o4McTKa CMCTEMbI BbINOMHAETCHA O4nCTKa ee harna nogkadku. IT1o
danna nogkaykm rapaHTUpyeT, YTO yS3BMMblE CBEAEHUSI U3 NaMATH
BMPTYyanbHON NpOLECCOoB, KOTOPbIE MOMMM NONACTb B dhais nogkayku, He
namsaTn) CTaHYT AOCTYMHbI MOMb30BaTENAM, MNOMYYMBLUMM MPSMOMN

HeCaHKUMOHNPOBaHHbIM AOCTYN K aToMy dhanny. Ecnum ata
NoNMTUKa BKIKOYEHA, NPWY KOPPEKTHOM 3aBepLueHUn paboThl
CUCTEMbI BbINOMHAETCHA 04YMCTKA (hansia nogkaykm CUCTEMBbI.
Ecnn a10oT napametp 6e30MacHOCTM BKAOYEH, TaKKe
BbINONHAETCA 0OHYyneHne danna pexnma rubepHaumm

(hiberfil.sys), koraa aTOT peXUM OTKIOYEH.

3HaueHue

Enabled
(BkntoveH)

MapameTpbl cucTembl

(aHrn. — System Settings)

v OnucaHue NonuTuK




Monutuka

System settings:
Optional subsystems
(MapameTpbl cUCTEMBI:
Heobsi3aTenbHble
NoACUCTEMbI)

System settings: Use
Certificate Rules on
Windows Executables
for Software Restriction
Policies (MapameTpsbl
CUCTEMBbI:
ncnonb3oBaTth Npasuna
cepTudmkaToB Ansi
NCrorHsaeMbIx pannos
Windows anst nonuTtuk
OrpaHn4yeHHoro
NCNonb30BaHUs

nporpamMm)

OnucaHue

3T1oT NnapameTp Ge3onacHOCTM onpeaenseT, Kakue
AOMNONHUTENbHbIE NOACUCTEMbI MOTYT ObITb 3anyLUEeHbl
ANS NoaaepXku NpunoxeHuin. C nomoLLbio 3TOro
napameTpa MOXHO yKka3aTb BCE NOACUCTEMbI, KOTOPbLIE
HeobXoanMbl ANs NOAAEPXKKN NPUTTOXKEHNI B

COOTBETCTBUUN C Tpe6OBaHVIFIMI/1 cpeabl.

OT0T napameTp 6e30nacHOCTM onpeaenserT,
BbINONHAETCA nNu obpadoTka umMdpoBbIX cepTUdMKaTOB,
Koraa nornb3oBaTerb UM NPOoLEecC NbITaeTcs 3anyCTUTb
nporpamMmmy ¢ paclumpeHmem nmexun amna EXE. OH
NMO3BONSET BKIKOYNTL UM OTKINKOYNTL Npasuna
cepTMdmKkaTtoB — TUN NPaBU NOMIUTUK OrPAHUYEHHOIO
ncnonb3oBaHna nporpamm. C NOMOLLbI0 TaKMX NOSNTUTUK
Bbl MOXeTe co3faTb NpaBuio cepTUduKaToB, KOTOPOE
paspeLuaeT unn 3anpeLlaet 3anyck NporpaMmmbl,
nognucaHHou ¢ nomoubio Authenticode, B
3aBMICMMOCTW OT TOro, Kakown LmMpoBon cepTudmkart en
COOTBETCTBYET. YTOOLI NPMMEHUTL NpaBuna
cepTMdmrKkaToB, HEOOXOAMMO BKITHOUYNTb AaHHbIN
napametp 6esonacHocTu. Ecnn npasuna
cepTMdmrKaToB BKINKOYEHbI, MOMUTUKA OFPAHNUYEHHOIO
NCMonb30BaHNA NporpamMm NpoBEPSIOT CINCOK OT3biBa
ceptudumkarto (CRL), 4Tobbl ybeamTtbes, 4To
cepTudmKaT 1 NOL4NMUCb NPOrpamMmbl AENCTBUTENBHDI.
OTO MOXET NPUBECTU K CHUXKEHWNIO
NPON3BOANTENBHOCTU NPWU 3anycKke NOAMNNCAHHbIX
nporpamMmm. Bbl MOXXeTe OTKIOUNTb 3Ty (PyHKUM0. B
OKHEe CBOWCTB JOBEPEHHOIO n3gatenst CHUMMUTE naxkm
"Mapatenb" n "OTmeTka BpeMeHun". [JononHUTenbHbIe
cBefeHusi CM. B pasgerne "3agaHue napameTpoB
AoBepeHHoro nagarens".

3HaueHue

He

onpeneneHo

Enabled

(BkntoyeH)




KoHTponb y4YeTHbIX 3anucemn

(aHrn. — User Account Control)

v OnucaHune NonuTuK

MonuTtuka OnucaHue 3HaueHue

OTOT NapameTp NONUTUKN onpeaensiet
User Account Control:
. XapaKTEePUCTUKN pexnma ogodpeHns
Admin Approval Mode

for the Built-in

Administrator account

aAMUHUCTPATOPOM 419 BCTPOEHHOWN YY4ETHOWN 3annucu
agMunHucTpatopa. BoaMmoxHble 3HayeHnsa BknoveHo.

[1na BCTpOEHHOM y4eTHOM 3anucu agMuHucTpaTopa
(KOHTpOrib y4eTHbIX

. NCNonb3yeTcs pexmm ogodpeHns agMUHUCTPaATOPOM. Enabled
3anuncen: pexnm
Mo ymonyaHuio nobasa onepaums, TpebytoLas (BkntoyeH)
oaobpeHus 3
NOBbILLEHMSA NPUBUIEINIA, NpeasiaraeT Nonb3oBaTesnto
agMVHUCTPATOPOM

3 noaTeepaAnTb onepaumto. OTKMYeHo (no
AN BCTPOEHHOM
5 yMon4aHuio). BcTpoeHHast yyeTHasi 3anuch
yYeTHOI 3anuncu
agMUHUCTPATOPa BhIMNOJHSAET BCE NPUMOXEHUS C

afMUHUCTpaTopa)

NOSHBIMW NPUBUNEMMAMN aaMUHUCTPATOpa.
User Account Control: OTOT NapameTp NONUTUKN onpeaensier, MoryT fnn Disabled
Allow UlAccess UlAccess-npunoxenus (UIA-nporpammel) (OTkntoYeR)

applications to prompt aBTOMaTU4YeCKM OTKIKoYaTb 6e3onacHbii paboymni

for elevation without CTON An15 3arnpoCcoB Ha NOBbILLEHWE, UCMONb3yeMbIX
using the secure 00bIYHbIM nonb3oBateneMm. BkrtoyeHo. UIA-
desktop (KoHTponb nporpamMmsl, B TOM 4ucrie yaaneHHbIA MOMOLLHNK
YYETHbIX 3anncemn: Windows, aBToMatnyecku OTKMAYatoT 6e3onacHbIN
paspewwatb UlAccess- pabo4yni CTon Ans 3anpocoB Ha MOBbLILIEHNE NPaB.
NPUNOXeHNAM Ecnu He oTkntoyeH napameTp nonutukn "KoHTponb
3anpawmsartb YYETHbIX 3anucen: nepeknveHme kK besonacHomy
NnoBbILLEHME Npas, He paboyemy CTOny Npw BbINOSIHEHMM 3anpoca Ha
NCnonb3ys NoBbILLIEHME NpaB", NpurnalleHne NosBUTCS Ha
BGe3onacHbIn padounn NHTEPaKTMBHOM paboyeM cTone nonb3oBaTens, a He
cTon.) Ha 6e3onacHoM paboyem ctone. OTKYEHO (Mo

ymornyaHuto). besonacHbii pabounii cTon MOXeT ObiTb

OTKJTHO4EH TOJIbKO Mosib3oBaTtefieM MHTEPaKTUBHOIO




Monutuka

User Account Control:
Behavior of the
elevation prompt for
administrators in
Admin Approval Mode
(KOHTpOnb y4eTHbIX
3anncen: noBegeHne
3anpoca Ha
NnoBbILLEHWE NpaB Ans
aAMWHUCTPATOpPOB B
pexume ogobpeHus

aflMUHUCTPATOPOM)

OnucaHue 3HauyeHue

paboyero cTtona unu NyTem OTKIOYEHUST NapameTpa
NONUTUKN "KOHTPOSb YYETHbIX 3anucen:
nepeknoyeHne k 6esonacHomy pabovemy cTony npu
BbINOSIHEHWM 3anpoca Ha NoBbILeHe npas”.

OTOT napameTp NONMTUKN onpenensieT noBeaeHme Prompt for
3anpoca Ha NoBbILeHMe NpuBMUNerni ans consent for
afMUHUCTPATOPOB. BO3MOXHbIE 3Ha4YeHUA non-Windows
MoBbiweHne 6e3 3anpoca. No3sonser binaries
NPUBUNENMPOBAHHBIM YYETHBIM 3aMUCAM BbINOMHUTD (3anpoc
onepauuto, TpebytoLLyto NOBbILLEHUS NPUBUMENNN, cornacuvsa ans
6e3 noaTBepXaeHNsa cornacus unu BBoga y4YeTHbIX NCNONHAEMbIX
AaHHbIX. [puMeyaHune. STOT BapmMaHT AOSMKEH drannos,

MCNONb30BaTLCS TOMBKO B Cpedax ¢ MakcumarbHbIMU OTNNYHbIX OT
orpaHu4eHnaMuU. 3anpoc y4EeTHbIX JaHHbIX Ha Windows)
6esonacHom paboyvem ctone. [1ns nobon onepaumn,
TpebytoLen NoBbILLEHWS NPUBWUIETA, Ha
6esonacHom pabovem CTore BbIBOOUTCS
npurrnaweHne BBECTU UMS U Naporb
NpMBUIErMpoOBaHHOIO nonb3oBaTtens. Ecnu BBogaTca
NpUBUIIErMpoBaHHbIE YYETHbIE JaHHbIE, onepauus
NpodosmKaeTcs NPoLoIKeHa ¢ MakCcMmMaribHbIMU
AOCTYNHBIMU NPUBMMErMsaIMu nonb3oBartens. 3anpoc
cornacus Ha 6esonacHom paboyem ctone. [ns
nobon onepaunn, TpedytoLLen NoBbILLEHUSA
npusunernn, Ha 6esonacHomMm paboyem crone
BbIBOAUTCA npurnaweHve Boblbpats: "Paspewmnts" nnm
"3anpetuTb". ECnn nonb3oBaTtenb BbiOMpaeT
"PaspelwumnTtb", onepaumsa npogormkaeTcs ¢
MaKCMMarnbHbIMU SOCTYMNHBLIMWU NPUBUIIEMNAMU
nonb3oBaTend. 3anpoc y4YeTHbIX JaHHbIX. [ns nobon
onepauun, TpebyroLern NoBbILLEHNA NPUBUNETNN,
BbIBOAUTCH MpurnalwleHve BBECTU NMSA Nornb3oBaTens
M Naponb y4eTHOM 3anncu agMmuHucTparopa. Ecnu
BBOOATCHA AOMNYCTUMbIE YYETHbIE AaHHbIE, Onepauns
NPOAOIKAETCA C COOTBETCTBYHOLLUMM NPUBUINETNSMNA.




Monutuka

User Account Control:

Behavior of the
elevation prompt for
standard users
(KoHTporb y4eTHbIX
3anucen: noBeaeHne
3anpoca Ha

noBbILLIEeHWe rpaB anAd

00ObIYHBbIX

nonb3oBaTenemn)

OnucaHue

3anpoc cornacus. [ina nobon onepaunn, TpedytoLLen
MOBbILLIEHWS NPUBUMErIA, NONb30BaTENO
npegnaraercd BblibpaTth: "Paspewnts” unm
"3anpetuTb". ECcnn nonb3oBartens BbibupaeT
"PaspewumnTtb", onepaumsa npogorkaeTcs ¢
MaKCMMarnbHbIMW SOCTYMNHBIMW NPUBUIIEMNAMU
nonb3oBaTens. 3anpoc cornacus Ansi CTOPOHHUX
ABOUYHbIX parnos (He Windows) (no ymon4yaHuio).
Korga onepauus ons npunoXxeHns CTOPOHHEro (He
MawkpocodT) nponssoanTens TpebyeT NOBbILLEHNS
npuBunerun, Ha 6esonacHomMm paboyem crone
BbIBOAUTCS NpurnawieHne Bbibpats: "PaspewmnTs" nnm
"3anpetutb". ECcnn nonb3oBartens BbibupaeT
"PaspewumTtb"”, onepauma npogormkaeTcs ¢
MaKCMMarbHbIMW SOCTYMNHBIMWU NPUBUIIETNAMMU

nonb3oBaTtens.

OTOT NapameTp NONUTUKK onpeaenseT NoBeaeHne
3anpoca Ha noBbILWEeHWE NpUBUNErnn ans 06bIYHbIX
nonb3oBaTenen. BoamoxHble 3Ha4YeHns 3anpoc
YYETHbIX AaHHbIX (MO ymonyaHuio). Korga onepaums
TpebyeT NOBbLILEHNSA NPUBUIETIA, BbIBOAUTCSA
npurnawleHne BBECTN UMS NOb30BaTeNs 1 Naposb
YYETHOW 3an1cuy nosib3oBaTerns ¢ NpUBUNErMAMN
agmuHucTpartopa. Ecnm nonb3oBatens BBoaUT
OEeNnCTBUTESNbHbIE YYETHbIE AaHHble, onepawms
NPOAOIKAETCA C COOTBETCTBYHOLUMM NPUBUNETNSMN.
ABTOMAaTMYECKOE OTKIIOHEHNE 3anpPOCoB Ha
noBblleHne npusunerni. Korga onepauns tpedyer
MOBbILLEHNS NpuBUIErMi, otobpaxaercsa coobLieHne
00 owmnbke oTkasa B goctyne. OpraHnsauuu,
HaCTOSIbHbIE KOMMbIOTEPbLI KOTOPbIX MCNOMb3YHTCSA
0ObIYHbIMM NOnb30BaTENsAMNU, MOTYT BblOpaTh 3TOT
napameTp NONUTUKM ANSA YMEHbLUEHUS Yymucna
obpaLueHuin B cnyxby noaaepXku. 3anpoc y4eTHbIX
OaHHbIX Ha 6e3onacHom paboyem cTtone. Korga

3HauyeHue

Prompt for
credentials on
the secure
desktop
(3anpoc
YYETHbIX
AaHHbIX Ha
6esonacHom
paboyem

cTone)




Monutuka

User Account Control:
Only elevate UlAccess
applications that are
installed in secure
locations (KoHTponb
YYETHbIX 3anucen:
noBbILWATL NpaBa Ans
UlAccess-
NPUITOXEHNI, TONBKO
npv yCTaHOBKe B

6esonacHbIX MecTax)

User Account Control:
Run all administrators
in Admin Approval
Mode (KoHTponb

OnucaHue

onepaumsa TpebyeT NOBbILLEHNS NPUBUIIETNIA, Ha
6e3onacHom paboyem cTosne BbIBOOUTCS
npurnalwlieHne BBECTM UMS 1 Maposib OPYroro
nonb3oBatensi. Ecnu nonb3oBartens BBOAUT
AONYyCTUMbIE yYETHbIE JAHHbIE, OnepaLms

npoaoJPKaeTCcd C COOTBETCTBYHOLLMMU NMPUBUTTIETUAMMN.

KoHTpOrb y4eTHbIX 3anucei: nosbiwaTh Npasa
Tonbko Ana UIAccess-npunoXxeHumn, ycTaHOBNEHHbIX
B 6€30MacHOM MECTOMONOXEeHUN ATOT NapameTp
NOMUTUKKN YyNpaBnsieT TeM, JOIMKHbI NN NPUMOXEHNS,
3anpaluvBaroLLme BbINOrHEHME Ha YPOBHE
uenocTtHocTn UlAccess, HaxoauTbcs B 6e3onacHom
nanke gpannoBon cuctemMbl. besonacHbiMn cunTaroTcA
TOmNbKO cnegyowme nanku: ...\Program Files),
BKMtoyasi BrnoxeHHole nanku ...\Windows\system32\
...\Program Files (x86)\, Bkrto4yasi BNOXXeHHbIe nanku
ansa 64-paspsgHeix Bepcun Windows NprumevaHue.
Windows npuvHyauTenbHO NpoBoanT 0bsa3aTeribHyto
nposepky noanucen PKI gna noboro nHTepakTMBHOro
NPUNOXeHWs, 3anpaluvBatoLLEero BbiNOSIHEHNE Ha
ypoBHe uenoctHocTn UlAccess, BHe 3aBUCUMOCTM OT
COCTOSIHMSA JaHHOro napameTpa 6e3onacHoCTy.
Bo3moxHble 3HaveHus. BknioveHo (Mo ymonyaHuio).
[MpunoxeHne ByaoeT 3anyckaTbCsi C ypOBHEM
uenoctHocTn UIAccess TONbKO B TOM crlyyae, ecnm
OHO HaxoauTcsa B 6e3onacHon nanke annoson
cuctembl. OTkNoYeHo. MNMpunoxeHne byoet
3anyckatbca ¢ ypoBHeM LenocTtHocTu UlAccess,
AaXke ecrim OHO He HaxoamTcs B 6e3onacHou nanke
¢annoBom CUCTEMBI.

70T napamMeTp NMorMimTuKn onpenendeT
XapaKTEPUCTUKN BCEX MNOJIUTUK KOHTPOMA YHETHbIX
3anuceun gn4a KOMMbKOTEPA. I'Ile M3MEHEHUNN 3TOro

napameTtpa nonMTukM HeobxogMMo nepesarpys3nTb

3HauyeHue

Enabled
(BkritoyeH)

Enabled
(BkritoyeH)




Monutuka

y4YeTHbIX 3anucen: Bce
agMUHUCTPATopPbI
paboTaloT B pexume
onobpenus
agMUHUCTPATOPOM)

User Account Control:
Switch to the secure
desktop when
prompting for elevation
(KOHTpOnb y4eTHbIX
3anucen:
nepekntoyeHmne K
6esonacHomy
pabovemy cTony npu
BbIMOMHEHUN 3anpoca

Ha NoBbILLEHME npaB)

User Account Control:
Virtualize file and
registry write failures

to per-user locations

OnucaHue

KomnbtoTep. BoamoxHble 3HayeHus BknoyeHo (no
ymMonyaHuto). Pexxum ogobpeHus agMmMHUCTpaTopoMm
BKMNtoYeH. YTobbl paspeLlumTb BCTPOEHHOW YYETHOM
3anncu agMmMHUCTpaTopa 1 BCeM ocTalbHbIM
nornb3oBaTensiM, ABMSIOWNMCS Y4acTHUKaMM rpynnbl
"AoMuHucTpaTopbl”, paboTatb B pexnme ogobpeHus
aAMWHUCTPATOPOM, 3Ta NOMNTUKA AOMKHA BbITb
BKITOYEHA, @ BCE CBA3aHHbIE NONUTUKM YNpaBneHns
YyYeTHbIMU 3anUcsaMu Takke JOSMKHbI ObITb
yCTaHOBIEHbI COOTBETCTBYIOLLMM OOpa3oMm.
OTkrntodeHo. Pexxum ogobpeHus agMmMHUCTPaTopoMm U
BCEe COOTBETCTBYIOLLME NapameTpbl NONUTUKM
KOHTPOSS YYETHbIX 3anuncen 6yayT OTKNOYEHbDI.
MpumeyaHne. Ecnu aToT napameTp NOAUTUKK
OTKJTHOYEH, LeHTp obecneyeHus 6e3onacHoCTH
Bbl4acT yBefoMIeHne, 4To obLias 6e3onacHoCTb
onepaunoHHOM CUCTEMbI CHU3UNAaCh.

OTOT napameTp NONUTUKK onpeaenseT, byayT nu
3anpockl Ha NOBbILLIEHWE NPaB BbIBOAUTLCS HA
MHTEPaKTUBHbIN paboyunin CToN Nonb3oBaTens unn Ha
Ge3onacHbIn pabdounn cton. Bo3aMoxkHbie 3Ha4YeHus.
BkntoyeHo (no ymonyaHuto). Bce 3anpockl Ha

NoOBbILLEHWE NpaB BbIBOAATCA Ha 6e30MnacHbIn
Enabled

paboumnii CToN HeE3aBMCKMMO OT MapamMeTPOB MONNTUKN
(BkntoyeH)

nosefeHns npurnaweHus Ansg agMMHUCTPaTopoB U
006bI4HbIX Nonb3oBaTtenen. OTKYEHO: BCe 3anpochl
Ha MOBbILLEHWE NPaB BbIBOOATCH Ha MHTEPAKTUBHbLIN
pabouuni cton nonb3osBatens. MicnonbayoTca

napameTpbl NONUTUKN NOBEAEHUSA NpuUrnawleHns Ans

AAMUNHUCTPATOPOB U 0ObIYHbIX NONb30BaTENEN.

Enabled
(BknoyeH)

OTOT NnapamMeTp NONMUTUKN yrpaBnseT
nepeHanpasneHneM c60eB 3anncu NPUNOXeHUin B
onpenerneHHbIe PacronoXeHUs B peecTpe U

drannoBon cucteme. ITOT NapameTp NONUTUKN

3HaueHue




Monutuka

(KoHTporb y4eTHbIX
3anucen: npun cbosx
3anucu B hann unu
peecTp
BMpTYyanusauus B
pasmMeLleHve
nonb3oBaTens)

OnucaHue

NO3BONSAET YMEHbLUNTL ONMACHOCTb MPUMOXEHWMN,
KOTOPbIE BbINOMHSAKTCA OT MMEHU aAMUHUCTPaTopa U
BO BPEMS BbINMOMTHEHNS 3aNUCbLIBAOT AaHHbIE B NManky
%ProgramFiles%, %Windir%; %Windir%\system32
nnn HKLM\Software... Bo3aMoXHble 3Ha4YeHus.
BkntoyeHo (no ymonyaHuto). Céoum 3anucu
NPUIOXEHN NepeHanpaBnaTCA BO BPEMS
BbINOSIHEHWSI B ONPEAENeHHbIE NOMb30BaTENEM
pacrnoroxeHnsa B oannoBon CUCTEME U peecTpe.
OTKntoyeHo. BbinonHEHWE NPUNOXEHUN,
3anucbiBaloWmnX AaHHble B 6e3onacHble
pPacnosnoXeHusi, 3aKkaH4YMBaETCS OLLUNOKON.

3HaueHue

Mpouue

(aHrmn. — Other)

v OnucaHue NonuTKK

Monutuka

Accounts: Block
Microsoft accounts
(YyeTHble 3anucu:
GrnokmpoBaTtb
y4YeTHbIE 3anuncu

MawnkpocodrT)

OnucaHue

OTOT NapameTp NONUTUKN HE NO3BONSET NOMb30BaTENAM
no6aBnATb HOBbIE YYeTHble 3anncu MankpocodT Ha
AaHHOM komnbtoTepe. Ecnv BbiOpaTh BapmaHT
"Monb3oBaTtenun He MoryT 406aBnATb YYETHbIE 3anncu
MawnkpocodT", nonb3oBaTenu He CMOryT co3faBaTb
HOBble Y4eTHble 3anucn MankpocodT Ha 3TOM
KoMnbloTepe, NpeobpasoBbliBaTh JIOKasNbHbIE YYETHbIE
3anncum B ydeTHble 3anmcn MankpocodT, a Takke
noaKnoYaTb y4EeTHbIE 3annucy AOMEHAa K Y4ETHbIM
3anncam MankpocoT. 3TOT BapnaHT NpeanovTUTENEH,
ecnun TpebyeTcsa orpaHMyYnTb YMUCIIO UCNONb3yeMbIX
y4eTHbIX 3anucen MarkpocodTt B opraHmsaumn. Ecnn
BblOpaTh BapmaHT "llonb3oBatenu He MoryT o6aBnsaTb

3HauyeHue

Users can't add
Microsoft
accounts
(Monb3oBaTtenu
He mMoryT
aobasnaTtb
y4YeTHble
3anucu

MankpocodrT)




Monutuka

Audit: Force audit

policy subcategory

settings (Windows
Vista or later) to
override audit
policy category
settings (AyauT:
NPUHYAUTENBHO
nepeonpegensert
napameTpsbl
KaTeropuu
NonUTUKN ayauta
napameTpamm
nogkarteropmm
NoNUTUKN ayauta
(OC Windows
Vista nnu 6onee

no3aHue Bepcun).)

Domain member:
Disable machine
account password
changes (YneH
AoMeHa:
OTKITHOUUTD

M3MeHeHne

OnucaHue 3HauyeHue

y4yeTHble 3annucy MankpocodT 1 ucnonb3oBaTtb UX Ans
BxoAa", CyLeCTBYIOLLME NONb30BaTENN YYETHbIX 3annucen
MawnkpocodT He cmoryT BonTu B cuctemy Windows.
Bbibop aToro napamerpa MOXeT caenaTb BXOA B CUCTEMY
N ynpasrieHne et HedOoCTYMHbIM AN CYLEeCTBYIOLLEro
agMuHuUCTpaTopa Ha AaHHOM KomnbloTepe. Ecnu aTa
NONMUTMKa OTKIIOYEHA UM He HacTpoeHa
(pekomeHayeTcs), nonb3oBaTeny CMOryT UCMONb30BaTb
yyeTHble 3anucn Mankpocodt B Windows.

OC Windows Vista n 6onee nosgHue sepcumn Windows
NMO3BONAT TOYHEE YNPaBMATb NOMUTUKON ayguTa npu
MOMOLLIM NoAKaTEropuin NONUTUKK ayauTa. YCTaHOBKa
NONMUTMKN ayauTa Ha YpOBHE KaTeropuun nepeonpenenut
HOBYIO (DYHKLMIO MOMNTUKN ayauTa nogkaTeropmmn. Ytobbl
obecneynTb ynpaBneHme NoNnTUKOM ayamTa npu NoMoLLm
nogkareropun 6e3 HeobxoaUMOCTU U3MEHEHUS

rpynnoson nonutukn, B Windows Vista n 6onee nosgHmnx S
nable

BEPCUSAX NpegyCMOTPEHO HOBOE 3HaYeHne peecTpa
(BkritoueH)

(SCENoApplyLegacyAuditPolicy), 3anpeLyatoLlee
npuMeHeHne NONNTUKN ayauTa YPOBHS KaTeropum u3s
rpynnoBOn NOSIMTUKN N U3 CPeaCcTBa agMUHUCTPUPOBaHUS
"lNokanbHasa nonutuka 6e3onacHoctn”. Ecnu
yCTaHOBfMEHHas 34ecb NonuTuKa ayamta ypoBHSA
KaTeropum He cornacyetcs ¢ hopmmpyembiMm
CcoBbITUAMM, TO NPUYNHA MOXKET ObITb B TOM, YTO

YCTaHOBJIEH 3TOT pa3fesl peecTtpa.

Disabled

(OTkntOYER)

Onpeaensiet, Npon3BoANTCS N NepUoanNYeckoe
N3MEeHEeHNe Naporss Y4EeTHOWN 3anncu KoMnbioTepa YneHa
AomeHa. NMpu BKNIOYEHMM 3TOrO NapaMeTpa YreH JoMeHa
He NbITaeTCsi UAMEHUTb Naposb YY4ETHOW 3anuncu
KomnbloTepa. Ecnu aToT napaMeTp OTKIMOYEH, YneH
[AOMeHa MNbITaeTcsl U3MEHUTb NapOofb YYETHONM 3anncu

KOMMbOTEPA COrflacHO 3Ha4YeHMo napameTpa "YneH




Monutuka

napons y4eTHbIX
3anucen

KoMmnbloTepa)

Domain member:
Maximum machine
account password
age (YneH
AOMeHa:
MaKcUMarnbHbIN
CPOK OencTBus
napons y4yeTHbIX
3anucen
KomnbtoTepa)

Domain member:
Require strong
(Windows 2000 or
later) session key
(YneH pomeHa:
TpeboBaTb

CTONKUN

OnucaHue

AOMeHa: MakcMMaribHbIN CPOK AENCTBUSA Napons y4eTHON
3anucm KomnboTepa”, MMEKLLEro No yMon4yaHuio
3HadveHue "kaxable 30 gHen". Mo ymonyaHwuio:
OTkntoyeHo. MNMpumeyvaHns He cnegyeTt BkoyaTb 3T0T
napameTp 6esonacHocTU. [aponu y4yeTHbIX 3anucen
NCnonb3yTCa ANs YCTaHOBNEHNA 6e30nacHbIX KaHanos
CBSA3N MeXAy YrieHamMu JOMEHa U KOHTpornepamm
AOMeHa, a TakKe Mexay CaMUMW KOHTPonsiepamMmu BHyTpuU
AomeHa. [ocne yctaHoBNeHUs cBA3n Ge3onacHbInN KaHan
ncnonb3dyeTca Ang nepegavv KoHuaeHumanbHbIX
AaHHbIX, HEOOXOANMbIX OS5 BbINONIHEHUS NPOBEPKM
NoASIMHHOCTU N aBTOpM3aUuKn. TOT NapameTp He
cnegyeT Ucnonb3oBaTh AN NogaepXku cueHapues
ABOVHOW 3arpy3kun, UCMOMb3YOLWNX O4HY U TY XKe YYETHYIO
3anucb koMmnbtoTepa. [Ans 4BOWHOM 3arpysku ABYX
YCTaHOBOK, 06beAMHEHHbIX B OAHOM AOMEHE, MPUCBONTE
3TUM YCTaHOBKaM pa3sHble MMeHa KOMMbIOTEPOB.

Q10T NnapameTp 6e3onacHOCTN onpeaernseT, Kak 4acTo
yrieH gJomeHa byaeT NbiTaTbCst UBMEHUTb MAPOIb YYETHOM

3arnncu KomMmrbroTepa.

OT0T NnapameTp 6e3onacHOCTM onpeaenseT, TpedyeTcs
nwv ans 3awmgpoBaHHbIX AaHHbIX 6e3onacHoro kaHana
128-paspagHbin koM. [pu npucoeanHeHnn KoMnbioTepa
K JOMEHY CO3[aeTcs ydeTHasi 3anmcb KOMMboTepa.
[Mocne aToro npu 3anycke cMcTeMbl AN CO3AaHUS
BGe3onacHOro KaHana ¢ KOHTPOSiiepoM AOMeHa

MCNonb3yeTcs Naposib YY4ETHOW 3arnMcu KoMnbloTepa.

3HauyeHue

30 aHen

Enabled

(BkntoyeH)




Monutuka

CEaHCOBbIV KIHoY
(Windows 2000

UIn BbILLE))

Interactive logon:
Display user
information when
the session is
locked
(MHTEepaKkTUBHbIN
BXOA B CUCTEMY:
oTobpaxaTtb
cBedeHNs O
nonb3oBarene,
ecnu ceaHc

3a6noKnpoBaH.)

OnucaHue

JT10T 6e3onacHbI kKaHan UCNonb3yeTcs AN CoBepLUEeHNs
Takux onepaunn, Kak CKBO3Hasa NpoBepKa NOANIMHHOCTHU
NTLM, nonck umenun nnu NI 6esonacHoctn LSAnT. 0. B
3aBucumocTn oT Bepcun Windows, ncnosib3yemMomn Ha
KOHTponsiepe A0OMeHa, C KOTOPbIM OCYLLIECTBNAETCA
coeinHeHune, a TaKxKe OT 3Ha4YeHU NnapameTpoB: YneH
AomeHa: Bcerga Tpebyetca undgpoBas noanucb Unu
LWndpoBaHMe AaHHbIX 6e3onacHoro kaHana Ynex
AomeHa: WwudpoBaTh AaHHble 6e30MacHOro KaHana,
Korga 3To BO3MOXHO byayT 3awmgpoBaHbl Bce nnu
HeKoTopble AaHHble, NepeaaBaemble No 6GesonacHomy
KaHany. TOT napaMeTp MOMUTUKK ONpeaenseT,
TpebyeTcs nn ona 3awmdpoBaHHbIX AaHHbIX
BesonacHoro kaHana 128-paspsaaHbiv kY. Ecnv atoT
napameTp BKNtoYeH, 6esonacHoe coeamHeHne dyaer
YCTaHOBIEHO TOSbKO B TOM Criydae, ecriv BO3MOXHO 128-
paspsigHoe wudpoBaHue. Ecnn aToT napameTp
OTKIHOYEH, CTOMKOCTb KIkoYa corfiacyeTcd ¢
KOHTPONIEPOM LOMEHaA.

OTOT NapameTp onpeensiet, byayTt nu Takme
AONOMNHUTENbHbIE CBEAEHNSA, KaK aapec 3r1eKTPOHHOM
NoYThbl UM AOMEH/MS Nonb3oBaTens, oTobpaxkaTbCs
BMeCTe C MMeHeM MNofb30BaTeNns Ha aKkpaHe Bxoaa B
cuctemy. Y knueHTos, ucnoneayowmx Windows 10
Bepcun 1511 n 1507 (RTM), atoT napameTtp paboTaeT Tak
Xe, KaK n B npeabiaymx sepcuax Windows. Beuay
AobaBneHns HOBOro napameTpa KOHpnaeHLMansHOCTU B
Windows 10 Bepcun 1607 aTOT napameTp NPUMEHSIETCA K
TakuM KrnneHTam uHade. MameneHnsa B Windows 10
Bepcun 1607 HaumHasa ¢ Bepcum 1607 B Windows 10
nMeeTcs HoBasi PYHKLMOHaNbHas BO3MOXHOCTb,
Bnarogapsi KOTOPOWM MOXXHO MO YMOMYaHUIO CKpPbIBaTb
Takue cBefeHu s Nnorb3oBarers, Kak agpec SNeKTPOHHON
MoYTbl, U UIBMEHATb CTaHAAPTHbIE HACTPOMKK, YTODbI 3TK
cBefeHns otobpaxkanucb. HacTpoutb gaHHyto

3HauyeHue

User display
name only
(Tonbko nms
nonb3oBaTens)




Monutuka

OnucaHue

PYHKLMOHANbHYIO BO3MOXHOCTb MOXHO C MOMOLLLIO
HOBOrO NapameTpa KOH(PUAEHUNansHOCTU B pasaene
«lMapameTpbl» > «Y4yeTHble 3anucu» > «lapameTtpsbl
Bxoga». [1o ymonyaHuo napameTp
KOH(OMAEHLMANbHOCTUN BbIKITIOYEH, @ A0MOHUTENbHbIE
cBedeHus nornb3oBarerns CKpbiTbl. [aHHbI napameTp
rPynnoBOW NOMUTUKN ONpeaenseT aTy xe
PYHKLMOHANbHYIO BO3MOXHOCTb. [laHHOMY napameTpy
MOXHO NpucBavBaTth crneayLumne 3HadyeHns: BeiBognmoe
UMsI Norb3oBaTers, MMeHa JOMeHa 1 Nosib3oBaTtens: B
cny4yae oCyLeCTBIEeHUS NOKanbHOro Bxoaa
oTobpaxaeTcs nonHoe nmA nornb3osaTtens. Ecnn
nonb3oBaTenb BXOAUT Yepes YHETHYI0 3annchb
MawnkpocodT, oTobpaxxaeTcst agpec ANEeKTPOHHOW NOYThI
nonb3oBaTens. B cnyyae Bxoga B 4OMeH oTobpakaeTcst
AOMeH/uMs_nonb3oBaTtens. ToNbKO MMS Nonb3oBaTens:
oTobpaxaeTcs NoNHoe NMsA nornb3oBaTens,
3abnoknpoBasLLero ceaHc. He otobpaxaTb cBegeHus o
nonb3oBaTene: HUKakne nmeHa He otobpaatroTcs,
onHako Bo Bcex Bepcuax Windows crapwe Windows 10
Ha aKpaHe CMeHbl Nornb3oBaTtens dyayT oTobpaxaTbes
nosHble MMeHa none3oBartenen. HaunHasa ¢ sBepcun 1607
Windows 10, ata cyHKUMS He nogaepxmeaetcs. Ecnv
BblOpaHO JaHHOe 3Ha4YeHune, Ha akpaHe Byaer
oTobpaxaTbCs NOIHOE NMSA NONb3oBaTens,
3abnoknpoBasLLero ceaHc. [laHHoe n3mMeHeHue
obecnevmBaeT COOTBETCTBME ITOrO NapaMmeTpa HOBOMY
napameTpy KoHpuaeHunansHoCcTn. Ytobbl Ha akpaHe He
oTobpakanocb HUKaKoOM MHGOpPMaLMK O Nonb3oBaTene,
BKNIOYMUTE NapameTp rpynnoBon NonmTUKn
"MIHTepakTUBHbIN BXOA": HE OTOOpaXxaTb AaHHbIE
nonb3oBaTens, NoCneaHNM BXOAUBLUMM B CUCTEMY.
MycTo: cTaHaapTHoe 3HadveHue. O3HavaeT «He
onpeaeneHo», O4HaKo Ha akpaHe ByaeT oTobpaxarbcs
NnofHoe UMs Nnorb3oBaTtens TOYHO Tak Xe, Kak 1 npu

Bbl60pe 3Ha4yeHus « TONbKO MMS NOSb30BaTENAY.

3HauyeHue




Monutuka

OnucaHue

Ncnpaenenune ona Windows 10 Bepcum 1607 B cnyyae
ncnonb3oBaHua Windows 10 Bepcun 1607 gaHHble
nonb3oBaTens He OyayT oTobpaXkaTbCsl Ha SKpaHe Bxoaa
B CUCTEMY, Aa)ke ecnu BbibpaHo 3Ha4YeHne «BbiBogumoe
UMS Nonb3oBaTens, MMeHa AOMEHa 1 Nonb3oBaTensy,
NOCKOSbKY OTKMOYEH NapameTp KoHmaeHUNanbHOCTHU.
Ecnn BkNouMTb 9TOT NapamMeTp, AaHHble NOSABATCS Ha
3KpaHe. 'pynnoBoe n3MeHeHne HacTpOeK napameTpa
KOHoMAEeHUMarnbHOCTU HEBO3MOXHO. BmecTo aToro
MOXHO npumeHnTb KB4013429 k knueHtam ¢ Windows
10 Bepcun 1607, 4ToBLI CUCTEMA AencTBOBana
aHanorun4yHo npegbiaywmm sepcnam Windows.
B3anmogencremne ¢ komaHgom «3anpetnTb
nonb3oBaTento otobpaxkaTb JaHHbIE YYETHON 3anucu Ha
aKkpaHe Bxoga» Bo Bcex Bepcusix Windows 10 no
yMon4aHunio otobpakaeTcsi TONbKO MMs NONb3oBaTensi.
Ecnu 3agaHo 3HavyeHne «3anpeTuTb Nonb30oBaTento
oToOpaxaTb JaHHbIE YYETHOM 3an1CK Ha SKpaHe Bxoday,
Ha 9KpaHe Bxoaa byaet otobpakaTbCs TONbKO
BbIBOAUMOE MMS NOSib30BaTeNs HE3AaBMCUMO OT HaCcTPOEK
rpynnoBon NonuTukn. MNMonb3oBaTtenn He cMoryT
BbIBOAUTb Ha 3KpaH CBOW cBeaeHusi. Ecnn 3HavyeHune
«3anpeTuTb Nonb3oBaTento oTobpaxaTtb AaHHbIe
YYETHOWM 3anuncu Ha aKpaHe BXoA4a» He 3a4aHO0, MOXHO
3agaTb Anga napamertpa «/IHTepakTUBHbIA BXO[, B
cucTemy: otobpaxkaTb CBe4eHUS O Nosib3oBaresne, ecnu
ceaHc 3abnokmpoBaH» 3HaveHne «BbiBognmoe nvs
nonb3oBaTens, MMeHa AOMeHa 1 Nonb3oBaTens », YToObl
Ha 9KpaHe BXxo4a B CUCTEMY OToDOpaxanucb Takue
AOMNONHUTENbHbIE CBEAEHMUS NONb30BaTend, Kak
AomeH\Mms nonb3oBaTens. B atom crnyvae Ha
KnueHTckmx komnbtotepax ¢ Windows 10 Bepcum 1607
Heobxogmmo npumennTb KB4013429. MNonb3oBaTtenu He
CMOTYT CKpbITb AOMNOMNHUTENBbHbIE CBEAEHUS.
PekomeHgaummn Bo3aMOXHOCTU NPUMEHEHNA 3TON

NOJINTUKN 3aBUCAT OT BaLLINX TDGGOBaHMVI B©esonacHocTK

3HaueHue




Monutuka

Interactive logon:
Machine account
lockout threshold
(MHTepakTMBHbIV
BXO[, B CUCTEMY:
NMOpPOroBoO€E YNCNo
Heya4aYHbIX
MonbITOK BX0OAa)

Microsoft network
server: Amount of
idle time required

before suspending

OnucaHue 3HauyeHue

B OTHOLLEHMM OTOBpaXkaeMbIX YYETHbIX AaHHbIX AN
Bxoaa. Ecnu Bbl paboTaeTte ¢ KoMnblOTEPaAMU, Ha
KOTOpPbIX XpaHUTCA KOHmaeHumaneHas nidopmaums, a
MOHUTOPbI HAXOAATCA B HE3aLUMLLIEHHBIX MecTax, nnbo
€CIM K BallMM KOMMNbOTEPAM C KOHPUAEHLMATTBHOM
MHdopMaLmnen uMeeTcs yaaneHHbIn 4oCTym, TO
oTOBpaXkeHne NOMHbIX MMEH BOLLEALLMX B CUCTEMY
nonb3oBaTenen unv MMeH y4eTHON 3anucum JoMeHa
MOXET NPOTUBOPEYMTL BaLLEn ObLLEN NONNTUKE
6esonacHocTn. C yyeTom Ballen NonuTukn 6esonacHocTn
MOXET ObITb LenecoobpasHbiM YCTaHOBNEHNE 3HAYEHNS
«VMIHTepaKTnBHbIN BXO4 B CUCTEMY: He oTODpaxaTtb

YYE€THbI€ OaHHbI€ MOCrieQHEro rnoJjib3oBaTesna».

Q10T NnapameTtp 6e30nacHOCTU onpeaensieT KomM4ecTBo
Heyda4HbIX NOMbITOK BXOA4a B CUCTEMY, NOCIE KOTOPOro
KOMMbloTep nepesarpyxaetca. KomnbloTepbl, Ha KOTOPbIX
Aansa 3awmutbl TomoB OC BktoveHa dyHKuma Bitlocker,
OyayT 3abnokupoBaHsbl. [1ns cHATUSA 6IOKMPOBKM
HeobXxoaMMO yKasaTb B KOHCOMM KIToY BOCCTAHOBIIEHUS. _ )
5 invalid logon
Y6eautecnb, Y4TO BKIOYEHbBI COOTBETCTBYHOLLME NOMUTUKN

attempts (5 go
BOCCTaHOBIeHUs goctyna. KonnmyectBo HeyaayHbIX

BGnoknpoBku
MomnbITOK 4OCTYNa MOXeT ObITb 3a4aHOo Yncriom oT 1 4o .
y4yeTHON
999. Ecnu ycTaHOBUTb 3TO 3Ha4YeHue paBHbIM 0,
3anucu
KOMMNbIOTEP HMKOraa He byaet bnoknpoBaTbecs. 3Ha4YeHUs
KomnbtoTepa)
oT 1 go 3 6yayT nHTepnpeTMpoBaHbl Kak 4. HeyaayHble
nonbITKM BBOAA Naposnen Ha paboymx CTaHUMsX Unu
pPSO0BbIX cepBepax, 3abNOKMPOBAHHbIX C MOMOLLbIO
knaBuw CTRL+ALT+DEL nnn ¢ nomoLbo 3aLnLLEHHbIX
naponem 3acTaBOK, CHATAKOTCA HeyAa4yHbIMW NOMbITKAMM
BX0Oa B CUCTEMY.
OTOT napameTp 6e3onacHOCTM onpenensieT 15 MUHYT

NpOAOIKUTENBHOCTL OTpe3ka BpemeHn SMB-ceaHca oo
€ro NPMOCTaHOBKM MO NPUYMHE HEAKTUBHOCTM.

AOMWHMCTPATOPbI MOTYT UCMONb30BaThb 3TOT NapameTp




Monutuka

session (Cepsep
cetn Microsoft:
Bpemsi
Oes3nencTema oo
NPUOCTaHOBKU

ceaHca)

Microsoft network
server: Attempt
S4U2Self to obtain
claim information
(CeteBow cepBep
(MawnkpocodT):
nonbiTka S4U2Self
nonyyYnTb
nHcpopmaumto 06
yTBEpPXOEHUN)

OnucaHue

ANS ynpaBreHns BpEMEHEM NMPUOCTAaHOBKN HEAKTUBHOIO
SMB-ceaHca komnbtoTepoM. Ecnn knueHTckas
aKTUBHOCTb BO30OHOBMNAETCSH, CeaHC aBTOMaTU4YeCcKu
yCTaHaBnuBaeTcAa 3aHOBO. [1nia 3Toro napametpa
3HadeHue "0" o3HayaeT oTcoegMHEHME CeaHca cpasy, Kak
TONbKO 3TO NPeacTaBUTCA BO3MOXHbIM. MakcumansHoe
3HavyeHue - 99999, yto coctaenset 208 gHen; B
AENCTBUTENbHOCTM Takoe 3Ha4YeHne OTKNYaeT 3ToT
napameTp. 1o ymonyaHuo: napamMeTp He onpenerneH; a1o
O3HA4aEeT, YTO CUCTEMA pacCMaTpmUBaET NapameTp Kak
nMmetoLmn 3Ha4yeHne "15" ans cepsepoB n
HeonpeaeneHHoe 3Ha4YeHne ansa paboumx cTaHUun.

OT0T NnapameTp 6e3onacHOCTU NpeaHasHa4vyeH ans
noaaepXkn KNMEeHTOB C CUCTEMaMU, BbIMyLEHHbIMU 40
Windows 8, koTopble nbiTatoTCcA NoMyyYnTb OCTYN K
obLemy channosomy pecypcy, TpebyroLiemMy 3asBKy
nonb3oBatens. OH onpegenseT, byaet N nokanbHbIN
dhannoBbIN cepBep MbiTaTbCA UCMONb30BaTh PYHKLUMIO
Kerberos Service-For-User-To-Self (S4U2Self) ans
nonyyeHus 3asiBOK cybbekTa KnmeHTa CeTn n3 JoMeHa
YYETHOW 3anucu KnmeHTa. AToT napaMeTp Heobxoanmo
BKJHOMaTb TOSTbKO B TOM crnyyae, ecnu ¢oannosbii cepeep
Ncnonb3yeT 3asBKM Nonb3oBaTtenen Ans ynpasneHns
AOCTYNoM K dhannam m ecnv oH ByaeT nogaepKueatb
CYObEKTbI KIMEHTOB, YYETHbIE 3aMMCK KOTOPbIX
HaxXo4ATCH B IOMEHE C KIMEHTCKMMWN KOMMNbIOTEPaAMM U
KOHTpOnsepamMmn gOMeHa nog ynpasrieHnem
ornepaumoHHON cucTeMbl, BbinyweHHon o Windows 8.
[na sToro napameTpa HY>XHO 3aaTb 3Ha4YeHune
"ABTOMaTUYECKN" (MCNONBb3YETCHA MO YMOMYaHUI), YTOObI
drannoBbIN cepBEP MOrr aBTOMaTUYECKN onpeaenaTb,
TpebyeTcs nn ons nonb3oBaTtens 3asiBka. [nsa aToro
napamMeTpa HY>XHO SIBHO 3afaBaTb 3HayeHue "BkroyeHo"
TOSbLKO B TOM Clyyae, ecnu ectb NosMTUKM 4oCcTyna K
nokanbHbIM dpaniam, BKIro4aroLme 3asBKu

3HaueHue

Disabled
(OTkntoyeHo)




MonuTtuka OnucaHue 3Ha4yeHune

nonb3oBaTenen Ha JocTyn. Ecnu aToT napameTp
BGe3onacHOCTH BKNtoYeH, hannosbin cepsep Windows
Oyoet aHanM3MpoBaTb Mapkep AOCTyna cyobekTa
CETEBOro KNueHTa, npoLwleLero npoBepKy NOASIMHHOCTY,
n onpenensTb, NPUCYTCTBYET NN MHPOPMaLINA O 3asBKe.
Ecnun 3asaBok Her, hannosbin cepeep Oyaet
ncnonb3osBatb yHKUMIO Kerberos S4U2Self ons cessm ¢
koHTponsnepom gomeHa Windows Server 2012 B gomeHe
YYETHOWM 3anucu KNUeHTa 1 Nosy4eHnst mapkepa
AoCcTyna, nogaepXmnBatoLLero 3asaBkn, Ans cybbekTa
KnueHTa. Mapkep, nogaepXxuBarLmin 3asBK1 Ha AOCTY,
MOXEeT noTpeboBaTbca Ans 4oCTyna K pannam 1 nankam,
K KOTOPbIM MPUMEHEHa MONUTUKA ynpasneHus OCTYNoMm
Ha OCHOBe 3asiBOK. Ecnn aTOT napameTp OTKNHOYEH,
dannosbivi cepep Windows He BygeT nbiTaTbes
Nnosly4nTb Mapkep 4OCTyna Ha OCHOBE 3aABOK A4
cyObeKTa KnuneHTa.

Microsoft network
. OT1OT NnapameTp 6e3onacHOCTU onpegensert, dyayT nm
server: Disconnect
) OTKNIOYaTbCA NOSb30BaTenu, NOAKNIOYEHHbIE K
clients when logon
_ nokanbHOMY KOMMbKOTEPY, MO UCTEYEHUN Pa3PELLIEHHOrO

hours expire -

BPEMEHW BXOAa, 3afaHHOro ANns Ux y4eTHOM 3anuncu.
(Cepsep cetu

_ OTOT NapameTp BANAET Ha KOMMOHEHT npoTokona SMB. Enabled

Microsoft:

Ecnn aT0T NnapameTp BKMNOYEH, MO UCTEYEHUMU (BkntoyeH)
OTKNtoYaTb

paspeLleHHOro BpeMeHU BXxoaa KrnneHTa ceaHcbl KnveHTa
KNMEHTOB Mo 5

co cnyx6on SMB npuHyauTensHo paspbiBatoTcs. Ecnv
NcTeYeHUN

3TOT NapaMeTp OTKIOYEH, NO NCTEYEHUN pa3peLLEHHOro
paspeLUeHHbIX

BPEMEHM BXOAA KNMEHTa ero ceaHC COXpaHsAeTCcs.
YyacoB Bxoaa)

Microsoft network OTOT napameTp NONUTUKN ynpasnseT ypoBHeM nposepkun,  Off (OTkn.)
server: Server BbINOSIHAEMOW KOMMbITEPOM C OBLLMMM Nankamm nnm

SPN target name npuHTEPamMm (CepBepPOM) Hag UMEHEM CyObeKTa-CIyX0bl,

validation level npenoCcTaBigeMbIM KITMEHTCKUM KOMMbIOTEPOM MNpU

(CeteBon cepsep yCTaHOBMEHUN NOCNeaHUM ceaHca C NMOMOLLbIO

(MawkpocodrT): npotokona SMB. lNpoTtokon SMB npegoctaBnaeT OCHOBY




Monutuka

YPOBEHb NPOBEPKU
CEepBEPOM UMEHMN
y4yacTHMKa-
cny>6bl KOHEYHOTO
obbekTa)

Recovery console:
Allow automatic
administrative
logon (KoHconb
BOCCTaHOBIEHUS:
paspewnTb

aBTOMaTUYECKNN

OnucaHue

AJ11 COBMECTHOro AocTyna K dpannam 1 npuHtepam, a
TaKke Ansa pyrmx ceTeBblx onepauun, Hanpumep ans
yaaneHHoro agMuHuctpmupoaHms Windows. NpoTokorn
SMB nogaepxmBaeT NpoBEPKY MMEHU CyObeKTa-Cryxobl
SMB-cepBepa B 60mbLLOM ABONYHOM 0ObEKTE,
npegoctasnsemMom SMB-knneHTom, ans
npenoTBpaLleHns Knacca atak npotus SMB-cepBepoB,
Ha3blBaeMbIX aTakaMu C nepexeatamu. ATOT NapameTp
BnnaeT Ha SMB1 1 SMB2. 310t napameTtp 6e3onacHocTu
onpegensieT ypoBeHb NPOBEPKU, BblNosiHaseMon SMB-
cepBepoM Hag UMeHeM CyObeKkTa-Ccriyxobl,
npegoctasnseMbiM SMB-KIMEHTOM Npu yCTaHOBAEHUN
nocnegHum ceaHca ¢ SMB-cepepowMm. NapameTpbl:
OTKn. - Mmsa cybbekTa-cnyx6bbul SMB-knueHTa He
TpebyeTtca (He npoeepseTcs) SMB-cepsepom.
MpuHMUMaTb, ecnyn NpeaocTaBneHo KnmeHTom - SMB-
cepBep NpMHUMaEeT N NpoBepsieT UMs CcybbekTa-Ccry>obl,
npegocTtasnsemoe SMB-knueHToM, 1 paspeLlaeT ceaHc,
€CNnN OHO COBMaAaeT Co CMMCKOM MMEH CyObEKTOB-CYX6
SMB-cepBepa. Ecnu nmst HE coBnagaert, To ceaHc ans
SMB-knuneHTa oTknoHsaeTcs. TpeboBaTb OT KIIMEHTa -
SMB-knuneHT JOJIXKEH otnpasutb uMs cybbekTa-
cny>x0bl NP1 HACTPOWKE ceaHca, a yKkazaHHOe UMS
OOJPKHO cosnagatb ¢ SMB-cepBepoMm, Ha KOTOpPbIN
OTMNpaBrieH 3anpoc Ha nogknoyeHne. Ecnu nms
cybbeKkTa-cnyx0bbl He YKazaHO KIMEHTOM WU OHO He
COBMagaeT, CeaHC OTKITOHSETCS.

JTOT napameTp 6e30nacHOCTM onpeaenseT, HYXKHO nu
yKasblBaTb Naponb y4eTHou 3anucu "AgMmuHuctparop”
ANSA nornyvyeHus goctyna Kk cucteme. Ecnv aToT napametp
BKITOMEH, KOHCOMb BOCCTAHOBMEHUS He TpebyeT BBOAa
naporsi, N03BONSASA BbINOMHATbL BXOA B CUCTEMY

aBTOMaTU4YECKN.

3HaueHue

Disabled

(OTKnNOYEH)




Monutuka OnucaHue 3HaveHue
BX0O[4
afMUHUCTpaTopa)
[Mpwn BKMAOYEHMM ITOrO NapameTpa 6e3onacHoCTU
Recovery console: CTaHOBMUTCH AOCTYNHOW KoMaHaa SET kKoHconu
Allow floppy copy BOCCTaHOBJIEHUS, KOTOpasA NO3BONSAET 3a4aTtb
and access to all cnegyoLime nepemMeHHble cpeabl KOHCOMNu
drives and all BoccTaHoBrneHus. AllowWildCards: no3sonsier
folders (KoHconb NCnonb3oBaTb NOACTAHOBOYHbIE 3HAKM AS151 HEKOTOPbIX D
BOCCTaHOBEHUS: KomaHA (Hanpumep, onga komanabel DEL). AllowAllPaths: 'sabled
(OTKNtOYEH)
paspeLlmnTb paspeLuaeT 4oCcTyn K nobbiM hannam n nankam
KonupoBaHue komnbtoTepa. AllowRemovableMedia: nossonsiet

AWNCKET 1 gocTyn
KO BCEM AUCKaM U

narkam.)

KonmpoBaTb ansibl Ha CbeMHblE HOCUTENU, Hanpuvep
Ha aucketbl. NoCopyPrompt: oTmeHsAeT Bblgavy
npegynpexageHns npu nepesanncu CyLLecTBYOLLNX
dhannos.

XypHan coobiTun

MyTb: KoHdurypaumsa komnbiotepa — NMonutukm — KoHdurypauma Windows — lNMapameTtphbl
6e3onacHocTu — XXypHan coobITun

(aHrn. — Computer Configuration — Policies — Windows Settings — Security Settings — Event Log)



1=} Group Policy M
File Action View Help

e« HE Xz

\=[ Indeed PAM RDS Server [DCINDEED-ID.LOCAL] Policy -
4 il Computer Configuration
4 | Policies
B[] Software Settings
~| Windows Settings
B [ | Mame Resolution Policy
| Scripts (Startup/Shutd own)
A i Security Settings
[+ EI::I Account Policies
4 _:ﬂ Local Policies
b Audit Policy
b UserRights Assignment
2 _Security Options
i EventLog
[ g hestricted Groups
B [ Systermn Services

v OnucaHue NonuTuk

MonuTtuka OnucaHue

Maximum 10T NnapameTp 6e3onacHoOCTM onpeaenser

application log size MaKCMMarbHbI pasmep XXypHarna cobbiTun

(MakcumanbHbIn npunoxexHun (He 6onee 4 I'b). Ha npakTuke
pasmep XypHana ncnone3yerca 6onee HU3Koe orpaHNYeHne (MPUMepPHO,
NPUNOXEHNI) 300 MB). NpumevaHusa Pasmepbl hannos xxypHana

OOIMKHbI ObITb KpaTHbl 64 KB. Ecnu BBeAeHO 3HayeHne
He KpaTHoe 64 Kb, cpeactBo npocmoTpa cobbiTui
yCTaHOBUT pa3mep hanna xxypHana, kpaTHbin 64 Kb.
OTOT napameTp OTCYTCTBYET B OOBHEKTE NOKanbHON
NONUTUKM KomnbtoTepa. Pasmep danna n cnocob
nepesanuncu cobbiTUi B XXypHane Heobxoanmo
yKa3blBaTb B COOTBETCTBUN C BU3HeC-TpeboBaHNAMU U
TpeboBaHMsiMN Be3onacHOCTN, onpeaeneHHbIMU Npu
pa3paboTke nnaHa 6e3onacHOCTU NPeanpuUaTUS.
Mo>xHO peanun3oBaTb 3TWU NapameTpbl XXypHana
cobbITMI Ha YPOBHE canTa, AOMEHA Unm

3HaueHue

100032 Kb




Monutuka

Maximum security
log size
(MakcumanbHbIn
pasmep XypHana
6esonacHocTK)

Maximum system
log size
(MakcumanbHbIn
pasmep
CUCTEMHOIo

XypHana)

Prevent local
guests group from
accessing
application log
(Banpetntb goctyn
nokaribHoOW rpynnobl
rocTem K XXypHany

NPUNOXEHNN)

Prevent local
guests group from
accessing security
log (3anpeTtutb
AOCTYN FIOKanbHON
rpynmnbl rocTen K
XypHany

BGesonacHoCTH)

Prevent local

guests group from

OnucaHue

noapasaerneHuns, YTobbl UCNorb30BaTh NPEUMYLLECTBA
napamMeTpOB rpynnoBON MNOMUTUKN.

OT10T napametp 6e3onacHOCTU onpeaenser
MaKCMMarbHbI pa3mep XXypHarna cobbiTun
6esonacHocTu (He 6onee 4 I'B). Ha npakTuke
ncnonb3yerca bonee HNU3Koe orpaHNYeHne (MPUMepHo,
300 MB).

OT0T NapameTp 6e3onacHOCT onpeaensier
MaKCMMarbHbI pasMep XXypHana cobbiTUI CUCTEMBI
(He 6onee 4 I'b). Ha npakTuke ucnonb3yetcs bonee
HW3Koe orpaHudeHune (npumepHo, 300 MB).

JT10T NnapameTp 6e3onacHOCTM onpeaenseT, 3anpeLleH
NN TOCTAIM OOCTYN K XXypHany cobbITUiA NPUMOXEHWN.
MpumevaHnst ATOT NnapameTp OTCYTCTBYET B 0ObEKTE

nokarnbHOW MNONUTUKN KOMMblOTEPA.

OTOT napameTp 6e30nNacHOCTY OnNpeaenseT, 3anpeLleH
1N TOCTSIM AOCTYN K XypHany cobbiTuii 6e3onacHocTu.
MpumeyaHnst OTOT NapameTp OTCYTCTBYET B OObEKTE

nokanbHOW NONUTUKN KOMMblOTEP

10T NnapameTp 6e3o0nacHOCTM onpeaensieT, 3anpeLleH

NN TOCTSIM AOCTYN K XKypHany cobbITUIA CUCTEMBDI.

3HauyeHue

100032 Kb

100032 Kb

Enabled

(BkntroyeH)

Enabled

(BkntoyeH)

Enabled

(BkntoyeH)




Monutuka

accessing system
log (3anpeTtutb
AO0CTYyN NoKanbHOW
rpynnbl rocTen K

XXYpHarny cuctemsbil)

Retention method
for application log
(MeTog
COXpaHeHus
cobbiTun B
XypHane
NPUITOXEHNI)

OnucaHue

MpumeyaHns STOT napamMeTp OTCYTCTBYET B OObekTe
NOKanbHON NOMNTUKM KOMMbOTEPA.

10T NnapameTp 6e3onacHoOCTM onpeaensaeT cnocod
nepesanncu xxypHarna npunoxeHuin. Ecnuv
apxMBMpOBaHMeE XXypHana NpunoXeHun He
BbINOSIHAETCS, YCTAHOBUTE B OUANIOTOBOM OKHE
"Csonctea" aton nonuTukn cnaxok "Onpenenntb aToT
napameTp nonuTukKn", a 3aTem BbibepuTe 3Ha4YeHne
"lMepenuceiBaTb cobbITUA Npu HeobxoanmocTn". Ecnu
apxmBMpoBaHue XXypHarna BbIMOfHAETCS Yyepes
3a[aHHbIE MPOMEXYTKM BPEMEHU, YCTAaHOBUTE B
AnanoroBomM okHe "CBonctea" aTon NOAUTUKM braXok
"OnpenenuTb 3TOT NapameTp NonnTUKK", a 3atem
BblbepuTe 3HauyeHue "3atmpartb cTapblie CobbITUSA No
OHAM" N YKaXXUTE HY)XXHOE YMCII0 OHEN C MOMOLLbIO
napameTpa "CoxpaHeHune cobbiTuin B XypHarne

npunoxeHunn". Yoeantecb B TOM, YTO MakCUMarsbHbIN
pasmep XypHana npunoXXeHun JOCTaTOMHO BESUK,
4YTOObl OH He BblN JOCTUIHYT B TEYEHNE ITOro
npomMmexyTka BpemeHn. Ecnu Heobxoanmo coxpaHaTb
B XXypHane Bce cobbITUs, yCTaHOBUTE B ANANOroBOM
okHe "CBoncTea" 3ToM NONMUTUKN donaxok
"OnpenenuTb 3TOT NapameTp NonnTUKK", a 3aTtem
BblbepuTe 3Ha4yeHne "He nepenucbiBaTb COObITUSA
(o4mcTuTb XypHan Bpy4Hyto)". Mpu BbIGOpe aTOro
BapuaHTa XypHasn Heobxoaumo oumaTb Bpy4dHyto. B
3TOM cny4ae nocne JOCTMKEHUS MaKCMMarnbHOro
pa3mepa XypHana HoBble COBbITUS OTKIMOHSIOTCS.
[MpumeyaHne. STOT NnapamMeTp OTCYTCTBYET B 06bekTe

NOKanbHOW MNOMNTUKK KOMMblOTEPAa.

3HauyeHue

As needed
(3aTupatb
cTapble cobbITUSA
no
HeobxoanmocTw)




Monutuka

Retention method
for security log
(MeTog
COXpaHeHus
cobbiTun B
XypHane

GesonacHocTn)

Retention method
for system log
(MeTog
cOXpaHeHve
cobbiTun B
CUCTEMHOM

XypHane)

OnucaHue

OT0T NapameTp 6e3onacHOCT onpeaensiet cnocob
nepesanucu xxypHana 6esonacHocTu. MNpumedyaHus.
OTOT NnapameTp OTCYTCTBYET B 0OBbEKTE NOKanbHOM
NONMUTUKK KOMMbloTepa. YTobbl NoNy4YnTb AOCTYN K
XypHarny 6e3onacHoCTH, NoNb3oBaTenb AOMKEH
obnapgatb npaBoM "YnpaeneHue ayanuTtoM 1 KypHanom

©e3onacHocTun".

OT0T NapameTp GesonacHOCT onpeaensiet cnocob
nepesanucu xxypHarna cuctemsl. [NpyumevaHme. 3ToT
napamMeTp OTCYTCTBYET B 0ObEKTE NoKanbHOM

NOJINTUKN KOMMbIOTEPA.

3HauyeHue

As needed
(8atupatb
cTapble cobbITUS
no
HeobXxo4MMOoCTK)

As needed
(3aTupatb
cTapble cobbITUSA
no
HeobxoanmocTK)

CuncrtemHble CnyXoObil

MyTb: KoHdurypaums komnbiotepa — MNMonutukm — KoHdpurypauma Windows — lNMapameTtphbl
6e3onacHocTU — CUCTEMHbIE CRYXObl

(aHrn. — Computer Configuration — Policies — Windows Settings — Security Settings — System Services)



1=} Group Policy M:
File Action View Help

e« HE X2 HE

5[ Indeed PAM RDS Server [DC.INDEED-ID.LOCAL] Policy s
4 il Computer Configuration
4 | Policies
B[] Software Settings
a [ Windows Settings
[ | Mame Resolution Policy
| Scripts (Startup/Shutdown)
A i-' Security Settings
[+ EI::I Account Policies
4 _:ﬂ Local Policies
b Audit Policy
b | UserRights Assignment
| Security Options
4 EventLog

o Restricted Groups
I ‘a4 Systermn Services
[- g hegistry
i~ g File System

v OnucaHue NonuTuk

Uma cnyx6bi1 (Pexum 3anycka cnyxobl)

Routing and Remote Access (Startup Mode: Disabled)
MapwpyTusauus n yganeHHbsln goctyn (Pexum 3anycka:
3anpeLyeH)

Special Administration Console Helper (Startup Mode: Disabled)

Moaynb NogAepXKkn cneLmanbHON KOHCONM agMUHUCTPUPOBaHUS

(Pexxum 3anycka: 3anpeLleH)

SNMP Trap (Startup Mode: Disabled) Jlosywwika SNMP (Pexwum
3anycka: 3anpeLleH)

Telephony (Startup Mode: Disabled) TenedoHus (Pexnm
3anycka: 3anpeLieH)

Windows Error Reporting Service (Startup Mode: Disabled)
Cnyx6a permnctpaumm owmndok Windows (Pexxum 3anycka:

Pa3pelwweHus

He

onpeaeneHsbl

He
onpenerneHsbi

He
onpenerneHsbi

He

onpeaeneHsbl

He
onpegerneHsbl

Ayant

He

onpenenex

He
onpeneneH

He
onpeneneH

He

onpeaeneH

He
onpegeneH




Umsa cnyx6bl (Pexxnm 3anycka cnyxobl) PaspeweHus Ayant

3anpeLueH)

WinHTTP Web Proxy Auto-Discovery Service (Startup Mode:

Disabled) Cnyx6a aBTomatnyeckoro obHapyxeHnsa Beb-npokcu

He He

_ onpeneneHbl onpenenex
WIinHTTP (Pexum 3anycka: 3anpeLleH)

dannoBsas cucrema

MyTb: KoHurypauumsa komnbrotepa — NMonutnkn — Kondurypauma Windows — lNMapameTpbl

6e3onacHocTun — PannoBasa cucrtema

(anrmn. — Computer Configuration — Policies — Windows Settings — Security Settings — File System)

= Pena KTOD YMNpaBAEeHWA TPYNnoebIMK MOAMTHUEZ MK

®ain  fJedcteme  Buwg Cnpaeka

e« HE X

_EJ' Monvwtika PAM GPO [PAM.INDEED-I1D.LOCAL] ra obbekTa “
4l Kondurypauua komnerTepa _'gLI,EHTpaJ'lmu:uEaHHan NoAWTHER 40CTyNa
4 [ MNoautue | %:5ystemRoot %6\ System 32\ config
B[] Kondwrypauma nporpamm
| Kondpurypaums Windows
B[] MoauTuka pazpelueHna nmen

|£] Cuenapun (zanyck/3aeeplueHme]
4 i"—'l Mapamerpel BezonacHoCTH

[ EE] MoAnTUEN YYETHBIX 3aNKMceR

b [lokaneHEE NOAMTHKK
] KypHan cobermwii
‘4 Tpynnel © orpaHMYeHHBIM A0CTYNOM
4 CucTemHble cnyxBel

o Peectp

[

4 (Qaiinoean cuctema
‘4 LleHTpanusoeaHHan NoANTHKE A0CTYNE
[+ _f__,.j MoawnTukn npoeogHoi cetr ([EEE B02.3)
B [ Bpanamaysp Windows B peskune NoBBILLEHHC

%SystemRoot%\System32\config

¥ OnucaHue HacTpoek



Configure this file or folder then: Propagate inheritable permissions to all subfolders and files
(HactpouTb paspelueHnst anga aToro danna unu nanku, a 3ateMm: PacnpocTtpaHuTb Hacnegyembie

paspeLleHnsa Ha Bce nognanku n pansnbl)

Permissions (Pa3pelweHus)

Applies To
Type (Tun) 3Ha4yeHue Access (docTtyn)
(MpumeHseTca K)

This folder, subfolders
ALL APPLICATION PACKAGES Read and _ .
Allow and files (dns aton
(BCE NMAKETHI Execute (UTteHne

y narku, BrOXeHHbIX
MPUNOXEHUN) 1 BbINOSTHEHNE)

(PaspewnTnb)

nanok n gannos)

Subfolders and files only

Allow CREATOR OWNER Full Control
5 (Tonbko ANS BNOXEHHbIX

(PaspewnTnb) (COSOATEJIb-BJIAOENELL) (MonHeIM gocTyn)

narnok n gannos)

This folder, subfolders
Allow NT AUTHORITY\SYSTEM Full Control and files (dns aton
(PaspewnTnb) (CUCTEMA) (MonHeIn goctyn) nanku, BrOXeHHbIX

nanok n gannos)

This folder, subfolders
Allow BUILTIN\Administrators Full Control and files (dns aton
(Paspeluuntsb) (Builtin\AgmuHucTpaTopbl) (MonHbIM gocTyn) narku, BrOXeHHbIX

nanok n gannos)

Inheritance disabled (HacnegosaHue oTKIOYEHO)

Auditing (AyauT)

Type Principal Applies To
Access (QocTtyn)
(Twvn) (Cy6bekT) (MpumeHseTca K)
Fail Everyone Traverse Folder/Execute File, List folder / Read This folder,

(Otkas) (Bce) data, Read attributes, Read extended attributes subfolders and files




Type Principal
(Twvn) (CybbekT)

All Everyone
(Bce) (Bce)

Access (docTtyn)

(O630op nanok/BbinonHeHne dannos,
CopepxaHue nanku / YteHne gaHHbIx, YteHne
aTpunbyToB, YUTeHne JONONHUTENbHbIX
aTpubyToB)

Create files / Write data, Create folders / Append
data, Write attributes, Write extended attributes,
Delete subfolders and files, Delete, Change
permissions, Take ownership (CosgaHue
pannos / 3annckb AaHHbIX, Co3gaHne nanok /
[osanuce gaHHbIX, 3anuck atpmbyToB, 3anuch
AOMNOMHUTENbHbIX aTpubyToB, YaaneHune
BNOXEHHbIX Nanok n gannos, YaaneHue, CmeHa
paspelweHun, CmeHa BragensLa)

Inheritance enabled (HacnegoBaHue BKMOYEHO)

Applies To
(MpumeHseTcA K)

(Ons aTon nankuy,
BMOXXEHHbIX Mamnok u

dannos)

This folder,
subfolders and files
(Ons aTon nankuy,
BINOXEHHbIX MarnokK u
dannos)

%SystemRoot%\System32\config\RegBack

v OnucaHue HacTpoek

paspeLleHnst Ha Bce noananku u daiinbl)

Permissions (Pa3pelweHus)

MPUNOXXEHW) 1 BbINOMHEHKe)

Configure this file or folder then: Propagate inheritable permissions to all subfolders and files

(HacTtpouTb paspelueHus a4na atoro panna nunu nanku, a 3atem: PacnpocTpaHuTb Hacnegyemble

o Applies To
Type (Tun) Principal (CyobekT) Access (docTtyn)
(MpumeHseTcs K)
Allow ALL APPLICATION PACKAGES Read and This folder, subfolders
(PaspewunTnb) (BCE MAKETHI Execute (UTteHne and files (dns aton




Type (Tun)

Allow

(PaspewunTnb)

Allow

(PaspewunTnb)

Allow
(PaspewunTnb)

Inheritance disabled (HacnegosaHue oTKIOYEHO)

Auditing (AyauT)

Principal (CyobekT)

CREATOR OWNER
(CO3OATEIb-BIALESEL)

NT AUTHORITY\SYSTEM
(CUCTEMA)

BUILTIN\Administrators
(Builtin\AgmuHucTpaTopbl)

Type Principal
(Twvn) (Cy6bekT)

Fail Everyone

(Otkas) (Bce)

All Everyone

(Bce) (Bce)

Access (docTtyn)

Full Control

(MonHeIM gocTyn)

Full Control
(MonHbI gocTyn)

Full Control
(MonHbI gocTyn)

Access (docTtyn)

Traverse Folder/Execute File, List folder / Read
data, Read attributes, Read extended attributes

CogepxaHue nanku / YteHne aaHHbIX, YTteHne

(O63op nanok/BbinonHeHne gannos,

anVI6yTOB, UTeHne OononHUTENbHbIX

aTpmnbyToB)

data, Write attributes, Write extended attributes,

Delete subfolders and files, Delete, Change

permissions, Take ownership (Co3saaHve

dannos / 3anuck aaHHbiX, Co3gaHme nanok /
[osanuck gaHHbIX, 3anuck atpnbyTos, 3anmch

Applies To
(MpumeHseTca K)

nanku, BrNOXXeHHbIX

narnok n gannos)

Subfolders and files only
(Tonbko ANS BNOXEHHbIX

nanok v ¢annos)

Subfolders and files only
(Tonbko ANA BMOXEHHbIX

nanok u annos)

Subfolders and files only
(Tonbko 4NA BMOXEHHbIX
nanok u gannos)

Applies To

(MpumeHseTca K)

This folder,
subfolders and files
(Ons aTon nanku,
BNOXXEHHbIX Nanok u
hannos)

Create files / Write data, Create folders / Append  This folder,

subfolders and files
(Ons aTon nanku,
BNOXXEHHbIX MNanok u

dannos)




Type Principal Applies To
Access (docTtyn)

(Twvn) (CybbekT) (MpumeHseTcA K)

AONONHUTENbHbIX aTpubyToB, YaaneHue

BNOXEHHbIX Nanok u gannos, YaaneHue, CmeHa

paspelwleHunn, CmeHa Bnagenbua)

Inheritance enabled (HacnegoBaHue BKkMo4YeHO)

PeecTp

MyTb: KoHurypaumsa komnbrotepa — NMonutnkn — Kondurypauma Windows — lNMapameTpsbl

6e3onacHocTn — PeecTp
(anrmn. — Computer Configuration — Policies — Windows Settings — Security Settings — Registry)

File Action View Help

o« nE X2

|=[ Indeed PAM RDS Server [DC.INDEED-ID.LOCAL] Policy

4 i Computer Configuration
4 [ Policies
B[] Software Settings
4 [ Windows Settings
I [ | Mame Resclution Policy
=i Scripts (Startup/Shutdown)

4 S Security Settings
[ _]f] Account Policies
b | Local Policies
t- =i EventLlog
t- [ Restricted Groups

‘i System Services
b | Registry |

[+ _f__;.J' Wired Metwork (IEEE 2802.3) Policies

MACHINE\SOFTWARE

w OnuncaHue HacTpoek




Configure this key then: Propagate inheritable permissions to all subkeys (Hactpoutb atoT pasgen:

PacnpocTpaHuTb HacnegyeMble paspeLleHnst Ha Bce nogpasgensl)

Permissions (Pa3pelweHus)

Type (Tun)

Allow

(Paspewuuntsb)

Allow

(PaspeLuuntsb)

Allow

(PaspewunTnb)

Allow
(PaspewunTnb)

Allow
(PaspewunTnb)

Principal (CyobekT)

BUILTIN\Administrators
(Builtin\AgmMuHucTpaTopbl)

CREATOR OWNER
(CO3IATENb-BNALENELL)

NT AUTHORITY\SYSTEM
(CUCTEMA)

BUILTIN\Users
(Builtin\Nonb3oBatenu)

ALL APPLICATION PACKAGES
(BCE MAKETbI MPUNOXEHWNI)

Inheritance disabled (HacnepoBaHue oTkMO4YEHO)

Auditing (AyauT)

Type
(Tun)

All (Bce)

Access
(RocTyn)

Full Control
(MonHbIN

AocTyn)

Full Control
(MonHBIn
A0CTyn)

Full Control
(MonHbBIN
AocTyn)

Read
(YteHne)

Read
(YteHne)

Principal
Access (OocTtyn)
(CybbekT)
Everyone Create Subkey, Create Link, Delete, Read
(Bce) permissions, Change permissions

Applies To

(MpumeHsieTcs K)

This key and subkeys
(3TOT pasgen u ero
nogpasgensl)

Subkeys only (Tonbko

nogpasgensl)

This key and subkeys
(3TOT pasgen u ero
nogpasgensl)

This key and subkeys
(3TOT pasgen u ero
nogpasgensl)

This key and subkeys
(3TOT pasgen u ero
nogpasgensl)

Applies To
(MpnmeHseTcs K)

This key and subkeys

(3TOT pasgen u ero




Type
(Tun)

Success
(Ycnex)

Principal
Access (docTtyn)
(Cy6bekT)
(CosgaHve nogpasgena, CosgaHue cBA3n,
YnaneHue, YteHue paspeweHmin, CMmeHa
paspeLleHnin)
Everyone
Set Value (3agaHue 3HayeHus)
(Bce)

Inheritance enabled (HacnegoBaHue BkMOYEHO)

Applies To
(MpumeHseTca K)

noapasaensbl)

This key and subkeys
(3TOT pasgen u ero
nogpasgensl)

MACHINE\SYSTEM

v OnucaHue HacTpoek

Configure this key then: Propagate inheritable permissions to all subkeys (HactpouTb aTOT pasgen:

PacnpocTpaHuTb HacrnegyeMble paspeLleHns Ha Bce nogpasaenbl)

Permissions (Pa3pelweHus)

Type (Tun)

Allow
(PaspewmnTnb)

Allow
(PaspewunTnb)

Allow
(PaspewunTnb)

Access
Principal (Cy6bekT)
(RocTtyn)
Full Control
BUILTIN\Administrators .
o (MonHbBIN
(Builtin\AgmuHucTpaTopbl)
AocTyn)
Full Control
CREATOR OWNER 5
(MonHbIN
(CO3OATEJb-BNALOENELL)
AocTyn)
Full Control
NT AUTHORITY\SYSTEM 5
(MonHbIN
(CUCTEMA)

AocTyn)

Applies To
(MpumeHsieTcs K)

This key and subkeys
(3T1OT pasgen u ero
nogpasgensl)

Subkeys only (Tonbko
nogpasgensbl)

This key and subkeys
(3TOT pasgen u ero
nogpasgensbl)




Auditing (AyauT)

Type Principal
(Twn) (CybbekT)
Everyone
All (Bce)
(Bce)
Success Everyone

(Ycnex) (Bce)

Access

Type (Tun) Principal (CyobekT)
(AocTyn)
Allow BUILTIN\Users Read
(PaspeLumTnb) (Builtin\Nonb3oBaTtenu) (Ytenue)
Allow ALL APPLICATION PACKAGES Read

(Paspewnts)  (BCE MAKETbI MPUNOMXEHWN) (UreHve)

Inheritance disabled (HacnegosaHue oTKIOYEHO)

Access (docTtyn)

Create Subkey, Create Link, Delete, Read
permissions, Change permissions
(CospgaHve nogpasgena, CosgaHune cBAsn,
YpaneHue, YteHne paspelueHnin, CmeHa
paspeLueHnin)

Set Value (3agaHue 3HayeHus)

Inheritance enabled (HacneposaHue BkMOYEHO)

Applies To
(MpumeHseTcs K)

This key and subkeys
(3TOT pasgen u ero

nogpasgensl)

This key and subkeys
(3T1OT pasgen u ero
nogpasgensbl)

Applies To
(MpumeHseTca K)

This key and subkeys
(3TOT pasgen u ero
noapasaensbl)

This key and subkeys
(3TOT pasgen u ero
noapasgensbl)

MACHINE\SYSTEM\CurrentControlSet\Control\SecurePipeServers\winreg

v OnucaHue HaCTpoeK

Configure this key then: Propagate inheritable permissions to all subkeys (HactpouTb 3TOT pasgen:

PacnpocTpaHuTb HacnegyeMble paspeLleHnst Ha Bce nogpasgenbl)




Type (Tun)

Allow

(PaspewunTnb)

Allow
(PaspewunTnb)

Allow
(Paspewumntsb)

Allow
(PaspeLuuntsb)

Allow
(PaspewunTnb)

Auditing (AyauT)

Permissions (Pa3pelweHus)

Principal (CyobekT)

BUILTIN\Administrators
(Builtin\AgmuHucTpaTopbl)

CREATOR OWNER
(CO3IATENb-BNALENEL])

NT AUTHORITY\SYSTEM
(CUCTEMA)

BUILTIN\Users
(Builtin\Nonb3osaTtenu)

ALL APPLICATION PACKAGES
(BCE MAKETbI MPUMNOXEHWI)

Inheritance disabled (HacnegoBaHue oTKO4YEHO)

No auditing specified (He 3agan)

Access

(AocTyn)

Full Control
(MonHbINA

AocTyn)

Full Control
(MonHbIN

AocTyn)

Full Control
(MonHbIN
AocTyn)

Read
(Ytenue)

Read
(YteHne)

Applies To

(MpumeHseTca k)

This key and subkeys
(3TOT pasgen u ero
nogpasgensl)

Subkeys only (Toneko
nogpasgenbl)

This key and subkeys
(3TOT pasgen u ero
nogpasgensbl)

This key and subkeys
(3TOT pasgen u ero
nogpasgensl)

This key and subkeys
(3TOT pasgen u ero

nogpasgensl)

KoHdurypauusa pacuumpeHHON NonnNTUKN ayauTa

MMyTb: KoHdurypaumsa komnbsiotepa — MNonutukm — KoHdpurypaumsa Windows — lNMapameTtphbl

6e3onacHocTu — KoHdurypauumsa paclumpeHHON NONMTUKM ayauTa




(anrmn. — Computer Configuration — Policies — Windows Settings — Security Settings — Advanced Audit
Configuration)

File Action View Help
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Account Management
Detailed Tracking
D5 Access
Logon/Logoff
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Policy Change

Privilege Use
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Bxoa y4yeTHoOM 3anucu

(aHrn. — Account Logon)

v OnucaHue NonuTuK

MonuTtuka OnucaHue 3HaueHue

dT0T napamMmeTp NoSIMTUKMN NO3BOJIAET BECTU ayauUT cobbITnN,

BO3HUKAKOLLUX MPKn NpoBepKe YYETHbIX AaHHbIX A4 BXOAa

Audit Credential y4eTHon 3anuncuy nonb3osarens. CobbITUA 3TON noaKkaTeropum =
Validation (Ayaut  BO3HWMKAaIOT TOMbKO Ha KOMMbOTEPaX, 3aCnyXMUBatOLLUX Fu:;cess,
npoBepku AOBEPUS AN 3TUX YYETHbIX AAHHbIX. [ANs yYeTHbIX AaHHbIX ;I ure
yYeTHbIX AOMeHa COOTBETCTBYIOLLMMM MOMHOMOYMAMM obnagaet E)cnex,
AAHHBIX) KOHTPONrep AoMeHa. [ns NokanbHbIX YH4eTHbIX 3anucen Tkas)

COOTBETCTBYHOLLMMUN MONTHOMOYMSAMY 0ONafaeT NoKanbHbI
KOMMbtoTEp.




Hee. 3meHeHne Tuna rpynnbl pacnpocTpaHeHn4.

MonuTtuka OnucaHue 3Ha4yeHune
Audit Other .
Opyrne cobbiTna Bxofa y4eTHbIX 3anucen STOT napameTp
Account Logon . Success,
NONMUTUKN NO3BONSAET BECTU ayaNT COObITUIN, BOSHUKAIOLLMX )
Events (Ayout . Failure
5 Npv NonyYeHnn OTBETOB Ha 3anpockbl O BXOAE YYETHOWN 3anucu
Apyrmx cobbiTum (Ycnex,
nornb3oBaTensi B CUCTEMY, HE OTHOCSLLMECS K MPOBEpKe
BXOAa YYeTHbIX Otkas)
5 YYEeTHbIX AaHHbIX 1 He siBnaowmecs bunetamu Kerberos.
3anucen)
YnpaBneHue y4eTHbIMU 3annUcaAMmn
(aHrn. — Account Management)
v OnucaHue NonuTuK
Monutuka OnucaHue 3HauyeHue
Audit Application OTOT napameTp NOMMTUKN NO3BOMSET BECTU ayaAnUT COObITUN, s
uccess,
Group Management BO3HUKAIOLLMX MPY BbINOMHEHUMN CREAYIOLNX U3MEHEHUN Eai
ailure
(AyouT ynpasneHus rpynn npunoxeHunn: CosgaHne, USMeHeHne Unu yaaneHue v
cnex,
rpynnamm rpynnbl npunoxeHun. [lobasneHve unv yaaneHne yneHa B o )
TKa3
NPUITOXEHNI) rpynrne npurioXeHun.
Audit Computer
Account OTOT NnapameTp NONMTUKN NO3BONSET BECTU ayauT cobbiTnid,  Success,
Management (Ayout BO3HMKAIOLLMX NPU U3MEHEHUN YYETHbIX 3anucem Failure
yrnpasneHusi KOMMbIOTEPOB, Hanpumep, Npu Ux co3gaHnn, N3MeHeHun (Ycnex,
yYeTHbIMU 3anucsamu NN yganexuu. OTkas)
KOMMbIOTEPOB)
Audit Distribution OTOT NapameTp NONUTUKN NO3BOMSET BECTM ayanT cobblTun,  Success,
Group Management BO3HMKAOLLMX NPU BbINONIHEHUN CNedYLLNX U3MEHEHN Failure
(AyauT ynpasneHus rpynn pacnpoctpaHeHus: Co3gaHue, n3MeHeHne nnm (Ycnex,
rpynnamm yAaneHue rpynnbl pacnpocTpaHeHus. [JobasneHune OTka3)
pacnpocTpaHeHus) y4yacTHMKa B rpynny pacnpocTpaHeHust Unv yaaneHue n3




Monutuka

Audit Other Account
Management Events
(Ayout opyrux
cobbITUN
ynpasneHus
YYETHBIMN

3anucsimMmn)

Audit Security Group
Management (Ayaut
yrnpasneHusi
rpynnamm
6esonacHocTu)

Audit User Account
Management (Ayaut

ynpaBneHuda

OnucaHue

MpumeyaHne. CobbITNA 3TOM NogkaTeropun
PErnCTPUPYIOTCH TOSbKO Ha KOHTponnepax JOMeHa.

OTOT NapameTp NONUTUKN NO3BOMSET BECTM ayanT cobbiTui,
BO3HUKAIOLLMX NPU BbINOMHEHUN OPYIUX N3MEHEHUIA
YYETHbIX 3anMcen nonb3oBaTens, He ykasaHHbIX B 3TON
kateropuu: ObpalleHme K XaLy napons Ans y4eTHon
3anucu nonb3osarend. Ata onepaunst 00bIYHO
BbIMOSTHAETCSA NpYU MUrpauum napornen ¢ UCnorb30BaHNEM
cpeactsa ynpasrneHus Active Directory. Beizos API
NPOBEPKM MONMUTUKK napornen. Bbi3oB 3aTon yHKUUK MOXET
BbIMOSTHATLCS NPU aTakax B Tex criydasix, Korga
BPE4OHOCHOE NPUOXeHUe NpoBepsaeT NONUTUKY, YTOObI
YMEHbLUNTb YMCO NOMNbITOK BO BPEMS CITOBApHOM aTaku.
M3meHeHunsa rpynnoBon NOMUTUKU OMEHA NO YMONYaHUIo Mno
cnegylowmm nyTam rpynnoBon nonutukun: KoHdurypaums
komnbtoTepa\llapametpbl Windows\lNapameTpbl
6esonacHoCTM\ONUTUKM y4eTHBbIX 3anucen\rNonmuTmkm
naponen KoHdurypaumus komnbetotepa\llapameTpbl
Windows\lNapameTtpbl 6e3onacHocTm\[apameTpbl y4ETHbIX
3anucen\lNonuTtnka GIOKMPOBKN YYETHbBIX 3anucen
MpumeyaHne. CobbiTne ayanta 6esonacHoCcTH
PErMCTPMpPYETCA B Criy4yae NpMMEHEeHUs napameTpa
nonutukn. Bo Bpemsa nameHeHus napameTpoB coObITUS He

PErncTpupyrTCs.

OTOT NapameTp NONUTUKN NO3BOMSAET BECTM ayanT cobbiTui,
BO3HUKAOLLMX NPY BbINOMHEHWUM CNEAYIOLNX NUBMEHEHWUN
rpynn 6e3onacHocTtn: Co3gaHue, u3MeHeHne nnn yaaneHue
rpynnbl 6e3onacHocTu. [lobaBneHne y4acTHuKa B rpynny
BGesonacHocT unu yganeHue u3 Hee. AIameHeHne Tuna

rpynnbi.

OTOT NapameTp NONUTUKN NO3BOMSAET BECTM ayanT
N3MEHEHNI, BHOCMMbIX B YYETHbIE 3anncu nonb3oBaTenen.
OTtcnexuBatotca criegytowme cobbitma: Co3ganue,

3HauyeHue

Success,
Failure
(Ycnex,
OTkas)

Success,
Failure
(Ycnex,

OTka3)

Success,
Failure




Monutuka OnucaHue 3HayeHue
YyYeTHbIMU 3annucsamm N3MeHeHWe, yaaneHne, nepeuMeHoBaHme, OTKIIYEHne, (Ycnex,
nonb3oBaTenen) BKItoYeHMe, Br1IOKMpOBKa N CHATUE BITOKMPOBKUN YYETHbIX OTkas)

3anuncen. YcTaHOBKa U N3MeHeH1e napons y4eTHon
3anuncu nonb3osarens. [JobasneHve nageHTudgumkaropa
6esonacHocTtn (SID) Kk xxypHany SID yyeTHOM 3anncu
nonb3oBaTens. YCTaHOBKa Napons Ans pexuma
BOCCTaHOBMeHus cnyx6 katanoros. iameHeHve
paspeLLeHnin Ans YYEeTHbIX 3anMcen agMUHUCTPaTopoB.
ApxuBaumsi UM BOCCTaHOBMEHNE YYETHbIX JAaHHbIX
ancneryepa yy4eTHbIX JaHHbIX.
Bxop / Bbixop,
(anm. — Logon / Logoff)
v OnucaHve nonuTuk
MonuTtuka OnucaHue 3HayeHue
OTOT NnapameTp MOSIMTUKN NO3BOMSET BbINONHATbL ayauT
COBbITUI, CO34AHHbBIX NPU HEeY4a4YHOW NOMbITKE BXOA4A B
Audit Account OGNOKMPOBaHHYO YYETHYIO 3anncb. Ecnun aToT napameTp s
uccess,
Lockout (Ayaut NONMUTUKN HACTPOEH, TO B Cry4ae, Koraa BXOA B KOMMbIOTEP C —
ailure
BnoknpoBkn YYETHOW 3anncbio HEBO3MOXEH N3-3a BITOKMPOBKM 3TON YYETHON i
cnex,
YYETHbIX 3anucu, cosgaetcd cobbiTne ayamTta. YcnelwHble U HeygadHble o )
TKa3
3anucen) cobbITMA ayauTa perMcTpmpyroTcsl B COOTBETCTBYIOLLMX 3annCsX.
CobbITMa BXoda B CUCTEMY BaKHbI OS5 NOHUMaHUSA AeACTBUN
nonb3oBaTens U 0bHapyXeHUsi BO3MOXHbIX aTak.
Audit Logoff OTOT NapameTp NOUTUKN NO3BOMSET BECTU ayanT cobbITUi, Success,
(AyguT BbIXxoga BO3HMKAOLLMX NPU 3aKpbITUX ceaHca BXoda B cUCTEMY. OTH Failure
N3 CUCTEMbI) COBbITMS BO3HMKAIOT Ha KOMMbIOTEPE, K KOTOPOMY (Ycnex,
ocyLecTBnancsa goctyn. [pu MHTepakTMBHOM BbIXoAe U3 Otka3)

cucTtemMbl CobbITUE ayauTa 6e3onacHOCTN BO3HMKAET Ha




Monutuka OnucaHue 3Ha4yeHune

KOMMbIOTEPE, Ha KOTOPbIN BbIMOMHEH BXOA C UCMONb30BaHNEM
YyYETHOW 3anucu nonb3oBatens. Ecnv aToT napameTp NONUTUKK
HacTpoeH, cobbiTe ayamMTa BO3HMKAET NPW 3aKpbIiTUN ceaHca
BXO[a B CUCTEMY. YCMELUHbIE U HeyaauHble NOMbITKN 3aKpbITUS
CeaHCOB PermcTpupyoTcsl B COOTBETCTBYHOLLMX 3anucsax. Ecnu
3TOT NapaMeTp NONUTUKM HE HAaCTPOEH, NPY 3aKpbITUM ceaHca
BXO4a B CUCTEMY HUKaKME COObITUS ayauTa He BO3HMKAIOT.

OTOT NnapameTp NOMUTUKN NO3BONSIET BECTU ayaAnUT COObITUN,
BO3HMKAIOLLMX MPU NOMbITKE BXOA4A B CUCTEMY C
NCNonNb30BaHMEM YYETHON 3anncu nonb3oBatens. CobbITus
3TOW NnoaKaTeropun cBsidaHbl C CO30aHMEeM CeaHCOB BXoAa B
CUCTEMY M BO3HMKAIOT Ha KOMMbIOTEPE, K KOTOPOMY
ocyuwiecTBnsieTcs 4ocTyn. Mpu MHTEpPaKTMBHOM BXO4e B CUCTEMY
cobbiTve aygmTta 6€30nacHOCTM BO3HMKAET Ha KOMMbIOTEPE, Ha
KOTOPOM BbIMOSHEH BXO/ C UCMOMb30BaHMEM YYETHOW 3amnuncu.

Mpun Bxoae B ceTb, HanNpumMep npu obpallieHnn K obLuen nanke B

Audit Logon ceTun, cobbiTe ayanta 6e30nacHOCTM BO3HUKAET Ha SUITCGSS’
(AyouT Bxoga B KOMMblOTEpPE, Ha KOTOPOM pasMeLLaeTcsa pecypc. j e
cucTemy) OTcnexuBatotca criegytowme cobbiTvs: YenelHble NonbITKN E)cnex,

BXo4da B cucTeMy. HeyaayHble NOnbITKM BXO4a B CUCTEMY. THa3)

MMonbITKM BXOOA B CUCTEMY C UCMOSTb30BAHNEM SIBHO YKa3aHHbIX

YYEeTHbIX AaHHbIX. OTO COObITUE BO3HUKAET NPW NOMbITKE BXOAa

npolecca B y4eTHYI0 3anncb C ABHbIM YKazaHneMm

COOTBETCTBYHOLLMX YYETHbIX AaHHbIX. OObIYHO 3TO CObbITNE

BO3HMKAET B KOH(Urypaumsx nakeTHoro Bxoga B CUCTEMY,

HanpMMep Npu BbIMNOSTHEHUN 3anflaHMPOBaHHbIX 3a4a4 Unu

komaHa RUNAS. 3anpet Ha BXxog B cMCTEMY B pesynbrate

unsTpaumnmn ngeHtTndmkatopoB 6esonacHocTn (SID).
Audit Network OTOT napameTp NONUTUKM NO3BOSSIET BECTU ayaUT COObITUMN, Success,
Policy Server BO3HMKAIOLLMX MPW BbINOMTHEHUN 3arnpoCcoB Ha OOCTYN Failure
(AyouT cepBepa nonb3oBaTenen no npotokonam RADIUS (IAS) u 3awmThbl (Ycnex,
NOSINTUKN CETK) poctyna k cetn (NAP). OTcnexusatotrcsa 3anpockbl Ha OTtka3)

npenocTtaslieHne, 0TKa3, OT3bIB, MNOMeLlEeHNE B KapaHTUH,

GNoKMpoBKY 1 pa3brnokMpoBKy. Ecriv aTOT napameTp NONUTUKK




Monutuka OnucaHue 3HauyeHue

HacTpoeH, cobbiTue ayauMTa BO3HUKaET AN KaXaoro 3anpoca Ha
[ocTyn nonb3oBatenen no npotokony IAS nnm NAP. YcnewHble
N HeydayHble 3anpockl Ha JOCTYM Nonb3oBaTernen
PErmcTpupyroTCs B COOTBETCTBYIOLLNX 3aruUCHX.

OTOT NnapameTp NONIMTUKN NO3BOMSET BECTU ayauT APYrnx
cobbITMI BXOoAa U BbIXOAA, KOTOPbIE HE perynupyroTcs
napameTpoM nonuTukn "Bxoa/Bbixon", Hanpumep: 3aBepLueHne

CeaHCOoB CJ'Iy)K6 TEPMUNHAIIOB. CospgaHne HOBbLIX cCeaHCcoB CJ'Iy)K6

Audit Other .
TepMuHanoB. briokupoBka 1 oTmeHa 6noKMpoBKM paboyen
Logon/Logoff Success,
cTaHumun. Bbi3oB 3actaBku. OTKNOYEHUE 3acCTaBKu. _
Events (Aygut Failure
. O6HapyxeHue atakm Kerberos ¢ noBTopeHMeM NakeTos, Npu
ApYrmux cobbITui 5 (Ycnex,
KOTOpou ABaxabl oTnpasnaeTcs 3anpoc Kerberos ¢
BXoda u OTka3)
) OOWHaKOBbIMU AaHHbIMU. OTO COCTOSAHNE MOXET OblTb CBSA3aHO C
BbIxo4a .
HenpaBubHbIMW HacTporikamu ceTu. [NpegocTaBneHme goctyna
K 6ecnpoBOAHON CETU YYETHOW 3anucuy nosnb3oBaTens unm
komnbtoTepa. lNpegoctaBneHne 4ocTyna K NpoOBOgHOW CETU
802.1x yyeTHOM 3anuncu rnorb3oBarterns Unn KomMnbTepa.
OTOT napameTp NONMTUKM NO3BONSET BECTU ayaAnUT COBbITUN,
BO3HMKAIOLLMX MPU BbINOMHEHUM TaKMX onepauui cneumanbHoro
BXOAa, kak cnegyowme: Mcnonb3oBaHne cneunansHOro Bxoaa,
TO eCTb BXOA4a B CUCTEMY C MpaBamu, aHanorM4yHbIM1 npasam
) _ agMUHMUCTpaTopa, KOTOPbIA MOXET MCMONb30BaTbCA AN1s
Audit Special Success,
MOBbILLIEHMS YPOBHS npouecca. Bxoa B cuctemy yvyactHuka _
Logon (Aygut . Failure
crneumanbHon rpynnel. [1pyn ncnone3oBaHumM crieumanbHbIX rpynmn
cneuymanbHoro . (Ycnex,
obecrne4ymBaeTcsl BO3HMKHOBEHME COObITMI ayauTa Npy BXoae B
Bxoaa) OTkas)

CETb y4aCTHMKa KOHKPETHOW rpynnbl. B peectpe MOXHO
HacTpouTb CNUCOK naeHTudukatopos 6esonacHocT (SID)
rpynnbl. CobbiTMe permctTpupyercs B TOM Crlydae, eCnin K TOKEHY
pobaBneH oauH n3 3agaHHbiX naeHTugukaropos SID n
BKtOYEHA 3Ta nogkaTteropusi.

OocTtyn K o6bekTam



(aHrn. — Object Access)

v OnucaHue NonuTuK

Monutuka

Audit Application
Generated (Ayant
coObITUN,
co3gaBaeMblX

NPUNOXEHNSIMW)

Audit Certification
Services (Ayaut
cnyx6
cepTudmkaLmnm)

OnucaHue

OTOT NnapameTp NonUTUKM obecnednBaeT ayanT NPUOXEHWHN,
KOTOpble BbI3bIBAOT COBLITUS C UCNOMNb30BaHMEM
nporpamMmmHbIX MHTepgencos ayauta Windows. OTa
noaKaTeropusi UCNosib3yeTcs AN perncrpaumm cobbiTui
ayauTa, KoTopble CBA3aHbl ¢ paboTon NpUNOXeHUN,
NCMOrb3yOLLMX NPOorpaMMHbIe UHTepdEeNChbl ayanta
Windows. OTcnexusatotcsa criegytowme codbiTmus 3Ton
nogkateropun: CosgaHne KOHTEKCTa KNMeHTa NpUnoXeHus.
YaaneHue KOHTEeKCTa KnneHTa npunoxenuns. MHnuynanmsaumnsa
KOHTEKCTa KnueHTa npunoxenus. [pyrne onepauum
NPUNTOXEHNI C UCMONb30BaHMEM MPOrpamMMHbIX UHTEPdENCOB

ayauta Windows.

OTOT NapameTp NonuMTUKM obecnedmnBaeT ayanT onepaumn
cnyx6 ceptudumkaumm Active Directory (AD CS). K
onepauuam AD CS oTHocaTca cneaytowme: 3anyck,
3aBepLueHne paboTbl, pe3epBHOE KONUPOBaHME U
BoccTaHoBreHue cny6 AD CS. MiameHeHune cnncka oT3biBa
ceptndumkatoB (CRL). 3anpockl HOBbIX CEPTUMKATOB.
Bbigava ceptudukata. OT3biB cepTudmkaTa. MiameHeHne
napameTpoB gucnetyepa ceptudukaror ansa cnyx6 AD CS.
N3meHeHne koHdurypaumm cnyxb AD CS. N3ameHeHne
wabnoHa cnyx6 ceptudukauuun. mnopt ceptudmkara.
Mybnukauna cepTudukata LeHTpa ceptudmkaunm B
AOMeHHbIX cnyx6ax Active Directory. lameHeHne
paspeLueHnin 6esonacHocTn ans cnyxo6 AD CS. ApxuBauus
knoya. Mmnopt kntoya. N3eneveHune kntoda. 3anyck cryxobl
otBeToB OCSP. OcTtaHoBka cnyx6bl otBeToB OCSP.

3HayeHue

Success,
Failure
(Ycnex,
OTka3)

Success,
Failure
(Ycnex,
OTka3)




Monutuka

Audit Detailed File
Share (Aygut
cBegeHun od

obuwiem dannosom
pecypce)

Audit File Share
(AyauTt obuero
dhannoBoro
pecypca)

Audit File System
(AyouT dpannoson

CUCTEMBbI)

OnucaHue

OTOT NnapameTp NONNTUKN NO3BOMSET BECTM ayaAnUT MOMbITOK
Aoctyna K pbannam n nankam B obwmx nankax. Napametp
Mo3BONSIET NPOTOKONMPOBATL COOLITUA Npy NOOM NoNbITKE
obpalleHus kK danny unm nanke, B TO BpeMs Kak napameTp
"O6wwue nankn" 3anucbiBaeT TONbKO O4HO CObObITUE Ans
noBoro NOAKIOYEHUS!, YCTAHOBAEHHOIO MEXAY KITIMEHTOM U
obLien nankon. B cobbITus ayanta aToro napamerpa
BKNIOYaOTCA NOAPOOBHbIE CBEAEHMS O pa3peLLeHnsX Unm
APYrMX KpUTepUsax NnpeaocTaBneHns Unu 3anpeta goctyna.
Ecnun a10T NapameTp HacTpoeH, Npu NonbiTke oOpalleHns K
danny unm nanke B obLLen nanke BO3HUKaeT cobbiTne
ayguTa. AOMUHUCTPATOP MOXET BKITHOUNTL BbIMOSTHEHNE

ayanTa ana ycnewHoro BbINMoJfiIHeHUA, OTKa3a Ui Toro m

Apyroro. I'Ipmmeanme: [na obuwmx nanok He npenycMoTpeHbl

CUCTEMHbIE cnucku ynpasnenunsa goctynom (SACL). Ecnu atot

napameTp NoJIMTUKN BKITKOYEH, BbIMNMOJTHAETCA ayauT O0CTyrna

KO BceM o6Lmm dparinam 1 nankam CUCTEMBbI.

OTOT NapameTp NOINTUKN NO3BONSET BECTU ayaAnUT NOMbITOK
AocTyna K obwmm nankam. Ecnu aToT napameTp HaCTPOEH,
npwv NonbITKe A4OCTyNa K obLlen nanke BO3HMKaeT cobbiTne
ayouTta. Ecnn aToT napameTp 3agaH, agMUHUCTpPaToOp MOXET
yKa3blBaTb BbINOMHEHWE ayauTa TOMNbKO YCMNELHbIX
BbIMOMHEHW, OTKA30B 1Unn Toro u apyroro. MNpumedanune. Ons
00X Nanok He NpPeayCMOTPEHbl CUCTEMHbBIE CMUCKU
ynpasneHuna goctynom (SACL). Ecnu aToT napameTp
NOMUTUKN BKIMIOYEH, OCYLLIECTBMSETCH ayanT JOCTyna KO BCEM

obLKMM nankam B cucteme.

OTOT NnapameTp NonuTukM obecnedmnsBaeT ayamT NonbITOK
AocTyna Kk obbektam hannoBon CUCTEMbI CO CTOPOHbI
nonb3oBaTenen. CobbITna ayamta 6e30nacHOCTU BO3HUKAKOT
TONbKO ANS TeX 0ObEKTOB, AN KOTOPbIX 3a4aHbl CUCTEMHbIE
cnucku ynpasneHust goctynom (SACL), n Tonbko B TOM
crny4vae, ecnu 3anpalwmsaeTca TUM A4oCTyna Ha 3anuchb,

YyTeHune nnm naMeHeHne 1 3anpalineariad y4eTHad 3arnmcb

3HauyeHue

Failure
(OT1ka3)

Success,
Failure
(Ycnex,
OTka3)

Success,
Failure
(Ycnex,
OTtka3)




Monutuka

Audit Kernel
Object (Ayant
00bekToB gapa)

Audit Registry
(Ayaut peectpa)

Audit Removable
Storage (Ayout
CbEMHOro

HoCUTEnNs)

Audit SAM (Ayaut
avcnetyepa
YYETHbIX 3anucen

BGesonacHocCTH)

OnucaHue

COOTBETCTBYET NapameTpam, yCTaHOBMEHHbLIM B CMUCKE
SACL. MpnmeyaHme. Ytobbl 3agaTtb cnucok SACL ans

obbekTa hannoBon CUCTEMbI, BOCMONb3yNTECH BKITaZAKOM
"BesonacHocTb" ananoroBoro okHa "CsoncTea" obbekTa.

OTOT NapameTp NonuTUKM obecneynsBaeT ayauT NonbITOK
AocTyna K 54py C UCNonb30BaHNEM MbIOTEKCOB U
cemacpbopoB. CobbiTusa ayauta 6€30nacHOCTN BO3HMKAKOT
TONbKO AN 06BbEKTOB g4pa C COOTBETCTBYHOLUNM CUCTEMHbBIM
cnuckoMm ynpasrneHusa goctyrnom (SACL). NpumedaHue.
AyauT: yCcTaHOBIEHHbIe Mo yMmonyaHuto cnuckn SACL ang
00ObLEKTOB fApa ynpasnaTCa NapamMmeTpoM ayauTta gocTyna

rnobarbHbIX CUCTEMHbIX OObEKTOB.

OTOT NnapameTp NonuTuKM obecnedmBaeT ayamT NOMNbITOK
Aoctyna Kk obbektam peectpa. CobbiTus ayauta
6e30MacHOCTM BO3HMKAIOT TONbKO A5l TeX OObEKTOB, AN
KOTOPbIX 3aJaHbl CUCTEMHbIE CMIUCKN yNpaBreHns JOCTYrNoM
(SACL), n Tonbko B TOM criydae, ecrnv 3anpalumBaercs Tun
AOCTyMNa Ha YTeHue, 3anucb UM U3MEHEHME U
3anpaluvBaroLLas y4eTHasi 3anncb COOTBETCTBYET
napameTpam, yctaHoBreHHbIM B cnncke SACL. MNMpumevaHune.
UTtobbl 3agaTth cnncok SACL ansa obbekTta peectpa,
BOCMNOSNb3yNTECh AManoroBbiM okHOM "PaspelueHuns”.

OTOT NnapameTp NONUTUKM NO3BONSET NPOBOANTL ayauT
MOMbITOK AOCTyNa nornb3oBaTenen K 06bektam annoBomn
CUCTEMbl Ha CbeMHOM 3anomMuHatowem yctponctee. CobbiTne
ayguTa cucteMbl 6e30MacHOCTU reHepupyeTca TOSNbKO Ans
BCeX 0O6BHEKTOB M BCEX 3anpOLUEHHbIX TUMOB AOCTYyNa.

OTOT napameTp NoNnTUKM obecnednBaeT ayamt codbITU,
BO3HMKAIOLLMX NPU NONbITKE JOCTYNa K 06bekTam gucneryepa
y4yeTHbIX 3anucen 6esonacHocTn (SAM). K o6bektam SAM
oTHocsaTca cneaytowme: SAM_ALIAS - nokanbHas rpynna.
SAM_GROUP - rpynna, He aBnsaLWancs nokasbHON.

3HauyeHue

Success,
Failure
(Ycnex,
OTka3)

Success,
Failure
(Ycnex,
OTka3)

Success
(Ycnex)

Success,
Failure
(Ycnex,

OTka3)




Monuntuka OnucaHue 3Ha4yeHue
SAM_USER - yyeTHaqa 3anuncb nonb3oBaTens.
SAM_DOMAIN — gomeH. SAM_SERVER - y4yeTHas 3anucb
KomMmnbtoTepa. lNpumedanune. 3MeHsTb MOXHO TOSbKO
CUCTEMHbIN CNCOK ynpasneHus goctynom (SACL) ona
obbekta SAM_SERVER.
N3meHeHune NonuTmukmn
(aHrn. — Policy Change)
v OnuncaHue NonuTuk
MonuTtuka OnucaHue 3HaueHune
OTOT NapameTp NONUTUKN NO3BOMSET BECTM ayaAnT N3MEHEHUN
napamMeTpoB NOMUTUKN ayauTa 6e30nacHOCTU, TaKMX Kak
cneayowme: YCTaHOBKa pa3peLLeHnin U napameTpoB ayauta
Ans obbekTa NoNUTUKKM ayguta. IameHeHnsa B nonnTuke ayauta
cuctembl. Pernctpauus CTOMHUKOB COObITUIA 6€30MacHOCTM.
OTMmeHa permctpauum NCTOMHUKOB COObITMIA 6e30MacHOCTM.
_ _ M3meHeHns napameTpoB ayamTa Asns oTaenbHbIX
Audit Audit .
_ nonb3oBaTenen. MIameHeHnst 3Ha4eHus napameTpa
Policy Change . Success,
CrashOnAuditFail. UameHeHns cucTeMHOro cnucka ynpasneHus _
(AyanT ) ) Failure
AocTynom ansa obwekTa annoBon CUCTEMbI UK peecTpa.
N3MEHEHUs (Ycnex,
M3meHeHusa cnvcka cneumanbHblx rpynn. [Npumedanve. Ayaut
NOMUTUKN . Otka3s)
N3MEHEHNN B CUCTEMHOM CMUCKE YNpaBneHnsa A0CTyrnoM
ayauTa)

(SACL) BbinonHsaeTca npu nameHeHun cnmcka SACL gns
obbekTa, ecnv nNpy 3TOM BKOYEHA KaTeropus UsMeHeHum
NONUTUKN. AyOuT 3MEHEHWNIA B CNUCKE yNpaBreHns AOCTYNoOM
Ha ypoBHe nonb3oBatenen (DACL) n nasmeHeHui BnageHus
OCYLLIECTBIISAETCA B TOM Crlydae, €Cnu BKIAKOYEH ayanUT A0CTyna K
obbektam n ang cnmcka SACL obbekta HacTpoeH ayauT
nameHenun cnmcka DACL vnu BnageHus.




Monutuka

Audit
Authentication
Policy Change
(Ayomt
N3MeHeHUs
NONMUTUKM
NPOBEpPKU
NOASIMHHOCTN)

Audit
Authorization
Policy Change
(Ayput
N3MeHeHns
NONMUTUKM
aBTopu3auun)

Audit Filtering
Platform Policy
Change (Aygut

OnucaHue

OTOT NapameTp NONUTUKN NO3BOMSET BECTM ayanT cobbITUI,
BO3HUKAOLLMX MPU BbINONHEHUWN U3MEHEHWUI rPYIN
©e3onacHOCTK, Taknx Kak cnegytowme: Co3gaHne OTHOLLEHWI
AoBepua ons neca unn gomeHa. IameHeHme oTHoLLEHUN
[oBepus onsg neca unu gomeHa. YoaneHme oTHoLWEHUIN
AoBepua ons neca unn goMmeHa. IameHeHus nonmTuku
Kerberos no cneaytowemy nytn: KoHdurypauus
komnbtoTepa\lapametpbl Windows\lNapameTpbl

OesonacHocTu\lMonuTukK yyeTHoblx 3anucen\lNonntnka Kerberos.

[MpepocTaBneHve NonbL3oBaTesNo UNK rpynne cnegyowmnx npas:
[ocTyn K KomnbloTepy 13 ceTu. JlokaneHbin Bxoq. Bxog ¢
ncnonb3oBaHMeM cny>6 TepmuHanoB. Bxog ¢ ncnonb3oBaHnem
nakeTHoro 3agaHus. Bxog B cryx6y. KOHNUKT npocTpaHCTB
UMeH (Hanpumep, ecnmn NMs HOBOTO OTHOLLEHWS OBEPUS
COBMafaeT C UMEHEM CYLLIECTBYIOLLEro NPOCTPaHCTBA UMEH).
MpumeyaHne. CobbiTne ayanta 6e30nacHOCTU perncTpupyeTtcs
B Crlydae npuMeHeHus napamerpa nonutukn. Bo Bpemsi

N3MEHeHNs1 NapamMeTPoB COOLITUSI HE PErnCTPUPYHOTCS.

OTOT napameTp MOSIMTUKN NO3BOMSET BECTU ayanUT COBbITUN,
BO3HWMKAOLLMX MPU BbINOMHEHUN U3MEHEHUIN NOMNUTUKM
aBTOpM3auuK, Takux Kak cnegyowme: HasHavyeHve npas
(mpuBunernn) nonb3oBaTternen, Hanpuvep,
SeCreateTokenPrivilege, koTOpble He NPOXOAAT ayauT B
nogkateropun "MIameHeHne nNonnTuUKKU NPoOBEPKN NOLANTMHHOCTK".
YnaneHuve npas (NpuBunernin) nonb3oBaTenen, Hanpumep,
SeCreateTokenPrivilege, koTopble He NPOXOAAT ayauT B
nogkateropun "MIameHeHne NonnTUKM NPOBEPKN NOANMHHOCTK".
M3meHeHnsa nonutuku WndposBaHHON hanioBon CUCTEMBI
(EFS). NameHeHna atpnbyTtoB pecypca obbekTa. MIameHeHus
LeHTpanu3osaHHou nonuTtukn goctyna (CAP), npumeHeHHon K
00ObeKTY.

OTOT napameTp NOSIMTUKN NO3BOMSET BECTU ayanUT COBbITUN,
BO3HMKAIOLLMX NPU BbINOMHEHUN N3MEHEHWI NNaTopPMBbI
dunsrpaummn Windows (WFP), Takux kak cnegytoLime:

3HaueHue

Success,
Failure
(Ycnex,
OTkas)

Success,
Failure
(Ycnex,
OTtkas)

Success,
Failure




MonuTtuka OnucaHue 3Ha4yeHue
N3MeHeHns CocTtosiHue cnyxb IPsec. ameHeHnsa napaMeTpoB MOMUTUKN (Ycnex,
NONUTUKN IPsec. NlameHeHna napameTpoB nonutukn bpaHgmayapa OTtkas)
nnartopmbl Windows. /IameHeHus noctaswukos n mogyns WFP.
dunerpaummn)

OTOT napameTp MNOSIMTUKN NO3BOMSET BECTU ayanUT COBbITUN,

BO3HMKAOLLMX NPU U3MEHEHUN NPaBUS NOSTUTUKM,
Audit MPSSVC ncnonb3yembix crnyx6om awmtel Markpocodpt (MPSSVC). 3ta
Rule-Level cnyxba ucnonedyetcs 6paHgmayapom Windows.
Policy Change OTtcnexumBatotca criegytowme cobbitusa: CoobieHuns ot Success,
(Ayant aKTUBHbIX NONUTUK NpK 3anycke crny>bbl bpaHgmMayapa Failure
N3MEeHeHNs Windows. /3meHeHus npasun dpaHamayapa Windows. (Ycnex,
NOSIUTUKN Ha M3meHeHus B cnvcke ncknoyveHun dpangmayapa Windows. OTka3)
YPOBHe npasun M3meHeHuns napameTpoB bpaHamayapa Windows. Nponyck nnu
MPSSVC) HenpuMeHeHue npaswun cryxbon 6pangmayapa Windows.

M3meHeHna napaMeTpoB rpynnoBon NonuMTUKKM BpaHamayapa

Windows.

Ucnonb3oBaHue npuBunerun
(aHrn. — Privilege Use)
v OnucaHve nonuTuk
MonuTtuka OnucaHue 3Ha4yeHune

Audit Non Sensitive OTOT napameTp nonuTukn obecneunBaeT ayant cobbITUN, Success,
Privilege Use (Ayant BO3HMKAIOLLMX NPU UCMNONb30BaHUM NMPUBUNETNA, He Failure
NCNONb30BaHNS 3aTparvBaroLnX KoOHpaeHUnanbHble JaHHble (NpaBa (Ycnex,
npuBuUnerun, He nonb3oBatens). icnonb3oBaHue cnegyowmx npusunernin  OTkas)

3aTparvBatoLLmX
KOH(pmaeHUmanbHble

AaHHbIE)

He 3aTparnBaeT KoHUAeHUnarnbHble gaHHble: [JocTyn K
AncneTyepy y4eTHbIX AaHHbIX OT UMEHU JOBEPEHHOIO
BbI3blBatoLero. [JocTyn K KOMMbIOTEPY U3 CETU.
HobaeneHne paboymx cTaHUMi K JOMeHyY. HacTporika KBOT




Monutuka

Audit Sensitive
Privilege Use (Ayaut
NCNonb30BaHUs
npuemunerun,
3arparnearoLmx
KOHgomAaeHumarnbHble
AaHHbIE)

OnucaHue 3HaueHue

namMaTu ansa npouecca. JlokaneHbIM BXo4 B cuctemy. Bxoa
B CMCTEMY Yepe3 cnyxby TepmunHanos. O6xon
nepeKkpecTHoOM NpoBepku. MIameHeHne CUCTEMHOro
BpemeHu. Co3ganue canna nogkadku. CosgaHve
rnoBaneHbIX 06bekToB. Co3aaHne NOCTOSAHHbIX OBLLMX
o6bekToB. Co3gaHne CUMMBOMMYECKMX CCbINOK. 3anpeT Ha
AOCTYN K KoMnbloTepy 13 cetu. OTka3s BO BXoAeE B
KayecTBe nakeTHoro 3agaHus. OTkas BO BXOAE B Ka4yecTBe
cnyx6bl. 3anpeT Ha NnokanbHbIN BXod. 3anpeT Ha BXo B
cuctemy Yepes cnyx0y TepmuHanos. MNpuHyguTensHoe
yaaneHHoe 3aBepLueHne pabotbl. YBennyeHune paboyero
Habopa npouecca. YBenvyeHne npmopuTeTa BbIMOSTHEHUS.
BnokupoBka cTpaHuy B namaTu. Bxoa B kayecTBe
nakeTHoro 3agaHus. Bxog B kayecTtse cnyxo6sbl.
M3ameHeHne meTkn obbekTa. BeinonHeHne 3agad no
obcnyxmBaHuio ToMoB. [NpodunuposaHue ogHoro
npouecca. NpodunnmposaHne NponM3BOANTENBLHOCTH
cuctembl. OTKMOYEHNE KOMMbIOTEPA OT CTHIKOBOYHOMO
y3na. 3aBepleHne paboTbl cucteMbl. CUHXpPOHU3aUna

OaHHbIX CJ'Iy)K6bI KaTarorosB.

OTOT napameTp nonuMTukM obecneunBaeT ayant cobbITUN, Failure
BO3HUKAOLLMX NPU UCNOSTb30BaHUM Npas, (OT1kas)
3aTparmealoLemM KoHuaeHumaneHble AaHHbIe

(nonb3oBaTenbCkux npas), cneayowmm obpasom: Beizos
npuBmUnerMpoBaHHon cnyxobl. BbidoB ogHON 13

cnegyowmx npusunerui: lenctesme oT UMeHn

KOMMOHEHTa onepaumoHHOn cucTembl. ApxnBauns

dannoB n katanoroB. Co3gaHne ob6bekTa-ToKeHa.

Otnagka nporpaMmm. BkntoyeHne ydeTHbIX 3anmcen

KOMMbIOTEPOB M NOfb30BaTeENEN, KOTOPbIM paspeLLeHo
aenervpoBaHue. Co3gaHne ayanta 6e3onacHoCTu.

OnunueTBopeHne KnNneHTa nocre NpoBEPKM MNOLAMHHOCTMU.

3arpyska 1 BbIrpy3ka ApanBepoB YCTPOUCTB. YnpasneHue
XypHanom ayamta n 6esonacHoctu. IameHeHne

3Ha4YeHNsa NapameTpoB annapaTtHon cpeabl. 3aMeHa




Monutuka OnucaHue 3HayeHue
TOKEeHa Ha ypoBHe npouecca. BoccTtaHoBneHue gannos u
katanoros. CmeHa Bnagensua anna nnm gpyroro
obbekTa.
Cucrema
(aHrn. — System)
v OnncaHue nonuTuk
MonuTtuka OnucaHue 3Ha4yeHune
Audit Other OTOT NapameTp NONUTUKN NO3BONSIET BECTU ayauT s
uccess,
System Events cnegyowmx cobbiTnin: 3anyck n 3aBepLueHne paboTbl Cryxbbl -
ailure
(Ayaut gpyrmux n gpansepa 6paHgmayapa Windows. O6paboTka nonnTunkm v
cnex,
CUCTEMHBbIX BesonacHocTu cnyxbon 6paHamayapa Windows. Onepauuu ¢ 5 )
TKas3
cobbITnN) dhannamu Kroyen WngpoBaHNa 1 onepauum Murpauun.
OTOT NnapameTp NOSIMTUKN NO3BOMSET BECTU ayaAnUT COBLITUN,
Audit Security BO3HUKAOLLMX MPU BbINOSTHEHNN U3MEHEHWNN COCTOSIHNA
State Change 6Ge3onacHOCTM KOMMbIOTEPA, TAKUX Kak criegytowme: 3anyck u Success,
(Ayant 3aBepLueHne paboTtbl KomnbloTepa. IsameHeHne cucTeMHOro Failure
N3MeHeHns BpemeHu. BocctaHoBeHne cucTembl nNpu cobbiTum (Ycnex,
COCTOSIHUSA CrashOnAuditFail, koTopoe pernctpupyertca nocne Ortkas)
6esonacHocTn) nepesanycka CUCTEMbl B TOM Cryyae, ecnu XXypHan cobbITui
3anosHeH 1 HacTpoeHa 3annck peectpa CrashOnAuditFail.
Audit Security OTOT NnapameTp MONMTUKN NO3BOMSET BECTU ayAnUT COBLITUN, Success,
System Extension CBSA3aHHbIX C pacluMpeHneM cnuctemsl 6€30nacHOCTU, Taknx Failure
(Ayout Kak crniegytowme: 3arpyska paclumMpeHns CUCTEMbI (Ycnex,
paclumpeHuns ©Ge3onacHOCTK, HanpuMep, NakeTa NPOBEPKN NOASTMHHOCTH, Otkas)
CUCTEMbI yBegoMreHus unm 6e3onacHocTn, 1 ero permctpauus B
6esonacHocTK) cucTemMe agMuHMUCTpaTopa fokansHon 6esonacHoctu (LSA).

OHo MCNOoJNb3yeTCd AnA NpoBEPKN NOATTMHHOCTU MNMPU NOonbITKE




Monutuka OnucaHue 3Ha4vyeHue

BX0[a, OTNpaBKM 3anpoCOB Ha BXOL B CUCTEMY, a TaKKe npu
No6bIX N3MEHEHNSX YYETHLIX 3anncen nnu naponen.
Mpymepamn paclumpeHui cucteMbl 6€30MacHOCTU ABNSAIOTCA
Kerberos n NTLM. YctaHoBKa 1 peructpaumsi cnyxobl B
ancneTtyepe ynpasrneHus cryxxbamu. B xxypHane ayauta
PErncTpupyroTCca cBegeHms o6 MeHn, 4BONYHbIX dhannax,
TUne, TMNe 3anycka u y4eTHOW 3anucu cnyxobi.

OTOT NnapameTp NONMUTUKM NO3BOMSIET BECTU ayaUT COObITUN,
CBSA3aHHbIX C HAPYLLUEHUAMMN LEeNOCTHOCTM NOACUCTEMBI
6e3onacHoCTW, Takumm Kak criegyrowime: CobbITus, KoTopble
He yaaeTtcs 3anmcath B XKypHan cobbiTuin ns-3a owmnbok
cuctembl ayauta. NMpouecchkl, ncnonb3yowme HegonyCcTUMbIN

Audit System Success,
) nopT nokanbHoro Bbi3oBa npoueayp (LPC) ans )
Integrity (Ayant Failure
ONMLETBOPEHUS KINMEHTA NOCPEACTBOM OTBETA, YTEHUS UK
LLeNOCTHOCTM (Ycnex,
3anvcy B agpecHOM NpocTpaHcTBe knneHTa. OBHapyxeHune
CUCTEMBI) Ortkas)

yaaneHHoro Bbi3oBa npoueayp (RPC), Hapywatowiero
LeNnoCTHOCTb cuctembl. OBHapyxeHne HeaonyCcTUMOro
3Ha4YeHus XxaLla ucnonHsiemoro carna cpeacTBOM NPOBEPKM
uenocTHocTu koga. Onepaunn WndpoBaHus, HapyLuarLwme
LIENOCTHOCTb CUCTEMBI.

AOMUHUCTPATUBHbDbIE LWAOSIOHDI

MyTb: KoHdurypauus komnbrotepa — NMNonutuku — AQMUHUCTPaTUBHbBIE LIAGNOHbI

(anrm. — Computer Configuration — Policies — Administrative Templates)
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Pasnen KomnoHeHTbl Windows — Cnyx06bl yaaneHHbIX pabounx cTonoB — Y3en ceaHcoB

yAalneHHbIX paﬁotmx ctonoB — loakno4yeHus

(aHrn. — Windows Components — Remote Desktop Services — Remote Desktop Session Host —

Connections)

v OnucaHue NonuTUK

Monutuka

Automatic reconnection
(ABTOMaTuyeckoe
nepenoakritoyeHne)

OnucaHue

OnpepensieT, paspeLleHo Nn KnneHTam
NOAKNIYEHNI K yaaneHHoMy pabovemy cTony
aBTOMaTU4eCKN BOCCTaHABNMBATb NOAKIHOYEHNE K
ceaHcaM Ha cepBepe y3na ceaHCoB yaarneHHbIX
pabo4nx CTONOB NPy BPEMEHHOW HEQOCTYMHOCTH
CEeTEBOro noakmnyeHns. No ymonyaHmo
paspeLuaeTca BbiNOSHMTL He Bonee 20 NonbIToK
NMOBTOPHOIO NMOAKITHOYEHUs C MHTEpBanom B 5
cekyHA. Ecnu ycTaHoBnNeHo coctosiHue
«BkritoyeH», Bce KNMEeHTbI, Ha KOTOPbIX
BbIMOSTHAETCS NOAKMOYEHME K yaaneHHoOMY
pabo4emy cTosny, Npy HEAOCTYNHOCTU CETEBOIO
NOAKNIYEHNA NPeAnPUHNUMALOT MOMbITKN
aBTOMaTU4eCKOro nepenokrtodenns. Ecnm
YCTaHOBNEHO COCTOSAHNE « OTKMIOYEHY,
aBTOMaTU4ecKme nepenogKnoyeHns KIMeHToB
3anpeLeHbl. Ecnun yctaHoBneHo coctosHme «He
3aaHo», aBToOMaTM4yecKoe nepenogkntovYeHne Ha
YPOBHE rpynnoBOK NOMUTUKK HEe onpeaeneHo. Tem
He MeHee Mnornb3oBaTeny MOryT HaCTPOUTb
aBToOMaTu4eckoe nepenogknoyeHme, yCTaHOBUB
donaxok «BoccTaHOBUTL NOAKITHOYEHUE NpU
paspbiBe» Ha Bknagke «Bsammogencrame» B
AnanoroBom okHe «llogkntoyeHune K yaaneHHoMy

pabodemy cTony».

3HauyeHue

Disabled
(OTknto4eHo)




Monutuka

Configure keep-alive
connection interval
(HactpouTb nHTepBan
npoBepsiEMbIX Ha
aKTMBHOCTb

NOAKIHOYEHNI)

Set rules for remote
control of Remote
Desktop Services user
sessions
(YctanHaBnusaet

npasuia yaaneHHoro

OnucaHue

70T napamMmeTp NOJNIMTUKN NO3BOJIAET BBECTU
MHTEpBall NPOBEPKN aKTUBHOCTU AOJ1A
noareepXgeHma Toro, YTo COCToAHMEe ceaHca Ha

cepBepe y3iia ceaHCOB yaalrieHHbIX pa6oq|/|x

CTOJ10B COOTBETCTBYET COCTOAHUIO KITMEHTA. Mocne

TOrO KakK KIMMeHT cepBepa y3iia ceaHCOoB

yOaneHHbIX pa6oq|/|x CTOINOB TepAeT noaKn4yeHne

K cCepBepy y3na ceaHCoB yaaneHHbIX padoumnx
CTOSI0B, CeaHC Ha 3TOM CepBepe MOXET
OCTaBaTbCs aKTUBHbIM, @ HE MEPEXOANTL B
OTKJTHO4EHHOE COCTOSIHME, AaXKe ecrnn KNUeHT
PU3NYECKM OTKINIOYEH OT CepBepa y3rna ceaHcoB
yaaneHHbIX paboymx ctonos. Ecnu KNMeHT BHOBb
BbINOSIHAET BXO4 Ha TOT e CepBEp y3na CeaHCOoB
yOaneHHbIX paboymx CTonoB, TO MOXET ObiTb
yCTaHOBIEH HOBbLIN ceaHc (ecnu cepeep yana
CeaHCOoB yaaneHHbIX paboynx CToNoB HAaCTPOEH
Tak, YTO JOMNYCKaKTCA MHOXECTBEHHbIE CeaHCbl) U
nepBOHaYarbHbIN CeaHC MOXET BCe eLle
OCTaBaTbCs aKTUBHbIM. Ecnu aTOT napameTp
MONMUTUKN BKINIOYEH, TO AOMKEH ObiTb BBEAEH
MHTepBan NPOBEPKM akTUBHOCTU. VIHTepBan
NPOBEPKM aKTUBHOCTWN ONpPeAenseT, kak YacTto (B
MUHYTaX) cepBep NPOBEPSIET COCTOSIHNE CeaHca.

[nanasoH JonycTumbIX 3Ha4eHurn — ot 1 o 999

999. Ecnu aTOT NapameTp NOSIUTUKN OTKITHOYEH UK

He 3adaH, TO MHTepBall NPOBEPKN aKTUBHOCTU HE
YCTaHOBJI1EH U CEPBEP HE NMPOBEPHAET COCTOAHNE
ceaHca.

Ecnu Bbl BKto4aeTe aTOT napamMeTp NOMAUTUKM,
agMUHUCTPATOPbl MOTYT B3aUMOAENCTBOBAThL C
ceaHcoM cnyx6 yganeHHbIX paboynx CTonos
nonb3oBaTens B COOTBETCTBUN C BbIOpaHHbIM
BapuaHToM. BbibepuTte xenaembii ypoBeHb

KOHTPOIS U pa3peLleHnin N3 cnmncka BapmMaHTOB:

3HauyeHue

Enabled Keep-
Alive interval: 1
(BknoyeHo
WNHTepBan
NpOBEPKM

akTMBHOCTU: 1)

Enabled Options:
Full Control
without user's
permission
(BkntoveHo

[MapameTpsbl:




Monutuka OnucaHue 3HauyeHue

ynpasrneHusa ons YnaneHHoe ynpaeneHne He paspeLueHo: [MonHbIn
nonb3oBaTeNbCKMX 3anpeLlaeT agMMHUCTPaToOpy NUCNONb30BaThb KOHTpoOrb 6e3
ceaHcoB Cnyx6 yAaneHHoe yrnpasneHne nnu npocmaTpmsaTb paspeLueHus
yOaneHHbIX paboynx ceaHcbl yaaneHHbIx nonb3osarenen. [NosHbIn nonb3oBarens)
CTOSI0B) KOHTPOSb C paspeLleHns norb3oBaTens:

paspeluaeT agMMHUCTPaToOpPy B3anMOLENCTBOBATL
C CeaHcOM Npu YCnoBuM cornacus nonb3oBaTens.
MonHbIN KOHTPONb 6e3 paspeLueHns
nonb3oBaTens: paspeLluaeT agMMHUCTpaTopy
B3aMMOOENCTBOBaTb C ceaHCOM aaxe 6e3
cornacus nonb3oBarens. HabniogeHne 3a
CeaHCOM C pa3speLleHusi Nonb3oBaTens: No3BonsaeT
aAMWHUCTPATOPY NPOCMaTpUBaTb CeaHc
yAaneHHOoro nonb3oBaTens ¢ cornacus
nonb3oBartens. HabnogeHue 3a ceaHcom 6e3
paspeLLeHns Nonb3oBaTens: No3BonseT
a4MWHUCTPATOPY NPOCMaTpUBaTb CeaHC
yOaneHHoro nonb3oBaTtens 6e3 cornacus
nonb3oBaTensd. Ecnu Bbl oTkNo4aeTe 3T10T
napameTp NOANTUKUA, aaMUHUCTPATOPbl MOTYT
B3aMMOAENCTBOBATb C CEAHCOM CNy>X0 yaaneHHbIX
pabo4nx CTOMNOB NOfb30BaTeENs, eCrn
nonb3oBaTenb AacT Ha 3TO cornacue.

MNepeHanpaBneHue yCTPOUCTB U PeCypcoB

MyTb: KomnoHeHTbl Windows — Cny6bl yaaneHHbIX pabo4unx CToNoB — Y3en ceaHCOB yAarieHHbIX
pabouux cronos — lNepeHanpaBneHne yCTPOUCTB U pecypcoB

(aHrn. — Windows Components — Remote Desktop Services — Remote Desktop Session Host — Device
and Resource Redirection)

v OnucaHue NonNuUTKK




Monutuka

Do not allow COM port
redirection (He
paspeLuaTb
nepeHanpasneHue
COM-nopToB)

Do not allow LPT port
redirection (He
paspeLuaTb
nepeHanpasneHue

LPT-nopToB)

OnucaHue

Onpe,u,enﬂeT, crnenyert nn OTKI4YaTb nepeHanpasrieHne

[AaHHbIX C yaarneHHOro KOMMNbKTEPa Ha KIMMEHTCKNE
COM-nopTbl B ceaHcax crnyx6 yganeHHbIx pabo4mx

cTonos. JTOT napamMeTp NOJIMTUKN MOXHO UCMNOJ1b30BaTb

ANsA Toro, YToObl 3anNpeTuTb NOSb30BaTENsaIM
nepeHanpasneHne gaHHbIX Ha nepudepurnHbie
yCTpOMWCTBa, nogkntovyeHHble K COM-nopTam, nnm
conocTtasneHune nokansHbeix COM-nopTtoB npu
NOAKITOYEHNN K ceaHCy CnyXb yaaneHHbIX paboymx
ctonos. Mo ymonyaHuio cnyx6bl yaaneHHbIX pabodmnx
CTOMOB paspeLLatoT nepeHanpasneHme AaHHbIX Ha
COM-nopTbl. Ecnu BbI BKNOYAETE 3TOT NapameTp
NOMUTUKK, NOMNb30BAaTENN HE MOTYT NepeHanpaBnATb
AaHHble cepBepa Ha COM-nopTbl NoKanbHbIX
KOMNblOTEPOB. ECnn Bbl OTKMNOYaeTe 3TOT NapameTp
nonuTUKKN, nepeHanpasneHne Ha COM-nopTbl Bcerga
paspellaetcs cnyxbamm yaaneHHbix paboymx CTomnos.
Ecnun Bbl He HacTpanBaeTe 3TOT NapameTp NOMANTUKN,
nepeHanpasneHne Ha COM-nopTbl Ha ypoBHe

rpynnoBON NOMUTUKM HE ONpeaeneHo.

OTOT NnapameTp NoNUTUKK onpenensiet, TpebyeTtcs nu
OTKMNYaThb NepeHanpasneHne AaHHbIX Ha KIUeHTCKue
LPT-nopTbl B ceaHcax cnyx6 yaaneHHbIx paboymnx
cTonoB. [laHHbI napamMeTp NOMUTUKN MOXHO
NCNonb30BaTb, YTOObI 3aNpeTuUTb NoNb3oBaTeNAM
cornocTasneHue rnokansHolx LPT-noptoB u
nepeHanpaeneHve AaHHbIX C yaaneHHOro KoMmnbiTepa
Ha IoKanbHble nepugepuinHble yCTponCTBa,
noAkntodeHHble kK LPT-noptam. Mo ymonyaHuio cnyxobl
yAarneHHbIx paboymx CTONOB paspeLuarT
nepeHanpasneHve LPT-noptoBs. Ecnu Bbl BKItoYaeTe
3TOT NapameTp NOIMTUKK, NONb30BaTENN BO BPEMS
ceaHca cnyx6 yaaneHHbIx pabo4mx CTonoB He MoryT

nepeHanpaenaTb AaHHbIE cepBepa Ha nokanbHble LPT-

3HaueHue

Enabled
(BkntoveHo)

Enabled

(BkntoyeHo)




Monutuka

Do not allow supported
Plug and Play device
redirection (He
paspeLuaTb
nepeHarnpasneHue
noaaepXnuBaembIx
camMoHacTpavBaeMbIX
YCTPOWCTB)

OnucaHue

noptbl. ECnv Bbl OTKNIOYaeTe 3TOT napameTp NOMNUTUKN,
nepeHanpasneHve Ha LPT-nopTbl Bcerga paspeLueHo.
Ecnn Bbl He HacTpauBaeTe 3TOT NapameTp NOMUTUKN,
nepeHanpasneHne Ha LPT-nopTbl Ha ypoBHE rpynnosou
NOMNUTUKN He onpeaereHo.

OTOT NnapameTp MofMTUKN NO3BONSET yNpaBnsTb
nepeHanpasneHnem NoaaepXnBaeMbix
caMoHacTpanBaeMblX YCTPOUCTB, Taknx Kak yCTponcTea
Windows Portable Device, Ha yaaneHHbI KOMMObIOTEP BO
BpeMs ceaHca cnyx6 yaaneHHbix pabounx ctonos. Mo
YMOS4YaHuUio crny>0bl yaaneHHbIX pabo4mx CTonos
paspeLlaloT nepeHanpasneHne noaaepXxuBaemMbix
caMoHacTpanBaeMblX YCTPOUCTB. Nonb3osatenu moryTt
NCronb30BaTbh HACTPONKY «ONONHUTENBHO» Ha BKNagke
«JlokanbHble pecypcbl» AManoroBoro okHa
«[MogkrtodeHve K yganeHHomMy paboyemy cTony», 4Toobl
BblOpaTh NogaepXxvBaemMble camMoHacTpanBaemble
yCTPOWCTBa ANdA NepeHanpasreHns Ha yaaneHHbIn
KomnbtoTep. Ecnuv Bbl BKItOYaeTe 3T0T napameTp
NOMUTUKK, NONb30BATENN HE MOTYT NepeHanpaBnATb
noaaepXXnuBaeMble camoHacTpanBaeMble YCTPOMCTBA Ha
yAaneHHbIN KomnbloTep. Ecnuv Bbl OTKIOYaeTe Unu He
HacTpauBaeTe 3TOT NapameTp MoSIMTUKN, Norb3oBaTenu
MOryT nepeHanpaBnATb NogaepXXmBaemble
caMoHacTpavBaeMble YCTPOMCTBA Ha yaaneHHbIn
komnbtoTep. MNMpumevaHue. MNMpn nomoLm napameTpoB
nonutuku B nanke «KoHdurypaums
KomnbtoTepa\AgMUHUCTPATUBHbIE
wabnoHb\Cuctema\yYctaHoBka ycTponctB\OrpaHnyeHus
Ha YyCTaHOBKY YCTPOWCTBY» MOXHO 3anpeTutb
nepeHanpaeneHve onpeaeneHHbIX TUNoB
nogaepXuBaeMblx caMmoHacTpanBaeMblX YCTPONCTB.

3HauyeHue

Enabled
(Bknto4eHo)

Cpeaa yaaneHHbIX ceaHCOB




MyTb: KomnoHeHTbl Windows — Cny6bl yaaneHHbIX pabo4nx cToNoB — Y3en ceaHCOB yAareHHbIX
pabouux cronos — Cpena yaaneHHbIX CeaHCOB

(aHrn. — Windows Components — Remote Desktop Services — Remote Desktop Session Host — Remote
Session Environment)

v OnucaHue NonuTKK

MonuTtuka OnucaHue 3HauyeHue

OTOT NnapameTp NONUTUKM NO3BONSET yaanuTb ANEeMEHT
«OTKNIOYEHME ceaHca» M3 AMarnoroBoro okHa «3aBepLueHune
pabotbl Windows» B ceaHcax cnyx6 yaaneHHbIx pabouymx
ctonos. C noOMOLLbI0 3TOr0 NapamMeTpa NOfUTUKN MOXKHO
3anpeTuTb NOMbL30BATENSIM MPUMEHSTb 3TOT 3HAKOMBbIN CNOCco6
OTKIIOYEHUSA KIMEHTCKOro KOMMNbOTEPA OT cepBepa yana
CeaHCOB yaaneHHbIX paboynx ctonos. Ecnu aToT napameTp
NMOMUTUKKN BKIOYEH, BapuaHT « OTKNIOYEHME ceaHca» He
Remove
. oTobpakaeTcsi B packpbiBaloLLLEMCS CMIUCKE B ANANOroBOM
"Disconnect” )
OKHe «3aBepLueHue pabotel Windows». Ecnn aToT napameTtp

option from Shut
NOMUTUKN OTKIOYMEH NN HE HACTPOEH, anemeHT « OTknoYeHne

Down dialog
ceaHca» He yaansieTcsa u3 crnvcka B AManoroBoM OKHe
(Yoanutb _
«3aBepweHune pabotbl Windows». NpumeyaHme. 3toT Enabled
aneMeHT
napamMeTp NOSIMTUKN BNUSIET TONbKO Ha ANarioroBoe OKHO (Bknto4eHo)
"OTKnNoYeHne _
. «3aBepuweHune pabotbl Windows». OH He 3anpeLiaet
ceaHca" 3
nonb3oBaTensaM NPUMEHATb Apyrme MeToabl AN OTKNIOYEHUS
anarnora
OT ceaHca cnyx6 yaaneHHbIX paboymx cTonos. ATOT NapameTp
3aBepLUeHus
NOMUTUKN TaKKe He 3anpeLlaeT OTKMYEHNE CeaHCOB Ha
paboThbl)

cepBepe. MoXHO 3agaTtb Nepuon BpEMEHU, B TEYEHME
KOTOPOroO OTKITHOYEHHbIN ceaHC ByaeT ocTaBaTbCA akTMBHbBIM Ha
cepBepe, C NOMOLLIbK HAaCTPOMKN NapaMeTpa NoUTUKK
«KoHdurypauusa komnbioTepa\AAMUHUCTPATUBHbIE
wabnoHb\KomnoHeHTbl Windows\Cny»x6bl yaaneHHbIX
pabo4ynx ctonos\Y3en ceaHCoB yaaneHHbIX paboudnx
ctonoB\OrpaHn4yeHus ceaHcoB No BpeMmeHn\3agatb
OorpaHu4eHne No BPEMEHU ANs OTKITHYEHHbLIX CEAHCOBY.




Monutuka OnucaHue 3HauyeHue

Onpepensert, cnegyeT Ny yaanuTb anemMeHT «besonacHocTb
Windows» 13 meHto «llapameTpbl» Ha KnneHTax cnyxo

yAaneHHbIX paboymx cTonoB. ATOT NapamMeTp NONUTUKN MOXKHO
Remove
) Ncnonb3oBaTth, YTOObI HE JOMYCTUTL OTKIIOYEHUS
Windows .
o HEeAOCTaTOYHO ONbITHLIX MOSib30BaTenemn u3 cnyo yaaneHHbIX
Security item
pabo4ynx cTonoB No HeaocmoTpy. Ecnn yctaHoBRneHo
from Start menu

o cocTosiHne «BknoyeHo», To NyHKT «besonacHocTb Windows» Enabled
nannTb
He oTobpakaeTcs B MeHto «[llyck». B pesynbrarte ans Toro, (BkrtoyeHo)
3NEeMEeHT
. 4YTOObI OTKPbLITL ANanoroBoe okHO «besonacHocTb Windows»
BesonacHocTb
) . Ha KITMEHTCKOM KOMMbIOTEPE, NONb30BaTeNb AOMKEH
Windows" n3

. . NCMonb30BaTh crneunanbHOe codeTaHNe KnaBuLl
MeHto "Myck")
(CTRL+ALT+END). Ecnu yctaHoBneHo coctosiHne
«OTknoueHo» nnn «He 3agaHo», To NyHKT «be3sonacHocTb

Windows» ocTtaetcsa B MeHo «ITyck».

Be3onacHocCTb

MyTb: KomnoHeHTbl Windows — Cnyx6bl yaaneHHbIX pabounx cTonoB — Y3ern ceaHCOB yAaneHHbIX
pabouunx ctonoB — BesonacHocTb

(aHm. — Windows Components — Remote Desktop Services — Remote Desktop Session Host — Security)

v OnucaHue NonuTuK

Monutuka OnucaHue 3HayeHue
Require secure YkasbiBaeT, TpebyeT nin cepBep y3na ceaHCoB yaaneHHbIX Enabled
RPC pabounx ctonoB 6e3onacHble RPC-nogkntoyeHns oT Bcex (BkntoveHo)

communication KNMeHTOB NnMbo gonyckaeT Hebe3onacHble NOAKIMHYEHNS.

(TpeboBatb OTOT NnapameTp MOXHO UCMOMb30BaTh A1 NMOBbILIEHMS
©esonacHoe BesonacHocTu knneHTcknx RPC-noakntoyeHnin, paspeluas
RPC- TOSbKO NPOBEPEHHbIE U 3alunpoBaHHbIe 3anpockl. Ecnu

nop,Kmoqume) COCTOSIHME UMEET 3Ha4YeHne «BkntodeH», To CJ'Iy)K6bI




MonuTtuka OnucaHue 3Ha4yeHune

yAaneHHbIX pabodnx CTONOB NPMHMMALOT 3anpoChl TOMbKO OT
RPC-knueHTOB, nogaepkmBatoLmx 6e3onacHble 3anpochl, 1
He gonyckatT Hebe3onacHble NOAKITHYEHUS HeJOBEPEHHbIX
KnueHToB. Ecnn coctosHne nmeet 3HadeHne «OTKAYEHY,
TO CNyX6bl yaaneHHbIX paboynx CTonos Bcerga
3anpawwusatoT 6e3onacHyto nepegady Bcero RPC-tpadgumka.
OpHako RPC-knueHTam, He oTBeYaloLmnM Ha 3anpoc,
paspeluaeTtcs Hebe3sonacHoe nogknioveHne. Ecnm coctosHmne
nmMeeT 3HaveHne «He 3agaH», gonyckatotca HebesonacHble
nogkntoveHus. Npumedanune. NHtepdenc RPC
ncnonb3dyeTca Ang agMUHUCTPUPOBAHUS U HACTPOWMKN Cryx6
yAaneHHbIX paboymx CTonos.

Set client TOT NapamMeTp NONMTUKK onpegensieTt, TpebyeTcs i 0cobbIn Enabled
connection YPOBEHb LINpoBaHua ans 6e3onacHoro B3aMMoaencTBums Encryption
encryption level MeXay KIMEHTCKMMUM KOMMbIoTEpaMu 1 cepBepamMu yana Level: High
(YcTtaHOBUTL CeaHCOoB yaaneHHbIX paboynx CToNoB BO BpeMS yaaneHHbIX Level
YPOBEHb nogkntodeHun no npotokony RDP. Ecnu Bbl BKovaeTe aToT (BkntoyeHo
LWndpoBaHUS napameTp NofnTUKK, BCe B3aMOOENCTBUS Mexay YpoBeHb
AN KIUEHTCKUX  KIMMEHTaMu U cepBepamu y3rnoB CeaHCOoB yaaneHHbIX LMppoBaHUS:
NOAKMOYEHNI) paboymnx CTOrNoB BO BpeMsi yaaneHHbIX NOAKIYEHNI Bbicokuin
OOSMKHbI MCNOMNb30BaTh METOA LWMPOBaHUS, 3a4aHHbIN B YPOBEHb)

3TOM napameTtpe. [1o ymonyaHuio 3agaHo 3HayeHne ypoBHS
wnppoBaHus «Bbicokuny. Nogaepxusatotcsa cnegytowime
mMeToabl WnpoBaHns. Beicoknin. 3HadeHne «BbiCOKMI»
O3Ha4YaeT, YTO JaHHble, KOTOPbIMU OOMEHNBAKOTCA KIUEHT U
cepBep, LWMdPYHTCA Ha OCHoBE cToNKOro 128-6utHoro
wndppoBaHua. Micnonb3ynTte aToT YypOBEHb B cpeaax,
KOTOpble cogepXkaT ToNbKo 128-6UTHbIE KIMEHTbI
(Hanpumep, KNWeHTbI, UCNOMb3YoLLNE CryX0y
«[lMogknoyeHne k yoaneHHoMy pabovemy ctony»). KnveHTsl,
KOTOpble He NOoAAEePKMBAKOT 3TOT YPOBEHb LUMEPOBaHUS, HE
MOTyT NOAKNIOYNTBLCA K cepBepam y3fna CeaHCOB YaAaneHHbIX
pabo4ynx ctonoB. COBMECTUMBIN C KITMEHTCKNM. 3Ha4YeHne
«COBMECTUMBIV C KIMEHTCKMM» O3HaYaEeT, YTO JaHHbIE,
KOTOPbIMY OBMEHMBAIOTCS KMUEHT N cepBep, LWNQPYOTCS C




MonuTtuka OnucaHue 3Ha4yeHune

NCrMOoSib30BaHNEM KIo4a MakCUMarnbHOW CTOMKOCTN,
noaaepXnBaemMon KnmeHToM. Micnonb3ynte aToT ypoBEHb
LWwnppoBaHus B cpeax ¢ He nogaepxusarommm 128-
BuTHOE WndpoBaHue knmeHtTamu. Huskmi. Mpn 3HavyeHnn
«Hu3kuin» ¢ nomoLbo 56-6UTHOrO LWNgpPoBaHUS
LWINPPYIOTCA TONLKO AaHHbIE, NepechinaemMble OT KIMeHTa K
cepBepy. Ecnv napameTtp oTKItOMEH UK He 3afaH,
rpynnosas NonnTuKa He pernaMmeHTUpyeT ypoBEHb
LWMdPOBAHUS, UCMONb3yeMbIA AN yaaneHHbIX NOAKMHYEeHN
K cepBepaM y3na ceaHCOoB yaarneHHbIX paboymx CToros.
BaxHo! CootBetcTtBme ctaHgapty FIPS moxHO HacTponTb
yepes «CuctemHble cpeacTtea WndpoBaHusa». Micnonbaymnre
FIPS-coBmecTnMble anropuTmbl 4515 NapaMeTpoB
LWNdpOBaHNA, X3LWWNMPOBaHNA 1 LMpOoBON nNoanncu B
rpynnosown nonutuke (KoHdurypaums
komnbtoTepa\llapametpbl Windows\lNapameTpsbl
6esonacHocTu\JTokanbHble nonuTukm\lNapameTpbl
6esonacHocTtwn). MNapameTtp «FIPS-coBmecTUMbINy
obecneyvBaeT WNdpoBaHUE N paclNPOBKY OaHHbIX,
OTMnpaBnsiemMbIX OT KNMEHTa K cepBepy 1 obpartHo, ¢
NMOMOLLbIO anroputmoB wudgposaHusa FIPS 140-1 (Federal
Information Processing Standard), ncnonbsys mogynu
WwndppoBaHus koprnopaunn Mankpocodrt. MicnonbayinTte aToT
YPOBEHb LUN(POBaAHUA NPU B3aNMOLENCTBUN MeXAY
KNUeHTaMn 1 cepBepamMu y3na ceaHcoB yaaneHHbIX paboymx
CTONOB, KOTOpOe TpebyeT HanBbICLLETO YPOBHS
LWnppoBaHus.

OrpaHquHMe ceaHCOB NO BpeMeHUn

MyTb: KomnoHeHTbl Windows — Cnyx0bl yaaneHHbIX paboynx CcTonoB — Y3en ceaHCOB yAaneHHbIX

paboumnx ctonoB — OrpaHu4YeHMne CeaHCOoB MO BPeMEHU

(aHm. — Windows Components — Remote Desktop Services — Remote Desktop Session Host — Session

Time Limits)



v OnucaHue NonuTuKk

Monutuka

End session
when time
limits are
reached
(BaBepLuiatb
ceaHc npwu
AOCTMXKEHNN
orpaHuyeHus
No BPEMEHM)

OnucaHue

OTOT NapameTp NONUTUKM ONpeaenseT, 3aBepLuaeTcsa nm
ceaHc cnyx6 yganeHHbIx paboymx CTONoB No Tanm-ayTy
BMECTO OTKIOYEeHUA. Bbl MOXeTe Ncnonb30BaTh 3TOT
napameTp ANns NPUHYAMTENbHOIO 3aBepLUEHUsI ceaHca
cnyx6 yaaneHHbIx paboymx cTonos (B 3TOM crnyyae
OCYLLIECTBNSAETCHA NPUHYAUTENBbHBIN BbIXOA MONb30BaTens, a
CBeJeHNs O ceaHce yaansTca ¢ cepBepa) no AOCTUKEHUN
npegena orpaHnyYeHns akTMBHOIO nnmn 6e3aencTByoLLEro
ceaHca. 1o ymonyaHuto cnyx6bl yaaneHHbix pabounx
CTOSI0B OTKIIHO4AOT CeaHChbl MO UCTEYEHUN YKa3aHHOro Ang
HUX BpeMeHN ceaHca. OrpaHn4eHnsi N0 BPEMEHU
yCTaHaBnNMBaKTCs afAMUHUCTPATOPOM CepBepa JSIoKarbHO
NIIM C MOMOLLbIO rPYNnoBon nonuTuku. CM. napameTpbl
nonuTUkN «3agaTtb OrpaHMyYeHne No BpEMEHN OIS aKTUBHbIX
ceaHcoB cnyx6 yganeHHblx paboynx ctonos» n «3agatb
OorpaHu4eHne No BPEMEHN AN aKTUBHbIX, HO
6e30encTBYOLWNX CeaHCOB CNYX0 yaaneHHbIX paboyumnx
ctonosy. Ecnuv Bbl BKItoYaeTe 3TOT napamMmeTp NOMUTUKN,
cnyx6bl yaoaneHHbIX pabo4mx CTONOB 3aBepLUatoT BCe
CeaHCbl C UCTEKLLIMM BpeMeHeM oxuaaHus. Ecnu Bbl
OTKNtoYaeTe 3TOT NapameTp NONNTUKK, CNYXKObl yaaneHHbIX
pabo4ynx CTONOB BCeraa OTKYatoT CeaHchl,
npeKkpaLleHHble No TakM-ayTy, Aae ecnu
agMUHUCTPATOPOM CcepBepa OnpeaeneHo MHoe noBeaeHne
ANs 3Toro napamerpa nonuTukn. Ecnu Bl He HacTpanBaeTe
3TOT NapameTp NONUTUKK, CNYX0bl yaaneHHbIX pabodmnx
CTOSIOB OTKIOYAOT CeaHChbl, NpeKpaLLeHHble Mo Tanm-ayTy,
€Cnn MHOE He ONpeaeneHo B NoKarnbHbIX NapaMeTpax.
MNpumeyaHne. DTOT NapameTp NOAUTUKN NPUMEHSIETCS
TONbKO K ABHO OnpeaeneHHbIM agMUHNCTPaTOPOM
OrpaHnYeHnsIM No BpEMEHN OXnaaHus. STOT napameTp
MONMUTUKM HE MPUMEHSAETCS K COBbITUSIM BPEMEHM
OXMAaHMWS, KOTOPblE ONPeaEenaTCA YCNoBUAMM CETEBbIX

3HavyeHue

Enabled
(Bknto4eHo)




Monutuka

Set time limit
for
disconnected
sessions
(Bapatb
orpaHuyeHue
Nno BpeEMEHMU
ans
OTKMIOYEHHbIX

ceaHcoB)

OnucaHue

NOAKIMIYEHUN. DTOT NapameTp OOCTYNeH B nankax
«KoHurypaums komnbrotepa» n «KoHdurypauma
nonb3oBartens». Ecnn HacTpoeHbl 0ba napametpa, TO
npuopuTeT nmeeT napameTp B nanke «KoHdurypauusa
KOMMbloTEpay.

OTOT NapameTp NOIMTUKN NO3BONSET HACTPOUTb
OorpaHuv4yeHune rno BpEMEHN NS OTKYEHHbIX CEaHCOB
cnyx6 yaaneHHbix paboymx ctonoB. C NOMOLLbIO 3TOro
napamMeTpa NnosIMTUKLU MOXXHO OnpeaenTb MakCUMarnbHbIN
nepuog BpeMeHU, B TEYEHNE KOTOPOro OTKITHOYEHHbIN ceaHc
OCTaeTCH akTUBHbLIM Ha cepBepe. 1o ymonyaHuio cryxobl
yAaneHHbIX pabo4ymx CTONMOB pa3peLuatoT nonb3oBaTensam
OTKIKO4aTbCA OT ceaHca crny06 yaaneHHbIx pabo4nx cTonos
6e3 3aBepLLEeHNS 3TOro ceaHca u Bbixoaa u3 Hero. Korga
CeaHC HaxoauUTCs B OTKIHOYEHHOM COCTOSIHUW, BbIMNOSHEHNE
3anyLeHHbIX NporpaMm NpoaoshKaeTcs, XOTS Monb3oBaTerb
He NoAksitodeH. Mo yMonyaHuo Takme OTKITHOYEHHbIE CeaHCbl
OCTaloTCHA OTKPbITbIMU Ha CepBepe HeorpaHMYeHHOEe BpPEMS.
Ecnun Bbl BKItovaeTe 3T0T napameTp NONUTUKN,
OTKITHOYEHHbIE CeaHCbl yaansitoTCs ¢ cepBepa Mo UCTEYEeHUN
yKa3aHHoro BpemeHun. Ytobsl obecneunts noBegeHme no
YMOSTYaHNIO, COrfacHO KOTOPOMY OTKITHOMEHHbIE CeaHCbl
obcnyxuBatotcsa 6e3 orpaHn4yeHns BpeMeHu, Bblbepute
«Hwukorga». [1na KOHCOSMbHOro ceaHca orpaHnUYeHust no
BPEMEHM K OTKITHOYEHHBIM CeaHCcaM He npumeHsitoTes. Ecnn
Bbl OTKITHOMAETE UKW HE HaAcTpamBaeTe 3TOT nNapamMmeTp
NOMMUTUKN, HA YPOBHE rPyNMnOBOM MOMIUTUKM OH He
onpegeneH. Mo ymMonyaHunto OTKITHOYEHHbIE CeaHChbl Cryxo6
yaaneHHbIX paboymx CTONOB OCTAOTCA HE3aBEPLUEHHbIMM
©e3 orpaHnyeHui no Bpemenu. Npnmeyanme. AToT
napamMeTp npucyTcTeyeT B nankax «KoHdurypaums
komMmnbtoTepa» U «KoHdurypaumnsa nonb3osatens». Ecnu
napamMeTpbl NONUTUKK 3af4aHbl B 06enx nankax, To
npuopuTeT nmeeT napameTp B nanke «KoHdurypauus
KoMMbloTEPAY.

3HauyeHue

Enabled End a
disconnected
session: 1
minute
(BkntoveHo
3aBepLueHne
OTKITHOYEHHOTO
ceaHca: 1
MUHyTa)




BpemeHHbIe nanku

MyTb: KomnoHeHTbl Windows — Cny6bl yaaneHHbIX pabo4nx CTonoB — Y3en ceaHCOB yaareHHbIX
pabouunx ctonos — BpeMeHHble nanku

(aHrn. — Windows Components — Remote Desktop Services — Remote Desktop Session Host —
Temporary folders)

v OnucaHue NonNuTKK

MonuTtuka OnucaHue 3HaueHue

10T napamMeTp NoJfIMTUKK onpeaendeTt, COXpaHAKTCA J1n
BPEMEHHbIE Manku CJ'Iy)K6 yOoaneHHbIX pa6oqu CTOJ10B rnocrne
3aBepLueHnAa ceaHCOoB. oT0T napamMeTp NONMMTUKN NO3BOJIAET
COXpaHATb BpeMEHHbIE Mnarky ceaHCoB nonb3oBaTenien Ha
yoaneHHOM KOMNbIoTepe Aake Nnocrie 3aBeplueHna ceaHca.
Mo YMOJT1HaHUIO CJ'Iy)K6bI yOoaneHHbIX pa60l-|1/|x CTOJ10B

yoanawT BpeMeHHbIe narikm nonb3oBaTenemn npu BbiIXoae

Do not delete nonb3osaTensd. Ecnu Bbl BKIoyaeTe 3TOT NapameTp NonnuTUKH,
temp folders BPEMEHHbIe Narnkyu ceaHCoB Nonb3oBaTerien He yaansrTcs
upon exit (He nocne 3aBepLUeHnsa ceaHcoB. Ecnu Bbl OTKMAO4aeTe aToT Disabled
isable
yoansitb napameTp NONUTUKW, BPEMEHHbIE Nankn yaansTcs npu
(OTKNtOYEHO)
BPEMEHHbIE 3aBepLUeHNN ceaHca, Jaxe ecnu agMuHUCTpaTop cepeepa
nanku npu ykasan uHade. Ecnu Bbl He HacTpauBaeTe 3TOT NapameTp
BbIXoAe) NOMUTUKK, CrY>XObl yaaneHHbIX pabo4vmx CTONoB yaansaoT

BPEMEHHbIE Nanku ¢ yaaneHHoro KoMnbioTepa npu Bolxoge 13
CUCTEeMbI, ECNN aJMUHUCTPATOPOM cepBepa He ornpegenex
apyron pexum. NpumeyaHue. 3TOT NnapameTp uMeeT
3Ha4veHue, TONbKO ecrnv Ha cepeepe NUCMOMb3YTCH
BPEMeHHbIe narnku ceaHcoB. Ecnu BkItodeH napameTp
nonnTUKN «He ncnonb3oBatb BpeMeHHbIE narnku ang

ceaHcay, TO JaHHbIW NapaMeTpP HU Ha YTO He BIIMSET.




MonuTtuka OnucaHue 3HaueHue

[aHHbIV NapaMeTp NONUTUKN HE NO3BONSIET CryK6am
yaarneHHbIX paboymx CTONOB co3haBaTb BPEMEHHbIe narnku
ceaHcoB. C NOMOLLbIO 3TOr0 NapamMeTpa NMoSIMTUKUA MOXHO
3anpeTuTb co3aaHue Ha yaaneHHOM KOMMblTepe OTAeNbHbIX
BPEMEHHbIX Nanok Ans Kaxaoro ceaHca. Mo ymonyaHuio
cny>6bl yaaneHHbIX paboynx CTONOB CO34ak0T OTAENbHYO

BPEMEHHYI narnky Arnd KaXkKaoro akTMBHOro ceaHca

Do not use nonb3oBaTens Ha yaaneHHoOM KoMnbroTepe. Takne

temporary BPEMEHHbIe Narnku co3farTcs Ha yaaneHHOM KOMNbloTepe B

folders per nanke Temp nanku Npoguna Nonb3oBaTens U Nosy4yaroT UM

session (He no Koy ceaHca. Ecnu Bbl BKMovaeTe 3aToT napameTp Disabled
ncnonb3oBaTb NONUTUKN, BPEMEHHbIE Nanky ceaHCcoB He co3gatotcda. Bmecto  (OTknoueHo)
BPEMEHHbIE 3TOro BpEMEHHbIE (pannbl Nonb3oBaTens s BCEX CEaHCOoB

nanku gns Ha yganeHHOM KoMMbloTepe XpaHATcsa B obwien nanke Temp

ceaHca) nanku npodung nonb3osaTens Ha yganeHHOM KOMMboTepe.

Ecnu Bbl oTkNtOYaeTe 3TOT NapamMeTp NOMUTUKK, OTAESNbHbIE
BPEMEHHbIE Nanky BCeraa co3naroTcs ANs Kaxaoro ceaHca,
Aaxe ecnn agMMHUCTPaTOPOM cepBepa OnpeaeneH Apyron
pexuM. Ecnv Bbl He HacTpanBaeTe 3TOT NapaMeTp MONUTUKH,
OTAENbHblE BPEMEHHbIE Manku A KaXkaoro ceaHca
co3fatoTcsl B TOM Criydae, ecnv agMUMHUCTPaToOpoM cepBepa

He onpegeneH ApYron pexum.

nOpﬂﬂ,OK MMNOPTa NOJIUTUK

1. Ha koHTponnepe goMeHa co3anTe HOBbIM OOBLEKT rpynnoBon nonutukun, Hanpumep "Indeed PAM RDS
Server".

2. Hactpownte hunbtpbl 6e30nacHOCTM 06bekTa rpynnoBon NOMIUTUKL ANA NMPUMEHEHMUS TONbKO K 0ObeKTY
cepeepa Indeed PAM Gateway.

3. CkavanTte apxmB ¢ HAOOPOM MONUTUK AJIS PYCCKOM UK aHITNIMNCKON BEPCUN CepBepa M pacnakynTte BO
BPEMEHHYIO Narky.

4. HaxkmuTe npaBon KHOMKOW MbILLM NO CO34aHHOMY O6'beKTy prHHOBOVI NOJIUTUKN N Bbl6epVITe B

KOHTEKCTHOM MeHI0 NyHKT "MIMnopT napameTpos...".


https://cloud.indeed-id.com/index.php/s/LnoChdpzRfL2B8Q
https://cloud.indeed-id.com/index.php/s/KJBMbT4jry0Rl4g

3 ¥npasneHne rpynNNoeci NoAMTHEORA Indeed PAM RDS Server
4 ﬁ\ Jlec: indeed-id local OGnacte |EEEﬂEHHﬂ I [MapameTpbl Iﬂ.&nempoaaHne CocToanue
A E JomeHel
4 .'ij indeed-id.local Consu
s Default Domain Policy MokasaTe CEASW B DACTIONOKEHMA |indeed-id.lncal
=i |ESettings C GPO cersaHe cnegyowwe calThl, 4OMEHE! M NOOP3SOENSHWR:
52 |ESSOPlugin =
s Indeed PAM RDS Server e 1
4 2| Domain Controllers ﬁlndeed-ld]ucal Het
E=E.T Default Domain Controllers Policy
2] IPAMAccounts
B 2] IPAMUsers
I .Ejl rustmp
Ei ,Er CEberTEl rpyNNoECA NOANTAEN
=] Default Domain Controllers Policy
E:f Default Domain Policy Puns Tpt BesonacHocTM
=/ [ESettings MapamMeTpe! AaHHor D ofbekTa rpyNNoB0A NONUTHKK NPUMEHAKTCA TON
:E..T I[ESSCOPIugin CNEIYOWVE FPYTIN, NoNbS0BaTENSH U KOMMNBIOTEPOE
=] Indeed PAM RDS Server| [T -
b LT 0w Vamenns.. 18 PAMS (INDEED-D\PAMS)
b '@ Hay CocToAHWe oBBEKTa FpYNNOE0A NOANTHEN »
[ :a CalTel
l;ﬁr“ Moaenmpo ApXUEMpPOEATE...
[ PesynsTate BoccTaHoBWTE M3 3pEMER...

‘ Mmnopt napamerpos...

CoxpaHuTe OTHYET...

Bug >

5. YkaxuTte nyTb K Nanke ¢ pacnakoBaHHbIM apX1BOM.

Pacnonoxenwe apaea
BrifepuTe nanky apxisa AnNA MMNopTa NapaMeTpos.

Manka apsea:

- Users\Victor.osipoviGPOndeed PAM RDS Server RLU

« Hazan ” Hanee = || CmaeHa | | Cnpaeka |




6. B okHe "lepeHoc ccbinok" BbibepuTe naxok "To4HO KonMpoBaTb UX U3 UCTOYHMKA".

MacTep MMNOpPTa NapaMeTpoeB -
lNeperoc cownoK B
YicaWTe cnocod Nepenayui cobinok cyfbekTam Ges0nacHoCTY (Fpymnan,
NoNbS0BEATENAM, KoM Tepam) u UINCyma. "

ArpaBHEIR 06 BEKT rpYNNOB0A NONMTWKK COOEPAMT CChINKK Ha CYEBEKThI
fesonacHocT M My UNC. [Npu npeofpasoBaHM 3T CobINokK:

() iroyHo KOMMPOBATE VXX M3 MCTOYHWKS:

¢y & NOMOLLEHD 'IEEHHLU:I MUrpauE CoONoCTIBMTE M B KOHEYHOM ofbeKTe Fp}"l‘ll‘lﬂﬁﬂﬂ

 MONUTHKK:
Qf=op...
WcnonesoeaTe TAGNMLY MWMPELWK B MOHOMOMNEHOM PEXMME, Wamernts
Ecnu kakne-nubio cyfber el GesonacHocma uma mymi UNC B
SPXMEHOM 0B LEKTE MPYMINOE0A NONMTAKK OTCYTCTEYIOT B Cozpat
TabNALE MMMPELMW, HE BEINONHATE MMMOPT.
| = Hazan ” Oanee > | | CmaeHa | | Cnpaeka |

7. MNocrne ycnewHoro nMmrnopTta oTkponTe 06bLEKT rpynnoBoOv NONUTUKN U UCrpaBbTe NONUTUKY PaspeluaTtb
BXOA B CUCTEMY 4Yepe3 crnyX0bl yaaneHHbIX pabounx ctonoB (aHrn. — Allow log on through
Remote Desktop Services), no6aBuB B Hee rpynny 6e3onacHoCTV nons3oBaTernen, KoTopbiM Heobxoaum
yOaneHHbIn JOCTyn.

8. BbinonHuTte npmBasky obbekTa rpynnoBoOv NOMUTUKN K OPraHn3aLuMOHHOMY NOApasaerneHno, KoTopomy

npuHagnexut cepeep Indeed PAM Gateway.

9. NprMeHnTe NONUTKKN, BLINOIMHUB KOMaHAy gpupdate /force Ha cepsepe Indeed PAM Gateway.



HacTpoliku 6e3onacHocTu cepBepa
aocTyna

A NMPEOYNPEXAOEHUE

O6sa3aTenbHO BbINOMHUTE AEWCTBUS, KOTOPbIE MEPEYNCIIEHbI Ha 3TOM CTpaHuue. OTo Tpebyetca ans

KoppekTHon paboTbl Indeed PAM.

anMeHeHMe HAaCTpPpOEeK C NOMOLLbIO YTUJIUTDI

YT106bI NPMMEHNTL HEOOXOAMMBbIE HAaCTPOVKM 6GEe30MacHOCTM cepBepa 4OCTyNa BbINOMHUTE cneayroLimne

JencTBus:

1. Nepengnte B nanky ¢ gauctpndytnsom ..PAM_2.10.0\Indeed-pam-
windows\MISC\ConfigurationProtector\.

2. 3anycTute KOMaHAHY CTPOKY OT MMEHM agMUHUCTpaTopa.

3. BbInonHuTte kKomaHay:
.\Pam.Tools.Configuration.Protector.exe apply-gateway-security

4. YctaHoBUTE NapaMeTp 3anpeTuTb AOCTYN K NaHenu ynpaBreHusi U napaMmeTpam KOMMNbIOTepa
rpynnoBOW NONMUTUKM B 3Ha4YeHne BknroveHo.

MyTb: Kondurypauusa nonb3oBatenss — AAMUHUCTPATMBHbIE WabnoHbl — [aHenb ynpaBneHus —

3anpeTuTb JOCTYN K NAHENW yrnpaBneHnsa 1 napaMmeTpam KOMMboTepa.

(anrn. — User configuration — Administrative Templates — Control Panel — Prohibit access to Control

Panel and PC settings)
5. MNepesarpy3nte MalUuMHy C cepBepoM AOCTyna.

6. Y6eauTech, YTO HEOBXOAMMbIE HACTPOViK1 Ge3onacHOCTY cepBepa AOCTyna NPUMEHWUIUCH.



7. MpoBepbTe Balun LieneBble pecypcbl — ybeauteck, YTo napametp TpeboBaTb UCNONb30BaHMe
cneumnanbLHOro ypoBHSl 6e30nacHOCTM AN yAarneHHbIX NOAKo4YeHui no npotokony RDP

rpynn050|7| NOJIUTUKN YCTaHOBJIIEH B OAHO M3 3HaYeHun:

o He 3apaHo
o BknroyeHo: Negotiate

o BknroyeHo: SSL

MyTb: KoHdurypauusa komnbtotepa — AAMUHUCTPATMBHbIE WabnoHbl — KomnoHeHTbl Windows —
Cnyx6bl yaaneHHbIx pabounx cTonoB — Y3ern ceaHCoB yaaneHHbIX paboynx ctonos — besonacHocTb
— TpeboBaTb UCNonb3oBaHWe crneunansHOro YpoBHS 6e30nacHOCTM AN yaaneHHbIX NOAKMHYEHU No

npotokony RDP

(aHrn. — Computer Configuration — Administrative Templates — Windows Components — Remote
Desktop Services — Remote Desktop Session Hosts — Security — Require Use of Specific Security

Layer for Remote (RDP) Connections)

/\ NPEQYNPEXAEHUE

3HadeHne BknroveHo: RDP He nogaepxmBaetca cuctemon Indeed PAM.

MpoBepka ycnewwHoro npuMeHeHUs HacTpoekK
©6e3onacHOCTU cepBepa AocTyna

UTtoObl ybeanTbes, 4To HeobxoaMMble HACTPOKMKM Be3onacHOCTU cepBepa AoCcTyna NPUMEHUNNC,

BbINOMNHUTE cregyowmne 0encTBUs:

1. Nepengute B nanky ¢ guctpmubytnsom ..PAM_2.10.0\indeed-pam-
windows\MISC\ConfigurationProtector\.

2. 3anycTute KOMaHOHy CTPOKY OT MMEHV agMUHUCTpaTopa.

3. BbinonHuTte komanay:

.\Pam.Tools.Configuration.Protector.exe validate-gateway-security

NMMpmeHeHMe HaCTPOEK BPYUHYHO



Ecnu ncnonb3osanune ytunutel Pam.Tools.Configuration.Protector no kakum-nn6o npyynHam HEBO3MOXHO,
TO NPUMEHNTEe HeobxoaMMble HAaCTPONKN 6e30NacHOCTM BPYYHYIO, Kak ONUCaHO HUXeE.

1. KonupoBaHue c¢panna 6ubnmuorekn B aupekroputo ProxyApp.

Mepenaute B anpekTopuio C:\Program Files\dotnet\shared\Microsoft.NETCore.App\3.1.24,
ckonupynte pann Microsoft.DiaSymReader.Native.amd64.d1l B anpektoputo C:\Program
Files\Indeed\Indeed PAM\Gateway\ProxyApp.Bepcus B ICXxogHOM MyTu MOXET OTNn4aThCH, B
3aBucumocTtu ot Bepcun Dotnet Runtime, yctaHoBneHHOro Ha cepBepe. Micnonb3ynte HanbosnbLLyto

BEPCUIO, KOTOpast HauynHaetcs ¢ 3.1.

2. OTKno4YeHue Nonb3oBaTeIbCKOro XpaHunuila AoBepeHHbIX KOpHeBbIX cepTucpukartos LIC

EcTtb gBa cnocoba:

o Yepes rpynnoByto NOMUTHKY

o Yepes HacTpoliky B peecTpe Ha RDS Gateway cepBepe, ecnv He NpUMeHeHa rpynnosasi NonmTuka

Cnocob6 1 — yepe3 rpynnoByro NONUTUKY
N3meHuTe HacTponKy B rpynnoBow nonuTtuke, gencteytowen Ha RDS Gateway cepsep:

MyTb: KoHdurypauma komnbtotepa — KoHdurypaums Windows — NapameTtpbl 6e3onacHocTn —

Monntnka oTKpbITOro Krtoda — lMapameTpbl NoaTBEPXKAEHUS NYTU cepTudukaTa

(anrmn. — Computer Configuration — Windows Settings — Security Settings — Public Key Policies —
Certificate Path Validation Settings)

Bo Bknagke XpaHunuvwa (aHrmn. — Stores):

i. BkntounTe onumio OnpegenuTb napamMeTpbl nonuTUKKU (aHrn. — Define these policy settings)

ii. OTknMounTe onumio PaspewnTb ucnonb3oBaHue KopHeBbIix LIC, koTopbiM aoBepseT
nonb3oBaTenb, ANA NpoBepku ceptudukartoB (aHrn. — Allow user trusted root CAs to be used

to validate certificates)

Cnoco6 2 — yepe3 HAaCTPONKY B peecTpe

B HKLM\SOFTWARE\Policies\Microsoft\SystemCertificates\Root\ProtectedRoots cosgante
kniod Flags ¢ Tunom DWORD n ycTaHOBUTE 3HadeHuWe 1. [lonb3oBaTenbckoe XpaHunuie JOBEPEHHbIX
KOopHeBbIX cepTudukartos LIC oTkntoveHo, ecnv nepebi OUT 3Ha4YeHUs B Flags paBeH 1.



3. OTknro4veHue cnyx6 cucremol push-ysegomnenHnn Windows.
OTkntounTe cnegytowme cnyxobi:

o Cnyx6a cucrembl push-yBegomnenun Windows (aHrn. — Windows Push Notifications,
WpnService)

o Monb3oBaTtenbckas cnyx6a push-yBegomneHun Windows (aHrn. — Windows Push
Notifications User, WpnUserService)

4. OTknroyeHue MNMaHenu YnpaBneHus ons nonb3oBaTtenien B rpyrnnoBOW NONUTUKE.

YcTtaHoBWTE NapameTp 3anpeTuTb AOCTYN K NaHenu ynpaBrieHUA U napamMeTpam KOMMnbloTepa
rpynnoBOK NONUTKKN B 3HaYeHne BknroveHo.

MyTb: KoHdurypauusa nonb3osatenss — AAMUHUCTPATMBHbIE WabnoHbl — [NaHenb ynpaeneHus —
3anpetntb OCTYN K NaHenu ynpasreHus U napameTpamMm KoMnbloTepa.

(anrn. — User configuration — Administrative Templates — Control Panel — Prohibit access to Control

Panel and PC settings)

5. NpoBepKa BbIGpaHHOro ypoBHA 6€30nNacHOCTU AN yAaneHHbIX NoAKHYeHMN NO NPOTOKOMNY
RDP B rpynnoBo# nonutuke LieneBbIiX pecypcoB.

MpoBepbTe BalLK LieneBble pecypcbl — y6eamTech, 4To napameTp TpeboBaTb Mcnonb3oBaHue
cneuuvanbHOro ypoBHsl 6e3o0nacHOCTU ANA yAaneHHbIX NoaK4YeHu no npotokony RDP

prHHOBOPI NOJINTUKKN YCTaHOBJ1E€EH B OOHO U3 3Ha4YeHUN:

o He 3apaHo
o BknroyeHo: Negotiate

o BknroyeHo: SSL

MyTb: KoHurypauma komneotepa — AgQMUHUCTpPaTUBHbIE WabnoHbl — KomnoHeHTbl Windows —
Cnyx6bl yaaneHHbIx pabounx cTorioB — Y3ern ceaHCoB yaaneHHbIX pabounx ctonos — besonacHocTb
— TpeboBaTb MCNonNb3oBaHMe cneunanbHOro YpoBHsi 6e30nacHOCTU ANd yaaneHHbIX NOAKITYEHUA No
npotokony RDP

(aHrn. — Computer Configuration — Administrative Templates — Windows Components — Remote
Desktop Services — Remote Desktop Session Hosts — Security — Require Use of Specific Security

Layer for Remote (RDP) Connections)



/\ NPEQYNPEXOEHUE

3HauyeHne BknroveHo: RDP He nogaoepxnBaetcs cuctemon Indeed PAM.



CwmeHa kno4a wundposaHua bl PAM

B cnyyae komnpomeTtaunm knroda wmpoBaHus npeaycMoTpeHa BO3MOXHOCTb poTaumm mactep kntoya b/l
6e3 octaHoBkK paboTbl PAM.

[ns atoro ncnonbayetca ytunuta Key Rotator.

Windows PAM\MISC\KeyRotator\Pam.Tools.KeyRotator.exe

Linux /etc/indeed/indeed-pam/tools/key-rotator.sh

I'Iepe/:l, 3anyCkoM yTuIiinTbl BHECUTE USMEHEHNA B KOH(bMpraLlMOHHbIVI d)aVIJ'I kKoMmnoHeHTa Core, B CEKLNIO

Encryption.

Mo ymonyaHuio B 3TOM CeKUMN HAaXOAUTCA TOMNbKO noacekuus Primary, B KOTOPOW ykasaH OeNCTBYOLLNIA
KNHoY WncpoBaHus U apyrue AencTeyrowme Hactponkmn b.

UTo6bl N3MeHNTb KoY WindposaHusa b1, BeinonHuTe cregyowme warm:

1. Cospganite BTOpPYtO noacekunto Secondary B cekuum Encryption.
2. NepeHecute HacTporikm 13 Primary B Secondary.

3. BHecuTe HOBbIN KoY WNpoBaHUs B cekumio Primary.

4. CoxpaHuTe aMeHeHnsa KOHUrypaumoHHoro dpamna.

5. 3anyctute ytunuty Key Rotator.

6. MNocne 3aBepweHnsa paboTbl yTUnNUTLI yaanuTe n3 KoOHUrypaunoHHoro ganna cekumio Secondary.



CepBUCHbIE onepauunu

CepBucHble onepauuu ansa pecypcoB Windows

/\ NPEQYNPEXAEHUE

Ecnn koMnoHeHTbI cepBepa ynpaBneHus YCTaHOBMEHbI Ha onepaunoHHyto cuctemy Linux, To ans
BbINOMHEHNS cepBUCHBIX onepauun Ha Windows pecypce aormkHa 6bITb HacTpoeHa cnyk6a WinRM no
HTTPS

CepsucHble onepaunn ans pecypcos Windows BbIMOMHATCA OT UMEHU OMEHHOW UMW NOKanbHOW YyYETHOM

3anncu:

» [lpoBepka coeqMHEHUs C pecypcom

o CUHXpOHM3aUnNA NnokanbHbIX YY4ETHbIX 3anvcem

o [1poBepka naporsi NoKanbHbIX YY4ETHbIX 3anucemn

¢ 3meHeHne napons fiokanbHbIX YY4ETHbIX 3annucen
e [lony4yeHne gaHHbIXx 0 OC

« [Nony4yeHne cnucka rpynn 6es3onacHoCTy

HacTtponka nOMeHHON y4eTHON 3anncu B Ka4yeCcTBe CepBUCHON

1. BbinonHuTe BXoA Ha pecypc.

2. 3anyctute ocHacTky YnpasneHue komnbroTepom (Computer management).

w

. Mepengute B pasgen CnyxebHble nporpammbl (System tools) — JlokanbHble nonb3oBaTtenu (Local
Users and Groups) — pynnbi (Groups).

. OTKpOK1TE KOHTEKCTHOE MeHI0 rpynnbl AaMuHucTpaTopbl (Administrators).
. Beibepute nyHkT CBomncTBa (Properties).

. Haxmute flo6aBuTb (Add).

N OO o B~

. BoibepuTte LOMEHHYIO y4ETHYIO 3anuckb, KoTopasa ByaeT Ncnonb3oBaTbCHa B POfY CEPBUCHOW A5
pecypca un HaxmuTe OK.

HacTtpouka nokanbHon y4eTHOM 3annMcu B Ka4yecTBe CepBUCHOM



Ecnu B kayecTBe cepBMCHOM y4eTHOW 3anucn ByaeT MCnonb30BaThCH NOKanbHbIN BCTPOEHHbIN (built-in)
agMVHUCTpAaTop, TO AOMNONHUTENbHAas HacTponka He TpebyeTcs. Ecnu B kayecTBe CEpBUCHON YHETHON
3anucu BygeT Ncnonb3oBaTbCA HE BCTPOEHHAsA NoKanbHasi y4eTHasi 3annucb agMuHUcCTpaTopa, To

HeobxoaAnMo:

1. BbinonHute BXxoa Ha pecypc.

2. 3anyctute ocHacTky YnpasneHue komnbroTepom (Computer management).

w

. Mepengute B pasgen CnyxebHble nporpammbl (System tools) — JlokanbHble nonb3oBaTtenu (Local

Users and Groups) — pynnbl (Groups).
. OTKponTe KOHTEKCTHOE MEH0 rpynnbl AgMuHUcTpaTopbl (Administrators).
. Beibepute nyHkT CBomncTBa (Properties).

. Haxmute flo6aBuTtb (Add).

~N OO o A~

. BbibepunTe nokanbHyo y4eTHYI 3anucb, koTopas OyaeT Ncnonb3oBaTbCHA B PONv CEPBUCHON AN

pecypca n Haxxmute OK.

oo

. 3anyctute PepakTop peectpa (RegEdit).

9. PackponTe
BeTky HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System\

10. OTKpOWNTE KOHTEKCTHOE MEHI0 pasgena System.

11. Boibepute nyHkT Co3patb (Create) — Mapametp DWORD 32 (DWORD (32-bit) Value).
12. BBeauTte Ha3BaHue napametpa — LocalAccountTokenFilterPolicy.

13. OTKponTe KOHTEKCTHOE MeHIo NapameTpa LocalAccountTokenFilterPolicy.

14. Boibepute nyHKT U3meHnuTb (Modify) n yctaHosute 3HaveHume: (Value data:) pasHoe 1.
HacTporika peectpa Heobxogmma u3-3a orpaHndeHnin yganeHHoro ynpasnenus WinRM gns Bcex

noKasnbHbIX YY4ETHbIX 3anucen, kpome BcTpoeHHoro (built-in) agmmnHncTpaTopa.

Hactpounka Indeed PAM Core ans BbINOSIHEHUS CEPBUCHbIX
ornepauuu OoT UMEHU JTIoKarnbHbIX Y4Ye€THbIX 3annMceun pecypca

CepBucHble onepauun BeiNonHaTes npu nomotwm WinRM, ans ncnonb3oBaHust NOKanbHbIX YY4ETHbIX
3anucen pecypca B Ka4eCcTBe CepBUCHbIX HeobxoamMmo 006aBUTb pecypc B CMUCOK JOBEPEHHbIX
TrustedHosts Ha cepsepe Indeed PAM Core.

HacTtpownka TrustedHosts

1. BeinonHute Bxoa Ha cepeep Indeed PAM Core.



2. OTtkponte KomangHyto ctpoky (CMD) oT uMeHu agMuHucTparopa.

3. BbInonHuTe KomaHay:

C:\>winrm s winrm/config/client @{TrustedHosts="Resourcel.domain.local,
Resource2.domain.local"}

YkasaHHble pecypcbl OyayT 4obaBneHbl B CMCOK JOBEPEHHbIX.

/\ NPEQYNPEXAEHUE

Mpwn nobaBneHnm HoBbIX pecypcoB B CrNCOK AOBEPEHHbIX Heobxoaumo YKa3blBaTb nobaBneHHbIe
paHee pecypcCbl 1 HOBbIE, TaK KaK HOBOE 3Ha4YeHMe rnepesanncblBaeT CTapoe.

@{TrustedHosts="Resourcel.domain.local, Resource2.domain.local,
Resource3.domain.local"}

CepBucHblie onepauum B Active Directory

A NMPEOYNPEXOEHUE

Ecnun koMnoHeHTbI cepBepa ynpaBneHus yCTaHOBMNEHbI Ha onepaLynoHHyto cuctemy Linux, To gns

BbIMOMHEHNSA CEPBUCHbIX onepauui B JoOMeHe gormkeH ObiTb HacTpoeH LDAPS (LDAP over SSL)

HacTtpounka cepBUCHOM y4eTHOM 3anuUcu

1. 3anycTtute ocHacTky Active Directory — nonb3oBaTtenu u komnbrotepsbl (Active Directory Users and

Computers).
2. OTKpoONTE KOHTEKCTHOE MEHIO KOHTEeNHepa unu nogpasaerneHus.
3. Boibepute nyHkT Co3paTtb (Create) — MNonb3oBaTtenb (User).
4. Ykaxute um4, Hanpumep, IPAMADServiceOps.
5. BanonHute obasaTtenbHble NONSA 1 3aBepLUNTE CO34aHMe YYETHOM 3anncu.

6. OTKpOVITe KOHTEKCTHOE MEHIO KOHTeVIHepa, noapasgeneHnd nin KopHAa gomMeHa.



7. Belbepute nyHkT CBOMCTBA (Properties).
8. MNepenante Ha BkNagky besonacHocTb (Security).
() UH®OPMALIUSA
Ecnn Bknagkn BesonacHocTb HeT, To B MeHto Bua (View) Bknounte Advanced features.
9. Haxmute [lo6aButb (Add).
10. BoibepuTte yyeTHyto 3anuck IPAMADServiceOps 1 HaxmuTe OK.
11. Haxmute flononHuTtenbHo (Advanced).

12. BbibepuTte yueTHyto 3annce IPAMADServiceOps v Haxmute UsmeHnuTb (Edit).

13. YctaHoBute anga nons NMpumensietca K: (Applies to:) 3HavyeHne [loyepHMe 06 BbEKTbI:

NMonb3oBaTtenb (Descendant User objects).
14. B pasgene Pa3peweHus: (Permissions:) otmetsTe Copoc napons (Reset password).

15. CoxpaHuTe BHECEHHbIE N3MEHEHUS.

CepBUCHbIe onepauuu ansa pecypcoB *nix

CepBucHble onepaunm ans pecypcoB *nix BbINOMHSATCA OT MMEHM NOKarbHON CEPBUCHON YYETHOMN 3amnnCu:

 [MpoBepka coeanHEHUS C peCcypCcom

e [Mounck y4eTHbIX NoKanbHbIX 3anucen Aoctyna

 [MpoBepka Napons nokanbHbIX YY4ETHbIX 3anucen gocTyna

e M3ameHeHne napons NoKanbHbIX YY4ETHbIX 3anuncen goctyna
e [lony4yeHne gaHHbIXx 0 OC

« [lony4yeHne cnucka rpynn 6es3onacHoCTy

Co3gaHne n HacTpomKa cCepBUCHOU YHYETHOM 3anucu

1. BeinonHute BXOA4 Ha pecypc

2. 3anyctute TepmuHan (Terminal)



3. Cosgante nonb3oBatens, Hanpumep, IPAMService

adduser IPAMService

4. lo6asbTe nonb3oBatens B rpynny SUDO

usermod -aG sudo IPAMService

HacTtponka rpynnbl npMBUNErMpoBaHHbIX YYETHbIX 3an1cemn

ABTOMaTM4YeCKMn NoncK n fobasneHne ydeTHbIX 3anmcen goctyna B Indeed PAM BbinonHsieTcsa Ha
OCHOBaHUM NX rMpaea Ha BbinosiHeHne komaHabl SUDO. [Ins npegoctaBneHuns npas Ha BbINOIHEHME

komangbl SUDO HeobxognMMo BHECTU uameHeHus B doann /etc/sudoers.



‘-—o—|
% KoHconb agMuHucTpatopa

rlOJ'IyLIVITe OOCTYN K KOHCOJM aAMUHUCTPAaTopa

‘ ® i MepBbIN 3anyck

J'ImueHsvlpyVlTe NPOAYKT, YKaXXUTe CeTEBbIE NYTU K XpaHUIULaM n pobaBbTe BCe 0OBHEKTHI

'A—;_Qé) HacTpoika nonutuk

BbiGepute pasgensl, kKoTopble ByayT YNpasnsaTbCs NonUTMKaMm

= CnpaBo4HuK No pasagenam
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KonuyectBo rnaB: 16

‘i Buirpy3ka naponemn

O3HakoMbTeCh C MH(bOpMaLUMel O BbIrpy3ke naponen Npu HeLTaTHON cuTyaunm
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KoHconb agMunHuUcTpartopa

AomMmunHuctpuposaHue Indeed PAM BbiNnonHAeTCA Npy NOMOLLM KOHCOMNMU aAMUHUCTpaTopa — crneuuanbHOu

obonoykn ans Indeed PAM Core. [locTynHa no cnegytowemy URL:

e Windows: https://pam.domain.local/pam/mc

e Linux: https://pam.domain.local/mc

AyTeHTUdUKaums

[na nonyvyeHnsa gocTyna K KOHCONM agMUHUCTpaTopa Heobxoamm BTOPON hakTop ayTeHTudmkaumm, ang

perncTpaunmn nepBoro ayTeHTVId)VIKaTOpa BbIMNONMHNTE cneaywuine nencTeus:

e 3arycTuTe KOHCOMb agMUHUCTpaTopa OT MMeHU nonb3osarens, Yen SID 6bin ykasaH B KOHUrypaumm
IDP;
e 03HaKOMbLTECb C MHCTPYKLUMEN NO perucrTpauumn ayteHtudumkaropa;

e yCTaHoBUTe npunoxeHune gns reHepaunm OTP n otckaHmpynte QR-KoA;

e BBeauTe nony4yeHHoe 3Ha4veHune B norme Kop Ha CTpaHuue perncrtpauni.

Mocne ycnewHon peructpauum Bbl Oyaete nepeHanpaBneHbl B KOHCOMNb agMuHUcTpaTtopa. MNpu NnoBTOpHOM
NOAKIOYEHUN K KOHCONMM aaMUHUCTpaTopa NoTpebyeTcss BBECTU HOBbIV KOA U3 MPUINOXEHWUS AN reHepaumm
OTP.

O nNoaCKA3KA

Mocne nepBoro Bxoaa Anst BKAYEHUsA pyHKUUIA ynpaBneHms Heobxoanmo AobaBuTb Nonb3oBaTens B

CoCTaB agMUHUCTPaTUBHOW POSIN.
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[NepBbIX 3anycK

Mocne nepeoro Bxoga nepengute B pa3gen Ponu 1 gobasbre TekyLlero nonb3oBaTtens B porb
Administrator, 06HOBWTE CTpaHULYy — B KOHCONWN 0TOBPa3ATCcH BCce pasgens.

OTkpoinTe pasgen Monb3oBaTenu, HaXXMUTE 3HAYOK Novcka, yoeamTech YTo BCe Nonb3oBaTenu us
yKasaHHOro OpraHU3aLUMOHHOro NoApasaeneHnst KOpPeKTHO 0TOOpPasUImCh.

Mepengute B pasgen KoHndurypauma — JinueHsuun. Ckonupynte 3HadeHne n3 nons MaeHtudmkarop
MHCTaNNAUUM 1 nepeganTe ero B TEXHUYECKY0 NogaepxKy Ans Bbinycka danna nuueHsun. MNMpu
nony4eHum ganna nuueHsun PAM_rrrr.mm.aa.lic B atom xe pasgene HaxmuTe [lobaBuTb 1 Boibepute

yKasaHHbIN hawn.

Mepengute B pasgen KoHdurypauma — CucteMHble HaCTPOUKU. 34eCb He0BXOAMMO 3anofNIHUTL CETEBbIE
nyTW K XpaHunuviiam B1aeo, nepegaHHblx Ha cepep hannos, TPaHCSLUUN CECCUI, a TakKe AOMEH, UMS
nonb3oBaTensa 1 Naponb Ans 4ocTyna K atum nankam. B cekumn MoakntovyeHne k Gateway ykaxute Agpec
RDCB, Ums konnekuun RDCB. B cekuun RDP Proxy ykaxute Agpec RDP Proxy. B cekunn Hactpownku
SSH-nogkntoueHun ykaxunte Agpec SSH Proxy. CoxpaHute nsmeHeHus.

Mepengute B pasgen CobbITUA — TaMm JOMKHO 0TOBPa3nTbCA CobbITUE N3MEHEHWSI NapamMeTpoB
KOH(urypaumn.

Mpun oTcyTCTBUM OLWIMBOK Janee MOXHO nepexoauTb k 4obaBneHno 06HLEKTOB.

[loGbaBneHue TeKyLwero ooMmeHa

1. Mepenante B pasgen [loMmeHbl, Haxmnte [106aBUTDL.

2. Beegnte nms gomeHa (Hanpumep, INDEED-ID) n ero DNS (Hanpumep, indeed-id.local), Haxmute

CoxpaHuTb.
3. OTkpownTe cTpaHuUy AobaBrneHHOro JoMeHa.

4. HaxkmuTte [106aBUTb YYETHYHO 3anucb 1 BBEAUTE NMSI CEPBMCHON YY4ETHON 3anucu
(Hanpumep, IPAMADServiceOps).

5. 3apganTe naponb Bpy4YHYyto 1 HaxXMUTe COXpPaHUTb.

6. HaxmuTe 3HauoK kapaHala ¢ psgom ¢ Hagnucblo CepBUCHasA y4eTHas 3anuck 1 BbibepuTe
cepBUCHYIO ydeTHyto 3anuck (IPAMADServiceOps).

7. HaxxmuTe MpoBepuTb coegnHeHue 1 NPOBEPLTE YCMNELHOCTb YCTAaHOBNEHNSI COeQUHEHUS.
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10.

11.

. 3oecb e, Ha CTpaHuue OMeHa, nepenanTe Ha Bknagky KoHTenHepbl Ansa pecypcoB 1 obaBbTe

koHTelHep Active Directory, B KOTOPOM Haxo4AaTCsl HY>KHblEe JOMEHHbIE pecypchbl (Hanpumep,

Computers).

. 30echb e, Ha CTpaHuue AoMeHa, nepenante Ha Bknaaky NMpuBunernpoBaHHbIe FPynnbl U yKaXuTe

rpynnbl 6€30MacHOCTU, B KOTOPbIX HAXOAATCS YYETHbIE 3anvcu, C MOMOLLIbIO KOTOPbIX MOSib30BaTenm
OygyT nonyyatb 4OCTYN K AOMEHHbIM pecypcam (Hanpumep, IPAMPrivilegedAccounts).

3pecb XKe, Ha CTpaHuLe AOMeHa, HaxXMuTe KHonkv UmnoptupoBaTtb pecypcbl 1 CUHXPOHM3UpPOBaTh
y4yeTHble 3anucu. [locne aToro Bce JOCTYMNHbIE Ppecypchbl U yY4eTHble 3annucu obaBsaTcs B
COOTBETCTBYHOLLME pa3feribl KOHCOMNM.

[Mpu HeoBxoanmocTK nepenguTe Ha Bkraaky CobbITUA ANng NpocmMoTpa nogpobHON MHopmauumn o
AOMEHHbIX COBbITUAX.

NoGaBneHne n B3ATUE NoA KOHTPOSb Y4YETHbIX
3anucem

B pa3pene Y4yeTHble 3anucu OTMETLTE rano4vkomn MMMNOPTUPOBaHHbIE JOMEHHbIE YHETHbIE 3alNnnCun. OHN

Ha4ynHakTCA C UMeHN JOMeHa, OTMeYeHbl 3HAaKOM BOMNpoca n HaxogAaTcA B COCTOAHUN Oxunpaer peLweHus.

Beepxy HaxxmuTe kHomky CaenaTtb ynpaBnsieMon. [ocrie 3Toro y BblGpaHHbIX YY4ETHbIX 3anuceit naporb

Oyget cOpoLLeH Ha HOBbIM B COOTBETCTBUM C MOSUTUKOMN.

[No6GaBneHne He JOMEHHbIX PecypcoB

A WN

6.

. Nepengute B pasgen Pecypcbl, HaxmuTe [lo6aBUTD.
. Bbibepute MNMoapaspenexHune.
. Ykaxute Uma pecypca, DNS umsa n/vnn IP-apgpec.

. Ha ware MNonb3oBatenbckoe NogKn4YeHue BLIGEPUTE TUM NOLKMOYEHMS, NP HEOOXOANMOCTH

YKaXute agpec noaKkroyYeHnAa 1 nopT.

. Ha ware CepBMCHoe noakn4v4eHne CHAMUTE ranodyky Mcnonb3oBaTb KOHHEKTOP AN CEPBUCHOIO

NOAKIIOYEHUS, T.K. TOKanbHbIX YYETHbIX 3anucen ewe He 406aBnANochb, 3aBepunTe JobaBneHne

pecypca. HoBblIli pecypc oToGpasnTcs B CMCKe PeCYpPCOoB.

OTkponTe CTpaHuLy pecypca, Haxmute [106aBUTb YYETHYHO 3anuCb, 3af4anTe Naposib BPYYHYHO.

Pecypc rotos k paboTe: 4ns HEro MOXHO BblgaBaTb paspeLleHus.


http://localhost:3000/privileged-access-manager/2.10/administration/policy-setup/

[1ns BLINONHEHUSI CEPBUCHbIX onepauuii (monck n gobasneHne yd4eTHbIX 3anuncen, asBToMaTuyeckasi CMeHa
naponen, oGHoBNeHMe NHopMaLuM 0 pecypce) HeobxoarMa HacTPOKa CEPBUCHOIO NMOAKITHOYEHMS.


http://localhost:3000/privileged-access-manager/2.10/service-operations/

HacTtpounka nonutuk

YnpaBrieHue nofiMTuKamm

Paspen COOEPXUT CNUCOK MOJTUTUK, PACMOJTIOXKEHHbIX MO NMPUOPUTETY NMPUMEHEHNA.
[na nonnutmk 0To6pa>|<a|0Tc;| OaHHblE:

e [puopuTteT — Yncno, ykasbiBaroLLee NopsaoK NPUMEHEHNA KOHKPETHOM NOSIMTUKM MO OTHOLLEHUIO K
ocTanbHbIM. HyneBon npuoputeT COOTBETCTBYET Nonutunke no ymonyanuto (Default policy) n
NPUMEHSAETCA B CaMyto MOCNeaHIo ovepeib. HYem Bbille pacrnonoXeHa nonmTuka, TeM Bbllle ee

npuopuTeT N HaobopoT.
e AMA — HasBaHMe NONMUTUKN.
o OnucaHue — Npoun3BOIbHbI TEKCT.

. « «
e & — KOJIN4ECTBO NOrib3oBaTtenen, Ha KOTopbIX OENUCTBYET MONMNTUKA.

— KOJTn4eCTBO rpynn norb3oBartesien, Ha KoTopble ILl,el\/’ICTByeT NOJINTUKA.
° B — KOJTN4eCTBO Y4Y€THbIX 3anuceu, Ha KOTopble ﬂ,eVICTByeT NOJINTUKA.
° E — KOJTn4eCTBO peCypcCoOoB, Ha KOTOpPbIE ,D,eVICTByeT NoJINTUKA.

° B_ KonmnyecTtBo JOMEHOB, Ha KOTOpble ﬂ,eVICTByeT NONUTUKa.

MonnTukKn & INDEED-ID\Victor.Osipov ~
+ HoBaeuts
] Mpuvoputer  Hma Onwucanne - -l 2] E B

] 0  Default policy

MonuTuka Nno ymon4yaHuo coaepXut Habop napameTpoB AN BCEX OCTYMNHbIX KATEropuii U NPUMEHSAETCS
KO BCEM HOBbIM 0ObEKTaM, MO3TOMY LieniecoobpasHO HayaTb HACTPOMKY C Hee.

(D NPUMEYAHUE



Monutuka no YMOJIM4aHU0 NpUMeHAEeTCA N K CeCCUAM, OTKPbITbIM OT MMEHU MOJ1Ib30BATESNIbCKNUX YHETHbLIX

3anucen, ecnu K JaHHbIM Nosib3oBaTensiM IBHO HE NPUMEHEHbI apyrme nosnimTuKkn.

OTKpouTe CTpaHULy NONUTUKN, 3afanTe HY>XHble NnapaMeTpbl AN kateropui YyeTHble 3anucu, Ceccuwm,
RDP, n coxpaHuTe HacTpouKu.

[ob6aBneHue HOBOW NONINTUKMN

/\ NPEAYNPEXAEHUE

[nsa pobasneHus, NpocMoTpa, peAakTMpPoOBaHUS U yaaneHus nonnTuk HeobxoauMbl COOTBETCTBYOLLNE
npusunerum U3 pasgena Ynpasnenume nonutukamm (Policy.Create, Policy.Read, Policy.Update,
Policy.Delete).

Haxvmunte lo6aBUTL B pasgene Monutuku,3anonHute nona AMA NoNUTUKM, OnucaHue un

MpuopwuTteT. HoBas nonuTtuka oToGpasnTCcs B Cnmcke.

O6wasn nHegopmauus

OTKpoKnTe CTpaHuLy NONUTUKKN, O3HAKOMBLTECH C 06LLEe MHOopMaLmet, Npu HeoBXOAMMOCTM BHECUTE

npasku B Ums, Onucanue nnu NpuopuTteT, HaxxaB 3Ha4YOK KapaHaalla

Outsource management 2 INDEED-ID\Victor.Osipov ~

O6wan wHpopMaLKna

Obwas nHpopmayuns

Pazaensl noaMTMKK
Cutsource management #
OBnacTe AeRCTEMA - .
ANA YUSTHBIX 23MNWCER EHEA0MEHHEIX DECYPCOE &
150 #
INDEED-IDWVictor.Osipov
05.08.2021 15:23:27
INDEED-IDWVictor.Osipov

05.08.2021 15:23:27

e UmaA — Ha3BaHWe NONUTUKK, yCTaHaBNNBAETCS NPY CO30aHUM HOBOW NOMUTUKN, MOXET OblTb MU3MEHEHO
B Ntobon MOMEHT aKCnyaTauumm.

o OnucaHue — Heobsa3aTenbHOE Nnone.


http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/roles/

e [puoputeT — 4YnCrnoBoe 3Ha4YeHne npuopuTeTa NoNNTUKN. Hyrneson NPUoOpPUTET - MUHUMATbHbLIN,

NpUMeHseTca K 06bekTam B NOCMNEAHIO o4Yepeab.
e Cos3pgan — nmsa agmunHuctpartopa Indeed PAM.
o [laTta co3pgaHua — faTta U BpeMs CO3[aHuUs NOSTIUTUKN.
e N3meHun — nma agmuHuctpartopa Indeed PAM, KOTOpbIN COXpaHUIT HACTPOWKN NMONUTUKM.

o [lata nameHeHuss — pgara v BpeMA COXpaHeHUA HaCTpPOEK NMNOJNTUTUKN.

Ons pepaktuposaHus UmeHn, Onucanua n NMpuoputeta Haxmute #

Pa3penbl nonntukn

Mepenante B Pasgenbl NONUTUKK M OTMETLTE pasfenbl, NapameTpbl KOTOPbIX OyayT onpeaeneHbl
NOSNIMTUKOW, COXpaHUTE n3mMeHeHns. COOTBETCTBYIOLLME pa3fenbl CTaHyT AOCTYMNHbIMU AN HACTPONKM

napamMeTpoB.

Outsource management 2 INDEED-ID\Victor.Osipov ~

OBwan mHdopmManna
Pazpensl NoaUTHUKK

¥kamoTe pazgentl, NapamMeTpel KOTOPLIX OyAyT ONpeasieHbl B NOANTHEES,
DEnacTe A8RCTEWMA

}"npasnewe YHYETHBIMK
3dNMUCAMIA

YueTHele 3anucy YApaBneHue CeccuamMm [

Gateway 1 53 Proxy Gateway 1 55H Proxy

RDP noaknwoueHma -

S5H nogknroueHuA O

(D NPUMEYAHUE

D,J'IFI HEeOTMe4YeHHbIX pa3gerioB 6y,El,yT NMPUMEHATbCA ApYyrne NonnTUKM No nopAanKy mx npuopuTteTa.

O6nacTb AencTeus

/\ NPEQYNPEXAEHUE



[na HasHavyeHna nonnTnk Heobxogumel cooTBeTcTBYOWME NpuBunerun (User.SetPolicy,
UsersGroup.SetPolicy, Account.SetPolicy, Resource.SetPolicy, Domain.SetPolicy).

CO,D,ep)KI/IT OaHHblE€ O TOM, K KakKMM MnoJib3oBaTendam, rpynnam nonb3oBaTeneu, YYETHbIM 3anncam, pecypcam

nnn gomMeHam npuMmeHeHa normnTuka.

UToObl NPMMEHUTb NONUTUKY K OOBbEKTY, HaxXMuTe [lobaBuUTb, BbibepuTe TN 06bekTa AN yCTaHOBKU

NOJNINTUKN N aaree caMu 00OBbEKTHI.

YTob6bl OTMEHUTL AENCTBME NONMUTUKN AN OOBbEKTOB, Bbl6epVITe HY>XHblE 00BbEKTbI M HAXMUTE YAANUTb.

Co3paHue Konuu NosINTUKKU

OTtmeTbTe oHy nonuTtuky B pasgene NMonutuku n Haxmmute Co3paTtb Konuio, 3anonHute nons Ums
nonutuku, Onucanue un MpuopwuTer.

CkonupoBaHHas nonnTuka otobpasnTcsa B CrUCKE.

YnaneHue nonnuTukun

I'Iepe,u, yoaneHnem rnoJsinTukn y66LI,VITer, YTO OHa HE NPUMEHAETCA HU K KaKUM obbekTam.
OTtmeTbTE HY>XHbl€ MNMOJINTUKN B pasfere MonuTUKn n Haxkmute YaanuTb.

(D NPUMEYAHUE

MonuTtuka Default policy HepocTynHa ons ynaneHus.

MU3meHeHuUe npuoputeTa NOJINTUKN

OTmeTLTE ranoykon OOHY NOJINTUKY B pasaere MonuTtukKn, HaxmuTe 3apatb npuopuTteT U BBEAUTE YNCI10

On4a 3Ha4vYeHuna npnoputeTa norinTukn.

Takke N3MeHUTb NPUOPUTET MOXHO OTKPbIB HY>KHYIO MOJNIUTUKY U B pa3gene O6wasn MH(*)OpMaLIMFl HaXaTb

3HaYOK KapaHaalla psaaoM Co 3HaYeHVeM npuopurteTa.

Pa3genbl NONUTUK


http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/roles/

YyeTHble 3anucu

MNMoka3s Y4eTHbIX AaHHbIX

Oonuusa

CbpacbiBaTb napornb n SSH-
KINHOY y4EeTHOM 3anmcu nocne
nokasa

CbpacbiBaTb naponb n SSH-
KntoY yepes X MUH.

TpeboBaTb ykasaTb NPUYUHY
npocmoTpa napons n SSH-

KInto4va

MpocmoTp napons u SSH-
Kniova TpebyeT noaTBepKaeHUS

agmuHucTpatopom PAM
Bpems oxngaHmnsa

NOATBEPXAEeHUA NpocMoTpa

napons n SSH-kno4a, MuH.

ndposate SSH-kntou
CreHepMpOBaHHbLIM Naporiem
nepen nokasom rnosb3oBaTento

3apaHue Y4YeTHbIX AaHHbIX

Onuusa

PaspewwunTb nons3osarenam PAM

3ajaBaTtb y4Y€THblEe AaHHblE OJ1A

OnucaHue

Ecnu onumsa BkntoyeHa, 1o naponb 1 SSH-kno4
NPVBUNErMPoOBaHHOM YY4EeTHOM 3anucu BygeT copackiBaTbCA Kaxabln
pas nocne NpocMoTpa nosib3oBaTerieM B CBOEM fIMYHOM KabuHeTe

(koHconu nonb3oBarens).

Mocne npocmoTpa napornb n SSH-koy ByaeT cbpoLueHbl Ha
cnyyanHoe 3HadYeHne Yepes ykaszaHHOEe KOSIMYECTBO MUHYT.

Ecnu onumsa BknodeHa, To Nonb3oBaTtenb KaTtanora AoMKeH ykasaTtb
NPUYMHY Neped NPOCMOTPOoM napons unu SSH-knoya y4eTHo

3anucy gocryna.

Ecnu onuus BknioveHa, To nepeq KaxabiM NPOCMOTPOM
nonb3oBaTeneM y4yeTHbIX aHHbIX agMuHucTpatop PAM gomxeH

noaTBepanTb onepauunto.

TanmayT oXngaHus nogTBepXXaeHna npocMoTpa naponsa n SSH-

krtoya, ot 1 o 180 MUHyT.

Ecnn onuua BkntoveHa, To SSH-kntoy 6yaeTt nokasaH B
3anMdpoBaHHOM BUAE, @ CreHEPUPOBaHHbIN Naposib LWNMPOBaHUS -
B CKpbITOM. Knto4 1 napornb WndpoBaHUs reHepupyeTcs
cpeactBamv PAM npu npocMOTpe AaHHbIX KaXabl pa3 3aHOBO.

OnucaHue

Ecnv onumsa BkntoyYeHa, TO Korga nosib3oBaTernb NornbiTaeTcs

MOOKMYMTBECA K PECYPCY OT MMEHU YYETHOW 3anmcu ¢



Onuusn

YYETHbIX 3anncen, ecnu OHN He

3aaHbl

I'IpOBepKa N CMEeHa YY4eTHbIX AaHHbIX

Onuusn

CwuHxpoHu3npoBaTtb pecypchbl 1 Y3
no pacnucaHuio

[Meproa CMHXPOHU3aL MK pecypcos
nYy3, cyt.

Meproanyeckn NpoBepsiTb Naposb

n SSH-KNoY y4yeTHOM 3anncu

Mepnoa npoBepkn naponsa n SSH-

Kno4a, CyT.

Cb6pacbiBaTb naponb 1 SSH-knro4
ecnun obHapyxeHo HecoBnaaeHne

Yoanate SSH-kntoun, He
ynpasnsemslie PAM

MpoBepaTb Naponb n SSH-kno4
npwv py4HOW YCTaHOBKE

I'Iepvlop,vlqecm M3MEHATb Naposib U

SSH-kntoy yyeTHOM 3anmncu

OnucaHue

He3agaHHbIM naponem, To eMy byaeT npeanoXxeHo 3agatb
naposib 3Ton y4yetHom 3anucu B PAM cucteme.

OnucaHue

Ecnu onuumsa BknoyeHa, 10 6yp,eT BbINOSMHATLCA aBTOMAaTUYECKUN
MOUCK AaHHbIX O pecypcaXx N Y4ETHbIX 3anucen noctyna.

ABTOMaTUYECKMUM NMOUCK AaHHbIX O pecypcax U YY4ETHbIX 3anncax
gocrtyna 6y,qu BbIMOJTHATLCA OAUH pa3 B YyKa3aHHOE KOJIn4eCTBO

aHen, ot 1 po 10000 aHen

Ecnu onumsa BkntoveHa, To ByaeT BbINOMHATLCS aBTOMaTUYeCKast
npoBepka naponen n SSH-kno4en ong y4eTHbIX 3anmcen

aoctyna.

ABTOMaTU4Yeckasi npoBepka naponen n SSH-knN4Yemn y4yeTHbIX
3anucen goctyna 6yaeT BbINOMHATLCS OOQUH pa3 B yka3aHHOe
konu4yectBo gHen, ot 1 go 10000 gHen.

Ecnu onuusa BknoyeHa, To OyaeT BbINONMHATLCSA aBTOMaTUYECKUIA
cbpoc naponen u krnodern npu pacxoxgeHun B PAM v Ha
pecypcax.

Ecnn B PAM HeT SSH-kntova ons gobaBneHHON y4eTHON 3anuncu,
a Ha pecypce ecTb, TO C pecypca Bce OOHapy>KEeHHbIE KITHuUK
OyayT yoaneHsl.

Ecnu onumsa BkntoveHa, TO Npy YCTaHOBKE UM N3MEHEHWUN
napons, unm SSH-kntoya 6yaeT BbINOMHATLCA UX NPOBEpPKA.

Ecnv onuusa BknoyeHa, TO ANg y4ETHbIX 3anvcen gocTyna oyger

aBTOMAaTUYECKN N3MEHATLCA Naporb unu SSH-kntoY Ha



Onuusn

OnucaHue

crnyyanHoe 3HayeHue.

ABTOMaTMyeckoe n3ameHeHue napons unn SSH-knova ons

[Mepvoa nameHeHus napons u

SSH-kntoya, cyT.

Tpeb6oBaHusA K naponto

Onuusna

[lnvHa reHepupyemMoro
napons

MunHnMmanbHaga aonvHa

napons (py4Hown BBog)

JlaTuHCKMe cTpoYHble
OyKBbl

JlatnHckne nponuncHble

OyKBbI

Lindopei

CneumnarnbHble
CUMBOIbI

YYETHbIX 3anucen Joctyna OyaeT BbINONHATLCA OOUH pa3 B
yKasaHHOe KONMU4ecTBO HEMN.

OnucaHue

Ob6uwee KoNM4YecTBO CMMBOSOB A1 aBTOMaTUYECKU reHepupyembixX naponel7|

1 BBOOAMMbIX BPYYHYHO.

MuHUManbHOE KONM4ecTBO CUMMBOSIOB npn py4HOM N3MeHeHn naporsi4d.

Ecnu onuua BkntodeHa, To aBTOMaTUYECKN reHepupyemble naponu oyayT
COCTOSATb U3 NATUHCKUX CTPOYHbIX ByKB. Mpn KOMOMHaUMM ¢ opyrumm
HacTporkamun naposb BygeT cogep)kaTb MUHUMYM OOHY NATUHCKYHO

CTPOYHYIO BYKBY.

Ecnu onumsa BkntoyeHa, To aBTOMaTUYECKU reHepupyeMble naponu 6yayT
COCTOSATb M3 NATUHCKMX NPOMNUCHBIX BYKB. [pn KOMBUHaUMK € Apyrumm
HacTpovrikamu naponb ByaeT cogepaTb MUHUMYM OAHY NaTUHCKYHO
NPONUCHYI0 ByKBY.

Ecnu onuua BkrtodeHa, To aBTOMaTtuU4eCckn reHepupyemblie naponuv oyayTt
COCTOSATb 3 undp. Npn kKoMBUHaLUMKM C OopyrMMK HacTporikaMmu naposb byaet
cogepxaTb MMHUMYM OAHY LUndpy.

Ecnun onuunsa BknoyeHa, To aBToMaTUYECKU reHepumpyemblie naporin 6yﬂ,yT
COCTOATb U3 crneunaribHbIX CUMBOJ10B. I'Ipvl KoMOMHauum ¢ apyrmmm
HaCTDOVIKaMM naporsib 6yp,eT cogepxartb MUHMMYM OANH cneunanbHbIn

CMBOIJ1.



Ceccumn

OobLwee

Onuusa OnucaHue

Ecnu onuusa BkntoyeHa, To Npu NOAKMOYEHUN K KOHEYHOMY
TpeboBaTb yKkasaTb NPUYMHY

pecypcy, nonb3oBarernb 0653aH ykasaTb NPUYUHY 3anycka
NOAKMYEHNS

ceccum.

Onuwus 3agencTByeT npegen AnNMTenbHOCTN CECCUMUN B Yacax u
MakcumanbHas onnTensHOCTb

MWHYTaXx, MOCIe UCTEYEHMS KOTOPOro ceccusi byaeTt
ceccun

NPUHYOUTENBHO 3aBepLUeHa.

Ecnu onums BKNoYeHa, To y4eTHas 3anucb MOXeT ObiTb
BKNOYMUTL IKCKITHO3MBHOE 5 .
5 MCMonb3oBaHa TOSMbKO B OQHOW aKTUBHOW ceccum
MCMONb30BaHME YYETHOW 3anmcK
OHOBPEMEHHO.

OTkpbITHE ceccum TpebyeT . .

Ecnu onuusa BknNoYeHa, To AN KaXaon OTKPbIBAEMOW CECCUN
NOATBEPXAEHUS afMUHUCTpaTopa

HeobxoouMo pyyHoe NoATBEPXAEHMNE agMuHucTpaTopa PAM.

PAM
Bpems oxngaHna nogreepKaeHus TarmayT ans nogTesepXaeHus agmumHmucTpatopom PAM, B
ceccuu nHTepsane ot 1 0o 180 MUHYT.

C6pacbiBaTb naponb 1 SSH-knro4 5
C6poc naponsa n SSH-knto4a nocne Kaxaon ceccuu.
Mo 3aBEPLLUEHUN CECCUM

ApTedakTbl
Onuusn OnucaHue
Ecnu onuusa BkoYeHa, TO nocne 3aBepLueHns ceccun byaet
CoxpaHsiTb TEKCTOBbIE 10TN AOCTYNeH A58 NPOCMOTPa N CKavyMBaHUS TEKCTOBLIN F1OT.
ceccuu MoppepxmBaeTca TonbKo B ceccusax Ha Windows pecypcax npu

Hann4ymu PAM areHTa n B SSH-ceccusax.



Onuusna

MpogomxkaTtb RDP-ceccuto 6e3
NOrMpoBaHusl, eCcriv He
yAanoch nony4nTb TEKCTOBLIN

nior

COXpaHFITb BMnageo ceccumn

KonuuyecTtBo kagpoB B CeKyHAOy

P83peLIJeHI/Ie Bnaeo

PoTtauusa Bugeo

YoanaTtb BUAEO ceccuu
cTapwe X gHen

Coxpa HATb CHUMKWN 3KpaHa

OnucaHue

Ecnu onuusa BknoyeHa, To npu notepe cBa3n ¢ PAM-areHToM ceccus
He npepbiBaeTCs, NOnb3oBaTenyM MoryT npogormkarb paboTy B 9ToN
CECCUMN.

Mpn aTOM B XXypHan ogHOKpaTHO 3aHocuTcst cobbiTue "MoTepsiHa
cBa3b ¢ PAM-areHTOM", B TEKCTOBBIN J1IOI CECCUN OAHOKPATHO

3anuceiBaetcsa ctpoka "WARNING: Lost connection with PAM Agent".

Mpun BoccTtaHoBNeHUn ceA3n ¢ PAM-areHToM B XXypHan OgHOKpaTHO
3aHocuTcs cobbiTue "BoccTtaHoBneHa cBda3b ¢ PAM-areHToM", B
TEKCTOBbIN F10I CeCCMM OQHOKPaTHO 3anucbiBaeTcsa ctpoka "INFO:

Connection with PAM Agent restored".

Ecnn onuus BblkntoveHa (MO yMON4YaHuio), TO Npu notepe CBA3U C

PAM-areHTOM ceccus npepbiBaeTcs.

Ecnn onuus BknoveHa, To Nocre 3aBepLleHuns ceccum byget
AOCTYMNHa A5t NPOCMOTPa U CKavyMBaHUA 3anucb NOTOKOBOIO BUAEO.
MoppepxmBaeTcs TONbLKO Npu OTKPbITUK ceccun Yepes PAM Gateway.

HacTpovika onpegensieT yactoTy KagpoB A5 3anMcu NOTOKOBOIo

Bmuaeo, ot 1 go 10.

HacTponka no3BonseT yCTaHOBUTbL paspeLLeHre ans 3anucu

NOTOKOBOIo BNAOEO.

Ecnn onuunsa BkntoyeHa, TO 3anmcu NOTOKOBOro BUAEO 6y,u,yT

AdBTOMATUYECKN yOoandaTbCA.

ABTOMaTn4yeckoe yaaneHume 3anucu noTokoBOro BUAEO CTaplLue
yKkaszaHHoro konundyectsa gHen, ot 1 go 10000.

Ecnn onuus BkNoveHa, TO CHUMKK 3KpaHa ceccum byayT
coxpaHsTbes. MNogaepxmnBaeTcs TONbLKO NpU OTKPbITUM CECCUn Yepes
PAM Gateway.



Onuusna OnucaHue

CoxpaHeHne CHMMKa 3KpaHa Yepes yKa3aHHOW KONMYEeCTBO CEKYHA,
NHTepBan CHUMKOB, Cek
o1 60 go 10000.

PaspelueHue M306pa)KeHVIF| HacTpownka nossongaer YCTaHOBUTb pa3pelleHne CHMMKa 3KpaHa.

Ecnun onumsa BkntoyeHa, TO CHUMKN 3KpaHa 6yp,yT aBTOMaTn4eCKu
Potauus cHUMKoB 3KpaHa

yoanaTbCs.
YOnanaTtb CHAMKW 3KpaHa ABTOMaTMYECKOE yaaneHne CHUMKOB 3KpaHa cTaplLle yKkasaHHOro
ctapwe X gHen KonuyecTsa OHEN.

Ecnn onuusa BkntoveHa, To hannsl Npu nepegade ¢ rokansHoOm
CoxpaHaTb nepegaHHble MaLUWHbl Ha pecypc byayT oybnMpoBaTbCs B yKa3aHHY CETEBYHO
dannbl nanky. NMopaepxnsaetcsa Tonbko anga Windows pecypcos ¢

BKIMOYEHHbIM npobpocom auckos (npo pasgen RDP - Huxe).

. Ecnn onuus BkntoveHa, To nepeaaHHble hannbl dyayT
PoTtauunsa nepegaHHbix doannos
aBTOMaTUYeCKN yOanATbCA.

Yaanatb nepegaHHble dannbl ABTOMaTM4eCKoe yaaneHue (pannos ctapLue yKkasaHHOro KonnyecTea

ctapwe X gHen AHen, ot 1 go 10000.

OTﬂpaBKa TeKCTOBOro sfiora no syslog

Onuusa OnucaHue

< Mo syslog 6yayT oTnpaBneHbl CTPOKN TEKCTOBOTO fl0ra, B KOTOPbIX OyayT HangeHbl
noyeBble

yKa3aHHble KntoveBble crnoBa. KntoyeBoe CrioBO MOXET ObiTb perynspHbiv
crnosa

BbIPaXXEHNEM.

Gateway un SSH Proxy



Onuusna

MepeonpenennTb HACTPOWKM

nogknoyeHns k Gateway

Anpec RDCB

Nmsa konnekumumn RDCB

Ncnonb3sosate RDGW

Appec RDGW

MapameTpbl Gateway RDP-canina

MNepeonpepenntb HacTponkn SSH

Proxy

Appec SSH Proxy

RDP

(D NPUMEYAHUE

OnucaHue

Ecnu onums BKNoYeHa, To cneayoLine HacTponku byayT

MCcnoJyib3oBaHbl BMECTO YKa3aHHbIX B pasfere KOHq.)I/IpraLl,I/IFl

IP anpec/DNS nmsa Remote Desktop Connection Broker

Nmsa konnekumn Remote Desktop Connection Broker ans Indeed
PAM Gateway

Mopgkntovatbes k Indeed PAM Gateway ¢ ncnonssosaHvem

Remote Desktop Gateway

Appec Remote Desktop Gateway ans Indeed PAM Gateway

MapameTtpbl 6yayT AoGaBneHbl B HACTPOWKN NOOKITIOMEHUS NO
RDP k PAM Gateway 1 3aMeHST cTapble HAaCTPOWKM.

Ecnu onums BkNodeHa, To cneayollas HacTporika byaet

Ncnorb3oBaHa BMeCTO ykazaHHoW B pasgene KoHdurypauusa

IP agpec nnu DNS nmsa n nopt (HeobA3aTensHO).

HacTponkn npuMeHSsIIoTCA TOMbKO Npu NOLKMAYEHUM K cepBepam no npotokony RDP.

Onuusa

MpuHTEpPDbI

Bydep obmeHa

OnucaHue

Ecnu onumsa BkntoyeHa, To Nonb3oBaTternb Nony4YmuT BO3MOXHOCTb
NPOBGPOCUTL MPUHTEP CO CBOEro paboyero Mecta Ha KOHEYHbIN

pecypc.

Ecnv onums BkntoyveHa, TO Nofb3oBaTeNb nony4ynT BO3MOXHOCTb

ncnone3osBaTtb Oycdep obmeHa mexay cBoumM paboymm MecTom U


http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/configuration/
http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/configuration/

Onuusn

CmapT-KkapThbl

[MopThl

Aunckn

TpeboBaTb 4OBEPEHHLIN
cepTuduKar pecypca ans
oTkpbITMss RDP-ceccun

MapameTtpbl RDP-hanna

SSH

MNoBbIwWeHue npuBuUnernn

Onuusa

PaspewmnTb

BbIMONMHATb pamsu

() UH®OPMALUSA

OnucaHue

KOHEYHbIM PEeCcypCoM.

Ecnu onumsa BknoyeHa, To NoNb3oBaTenb Nony4YnT BO3MOXHOCTb
npoBpocnTb cMapT-KapTy CO CBOEro paboyero Mecta Ha KOHEYHbI
pecypc.

Ecnu onums BkntoYeHa, To Nonb3oBaterb Nofy4YnT BO3MOXHOCTb
npobpocnte COM-nopThl co cBOEro pabovero Mecta Ha KOHEYHbI
pecypc.

Ecnu onuumsa BkroyeHa, To Nofb3oBaTenb NOMy4YnT BO3MOXHOCTb
NPOGPOCUTL NOKarnbHbIE AUCKM CO CBOEro paboyero Mecra Ha

KOHEYHbIN pecypc.

Ecnu onumsa BkntoyeHa 1 ceptudmkaTt pecypca
HeOencTBUTENbHbIN, TO CECCUSI HE OTKPOETCS.

Ecnu onuusa BbikntoveHa n ceptudmkat pecypca

HeOEeNCTBUTENbHbIN, TO CECCUS OTKPOETCA.

MapameTpsbl, kOTOpble OyayT A06aBNEHbI B HACTPOMKU
nogkntodeHnsa RDP 1 3amMeHAT cTapble HAaCTPOWKN.

OnucaHue

Mopaepka BbINOMHEHUSA KOMaH ¢ npusunernsamm root B SSH-ceccusax Ha
pecypcax C yCTaHOBMNEHHbIM KOMMNOHEHTOM PamSu.


https://docs.microsoft.com/ru-ru/windows-server/remote/remote-desktop-services/clients/rdp-files

PaspelueHne, Bbl4aHHOE Ha BbINOMHEHWE pamsu Npu CO34aHny paspeLleHunsi, MPUopUTETHEE, Yem
HacTpovika B NOMUTUKE.

Pa3peLueHHb|e n 3anpelieHHble KOMaHAabI

Onuus OnucaHune
MpurnaweHne 060n04Kkm PerynsapHoe BblpaxkeHne npurnawieHms 060mo4kn Ansg KOPPEKTHOro
(prompt) pacrno3HaBaHusi BBO4A KOMaHA,.
Peakuua Ha lMoBeneHve TepMuHana B OTBET Ha 3anpeLueHHyto komangy: CTRL+C
3anpeLleHHy KomaHay (oTMeHa BbInonHeHus) NMbo 3aBepLUEHNE CECCUN.

Cnncok paspelleHHbIX UK 3anpeLUeHHbIX Ans BbINONHEHUsI KOMaH[, B
SSH-komaHabl
SSH-ceccum.

[ns coctaBneHna cnmcka KOHTPOJIMPYEMbIX KOMaHA:

1. CnpaBa ot napameTtpa SSH-komaHabl HaxxmnTe [l06aBUTD.
2. BBeante komaHay Unu perynsipHoe BblpaXKeHne.

3. Bbibepute coctosiHue PaspelweHa nmbo 3anpeweHa.

() MHPOPMALIMSA

3anpeT Ha BbINONHEHME KOMaHA MMEET NPUOPUTET HaL, pas3peLleHnEM.

bes aBHoro paspeLlueHnda KomaHabl 6y,qu CHMTaTbCA 3anpeLleHHbIMAU, MO3TOMY HE PEKOMEHAYETCA

yoanaTb nocriegHee npaBuiio, pa3pellarllee BbilNnoJIHEHNE KOMaHa.

[na paspeLlueHnd nnoéo 3anpeta cpady HECKOJTIbKMX KOMaHO OTMETbTE UX Cb]'la)KKaMM N HAXMnUTEe Pa3p9I.IJI/ITb

unu 3anpeTuTb.

Mpwu paboTe Co CNMCKOM KOMaH[, a Takxke Mpw MNorbiTKaxX BbIMOMHEHUS 3anpeLLeHHON KOMaHabl B XypHare
h1KCHpyOTCSH COOTBETCTBYHOLLME COBLITUS.

MNMepepaya AaHHbIX


http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/events/

Onuus OnucaHune

SCP MapameTp nepegayn annos no npotokony SCP

SFTP MapameTp nepegayn hannos no npotokony SFTP

MakcumanbHbIi pasmep anna, Mb  ®ann 6onbLuero pasmepa He yaactca nepenatb.



=)
s=V; Mlonb3oBaTenu

[Nonb3oBartenu

v Fpynnbl nonb3oBaTtenen

Mpynnbl none3oBaTenen

=v! Pecypchbl

KonuyectBo rnas: 4

=
o=V, [pynnbl pecypcoB

Ipynnbl pecypcoB

=V; YyeTHble 3anucu

KonunyecTBo rnas: 2



http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/users/
http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/user-groups/
http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/resources/
http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/resource-groups/
http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/accounts/
http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/domains/

KonuyectBo rnas: 4

= CTpykTypa

CTtpykTypa

= PaspeweHusn
="

KonunyectBo rnas: 3

= 3anpocbl ceccui
=

3anpocsl ceccum

AKTMBHbIE CECCUN

=V; AKTUBHbIE Ceccum



http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/domains/
http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/domains/
http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/structure/
http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/permissions/
http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/actions-requests/
http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/active-sessions/

KonunyectBo rnas.: 1

V. CobbiTuA

CoObiTus

= YBegomneHus

YBegomneHus

5=Vv; KoHdourypauus

KonuyectBo rnas.: 1

Pornin



http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/all-sessions/
http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/events/
http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/notifications/
http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/configuration/
http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/roles/
http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/applications/

=V, [MpunoxeHusn
="

MpunoxeHwns



http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/applications/
http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/applications/

Nonb3oBaTtenu

Pasgen npeaHasHaveH gns pabotbl ¢ katanorom nonb3oBartenen Active Directory.
Mo ymonyaHuio Ha cTpaHuue oTobpaxkaetcs 15 nonb3oBatenen.

() VH®OPMALUSA

OTo6pa>|<aeM0e no ymosrn4yaHuro KoJin4ecrtBo nonb3oBaTtenen Ha CTpaHnue MOXHO N3SMEHUTb B

KOHcbMrypaLumoHHoM dhanse.

BHM3y cTpaHWLbl pacronoXeH narmHaTop Ans NPocMoTpa ocTarnbHbIX nonb3oBatenei. Ecnv nonb3osartenei
MeHbLUe 15, T.e. OHM NomMeLLaTcsa Ha OAHY CTpaHuMLy, TO NarMHaTop He oTobpaXaeTcsi.

MoxHo npocmoTpeTb MakcumyM 1000 nonb3osaTenen. Ha ctpaHuue C ThICAYHbIM NOsib3oBaTenieM
oTobpaxaeTcs coobLieHne 0 HEBO3MOXHOCTM 3arpy3unTb BorbLue nonb3oBaTenen.

NMouck

Mownck ocyuwecTtensaeTca B pasgene Nonb3oBaTtenu.

BbICTpbIN NOUCK

Beegute B cTpoky novcka Uma, Pamunuio, Homep tenedoHa nnn Email nonHocTb0 Mnn YyacTuyHo.

PacwunpeHHbI NOUCK

Haxmunte PaclumMpeHHbIN NOUCK 1 BBEAUTE OAMH UM HECKONbKO KpuTepues, Umsa, ®amunuio, Homep

TenedoHa nnn Email nonHoOCTbIO NN YacTUYHO.

Npodhunb nonb3oBatens


http://localhost:3000/privileged-access-manager/2.10/installation/configuration-files/
http://localhost:3000/privileged-access-manager/2.10/installation/configuration-files/

victor@indeed.local 2 INDEED\adm ~

12 JobBaeute pazpelleHme

INDEED\victor

indeed.local/PAM Users/Victor Osipov
victor@company.demeo

83007006050

Default policy 2 # @

Pazpewenws Ceccmm AyTeHTuduKaTOPEI CobbITHA
N2 MonkzoeaTenwu MogpazgeneHue Pecypchi
5 victor@indeed.local Root QU REDOS (55H) [5] REDOS\admlocal o8 e

Mpochmnb otobpaxaeT AaHHbIe nonb3oBaTtens Active Directory:

e JlormH — nma ans Bxoaa.

e Myt — LDAP.

o Email — agpec anekTpoHHOW NOYTHI.

o TenedoH — KOHTAKTHbIN TeNedOoH.

¢ MMonutuka — NnonnTnKa ceccum, NpMBa3aHHas K Nonb3oBaTento.

o ®oto — hotorpacums n3 Active Directory (atpubyT thumbnailPhoto).

PaspeweHus

Bce paspelueHus nonb3oBartens OOCTYMHbl HA BKNnagke PaspelueHus.
[ns kaxgoro pa3peleHns 0To6pa>|<ar0Tc;| cnegywuie gaHHble:

e Ne — nopsaKoBbIM HOMEP paspeLLeHns.
* MNonb3oBaTtenu — nornb3oBarternb Katanora Active Directory, Ansi KOTOPOro Bbl4aHO paspeLleHne.

e Pecypcbl — pecypchbl, Ha KOTOpbIX MOXET BbITb OTKkpbiTa RDP, SSH unu web-ceccust 0T MMeHN y4eTHon
3anucu, ykasaHHOM B paspelleHuun. Pagom ¢ MMeHeM pecypca ykasaHa npyBuUiernpoBaHHasa ydetTHas

3anucb, KoTopas Ucnonb3yeTcs AnA A0CTYyna K pecypcy.

« 3Hauku cTaTyca pa3pelueHuss — noackaska o ctatyce oTo6pasuTcs Npy HaBeaeHUM Kypcopa MbILUK.



Ceccum
BCG adKTUBHbIE U 3aBepLIJeHHbIe ceccnn nojib3oBartend ,EI,OCTyI'IHbI Ha BKIagke CeCCVIVI.
[nsa kaxgon ceccum oTobpaxatlTcsa cnegyowme aHHble:

+ MNMonb3oBatenb — nonb3oBarernb katanora Active Directory, KOTOpbI MHULMMPOBANI CeCCcuto.

¢ YyeTHas 3anucb — y4yeTHada 3anncb, Kotopas ncnonbayetca Ans otkpbitna RDP, SSH nnu web-

ceccuu.
e Pecypc — pecypc, Ha koTopoMm bbina oTkpbita RDP, SSH nnn web-ceccusa ot nmeHmn y4yeTHom 3anucu.
o Apapec nogkntoveHnUsa — hakTU4ecku agpec, NCnonb3yeMbl NPU OTKPLITUM CECCUMN.
e [ANuTenbHOCTb — AJIUTENBHOCTb CECCUMN.
* MNoakntoyeHne — Tnn yaaneHHoro nogknoyveHus (RDP, SSH, nonb3oBaTtensckue Tunbl)
e NoakntoyeHne k PAM — fata n Bpems OTKpbITUSE Ceccum.
o 3aBeplLUueHMe — [aTa 1 BpeMs 3aKpbITUSI CECCUMN.

e CocTtosiHne — 0To6pa>|<aeT TeKyllee COCTodHue ceccun (aKTVIBHaFI, 3aBepLueHHaa nin npepBaHHaﬂ).

[ns npocmoTpa nogpobHon nHopmMauum o ceccum HeobxoamMmo HaxkaTb Ha Hee. YToObl BbIBECTU BCE
ceccun Ans gaHHoro nomnb3oBartens, HaxmuTe lNoka3aTb Bce.

AyTeHTUpUKaTOpbI

Bce 3apernctpupoBaHHble ayTeHTMdMKaTOPbl NONb30BaTeNs, a Takke HacTporka TpeboBaHNA OOCTYMNHbI Ha

Bknagke AyteHTUdukaTopsbl.

CoObITuA
CobbITnA nonb3oBaTens OOCTYMHbI Ha BKragke CobbITUSA, 34ecb oTobpaxatoTcs nocnegHMe 5 codbITUn.

[ns kaxgoro cobblTnst oToOpaXkatoTcsi crefyLwmne AaHHbIe:

Bpems co3paHusa — garta n BpeMs co3gaHusi cobbiTus.

Koa — kopa cobbiTus.

CoObiTne — onvcaHune codbbiTUA.

KomnoHeHT — koMnoHeHT Indeed PAM, KOTOpbIN creHepupoBan cobbiThe.

MHuumaTop — y4eTHasi 3anmcb, KOTopas UHMLMMpOBara reHepaumio cobbITUS.



[na npocmoTpa nogpobHON Hopmauumn o cobbITUN HEOBXOAMMO HaxaTb Ha Hero. YTobbl BbIBECTU BCe
cobbITs Ana gaHHOro nonb3oaTens, Haxmute MokasaTb Bee.

Copoc ayteHTUdpnkaTtopa nonb3oBarens

1. OTKponTe Npohunb Nonb3osaTend n nepenaute Ha Bkragky AyTeHTUdukaTopsbl.

2. HaxxmuTe X cnpaBa OT HY>HOro ayTeHTUduKaTopa.

OTKkniovyeHue ayteHTMduKaTopa nonb3oBaTens

1. OTKponTe Npochunb Nonb3oBaTend n nepengute Ha Bknaaky AyTeHTUdukaTopbl.

2. Haxxmute # cnpasa oT Tpe6oBaTb BTOpoM hakTop 1 BbIGepuTe OAHY U3 ONLMIA.
o Mo ymonyaHuo — no ymonyaHuio Tpebyetcsa BBOA Nonb3oBaTeniem BTOporo gakropa ans

ayTeHTVI(*)VIKaLl,VIVI B CUCTEME.

o Bknro4yeHo — y nonb3oBartensa 6yaeTt 3anpawmBaTbCsl BTOPOM hakTop AN ayTeHTMduKauum B

cucrtemMe.

o OTKN4YeHO — Y Mnonb3oBaTens He OyaeT 3anpalumMBaTbCsl BTOPOW hakTop AN ayTeHTMdmKauum B
cucteme.

BrnokupoBka nonb3oBaTens

C nomoLublo aTon yHKUMM agmuHuctpatop PAM moxeT BbICTPO 3aKpbITh NOMNb30BaTENIO AOCTYN K
pecypcam. [1py 3TOM MEHATb pecypcbl U YY4ETHbIE 3arnncu He HY>XHO.

3abnoknpoBaHHbIV NOMNb30BaTENb HE MOXET:

e OTKPbIBAaTb CECCUN;
e MpocMaTpunBaTtb, yCTaHaBlIMBaTb U MEHATb NMapoJsib y‘-IeTHOIZ 3anncu,

e onyyatb AOCTYN K ayTEHTUPMKALMOHHBIM AaHHbIM npunoxeHnn AAPM.
B MomMeHT BnoknpoBKku nonb3oBaTens 3aKkpbiBalOTCA BCE €ro akTUBHbIE CECCUN.

/\ PEKOMEHOALMUA

3abnokmpyiTe Nonb3oBaTenNs, ECNN 3aMETUNN OT HEFO NOAO3PUTENbHbIE AEACTBUSA. DTO NO3BONUT

6bICTpO 3aKpbITb MoJfib3oBaTesito AOCTYMN K pecypcaM A0 BbIACHEHUA obcTosTenbcTB. ECnn TpeBora


http://localhost:3000/privileged-access-manager/2.10/user-manual/usage-of-aapm-console-tool/

NIOXHas!, TO Bbl CMOXeTe pa3bnokmMpoBaTh Nonb3oBaTens. ATO Tak e ObICTPo, Kak 3abnoknpoBaTthb.

UTobbl 3abnoknpoBaTb Nosfib3oBaTens:

1. 3angute B pasgen Nonb3oBartenu.
2. OTkponTe nNpodusib Nonb3oBaTens.
3. Haxmute 3abnokupoBaTthb.

4. B okHe noaTBepXaeHus onepaumm HaxmmuTe 3abnokupoBaTh.

/\ BHUMAHME

He ucnonb3ynte aTy yHKUMIO, YTOOLI 3aKpbiBaTb AOCTYN YBONIEHHbLIM COTPYAHMKAM. Y HUX OCTaHeTCA
BO3MOXHOCTb ayTEHTUMPULMPOBATLCH B KOHCOSb NOMb30BaTENS Y KOHCOSMb agMUHUCTparopa (ecnu

AocTyn 6bin). Mpy yBONbHEHMM COTPYAHMKOB yaansanTe nonb3oBartenen na katanora Active Directory.

Pa3bnokunpoBka nonb3oBaTtens

YT06bI pa3bnokupoBaTtb Nonb3oBaTes:

1. 3angute B pasgen Nonb3oBarenu.
2. OTkpounTe Npodunb 3abroOKMPOBAHHOIO NOfb30BaTENS.
3. Haxxmute PasbnokupoBatb.

4. B okHe noaTBepXaeHus onepaumm Haxmmte Pa3énoknpoBaTth.

BbiOOp nonuTnku ana nonb3oBaTens

1. OTkponTe Nnpodunnb NonbL3oBaTens.

2. Haxxmute #, 4yT06bI OBABUTH UMW U3MEHUTb NOSINTUKY.


http://localhost:3000/privileged-access-manager/2.10/user-manual/user-console/
http://localhost:3000/privileged-access-manager/2.10/administration/management-console/

‘pynnbl nonb3oBaTeneu

Pasgen npefHasHayeH ans paboTbl C pa3peLleHsMU rpynn nosib3oBaTernen.

[pynnel nonb3oBaTenen

B KOMIMAHWA
MHOMLO
Mma, onucaHwne Q,
& Monb3osatenu
= [pynnsi nonbzosateneil + [obasuts =+ Jobaeuts n3 katanora
E Pecypcel
B1 Mpynnsi pecypcos 0 Wwms OnwcaHue
B Yuertbie sanucn (J  INDEED\Domain Admins
B3 [omeHs) U  Remote Employees
0  Security Group

Co3paHue rpynnbl nonb3oBaTtenen PAM

Y106kl A06aBUTL rpynny norb3oBaTernei, BbINoMHUTe crieayowmne 4encTBus:

1. Nepengute B pasgen Mpynnbl nonb3oBaTenemn.

2. HaxmuTe [lo6aBUTb, BBEANTE HA3BaHWE rpynnbl U HAXMUTE COXpaHUTb.

CospgaHue rpynnbl Nnonb3oBaTerien U3 KaTtasnora
Active Directory

YUTto6bl 4O6aBMTL rpynny nonb3oBaTtenen u3 katanora Active Directory, BeinonHuTe cneaylowme aenNcTBus:

1. Nepengute B pasgen MNpynnbl nonb3oBaTenen.

2. Haxxmute [lo6aBUTbL U3 KaTanora, BbibepuTe rpynny u Haxmute COXpaHUTb.

YnpaBrieHue rpynrnou nosfib3oBaTtenieu



[Nob6aBneHue nonb3oBaTeneun B rpynny

(D NPUMEYAHUE

Tonbko onga rpynn, co3gaHHbix Yepe3 PAM.

1. MNepenante B cCO3gaHHyo rpynny nonb3oBaTtenen.

2. B pasgene MNonb3oBaTtenu HaxmnTe [106aBUTHL 1 BbIOEpUTE HYXXHbIX NONb30BaTENEeNn.

No6GaBneHue pa3peLleHna Ha rpynny nornb3oBaTtesien

1. MNepengnte B cCO3gaHHyo rpynny nonb3oBaTenen.

2. Haxmute [lo6aBUTL paspeLueHue 1 BbigamnTe ero.

NMpocMmoTp co3gaHHbIX pa3peLleHnn

1. NMepenante B pasgen Pa3pelueHus.

2. MocmoTpuTe BblAaHHbIe paspeLleHnst Ans BbIOpaHHON rpynnbl Nonb3oBaTenen.

NMpocMmoTp cBeAeHMN O TEKYLLMX CeCCUSIX B paMKax rpynnbil
nonb3oBaTtesien U codbITUAX cuctembl PAM

e B pasgene Ceccum 0T06pa)KaI-OTCFI aKTUBHbIE CECCUN.

* B pasgene Cob6biTuA oTobpaxatotcsa cobbiTus, nponsowenwine 8 PAM.

CUHXpOHU3aLus rpynnbl Nonb3oBaTesieN ¢ KaTarnorom

(D NPUMEYAHUE

Tonbko gnga rpynn n3 Active Directory.

1. MNepengnte B cCO3gaHHy0 rpynny nonb3oBaTtenen.

2. Haxxmute CUHXPOHM3NPOBaTb.

BbiGoOp NONUTUKK ONA rpynnbl Nofib3oBaTesnen

1. MNepenante B cCO3gaHHyo rpynny nonb3oBaTenen.



2. Haxkmute ¢, 4yT0BbI OBABUTL UMW U3MEHUTL MONMUTUKY.



Pecypchbl

Pasgen npegHasHaveH gnst paboTbl ¢ cepBepamn, paboynmm CTaHuMsaMu, ceTeBbIM 060pyAOBaHNEM U

KIMMMEHTCKNMUN MPUNOXEHNAMN.

Mouck pecypcosB

Mownck OCYLLUECTBIIAETCA B pa3ferie PecprbI.

BbicTpbIN Nouck

Beegute B cTpoky novcka Umsa pecypca unu Agpec (DNS umsa/IP agpec) nonHOCTBIO UM YacTUYHO.

PaclumpeHHbIN nouck

Haxmnte PaclumpeHHbIN NOUCK 1 BBEAUTE OLMH UIM HECKONbKO KpuTepmes, Umsa pecypca, DNS nms,

IP agpec NonHOCTLIO UK YacTMYHO. BbiGepute cocTosiHne pecypca:

e [ocTtyneH
o 3abnokupoBaH

e YnaneH
Bbibepute cepBMCHOE NOAKITHOYEHNE:!

e He 3apaHo

e Windows

e SSH

e Microsoft SQL Server
o MySQL

o PostgreSQL

e Oracle Database

e Cisco I0S

e Inspur BMC



Npodumnb pecypca

PAMRED.INDEED.LOCAL (pamred.indeed.local)

$E [oBaeuts paspewenue + OoBaeuts yuetnyro zanucs ﬁ MpoeepuTe CoefUHEHWE O CMHXpOHW3MpOBaTE E’] 3abnokupoeate ]m Yaanute

PAMRED.INDEED.LOCAL #
RedO5 Server #
pamred.indeed.local #
192.168.10.130 #

RED OS MUROM (7.3)

SSH Resources # @

Root OU #

20.10.2022 17:39:32
20.10.2022 17:40:35

SSH # @
RedOS 7.3.1
PAMRED.INDEED.LOCAL\admlocal

Mone3oBaTeNbCKUE NOAKIKYEHWNA Pazpelwenvs NokaneHele yYeTHbIE 2aNUcK [pynnel pecypcoe Ceccum CobbiTusa

“+ JoGaeuts

55H

# Peaaktvpoeats

Mpodmnb otobpaxkaeT gaHHbIe yKa3aHHble Npy AobaBneHuu:

e Am#A pecypca — 1Msi kKoMnbloTepa (aKTyanmnanpyeTcsi NOCNe BbINOMHEHUSI CUHXPOHM3aLMK).
o OnucaHue — NPOn3BOSbHbIN TEKCT.

° OnepaLWIOHHail CncTteMa — Ha3BaHne 1 Bepcusa OI'IGpGLI,VIOHHOVI CUCTEMbI (3aI'IOJ'IHF|eTCFI nocne

BbINOMTHEHWNSI CUHXPOHMU3ALMN).

e NMonutuka — Habop npaBun AENCTBYIOLLMI HA NOKanbHbIE YYETHbIE 3anncu 4ocTtyna, JoOaBneHHble
B Indeed PAM.

o lMoppasgeneHne — nms NoapasgerneHns B KOTOPOM COCTOUT pecypc.

o [laTa CUMHXpPOHM3aLUN — faTa U BpeMsi NocnegHen CUHXPOHM3aLMN JaHHbIX O pecypce.

e JlaTa CMUHXPOHM3aLUM YYETHbIX 3anucen — aarta U BpeMs NoCnegHen CUHXPOHN3aUUN YYETHbIX
3anucen pecypca.

o CepBUCHOe NoaKIYeHne — TUM NOAKIIYEHUS K pecypcy, KoTopoe ByaeT ncnonb3oBaTbCs
NoKanbHOW N JOMEHHOW CEPBUCHON YHETHOW 3amnuncChbio.



o WabnoH — nwm4a wabnoHa, NCNoNb3yeMoro Ans BbINOMHEHUS CEPBUCHBIX onepaunni (ana SSH

KOHHeKTOpa).

° CepBVICHaFl y4yeTHadA 3anmcb — NMA y‘-lGTHOVI 3anuncu, VICI'IOJ'Ib3yeMOl7I OnA cepBMCHOIo NOAKMYeHn4.

Monb3oBaTenbCKUe Noakno4YeHus

3necb OTO6pa)KaI-0TCFI M HaCTpanBarTCA NOAKIOYEHNA ONA OTKPbITUA NPpUBUNEernpoBaHHbIX ceccun.

[na kaxgoro pecypca MOXHO Co3aBaTb HECKOJIbKO MOJib30BaTENIbCKNX NOAKITIOYEHUI, €CIIN Ha OQHOM
cepBepe yCTaHOBJ1€Hbl HECKOJ1bKO ﬂpVIﬂO)KGHI/IVI, K KOTOpPbIM Heobxogum Flpl/IBI/IJ'IeI'I/IpOBaHHbIVI OOCTyn.

PaspelweHusn

Bce paspelueHusi, B KOTOpbIX UCMOSb3yeTcsl pecypc oTobpaatoTcsl Ha Bkrnaake PaspelueHus.
[nsa kaxaoro paspelueHns oTobpaxatoTcsa crieaytolne aaHHbIe:

e Ne — Homep paspelueHus.
» MNonb3oBaTtenu — nonb3oBartenu karanora Active Directory, Ana KOTOPbIX BblAaHbl paspeLLeHus.

¢ Pecypcbl — pecypchbl, Ha KOTOPbIX MOXET BbITb OTKpbiTa RDP, SSH unu web-ceccusi 0T UMEHUN y4eTHON

3anuncuy, ykasaHHow B paspeLLeHunin.
» MoppaspeneHne — umsi noapasaerieHnsl, B KOTOPOM COCTOUT PECYPC C AaHHbIM paspeLleHnem.

o 3Hauku cTaTyca pa3pelueHUs — nojackaska o ctatyce oTo6pasuTcs Npy HaBegeHUM Kypcopa MbILUK.

JlokanbHble y4eTHble 3annucu

Bce noGaBneHHble nokarnbHble yY4eTHbIE 3anncy AoCTyna oTobpaxatoTcs Ha Bknaake JlokanbHble y4YeTHble

3anucu.

[lns Kaxxgon nokanbHoW y4eTHON 3anucu oTobpaaloTcs crieayowme AaHHble:

e UMa — nmsa nokanbHOM y4eTHOM 3anncu pecypca.
o Pa3meweHne — Ha3BaHue pecypca, Ha KOTOPOM pa3MeLleHa nokanbHasi y4eTHasi 3anuch.
o CocTosiHMe — COCTOsIHME B KOTOPOM, HAXOAMUTCS NIOKanbHas y4deHasa 3anuch.

o MNMoppa3peneHne — umaA nogpasgeneHns, B KOTOPOM COCTOUT pecypc C AaHHOM NTIOKaribHOW YYEeTHOW

3armncblo.

e OnucaHue — NpPon3BOSbHbIN TEKCT.


http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/resources/adding-a-resource/

pynnbl pecypcoB

Mpynnbl pecypcoB, B KOTOPbLIX COCTOUT AaHHbIA pecypc, oTobpaxatoTcst Ha Bknaake Mpynnbl pecypcoB.

-+ NobBaeute
UTo6bl fOBABUTL rPYNMY PecypCoB HAKMUTE KHOMKY .

Mocne nobaeneHus rpynnbl pecypcoB 6y,u,yT OTO6pa)KaTbCFI cnegywuie gaHHble:

Mpynna pecypcoB — Ha3BaHve gob6aBneHHON rpynnbl pecypCcoB.

Tvn noaKNYeHNUa — TUN NOAKMYEHUS K peCcypCy.

Appec noaknoyeHUs — agpec pecypca.

YyeTHas 3annucb — y4dyeTHaaA 3arfncb, KOToOpad UCMNONb3yeTCcA A4 NOOKNHYEeHNA K peCypcCy.

Ceccumn

Bce akTuBHbIE U 3aBepLUEHHbIE CECCUM Ha pecypce oTobpaatoTcsa Ha Bknaake Ceccum.
[ns kaxaon ceccumn oTobpaxkatoTcs crieqyrolme AaHHble:

* MNMonb3oBatenb — nonb3oBarerb katanora Active Directory, KOTOpbI MHULMMPOBAI CECCuto.

¢ YyeTHas 3anucb — y4yeTHada 3anncb, KoTopas ncnonbayetca ans otkpbitna RDP, SSH nunu web-

ceccun.
e Pecypc — pecypc, Ha koTopoMm bbina oTkpbiTa RDP, SSH nnn web-ceccusa ot nmeHun y4eTHom 3anumcu.
e Appec nogknoyYeHnsa — akTUYECKUIN agpec NOAKITHYEHUS K KOHEYHOMY pecypcy
e ANUTenbHOCTb — ANNTENBHOCTb CECCUMN.
o NMoakntoyeHne — TUN NOAKMIOYEHNS.
e MNoakntoueHne k PAM — gata 1 Bpemsi OTKpbITUSI CeCcCum
o 3aBeplLUueHMe — [aTa 1 BpeMs 3aKpbITUsi CECCUMN.

o CocTtosiHne — otobpaaeT TekyLlee cocTosiHue ceccum (AKTUBHAS UMW 3aBepLLEHHAs).

YUTobbl BLIBECTM BCE CECCUM ANSt AAHHOIO pecypca, HaXMUTE KHOTKY MNMokas3aTtb Bce.

CoObITuA

Bce cobbiTusa Ha pecypce otobpaxatoTcs Ha Bknagke CobbiTus, 3gecb otobpaxarTcs nocnegHue 5

COObITUN.



[nsa kaxgoro cobbiTust oTobpakatoTcs cnegyroLlmne gaHHbIe:

Bpemsa cozgaHuna — gata u BpemMaA co3gaHuA cobbITKA.

Kog — kopa cobbiTus.

CoObITe — onvcaHue cobbiTug.

KomMnoHeHT — komnoHeHT Indeed PAM, koTopbI creHepupoBan cobbiTue.

MHuumaTtop — y4eTHas 3anmcb, KOTopas UHMLMMpOBara reHepaumio cobbiTus.

[ns npocMoTpa nogpo6Ho nHdopmaLmmn o cobbITUM HEOBXOAUMO PacKpbITb ero. YTobbl BLIBECTU BCe

CcobbITMS Anst 4aHHOro pecypca, HaXXMNUTE KHOMKY MNMokas3aTb Bce.

BbiGop nonutukmn anga pecypca

1. OTkponTe Npodunb pecypca.

2. Haxxmute #, 4yTo6bl 4O6ABUTL MU U3MEHUTD MOTUTHKY.



NobGaBneHue pecypcosB

NoGaBneHne pecypca Bpy4HYHO

[ns npegocTaBneHust 4OCTyna K pecypcy Nonb3oBaTensmM kartanora Heobxoanmo Ao6aeuTtb pecypc B Indeed
PAM.

1. Haxxmute [lobaBuTb B pa3gene Pecypchbl.
2. Buibepute NoapaspeneHue.

3. Beegute Umsa pecypca, DNS uma w/unun IP agpec 1 OnucaHue.

(D NPUMEYAHUE

[nsa pecypcoB Ha 6a3e OC Windows Heob6xoamMmo ykasbiBaTb peasnibHOe MMSA KOMMbIoTepa.

() NPUMEYAHVUE

Mpw ykasaHun IP-agpeca yuntbiBaiTe, YTO OH 06s3aTeNbHO AOMKEH ObiTb CTaTUYECKUM.

[NobaBneHue pecypcoB u3 panna

1. NogrotoBeTe CSV-hann ¢ pecypcamu.

2. Haxvmunte [lobaBuTb U3 hanna B pasgene Pecypchl.

3. BblbepuTte co3gaHHbin CSV-hbann.

4. Ecnu gnsa pecypcoB He06XoaAMMO OnpeaenuTb NOAUTUKY NocTaBbTe ranodky [lo6aBnATb C NOUTUKOMN.

5. Haxxmnte CoxpaHuTb.

(D NPUMEYAHUE

dopmart cTpoku pecypca B CSV:

Nmsa pecypca; Onucanme; DNS-ums; IP-agpec; Tun nonb3oBaTenbCKOro nogknoyeHns; Agpec
nonb3oBaTeNnbCKOro noakndeHns; NMopt nonb3oBarternbckoro nogknoyeHus; URL cTtpaHuubl Bxoaa;

URL CTpaHunuUbl BXOAa ABNAETCA perynAapHbIM Bblpa*XeHUNeM, Nms yHeTHOVI 3anmcu ana cepBnCcHOro



nogkntodenns; Tun cepBmMcHoOro nogknioveHns; LiabnoH cepesucHoro nogknioverHns SSH; Mopt
CepBUCHOro nogkntovenus; NMaponb Ansa npueunernposaHHoro exoga Cisco.

Mpumep:

HasBaHue Mpuopurter OnucaHue
Nmsa pecypca Ob6s3aTenbHbIn Nmsa pecypca B cucteme Indeed PAM.
Onucanune HeobsazaTtenbHblh  [1poOn3BOSbHbLINA TEKCT.

. DNS mnmsa vnn IP agpec pecypca. Heobxoanmo
DNS umsa vnun IP agpec Obsa3aTenbHbINn
yKasaTb O4VH 13 NapameTpoB.

YKasblBaeTcsi MMs MNonb30BaTENbCKOMO

noakntoyeHns. loctynHble nonb3oBaTtensckie
Tun nonb3oBaTenbCKOro 5
ObsazaTternbHbIn NOAKITOYEHUSA N UX UMEHA MOXXHO NMOCMOTPETL B
NoAKNYeHNA
pasgene KoHdurypauum — lNonb3oBarensckoe

nogkro4vyeHne.

YkasbiBaetcs |IP agpec nnu DNS umsa gns
ALpec nonb30oBaTenbCKOro 5
HeobsizatenbHbln  NepeonpeaeneHuns agpeca NnogkioyYeHns npm

NOAKITIOYEHMNSA
NOAKITOYEHNN K pecypcy.
[MopT nonb3oBaTenbCKOro _ YkasblBaeTcs NopT ANnsa ero nepeonpeaeneHns npu
HeobsasaTtenbHbIN
NOAKNIOYEHUSA NOAKITOYEHNN K pecypcy.
. YxasbiBaetca URL ctaHuubl Bxoga web-
URL cTpaHuubl Bxoga Heobsas3aTenbHbin
NPUIOXEHNS.
URL cTpaHuubl Bxoaa
. YkasbiBaeTcs ecnu 3agaH URL cTpaHuubl Bxoaa.
ABNSIETCA perynsipHbiM HeobasaTtenbHbIN

MpuHumaet 3HaveHns TRUE/FALSE.
BblpaXkeHnem



Ha3BaHune Mpuopurtet OnucaHwue

YKasblBaeTcsl UMl CEPBUCHOW YYETHOW 3anmcu ot
Nmsa yyeTHOM 3anncu ans . UMeHN KoTopour ByayT BbINONHATLECA CEPBUCHbIE
HeobasaTenbHbIN
CEPBUCHOIO NOLKNHOYEHUNS onepaumn. Y4yeTHas 3anucb JOMmkHa ObiTb

pobasneHa B CUCTEMY.

YKasbIBaeTCs MMSA CEPBUCHOIO MOAKMIOYEHMS.
Twun cepBUCHOrO 5 MimeHa cepBUCHbIX NOAKNHOYEHUIA MOXHO
HeobsasaTtenbHbIn
NOAKMNIOYEHUSA nocmoTpeThb B pasgene KoHdurypaumm —

CepBUCHOE MOAKITHYEHME.

YkasbiBaetca uma SSH wabnona, ecnu Tun
LLlabnoH cepBucHoro _ CepBWCHOro nogknto4veHns ykasaH SSH. MmeHa
Heobsas3aTtenbHbin
noaknto4deHmnsa SSH SSH wabnoHoB MOXHO NOCMOTPETL B pasgene

KoHurypaumm — CepBUCHOE NOOKITOYEHME.

[MopT cepBMCHOro .
HeobsizatenbHbin  YKasbiBaeTCs NOPT ANS ero nepeonpeneneHus.

NoAKMNoYeHus
Maponb ans YKasblBaeTcsa Ang npuBmUNerMpoBaHHoOro Bxoaa
NPUBUNErMpoOBaHHOIO HeobsazatenbHbin  Cisco, ecnu Tun cepBUCHONO NOAKIIOYEHMS YKa3aH
Bxoaa Cisco Cisco I0S.

HacTpoika nonb3oBaTenbCKOro NoakKnovYeHus

[ns kaxporo pecypca HeobxoaMMo HaCTPOUTL NONb3oBaTeNbCKOe NOAKMYeHne, koTopoe byaeT
NCNONb30BaHO AN OTKPbITUS CECCUM Ha pecypce.

HacTtpouka RDP nogkntoyeHus

o Bbibepute Tun nogknrovyeHns — RDP.

o Ecnu agpec nogkntoyeHus otnmyaerca or DNS nmenu/IP agpeca, ykaxuTte ero, oTMETUB pNaXkkoMm

COOTBETCTBYIOLLMIA MYHKT.

o Beegute MopT, ecnun otnnyaetcs ot CTaHOapTHOro.



(D NPUMEYAHMUE

[Mpn HeoBXxoaNMMOCTM OTKPbITUS ceccun ¢ napameTpoMm mstsc /admin BknounTe onumio 3anyckatb Kak

agMUHUCTpaTOp.

MNonb3oBaTenbCcKoe NoAKAUYEHNEe

Tvn NoAKnYSHMA

RDP

Anpec NoAKMHYEHWA

Win2019.indeed-id.local
(J Wecnonkzoeate Opyrol agpec AnA NofKIHoYeHWA

MNopTt

3389

(] 3anyctuTe kak agMUHMCTpaTOp

Comse [ e

HacTtpouka SSH nogknrovyeHus

o Bbibepute Tun nogkniovyeHnss — SSH.

o Ecnu agpec nogkntoveHus otnmyaerca ot DNS nmenwn/IP agpeca, ykaxuTte ero, oTMETUB haXkkoM

COOTBETCTBYIOLLMNA MYHKT.

o Beegute MopT, ecnun oTnMyaeTca oT cTaHgapTHOrO.




Monb3oBaTenbckoe NoAKAKOUEHNE

Twn noakKNHOYeHWA

55H

Anpec NogKIHYEHUA

server(5.indeed-id.local
() Mcnonszoeats ApYroW agpec ANA NOAKNHIUYEHKUA

Mopt

22

HacTponka KnmeHTCKOro nogKmnyYeHus

B Indeed PAM ctaHgapTHbIMK aBnsatoTcs nogkntodeHna RDP n SSH, octanbHble TUNbI NOAKNHOYEHWS,
Hanpumep, Beb-ceccus, nnun nogkntodeHne Kk CYB/[, HacTpamBaroTCs OTAENbHO ANs KaX4oro Lenesoro
npunoxeHuna. lanee 6yayT pacCMOTPEHbI MPUMEPbl HACTPOWKM NOAKNoYeHUs K Beb-koHconu Citrix
NetScaler n MS SQL Managemet Studio. Nocne ycraHoBku Indeed PAM aTu Tunbl noagknoyveHnsa yayT
OTCYTCTBOBaTb B CNUCKE NMOAKMoYeHW. [1na co3gaHnsa HOBOro Tyna nogknoyeHms Heobxoanmo obpatutbes

cnyxby TexHu4eckon nogaepxku Indeed.

HacTtpounka Beb-ceccum

o Bbibepute Tun nogknroyeHns — Citrix NetScaler.
o Beeaute URL Beb-npunoxeHus.

o Beeante URL cTpaHuubl BXxoaa BeEG-NpUNoXeHus.



Monb3oBaTenbckoe NoAKAKOUEHNE

Twun nogkKNHOYeHWA

Citrix Met5Scaler e

URL

192.168.10.102
() Mcnonezoeats ApYTOW aapec AnA NoAgKnHYeHUA

URL cTpannukl EXxoaa

hittpsi/A 192401680 100102/ login.*

PerynApHOe BeIpaxeHue

(D NPUMEYAHMUE

Ecnn URL cTpaHuMubl Bxoga MOXET HE COOTBETCTBOBATbL YKa3aHHOMY 3Ha4YeHUI0 nocrne obpalleHuns K
Hemy, To BKNounTe onunio PerynsapHoe BbipaxeHue, ornums no3BossieT YKasblBaTb BblpaXKeHne,

KoTopomy ByaeT cooTBeTCTBOBaTh It0O0€e 3HaYeHne agpeca.

HacTtpouka nogknrovyeHus Kk CYB[

o Bbibepute Tun nogkniovyeHusa — MS SQL Management Studio.

o Ecnu agpec nogkntoveHuns akzemnnapa MS SQL Server otnuyaetcs ot DNS umenu/IP agpeca,
YKaXuTe ero, oTMETUB (PraKkoM COOTBETCTBYOLLNA NMYHKT.

o Beegute MopT npn HeobGxogMMOCTM.

° I'Iepeonpe,qenMTe NPON3BOJIbHbIE MOJA U3 wabnoHa npum HeobxoaMMocCTu.



MN3meHeHne nonb3oBaTeNnbCcKOro NoAKAYEeHNs

Twun noaknoYeHMA

MS 5QL Management Studio. v

Anpec NogknKUEHKA

192.168.0.104
(J Wcnonezoeats apyroii agpec ANA NOAKNKHEHUS

Mopt

Mopt

Address

sglindeed.local\MS5QLDATA

HacTtpouka cepBUCHOro noaKrn4YeHns

B pamkax gaHHonm ctaTtbu He BygeT paccMaTpuBaTbCA HACTPOWMKA CEPBMCHOIO NOAKNIOYEHUS, nogpobHoe

onucaHue npouecca HaCcTPOWKM AOCTYMNHO B cTaTbe — HacTponka cepBMUCHOrO NOAKMNIOYEHUS A11S PeCcypCoB.

o OTtkntounte onumo Ucnonb3oBaTb KOHHEKTOp ANA CepBUCHOIO noAKNK4YeHUA.

o 3aBeplumTe gobasneHune pecypca.


http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/resources/setting-up-a-service-connection-for-resources/

HacTtpouka cepBUCHOro nogkno4YeHus
ANnA pecypcoB

Ansa pecypcos Ha 6a3e OC Windows, OC *nix 1 CYB MS SQL Server, MySQL, OracleDB u PostgreSQL, a
Tawke Cisco I0S u Inspur BMC MOXHO HacTpouTb CEpBUCHOE NMOAKIIOYEHME, KOTOPOE NMO3BOSUT BbINOMHATD

cregytoLme onepauum:

e MpoBEepKa COEAMHEHMS C PeCypCcoM;

e CUHXPOHM3ALMS YYETHbIX 3anncen;

e MpoBepKa Napons 1 Kr4a y4eTHbIX 3anucei;

e cOpocC napons u Knova y4eTHbIX 3anuncen;

e CUHXPOHM3aUusi rpynn 6€30NacHOCTU YYETHbIX 3aMNMCeN;

e CUHXpOHM3aumMs aaHHbIX o Bepcun OC unn CYB[.

HacTponky cepBMCHOro NoAKMYEeHMs MOXXHO BbINOMHUTL Kak BO BpeMsi 4obaBneHnsa pecypca, Tak n nocne
ero pobaeneHnsa B Indeed PAM. B gaHHOW cTaTbe pacCMOTPEHbI NPUMEPbLI HACTPOWMKN CEPBUCHOTO

NOAKITIOYEeHUA ONA yXxXe A06aBMNeHHbIX B cnctemy pecypcos.

() MHOOPMALIMSA

MpoBepka napornel NokanbHbIX YYETHbIX 3anuncen pecypcos nog ynpasneHmem OC Linux MoxeT

BbINONHATLCA 6€3 HACTPOVKM CEPBMCHOO NOAKIIOYEHNUS K peCypCy.

NoGaBrieHne y4yeTHbIX 3anuceun

CepBuCHbIe onepaunn BbINOSHATCS OT UMEHN CEPBUCHOWN y4eTHON 3anucu. B ponn cepBUCHOM MOXET
ObITb Ha3Ha4YeHa Kak fokarnbHas y4eTHas 3anucb pecypca, Tak U IOMeHHas yyeTHas 3anuce. Nepeq
HACTPOWKOW CEPBUCHOrO NoakntoyeHns Tpedyetca 4ob6aBnTb B CUCTEMY NOKANbHYI U JOMEHHYIO YYETHYHO

3aruncob.

[loGaBneHve pecypca

[oGaBneHne nokanbHbIX YY4ETHbIX 3anmcemn

[lobaBneHne gomeHa

[oGaBneHne OOMEHHbIX YYETHbIX 3anucen


http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/resources/adding-a-resource/
http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/resources/adding-a-resource/
http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/resources/resource-operations/#adding-an-account
http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/domains/adding-a-domain/
http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/domains/domain-operations/#adding-an-account

HacTtpouka cepBucHoro nogknto4veHusa gna OC
Windows

/\ NPEAYNPEXAEHUE

lMepen HacTponkowm cepBUCHOroO nogknoveHns Tpebyetcs gobasute B Indeed PAM nokanbHyo unu
AOMEHHY0 YYETHYIO 3amnucChb.

YUTtobbl HacTpouTb cepBucHoe nogkntoveHne gns OC Windows:

1. OTKpoWTe Npodunb pecypca U HaxMuTe ¢ cnpasa oT napameTpa CepBMCHOE NOAKMIOYEHMe.

2. B none KoHHekTOp BbiOepuTE 3Ha4YeHne Windows.

3. Ecnu agpec cepBUCHOIO MOAKIIOYEHNA OTNMYaeTCs OT aapeca pecypca, TO BKIUYMTE OMNLMIO
Ucnonb3oBaTh Apyron agpec Ans NoaknioveHus 1 n3meHuTe 3HadeHune B none Agpec
NOAKIIOYEHMUS.

4. Haxxmute Bnepep ansa nepexona K BblGOpy y4ETHOW 3anuchm.

5. BbibepuTte y4eTHy0 3anuchb.

6. Haxxmmte CoxpaHuTb 451 3aBePLUEHNSA HACTPOMKM CEPBUCHOIO MOAKMOYEHNS.

HacTtpouka cepBucHoro nogknto4veHusa gna OC
.
nix

/\ NPEAYNPEXAEHUE

Mepen HacTPOWKOM CEPBMUCHOIO NOAKIOYEHMS TpebyeTcs:

e nobasutb B Indeed PAM nokanbHYy0 U JOMEHHYHO YYETHYIO 3anuch;

 3arpysutb WabnoH SSH-KoHHeKTopa.

YT00bI HacTpouTb cepBucHoe noakntodeHne ana OC *nix:
p p 0 a

1. OTKpoIiTe Npodbunb pecypca 1 HaxmuTe ¢ cripaBa oT napameTpa CepBUCHOE NOAKMIOYEHME.
2. B none KoHHekTOp BLIOEpUTE 3Ha4eHne SSH.

3. BoibepuTe LabnoH cepBrcHOro Bzanmogenctand. B aTom none otobpaxkatoTca TONMbKO 3arpyKeHHbIE B
Indeed PAM wabnoHbl.


http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/resources/resource-operations/#adding-an-account
http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/domains/domain-operations/#adding-an-account
http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/resources/resource-operations/#adding-an-account
http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/domains/domain-operations/#adding-an-account
http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/configuration/#adding-a-service-connection-with-ssh-type
http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/configuration/#adding-a-service-connection-with-ssh-type
http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/configuration/#adding-a-service-connection-with-ssh-type

4. Ecnu agpec cepBUCHOrO NMOAKIIOYEHUS OTNMYaETCa OT aapeca pecypca, TO BKMYMTE ONLmMIo
Ucnonb3oBaTb Apyrou agpec Ansi NOAKMNIOYEHUA Y U3MEHUTE 3HaYyeHue B norne Agpec

NOAKITOYEHMUS.
. B none MopT ykaxuTe 3HaYeHne, eCnm OTNINYaeTcsl OT CTaHAapTHOrO.
. Haxxmute Bnepea ans nepexoga k BbI6opy Y4ETHOW 3anucy.

. BbiGepuTe yyeTHyto 3anuch.

0 N O O

. Haxxmute COXpaHVITb On4a 3aBepLueHnd HaCTpOVIKVI CepBUCHOIo NOAKIMKHYEeHNA.

HacTtpouka cepBucHoro nogknoveHua gna CYb[l
MS SQL Server

A NMPEOYNPEXOEHUE

lMepen HacTponKowm cepBMCHOroO nogkntoveHus Tpebyetcs gobasute B Indeed PAM nokanbHyo unm

[AOMEHHYIO YYETHYHO 3anuChb.

YTtoObl HacTpouTb cepBucHoe noakntoveHne ans CYB MS SQL Server:
1. OTKponTe Npohunb pecypca u HaxmuTe 4 cnpasa oT napameTpa CepBUCHOE NOAKNIOYEHuUe.
2. B none KoHHekTop BbibepuTe 3HayeHne Microsoft SQL Server.

3. Ecnun agpec cepBMCHOMO NOAKNIOYEHNSA OTAMYaETCs OT agpeca pecypca, TO BKAYMTE ONUMIO
Ucnonb3oBaTtb apyron agpec Ansi NOAKMNOYEHUA 1 U3MeHNTE 3Ha4YeHue B none Agpec
noAaKntoYeHus.

4. B none MopT ykaxuTe 3HAYEHNe, eCNn OTNINYaETCA OT CTaH4APTHOrO.
5. Haxxmnte Bnepen ons nepexofa K BblIOOpPY yY4ETHOW 3anmncu.
6. Boibepute yyeTHyto 3anumchb.

/\ NPEQYNPEXOEHUE

Ecnn aksemnnap MS SQL Server He BxoauT B cocTtaB gomeHa Active Directory, To B kayecTBe

CEpPBMCHON MOXHO UCMONb30BaTh TOSbLKO yyYeTHble 3anncu CYB[.


http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/resources/resource-operations/#adding-an-account
http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/domains/domain-operations/#adding-an-account

Ecnn BXxoguT, TO MOXXHO MCNOMb30BaTh Kak ydeTHble 3anucn CYB[, Tak n JOMEHHbIE yYETHbIE
3anucu.

7. Haxxmute CoxpaHuTb ON15 3aBepLUEHMSI HACTPONKM CEPBUCHOTO NMOAKITHOYEHUS.

HacTtpouka cepBucHoro nogkntoveHua ana CYb[l
OracleDB

/\ NPEAYNPEXAEHUE

[Mepen HacTponkowm cepBUCHOroO nogkntoveHns Tpebyetcs gobasute B Indeed PAM nokanbHyo unu
AOMEHHY0 YYETHYIO 3amnucChb.

YUTtobbl HacTpouTb cepBucHoe noakntoveHne ans CYB[ OracleDB:

1. OTKpoWTe Npocunb pecypca U HaxMuTe ¢ cnpasa oT napameTpa CepBMCHOE NOAKMIOYEHMe.

2. B none KoHHekTop BLIOepuTe 3Ha4veHne Oracle Database.

3. Bknounte onumio Ucnonb3oBaTb Apyron agpec Ans NOAKMOYEeHUA N BBeAUTE CTPOKY NOLKMYEHUS
k CYBL Bnaa host[:port][/service name] B none Agpec NnogKno4YeHus.

4. Haxxmute Bnepepn ansa nepexona K BblOOpY y4E€THOW 3anucm.
5. BblbepuTe y4eTHYIO 3annchb.

6. Haxxmute CoxpaHuTb A5 3aBEPLUEHUSI HACTPOWMKN CEPBUCHONO NOAKMHOYEHUSI.

HacTtpouka cepBucHoro nogknoveHusa gna CYb[l
PostgreSQL unu PostgreSQL Pro

A NMPEOYNPEXOEHUE

Mepen HacTponkowm cepBUCHOrO nogkntoveHns Tpebyetcs gobasute B Indeed PAM nokanbHyo unu

[AOMEHHYIO YYETHYHO 3anucChb.

YTto6bl HacTponTb cepBucHoe nogkntoveHune ana CYB[ PostgreSQL wnu PostgreSQL Pro:

1. OTKponTe Npohunb pecypca u HaxmuTe 4 cnpasa oT napameTpa CepBUCHOE NOAKNIOYEHUe.

2. B none KoHHeKkTOp Bbibepute 3HavyeHne PostgreSQL.


http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/resources/resource-operations/#adding-an-account
http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/domains/domain-operations/#adding-an-account
http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/resources/resource-operations/#adding-an-account
http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/domains/domain-operations/#adding-an-account

3. Ecnu agpec cepBUCHOIo NOAKMOYEHNs OTNIMYAEeTCs OT agpeca pecypca, TO BKIYMUTE ONLno
Ucnonb3oBaTb Apyrou agpec Ansi NOAKMNIOYEHUA Y U3MEHUTE 3HaYyeHue B norne Agpec

NOAKITOYEHMUS.
. B none MopT ykaxuTe 3HaYeHne, eCnm OTNINYaeTcsl OT CTaHAapTHOrO.
. Haxxmute Bnepea ans nepexoga k BbI6opy Y4ETHOW 3anucy.

. BbiGepuTe yyeTHyto 3anuch.

~N O o B~

. Haxxmute COXpaHVITb On4a 3aBepLueHnd HaCTpOVIKVI CepBUCHOIo NOAKIMKHYEeHNA.

HacTtpouka cepBucHoro nogknoveHua gna CYb[l
MySQL

Moppepxusaetca ona MySQL sBepcun 8.4.5 1 meHbLue. 1N BbINOMHEHNA cepBUCHBIX onepauuni Indeed
PAM vcnonb3yet Tnn ayteHTudunkaumm mysql_native_password. B Bepcusx 8.4.0-8.4.5 atot Tmn no
YMOSYaHWUIO OTKNOYEH, NOTpebyeTca ero BKMAYUTbL B COOTBETCTBUM C foKymeHTaumen MySQL. OcTtanbHble

TUNbl ayTEHTUUKALMN HE NoaaEePKMBAIOTCS.

/\ NPEAYNPEXAEHUE

[Mepen HACTPOMKOM CEPBUCHOIO NogkntoyeHus Tpedyetca gobasnte B Indeed PAM nokanbHyro mnm

AOMEHHYH0 YYETHYHO 3anuChb.

YTtobbl HacTpouTb cepBucHoe noakntodeHne ansa CYb MySQL.:

1. OTKpoIiTe Npocbunb pecypca 1 HaxmuTe ¢ cripaBa oT napametpa CepBUCHOE NOAKMIOYEHMe.
2. B none KoHHekTOp BbibepuTe 3HayeHne MySQL.

3. Ecnu agpec cepBUCHOO NOAKMHOYEHNA OTNNYAETCS OT agpeca pecypca, TO BKMHYMTE ONLmio
Ucnonb3oBaThb gpyrovn agpec Ans NoAKMovYeHUs 1 U3MeHuTe 3HadeHne B none Agpec

NOAKIIOYEHUA.
. B none MopT ykaxuTe 3Ha4yeHne, ecnun oTnn4aeTcs OT CTaHOAapPTHOrO.
. Haxxmnte Bnepepn ans nepexoga K BblOOpy y4ETHOW 3anuncu.
. Bbibepute yyeTHyto 3anuch.
. Haxxmnte CoxpaHuTb.

. OTkponTe npodusb cepBUCHON yyeTHon 3annucm MySQL 1 HaxmuTe # cnpasa oT napameTpa Ums.

© o0 N o o H

. YKaxute 3HaveHue xocTa Ansa y4eTHon 3anucu: %/Uma xocta/IP-agpec.


http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/resources/resource-operations/#adding-an-account
http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/domains/domain-operations/#adding-an-account

HacTtpounka cepsucHoro nogkniwo4veHusn gnsa Cisco
I0S

/\ NPEAYNPEXAEHUE

lMepen HacTponkowm cepBUCHOroO nogknoveHns Tpebyetcs gobasute B Indeed PAM nokanbHyo unu
AOMEHHYI0 YYETHYIO 3anuchb.

YUTtobbl HacTpouTb cepBucHoe noakntodeHne gns Cisco I0S:

1. OTKpoIiTe Npocbunb pecypca 1 Haxmute ¢ cripaBa oT napametpa CepBUCHOE NOAKMIOYEHMe.
2. B none KoHHekTOp BLIOEpuTE 3Ha4yeHune Cisco 10S.

3. Ecnn Tpe6yeTc;| 3a4aTb Naporib AnAa npuBmunermpoBaHHOro pexnmMma, 1o BKno4vnTe onuunto

MpuBUNernpoBaHHbLIN PEXUM UMEET NAPONb 1 YKaXKUTE Naporb.

4. Ecnv agpec cepBUCHOIO NOAKIMOYEHUS OTNIMYAETCA OT agpeca pecypca, TO BKIOYMUTE ONunto
Ucnonb3oBaTtb Apyron agpec Ansi NOAKMOYEHUA 1N U3MeHNTE 3Ha4YeHue B none Agpec

NOAKIYEHMUS.
. B none MopT ykaxute 3HayeHne, ecnm oTNM4aeTcs oT CTaHOapTHOrO.
. Haxxmnte Bnepep ans nepexona K BbIOOpY y4ETHOMN 3amnncu.

. BoibepuTe y4eTHyto 3anuce.

® N O O

. Haxxmunte CoxpaHuTb 4NnS 3aBepLUIEeHNs HACTPONKN CEPBUCHOMO NMOAKMHOYEHUS.

HacTpouka cepBucHoro noaknodeHus ans Inspur
BMC

/\ NPEAYNPEXOEHUE

lMepen HacTpoOnKoWn cepBMCHOrO nogkntoveHns Tpebyetcs gobasute B Indeed PAM nokanbHyo unu
AOMEHHYI0 YYETHYHO 3anuchb.

UTtoObl HacTpouTb cepBucHoe noakntoveHne ans Inspur BMC:

1. OTKpoIiTe Npocunb pecypca U Haxmute ¢ cripaBa oT napametpa CepBUCHOE NOAKMIOYEHME.

2. B none KoHHekTOp Bblbepute 3HavyeHne Inspur BMC.


http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/resources/resource-operations/#adding-an-account
http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/domains/domain-operations/#adding-an-account
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst2960l/software/15-2_7_e/configuration_guide/sec/b_1527e_security_2960l_cg/controlling_switch_access_with_passwords_and_privilege_levels.html#task_zx3_r44_4jb
http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/resources/resource-operations/#adding-an-account
http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/domains/domain-operations/#adding-an-account
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. Ecnu agpec CcepBMCHOIo NOAKMKYEHNA OTIIMHAETCA OT aapeca pecypca, TO BKIKo4YnTe onuunio

Ucnonb3oBaTb p,pyroﬁ agpec Ana noaknrYeHus N n3MeHnTe 3HadeHne B rnone Agpec

noAaKn4eHus.

. B none MopT ykaxuTe 3HaYeHne, eCnm OTNINYaeTcsl OT CTaHAapTHOrO.
. Haxxmute Bnepea ans nepexoga k BbI6opy Y4ETHOW 3anucy.
. BbibepuTe yueTHyto 3anuchb.

. Haxxmute COXpaHVITb On4a 3aBepLueHnd HaCTpOVIKVI CepBUCHOIo NOAKIMKHYEeHNA.



Onepauun Hag pecypcamu

PenaktupoBaHue pecypca

®yHKuMs nossonseTt usmeHnTe Umsa pecypca, Onucanue, NoapasaeneHue,
Monutuky, NMonb3oBaTenbckoe nnv CepBUCHOE NOAKITIOYEHME.

o HaxmuTe # B npodune pecypca cnpasa OT HYXHOro napametpa.

[No6aBneHue Nonb30BaTeNIbCKOro NoaKno4YeHus

CDyHKLl,VIFI nossonsieT 4ob6aBnTb OAHO UM HECKONBbKO NOSb30BaTENbCKUX NOAKMHOYEHWUHN, OOCTYNHbIX AnA

[laHHOrO pecypca.

o Haxmunte lobaBuUTL Ha BkNaake [Nonb3oBaTenbckue NoaknoYeHns

o Bbibepute Tvn nogkntoveHus: RDP, SSH, Telnet, nubo gpyroe nonb3oBaTenbCKoe NOAKIYEHME U

YKaxXuTe agpec, nopt NOAKMKYEeHNA U Apyrne napamMeTpbl Nofib30BaTelIbCKUX NoaKMHO4YEHNN

NoGaBneHne y4yeTHOM 3anncu

dyHKkuma nossonseT gobaenatb B Indeed PAM nokanbHbie y4eTHbIE 3anucu pecypca, KoTopble MoryT

Mcnosib3oBaTbCA ANA npenocTtaslieHnA OOCTYyNa Ha pecypcC.

¢ HaxmuTte [lo6aBUTb YUYE€THYIO 3anucb B Npocune pecypca.

o Beeaute Umsa yyeTHom 3anucu n Onucaxume.

Maponb n SSH-kNtoY

Ecnu ons pecypca cepBucHoe nogknoyeHne ¢ Tunom SSH, 1o npu gobasneHnn y4eTHOW 3anmcu NosBUTCA
BO3MOXHOCTb reHepaumm unm py4yHoro gobaeneHuns He TonbKo napons, Ho n SSH-kntova. Takke, NS Taknx
YYeTHbIX 3anucen eCTb BO3MOXHOCTb He YCTaHaBNuBaTb Naposib, MacTep HaCTPONKM oTobpasnT
AONONMHUTENBHBIN NYHKT NpU HacTporke naponss — He 3apaBatb. Huke Byget paccMoTpeH npumep
pobasrneHus ydetHon 3anmcn OC *nix. MNMpu gobasneHunn yveTHbix 3anmucent OC Windows n CYB[ 6yaet
OTCYTCTBOBaTb NMyHKT He 3apaBaTh Npu HacTporke napons, 1 ByaeT oTcyTCcTBOBaTb CTpaHuLua Ans

reHepawmm unm py4yHon yctaHoBkm SSH-kntoya.



HacTpoiika napons

o BbiGepute nyHkT He 3agaBaTb, CreHepupoBaTh Crly4amMHbIn naponb 11 3aaaTtb Naposnb
BPYU4HYIO.

» BBegute naponb nnu npogorkute Bbibpas NyHKT He 3agaBaTh unv CreHepupoBaThb CryYauHbIN
naponb.

HoBbi naposb .

(") He zagaeats
@ CreHepupoBaTe CNYYaiHLIA Napois

) 3apaTk Naponk BRYYHYKO

HacTtponka SSH-knroua

» BbiGepute nyHkT He 3apgaBaTb, CreHepupoBaTb HOBbIM SSH-kntoy nnn 3apgatb SSH-knoy
BPY4HYHO.

e Bbibepute cann SSH-kniova 1 BBEQMTeE ero naponb nnu Nnpogorkute Bolbpas NnyHKT He 3apaBaTtb
nnn CreHepupoBaTb HOBbIN SSH-kntou.

o 3aBeplmnte gobaBneHne y4eTHOM 3anucu.



Hosblin SSH kKnou

i) He zapaeats
@ CreHepWposaTe HOBBIA SSH kakoy

(3 3anate S5H kaod BpyYHYO

MpoBepka coeanHEHUSI C peCcypcom

®yYHKLMA NO3BONSET NPOBEPUTL CETEBYHO AOCTYNHOCTL pecypca, KOPPEKTHOCTb aapeca, MMEHMU 1 Naporns

CEPBUCHOWN Y4ETHOW 3anucu.

e Haxmute MpoBepuTb coeanHeHue B npodune pecypca.

CuHXpoOHU3auuns

®yHKLMA NO3BONSAET NONYYNTb KOPPEKTHOE UMs pecypca, Bepcuto OC nnn CYB[, nokanbHble y4yeTHble
3anucum pecypca u rpynnbl 6e30nacHOCTU, B KOTOPbIX OHU COCTOAT. CUHXPOHMU3aumsa LOCTYMNHA TOMbKO ANs

PECypCOB C HACTPOEHHbLIM CEPBUCHBLIM NOAKMYEHNEM, NHaYe PyHKUMS CUHXpOHU3auua Oyaer

OTCYyTCTBOBaTb B Npodure pecypca.

e Haxmute CUHXpOHM3MpOBaTL B Npodune pecypca.



(D NPUMEYAHMUE

Y4yeTHble 3anucu, koTopble bl gobaeneHsl B Indeed PAM npu nomoLum doyHKLMK
CHHXpPOHM3MpOBaTb OyayT oTMeYeHbl cuMmBorioM @, ans npogomkeHns paboTbl ¢ HAMK NoTpebyeTcs
npeaocTaBuUTb CUCTEME MX Maposib, UM COPOCUTL Ero Ha cryvanHoe 3HavyeHue. NogpobHoe onucaHne

npouecca noareepXxXngeHmA y4eTHbIX 3anuceun onucaHo B cTaTbe.

BrnokupoBka
®DyHKUMA NO3BONSET NPUOCTAHOBUTL AENCTBUE BCEX Pa3peLleHni, B KOTOPbIX UCMOMb3YeTCs pecypc.

» HaxmuTte 3abnokupoBathb B npodune pecypca.

(D NPUMEYAHMUE

Pecypc 6y,1:|,eT oTmeueH cumsoriom ©. Bee paspelleHnd, B KOTOPbIX pecypcC ABJITAETCA Y4aCTHUKOM,

OyayT OTMEYEHbI CUMBOJSIOM

YnaneHue/BoccTaHOBIeHMe pecypca

YpaneHue pecypca

e HaxmuTe YaanuTtb B npocdune pecypca.

(D NPUMEYAHUE

Mepen yoaneHnem pecypca HeobxogMmo yaannTb BCE yYETHbIE 3anmcu, Kotopble bbinn gobaeneHbl 13

yoandaemMoro pecypca.

BoccTaHoBneHue pecypca

HaxmuTte PacwumpeHHbIN nouck B pasgene Pecypcbil.

Beeaute Umsa pecypca nnu Agpec (DNS appec/IP agpec) nofHOCTbIO UK YacTUYHO.

Bbibepute ansa nons CocrosiHue 3HavyeHne YaaneH v Haxmute Hantu.

OTkponTte npodunb pecypca n HaxmuTe BoccTtaHOBUTD.


http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/accounts/account-operations/#account-confirmation

e Beegute NPUYNHY BOCCTAHOBIIEHNA U HAXMUTE BoccTtaHOBUTL.



MaccoBble onepauun Hag pecypcamu

HacTtpounka cepBUCHOro nogkKno4YeHus

e B pasgene Pecprbl OTMETbTE OANH UITN HECKOJ1bKO PECYPCOB N HAXMUTE HaCTpOVITb CcepBUCHOe

coegunHeHwue.

(D NPUMEYAHUE

[ns BbIOpaHHbIX pecypcoB ByayT HaCTPOEHbI OANHAKOBLIE TUMbl CEPBUCHbBIX MOAKIOYEHMI 1 BbIOpaHa

OoAdHa cepBUCHasdA y4eTHaA 3anuchb. B kauecTtBe CGpBI/ICHOI?I yquHon 3anncn pekomeHayeTcA
ncnornb3oBaTb AOMEHHYHO YY4ETHYIO 3aMnnCb, KOTOpadA MMEET MNpaBa JIOKalibHOro agMmMHMUCTpaTtopa Ha

BCEX BblGpaHHbIX pecypcax.

MpoBepka coeAUHEHUs1 C pecypcom

» B pasgene Pecypcbl OTMETLTE O[IMH U HECKONBbKO pecypcoB 1 HaxmMmuTe MpoBepuTb coeanHeHue.

YpaneHue pecypcoB

e B pasgene Pecprbl OTMETbTE OANH UITN HECKOJ1bKO PECYPCOB N HAXMUTE Yoanutsb.

(D NPUMEYAHUE
I'Iepe,q yoaneHnem pecypcoB HeO6XO,D,VIMO yoanntb BCe y4YE€THbIE 3arnncun, Kotopblie Obinun ﬂ,06aBJ'IeHbI

N3 yaansieMbIX pecypCcoB.

YCTaHOBUTb NOJNIUTUKY

» B pasgene Pecypcbl OTMeTLTE OAMH UM HECKOITbKO PECYPCOB U HaXXMUTe YCTaHOBUTb NMOSTUTUKY .
» BbiGepute HOBYHO NONUTUKY AN1S BbIOpaHHbIX PECYPCOB 1 HaxXMnTe BbiopaTb.

o B okHe noaTBepxaeHust HaxXMuTe YCTaHOBUTD.



YcTaHOBUTL noapasperieHume

e B pasgene Pecypcu OTMETbTE OANH UITN HECKOJ1bKO PECYPCOB N HAXMUTE YcTtaHoOBUTL
noagpasnerneHue.

o Bbibepute HOBOe noapasgenenune ans BblbpaHHbIX pecypcoB 1 Haxmute OK.

e B okHe noaTBepXaeHnAa HaxXMnTe YcTtaHOBUTL.



‘pynnbl pecypcoB

Pasnen npegHasHaveH Ans rpynnmpoBKM PeCcypcoB C Lienbio GbICTPON 1 yao6HOW Bbiaaum pas3peLleHuii

cpasy Ha BCIo rpynny, a Takxke NPoCMOTpa CeCcCuit U cobbITUI B LIeNoM Mo rpynne.

Mouck rpynn pecypcosB

BbicTpbIN Nouck

Beeaute B cTpoky novncka Mmsa rpynnbl pecypca unm onncaHume nosiHOCTbI0 UM YacTUYHO.

PacwunpeHHbIN NOUCK

HaxmuTe PaclumpeHHbIN NOUCK 1 BBEAMTE OAMH UMW HECKOMbKO KpuTepues: MMsa rpynnbl pecypca,

CoctosiHune nnu NMoapasneneHue. BoibepuTte cocTosiHue:

o [locTynHa

e YnaneHa

PYHKLUM rpynn pecypcoB

Pepaktu poBaHue rpynnbli
®yHKUMS No3BoNseT n3meHTb Umsa n OnucaHme rpynneoi

o HaxmuTte # B npocbune pecypca cnpasa OT HYyXXHOro napameTpa.

Nob6aBneHue pecypcoB

[na paboTkl ¢ rpynnaMu pecypcoB cHavana Heobxoanmo cosaath rpynny 1 AoGaBuTb B HEE PECYPChI.

1. HaxxmuTte [lo6aBuTb B pasaene Mpynnbl Pecypcos.
2. Boibepute NMogpaspeneHue.

3. Beegute Ums rpynnbl pecypcoB, OnucaHue.



4. Bo Bpems gobasneHust pecypca B rpynny ectb napametp lo6aBnsaTb pecypcbl BMECTe C yY4eTHOM
3anucbio OT KOTOPOro 3aBUCUT cnocob paboThl rpynnbl pecypcoB. ATOT NapamMeTp BrMSET Ha TO, Kak

OyneT BblaaBaTbCsA pa3peLleHne Ha rpynny pecypcos.
i. Ecnn oTMeTuTb 3TOT NapameTp, To Npu Ao6aBNeHNM KaXaoro oTAernsHOro pecypca Heobxoanmo

OygeT ykasaTb JOMEHHYH YYETHYIO 3anmcb AN AOCTyna K pecypcam u3 rpynnbi.
ii. Ecnn He oTmeyvaTb aTOT NapamMmeTp, To Npu AobaBneHnn Kaxxgoro OTAENbHOro pecypca ykasblBaTb

YYETHYI0 3anucb OyaeT He Hago.

Hogas rpynna pecypcos

Mmn

Windows

OnucaHue

OnucaHwe

[oBaenaTe pecypckl BMECTe C yYeTHOR 3annceHo

oo ] o

5. CoxpaHute nameHeHwusl.

Mpynnel pecypcos

Wima, onucaHme Q PaclwmpeHHbii nonck
+ JoBaeuTs

O Wma Mogpazgenenue Onwucanne

O 55H Resources Root OU Linux cepeepa

6. OTkponTe co3aaHHyo rpynny pecypcos, BO Bkragke Pecypcbl HaxxmuTe kHomnky [lo6aBuTb 1 gobaBbTe

B rPynmny Hy>Hble pecypchbl.



SSH Resources 2 INDEED\adm ~

8 /JobaeuTk paspelueHme ]m ¥aanuTe

55H Resources #

Linux cepespa #

Root OU
Pecypcwl Fazpewenns Ceccumn CobeiTHA
4+ JoBaeute
OJ Pecypc Tun nogwnroueHnA Appec nogKnroueHWA YueTHaA zanuck
OJ REDOS 55H 192.168.10.130 REDOS\admlocal

Job6aBneHue pa3peLueHnmn
MogpobHoe onucaHne paboTbl C paspeLlleHnsaMm ONMcaHo ganee, B pasgene PaspelweHus.

[ns co3gaHns HOBOroO paspeLleHns HaxmutTe [lobaBuTb paspelueHue, BoibepuTe nonb3oBartens u3
katanora AD, Bpems OeiCTBUA pa3peLleHnsi, pacnmcaHme JocTyna, BO3MOXHOCTb MPOCMOTPA YYETHbIX
AaHHbIX, YKaXXUTe NCTOYHWK NOoAKIoYeHns(ecnu TpebyeTtcs) 1 nosbllweHne npusunermn B SSH

ceccusx(onumoHanbHo ansa SSH ceccuit) n HaxmuTe Co3paTthb.

Ecnu 6b1n oTmeyeH napametp [1o6aBNATL pecypcbl BMecTe C yYeTHOW 3anucbio, TO paspeLleHne Ha
pecypcbl ByaeT BblgaBaTbCs K KaXXgoMy pecypcy nod OTAeNbHO yka3aHHOW yYeTHOM 3anuckto. Ecnn atot
napameTp He Bbinl OTMeYeH, TO BO BPEMS Bblgayn paspeLleHns Heobxoammo GyaeTt BolbpaTb, OT Kakoi

y4YeTHOI 3anucu 6yaeT Bbl4aHO pa3peLleHne Ha BCO rpynmny.

Tak kak paspeLueHne co3aaeTcsl Ha BCHO rpynny, Nonb30BaTesnto CTAHOBSATCS AOCTYMHbI cpasy BCe Pecypchbl
rpynnbl. Mpu M3aMeHeHUU cocTaBa rpynbl PECYPCOB Y Nofb3oBaTers B pamMmkax paspeLLeHust Takke

M3MEHUTCA COCTaB AOCTYMHbIX A4 NOAKITHOYEeHUA peCypCoB.


http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/permissions/
http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/permissions/

Cnuncok cosaaHHbIX paspeLueHnii MOXXHO NOCMOTPETh BO BKNaake Pa3peweHus. [pu Haxatum Ha
paspeLleHne OTKPoeTCs ero Nnpourb.

NMpocmoTtp ceccum

Bo Bknagke Ceccum oToGpaxkaeTcsl CMCOK NMOCHEAHNX CECCUI C KaXabIM U3 pecypcoB rpynnbl. Mpu
HaxxaTum Ha ccbinky MokasaTb Bce OTKPOeTCs pesynbraT Noncka BCEX CECCUii No AaHHOW rpynne pecypcos

B pasgene Bce ceccum.

NMpocmoTp coObITUN

Bo Bknagke CobbITUA oTOGpaxatTca nocrnegHne cobbliTvst 0 AaHHOW rpynne pecypcoB. [Npu HaxaTnm Ha
ccbinky MokasaTb Bce OTKpoeTCs pesynbraT Nnoucka Bcex coObiTMiA MO AaHHON rpynne pecypcoB B pa3gerne
Cob6biTuA.

YpaneHue rpynn pecypcoB

B pasgene MNpynnbl pecypcoB OTMETLTE OAHY UM HECKOMBbKO Py 1 HaxXMuUTe YaanuTb.


http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/permissions/#permission-page
http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/all-sessions/
http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/all-sessions/
http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/events/
http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/events/

Y4yeTHbIe 3anucu

Paspen npegHa3HadveH anAa pa60TbI C nokalnbHbIMAN N AOMEHHbIMU Y4ETHBIMU 3aNNCAMN.

NobGaBneHne y4yeTHOM 3anncu

UTtobbl fo6aBuTh y4eTHYIO 3anncb B PAM, BbINONHUTE cnegyowime OencTBus:

1. MNepengnte B pasgen Y4yeTHble 3anucu 1 Haxmute [lo6aBuTb.

2. Bbibepute pecypc unm OMeH, B KOTOPOM ByaeT pa3melleHa y4eTHas 3anuchb.
3. BBegute ums yyetHom 3anucum n, npm HeOBXo4MMOCTH, ONUCaHKe.

4. 3agante naponb. MakcumanbHas anuHa napons — 4096 cumBonos.

5. NpoBepbTe faHHbIE N COXPAHUTE YYETHYHO 3anuchb.

Monck yyeTHOM 3anucu

Mownck OCYLLUECTBIIAETCA B pa3fere Y4yeTHble 3anucu.

BbicTpbIN Nouck

Beegute B CTPOKY MNMoucKa Uma yquHoﬁ 3anunucu nosiHOCTbo UM 4YaCTUYHO.

PaclumpeHHbIN nouck

Haxmute PaclumMpeHHbIN NOUCK 1 BBEAUTE OOVH UMW HECKOMNbKO KpuTepues, UMs yyeTHOM

3anucu rnoriHOCTb UM YaCTU4YHO. Bbl6epl/ITe COCTOAHNE yquHOVI 3arncu.:

Oxunpaet peweHna

NrHopupyetca

YnpasnseTcs

3abnokupoBaHa

YnaneHa

BbiGepuTe pasmMelleHne y4eTHON 3anmncu:



» JlokanbHasa y4yeTHas 3anucb [1ns novcka eeeante Uma pecypca nnn Agpec (DNS agpec/IP agpec)

NOJIHOCTbIO UJTN YaCTUYHO.

o [lomeHHas y4yeTHasa 3anucb [Ansa noucka seegute NetBIOS nmsa nomeHa nnn DNS nms

AOMeHa MNOJIHOCTbI UM YaCTU4HO.

NMpodunb yyeTHOM 3anucu

REDOS\admlocal A INDEED\adm ~
$8 [dobaeutk paspelweHne V) BoccraHoBuTs Eg lpoeeputs & CmeHuTb Nnaponb

@2 Ycranoewuts S5H karou C‘l CHMHXpPOHWIMPOEATE E'] 3a0NoKWpOEBaTE @ Wruopupoeats

]m Ynanute

admlocal #

Pecypc REDOS

Local root admin &
Default policy 3 # @
Root OU

09.11.2022 12:56:47

09.11.2022 12:56:18

Bonelwe «
Pazpewenur Ceccum CoSbITKA [pynnel GezonacHOCTH
ME MonbzoeaTtenwn MogpazgeneH... Pecypchi
5 victor@indeed.local Root OU REDOS (55H) [E] REDOS\admlocal [ W

Lo

Mpodunb oTobpaxkaeT AaHHbIe, yKasaHHble Npy 06aBNeHUN YYETHON 3anucu:

e UMsa — ums pecypca, Ha KOTOPOM pasMeLLeHa y4eTHast 3anuch JOCTyNa U UMs Y4ETHOIN 3anmcu
foctyna.

¢ PasmelweHne — nwvs pecypca nin gomMmeHa rae pacnosfoxeHa yd4eTHada 3anncb AocTtyna.

e OnucaHue — I'IpOI/ISBOJ'IbeIﬁ TEKCT.



e Monutuka — Habop npaBun, AENCTBYIOLLMX NPU OTKPbITUM CECCUN OT MMEHW YYETHOW 3anucu JocTyna.
o lMoppaspeneHne — nms nogpasgeneHuns, B KOTOPOM COCTOUT pecypc.

o [lata npoBepKu napons — gata 1 BpeMs nocriefHen NpoBePKN Napons y4eTHOW 3anucu.

o lata npoBepkn SSH knroya — fata u Bpems nocrnegHen nposepkn SSH kntova y4eTHOM 3anucu.

e [laTa CUHXpPOHM3aUUN — faTa U BpeMs nocnegHen CUHXPOHU3aUUKN SaHHbIX.

o [lata po6aBneHna — garta v Bpems JobaBneHus yyeTHouM 3anucu goctyna B Indeed PAM.

» lNocnegHee nameHeHne — fara v BpeMs NnocregHero pefakTMpoBaHus Y4eTHOW 3anucn JocTtyna.

+ Bpems nocnegHen cMeHbl Napons — garta U BpeMsa nameHeHus napons B 6ase Indeed PAM.

e Bpewms nocrneaHen CMeHbl naporns Ha pecypceIB AOMeHe — JaTa N BpEMA U3AMEHEHNA NMapond B

6a3se Indeed PAM u Ha pecypce.
» Bpewms nocnegHen cmeHbl SSH knrovya — garta u Bpems nsameHeHnst SSH knitova B 6ase Indeed PAM.

» Bpewms nocnegHen cmeHbl SSH kntova Ha pecypce — faTa n BpeMs uameHeHms SSH kniova B 6ase

Indeed PAM u Ha pecypce.

PaspeweHus

Bce paspelleHusi, B KOTOPbIX UCMOMb3yeTcs y4eTHasa 3anncb otobpaxatTca Ha Bknaake Paspelwuenus. Ons
Kak[I0ro paspelleHusi oTobpakaroTcs crieaytoLime AaHHble:

e Ne — Homep paspelueHus.
» Nonb3oBaTtenu — nonb3oBartenu karanora Active Directory, onsa KOTOpbIX BblAaHO paspeLLeHne.
o loppaspeneHne — nms nogpasgeneHuns, B KOTOPOM COCTOUT pecypc.

¢ Y4yeTHas 3anucb — y4yeTHasd 3anncb, Kotopas ncnonbayerca ons otkpbitna RDP, SSH unu web-ceccumn
Ha pecypcax yKa3aHHbIX B paspeLleHuMm.

* Pecypcbl — pecypchbl, Ha KOTOpbIX MOXeT bbITb OoTKpbiTa RDP, SSH nnu web-ceccus ot
WMEHW yKa3aHHOW YYEeTHOM 3anucu.

Ceccumn

Bce akTuBHbIE 1 3aBepLUEHHbIE CECCUM YHETHOM 3anucm otobpakatoTcst Ha Bknagke Ceccun. [Inga kaxgon
ceccun oTobpaxatloTcs cnegyowme gaHHble:

* NMonb3oBatenb — norne3oBarternb Katanora Active Directory, KOTOpPbIN MHULMMPOBAN CECCUIO.

e YyeTHas 3anucb — y4yeTHas 3anucb, KOTopasi ucnonb3yeTtcs Ans oTkpbitus RDP, SSH unu web-

ceccun.

° I'Ionpas.qeneHMe — M4 nogpasgerieHna, B KOTOpoOM COCTOUT pecypcC.



* Pecypc — pecypc, Ha koTopoMm b6bina oTkpbita RDP, SSH nnn web-ceccus ot nmeHmn y4yeTHom 3anucu.
o Apapec nogkntoveHnUsa — hakTU4eCcKku agpec, UCNonb3yeMbl NPU OTKPLITUM CECCUMN.

e [ANuTenbHOCTb — AJIUTENBHOCTb CECCUM.

¢ NMopkntoyeHne — Tnn yganeHHoro nogkntoveHns (RDP, SSH, nonb3oBaTtensckue Tunbl)

¢ NopkntoyeHne k PAM — gata n Bpemsi OTKpbITUSE CECCUMN.

o 3aBeplLUeHMe — [aTa 1 BpeMs 3aKpbITUsSi CECCUMN.

o CocTosiHne — oTobpakaeT TekyLlee COCTOsiHUue ceccun (AKTUBHAsS UKW 3aBepLUEHHas).

[na npocmoTpa nogpobHom nHpopmaumm o ceccum HeobxoanMMOo HaxaTtb Ha Hee. YTobbl BbIBECTM BCe
ceccun Ons JaHHOW yYeTHon 3anucu, Haxkmute lNokasaTb Bce.

CoObITusA

Bce cobbiTusa yyeTHon 3annucm otobpaxatoTcsa Ha Bknagke CobbiTusa. [Ana kaxgoro cobbiTus oTobpaxatotca
crnegywolwne AaHHble:

Bpems co3zpaHua — garta n Bpems cosgaHusi cobbiTus.

Koa — kopa cobbiTus.

CoObiTe — onvcaHune codbbiTuS.

KomnoHeHT — koMnoHeHT Indeed PAM, KOTOpbIN creHepupoBan cobbiTue.

MHuumaTop — y4eTHasi 3an1cb, KOTopasi UHMLMMpOBara reHepaumio cobbITUS.

[nsa npocmoTtpa nogpobHON nHopmauumn o cobbITUN HEOBXOAMMO pacKpbiTb ero. YTobbl BbIBECTU BCE

cobbITMS ANs AaHHOWM yquH017| 3anucu, Haxmute lNokasaTb Bce.

pynnbl 6e3onacHoOCTH

Ha Bknagke Fpynnbl 6e3onacHocTM oToOpaXkaeTcsa nepedeHb rpynn 6e30nacHOCTU, B KOTOPbIX COCTOUT
y4YeTHasl 3anuce.

(D NPUMEYAHUE

[na [OMEHHbIX YYETHbIX 3anucen He otobpaxatotca Built-in rpynnbl 6e3onacHocTw.

BbiGop nonnTUKM Ansi y4eTHOM 3anncu



1. OTkponTe NPpoduUrb y4ETHON 3anncu.

2. Haxxmute #, 4yTo6bl 4O6ABUTbL MU U3MEHUTD MOTNTHKY.



Onepauuu Hag y4YeTHbIMU 3anNUCAMU

PenakTtupoBaHue y4eTHOM 3anucu

YT1o6bl n3amennts MMsa yuetHomn 3anmucu, Onucanue nnm Monutuky, HaxxmmTe # B npodune y4eTHomn

3anncu.

MoaTBepXxaeHMe y4eTHOM 3anucu

(DyHKLl,VIﬂ pecypca nin gomeHa CVIHXpOHVI3aU,VIF| NO3BOJIAET MOJ1y4aTb JioKalibHbl€ UM AOMEHHbIE YYETHbIE
3arnncum B aBToMaTtU4ECKOM peXnme, HO and pa6OTbI C Nony4YeHHbIMU y4E€THbIMK 3anncAaMun Tpe6yeTc;|

noagTeepxaeHue, Tak kak Indeed PAM He nony4vaet ux naponu.

e Haxmute CaenaTtb ynpaBnsieMou B Npoduie y4eTHON 3anmcu.

Maponb n SSH-kno4

Ecnu ons pecypca, ¢ kotoporo gobaBneHa y4eTHasi 3anncb HacTPOEHO CEPBUCHOE MOAKIIOYEHME C TUMOM
SSH, T0 Npu noaTBEPXXAEHUM YHETHOW 3annCy NOSIBUTCA BO3MOXHOCTb reHepauumn unm pyyHoro gobasneHus
He TorbKo napons, Ho n SSH-kntova. Huxke Byget paccMoTpeH npuMmep NOATBEpPXKAEeHUSA YY4EeTHON 3anmcu
OC *nix. Npwn noaTeepxaeHumn yveTHbix 3anucen OC Windows, CYB/[] nnn JOMeHHbIX YY4ETHbIX 3anvcen

OyaeT oTcyTCTBOBaTb CTpaHMLA AN reHepauum unm pyyYHon yctaHoBku SSH-kntoya.

HacTtpounka napons

o BbiGepute nyHkT He 3apgaBaTb, CreHepupoBaTh Crly4amMHbIn naponb 1 3aaaTtb Naposnb
BPYUHYHO.
e BBeauTte naponb unun npogosmkmte Bbibpas NnyHKT He 3apaBaTb unn CreHepupoBaTb CnyYanHbIn

naponb.



HoBbili naponb =

() He zagaeats
® CreHepupoBaTL CAYUaAHLIR Napons

) 3aaaTk Naponk BpyuHyo

HacTtpouka SSH-knouva

o Bbibepute nyHKT He 3apaBatb, CreHepupoBaTb HOBbIN SSH-knto4 nnu 3apgatb SSH-kno4
BPYUHyH. [Inga ykaszaHus SSH kntova Bpy4dHyto Heobxoamm dhann ¢ knovom B opmate PEM. Ecnu
Kntod yxxe 6bin paHee cosfaH, ybeanTecb YTO OH HAYMHAETCS C yKa3aHHOW CTPOKU, MHAYe KoY

Heobxogumo npeobpasoBaTb B popmaT RSA:

Mpy HeobxoaMMOCTU, ANs CO3AaHNst HOBOIO KrtoYa BOCMNONb3ynTech yTUnuMTon puttygen, nm6o ogHow 13

KomMaHA;:

ssh-keygen -t rsa -m PEM

openssl genrsa -des3 -out privatekey.pem



o Bbibepute cann SSH-kntova 1 BBEQMTE €ro naposnb nnn NnpogormkmTe Bbibpas nyHKT He 3apaBaTtb
unn CreHepupoBaTb HOBbIN SSH-Kknou.

Hoebln SSH knrou =

_)He 23aaeath
@ Crenepupoeatk HOBBIA SSH ko

() 3apate SSH knoy BpyUHYO

BocctaHoBneHue napona nnu SSH-knro4va
DYHKUMA NO3BOMSET BEPHYTb COXPAHEHHOE COCTOSIHME naposs unm SSH-kno4va ans y4eTHON 3anucu.

e Haxmute BoccTtaHOBUTL B rnpodune y4eTHON 3anmncu.



» BbibepuTe TOUKy BOCCTAHOBMNEHUS, YKAXXUTE MPUYMHY M 3aBEPLUMTE BOCCTAHOBIEHNE Napons.

BoccTtaHoBAeHMe yUeTHOW 3anncK =
Q
Data MNpuumHa MzmeHeHne KommenTtapuid
03.06.2020 17:21:43 MzmereHWe yueTHOW 2anuow MNapone A password is compromised.
03.06.2020 17:14:59 MzmeHsHWe yueTHOH 2anuou S5H warou A private key is compromised.
03.06.2020 14:47:26 YUEeTHAR 2aNMce CASNEHA YNPAENASMOR MNapone
03.06.2020 17:21:43

lNMpoBepka naponsa unu SSH-kno4va

DyHKUMA NO3BOMNSET NPOBEPUTL COOTBETCTBME Napons nunn SSH-krtova, a Takke Hanvyme HeynpasnseMblX
PAM SSH kntoyen.

e Haxmute NMpoBepuTb B npourie y4eTHoOM 3anmncu.

(D NPUMEYAHUE

[MpoBepka naponen 4oOMeHHbIX Y3 unn nokanbHbiX Y3 pecypcos nopg ynpasneHnem OC Linux moxeT
BbINONHATLCS 6€3 HACTPOWKM CEPBMCHOIO NOAKMIOYEHUS K PECYPCY U AOMEHY.

CmeHa napons

CDyHKLl,I/IFl no3BondeT C6pOCVITb naporsb, NIAMEHUTb Naposib Ha CJ'Iy‘-IGI?IHOG 3Ha4YeHne Unn BBECTU HOBbLIN

naposb B Py4HOM pexunmve.



e Haxmute CMeHUTb naponb B Npodusie y4eTHOM 3anmncu.

o Bbibepute nyHkT He 3apaBaTb, CreHepupoBaTh crly4amMHbIA naponb 1 3aaaTtb Nnaposb
BPYYHYIO.

o BBegute naponb nnun npogormkmTte BbibpaB nyHKT CreHepupoBaTh criy4anHbin naponb 1 He

3apaBaTthb.
» BBeguTte npuyMHy cMeHbI Napornsi.

° 3aBepLLIVITe CMeHY napons.

CmeHa SSH-knroua

®yHKUMS NO3BONSIET COPOCUTD KO, UIBMEHUTB KIOY Ha CryYanHOe 3HaYeHne Unu 3arpy3vTb HOBbIN KItOY B

PYYHOM pexunme.

¢ Haxmute CMeHuTb SSH-kntoy B Nnpogune y4eTHon 3anucu.

o BbiGepute nyHkT He 3apaBaTb, CreHepupoBaTb HOBbIn SSH-knto4 nnn 3apgatb SSH-knoy
BPYU4HYIO.

o Bbibepute hann SSH-knoya n BBeanTe ero naposb Un Npogosik1Te Boldopas NyHKT CreHepupoBaTh
HoBbIn SSH-kno4 nnn He 3apaBaTthb.

e BBegute npuynHy cmeHbl SSH-kMova.

o 3aBeplunte cmeHy SSH-krntova.

YoaneHue HeynpaBnsaembix SSH knrouen

B cnyyae Hanuumsa y Y3 owmnbkn "OBHapyxeHbl Heynpaensemble SSH kntoun" B MC cTaHOBUTCSA AOCTYNHON
KHOMKa "YganuTb Heynpasnsemble knoun”. MNpu HaxxaTum yaansaTca TonbKo Heynpasnsemsie PAM SSH
kntoun. CosgaHHble, nmMoo gobasneHHble B PAM SSH kntoum octatotcs 6e3 nameHeHun.

CUHXpOHM3auuna

®yHKUMSI NO3BOMSIET NOMYYUTb CMMCOK rpynn 6e30NacHOCTH, B KOTOPbIX COCTOUT y4eTHas 3anuchb.

e Haxmute CUHXpOHU3MpPOBaTb B NPOdUIe Y4ETHON 3amnmnCHU.

BrnokupoBka



q)yHKLl,VIﬂ NO3BOJIAET NMPUOCTAHOBUTb AencTemne Bcex pa3pemeHV||7|, B KOTOPbIX NCNONb3yeTCA y4ETHAA

3aruncob.

¢ HaxmuTte 3abnokupoBaTtb B Npocune y4eTHON 3anunucu.

(D NPUMEYAHUE

YyeTHas 3anuck byaet otmedeHa cumsoniom ©. Bece paspelleHusi, B KOTOPbIX y4eTHas 3anunch
SIBNSETCS Y4aCTHUKOM, ByayT OTMEYEHbI CUMBOSOM

UrHopupoBaHue

(DyHKLl,I/IFI NOo3BOJIAET NepeBeCTn YH4ETHYIO 3arnmncb B COCTOAHNE, B KOTOPOM OHa XPaHUTCA Ges napona n He
MOXET CTaHOBUTbCA YH4aCTHUKOM paspeLueHMVl.

¢ Haxmute UrHopupoBaTb B Npocune y4eTHON 3anucu.

/\ NPEAYNPEXOEHUE

YyeTHas 3anucb byaeT oTMeveHa cMMBOSIOM . Bce paspelueHus, B KOTOPbIX y4eTHas 3anuchb
ABMSIETCHA Y4aCTHMKOM, NepenayT B COCTOsiHNE HeakmugHoO.

YoaneHune y4yeTHOM 3anucu

e HaxmuTe YaanuTtb B npodune y4eTHON 3anmncu.

BoccTtaHoBneHue y4eTHOM 3anncu

e HaxmuTe PaclumMpeHHbI NOUCK B pasaerne Y4YeTHble 3anmcu.

o Beeante Umsa yyeTHOI 3anncum NOMHOCTBLIO UM YaCTUYHO.

* Bbibepute onsa nonst CocrtosiHue 3HayeHne YpaneHa.

» BbiGepute pecypc nnm gomeH, ¢ Kotopom Obina gobaBneHa y4eTHasa 3anumchb.
o OTKponTe Npochunb y4eTHOM 3anncu 1 Haxkmute BoccTtaHOBUTDL.

o Bbibepute TOUKY BOCCTAHOBNEHUSA NAPOs YY4ETHON 3anncu.

e Beegute NPUYNHY BOCCTAHOBIIEHUA U HAXMUTE BoccTtaHOBUTDL.



MaccoBble onepauun Hag y4eTHbIMU
3anucamum

NMNoaTBepxaeHue

e B pasnen YyeTHble 3anncu oTMETbTE OOHY UJTN HECKOJIbKO YYETHbIX 3anucen n Haxmute CgenaTtb

ynpasnsieMon.

o BbiGepute nonuTuky ceccum n 3aBepLunTe NOATBEPXKOEHME.

/\ NPEAYNPEXAEHUE

I'IpM MacCOBOM MnoATBepPXOEHNUN BCeraa reHepupyroTca cnyanlele naponu and y4eTHbIX 3anucen,

reHepauns SSH-kn4Yen He BbINOMNHSAETCS.

lMpoBepka naponsa nnu SSH-knw4a

e B pasgene Y4yeTHble 3anmMcu oTMeTbTe OOHY UJTN HECKOJ1bKO YYETHbIX 3anncen n HaxmuTe npOBepMTb.

BnokupoBkKa

e B pa3aen Y4yeTHble 3annucu oTMETLTE OOHY UJTN HECKOJIbKO YHYETHbIX 3anucen n HaxmuTe

3abnokupoBaTtb.

UrHopupoBaHue

e B pasgene YyeTHble 3annUcu OTMETLTE OOHY UJTN HECKOJ1bKO YHETHbIX 3anucen N HaXxXMuTe

UrHopupoBaTth.

YnaneHue

e B pasgene YyeTHble 3annUcu oTMETbTE OOHY UJTN HECKOJ1bKO YHETHbIX 3anucen n HaxMuTe Yaanutb.



[oMeHbI

Pasgen npegHasHaveH gns pabotel ¢ gomeHamum Active Directory.

NMouck gpomeHa

Mownck OCYLLECTBIIAETCA B pa3fene [omeHbI.

BbiCTpbIN NOUCK

Beegute B cTpoky novcka NetBIOS umsa nnn DNS nma nonHOCTbIO UM YacTUYHO.

PaclumpeHHbIX NOUCK

Haxxmute PaclumpeHHbIN NOMUCK 1 BBEAUTE OANH U HecKornbko kputepunes, NetBIOS nmsa nnu DNS
MMSA NONMHOCTbLIO UK YacTUYHO. BbibepuTte cocTosiHne gomeHa:

e [locTyneH

e YnaneH

NMpodunb goMeHa



INDEED-ID 2 INDEED-ID\Victor.Osipov ~

OB3BMTE YYETHYHD 38MUCk MNpoBepwTe COBANMHEHME MMnopTMpoBate pecypckl ﬁ CHHXpOHWM3WPOBATE YYETHBIE 3anucK Yoanute
¥ - ¥

INDEED-ID #

indeed-id.local #
INDEED-IDVipamservice #
MonauTrka yueTHelx zanuceii # @
04.08.2021 18:54:35

05.08.2021 09:39:32

JoMEHHEIE YUSTHEIE 2aMKCK KoHTefHepw ana pecypcos MpUEXAETMPOEAHHEIE TPYNNEL CobBeiTnAa
Wma PazmeweHue CoctoAHue Onucanwne
INDEED-IDNIPAMManager Nowmen INDEED-ID Wruopupyetca
INDEED-IDVipamservice Nowmex INDEED-ID YnpaenaeTca
INDEED-IDYpamadmin Nowmen INDEED-ID YnpaenaeTca

Mpochmnb otobpaxaeT faHHbIe, YKasdaHHble npu AobaBneHnn:

¢ NetBIOS nmsa
e DNS umsa

L CepBVICHaH y4yeTHadA 3anncb — AOMEHHad y4eTHadaA 3arnncb, OT UMEHN KOTOpOI?I 6y,EI,yT BbIMNMOJNTHATbLCA

cepBUCHbIE onepaunn.

e Monutuka — Habop npaBun, AENCTBYIOLLMIA HA LOMEHHbIE YYETHbIE 3anncKn JOCTyna, A0OaBNeHHbIE B
Indeed PAM.

» [laTa CMHXPOHM3ALMK PecypcoB — aaTa U BPEMS NOCeaHEN CUHXPOHN3aLMM PecypCoB.

o [ara CUHXPOHU3aUNUN YHEeTHbIX 3anucen — garau BpeMs nocneaHen CUHXPOHMU3aumm YYETHbIX

3anuvcen.

IJoMeHHble Y4eTHbI€ 3annucu

Bce no6aBneHHbIe AOMEHHbIE y4YeTHble 3annmcu 0To6pa>|<a+0Tc;| Ha Bknagke [loMeHHble Y4YeTHble 3anucu.

KoHTenHepb!l Ana pecypcos



Bce Bbl6paHHbIe OnA CUMHXPOHM3aunn JOMEHHbIX KOMMNbIOTEPOB KOHTeVIHepr OT06pa)KaI-OTCﬂ Ha BKIlagke

KoHTenHepbl Ans pecypcos.

MpuBMNernpoBaHHbIE rpynnbl

Bce BbibpaHHble ANsi CUHXPOHM3aLMN JOMEHHBIX YYETHbIX 3anucen rpynnbl 6e3onacHoCT oTobpaxaroTcs

Ha Bknagke MNMpuBunernpoBaHHbIe rpynnbi.

CoObIiTuA

Bce cobbiTusa Ha pecypce oTobpaxatotcs Ha Bknagke CobbITUA, 3aecb oTobpaxatoTca nocnegHue 5
cobbiTui. [lns npocMmoTpa noapobHon nHdopmMaumm o cobbiTM HEOBXOAUMO packpbITb ero. YTobbl BbIBECTH

BCe cobObITUS ANA AaHHOro AOMeHa, HaxmuTe kHornky MokasaTb Bce.

BbiOOp NnonuTMKM onsa aooMmeHa

1. OTkponTe Npodurb JOMeEHa.

2. Haxxmute #, 4yTo6bl 4O6ABUTbL MU M3MEHUTD MOTUTHKY.



[lobaBneHne AOMEHOB

lD,J'IFI ynpasneHnda AJOMeHHbIMU YH4ETHbIMW 3anmncamMmn oocrtyna un nojnyv4yeHnd JOMEHHbIX KOMMNbHOTEPOB

Heobxoaumo gobasuTb JomMeH B Indeed PAM.

o Haxmute lo6aBuTb B pasgnen [JoMeHbl.
o Beeante NetBIOS nmsa n DNS ums.

o CoxpaHuTe OaHHblE.



HacTpowuka cepBUCHOro nogkno4YeHus
ansi JOMeHoB

[na nomeHos Active Directory MOXHO HacTpOUTb CEPBUCHOE MOLKMYEHME, KOTOPOE NO3BONUT BbIMOMHATL
onepauuu:

¢ [lpoBepka coeanHeHUs1 ¢ 4JOMEHOM

o CUHHXpPOHU3aLMs OOMEHHbIX YYETHbIX 3anncen

o [lpoBepka napornsi AOMEHHbIX YYETHbIX 3anncen

o COpoc napons AOMEHHbIX YYETHbIX 3anvcen

o CuHXpOoHU3aums rpynn 6e30nacHOCTM AOMEHHbIX YYETHbIX 3anMcen

° CVIHXpOHI/I3aLI,I/IFI OOMEHHbIX KOMMNbTEPOB

(D NPUMEYAHUE

lMpoBepka naponen 4OMEHHbIX Y3 MOXET BbINMOJTHATLCS 063 HACTPOWMKN CEPBUCHOIO MOAKMIOYEHMUS K
OOMEHY.

[JobaBneHue y4yeTHbIX 3anucen

CepBucHble onepaunn BbIMOMHATCHA OT MUMEHN CEPBUCHOWN YYETHOW 3anncu, B pOrv CEPBUCHON MOXET ObliTb
Ha3HayeHa AOMeHHasi y4eTHas 3anuck. [lepen HacCTPONKON CEPBMCHOMO NOAKNIYEHNA HeEOBXoaMMO
A06aBUTb B CUCTEMY AOMEHHYIO YYETHYIO 3aMuChb.

o [loGaBneHne nomeHa

e [lo6aBneHne JOMEHHbIX YYETHbIX 3anuncemn

HacTtpounka cepBUCHOro nogkno4vYeHus

o OTKpoOWTE NPOdUnb OMEHa 1 HaxmuTe # cnpasa oT napametpa CepBUCHas y4YeTHas 3anuchb.
o BBeaute UMs yyeTHOM 3anmcu NOMHOCTLIO UM YaCTUYHO.

¢ Bbibepute yyeTHYI0 3anuch 1 3aBepLunTe HAaCTPOMKY CEPBUCHOMO MOAKMHOYEHNS.


http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/domains/adding-a-domain/
http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/domains/domain-operations/#adding-an-account

Onepaunn Hag AgoMmeHamMu

PepakTupoBaHue gomMmeHa

®yHkuma nossonseT naMeHnTb NetBIOS umsa, DNS nmsa, CepBucHyto y4yeTHyro 3anucb unu NMonutuky.

o Haxmute # cnpasa oT HyHOro napamerpa B npodune JoMeHa.

JobaBneHue y4eTHOMU 3anuUcu

®yHkuma no3sonsaeT gobaenAte B Indeed PAM gOMEHHbIE y4eTHbIE 3anucuK pecypca, KoTopble MOoryT
Mcnonb3oBaTbCs ANs NpeoCcTaBneHns 4OCTyna Ha pecypchbl.

¢ HaxmuTte [106aBUTb YY4E€THYIO 3anncb B Npodune JOMeHa.

o Beeante Umsa yyeTHowm 3anucu n OnucaxHume.

HacTtpowka napons

o Bbibepute nyHKT CreHepupoBaTb Crly4aHbIM naposnb Ui 3agaTtb Naponb BPYUHYHO.

» BeeauTe naponb unu npogomkute Boibpas NyHKT CreHepupoBaTh CrlyYauHbIi Napofb.

MpoBepKka coeanHEHUAA C AOMEHOM

PyHKLMA NO3BONAET NPOBEPUTL CETEBYIO AOCTYNHOCTL AIOMeHa, koppekTHocTb NetBIOS nmenwn, agpeca,
MMEHU 1 Napons CEPBUCHOWN YYETHOMW 3anucu.

o Haxmute NpoBeputb coeaguHeHue B npodune AoOMeHa.

UMnopT pecypcoB

dyHKUMA No3BonsieT aBTomaTndeckn obaenaTts B Indeed PAM goMeHHbIE KOMMNbIOTEPDI.

BbIOOp KOHTENHEpPOB



e [lepengnte Ha Bknagky KoHTenMHepbl ans pecypcoB B npodune gomeHa n Haxxmite [1o6aBUTb.
o BBeauTte NOMHOCTBLIO UITM YAaCTUYHO MMS KOHTENHEPa U BbiIbepuTe OAUH UM HECKOSNbKO KOHTEMHEPOB.

o 3aBepLunTe BbIOOp KOHTENHEpPA.

UmnopT

e Haxmute AMnopTtupoBaTtb pecypchbl B npodusie JoMeHa.

CUHXPOHMU3ALUA YYETHbIX 3anucemn

dyHKUMA No3BonsieT aBTomaTudeckn fobaenaTb B Indeed PAM goMeHHbIe y4eTHbIE 3anucu, KoTopble

COCTOSAT B BblOpaHHbIX rpynnax 6esonacHoctu Active Directory.

BbiGop rpynn npuBuUniermpoBaHHbIX YYeTHbIX 3anucemn

 Meperigute Ha Bknagky MpuBunerMpoBaHHbIe rpynnbl U HaxmuTe [lo6aBUTb.
e BBeauTe NonHOCTLIO UMM YaCTUYHO UMS TPYNMbl U BbIGEpUTE OOHY UMM HECKOMNBKO rpymm.

o 3aBepwuTe BbIGOP rpynn.

CuHxpoHusauums

o Haxmute CVIHXpOHVISVIpOBaTb Y4YyeTHble 3anucu B npodune gomeHa.

YnaneHue/BoccTaHOBIIeHUe goMeHa

YnaneHune nomeHa
o Haxmunte YaanuTtb B npodune gomeHa.
(D NPUMEYAHUE

Mepepn yoaneHvem gomeHa HeobXoAMMO yaanuTb BCE YYETHbIE 3anncu, KoTopble bbinm

AobaeneHbl 13 yoandaemMoro gomMmeHa.

BoccTtaHoBneHue oomMmeHa



Haxmnte PacwumpeHHbIn nouck B pasgene [loMeHbl.

Beeaute NetBIOS umsi nnn DNS nmsa nonHOCTBIO MU YaCcTUYHO.
Bbibepute ana nona CocrosiHue 3HayveHne YaaneH n Haxmute Hantu.
OTkponiTe npocunb pecypca n HaxmuTe BoccTtaHOBUTD.

Beegute NPUYNHY BOCCTAHOBIIEHNA N HAXMUTE BoccTtaHOBUTL.



MaccoBble onepauuu Hag oOMeHaMu

NMpoBepka coeanHEHUA

e B pasgene JomMeHbl OTMEeTbTE OAUH NN HECKONBKO AOMEHOB U HAXMUTE npOBepMTb coeanHeHue.

YnaneHue 4OMeHOB

e B pasgene [loMeHbl OTMETLTE OANH UM HECKONBbKO JOMEHOB U HaXMUTe YaanuTb.

() NPUMEYAHUE

MNepen yoaneHnem OMEHOB HEOOXOAMMO yaanuTb BCE YYETHbIE 3anmcu, KoTopble bbinu gobaeneHbl 13

yoandaemblX JOMEHOB.



CTpykTypa

Pasnen npegHasHayeH ansa cosgaHnsa nogpasgenenunn (Organizational Unit, OU) opraHusauumu. Mpu
co3daHun nogpasaeneHnin MoXXHO pasrpaHnyYnBaTth JOCTYN agMuHucTpaTopoB PAM K oTaenbHbIM pecypcam.

(D NPUMEYAHUE

Mogpasnenennss PAM HUKak He CBA3aHbl C NogpasaeneHnsMm Unum KOHTenHepamm gomeHa Active

Directory.

Buabl noapaspeneHnu

MoapasaeneHne MoXeT ObiTb rMobanbHbIM UK NokanbHbIM. Tak e 1 06bekTbl PAM MoryT ObiTb

rno6anbHLIMN U NOKanbHbIMKU MO NPpUHageXxHoCTn K noapasgeneHuto.

Cpasy nocne yctaHoBkn PAM B cucteme yxe cyuiectByeT FmobanbHoe nogpasgeneHue. Emy
npuHagnexar Bce o6beKTbI, Y KOTOPbIX NoApasaerneHne He ykasaHo ABHO. COOTBETCTBEHHO, NOcne
obHoBneHns Bepcum PAM Ha Bepcuto 2.7 unu BbllLe BCE paHee CyLLeCTBYOLWME 06beKTbl CTAaHOBATCS

rmob6anbHbIMU.

MpuBasky agmuHucTpaTopa PAM k nogpasgeneHnio MOXHO BbINOMHUTL B HAacTporikax Ponu. MNonb3oBaTens
MOXET ObITb B pONsiX U3 0gHOro nogpasaenerHuna. Henb3ss 0obaensatb nonb3oBaTens B pofib NOBTOPHO,

yKasblBasi Apyrne nogpasgeneHus.
Mogpaspenenune ykasbiBaeTca npu obasneHun Pecypca, lomeHa, pynnbl pecypcos.

CucTemMa pacrno3HaeT SBMAeTCs N AaHHbIA OGbEeKT NoKarnbHbIM MO OTHOLLEHUIO K IaHHOMY NoApasaeneHuto
yepes CBsI3N 0OBLEKTOB C pecypcamu U AoMeHamu. Ecnmn o6bekT cBsizaH ¢ PecypcoM 1 Y4yeTHol 3anmchbto,

noapasaeneHve onpeaensercs no Pecypcey.

JlokanbHbIN aAMUHUCTpPATOP

JTokanbHbI aAMUHUCTPATOP OrpaHUYeH B NpaBax AoCTyna u MoXeT paboTaTb TONbKO C HAOOPOM 06HLEKTOB,
KOTopble NpuHaanexar ero nogpasgeneHunio. OrpaHMYMBatoOTCS TONbKO 00bEKTbl 4OCTYyNna — Y4YeTHble

3anucu n Pecypcel.



WNcknioyeHus:

e MOXET ynTaTb Y4YeTHble 3anucu rnobanbHbIX AOMEHOB
e MOXET untaTtb rnobanbHble NOSIUTUKN

e MOXET yntatb [JoMeHbl, HO HE NX rpynnbl n KOHTeIZHepr
Bce co3naBaemble adMWHUNCTPATOpOM 00bEeKTbl aBTOMATUYECKN npuHagnexar ero nogpasgerneHuto.

(D NPUMEYAHUE

BbI6VIpaTb nogpasgeneHna npu co3gaHnm 00BbEKTOB MOXET ToNbko MMobanbHbIN aaMUHUCTPAaTopP.

INokanbHOMY afMUHUCTPATOPY HEAOCTYMHbI:

L O6beKTbI, CBA3aHHbIE C OpyrmMmun noapasgeneHnamm

e pasgenbl CTpyktypa, Ponu, YBegomneHus
B pasgenax YnpasneHus OCTYMHbl TONbKO A5 YTEHUS:

e MoNUTUKM N NX HACTPOMNKM
e MONb30BaTeNbCKME NOAKMIOYEHUS U CEPBUCHBIE MOAKMHOYEHMSA

e HacTponkn KoHdurypauum
OctanbHble pasgerbl HeAOCTYMHBbI.

JlokanbHbI aOMUHUCTPATOP HE MOXET CO3aBaTb Pa3peLLleHnss C MPOCMOTPOM YYETHbIX OaHHbIX OJ1A

AOMEHHbIX YYeTHbIX 3anuMcen, B TOM ymcne paspeweHue ana NMpunoxeHus.

BknioyeHue paboThl ¢ noapasaeneHuamm

Pabota c nogpasgeneHusmMu BKNtoYaeTcs B KOHurypaumoHHom cparine Management Console.

[MyTb 0O KOHUrypaLuMoHHOro danna:

Windows C:\inetpub\wwwroot\pam\mc\assets\config\

Linux /etc/indeed/indeed-pam/mc/



UTtoObl BKOUNTbL paboTy ¢ nogpasgeneHusamu B PAM, BBeante 3HavyeHne true Ans napamertpa

enableOrganizationalUnits B CeKUUN view:

"view": {
"enableOrganizationalUnits": true



Pa3pewieHus

Pasnen npeaHasHaveH Ans Noucka, Bblaayu, OT3biBa Y NPUOCTAHOBKM AENCTBUS pa3peLLEeHUA.

NMouck paspeLieHun

Mouck nossongaet OT06paSI/1Tb TOJIbKO T€ pa3peLlleHnsa, KOTopble yaoBJI1IETBOPAOT 3aaHHOMY KPUTEPUIO.

EcTtb oBa BMaa noucka:

e BbICTpbI — cTpoKa noucka. MoxHO UckaTb TOSMbKO N0 OOHOMY KpUTepuio. TEeKCTOBbIN BBOA,.
e PaclumpeHHbIn — popma € HECKONbKUMU NonsaMn. MoXXHO UCKaTb NO HECKOMbKUM KPUTEPUSIM CPasy.

BbinagatoLme crnvcku.

BbicTpbIN NOUCK

B NMONCKOBYHO CTPOKY MOXHO BBOAWUTb OOHO UIM HECKOJIbKO CJ10B. CnoBa MOXHO nucaTb NOMHOCTBLIO UMK

YacTuyHo (3 n 6onee GykB).
Mpumep
YT106bI HAWTK paspeLleHne C ONMCaHMeM TecToBOe pa3peleHue raBHOrO aAMUMHUCTpaTopa, HY>XHO BBECTU

noboe 13 crnoB: TecT, paspew, rnas, agm.

A NMPEOYNPEXOEHUE

Mo koHUy cnoBa nouck He paboTtaet. Ecnu BBECTU peleHue, TO pa3peLleHne He HangeTcs.

PaspellueHne MOXXHO UCKaTb MO ABYM CriOBaM, HAaNpUMep: TecT paspell, pa3pell r1aBH, r1aBH ajM.

/\ MPEQYNPEXOEHUE

CnoBa B NOUCKOBOM 3anpoce AOJKHbl UOTU B TOM Xe nopAaake, YTto B OrnnmcaHnn paspeLueHund. Ecnu

BBECTW paspew TecT, TO pa3peLleHne He oTobpasunTcs.

Henb3sa BBOaUTb Cnoea, MeXxay KOToOpbiIMU B ONMNCaHUK pa3pelleHna eCTtb gpyrme criosa. Ecnu BBectn

TecT agmuH, TO paspelleHve He 0ToBpasnTcs, MOTOMY YTO MEXAY TecT M agMuH €CTb elle ABa

CrioBa.



PacwunpeHHbIX NOUCK

MOXHO 1ckaTb N0 OAHOMY U HECKONbKUM KpuTepusM. [pn BbIOOpe HECKOMNbKMX KpUTEPUEB OTOOpa3sTCs
CeCccun, KoTopble YAOBNETBOPSIIOT BCEM NEPEUYNCIIEHHBIM KPUTEPUSIM.

Mpumep

Ecnu BbibpaTh B none MNMonb3oBatenb 3Ha4YeHWe ivan.ivanov@company.demo U B none CocrosiHne

3Ha4vyeHne 0To3BaHoO, TO 0T06pa3ﬂTCﬂ TOJTIbKO OTO3BaHHbIE pa3peLlleHnA TOJTIbKO 3TOro rnoJjib3oBaTer4.

A NMPEOYNPEXOEHUE

B kaxxgom none MoXHo BblbpaTb TONMbKO OQHO 3Ha4YeHne. Bbl He cmoxeTe B O4HOM 3anpoce
pacLUMpPEeHHOro Noucka BbIBECTU paspeLLeHns nornb3oBaTtenen ivan.ivanov@company.demo U
peter.ivanov@company.demo . Bbl CMOXeTe 370 caenarb C MOMOLLbIO TEKCTOBOIO Noucka rno 3anpocy

ivanov.

NMpodunb paspelwieHns



PaspelieHue #5 & INDEED\adm ~

) Orozeats () MpuocraHoeuTE

TecToeoe paspelleHmne

Root OU

victor@indeed.local

INDEEDNadm

09.11.2022 12:32:20

c 09.11.2022 0000 po 09.11.2022 23:59
c 08:00 go 17:59

PazpeweH
Pecypcel YuUeTHeIE ZanKcK
Pecypc Tvn nogknroueHMA Appec nogKnroUeHWA YuetHan zanwuck
REDOS 55H 192.168.10.130 REDOSadmlocal

Mpodunb paspelleHns oTobpaxaeT cneayoLme AaHHble:

o OnucaHue — NPOn3BOSIbHbIN TEKCT.

* MNoapaspeneHne — nMs nogpasaeneHns, B KOTOPOM COCTOUT pecypc.

+ MNonb3oBaTtenu — nonb3oBartenu karanora Active Directory, 4nsa KOTOpbIX BblAAaHO paspeLLeHne.
o Co3pan — y4deTHas 3anucb agMmuHucTpartopa Indeed PAM.

o Co3paHo — faTa v BpeMs co3[aHus paspeLleHns.

o [epuon pencTBuA — Aatbl, B Nepuog Mexay KOTOpbIMU paspeLleHne akTUBHO.

+ PacnucaHue goctyna — Bpems, B Nepuos Mexay KOTopbIM paspeLleHne akTUBHO.

e [lpocMOTp yuyeTHbIX AaHHbIX — pa3peLleHe Ha NPOCMOTp napons nnu SSH-kroya yyeTHon 3annucu
gocTtyna.

e Pecypc — ums pecypca, Ha KOTOpoM MOXeT BbITb oTKpbiTa RDP, SSH nnun web-ceccus ot nmexun

YYEeTHOM 3arnucu ykasaHHOM B paspeLleHunin.

o Tun noagkn4YeHna — T1N yaganeHHoro nogkntodeHuns (RDP, SSH, nonb3oBatenbckme tunbl).



o Appec noakntodyeHnss — DNS umsa nnu IP agpec koHevHoro pecypca.

e YyeTHas 3anucb — y4yeTHas 3anucb, KOTopasi ucnonb3yeTtcs Ans otkpblitus RDP, SSH unu web-ceccum

Ha pecypcCax yKa3aHHbIX B pa3peLleHnn.



Co3aaHve paspelieHnn

Pa3speluLeHns gatoT NpaBo Ha OTKPbITUE CECCUI Ans nonb3oBaTternen Kkartarnora.
YT06bI BblAaTb paspeLleHne:

1. BanguTe B pa3gen PaspeweHus.
2. Haxxmute Co3partb.

3. Boibepute MNogpasgeneHue, lNonb3oBatenen, Pecypcel, YUeTHyto 3anncb, OrpaHnyeHns BpeMeHn n

MapameTpbl paspeLleHnsi B OTKPbIBLLUEMCS BU3apae.

/\ NPEQYNPEXAEHUE

[ns paboTbl ¢ paspeLlueHnamMmmn Heobxoanmbl npusunern YnpaBneHUsa paspeLueHnusaMm
(Permission.Create, Permission.Read, Permission.Revoke, Permission.Suspend).

NMoapasaeneHue

Bb|6ep|/|Te, B KaKOM nogpasgerneHnmn Haxogntca pecypc.

(D NPUMEYAHUE

70T pasgen Bu3apaa He OyaeT oTobpaxaTbCsa NPy CO3AaHNMKN paspeLleHNs NoKarnbHbIM
aAMVHUCTPATOPOM 3TOro NoApasaerneHus.

Nonb3oBaTtenb

Bbibepute nonb3oBatens unuv rpynny nonb3oBaTenen.
YUTtoObl BbIOpaTh Nonb3oBaTens:

1. Ha Bknagke MNonb3oBaTtenu BBeante B cTpoke novcka Umsa, damunuro, Homep tenedoHa nnu E-

mail nonHocTblo nnm yactnyHo. Haxmmte ENTER nnu O\

2. Bb|6ep|/|Te O[HOro U HECKONbKUX NoSb3oBaTeNen.


http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/roles/

UTtoObl BbIGpaTh rpynny nosb3oBaTtenem:

1. Ha Bknagke prnnbl nonb3oBartesien BBeaMTE B CTPOKe noncka Umsa nnm OnucaHue NonHOCTLIO UK

yactnyHo. Haxmmte ENTER mnnu O\.

2. BbibepuTe rpynny nonb3oBartenemn.

Pecypc

Pa3peLueva MOXHO BblaBaTb HaA:

» Pecypchbl, pobaeneHHble B Indeed PAM.
e [pynny pecypcos.

 [lpoun3BonbHbIN pecypc.
UTtoObl BLIGpaTh pecypc:

1. Ha Bknagke Pecypcbl BBeanTte B cTpoke novcka Umsa pecypca, DNS-ums, IP-agpec nonHocTso nnm

yacTnyHo. Haxmute ENTER mnnu O\

2. Bbibepute oanH Unm HECKONbKO PECYPCOB.
YUTtoObl BbIGpaTh rpynny pecypcos:

1. Ha Bknagke Mpynnbl pecypcoB BBeANTE B CTPoke noncka UMa NonHOCTLIO U YacTuyHo. HaxmuTe

ENTER um 2.
2. BuibepuTe rpynny pecypcos.

YUT06bI BbIGPATL NPOM3BOSbHLIN pecypc, Ha Bknaake MpousBonbHbIe pecypcbl Bbibepute TUMbI
NOAKIMKOYEHNIA, MO KOTOPbLIM MOMb30BaTENb CMOXET NMOAKIIYATLCS K NPOU3BOSbHLIN pecypcaM. [ocTynHble

Tnnbl nogkntodeHnn: RDP, SSH, Telnet.

YyeTHaAa 3anuchb

Ons OoCTyna K peCcypCy MOXHO MUCNOJb30BaThb JTOKalbHYH, AOMEHHYI0 UM JTMYHYIO YYETHYIO 3anncCb

nonb3oBartend.

() NPUMEYAHVE


http://localhost:3000/privileged-access-manager/2.10/user-manual/access-to-the-resource/#connection-to-an-adhoc-resource

Ecnu Bbl BbiGpanu 6onblue 0gHOro pecypca, To 4SS KaXA40ro U3 HUX HY>KHO nocrnefoBaTenbHO BblOpaTb

YHETHYHO 3anncb OOCTYymna.

UT00bI BbIOpPaTL JOMEHHYIO UMW NTOKANbHYO YY4ETHYHO 3anuchb:

1. BBeguTte B cTpoke novcka UmMa yyeTHOW 3anucum nornHOCTbIO Ui YyactudHo. Haxxmute ENTER unu Q

2. BbibepuTte y4eTHyO 3anunchb.

YT06bI BbIOpPATh NMYHYHO YYETHYIO 3anuch, HaxMuTe NMpoaomknTb ¢ nonb3oBaTenbckon Y3.
/\ NPEAYNPEXAEHUE
[ns Npon3BOMbHbIX PECYPCOB HEAOCTYMNEH BbIOOP NOKANbHOW y4ETHOM 3anucu.

na NPON3BOJIbHbIX PECYPCOB y4e€THadA 3arnncb ogHa Ha BCE TUIbl NOAKITIOYEHUN.

OrpaHun4yeHus BpeMeHu

MapameTpbl 3TOro pasaerna onuuoHanbHble.

[ns paspelleHns MOXHO 3agaTb Nepuog AeNCTBUSA — AaTy M Bpems Havana, 4aty U Bpemsi OKOHYaHua. [ns

3TOro:
1. Bkntounte onuum Havano n OKkoH4aHue.

2. Bbibepute gaty n Bpems.

(D NPUMEYAHUE

Ecnn onuun Hayano n OkoH4yaHue He BbiOpaHbl, TO pa3pelleHne OyaeT AencTBoBaTb BECCPOUHO.

/\ NPEAYNPEXAEHUE

Mo ncTeueHUn nepmopa AeNCTBUS pa3peLLeHmnst ceccust byaeT npepeaxa.

MoXHO Takxe 3aaaTb pacnucaHue 4oCTyna K pecypcy no aTomy paspeLleHuto. B aToM criyyae nogkroyeHve

OyaeT OOCTYMHO TONbKO B YKa3aHHble Yackl. Hanpumep, Tonbko B paboyee Bpems.


http://localhost:3000/privileged-access-manager/2.10/user-manual/access-to-the-resource/#connection-to-an-adhoc-resource
http://localhost:3000/privileged-access-manager/2.10/user-manual/access-to-the-resource/#connection-to-an-adhoc-resource

1. BkntounTte onumio Paspewwmtb AOCTYN TOMbKO.

2. Beegute Bpema C n [o.

(D NPUMEYAHUE

Ecnu onuusa PaspewnTb 4OCTYN TONLKO He BbiOpaHa, To paspelleHne byaeTt 4encTBOBaTb

KPYrroCyTOYHO.

/\ NPEAYNPEXAEHUE

Mo MCTeYeHn BpeMeHM, YCTaHOBMEHHOIO B pacrnvcaHumn 4ocTyna, ceccusa byaeT npepsBaHa.

NMapameTpbl pa3peLlueHuUs

MapameTpbl 3TOro pasgena onuuoHanbHbIe.

Y4yeTHble AaHHbIe

Indeed PAM nosBonsieT 3agatb, paspeLleHo N1 nonb3oBaTento NpocMaTpmBaTtb Naposib
NPUBUNErMPOBaHHLIX YYETHbLIX 3anMcen, KOTopble UCMOSb3YHTCA B €ro paspeLleHnsix. Ytobbl paspeLumnTs,

BKINMKOYUTE Onuuko Paspemwrb NMPOCMOTP YYeTHbIX OAaHHbIX.

Indeed PAM nossonsieT 3agaTb, paspeLLeHo N nonb3oBaTento U3MEHATb Naporib NPUBUITErMPOBaHHbIX
YYETHbIX 3anucen, KOTopble NCMOMb3YTCA B €ro paspeLleHmax. YTobbl paspelumTb, BKIHOYUTE ONLMIO

Pa3peu1wrb U3MeHeHUe yYeTHbIX AaHHbIX.
McTOUYHUMK noaknoveHus

Indeed PAM no3BonsieT yCTaHOBUTb OrpaHuyeHune gnga nogknovyeHnn K pecypcam, a MMeHHO — YCTaHOBUTb
KOHKPETHYIO CETb, N3 KOTOPOM MOXHO nogkntodaTbes. YTtobbl 310 caenatb, Bblbepute HyXXHYH CETb B Mnofe

CeTeBoe pacnosioXXeHne UCTOYHMKOB AJsi pa3peLlleHHbIX NOAKITHYeHUN.

() NPUMEYAHVUE

Ecnu He 6binu gobaeneHbl HUKakne CeTeBble pacnonoXeHus, To B BbinagatoLem cnucke dyaet
eJMHCTBEHHas HacTponka — bes orpaHMyeHnn. 3TO 3HAYUT, YTO UCMONb30BaTh AaHHOE paspeLleHne

MOXHO C Nto6oro ycTpoicTea B CETU.


http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/configuration/#network-location

MNMoBbiweHue npusunernn B SSH ceccusnx

Indeed PAM nosBonseT ykasaTb 418 KaX40ro paspelueHns, byget nu B 3ToM paspeLLeHmnm oCcTyn K pamsu.

BoamoxHble BapuaHTbI:

e YnpaBnsieTca nonuTukamu — ByaeT Ny OOCTYN K pamsu onpeaensieTcs nonmTukon pecypca, Ha
KOTOPbI BblAAETCs paspeLleHme.

° Paspeu.leHo — 6y/:|,eT AOCTYyNn K pamsu He3aBUCMMO OT HAaCTpPOEK MOJIUTUKN.

° 3anpeu.|,eHo — Heé 6y,qu AOCTYyMna K pamsu He3aBUCUMO OT HACTPOEK NMOJIUTUKN.


http://localhost:3000/privileged-access-manager/2.10/installation/additional-components-setup/#pamsu

Onepauun Hag paspeLleHnaAMun

OT13bIB

C NoMolLLbto 3TON (PYHKLMN MOXHO aHHYINMPOBaTh pa3peLLeHusi, KoTopble 6orblue He TpebytoTcs.

A NMPEOYNPEXOEHUE

OT103BaHHbLIE pa3pelleHnd Hernb3Ad BOCCTaHOBUTb.

Ecnun Bam TpebyeTcs BpeMEHHO 3anpeTuTb MCMONb30BaTh paspeLleHne, TO NPUOCTaHOBUTE ero

JencTBme.

Mpw OT3bIBE pa3peLleHnst yYnTbiBanTe, YTO OCTYN Y Nonb3oBaTenei nponageT cpasy, a He nocre Toro, Kak

OHW cCamu OTKITIOHYUIIUCL OT pecypca.

/\ MPEOYNPEXOEHUE

Mpw oT3bIBE paspeLleHuns ceccus bynoeTt npepsBaHa.

OT3bIB U3 cnNUCKa pa3pelueHnn OT3bIB U3 npodunsa paspeLieHust

1. OTkponTe pasgen PaspelieHus.
2. OTMeTbTE HYXXHOE paspeLleHmne.

3. Haxxmute OTO3BaTh.

OT03BaHHbIE paspeLLeHNs NepecTarT oTobpaxaTbes B pasaerne PaspelueHus, HO X MOXHO NPOCMOTPETb
C NOMOLLbI Moucka. [ns 3Toro oTKPOMTE paclUMPEHHBbIN Nouck B pasaene PaspelweHus u Bbibepute

3Ha4yeHne OTo3BaHo Ans napameTtpa CocTosiHue.

NpunocraHoBKa

C nomoLLbto 3TOM PYHKLMM MOXXHO BPEMEHHO 3anpeTUTb UCMONb30BaTh paspeLLeHue.



YunTbiBanTe, 4TO 4OCTYN Y Nonb3oBaTenen nponageT cpasy, a He Nocre Toro, Kak OHU CaMU OTKITFOYUITUCH

OT pecypca.

A NMPEOYNPEXOEHUNE

Mpyn npuocTaHoOBKe OENCTBUSA paspeLleHns ceccusi byaet npepeaHa.

NMpuocTtaHoBKa U3 cnucka paspemeHMﬁ anOCTaHOBKa n3 I'IpO(bVIHFI pa3peLwieHuns

1. OTkpownTte pa3gen Pa3pelueHus.
2. OTMeTbTE HYXXHOE paspeLleHme.

3. Haxxmute MNprnocraHoOBUTD.

Bo3oOHOBNEeHue

C nomoubio 3TON (*)yHKLl,VII/I MOXXHO aKTUBMUPOBATb NPUOCTaHOBIIEHHOE pa3pelleHne, To eCTb BEPHYTb €0 B

cocTosiHMe [lencTtBUTENbLHO.

Bo3obHoBReHMe U3 cnucka paspelieHumn Bo3obHoBneHue U3 npocpunsa paspeLieHus

1. OTkponTe pasgen PaspelueHus.
2. OTMeTbTE HYXXHOE paspeLLeHme.

3. Haxkmmute Bo300OHOBUTD.



MaccoBble onepauuun Haa
pa3peLlieHuamMu

OT13bIB

C noMolLLbto 3TON (PYHKLMN MOXHO aHHYNMPOBaTh pa3peLLeHusi, KoTopble 6orblue He TpebytoTcs.

A NMPEOYNPEXOEHUE

OT103BaHHbLIE pa3pelleHnd Herb3A BOCCTaHOBUTb.

Ecnun Bam TpebyeTcs BpEMEHHO 3anpeTuTb MCMONb30BaTh paspeLleHne, TO NPUOCTaHOBUTE ero

JencTBme.

Mpw OT3bIBE pa3peLleHnst yYnTbiBanTe, YTO OCTYN Y Nonb3oBaTenei nponageT cpasy, a He nocre Toro, Kak

OHW cCaMu OTKITIOHYUIIUCH OT pecypca.

/\ MPEQYNPEXOEHUE

Mpw oT3bIBE paspeLleHuns ceccus bynoeTt npepsBaHa.

YTo6bI BOCNONb30BaThCs PYHKUMEN, BbINONHUTE creaylowmne 0encTBus:

1. OTKpownTe pasgen PaspelweHus.
2. OTMeTbTEe OAHO UMY HECKOIbKO paspeLUueHui.

3. Haxxmute OTOo3BaTh.

OT03BaHHbIE paspeLLeHns NepecTarT oTobpaxaTbecs B pasaene PaspeleHus, HO X MOXHO NPOCMOTPETb
C NOMOLLbI0 Moucka. [1ns 3Toro oTKPOMTE paclUMPEHHbIN Nouck B pasaene PaspelueHus u Bbibepute

3HayeHne OTo3BaHo A napameTpa CocTosiHMe.

NMpuocrtaHoBKa

C nomoubio 3TON Ct)yHKLl,VII/I MO>XHO BPEMEHHO 3anpeTnTb NCMNOJ1b30BaTb pa3peLllueHne.



YuntbiBanTe, 4TO AOCTYN Y Nonb3oBaTernen nponageTt cpasy, a He Nocre Toro, Kak OHWM caMy OTKITHYUIUCH

OT pecypca.

A MPEOYNPEXOEHUE

Mpu npuocTaHoBKe OENCTBUSA paspeLleHns ceccusi Byaet npepeaHa.

U106kl BOCMONb30BaTLCS (PYHKLMEN, BbINOMHUTE creayolme AeiCTBUS:

1. OTkponTe pa3gen PaspelueHus.
2. OTMeTbTE OHO UIM HECKOSNBbKO paspeLLeHnia.

3. Haxxmute MNMprnoctaHoOBUTD.

Bo3oOHOBNEeHue

C nomouybio 3TON (*)yHKLl,VII/I MOXXHO aKTUBMPOBaTb NPUOCTAHOBIIEHHOE pa3pelleHne, ToO eCTb BEPHYTb €0 B

cocTosiHMe [lencTtBUTENbLHO.

YTo6bI BOCNONb30BaThCs PYHKUUEN, BbINOMHUTE cneayowmne 0encTBus:

1. OTkponTe pasgen PaspelueHus.
2. OTMeTbTEe OAHO UMY HECKOIbKO paspeLUueHuni.

3. Haxkmmnte Bo300OHOBUTD.



3anpocbl ceccumn

Pasnen npegHasHaveH Ansa paboTbl C 3anpocaMu Ha OTKPbITUE CECCUI K COOTBETCTBYIOLLUM Pecypcam.
[laHHbIN MexaH13M No3BONSAET HAaCTPOUTb AOMOMNHUTENBHOE NOATBEPXKAEHMNE BTOPbIM NULIOM

(AogmnHncTpaTopom PAM) ons NOAKNIOYEHUST K KOHEYHOMY pecypcy.

/\ NPEAYNPEXAEHUE

Ansa pabotel Heobxoanma npusunervs NMoarTBepxaeHue ceccun (SessionRequest.Confirm).

O noOCKA3KA

Bpems oxngaHusa sanpoca HacTpausaetcs B [onutuke ceccun. Bpems oxmnaaHusa sanpoca Ha

npocmoTp naponsa n SSH-knto4a HacTpamBaeTcsa B pasgene [lonutuka y4eTHoW 3anucu.

B 3anpocax ceccuii Bcerga otobpaxatorca uctopmyeckme 3HavyeHus NMonb3oBartens, Pecypca 1 YyeTHOM
3anMcu Ha MOMEHT co34aHus 3anpoca. Victopmyeckme nveHa B 3anpocax n Ceccusix MOryT oTnmn4aThCs,
T.K. MPM OTKPbITUN CECCUN COXPaHSETCs akTyanbHoe 3HadYeHne Monb3oBaTens, Pecypca, Y4eTHOM 3anucu.

NMouck 3anpocos

(D NPUMEYAHUE

Monck 3anpocoB no NMonb3oBaTento HaxoauT 3anpochbl Nonb3oBaTtenen, 3anpawmnsaowmnx Ceccum.

Mo AGMUHUCTpPATOPY, KOTOPLIN NOATBEPKAAET 3anpocChl, MONCKa HET.

BbICTpbIN NONUCK

BeeauTte B cTpoky novcka MNonb3oBaTtens, Y4eTHyr0 3anucb nnv Pecypc NONHOCTBIO UK YaCTUYHO.

PacwunpeHHbIN NOUCK

Haxmunte PaclumpeHHbIN NOUCK 1 BBEAUTE OAMH UIM HECKONbKO KpuTepmnes — Homep 3anpoca,
NPOMEeXYTOK BpeMeHU co3aaHus, YUYeTHyr 3anucb, Pecypc, Npynny pecypcos, MNonb3oBatens unm

NMoapaspeneHue.


http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/roles/
http://localhost:3000/privileged-access-manager/2.10/administration/policy-setup/#sessions
http://localhost:3000/privileged-access-manager/2.10/administration/policy-setup/#accounts

BbibepuTe cocTtosiHue 3anpoca:

o OxupaeTt peleHuns

e [loaTBepxaeH

e OTKNOHEH

e VcTtek

e OTMeHeH nonb3oBaTenem
e Vcnonb3oBaH

e He ncnonb3oBaH
Bbibepute TMN 3anpoca:

e Ceccus

e Y4yeTHble AaHHble

PyHKUMM 3anpocoB

nO,EI,TBep)K,qu ne 3anpoca

®dyHkuna nossonseT AamuHuctpatopy PAM noareepanTte 3anpoc Nonb3oBatens Ha NOAKMIOYEeHNE K

KOHEYHOMY pecypcy.

o Haxmute MoaTBepauTsb B Npodune 3anpoca, nmbo, BbiAENUB raXkoM OXuaatoLme pelleHns
3anpochl.

OTKNOHeHuMe 3anpoca
dyHKuna nossonseT AamuHuctpatopy PAM oTknoHuTb 3anpoc Nonb3osatens.

o Haxmute OTKNOHUTL B Npodune 3anpoca, imbo, BblAENMB (ONaXKKOM OXUAAKLWMNE peLLIEHMS 3anpocChl.

NMpodunb 3anpoca



3anpoc ceccum #2

@ MoateepanTs (®) Ortknonuts

adm@indeed.local
REDOS\admlocal

Root OU

REDOS (192.168.10.130)
192.188.10.13

55H

Server update
OwMaaeT pelleHua

09.11.2022 12:42:13

Mpodmnb 3anpoca oTobpaxxaeT cnegyolme gaHHbIe:

* MNMonb3oBaTtenb — nonb3oBartenb katanora Active Directory, cozgaBLumin 3anpoc Ha OTKPbITUE CECCUMN.

¢ YyeTHas 3anucb — y4yeTHad 3anncb, Kotopas ncnonbayerca ans otkpbitna RDP, SSH unu web-ceccumn

Ha pecypcax yKasaHHbIX B paspeLleHnm.
» MoapaspeneHne — ums noapasaeneHnsi, B KOTOPOM COCTOUT pecypc.

e Pecypc — pecypchbl, Ha KOTOpbIX MOXeT 6bITb 0TKpbiTa RDP, SSH nnn web-ceccnsa ot umeHmn yyetHom

3anncu ykasaHHOW B paspeLueHum.

e IP nonb3oBartensa — IP-agpec, ¢ koToporo nonb3oBaTens nogkntovaetcsa kK PAM Gateway, SSH proxy
nnv RDP Proxy.

o Tun noakn4YeHUa — TUN yaaneHHoro nogkntodeHuns (RDP, SSH, nonb3oBaTenbckme Tunbl).

o [MpuynHa — Npoun3BOSbHLINA TEKCT, BBEAEHHbLIN NOMb30BaTENEM NPU CO34aHUN 3anpoca.

o CocTosiHue — Tekyllee cocTosHue 3anpoca (Oxuaoaet
pewenus, MNMoareepxaeH, OTknoHeH, Nctek, OTmeHeH nonb3oartenem, Vicnonb3oBaH, He

NCMOrb30BaH).

° BpeMﬂ co3gaHuA — aarta U BpeM4d Co3aaHn4A 3anpoca nornb3oBaTeneM.



AKTUBHbIE ceccum

Pasgen npegHasHayeH Ans aBToMaTu4yeckon punstpaumm n otobpaxeHus akTuBHbIx ceccui Indeed PAM.
[nsa kaxgon ceccum otobpaxarTcsa cnegyowme gaHHble:

* MNMonb3oBatenb — nonb3oBarernb katanora Active Directory, KOTOpbI MHULMMPOBAI CECCULo.

¢ YyeTHas 3anucb — y4yeTHada 3anncb, Kotopas ncnonbayetca ans otkpbitna RDP, SSH nnu web-
ceccuu.

» MNoppaspeneHne — nMs nogpasgeneHns, B KOTOPOM COCTOUT pecypc.

e Pecypc — pecypc, Ha koTopoM bbina oTkpbiTa RDP, SSH nnn web-ceccusa ot nmeHun y4eTHom 3anucu.
o Appec noagknyeHnsa — hakTUYECKUn agpec, UCNoMb3yeMbln MPU OTKPbITUM CECCUMN.

e AnNUTenbHOCTb — ANNTENBHOCTb CECCUMN.

* MNoakntouyeHne — Tnn yaaneHHoro nogknoyveHust (RDP, SSH, nonb3oBaTtensckue Tunbl)

o MNoakntoueHne k PAM — fata n Bpems OTKpbITUSE CeECCUM.

Mpy HaNUuMKM akTUBHBIX CECCUI Ha MaBHOM cangbape cnpaBa OT 3arofnoBka pasgena dyaet otobpaxarbes
0engx ¢ KoNMYeCTBOM aKTMBHbIX CECCUM:

AKTUBHbIE CECCUM
L Aktuenbie ceccun [f)

L%" Bce cecouw

) Cos MonbzoBaTtens YuetHan zanuce MogpazgeneH... Pecypc
oBeTnA

adm@indeead.local REDOS\admlocal Root OU REDOS
(192.168.10.130)



Bce ceccum

Paspen npegHa3HadeH Ans Novcka n NpoCMOTpa akTUBHbIX, 3aBEPLUEHHbIX U NPpepBaHHbIX CECCUN.
Mo ymonyaHuto Ha cTpaHuue oTtobpaxaeTtcs 15 ceccun.

() VH®OPMALUSA

OTo6pa>KaeM0e no ymosrn4yaHuro KoJin4ecrtBo ceccun Ha CTpaHnue MOXHO N3SMEHUTb B

KOHbMrypaumoHHoM danne.

BHI/I3y CTpaHunUbl pacroJioXeH narmHatop And npocMoTpa oCTalribHbIX ceccun.

Papom ¢ narmHaTtopom HaxoguTtcs nepekntodatens MokasbiBatb no: 15 30 60 100, ytobbl BMAETL GonbLue

CTPOK Ha OofHOWM CTpaHuue " He nepekn4aTbCAa Mexay CTtpaHunuamMmuy CriMKoM 4acTo.

Ecnn anemeHTOB MeHbLUe 15, TO OHM NOMeELLaoTCs Ha O4HY CTpaHuuy. B aToMm criydae nepekntodarens

lNMokasbiBaTb No (VI cam I'IaI'I/IHaTOp) HE OTO6pa)KaIOTCFI.

NMouck ceccumn

Mounck no3BonsieT oTobpasnTb TONbKO T€ CECCUM, KOTOPbIE YOOBNETBOPSAOT 3aA4aHHOMY kputeputo. EcTb aBa

BuMaa rnoucka.:

e bBbICcTpbIn — cTpoka noncka. MoXHO nckaTb TOMbKO Mo OOHOMY KpUTEPUIO. TekcToBbIV BBOA.

¢ PaclumpeHHbIn — hopma € HECKONbKUMU NosnisiMnU. MOXHO UCKaTb NO HECKOMBbKUM KPUTEPUSIM CPasy.

BbinagatoLimne Crimncku.

BbiCcTpbIN NOUCK

B nonckoByto CTPOKY MOXHO BBOAUTbL OQHO UITN HECKOSMBKO cnoB. CrioBa MOXHO NcaTh NOMHOCTBLIO UM
YacTn4iHo (3 n 6onee Gyks).

Mpumep

YT0BbI HAaNTK CECCUI0 C MPUYNHOM OTKPLITUS O6HOBNEHME MPOrpamMMbl, COr1acoOBaHO AUPEKTOPOM, HY>XHO

BBECTM Ntoboe 13 crnoB: 06HOB, nNpor, corna, aup.


http://localhost:3000/privileged-access-manager/2.10/installation/configuration-files/
http://localhost:3000/privileged-access-manager/2.10/installation/configuration-files/

/\ NPEAYNPEXAEHUE

Mo koHUYy cnoBa nouck He paboTtaet. Ecnn BBeCTN HoBNeHWe , TO CECCUs HE HaWaeTCA.

Ceccuo MOXKHO McKkaTb M0 ABYM ClOBaM, HanpuMep: o6HoB Npor, Nporp COrf, COrn Aaup .

/\ NPEOYNPEXOEHUE

CnoBa B NONCKOBOM 3anpoce OOJKHblI UOTU B TOM Xe nopaake, 4Tto B NMpUyYnHe OTKPbITUA. Ecnun BBecTu

npor o6HOB, TO CECCUs He OTO6pa3VITCFI.

Henb3a BBOAUTL CrioBa, Mexay KOTOpbIMU B MPUYMHE OTKPLITUA eCTb Apyrne crioBa. Ecnv BBecTu
0o6HOB aup, TO ceccusi He oTobpasnTcs, NOTOMY YTO MeXay obHoB M aup €CTb elle ABa Cnosa.

PacwunpeHHbIX NOUCK

MO>HO McKaTb N0 OOHOMY UMK HECKOMNbKUM KpuTepusaiM. [Npu BbIGOpe HECKONBKNX KPUTEPUEB OTOGPA3ATCS
Ceccum, KOTopble YOOBINETBOPSOT BCEM NEPEYNCIIEHHBIM KPUTEPUSIM.

Mpumep

Ecnu Bbibpatk B nore MNonb3oBaTenb 3Ha4yeHWe ivan.ivanov@company.demo W B none Tun
NoAKIIoYeHUs 3Ha4YeHne SSH, To 0TOBPasATCs CecCcum TONbKO 3TOrO MNorb3oBaTens TOMbKO C 3TUM TUMOM
NOOKIMOYEHNS.

A NMPEOYNPEXOEHUE

B kaxxgom none MoXHo BblIbpaThb TONbKO OQHO 3Ha4YeHue. Bbl He cmoxeTe B OAHOM 3arnpoce
pacLUMpeHHOro noucka BbIBECTU Ceccumn nosb3oBarernen ivan.ivanov@company.demo U

peter.ivanov@company.demo . Bbl cMOXeTe aTo caenaTtb C NOMOLLLH TEKCTOBOMO Nnoucka no 3arnpocy

ivanov.

Bbirpyska xypHana ceccuu B chamn

Bbirpy3ka cobbiTnin BoO3mMoxxHa B doannbl AByX TMNoB: CSV 1 XSLX. [Ins BbIrpy3Kn XXypHana HaxmuTe Ha

COOTBETCTBYIOLLYHO KHOTKY.



OTyeT popmmpyeTcs B Buge tabnuupbl co ctonbuamu: "MNone3oBatens”,"YueTHasa
3anucbk","lNogpasgenexne”,"Pecypc”,"lMpogomkutensHocTs"," Tun

noakntodenus","Havyano","OkoH4yanune","CoctosiHmne".

B BbIrpy3ky nonagatot Toneko nocnegHue 10000 3anucen.

NMpodunb ceccum

Ceccuia & INDEED\adm ~

adm@indeed.local Pazpewenne #4

REDOS\admlocal

Root OU 09.11.2022 12:21:00
REDOS (192.168.10.130) INDEEDYadm
192.168.10.130

Server updats

00:12:46

55H

192.168.10.13

09.11.2022 13:01:16

09.11.2022 13:01:16

09.11.2022 13:14:02

3aeeplUeHHaR

[® Texcroewii nor

[nsa kaxgon ceccumn otobpaxaroTca cnegyolime AaHHbIe:

* MNMonb3oBatenb — nonb3oBarernb katanora Active Directory, KOTOpbI MHULMMPOBAI CECCUL0.

¢ YyeTHas 3anucb — y4yeTHada 3anncb, Kotopas ncnonbayetca ans otkpbitna RDP, SSH nnu WEB-

ceccun.
* MNoppaspeneHne — nms nogpasgeneHns, B KOTOPOM COCTOUT pecypc.
* Pecypc — pecypc, Ha koTopoMm bbina oTkpbita RDP, SSH nnn WEB-ceccnsa oT MMeHn y4eTHOWM 3anucu.
+ Apapec noaknrwoyeHuns — IP-agpec pecypca.
e [puynHa — NpuynHa NOAKMYEHNS K pecypcy.
e AnNuTenbHOCTb — OJIUTENBHOCTb CECCUUN B Yacax, MUHYTax U CEKyHAaX.

e Tun noAaKnNYEeHNUA — TUMN NOSIb30BATENBCKOro NOAKITHYEHNS K pecypcy.



IP nonb3oBatensa — IP-agpec, ¢ kotoporo nonb3oBaTtenb nogkntoyancs kK PAM Gateway, SSH proxy
nnn RDP Proxy.

MopkniroyeHmne Kk PAM — garta n Bpemsa nogkntoveHus nonb3osatenst kK PAM.
OTKpbITUE Ha pecypce — [aTta U BpeMs OTKPbITUS CECCUM Ha pecypce.
3aBepLieHne — gaTta u BpeMsi 3aKpbITUS CECCUM.

CocTosiHne — TeKyllee COCTOSIHNE CECCUN.

OnucaHue — onucaHne paspeLleHnsl, ykazaHHOe Ha aTane co3faHus.
Co3paHo — garta 1 BpeMs co3aHus paspeLleHust.

Co3pan — y4deTHas 3anucb agMmuHucTpaTopa Indeed PAM.



Onepauun Hag ceccnsimm

NpepbiBaHne ceccumn

CDyHKLl,VIFI NO3BOJIAET NMPUHYAUTENBbHO NMpepBaTb CECCUIO.

o Haxmute MNpepBatb B Nnpodumne akTMBHON CECCUMN.

OOHOBNEeHue ceccumn

®PyHKLMA NO3BONAET OOGHOBNATL TEKCTOBLIN 10T, CHUMKWN 3KpaHa 1 nepefaHHble Ha cepeep dansbl B pyYHOM

pexume.

o Haxmute O6HOBUTBL B Npodune akTMBHON CECCUMN.

Bugeo

Ana RDP-ceccuin, SSH-ceccun, kotopble oTkpbIThl Yepes Indeed PAM Gateway 1 anga ceccui KnMeHTCKUX
NPUNOXEHUA AOCTYMHbI BUAEONOrMpoBaHmne.

MpocmoTp NOTOKOBOro BUAEO

o OrtkponTte cekumo Buageo B npocumne akTMBHOM CECCUMN.

NMpocmoTp/CkaumBaHue MTOroBoro BUAEO

o OTkpownTte cekumo Buaeo B npocune 3aBepLLUEHHOWN UM NPepBaHHOW CECCUN.

e 3anyctute BMAEO unm Haxmute CKkayaTb BCE.

TekcToBbIN NOT

Ona RDP-ceccun n SSH-ceccuin, kotopble oTKpbIThbl Yepes Indeed PAM Gateway nnu Indeed PAM
SSHPROXY pgocTtyneH TEKCTOBbIV NOT.



MpocmoTtp/Monck/CkaunBaHmne TeKCTOBOroO riora
o OTkponTte cekumo TeKCTOBbIN fnor B Npodune 3aBepLUeHHON UNn NpepBaHHON Ceccumn.

() NPUMEYAHVE

TekctoBoe nornposaHue B RDP-ceccusax nogaepxmBaetcs 3a c4HeT KoMmrnoHeHTa Indeed PAM
Agent, areHT permcTpmypyeT TEKCTOBbIM BBO[, NepexBaTbiBaeT Ha3BaHNA aKTUBHbLIX OKOH Y
3anyckaeMblx npoueccoB. TekcToBoe nornposaHmne B SSH-ceccusax He TpebyeTcs yCTaHOBKM

OTAenbHbIX KOMMOHEHTOB, B SSH-ceccusix permctpmpyeTcs NonHbIM BBOA/BbIBOA.

o BBeagute 3HauyeHme B nons Angd nomcka Unm HaxXmuTe CkavaThb.

CHUMKM 3KpaHa

Ona RDP-ceccumn, SSH-ceccuin, kotopble oTkpbIThl Yepes Indeed PAM Gateway v ans ceccuin KNMEeHTCKUX

NPUITOXEHUN.

NMpocmoTtp/CkaunBaHne CHUMKOB 3KpaHa

o OTtkpounTte cekunto CHUMKM aKpaHa B Npodure akTMBHOW, 3aBEPLLEHHON UMW NMPEPBAHHON CECCUN.

o OTKpOMTE CHUMOK 3KpaHa unn Haxmute CKayaTb BCE.

lNepeaaHHble Ha cepBep hannbl

[na RDP-ceccumn goctyneH nepexsar U TEHEBOE KONuUpoBaHue hanrnos, KOTopble nepenarTcs ¢

NPOGPOLLEHHBIX IMCKOB Ha pecypc.

NMpocmoTtp/CkaunBaHmne nepeaaHHbIX channos

o OtkpownTe cekumto MNepepaHHble Ha cepBep ¢hannbl B Npodune akTMBHOWN, 3aBEPLLEHHON NN
npepBaHHOW CECCUM.

e [lepenante No ccbifnke Ans ckayMBaHUsA nepefaHHbIX annos.



CoObIiTusA

B aTom pasagene otobpaxaeTtcst UICTopus coObITUIN, KOTOPbIE MPOM30LLNK B Ballen nHctannaumm Indeed
PAM.

Camble HoBble CObbITUA — BBEPXY Tabnuubl.

Cnimcok Bcex CyLlecTByLWmMX cobblTuin — ckadatb XLSX.

NMouck coobITUN

TeKkcTOBbIM NOUCK PaclmpeHHbIA nouck

Beegute B CTPOKY MNMOoucCKa Kop cobbitnsa, KomnoHeHT nnm Uma nHnumnaTopa noJiIHOCTbo UITN YaCTU4YHO.

Haxmute ENTER nnu O\

Bbirpyska coobituu B thann

Bbirpyska cobbiTuin BO3MOXHa B dpansnbl AByx TunoB: CSV n XLSX. [Ang BbIrpy3Ku XXypHana HaxmuTe Ha

COOTBETCTBYHOLLYH KHOTIIKY.

OtyeT hopmupyeTca B Buae tabnuubl co ctonbuamu: "YposeHb", "Bpems cosganus”, "Kog", "CobbiTue",

"Onucanune", "KomnoHeHT", "Hnumnartop".

B BbIrpy3ky nonagatot Tonbko nocnegHne 10000 sanucen.


http://localhost:3000/privileged-access-manager/assets/Events_Privileged_Access_Manager_2.10.xlsx

YBeaomrneHus

B naHHOM pasgene HacTpamBatoTCs NOYTOBbIE YBEAOMIIEHNSI HA yKa3aHHbIe COObITUS XXypHana.

NMpegBapuTenbHasa HaCTpoMnKa

[nsa paboTbl cMcTeMbl yBeJOMIEHUI YKaXUTe NOYTOBbIE HACTPOVKK: nepenante B pasgen SMTP cepBep,

BBeaAUTe agpec No4YTOBOIro cepBepa, NopT, AaHHbIe O5d aBTOpU3aunn U COXpaHUTe N3MEHEHUA.

[ns npoBepKkM HAacCTPOEK HaXXmMuUTe KHONKy OTnpaBUTbL TECTOBOE NMUCbMO.

YBepomneHunsa

[pynnel noaydatensii

Pacceinkm
SMTP cepeep

SMTP cepeep SMTP cepeep

Mopt

L

a7

UudpoeaHne

Het w

ma nonezoeatens

mA nonezoearena

Mapons

Mapons r

Email otnpaewtens

Email otnpagurens



HacTponka yBegomneHuu

[lna HacTpownku yBe,ElOMﬂeHMVI BbIMONMHUTE creayruine waru:

1. CosganTe rpynnel nonyvarenen — CNUCK1 agpecoB A5 pacChblfikv YBEAOMMAEHUA O pernctpaumnm
BblOpaHHbIX COBObITUN B XXypHane.

i. OTkponTe pasgen Mpynnbl nony4yareneun, HaxmuTe KHonky [lo6aBuTb, BBEAUTE UMS U ONUCaHUe
rpynnel nonyyarenen, Haxmmte CoxpaHuTtb

ii. MepenguTe B co3aaHHyto rpynny nony4vaTtenen, Haxmmute kHonky [lo6aBuTb email, BBeante agpec
3MNEKTPOHHOW NOYTbI COTPYAHUKA.

2. B pasgene Paccbinku gobaeste coObITUS, NO KOTOPbIM HEOOXOAMMA pacChbiiika OMOBELLEHUN U
COOTBETCTBYHOLLME rPynMbl PACChIfKM.

YpaneHue rpynn nony4aresnie UNu paccbinok

Ons yoareHuna anemMeHToB nepengute B COOTBeTCTByIOU.lMVI pa3aen, otMeTbTe (*)J'Ia)KKOM HY>XHbl€ 3J1IEMEHTbI
N HAXMUTE KHOTMKY Yaoanuto.



KoHdourypauus

INlnyeH3unm

Pasgen cogepxut gaHHble o nuueHsnposaHun Indeed PAM.

NMonb3oBaTenbCcKkue NIMUEH3nn

KoHdurypauus

Nuenzun
CUCTEMHBIE HACTPORKM

Monezosatensckoe
MOAKAKYEHNE

CepencHoe NogknueHne

CeTeEsle pAcnoNoKeHWA

~+ NoBaeute

MaeHTUHKATOP MHCTAANAUNM 690d8a09-2dce-4673-b0d 1-e875a46a90a4 [a]

O6uiee KonuyecTso

Nuyenzna AoctynHo Wcnonszyetca
MonbzoRaTensckan 10 1

PecypcHan 200 8

3aperncTpupoBaHHble AMLEHIUN

O Nuuyewzua Hauano OxoHuaHue
O  PecypcHan 21.09.2023 21.10.2023

O Monszoearensckan 21.09.2023 21.10.2023

B pasgene otobpaxatoTcsa creayoLmne AaHHbIe:

NULEH3NN.

[na kaxgon nuueHsmmn otobpakaloTcs creayoLme AaHHble:

Hata Hayana — gaTta Havana gencTBUS NULEH3NN.

[aTta okOH4YaHMUA — faTa OKOHYaHUSA OEeNCTBUSA NULEH3UN.
Oarta Bbinycka — gaTta (oopMUpPOBaHUS NIULIEH3UN.
KonunyecTBo — KONMYeCTBO NULIEH3NIA.

JNlnueH3na — tnn nMuUeH3un.

Kon-Bo

200

[ oCTynHO pecypCHbIX NULEH3MN — obLLEee KONMMYECTBO PECYPCHbBIX NINLIEH3NNA.

MUcnonb3oBaHo pecCypCHbIX JNINLEH3UN — KONNYECTBO UCMOMb30BaHHbLIX NULEH3NNA.

& sec@new.domain.com ~

Buinyuexa
21.09.2023

21.09.2023

MAeHTMCbMKaTOp MHCTaNNAUNN — yHVIKaJ'IbeIIZ KoA4 MHCTannauuu, Heobxoanm ans CbOpMVIpOBaHMFI

JocTynHO Nonb3oBaTeNbCKUX NULIEH3UA — 06LLee KONMYECTBO MONb30BaTENbCKMX JTULIEH3WIA.

MUcnonb3oBaHo Nonb3oBaTeNbCKUX NIMLLEH3UN — KONMYECTBO MUCMOSb30BaHHbIX NMNLEH3NN.



CecCHOHHbIe NMULUEH3Un

KoHndpurypaums

Nuuenzumn
CHCTEMHBIE HACTPOHKM

Monesosatensckoe
noARMOUEHE

CepevcHos NoakakUeHmne

CeTeBbie pacnonoeHus

+ AocBaeuTe

Waermuduxatop uctannaumy 630d3309-2dce-4673-b0d1-285346330a4

ObLwee koM4ecTBO

Nuyenzua DocrynHo Wenonesyerten

CeccronHan 10 1

SaperHCTpHPOBaHHbIe AULEHZNK

O Nuuenzua Hauano

O Ceccvonnan 13.09.2023

B pasgene otobpaxatotca crnegyroume AaHHble:

OxoHuaHne

13.12.2023

Kon-so

Brinywexa

13.09.2023

& sec@new.domain.com ~

o NgeHTndunkKaTop MHCTANNALUUN — YHUKANbHbIN KOA4 MHCTaNNAunmn, Heobxogmm ans hopmMmpoBaHus

JINUEH3NN.

° D,OCTyI'IHO CECCUOHHbIX NULUEeH3nNn — obLLiee KONMMYECTBO CECCUOHHBIX NMULEH3NNA.

* Ucnonb3oBaHO CECCUOHHbIX FIULIEH3UN — KONNYECTBO UCMONb30BaHHbLIX NULEH3NNA.

Ansa kaxgon nuueHsnmn oTobpakaroTcsa criefyowme gaHHble:

KonnyecTtBO — KONNYECTBO NULIEH3UN.

NMuueH3na — tvn JINLEeH3NN.

[lo6aBneHue NUUEH3nmn

Haxmute lo6aBuTb 1 BbibepuTe dann nnuueHsunu.

YnaneHune nuueH3uun

OtmeTbTE HY>KHYIO JTMLUEH3UNO N HAXMUTE Yoanuteb.

CuncrteMHble HaCTPOUKHU

faTa Bbinycka — gata (oopMUpPOBaHMS NULEH3NMN.

[ata Hayana — garta Hayana AencTBUSA NULIEH3UMN.

[aTta oKoHYaHUs — gaTa OKOHYaHUSA OENCTBUSA NULIEH3UMN.



BrnokupoBka npu 3apauu no Bupeo Ceccuun MopkntoyeHus SSH Syslog
BBOAE pacnucaHuio K Gateway Proxy

HeBepHbIx OTP

HacTtponka OnucaHue

Mpw NpeBbiEHMN STOr0 3Ha4YEeHMs1 NoNb3oBaTenb OyaAeT BpeMeHHO
3abnokmpoBaH, To eCcTb He cMOXeT BBoauTb OTP.

MuHnmanbHoe 3HadeHue: 0
Yncno HeBepHbIX MOMbITOK

3HayeHune no ymonyaHuto: 10
Beoga OTP

MakcumanbHoe 3Ha4vyeHune: 99

0 o3Havaer, 4YTo 6n0|<|/1pos|<a He NMPUMEHAETCHA, TO €CTb KOJNIM4eCTBO

NonbITOK BBOAA He OrpaHn4eHo.

OnpegenseT nepuoa BpeMeHU, No UCTEYEHUN KOTOPOro
nonb3oBaTenb byaet pa3bnoknpoBaH 1 cHoBa cMoxeT BBoauTb OTP.
[Meproa 6noknpoBkm
ayTeHTudumkaTopa, M1H MwuHMManbHoe 3HadeHue: 1
3HadeHue no ymonyanuto: 10
MakcumarnbHoe 3HaveHue: 9999

NMonb3oBaTenbLCKoe nogkrnyeHne

Pasgoen cooepXuT gaHHble 0 NOSb30BaTENbLCKNX NogkntoyeHunsx. lNonb3oBaTensckue nogknioyveHns RDP un

SSH aenstoTcs BCTPOEHHbLIMN N HE MOTYT ObITb NU3MEHEHbI UK yOaneHbl.

[ob6aBneHue HOBbLIX TUNOB NOAKMIOYEeHUN

[na no6aBneHns HOBOro TunNa NOAKMYEHUS HEOOXOANMO UCCreaoBaHMNE KIMEHTCKOIO NPUIOXEHNS 1
paspabotka wabnoHa ans Indeed ESSO Agent. HoBbIN TN NOAKIIOYEHNS YHUKANEH ANS KaXA0ro
NpunoXxeHna, ons paspaboTtkn Heobxoanmo obpaTnuTbes B CNyX0y TexHnyeckon nogaepxkm Indeed.



CepBUCHOE NoaKno4YeHue

Pasgoen cooepXuT gaHHble O CEPBUCHbLIX NOAKITHOYEHUSIX. 3a ucknoyeHnem SSH, Bce cepBUCHbIE

NOAOKITIOYEHUA ABNAKTCA BCTPOEHHBIMU U HE MOTIYT ObITb N3MEHEHbI NN yAaneHbl.

[JoGaBneHne cepBMCHOro noaknto4yeHus ¢ tTunom SSH

LLIabrnoH cepBUCHbIX onepawumi yHUKaneH ans Kaxgoro auctpmbytuea *nix. B coctaBe guctpubytmea no
nytv IndeedPAM_2.10_RU\indeed-pam-tools\ssh-templates\ npunoxeHbl WabnoHbl AN cregyoLmx

ANcTpmnbyTUBOB *nix:

o Alt

e Astra

o CentOS
e Debian

e FreeBSD
e Oracle

e RedOS
 RHEL

e SLES

e Ubuntu

YT1006bI f06aBUTL WWabnoH B Indeed PAM:

1. OTkponTe pasgen KoHdurypauusa — CepBUCHOe noakKstoYeHue.
2. BHyTpun 6noka SSH Haxmunte [lo6aBUTb.

3. Bblbepute gann ¢ HyHbIM BaM wabnoHom SSH-kOHHeKTopa 13 aucTpmnbyTmnea no nyTu
IndeedPAM_2.10_RU\indeed-pam-tools\ssh-templates\.

[nsa paspaboTkn gpyroro wabnoHa obpatutecs B cnyxby TexHuyeckon nogaepxku Indeed.

CeTeBble pacnonoXeHus

Pasgen COOEepPXUT AaHHbIE O nobaBneHnn ceTeBbIX pacnonomeHMﬁ, ansa OFpaHVI‘-IeHVIIZ MCrnonb30oBaHNA

pecypcoB, BblAaHHbIX NO aapecaMm.


http://localhost:3000/privileged-access-manager/2.10/problem-solving/tech-support/

No6aBneHne ceTeBOro pacnosnoxeHus

+ NoBaeute
HaxmuTte KHonky .

BeeanTte UMna 1 nobassTe CeTeBble agpeca pecypcoB, KOTOPbIM HEO6X0AUMO BblAaTb OrpaHUdYeHHoe
MOAKIHOYEHNE.



YKa3aHue AnuTeribHOCTU CerMmeHTa
Buaeo npu 3anmcum RDP-ceccun

Bo Bpemst RDP-ceccum 3anucbiBaeTcsa Buaeo ¢ paboyero ctona yaaneHHoro pecypca. Bugeosanncs RDP-
Ceccuun OenuTcs Ha cerMeHTbl. Yem AnvHHee cerMeHT Buaeosanucu, TeM cunbHee Harpyxaetcsa CPU B

OTKPbITOM CECCUN.

YTto6bl CHN3NTL Harpy3ky Ha CPU, ymeHbLunTe 3HadeHne cneaytowero napametpa: Kondurypauma —
CucreMHble HaCTPOUKN — [ANUTENbHOCTbL CerMeHTa 3anMcbiBaeMoro BUAEeO B KOHCOMNM

agMmuHuctpatopa PAM.



Ponwu

Pasgen npegHasHayeH anst HAaCTPOWKN NpUBUIEri nonb3oBarenen-agMmmHmucTpatopos PAM B KOHCONM

ynpasneHuns Indeed PAM.

NpepBapuTernibHas HaCTpPOUKa

Mocne nepBoro BxoAa B KOHCOMb agMUHUCTpaTopa notpebyeTcs 4o6aBUTb TEKYLLEro Nonb3oBaTtens B

cocTtaB ponu Administrator, ans atoro:
1. NMepengnte B pasgen Ponu
2. OtkpouTte ponb Administrator n nepenante B nogpasgen CocraB ponu

3. Haxmute lo6aBuUTb, BbIbEpPUTE TEKYLLETO NONb30BaTeNs n Job6aBsTe €ro B COCTaB ponu

Administrator 2 INDEED-ID\Administrator *

O51Wan MHGopMauma + NoBaewts
CocTae poau

Mpuenaerin [l WMma nonszoeatens

] INDEED-IDMVAdministrator

4. 3aHOBO BOMAUTE B KOHCOJb ynpaslieHNA " y6e,u,|/|Ter YTO B KOHCOJTN NOABUITUCb OCTallbHbl€ pa3aersibl.

NMpepycTtaHoBrEHHbIE pOnU

Mocne yctaHoBkn 6yayT aoctynHel ponu Administrator, Operator n Supervisor.

A NMPEOYNPEXOEHUE

BHumanwue! MNMocne nepexofa Ha HOBYKO BEPCUIO HEOOXOOMMO NPOBEPUTL COCTaBbl MPUBUIIENNN Y BCEX

NCMonb3yeMbIX Ponei.



Ansa ponn Administrator BkntodeH NonHbIn HAbop NpuUBUNETNIA.

[na ponn Operator BKITKOYEHbI NpuBunernn, no3Bosidlolne BbigaBaTb UIMA OT3biBaTb pa3peLlleHnA (K

npumepy, obpabaTbiBaTb 3asiBKW HA AOCTYM), @ TakKe BbIMOMHATL NPOBEPKY NPUBUNErNMPOBAHHbBIX YUYETHbIX
3anmcen 1 4OCTYMHOCTb KOHEeYHbIX Pecypcos.

Ponb Supervisor npegHasHadeHa nsi nomMcka u npocMoTpa 3Ha4YeHUI, 3a UCKITIOYEeHNEM Naponen YYeTHbIX
3anucen. MNpueunerum Ha gobaBneHne 1 3MeHeHMe 3Ha4YeHUN oTKMoYeHbl. Ponb ByaeT nonesHa gns
KOHTpons 3a paboton agMmuHuctTpatopos PAM.

NanHble ponu sensotes MobanbHbiMK. Caenatb porb JTokarnbHOM MOXHO TOMBKO MPY CO34aHUM HOBOA
ponu.

Co3pnaHue HOBbIX poneun

() NPUMEYAHVUE

[N BbINONHEHNSA onepauuini ¢ posisiMu HeobxoanMmbl npusunernn ynpasrieHnAa pondamMmm goctyna.

BbinonHuTe cneayowime warm:

1. Nepengnte B pasgen Ponu, Haxxmute kHornky [lo6aBUTb, yKaXXUTe UMS 45151 HOBOW ponuv, Ans co3gaHns
nokanbHOW ponu BknounTe dnaxok JlokanbHasa. HoBas ponb 4o6aBUTCS B CNUCOK POMEN.

2. OTkponTe co3aaHHyto porb, nepengute B pasgen NMpuBunerun, Boibepnte Heobxogmmbli Habop
NPUBUIErMN N COXPaHUTE U3MEHEHUS.

HoBasa ponb =

Wima ponn

AnMUHWCTPaTOP OTAENa MHPOPMALMOHHORA BE30N3CHOCTM

NokansHan

Ana npedocmasnedus npae 8 pamMkax 00Ho20 nodpasdeneHus UCnoAL3yLIMe AOKAALHYI0 PO




[lobaBrnieHue nonb3oBaTesien B COCTaB pPonu

[ns HasHavYeHun npuBunernn agmmHuctparopam PAM BeinonHuTe crnegyowmve encTBus:

1. Nepengnte B pasgen Ponu, oTkporTe HeO6XoaNMYIO porsib.

2. NepenanTte B pasgen CocTtaB ponu, Haxxmnte [lo6aBuTb. Boibepnte nogpasaenexHune, 3atem
nonb3oBaTens.

Boibepute nogpasaeneHue *
Mms Q

Auperuna

®  Oraen vHbopMaUMOHHONR Gez0NacHOCT

Otaen MHGOPMAULWOHHOR BE30NacHOCTK Bnepeg

/\ NPEQYNPEXAEHUE

Ecnu nonb3oBatens AobasreH B COCTaB HECKOMbKUX PONen, TO OH Nnonyyaet cyMmmy npuBunerui u3
BCEX CBOMX poremn.

YpoaneHue poneu

Mepenante B pasgen Ponu, oTMeTbTe PraXKKoM HYXKHble ponu, HaxxMnTe YaanuTb.



[MpunoxeHus

AAPM — 370 Habop MeToa0B U MHCTPYMEHTOB A4 aBToOMaTmU3aunmn nonyyeHns naposnen n SSH knroden

(y4eTHbIX AaHHbIX) Y3 NpuUnoxeHnsamu.

/\ NPEQYNPEXAEHWE

[nsa ncnonb3oBanHus MNpunoxeHnn Heobxoanmo nmets AAPM nuueHsuu.

Y1061 f06aBUTL NpunoxeHue B Indeed PAM Heob6xoanmo:

1. Nepentn B pasgen MNpunoxexHus 8 MC

2. Haxatb kHonky [Jo6aBuTb

B KOMMAHUS MpunoxeHns
nHONO
Vims Q
& Monb3osatenv
anx [pynnbl Nnonb3oBaTenei -+ [l06asuTs
ﬁ Pecypcel
B3 Mpynnel pecypcos Nmsa OnucaHue
B Yuetnbie sanucn €5 MyApplication Test app
B3 [omeHnl PGAdmin external PG
SMSS external SMSS

& CTpykTypa

MpunoxxeHuna

HacTtpoika npunoxeHuin:

B pasgene npunoxeHust MOXHO:

o 3aﬂaBaTb NMA NMPUNoXeHna, onncaHne, HaCTpouTb TUN ayTeHTI/ICbI/IKaLWII/I.



o ,D,OGGBJ'IHTI: AOMUWHUNCTPATOPOB MPUITOXEHNA. 910 no3sBonser npocMaTtpmBaTtb Naposib OT 3TOro

npunoxeHnsa B UC.

o [loGaenATb paspelleHus. [nsa aToro HeobxogMmo:

o Haxmute Ha kHoMKy [lo6aBUTb pa3peLueHue.

o BblbepuTe noapasaeneHve.

o Bb|6ep|/|Te YYETHYIO 3aMncCb, OT KOTOpPOW HeobxoaMmo nony4yartb naporsib.

o HacTtponTe Bpemsi paboTbl paspeLleHunst n onnucaHue.

o 3aBepLunTe co3gaHune paspelueHus kHonkon CosaaTh.

o CbpacbiBaTtb naposnb. [na atoro HeobxoaMMo HaxaTb Ha kKHoMKy COpocuTb napornb.

e YaanuTb npunoxenue. [1nsa aToro He06xoanMMo HaXkaTb Ha KHOMKY YAanuTb.

° ﬂpOCMOTpeTb BblaHHblE pa3pelleHna n cobbITuA, KOTOpbIE NMpon3owsin B CuCtemMe PAM gnsa atoro

NPUNoXeHund

B KOMMAHWA
mHOMO

o Monw3osatenn

= [ pynnbl nons30Barenseii
E Pecypcol

@3 Mpynnei pecypcos

B Yuethsie 3anucu [ 15 )
B Jlomens

&5 Crpykrypa

Mpunoxenna

£= Pazpeusenms

AyTeHTUdMKaLMA NPUNOXKEHUN:

MyApplication

18 Jlobaeute pazpelseHue & Cobpocuts napone m] Yaanute

MyApplication
Test app #

YcTraHoeneH
192.168.147.3 #

ra

ALMUHUCTPATOPSI PazpeweHws CobbiTus

— [obaeuTe

Monesoeatens

victor.osipov@indeed.test

[MpunoxeHus, Kak U none3oBaTenu, aytTeHTnguumpyrotca Ha IDP 1 nony4varoT TOKeH.

B0O3MOXHbI HECKOIbKO CNOCOB0B ayTEHTUdUKALNN NPUNOXKEHNIA:



1. CTaTnyHbIM Naponb — 3a4aeTca aBToMaTUYeCcKkn Npu cosgaHnm npunoxexnus. AammHnctpatop PAM
MOXeT copocuTb Yyepes MC, HO He MOXeT nocMmoTpeTb. [Nonb3oBaTtens PAM, sensowmnca

aaMUHUCTPATOPOM KOHKPETHOIO MPUIOXKEHMS, MOXET NOCMOTPETL Naposb 3Toro npunoxexus B UC.

2. |IP-agpec — onuunoHansHo. IDP nposepsieT, 4To 3anpoc Ha nonyyeHne TokeHa npuwlen ¢ ykasaHHoro |P-

agpeca. 3apgaetca agmuHuctpatopom PAM B MC.



Bbirpy3ska naponeu

B cnyyae HewTaTtHOM cuTyaummn, npu otkase komnoHeHToB PAM npegycmoTpeHa BO3MOXHOCTb BbIrPY3KU

naponeu NpuBUNErMpoBaHHbIX YY4ETHbIX 3anucen ua 6assl PAM.

Bbirpyska ocyLiecTBnsieTcs ¢ nomoLblo yTunuTsl indeed-pam-
windows\MISC\Dump\Pam.Tools.Dump.exe

[Mepen ncnonb3oBaHnem OTKPONTE KOHPUIrypaUMOHHbIA hann yTunuTel indeed-pam-

windows\MISC\Dump\appsettings.json n ykaxute napameTpbl gocTyna k 6ase Core:
Cekuusi Database.

o Database — npoBangep ans pabotsl ¢ CYB[]
o mssql — Microsoft SQL Server

o pgsql — PostgreSQL, PostgreSQL Pro

e ConnectionStrings

w CTtpoka nogkntoveHus k MicrosoftSQL

e Data Source — ums cepeepa CYB nnn nMeHoBaHHOro ak3emnnsipa
e Initial Catalog — uMs 6a3sbl AaHHbIX

e User ID — y4yeTHas 3anucb ans pabotsl ¢ B

e Password — naporib y4eTHOW 3anucu

e [pyrve napameTpbl AOCTYMNHbI B AOKYMeHTaumm no ctpoke nogkntodeHns SqlClient 3.0 .NET Core

"ConnectionString": "Data Source=sql.domain.local; Initial Catalog=IPAMCore;
Integrated Security=False; User ID=IPAMSQLService; Password=password"

/\ NPEAYNPEXOEHUE

B cny4ae ncnonb3oBaHns nMeHoBaHHoOro ak3emnnsapa Microsoft SQL Server 3HaueHne

napametpa Server HeobxoaMmo YKa3blBaTb B (bopmaTe nmA cepBepa\\MMﬂ dK3eMmnspa.



https://docs.microsoft.com/en-us/dotnet/api/microsoft.data.sqlclient.sqlconnection.connectionstring?view=sqlclient-dotnet-core-3.0#remarks

"PamCore": "Data Source=sql\\instance;

v CTtpoka nogkntoveHms k PostgreSQL

e Host — mnmsa cepsepa CYB[] nnn nmeHoBaHHOro ak3emnnsapa

Database — vMsa 6a3bl AAHHbIX

e Username — y4yeTHas 3anucb anga pabotbl ¢ B[

Password — naposib y4eTHOWN 3annucu

[pyrve napameTpbl AOCTYMHbI B AOKYMEHTaUuMmM No cTpoke noakntodeHns Npgsql

"ConnectionString": "Host=sql.domain.local; Database=IPAMCore; Integrated
Security=False; Username=IPAMSQLService; Password=password"

Cekumns Encryption

e Algorithm — anroputm wndposaHus 6asbl Core

e Key — knioy wngposaHusa 6asbl Core

YTtunuta 3anyckKaeTcAa C apryMmeHTamu:

e decrypt-ssh-key — paclmpoBka 3amdpoBaHHOIO 3KCNOPTUPOBAHHOIO Ssh-kroya y4eTHon
3anucu.

e decrypt-password — pacwmndpoBKa 3aMdpPOBaAHHOIO SKCMOPTUPOBAHHOIO Napons y4eTHOM 3anucu.

e decrypt-secrets — paclmnpoBKa yY4ETHbIX JaHHbIX YY4ETHbIX 3anucen U3 ykasaHHOW Unn BblbpaHHON
nanku.

e ssh-key — BbIrpy3ka SSH kntoya npuBMnerMpoBaHHOM y4eTHOW 3anncun, Heobxoammo ykasaTb
YYETHYIO 3anunck, nNpumep:
Pam.Tools.Dump.exe sshKey --name res2\administrator.

e password — BbIrpy3ka naponsi npuBnNermMpoBaHHON y4eTHON 3anmcn, HeOBXOAMMO yKasaTb YYETHYHO

3anncb, Npumep:


https://www.npgsql.org/doc/connection-string-parameters.html

Pam.Tools.Dump.exe password --name res2\administrator.

e all-secrets — BbIrpy3ka BCeX y4ETHbIX JaHHbIX B nanky .\Results, nubo B ykasaHHyto. Naponu 6yayT
BbIrPY>XeHbl B (pann accounts.csv, knioun 6yayT BbirpykeHbl B nanky sshKeys B otaenbHble annbl.
Mpymep KkoMaHab!:

Pam.Tools.Dump.exe secrets --output c:\temp.

e help — BbIBOA CMpPaBKHU.

e version — BbIBOA MHpOPMALMK O BEPCUN.



@<=
KoHconb nonb3osaTtens

I'IonquTe OOCTYyN K KOHCOJ1M noJfib3oBaTernsa

% Mony4yeHue poctyna k pecypcy

O3HakoMbTECH CO crocobamm NOAKMHYEHUS K pecypcam

A ; NMoaknioyeHune yepe3 SSH-KNUeHTLI

O3HakoMbTeCh CO cnocobamy NOAKMYEHUS K pecypcam 4epe3 CTOPOHHNE SSH-knNueHTHbI

‘% SCP/SFTP noaknioyeHue K pecypcy

KonuyectBo rnas: 3

@ JInyHble nanku pecypcoB

O3HaKOMbLTECh C BO3MOXHOCTSIMU TPYMIMPOBKA PECYPCOB



http://localhost:3000/privileged-access-manager/2.10/user-manual/user-console/
http://localhost:3000/privileged-access-manager/2.10/user-manual/access-to-the-resource/
http://localhost:3000/privileged-access-manager/2.10/user-manual/connection-via-ssh-clients/
http://localhost:3000/privileged-access-manager/2.10/user-manual/scp-sftp-connection-to-the-resource/
http://localhost:3000/privileged-access-manager/2.10/user-manual/personal-resource-folders/
http://localhost:3000/privileged-access-manager/2.10/user-manual/executing-commands-with-root-privilege/

® || BbiInonHeHue KomaHa ¢ npusunervein root

MpounTanTe, KaK BbIMOMHUTL KOMaHAY, €Cnuv HY>XXHO sudo

‘i Onepauuun ¢ y4eTHbIMU 3aNUCAMMU

O3HakoMbTeCh C MH(bOpMaLMel O MOMCKe YYETHbIX 3anncen, NPOCMOTPe 1 cMeHe naponen n SSH-knouen

— | Pab6otra c AAPM Console Tool

Otpepaktupyite chann koHdpurypaumm appsettings.json gns paéotsl ¢ AAPM Console Tool

%} Indeed PAM Desktop Console

OsHakombTeck ¢ onncaHmem Indeed PAM Desktop Console



http://localhost:3000/privileged-access-manager/2.10/user-manual/executing-commands-with-root-privilege/
http://localhost:3000/privileged-access-manager/2.10/user-manual/executing-commands-with-root-privilege/
http://localhost:3000/privileged-access-manager/2.10/user-manual/password-and-ssh-key-management/
http://localhost:3000/privileged-access-manager/2.10/user-manual/usage-of-aapm-console-tool/
http://localhost:3000/privileged-access-manager/2.10/user-manual/desktop-console/

KoHconb nonb3oBaTens

Mony4eHne gocTyna K pecypcam BbINOSHAETCS NPy MOMOLLM KOHCONMM Nofib3oBaTens — crneLmanbHON
obonoykn ans Indeed PAM Core. [locTynHa no cnegytowemy URL:

e Windows: https://pam.domain.local/pam/uc

e Linux: https://pam.domain.local/uc

OOy4yeHune ayteHTUdUMKaTOpa

[nsa paboTbl ¢ KOHCOMNbIO Nonb3oBaTeNs HeobXoaMMOo 00y4YnTb ayTeHTUdUKaTop. BeinonHUTe BXOA B
KOHCOIMb, €CNW NONb30BaTerNb HE UMEET ayTeHTUdUKaTopa, To OH ByaeT nepeHanpaeneH Ha IDP gns ero

pervcTpauumn.

Mocne ycnewuHon peructpaumm Bl byaete nepeHanpaeneHbl B KOHCOMb NONb30BaTens.

() NPUMEYAHVUE

|_|pI/1 npesbllLEeHNN YNCITa HEBEPHDbIX MOMbITOK BBOAA OTP nonb3oBarenb 6y,u,eT BpeEMEHHO

3abnokmpoBaH (No ymonyaHuo Ha 10 MUHYT).

Yuncno HeBepHbIX nonbiTok BBoga OTP 1 nepuog 6nokMpoBKn ayTeHTUdUKaTopa onpeaensieTcs

agmuHuctpatopom PAM B pasgene cMCTeMHble HaCTPOWKM.

[nsa cpoyHoro pasbnokuposanua AgmuHuctpatopy PAM Heobxoanmo cbpocntb ayTeHTUdMKaTOp

3abnoKMpoBaHHOMY MOSb30BATENHO.


https://pam.domain.local/pam/uc
https://pam.domain.local/uc
http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/configuration/?system-settings-tab=otp-blocking#system-settings
http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/users/#resetting-user-authenticator

[Nony4yeHue gocTtyna K pecypcy

B kKoHconu nonb3oBaTens oTobpa)xatoTcs paspeLleHns Ha A0CTyn K pecypcaM. [Ins Kaxaoro paspeLleHns
yKasaH:

Pecypc.

Twun nogknroyeHus.

Appec nogkntodeHnsa (IP nnu DNS).

YyeTHasa 3anucb, OT UMEeHU KOTOpOK ByaeT OTKpbITa CeCCus.

Mo Kaxxgomy CTOJ'I6LI,y OOCTYMNHa COPTUPOBKA. I'Ip|/| BBOAE CMMBOJI0OB B MnoJie and noncka coenageHund 6y,1:|,yT

BbIBOAUTLCSA MO BCEM CTONOLAM.

Ecnun nonb3oBaTento 4OCTYMHbI MPON3BOSIbHBbIE PECYPCHI, TO OHM ByQyT OTOOpaXaTbCs B BEPXHEN YacTu

Crncka.

[na gocTtyna K pecypcy HyHo ckadaTb RDP-chann. 31o notpebyetcsa caenatb TOMbKO Npu NepBoOM
NMOAKMIOYEHNN K pecypcy no BbibpaHHOMY pa3spelueHnto. CoxpaHuTte dann n ucnonb3ymnte Npu ganbHENLWmnX
nogkntodeHnax. CkavdaHHbii RDP-gann MoXHO MCnonb3oBaTh NOKa akTUBHO paspeLLeHme.

RDP-gann wnto3a goctyna PAM MOXHO Ucnonb3oBaTth AN NOAKNIOYEHNS K pecypcamM He3aBUCUMO OT
AOCTYMNHbIX pa3peLleHnit, NOTOMY YTO KaXkabl pa3 Nnpu NogkoyeHum K winoldy byaet otobpaxkaTbes

aKTyarbHbI CMIMCOK PECYPCOB.
Mpwn HaXkaTum Ha CTPOKY C paspeLleHneM otobpakaeTcs 4ONONHMTeNbHas MHopMaums:

o lMepuop pencreusa.
 PacnucaHue poctyna.

o PaspelueHue — ngeHTUdUKaTOP paspeLleHnsi, TO eCTb NMOPSAKOBLIN HOMEp paspeLleHunst B pasgene

Pa3peLueHm| B KOHCOJIM aAMUHUCTpPAaTOopa.

NpsiMoe nogknoyveHUe K pecypcy

1. Haxxmute 3arpy3utb RDP-chann gna noaknoyeHus cnpasa OT HYXXHOMO pa3peLueHmst.
2. 3anyctute RDP-chann anga goctyna K pecypcy.

3. MNpongnte ayTeHTUMUKALMUIO U HACTPONTE NOOKITHOYEHME.



(D NPUMEYAHMUE

[nsa pecypcos, Anst KOTOPbIX AOCTYNHO noakntodeHne n no RDP, n no SSH, no ymonyaxuio
oTobpaxaetcs kHonka CkonupoBaTb SSH-komaHay. B aTom criyvae 4ytobbl ckavyate RDP-hann,

HaXxXmuTe E a 3atem 3arpy3utb RDP-cpann ans nogknioyeHus.

MooknioyeHUe K W3y JocTyna

1. Haxxmute MoAaknounTbCA K WMKO3Y AocTyna.
2. 3anyctnte RDP-chann ans gocryna K pecypcy.

3. Npongnte ayTeHTUMUKALMIO U HACTPONTE NOOKITHOYEHME.

NopknrovyeHne K SSH Proxy

Ansa nogknoyeHns K wnody SSH Proxy MOXHO BOCNonNb30BaTbCs No0biM SSH-KNneHToMm.

1. 3anyctnte SSH-knNueHT.
2. Ykaxute agpec SSH Proxy 1 oTKponTe coeanHeHue.
3. NponanTte ayTeHTUUKaLMIO.

4. BbiGepuTe pecypc Ans NOLKIMHYEHNS.

Nopknro4vyeHne no SSH Hanpsamyto

CnpaBa oT Hy>HOro paspelleHus o SSH-pecypca Haxmunte kHornky CkonupoBatb SSH-komaHay. B

Oydep obmeHa ckonupyetca SSH-komaHaa A58 NOAKYEHUS K 3TOMY pecypcy.

Takke MmoxeTe Hanmcatb SSH-koMaHAy BPYYHYHO MO YKa3aHHOMY HUXe LabmnoHy.

LLlabnoH SSH-komMaHAabI

ssh [user-name]#[resource]#[account-name]#[reason]@[proxy-address]

® user-name — MMA Nonb3oBaTenA

e resource — |IP-agpec unn DNS-um4a pecypca


http://localhost:3000/privileged-access-manager/2.10/user-manual/connection-via-ssh-clients/

e account-name — UMSA NPUBUNETMPOBAHHON YYETHOW 3anmcu
e reason — TEKCT NPUYMHbI NOAKITHOYEHNSA

e proxy-address — IP-agpec nnu DNS-umsa cepsepa SSH Proxy

MoxHo onycTuTh ntobor napameTtp, kpome agpeca cepeepa SSH Proxy. B atom cnyvyae SSH Proxy

3anpocuT 3TU NapameTpbl OTAENbHO.
Ecnu npuumHa cogepxut npobenbl, To ykasblBalTe ee B KaBblyKax.

Mocne BbiNnonNHeHus koMaHabl SSH Proxy 3anpocut naponb none3osatens n TOTP.

Mpumep SSH-komaHAabI

ssh ivan.ivanov#ubuntu#webmaster#"system configuration"@pam

MoaknioyeHne K Nponu3BONbLHOMY pecypcy

[Mpon3BornbHbIE pecypcbl — 3TO TE€ PECypChbl, KOTOPblEe He 3aperncTpmpoBaHbl B cucteme Indeed PAM. 3tot

BVA NOAKMOYEHMS AaeT BO3MOXHOCTb MOAKIHOYATLCS K M0ObIM pecypcaM Nno 3apaHee onpeaeneHHbIM

agmuHuctpatopoMm PAM Tunam nogkntoHeHun.

1. Haxxmute YkasaTtb agapec noakrnr4veHusa cripaBa OT HY)XXHOIo paspeLleHna 0o npon3BosibHOro

pecypca.
2. Bbibepute Tun noakrnoveHus.

(D NPUMEYAHUE

D,OCTyI'IHbIe TUNbI NOAKINKYEHNA onpenendarnTca agMMHUCTPATOPOM PAM npu Bblaa4e

paspeLUueHnia.

3. Beeaute Appec NnogKnovYeHus.

4. B 3aBUCMMOCTM OT BbIOpaHHOIO T1Na NOAKITYEHUST HAXXMUTE OOHY M3 KHoMok: CkonupoBaTb SSH-

komaHay vnu 3arpy3utb RDP-chann ansa nogknioveHus.

() NPUMEYAHVE



Ecnun y Bac ecTb HECKONbKO paspeLLeHnii (C pasHbiMU TUMamMKn) K NPOM3BOSNIbHOMY PECYpCy, a B OKHE
MoaknioyeHWe K NPOU3BONILHOMY pecypcy B nore Tun NoAKNIYeHUs HET HYXKHbIX BapuaHTOB, TO

npoeepbTe PacnucaHue gocTtyna paspeLleHuii.

Tun nogkntoYeHns He 6yp,eT OTO6pa)KaTbCFI B nosie Tun NnoAKsYeHUA, eCrniv NbiTaeTeCb

NOoAKIIOYNTBLCA NO pa3peLlleHnio BHE YacoB, YKa3aHHbIX B PacnucaHuu AocTtyna.

3apaHue naponsa npyv NoAKM4YeHnn

Mpv NOAKMIOYEHMM K pECYPCY Y Bac MOXET ObITb 3anpoLUeH Naporb.

3apaTtb Naponb

Mapone

Mapone

MoaTesp#asHKe Naponn

Mapone

OTO 3HAYUT, YTO Y YHETHOW 3anucu, OT UMEHU KOTOPOM BaM NpeaocTaBreH AOCTYN K pecypcy, OTCYTCTByeT
naponb. MoaKnUYNTBCA K pecypcy € Takon y4eTHON 3anncbto Henb3s. ObpaTuTech K Bawemy
agMuHuctpatopy PAM no Bonpocy NOAKMIOYEHUS K 3TOMY PeCypCy, TaK Kak TONbKO aAMUHUCTPATOP MOXET

YCTaHOBUTb Naposib Y4ETHON 3anmcu.

3aBepLueHne ceccumn

,D,J'IFI 3aBepLueHna ceccum 3a|<p017|Te OKHO yaalieHHOro nogkr4YeHna nin BbINONTE U3 CUCTEMbI Ha pecypce.



NMNoaknrovyeHue yepe3s SSH-KNuUeHTbI

B aTom pasgene onucaHbl cnocobbl SSH nogknioveHnsa yepes CTOPOHHNE KITUEHTDI.

NMoaknioyeHune Yyepe3 Wiko3 AoCTyNna

KomaHgHas cTpoka PuTTY MobaXterm SecureCRT

1. OTKpPOWNTE KOHCOSTbHYIO YTUIUTY.

2. Beegute cTpoky nogknoyeHus K SSH Proxy nnmn banaHcmnposLumky. MoxHo ncnons3oBaTtsh IP-agpec
mnn DNS.

ssh indeedproxy
Mpn HEOBXOOMMOCTM YKaXKnTe Nonb3oBaTens u nopr.
ssh user@indeedproxy -p 2222

3. Beeaute naponb n TOTP.

4. BbiGepute pecypc, kK KOTOPOMY HEOBXOAMMO MOAKMOYUTHCS.

NMNogkntoyeHUe K KOHKPEeTHOMY pecypcy

KomaHgHas cTpoka PuTTY MobaXterm SecureCRT

1. CnpaBa OT HyXHOro paspeLleHus oo SSH-pecypca HaxmuTe KHonky CkonupoBaTb SSH-komaHay. B
Bydep obmeHa ckonunpyetcsa SSH-komaHaa A5s NOAKMIYEHUS K 3TOMY pecypcy.

2. BctaBbTe CKOMMPOBAHHYH CTPOKY B KOHCOSbHYH YTUIUTY.

3. Beeaute naponb n TOTP.



ol ; KomaHgHasa cTpoka

Mopkntoyenune no SCP, SFTP, PSCP, PSFTP

QZQ WinSCP

WinSCP

'—Dﬁ—@ FileZilla

FileZilla



http://localhost:3000/privileged-access-manager/2.10/user-manual/scp-sftp-connection-to-the-resource/command-line-scp-sftp-pscp-psftp/
http://localhost:3000/privileged-access-manager/2.10/user-manual/scp-sftp-connection-to-the-resource/winscp/
http://localhost:3000/privileged-access-manager/2.10/user-manual/scp-sftp-connection-to-the-resource/filezilla/

KomaHaHaa cTpoka

SCP

() NPUMEYAHVUE

Ha yctponcTtBax nog ynpasneHnem OC Windows Server 2019, Windows 10 1809 n ctapwe komaHga

SCP BxoauT B cocTaB nNpefycTaHoBMNEHHbIX B KneHTe OpenSSH.

[nsa nepenaun dannos no npotokony SCP MoxHO ncnonb3oBaTtb BCTpoeHHYo B OC ytunnty SCP.
Mcnonb3ynTte ctaHAapTHYO KOMaHAy 4SS KONMPOBaHUA, HO BMECTO apeca pecypca ykaxute agpec SSH

Proxy:

Ona OC Windows:

scp -r C:\temp\configs\ ivan.ivanov@sshproxy.indeed-id.local:/tmp

scp -r C:\nyTb_Ao nokanbHoro_danna wumA_nono3oBatena@agpec_ssh_proxy:/
nyTb_KyAa_KonupoBaTb_dain_Ha_pecypce

Ona OC Linux:

scp -r /tmp ivan.ivanov@sshproxy.indeed-id.local:/tmp

SCp -r /nyTb_J0_NnoKaNbHOro_o¢aina umsa_nonb3oBaTensa@agpec_ssh_proxy:/
nyTb_KyAa_KOMMpoBaTb_¢ahn_Ha_pecypce

Kntoy -r o3Ha4aeT pekypCcrBHOE KONMMPOBaHWE, TO €CTb, €CNN yKa3aTb 4151 KONUMPOBaHWS narky, TO OHa OHa
OyneT ckonMpoBaHa NMOMHOCTLI0 CO CBOMM COAEPXKMMbIM. Be3 3Toro kntova MoOXHO KONMpoBaTh TOMNbKO

oTaenbHble hansbl.

Hanee, nocne ycnewHon ayteHTMdUKauun Beibepute Homep pecypca ang nepegayv amnnos.

SFTP



Ha yctpowictBax nog ynpaenennem OC Window gns nepegayun gannoB MOXHO MCNOMNb30BaTb yTuUNuTy sftp
[na nepenayn dannos:
1. 3anycTnte KOMaHLHYIO CTPOKY

2. MNopgkntouunTeckb k cepBepy SSH Proxy
sftp ivan.ivanov@sshproxy.indeed-id.local

3. BbiGepuTe pecypc, kK KOTOPOMY XOTUTE NOAKMHOYUTHCS

4. MNepenante dannbl ¢ NOMOLLBI KOMaHAb!:

put -r C:\temp\configs\ /tmp
put -r MyTb_Ao0_nokanbHbiX_¢annoB MyTb_ao_ ¢ainnoB_Ha_pecypce

Kntoy -r o3Ha4aeT pekypcrBHOE KONMpPOBaHWE, TO €CTb, €CNN yKa3aTb 41151 KONUMPOBaHWS Narky, TO OHa
OHa OyaeT ckonMpoBaHa NMOMHOCTLI0 CO CBOMM COAEPXMMbIM. Be3 3Toro kntoya MoOXHO KonupoBaTb

TOSbKO OTAENbHbIE hannbl.

PSCP

(D NPUMEYAHUE
Ansa pabotel komang PSCP n PSFTP Ha ycTpoincTBe AomkeH ObITb YCTaHOBMEH KNWeHT PuTTY.
Ha yctpowcTtBax nog ynpasnennem OC Window gnsi nepegaym cannos MOXHO UCNONb30BaTb YTUUTY pScp

KomaHga onsa nepegaym pannos:

pscp -r C:\temp\configs\ ivan.ivanov@sshproxy.indeed-id.local:/tmp

pscp -r C:\nyTb_ao_nokanbHoro_danna uma_nonb3oBaTend@agpec_ssh_proxy:/
nyTb_KyAa_KOMMpoBaTb_¢ahn_Ha_pecypce


https://www.putty.org/

Kntoy -r o3Ha4yaeT pekypCuUBHOE KONMMPOBaHUE, TO eCTb, ECNN yKa3aTb AS1s1 KONMPOBaHUA Narnky, TO OHa OHa
OyaeT ckonMpoBaHa MOSTHOCTBIO CO CBOUM coaepXMMbIM. Be3 3Toro kno4a MOXXHO KONMPoBaTb TONbKO

oTAenbHble hannebl.

PSFTP

Ha yctponicTtBax nog ynpasneHnem OC Window ansa nepegayv hannoB MOXHO MCNONb3oBaTh YTUNNTY psftp
[na nepenayn gpannos:

1. 3anycTnte KOMaHLHYIO CTPOKY

2. Beegute komanay psft

3. Moaknountecs k cepepy SSH Proxy
open ivan.ivanov@sshproxy.indeed-id.local

4. Bbibepute pecypc, K KOTOPOMY XOTUTE NOAKINIOYMUTLCS

5. NepenanTe hannbl C NOMOLLLIO KOMaHAbI:

put -r C:\temp\configs\ /tmp/configs
put -r MyTb_Ao nokanbHeix_¢annos lMNyTb_ao ¢anmnoB_Ha_ pecypce

Kntoy -r o3HavyaeT pekypCuBHOE KONMPOBAHUE, TO €CTb, ECNN yKa3aTb A4S KONMPOBaHWUSA narnky, To oHa
OHa OyaeT ckonMpoBaHa NOSHOCTbLIO CO CBOMM COAEPXMMbIM. Be3 3Toro kno4ya MoXXHO KONnMpoBaTtb
TONbKO OTAenNbHble dpannbl. Takke oba3aTenbHO HYXXHO YKasaTb M4 hanna, KotTopoe byaeT coxpaHeHo

Ha pecypce.



WinSCP

NoaknioyeHune Yyepes Wiko3 AoCTyNna

1. OTkponTe knueHT WinSCP

2. Beibepute "File protocol" SCP unu SFTP. Beegute agpec v nopT nogkntoyeHus cepeepa SSH Proxy B

nons "Host Name" n "Port number". Beeante norun 1 napons B nons "User name" n "Password".
By Login — ot

G New Site Session
File protocol;

SCP -

Host name: Port number:
|pruxy28.udd.u:nm | | 22 = |

User name: Password:

|adm | |||-|||||l |

Save Iv Advanced... IV

Tools - Manage - Login I"’ Cloze Help




3. Haxkmute kHonky "Login" n Bbibepute pecypc, K KOTOPOMY XOTUTE NOAKNIOYMTLCS

Server prompt: Select resource to connect to: - adm@ prowy28...

ey

Connecting to host..,
Authenticating...
Using username "adm”.

Authenticating with pre-entered password,

RESOURCE  ADDRESS ACCOUNT
1 DEBRLU debru.vdd.com  DEBRUYocal
Resource;

et

~

1

Cancel Help

NMoakniouyeHne HaNpPsIMYO K pecypcy

1. I'Iepel7|,u,MTe B KOHCOJ1b MNMOfb30BaTesid U CKOHMpyVITe CTPOKY NOAKITKHYEHUA K peCypcCy.

Q,  Bce pecypcul Mowck
Pecypca~ Tuns IPS$ DNS%
>  DEBRU 55H debru.wvdd.com

2. OtkponTe knueHt WIinSCP.

YuetHan

L 1]

2annck

MogxnrounTeCA

DEBRW local

CronvpoBaTe

MoaknounTeCs K LT3y 40CTyna

3. Boibepute "File protocol" SCP unu SFTP. BcTtaBbTte CTPOKY NOAKMOYEHUS B NyHKT "Host name", yganus
N3 CTPOKM KaBbl4ku 1 ssh. CTpoka NogKoYeHnst AOMKHa BbIMMSaAeTb crieqyowmm obpasom:

adm@vdd. com#tdebru.vdd.com#DEBRU\1local##@proxy28.vdd.com



By Login - x

G New Site Session
File protocol:

SCP w

Host name: Port number:
|!adm@udd.mm#debru.vdd.mm#DEERU‘I,IuEI##| | 22 = |

User name: Password:

Save hd Advanced... |Y

Tools - Manage - Login |v Close Help

4. BeeguTte cBouv naponb.

Server prompt Welcome to Indeed-1D SshProxy. - adm@vdd.... X

Searching for host...
ﬁ Connecting to host...
Authenticating...

Using username
"adm@vdd.com#Fdebruvdd.com#FDEERLN local#=",

Password:




FileZilla

SFTP nopgknrouyeHune K pecypcy

Onsa Hactponkn SFTP nogkntoyeHus B knveHTe FileZilla Heobxogmmo:
1. NepenguTte B File — Site Manager — New site.
2. 3anonHute pasgen General:

o Protocol: SFTP — SSH File Transfer Protocol
o Host: Agpec cepsepa SSH Proxy

o Port: MNMopT cepBepa SSH Proxy

o Logon Type: Interactive

o User: cTpoka nogkntoveHus, ckonnposaHHasa n3 UC ansa nogkroyeHus K pecypcey. M3 ctpokn
Heobxogmmo yganutb "SSH" n kaBbluku.

General Advanced Transfer Settings  Charset

Protocol: SFTP - 55H File Transfer Protocol i

Host: debssh | Port:

Logen Type! | Interactive >
User alex.shushkin@indeed test¥debmng.indeed test¥FDEEMMNG\admlocal¥F @ debssh.indeed test
Background celor | Mone o

Comments:

] Cancel

3. MNMepenaunTe B pasgen Transfer Settings v BkniounTe HacTponky Limit number of simultaneous
connections. YctaHoBuTe 3Ha4deHue napametpa Maximum number of connections pasHoe 1.



4. Haxxmute kHonky Connect.

(D NPUMEYAHUE

FileZilla He nogaoepxuBaer SCP-coeanHeHmne.



JIlnyHble nanku pecypcosB

Paspen npegHa3HadveH anAa pa6OTbI C INYHbIMK NMankamMmn pecypcoB nosib3oBaTenemn.

Pecypcel YueTHele zanucu

‘ 03 & Q.  Bce pecypcel | Mowck

Bee pecypehl
Pecypchl Be3 nanku

[J  Pecypca Tvn$
W Personal ve M

> 2 MpowzeonsHeIfi RDP, S5H, Telnet

> [ SERVER1 RDP

[nsa co3gaHus NM4YHON nanku Heobxoammo:

Serverl.nal.local

« lMepenante B pasnen Pecypcbl, HAKMUTE 3HAYOK Manku — & .

o BBegute HOBOE UMSA NManky U HAXMUTE COXpaHMTb.

MoXXHO pefakTupoBaTb Ha3BaHWE Nanku:
e [lepengute B pasgen Pecypchbl.

e BbiGepuTe nanky n HaxmMuTe 3Ha4YOK KapaHaalla

o BBegute HOBOE UMSA Manky U HAXMUTE COXpaHVITb.

Mo>kHO yaanuTb narky:

e [lepengute B pasgen Pecypchbl.

o BblbepuTe nanky 1 HaXMUTE 3HAYOK KOP3WHbI [El .

e [NoaTBepauTe yoaneHue nanku.

[ns no6aeneHus pecypcoB B nanky Heo6XoamMmo:

e Haxmute kHorky NepemecTuUTb.

BbibepuTte HyXHy0 nanky n Haxmmute CoxpaHUTb.

YueTHaA sanuck ¥
NAT\person2

NAT\person2

OTMmeTbTE pecypchbl, KOTOpble HEOOXOAMMO NEPEMECTUTL B Narky.

) Viasats agpec nogkatouenig

| £ 3arpysute RDP $akin 4nA noaknoHeHa |

3 Nogenouutses « waosy soctyna

Mepengute B pasgen Pecypcbl n Haxxmnte Bee pecypcebl unn Pecypcbl 6e3 nanku.



(D NPUMEYAHUE

HobaBneHne Npon3BOSbHbLIX PECYPCOB B Narku He NoaaepXvBaeTcs.

Pecypcol YuerHble 3anucu

ol

7 [ & Q, Pecypcwl Gez nankw  TMowck

Pecypcbl 6e3 nanku

Pecypc~ Tuns IP¥ DNS#% YueTHas 3anuch ¥
W Personal > ¥ STRG RDP strg.indeed test INDEEDYIPAMADSE... MogknounTeca
B Work Resources
> ¥ 55MS RDOP SSMS.indeed.test INDEEDYIPAMADSe. .. MNemknodnTeca
¥ PAMACC RDP pamacc.indeed test INDEEDMPAMADSe... MogknrounTbca
¥ ORACLE ROP oracle.indeed test INDEEDMWPAMADSe... MoAKNOHATLCA
» ASTRAMMG RDP astramng.indeed test INDEEDVPAMADSe... MeAKNOHUTLCA

nO,D,KJ'IPOHI-"ITbCFI K WNO3Y 4ocTyna

MOXHO BbINOSTHUTL MOUCK MO pecypcam:

e [lepengute B pasgen Pecypchil.
» BuiGepute nanky, Bce pecypcbl unv Pecypcbl 6e3 nanku.

» B nownckoBown cTpoke BBeAUTE UMs pecypca.

() NPUMEYAHVUE

[Mpoun3BosibHbIE pecypcbl MOXHO HanUTK No 3anpocy "adhoc".

Pecypcel YueTHele zanncK
] i ] « Q,  Bce pecypcel | SSMS
Bce pecypckl Mepemec
Pecypcel Ges nankw
Pecypc Tuns IP+ DNS#% YueTHan 3anuck %
]
Personal ’ 55MS RDP SSMS.indeed.test INDEEDVIPAMADSe.., MoaknoumTaCE

B Work Resources

MoAKMOUATECA K LNK3Y A0CTYNE


http://localhost:3000/privileged-access-manager/2.10/user-manual/access-to-the-resource/#connection-to-an-adhoc-resource
http://localhost:3000/privileged-access-manager/2.10/user-manual/access-to-the-resource/#connection-to-an-adhoc-resource

BbinonHeHne KOMaHA C npuBUINerven
root

[ns BbINONHEHUA KOMaHA ¢ npuBuniernen root, aHanormyHo sudo ncnonb3yerca kKomaHga pamsu. OTnuyne
3aKkrir4aeTcsa B TOM, YTO ayTeHTUduKaumsa byaet 3anpawmsaTtbes y nonb3oatens PAM, a He

NPUBMIETMPOBaAHHON Y3 OT UMEHM KOTOPOW OTKpbITa Ceccus.

Mpumep:

[administrator@centos7su ~]$% pamsu 1ls -la /etc/ssl

Password for indeed-id\ivan.ivanov:

total 12

drwxr-xr-x. 4 root root 68 Sep 22 19:20 .

drwxr-xr-x. 75 root root 8192 Sep 22 17:49 ..

drwxr-xr-x. 2 root root 123 Sep 22 19:30 CA

lrwxrwxrwx. 1 root root 21 Sep 22 15:51 cert.pem -> /etc/pki/tls/cert.pem
lrwxrwxrwx. 1 root root 16 Nov 23 2020 certs -> ../pki/tls/certs
[administrator@centos7su ~]$%



Onepauuun ¢ y4eTHbIMU 3aNUCAMMU

[Tonck y4yeTHbIX 3anuceu

Mouck nossonsieT OTO6pa3VITb TOJIbKO T€ Y4€THbI€ 3annciu, KOTopble€ yAOBIETBOPAKOT 3adaHHOMY KPUTEPULO.

Mownck YYETHbIX 3anucen pa60TaeT aHanorm4Ho NOUcCKy pecypcos.

“ KOMMAHWA . i e A
nHOMAO a ilyamoiseev@company.local
Pecypcsl YUeTHEIE ZanucK
Q Mouck
# YueTHas zannce
1 COMPANY\IPAMReadOps | & CwmenuTe napons ‘ ‘ @ [Mokasark y4ETHBIE AaHHEIE ‘
2 COMPANY\ADM | @ cenvre napons | @ Moxazars yuerssie pans

NMpocmoTp napona nu SSH-knw4a y4yeTHOMU
3anucu

Ecnu nonb3oBatens nmeet paspelueHne, B KOTOPOM BKJT1HOHEHa onuuA Pa3peumn= NMPOCMOTP YYeTHbIX
AaHHbIX, TO B pasgene YyeTHble 3anucu 6y,El,yT OOCTYNMHbI COOTBETCTBYOLLME OaHHbIE. [na npocMoTpa

HaxkxmuTe MNMokasaTtb yY4yeTHble AaHHble, BBEOUTE NPUYNHY NpoCMOTpa U noaTeBepanTe CBou DencTBums.

% INDEED-ID\Victor.Osipov ~

Pecypcel YueTHele 2an1cK
# YueTHan sanucb
1 DEBIANYwWebmaster MokazaTe yUETHEIE AaHHbIE

CmMmeHa napons u SSH-kno4ya y4eTHOU 3anncu



Ecnu nonb3oBatenb nmeet paspelueHne, B KOTOPOM BKITHOHEHa onuuA Pa3peumn= U3MeHeHUne y4eTHbIX
AaHHbIX, TO B pasgene Y4yeTHble 3anucu 6yneT OOCTYNHO pedaKkTnpoBaHMe napond yquH0|7| 3arincu.

L. EEEEEHHH & VDD\alex.shushkin =

Pecypcel YueTHble zanmcm

# YueTHan zanuck

1 VDD\test CMEHWTE Napeab MokasaTe yYeTHEIE AaHHEIE

2  VDD\PAMServiceOps CMEHUTE Naponk

[nsa cmeHbl napona HaxXMmnTe HaXXMuTe CMeHnTb napornb, BBeOgnUTe HOBbIN naporsb, BBEOUTE NMPUYNHY U

noarsepaonTe CBou OencTeus.

3apaTb Napo/b

Mapone

MpWYKHE CMEHEI N3PONA

Test

CoxpaHuTe




Paborta ¢ AAPM Console Tool

Pam.Tools.Aapm — KOHCOmbHas yTunuTa Ang asToMaTusnpoBaHHOIo nosiyveHns naponen nnm SSH

Kntoden yyeTHblx 3anucen NpunoxeHmnamn.

MyTb: ..PAM_2.10.0\indeed-pam-tools\aapm\

HacTpowuka KOHCONMbHOWU YTUIUTbI
[ns HaCTPOWMKM KOHCONbHOW yTUNUTBLI HEOBX0AMMO OTpeaakTupoBaTb dhann appsettings.json:
Cekumns Auth:

e Auth.Username — ums NpunoxeHus
e Auth.Password — naponb [NpunoxeHus. [nsa Toro, YToObl NONYy4YMUTE NAposib HEOOXOAMMO NepenTun B

UC — lMpunoxeHus — lNokasaTb y4eTHbIN JaHHbIE.

LI KOMIAHWA
MHONLO

Pecypchbl YueTHble 3anucu [MpunoxxeHus

# TpwunoxeHue

1 MyApplication MokasaTb y4YeTHble AaHHbIe

Cekumna Endpoints:

e CoreUrl — agpec Core

e IdpUrl — agpec ldp

Mpumep HacTpPOMKM:

"Auth": {
"Username": "MyApplication",



"Password": "M3YTy;[j;q&*DrzZQS1(?Blagm$7usS+",

}s

"Endpoints"”: {
"CoreUrl": "https://debmng.indeed.test/core",
"IdpUrl": "https://debmng.indeed.test/idp"

MCHOH b30OBaHue KOHCOHbHOVI YTUINTATDI
Windows

ﬂ,ﬂﬂ 3arnycka KOHCOSbHOM YTUIATbI HeO6XOﬂ,I/IMO OTKPbITb TEPMUHAN, nepe|7|T|/1 B narky c yTI/IJ'II/ITOIZ n

BbINONHUTL KoMaHay .\Pam.Tools.Aapm.exe

Bo3moxHble napamMeTpbl:

get-accounts Get accounts for which the application can view credentials.

get-ssh-key Gets SSH key for specified account. Passphrase for the key will be written in stdout
stream, the key will be saved in the output path

get-password Gets password for specified account
Display more information on a specific command.

Display version information.

Mpumepbl MCNONb30BaHUS:

1. Beoa: ./Pam.Tools.Aapm.exe get-password --name INDEED\IPAMADServiceOps

INDEEDAI

2. Beopg: ./Pam.Tools.Aapm.exe get-accounts

o

PS C:\Users\adm\Desktop\IndeedPAM 2.8.8 RU Linux\MISC\Aapm> .\Pam.Tools.Aapm.exe get-accounts
3 accounts available:

- INDEED\IPAMADServiceOps
- DEBIAN\admlocal
- CENTOS\admlocal

Linux

/\ BAXHO

Y6egutech, 4to dotnet-runtime-6.0 yctaHoBneHa.

YT1006bI 3aMyCTUTb KOHCOMNbHYIO YTUMUTY, OTKPONTE TEPMUHAN, NEPEAMTE B Nanky C yTUIUTON:


https://learn.microsoft.com/en-us/dotnet/core/install/linux

cd PAM 2.10.0\indeed-pam-tools\aapm\

1 BbI30BUTE KOMaHAy Pam.Tools.Aapm.dll C HY>XHbIM apryMmeHTOM.

Mpymep ncnonb3oBaHUS:

BBop

dotnet Pam.Tools.Aapm.dll get-accounts



Indeed PAM Desktop Console

YcTaHoBKa n HaCTpOI;IKa NPUINOXeHnA NponcxoanmT B COOTBETCTBUN C ,EI,OKyMeHTaLI,I/IeVI.

Desktop Console npeactaeset cobon Windows npunoxeHue, KOTopoe MOXHO ucnonb3oBatb BMmecto Web

KOHCOJIM noJib3oBaTerns.

YTtobbl 3anyctutb yTunnty Desktop Console, ybeauTtech, 4TO Bbl BOLUSIN B CUCTEMY C YHETHOM 3aMUChIO
Active Directory (B npoTuBHoM cnydae 3anyctute ytunuty Desktop Console oT umeHn yyeTHon 3anucu
nonb3oBaTens Active Directory), asaxabl HaxmuTe apnblk Indeed PAM Desktop Console, nosiButcst OkHO
ayteHTupukaumm PAM. Obyunte unu seeante kog TOTP. [Mocne ycnelwHon ayTeHTudukaunm Bol yBuamre

AOCTYNHble pecypcbl Ha naHenu MoaknoYeHus.

UT06bI OTKPLITL COEANHEHME, ABAXAbI HAXKMUTE Ha HYXXHbIA PECYPC (TAKKE MOXHO HaXaTb NPaBON KHOMKOW
MbILLK 1 BbIOpaTb NYHKT MeHo MoAKNIYNTLCA) 1 3aBEPLUNTL ayTeHTUdMKaUMO. Bbl MOXeTe OTKpPbITb

HECKOIbKO NMOAKMOYEHUIN OAHOBPEMEHHO.

@aiin  Bug  MIHCTpYMEHTEI |
MogknroyeHna o x /rnannan] - % |
A =3
i =
@D ™ ALTMNG28| 4b %
= @I‘Io,ﬂ,mroueﬁma - p—
BTG ATMNG28
I ALTMNG28
B CENTIEN
7 DEBRU
77 DEERU
i~ GATE28
W MNG23
— MnG2s
[~ MnG28 v
, Maounck
Kondurypauua 1 x
CERIFY
w=- 2
¥ Bug A

M ALTMNGZE

¥ Togknoyerne

axocTa [/ IF altmng2a.

Moaw3oeaTens ALTMNGZ8 o cz
“ TpoTokon

Ceccu Pu Default Settings w

Hma
3T0 MMA, KOTOpOE BYIeT OTOBPaXaThCA B AEPEBE NOJKAKYEHHA,

L) Notifications



http://localhost:3000/privileged-access-manager/2.10/installation/additional-components-setup/#indeed-pam-desktop-console
http://localhost:3000/privileged-access-manager/2.10/user-manual/user-console/

Hactpowka n c6op noros
l/

O3HakoMbTECH C MH(hOpMaLMEn O NOrMPOBaHUN

% TexHnyeckasi nogaepxka

Kak cosnatb obpalleHve B NoaaepkKy



http://localhost:3000/privileged-access-manager/2.10/problem-solving/configuring-and-collecting-logs/
http://localhost:3000/privileged-access-manager/2.10/problem-solving/tech-support/

Hactpounka u coop noros

PacnonoxeHue noros

Jlorn Bcex .Net KOMNOHEHTOB n YTUIMUT NULLYTCA B TEKCTOBbIE CpElVIJ'IbI, pacnonoxeHHble B nankax logs:

/etc/indeed/indeed-pam/logs/Uma_KomnoHeHTa/

C:\inetpub\wwwroot\pam\msa_KomnoHeHTa\logs\

C:\Program Files\Indeed\Indeed PAM\Gateway\ProxyApp\logs\

[indeed-pam-windows\MISC]\nanku yTunut\logs\

Onucanue noroB KomnoHeHToB Core, IDP, LS

Pann core idp LS Copepxumoe
commands.log + + BCe NorM KomaHg,
queries.log + + BCe J10r1 3anpocoB
errors.log + + + Bce owmnbkn PAM/LS
jobs.log + BCe norn 3agau (job)
events.log + BCe Nnoru, cBsa3aHHble ¢ CobbITuaMu
connections.log + BCE I10M1 CEPBUCHbLIX NMOAKNIOYEHNI
db.log + + + noru, cesi3aHHble ¢ AocTynom K b/
hangfire.log + + + BCe norun ot Hangfire
ils.log + Bce norun ot LogServer client

Bce norn PAM/LS c ykaszaHnem nmeHu
full-yyyy-MM-dd.log + + +
norrepa u traceld



Pann core idp LS Copepxumoe

stdout_yyyyMMddHHmMmss_xxxx.log + + + noru ¢ owmnbkamm ot IS

INNornpoBaHuMe ckpunTa yCTaHOBKU

CkpunT ycTtaHoBKkM run-deploy.sh MoXeT npepBaTbCA € owmbkon. B aToM cnyyae Hy>XHO oTnpaBuTb dhansn ¢

JloraMmm B TEXHUYECKYH NOoOOEPXKY.

Mpumep owmnbkm ckpunTa:
PacnonoxeHue canna c noramu: indeed-pam-linux/logs/deploy.log.

Mo YMOJ4aHUIO B J10TM 3arnncbliBaeTCA KpaTKad NHopMaLuns. YTobbI nony4ynTb pacLVpPEHHbIN BbIBOL JTOroB

HY>KHO 3anyCTUTb CKPUMT C ONUUEN -VVV

run-deploy.sh -vvv

ProxyApp

INNorv nuwytca B nanky C:\Program Files\Indeed\Indeed
PAM\Gateway\ProxyApp\logs\" ~shortDate\processId, 4ToObl pa3genuTb JIOrM OT HECKONbKMX 3amnyCKOB B
OoOMH AeHb. B nanke moxeT ObiTb 2 haina ¢ noramu:

e ffmpeg.log — oTnagoyHas nHpopmaums ot ffmpeg

e Pam.Proxy.App.log — Bce npo4yue foru

YTunuthbl

Bce norn nuwyTtcsa B oguH cdann 6e3 gatbl B UMEHU, C Ha3BaHUEM YTUMNUTDI,

Hanpumep Pam.Tools.Migrator.log

nOI'VIpOBaHVIe HaTUBHbLIX KOMIMOHEHT

K HaTUBHbIM KOMMNOHEHTaM OTHOCSTCS:


https://learn.microsoft.com/ru-ru/aspnet/core/host-and-deploy/iis/logging-and-diagnostics?view=aspnetcore-5.0
http://localhost:3000/privileged-access-manager/2.10/problem-solving/tech-support/

MstscAddin

WindowsAgent

Pam.Service

Pam.Putty

ProcessCreateHook

[nsa BKNOYeHUs / nonyyeHus oroB MoXHO ucnonb3osatb yTunuty Indeed GetLog. Jlorn coxpaHsitoTcs B
anpexkTopuio C:\\Windows\\System32\\LogFiles\\Indeed-ID. [N Kaxxagoro npowecca co3naeTcs CBOS
oTaenbHas QUpPeKTopus.

JIlornpoBaHMe B niXx KOMMNOHEHTaX

SSH Proxy

Bce noru nuwyTtca B oguH dann, ${Isobate}.log.

dannbl pacnonaratoTcs nNo Nyt /etc/indeed/indeed-pam/logs/ssh™ "/

PAMSU

Bce noru, reHeprpyemble HawWmnm KogoMm, NULyTca B oguH dann, ${IsoDate}.log.
dannbl pacnonaratoTcsd no nyTn /opt/Indeed-PAM/pamsu/logs/ .

MoMMMO 3TOro CyLLEeCTBYET BO3MOXHOCTb akTUBMPOBAaTb JTOrMpoBaHmne koaa, NPeaoCcTaBneHHoro sudo.
OTO JernaeTcs Yyepes namMeHeHus B panne /etc/pamsu.conf . [1lpaBuna HacTpoWKKU U yrnpasreHus Takme

Xe Kak 'y sudo. CM.: man sudo.conf

HacTpownka normpoBaHus

KoHdurypauma normposaHus komnoHeHToB .Net HaxoauTcs B (hannax appsettings.json.

HacTtpowunka appsettings.json

dannbl appsettings.json pacnonaratotcsa no nyTu:

¢ C:\inetpub\wwwroot\pam\Ums_KomnoHeHTa\appsettings.json — cepsep ynpasnexHus Windows

e C:\Program Files\Indeed\IndeedPAM\Gateway\ProxyApp\appsettings.json — cepsep gocrtyna
Windows


https://support.indeed-id.ru/Knowledgebase/Article/View/sbor-otladochnyh-logov-indeed-id

 /etc/indeed/indeed-pam/Umsa_KomnoHeHTa/appsettings.json — cepBep ynpasneHusa nnm gocryna
Linux

Cekuusa NLog

o [lapameTp variables — pasgen, B KOTOPOM MOXHO 3a4aTb NepemMeHHble AN AanbHenLwen HacTPOMNKN
nornpoBaHus. KonnyectBo nepemMeHHbIX He OrpaHN4eHo. (He obsi3aTenbHbI NapamMeTp).

"variables": {
"minLevel": "Trace",
"dbMinLevel": "Info"

}

(D NPUMEYAHUE

UToObl BbI3bIBaTb 3aaHHYI0 NepeMEHHYI0 Npu AanbHeNnLWen HacTporke ee Heobxoaumo byaet

3anucbiBaTh B Buae ${Umsa_lMepemeHHOI}

[ns kaxxgoro nora MOXXHO HaCTpPOUTb cBOM YPOBEHb JIOT’MPOBaHUA.

CyLLEeCTBYIOT crieqytoLime YpOBHU NOTMPOBaHMS:

YpoBeHb MopsakoBbIN
CTporocTtb norupoBaHus
norupoBaHums HOomMep
CamblIi nogpobHbI ypoBeHb. cnonb3yeTtca Ans
Trace 0
pa3paboTkn 1 peagko UCnonb3yeTcsi B NPOM3BOACTBE.
S : OTnagka noBegeHUs NPUNOXKEHNSA MO MHTEPECYOLWUM
ebug
BHYTPEHHUM COObITUSM.
Inf 5 NHdbopmaums, oTpaxatoLwasa xon BbINOSIHEHNS Un
nfo
COBbITUS XKU3HEHHOMO LMKNA MPUNOXEHUS.
- 3 MpepynpexaeHnsa o npobrnemax NpoBEPKM UM BPEMEHHbIX
arn
c60siX, KOTOPbIE MOXHO YCTPaHUTb.
. 4 OwmnbKM, Npn KOTOPbIX PYHKLUNOHANBHOCTL HE yaanach unu
rror

Obino nony4eHo UCKI4YeHne.



YpoBeHb MopsaakoBbIN

CTpOI’OCTb JlormpoBaHus
JlornposaHus HOMep

CamblI KpUTHMYECKUIA ypoBeHb. [punoxeHune dyaoet
npepsaHo.

Fatal 5

OO6bI4yHas KOHUIypaLUna 3aknYaeTcst B yKasaHUM MUHUMAITbHOMO YPOBHS, B KOTOPbIN BKIHOYEHbI 3TOT
ypoBeHb 1 Bornee BbICOKME YPOBHU. Hanpumep, ecnv MuHMMarnbHbIn ypoBeHb paBeH Info, To Info, Warn,
Error n Fatal peructpupytotcs, Ho Debug n Trace urHopupytorcs.

o [lapameTp rules — onpeaensaeT npasuna MapLipyTM3aLmn Noros.

o Y Kaxgoro Tuna fora ectb CBOe UMS, KOTOpO€E HE peKoOMeHAYEeTCA peaakTnpoBaThb.

"Rules”: {

"03_Hangfire": {
"logger": "Hangfire.*",
"minLevel": "Info",
"writeTo": "hangfireFile",
"final": true

}s

"20 Errors": {
"logger": "*",
"minLevel": "Error",
"writeTo": "errorsFile"

}s
"40_Commands": {

"logger": "Idp.Application.*Command",
"minLevel”: "${minLevel}",

"writeTo": "commandsFile",

"Enabled": false

}s

[lnsa kaxxgoro Tmna nora MOXHO yKasaTb crieayrlimne tern:

logger — Vmsa norrepa — 06bI4HO 3TO MMSA aCCOLMMPOBAHHOMO CO CTPOYKOW flora anemMeHTa B koge (MMs
knacca). MoxeT cogepxaTtb NoACTaHOBOYHbIE CMMBOSbI (* 1 ?) Takum obpasom nma npasuna ™'
COOTBETCTBYET NOGOMY MMeHU norrepa, a 'Common*' cOOTBETCTBYET BCEM forrepam, Yo MMeHa

HauyunHatoTca ¢ 'Common'. He pekomeHayeTcs pefakTupoBaTh 3TOT NapameTp.

LogLevel — ypoBHU norMpoBaHusi, MOXXHO YKasaTb Cpasy HEeCKOJbKO:



1. minlevel — MYHMMarbHLIN YPOBEHL NOrMPOBaHUSA
2. maxlevel — makcumarbHbI ypOBEHb NTOrMPOBaHNSA
3. level — oguH ypoBeHb Ansi NorMpoBaHng

4. levels — ypoBHM fIOrMpoBaHus, 3anMcaHHble Yepes 3ansTyto

writeTo — pasgeneHHbIV 3ansaTbiMyU CNUCOK hannos 4S9 3anMcu foros

final — Ecnn Tekywee npaBunno nomeyeHo kak final n ero nmsa cooTBeTCTBYET MMeEHU norrepa, To NLog
3aBepLuaeT Ha HEM NOCTPOEHME LienoYeK ans BCceX YPOBHEN NOrMpPOBaHUS, BKITHOYEHHbIX ANA JaHHOMo

npasuna. nu Jlorn, nomeveHHble Kak final, nepectatoT 3anncbiBaTbCs B 10MM, HAXOAALWMECH MO Lenoyke
HUXe.

enabled — aons oTknoYeHWs NpaBuna NorMpoBaHnsa 6e3 ero yaaneHns HeobxoamMmo npocTaBuTb dnar false

» [lapameTp targets — onpenensert log targets/outputs (Heobsa3aTeNbHLIN NapameTp)
» [lapameTp extensions — 3arpyxaet pacwmpernsa NLog n3 anna *.dll (Heobs3aTenbHbIM NapaMeTp)

e [lapameTp include — BKkntoYaeT BHELUHNIN KOHPUTYPaLMOHHBIV hann (HeobasaTenbHbIn NapamMmeTp)

Cobopka noroB n3 bpaysepa

Chrome, Edge, Yandex

1. 3anycTtute 6paysep, nepenguTe Ha CTpaHWLy B KOTOPOW BbIXOOUT owwmnbka, 3anyctute UHCTPYMEHTbI
paspabotumka (Haxmute Ctrl+Shift+l nnu F12).

2. Bo Bknagke KoHconb Haxmute V|K0H|<y® ANS OYNCTKM KOHCOMW, BKNOYUTE onumn leTtanusauums,
UHdopmaums, NMpenynpexpeHnsa, OWnbKu:

[w ﬂ FNEMEHTEI KoHCoNE McTounmnkm CeTe [pousscgMTENEHOCTE MNamaTe o B3 Q : X

[+ top ¥ | @ | Qunerp Bee yposuw ¥ || 3 npothens: B3 o ]
»

Mo yranvanum

+ detanvzayuna

¥ Wrdopmauma

¥ MNpegynpexgeqna
¥ CwirBrn

3. Haxxmute 3Ha4ok LIJeCTepeHKVI¢ (HacTtponku koHconn) n oTMeTbTe onumm CoxpaHaTb XypHar,
XypHan 3anpocoB XMLHttpRequests:



e ﬂ FNEMEHTEI KoHCcoAb WcTouHmiom Cete [pousE0AMTENEHOCTE MamATh 2 B7 * : x

O ® tpy @ Gunerp Beeypoeru ¥ || 7 npofnem: BT o 3
[ Cxpaite cete HKypnan sanpocos XMLHttpRequests

CoxpaHATe #ypHan [J 3nepruuHoe seumcnerme

[ Tonske eeifpaHHsii konTekeT [ AstosanonHeHwe M3 MCTOPMM

[J IpynnuposaTts & koHconm noxoxue coobwesua [J Boismcnerie samyckasT SkTMEALMID NOALSOSATENS

4. Bo Bknagke CeTb BKNHOUMTE HACTporiku CoxpaHATb XypHan, OTKno4YuTb Kew, Tun punstpa Bee, kak

Ha CKPUHLLOTE HWXKe!

[w ﬂ SNEMEHTEI KoHconk McTounmnkm CeTe MMpousscguTEnbHOCTH 3 el B3 # : x
& | v | Q, CoxpaHaTe #ypHan OrenrodmTe kew | Bes orpaHuuermA A" . 4 o
DuneTp [ Wheeptvposate [ Cxpaite URL azHHEX

Bce | Fetch/XHR 15 €55 Msobpamenwe Hocourens Wpwdr Ookyment WS Wasm Manwdecr Apyroe

[ C zaBnoxmposanHsivm dafinamu cookie [ 3afnokupoeasssie sanpocsr [ Cropossve sanpock

Wcnonbzoceats nogpobHsie cTPOKKM 3anpocos [ Ipynnuposka no dpeiivam
] Moxasats ceeaerms [J Caenats ckpurwoTH
Hazearue Crat... | Mpo. | Tun | Manuwatop Pas.. | B.| Kacxag sarpyskm &
t 200 hyfills.js:1 2488 1. -

D coun _ http... |xhr pobfills,)s |

fpam/corefacti... | OK Crpunt 1B|9.
D Sount?querlyzs... 200 http... | hr Eolyjills.is:l 2296 | 1., |

fpam/fcorefses., | OK Crpunt 1B 1.
D config.prod,json | 200 - h polyfillsjs:1 417 B | 1... |

o | XHF
Spam/mc/asse.. | OK P Crpunt 562 B 1.

5. HaxxmuTte nkoHky ® ans cbpoca cnmcka 3anpocoB 1 He 3akpbiBast KOHCOIb paspaboTymka BbIMOMHUTE
nocregoBaTenbHOCTb 4ENCTBUIN, NPUBOLALLNX K OLLIMOKe.
6. HaxxmuTe no nornto 3anpocoB NpaBoi KHOMKOW MbIlwK, BbibepuTe nyHKT CoxpaHuTtb Bce Kak HAR ¢

KOHTEHTOM 1 COXpaHuTe doann:



[ ﬂ FNEMEHTEI KoHconb WcTouHmiom CeTe [MpousE0AUMTENEHOCTE 2 ol |B7 # : x

® ® ¥ Q Coxpanate xypran | B Omeouurs kew  Bes orpaHw=eHva AR . 4 e
TuneTp [ WMreepruposate [ Cxpaime URL azHiEx
Bece | Fetch/XHR 15 C55 WscBpawenwe Hocwrene Wpwdt Jdokymest WS Wasm Manudecr [Opyroe

[ € saBnoxmposaHHeimm daiinamu cookie || 3afinokuposasssie sanpocal ) CTopossme zanpock

WMcnonb3ceats NnoapobHeble CTPOKW 3aNpOCCE [ Ipynnuposka no dpeiman
[ Moxazate ceegeHuMs [ Caenats ckpuHWOTE
Hazeanue Crat... [Mpo.. | Tun | MHuuwatop Paz.. | B.|Kackap sarpyskm &
D count _ 200 http.. xhr pobyfills j=:1 2488 1. I -
fpam/corefacti... OK Crpunt 1B 9.
D count?query=s... | 200 - h pobfillss:1 2298 1. | ’
. | xhr
fpam/fcorefses.. | OK . Crpunt 1B|1. .
OTkpeiTs B HOBOW EXNagKE
D config.prodjson | 200 hit h polyfillsjs:1 4176 | 1... |
| xhr
fpam/mc/asse.. | OK . Crpunt 562 B |1. QunctuTs kew Bpaysepa
D icons.minsvg 200 http... | svg.. mainjs1 a7TkB 2. | VaanuTs Gains cookie Bpaysepa
fpam/mc/asse.. | OK Crpunt 29.2.. 1.
D config.prodjson | 200 - . pobyfills js:1 817B | 2.. I Konupogate r
| xhr
fpam/mc/fasse.. | OK . Crpunt 562 B |1.
D resourcesipag.. 200 hit h pobfills)s: 64kBE 3. I 3abnoknposate URL sanpoca
/pam/caore K P | X0 Crpunt 6.1kB|3. 3aBNoKMpPOEaTE 3ANPALMERFOWNIA JOMEH
D icons.minsvg 200 hit mainjsi1 4.7 kB | 8... | MosTopute sanpoc XHR
e | SV
fpam/mc/asse.. | OK . . Crpunt 29.2.. |7.
D icons.min.svg 200 hit - mainjs1 ST7kB 1. | Coxpanmts Bee kak HAR ¢ koHenTom
fpam/mc/asse.. | OK P G- CrpunT 28.2.. | 1.

7. NepenanTte BO BKNaaky KoHCONb, HAXKMUTE NpaBO KHOMKOW NO COOBLLEHNAM KOHCONW, BblibepuTe NyHKT

CoxpaHuUTb KakK 1 coxpaHute cann:

e ﬂ FNEMEHTEI WcTouHmiom Cete [pousE0AMTENEHOCTE 2 a1l B11 * : x
O ® tpy @ Gunerp Bee ypoern ¥ || 11 npofinen: B 11 o 3
» Jarpyska XHR 3aeepwena: GET (https://pam.indeed-id.local/pam/core/action-reguests/pe polyfills.js:l -
nding/count}. ;
»3arpysxa XHR zaeepL T o " dd.local/pam/core/sessionsScountique polyfills.js:l
ry=session.state¥30a MosTopuTe sanpoc XHR
»3arpysxa ¥HR zaespL id.local/pam/core/action-reguests/pe polyfills.js:1
nding/count). CYNCTUTE KOHCONR

»3arpysxa ¥HR zaespL id.local/pam/core/sessions/countigue polyfills.js:1

ry=session.state%30a

¥aanuTe MCTODMID KOHCOAM

»3arpysxa ¥HR =zaesp id.local/pam/core/action-reguests/pe polyfills.js:1

nding/count).

»3arpyska XHR zapepwena: GET (https://pam.indeed-id.local/pam/core/sessions/countiguse polyfills.qs:1
ry=session.state%3Dactive).

CoxpaHWTE KaK...

8. CoxpaHeHHble (hannbl NnepeLunuTe B TEXHUYECKYO NOAOEPXKKY.

Firefox



1. 3anycTtute 6paysep, nepenguTe Ha CTpaHWLy B KOTOPOW BbIXOAUT owwmnbka, 3anyctute UHCTPYMEHTbI
Beb-pa3pabotuuka (Haxmute Ctri+Shift+l nnn F12).

2. Bo Bknagke KoHconb HaXXMUTE UKOHKY KOp3VIHbIm OIS OYUCTKM, BKIoYMTE onuumn OLNOKM,
MpepynpexaeHus, Jlor, UHdo, OTnagka. B HacTponkax KOHCONMM OTMETLTE BCE OMNUMK, B T.u.

HenpepbiBHbIe noru:

O® O Whcnekrop Koncone | © Otnaguve T Cere {} Cruam 2% B 0l - X
m T Mowck B KoHcoAw -ﬁ-
Cwwrbkn MpegynpexgeHna  JNor HMago Otnagka C55 XHR Vv HenpepbisHbie norm

» |

v [lokazblBaTe METKM EPEMEHN
' [pynnupoeEaTe Noxoxue coobLyeHA
»' BrnHYWTE 3ETOAONOAHEHWE

' MrHogeHHOE BEIYWCAEHWE

3. Bo Bknagke CeTb Takke HAXXMUTE MKOHKY KOp3VIHbIm ANs 04YUCTKK, oTKNounTe hmnbtp, Boibpas “Bee”,

Ha>XMUTE 3HA4YOK LLIeCTepeHKVI'm'M OoTMeTbTe onunio HenpepbiBHLIE F1OTU.

4. He 3aKpbliBad KOHCOJ1b pa3pa60Tt-|MKa BbIMOSIHUTE NOCIIeA0BaTENbHOCTL AENCTBUM, NPUBOOSLLNX K

oLIMbKe.

5. [lanee B koHCONM pa3paboTymka Bo BkNagke CeTb HaXXMUTE 3HAYOK meCTepeHKM'ﬁ', BblbepuTe
nyHKT CoxpaHuTb Bcé kak HAR v coxpaHuTte cann:

L_p;' '[:I' WMHecnekTop Koncone [ Otnaguume '[]' Ctunn 2 E |j:| LLLIN 4
T 7 nNowee uRL M a @ OTkniouMTe k3w Bes orpanmqenna s 3¢
HTML C55 )5 XHR Wpwdpte Wsobpaxenwna Megwa WS HanEHeanprEHblean

Crat.. MeT.. fQdomeH daiin MHWuKraTop

ER  GET & pam.nde.. countfquery=session.state=active palyfills.js:1 . WMrnopt HAR-daiina

EE  GET & pam.inde.. count polyfills.js:1 . CoxpanuTe BeE kak HAR
ER  GET & pam.inde.. countfquery=session.state=active polyfills.js:1 . Konupoeats BcE kak HAR
EE—! GET & pam.inde... count polyfills.js:1 ... json 2476 16

@ GET s pam.inde... count?query=session.state=active polyfills.js:1 ... json 2286 16

E—E GET & pam.inde... count polyfills.js:1 .. json 2286 16

EE—I GET s pam.inde... count?query=session.state=active polyfills.js:1 ... json 2286 16

EEE GET & pam.inde... count polyfills.js:1 .. json 2476 16

6. MNepenante Bo BkNaaky KoHconb, HaXXMUTE NpaBon KHOMKOW N0 COOBLLEHNSIM KOHCONW, Bbibepute
NyHKT “DKcnopTupoBaTb BUAUMBbIE coobleHus B > dann” n coxpaHute cann.



Y {:} MHcnekTop

m ? MoWck B KOHCOAK

Owwrbkn  MpegynpexgeHKa

11:38:44.157 £k opedAmosui

11:34:24.386

11:38:84.339

11:41:44.443

11:42:28.464

11:42:28.468

7. CoxpaHeHHble ¢hannbl NepeLunnTe B TEXHNYECKYHO NOLAAEPXKKY.

I\

NpoCMoT E‘

Koncone [ Otnagume T-l- CeTe '[]' CTunn

Nlor  WHgo OTnagka C55 M¥HR 3anpocw

» @ 4] - X
3t

'MEHT HE COAEpRMT O0LABNSHMA KOAWPOBKH CHMMBONOE. NMpu  silent-refresh.himl
DEHMUDVERErD S0 ODOKYMEHTE. OOKVMEHT MONET

oTobpaxar -

. | ApaHWTE K3K rnobansHyH NEpEMEHHYHD A
SPEHMOBSIN inos. Npuw  silent-refresh.himl
TIpICMOTRE Konupoeate cooBlueHne
oTobpaxaT
speimoBail - KonuposaTe ofbext no6. nNpw  silent-refresh.html
NpoCMoTRE
oTolparaT  Brigenuts Bcé
SPERMOBSIA resh. html
npocmoTpe| JKCNOPTMPOEETE BMAWMMBIE COOBLLEHNA B I > Bydep cBmena
otobpaxaT

Dann

filter is 11:1718393
user EntitiesBase: queryParams is {"page”:"1","pagesize":™18"} main.js:1:2851712



TexHU4eckKasa nogaepxka

Ecnu Bbl He HaLNM OTBET Ha Balll BOMPOC B AOKYMEHTaUuUM unv 6ase 3HaHui, Bbl MOXeTe 06paTUThLCA 3a
MOMOLLbIO B CINY>K0Y NoAaepKu.

Ecnu Bbl 06pawaetech B nogaepxky Ans peleHnss npobnemsl, NpefocTaBbTe Kak MOXHO bonbLue
nHpopmaumn, Bkrodasa ansnbl, CKPUHLLIOTBI, NIOM. ATO NOMOXET peLnTb NpobnemMy onepaTuBHO.

Y106bI OTNPaBUTL OOpaLleHMe B NoanepXKy, BbINONHUTE cregyloLlee:

1. OTKponTe NopTan TEXHNYECKON NOSLAEPKKN.

2. BeeauTe Ball aMekTPOHHBIN agpec 1 naponb 1 HaxmuTe Bxog.

v Ecnu y Bac HeT normHa v napons

Bbl MOXeTe 3aperncTpMpoBaTbCs Ha nopTarne NoaaepP»KkM CamMoCTOATENIbHO UMK OTNPaBUTb 3asiBKY Ha
perncTpauuio.

YT06bI 3aperncTpMpoBaTbLCA CAaMOCTOATENbLHO:

1. HaxxmuTte 3apernctpupoBaTbCA.

Kak Mbl MOeM BaM noMoYb?

NOWUCK

@ rem & Q 58

Cuero HavaTb? 3aperucTpupoBaTbhca OrnpaeuTb 3aRBKY NokymenTaymns baza zHanmn Hoeocrk YcrpaHeuwe Henon...

2. OTKkpoeTcs chopma pervctpauun. 3anonHuTe Nons U HaxMMTe 3aperucTPMpoBaThCs.

3. Ha ykasaHHbI 3NeKTPOHHbIN afgpec Bbl NOMyYNTE MMCbMO CO CCbISIKOW ANSA aKTUBaALMKN akKayHTa.
Mponante No ccbinke.

Y1006bI OoTNpPaBUTb 3adBKY Ha perncrpauuio



https://support.indeed-company.ru/Knowledgebase/List/Index/50/indeed-privileged-access-manager
http://localhost:3000/privileged-access-manager/2.10/problem-solving/configuring-and-collecting-logs/
https://support.indeed-company.ru/

1. Haxxmute OTnpaBUTb 3asiBKY.

KaK Mbl MOXXeM BaM momMoYyb?

NOUCK

® 2 4 Q 5

C 4ero Ha4aTb? 3aperucTpupoBaThCca OTNPaBNUTD 3aRBKY JloKymeHTaumus baza 3HaHui Hoeoctu YcTpaHeHue Henon.

2. OTKpoeTcs bopma 3asiBKU. YKaXuTe, YTO 3TO 3asiBKa Ha CO3laHWe YYETHOWN 3anmncu.

3. Ha ykasaHHbI 3NeKTPOHHbIN afpec Bbl NOy4YNTE NMMCbMO CO CCbINIKOW AN aKTUBaALMKN akkayHTa.
Mponante nNo ccbinke.

3. Haxxmnte OTnpaBuTb 3asBKY.
4. BbibepuTe genaptamMeHT u HaxxmuTe Bnepeg.

5. 3anonHute dopmy 3asBkM N HaxxmmTe OTNPaBUTD.
Takke Bbl MOXeETe CBA3aTbCS C KOMaHAOW NoaaepXkv no cregyowmnm tenedoHam:

« 8800 333 09-06,
e +7 (495) 640 06-09,
e +7(812) 640 06-09.



UcTopusa Bepcun

B aToM pasgene cogepXxuTcs KpaTkoe onnucaHue nsmeHeHun u ynydwenun B npogykre Indeed Privileged

Access Manager no Bepcusm.

2.10

o [lobaBneHa nogaepxka cnyx6 katanoros OpenLDAP n ALD PRO.
o [lo6aBneHa BO3MOXHOCTb 3abr10KMpOBaTh NOMb30BaTENS.

o [lo6aBneHa BO3MOXHOCTb CMEHUTb KItoY u/unu anroputm wndgposanna 6 PAM 6e3 octaHoBKM
paboTtbl PAM.

o [lobaBneHa BO3MOXHOCTb Yka3aTb Heckoribko cepBepoB RADIUS ans ayteHTUdMKauum nonb3oBaTenei
PAM.

o [loGaBneHa BO3MOXHOCTb HazHayaTb MOMUTUKM Ha rpynibl NOfb30BaTeNen.

o [lobGaBneHa BO3MOXHOCTb MOAKMOYATLCS K NPOU3BOSIbHBIM pecypcam.

o [lo6aBneHa HatmBHasa nogaepxka SIEM yepes CEF n LEEF cdbopmart noros.

¢ YBenuyeHa makcumarnbHasa anvHa napons ydetHoun 3anncu o 4096 cMmBonos.

o [lo6aBneHbl NnapameTpbl AN ynpasneHus 6nokMpoBKon nonb3oBaTenen npu HesepHom Beoge OTP.
o [loGaBneHa nogaepka xpaHmnuiy, tuna S3.

o [lo6aBneHa BO3MOXHOCTb BKITHOUYUTb nepesanyck KOHTENHEPOB CEPBUCOB NPOKCU.

2.9

o [lobaBneHa BO3MOXHOCTb ycTaHOBUTL Indeed PAM Ha ntobon auctpmbytus Linux ¢ nogaep>kkon
Docker.

o [loaBunca HoBbIM KOMNOHEHT — RDP Proxy, KOTopbIX BbIMOMHAET PyHKUMKN Npokcn-cepeepa ana RDP-

ceccun.
o [lo6aBneHa nogaepxka cnyxbbl katanoros FreelPA.

L ,D,oGaBneHa BO3MOXHOCTb CO34aBaTb rpynnbl nonb3oBaTenen Ha OCHOBE rpynn n3 BHELWHUX KaTalrioros

nosib3oBaTenemu.
o [lo6aBneHa BO3MOXHOCTb HAacTpouTb goctyn K Indeed PAM 13 pasHbix NnoaceTen.

o [loGaBneHa BO3MOXHOCTb OTMpaBKM OAHOPA30BbIX NAaponen No afeKTPOHHON MoyTe.


http://localhost:3000/privileged-access-manager/2.10/installation/adding-user-catalog/
http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/users/#blocking-a-user
http://localhost:3000/privileged-access-manager/2.10/security-recommendations/db-encryption-key-changing/
http://localhost:3000/privileged-access-manager/2.10/installation/radius-configuring/
http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/user-groups/#selecting-a-policy
http://localhost:3000/privileged-access-manager/2.10/user-manual/access-to-the-resource/#connection-to-an-adhoc-resource
http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/configuration/?system-settings-tab=otp-blocking#system-settings
http://localhost:3000/privileged-access-manager/2.10/installation/recycling-of-proxy/

2.8

o [lobGaBneHa BO3MOXHOCTb MOAKMOYATLCS K pecypcam no npotokonam SFTP n SCP.

o [Ina SSH proxy gob6asneHa BO3MOXHOCTb NepeHanpasneHns nopToB C LEeNneBoro pecypca Ha

NOKanbHbIN XOCT.

o [lo6aBneHa BO3MOXHOCTb CO34aBaTb rpynnbl pecypcoB be3 NPUBA3KN K KOHKPETHbIM
npuBuUierMpoBaHHbIM y4€THbIM 3arnncaMm. |-|pVIBF|3Ka peannlyeTcda Ha 3Ttane Bblaa4vn paspelleHna, 4To
NO3BOJINT Pa3HbIM MOJib30BaTENAM OTKPbIBATb CECCUN OT UMEHU Pa3HbIX YY4ETHbIX 3anncemn Ha OgHUX n

TeX e pecypcax, BXoOdAWnx B o4Hy rpynny.

o [lo6aBneHa BO3MOXHOCTb CO34aBaThb rpynmnbl Nofb3oBaTenen, Ytobbl 6bICTPO NpefoCcTaBNATh 4OCTYN K
pecypcam Indeed PAM Ha ocHOBe NpuHaanNexXHoCTH K rpynnam.

o [loGaBneHa BO3MOXHOCTb (OMNbTPOBaTb CECCUMM B apXmMBE CECCUI NO rpynne nosib3oBaTtenen.

o [lo6aBneHa BO3MOXHOCTb COPTUPOBATb CMMCOK MOMUTUK MO TUMY OOBEKTOB B KOHCOMW YAMUHUCTPAaTOpa.
o [lobaBneHa BO3MOXHOCTb 3a4aBaTb Naposiv YH4ETHbIX 3anMcen B KOHCOMNW Monb3oBaTens.

o [lo6aBneHa BO3MOXHOCTb rpynnMpoBaTh PeCypChbl MO Narnkam B KOHCOMW MoSib30BaTens.

o [loGaBneHa BO3MOXHOCTb COPTUPOBATL PECYPChl MO Ha3BaHWUIO, TUNy noakntoveHus, IP-agpecy, DNS n
YYETHOM 3anncm B KOHCOSM MOnb3oBaTernsi.



