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e Hactpownka nHterpaumm c Active Directory

e HacTponka novicka nornb3oBaTenen B rpynne 6e3onacHoCcTu
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o [logrotoBka NFS-megnaxpaHmnuuwa
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HacTpouku 6esonacHOCT cepeepa gocTtyna

lMpuMeHeHne HacCTPOEeK C MOMOLLbIO YTUIUTDI

lNpoBepka ycnewHoro npuMmeHeHna Hactpoek ©es3onacHoCcTK cepBepa gocrtyna
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CwmeHa kntoya wndpposaruns 6 PAM
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e HacTtponka nokanbHOM y4ETHOW 3anmMcu B Ka4eCTBE CEPBUCHOMN
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e HacTtponka cepBMCHOM y4eTHOW 3anncu

CepBUCHbIe onepaummn ansi pecypcos *nix

e CosgaHve 1 HacTpoKrKa CEPBUCHOW YYETHOM 3anmncu

e HacTpolika rpynnbl NPUBUMIErMPOBaHHBIX YY4ETHBIX 3anuceit
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MepBbIn 3anyck
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o [loGaBneHue TekyLlero JOMeHa
o [lob6aBneHune n B3ATUE NOL KOHTPOSb YYETHbIX 3anucen
o [loGaBneHne He AJOMEHHbIX PeECYpCcoB
e HacTtponka nonutuk
e YnpaBneHue nonutmkamm
e [lo6aBneHne HOBOW MOMUTUKK
e O6wasn nHpopmauns
o Pasgenbl NonmMTukK
o O6nacTtb gencreus
o Co3gaHue Konum NONnTUKN
e YganeHne nonuTuku
¢ M3meHeHne npuopuTeTa NONNTUKK
o Pasgenbl nonuTuk
e YyeTHble 3anucu
e [lokas y4yeTHbIX AaHHbIX
e 3agaHue y4yeTHbIX AaHHbIX
e [lpoBepka 1 CMeHa Y4ETHbIX AaHHbIX
o TpeboBaHuA K reHepaTopy napornemn
o TpeboBaHusa K Napornto Ansg py4yHoro BBoda
o« Ceccuu
e OOb6Lwee
o ApTedakThbl
o OTnpaBka TEKCTOBOro nora no syslog
o Gateway n SSH Proxy
« RDP
e SSH
¢ [loBbllIEHWE NpPUBUIIETNIA
e PaspelueHHble 1 3anpeLLeHHble KOMaHab!
o [lepegaya gaHHbIX
e [lonb3oBartenu
e [pynnbl Nnonb3oBaTenem

¢ Pecypcobl



o Cnyx6sbl
e [pynnbl pecypcoB
¢ YyeTHble 3anucu
e JlomeHbl
e CTpyKTypa
e PaspeweHus
e 3anpocbl ceccumn
¢ AKTMBHbIE Ceccumn
e Bce ceccun
e CobbITnsa
e YBegomrneHus
o KoHdurypauus
e Ponu
e [lpunoxeHunsa
e [lonb3oBatenu
e [louck
e bBbicTpbIN Nouck

e PaclmpeHHbIn nouck

Mpodunb nonb3oBatens
e PaspelueHus
o Ceccuu
e AyTeHTuduKaTopsbl
e CobbITus
o CO6poc ayTeHTUmkatopa nonb3oBaTens
o OTknoyeHMe ayTeHTUdUKaTopa nonb3oBaTens
¢ bnokuposka nonb3oBaTens
o Pa3bnokmpoBka nomnb3oBarens
¢ Bbibop nonutuku gnga nonb3oBatens
e [pynnbl nonb3oBaTenemn
o CospgaHue rpynnel nonb3osatenen PAM
o CosgaHuve rpynnbl Nonb3oBaTenen n3 kartanora
e YnpaBneHue rpynmnow nonb3oBatenen
o [loGaBneHue nonb3oBareneun B rpynny
o [lo6aBneHune paspelleHns Ha rpynny nonb3oBartenen
¢ [TpoCcMOTP CO34aHHbIX paspeLleHni
o [lpoCcMOTp CcBEOEHMI O TEKYLLMX CECCUSX B paMKax rpynnbl Nonb3oBaTenen n CobbITUsIX CUCTEMBI
PAM

o CVIHXpOHMSHLl,VIFl rpynnbl nosib3oBaTeneun ¢ Katanorom



¢ BbIGop nonutnkn Ang rpynnsl Nonb3oBaTenem
¢ Pecypchbl
e [louck pecypcos
¢ bBbiCcTpbIN NOMCK
e PaclumpeHHbIn nonck
¢ [lpodunb pecypca
¢ [lonb3oBaTtenbckue NOAKNIYEHNS
e PaspelueHus
¢ JlokanbHble y4eTHbIE 3anmcu
e [pynnbl pecypcoB
o Ceccumn
e CobbiTus
o Cnyx06bl
¢ BbIbop nonuTtukmn gna pecypca
o [lob6aBneHwune pecypcoB
o [loGaBneHue pecypca Bpy4HYHO
o [lob6aBneHune pecypcoB 13 dainna
e HacTponka nonb3oBaTenbCKOro NoAKIYeHUs
e Hactponka RDP-nogkntoyeHns
e Hactponka SSH-nogkntouyeHus
¢ HacTponka KIMeHTCKOro NOAKNIoYeHNs
e Hactponka Beb-ceccum
e Hactponka nogkntoyeHus Kk CYB[
e HacTponka cepBMCHOIO NOAKNIYEHNSA OS5 peCypcoB
o [loGaBneHune y4yeTHbIX 3anucemn
e Hactponka cepsucHoro nogkntodeHms ansa OC Windows
e HacTtponka cepBucHoro nogkntodeHnsa gns OC *nix
e Hactponka cepsucHoro nogkntoveHma ons CYB MS SQL Server
e Hactponka cepsucHoro nogkntodenust anst CYB[ OracleDB
e Hactponka cepsucHoro nogkrntoderns ans CYB[ PostgreSQL nnn PostgreSQL Pro
e Hactponka cepsucHoro nogknioveHmsa gns CYb MySQL
e HacTtponka cepBucHoro nogkntodenunsa gns Cisco I0S
e Hactponka cepsucHoro nogkntodeHmsa ana Inspur BMC
o Onepauumn Hag pecypcamm
+ PepaktupoBaHue pecypca
o [lo6aBneHune n yganeHue Teros
e YaaneHue cBA3aHHbIX CyLLHOCTEN
o [loGaBneHue nosrb3oBaTENIbCKOro NOAKITHYEHUS



o [loGaBneHue y4yeTHOM 3anucu
e [laponb n SSH-kno4
e HacTtpownka napons
e HacTtponka SSH-kntova
o [lpoBepka coeguHeHUs ¢ pecypcom
¢ CurHXpOHM3auus
o brnoknpoeka
e YganeHue/BocCTaHOBMEHME pecypca
e YpaneHue pecypca
e BoccraHoBneHune pecypca
MaccoBble onepauun Hag pecypcamu
e HacTtponka cepBMCHOro NOAKNKYEHUSs
o [lpoBepka coegmHeHUs ¢ pecypcom
e YpaneHue pecypcos
e YcTaHOBKa MOMAUTUKK
¢ YCTaHOBKa nogpasgeneHus
e [lobaBneHue Teros
[MpoBepka oTneyaTkos knioven SSH-cepsepa
o [lpenBaputenbHble TpeboBaHUSA
¢ Pexumbl 3anonHeHns oTne4aTkoB
¢ Bbibop pecypcoB ans gobasneHust oTnevyaTkos
e [loGaBneHne oTne4yaTkosB
o [loGaBneHue oTnevyaTkoB BPYYHYHO
o [lo6aBneHune otTnevyaTkoB aBTOMATUYECKN
o [lobaBneHune oTrnevyaTKoB rpynnoBoy onepauuen
e [lononHuTtenbHasa nHgopmaumsa o pabote otnevatkoB SSH-kno4ven
Cnyx0Obl
o [lpeaBapuTernbHble TpeboBaHUSA
o [lo6aBneHune cnyxo6
o PepaktnpoBaHue cnyx0
¢ CwmeHa naponen cnyxob
e YcTaHOBKa napons B cnyxbe
¢ [lepesanyck cnyx6
o [louck cnyx6
e bBbiCcTpbIN NOMCK
e PaclmpeHHbIn nonck
o [lonck yganeHHbIx crnyxo6

McnpasneHue owmnbok B paboTe cryx6



YnaneHue cnyxo6

e [pynnbl pecypcos

Mowuck rpynn pecypcos

¢ bBbiCcTpbIN NOKCK

e PaclmpeHHbIn nonck
DyHKUKUK rpynn pecypcos

o PepaktupoBaHue rpynnbl
» [loGaBneHwue pecypcos

o [loGaBneHue paspeLueHunmn
e [lpocmoTp ceccumn

¢ [lpocmoTp cobbiTui
YnaneHue rpynn pecypcos

e YyYyeTHble 3anucu

[obaBneHne y4yeTHomn 3anucu
Mownck yyeTHOM 3anucu

e bBbiCcTpbIN NoncK

e PaclmpeHHbIn nonck
Mpodunb yyeTHOM 3anucu

e PaspelweHuns

e Ceccun

e CobbITus

o [pynnbl 6e3onacHoCcTM

o Cnyx06bl

Bb16op NonuTukM Ans y4eTHOW 3annucu

L Orlepau,vm Hag y4YeTHbIMU 3anmcamm

PepaktupoBaHue y4eTHOW 3anucu
[MoaTBepXxaeHue y4eTHoM 3anucu
Maponb n SSH-knto4

e HacTponka napons

e Hactponka SSH-kntova

e BoccraHoeneHue napons nnu SSH-knoya
o [lpoBepka napons nnn SSH-kntova

¢ CwmeHa napons

e CwmeHa napons no pacnucaHuto

¢ CwmeHa SSH-knova

YnaneHue Heynpaenaembix SSH-kno4ven
CuHXxpoHM3auusa

brioknposka



WrHopupoBaHue
YnaneHve y4eTHoOW 3anncu

BoccTaHoBneHne yyeTHOM 3anucu

¢ MaccoBble onepaunn Hafg y4eTHbIMU 3aNnncAamMn

MoaTeepxaeHne

lMpoBepka naponsa unu SSH-knova
brioknposka

WrHopupoBaHue

YnaneHune

o [lomeHbl

Mounck gpomeHa

e bbICcTpbIN Nonck

e PaclmpeHHbIn nonck
MNpodunb gomeHa

[loMeHHble y4eTHble 3anucu
KoHTenHepbl ans pecypcos
MpuBUnNernpoBaHHbIE rpynnbl
CobbiTus

Bbibop nonutunkn gna gomeHa

e [loGaBneHne nOMeEHOB

° HaCTpOVIKa CepBUCHOrIo noagkrir4vYeHnd ana JoMeHoB

[obaBneHune y4yeTHbIX 3anucen

HacTpolika cepBMCHOrO NoaknioyYeHns

e Onepauun Hag JoOMeHaMu

PepaktnposaHvue gomeHa
[obaBneHne y4yeTHoM 3anucu

e HacTponka napons

lMpoBepka coeanHeHWs1 C AOMEHOM
MmnopT pecypcos

¢ BbIGOp KOHTENHEPOB

e Vmnopt

CWHXPOHM3aLNS YHETHbIX 3anucem

e BbIGop rpynn NpMBUMErMPOBaHHbIX YY4ETHBIX 3anucei

¢ CuvHXpoHM3auuns
YnaneHue/BoccTaHOBNEHME JOMEHA
e YaoaneHne gomMmeHa

e BoccraHoBneHne gomeHa

e Maccosble onepaunn Haa nomMmeHamun



o [lpoBepka coeguHeHus
e YpaneHve JOMEHOB
CtpykTypa
e Bwuabl nogpasgenexun
o JlokanbHbI agMUHUCTPaTOP
e BknoyeHne paboTbl ¢ nogpasaeneHnsamm
PaspeleHus
e [lovck paspeLueHuin
e bBbicTpbIN NoMcK
e PaclmpeHHbIn nonck
e [lpodunb paspeLueHus
CospaHune paspelueHnin
e [logpasgeneHue
e [lonb3oBartensb
e Pecypc
¢ YyeTHagqa 3anucb
¢ OrpaHunyeHus BpemMeHu
e [lapameTpbl paspelueHus
Onepaunn Hag, paspeLleHnaMm
e KonuposaHue
e OT3bIB
e [lpnocTtaHoBka
¢ BosobHoBneHne
MaccoBble onepauumn Hag paspeLLleHnaMu
e OT3bIB
e [lpnocraHoBKa
o BosobHoBneHne
3anpochkl ceccum
¢ [lownck 3anpocos
e bBbicTpbIN Nnounck
e PaclumpeHHbIn nouck
e  OdyHKUMM 3anpocoB
o [loaTBepxaeHue 3anpoca
e OTKnoHeHue 3anpoca
e [lpodunb 3anpoca
AKTUBHbIE ceccum
Bce ceccun
¢ [lownck ceccun



e bBbicTpbIN Nouck

e PacLumpeHHbIN Nouck

Bbirpyska xypHarna ceccun B pann
Mpodunb ceccumn

Onepauun Hag ceccnsamm

MpepbiBaHMe ceccun

O6HoBneHne ceccum

Bupeo

¢ [IpoCcMOTp NOTOKOBOrO BMAEO

e [lpocmoTp/CkaymBaHne UTOroBoro BUAEO
TekcToBbIW Nor

e [lpocmoTtp/lMonck/CkaymBaHmne TEKCTOBOrO nora
CHUMKM 3KpaHa

¢ [IpocmoTp/CkavnBaHme CHUMKOB 3KpaHa
lMepenaHHble Ha cepeep drannbl

¢ [IpocmoTp/CkavnBaHmne nepeaaHHbIX hannos

CoObiTng

Mownck cobbiTnin
Bbirpyska cobbiTun B hainsn

YBegomneHus

lNpenBapuTenbHas HacTponka
HacTpoiika yBegomneHui

YnaneHve rpynn nonyyartenei unm paccbinok

KoHdpurypaums

JInueHsnn

e [lonb3oBaTenbckme NULEH3UN

e CeCCMOHHbIE NNLUEH3UN

o [lo6aBneHue nuueHaum

e YpaneHune nuueHanmn

CuctemMHble HaCTPOMKK

Monb3oBaTenbCckoe NoAKMYEHNE

o [loGaBneHne COBCTBEHHbIX TUMOB NOSIb30BATENLCKUX MOAKMIOYEHUI
CepBuCcHOE NoaknoyeHne

e [loGaBneHne coBCTBEHHbIX TUMOB CEPBUCHbBIX MOAKMIOYEHWI

e [logrotoBka hansioB KOHHEKTOPOB

e PepaktnpoBaHne COOCTBEHHbIX TUMOB CEPBUCHBLIX MOAKIIOYEHNIA
e [IpocmMOTp Koga cKkpunTa KOHHEKTOpA

e YaoaneHune cobCTBEHHBIX TUMOB CEPBUCHLIX NOAKMHOYEHNN



o 3arpyska wabnoHa SSH-koHHeKTOpa
o CeTeBble pacnonoxeHus
o [lo6aBneHune ceTeBoro pacnonoXeHus
e Tern
YkasaHune gnuTtenbHOCTU cermeHTa Buaeo npu 3anncu RDP-ceccun
Pa6ota ¢ Connector Creation Tool
o [lpenBaputenbHble TpeboBaHUSA
e [logrotoBka KOHHEKTOpPa
o OTnagka KOHHeKTopa
¢ YnakoBka KOHHEKTOpa
o CTpyKTypa KOHHeKTopa
¢ CnpaBo4HUK KOMaH[,
e new
e pack
e hash
e run
Ponu
o [lpegBaputenbHas HacTpoKrka
¢ [lpegyctaHoBMEHHbIE PO
o CosgaHuve HOBbIX ponen
o [loGaBneHue nonb3oBaTtesnien B COCTaB pPosiu
e YpaneHue ponemn
MpunoxeHns
Bobirpyska naponeu
Pabota c PostgreSQL Proxy
e Hactponka knueHta CYB[
e YkasaHue agpeca PostgreSQL Proxy B PAM
o OTkpbITe ceccum Yyepes PostgreSQL Proxy
e [IpocmoTp TekcToBbIX fioroB SQL-ceccum
e OrpaHunyeHus
¢ KoHconb nonb3oBaresns
¢ [lony4eHune gocTtyna K pecypcy
e [logkntoveHne yepe3 SSH-KNMEHTHI
e SCP/SFTP nogkntoveHue K pecypcy
¢ JlnyHble nanku pecypcosB
¢ [lowuck pecypcos
e BbInonHeHne komaHa ¢ npusunernemn root

° Onepauvwl C y4E€THbIMWU 3afncAamMmun



e Paborta c AAPM Console Tool
e Indeed PAM Desktop Console
KoHconb nonb3oBartens
¢ OO6yyeHune ayTeHTUpMKaTOpa
lMonyyeHune gocTyna K pecypcy
o [lpaAMoe noaknyeHne K pecypcy
o [logknioyeHwue K W3y focTyna
o T[logkntoyeHune kK SSH Proxy
¢ [logkntoyeHne no SSH Hanpsamyto
o T[logkntoyeHune K pecypcy yepes PostgreSQL Proxy
o [logknioyeHne K NPoOM3BONIbHOMY pecypcy
e 3apaHve napons npu NOAKNKYEeHUn
o 3aBepLueHne ceccum
MogkntoveHne yepe3 SSH-KNMEHTHI
e [logkntoveHune Yyepes W3 goctyna
o [logkntoyeHne K KOHKPETHOMY pecypcy
o KomaHgHas cTpoka
 WinSCP
o FileZilla
KomaHgHas cTpoka
e SCP
e SFTP
« PSCP
e PSFTP
WinSCP
o [ogknioyeHne Yepes LWMO3 JOCTynNa
o [logkntoyeHne HanpsiMyto K pecypcy
FileZilla
e SFTP nogkntoyeHue k pecypcy
JInyHble nanku pecypcos
Mownck pecypcos
BbinonHeHne komaHa ¢ npusunernen root
Onepaumu ¢ y4eTHbIMK 3anncamm
e [louck y4eTHbIX 3anuncen
¢ [IpocmoTp napons n SSH-kno4a y4eTHoM 3anmcu
e CwmeHa napons n SSH-knto4a y4yeTHou 3anucu
Pabota c AAPM Console Tool
e HacTponka KOHCOMNbHOW YyTUINUTBI



» Vicnonb3oBaHne KOHCOMbHOW YTUMUTbI

¢ Indeed PAM Desktop Console

HacTtporika n cbop noros
TexHunyeckas nogaepxka

e Hactponka n cbop noros

PacnonoxeHwne noros
e JlornpoBaHue ckpunTa yCTaHOBKM
e ProxyApp
e YTUnuthl
e JlornpoBaHue HaTUBHbIX KOMMOHEHT
e JlormpoaHue B nix KOMNOHEHTax
e SSH Proxy
« PAMSU
HacTpoiika normpoBaHus
e HacTtponka appsettings.json
o Cekumsa NLog
C6opka noros u3 bpaysepa
o Chrome, Edge, Yandex
o Firefox

o TexHu4eckasn nogaepxka

CobObiTus

MpuBnneruun

e CoObiTuS

WHpopmaums
Owmnbka

MpepynpexaeHne

e [lpuBunerun

¢ WcTtopuna sepcumn

3.1
3.0
2.10
2.9
2.8



O npoaykrte

MporpammHbin Komnrieke Indeed Privileged Access Manager (Indeed PAM) — npogykT Ans ynpasneHus

AOCTYNOM MPUBUIIErMPOBaHHbIX Nofnb3oBaTtenen kK UT-cuctemam KomnaHuu.

EonHaa Touka AOCTyna npusmuiermpoBaHHbIX nonb3oBaTesien K LeneBbim pecypcam.

[MpoTokonNbl Mpaeuna PacnucaHue 3aaBkK [logTBepXxaeHue
JocTtyna AocTtyna pocTyna Ha JoCTyn AocTtyna

iR odl
g0 00

INDEED PAM

MpuBMIernpoBaHHbIe LleneBble pecypcsl
nonb3oBaTenu



TepMUHDI

KaTanor nonn3oBarteneu

O6nactb gomeHa Active Directory, n3 kotopon Indeed PAM nony4yaeT gaHHble 0 COTpyaHMKax. BoamoxHa

paboTa ¢ Heckonbkumun gomeHamu Active Directory.

() MHOOPMALIMSA

Kpome Active Directory nogaepxuBatotca cnegytolume cnyxbbl katanoros:

FreelPA (PAM 2.9 u Bbiwe)
OpenLDAP (PAM 2.10 n Bbiwwe)
ALD Pro (PAM 2.10 v BbiLwe)
RED ADM (PAM 3.1 u Bbiwwe)
Samba DC (PAM 3.1 u BbiLwe)

Nonb3oBaTtenu

CoTpyaHUKM, YbW NMYHbIE yYeTHble 3anuck Active Directory BxoasiT B kaTanor nonb3oBaTenen.

Y4yeTHbIe 3anucu

JlokanbHble y4eTHble 3anucy pasnuyHbIX CUCTEM UM JOMEHHbIe ydeTHble 3anucn Active Directory, ot

KoTopbix Indeed PAM nosny4nn naponeb.

Pecypchbl

PasnunyHble cnctemsl, K KOTOPbIM Tpe6yeTc;| nony4ynTb O0CTYN OT UMEHU YYETHbIX 3anuncen.

[omeHbI



[lomeHbl NpeaHasHayeHbl Ans nonyvYeHnsa n asTomarmnyeckoro gobaenenuns B Indeed PAM goMeHHbIX
KOMMbIOTEPOB N JOMEHHbIX YYETHbIX 3anucen.

NogpasaeneHue

OpraHnsaumnoHHas eguHuua Heobxogumas ans oobegnHeHus B Indeed PAM no doopmanbHbIM Npu3Hakam
nonb3oBaTenen, pecypcoB, YYETHbIX 3anMcen, paspeLlleHnin 4ng ocTyna K 3aluwaemMbiM o6bekTam un T.4.
lMogpasoeneHus npegHasHayeHbl Ans pasgeneHnsa noHomMmounn agMmmHuctpatopoB Indeed PAM, yto
NO3BOMSET BbIMNOMHATL paboThl TONMBLKO B paMKax KOHKPETHOro nogpasaneneHmst 6e3 Bo3MOXXHOCTH
BMeLllaTbCca B paboTty apyrux agmuHuctpatopoB Indeed PAM.

XpaHunuuie paHHbIX

[na xpaHeHunsa gaHHbix Indeed PAM moxeT ncnons3dosate CYB[:

Microsoft SQL Server
PostgreSQL
PostgreSQL Pro
Jatoba

CepBUCHOE NoagKno4YeHue

CepBU1CHOE NOAKIIYEHME K PECYPCY MO3BOMAET BbINOMHATL CrieayoLme onepauum:

o [lpoBepka coeguHeHus

o CUHHXPOHU3aLMS YYETHbIX 3anucemn

o CuHxpoHu3auna rpynn 6e30nacHOCTU yYETHbIX 3anncemn
» [lpoBepka naponen (SSH-kMoYen) y4eTHbIX 3anucen

e N3meHeHne naponen (SSH-kno4en) y4eTHbIX 3anmcen
o CuHxpoHusaums sepcumn OC unu Bepcun CYB[]

o CuHxpoHusaums komnbtoTepos B Active Directory
Criegytowme Tunbl pecypcoB NoAAEPKUBAKOT CEPBUCHOE NOAKIMIOYEHNE:

o Microsoft Active Directory



o OC Windows

e OC *nix

e Microsoft SQL Server

» MySQL

o PostgreSQL

e OracleDB

e Cisco (OC IOS XE)

¢ Inspur BMC (IPMI-mogynb)

Takke OOCTYMNHO nobasneHne COOCTBEHHbIX TUMOB CEepPBUCHbIX MOAKMHOYEHNN.

NMonb3oBaTenbckoe NoAKNYeHue

[Monb3oBaTenbCcKoe NOAKNIYEHNE ABMNSETCH CBOMCTBOM pecypca 1 no3sornseT oTkpbiBaTb ceccumn (RDP,
SSH u telnet) unu ceccumn Yepes RemoteApp npunoxenus. MNogaepxmBatotcs cregyowme Tunbl

NOAKIIOYEHUN:

« RDP
» SSH

Telnet

RemoteApp
PostgreSQL

Pecypc MOXET UMETb OAMNH UK Bornee TMNOB NONb30BaTENBCKUX NOAKMHOYEHNN.

Takxke OOCTYNMHO nobaBneHne COOCTBEHHbIX TUMOB MOMb30BAaTENbCKUX MOAKITHOYEHNN.

Pa3pelwieHus

PaspeLueHns ncnonb3yrTes Ans ynpaeneHus 4ocTyrnom. JTlo6oMy coTpyaHMKY M3 KkaTarora nonb3oBaTenen
MOXET OblITb BblAaHO pa3peLleHne Ha JOoCTyn K pecypcy.
CocTaB paspeLleHus:

e MNMonb3oBatenb — COTPYAHUK, YbA JTMYHAA y4eTHaA 3anmMcb BXOOUT B COCTAB KaTtariora nonb3oBaTenen.

¢ Y4yeTHasa 3anucb — fokanbHasa UM JoOMeHHasi y4yeTHasA 3anmcb OT UMEHU KOTOpOI7I noyib3oBaTerb

OyaeT OTKpbIBaTb CECCUIO Ha pecypce.


http://localhost:3000/privileged-access-manager/3.1/administration/section-reference/configuration/#adding-new-connection-types-srv
http://localhost:3000/privileged-access-manager/3.1/administration/section-reference/configuration/#adding-new-connection-types-usr

» Pecypc — pecypc, Ha KoTopom ByaeT OTKpbITa ceccus.

/\ NPEQYNPEXAEHUE

Pa3pelwieHune He MOXeT ObITb NBMEHEHO B npouecce aKkcryartaunn. OT1o3BaHHbIE paspeLueHnda He

MOTyT ObITb BOCCTAHOBMEHBDI.

NMonunTukmn

Ha60p HaCTpOeEK, pacnpeaendemMblX Ha MHOXXeCTBO 06bekToB cucTeMbl. [1na ogHOro o6bekTa MoXeT ObITb
Ha3Ha4yeHa TOJ1bKO OaHa NorfinThUKa oaHOoro Tmna.



KOMMNOHEeHTbI

CepBep ynpaBneHus

Indeed PAM Core

LleHTpanbHbI KOMNOHEHT peanuayroLwmi nornuky komnnekca Indeed PAM.
Cpepna BbINONHEHUS:

e OC Windows Server 2016 — 2022 — Web-cepsep Internet Information Services (11S)
e OC Linux — Docker — Web-cepsep Nginx

CocrTas:
o Web-npunoxeHue — core
3apauu:

° lepaBneHme nornb3oBartendamMmu, npmeunnerMpoBaHHbIMM y4e€THbIMU 3anncAmMn, 0OCTYNOM, NaponAMun.

Indeed PAM IdP

LleHTp noeHtndukaumm nonb3osatenen n komnoHeHToB Indeed PAM.
Cpepna BbINONHEHUS:

e OC Windows Server 2016 — 2022 — Web-cepsep Internet Information Services (lIS)

¢ OC Linux — Docker — Web-cepsep — Nginx
Cocras:

o Web-npunoxeHue — idp
3apauu:

e YnpaBneHue ayTeHTMdMKaumnen nonb3oBaTenen, Bbigada n nposepka 2fa, nposepka NOANNHHOCTHU
KkoMnoHeHToB Indeed PAM.



Indeed PAM Management Console
AOMUHUCTpaTUBHLIN MHTepdenc ana ynpaenexHus Indeed PAM.

Cpe/:l,a BbIMOJTHEHUA:

e OC Windows Server 2016 — 2022 — Web-cepsep Internet Information Services (IIS)
e OC Linux — Docker — Web-cepBep Nginx

Cocras:
o Web-npunoxeHne — mc
3apauu:

e Cnuncok 3agay cm. B pasgene pykoBoacTtBO agMUHUCTPATOpa.

Indeed PAM User Console

Monb3oBaTenbCckuin HTEepdenc Ang AocTyna K 3awmuwaemMmbiM odbektam Indeed PAM.
Cpepna BbINONHEHUS:

e OC Windows Server 2016 — 2022 — Web-cepsep Internet Information Services (IIS)
e OC Linux — Docker — Web-cepBep Nginx

Cocras:
o Web-npunoxeHne — uc
3apauu:

e Cnm1cok 3agad cM. B pasaerne pyKoBOACTBO Mofb30BaTens.

Indeed Log Server
EauHas nnatdopma gnga pabotel ¢ cobbiTnamm Indeed PAM.
Cpepna BbINONHEHUS:

e OC Windows Server 2016 — 2022 — Web-cepsep Internet Information Services (I1S)


http://localhost:3000/privileged-access-manager/3.1/administration/
http://localhost:3000/privileged-access-manager/3.1/user-manual/

e OC Linux — Docker — Web-cepsep Nginx
Cocras:

o Web-npunoxeHne — Is
3apauu:

o COop, xpaHeH1e 1 Bbligaya cobbITUi.

Indeed PAM EventLog

HononHuTtenbHbin Mogynb Ans Indeed Log Server.
Cpena BbINONHEHNS:

e OC Windows Server 2016 — 2022
Cocras:

o Qannbl n bubnmotekn ansa Indeed Log Server
3apauu:

e Peanusyet 3anuck cobbituii B Windows Event Log

CepBep pgoctyna

Indeed PAM Gateway

Habop KOMNOHEHTOB peanuayowmnx QyHKLUK jump server'a, cpeacTs ayanta CeECCUA U MEXaHU3MOB

3aWnThI.
Cpena BbINOMHEHWS:

e OC Windows Server 2016 — 2022
Cocras:

o [MpunoxeHne — ProxyApp.exe



o [pansep ons pabotbl ¢ hannoson cuctemon — Pam.FsFilter
o Cnyx6a B3ammogencteus ¢ Pam.FsFilter — Pam.Service

o MoaunduumpoBaHHbIn SSH-knneHT — Putty.exe

o Pacwupenune ansa mstsc.exe

e Habop ytunut n 6ubnuorek — FFmpeg

o Bnbnuotekn KOHTPONs NpPoLeccoB

3apauu:

MpenocTtaBneHune goctyna no npotokonam RDP/SSH/Telnet n npoynm B pexxume RemoteApp.

BeneHve 3anucu Buaeo U CHUMKOB 3KpaHa, nepexeaTta TeKCTa U nepexsaTa nepegasaeMbix annos.

O6paboTka 1 coxpaHeHne apTedakToB CECCUMN.

ﬂpOBepKa COCTOAHUA KIMTMEHTCKNUX KOMIMOHEHTOB.

KoHTpornb 3anycka npoueccoB 1 JocTyna K hansioson cucteme.

Indeed PAM SSH Proxy

Mpokcu-cepeep ans SSH-ceccun.
Cpena BbINONHEHUS:
e OC Linux — Docker
Cocras:
e [punoxeHne — Pam.SshProxy.Service (OC Linux)
3apauu:

» [lpegoctaBneHune goctyna no npotokonam SSH\SCP\SFTP.
o BepneHue nepexesaTa TekcTa M nepexsaTa nepegaBaembix annos.

o Ob6paboTka n coxpaHeHne aptTedakToB CECCUN.

Indeed PAM PostgreSQL Proxy

Mpokcu-cepsep ona PostgreSQL-ceccun.

Cpe/:l,a BbIMOJTHEHUA:



e OC Linux — Docker
Cocras:

 [lpunoxeHne — Pam.PostgreSQLProxy.Service (OC Linux)
3apauu:

o BepeHue nepexsata Tekcta SQL-3anpocos, 3anyckaembix Morb3oBarTereMm.

Indeed PAM RDP Proxy

Mpokcu-cepsep ans RDP-ceccun.
Cpena BbINONHEHUS:
e OC Linux — Docker
Cocras:
¢ [lpunoxeHne — Pam.RdpProxy.Service (OC Linux)
3apauu:

o [lpenocTtaBneHune gocrtyna no npotokony RDP.
o BepeHune nepexsaTta TekcTa, BUOEO, CKPUHLLOTOB 1 Nepexsarta nepegaBaembix hanmnos.

o O6paboTka n coxpaHeHne apTedakToB CECCUN.

Indeed ESSO Agent u Indeed Admin Pack

Habop komnoHeHTOB Ans peanu3aumm SSO-gocTyna.
Cpepna BbINONHEHUS:

e OC Windows Server 2016 — 2022
Cocras:

o Habop npunoxeHun, crnyx6 n MHCTPYMEHTOB AJ151 B3aMMOAENCTBMSA ¢ hopMaMn ayTeHTMdUKaLUN K
komnoHeHTamn Indeed PAM.

o Pacwupenna gns 6payaepos: Internet Explorer; Google Chrome; EDGE.



3apauu:

¢ [lepexsaT 1 3anonHeHne popm ayTeHTudmkaumm Web 1 HaCTONbHBIX MPUNOXEHWUM.

Pecypcbl Windows

Indeed PAM Agent

KoMnoHeHT gnsa TekctoBoro normposaHns RDP-ceccum.
Cpefa BbINOMHEeHUs:

e OC Windows Server 2012R2 — 2022/Windows XP SP3 X64 — 11
Cocras:

e [lpunoxeHne Pam.Proxy.WindowsAgent

3apauu:

o dukcaumss CMEHbl aKTUBHbIX OKOH, 3anycka npoueccoB 1 KiiaBnaTypHOro seoa.

(D K CBEOEHMIO

KomnoHeHT Indeed PAM Agent aBnsietca HeobsasaTenbHbiM, Tak kKak Indeed PAM nonHocTbio
GesareHTckoe pelueHne, JONONHUTENbHbIE KOMMOHEHTbI UCMOMb3YHTCS TOMbKO AN1S peLleHus

cneunarbHbIX 3a0aC.

Pecypchbl Linux

Indeed PAMSU

KoMNoHeHT Ans BbINONHEHWUST KOMaHA C npuBuUrernen root, aHanormyHo sudo Ucnonb3yeTcs KomaHaa
pamsu. OTnu4me 3akn4aeTcs B TOM, YTO ayTeHTUmKaumsa Oygert 3anpawmBaTbca y nonb3osatensa PAM, a

He NpuBUNErMpoBaHHoM Y3 0T UMEHW KOTOPOW OTKPbITA CECCUSI.

Cpep,a BbIMOJIHEHUA:



e OC Linux
Cocras:
e deb unu rpm naket
3apauu:
¢ BblnonHeHne komaHA ¢ NOBbILLEHNEM NPUBUMETNNIA OT MMEHN nosib3oBaTens PAM

(D) K CBEOEHUWIO

KomnoHeHT Indeed PAMSU saBnsetcs Heobsa3aTenbHbIM, Tak Kak Indeed PAM nonHocTbio 6e3areHTckoe

peweHune, AoNnoNnHUTErNbHblIE KOMIMOHEHTbI MCMOJIb3YKTCA TOJIbKO AJ14 pelleHUnA crneunaribHbiX 3agad.

Paboyee MmecTto nonb3oBaTtensa Indeed PAM

Indeed PAM Desktop Console

[ononHUTENbHbBIN MHCTPYMEHT N4 NOoMyYeHnsa JocTyna K 3awuwaemMbiM obbektam Indeed PAM.

Cocras:
o MoanduumpoBaHHbin mMRemoteNG.exe
3apgauu:

o Cnuncok 3agady cm. B pasgene pykoBoaCTBO MoJib30BaTeEs4.


http://localhost:3000/privileged-access-manager/3.1/user-manual/

ad | .
00 ; YnpouweHHasa Ha Windows
— “npou

[nsa o3HakomneHus ¢ Indeed PAM

i YnpouweHHas Ha Linux
=

[ns o3HakomneHus ¢ Indeed PAM

@? OcHoBHas

Ons BHeOpeHnA 1 3Kkcnnyatauun B I'IpOMbILLIJ'IeHHOVI cpene

% OTtkasoycTonumBas

[ns BHeApeHus 1 aKcnnyaTauum B NPOMbILLIIEHHON cpeae (C AybnupoBaHMem cepBepoB)



http://localhost:3000/privileged-access-manager/3.1/component-deployment/simplified-windows/
http://localhost:3000/privileged-access-manager/3.1/component-deployment/simplified-linux/
http://localhost:3000/privileged-access-manager/3.1/component-deployment/basic/
http://localhost:3000/privileged-access-manager/3.1/component-deployment/fault-tolerant/

YnpouweHHaa Ha Windows

KomnoHeHTbl Indeed PAM ycTaHaBnuBatoTCcsa Ha fBa cepBepa. PekomeHayeTcs Ans 03HaKOMMAEHNA n
TeCTMPOBaHUS.

KOMNOHEeHTbI

CepBep ynpaBneHusi/Cepsep goctyna (RDP/RemoteApp)

e Indeed PAM Core

e Indeed PAM IdP

¢ Indeed PAM Management Console
e Indeed PAM User Console

¢ Indeed Log Server

¢ Indeed PAM EventLog

e Indeed PAM Gateway

e Indeed ESSO Admin Pack

¢ Indeed ESSO Agent

CepBep poctyna (SSH/SCP/SFTP)

e Indeed PAM SSH Proxy
¢ Indeed PAM RDP Proxy
e Indeed PAM PostgreSQL Proxy

CueHapuun padboTbl

Monb3oBaTenbCKuUn



MSSQL/PGSQL
(1,3,5)

CepBep ynpasneHua
CepBep oocTtyna
(RDP\RemoteAPP)

HTTPS/ g = \ RDP/SSH
(1) / 5 HTTPS 1 .4,
RDP

_ AN

Pabouyee mecTo

COTPyAHMKA MegnaxpaHunuwie Pecypchl
HTTPS
(3)

= e &
\ SMB/

SSH/SCP/SFTP 5)
(2) |~ " SSH/SCP/SFTP

I /““

CepBep gocTyna
(RDP\SSH\SCP\SFTP)

1. MNogkntoyeHne K nIn4HOMYy KabunHeTy nonb3oBatens Yepes 6paysep nnm 3anyck Indeed PAM Desktop
Console. [lomeHHas ayTeHTUdMKaLNA 1 pernctpauna/npegoctasneHme BToporo aktopa. Nposepka
nons3osatens B B IdP. NonyyeHue cnucka pecypcos n3 b Core. NonyyeHne RDP-anna ans

NOAKIMKOYEHUA K PECYPCY.



2. MNopkntoyeHue k cepaepy goctyna (RDP\RemoteApp) npy nomowm RDP-ganna, Indeed PAM Desktop
Console unu nogkntoveHne k cepsepy goctyna (RDP\SSH\SCP\SFTP) npu nomowm RDP-canna unu
otaenbHoro SSH-knneHTa.

3. lomeHHasa ayTeHTUdMKaUNA 1 npegoctasneHme BToporo gakropa. lNposepka nonb3osartens B I1dP.
MpoBepka paspelleHus Ha goctyn B B[] Core. N3BneveHne ns CYB[ normHa v naponsa cepBuUCHOM
yyeTHou 3anucu anga pabotsl ¢ MegmaxpaHunueM. N3enederHne ns CYB[ nornHa n napons
NPVBUNErMPOBAHHOW YYETHOWN 3anucu A8 NOAKITHOYEHNS K pecypcey.

4. NopkntoyeHne K pecypcy.

5. CoxpaHeHne BUAEO U CKPUHLLOTOB B MeauaxpaHunuuie. CoxpaHeHune tekctoBoro nora B b Core.

AOMMHUCTPaATUBHDbIN



MSSQL/PGSQL
(1,2)

CepBep ynpaBneHus

Paboyee mMecTO CepBep gocTtyna
agMUHUCTpaTopa (RDP\RemoteAPP) Pecypchbil
I_I_l — CepBU1CHbIE ==
W HTTPS o =
_ ° — onepaunm —> E E
[o] ) © (2) I-E-l
SMB
(2)
¥
MepguaxpaHunuiie

=

1. MNopgkntoyeHne K kKabnHeTy agMuHUcTpaTtopa. [lomeHHas ayTeHTUmKkauunsa n permctpauuns/

npegocTasneHne BToporo goaktopa. lNpoeepka nonb3osatensa B b IdP.

2. I'Ionyqume, nobasnexHune n penakTnpoBaHue 00bekToB cucTemsbl. BbinonHeHmne CepBUCHbIX onepauui.



YnpouweHHas Ha Linux

KomnoHeHTbl Indeed PAM ycTaHaBnuBatoTCcsa Ha fBa cepBepa. PekoMmeHayeTcs Ans 03HaKOMMAEHNS n
TeCTUPOBaHWUA.

KOMNOHEeHTbI

Cepsep ynpaeneHus/Cepsep aoctyna (RDP/SSH/SCP/SFTP)

e Indeed PAM Core

e Indeed PAM IdP

¢ Indeed PAM Management Console
e Indeed PAM User Console

¢ Indeed Log Server

e Indeed PAM SSH Proxy

¢ Indeed PAM RDP Proxy

e Indeed PAM PostgreSQL Proxy

CepBep goctyna (RDP/RemoteApp)

¢ Indeed PAM Gateway
e Indeed ESSO Admin Pack
¢ Indeed ESSO Agent

CueHapumn padboTbl

NMonb3oBaTenbCKUn



MSSQL/PGSQL
(1,3,5)

CepBep ynpasneHus
CepBep gocTyna
(RDP\SSH\SCP\SFTP)

HTTPS/ 0 = \ RDP/SSH
(1) / 5 HTTPS 1 4.
RDP

// (2) \S(M)B “ \
5
Paboyee mecTo \I

COTPYAHMKA MegnaxpaHunuuie Pecypchl
HTTPS
(3)

= g &
\ SMB/’

SSH/SCP/SFTP 5)
(2) _~ " SSH/SCP/SFTP

=

CepBep pocTyna
(RDP\RemoteAPP)

1. MNogkntoyeHne K nIn4HoOMYy KabunHeTy nonb3oBatens Yepes bpaysep nnm 3anyck Indeed PAM Desktop
Console. [lomeHHas ayTeHTUdMKaLNA 1 pernctpauna/npegoctasneHme BToporo aktopa. Nposepka
nons3osatensa B b IdP. NonyyeHue cnucka pecypcos n3 b Core. NonyyeHne RDP-anna ans

NOAKIMKOYEHUA K PECYPCY.



2. MopkntoyeHne k cepeepy goctyna (RDP/RemoteApp) npy nomowm RDP-ganna, Indeed PAM Desktop
Console unu nogkntoveHne k cepsepy goctyna (RDP/SSH/SCP/SFTP) npu nomowwm RDP-canna unu
otaernbHoro SSH-knmneHTa.

3. lomeHHasa ayTeHTUdMKaUNA 1 npegoctasneHme BToporo gaktopa. lNposepka nonb3osartens B I1dP.
MpoBepka paspelleHuns Ha goctyn B Bl Core. N3BneveHne ns CYB/[ normHa v naponsa cepBuUcHoOM
yyeTHou 3anucu anga pabotbl ¢ Megmaxpadmnuem. N3enederHne ns CYB[ nornHa n napons
NPVBUNErMPOBaHHOW YYETHOWN 3anucu A NOAKITIOYEHUS K pecypcy.

4. MNopgknto4veHune K pecypcy.

5. CoxpaHeHne BUAEO U CKPUHLLOTOB B MeauaxpaHmnuuie. CoxpaHeHune tekctoBoro nora B b Core.

AOMMHUCTPATUBHDbIN



MSSQL/PGSQL
(1,2)

CepBep ynpaBneHus

Paboyee mMecTO CepBep gocTyna
agMUHUCTpaTopa (RDP\SSH\SCP\SFTP) Pecypchbil
@ — CepBUCHbIe ==
W HTTPS o=
(o] 0 | B orepmon = B
SMB
(2)
¥
MegnaxpaHunuuie

=

1. MNogkntoyeHue Kk kKabnHeTy agMuHucTpaTtopa. [lomeHHas ayTeHTUmkauusa n permctpauus/

npegocTasrneHne BToporo goaktopa. lNpoeepka nonb3osatensa B b IdP.

2. I'Ionyqume, nobasnexHune n penakTnpoBaHue 00bekToB cuctembl. BbinonHeHne CepBUCHbIX onepauun.



OcHoOBHas

KomnoHeHTbl Indeed PAM ycTaHaBnuBatoTCca Ha Tpu cepBepa. ATOT TUN YCTAHOBKM MO3BONSAET OTAENUTb
NOrMKY CUCTEMBbI OT KOMMNOHEHTOB NPeaoCTaBNALWMX A0CTYN. PekomeHayeTca Ana BHeOPEHNA U

QKCnJyataunn B I'IpOMbILIJJ'IGHHOVI cpene.

KOMNOHEeHTbI

CepBep ynpaBrneHus

e Indeed PAM Core

e Indeed PAM IdP

¢ Indeed PAM Management Console
e Indeed PAM User Console

¢ Indeed Log Server

¢ Indeed PAM EventLog

CepBep poctyna (RDP/RemoteApp)

¢ Indeed PAM Gateway
e Indeed ESSO Admin Pack
¢ Indeed ESSO Agent

Cepsep poctyna (RDP/SSH/SCP/SFTP)

e Indeed PAM SSH Proxy
¢ Indeed PAM RDP Proxy
e Indeed PAM PostgreSQL Proxy

CueHapumn padboTbl

NMonb3oBaTenbCKUn



Cepeep gocTyna

(RDP\RemoteAPP)
RDP, N
(2) i
HTTPS =
l (3 RDP/SSH
| HTTPS n T.4.
SMB
(5) (4)
Pa6ouee MecTo Cepsep N
COTPYOHMKaA ynpasneHms CYB/[ MepguaxpaHunuile Pecypchl
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Cepsep gocTyna
(RDP\SSH\SCP\SFTP)

1. MNogkntoyeHne K NnnyHoMy KabuHeTy nonb3oBaTenst Yepes 6paysep unum 3anyck Indeed PAM Desktop

Console. [lomeHHasi ayTeHTUUKaunUs 1 perucTpauma/npegocrasneHme BToporo gaktopa. MNposepka

nonb3osatens B b IdP. NonyyeHne cnucka pecypcos n3 b Core. NonyyeHne RDP-anna ans
NOAKMIOYEHNS K pecypcy.

2. MNopakntoyeHne k cepeepy goctyna (RDP\RemoteApp) npy nomowm RDP-ganna, Indeed PAM Desktop

Console unu nogkntoveHne k cepsepy goctyna (RDP\SSH\SCP\SFTP) npu nomowm RDP-canna unu

otaernbHoro SSH-knueHTa.

3. lomeHHasa ayTeHTUdMKaUNA 1 NpegocTasneHme BToporo gakropa. lNposepka nonb3osartens 8 b/ IdP.

MpoBepka paspeleHus Ha goctyn B Bl Core. N3BneveHne ns CYB[ normHa v naponsa cepBuUcHoOm
y4yeTHou 3anucu anga pabotsl ¢ MegmaxpaHunueM. N3enederHne ns CYB[ nornHa n napons

NPVBUIErMpoOBaHHOM YY4ETHOM 3anucuy Ang noaKItoYeHUs K pecypcy.
4. NogkntoveHne K pecypcy.

5. CoxpaHeHve B1OEeO U CKPUMHLLOTOB B Meaguaxpanunuuie. CoxpaHeHne TekctoBoro nora B b Core.

AOMUWHUCTPATUBHBLIN



MSSQL/PGSQL
(1,2)

Paboyee mecTO ‘
agMWHUCTpaTopa Cepsep ynpasneHus Pecypchbl
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1. MNoakntoyeHune K K86I/IHeTy aaMUHUCTpaTopa. I}:',OMeHHaFl ayTeHTVId.)I/IKaLI,I/IFl n peFI/ICTpaLl,I/IFI/

npegocTasrneHne BToporo goaktopa. lNposepka nonb3osatensa B b1 IdP.

2. MNony4yeHne, nobaBneHne N pegakTMpoBaHme 06bLEKTOB CUCTEMbI. BbiNoNHEHME CEPBUCHBLIX OnepaLni.



OTKka3zoycTonumBas

KomnoHeHThbl Indeed PAM ycTaHaBnuBatoTCa Ha pasHble CepBepbl, KaXabl cepBep Aybnupyerca ans
opraHvMsaumm 0TKa3oyCToMYMBOCTU. PekoMeHayeTcs ncnonb3oBaTth ANS BHEAPEHUS U SKCnnyaTauum B

NPOMBILLUSIEHHOWN cpeae.

KOMNOHEeHTbI

CepBep ynpaBrneHus

e Indeed PAM Core

¢ Indeed PAM IdP

¢ Indeed PAM Management Console
e Indeed PAM User Console

* Indeed Log Server

¢ Indeed PAM EventLog

CepBep poctyna (RDP/RemoteApp)

e Indeed PAM Gateway
e Indeed ESSO Admin Pack
¢ Indeed ESSO Agent

CepBep aoctyna (RDP/SSH/SCP/SFTP)

e Indeed PAM SSH Proxy
¢ Indeed PAM RDP Proxy
e Indeed PAM PostgreSQL Proxy

CueHapumn padboTbl

NMonb3oBaTenbCKUn



Pabouee mecTo

CYb/L coTpygHuKa

CepBep pgocTyna
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CepBepbl gocTyna
(RDP\SSH\SCP\SFTP)

. MogkntoveHne K nnyHoMy KabuHeTy nonb3oBatesns Yepes bpaysep nnm 3anyck Indeed PAM Desktop
Console. [lomeHHas ayTeHTMdMKauna n permctpaumnsa/npeaoctaBneHme Btoporo gakropa. lNposepka
nonb3oatens B B[] |dP. NMNony4eHue cnucka pecypcos n3 b Core. MNony4yenne RDP-canna anga
NOAKMIOYEHNS K pecypcy.

. MopxkntoveHmne k cepsepy aoctyna (RDP/RemoteApp) npu nomowm RDP-canna, Indeed PAM Desktop
Console unu nogkntoveHne k cepsepy goctyna (RDP/SSH/SCP/SFTP) npu nomowwm RDP-canna unu
otaenbHoro SSH-knneHTa.

. JoMeHHaa ayTeHTUdpUKaLmsa 1 npegocTasneHne BToporo ¢gakropa. [Nposepka nonb3osarensa 8 b IdP.
MpoBepka paspeleHuns Ha goctyn B Bl Core. N3BneveHne ns CYB/[ normHa v naponsa cepBuUcHoOM
yyeTHou 3anucu anga paboTsl ¢ MegmaxpaHmnuwem. N3enederHne ns CYB[ nornHa n napons
NPVBUNErMPOBaHHOW YYETHOWN 3anucu A NOAKITHOYEHUS K pecypcy.

. MopkntoyeHne Kk pecypcy.



5. CoxpaHeHve BUOEeO U CKPUMHLLOTOB B MeauaxpaHunuuie. CoxpaHeHne Tekctosoro nora B b Core.

AOMUWHUCTPATUBHBLIN

MSSQL/PGSQL
(1,2)
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1. MNogkntoyeHune K kabnHeTy agMuHncTpartopa. [JomeHHas ayTeHTudukaums n permctpaums/
npegocTaBrieHne BTOpoOro akropa.

2. I'Ionyqume, nobasnexHune n penakTnpoBaHue 006bekToB cucTeMbI. BbinonHeHne CepBUCHbIX onepauun.



== [ins OC Windows

AnnapartHble 1 nporpamMmmHble TpeboBaHua ans yctaHosku Indeed PAM Ha OC Windows

== [ins OC Linux

AnnapatHble 1 nporpaMmmHble TpeboBaHus ans yctaHoBku Indeed PAM Ha OC Linux

@ K CYBQ

AnnapatHble TpeboBaHua k CYB[



http://localhost:3000/privileged-access-manager/3.1/system-requirements/windows-environment/
http://localhost:3000/privileged-access-manager/3.1/system-requirements/linux-environment/
http://localhost:3000/privileged-access-manager/3.1/system-requirements/dbms-environment/

Oona OC Windows

CepBep ynpaBneHus

AnnapaTHble TpeboBaHusA

MapameTpbl 50 ceccmm 100 ceccum 200 ceccun
CPU 8 Cores 16 Cores 32 Cores
RAM 8 GB 16 GB 32 GB
HDD/SSD 120 GB 120 GB 120 GB
Network adapter 1 Gb 1Gb 1Gb

lNMporpamMmHble TpeboBaHuUA
OnepauunoHHas cuctema:

e Windows Server 2016 — 2022
[omeH:

* B coctaBe gomeHa Microsoft Active Directory
Beb-cepBep:

« Internet Information Services 8.5 —10.0

Moaynu ons Beb-cepsepa Internet Information Services:

O6bi4yHast npoBepka nognmHHocTu (Basic Authentication)

MpoBepka nognuHHoctn Windows (Windows Authentication)

Cratnyeckoe cogepxumoe (Static Content)

MepeHanpaesneHne HTTP (HTTP Redirection)



ASP.NET Core Runtime
Pacwwupenus ISAPI (ISAPI Extensions)

Pacwupsaemoctb .NET (.NET Extensibility)
®dunetpbl ISAPI (ISAPI Filters)

KoHconb ynpaenenus cnyx6amm 11S (IIS Management Console)
J[lononHuTenbHble KOMMNOoHeHTbl Microsoft:

e Microsoft NET Core 8
¢ URL Rewrite

CeTeBoOe B3anmogeuncremue

Bxopsiimue Ucxopswmne

Mpotokon [lopt OnucanHue

TCP 443 PaboTta ¢ nuyHbIMK KabuHeTtamu, API n IdP

CepBep aoctyna (RDP)

AnnapaTHble TpeboBaHusA

MapameTpsbl 10 RDP vunn SSH-ceccun 50 RDP unun SSH-ceccun

CPU 8 Cores 16 Cores
RAM 12 GB 32 GB
160 GB + 5 GB Ha 320 GB + 5 GB Ha
HDD/SSD Ka)kOoro rnorb3oBaTens Ka)kgoro nonb3oBaTens
PAM PAM

100 RDP unn SSH-

ceccumn

32 Cores

64 GB

520 GB + 5 GB Ha

KaXXaoro rnosb3oBarens
PAM



100 RDP vnu SSH-

MapameTpbl 10 RDP vunn SSH-ceccun 50 RDP unu SSH-ceccun .
ceccum

Network
1Gb 1 Gb 1 Gb
adapter

A MPEOYNPEXOEHUE

TpeboBaHus paccunTaHbl ANs BblAENEHHOro r3nyYeckoro cepeepa. TeCTMpoBaHME BbINOMHANOCH As
ceccunt RDP n SSH.

[ns nopaepxaHns 3asBNEHHOro KonmM4yecTBa OQHOBPEMEHHbIX CECCU HEOBXOAMM NpoLEeccop C
nogaepxkon Simultaneous multithreading (AMD) unun Hyper-Threading (Intel).

3asABneHHOe KONNM4ecTBo OAHOBPEMEHHbIX ceccun nogaepXxmBaeTca npn ycrnoBun 3axearta BUaeo C
OAHOro MOHMUTOPa B pa3peLleHnn HD. Pa3peu.|eHV|e BUOEO ornpenendaeTcd HaCTpOVIKaMM MOHUTOPAa Ha
CTOPOHE KITneHTa. I'Ip|/| yBeIlnn4yeHmnn paspeLueHnd nin Kkorim4yecrasa MOHUTOPOB MakKCMMalribHOE

3adBnNeHHOEe KOSIMYECTBO O4HOBPEMEHHbLIX CECCUN CHU3UTCS.

Mcnonb3oBaHue KNMEHTCKUX NpUnoXKeHun 3anyckaemMblx ¢ cepsepa Indeed PAM B pexume RemoteApp
CHWXaeT MakCMMarnbHOE KONMYeCTBO OAHOBPEMEHHbIX Ceccuin. BrnnsiHne kaxxgoro NpunoXeHus Ha
MaKCMMarnbHOEe KONMMYEeCTBO OQHOBPEMEHHLIX CECCUI MHAMBUAYANbHO U ONPEeaenseTcs npu

TECTMPOBAHWUMN.

Ecnun pasBepTbiBaHWe BbIMOMHAETCH B KOHKYPEHTHOW BUPTYanbHOW cpeae, TO KONM4eCcTBO
OOHOBPEMEHHbIX CECCUIA MOXET ObITb MeHbLUe. [INa noaaepXku 3asBNeHHOro KonmyecTsa

O HOBPEMEHHbIX CECCUM BUPTYarbHbIA cepBep OOMKeH UMeTb 3ape3epBupoBaHHble MHz n RAM
9KBUBANeHTHble PU3NYECKOMY CepBEpY.

MporpamMHble TpeboBaHUA
OnepaunoHHas cuctema:

e Windows Server 2016 — 2022
[JomeH:

e B coctaBe gomeHa Microsoft Active Directory



J[lononHuTenbHble KOMMNoHeHTbl Microsoft:

o Microsoft .NET Desktop Runtime x64 Bepcusa 8
¢ Microsoft C++ 2015 — 2019 Redistributable

Bpaysep:

e Google Chrome

e Microsoft EDGE
Pornn Remote Desktop Services:

+ Remote Desktop Services Broker (RDCB)
¢ Remote Desktop Services Host (RDSH)
» Remote Desktop Web Access (RDWA)

CeTeBoOe B3anmogencreme

Bxoaswue Ucxopawme

Mpotokon T[lopT OnucaHue
TCP 3389 TllogkntodeHue K cepBepy gocTyna
TCP 5443 MpocmoTp cTpuma ceccum

Opyrne TpeboBaHusA

Yy COTPYyAHUKOB C AOCTYNOM K KOHCOJTM aAMUHUCTPATOopa Uit KOHCOJT/ Norib3oBaTesia pa3pelleHmne

MOHUTOpPA MO WNPUHE AOMKHO BbITb He MeHee 1280 nukcenen, nHaye anemMeHTbl MHTepderica KoHconen
OyayT oTobpaKaTbCsi HEKOPPEKTHO.


https://dotnet.microsoft.com/en-us/download/dotnet/8.0
http://localhost:3000/privileged-access-manager/3.1/administration/management-console/
http://localhost:3000/privileged-access-manager/3.1/user-manual/user-console/

onsa OC Linux

CepBep ynpaBneHus

AnnapaTHble TpeboBaHusA

MapameTpbl 50 ceccum 100 ceccun 200 ceccun
CPU 2 Cores 2 Cores 2 Cores
RAM 4 GB 4 GB 4 GB
HDD/SSD 120 GB 120 GB 120 GB
Network adapter 1 Gb 1Gb 1Gb

NMporpamMHble TpeboBaHUSA
OnepauunoHHas cuctema:

e OC Linux
KoHTenHepusaums:

e Docker He Huxe 18.09

o Docker Compose He Huxe 1.29.2

A NMPEOYNPEXOEHUE

Docker gomxkeH 6bITb YCTAHOBMEH U3 PENO3NTOPUS OUCTPUOyTMBA.

¥ AnbTepHaTMBHLIN cnocob yctaHoBkn Docker (He pekomeHayeTcs)

B kpanHux cnyyasx (korga HeT JOCTyna K peno3nTopusiMm onepaunoHHon cuctemMel u Docker) Bo3aMoXHa

yctaHoBka Docker n3 cratmyecknx GuHapHbIx annos.




Ecnn Bbl Mcnonb3yeTte onepaumoHHy0 CUCTEMY, OTIIMYHYHO OT NEPEYUCHEHHBIX MO CChISIKE, TO Npwn
yCTaHOBKe 3TUM cnocobom He ycTaHoBUTCA Heobxoammblin ans paboTel Indeed PAM naket ¢ mogynem
SELinux. B bonblUMHCTBE cUCTEM 3TOT NakeT Ha3bliBaeTcs container-selinux.

YcTtaHoBUTE ero Bpy4HyK B COOTBETCTBUN C AOKYMEHTaALMEN NCMONb3yeMOWN onepauuoHHON CUCTEMBI.
CpoenaTb 9TO HY)XXHO nepea, 3anyckom cKkpunTa ycTaHoBku run-deploy.sh.

CeTeBoOe B3anmogeuncreme

Bxopsiwime Ucxopswne

Mpotokon [lopt OnucaHue

TCP 443 PaboTta ¢ nuyHbIMK KabuHeTtamu, APl n IdP

CepBep aoctyna (SSH)
AnnapaTHble TpeboBaHusA

MapameTpbl 50 SSH-ceccun 100 SSH-ceccun 200 SSH-ceccumn

CPU 2 Cores 2 Cores 2 Cores
RAM 2GB 2GB 4 GB
HDD/SSD 120 GB 120 GB 120 GB
Network adapter 1 Gb 1Gb 1Gb

lNMporpamMmHble TpeboBaHuA

OﬂepaLl,VIOHHaFI cuctema.


https://download.docker.com/linux/

e OC Linux
KoHTenHepusauyus:

e Docker He Huxe 18.09

e Docker Compose 1.29.2
CeTeBoOe B3anmogeucTemue

Bxoasiuue Ucxopsalime

Mpotokon [lopT OnucaHue

TCP 2222 [MoakntoveHne K cepBepy gocTyna

CepBep aoctyna (RDP)
AnnapaTHble TpeboBaHusA

MapameTpbl 10 RDP ceccun 50 RDP ceccun

CPU 4 Cores 12 Cores
RAM 4 GB 12 GB
HDD/SSD 120 GB 120 GB
Network adapter 1 Gb 1Gb

NMporpamMHble TpeboBaHUSA

OI'IepaLl,VIOHHaFI cuctema:

e OC Linux

100 RDP ceccun

16 Cores

40 GB

120 GB

1Gb



KoHTenHepusaums:

e Docker He Hxe 18.09

e Docker Compose 1.29.2
CeTeBOe B3aumopencreume

Bxopsiwmue Ucxopswne

Mpotokon [llopt OnucaHue
TCP 3390 [MoakntoveHne K cepBepy gocTyna
TCP 8443 MpocmoTp cTpuma ceccum

HacTtpounkun 6esonacHoctu CIS Benchmark

Ha cepBepax PAM TpebyeTcs npumeHnTb HacTporku 6esonacHoctn CIS Benchmark, onucaHHble B PDF-

danne. Mony4ntb ann MOXHO OAHUM U3 CNOCOOOB:

e CcKavaTb pann 3gecb

e rony4nTb doarn Ha ouumanbHOM caunTe cisecurity

Opyrue TpeboBaHusA

Y COTPYAHMKOB C AOCTYMNOM K KOHCOMNW agMUHUCTPATOpa UM KOHCOMMW Nornb3oBaTtens pa3peLleHmne
MOHUTOpPA MO LWNPUHE AOMKHO BbiTb HE MeHee 1280 nukcenen, nHaye anemMeHTbl MHTepderica KoHconen

OyaoyT oTobpaXkaTbCs HEKOPPEKTHO.


http://localhost:3000/privileged-access-manager/assets/CIS_Docker_Benchmark_v1.7.pdf
https://www.cisecurity.org/benchmark/docker
http://localhost:3000/privileged-access-manager/3.1/administration/management-console/
http://localhost:3000/privileged-access-manager/3.1/user-manual/user-console/

KCYb

NopnpepxuBaemble CYB

o Microsoft SQL Server 2012SP2 — 2022 ¢ nogaepxkon Full-Text and Semantic Extractions for Search
PostgreSQL 12-16

Postgres Pro Standard 12-16

Postgres Pro Enterprise
Jatoba 4-5

/\ NMPEOYNPEXOEHUE

Mpw ncnonb3oBaHun Microsoft SQL Server o6s13aTenbHO AOMKEH ObiTh YCTAHOBMEH AONOMHUTENbHbIN

MOAYNb — MOMHOTEKCTOBbIN U ceMaHTnyeckmi nonck (Full-Text and Semantic Extractions for Search).

AnnapaTHble TpedboBaHuA

MapameTpsbl 50 ceccun 100 ceccun 200 ceccumn
CPU 2 Cores 2 Cores 2 Cores
RAM 2GB 4 GB 4 GB
HDD 1TB 1TB 1TB
Network adapter 1 Gb 1 Gb 1Gb

NMporpamMmmHble TpeboBaHUA

B cooTteeTcTBUM C ObmLManbHON JOKYMEHTaUmMen Npon3BoaUTENS.

CeTeBoe B3anMmoaencrTteue



B cooTteeTcTBUM C OpMLManbHON JOKYMEHTaumMen Npou3BoaUTErS.



JIlnueHsnpoBaHue

B Indeed Privileged Access Manager (Indeed PAM) ecTb ABe cxeMbl NNLEH3NPOBAHNA:

« [lo nonb3oBaTensMm u pecypcam.

 [Mo ceccusim (0QHOBPEMEHHbLIM NOAKIIOYEHUSAM).

/\ OBPATUTE BHUMAHWE

Bbl MOXeTe BbIbpaThb TOMBKO OAHY CXEMY NULEH3MPOBAHUS B paMKkax ogHou nHctannsaumm Indeed PAM.

OTgenbHO (BHE CXeM NULEH3MPOBaHWS) MOXHO npuobpectn nuueHsno Ha Application to Application
Password Management (AAPM). 3Ta nuueH3uns BnvsieT TONbKO Ha JocTyn K pyHKunam AAPM u He BnivsieT
Ha BO3MOXHOCTb Morib3oBarternen ycTtaHoBUTb ceccuto Yepe3 PAM unv Ha BO3MOXHOCTb afMUHUCTPaTopa

nobaBunTb NoNb3oBaTENto paspelueHune.

JluLeH3upoBaHue No nosib3oBaTensAM U
pecypcam

Mpwn BbIBOpE 3TON CXEMbI NIULIEH3NPOBAHNSA BaM HY>XXHO ONpeaennTb KONM4eCcTBO Nofb3oBaTenen u
KONM4eCcTBO pecypcoB B Ballen nHctannsauum Indeed PAM.

OHM 3agatoTcsa KONMMYEeCTBOM NMLEH3UI CneayoLwmMx TUMNOB:

¢ [lonb3oBartenbckas — onpepnendeT Konn4ecTteo nonb3oBaTeneu, KOTOpblE CMOIyT UCMOJ1Ib30BaTb Indeed
PAM.

¢ PecypcHas — onpegensieT KonmyecTBo pecypcoB, KOTopble MOXHO co3faTh B Indeed PAM.

[Mpun BbIGOpE 3TOM CXEMbI NIMLEH3NPOBAHUSA KONMYECTBO CeCCUi (OQHOBPEMEHHbIX MOAKIHOYEHNI) He
orpaHunyeHo. Nonb3oBaTenbckme NMUUEH3NN MOXHO nepepacnpeaenvTb Mexay CoTpyaHUKamm (0To3BaTb
NULEH3MM Y OOHUX COTPYAHMKOB U BblAENUTb APYruM). PecypcHble NMueH3nm MoXXHO 0CBOBOANTL U 3aHSATb

APYTMU pecypcamu.

O WHdOPMALIMSA

Niobble NULIEH3MN MOXXHO OOKYMUTb.


http://localhost:3000/privileged-access-manager/3.1/administration/section-reference/applications/
http://localhost:3000/privileged-access-manager/3.1/administration/section-reference/applications/

Bbigaya nmueH3uun

NMonb3oBaTenbcKas NULEH3us

Ytobbl BblAaTb Nob30BaTESIbCKYHO JIMLIEH3UIO, AobasbTe nonb3oBaTento XoTst 6bl 0QHO aKTUBHOE
paspeLueHune. Mocne aToro NUUEH3ns asBToMaTUYeCKu 6y/:|,eT CUMTaTbCA 3aHATOM 3TUM nosib3oBaTenem. Ecnu

BC€ MNoJib3oBaTesribCKkne NMIMUeEH3NN ncHepnaHhbl, AobasnTb paspeleHne HoBoMy norib3oBaTesito Helnb3A.

PecprHaﬂ JIMU4eH3unnA

YUTo6bI Bbl4aTh PECYPCHYHO NMULIEH3MIO, CO34anTe unm BocctaHoBuTte pecypc B Indeed PAM. MNocne aTtoro
NNUEH3NA aBTOMaTUYECKN ByaeT cunTaTbCa 3aHATON 3TUM pecypcoM. Ecnn Bce pecypcHble NnueH3nm
ncyepnaHbl, co3aatb HOBbI PECYPC HEMb3S.

OT13bIB (OCBOOOXAEHUE) NULIEH3UMN

NMonb3oBaTenbcKas NMULEH3UuNA

Monb3oBaTenbcKkas NUUEH3UA ocBoboXxaaeTcs, Koraa Yy nosnb3oBartesid He OCTaeTCA HXU OHOIro akTUBHOIO

paspeLleHns, T.e. B pesynbrate Taknx EeNCTBUIN C pas3peLleHnsIMN, Kak:

e OT3bIB
¢ [lpunocraHoBka

e lcTeueHune CpoOKa

PecypcHasa nuueH3us

PecypcHasi nuueHsuns ocBoboxaaeTcsa Npu yaaneHun pecypca.

CpoKk AencTBUA NNLEH3UN
Mo cpoky AencTeus nuueHsnn boiBatoT:

e He OorpaHn4yeHHblie No BpeMeEHN

e OrpaHuyeHHble KOHKPETHOW KaneHaapHoW AaTon
o [pobHbIN nepuog

o [lognucka

Mocne ucteyeHnsa CpoOKa OEenCTBUSA NNLEH3NN cneaywwine onepaunmn CTaHyT Hea4OCTYIMHbI:



o [loGaBuTb pecypc
o [lo6GaBuTb Nonb3oBaTens (gaxe Npu HaNMYUM cBOOOAHBLIX SIULIEH3NIA)

o OTKpbITb Ceccuto (MOAKMIYMUTLCS K pecypcy)

© BHWUMAHME

Ecnu HeT HeorpaHMYEeHHbIX NUUEH3NIA, TO MNOCIIE NCTEYEHUST CPOKa OENCTBUS NNLEH3NN NOLAKNHOYEHUS
CTaHyT HEOQOCTYMHbI.

IlnueH3npoBaHue no ceccusam

Mpu BbIGOpE 3TOM CXEMbI NIMLEH3NPOBAHUSA BaM HY>KHO 3aaTb KONMMYECTBO CECCUN, T.€. OOHOBPEMEHHbIX
NOAKIMOYEHNIN, KOTOPblE MOXHO OTKPbIThL B Indeed PAM.

Mpwn BbIBOpE 3TON CXEMbI NTMLIEH3NPOBAHNA KONMYECTBO NOMb30BaTeNen n KonNn4ecTso pecypcos Indeed
PAM He orpaHun4eHo.

Bbigavya n ocBo60XaeHue nMueH3nm

CecCcroHHas NNUEH3NA CYMTAETCSH 3aHATON B MOMEHT OTKPbITUA CECCUAN U ocBOOOXOAETCS B MOMEHT

3aBepLUeHns ceccum (NpUYnHa 3aBepLLEHNS He BaXHa).

CpoOK neucTBuUA NMMUEeH3umn
Mo cpoky AencTBus nuueH3nn boiBatoT:

e He OorpaHn4yeHHble No BpeMeHN

e OrpaHu4eHHble KOHKPETHOW KanengapHou AaTtoun
o [MpobHbIn nepuog,

o lNopnucka
[Mocne ncteyeHnsa cpoka AENCTBUSA NULEH3UN CTAHET HEMNb3sl OTKPbIBATb CECCUMN.
[Mocrne ncteyeHns cpoka OeNCTBUS NULEH3NUM OCTaHYTCA AOCTYMHbI CriedyoLmne onepaummn:

e PepaktupoBaHue paspeLleHun

o PepaktupoBaHue co3daHHbIX pecypcoB



e PepaktvpoBaHue yYeTHbIX 3anucemn

©® BHWUMAHME

Ecnu HeTt HeorpaHU4eHHbIX NULEH3MI, TO NOCIe UCTEYEHUS CpOKa OENCTBUS NULIEH3NIN NOAKITIOYEHUS
CTaHyT HEOOCTYIHbI.

IlnueH3una Ha Application to Application Password
Management

JTvnueHsna Ha AAPM nossonsieT Ucnosb3oBaTth CLEHapUn NonyyYyeHns CEKPEToB yYeTHbIX 3anucen n3 Indeed
PAM CTOPOHHMMU MPUNOXKEHUSAMN.

B aTOM NMUEH3Un Bam HY>KHO 3aaTb KONMYECTBO YYETHbIX 3anucem, K KOTOPbIM MOXHO MOMy4nTb 4OCTYN
npu nomowm mexaHnama AAPM.

Konn4yecTtBo npunoXxeHuu, nonb3oBaTenen NpUnoXeHnn 1 paspeLleHmnin He orpaHNYeHo.

O WMHOOPMALIMA

JInueHsna Ha AAPM He 3aBUCUT OT BbIOpAHHOM CXEMbI NULEH3NPOBAHUS.

JTnuenauno Ha AAPM MOXHO JOKYNUTb UK yaanuTb B 060N MOMEHT.

Bbigavya n ocBo60XaeHue nMueH3nm

JnueHsna Ha AAPM cuntaeTcs 3aHATOM B MOMEHT AobaBneHnsa y4eTHOM 3anmcu NepBoro paspeLLeHns ans

NPUNOXeHNA.

JNnuenaunsa Ha AAPM ocsoboxaaeTcsi B MOMEHT OT3biBa BCEX Pa3peLUEeHNn y YY4ETHOM 3anncu.

/\ OBPATUTE BHUMAHME

MprocTaHoBKa paspeLlueHnin He ocBoboXxaaeT nuueHsno Ha AAPM.

Cpok aencTBUA NNLEH3UN



Mo cpoky AencTeus nuueH3nn bbiBatoT:

e He OorpaHun4yeHHbIe No BpEMEHN

¢ OrpaHu4eHHble KOHKPETHOW KanengapHou aaTtomn
o [MpobBHbIn nepuog

o [Moanucka

lMocne ucteyeHna CpoOKa OEenCTBUSA NUUEH3NN Bam CTaHYT HEOOCTYMNHbI cneaywwne onepaunin:

e [lo6aBnTb HOBbIE pa3peLlleHnd Ha NnpunoXxeHund

¢ cnonb3oBaTb CUeHapumM NonyvYeHns CeKpeToB YYeTHbIX 3anucen n3 Indeed PAM cTopOHHMMU

NPUNOXeHNAMHn



OOwmKn nnaH BHeOpeHUs

MoaroroBka MHPACTPYKTYPLI

1. ﬂpeﬂ,OCTaBﬂeHMe CepBEPHDbIX N KITMEHTCKNX peCypCOB B COOTBETCTBUN C NX CUCTEMHO-anMnapaTtHbIMU

TpeboBaHMsMN.
2. YctaHoBKa 1 HacTpovika Cnyx6 yaaneHHbIX pabounx ctonoB (Remote Desktop Services).

3. YcTaHOBKa AOMOSTHUTENBbHbLIX KOMNOHEHTOB Microsoft Anga koppekTHom paboTbl cepBepHbIX
kKomnoHeHToB Indeed PAM.

4. HacTponka ceTeBoro B3anMoaencTBust CepBepPHbIX U KIMEHTCKNX KOMMOHEHTOB B COOTBETCTBUN C

TpeboBaHMsaMN.

5. HacTtponka xpaHunuiwa gaHHbix Indeed PAM:

o [lpepnocTaBneHune gocrtyna k ak3emnnsapy Microsoft SQL/PostgreSQL, PostgreSQL Pro.

o CospgaHue 6a3 AaHHbIX M HAaCTPOIKa CEPBUCHON YYETHOW 3anuncy Unv npeaocTaBneHve 4ocTyna K

NMeLLENCS YYETHOM 3anucu.

6. OnpegeneHne LDAP-nyTen KOHTEMHEPOB 1 NOAPA3AENeHNin, B KOTOPbIX ByaeT pacnonoXeH katanor
nonb3oBatenen Indeed PAM B nepapxum Active Directory.

7. Co3gaHue n HacTponKa CepBMCHOM y4eTHOW 3anucy ansa paboTel ¢ kaTanorom none3oBatenen Indeed
PAM vnun npegoctasneHve gocTyna K UMEeLLEnCcsa Yy4eTHOWN 3anncu.

8. CosgaHue 1 HacTpoKrKka CepBUCHOW YHYETHOW 3anucu Ansi cepBUCHbIX onepaunn B Active Directory unu
npefocTaBrieHne 4OCTyna K UMeKLLEencs y4eTHON 3arnmcu.

YcTaHOBKa U HacTpouKa cepBepHbIX KOMMNOHEHTOB
Indeed PAM

Windows

1. Cepsep ynpasneHus (Windows)
2. Cepsep goctyna (RDP\RemoteApp)
3. Cepsep pgoctyna (SSH Proxy)


http://localhost:3000/privileged-access-manager/3.1/system-requirements/
http://localhost:3000/privileged-access-manager/3.1/preparation-for-installation/databases/
http://localhost:3000/privileged-access-manager/3.1/preparation-for-installation/active-directory-accounts/
http://localhost:3000/privileged-access-manager/3.1/preparation-for-installation/active-directory-accounts/

Linux

1. CepBep ynpaneHus (Linux)
2. Cepsep goctyna (RDP/RemoteApp)
3. Cepsep goctyna (SSH Proxy)

YcTaHOBKa U HacTpouKa KIIMeHTCKUX
komnoHeHTOB Indeed PAM

1. YcTtaHoBKa 1 HacTponka PamSu
2. YctaHoBKa 1 Hactpovika Indeed PAM Agent

3. YcrtaHoBka n HacTtpouka Indeed PAM Desktop Console

TecToBbIn 3anyck Indeed PAM

1. I'IpOBepKa CepBEPHbIX N KITMEHTCKNX KOMIMNOHEHTOB.

2. [NpoBepka cueHapueB 3akas4ymka:

HacTponka cepBucHbIX onepaunin ans pecypcos ¢ OC Windows.

HacTponka cepBuCHbIX onepaunin ans pecypcos ¢ OC *nix.

HacTtpownka nonb3oBaTenibCKNX MOAKITHYEHUN.

3. YcTpaHeHue owmnbok.

3aBepLialowmm atan

1. leMoHcTpaums.
2. ObyyeHue.

3. TectnpoBaHue.


http://localhost:3000/privileged-access-manager/3.1/setup/additional-components-setup/#pamsu
http://localhost:3000/privileged-access-manager/3.1/setup/additional-components-setup/#indeed-pam-agent
http://localhost:3000/privileged-access-manager/3.1/setup/additional-components-setup/#indeed-pam-desktop-console
http://localhost:3000/privileged-access-manager/3.1/service-operations/
http://localhost:3000/privileged-access-manager/3.1/service-operations/#service-operations-for-nix-resources

Ii@g‘ Y4yeTHble 3anucu Katanora nonb3oBaTenen

CospaliTe yyeTHble 3anucu Ans paboTsl ¢ KaTanoroM norb3oBaTenei 1 Ans CEPBUCHBLIX onepaLuii

@ Ceptudukartbl

MogroToBbTe cepTndukatsl nepen ycraHoskow Indeed PAM

@ Ba3bl AaHHbIX

Cospaiite 6asbl AaHHbIX U y4yeTHble 3anucu ongd pa60TbI C XpaHunuiiem gaHHbIX

Cé) Mep,uaxpaHMnMu.l,e

Cospaiite n HacTponTe hainoBoe XpaHUNuLLe

=1 CepBepbl

o

Bl

[o6asbte RDS ponb (ans Windows) nnu yctaHoBute Heobxoamnmble KOMMOHEHTbI (A5 Linux)



http://localhost:3000/privileged-access-manager/3.1/preparation-for-installation/active-directory-accounts/
http://localhost:3000/privileged-access-manager/3.1/preparation-for-installation/certificates/
http://localhost:3000/privileged-access-manager/3.1/preparation-for-installation/databases/
http://localhost:3000/privileged-access-manager/3.1/preparation-for-installation/media-storage/
http://localhost:3000/privileged-access-manager/3.1/preparation-for-installation/servers/
http://localhost:3000/privileged-access-manager/3.1/preparation-for-installation/accounts-for-wizard/

@@E‘ YyeTHble 3anucu gna yctaHoBkn PAM yepe3 macTtep

MpocMOoTpUTE CMMCOK YHETHBIX 3anucei, kKoTopble TpebyroTcs ans paboTbl C MacTepom



http://localhost:3000/privileged-access-manager/3.1/preparation-for-installation/accounts-for-wizard/
http://localhost:3000/privileged-access-manager/3.1/preparation-for-installation/accounts-for-wizard/

Y4yeTHbIe 3anNucu Karanora
nonb3oBaTteneu

Baaumopgencteue Indeed PAM ¢ KOHEYHbIMM MOMb30BaTENSIMU BbIMOMHAETCS 3a CHET YYETHOWN 3anuncu,
KoTopas byaeTt nony4atb CAMCOK Nofnb3oBaTtenen n ux atpnbyThbl.

YyeTHada 3anucb gnsa padboTbl C KaTasorom
nonb3oBaTenen

Active Directory FreelPA ALD Pro OpenLDAP RED ADM Samba DC

1. 3anyctute ocHacTtky Active Directory — nonb3oBaTtenu n komnbrotepbl (Active Directory Users and
Computers).

2. BbI30BUTE KOHTEKCTHOE MEHIO KOHTEMHEpa Unv nogpasaeneHus.
3. Boibepute nyHkT Co3patb (Create) — lNonb3oBaTtenb (User).
4. Ykaxute nus, Hanpumep, IPAMADReadOps.

5. 3anonHuTe obsi3aTenbHbIe NONs 1 3aBEPLUNTE CO34aHNe YYETHOW 3anmcy.

YyeTHas 3anucb AN CepBUCHLIX onepauun

Active Directory FreelPA ALD Pro OpenLDAP RED ADM Samba DC

1. 3anyctute ocHacTky Active Directory — nonb3oBartenu n komnbroTepbl(Active Directory Users and
Computers).

. OTKpOMTE KOHTEKCTHOE MEHIO KOHTENHEepa Unu nogpasaeneHus.

. Boibepute nyHkT Co3aatb(Create) — Nonb3oBatens (User).

. Ykaxute nus, Hanpumep, IPAMADServiceOps.

. 3anonHuTe obAsartenbHble Nons U 3aBepLUMTe co3gaHne y4eTHOW 3anumcu.

. OTKpoMNTE KOHTEKCTHOE MEHIO KOHTENHEpPA, NoapasaeneHnsa Unm KopHs AoOMeHa.

N OO o A WODN

. Beibepute nyHkt CBomncTBa (Properties).



14.
15.

. Nepengute Ha Bknagky BesonacHocTb (Security).
. Haxmute flo6aButb (Add).

10.
1.
12.
13.

Bbibepute yyeTHyto 3anmcs IPAMADServiceOps 1 Haxxmute OK.
Haxmute JononHutenbHo (Advanced).
Bbibepute yyetHyto 3anmce IPAMADServiceOps 1 HaxxmuTe UameHnTb(Edit).

YctaHosute ansa nonda MpumeHseTtca k:(Applies to:) 3HayeHne [loyepHue 06bEKTbI:
NMonb3oBatenb (Descendant User objects).

B pasgene Pa3peweHus: (Permissions:) otmetsTe Copoc napons (Reset password).

COXpaHVITe BHECEHHbIE NSMEHEHUA.



CepTudukarsbl

MogrotoBbTe cepTudukaTthl nepen yctaHoBkor Indeed PAM. Y Bcex cepTudmkaToB AomkeH ObiTb OAWH U

TOT XXe napoJsib.

/\ NPEQYNPEXAEHUE

Bce ceptudumkarsl, kpome ceptudmkaTa yaoCTOBEPSAIOLLEro LeHTpa, AOMKHbI ObiTb B dpopmaTe . pfx.

CepTudukat yaoCToBepsoLLEro LeHTpa A0MKeH ObiTb B oopmate .crt.

MHcTannauua 6e3s OTtkasoycTon4mBas OTKa3soycTomMumBasi MUHCTanNnsLMA co
GanaHcupoBKMU umHctannauusa ¢ HAProxy CTOPOHHUM GanaHCUpPOBLYMKOM

Bam noHapobsiTca cneayowme ceptudukarhbl:

o CepTudmkaTt ygocTtoBepsitoLlero LeHTpa 6e3 npmaTHoro kntova B oopmate PEM (Base64) ¢

paclimpeHvem .crt.
o Ceptudukat Ha FQDN PAM c npuBaTHbIM KIito4oM B popmate .pfx.

o CepTtudukatbl Ha Bce cepBepbl goctyna RDP, RDS n PostgreSQL ¢ npuBaTtHbIM Krto4oMm B oopmaTte

.pfx. Kpome cny4ad, Korga cepeep AoCTyna yctaHoBJ1IeH Ha OAHOM XOCTe C CepBepOM yrpaBlieHUs.

() UH®OPMALUSA

HocTynHo ncnonb3oBaHune wildcard-ceptudukara. B atom criyyae ceptudpmkat 4OmKeH ObiTb BbiNyLLEH
Ha BeCb JOMEH UM UMETb B anbTepHaTUBHbLIX UMeHax agpeca Bcex xoctos PAM.

[nsa koppekTHon pabotel LDAPS nomectuTe ceptudpmkaT ygocToBEPSIOLETO LIEHTPA B
IndeedPAM_3.1_RU\indeed-pam\state\ca-certificates nepeg 3anyckom mactepa.



Bba3bl AaHHbIX

[na xpaHeHuna gaHHbIX Indeed PAM ncnonb3syet crieaytowme B/:

o Core — B[] komnoHeHTa Indeed PAM Core, ncnonb3dyerca ans XxpaHeHns AaHHbIX NPUBUNENMPOBAHHbIX

YYETHbIX 3anncen, pecypcoBs, paspeLleHni, 1 NpoYnx CepBUCHbIX AaHHbIX Indeed PAM.
e CoreJobs — B[] komnoHeHTa Indeed PAM Core, ncnonb3syetcs Ans XxpaHeHna 3agay no pacrnucaHuio.

¢ ldp — B[] komnoHeHTa Indeed PAM IdP, ncnonbayetcsa ona xpaHeHust ayTeHTUPUKaTopoB

nons3oBaTenen n agmuHuctparopos Indeed PAM.
¢ IdpJobs — B[] komnoHeHTa Indeed PAM IdP, ncnone3syetca ansa xpaHeHus 3agad no pacrnmcaHuio.

e ILS — B/l komnoHeHTa Indeed Log Server, ncnonesyetcs ans xpaHeHna cobeitus Indeed PAM.

Co3paHue 6a3 gaHHbIX
MSSQL PostgreSQL

1. 3anyctute Microsoft SQL Management Studio(SSMS) u BbINONHUTE NOAKITOYEHME K 9K3EeMNIISpY
Microsoft SQL Server.

2. OTKponTe KOHTEKCTHOE MeHI0 NyHKTa Ba3sbl gaHHbIX (Databases).
3. Bolbepute nyHkT HoBas 6a3a gaHHbIx (New Database).
4. YkaxunTte nma 6asbl AaHHbIX, Hanpumep: Core, CoreJobs, Idp, IdpJobs, ILS.

5. Haxxmute OK.

Co3gaHue U Ha3Ha4YeHue y4eTHOM 3anucu gns
paboTbl C XpaHUNULEeM AaHHbIX

MSSQL PostgreSQL

1. 3anyctute Microsoft SQL Management Studio(SSMS) 1 BbINONHUTE NOAKITIOYEHUE K IK3EMMNNAPY
Microsoft SQL Server.

2. PackpowTte nyHKT BesonacHocTb (Security).



D O b~ W

~

. OTKpounTe KOHTEKCTHOE MeHto nyHkTa UmeHa ans Bxoaa (Logins).
. Beibepute nyHkT Co3aatb umsa ansa sxopa (Create login).
. YkaxuTte nvs, Hanpumep, IPAMSQLServiceOps.

. Beibepute T1n MpoBepka noanuHHocTn SQL Server (SQL Server authentication) n 3anonHuTe

HeobxoauMble nons.

. NMepengute B nyHkT ConocTtaBneHue nonb3oBatenen (User Mapping).
. OtmetbTe B1 Core, CoreJobs, Idp, IdpJobs, ILS.

9.
10.

OTtmetbTe npaBa db_owner, db_datareader n db_datawriter.

Haxmute OK.

(D NPUMEYAHMUE

MpaBa db_owner ons Microsoft SQL Server TpebytoTca Tonbko Ang nepsoro obpawenns k B.

(D NPUMEYAHMUE

Ansa pabotel PAM Tpebyetca BbINOMHUTL YCTAaHOBKY cepTudumkaTa ana nHctaHca MSSQL.



MeavnaxpaHunuiie

dannosble xpaHunuia HeobxoaMMbl AN arperauumn n JoNroCPOYHOro XpaHeHUst BUaeo3anucemn, CHUMKOB

3KpaHa 1 nepefaBaemMblX B ceccusax pannos.

Co3paHue n HacTpounKka hannoBoro xpaHunuiia

1. BbInOnHWUTE BXOA Ha cepBep, KOTopbIN ByaeT BbICTynaTb B ponn hansioBoro XxpaHunuiia.

2. Cospawure kaTtarnor, Hanpumep, IPAMStorage.

3. Bbi3oBUTE KOHTEKCTHOE MEHIO KaTanora, Bbibepute nyHKT NMpegoctaBuTb goctyn K (Give access to)
n OTaenbHbIe noau (Specific people).

4. Beegnte nms yyetHon 3anucu, Hanpumep, IPAMStorageOps v HaxmuTe lo6aBuTb (Add).

5. Beibepute IPAMStorageOps 13 cnvcka gobaeneHHbIX. MIamennte YpoBeHb paspewieHumn (Permission
level) Ha YTeHne u 3anuck (Read/Write).

6. Haxmute NMopenutbea (Share).



CepBepbl

Windows Linux

Bce cepBepbl, Ha KOTOpblE NNaHUPYETCSt yCTaHOBKA KOMNoHeHToB PAM [OmKHbI HAXOAUTLCSA B OOHOM

AOMeHe, B ogHOM ceTn n obpaluartbcsa k ogHoMmy DNS cepsepy.
CepBep goctyna

CepBep goctyna npMHMMaEeT yaaneHHble NOAKMYeHns nonb3osatenen PAM 1 aBTomatuyeckn oTkpbiBaeT

yaaneHHble NOAKMI0YEHUS K KOHEYHBIM pecypcam OT MMEHW NPUBUIIErMPOBAHHbIX YY4ETHbLIX 3anuncen.
[ns passopadnBaHus ponn RDS Heobxoaum "uncTein" Windows Server B coctaBe JOMeEHa:

e KHEMY He NPUMEeHARTCA rpynnoBbi€ NMOJINTUKN, CBA3aHHbIE C yaaJieHHbIM OOCTYINOM

e Ha HEM OTCYTCTBYHT ntobble n3 komnoHeHToB ponv RDS (RDCB, RDG, RDL, RDSH, RDVH, RDWA)

PazBopaunBaHue ponn Remote Desktop Services

1. OTkponTe Server Manager ([ucnetyep cepeepoB), B MeH0o Manage (YnpasneHue) Bolbepute nyHKT
Add Roles and Features ([Jo6aBuTb ponv 1 KOMMNOHEHTbI)

2. Ha ware Installation Type (Tunbl yctaHoBKK) BbiGepuTe NnyHKT Remote Desktop Services installation
(YcTtaHoBka cny6 yganeHHbIx pabovnx CTonos)

3. Ha ware Deployment type (Tunbl passeptbiBaHus) Boibepute nyHKT Standard deployment
(CtaHpapTHOE pas3BepTbiBaHME)

4. Ha ware Deployment scenario(CueHapui pa3sepTbiBaHUSs1) BblbepuTe NyHKT Session-based desktop
deployment (Pa3sepTbiBaHne pabo4ymx CTONOB Ha OCHOBE CEaHCOB)

5. Ha warax RD Connection Broker (IMocpegHuk nogkntoveHuin), RD Web Access (Beb-goctyn), RD
Session Host (Y3en ceaHcoB) BbibepuTe MMSA TEKYLLETO cepBepa

6. Ha ware Confirmation ([NogTeepxaeHne) otmeTbTe ranodkon Restart the destination server
automatically if required (ABTOMaTnyeckn nepesanyckaTb KOHEYHbIV CepBep, ecnu 3To noTpebyetcs),

BblbepuTe Deploy (PassepHyTb) N JOXOUTECH Nepe3arpy3ku cepaepa.



YyeTHble 3anucu anga yctaHoBku PAM
yepes macrtep

Mepen nepexogom K pasgeny YcraHoBka ybeguTech, YTO Bbl MOATOTOBUIIN BCE ONMCAHHbBIE HUXE YYETHbIE
3anucu n ux naponu. bes atux yyeTHbix 3anncen yctaHoska Indeed PAM HeBo3MOXHa.

¢ Y4yeTHble 3anmcu XoCcToB (OT,D,eJ'IbeIe unu obuias AOMeHHas y4yeTHad 3aI'IVICb).

v [logpobHee

QT yyeTHble 3anucy OyayT NPUMEHATLCS ANS YCTAHOBKM KOMNOHEHTOB PAM Ha XOCThbl.

Ana xoctoB nog ynpasneHnem Windows gomkHa 6biTb BO3MOXHOCTb noakntodeHnsa no WinRM, a
y4YyeTHasi 3anncb JOSMKHA UMETb NpaBa foKanbHOro agMuHucTpatopa. Anga Linux gomkHa ObiTb
BO3MOXHOCTb nofgknoyeHns no SSH, a ydeTHas 3anucb AoMmkHa MMeTb npasa root.

Y4yeTHble AaHHble 3TUX 3anncen OyayT COXpaHeHbl B pe3epBHOM KoMK Mactepa ans
NCNoNb30BaHUS Npu NocneayrLmx onepayusix ¢ MacTepoMm, Takux Kak UaMeHeHne KoHdurypaumm
unm odbHoerneHne Indeed PAM.

e YyeTHble 3anucy 6anaHCUpPOBLLUKOB, ECNN NIAHNPYETCS OTKAa30yCTOMYMBAS UHCTANNSALMS.
e YyetHagd 3anucek CYB[ (Hanpumep, IPAMSQLServiceOps).

e Y4yeTHad 3anucb Ans AOCTyNa K MeanaxpaHunuily, ecnv Bblibpan tnn xpaHunuwia SMB.

e Y4yeTHad 3anucb Ans YTeHus katanora nons3oatenen (Hanpumep, IPAMADReadOps).

e Y4yeTHad 3anucb agMUHUCTpaTopa pornen — nonb3oBartens, KoTopoMy 6yayT BblAaHbl NpaBa Ha
ynpasnenune ponsmn PAM. OTOT nonb3oBaTtenb CMOXET Bbl4aTb NpaBa Ha AOCTYN K KOHCOMU
ynpasrneHna PAM gpyrum nonb3oBaTesnism.

¢ Y4yeTHadq 3anucb ons ayteHtudukauum Ha SMTP-cepBepe, ecnu nnaHupyetcs Bolbpate Email B
KadecTBe BTOPOro paktopa.


http://localhost:3000/privileged-access-manager/3.1/installation/
http://localhost:3000/privileged-access-manager/3.1/preparation-for-installation/databases/#creating-a-service-account-to-work-with-data-storage
http://localhost:3000/privileged-access-manager/3.1/preparation-for-installation/active-directory-accounts/#account-for-user-directory

od | .
% OcHoBHasa Ha Windows

YctaHoBuTe Indeed PAM B COOTBETCTBMM C OCHOBHOW CXEMOW pa3BepTbiBaHWsi 6e3 6anaHCUPOBKM C CEPBEPOM

ynpaeneHus Ha Windows

lf’! OcHoBHas Ha Linux

YctaHoBuTe Indeed PAM B COOTBETCTBMM C OCHOBHOW CXEMOW pa3BepThiBaHWs 6e3 GanaHCUPOBKM C CEPBEPOM
ynpasneHus Ha Linux

(ag | . i
%i OTtkasoycTtonumBasa Ha Windows

YctanosuTe Indeed PAM B COOTBETCTBMM C OTKA30yCTONYMBOM CXEMOW pasBepTbIBaHWUSA C CEpPBEPOM yrnpaBrneHns Ha

Windows

| y :
OTtkasoycTtonumBas Ha Linux

YctaHosuTe Indeed PAM B COOTBETCTBMM C OTKa30yCTONYMBOW CXEMOW pa3BepTbiBaHWUS C CEPBEPOM YrpaBrieHns Ha
Linux



http://localhost:3000/privileged-access-manager/3.1/installation/basic-windows/
http://localhost:3000/privileged-access-manager/3.1/installation/basic-linux/
http://localhost:3000/privileged-access-manager/3.1/installation/fault-tolerant-windows/
http://localhost:3000/privileged-access-manager/3.1/installation/fault-tolerant-linux/

OcHoBHasa Ha Windows

KomnoHeHTbl Indeed PAM ycTaHaBnuBatoTCa Ha Tpu cepBepa. ATOT TUN YCTAHOBKM MNO3BONSET OTAENUTb
NOTNKY CUCTEMbI OT KOMMOHEHTOB, NPeaoCTaBNALWMX A0CTYN. NoaxoauT ANd BHEAPEHUSA 1 SKCAnyaTauumm B

npomsblneHHon cpege. Cxema pasBepTbiBaHUs 6€3 6anaHCMpOBKN.

I'Iepep, Ha4vasrioM yCTaHOBKU BbINONMHUTE MNOATOTOBKY OKPYXEHUA.

3anyckK macrtepa

MacTtep — 37O BEO-NpUNOXKEHNE, KOTOPOE MNO3BOSSIET YCTAHOBUTL, OOHOBUTL BEPCUIO NN U3MEHNUTL
KoHdurypaumto Indeed PAM. MacTtep noctaensieTcsa B coctaBe anctpmbytnea PAM. YTobbl ucnonb3oBartb
mMacTep, notpebyetca 3anyctutb ero B Docker-koHTenHepe ¢ MOMOLLbIO creumanbHOro ckpunra.

/\ NPEQYNPEXAEHUE

MaCTep AOIKeH ObITb 3anyuweH Ha ToOM XOCTe, Ha KOTOpPOM 6y/:|,eT YCTaHOBJIEH CEPBEP yNnpaBJieHNA UIn

cepsep goctyna PAM, nHaye npomsonget owmbka paboTel macTepa.

1. 3arpysute n pacnakynte guctpmdytns PAM Ha Linux-maLumHy.

2. NomecTute ceptucukat yooctosepstoLlero LeHtpa B IndeedPAM_3.0_RU\indeed-pam\state\ca-
certificates. 31o Tpebyetca ana koppekTHon padoTtel LDAPS. MNMponyck aToro wara npuBeaeT k ounbke
paboTbl MacTepa.

3. 3anyctute mactep KOMaHOOoM:
sudo bash run-wizard.sh

4. [loxxauTech BbINOMHEHUSA CKpUNTa.
5. MNMocne BbinonHeHuns ckpunTa neperante no URL, ykazaHHOMY B KOHCOIMMW.

6. B none Koa poctyna Beegute AutenticationCode, yka3aHHbI/ B KOHCOMNM NOCME BbIMNOMHEHUA
cKpunTa.
Mpumep koga: vVVHyTVRYKX5pxUKM6el1ZgCWENOdXFdOy .


http://localhost:3000/privileged-access-manager/3.1/preparation-for-installation/

() MHOOPMALIMSA

Mo ymonuyaHuto kof ByaeT 3anpoLleH cHoBa Yepes 2 Yaca, TO eCTb 3a 3TO BPEMS HYXHO YCneTb
BbIMOMHUTE BCO paboTy.

7. Haxxmnte BonTtun n nepexogumre k pabote ¢ MacTepom.

CueHapun

1. Bbibepute HoBasa nHcrannsauua PAM.

2. Haxmute Oanee ons nepexoda K criegyowemy wary macrepa.

v [MNogpobHee 0 cueHapusx

MaCTep ncnorb3yeTcd And BbIMOJIHEHNA OOHOIo N3 TpeX CLUEeHapUeEB:

e HoBasa nHctannauma PAM — yctaHoBka Indeed PAM.

o O6HoBneHne PAM — o6HoBrneHue Bcex komnoHeHToB Indeed PAM go HoBou Bepcun. Hanpumep,
¢ 2.10 po 3.0. Bo Bpems ob6HoBneHns PAM Bynet HegocTyneH. Bece Tekywme ceccum byayT

npepBaHbl.

¢ U3ameHeHue koHdurypauum PAM — BHeceHEe N3MEHEHUIN B TEKYLLYIO MHcTannsuuio PAM.
Hanpumep, nameHeHune coctaBa xocTtoB. Bepcuss PAM octaHeTcs Toun xe. Bo BpeMsa 06HOBNEHUS

PAM 6ynet HegocTyneH. Bce Tekywime ceccum ByayT npepBaHbl.

Cxema xocToB

Mo xocToM NOHMMAaETCA PU3NYECKUN NN BUPTYyarbHbIA cepBep, Ha KOTOPOM pacnonaratoTCs KOMMOHEHTb!
PAM.

1. Ha ware Cxema xocToB BBEAUTE NOMHOE JOMEHHOE MMs cepBepa ynpasneHus B norne FQDN PAM.
Mpumep: pam.my-company.local.

2. [lobaBbTe cepBep ynpasneHusi, cepsep goctyna RDS, cepsep goctyna SSH, cepsep gocrtyna
PostgreSQL. YuntbiBanTe, 4T0 HENb3s 406ABUTL HECKOMNBbKO XOCTOB C OAMHAKOBbLIM agpeCcoM.



v CepBep ynpaBneHus

1. Haxxmnte [lo6aBUTL XOCT.

2. ns nepekntovatens OnepaumMoHHas cucrtema xocta Bbibepute Windows.

3. Bkntoumte onumio CepBep ynpaBrneHuUs.

4. Beegute IP-agpec nnu DNS B none Agpec xocTa. YuntbliBanTe, YTo Henb3sa o6aBntb
HECKOSNbKO XOCTOB C OAMHAKOBbIM agpecoM.

5. Ykaxunte nopt B none Mopr.

6. BbibepuTe TN y4yeTHON 3anmncu ons Xocta: obwasa AOMEeHHas yvyeTHasi 3anuchb Unu
oTaenbHasa y4eTHas 3anuchb Ans 3TOro xocTa.

7. Beegute JlornH B popmate UPN vnun SAM n MNMaponb Anga ykasaHHOW Y4eTHOW 3anucu.
8. Haxxmnte [lo6aBUTDL.

v Cepsep goctyna RDS

1. Haxxmute lobaBUTL XOCT.

2. Ina nepekntovatensa OnepaumMoHHas cuctema xocta Bbibepmute Windows.

3. Bknrounte onuuio CepBep goctyna RDS.

4. Beegute IP-agpec nnn DNS B none Agpec xocTta. YunTbiBanTe, YTO Henb3s 4ob6aBnTb
HECKONbKO XOCTOB C OA4MHAKOBbLIM agpecoM.

5. YkaxuTte nopt B none lMopr.

6. BoibepuTe TMN y4eTHOM 3an1cu Ans XocTa: obLas AoOMeHHas y4eTHasa 3anucb Unn
oTAenbHas y4yeTHas 3anmMcb Ans 3TOro xocra.

7. Beegute JlormH B oopmate UPN nnn SAM n MNMaponb 4nga yKasaHHOW Y4ETHOW 3anucu.
8. Haxxmnte [lo6aBUTHL.

v Cepsep goctyna SSH

1. Haxxmute lo6aBUTL XOCT.

2. Ins nepekniovatens OnepauMoHHas cuctema xocta Bblibepute Linux.

3. Bkntounte onumio Cepep goctyna SSH.

4. Beegute |IP-agpec nnn DNS B none Agpec xocTta. YunTbiBanTe, YTo Henb3s 4obaBnTb
HECKOSTbKO XOCTOB C O4MHaKOBbIM aApecoM.

5. Ykaxute nopt B none lMopr.

6. Bbibepute cnocob ayTeHTUdMKaLMM Y4ETHOM 3anncuK Ha XocTe: no naponto unv no SSH-




KI1Houy.

7. Ecnu Ha npegbiaywem ware Bolbpanu no naponto, To Beeaute JloruH u NMaponb. Ecnn Ha
npeabigywiem ware Boiopany no SSH-knrouy, 1o BBeanTe JloruH, NMaponb sudo, SSH-knto4 1
MaponbHyo hpa3sy.

8. Haxxmunte Jo6aBUTBL.

v Cepsep goctyna PostgreSQL

1. Haxxmnte [1o6aBUTL XOCT.

2. Ins nepekniovatens OnepauMoHHas cuctema xocta Bblibepute Linux.

3. Bkntounte onumio CepBep poctyna PostgreSQL.

4. Beegute IP-agpec nnn DNS B none Agpec xocTta. YunTbiBanTe, YTo Henb3s 4obaBnTb
HECKOIbKO XOCTOB C OOWHAKOBbLIM apecomM.

5. Ykaxute nopt B none Mopr.

6. Bbibepute cnocob ayTeHTUMKALMM YH4ETHOM 3anNncK Ha XocTe: nNo naponto unv no SSH-
KIouy.

7. Ecnn Ha npegplaywem ware Bbibpanu no naponto, 1o BBeanTe JloruH n Maponb. Ecnu Ha
npegbigyLiem ware Bolopanu no SSH-knovy, 10 BBegute JloruH, Maponb sudo, SSH-knto4 n
MaponbHyto cppa3sy.

8. Haxxmnte [106aBUTDL.

() UH®OPMALUSA

Cepsep ynpasneHus un cepeep goctyna RDS moryT pacnonaratbcs Ha 0O4HOM XOCTe.
Cepsep goctyna RDP, cepsep goctyna SSH, cepsep goctyna PostgreSQL moryT pacnonaratbca
Ha OAHOM XOcCTe.

3. MNMpocmoTpuTe Tabnuuy XOCTOB M NPOBEPLTE NPaBUbHOCTL 3aMOSIHEHHbIX AaHHbIX. Ecnn TpebyeTtcs
OTPEeAaKkTUpPOBaTb AaHHbIE XOCTa, HAXXMUTE HA CTPOKY C 3TUM XOCTOM, BHECUTE U3MEHEHMS N HAXMUTE

—
CoxpaHuTtb. Ecnu TpebyeTtcs yganuTb XOCT, HaXMUTe [I] PSAOM C 3TUM XOCTOM.

4. Ina nepekntovatena BanaHcupoBLwumk BbIGepuTe 3HaveHe He ucnonb3oBaTth.

5. Haxwmute [lanee ans nepexoda K criegytoliemy Lary Macrepa.



MopThl

() UH®OPMALUSA

MopTbl kKOMNOHEHTOB PAM 0OMmKHbI BbITb YHUKANBHLIMU.

1. Ykaxkute noptbl A4n1st KoMnoHeHToB PAM B COOTBETCTBUM C Ballen CETEBON apXUTEKTYPOWN UM OCTaBbTe
3Ha4YeHUs NO YMOMNYaHMIO.

KomnoHeHT MopT no ymonyaHuo
SSH Proxy 2222

RDP Proxy 3390
PostgreSQL Proxy 5432

MC/UC HTTP 80

MC/UC HTTPS 443
Gateway Service 8443

2. Haxmute [Oanee aonsg nepexoda K criegyollemMy wary macrepa.

Ceptudumkarnbi

Ha atom ware Tpe6yeT0ﬂ 3arpy3nTb 3apaHee noaroTtoBJiIeHHbIe cepTudukathbl.

1. 3arpysuTte ceptTudmkar yaocrtoepstoLLero ueHtpa 6e3 npmsatHoro kntova B popmate PEM (Base64) ¢

pacwupeHnem .crt.

2. 3arpysuTe cepTuukaTbl 4 XOCTOB C pacwumpeHnem . pfx nnmn wildcard-ceptudukat n ykaxmte

napor.

3. Haxxmute Janee ana nepexona K cnegyrollemy Lwary macrepa.

Ba3bl AaHHbIX


http://localhost:3000/privileged-access-manager/3.1/preparation-for-installation/certificates/

1. Bbibepute Tun cepBepa Microsoft SQL.

2. Beegute Appec cepBepa n Umsa nictanca MSSQL.

3. Bknounte onumio BesonacHoe nogkntodyeHue kK CYB/.

4. Beegnte nms nonb3oBaresnis U Naposib Y4eTHOW 3anucu ans padotbl ¢ 6asamu JaHHbIX.

5. Ina nepekntoyatens Knoum wudgpoBaHus Bbibepnte 3HavyeHne CreHepupoBaThb HOBbIW.

6. BBeante Ha3BaHusa 6a3 AaHHbIX, KOTOPbIE Bbl CO34aNN Ha Lare noaroToBKU K yCTaHOBKE:
o B[] ansa npuBunerMpoBaHHbIX Y3

o B[ ansa ayteHTMdumkaTopoB nonb3oBatenen PAM
o B[ ansa cobbiTnn PAM

o B[l onsa 3agay no pacnucaHuno Core

o B[l ona 3agay no pacnucaHuto ldp

7. Haxmute Janee ansi nepexoda k criegytollemy Lary Mmacrepa.

v Bbibop 6a3bl gaHHbIX PostgreSQL

1. Boibepute Tun cepBepa PostgreSQL.

2. Beegute Agpec cepBepa.

3. BknounTte onumto BesonacHoe nogknioveHue kK CYB/.

4. Beegute nms Nonb3oBaTensi U Naposb YYETHOM 3anucy angd paboTbl ¢ 6a3zamun JaHHbIX.

5. Ina nepekntoyatens Knroun wudgpoBaHus Bbibepnte 3HavyeHne CreHepupoBaThb HOBbIW.

6. BBeguTte HasBaHusA 6a3 gaHHbIX, KOTOPbIE Bbl CO34ann Ha Lware NoAroTOBKM K yCTaHOBKE:
o B[l onsa npuBMnerMpoBaHHbIX Y3

o B[ ansa ayteHTMdukaTopoB nonb3osatenen PAM
o B[ ansa cobbiTnn PAM

o B[] ansa 3agay no pacnucanuio Core

o B[l onga 3agay no pacnucaHuto ldp

7. Haxvute Janee ona nepexoaa K creaytowemMy Liary macrepa.

XpaHunuuie gaHHbIX

1. Boibepute Tun xpanunuwa darinosas cucrema.

2. Ecnu TpebyeTca nameHuTe 3HadeHne B norne KopHeBas anpekTopusi XpaHunuua.


http://localhost:3000/privileged-access-manager/3.1/preparation-for-installation/databases/
http://localhost:3000/privileged-access-manager/3.1/preparation-for-installation/databases/

3. Haxxmute Janee ana nepexona K cnegyroLllemy Lwary macrepa.

v [pyrue Tunbl XpaHUnuLy

Mpu BbIGOPEe SMB 3anonHuTe nons:

o CeTeBoW NyTb
e [lomeH
* Vmsa nonb3oBartens

e [laponb

Mpu BbIGOpPE S3 3anonHuTe nons:

CeteBou agpec S3 cepBepa

MyTb 0O KOPHEBOW ONPEKTOPUM XpaHuUnmLLa Ha S3-cepBepe

NpeHTudumkatop kntova goctyna (access key id)

CekpeTHbIn kntod goctyna (secret access key)

PernoH (Heobsa3aTtensHoe none)

OrpaHnyeHne nokaumm (HeobssaTenbHoe None)

KaTanorv nonb3oBaTeneu

1. Haxxmute lo6aBUTL KaTanor.
2. B none Cnyx6a katanoroB BbibepuTe 3HavyeHne Active Directory.

3. Beegute 3HaveHne B none ID kaTtanora. CcopmynmpynTte 310 3Ha4eHne camoctosaTesribHo. OHO MoXeT
COCTOSATb U3 NAaTUHCKMX BYKB 1 undp, MakcumanbsHas anvHa — 32 cumsosna. Ecnu nnaHnpyete

NCnonb30BaTb HECKOSbKO KaTanoros, To ux ID gomkHbl ObiTb pasHbIMM.
. Beegute 3HaveHune B none DNS gomeHa.
. BBeante 3HayeHune B none DN KOHTeMHepa nonb3oBaTenen.
. BBeante nmsa nonb3osarens u naposib y4eTHON 3anuncu.

. Bkntouute onumio Ucnonb3oBatb LDAPS.

0 N OO o s

. Ecnn TpebyeTcs, nsmeHnuTe cooTBeTCTBME aTpMbyTOB Nonb3oBaTenen n/unu atpubyToB rpynn

rnorib3oBaTenen.

9. Haxxmute [lobaBUTH.




10. Haxxmute Qanee onga nepexoaa K cnegyrowemy wary macrepa.

v Bbibop katanora ALD PRO, FreelPA, OpenLDAP

10.
11.

. Haxxmute lo6aBuTL KaTanor.
. B none Cnyx6a katanoroB BbiGepuTe ogHO 13 3HadeHun: ALD PRO, FreelPA, OpenLDAP.

. BBeanTe 3HauyeHue B none ID katanora. Chopmynupyinte 3To 3Ha4eHne camocTtosTernibHo. OHO

MOXET COCTOATb M3 NTaTUHCKNX BykB 1 undp, MakcumanbHas anuHa — 32 cumeona. Ecnn
niaHMpyeTe UCNosb30BaTh HECKOMNbKO KaTanoros, TO Ux ID gomkHbl 6bITb pasHbiMu.

. BBeante 3HayeHue B none DNS gomeHa.
. Beegute 3HaveHune B none DN KoHTenMHepa nonb3oBaTenen.

. BBeante nmsa nonb3osarens B popmate DN (npumep:

uid=pamadmin,cn=users,cn=accounts,dc=my,dc=company') n naposnb y4eTHOM 3anncu.

. BkntouuTte onumio Ucnonb3oBatb LDAPS.

. Ecnu Beibpanu ALD PRO unu FreelPA, To Bbibepute ®opmaTt naeHtudmkartopa

nons3oBatenen u rpynn — SID nnn GUID.

. Ecnn Tpebyetcsa, nameHnte cootBeTcTBMe atpmbyToB nonb3oBartenen n/unu atpudyTos rpynn

rnonb3oBaTenen.
Haxxmute [lo6baBUTL.

HaxmuTte Janee onda nepexofa K criegyrolemMy Lary macrepa.

v Bbibop katanora RED ADM, Samba DC

A NMPEOYNPEXOEHUE

Mpu BbIGOpE kaTanora Samba DC Bepcun Huxe 4.21 unu katanora RED ADM fob6asbte B

KOH(pUrypaumoHHbl bann Samba cnegytowyto cTpoky: 'ldap server require strong auth =

allow_sasl over_tls'.

1.
2.
3.

Haxmunte [lo6baBuUTbL KaTanor.
B none Cnyx6a katanoroB Bbibepute: RED ADM unn Samba DC.

Beegute 3HadveHue B none ID kaTtanora. CopmynupynTe aTo 3Ha4YeHne camoctosTenbHo. OHO
MOXET COCTOSATb M3 NTaTUHCKNX ByKB 1 Lundp, MakcumanbHas annHa — 32 cumeona. Ecnm

nnaHnpyeTe UCrnoJib3oBaTb HECKOJIbKO KaTalrioroBs, TO X ID oomkHbI ObITb Pa3HbIMW.




4. Beegute 3Ha4veHune B norie DNS gomeHa.
5. Beegute 3HaveHue B norie DN KOHTenHepa nonb3oBaTenemn.

6. Beegute nmsa nonb3osatens B popmate UPN (npumep: pamadmin@my.company) 1 naporsb

yYeTHOM 3anucu.
7. Bknounte onumio Ucnonb3oBaTtb LDAPS.

8. Ecnu TpebyeTcs, nameHuTe COOTBETCTBUE aTPUBYTOB Nonb3oBartenen u/mnm atpnbyTos rpynn
norb3oBaTenen.

9. Haxxmute lo06aBUTL.

10. Haxxmute Janee onga nepexoaa K cnegyrowemy wary macrepa.

() UH®OPMALUSA

MoyxkHO fo06aBUTb HECKOMNBbKO KaTaroros Norib30BaTenen.

AQoMUHUCTpPATOpPLI poren

() MHPOPMALIMSA

B MacTepe MOXHO YKa3aTb TOJIbKO O4HOIro agMmMHUCTPaTopa pone17|.

1. BbiGepute 13 kaTanora y4eTHyH 3anncb Nonb30oBaTensi, KOTOpoMy ByayT BbiAaHbl NpaBa Ha
ynpasnenune ponsmn PAM. OTOT nonb3oBaTtenb CMOXET BblAaTb NpaBa Ha AOCTYN K KOHCONU
ynpasneHna PAM gpyrum nonb3oBaTensm.

2. Haxmute [Oanee ons nepexoda K criegyolemy wary macrepa.

AyTeHTU(pUMKaUMA nornb3oBaTeneu

1. Ang nona MexaHu3m ayteHTUdukaumum soibepute 3HadeHne Windows.

2. Bkntounte onuuto BkniounTb ABYX(aKTOPHY0 ayTeHTUdMKaLMIO Ans Bcex nonb3oBaTtenen no

YMOJT4YaHUIO.
3. Ona nepekntoyatens Tun BToporo c¢pakropa Bbibepute 3HadeHne TOTP.

4. OTMeTbTE KOMMOHEHTbI, 5151 KOTOPbIX TPebyeTCs BKNIOYUTL KELLMpOBaHWE BTOPOro haktopa:
o Management Console

o User Console


mailto:pamadmin@my.company

o Desktop Console
o SSH Proxy
o RDP Proxy
o RDS Proxy

5. Ecnu Tpebyetcq, oTpegakTupynte 3HavyeHue B none Bpemsa kewumpoBaHuA.

6. Haxmute [Oanee aons nepexoda K criegyollemMy wary macrepa.

v Btopon gpaktop ayteHTudukauum no Email

Mpu BbIGOPE Email B kayecTBe BTOpOro haktopa 3anofHnTe cnegyrowme nons:

SMTP-cepBep

Appec noyTbl oTNpaBuTens (agpec, ¢ KOTOporo ByaeT oTnpaBneHo NMCbMO)
MopTt

Mmsa nonb3oBaTens (NorvH 4na aBTopu3aumm Ha cepeepe)

Mapornb

v AyteHTudumkauymnsa no RADIUS

Mpu BbIGOpe RADIUS B kadyecTBe MexaHM3Ma ayTeHTMduKauum notpedyerca ykasaTb AaHHbIE
RADIUS-cepBepa.

. Haxxmunte flo6aButb cepBep RADIUS.

. Boibepute cxemy ayteHTUdUKaumMn. BoamoxHble 3HayeHus: PAP, CHAP, MSCHAPV2 . He

pekoMeHayeTcsi BbloMpaTb CxeMy PAP, T.K. OHa siBNsieTcs Hebe3onacHOoM, NOTOMY YTO Naporb
nepenaeTcs B OTKPbITOM BUAE.

. Ykaxute Agpec cepBepa, MNMopt n Cekper.

. OcTaBbte BkntoyeHHon onumio NMpoBepAaTb atpubyT Message-Authenticator. 3tot atpnbyT

ncnonb3yeTcd and obecneyeHuns LenoCTHOCTM NAaKeTOB M 3awnTbl nx OT nogaenku. OcTaenaTb
OnNuUMIO BbIKITHOYEHHON A0nyCTnMO TOJ1bKO B TOM Clly4ae, ecClin ucnorsrib3dyemMmoe nporpamMmmHoe

obecneyeHne He nogaepkmBaeT paboTy ¢ 3TUM aTpubyToMm.

. Boibepute ®opmat umeHu ansa ayteHTudpukaummu. Boibupante 3HadeHe Umsa 6e3 gomeHa ang

ayTeHTudukaumm Bo FreeRadius. Beibupaite Umsa B popmaTte SAM nnn Umsa B dpopmate UPN
ansa ayteHtudpukauum B NPS RADIUS.




MoxxHO yka3aTb Heckonbko cepBepoB RADIUS, 4yToGbl 06ecneunTb 0TKa3oyCTOMYMBOCTb CUCTEMBI. B
aTom cnyyae PAM nochkinaet 3anpoc cepsepam RADIUS nocnegoBaTtensHO, B NOpsSAKe yKasaHUA
cepBepoB. To eCcTb ecnu He yaanochk noaknoumtbes k nepsomy cepsepy RADIUS, To PAM nonbiTaetca
NOAKIIOYNTBCA K CrieayroLemy.

CepBep pgoctyna

1. Ecnu TpebyeTca, nameHute 3HadeHnsa nonen MakcumanbHoe Bpems oTBeTa areHTa n UHTepBan
healthcheck areHra.

2. Haxxmute [lanee ons nepexoda K criegytollemy Liary Macrepa.

JNlornpoBaHue

1. Ecnu TpebyeTcs, nameHunte YpoBeHb NOrMpoBaHUA, MakCMMarnbHOE KONIMYECTBO lor-pannos cepeepa

ynpasrieHna n MakcmarnbHOe KONMYeCTBO for-gpannos cepBepa 4ocTyna.

2. Haxxmute [lanee ons nepexoda K criedytollemy Lary Macrepa.

CoObIiTuA

1. Ecnn TpebyeTtcs, nobasste Syslog-cepsep.

v Syslog-cepsep

Syslog-cepBep vcnonb3ayetcs ans uHterpaummn ¢ SIEM-cuctemoin. CobbITUSI U TEKCTOBbIE 10T
3anucbiBaloTcs Ha Syslog-cepBep B pexuMe peanbHOro BpeMeHU, To eCTb B MPOLIECCE aKTUBHOIO
yOaneHHoro NoAKMYEHUs], @ He Noce ero 3aBepLUeHust. ATO NO3BONSET MaAKCMMarbHO BbICTPO
BbISIBNSATb MHLMAEHTLI U aHOMarum, CBs3aHHble C AeNCTBUSMU NPUBUIErMPOBaHHbIX

norib3oBaTenen.

Mpu gobasneHnn Syslog-cepBepa NOTpebyeTcs 3anoNHUTL cneayroLmne nonsi:
- Agpec cepBepa

- CeteBou npotokon (TCP nnu UDP)

- MNopTt




- ®opmat cobbiTnin (CEF nnn LEEF)
- Bepcua Syslog (RFC3164 nnu RFC5424)

2. Haxmute Oanee aons nepexoda K criegyollemMy wary macrepa.

Pe3epBHasa Kkonus

PesepBHas konus mactepa — 3T0 3aiMpoBaHHbIN ais1, KOTOPbIN UCNONb3yeTcs A1 BOCCTaHOBNEHUS
COCTOsIHMA MacTepa. ITOT dann notpebyerca Bam B Byayuiem ansa obHosneHns PAM Ha HOBYO BepCUIO

U ans n3aMeHeHnsa KoHdurypaumm tekylien sepcun PAM.

/\ NPEQYNPEXAEHUE

CoxpaHuTe haiin pesepBHOI KoNuM MacTepa 1 3anoMHUTe naporib.

Bes atoro dparina n napons kK Hemy Bbl He cMoXeTe B ByayLiemM U3MeHUTb KOHUrypauuio Ballen

nHctannaumm PAM vnn obHoBuTe PAM 0 HOBOM BEpCUM Yepe3 MacTep.

1. 3aganTe naposnb Ans pe3epBHON KONUM MacTepa.
2. Haxmute CkayaTb pe3epBHYHO KOMUIO.

3. Haxxmute Janee ana nepexona K cnegyrollemy wwary macrepa.

YctaHoBka PAM

1. Ins nepekntodaTens Cnocob ycTtaHOBKM Bbibepute 3HavyeHe U3 macTtepa.

2. Haxxmute YctaHoBUTHL PAM.

3. OTcnexvBanTe NpoLecc yCTaHOBKM C MOMOLLbIO nporpecc-6apa. [loxxantech 3aBepLUeHUs YCTAaHOBKM.

() MHOOPMALIMSA
®annbl ¢ noraMmy yCTaHOBKKU HaxoadaTca no cneaywowemy nytu: IndeedPAM_3.1_RU/indeed-

pam/logs/.

B cnyyae BO3HMKHOBEHMUS OLLINOKM YCTAHOBKM MPOCMOTPUTE 3T chansbl U Npu HEOOXO0ANMOCTH

O6paTVITer 3a NOMOLLIbKO MO UcnpasJrieHNo OLUMOKM B TEXHUYECKYIO noaaepPxXxky.



http://localhost:3000/privileged-access-manager/3.1/problem-solving/tech-support/

4. OTKponTEe B HOBOW BKIaZKe KOHCOSb ynpasneHus, 4Tobbl HacTpouTb Indeed PAM. MNpoxogute
ayTeHTUMMKaLMIO B KOHCONWU C TeMU YY4E€THbIMU AaHHbIMU, KOTOPbIE YKa3anu Ha ware AAMUHUCTPAaTopbI
ponen. MogpobHyo MHGOpMaLMO O NepBOHaYarlbHON HAaCTPONKE CMOTPUTE Ha cTpaHuue epBbin

3arnyck.

5. Haxmute 3aBepLIJVITb pa60Ty MacTepa Uin BbINONHUTE crneayrwyo KOMaHay B TEpMUHAne:

sudo bash stop-wizard.sh
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OcHoBHas Ha Linux

KomnoHeHTbl Indeed PAM ycTaHaBnuBatoTCca Ha Tpu cepBepa. ATOT TUN YCTAaHOBKM MO3BONSAET OTAENUTb
NOrMKY CUCTEMbI OT KOMMNOHEHTOB, NpeaocTaBNALWmMX AocTyn. [NoaxoanT ona BHeAPEHUA 1 aKcnnyaTtauuu B

npomsbllneHHon cpege. Cxema pasBepTbiBaHUs 6€3 6anaHCMpPOBKN.

I'Iepep, Ha4vasrioM yCTaHOBKU BbINOJNMHUTE MNOATOTOBKY OKPYXEHUA.

3anyckK macrtepa

MacTtep — 37O BeO-NpUnoXeHne, KOTOpoe NO3BONSET YCTAHOBUTbL, OOHOBUTL BEPCUIO NN U3MEHNUTL
KoHurypaumto Indeed PAM. MacTtep noctaBnsetcs B coctaBe guctpubytmsa PAM. YToObl ncnonb3oBaTtb
mMacTep, notpebyetca 3anyctutb ero B Docker-koHTenHepe ¢ MOMOLLbIO creumanbHOro ckpunra.

/\ NPEQYNPEXAEHUE

MacTep gonxeH ObITb 3anyuweH Ha ToOM XOCTe, Ha KOTOpPpOM 6y/:|,eT YCTaHOBJIEH CEPBEP ynpaBJieHNA UIn

cepsep goctyna PAM, nHaye npomsongert owmbka paboTel MacTepa.

1. 3arpysute n pacnakymte guctpmdytns PAM Ha Linux-maLumHy.

2. NomecTute ceptucukat yooctosepstoLlero LeHTpa B IndeedPAM_3.0_RU\indeed-pam\state\ca-
certificates. 310 Tpebyetca ana koppekTHon padoTtel LDAPS. MNMponyck aToro wara npuBeaeT k ounbke
paboTbl MacTepa.

3. 3anyctute mactep KOMaHOOM:
sudo bash run-wizard.sh

4. [loxxauTech BbINOMHEHUS CKpUNTa.
5. MNMocne BbinonHeHus ckpunTa nepenante no URL, ykazaHHOMY B KOHCOIMMW.

6. B none Koa poctyna Beegute AutenticationCode, yka3aHHbI/ B KOHCOMKM NOCME BbINOMHEHUA
cKpunTa.
Mpumep koga: VVHyTVRYKX5pxUKM6el1ZgCWENOdXFdOy .
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() MHOOPMALIMSA

Mo ymonuyaHuto kog ByaeT 3anpoLleH cCHoBa Yepes 2 Yaca, TO eCTb 3a 3TO BPEMS HYXHO YyCrneTb
BbIMOMHUTE BCO paboTy.

7. Haxxmnte BonTtn n nepexogumre k paboTte ¢ MmacTepom.

CueHapun

1. Bbibepute HoBasa nHcrtannauua PAM.

2. Haxmute Oanee aons nepexoda K criegyolemMy wary macrepa.

v [MNogpobHee o cueHapusx

MaCTep NCNosNb3yeTcd AnA BbINMOJNIHEHNA OOHOro U3 Tpex CueHapueB:

e HoBasa nHctannauma PAM — yctaHoBka Indeed PAM.

o O6bHoBneHne PAM — o6HoBrneHue Bcex komnoHeHToB Indeed PAM go Hosou Bepcun. Hanpumep,
¢ 2.10 po 3.0. Bo Bpemsi o6HoBneHns PAM Bynet HegocTyneH. Bece Tekywme ceccum byayT

npepBaHbl.

¢ U3ameHeHue koHdurypauum PAM — BHeceHEe N3MEHEHUN B TEKYLLYO MHcTannsuuio PAM.
Hanpumep, nameHeHune coctaBa xocTtoB. Bepcuss PAM octaHeTcs Tou xe. Bo BpeMsa 06HOBNEHUS

PAM 6ynet HegocTyneH. Bce Tekywime ceccum ByayT npepBaHbl.

Cxema xocToB

Mo xocToM NOHUMAaETCA PU3NYECKUN NN BUPTYyarbHbIA CepBep, Ha KOTOPOM pacnonaratoTCs KOMMOHEHTb!
PAM.

1. Ha ware Cxema xocToB BBEAUTE NOMHOE JOMEHHOE UMs cepBepa ynpasneHus B norne FQDN PAM.
Mpumep: pam.my-company.local.

2. [lobaBbTe cepBep ynpasneHusi, cepsep goctyna RDP, cepsep goctyna SSH, cepsep goctyna
PostgreSQL. YuntbiBanTe, 4T0 HENb3st 406ABUTL HECKOMNBbKO XOCTOB C OAMHAKOBbLIM agpeCcoM.



v CepBep ynpaBneHus

1. Haxxmnte [lo6aBUTL XOCT.

2. Ins nepekntovatens OnepauMoHHas cucrtema xocta Bbibepute Linux.

3. BkntounTe onumio CepBep ynpaBrneHuUs.

4. Beeagute |IP-agpec nnn DNS B none Agpec xocTta. YunTbiBanTe, YTO HeNb3s 4ob6aBnTb
HECKOJSTbKO XOCTOB C O4MHaKOBbIM aapecoM.

5. Ykaxunte nopt B none Mopr.

6. Bbibepute cnocob ayTeHTUdMKaL MM Y4ETHOM 3anNncK Ha XocTe: nNo naponto unv no SSH-
KITHo4y.

7. Ecnn Ha npegpbiaywem ware Bbibpanu no naponto, 1o BBeanTe JloruH n Maponb. Ecnu Ha
npegpigyLiem ware Boldopanu no SSH-knwovy, 10 BBegute JlormH, Maponb sudo, SSH-knto4 n
MaponbHyto cppa3sy.

8. Haxxmnte [106aBUTDL.

v Cepsep goctyna RDP

1. Haxxmute lobaBUTL XOCT.

2. Ana nepekntoyatens OnepaumMoHHasa cuctema xocTa BblibepuTe Linux.

3. Bknouumte onumio Cepsep goctyna RDP.

4. Beegute IP-agpec nnn DNS B none Agpec xocTta. YunTbiBanTe, YTO Henb3s 4obaBnTb
HECKONbKO XOCTOB C OA4MHAKOBbLIM agpecoM.

5. Ykaxute nopt B none lMopr.

6. Boibepute cnocob ayTeHTUdUKaL MM y4ETHOM 3anMcKn Ha XOCTe: no naposnto unv no SSH-
KITHo4y.

7. Ecnu Ha npegbiaywem ware Bolbpanu no naponto, To Beeaute JlormH u NMaponb. Ecnn Ha
npeabigywiem ware Boiopanv no SSH-knrouy, 1o BBeanTe JloruH, NMaponb sudo, SSH-kno4 1
MaponbHyto cppa3sy.

8. Haxxmunte [lo6aBUTDL.

v Cepsep goctyna SSH

1. Haxxmute [lo6aBUTL XOCT.
2. ins nepekntovatens OnepauMoHHas cucrtema xocta Bbibepute Linux.
3. Bkntoumte onumio CepBep goctyna SSH.




4. Beegute IP-agpec nnn DNS B none Agpec xocTta. YunTbiBanTe, YTO Henb3s 4obaBnTb
HECKOINbKO XOCTOB C OQWHAKOBbLIM afpecomM.

5. Ykaxute nopt B none lMopr.

6. Boibepute cnocob ayTeHTUdUKaL MM yHETHOM 3anMcKn Ha XOCTe: No naposnto uiv no SSH-
KITHO4y.

7. Ecnn Ha npegpblaywem ware Bbibpanu no naponto, 1o BBeaute JloruH v Maponb. Ecnn Ha
npegpigyLiem ware Bolopanu no SSH-knouvy, 10 BBeauTe JlornH, MNMaponb sudo, SSH-knto4 n
MaponbHyto cppa3sy.

8. Haxxmunte [lo6aBUTDL.

v Cepsep goctyna PostgreSQL

1. Haxxmute [Jlo6aBUTL XOCT.

2. Ins nepekntovatens OnepauMoHHas cucrtema xocta Bbibepute Linux.

3. Bkntounte onuuio CepBep goctyna PostgreSQL.

4. Beegute IP-agpec nnu DNS B none Agpec xocTa. YuntbiBanTe, YTo Henb3sa ob6aButb
HECKOJTbKO XOCTOB C O4MHAaKOBbIM aapecoM.

5. Ykaxunte nopt B none Moprt.

6. Boibepute cnocob ayTeHTUMKaLumn y4eTHOM 3anmMcy Ha XocTe: no naposnto unm no SSH-
KITHO4y.

7. Ecnu Ha npegblaywem ware Bolbpanu no naponto, To seBeaute JloruH u Maponb. Ecnn Ha
npeablgywiem ware Bolopanv no SSH-knrouy, 1o BBeanTe JloruH, NMaponb sudo, SSH-kno4 1
MaponbHyo hpa3sy.

8. Haxxmnte [lo06aBUTHL.

() UH®OPMALIUSA

Cepsep ynpasneHnus, cepsep goctyna RDP, cepsep goctyna SSH, cepsep goctyna PostgreSQL
MOryT pacroraraTbCs Ha OQHOM XOCTe.

3. MpocmoTpuTe Ta6J'IVILl,y XOCTOB 1 NPOBEpbLTE NPaBUNbHOCTb 3anoSfIHEHHbIX AaHHbIX. Ecnn Tpe6yeTc9|

oTpenakTnpoBaTb AaHHbIE XOCTA, HAXMUTE Ha CTPOKY C 3TUM XOCTOM, BHECUTE USMEHEHUA U HAXMUTE

——

CoxpaHuTtb. Ecnn TpebyeTtcst yganuTb XOCT, HaOXXMUTE [I] PSILOM C 3TMM XOCTOM.

4. Insa nepekn4arerna BanaHcupoBLUKK Bbl6epl/ITe 3HayeHve He ncnonb3oBatb.



5. Haxmunte Janee ana nepexona K cnegyrollemy Lwary macrepa.

MopThl

() UH®OPMALIUSA

MopTbl KoMNoHeHTOB PAM AomxHb! 6biTb YHUKaNbHLIMU.

1. Ykaxkute noptbl A4nst KomnoHeHToB PAM B COOTBETCTBUM C Ballen CETEBON apXUTEKTYPOWN UM OCTaBbTe

3Ha4YeHn4d rno ymos4aHuio.

KoMnoHeHT MopT no ymonyaHuto
SSH Proxy 2222

RDP Proxy 3390
PostgreSQL Proxy 5432

MC/UC HTTP 80

MC/UC HTTPS 443
Gateway Service 8443

2. Haxxmute [lanee ons nepexoda K criedytollemy Lary Macrepa.

Ceptudumkarnbi

Ha aTom wware TpebyeTcs 3arpy3ntb 3apaHee NoAroToBIEHHbIe CepTUdUKaThI.

1. 3arpysuTte ceptTudmkat yaocrtoepstoLLero ueHtpa 6e3 npmsatHoro knova B popmate PEM (Base64) ¢
paclMpeEHNEM .crt.

2. 3arpyauTe cepTudukaTtbl 4Ns XOCTOB C paclumpeHnem .pfx unu wildcard-ceptudumkart n ykaxmte
naporb.

3. Haxxmute Janee ana nepexona K cnegyrollemy Lwary macrepa.


http://localhost:3000/privileged-access-manager/3.1/preparation-for-installation/certificates/

Ba3bl AaHHbIX

1. Bbibepute Tun cepBepa PostgreSQL.

2. Beegute Appec cepBepa.

3. BkntounTte onumto Be3sonacHoe nogkntoyeHue kK CYB/.

4. Beegute 1M Nonb3oBaTens U Naposb yY4eTHOM 3anucu anga paboTsl ¢ 6a3amu JaHHbIX.

5. Ina nepekntoyatens Knroun wudgposaHus Bobibeprte 3HavyeHne CreHepupoBaThb HOBbIW.

6. BeeguTe Ha3BaHus 6a3 faHHbIX, KOTOPbIE Bbl CO34arny Ha Lware NoAroToBKM K YyCTaHOBKE:
o B[l ons npuBUNernpoBaHHbix Y3

[¢]

B ona ayteHTudukatopoB nonb3osatenen PAM
B ans cobbitnn PAM

o

o

Bl ana 3agady no pacnucaHunio Core
o B[] ana 3agady no pacnucaxuio Idp

7. Haxvute Janee onsa nepexoaa K crieaytowemMy Liary macrepa.

v Bbi6op 6a3bl gaHHbIX Microsoft SQL

1. Boibepute Tun cepBepa Microsoft SQL.

2. Beegnte Agpec cepBepa 1 Umsa nHctaHca MSSQL.

3. Bkntounte onumto besonacHoe nogknioyveHue kK CYB/.

4. Beegute nms nonb3oBaTens U Naposb YY4eTHOM 3anucy ansa paboTbl ¢ 6a3zamu JaHHbIX.

5. Ina nepekntoyatens Knoun wudcgpoBaHus Bbibepnte 3HavyeHne CreHepMpoBaTb HOBBIW.

6. BeeguTe Ha3BaHus 6a3 faHHbIX, KOTOPbIE Bbl CO34any Ha Lware NoAroToBKM K YCTaHOBKE:
o B[l ons npuBUNernpoBaHHbix Y3

o B[ onsa ayteHTMduKaTopoB nonb3osatenen PAM
o B[] pnsa cobbiTun PAM

o B[ ansa 3agad no pacnucanuto Core

o B[l onsa 3agay no pacnucaHuto ldp

7. Haxmute [anee ansa nepexofa K cnegyrollemy Lwiary macrepa.

XpaHunuuie gaHHbIX
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1. Boibepute Tun xpanunuwa darinosas cucrema.

2. Haxxmute [lanee Ans nepexoda K crniegyowemy Lwary macrepa.

N .Elpyrme TUNbI XpaHUIALL,

Mpu BbIGOPEe SMB 3anonHuTe nons:

CeteBor nyTb

JomeH

Mmsa nonb3oBartens

Mapornb

Mpwn BbIBOpe S3 3anonHUTe nons:

o CeteBou agpec S3 cepBepa

[MyTb OO KOPHEBOW OMPEKTOPUM XpaHuUnuLa Ha S3-cepBepe

NpeHTudumkatop kniova goctyna (access key id)

CekpeTHbIn KoY gocTtyna (secret access key)

PernoH (HeobsasartensHoe none)

OrpaHnyeHune nokaumm (HeobszaTenbHoe None)

KaTanorv nonb3oBaTeneu

1. Haxxmute lo6aBUTL KaTanor.
2. B none Cnyx6a katanoroB Bbibepute ogHo 13 3HadeHnin: ALD PRO, FreelPA, OpenLDAP.

3. Beegute 3HaveHue B none ID kaTtanora. CcopmynmpynTte 310 3Ha4eHne camoctosaTesNibHO. OHO MoXeT
COCTOSATb U3 NAaTUHCKMX BYKB 1 undp, MakcumansHas anvHa — 32 cumsosna. Ecnu nnaHnpyete

NCcnonb3oBaTbh HECKOMbKO KaTanoros, To ux ID gomkHbl ObiTb pasHbIMM.
4. Beegute 3Ha4yeHune B none DNS gomeHa.
5. BBeaute 3Ha4yeHue B nosrie DN KOHTeMHepa nonb3oBaTenen.

6. Beegute nmsa nonb3osatens B popmate DN (npumep:
'uid=pamadmin,cn=users,cn=accounts,dc=my,dc=company') n naposb y4eTHOWN 3anuncu.

7. Bkntounte onumio Ucnonb3oBatb LDAPS.




8. Ecnun Bbibpanu ALD PRO unu FreelPA, To Bbibepute ®@opmaTt naeHTucpukaTtopa nonb3oBatenen m
rpynn — SID vnn GUID.

9. Ecnu TpebyeTcs, nsmeHuTe COOTBETCTBUE aTpUBYTOB Nonb3oBartenen u/vnm atpnbyTos rpynn

nonb3oBaTernen.
10. Haxxmute lo6aBuUTh.

11. Haxxmute Janee ans nepexoa K crieqyloLLemMy Liary macTepa.

v Bbibop katanora RED ADM, Samba DC

1. Haxkmute lo6aBuUTbL KaTanor.
2. B none Cnyx6a katanoroB Bblibepute: RED ADM nnn Samba DC.

3. Beegute 3HaveHue B none ID kaTanora. CchopmynunpynTe 31O 3Ha4eHne camocTosTesibHo. OHO
MOXET COCTOATb M3 NTaTUHCKNX BYKB 1 Lundp, MakcumanbHas annHa — 32 cumeona. Ecnm

nnaHMpyeTe UCNonb30BaTb HECKONBbKO KaTanoros, To nx ID gomkHbl 6biTb pasHbIMM.
4. BBegute 3HavyeHue B rnorne DNS gomeHa.
5. Beeaute 3HayeHue B nosie DN KOHTeMHepa nonb3oBaTenen.

6. BBeante nms nonb3osartens B popmare UPN (npumep: pamadmin@my.company) un naponb

YYETHOWN 3anucu.
7. Bknounte onumio Ucnonb3oBaTtbk LDAPS.

8. Ecnn TpebyeTcs, nameHnTe COOTBETCTBME aTpnbyTOB Nnonb3oBartenen n/unu atpnbyTos rpynn

nornb3oBaTenen.
9. Haxxmunte [lobaBUTh.

10. HaxxmuTe [Oanee ons nepexoda K criegyolemMy wary macrtepa.

v Bbibop katanora Active Directory

1. Haxxmute [lo6aBuUThL KaTanor.
2. B none Cnyx6a katanoroB Bblbepute 3HavyeHue Active Directory.

3. Beegute 3HaveHue B none ID kaTanora. CcoopmynunpynTe 310 3Ha4eHne camoctosiTesribHo. OHO
MOXET COCTOSATb U3 NTAaTUHCKMX BYKB 1 undp, MakcumanbHasa anvHa — 32 cumeona. Ecnn
nnaHupyeTe UCNonb30BaTbh HECKOMBKO Katanoros, TO Ux ID gomkHbl 6bITb pasHbIMU.

4. Beegute 3Ha4yeHue B norie DNS gpomeHa.

5. Beeagute 3HayeHue B nore DN KOHTeMHepa nonb3oBaTenen.



mailto:pamadmin@my.company

6. BeBeouTte nma nonb3osaTens 1 naposb y4EeTHOW 3anmcu.
7. Bkntounte onumto Ucnonb3oBatb LDAPS.

8. Ecnu TpebyeTcs, nameHuTe COOTBETCTBUE aTpPUBYTOB Nosib3oBartenen u/vnm atpnbyTos rpynn
nosib3oBaTenen.

9. Haxxmute lo6aBUTL.

10. Haxxmute Qanee onga nepexoaa K cnegyrowemy wary macrepa.

() UH®OPMALUSA

MoxkHO 006aBUTb HECKOSTbKO KaTarnoros Nofib3oBaTenen.

AOoMUHUCTpPATOPLI pornew

() VH®OPMALMSA

B MacTepe MOXHO YKa3aTb TOJIbKO OAHOIo agMMHUCTPaTopa ponel7|.

1. BbibepuTe 13 KaTanora y4eTHyto 3anvcb nonb3oBaTtens, KoTopomy ByayT BblAaHbl NpaBa Ha
ynpasrieHune ponamu PAM. 3ToT nonb3oBaTtenb CMOXET BbiAaTb NpaBa Ha AOCTYN K KOHCOMU
ynpasnenns PAM gpyrum nons3osaTternsm.

2. Haxmute Oanee aons nepexoda K criegyollemMy wary macrepa.

AyTeHTU(pUMKaUMA nonb3oBaTeneu

1. Ansa nons MexaHu3m ayteHTuduKaumm Boidepute 3HavyeHne LDAP.

2. BkntounTe onumtio BknounTtb ABYyXhaKTOpHYI0 ayTeHTU(UKaLuo Ana Bcex nonb3oBaTesnen no

YMOSYaHuUIo.
3. Ona nepekntoyatens Tun BToporo c¢pakropa Bbibepute 3HadeHne TOTP.

4. OTMeTbTe KOMMOHEHTbI, AN KOTOPbIX TPebyeTcs BKNOYNTL KELLMpOBaHNe BTOPOro dhaktopa:
o Management Console

User Console

[¢]

o

Desktop Console
SSH Proxy
RDP Proxy

[e]

[e]



o RDS Proxy
5. Ecnu Tpebyetcq, oTpegaktupynte 3HaveHue B none Bpems kewwmpoBaHus.

6. Haxxmute [lanee ans nepexoga k criegytoLlemy Liary macrepa.

v Bropoun graktop ayTeHTudurkauumn no Email

Mpwn BoIBope Email B kayecTBe BTOPOro haktopa 3anonHuTe creaytoume nons:

e SMTP-cepBep

o AZpec noyThl oTNpaBuTens (agpec, ¢ KOToporo GyaeT oTnNpaBneHo NMCbMO)

MopT

Mms nonb3oBaTtens (NorvH Ans aBTopusaunm Ha cepeepe)

Maponb

v AyteHTudukaums no RADIUS

Mpwn Boibope RADIUS B kayecTBe MexaHn3Ma ayTeHTUdMnKaLmm notpedyeTtcs ykasatb AaHHbIe
RADIUS-cepBepa.

1. HaxxmuTte [lo6aButh cepBep RADIUS.

2. Bbibepute cxemy ayteHTMdUKauun. BoamoxxHble 3Ha4yeHus: PAP, CHAP, MSCHAPV2 . He
pekoMeHayeTcs BblbmMpaTb cxemMy PAP, T.K. OHa siBnsieTcsa HebesonacHoM, NMOTOMY YTO Naporb
nepegaeTcs B OTKPbITOM BUAe.

3. Ykaxute Agpec cepBepa, Mopt n Cekper.

4. OctaBbre BkNtoveHHoM onuuio NMpoBepaTb atpubyT Message-Authenticator. 3tot atpudyT
ncnonb3yeTcsa ans obecnevyeHns LeNoCTHOCTU NAKETOB M 3amnTbl X OT nogaenku. OctaBnATb

OnuUMI0 BbIKITKOYEHHON AOonyCcTtnMo TOJ1bKO B TOM Cliy4ae, eCrin Ucnorsrib3yemMmoe nporpamMmmvHoe
obecneveHune He nogoepxuBaeTt pa60Ty C 3TUM anM6yTOM.

5. Bolbepute ®opmaTt umeHu ans ayteHTudukaumm. Bolbupante sHavyeHne Uma 6e3 nomeHa ans
ayTeHTuurkaumm Bo FreeRadius. Beibupante Umsa B hopmate SAM nnn Umsa B popmate UPN
ansa ayteHtudpmkauun B8 NPS RADIUS.

MoxHo ykasaTb Heckonbko cepepoB RADIUS, ytobbl o6ecneunTb 0Tka3oyCcTONYMBOCTb CUCTEMBI. B
aTom cnyyae PAM nochkinaet 3anpoc cepsepam RADIUS nocnegoBaTtenbHO, B NOpPsSAKE yKasaHUs




cepBepoB. To eCTb eCcnu He yaanock NnogknioynTbes Kk nepsomy cepesepy RADIUS, To PAM nonbiTaetcs

NOAKIMKOYNTBLCA K crieayroLemy.

CepBep pgoctyna

1. Ecnn TpebyeTcs, nameHute 3HadeHusi nonen MakcumanbHoe Bpemsi otBeTa areHTa 1 MHTepBan
healthcheck areHra.

2. Haxmute [lanee ans nepexoda k criegyolemy Lwary macrepa.

JIlornpoBaHue

1. Ecnn TpebyeTcs, nameHute YpoBeHb NOrMpoBaHUs, MakCMMarnbHOE KONMYECTBO nor-ghannos cepeepa
yrnpaBneHnsa n MakcumarbHOe KOnmMyecTBO nor-gpansioB cepeepa gocTyna.

2. Haxmute [lanee ans nepexoda k criegyolemy Lwary macrepa.

CoObiTusA

1. Ecnun TpebyeTca, nobasbre Syslog-cepsep.

v Syslog-cepsep

Syslog-cepsep ncnonbayetcsa anga nHterpauumn ¢ SIEM-cuctemon. CobbiTust U TEKCTOBbIE N0TH
3anucbiBaloTca Ha Syslog-cepBep B pexnme peanbHOro BpeMeHU, TO eCTb B MPOLECCe akTUBHOMO
yLaneHHoro NOoAKIIYEeHNs, a He Nocne ero 3aBepLueHns. ATO NO3BONAET MaKCUMarnbHO BbICTPO
BbISIBNSATb UHLUMOEHTBI U aHOManum, CBs3aHHbIe C AENCTBUAMWN NPUBUIIErMPOBAHHbIX

rnorib3oBaTenen.

Mpn gobasneHun Syslog-cepBepa NoTpebyeTcs 3anonHUTbL crieayroLme nons:
- Agpec cepBepa

- CeteBowi npotokon (TCP nnn UDP)

- MNopTt

- ®opmart cobbiTun (CEF nnu LEEF)

- Bepcus Syslog (RFC3164 unn RFC5424)




2. Haxxmute [lanee Ans nepexoda K crniegyowemy Lwary macrepa.

Pe3epBHas Kkonus

PesepBHas konus mactepa — 9TO 3aMdPOBaHHbIN harn, KOTOPbIA UCMOMNb3yeTCs ANA BOCCTAHOBNEHNS
COCTOsIHMA MacTepa. IToT dann notpebyerca Bam B Byayuiem ansa obHosneHns PAM Ha HOBYO Bepcuto

nnn ona n3aMeHeHust KoHurypaumm tekyen sepcumn PAM.

A NMPEOYNPEXOEHUE

CoxpaHuTe chainn pes3epBHON KONMn Mactepa 1 3arnoMHUTE Naporib.

Bes aToro dparina n napons kK Hemy Bbl He cMoxeTe B ByayLiemM N3MeHUTb KOHUrypauuio Ballen

nHctannaumm PAM vnn obHoBuTe PAM 0 HOBOM BEpCUKN Yepes MacTep.

1. 3agavniTe napornb AnNs pe3epBHOM KON MacTtepa.
2. HaxxmuTte CkayaTb pe3epBHYHO KOMUIO.

3. Haxwmute Janee ans nepexoda k criegytollemy Lary Mmacrepa.

YctaHoBka PAM

1. Ansa nepekntoyatens Cnocob yctaHoOBKU BbibepuTe 3HavyeHne U3 macTepa.
2. Haxxmute YectaHoButb PAM.

3. OTcnexuBanTe NpoLecc yCTaHOBKM C MOMOLLbIO nporpecc-6apa. [loxantech 3aBepLUeHUS YCTaHOBKM.

() MHOOPMALIMSA
dannbl ¢ norammn yctaHoBKM HaxogaTcsa no cnegytowemy nytn: IndeedPAM_3.1_RU/indeed-

pam/logs/.

B cnyyae BO3HMKHOBEHUS OLLINOKM YCTAHOBKM MPOCMOTPUTE 3TN hannbl 1 Npu HEOBXOANMOCTH

O6paTVITer 3a NMOMOLLbLIO MO UcnpaBrieHnto owmnbkn B TEXHUYECKYIO NOAOEPXKKY.

4. OTKponTe B HOBOW BKIaZKe KOHCOSb ynpasneHus, 4Tobbl HacTpouTb Indeed PAM. MNpoxogute
ayTeHTUMMKaLMIO B KOHCONWU C TeMU YY4E€THbIMU AaHHbIMU, KOTOPbIE YKa3anu Ha ware AAMUHUCTPAaTopbI


http://localhost:3000/privileged-access-manager/3.1/problem-solving/tech-support/

ponen. NogpobHyto MHGOpMaLMO O NepBOHaYanbHON HACTPOMKE CMOTPUTE Ha CTpaHuue epBbii
3anyck.

5. HaxxmuTe 3aBepwnTb paboTy mactepa v BbIMONHUTE CreayoLlyo KOMaHay B TepMuHane:

sudo bash stop-wizard.sh


http://localhost:3000/privileged-access-manager/3.1/administration/first-launch/
http://localhost:3000/privileged-access-manager/3.1/administration/first-launch/

OTka3oyctonumBasa Ha Windows

KomnoHeHTbl Indeed PAM ycTaHaBnuBatoTCa Ha Tpu cepBepa. ATOT TUN YCTaHOBKM MO3BONSET OTAENUTb
NOrMKY CUCTEMbI OT KOMMNOHEHTOB, NPeaoCTaBNALWMX A0CTY. cnonb3yeTca OMNONHUTENbHbLIA cepBep Ans
opraHu3aLmm O0TKasoyCTon4mMBoCTW. [oaxoouT Ana BHEAPEHUS U SKCNyaTaumm B NPOMBbILLSIEHHON cpeae.

Cxema pa3sBepTbiBaHUSA ¢ 6anaHCUPOBKOWN.

I'Iepe,u, Ha4yalioM YCTaHOBKW BbIMNMOJIHUTE MOATOTOBKY OKPYXXEHUA.

3anyckK macTtepa

MacTep — 310 Beb-npunoxeHne, KOTopoe No3BoNAeT yCTaHOBUTb, OOHOBUTL BEPCUIO NN U3MEHUTL
KoHpurypaumto Indeed PAM. MacTtep noctaBnsieTcsa B coctaBe anctpmnbytnea PAM. YTobbl ucnons3oBatb

MacTep, n0Tpe6yeTc;| 3anyCcTtuTb €ro B Docker-koHTenHepe ¢ noMoLLbIO creymarnbHOro ckpunra.

A NMPEOYNPEXAOEHUE

Mactep gormxeH 6bITb 3anyLLeH Ha TOM XOCTe, Ha KOTOPOM ByaeT yCTaHOBMNEH CepBep YNpaBreHns unm
cepBep goctyna PAM, nHaye npomsonget owmbka pabotbl mactepa.

1. 3arpyaute u pacnakynte guctpmbytmues PAM Ha Linux-maiuunHy.

2. Nomectute ceptucpmkat ygoctosepsiowero ueHtpa B IndeedPAM_3.0_RU\indeed-pam\state\ca-
certificates. 310 Tpebyetca ansa koppekTHon padoTtel LDAPS. Nponyck aToro wara npuBeaeT K ounbke

paboTbl MacTepa.

3. Banyctute mactep KOMaHAoMW:
sudo bash run-wizard.sh

4. Noxantech BbINOSTHEHUS CKpUMTA.
5. lNocne BbinonHeHus ckpunta nepengute no URL, ykazaHHOMY B KOHCONW.

6. B none Koa poctyna BBeanTte AutenticationCode, yKa3aHHbI B KOHCOSM MOCHE BbINOSTHEHNSA

ckpunTa.
Mpumep koga: vVHyTVRyKX5pxUKM6el1ZgCWENOdXFdOy .


http://localhost:3000/privileged-access-manager/3.1/preparation-for-installation/

() MHOOPMALIMSA

Mo ymonyaHuio kog 6yaeT 3anpolleH CHOBa Yepes 2 Yaca, TO eCTb 3a 3TO BPEMS HY>KHO YCNeTb
BbIMOMHUTL BClO paborTy.

7. Haxxmnte BonTtun n nepexogumre k paboTte ¢ MacTepom.

CueHapun

1. Bbibepute HoBas nHctannsauua PAM.

2. Haxmute Oanee ons nepexoda K criegyowemy wary macrepa.

v [MNogpobHee o cueHapusx

MaCTep NCNoJib3yeTcd AnA BbINMOJNIHEHNA OOHOro U3 Tpex CueHapueB:

e HoBasa nHctannauma PAM — yctaHoBka Indeed PAM.

o O6HoBneHne PAM — o6HoBrneHue Bcex komnoHeHToB Indeed PAM go Hosou Bepcun. Hanpumep,
¢ 2.10 po 3.0. Bo Bpems o6HoBneHns PAM Gynet HegocTyneH. Bece Tekywme ceccum byayT

npepBaHbl.

¢ U3meHeHue koHdurypauum PAM — BHeceHEe N3MEHEHUN B TEKYLLYIO MHCcTannsuuio PAM.
Hanpumep, nameHeHune coctaBa xocTtoB. Bepcuss PAM octaHeTcs Ton xe. Bo BpeMsa 06HOBNEHUS

PAM 6ynet HegocTyneH. Bce Tekylime ceccum ByayT npepBaHbl.

Cxema xocToB

MNog xocToM NoOHMMaEeTcs (*)I/ISW-IGCKI/IVI nnn BMpTyaJ'IbeIIZ cepBep, Ha KOTOPOM pacnoJiarakoTcA KOMMNOHEHTDI
PAM.

1. Ha ware Cxema xocToB BBeAUTe NofHoe JOMEeHHoe UM cepBepa yrpasrneHus B nonie FQDN PAM.
Mpumep: pam.my-company.local.

2. [lobaBbTe cepBep ynpasneHusi, cepsep goctyna RDS, cepsep goctyna SSH, cepsep gocrtyna
PostgreSQL. YuuTbiBanTe, 4To HENb3A 06aBUTb HECKOMNBKO XOCTOB C O4MHAKOBbLIM aApeCOM.



v CepBep ynpaBneHus

1. Haxxmnte [lo6aBUTL XOCT.

2. ns nepekntovatens OnepaumMoHHas cucrtema xocta Bbibepute Windows.

3. Bkntoumte onumio CepBep ynpaBrneHuUs.

4. Beegute IP-agpec nnu DNS B none Agpec xocTa. YuntbliBanTe, YTo Henb3sa o6aBntb
HECKOSNbKO XOCTOB C OAMHAKOBbIM agpecoM.

5. Ykaxunte nopt B none Mopr.

6. BbibepuTe TN y4yeTHON 3anmncu ons Xocta: obwasa AOMEeHHas yvyeTHasi 3anuchb Unu
oTaenbHasa y4eTHas 3anuchb Ans 3TOro xocTa.

7. Beegute JlornH B popmate UPN vnun SAM n MNMaponb Anga ykasaHHOW Y4eTHOW 3anucu.
8. Haxxmnte [lo6aBUTDL.

v Cepsep goctyna RDS

1. Haxxmute lobaBUTL XOCT.

2. Ina nepekntovatensa OnepaumMoHHas cuctema xocta Bbibepmute Windows.

3. Bknrounte onuuio CepBep goctyna RDS.

4. Beegute IP-agpec nnn DNS B none Agpec xocTta. YunTbiBanTe, YTO Henb3s 4ob6aBnTb
HECKONbKO XOCTOB C OA4MHAKOBbLIM agpecoM.

5. YkaxuTte nopt B none lMopr.

6. BoibepuTe TMN y4eTHOM 3an1cu Ans XocTa: obLas AoOMeHHas y4eTHasa 3anucb Unn
oTAenbHas y4yeTHas 3anmMcb Ans 3TOro xocra.

7. Beegute JlormH B oopmate UPN nnn SAM n MNMaponb 4nga yKasaHHOW Y4ETHOW 3anucu.
8. Haxxmnte [lo6aBUTHL.

v Cepsep goctyna SSH

1. Haxxmute lo6aBUTL XOCT.

2. Ins nepekniovatens OnepauMoHHas cuctema xocta Bblibepute Linux.

3. Bkntounte onumio Cepep goctyna SSH.

4. Beegute |IP-agpec nnn DNS B none Agpec xocTta. YunTbiBanTe, YTo Henb3s 4obaBnTb
HECKOSTbKO XOCTOB C O4MHaKOBbIM aApecoM.

5. Ykaxute nopt B none lMopr.

6. Bbibepute cnocob ayTeHTUdMKaLMM Y4ETHOM 3anncuK Ha XocTe: no naponto unv no SSH-




KI1rouy.

7. Ecnu Ha npegbiaywem ware Bolbpanu no naponto, To Beeaute JloruH u Maponb. Ecnn Ha
npeabigywiem ware Boiopanv no SSH-knrouy, 1o BBeanTe JloruH, NMaponb sudo, SSH-kno4 1
MaponbHyo hpa3sy.

8. Haxxmunte lo6aBuUTL.

v CepBep gocrtyna PostgreSQL

1. Haxxmnte [1o06aBUTL XOCT.

2. ns nepekntovatens OnepauMoHHas cuctema xocta Bbibepute Linux.

3. Bkntoumte onumio CepBep aoctyna PostgreSQL.

4. Beegute IP-agpec nnn DNS B none Agpec xocTta. YunTbiBanTe, YTo HeMNb3s 4obaBnTb
HECKOINbKO XOCTOB C OQVUHAKOBbLIM afpecomM.

5. Ykaxute nopt B none lMopr.

6. Bbibepute cnocob ayTeHTUdMKALMM YH4ETHOM 3anncK Ha XocTe: no naponto unv no SSH-
KIouy.

7. Ecnn Ha npegpblaywem ware Bbibpanu no naponto, 1o BBeanTe JloruH n Maponb. Ecnu Ha
npegpigyLiem ware Bolopanu no SSH-knouvy, 10 BBegute JloruH, Maponb sudo, SSH-knto4 n
MaponbHyto cppa3sy.

8. Haxxmnte [106aBUTDL.

() UH®OPMALINSA

Cepsep ynpasneHus un cepeep goctyna RDS moryT pacnonaratbcs Ha O4HOM XOCTe.
Cepsep goctyna RDP, cepsep goctyna SSH, cepsep goctyna PostgreSQL moryT pacnonaratbca
Ha OAHOM XOcCTe.

3. MpocmoTpuTe Tabnuuy XOCTOB M NPOBEPLTE NPaBUbHOCTL 3aMOSIHEHHbIX AaHHbIX. Ecnn Tpebyertcs
OTPEeAaKTUPOBaATb AaHHbIE XOCTa, HAXXMUTE Ha CTPOKY C 3TUM XOCTOM, BHECUTE U3MEHEHMUS N HAXMUTE

—

CoxpaHuTtb. Ecnn TpebyeTtcst yganuTb XOCT, HaXXMUTE [I] PSAOM C 3TMM XOCTOM.

4. na nepekniovatena BanaHcupoBwmk Bbibepute 3HavyeHne HAProxy. OT1o 6anaHCcMpoBLLUKK,
noctaensieMbln B coctaBe PAM, KOTOpbIM yCTaHaBNMBAETCS M HacTpamMBaeTcs B npouecce

pa3BepTbiBaHMs PAM. MoxHo ykasaTb Makcumym 2 6anaHcuposLumka HAProxy.

() MHOOPMALIMSA



Mpn ncnonb3oBaHUN CTOPOHHEro GanaHCMpPOBLLMKA YYMTbIBanTe, YTO NoTpebyeTca HaCTPOUTb ero
camocTosiTenbHo. Ybeautech, 4to PAM goctyneH no agpecy, ykasaHHomy B none FQDN PAM.

5. [lo6aBbTEe BanaHCUMPOBLUUK. YUnTbiBaNTe, YTO HeMNb3s 406aBUTb HECKOMbKO 6anaHCMpPOBLLMKOB C

OAMHaKOBbIM ajpeCcoM.

v banaHcMpoBLLNK

1. HaxkmuTte lo6aBUTL 6anaHCUpOBLLUK.

4. Beegute IP-agpec nnu DNS B none Agpec 6anaHcupoBLUMKa.

5. Ykaxute nopt B none lMopr.

6. Boibepute cnocob ayteHTUdUKaLmMmM y4ETHOM 3anmMcun Ha XOCcTe: No naposnto unv no SSH-
Knrouy.

7. Ecnn Ha npegpblaylwem ware Bbi6panu no naponto, 1o BBeaute JloruH v Maponb. Ecnn Ha
npegbigyLiem ware Bolopanu no SSH-kntovy, 10 BBeauTe JloruH, MNMaponb sudo, SSH-knto4 n
MaponbHyto cppa3sy.

8. Haxxmunte [Jlo6aBUTDL.

6. Haxmute [Oanee ons nepexoda K criegyollemy wary macrepa.

MopThl

() VH®OPMALUSA

MopTbl KOMNOHEHTOB PAM fomKHbI 6bITb YHUKaNbHbIMU. [TopTbl HAProxy fomkHbl 6bITb YHUKANbHBIMMU.

1. YkaxuTe nopTtbl Ans KOMNoHeHToB PAM B COOTBETCTBUM C Ballen CETEBON apXUTEKTYPOWN UIn oCcTaBbTe

3Ha4YeHnd rno yMmosn4aHuto.

KomnoHeHT MopT no ymonyaHuto
SSH Proxy 2222

RDP Proxy 3390



KomMnoHeHT MopT no ymonyaHuto

PostgreSQL Proxy 5432
MC/UC HTTP 80

MC/UC HTTPS 443
Gateway Service 8443

2. YkaxuTe noptbl Ans HAProxy B COOTBETCTBUM C BaLlen CETEBON apXUTEKTYPOWN UIM OCTaBbTE 3HAYEHUS
Mo YMOS4YaHuio.

HAProxy MopT no ymonyaHuio
HAProxy SSH 2222
HAProxy RDP 3390
HAProxy PostgreSQL 5432
HAProxy HTTP 80

HAProxy HTTPS 443

3. Haxxmute Oanee ansa nepexofa K cnegyroLllemy Lary macrepa.

Ceptudukarbl

Ha atom Lware TpebyeTcs 3arpy3anTb 3apaHee NoAroTOBMEHHbIe cepTudmKaThl.

1. 3arpysuTe cepTudumkart ygoctoepsitoLlero LeHTpa 6e3 npusatHoro kntoya B popmate PEM (Base64) ¢
pacwmpeHnem .crt.

2. 3arpysuTe cepTuukaTbl 4 XOCTOB C pacwumpeHnem . pfx nnmn wildcard-ceptudukart n ykaxumte
naponb.

3. Haxxmute Oanee ansa nepexofa K cnegyrollemy Lwary macrepa.


http://localhost:3000/privileged-access-manager/3.1/preparation-for-installation/certificates/

Ba3bl AaHHbIX

1. Boibepute Tun cepBepa Microsoft SQL.

2. Beegute Apgpec cepBepa 1 Umsa nicraica MSSQL.

3. Bkntounte onumto Be3sonacHoe nogkntoydeHne kK CYB/.

4. Beegute 1M Nonb3oBaTens U Naposb yY4eTHOW 3anucy anga paboTsl ¢ 6a3amun JaHHbIX.

5. Ina nepekntoyatens Knroun wudgpoBaHus Bobibeprte 3HavyeHne CreHepupoBaTb HOBBIW.

6. BeeguTe HaszBaHus 6a3 faHHbIX, KOTOPbIE Bbl CO34any Ha Lware NoAroToOBKM K YCTaHOBKE:
o B[l ons npuBuUNerMpoBaHHbix Y3

[¢]

B ona ayteHTudukatopos nonb3osatenen PAM
B ans cobbiTnn PAM

o

o B[] ansa 3agad no pacnucanuio Core
o B[] ana 3agady no pacnucaxuio Idp

7. Haxmute Janee ansa nepexofa K cnegyrollemy Lwary macrepa.

v Bbibop 6a3bl AaHHbIX PostgreSQL

1. Bbibepute Tun cepBepa PostgreSQL.

2. Beegute Appec cepBepa.

3. Bkntounte onumto besonacHoe nogknioyeHue kK CYB/.

4. Beegute nms nonb3oBaTens U Naposb YY4eTHOM 3anucy ansa paboTbl ¢ 6a3zamu OaHHbIX.

5. Ina nepekntoyatens Knroun wudcgpoBaHus Bbibepnte 3HavyeHne CreHepMpoBaTb HOBbIW.

6. BBeguTe Ha3BaHus 6a3 gaHHbIX, KOTOPbIE Bbl CO34any Ha Lware NoAroToBKM K YCTaHOBKE:
o B[l ons npuBUnernpoBaHHbix Y3

o B[ ansa ayteHTMdukaTopoB nons3osatenen PAM
o B[] pnsa cobbiTun PAM

o B[ ansa 3agady no pacnucanuto Core

o B[l onsa 3agay no pacnucaHuto ldp

7. Haxmute [anee ansa nepexona K cnegyrollemy Lwary macrepa.

XpaHunuuie gaHHbIX


http://localhost:3000/privileged-access-manager/3.1/preparation-for-installation/databases/
http://localhost:3000/privileged-access-manager/3.1/preparation-for-installation/databases/

1. Boibepute Tun xpanunuwa darinosas cucrema.
2. Ecnn TpebyeTca nameHute 3HadeHve B none KopHeBas AMpeKTopus XpaHunuiia.

3. Haxxmute danee onsa nepexoaa K crieayowemMy Liary macrepa.

v [pyrue Tunbl XpaHUnuLy

Mpwn BoIBOpe SMB 3anonHuTe nons:

o CeTeBoW NyTb
o [lomeH
¢ /msa nonb3oBatens

e [laponb

Mpn BbIOOPE S3 3anonHuTe Nons:

o CeteBou agpec S3 cepBepa

[MyTb OO KOpPHEBOW OMPEKTOPUM XpaHUnvLLa Ha S3-cepBepe

NaeHTudunkatop knrova goctyna (access key id)

CekpeTHbIn KoYy goctyna (secret access key)

PervoH (HeobsizaTenbHoe none)

OrpaHnyeHune nokaumm (HeobssaTenbHoe none)

KaTanorm nonn3oBareneu

1. Haxxmute lo6aBUTL KaTanor.
2. B none Cnyx6a kaTtanoroB BbibepuTe 3Ha4yeHue Active Directory.

3. Beegute 3HaveHue B none ID kaTanora. CcoopmynmnpynTe 31O 3Ha4eHne camocTosaTeNibHO. OHO MOXeT
COCTOSATb M3 NaTMHCKMX BYKB 1 undp, MakcumaneHasa anvHa — 32 cumsona. Ecnu nnaHupyete

NCnonb3oBaTb HECKOSbKO KaTanoros, To ux ID gomkHbl ObiTb pasHbIMM.
. BBeante 3HayeHune B none DNS gomeHa.
. BBegute 3HaveHune B none DN KoHTenHepa nonb3oBaTenen.

. BBeante nmsa nonb3oBarens u naposib y4eTHOW 3anmncu.

~N OO o0 A~

. BkntouuTte onumio Ucnonb3oBatb LDAPS.




8. Ecnun TpebyeTtcs, nameHnte cooTBeTCTBME aTpnbyTOB Nonb3osartenen n/unu atpubyTos rpynn

rnorib3oBaTenen.
9. Haxxmute [1o6aBUTH.

10. HaxmuTe Oanee ons nepexoda K criegyolemMy wary macrtepa.

¥ Bbibop katanora ALD PRO, FreelPA, OpenLDAP

1. Haxxmute lo6aBUTL KaTanor.
2. B none Cnyx6a kaTtanoroB BbibepuTe ogHo n3 3HadeHui: ALD PRO, FreelPA, OpenLDAP.

3. Beegute 3HaveHue B none ID kaTtanora. CcopmynmnpynTte 310 3Ha4eHne camoctosTeribHo. OHO
MOXET COCTOSATb U3 JTAaTUHCKMX BYKB 1 undp, MakcumanbHaa anvHa — 32 cumeorna. Ecniv

nnaHnpyeTe UCnonb30BaTb HECKOSBKO KaTanoros, To nx ID aomkHbl O6biTb pasHbIMMU.
4. Beegute 3Ha4yeHune B norie DNS gomeHa.
5. Beegute 3HaveHne B norie DN KOHTenHepa nonb3oBaTenen.

6. Beegute nmsa nonb3oBatens B popmate DN (npumep:

uid=pamadmin,cn=users,cn=accounts,dc=my,dc=company') n naposb y4eTHOM 3anncu.
7. Bknioumte onuuto Ucnonb3oBatb LDAPS.

8. Ecnu Bbibpanun ALD PRO wnnu FreelPA, To Bbibepute ®@opmat naeHtucpukaropa
nonb3oBateneun u rpynn — SID nnu GUID.

9. Ecnun TpebyeTcs, naMeHnTe COOTBETCTBME aTpnbyTOB Nonb3oBartenen n/unu atpnbyTos rpynn

norib3oBaTenen.
10. Haxkmute [lo6aBuUThb.

11. Haxmute flanee onga nepexofa K criegylowemy Lary macrepa.

¥ Bbibop katanora RED ADM, Samba DC

/\ NPEQYNPEXAEHUE

Mpu BbIGOPE KaTanora Samba DC Bepcuun Huxe 4.21 unn katanora RED ADM pobasbte B
KOH(pUrypaumoHHbli hbann Samba cneaytowyto cTpoky: 'ldap server require strong auth =

allow_sasl over_tls'.

1. Haxxmute lo6aBUTL KaTanor.

2. B none Cnyx6a katanoros Bbibepute: RED ADM nnn Samba DC.




3. Beegute 3HaveHue B none ID kaTtanora. CcopmynmpynTte 310 3Ha4eHne camoctosTeribHo. OHO
MOXET COCTOSATb U3 JTAaTUHCKMX BYKB 1 undp, MakcumansHaga anvHa — 32 cumeorna. Ecniv

nnaHMpyeTe UCnonb30BaTb HECKOSBKO KaTanoros, To nx ID gomkHbl 6biTb pasHbIMMU.
4. Beegute 3Ha4yeHune B nonie DNS gomeHa.
5. Beegute 3HadeHue B norie DN KOHTenHepa nonb3oBaTenemn.

6. Beegute nmsa nonb3osatens B popmate UPN (npumep: pamadmin@my.company) 1 naporsb
YyYeTHOM 3anucu.

7. Bknounte onumio Ucnonb3oBaTtb LDAPS.

8. Ecnu TpebyeTcsi, nsMeHuTe COOTBETCTBUE aTpnbyTOB Nonb3oBateneit u/vnu atpubyToB rpynn

norb3oBaTenen.
9. Haxxmute lo6aBUTL.

10. Haxxmute Janee onga nepexoaa K cnegyrowemy wary macrepa.

() UH®OPMALUSA

MoyxkHO fo06aBUTb HECKOMNBKO KaTaroroB Nofib30BaTernen.

AOoMUHUCTpaATOpPLI poren

() MHPOPMALIMSA

B MacTepe MOXHO YKa3aTb TOJIbKO OAHOIro agMMHUCTPaTopa pone17|.

1. BbibepuTe 13 KkaTanora y4eTHyto 3anucb Nnonb3oBaTtens, KoTopomy OyayT Bbl4aHbl NpaBa Ha
ynpasneHue ponsamu PAM. 3TOT nonb3oBaTtenb CMOXET BblAaTb NpaBa Ha AOCTYN K KOHCOMM

ynpasneHna PAM gpyrum nonb3oBatensm.

2. Haxmute Oanee ons nepexoda K criegyolemy wary macrepa.

AyTeHTU(pUMKaUMA nonb3oBaTeneu

1. Ons nons MexaHu3m ayteHTUdukauum soibepute 3HadeHne Windows.

2. Bkntounte onuuto BkniounTb ABYX(aKTOPHY ayTeHTUdMKaLMIO Ans Bcex nonb3oBaTtenen no
YMOMYaHUIo.

3. Ina nepekntoyatens Tun BToporo c¢pakropa Bbibepute 3HadeHne TOTP.


mailto:pamadmin@my.company

4. OTMeTLTe KOMMOHEHTbI, AN1s1 KOTOPbIX TPEDbyeTCs BKIIOYUTL KELLMPOBaHME BTOPOro haktopa:

o Management Console
o User Console

o Desktop Console

o SSH Proxy

o RDP Proxy

o RDS Proxy

5. Ecnu TpebyeTcs, oTpeaakTupyiTe 3HadeHne B none Bpems kewumpoBaHus.

6. Haxmute [Oanee ons nepexoda K criegyolemy wary macrtepa.

v Bropou ghaktop ayteHTudurkauumn no Email

Mpwn BIBOpe Email B kauecTBe BTOPOro haktopa 3anonHuTe creayrolime nons:

SMTP-cepBep

Agpec noyTbl OTNpaBuUTens (agpec, ¢ KOToporo ByaeT OTNpaBeHo NMCbLMO)
MopT

Mmsa nonb3oBaTens (NorvH 4na aBTopu3aumm Ha cepeepe)

Maponb

v AyTteHTudukaums no RADIUS

Mpwn Boibope RADIUS B kayecTBe MexaHn3Ma ayTeHTUdUKaLmMm notpedyeTcs ykasaTb AaHHbIe
RADIUS-cepBepa.

. Haxxmute lo6aBuTtb cepBep RADIUS.

. BbiGepute cxemy ayTeHTUdMKaUuU. Bo3aMoXHble 3Ha4eHns: PAP, CHAP, MSCHAPV2 . He

pekoMeHayeTcH Bbibupatb cxemy PAP, T.K. OHa siBNsieTcs Hebe3onacHoW, NOTOMY YTO Maporsb

nepegaeTcs B OTKPbITOM BUAe.

. Ykaxute Appec cepBepa, MNMopTt 1 CekperT.

. OcTtaBbre BkntodeHHon onuuio NMpoeepaTb aTpubyT Message-Authenticator. 31ot atpmnbyT

ncnonb3yeTca and obecneyeHus LLeSTOCTHOCTM NaKeTOB M 3alunTbl X OT nogaenku. OctaBnATb
OnuuIo BbIKMHOYEHHON AOonyCcTtnMo TOJ1bKO B TOM Clly4ae, eClin ncnorsrib3yemoe nporpamMmmvHoe

obecneyeHne He nogaepxmBaeT paboTy ¢ aTUM aTpnbyToM.




5. Belbepute ®PopmaTt uMeHu ansa ayteHTudukaumun. BoibrpanTe 3HaveHne Umsa 6e3 nomeHa ans
ayTteHTudukaumm Bo FreeRadius. Buibupaiite Uma B popmate SAM nnn Umsa B dpopmate UPN

ansa ayteHtudpumkauun B NPS RADIUS.

MoxxHO ykasaTb Heckornbko cepBepoB RADIUS, 4To6bl 06ecneunTb 0TKa3oyCTOMYMBOCTb CUCTEMBI. B
atom cnyyae PAM nocekinaet 3anpoc cepsepam RADIUS nocnegnosaTensHO, B NOpsike ykasaHUs
cepBepoB. To eCTb ecnu He yganock NogkniounTbes Kk nepsomy cepsepy RADIUS, To PAM nonbiTaeTcs
NOAKIMIOYUTBLCA K CreayoLemy.

CepBep pgoctyna

1. Ecnu TpebyeTcs, nameHute 3HadeHusi nonen MakcumanbHoe Bpemsi otBeTa areHTa 1 MHTepBan
healthcheck areHTa.

2. Haxmute [lanee ans nepexoga k cregyowemy Lwary macrepa.

NlornpoBaHue

1. Ecnu TpebyeTcs, nameHute YpoBeHb NOrMpoBaHUs, MakCMarnbHOE KONMYECTBO for-ghannos cepeepa
yrnpaBneHnsa n MakcumaribHOe KOnmMyecTBO fnor-gpansioB cepeepa gocTyna.

2. Haxmute Oanee ons nepexoda K criegyowemMy wary macrtepa.

CoObIiTuA

1. Ecnun TpebyeTca, nobasbre Syslog-cepsep.

v Syslog-cepsep

Syslog-cepsep ncnonbayetcs anga nHrerpauumn ¢ SIEM-cuctemon. CobbITUA 1 TEKCTOBBIE N0
3anucbiBaloTca Ha Syslog-cepBep B pexnme peanbHOro BpeMeHU, TO eCTb B MPOLeCCe akTUBHOMO
yLaneHHOro NOAKIMIYEHNS, a He MOCne ero 3aBepLueHns. ITO NO3BONAET MaKCUManbHO BbICTPO
BbISIBNSATb UHLUNOEHTBI U aHOManun, CBs3aHHble C AENCTBUAMWN NPUBUIIErMPOBAHHbIX

rnorb3oBaTenen.

Mpwn nobasneHun Syslog-cepeepa NoTpebyeTcsa 3anonHMTL creayroLwme nons:




- Agpec cepBepa

- Ceteowu npotokon (TCP unn UDP)

- MNopt

- ®opmart cobbitu (CEF unu LEEF)

- Bepcus Syslog (RFC3164 nnn RFC5424)

2. Haxmute [Oanee aonsg nepexoda K criegyollemMy wary macrepa.

Pe3epBHasa Kkonus

PesepBHas konua mactepa — 3T0 3almn@poBaHHbI ann, KOTOpbIA NCNONb3yeTcsa M5 BOCCTaHOBNEHUS
COCTOsIHMA MacTepa. OTOT dann notpedyerca Bam B Byayuiem ansg obHosneHns PAM Ha HOBYO Bepcuto

nnn ona n3aMeHeHust KoHurypaumm tekyen sepcumn PAM.
A NPEOYNPEXAOEHUE
CoxpaHuTe hainn pes3epBHON KONMn Mactepa 1 3arnoMHUTE Naporib.

Bes atoro cparina n napons K HeMy Bbl HE CMOXeTe B ByayLiemM M3MeHUTb KOHUrypaumuio Ballen
nHctannaumum PAM nnmn o6HoBute PAM 00 HOBOWM BEpPCUKN Yepel3 MmacTep.

1. 3apganTe naponb ANa pes3epBHOM KONUK MacTtepa.
2. Haxmute CkayaTb pe3epBHYHO KOMUIO.

3. HaxxmuTte [lanee ansi nepexoda k criegytollemy Lary Macrepa.

YctaHoBKka PAM

1. Ons nepekntovatens Cnocob yctaHoBKU BbibepuTe 3HayeHne U3 macTtepa.
2. Haxxmute YctaHoButb PAM.
3. OTcnexumBanTe NpoLecc YCTaHOBKM C NOMOLLbIO nporpecc-6apa. [oxkanuTech 3aBepLUEeHNs YCTaHOBKM.

() UH®OPMALUSA

dannbl ¢ noramun yCTaHoBKM HaxogaTcsa no cnegytowlemy nytn: IndeedPAM_3.1_RU/indeed-

pam/logs/.




B cnyyae BO3HMKHOBEHMUS OLUINOKM YCTAHOBKM MPOCMOTPUTE 3TN hannbl 1 Npu HEOOBX0ANMOCTH

O6paTVITer 3a NMNOMOLLLIO MO UcnpaBrieHnto OLUMOKM B TEXHNYECKYIO noaaepxky.

4. OTKponTe B HOBOW BKIaZKe KOHCOSb ynpasneHusi, 4tobbl HacTpouTb Indeed PAM. MNpoxogute
ayTeHTUMMKaLMIO B KOHCONWU C TeMU YY4E€THbIMW AaHHbIMU, KOTOPbIE YKa3anu Ha ware AAMUHUCTPAaTopbI
ponen. MogpobHyo nHdOopMaLMo 0 NepBOHaYaribHON HAaCTPONKE CMOTPUTE Ha cTpaHuue NepBbin

3anyck.

5. Haxmute 3aBepLIJVITb pa60Ty MacTepa Uin BbINONHUTE Ccrneayrlyo KOMaHay B TEpMUHAne:

sudo bash stop-wizard.sh


http://localhost:3000/privileged-access-manager/3.1/problem-solving/tech-support/
http://localhost:3000/privileged-access-manager/3.1/administration/first-launch/
http://localhost:3000/privileged-access-manager/3.1/administration/first-launch/

OTka3oyctonumBas Ha Linux

KomnoHeHTbl Indeed PAM ycTaHaBnuBatoTCca Ha Tpu cepBepa. ATOT TUN YCTAHOBKM MNO3BONSAET OTAENUTb
NOrMKY CUCTEMbI OT KOMMNOHEHTOB, NPeaoCTaBNALWMX A0CTY. cnonb3yeTca OMNONHUTENbHbLIA cepBep Ans
opraHu3aLmm 0TKasoyCTon4MBOCTU. [oaxoauT ANa BHEAPEHUS U SKCNyaTaumm B NPOMBbILLSIEHHON cpeae.

Cxema pasBepTbiBaHUSA ¢ 6anaHCUPOBKOWN.

MNepen Ha4Yanom yCTaHOBKW BbIMOSHUTE MOATOTOBKY OKPYXEHMSI.

3anyckK macTtepa

MacTep — 310 Beb-npunoxeHne, KOTopoe No3BONAEeT YCTaHOBUTb, OOHOBUTbL BEPCUIO NN U3MEHUTL
KoHpurypaumto Indeed PAM. MacTtep noctaensieTca B coctaBe anctpnbytnea PAM. YTobbl ucnonb3osatb

MacTep, n0Tpe6yeTc;| 3anyCcTtutb €ro B Docker-koHTenHepe ¢ noMoLLbIO creymarnbHOro ckpunra.

A MPEOYNPEXOEHUE

MacTep gomkeH 6bITb 3anyLLeH Ha TOM XOCTe, Ha KOTOPOM ByAeT YCTaHOBMEH CepBep ynpaBfieHns nnm
cepBep goctyna PAM, nHaye npomsonget owmbka pabotbl mactepa.

1. 3arpyaute u pacnakymnte guctpmbytues PAM Ha Linux-maLuunHy.

2. MNomectute ceptudpmkat ygoctosepsitowero ueHTpa B IndeedPAM_3.0_RU\indeed-pam\state\ca-
certificates. 31o Tpebyetca ana koppekTHon paboTtel LDAPS. NMponyck aToro wara npuBeaeT K ounbke

paboTbl MacTepa.

3. 3anyctute mactep KOMaHAOoMW:
sudo bash run-wizard.sh

4. [loxxguTechb BbINOSTHEHNA CKpUNTA.
5. lNocne BbinonHeHus ckpunta nepengute no URL, ykazaHHOMY B KOHCONW.

6. B none Koa poctyna Beegute AutenticationCode, yKa3aHHbIV B KOHCOMKM NOCNe BbINOSHEHNS
cKkpunTa.
Mpumep koga: vVHyTVRyKX5pxUKM6e1ZgCWENOdXFdOy .


http://localhost:3000/privileged-access-manager/3.1/preparation-for-installation/

() MHOOPMALIMSA

Mo ymonuyaHuto kog ByaeT 3anpoLleH cCHoBa Yepes 2 Yaca, TO eCTb 3a 3TO BPEMS HYXHO YyCrneTb
BbIMOMHUTE BCO paboTy.

7. Haxxmnte BonTtn n nepexogumre k paboTte ¢ MmacTepom.

CueHapun

1. Bbibepute HoBasa nHcrtannauua PAM.

2. Haxmute Oanee aons nepexoda K criegyolemMy wary macrepa.

v [MNogpobHee o cueHapusx

MaCTep NCNosNb3yeTcd AnA BbINMOJNIHEHNA OOHOro U3 Tpex CueHapueB:

e HoBasa nHctannauma PAM — yctaHoBka Indeed PAM.

o O6bHoBneHne PAM — o6HoBrneHue Bcex komnoHeHToB Indeed PAM go Hosou Bepcun. Hanpumep,
¢ 2.10 po 3.0. Bo Bpemsi o6HoBneHns PAM Bynet HegocTyneH. Bece Tekywme ceccum byayT

npepBaHbl.

¢ U3ameHeHue koHdurypauum PAM — BHeceHEe N3MEHEHMN B TEKYLLYIO MHcTannsuuio PAM.
Hanpumep, nameHeHune coctaBa xocTtoB. Bepcuss PAM octaHeTcs Tou xe. Bo BpeMsa 06HOBNEHUS

PAM 6ynet HegocTyneH. Bce Tekywime ceccum ByayT npepBaHbl.

Cxema xocToB

Mo xocToM NOHUMAaETCA PU3NYECKUN NN BUPTYyarbHbIA CepBep, Ha KOTOPOM pacnonaratoTCs KOMMOHEHTb!
PAM.

1. Ha ware Cxema xocToB BBEAUTE NOMHOE JOMEHHOE UMs cepBepa ynpasneHus B norne FQDN PAM.
Mpumep: pam.my-company.local.

2. [lobaBbTe cepBep ynpasneHusi, cepsep goctyna RDP, cepsep goctyna SSH, cepsep goctyna
PostgreSQL. YuntbiBanTe, 4T0 HENb3st 406ABUTL HECKOMNBbKO XOCTOB C OAMHAKOBbLIM agpeCcoM.



v CepBep ynpaBneHus

1. Haxxmnte [lo6aBUTL XOCT.

2. Ins nepekntovatens OnepauMoHHas cucrtema xocta Bbibepute Linux.

3. Bkniouute onuuio CepBep ynpaBneHus.

4. Beeagute |IP-agpec nnn DNS B none Agpec xocTta. YunTbiBanTe, YTO Henb3s 4ob6aBnTb
HECKOIbKO XOCTOB C OQVUHAKOBbLIM afpecomM.

5. Ykaxunte nopt B none Mopr.

6. Bbibepute cnocob ayTeHTUdMKaL MM YH4ETHOM 3anNncuK Ha XocTe: nNo naponto unv no SSH-
KIouy.

7. Ecnn Ha npegpiaywem ware Bbibpanu no naponto, 1o BBeanTe JloruH n Maponb. Ecnu Ha
npeablgywiem ware Boldpanv no SSH-knrouy, 10 BBeanTe JloruH, NMaponb sudo, SSH-knto4 1
MaponbHyto cppa3sy.

8. Haxxmnte [106aBUTDL.

v Cepsep goctyna RDP

1. Haxxmute lobaBUTL XOCT.

2. Ansa nepekntoyatens OnepauMoHHasa cuctema xocTa BblibepuTe Linux.

3. Bkntoumte onumio Cepsep goctyna RDP.

4. Beegute IP-agpec nnn DNS B none Agpec xocTta. YunTbiBanTe, YTO HeMNb3s 4obaBnTb
HECKOJTbKO XOCTOB C O4MHaKOBbIM apecoM.

5. Ykaxute nopt B none lMopr.

6. Boibepute cnocob ayTeHTUdUKaL MM y4ETHOM 3anMcKn Ha XOCTe: No naposnto unv no SSH-
KITHo4y.

7. Ecnu Ha npegbiaywem ware Bblbpanu no naponto, To Beeaute JlormH u NMaponb. Ecnn Ha
npeabigywiem ware Boiopanv no SSH-knrouy, 1o BBeanTe JloruH, NMaponb sudo, SSH-kno4 1
MaponbHyto cppa3sy.

8. Haxxmunte Jlo6aBUTHL.

v Cepsep goctyna SSH

1. Haxxmnte [lo6aBUTL XOCT.
2. ns nepekntovatens OnepauMoHHas cucrtema xocta Bbibepute Linux.
3. Bkntouute onuuio CepBep goctyna SSH.




4. Beegute IP-agpec nnn DNS B none Agpec xocTta. YunTbiBanTe, YTO Henb3s 4obaBnTb
HECKOINbKO XOCTOB C OQWHAKOBbLIM afpecomM.

5. Ykaxute nopt B none lMopr.

6. Boibepute cnocob ayTeHTUdUKaL MM yHETHOM 3anMcKn Ha XOCTe: No naposnto uiv no SSH-
KITHO4y.

7. Ecnn Ha npegpblaywem ware Bbibpanu no naponto, 1o BBeaute JloruH v Maponb. Ecnn Ha
npegpigyLiem ware Bolopanu no SSH-knouvy, 10 BBeauTe JlornH, MNMaponb sudo, SSH-knto4 n
MaponbHyto cppa3sy.

8. Haxxmunte [lo6aBUTDL.

v Cepsep goctyna PostgreSQL

1. Haxxmute [Jlo6aBUTL XOCT.

2. Ins nepekntovatens OnepauMoHHas cucrtema xocta Bbibepute Linux.

3. Bkntounte onuuio CepBep goctyna PostgreSQL.

4. Beegute IP-agpec nnu DNS B none Agpec xocTa. YuntbiBanTe, YTo Henb3sa ob6aButb
HECKOJTbKO XOCTOB C O4MHAaKOBbIM aapecoM.

5. Ykaxunte nopt B none Moprt.

6. Boibepute cnocob ayTeHTUMKaLumn y4eTHOM 3anmMcy Ha XocTe: no naposnto unm no SSH-
KITHO4y.

7. Ecnu Ha npegblaywem ware Bolbpanu no naponto, To seBeaute JloruH u Maponb. Ecnn Ha
npeablgywiem ware Bolopanv no SSH-knrouy, 1o BBeanTe JloruH, NMaponb sudo, SSH-kno4 1
MaponbHyo hpa3sy.

8. Haxxmnte [lo06aBUTHL.

() MHOOPMALIMSA

Cepsep ynpasneHnus, cepsep goctyna RDP, cepsep goctyna SSH, cepsep goctyna PostgreSQL
MOryT pacroraraTbCs Ha OQHOM XOCTe.

3. MpocmoTpuTe Ta6J'IVILl,y XOCTOB 1 NPOBEpbLTE NPaBUNbHOCTb 3anoSfIHEHHbIX AaHHbIX. Ecnn Tpe6yeTc9|

oTpenakTnpoBaTb AaHHbIE XOCTA, HAXMUTE Ha CTPOKY C 3TUM XOCTOM, BHECUTE USMEHEHUA U HAXMUTE

——

CoxpaHuTtb. Ecnn TpebyeTtcst yganuTb XOCT, HaOXXMUTE [I] PSILOM C 3TMM XOCTOM.

4. Ina nepekntoyatena banaHcupoBlmk Bbibepute 3HavyeHne HAProxy. 3t1o 6anaHcMpoBLLMK,

nocrtaensieMblt B coctaBe PAM, KOTOpbIM YyCTaHaBNMBAETCH N HAcTpanBaeTcs B nNpouecce



passepTbiBaHns PAM. MoXHO ykasaTb Makcumym 2 6anaHcuposLymka HAProxy.

() MH®OPMALIMSA

Mpw ncnonb3oBaHNK CTOPOHHEro BanaHCMpoBLUMKa y4nTbiBanTe, YTo NoTpebyercsi HaCTPOUTL ero
camocTosATenbHo. Ybeautech, 4to PAM goctyneH no agpecy, ykazaHHomMy B none FQDN PAM.

5. [loGaBbTe 6anaHCUPOBLUMK. YUMTbIBaNTE, YTO HEMb3si 40OaBUTb HECKOMNBKO B6anaHCUPOBLUNKOB C
O[IHAKOBbLIM aApPEeCOM.

v banaHcuMpoBLLKK

1. Haxxmute lo6aBUTL 6anaHCUPOBLLMK.

4. Beegute IP-agpec nnn DNS B none Agpec 6anaHcupoBLLMKa.

5. Ykaxute nopt B none lNopr.

6. Boibepute cnocob ayTeHTUdUKaLMM y4ETHOM 3anMcKn Ha XOCTe: no naposnto uiv no SSH-
K4y .

7. Ecnu Ha npegbiaywem ware Bolbpanu no naponto, To Beeaute JloruH u NMaponb. Ecnn Ha
npeabigywiem ware Boiopanv no SSH-knrouy, 1o BBeanTe JloruH, NMaponb sudo, SSH-knto4 1
MaponbHyo hpa3sy.

8. Haxxmnte [1o06aBUTDL.

6. Haxmute [anee onsg nepexoda K criegyolemMy wary macrepa.

MopThl

() UH®OPMALUSA

MopTbl kKoMNoHeHTOB PAM aomxHbl 6biTb YHUKanNbHbIMU. [MopTel HAProxy AomkHbl ObiTb YHUKANbHbIMMA.

1. YkaxuTe noptbl Ans komnoHeHToB PAM B COOTBETCTBUM C Ballen CETEBON apXUTEKTYPOWN U OCTaBbTe
3Ha4YeHus No yMOS4YaHuIo.

KoMnoHeHT MopT no ymonyaHuto

SSH Proxy 2222



KomMnoHeHT MopT no ymonyaHuto

RDP Proxy 3390
PostgreSQL Proxy 5432
MC/UC HTTP 80

MC/UC HTTPS 443
Gateway Service 8443

2. YkaxuTe noptbl Anst HAProxy B COOTBETCTBUM C BaLlen CETEBON apXUTEKTYPOWN UIM OCTaBbTE 3HAYEHUS

no ymorsr4aHuto.

HAProxy MopT no ymonyaHuio
HAProxy SSH 2222
HAProxy RDP 3390
HAProxy PostgreSQL 5432
HAProxy HTTP 80

HAProxy HTTPS 443

3. Haxxmute Janee ansa nepexona K cnegyrollemy Lary macrepa.

Ceptudumkarnbi

Ha aTom wware TpeGyeTcs 3arpy3uTb 3apaHee NoAroTOBMNEHHble cepTURUKATHI.

1. 3arpy3uTe cepTudumkaTt ygoctoBepsitoLero LeHTpa 6e3 npusatHoro kntoya B popmate PEM (Base64) ¢

paclumpeHnem .crt.

2. 3arpysuTe cepTuukaTbl 4 XOCTOB C paclumpeHnem . pfx nnmn wildcard-ceptudukart n ykaxumte
napornb.


http://localhost:3000/privileged-access-manager/3.1/preparation-for-installation/certificates/

3. Haxxmute Janee ana nepexona K cnegyrollemy Lwary macrepa.

Ba3bl AaHHbIX

1. Bbibepute Tun cepBepa PostgreSQL.

2. Beegute Appec cepBepa.

3. Bkntounte onumto besonacHoe nogkntoyeHme kK CYB/.

4. Beegute nms nNonb3oBaTens U Naposb YY4eTHOM 3anucy ansa paboTsl ¢ 6a3ammn gaHHbIX.

5. Ina nepekntoyatens Knoun wudcgpoBaHus Bbibepnte 3HavyeHne CreHepMpoBaTb HOBBIW.

6. BBeguTte HasBaHusa 6a3 AaHHbIX, KOTOpbl€ Bbl CO34alin Ha wWware noarotoBkn K yCTaHOBKE!

o B[ ana npmBmMnervpoBaHHbIX Y3

o B[ ansa ayteHTMdukaTopoB nonb3osatenen PAM
o Bl ansa cobbitn PAM

o B[] ansa 3agad no pacnucanuto Core

o B[l onsa 3agay no pacnucaHuto ldp

7. Haxmute Janee ans nepexofa K cnegyrollemy Lwary macrepa.

v Bbi6op 6a3bl gaHHbIX Microsoft SQL

1. Boibepute Tun cepBepa Microsoft SQL.

2. Beegnte Agpec cepBepa 1 Mmsa nHctaHca MSSQL.

3. Bkntouute onuuto BesonacHoe noakntoveHue kK CYBA.

4. Beegute nms nonb3oBaTens U Naposb YY4eTHOM 3anucy ansa paboTbl ¢ 6a3zamu OaHHbIX.

5. Ina nepekntoyatens Knoun wudcgpoBaHus Bbibepnte 3HavyeHne CreHepMpoBaTb HOBbIW.

6. BBeguTte Ha3BaHusA 6a3 AaHHbIX, KOTOpbl€ Bbl CO34alsin Ha wware noarotoBkn K yCTaHOBKE!

o B[l ana npuBmMnernpoBaHHbIX Y3

o B[ ansa ayteHTMduMKaTopoB nons3osatenen PAM
o B[] pnsa cobbiTun PAM

o B[l onsa 3agay no pacnucaHunio Core

o B[l onsa 3agay no pacnucaHuto ldp

7. Haxmute Janee ansa nepexofa K cnegyrowlemy Lwary macrepa.



http://localhost:3000/privileged-access-manager/3.1/preparation-for-installation/databases/
http://localhost:3000/privileged-access-manager/3.1/preparation-for-installation/databases/

XpaHunuuwe gaHHbIX

1. Bbibepute Tun xpanunuwa dannosasa cucrema.

2. Haxmute Oanee ons nepexoda K criegyolemy wary macrtepa.

v [pyrue Tunbl XpaHUnuLy

Mpu BbIGOPEe SMB 3anonHuTe nons:

CeteBor nyTb

JomeH

Nma nonb3oBartens

Mapornb

Mpwn BbIOOpPE S3 3anonHuTe nons:

CeteBori agpec S3 cepBepa

MMyTb 0O KOPHEBOW AMPEKTOPUN XpaHunuwia Ha S3-cepeepe

NaeHTudunkatop kntova goctyna (access key id)

CekpeTHbIn KoY gocTtyna (secret access key)

PernoH (HeobszaTensbHoe none)

OrpaHu4yeHune nokaumm (HeobsizaTenbHoe none)

KaTanorm nonb3oBarteneu

1. Haxxmute [lo6aBuUTbL KaTanor.
2. B none Cnyx6a katanoroB Bblbepute ogHo 13 3HadeHunin: ALD PRO, FreelPA, OpenLDAP.

3. Beegute 3HaveHue B none ID kaTanora. CcoopmynupynTe 31O 3Ha4eHne camocTosaTeslbHO. OHO MOXeT
COCTOSITb U3 NATUHCKMX BYKB 1 Undp, MakcumMmanbHasa anvHa — 32 cumsona. Ecnu nnaHupyete
MCNoNb30BaTb HECKOMNbKO KaTtanoros, TO UxX ID AomkHbl ObiTb pasHbIMU.

4. Beegute 3Ha4yeHune B norne DNS gpomeHa.
5. Beeagute 3HayeHue B none DN KOHTeMHepa nonb3oBaTenen.

6. BBeante nms nonb3osartens B popmarte DN (npumep:
'uid=pamadmin,cn=users,cn=accounts,dc=my,dc=company') u naposib y4eTHOWN 3anuncu.



7. Bknounte onumio Ucnonb3oBaTb LDAPS.

8. Ecnun Bbibpanu ALD PRO unu FreelPA, To Bbibepute ®@opmaTt naeHTudukaTtopa nonb3oBartenen m
rpynn — SID vnn GUID.

9. Ecnun TpebyeTcs, nameHnTe COOTBETCTBME aTpnbyTOB Nonb3oBartenen n/unu atpnbyTos rpynn

nornb3oBaTenen.
10. Haxkmute [lobaBuUThb.

11. Haxmute fanee onda nepexofa K creayrowemy Lary macrepa.

¥ Bbibop katanora RED ADM, Samba DC

1. Haxxmute [lo6aBuUThL KaTanor.
2. B none Cnyx6a katanoroB Bblibepute: RED ADM nnn Samba DC.

3. Beegute 3HaveHue B none ID kaTanora. CcoopmynunpynTe 31O 3Ha4eHne camoctosTesibHo. OHO
MOXET COCTOSATb U3 NTAaTUHCKMX BYKB 1 undp, MakcumanobHasa anvHa — 32 cumeona. Ecnn

nnaHnpyeTe UCnonb3oBaTb HECKOSNBKO KaTanoros, To nx ID gomkHbl 6bITb pasHbIMU.
4. Beegute 3Ha4yeHune B norie DNS npomeHa.
5. Beeagute 3HayeHue B nore DN KOHTeMHepa nonb3oBaTenen.

6. BBeante nms nonb3osatens B popmate UPN (npumep: pamadmin@my.company) u naponb
y4EeTHOWN 3anucu.

7. Bkntounte onumio Ucnonb3oBatb LDAPS.

8. Ecnun TpebyeTcs, nameHnTe COOTBETCTBME aTpnbyTOB Nonb3oBartenen n/unu atpnbyTos rpynn

nornb30BaTenen.
9. Haxxmute [lobaBUTH.

10. HaxmuTe Oanee ons nepexoda K criegyolemMy wary macrtepa.

¥ Bbibop katanora Active Directory

1. Haxxmute [lo6aBuUTbL KaTanor.
2. B none Cnyx6a katanoroB BbibepuTe 3HaveHne Active Directory.

3. Beegute 3HaveHue B none ID kaTtanora. CcopmynmpynTte 310 3Ha4eHne camoctosTenibHo. OHO
MOXET COCTOSATb U3 JTAaTUHCKMX BYKB 1 undp, MakcumanbHasa anvHa — 32 cumeorna. Ecnin

nraHMpyeTe UCNonb30BaTb HECKOMNbKO KaTanoros, TO UX ID AomkHbI ObiTb pasHbIMU.

4. BBegute 3HadyeHue B none DNS gomeHa.



mailto:pamadmin@my.company

. BBeante 3HauyeHune B nonie DN KOHTeMHepa nonb3oBaTenemn.
. BBeante nmsa nonb3oBarens u naposib y4eTHON 3anuncu.

. BkntouuTte onumio Ucnonb3oBatb LDAPS.

0 N O O

. Ecnn Tpebyetcsa, nameHnte cootBeTcTBme atpmbyToB nonb3oBartenen n/mnu atpudyTos rpynn

norib3oBaTenen.

o

. Haxxmute lobaBuThb.

10. HaxxmuTte Janee aona nepexoaa K criedytowemMy Liary macrepa.

() UH®OPMALUSA

MoxxHo fo6aBUTb HECKOMNBbKO KaTarioros norib3oBaTernen.

ApMUHUCTpaATOpPLI porien

() UH®OPMALUSA

B MacTepe MOXHO YKa3aTb TOJIbKO O4HOIo agAMUHUCTPAaTopa ponewu.

1. BbibepuTe 13 KaTanora y4eTHyto 3anvcb Nnonb3oBaTtens, KoTopomy OyayT Bbl4aHbl NpaBa Ha
ynpaeneHue ponsmu PAM. OTOT nonb3oBaTernb CMOXET BblAaTb NpaBa Ha AOCTYM K KOHCOMM

ynpasnenns PAM gpyrum nons3osaTtensm.

2. Haxxmute [lanee ans nepexoda K crniegyowemy wary macrepa.

AyTeHT(pUMKauma nornb3oBaTeneu

1. Ansa nons MexaHusm ayteHTUdUKaumm Boldepute 3HadyeHne LDAP.

2. BkntounTe onumio BknounTtb AByXhaKTOpHYI0 ayTeHTU(PUKaLUIo Ana Bcex nonb3oBaTesien no

YMOI4YaHuIo.
3. Ona nepekntoyatens Tun BToporo c¢pakropa Bbibepute 3HadeHne TOTP.

4. OTMeTbTe KOMMOHEHTbI, A58 KOTOPbIX TpebyeTcsa BKNOYNTL KELLMpOBaHNe BTOPOro dhakropa:
o Management Console

o User Console
o Desktop Console

o SSH Proxy



o RDP Proxy
o RDS Proxy
5. Ecnu Tpebyetcq, oTpegaktupynte 3HaveHue B none Bpems kewwmpoBaHus.

6. Haxxmute [lanee ans nepexoga k cregyowemy Lwary macrepa.

v Bropou gakTop ayteHTudurkauumn no Email

Mpwn BIGOpe Email B kayecTBe BTOPOro haktopa 3anonHuTe creayrolime nons:

o SMTP-cepBep

e Agpec nouTbl OTNpaBuTens (agpec, ¢ Kotoporo ByaeT oTnpaBneHo NMCbMO)

MopT

Nmsa nonb3oBatens (NorvH Ans aBTopusaunm Ha cepeepe)

Mapornb

v AyteHTudukaums no RADIUS

Mpwn Boibope RADIUS B kayecTBe MexaHn3Ma ayTeHTUdUKaL MM noTpedyeTcs ykasaTb AaHHble
RADIUS-cepBepa.

1. Haxxmute [lo6aButb cepsep RADIUS.

2. Bbibepute cxemy ayTeHTMdUKauun. BoamoxHble 3HavyeHus: PAP, CHAP, MSCHAPV2 . He
pekoMeHayeTcH Bbibupatb cxemy PAP, T.K. OHa siBNsieTcsl Hebe3onacHoW, NOTOMY YTO NMaposb
nepegaeTcs B OTKPbITOM BUAe.

3. Ykaxute Agpec cepBepa, Mopt n Cekper.

4. OctaBbte BkNtoveHHoM onuuio NMpoBepaTb atpubyT Message-Authenticator. 3tot atpubyT
ncnonb3yeTcsa Ans obecnevyeHns LenoCTHOCTU NAKETOB M 3aWwmnTbl X OT nogaenku. OctaBnATb
ONUMIO BbIKITHOYEHHOW OOMYCTUMO TOMbKO B TOM Criydae, ecriv NCnosibdyeMoe nporpaMmmHoe
obecneyeHne He nogaepxmnBaet paboTy ¢ aTUM aTpubyToM.

5. Bbibepnte ®PopmaTt nMeHu ansa ayteHTudmkaumun. BoibrpanTe 3HaveHne Umsa 6e3 nomeHa ans
ayTeHTUurkaumm Bo FreeRadius. Beibupante Umsa B chopmate SAM vnn Umsa B popmate UPN

ansa ayteHtudpumkauun B8 NPS RADIUS.

MoxxHO yka3aTb Heckonbko cepBepoB RADIUS, 4yTo6bl 06ecneunTb 0TKa3oyCTOMYMBOCTb CUCTEMBI. B

aTom cnyyae PAM nochkinaet 3anpoc cepsepam RADIUS nocnegoBaTensbHO, B NOpPsSAKE yKasaHUs




cepBepoB. To eCTb eCcnu He yaanock NnogknioynTbes Kk nepsomy cepesepy RADIUS, To PAM nonbiTaetcs

NOAKIMKOYNTBLCA K crieayroLemy.

CepBep pgoctyna

1. Ecnn TpebyeTcs, nameHute 3HadeHusi nonen MakcumanbHoe Bpemsi otBeTa areHTa 1 MHTepBan
healthcheck areHra.

2. Haxmute [lanee ans nepexoda k criegyolemy Lwary macrepa.

JIlornpoBaHue

1. Ecnn TpebyeTcs, nameHute YpoBeHb NOrMpoBaHUs, MakCMMarnbHOE KONMYECTBO nor-ghannos cepeepa
yrnpaBneHnsa n MakcumarbHOe KOnmMyecTBO nor-gpansioB cepeepa gocTyna.

2. Haxmute [lanee ans nepexoda k criegyolemy Lwary macrepa.

CoObiTusA

1. Ecnun TpebyeTca, nobasbre Syslog-cepsep.

v Syslog-cepsep

Syslog-cepsep ncnonbayetcsa anga nHterpauumn ¢ SIEM-cuctemon. CobbiTust U TEKCTOBbIE N0TH
3anucbiBaloTca Ha Syslog-cepBep B pexnme peanbHOro BpeMeHU, TO eCTb B MPOLECCe akTUBHOMO
yLaneHHoro NOoAKIIYEeHNs, a He Nocne ero 3aBepLueHns. ATO NO3BONAET MaKCUMarnbHO BbICTPO
BbISIBNSATb UHLUMOEHTBI U aHOManum, CBs3aHHbIe C AENCTBUAMWN NPUBUIIErMPOBAHHbIX

rnorib3oBaTenen.

Mpn gobasneHun Syslog-cepBepa NoTpebyeTcs 3anonHUTbL crieayroLme nons:
- Agpec cepBepa

- CeteBowi npotokon (TCP nnn UDP)

- MNopTt

- ®opmart cobbiTun (CEF nnu LEEF)

- Bepcus Syslog (RFC3164 unn RFC5424)




2. Haxxmute [lanee Ans nepexoda K criegyowemy wary macrepa.

Pe3epBHasa Konus

PesepBHas konus mactepa — 3T0 3aiMpoBaHHbIN ¢oaisi, KOTOPbIN NCMONb3yeTcs A1 BOCCTaHOBNEHUS
COCTOsIHMA MacTepa. IToT dann notpedyerca Bam B Byayuiem ansa obHosneHns PAM Ha HOBYO BepCuto

nUnn ona n3aMeHeHust KoOHurypaumm tekyen sepcumn PAM.

/\ NPEQYNPEXAEHUE

CoxpaHuTe hainn pes3epBHON KONMn Mactepa 1 3arnoMHUTE Naporib.

Bes aToro harina n napons K Hemy Bbl He cMoXeTe B ByayLemM N3MeHUTb KOHUrypauuio Ballen

nHctannaumm PAM vnn obHoBuTe PAM 0 HOBOM BEpCUKN Yepe3 MacTep.

1. 3aganTe naposnb Ans pe3epBHOMN KONUM MacTepa.
2. HaxxmuTte CkayaTb pe3epBHYHO KOMUIO.

3. Haxxmute Janee ana nepexona K cnegyrowlemy Lwary macrepa.

YctaHoBka PAM

1. Ansa nepekntoyatens Cnocob yctaHOBKM BbibepuTe 3HavyeHne U3 macTepa.
2. Haxxmute YectaHoButb PAM.

3. OTcnexvBanTe NpoLecc yCTaHOBKM C MOMOLLbIO nporpecc-6apa. [oxxantech 3aBepLUeHUS YCTaHOBKM.

() VH®OPMALIMSA
dannbl ¢ norammn ycTtaHoBKM HaxoaaTcsa no cnegytowemy nytn: IndeedPAM_3.1_RU/indeed-

pam/logs/.

B cnyyae BO3HMKHOBEHMS OLLINOKM YCTAHOBKM MPOCMOTPUTE 3T hansnbl 1 Npu HEOBX0ANMOCTH

O6paTVITer 3a NOMOLLLIO MO UcnpaBrieHnto owmnbkn B TEXHUYECKYIO NOAOEPXKKY.

4. OTKponTEe B HOBOW BKIaZKe KOHCOSb ynpasneHus, 4Tobbl HacTpouTb Indeed PAM. MNpoxogute
ayTeHTUMMKaLMIO B KOHCONU C TEMU YY4E€THbIMU AaHHbIMU, KOTOPbIE YKa3anu Ha ware AAMUHUCTPAaTopbI


http://localhost:3000/privileged-access-manager/3.1/problem-solving/tech-support/

ponen. NogpobHyto MHGOpMaLMo O NepBOHaYanNbHON HAaCTPOMKE CMOTPUTE Ha CTpaHuue epBbii
3anyck.

5. HaxxmnTte 3aBepunTb paboTy MacTepa unv BbiNOMHUTE CrieayoLLyo KOMaHay B TepMUHane:

sudo bash stop-wizard.sh


http://localhost:3000/privileged-access-manager/3.1/administration/first-launch/
http://localhost:3000/privileged-access-manager/3.1/administration/first-launch/

%% HacTtpouka IS

[HobaBbte 3anuch B peecTp u HacTponTe IS (ans Windows)

03 | YcTaHOBKaA 1 HAaCTPOMKa KNNMEHTCKNX KOMMOHEHTOB

YctaHoBuTe 1 HacTponTe PamSu, PAM Agent n PAM Desktop Console

% HacTpoiika RADIUS

Otpepaktunpyite chann koHdpurypaumm appsettings.json

‘ §0p i HacTtpounka nognucu RDP-cdhanna

OTpepakTupynte chann koHpurypaumm appsettings.json

HacTpouka ogHopa3oBoro naponsi no Email

Otpepaktupyite hann koHdurypaumm appsettings.json (onunoHanbHO)



http://localhost:3000/privileged-access-manager/3.1/setup/iis-setup/
http://localhost:3000/privileged-access-manager/3.1/setup/additional-components-setup/
http://localhost:3000/privileged-access-manager/3.1/setup/radius-configuring/
http://localhost:3000/privileged-access-manager/3.1/setup/rdp-file-signature-configuring/
http://localhost:3000/privileged-access-manager/3.1/setup/totp-second-factor-via-email-setup/
http://localhost:3000/privileged-access-manager/3.1/setup/recycling-of-proxy/

0O .
Qd BknoyeHue nepesanycka KOHTEMHEePOB CEePBUCOB MPOKCU

Bknounte nepesanyck koHTeriHepoB A5ia cepepos goctyna RDP Proxy n SSH Proxy (onumoHansHo)

® || UHTerpaumns co CTOPOHHMMM KaTanoramm nonb3oBaTenen

HacTtpownTte uHterpaumto ¢ katanoramv none3osatenen FreelPA, OpenLDAP, ALD Pro (onuuoHansHo)

Bl

‘g’ = Hactpoika PAM ans ucnonb3oBauus ¢ NFS

KonunyecTBo rnas: 2



http://localhost:3000/privileged-access-manager/3.1/setup/recycling-of-proxy/
http://localhost:3000/privileged-access-manager/3.1/setup/recycling-of-proxy/
http://localhost:3000/privileged-access-manager/3.1/setup/adding-user-catalog/
http://localhost:3000/privileged-access-manager/3.1/setup/nfs-configuring/

HacTtpouka IIS

Mpwn paseepTbiBaHUN CepBepa ynpasneHus Ha Windows Server u |IS BbinonHuTe cnegyowmne 4eNCTBUA:

1.

0 N O O

10.
11.
12.

No6GaBbTe crieqytoLLme 3anucy peecTpa:

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\HTTP\Parameters]
"MaxFieldLength"=dword:8000 (hex)
"MaxRequestBytes"=dword:8000 (hex)

. 3anyctuTte IS Ha cepBepe ynpasneHus n nepengnte B pasgen Default Web Site.

. OTkponTe Pepaktop koHcurypaumm (aHm. — & RQ 1L J X U D W) B REQodrE YhpasideHune (aHrn. —

0DQD)JH

. Packponte Bbinagatowmin cnucok Paspen: (aHrn. — 6 H F W) uR&ibepute

system.webServer\security\requestFiltering.

. Packponte anemeHT requestLimits, yctaHoBuTe ana napameTtpa maxQueryString 3HayeHve 8192.
. Haxmute NMpumenunTsb (aHm. — $ S S)@ pasgene AenctBusa (aHm. — $FWDLRQV
. Nepengute B pasgen Default Web Site\core.

. OTkponTe Pepaktop koHcurypaumm (aHm. — & RQ 1L J X U D W) B REBodre YhpasideHne (aHrn. —

0DQD)JH

. Packponte Bbinagatowmn cnucok Paspen: (aHrn. — 6 H F W) uR&ibepute

system.webServer\serverRuntime.
YctaHoBute anga napametpa uploadReadAheadSize 3HauyeHne 1048576.
Haxmute MpumennTb (aHm. — $ S S)@ pasgene OenctBua (aHm. — $SFWDLRQV

[Mepesarpysute cepsep.



YcTaHOBKa M HacTpouKa KIIMeHTCKUX
KOMMNOHEHTOB

PamSu

KomnoHeHT PamSu nossonset nonb3oBatensam Indeed PAM 3anyckatb KoMaHAbl C NpaBamu root,
ncnonb3ysi Naposnb cBoen cob6CTBEHHON y4eTHOM 3anuncu nonb3osartens Active Directory.

YcTaHoBKa BbIMNOMHAETCA BPYYHYHO Ha Linux-pecypcax, rae Tpedyercs 3anyckaTb kKOMaHabl C npaBaMu root.

YctaHoBka PamSu

KomnoHeHTbl pacnonoxeHbl B nanke: IndeedPAM_3.1_RU\indeed-pam-tools\pamsul\.

(D NPUMEYAHUE

YctaHoBka yTunutbl PamSu BeinonHaeTca Ha pecypcbl OC *nix.
y pecyp

3arpy3V|Te yCTaHOBO‘-IHbIﬁ nakeT Ha pecypcC U BbIMOJTHUTE KOMaHAY:

YctaHoBKa Ha Debian-based OC

$ sudo dpkg -i Indeed.PAM.PamSu*.deb
YctaHoBKa Ha RedHat-based OC

$ sudo rpm -i Indeed.PAM.PamSu*.rpm

Hactponka PamSu

Ha pecypce TpebyeTcsa HacTpouTb aoBepue ceptudmkaTy Beb-cepepa core u idp. [NposepuTs
KOPPEKTHOCTL paboTbl ¢ cepTumnkaTtamm MOXXHO BbIMOMHUB KOMaHAY:



$ curl https://pam.indeed-id.local

OTtkponte dann /etc/pamsu.conf B ntobom pegakTope ¢ npaBamMu NoOKanbHOro agMUHUCTPaATopa, yKaxuTe
HacTtpovku idp_url, api_url, log_path n log_level:

idp_url — agpec idp

core_url — agpec core

log_path — nyTb Kk kKaTanory ¢ gpannamu noros

log_level — ypoBeHb nornposaHus, moxeT npuHumMmatb 3HaveHns INFO, WARN, ERROR, FATAL

Set idp url https://pam.indeed-id.local/idp
Set core_url https://pam.indeed-id.local/core
Set log path /var/log

Set log level INFO

Ha HekoTopbIx cuctemax ssh server He paspeLuaeT No yMONYaHuo nepemMeHHble okpyxeHus LC_*. [1ns
KOppeKkTHOM paboTbl npunoxeHunsa cneayet B anne /etc/ssh/sshd_config nobasutb ctpoky AcceptEnv
LC_PAM_USER LC_PAM_SESSION_ID, nn6o mackon LC_*.

(D NPUMEYAHUE

[nsa paspelleHns BbINOMHEHMSA KOMaHabl pamsu TpebyeTcsa BKMYUTbL B nonutuke, B pasagene SSH

onuwuto Pa3p6LLIVITb BbIMNOJIHATb pamsu.

Indeed PAM Agent

Indeed PAM Agent cnegyeT yctaHaBnuBaTb HEMNOCPEACTBEHHO Ha PECYPChl AN BKNHOYEHNA BO3MOXHOCTU

TekcToBoro normposaHna RDP ceccun.

/\ NPEQYNPEXAEHUE

|_|pl/| OTCYTCTBUUN areHTa Ha pecypce 1 BKIMtO4EHUN Onunmn CoOXpaHeHndA TEKCTOBbIX JTOroB B MNonutuke
NOAKMHOYEHUIN NONb30BaTENbCKasi ceccus 3aBeplnTcAa aBTOMaTU4eCKn 4epe3 MUHYTY.

Mocne yctaHoBkn Indeed PAM Agent notpebyeTcs BbINONMHUTL Nepesarpy3ky unmn noBTopHbin Bxog B OC.

[ononHutenbHasa HacTponka He TpebyeTcs.


http://localhost:3000/privileged-access-manager/3.1/administration/policy-setup/#ssh
http://localhost:3000/privileged-access-manager/3.1/components/#indeed-pam-agent
http://localhost:3000/privileged-access-manager/3.1/administration/policy-setup/#sessions
http://localhost:3000/privileged-access-manager/3.1/administration/policy-setup/#sessions

Indeed PAM Desktop Console

HacTtponka Indeed Pam Desktop Console gns AOME@HHbIX MaLUUH

1. CkonupymnTte cogepxnmoe narnku indeed-pam-tools\desktop-console\PolicyDefinitions Ha
KoHTponnep gomeHa B katanor C:\Windows\sysvol\domain\policies\PolicyDefinitions.

2. Ha koHTponnepe gOMeHa 3anycTute OCHacTKy YnpaBneHue rpynnoBon nonutukon (Group Policy
Management Console).

3. Bblbepute HeobxoanmbIn 06BLEKT rpynnoBOM NONUTUKK, NeperanTe B pasaen Computer
Configuration\Policies\Administrative Templates\Indeed PAM\General\ (KoHdurypauus
komnbtoTepa\rlonutukm\AgmmHucTpaTtueHble wabnoHb\Indeed PAM\OGwyme).

4. Bkntounte n Hactponte PAM connection settings (HacTtpoiikn nogkntoueHms ¢ PAM). Ykaxute
cnegyowme URL: https://<Baw_FQDN>/core u https://<Baw_FQDN>/idp.

5. O6HOBWTE rpynnoBble MOMUTUKK Ha KnneHTckom (K.

Hac1'po|7||<a AnA MaWWH, K KOTOPbIM He NTPUMEeHAKTCA AOMEeHHbIe NOJIUTUKU

1. CkonupynTte cogepxnmoe nanku indeed-pam-tools\desktop-console\PolicyDefinitions B
katanor C:\Windows\PolicyDefinitions.

2. 3anyctute pegakTop NnokanbHOW rpynnosor nonutukm gpedit.msc.

3. Nepenaunte B pasgen Computer Configuration\Policies\Administrative Templates\indeed
PAM\General\ (KoHurypaums komnbtotepa\llonutnkn\AgMmmHncTpaTueHble wabnoHbi\Indeed
PAM\OOGLwme).

4. Bknounte n HactponTe PAM connection settings (Hactponku nogkntodeHus ¢ PAM). Ykaxute

cneaywowme URL: https://<Baw_FQDN>/core u https://<Baw_FQDN>/idp.

HacTtpownka 3anucu cobbitnn B Syslog

Windows Linux

1. Nepengnte B katanor C:\inetpub\wwwroot\Iis\targetConfigs, cozgante konuto anna
sampleSyslog.config n nepenmenyinte ee B Pam.Syslog.config, 3atem oTpegaktnpynte <Settings>

. </Settings> B COOTBETCTBUWN C HACTPOMKAMU HUXE:

o HostName — nmsa Syslog-cepsepa

o Port — nopt Syslog-cepsepa



o Protocol — tun nogkntodeHns k Syslog-cepeepy: TCPoverTLS, TCP, UDP
o Format — cpopmart noros: Plain, CEF, LEEF
o SyslogVersion — cneuundukauna npotokona: RFC3164, RFC5424

C:\inetpub\wwwroot\ls\targetConfigs

<Settings HostName="localhost" Port="5081" Protocol="TCP" Format="CEF"
SyslogVersion="RFC3164" />

2. B gpanne C:\inetpub\wwwroot\Is\clientApps.config oTpegaktupyinTe cekunto pam gnsi paboTbl C
dannom Pam.Syslog.config — nob6aBbte HOBbIN TargetId Ans WriteTarget:

C:\inetpub\wwwroot\is\clientApps.config

<Application Id="pam" SchemaId="Pam.Schema">
<ReadTargetId>Pam.TargetDb</ReadTargetId>
<WriteTargets>
<TargetId>Pam.TargetDb</TargetId>
<TargetId>Pam.Syslog</TargetId>
</WriteTargets>
<AccessControl>
LYAAL 7N f—F LLdee fe 7 P f—F S " <o —WKknnoo\\\ nnW
< %5— TW f£fTW uerno
</AccessControl>
</Application>

3. Janee B aTOM Xe paiine B cekumn Targets [0OaBLTE HOBbIN ANEMEHT:

C:\inetpub\wwwroot\is\clientApps.config

<Targets>

<Target Id="Pam.TargetDb" Type="mssql"/>
<Target Id="Pam.Syslog" Type="syslog"/>
</Targets>

B Target Id="Pam.TargetDb" nponuwute Type B 3aBUCMMOCTU OT ucnosbdyemon bLl: mssql mnu

pgsql.



Hactpouka RADIUS

A NMPEOYNPEXAOEHUE

Bce URL ykasbiBaoTCA B HUXKHEM PErNCTpeE.

®opmat JSON He gonyckaeT Hanuunsa KOMMeHTapueB B channe, NnoaToMy TpebyeTcs yaanuTb CTPOKM,
Ha4nHawLmecsa ¢ cumsornos "//".

/\ NPEAYNPEXAEHUE

[Mocne BHeceHWsi 1aMeHeHUn B hann KoHdurypauumn TpebyeTtca nepesarpysuTb nyn npunoxeHui |dP B
[IS Manager.

Mepengute B katanor C:\inetpub\wwwroot\idp 1 otpegaktupyinte cann appsettings.json.

Cekuus ldentitySettings

o DirectoryMechanism — mexaHu3m paboTbl ayTeHTUdUKaLMK.

¢ Authentication — napameTp yka3sbiBaeT nocTaBLUMKOB ayTeHTunkauyum B IDP.

Cekuus IdentitySettings B koHcburypaumoHHom channe appsettings.json

"IdentitySettings": {

"DirectoryMechanism": "Radius",
"Authentication": "Local",

Cekuusa Radius
o Timeout — Bpems oxumaaHus oteeTa oT cepepa RADIUS.
RemoteEndpoints:

o Address — agpec cepepa RADIUS ansa nogknoyeHus.



e Port — agpec cepsepa RADIUS anga nogkntodeHus (no ymonyanuio 1812).
o Secret — cekpeT Ana ONONHUTENbHOW ayTeHTUdUKaALUN KOMNOHEHTA.

o AuthenticationScheme — cxema ayteHTudunkaumm 8 RADIUS. Bo3amoxHble
3HauveHus: 'PAP', 'CHAP', 'MSCHAPV2'. Cxema PAP siBnaetca HebeszonacHoOW, NOTOMY YTO Naposb

nepengaeTca B OTKPbITOM BUOE.

¢ AuthenticationUserName — copmat nmeHn gna ayteHTudpukaunn. BoamoxHble 3Ha4YeHns:
o NameWithoutDomain — nmsa 6e3 gomeHa (ans ayteHtudunkaumm B FreeRadius).

o SamCompatibleName — nms B oopmate INDEED\\user.
o PrincipalName — nwmsa B dpopmaTte user@indeed.domain.

o CheckMessageAuthenticator — napameTp Bknto4aeT unm BbikMo4aeT NPoBepPKy aTpubyta Message-
Authenticator B IDP. OTkntouaTtb He peKkoOMeHAYETCS T.K. 3TO NOHWXKaeT 6€30MacHOCTb.

Cekuusa Radius B koHcurypaunmoHHom channe appsettings.json (oauH cepsep RADIUS)

"Radius": {
"Timeout": 60,
"RemoteEndpoints”: [

{
"Address": "PAM_RADIUS_SERVER_ADDRESS",

"Port": 1812,

“Secret": "PAM_RADIUS_SERVER_SECRET",
"AuthenticationScheme": "“MSCHAPV2",
"AuthenticationUserName": "PrincipalName",
"CheckMessageAuthenticator": true

]
}s

MoxHo ykasaTb Heckonbko cepBepoB RADIUS, ytobbl 06ecneunTb 0Tkas3oyCcTONYNBOCTbL CUCTEMBI. B aTOM
cny4yae PAM nocbinaet 3anpoc cepsepam RADIUS nocnegoBatensHo, B NOpsiAKe yKkaszaHUs cepBepoB B
KOH(purypaumoHHoM danne. To eCTb ecnn He yaanochb nogkniounTeca K nepsomy cepsepy RADIUS, To PAM

nonbiTaeTCcAd NoOAKNIYNTBCA K creayroLlemy.

Cekuusa Radius B koHurypaumoHHom channe appsettings.json (aBa cepsepa RADIUS)

"Radius": {
"Timeout": 10,
"RemoteEndpoints™: [

{


mailto:user@indeed.domain

5 "Address": "10.11.4.28",

6 "Port": 1812,

7 "Secret": "123",

8 "AuthenticationScheme": "MSCHAPV2",

9 "AuthenticationUserName": "PrincipalName",
10 "CheckMessageAuthenticator": true
11 }s
12 {

13 "Address": "10.11.4.128",
14 "Port": 1812,
15 "Secret": "123",

16 "AuthenticationScheme": "MSCHAPV2",
17 "AuthenticationUserName": "PrincipalName",
18 "CheckMessageAuthenticator": true

19 }
20 ]

21},



Hactpounka nognucu RDP-thanna

BknroyeHue noanucu RDP-thanna

YTto6bI BKMounTb Nognuce RDP-canna, Tpebyetca oTpegaktnpoBaTh pasgen Rdp danna koHdurypawumm

Core, KOTOpPbI HAXOQUTCA MO NYTU:

C:\inetpub\wwwroot\core — gna Windows

"Rdp": {
"UseRemoteApp": false,
"SignRdpFile": true,
"Certificate": "16c214ba7dec702a7ce5e4ac727502b0c0d448e2",

"Password":

}s

letc/indeed/indeed-pam/core — gnsa Linux

"Rdp": {
"UseRemoteApp": false,
"SignRdpFile": true,
"Certificate": "/etc/",
"Password": "1234"

}s

Cexkuunsa Rdp

e SignRdpFile — BkmnoyeHue nognucu RDP-ganna.
e Certificate — oTnevatok cepTudumkaTa unm NyTb 4O CaMOro ceptudgukaTa.

e Password — naposnb cepTudmkarta. 3anonHseTcs, ecnv B napameTpe Certificate Obin ykasaH nyTb

0o cepTudmkara.
Mocne pegakTnpoBaHus darna KoHurypaumm Tpebyetca nepesanyctutb KOMNOHEHT Core.
Windows

Mepesanyctutsb IIS



Linux

Mepentn B nanky /etc/indeed/indeed-pam:

cd /etc/indeed/indeed-pam
Mepe3anyctutb kKomnoHeHT Indeed PAM Core:

sudo docker compose -f docker-compose.management-server.yml up -d core --force-recreate
nnu

sudo docker-compose -f docker-compose.management-server.yml up -d core --force-recreate

HacTtpouka ceptucukarta

Onsa sBknoyeHns nognucn RDP-ganna TpebyeTtcs cepTudukart, BblAaHHbINA YOOCTOBEPSOLLMM LIEHTPOM

cepTudurKauunm.

(D NPUMEYAHUE

Bce gencrteus, onncaHHble HUXe, npoxogAT Ha cepBepe ynpaBrieHnd C YCTaHOBJIEHHbIM KOMIMOHEHTOM

Core.

Windows ¢ oTne4yaTkom

1. [lo6aBbTe cepTMduKaT B IMYHOE XPaHWUIULLE KOMMbIOTEPA.



2. OTkponTte MeHto cepTudmkata Bee 3apgaum (All Tasks) — YnpaBneHue 3aKpbITbIMU KITHOYaMuU

Izsued o Issued by Expiration Liate
?Egtwl&vdd.mm vdd-ADC-CA 412/2025
?@ gtw2d.vdd.com gtw2d.vdd.com 4/13/2024
?@idp.vdd.cnm idp.vdd.com 47772024
gd-ADC-CA 4/12/2025

Open

All Tasks * Open

Cut Request Certificate with Mew Key...

Copy Renew Certificate with Mew Key...

Lrae Manage Private Keys...

Properties Advanced Operations *

Help Export...

(Manage Private Keys...).

3. Haxmute [lo6aBuUThb... (Add...). B oTKpbIBLIEMCS OKHE HaxxmuTe Pa3meweHue... (Locations...),
BblbepuTe nokanbHbIM KoMmnbloTep — OK.

4. B none Beegute nus IS _ITUSRS — OK.

Select Users or Groups >

Select this object type:
|Usem. Groups, or Builtdn security principals | Object Types...

From this location:
|GTW28 || Locations...

Enter the object names to select (examples):
GTW2EIS (USRS Check Names

Advanced... Cancel

5. OTpegaktTnpynte dann KoHUrypaumm, ykasas oTnedatok ceptucumkarta 6e3 napons.

Linux ¢ umnopTtupoBaHuem Knro4da popmarte PFX

1. UmnopTtupynTe B Nnanky /etc/indeed/indeed-pam/keys/rdp-sign.pfx ceptudukar B hpopmate PFX ¢
NpVBaTHbBIM KIOYOM 1 Naporem.

2. OTpepakTupynte hbann KoHUrypauum, ykasas nyTb K cepTudumkaTy 1 naporib.

3. OTtpepaktupyinte cann letc/indeed/indeed-pam/docker-compose.management-server.yml go6asus
CTPOYKY
./keys/rdp-sign.pfx:/etc/indeed/indeed-pam/keys/rdp-sign.pfx B pa3gene core — volumes
ANA nepeHanpasneHns cepTugukara B KOHTENHep:



volumes:
- ./core/events:/var/lib/indeed/indeed-pam/events
- ./core/appsettings.json:/app/appsettings.json:ro
- ./keys/shared/protector:/etc/indeed/indeed-pam/keys/shared/protector:ro
- ./keys/core:/etc/indeed/indeed-pam/keys/core:ro
- ./ca-certificates:/usr/local/share/ca-certificates:ro
- ./logs/core:/app/logs
- ./keys/rdp-sign.pfx:/etc/indeed/indeed-pam/keys/rdp-sign.pfx



HacTtpouka ogHopa3oBoOro napons no
Email

[aHHas dyHKUMA NO3BOMSIET Nony4vaTb BTOpon hakTop Yyepes nouty. MNouta 6epeTcsa us AaHHbIX y4ETHON

3anucu B Active Directory.

Ha Windows-cepBepe — nepengute B katanor C:\inetpub\wwwroot\idp v otpegaktupymnte

ann appsettings.json.

Ha Linux-cepepe — nepengute B katanor /etc/indeed/indeed-pam/idp n otpegaktupynte camnn

appsettings.json.

[NomeHsnTe TOTP Ha EMAIL .

Cekuus IdentitySettings

"IdentitySettings": {

"SecondFaType": "TOTP",

Cekuunsa Smtp

"Smtp": {
"Address": "PAM_SMTP_ADDRESS",
"Port": 587,
"SenderAddress": "PAM_SMTP_SENDER_ADDRESS",
"Username": "PAM_SMTP_USERNAME",
"Password": "",
"EncryptionMethod": "TLS"

"AllowedSs1Protocols": "Tls12,T1s13"

e Address — agpec SMTP cepsepa.
e Port — nopt SMTP cepsepa.

e SenderAddress — agpec, ¢ KOTOporo 6yaeT oTnpaBneHo NUCbMO.



Username — JIOrMH AN aBTOpMU3aL N Ha cepBepe.
Password — naporb A5 aBTopu3auunmn Ha cepBepe(LumndpyeTcs).
EncryptionMethod — meTopg WndpoBaHus, nogaepxmeaetcs Tonbko TLS.

AllowedSslProtocols — nogaepxuBaemble Bepcun TLS.



BknoyeHue nepe3anycka KOHTEMHepPOB
cCepBUCOB NMPOKCHU

Docker-koHTerniHepam RDP Proxy, SSH Proxy n SQL Proxy Tpebyetcsa neprogmnyecknin nepesanyck
(poTauuns) ons yctpaHeHust 3¢peKkToB yTedkM namMaTu, NOTOKOB U AeckpuntopoB. B Indeed PAM aTo
peann3oBaHo cneuunarbHbIM CKPUMTOM, KOTOPbIM 3anyckaeTca asToMmaTu4eckm no pacnucaHuio. OctaHoBka

pabotbl PAM npu aToM He npoucxoguT (ceccum nornb3oBaTenen He NpepbiBakoTCs).
Mo ymonuyaHuto nepesanyck BbiktodeH. YTobbl ero BKNUNTb, TPebyeTcs BbINOMHUTL Creayowme eNCTBUS:

1. \3aMeHnTb 3Ha4YeHne napameTpa B canne KoHpurypaumm.
2. [NepeycTaHOBUTb KOMMOHEHTLI CepBepa 4OCTyna.

3. MNepesanycTntb cepBep gocTyna.

BknioyeHune nepesanycka B panne
KOHdurypaumm

1. OTkpownTe pann ./scripts/ansible/vars.yml.
2. B cekummn proxy_recycling nomMeHanTe 3HadYeHue napameTpa enabled C false Ha true.

3. MepexoamnTe K nepeycTaHOBKE KOMMNOHEHTOB cepBepa AocTyna.

A NMPEOYNPEXOEHUE

Mpun ncnonb3oBaHun Ha cepepe goctyna SELinux B pexxume Enforcing Bam notpebyeTcsa Bpy4Hyto
006aBUTb KOHTEKCT ANs CKpMNTa, Bbl yBUANTE coobLueHne 06 aToMm:

TASK [Wal"n about SELinUX mode] 3k 3k 3k 3k 3k 3k Sk sk sk sk Sk Sk sk ok ok ok sk sk sk sk ok sk ok kK

msg:

'Warning: SELinux is in enforcing mode. Add script context manually:'

semanage fcontext -a -t bin_t /etc/indeed/indeed-pam/scripts/recycle-proxy.sh &&
restorecon -Fv /etc/indeed/indeed-pam/scripts/recycle-proxy.sh

[MoaToMy BbINOMHUTE CreayHoLLY0 KOMaHAy:



semanage fcontext -a -t bin_t /etc/indeed/indeed-pam/scripts/recycle-proxy.sh &&
restorecon -Fv /etc/indeed/indeed-pam/scripts/recycle-proxy.sh

JononHutenbHbIe HACTPOUKU

B daiine ./scripts/ansible/vars.yml, B cexummn proxy_recycling €CTb €Lle HECKOIbKO NapameTpoB. YKaxute

NX 3Ha4YeHUs (ONUMOHANbHO) U UCMONb3YNTE 3HAYEHUS NO YMOSTYAHWIO.

replicas — KonuyecTBo Master-pennuk (aKTMBHbIX PENIMK, KOTOPbIE MPUHMMALOT coeanHeHust). Mo

ymosn4daHuio 1.

proxies — Tunbl NPOKCKU, ANSA KOTOPbIX OyAeT BbINONMHATLCA nepesanyck. NpeacraBnsaeT na cebs
mMaccuB. 1o ymonyaHnuio [rdp,ssh].
e rotation_hours — Bpems poTauuu pennuk B Yacax. o ymonyaHuio 168.

e session_hours — MakcuMMarnbHas OfMTENbHOCTb CECCUM B Yacax AN pensinmkv B COCTOSSHUM DRAIN
(korga cepBep He NPUHUMAET HOBblE COeAMHEHNS, HO obpabaTbiBaeT cyuwecTtBytowme). o ymonyaHuto

24.

MepeycTaHOBKa KOMMOHEHTOB cepBepa AoCcTyna

/\ NPEAYNPEXOEHUE

Bo Bpemsi nepeycTtaHOBKM KOMNOHEHTOB cepBepa goctyna PAM Oyaet HegocTyneH. Bece Tekywime

ceccnm 6y,qu npepBaHbI.

1. Ecnu BbinonHeHbl HacTponkn 6esonacHoctn CIS Benchmark Docker, To 3anyctute ckpunT yCTaHOBKM

KOMaHOoMn:
sudo bash run-deploy.sh

Ecnu He BbinonHeHbl HacTporku 6eszonacHoctu CIS Benchmark Docker, To 3anyctute ckpunt

YCTaHOBKM KOMaHOon:

sudo bash run-deploy.sh --bench-skip


http://localhost:3000/privileged-access-manager/3.1/system-requirements/linux-environment/#cis-benchmark
http://localhost:3000/privileged-access-manager/3.1/system-requirements/linux-environment/#cis-benchmark

2. Ha artane Enter target IP Haxxmnte ENTER.
3. MNpwu 3anpoce BBeAMTE MMSA NOKanbHOro Nonb3oBaTtens ¢ npasamu sudo (Hanpumep, root) 1 ero naporb.
4. loxxanmTecb OKOHYaHUS YCTaHOBKMW.

() UH®OPMALUSA

Ecnu ckpunT npepBancs ¢ ownbkon, To oTnNpaBbTe harn C ioramm B TEXHUYECKYHO MOOLEPXKKY.

5. MepexoaunTe Kk nepesanycky cepeepa ocTyna.

MNepesanyck cepBepa Aoctyna

/\ MPEOYNPEXOEHUE

3anyckante komaHabl 13 nanku /etc/indeed/indeed-pam.
[nsa nepesanycka KOMMNOHEHTOB cepBepa goctyna Indeed PAM mncnonb3ynte criegytowmne KoMmaHabl:

sudo docker compose -f docker-compose.access-server.yml down
sudo docker compose -f docker-compose.access-server.yml up -d

nnn

sudo docker-compose -f docker-compose.access-server.yml down
sudo docker-compose -f docker-compose.access-server.yml up -d

NMpumep nepesanycka komnoHeHTa RDP Proxy
sudo docker compose -f docker-compose.access-server.yml up -d rdp-proxy --force-recreate
nunu

sudo docker-compose -f docker-compose.access-server.yml up -d rdp-proxy --force-recreate


http://localhost:3000/privileged-access-manager/3.1/problem-solving/configuring-and-collecting-logs/

NMpumep nepesanycka komnoHeHTa SSH Proxy

sudo docker compose -f docker-compose.access-server.yml up -d
nnn

sudo docker-compose -f docker-compose.access-server.yml up -d

NMpumep nepesanycka komrnoHeHTa SQL Proxy

sudo docker compose -f docker-compose.access-server.yml up -d

nnn

sudo docker-compose -f docker-compose.access-server.yml up -d

ssh-proxy --force-recreate

ssh-proxy --force-recreate

sql-proxy --force-recreate

sql-proxy --force-recreate



UHTerpaumsa co CTOPOHHUMMU
KaTanoramm nonb3oBaTeneu

Ha aton cTpaHuue onncaHo, kKak HacTpouTb MHTerpaunto npogykta Indeed PAM ¢ katanoramu
nonb3oBatenen Active Directory, FreelPA, OpenLDAP n ALD Pro.

[na nameHeHna napaMeTpoB YTEHUA KaTariora nonb3oBaTtesnemn Tpe6yeTc;| oTpeaakTnpoBaTb CeKUnto

UserCatalog B KOHMUrypaumoHHbIX dannax Core u ldp.

MyTb po ¢pamna koHcdurypaumm Core:

Windows C:\inetpub\wwwroot\core\appsettings.json

Linux /etc/indeed/indeed-pam/core/appsettings.json

MyTb po cpanna koHdpurypaumm IdP:

Windows C:\inetpub\wwwroot\idp\appsettings.json

Linux /etc/indeed/indeed-pam/idp/appsettings.json

HacTtpownka nuterpauum c Active Directory

daninbl KOHUrypawumm nsHayanbHO cogepxaTt HacTponkn ans nHterpaumm ¢ Active Directory,

AOMOSNHUTENbHBIX N3MEHEHUI He TpebyeTcs.

HacTpouka noucka nonb3oBaTtesien B rpynne 6e3onacHoCcTu

[na HacTpomkn nomncka nosb3oBartesnien U3 onpeaeneHHon rpynnel 6esonacHocTn TpebyeTca HaCTPOUTb

napameTp CatalogFilter.

Mpumep HacTpoKrkK NapameTpa AN OAHOM rpynnbl 6e3onacHoCcTU



"CatalogFilter": "memberOf=cn=Admins,CN=Builtin,DC=vdd,DC=com"

Mpumep HACTPOMKK ANt HECKONbKUX rpynn 6e3onacHocTn

"CatalogFilter": "(|(memberOf=cn=Admins,CN=Builtin,DC=vdd,DC=com)
(memberOf=cn=PrivelledgeAccounts,OU=Groups,DC=vdd,DC=com)
(memberOf=cn=Admins1,0U=PAMUsers,DC=vdd,DC=com) )"

I'Ipumep HaCTpoleM AnsA HEeCKOJIbKUX rpynn Oe3onacHocTH npu cepBepe yrpaBrieHUA Ha Linux

"CatalogFilter": "CatalogFilter":"|
(memberof=CN=PAM_USERS,CN=Builtin,DC=mii,DC=local,DC=com)
(memberof=CN=Test,CN=Builtin,DC=mii,DC=local,DC=com)"

I'IapameTp ContainerPath Takke OOMKEH ObITb 3aMOMHEH, T.K. CYUTLIBATLCA 6y,u,yT TOJbKO TE

nonb3oBaTenu, Kotopble cocToAaT B OU, KOTOPLIN Bbl yKa3anu B 3Ha4eHun napametpa CatalogFilter.

¥ [1pumep 3anonHeHHon cekumn UserCatalog ¢ ykasaHuem rpynnbl 6e3onacHoCTum

"UserCatalog": {
"RootProvider": "ad",
"Providers": {

"ActiveDirectory": [

{

"Id": "ad",

"ConnectorType": "Ldap",

"Domain": "indeed.test",

"Port": "636",

"AuthType": "Basic",

"SecureSocketLayer": true,
12 "ContainerPath": "DC=indeed,DC=test",
13 "CatalogFilter":

"memberOf=cn=SecurityGroup,OU=PAMUsers,DC=indeed,DC=test"
"UserName": "IPAMADReadOps@indeed.test",
"Password": "qwel23",

"UserMapRules": {
"Settings": [
{




"Category": "person",
"Class": "user”

[lononHuTenbHY MHGOPMAaLIMIO MO HACcTPolike NapameTpa CatalogFilter MOXHO NMpoynTaTh B

AokymeHTaunn Microsoft.

HacTtpouka nHTerpauum c Freelpa nnu AldPro

[na HacTponkn nHTerpauum ¢ katanorom nosnws3osarenen FreelPA unu AldPro nonb3oBarenu kaTtanora
OOMKHbI UMETL criegytoLme aTpubyTol:

e entryUUID unn ipaUniquelD
e cn

e entryDn

e ipaNTSecurityIdentifier

e krbPrincipalName

e uid

v [lpumep 3anonHeHHon cekumn UserCatalog ansa katanora nons3osatenen FreelPA nnu AldPro

{
"Id": "ad",
"ConnectorType": "Ldap",
"LdapServerType": "FreeIpa", uug I &0 ! Zt 7 #$ 1 %8S" ! Zt "
"Domain": "ald.sup", uue 3 " ! "I MI&S 8
"Port": 389, uupuv 3 #" 2+ 1 3 #" Y sps 3 #" 2+ 1 3 #"
"AuthType": "Basic",
"SecureSocketLayer": false, uu”fZ+f 3 #" 2+ 1 3 #" Y-—"—=+ 3

#" 2+ 1 3 #
"ContainerPath": "dc=ald,dc=sup”, uui'& " "!& ! $ # 0" &



https://social.technet.microsoft.com/wiki/contents/articles/5392.active-directory-ldap-syntax-filters.aspx

10 "UserName": "uid=pamread, cn=users,cn=accounts,dc=ald,dc=sup"”, uuo+ &/ i

3 " # "NV A 1 180 (" & Teo—<%osSET fefY 6 " ! &0 #%$
I +& ! Pty 1y & '&
11 "Password": "Qlw2e3r4", uui $" 0 6¢ 3 "W # o
12 "GroupMapRules": {
13 "Settings": [
14 {
15 "Category": "",
16 "Class": "ipantgroupattrs"
17 }
18 1,
19 "Attributes": {
20 "Id": "ipaUniqueID",
21 "Name": "cn",
22 "SamAccountName": "cn",
23 "CanonicalName": "cn",
24 "DistinguishedName": "entryDn",
25 "SidBytes": "ipaNTSecurityIdentifier"
26 }
27 ¥
28 "UserMapRules": {
29 "Settings": [
30 {
31 "Category": "",
32 “"Class": "person"
33 }
34 1,
35 "Attributes": {
36 "Id": "ipaUniqueID",
37 "Name": "cn",
38 "PrincipalName": "krbPrincipalName",
39 "SamAccountName": "uid",
40 "DistinguishedName": "entryDn",
41 "SidBytes": "ipaNTSecurityIdentifier",
42 "ThumbnailPhoto": "jpegPhoto",
43 "JpegPhoto": "jpegPhoto"
44 }
45 }

46 }

Ecnu y nonb3osarenei katanora ectb atpubyT entryUUID U HeT aTpubyTta ipaUniqueID, TO B CEKLUAX
GroupMapRules n UserMapRules B pa3gene Attributes Tpebyetcs ynanute napametp "Id":

"ipaUniqueID".



Hactpouka nHTerpauum ¢ OpenLDAP

[ns HacTponkn nHTerpaumm ¢ katanorom nons3oBatenen OpenLDAP nonb3oBartenu katanora AOMKHbI
nmeTb cneayrowmne atpmbyThbl:

e Cn
e entryDn
e uid
v [1pumep 3anonHeHHon cekummn UserCatalog anga katanora nons3osatenen OpenLDAP

1 {

2 "Id": "oldap",

3 "ConnectorType": "Ldap",
4 "LdapServerType": "OpenLdap",
5 "Domain": "oldap.local", uue 3 " ! "I &T T "I&S 8

6 "Port": 389, uupuv 3 #" 2+ ! 3 #" Y sps 3 #" 2+ 1 3 #"

7 "AuthType": "Basic",

8 "SecureSocketlLayer": false, uu"fZef 3 #' 2+ ! 3 #" Y-"—4§ 3

#" 2+ 1 3 #"
9 "ContainerPath": "DC=oldap,DC=local", uui'& " "!1& ! $ #" 0" &
10 "UserName": "cn=IPAMADReadOps,dc=oldap,dc=1local"”, uuo+ &/ iy 3 "W #
a1t /80 ("$ & fe—%oaSET fetY 6¢ " ! 80 #$ I +& |
Py 1y & '&

11 "Password": "QWEqwel23", uui $" 0 6¢ 3 "W # "ol

12 "GroupMapRules": {

13 "Settings": [

14 {

15 "Category": "",

16 "Class": "groupOfUniqueNames"

17 }

18 1,

19 "Attributes": {

20 "Name": "cn",

21 "SamAccountName": "cn",

22 "CanonicalName": "cn",

23 "DistinguishedName": "entryDn",

24 "Members": "uniqueMember"

25 }

26 ¥

27 "UserMapRules": {




"Settings": [

{
"Category": "",
"Class": "inetOrgPerson"
}
1,
"Attributes": {
"Name": "cn",
"SamAccountName": "uid",
"DistinguishedName": "entryDn",

"ThumbnailPhoto": "photo",
"JpegPhoto": "photo"

HacTtpounka nHterpaumm ¢ HeCKOJNIbKUMM
KaTanoramum nonb3oBaTerneun

[na HaCTpOI7IKI/I MHTEerpaunm ¢ HeCKOJIbKUMU KaTanoramm nonb3oBaTenemn BbINOMHUTE cnegywuine nencTBus:

1. NomeHanTe 3Ha4yeHne napameTpa RootProvider Ha "orUCP".

2. B cekummn Ldap nepedncrnivte Yepes 3ansaTyto Katanoru nonb3oBartenen, ¢ KoTopbiM1M Heobxoauma
NHTerpauus. |d npoBangepoB He AOMKHbLI coBnaaaTh. |d npoBanaepos, ¢ KOTOpbIMKU 40 3Toro pabortan
PAM, He AOMmKHbI MEHATLCS.

3. [JobaBbTe cekuunio Or M3 NpUMepa HUXe, B KoTopon nponuwunTe |d cekumin nposangepos.

¥ [Mpumep cekunm UserCatalog, HacTpoeHHOM Ha paboTy ¢ ABYMS KaTanoramu nosnb3oBartenen

"UserCatalog": {

"RootProvider": "orUcCP",
"Providers": {
"Ldap": [
{
"Id": "ad",
"ConnectorType": "Ldap",
"LdapServerType": "ActiveDirectory",

"Domain": "indeed.test",




10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55

"Port": 636,
"AuthType": "Basic",
"SecureSocketLayer": true,
"ContainerPath": "OU=UsersPAM,DC=indeed,DC=test",
"UserName": "IPAMADReadOps@indeed.test",
"Password": "qwel23",
"UserMapRules": {
"Settings": [
{
"Category": "person",
"Class": "user”

"Id": "ipa",
"ConnectorType": "Ldap",
"LdapServerType": "Freelpa",
"Domain": "ipa.redos",
"Port": 389,
"AuthType": "Basic",
"SecureSocketLayer": false,
"ContainerPath": "DC=ipa,DC=redos",
"UserName": "uid=IPAMADReadOps,cn=users,cn=accounts,dc=ipa,dc=redos"”,
"Password": "qwel23",
"GroupMapRules": {
"Settings": [
{
"Category": "",
"Class": "ipantgroupattrs"
}

1,

"Attributes": {
"Name": "cn",
"SamAccountName": "cn",
"CanonicalName": "cn",
"DistinguishedName": "entryDn",

"SidBytes": "ipaNTSecurityIdentifier’
}

}s
"UserMapRules": {

"Settings": [
{

"Category": b
"Class": "person"




56 }

57 1,

58 "Attributes": {

59 "Name": "cn",

60 "PrincipalName": "krbPrincipalName",
61 "SamAccountName": "uid",

62 "DistinguishedName": "entryDn",
63 "SidBytes": "ipaNTSecurityIdentifier",
64 "ThumbnailPhoto": "jpegPhoto",
65 "JpegPhoto": "jpegPhoto"

66 }

67 }

68 }

69 1,

70 "or": [

71 {

72 "Id": "orucpP",

73 "Providers": {

74 "ad": {"IgnoreExceptions": true},

75 "ipa": {"IgnoreExceptions": true}

76 }

77 }

78 ]

79 }

80 }

v [pumep cekuumn UserCatalog, HacTpoeHHon Ha paboTy ¢ Tpems Katanoramu nosnib3oBaTternen

1 "UserCatalog": {

2 "RootProvider": "orUCP",

3 "Providers": {

4 "Ldap": [

5 {

6 "Id": "ad",

7 "ConnectorType": "Ldap",

8 "LdapServerType": "ActiveDirectory",
9 "Domain": "indeed.test",
10 "Port": 636,
11 "AuthType": "Basic",
12 "SecureSocketlLayer": true,
13 "ContainerPath": "OU=UsersPAM,DC=indeed,DC=test",

14 "UserName": "IPAMADReadOps@indeed.test",




15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60

"Password": "qwel23",
"UserMapRules": {

"Settings": [
{
"Category": "person",
“Class": "user"
}
]
}
¥
{
"Id": "ad2",
"ConnectorType": "Ldap",
"LdapServerType": "ActiveDirectory",
"Domain": "indeed2.test",
"Port": 636,
"AuthType": "Basic",
"SecureSocketLayer": true,
"ContainerPath": "OU=PAMUsers,DC=indeed2,DC=test",
"UserName": "IPAMADReadOps@indeed2.test",
"Password": "qwel23",
"UserMapRules": {
"Settings": [
{
"Category": "person",
"Class": "user"
}
]
}
¥
{
"Id": "ipa",

"ConnectorType": "Ldap",
"LdapServerType": "FreeIpa",
"Domain": "ipa.redos",
"Port": 389,
"AuthType": "Basic",
"SecureSocketLayer": false,
"ContainerPath": "DC=ipa,DC=redos",
"UserName": "uid=IPAMADReadOps,cn=users,cn=accounts,dc=ipa,dc=redos",
"Password": "qwel23",
"GroupMapRules": {
"Settings": [
{
"Category": "",
"Class": "ipantgroupattrs"




61 }

62 1,

63 "Attributes": {

64 "Name": "cn",

65 "SamAccountName": "cn",

66 "CanonicalName": "cn",

67 "DistinguishedName": "entryDn",

68 "SidBytes": "ipaNTSecurityIdentifier"
69 }

70 }s

71 "UserMapRules": {

72 "Settings": [

73 {

74 "Category": "",

75 "Class": "person"

76 }

77 1,

78 "Attributes": {

79 "Name": "cn",

80 "PrincipalName": "krbPrincipalName",
81 "SamAccountName": "uid",

82 "DistinguishedName": "entryDn",
83 "SidBytes": "ipaNTSecurityIdentifier",
84 "ThumbnailPhoto": "jpegPhoto",
85 "JpegPhoto": "jpegPhoto"

86 }

87 }

88 }

89 1,

90 "or": [

91 {

92 "Id": "orucp",

93 "Providers": {

94 "ad": {"IgnoreExceptions": true},

95 "ad2": {"IgnoreExceptions": true},

96 "ipa": {"IgnoreExceptions": true}

97 }

98 }

99 ]

100 }

101}




@ NMoaroroBka NFS-meanaxpaHunuwa

BbinonHuTe onucaHHble 3geck waru Ha cepeepe NFS

:[::\ Hactpoika PAM gnsa pa6otki ¢ NFS

BbinonHuTe onucaHHble 3aeck Wwarn Ha cepeepe PAM



http://localhost:3000/privileged-access-manager/3.1/setup/nfs-configuring/nfs-storage-preparation/
http://localhost:3000/privileged-access-manager/3.1/setup/nfs-configuring/pam-configuring-for-nfs-using/

NMoarotoBka NFS-megunaxpaHunuuia

RPM DEB

1. YcTaHOBUTE HEOOXOAUMbIE NaKeThbl:
sudo dnf install nfs-utils

2. 3anyctute cnyx6bl NFS-cepBepa:

sudo systemctl start nfs-server.service
sudo systemctl enable nfs-server.service
sudo systemctl status nfs-server.service

3. Co3panTe dpannoBbie cUCTEMbI ANA IKcnopTa unu oomeHa Ha cepBepe NFS u 3apanTe
Bnagenbua v rpynny:

sudo mkdir -p /mnt/data_storage/
sudo chown -R 23041:23041 /mnt/data_storage/

4. dkcnopTupynTe channoBblie cuctembl B pann kKoHdurypauum cepepa NFS — ut— uts ‘" —e,
4YTOObI ONpenenuUTb NokanbHble Pu3nyeckme pannoBbie CUCTEMbI, OCTYNHbIE ANSl KTTMEHTOB
NFS:

LWa6noH nytm

/mnt/data_storage/ <IP-agpec_knueHTa/ceTb/mMacka/*>
(rw,sync,all squash,anonuid=23041,anongid=23041)

Mpumep nyTn

/mnt/data_storage/ 192.168.131.0/24(rw,sync,all squash,anonuid=23041,anongid=23041)



5. Mocne BHeCeHUs U3AMEHEHUN, YTOObI OHWU BCTYNUIU B CUIY, BbINONIHUTE KOMaHAY:

sudo exportfs -arv

6. O6xoA BCTPOEHHbIX YTUNUT 6€30MacHOCTH:

B anctpubytmeax Ha ocHoBe RPM (Hanpumep, CentOS, RHEL, Fedora) ytunuta 6e3onacHocTu
SELinux moxeT 6nokupoBaTtb goctyn k NFS, ecnu oH He HacTpoeH LOMKHbIM 0Opasom.

o YTtobbl BpeMEHHO oTKNUNTL SELINUX ans tectupoBaHus:

sudo setenforce 0

o Yrtobbl HacTpouTb SELinux anga padotbl ¢ NFS:

sudo setsebool -P nfs_export_all rw 1
sudo setsebool -P nfs_export_all ro 1

Takke ybegutecsh, 4to firewall He GnokupyeT nopTel, Heobxoanmble ansa pabotel NFS. OTkponTe mx:

sudo firewall-cmd --permanent --add-service=nfs

sudo firewall-cmd --permanent --add-service=rpc-bind
sudo firewall-cmd --permanent --add-service=mountd
sudo firewall-cmd --reload



Hactpounka PAM ana pab6otbl ¢ NFS

Mepepn HacTponkon PAM gns pabotbl ¢ NFS TpebyeTcst BbINOMHUTL YCTAHOBKY M HacTporiky NFS-

MeamaxpaHunumiia.
Linux Windows

1. Co3panTe nanky AN MOHTUPOBaAHUA MeAuaxpaHuUnua Ha cepBepe. Takke MOXeTe UCnornb3oBaTb
roToBYylO narnky, Hanpumep, /etc/indeed/indeed-pam/media-temp.

sudo mkdir -p /mnt/pamstorage/

2. YctaHoBUTE KNUEHT Ansa MmoHTupoBaHuAa NFS:

o RPM:

sudo yum install nfs-utils
o DEB:

sudo apt install nfs-common

3. BbInONHUTE MOHTUPOBaHMe XpaHUnULia:

LLlabnoH komaHAbI

sudo mount -t nfs <fgdn_or_ip nfs_server>:/nyTb/no/meauxpanunuua /nyTb/no/nanku/
MOHTMpPOBAHMA

Mpumep KoMaHAbI

sudo mount -t nfs 192.168.131.200:/mnt/data_storage/ /mnt/pamstorage/


http://localhost:3000/privileged-access-manager/3.1/setup/nfs-configuring/nfs-storage-preparation/
http://localhost:3000/privileged-access-manager/3.1/setup/nfs-configuring/nfs-storage-preparation/

4. lo6aBLTE MOHTUPOBaHUE XpaHUNULLA B aBTO3anycCK:

YUTtobbl aBTOMaTnyeckn MoHTupoBaTb NFS npu ctapte cuctemsl, gobaBste 3anuck B dhann /etc/fstab:

LLlabnoH komaHAabI

<fgdn_or_ip nfs_server>:/nyTb/po/mMeguxpanunauvua /nyTb/A0/nanku/MOHTMpoOBaHUA nfs
defaults 0 ©

Mpumep danna:

Mpumep KoMaHAabI

192.168.131.200: /mnt/data_storage/ /mnt/pamstorage/ nfs defaults © ©

Ons NPOBEPKN MOHTUPOBAHUA BbINOJTHUTE KOMaHAY:

sudo mount

5. BHecuTe nameHeHus B cekuum volumes B docker-compose cannax ans Core n Gateway-

Service:

o Core: [NyTb oo dhanna Ha cepBepe ynpaeneHus: /etc/indeed/indeed-pam/docker-
compose.management-server.ymi

o Gateway-Service: NyTb 00 ¢hanina Ha cepBepe goctyna: /etc/indeed/indeed-pam/docker-

compose.access-server.yml

B cekumio volumes TpebyeTtcst 4O6aBUTb MyTb K MOHTUPOBAHHOMY XPaHUULLY:

- /nyTb/no/nanku/MoHTUMpoBaHuA: /mnt/storage:rw,z

Mpumep ansa Core

core:
image: nexus.indeed-id.hq:5050/pam/indeed-pam-core:${TAG}
container_name: pam-core
extends:



file: docker-compose.common-services.yml
service: base
pids_limit: 5000
depends_on:
- ca-certificates
- pgsql
environment:
- COMPlus_EnableDiagnostics=0
user: root
read_only: false
security opt:
- apparmor=pam-management
volumes:
- ./core/events:/var/lib/indeed/indeed-pam/events:rw,Z
./core/appsettings.json:/app/appsettings.json:ro,z

./keys/shared/protector:/etc/indeed/indeed-pam/keys/shared/protector:ro,z

./keys/core:/etc/indeed/indeed-pam/keys/core:ro,Z
./logs/core:/app/logs:rw,Z
/mnt/pamstorage:/mnt/storage:rw,z | 15 & "l& %" | 3
pam-core-temp-data:/var/lib/indeed/indeed-pam:rw
pam-ca-cert-store:${CERT_STORE}:ro
tmpfs:

- /tmp
networks:

- pam-core-network

- pam-ls-network

6. BHecuTe usmeHeHus B cekuum Storage KkoHcpurypaumoHHbix ¢pannos Core n Gateway-Service:

o Core: [NyTb A0 KOHUrypaumMoHHoro canna Ha cepBepe ynpaeneHus: /etc/indeed/indeed-
pam/core/appsettings.json

o Gateway-Service: NyTb 00 KOHGUrypaunoHHOro anna Ha cepsepe gocrtyna: /etc/indeed/indeed-
pam/gateway-service/appsettings.json

B o6oux cannax TpebyeTtcs ykasaTb NyTb 40 MOHTUPOBAHHOIO XpaHUNuLa:

"Storage": {
"Type": "FileSystem",
"Settings": {
"Root": "/mnt/storage"



7. NMepe3arpy3uTe KOHTEMHEpPbl C NOMOLLbLIO creaylolen KOMaHAabl:

sudo bash /etc/indeed/indeed-pam/scripts/run-pam.sh



N3meHeHUe KoHdurypaumm PAM

M3meHeHne KoHurypaumm Tekywen nHectannsaumm PAM BeINONHAETCA € NOMOLLbO MacTepa. [Ans
N3MeHeHNs KoHdUrypauum Bam noHagobutcs dann pe3epBHOM KOMUK, KOTOPLIN Oblf CreHepupoBaH BO

BpeM4A NpoLrioro ncnonb3oBaHUA MmacTtepa.

/\ NPEAYNPEXOEHUE

Bo Bpemsi usmeHeHus koHdpurypaumm PAM 6yaeTt HegocTyneH. Bee Tekylwime ceccum ByayT npepBaHbl.

3anyckK macrtepa

MacTep — 310 Be6-npunoxeHue, KOTopoe No3BONAET YCTaHOBUTb, OOHOBUTbL BEPCUIO NN U3MEHUTL
KoHpurypaumto Indeed PAM. MacTtep noctaensieTcsa B coctaBe anctpmnbytnea PAM. YTobbl ucnons3oBatb

macTtep, n0Tpe6yeTc;| 3anyCcTtuTb €ro B DOCker-KOHTeVIHepe C NoMoOLbKO cneynanbHOro ckpunta.

A NMPEOYNPEXOEHUE

MacTep gomxkeH 6bITb 3anyLLeH Ha TOM XOCTe, Ha KOTOPOM ByAeT YCTaHOBMNEH CepBEpP YNpaBreHns nnm
cepBep goctyna PAM, nHade npomsonget owmbka paboTbl mactepa.

1. 3arpysute n pacnakymte guctpmdytns PAM Ha Linux-maLumHy.

2. NomecTute ceptucukar yooctosepstowlero LeHtpa B IndeedPAM_3.0_RU\indeed-pam\state\ca-
certificates. 310 Tpebyetca ana koppekTHon padoTtel LDAPS. NMponyck aToro wara npuBeaeT K ounbke

paboTbl MacTepa.

3. 3anyctute mactep KOMaHOOoM:
sudo bash run-wizard.sh

4. [loxxamTechb BbINOSTHEHNSA CKpUNTA.

5. Mocne BbinonHeHus ckpunTa nepenante no URL, ykazaHHOMY B KOHCOIMMW.



6. B none Koa poctyna Beeante AutenticationCode, yKa3aHHbIN B KOHCOMY NOCHE BbINOMHEHUSA
cKkpunTa.

Mpumep koga: vVHyTVRyKX5pxUKM6el1ZgCWENOdXFdOy .

() MHOOPMALIMSA

Mo ymonyaHwmio kog OyaeT 3anpolleH CHoBa Yepes 2 Yaca, TO eCTb 3a 3TO BPEMS HYXHO yCneTb
BbINOMHUTb BCIO paboTy.

7. Haxxmnte Bontn n nepexogure k paboTte ¢ MacTepom.

CueHapun

1. Boibepute U3meHeHue koHpurypaumm PAM.

2. Haxmute Odanee.

¥ [ogpo6Hee 0 cueHapusax

MaCTep ncnorb3yeTcd And BbIMOJIHEHNA OOHOIo N3 TpeX CLUEeHapUeB:

e HoBasa nHctannauma PAM — yctaHoBka Indeed PAM.

o O6HoBneHne PAM — o6HoBreHue Bcex komnoHeHToB Indeed PAM go Hosou Bepcun. Hanpumep,
¢ 2.10 pgo 3.0. Bo Bpems ob6HoBneHns PAM bynet HegocTyneH. Bece Tekywme ceccum byayT

npepBaHbl.
¢ U3ameHeHue koHdurypauum PAM — BHeceHEe N3MEHEHUN B TEKYLLYIO MHcTannsuuio PAM.

Hanpumep, nameHeHune coctaBa xocTtoB. Bepcuss PAM octaHeTcs Tou xe. Bo BpeMsa 06HOBNEHUS
PAM 6ynet HegocTyneH. Bce Tekylwime ceccum ByayT npepBaHbl.

3arpy3ka hanna pesepBHON KONUMU

1. Mpunoxute cdann pesepBHON KONM1 U BBEAUTE NapOrib.
2. Haxxmute MNMpoBepuTb pe3epBHYHO KOMUIO.

3. lNocne ycnelwwHoro 3aBepLUeHNa NpoBepkn HaxmuTe danee.



N3meHeHMe npea3anorniHeHHbIX 3Ha4YeHUum
mMacTepa

Bnarogaps danny pesepBHOM KOMUX, KOTOPLIW Bbl 3arpy3unn Ha npegbigyLlem ware, B mactepe
npensanonHeHbl Nons ¢ HacTponkamu Bawen nHctannsauum Indeed PAM. ameHnTe Heobxoammble

napameTpbl U/Mnu cocTaB XOCTOB U NepexoanTe K cneayollemy atany obHosneHns PAM.
YuutbiBanTe psg orpaHUYeHnin:

e Ynanenune PAM c xocToB, KOTOpblE ObINN UCKIOYEHBbI N3 CMIUCKA XOCTOB, HE peann3oBaHO B MacTepe.

Ynanenne PAM € XOCTOB BbINOMHAETCSA BPY4YHYt0, 6€3 ncnonb3oBaHusa macTepa.
e [laponu, BOCCTaHOBMNEHHbIE U3 dharna pe3epBHOM KoMK, HEBO3MOXXHO NMOCMOTPETb. 3aMEHUTb Ha

ApYre MOXHO.

CoxpaHeHue panna pesepBHOU KONUMU

Ha atom ware Bam notpebyeTcs ckadaTb HOBbIN hanin pe3epBHOM KONUK, KOTOPbIN NOTpebyeTcst Bam npu
cneaywouwem obHosneHnn PAM Ha HOBYIO BEPCUIO UK AN U3MEHEHUS KOHUrypaLuumn TeKyLLen Bepcum
PAM.

1. 3agavite naponb ANs pe3epBHOM KON MacTtepa.
2. Haxxmute CkayaTb pe3epBHYHO KOMUIO.

3. Haxxmute Janee ana nepexona K cnegyrollemy Lwary macrepa.

U3ameHeHne KoHurypauum PAM

A NPEAYNPEXOEHUWE

Bo Bpemsi npumeHeHus namenennn PAM 6ynet HeqocTyneH. Bece Tekywme ceccum ByayT npepBaHbl.
1. Ansa nepekntoyatens Cnocob nameHeHnsa koHdurypauum Boibepute 3HavyeHe U3 mactepa.

2. Haxxmute NMPUMEeHNUTb N3MEeHEeHuA.

3. OTcnexvBanTe NpoLecc NpUMEHEHNsST UIAMEHEHUI C NOMOLLIO Nporpecc-6apa. [oxantecb

3aBepLieHnAa npuMmeHeHns N3MEHEHWNI.



() MHDOPMALIMSA

dannbl ¢ norammn HaxoasaTca no cneaytowemy nyti: IndeedPAM_3.0_RU/indeed-pam/logs/.

B cnyyae BO3HWKHOBEHMS! OLLUMGKM NPOCMOTPUTE 3TK dhaiinbl U Npu HeoBXoauMMOCTN obpaTuTech 3a

MOMOLLbIO MO UCMPaBIEHMIO OLLUMOKM B TEXHUYECKYIO NOAOEPXKKY.

4. MNocne 3aBepLueHnAa npuMmMmeHeHnA N3MEHEHUN HaXXMNTE 3aBepLI.IMTb pa60Ty MacTepa uUin BbINOJIHNTE

crieflyloLLyo KoMaHay B TepMUHane:

sudo bash stop-wizard.sh


http://localhost:3000/privileged-access-manager/3.1/problem-solving/tech-support/

E@E‘ Pe3epBHble Y4eTHble 3anucun

BbigenuTte pesepBHYL0 YYETHYHO 3anuch Ans Kax4oro pecypca

l LLindbpoBaHMe naponeun u cekpeTos

3awndpynte darnbl KOHUrypaLm Nocne OKOHYaHUs HaCTPOMKM MHCTanAsaLmMm

SU| ®dunsrpaums npoueccos n ®C

[ob6aBbTe pa3pelLeHHble Ang 3anycka npouecchl B hann KoHdurypauum processprotection.settings.json (onunoHansHO)

‘ §0p i LLincdpoBaHme maTepuanoB ceccum

O3HakoMbTeCh C MHbopMaUnel o LWKdpPOoBaHUM MaTeEpPUanoB Ceccum

|
—i—‘?‘ Monutukn GesonacHocTU cepBepa AocTyna

MmnopTtupynte Habop pekoMeHAyeMbIX NOMUTUK Ha cepBep AoCTyna



http://localhost:3000/privileged-access-manager/3.1/security-recommendations/backup-accounts/
http://localhost:3000/privileged-access-manager/3.1/security-recommendations/security-of-passwords-and-secret-keys/
http://localhost:3000/privileged-access-manager/3.1/security-recommendations/process-filtering-and-file-security/
http://localhost:3000/privileged-access-manager/3.1/security-recommendations/session-logs-encryption/
http://localhost:3000/privileged-access-manager/3.1/security-recommendations/access-server-security-policy/
http://localhost:3000/privileged-access-manager/3.1/security-recommendations/access-server-security-settings/

'_—°_°'..| -
%‘ HacTpownkn 6e3onacHocTu cepBepa gocTtyna

MpumMeHnTe HeobxoanMble HACTPOKKM 6e30NacHOCTM Ha cepBepe AoCTyna

‘i CmeHa kntova wudpoBaHus b1 PAM

CwmeHuTe KoY LLIVId)pOBaHVIﬂ B Clty4ae ero komnpomertauum



http://localhost:3000/privileged-access-manager/3.1/security-recommendations/access-server-security-settings/
http://localhost:3000/privileged-access-manager/3.1/security-recommendations/access-server-security-settings/
http://localhost:3000/privileged-access-manager/3.1/security-recommendations/db-encryption-key-changing/

Pe3epBHble y4YeTHbIe 3anucu

Basa gaHHbix 1 cepsuc Indeed PAM Core — 310 Kputnyeckue anemeHThbl. [NoBpexaeHne 6asbl AaHHbIX Un
OoTKa3 cepBuca NpuUBEOET K NOTepe JOCTYNa K pecypcaM, Tak Kak napornuv y4eTHbIX 3anncen HeU3BeCTHbI

KOHEYHbIM norib3oBaTtendm n agMMHUCTpaTopam.

[MoaToMy pekomeHayeTcsa ANis KaXaoro pecypca BblAENUTb PE3EPBHYIO YYETHYIO 3annChb C NpaBamm
nokanbHoro agMmnHuctpatopa (OC Windows) unu ¢ npaBamu Ha BbinofniHeHne komangbl SUDO (OC *nix).
HasHaybTe ynonHOMOYEeHHOro COTpyAHMKa, KOTOPbI ByaeT oTBevaTb 3a COXPAHHOCTb PE3EPBHbIX YYETHbIX

3anucen n naponemn.

OTa Mepa no3BOJINT BOCCTaHOBUTbL AOCTYN K peCypCaM B Clty4vae Bbixoda U3 CTPOA 0asbl AaHHbIX Unn

cepsuca.



LUndpoBaHue naponen n cekpetoB

Mo ymonyaHuio BoO BpeMsi YCTaAHOBKM KOMMOHEHTOB NPOUCXOANT aBTOMaTn4eckoe WwnposaHue annos

KOH(bI/IpraLWII/I AN OOMONHUTESTbHOM 3aLUTbl CUCTEMBbI.

Bo Bpems paboTbl ¢ cuctemon MoxeT notTpeboBaTbCsa pefakTupoBaHme hannoB KOHUrypawumm.
PepgakTtnpoBaTb MOXHO TOMbKO paclumndpoBaHHbie dannbl. lNocne BHeCeHNa BCeX HEOOXOANMbIX MPaBokK

TpebyeTcs cHoBa 3alumdpoBaTb hannbl KOHPUrypaumm.
OTO MOXHO cenatb C MOMOLLbIO yTuUnuThl Ha Windows nnu ckpunta Ha Linux.

LWndposaHmio noanexar KoHUrypaumnmoHHbele gannsl komrnoHeHTos Core, IdP, ProxyApp u Log Server.

YTunuta Ha Windows

CHATHne wndpoBaHusa

1. Nepengute B kKatanor ¢ guctpmudytnsom PAM no nytn IndeedPAM_3.1_RU\indeed-pam-

tools\configuration-protector\.
2. 3anyctute PowerShell oT umeHn agmuHucTparopa.
3. BbeinonHuTe ogHy M3 KOMaHA ANst CHATUS LWUNGPOBaHUS.

o CHaTMe WwnpoBaHus Co Bcex hannoB KOHpUrypaLmm, pacnofoXeHHbIX B CTaHOAPTHbIX

ANPEKTOPUSAX:

.\Pam.Tools.Configuration.Protector.exe unprotect

() UH®OPMALUSA

CranpapTHOW OANpeKTopUen hansios KOHUrypaunmn SBnaeTcsa AupekTopus

C:\inetpub\wwwroot\ums_komnoHeHTa\appsettings.json.

o CHATMe WwnpoBaHus ¢ hannos KOHPUrypaunm oTaenbHbIX KOMMNOHEHTOB:



.\Pam.Tools.Configuration.Protector.exe unprotect --component Uma_xkomnoHeHTa
Hanpumep:
.\Pam.Tools.Configuration.Protector.exe unprotect --component core

o CHsaATMe wndpoBaHus ¢ danna, pacrnonoXeHHOro BHE CTaHA4APTHOW ANPEKTOPUN:

.\Pam.Tools.Configuration.Protector.exe unprotect --component Uma_xkomnoHeHTa --
file "nyTb_k_danny"

Hanpumep:

.\Pam.Tools.Configuration.Protector.exe unprotect --component Core --file
"C:\inetpub\wwwroot\core\appsettings.json"

() UH®OPMALINSA

NonyckaeTcs yka3aTb NyTb Ge3 KaBblYeK, ECIN OH HE COAEPXUT NPOGENOB.

LlUndgpoBaHne

1. Nepengnte B katanor ¢ guctpmudytnsom PAM no nytn IndeedPAM_3.1_RU\indeed-pam-
tools\configuration-protector\.

2. 3anyctute PowerShell oT umeHn agmuHucTparopa.
3. BbinonHuTte ogHy U3 KomaHa Ans wudpoBaHus.

o LUndgppoBaHue Bcex ainnos KOHUrypaLmmn, pacronoXeHHbIX B CTaHAAPTHLIX OUPEKTOPUSIX:

.\Pam.Tools.Configuration.Protector.exe protect

() MH®OPMALSA



CtaHgapTHON gupekTopuen annoB KOHUrypaumm SBnseTca QUpeKTopus
C:\inetpub\wwwroot\umsi_komnoHeHTa\appsettings.json.

o WndposaHne dannos koHPUrypauunmn otaenbHbIX KOMMNOHEHTOB:
.\Pam.Tools.Configuration.Protector.exe protect --component WmAa_komMnoHeHTa
Hanpumep:
.\Pam.Tools.Configuration.Protector.exe protect --component core
o WndposaHne aina, pacnonoxxeHHOro BHe cTaHAapTHOW OUPEKTOPUMN:

.\Pam.Tools.Configuration.Protector.exe protect --component WUma_komnoHeHTa --
file "nyTb_k_danny"

Hanpumep:

.\Pam.Tools.Configuration.Protector.exe protect --component Core --file
"C:\inetpub\wwwroot\core\appsettings.json"

() UH®OPMALINSA

[onyckaeTtca ykasaTb NyTb 6€3 KaBbl4YeK, ECIY OH HE CoaepXXunT Npobenos.

CkpunT Ha Linux

CHATMe wundpoBaHua

1. Mepenante B anpekTopmto ¢ hannom npoTekTopa:
cd /etc/indeed/indeed-pam/tools

2. Boinonnute OAHY U3 KOMaHA AnA CHATUA LLIVI(prBaHIAFI.



o CHATUe WwndpoBaHMsa CO Bcex pansioB KOHUrypaumm, pacnosioXXeHHbIX B CTaHAAPTHbIX
ANPEKTOPUAX:

bash protector.sh unprotect

o CHaTtme wndpoBaHus ¢ hannoB KOHUrypaumm otaenbHbIX KOMNOHEHTOB:
bash protector.sh unprotect -component WMsa_KoMnoHeHTa

Hanpumep:
bash protector.sh unprotect -component core
LUndppoBaHune
1. Mepenante B ANpEKTOpUIO C hansiom npoTekTopa:
cd /etc/indeed/indeed-pam/tools

2. BbInonHuTte oHy U3 KoMaHa Ans WwudpoBaHus.

o WndpoeaHne Bcex hannos KOHMUrypaumm, pacrnofnoXeHHbIX B CTaHOAPTHLIX ANPEKTOPUSX:
bash protector.sh protect
o WndposaHne dannos koHPUrypauunmn otaenbHbIX KOMMNOHEHTOB:
bash protector.sh protect -component Wma_KomnoHeHTa
Hanpuwmep:

bash protector.sh protect -component core



O mexaHname wundpoBaHUs

LndpposaHme kKoHpUrypaumoHHbIx hannos (KputnyHbix annos) Indeed PAM BbInonHSETCS Npy NOMOLLN
kntova wndpposaHusa AES-256 creHepuposaHHoro Data Protection API. Kntou coxpaHseTcsa Ha cepBepe

Indeed PAM n gononnuteneHo wngpyetca Windows Data Protection API.
PacnonoxeHue knova:

¢ OC Windows Server — %ProgramData%\Indeed\Keys
¢ OC Linux — /etc/indeed/indeed-pam/keys

[MpaBo Ha Mcnonb3oBaHWE OUPEKTOPUM NpeaocTaBnaeTcs Tonbko npunoxeHnam Indeed PAM.



dunesrpaumnsa npoueccoB n C

3an peT 3anyCKa npoueccoB

Ans PAM Gateway peanu3oBaH MexaH13M 3anpeTa 3anycka NpoLEeCCOB MOofb30BaTENSAMM.

|-|pl/1 KaXXOoM 3anycke rnpouecca BbIMONMHAETCA pAad npoBEpPOK. 3anyC|< npouecca pa3peLlleH, ecrim XoTsd Obl

ofHa 13 NpoBEepPOK NponaeHa:

o Ecnu nonb3oBartenb 3TO0 LOCAL_SYSTEM, LOCAL_SERVICE mnu NETWORK SERVICE.
» Ecnu nonb3oBaTtenb ABNsSieTCs agMUHUCTpaTopoM Ha cepeepe RDS.

e Ecnun pogntenbckum npoueccom siBAAETCA O4MH U3 N3BECTHbIX CUCTEMHbIX (SVChOSt . exe|,

winlogon.exe, userinit.exe, rdpinit.exe)

o CtapT npouecca paspelleH B KOHpuUrypaumoHHoM dpanne processprotection.settings.json.
Ecnn H1 ogHa 13 npoBepoK He NponaeHa, To 3anyck npouecca 3anpeLLleH.

KoHdurypauma paspeLueHHbIX NpoLeccoB HacTpamBaeTcs B dpanne:
C:\Program Files\Indeed\Indeed

PAM\Gateway\ProcessCreateHook\processprotection.settings.json

Mpumep c¢anna processprotection.settings.json

"BlackListRules": [
{

"Comment": "Common, iexplore from shortcut",

"ParentProcessPaths": [
"C:\\Windows\\System32\\svchost.exe"

1,

"ApplicationPaths": [
"C:\\Program Files\\Internet Explorer\\IEXPLORE.EXE",
"C:\\Program Files (x86)\\Internet Explorer\\IEXPLORE.EXE"

}
15

"WhitelListRules": [
{



17
18
19

20
21
22
23
24
25
26
27
28
29
30
31
32
33

34
35
36
37
38
39
40
41
42
43

44
45
46
47
48
49

50

51
52
53

54
55
56

"Comment": "Common, record video",
"ParentProcessPaths": [
"C:\\Program Files\\Indeed\\Indeed
PAM\\Gateway\\ProxyApp\\Pam.Proxy.App.exe"

1,
"ApplicationPaths": [

"C:\\Program Files\\Indeed\\Indeed PAM\\Gateway\\ProxyApp\\ffmpeg.exe",
"C:\\Program Files\\Indeed\\Indeed PAM\\Gateway\\ProxyApp\\ffprobe.exe"

“Comment": "Common, UserInit process"”,

"ParentProcessPaths": [
"C:\\Windows\\System32\\userinit.exe"

1,

"ApplicationPaths": [
"C:\\Windows\\system32\\rdpinit.exe",
"C:\\Program Files\\Indeed\\Indeed

PAM\\Gateway\\ProxyApp\\Pam.Proxy.App.exe"

]
}s
{

"Comment": "Common, RdpInit process",

"ParentProcessPaths": [
"C:\\Windows\\system32\\rdpinit.exe"

1,

"ApplicationPaths": [
"C:\\Windows\\system32\\rdpshell.exe",
"C:\\Program Files\\Indeed\\Indeed

PAM\\Gateway\\ProxyApp\\Pam.Proxy.App.exe"

]

¥
{

"Comment": "Common, start WebView for authentication on IDP",

"ParentProcessPaths": [
"C:\\Program Files\\Indeed\\Indeed
PAM\\Gateway\\ProxyApp\\Pam.Proxy.App.exe",
"C:\\Program Files\\Indeed\\Indeed

PAM\\Gateway\\ProxyApp\\Microsoft.WebView2.FixedVersionRuntime\\msedgewebview2.exe"

1,
"ApplicationPaths™: [

"C:\\Program Files\\Indeed\\Indeed

PAM\\Gateway\\ProxyApp\\Microsoft.WebView2.FixedVersionRuntime\\msedgewebview2.exe"

]
}s
{



"Comment": "RDP",
"ParentProcessPaths": [
"C:\\Program Files\\Indeed\\Indeed
PAM\\Gateway\\ProxyApp\\Pam.Proxy.App.exe"

1,
"ApplicationPaths": [

"C:\\Windows\\system32\\mstsc.exe",
"C:\\Windows\\SysWOW64\\mstsc.exe"

]
}s
{

"Comment": "SSH",
"ParentProcessPaths": [
"C:\\Program Files\\Indeed\\Indeed
PAM\\Gateway\\ProxyApp\\Pam.Proxy.App.exe"

1,
"ApplicationPaths": [

"C:\\Program Files\\Indeed\\Indeed PAM\\Gateway\\SshClient\\Pam.Putty.exe"

e BlackListRules — npaBuna gnsa 3anpeLueHHbIX NpoLeccoB.

e WhitelListRules — npaBuia ansa paspeLleHHbIX NpoLecCcoB.
MapameTpbl NpaBun:

e Comment — KOMMEHTapwWii Ansi npasuna.
e ApplicationPaths — nyTu 4o UCMONHAEMBbIX DainoB, KOTOPbIE MOXHO 3anycKaTb.

e ParentProcessPaths — nyTu 0o ncnonHsembix hannos, NPOLECChl KOTOPbIX MOTYT 3anyckaTb

npunoxeHunsa n3 ApplicationPaths.

3awmTa KpUTUYHbIX bannos

Ona PAM Gateway peanvsoBaH MexaHW3M pasrpaHuyeHus npas Ang gocTyna K pannam Ha ypoBHe

NPOLECCoB.

Monb3oBaTtenu fokanbHOWM rpynnbl a4MUHUCTPATOPOB MMEIKT AOCTYN K MobbiM dhainnam ns nobbix

npoueccoB. OcTanbHble NONb30BaTENN MOrYT OTKPbIBaTh ftobble dhansibl U3 NbbIX NPOLEeCcCoB, KPOMe



ys13BMMbIX pannoB. [Ans ys3BMMbIX hanroB BbINOMHAETCA NpoBepKa npouecca: ecnm npouecc HaxoauTcs B
CMUCKe paspeLLeHHbIX, TO OCTYN pa3peluaeTcs, Havye — 3anpeLlaeTcs.

KoHdurypauma sawmtel ya3sumbiX bannosB HacTpameBaeTcs B hanne:

C:\Program Files\Indeed\Indeed PAM\Gateway\Service\filesprotection.settings.json

Mo ymonyaHuio B KOHUrypaumoHHbI hann gobasneHbl ya3sumble annsl PAM, gononHuTtenbHas
HacTponka He TpebyeTcs.

Mpumep canna filesprotection.settings.json

1 {

2 "VulnerableFiles": [

3 {

4 "Path": "C:\\Program Files\\Indeed\\Indeed
PAM\\Gateway\\ProxyApp\\appsettings.json",

5 "AllowedProcesses": [

6 "C:\\Program Files\\Indeed\\Indeed
PAM\\Gateway\\ProxyApp\\Pam.Proxy.App.exe"

]

¥
{
10 "Path": "C:\\ProgramData\\Indeed\\Indeed PAM\\SessionTemp\\RDP",
11 "AllowedProcesses": [
12 "C:\\Program Files\\Indeed\\Indeed
PAM\\Gateway\\ProxyApp\\Pam.Proxy.App.exe",
13 "C:\\Windows\\System32\\mstsc.exe",
14 "C:\\Windows\\SysWOW64\\mstsc.exe"
15 ]
16 ¥
17 {
18 "Path": "C:\\ProgramData\\Indeed\\Indeed PAM\\SessionTemp\\SSH",
19 "AllowedProcesses": [
20 "C:\\Program Files\\Indeed\\Indeed
PAM\\Gateway\\ProxyApp\\Pam.Proxy.App.exe",
21 "C:\\Program Files\\Indeed\\Indeed PAM\\Gateway\\SshClient\\Pam.Putty.exe"
22 ]
23 ¥
24 {
25 "Path": "C:\\ProgramData\\Indeed\\Indeed PAM\\SessionTemp\\Video",
26 "AllowedProcesses": [
27 "C:\\Program Files\\Indeed\\Indeed

PAM\\Gateway\\ProxyApp\\Pam.Proxy.App.exe",
28 "C:\\Program Files\\Indeed\\Indeed PAM\\Gateway\\ProxyApp\\ffmpeg.exe",



29 "C:\\Program Files\\Indeed\\Indeed PAM\\Gateway\\ProxyApp\\ffprobe.exe"

30 ]
31 bs
32 {
B8 "Path": "C:\\ProgramData\\Indeed\\Indeed PAM\\PamStorage",
34 "AllowedProcesses": [
35 "C:\\Program Files\\Indeed\\Indeed
PAM\\Gateway\\ProxyApp\\Pam.Proxy.App.exe",
36 "C:\\Program Files\\Indeed\\Indeed PAM\\Gateway\\ProxyApp\\ffmpeg.exe",
37 "C:\\Program Files\\Indeed\\Indeed PAM\\Gateway\\ProxyApp\\ffprobe.exe",
38 "C:\\Program Files\\Indeed\\Indeed PAM\\Gateway\\SshClient\\Pam.Putty.exe"
39 ]
40 }
41 ]
42 }
[MapameTpsbl:

e VulnerableFiles — CMuCOK yA3BUMbIX ¢pannos.
e Path — nyTb K ya3BumMoMy panny. MOXHO yKa3blBaTb Kak KOHKPETHbIM hans, Tak N SUPEKTOPUIO.

e AllowedProcesses — CMNMCOK MPOLECCOB, KOTOPbLIM paspeLLeH A0CTyn K hanny. YkasbiBatoTcs

KOHKpPETHbIE UCMOJTHAEeMbIE MOAYIN.

Mocne nameHeHus KOHUrypaumoHHoro canna Tpebyetcs nepesanyck cnykobl Pam.Service.



LLincdhpoBaHMe maTepuanoB ceccuu

MpepocTaBneHue OocTyna K 3awmiuiaeMbiM NPUBUIErMPOBaHHbIM YYETHBIM 3anncam ABMSETCS He
egmHcTBeHHOM 3aaadven Indeed PAM. [1ns makcumanbHoro obecneveHnsa 6e30nacHOCTM y4ETHOM 3anmcu u
npouecca paboTbl NPUMEHSAIOTCHA CPEACTBa NPOTOKONMpoBaHuA. B npouecce paboTbl BbINOMHAETCA
doukcaumsa oencTBmi NpyM NOMOLLM BUOEO M CHUMKOB 3KpaHa. OTCHATbIE MaTepuanbl ABAATCA KPUTUYHBIMA
C TOYKM 3peHNs MHPOPMaLIMOHHON Be30NacHOCTN, TaK Kak UCMOMb3YTCA AN9 UCCnefoBaHNA UHUMAEHTOB U

4aCTO HOCAT KOH(PMAEHUManbHbIA XapakTep.

[na obecneyeHns 6e3onacHOCTN OTCHATLIX MaTtepuanos B Indeed PAM peanu3oBaH MexaHn3m
LN pOBaHNA NO3BONAKOLLMA BE30MACHO XPaHUTb U UCMNONb30BaThb B pamkax pelleHus. LLndposaHue
BbINOMHAETCS Npu nomowm anroputma AES256, cam kntod yHUKaneH gnga Kaxaon oTaenbHOW ceccumn.



NMonutnkn 6e3onacHoOCTU cepBepa
pocTyna

Habop ctaHgapTHbIX rpynnoBbIX NONnTUK gomeHa Active Directory, pekomeHayembIX K NPUMEHEHMIO Ha
cepBep, KOTopbIN BbINOMAHAET pornb Indeed PAM Gateway, ans obecneyeHuns 6e3onacHoOCTu.

Ha3Ha4yeHue npaB noJsib3oBaTersnA

MyTb: KoHdurypaums komnbiotepa — Monutukm — KoHdurypauma Windows — lNMapameTtphbl
6e3onacHocTu — JlokanbHble NONUTUKM — Ha3HavyeHne npaB nonb3oBaTens

(aHm. — & RPSXWHU &R Q4 LIXOQDRAHRQGRZV 6 HWWEG UV W\ 6H\R AL Q BRSO |
8VHU 5LIKWNVQPHQW

£ Group Policy M
File Action View Help
e« 2m Xz

4 sl Computer Configuration -

4 | Policies
[ | Software Settings
4 [ Windows Settings
B [ Mame Resolution Policy
|| Scripts (Startup/Shutdown)
4 Sh Security Settings
[ _:j::] Account Policies
4 (] Local Policies
b =f Audit Policy

q User Rights Assignment
b= Security Options

b 2 EventLog

t- [ Restricted Groups

b & Systermn Services

v OnucaHue NonuTUK

Monutuka OnucaHue 3HauyeHus

Access Credential OTOT NapameTp UCMorb3yeTcs He onpeneneHo

Manager as a trusted OVCNeT4YEpPOM YYETHbIX JaHHbIX B Xo4e




Monutuka

caller (QocTtyn K
ANCNETYEPY YYETHbIX
AaHHbIX OT UMEHU
AOBEPEHHOIO
BbI3bIBalOLLENO)

Act as part of the
operating system
(Pabota B pexunme
onepaunoHHOn

CUCTEMbI)

OnucaHue

apxvBauun N BOCCTAHOBMNEHNA. JTa
NpuBUNEr1a He AOMKHa
NPeAoCTaBNATLCA YHYETHBIM 3aMMCcamMm,
MOCKOMbKY OHa NPeaoCTaBrseTCcsa TONbKO
Winlogon. CoxpaHeHHble
nonb3oBaTeNs MmN y4eTHbIE AaHHbIE MOTYT
6bITb CKOMNPOMETUPOBAHbI, €CNN 3Ta
npuBUErusa NpeaoCcTaBnaeTca Apyrum

cybbekTam.

OT0 NpaBo nornb3oBaTens No3BonseTr
npoleccy onueTBopATb oboro
nonb3oBaTensi 6e3 NnpoBepku
noanuHHocTwn. MNpouecc, Takum obpasom,
MOXET Mnosiy4aTb AOCTYN K TEM Xe
noKanbHbIM pecypcam, 4To U
nonb3oBaTenb. [pouecchl, Ans KOTOpbIX
TpebyeTca Takas NnpuBUMIErus, JOMMKHbI
MCNONb30BaTb YXXe CoAepXalLlyto 3Ty
NPUBUIETNIO YYETHYIO 3anncCb
LocalSystem, a He oTAenbHY Y4ETHYIO
3anucb norb3oBaress ¢ 3Ton
npusunernen. Ecnun B opraHnsayum
MCNONb3YTCS TONBbKO CEPBEPbI C
onepaunoHHbIMU CUCTeMaMn cemencTea
Windows Server 2003, HeT
HeobX0AMMOCTUN Ha3HavaTb 3Ty
npusunernio nons3osarenam. OgHako
€Cnv B opraHmn3aumm Ncnonb3yrTcs
cepBepbl Mo yrnpasneHnem
onepaumoHHbix cuctem Windows 2000
nnu Windows NT 4.0, Ha3HayeHue aTon
npyBUIIErMn MOXeT noTpeboBaTbCcs AN
MCNOMNb30BaHWS NPUOXEHWUNA,
oBMeHMBaroLLMXCA NapornsiMy B 06bIYHOM
TEKCTOBOM (popmaTe. BHMMmaHue!

3HauyeHus

He onpeneneHo




Monutuka

Adjust memory quotas
for a process
(Hactpownka kBOT
namaTv ang

npouecca)

Allow log on locally
(JTokanbHbIN BXOA B
cucTemy)

Allow log on through
Remote Desktop
Services (PaspewaTtb
BXO[ B CUCTEMY Yepes
CnyX6bl yaaneHHbIX

paboymnx CTonoB)

Back up files and
directories
(ApxuBauusa cannos
N KaTanoros)

OnucaHue

HasHaueHwne aToro npaea nonb3oBaTento
MOXET NPeAcTaBnaTb yrpo3sy
6e3onacHocTu. HasHavaiTe Takue npasa
TOMbKO JOBEPEHHbIM NOMb30BaTENSM.

OTa npuBunernsa onpenensiet, KTo MoxeT
N3MEHATb MakCUMarbHbI 00bemM
NamATn, UCNOMb3yeMbI NPOLLECCOM. JTO
npaBo Nonb30oBaTens onpeaeneHo B
obbekTe rpynnosou nonutukn (GPO)
KOHTposifepa AOMeHa Mo YMOMYaHuoo 1 B
nokarbHoW nonuTtuke 6e3onacHoOCTu
paboynx CTaHumMn 1 cepBepOB.
MpumevaHne. 3Ta npuBMnernsa nonesHa
NpWY HAaCTPOMKe CUCTEMbI, HO €ro
NCNorb3oBaHNE MOXET HAHECTW Bpea,
Hanpumep, B Cnyyae atak Tuna "oTkas B

obcnyxmBaHun".

OTOT NapameTp onpegensiet
nonb3oBaTenen, KoTopble MOryT BXOAUTb
B CUCTEMY Ha KOMMbIOTEPE.

OT0T NapameTp 6e3onacHoCcTH
onpeaensieT, y Kakux nonb3oBaTenemn unm
rpynn ecTb paspeLleHne Ha BXod B
CUCTEMY B Ka4yeCTBe KIMeHTa Ccnyxo6
yAaneHHbIX paboynx cTonos.

OT0 NpaBo Nonb3oBaTens onpeaenser,
Kakue nonb3oBaTenn MoryT
UrHOpMpoOBaTb paspeLleHnsa anga gannos,
KaTtanoros, peecTpa u Apyrmx
MOCTOSIHHbIX OOBLEKTOB C LIENbIO
apxmBaumm cuctemsbl. B yactHocTu, aTo

3HauyeHus

NT
AUTHORITY\NETWORK
SERVICE, NT
AUTHORITY\LOCAL
SERVICE,
BUILTIN\Administrators
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rpynna nonb3osaTteren
PAM
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Monutuka

Bypass traverse
checking (O6xopg
nepeKkpecTHoOmn

NPOBEPKM)

Change the system
time (M3meHeHne

CUCTEMHOIO BPEMEHN)

OnucaHue

npaso nornb3oBaTtens nogobHo
NpeaoCTaBnNeHnto crieyLwmx
paspeLLeHnin NonNb3oBaTento uUnu rpynne
AN BCex Nanok 1 pannos B CUCTEME:
O630p nanok/BbinonHeHne gannos
Copepxnmoe nanku/YteHne gaHHbIX
YteHune atpmbyToB YUTeHne
paclWmpeHHbIX aTpnbyToB YteHune
paspelweHnin BHnmaHune! HazHayeHne
3TOro Npaea Nonb30BaTEN MOXET
npeacTaBnaTb yrpody 6e3onacHoCcTu.
lMockornbKy HEBO3MOXHO TOYHO 3HaTb,
YTO MMEHHO MOoNb30BaTeNb AeNnaeT C
AaHHbIMW — CcO3[aeT apxuB, KpageT unm
KOMMPYET C Lenblo pacnpoCcTpaHeHns —
HasHa4anTe 3TO NPaBO TONbKO
AOBEPEHHbIM NOMNb30oBaTENAM.

370 nNpaBo Nosnb3oBaTens onpeaernsier,
Kakve Monb30BaTenu MoryT NPOM3BOAUTb
0630p AepeBbeB KaTarora, jaxe ecnm y
3TWX Nnonb3oBaTenei OTCYTCTBYIOT
paspeLleHns Ha kaTtanor. JTa
NpUBUNErns He NO3BonseT
norb3oBaTensm NpocMaTpuBaTh
coepXMMoe Kararora, a No3BossieT

TOJNMbKO BbIMNOJIHATb o630p.

OTO npaBo norb3oBaTens onpeaenser,
Kakue rnonb3oBaTenu n rpynrsl MOryT
N3MEHATb BPEMS 1 ATy BHYTPEHHUX
Yacos KoMmrnbloTepa. lNonb3oBartenu ¢
AaHHbIM NMPaBOM MOTYT BNUATb Ha BU[
XypHanoB cobbITun. Ecnu cuctemHoe
Bpems 6bIro M3MeHeHo, 3anucu

OTCNEXEHHbIX COObITMIN OTPA3SAT HOBOE

3HauyeHus

BUILTIN\Administrators, NT
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Monutuka

Change the time zone
(M3meHeHune yacoBoro
nosca)

Create a token object
(CospaHue

MapKepHOro oobekTa)

OnucaHue

Bpemsi, a He eNCTBUTENbHOE BpPeEMS

COBEpLUEHNSI COBBITUN.

OT0 nonb3oBaTenbCcKoe NpaBo
onpegernseT, KakMe Nonb3oBaTeny un
rpynnbl MOTYT U3MEHSITb YaCOBOMW MOSIC,
MCMONb3yeMbI KOMMNLIOTEPOM A5
oTOBpaXkeHst MECTHOIO BPEMEHMN,
KOTOpOe NpeacTaBnsieT cobon cymmy
CUCTEMHOrO BPEMEHM KOMMbIoTEPA U
cMeLleHnst Yacosoro nosica. Camo no
cebe cMcTeMHOEe BpeMs ABMsSiETCA
abConIOTHLIM U HE M3MEHSETCH Mpu

M3MeHEeHN 4aCoBOIo nodca.

OT0T NapameTp 6esonacHoCcTH
onpeaensieT, Kakme yYeTHble 3anmcu
MOryT BbITb MCNONb30BaHbI NpPoLEeccamm
ANs Co34aHna MapKepoB, KOTOpble 3aTeM
MOryT BbITb MCNONb30BaHbI ANs
nonyyeHns gocTyna K nobbim
noKanbHbIM pecypcam, ecnv ans
COo34aHnsa Mapkepa gocTtyna npouecc
ncnonb3yeT BHYTPEHHUI MHTepdernc
(API). JaHHOe npaBo ucnonb3yeTcs
onepaunoHHON CUCTEMOW ANs
BHYTPEHHUX Lernen. Ecnn Het
HeobXxoaMMOCTU, HE NPeaoCTaBNAnTe 3TO
NpaBoO HWKAKMM MOSIb30BaTENAM, rpynnam
UM npoLeccam Kpome nosb3oBarens
"lokanbHas cuctema". BHnmaHme!
HasHauyeHue 3aToro npaea nonb3oBaTento
MOXET NpeaCcTaBnsATb Yrpo3y
6e3onacHocTn. He Ha3HavanTe 3To
npaBo Nofb30BaTento, rpynne unm

3HauyeHus

BUILTIN\Administrators, NT
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SERVICE
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Monutuka

Create global objects
(CospaHune
rnobanbHbIX
00ObEKTOB)

Create permanent
shared objects
(CospaHune
MOCTOSAHHbIX 0BLLMX
06beKkTOoB)

Create symbolic links
(CospaHue

OnucaHue

MpoLeccy, KOTOPbIM HexenaTernbHO
NO3BONSATb YNPaBsiTb CUCTEMOWA.

OT0T napametp 6e3onacHoOCTU
onpeaensieT, MoryT fiv NoNb30BaTenm
co3aaBaTh rnobanbHble 00BLEKTHI,
OOCTYMHbIE A5 BCEX CEaHCOB.
lMonb3oBaTenun No-NpexxHemy mMoryT
co3gaBaTb OTAeNbHble 0ObEKTLI ANA UX
CeaHCcoB, He MMes JaHHOro npaea.
CospaHue rnobanbHbIX 0ObLEKTOB MOXET
BNUATb Ha NPOLECCHI, BbINOMHAEMbIE B
ceaHcax Opyrux nonb3oBaTenen, Beas K
owmbkam NPUNOXKEHNN U NOBPEXOAEHNIO
JaHHbIX. BHMMaHme! HasHavyeHne atoro
npaBa Nonb3oBaTens MOXeT
npeacTaBnaTb yrpo3y 6e3onacHoCTu.
HasHavyaunTe ero TonbKo JOBEPEHHbLIM

noJyib3oBaTensam.

OT0 NpaBo Nonb3oBaTens Onpeaenser,
Kakue y4YeTHble 3anmcu MoryT
MCnonb3oBaTbCs Npoueccamu Ans
co3faHusl obbekTa kaTtanora npu
nomoLLm aucneryepa ob6bEKTOB. ATO
MpaBo Mosb30BaTeENs NCMONb3yeTCs
BHYTPW OrnepaunoHHON CUCTEMbI U
NONe3Ho AN KOMMNOHEHTOB B peXunuve
a4pa, pacMpsIOLLNX NPOCTPaHCTBO
MMeH obbekTa. MockonbKy 3TO NpaBo
yXXe Ha3Ha4YeHO KOMMOHEHTaM,
BbIMOSHAOLLMMCS B pEXMMe siapa, ero He

HY>KHO crneuunaribHO Ha3Ha4aTb.

OTa npuBuUnerna onpenendet and
nonb3oBaTtesid BO3MOXHOCTb CO3aBaTb

3HauyeHus

BUILTIN\Administrators, NT
AUTHORITY\SERVICE

He onpeneneHo
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Monutuka

CUMBOJTNYECKNX

CCbINOK)

Debug programs
(Otnagka nporpamm)

Deny access to this
computer from the
network (OTkasatb B
AOCTyne K 9TOMy
KOMMNbIOTEPY U3 CETK)

Deny log on as a
batch job (OTkasaTb

OnucaHue

CUMBOJbHbIE CCbIfIKM C KOMMbIOTEPA, Ha
KOTOpPbIN OH Bowlen. BHumaHwne! 31y
NPUBUIEIVIO CrieayeT NpeaoCcTaBnsTh
TONbKO JOBEPEHHbLIM NOfb30BaTENSAM.
CumBoOnMYyeckme CCbifikn MOryT OBHaXUTb
Yys13BMMbI€ MEeCTa B MPUNOXKEHUSX,
KOTOpblE HE pacCYmUTaHbl Ha UX

o6paboTky.

OT0 NpaBo Nonb3oBaTeNnd onpeaenser,
Kakue nonb3oBaTenu MoryT nogknioyaTb
oTnag4vvk K NtobomMy npoueccy unm sapy.
OTO NpaBo He HYXXHO Ha3Ha4yaTb
pa3paboTymkam, BbINOMHALWMM OTNaaKy
cobCTBEHHbIX NpunoxeHun. OHo
notpebyetca paspaboTumkam ons
OTNagKkyM HOBbIX CUCTEMHbIX
KOMMOHEHTOB. JTO NPaBO Nofb3oBaTens
obecrne4vmBaeT NOMHbIA AOCTYN K BaXXHbIM
KOMMOHEHTaM OonepaunoHHON CUCTEMBI.
BHumaHune! HasHayeHue aToro npaea
nonb3oBaTensd MOXET NpeacTaBnsaTh
yrposy 6esonacHocTtn. HazHavanTe ero
TONMbKO JOBEPEHHbLIM MOfb30BaTENSAM.

10T NnapameTp 6e3onacHoCcTn
onpeaensieT, KakuM nosib3oBaTensam
BygeTt oTka3aHo B JOCTYMNe K KOMMbTEPY
N3 cetTn. ATOT NapameTp 3aMeHseT
napameTp nNosiMTukn "PaspelmnTtb 4ocTyn
K KOMMNbIOTEPY N3 CETU", ecnn K y4eTHOM
3anuncu nonb3oBartens NpMMeHsitoTcs obe

NOJINTUKW.

10T NnapameTp 6e3onacHoCTn

onpenensdet, KakMMm y4eTHbIM 3anncam

3HauyeHus

BUILTIN\Administrators

BUILTIN\Guests

BUILTIN\Guests




Monutuka

BO BXOO€E B Ka4eCTBe
NakeTHOoro 38,El,aHVIFI)

Deny log on as a
service (OTkasaTtb BO
BXOJe B KayecTBe

cnyx6bl)

Deny log on locally
(Banpetutb

nokarbHbIN BX0[,)

Deny log on through
Terminal Services
(3anpetntb BXOA B

OnucaHue

OyoeTt oTkasaHo BO BXoAe B CUCTEMY B
BUAE NAKeTHOro 3aganund. [JJaHHbIn
napamMeTp 3aMeLLaeT napameTp
"Pa3peluntb BXO4 B CUCTEMY KaK
NakeTHOMY 3aaHui", ecnu K y4eTHom
3anuncu nonb3oBarens npMMeHsitoTcs oba
napameTtpa.

OT0T NapameTp 6esonacHoCcTH
onpeaensieT, KakuM y4EeTHbIM 3anmcsm
cnyx6 6yaeT oTkaszaHo B perncrpauum
npouecca Kak cry>6bl. ATOT napameTp
NONMUTUKN 3aMeHsEeT napameTp
"PaspelumnTtb BXog B CUCTEMY KakK
cnyx6e", ecnu K y4eTHOM 3anucu
NPUMEHSOTCS 06 NONUTUKN.
MpumeyaHne. STOT napameTp
6e30nacHOCTM He NPUMEHSETCS K
y4yeTHbIM 3anucam "Cuctema”,
"INokanbHas cnyx6a" nnu "CeteBas
cnyxoa".

OT0T NapameTp 6esonacHoCcTH
onpegernseT, Kakum nosnb3oBaTensm
Byoet oTka3aHO BO BXOAE B CUCTEMY.
OTOT NnapameTp MOSIUTUKN 3aMeHSAET
napameTp "Pa3pelumnTb nokanbHbIn BXoq
B CMCTEeMY", eCrnn K y4eTHOM 3anucu
NpUMeHsitoTca 0ob6e NnonuTukn. BHUMaHwe!
Ecnu atoT napameTp 6e3onacHocTn
npumeHsieTcs K rpynne "Bce", HUKTO He

CMOXeT BOUTU B CUCTEMY JTOKalibHO.

OT0T NapameTp 6e3onacHoCTH
onpenenseT, Kaknum Nonb3oBaTensiM 1
rpynnam 6yaeT 3anpeLueHo BXOAUTb B

3HauyeHus

BUILTIN\Guests

BUILTIN\Guests

BUILTIN\Guests




Monutuka

cuctemy yepes
Cnyx0y yaaneHHbIX

paboymnx CTonoB)

Enable computer and
user accounts to be
trusted for delegation
(PaspeleHue
[OBEPUS K YY4ETHbIM
3anucam
KOMMbIOTEPOB 1
nonb3oBareneun npu
AenerMpoBaHnn)

OnucaHue

CUCTEMY KaK KIMEHTY cnyxX6 yaaneHHbIX

pabo4ynx CTOMOB.

10T NnapameTp 6e3onacHoCTn
onpegensieT, Kakme nonb3oBarenu MoryT
yCTaHaBnuBaTtb nNapameTp
"[lenernpoBaHue paspeLleHo" ans
nonb3oBaTtens unm obbekTa-
komnbloTepa. MNonb3oBaTtens nnn ob6bexT,
nony4YmBLUME 3Ty NPUBUIMETUIO, AOMXKHbI
MMETb JOCTYN Ha 3anuck K
ynpaensaoLwmnM driaraMm y4eTHOM 3anmcu
nonb3oBaTens unm obbekTa-
KomnbtoTepa. CepBepHbI NpoLecc,
BbIMOSTHAEMbIN Ha KOMMNbloTEpPE (Mnn B
Nonb30BaTENbCKOM KOHTEKCTE),
KOTOPOMY paspeLLeHOo AenernposaHune,
MOXET NOoSyYMTb JOCTYN K pecypcam
APYroro KoMnboTEPA, UCMNONb3YS
AenermpoBaHHble YYeTHble JaHHble
KNMeHTa, Noka B y4ETHOW 3anucu
KnueHTa He ByaeT yCcTaHOBMEH
ynpasnaooLwmn dpnar "YyetHasa 3anuck He
MOXET ObITb AenermposaHa". 310 NpaBo
nonb3oBaTens onpeaeneHo B obbekte
rpynnoson nonutukn (GPO)
KOHTpoOssiepa AoOMeHa Mo YMOYaHUIo 1 B
rfiokanbHoOM nonuTnke 6e3onacHoOCTH
paboymnx cTaHumn 1 cepBepoOB.
BHumaHme! HenpasunbHoe npuMeHeHne
9TOro nNpasa nonb3oBaTens unu
napametpa "[enernposaHue
paspeLueHo" MOXeT caenaTb CETb
YSI3BUMOW K U30LLPEHHbIM aTtakam C
MOMOLLbIO BPEOOHOCHBIX NporpaMm Tuna

3HauyeHus
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Monutuka

Force shutdown from
a remote system
(MpuHyanTenbHoe
yoaneHHoe
3aBepLUeHne paboTbl)

Generate security
audits (Co3gaHwue
ayavToB
6esonacHocTK)

OnucaHue

"TPOSAHCKUIN KOHL", KOTOPbIE UMUTUPYIOT
BXOASALWMX KIMUEHTOB N UCMOMb3YHOT UX
yY€eTHble JaHHble ANS NoyYyeHus
AOCTyna K CeTeBbIM pecypcam.

OT0T NapameTp 6esonacHoCTH
onpenenset, Kakum Nonb3oBaTensiM
paspeLleHo yaaneHHoe 3aBepLueHme
paboTbl KOMNblOTEpa. HenpasunbHoe
NPMMEHEHME 3TOro Npaea nosfb3oBarTens
MOXET CTaTb MPUYMHON OTKa3a B
obcnyxusaHun. 3To NpasBo
nonb3oBaTens onpegeneHo B oobekTe
rpynnoson nonutukn (GPO)
KOHTPOSINIEPOB JOMEHA NO YMOSYaHUIO U
B NTOKanbHOW NonuTuke 6e3onacHocTu

paboymnx CTaHLmM 1 CEPBEPOB.

10T NnapameTp 6e3onacHoCTn
onpenensieTt, Kakne y4eTHble 3anmcu
MOTYT ObITb MCMOMb30BaHbI MPOLIECCOM
Ans pobaBneHus 3anncen B XXypHan
6e3onacHocTun. XKypHan 6e3onacHocTn
MCNONb3yeTcs A5 OTCNEXNBAHWS
HEeCaHKLMOHMPOBaHHOIO 4OCTyna B
cucTtemy. HenpaBunbHOE NpUMEHEHNE
9TOro npaea Nonb3oBaTeNns MOXET CTaTb
NPUYNHON hOPMMPOBAHUSA MHOXECTBA
cobbITMI ayguTa, KOTOpblE MOTYT CKPbITh
CBUAETENLCTBA aTakn UNun Bbi3BaTb OTKa3
B 0OCNyXMBaHUN, ECIN BKIOYEH
napameTp 6e3onacHocTu "AyaurT:
HemMeaIeHHO 3aBepLUnTbL paboTy
CUCTEMbI NMPU HEBO3MOXXHOCTM
NPOTOKONMPOBaHUA ayanta

6esonacHocTn". [lononHUTENbHbIE

3HauyeHus
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Monutuka

Impersonate a client
after authentication
(MMmuTaumsa knueHTa
nocrne nNpoBepPKM
NOANNHHOCTN)

OnucaHue

cBefeHus CM. B pasgerne "AyauT:
HemMeaneHHo 3aBepLunTb paboTy
CUCTEMbI MPU HEBO3MOXKHOCTHU
NPOTOKONIMPOBAHNSA ayanTa
6esonacHocTn"

Bblgada nonb3oBaTento aTon npueunernm
NO3BONSAET NporpaMmmam, BbINOMHAEMbIM
OT UMEHWM 3TOro Nosnb3oBaTend,
ONnUUETBOPATL KnneHTa. TpebosaHune
3TOro npasa Ans nogobHoro
OIIMLIETBOPEHUS HE NO3BONAET
HeaBTOPM30BaHHOMY MOSb30BaTESO
y6eauTb KnueHTa NogkounTbCs
(Hanpumep, Yepes BbI3OB yaaneHHoM
npouenypbl (RPC) nnn nmeHoBaHHble
KaHarbl) K coO34aHHoOM UM cnyxbe, a
3aTeM ONMUETBOPUTL KIIMEHTA, YTO AacT
BO3MOXXHOCTb MOBbICUTb €ro NOSIHOMOYNSA
A0 aAMUHUCTPATUBHOIO USTM CUCTEMHOIO
ypoBHS. BHUMaHue! HasHavyeHune atoro
npaea nofb30BaTeNto MOXET
npeacTaBnATb yrpody 6e3onacHoCTu.
HasHaudanTe Takme npasa TOSbKO
AOBEPEHHbIM NOMNb30BaTENSAM.
MpumeyvaHwme. Mo yMmonyaHUio K TOKeHam
aoctyna cnyx6, 3anyLeHHbIX
ancneTyepom ynpasneHuns cryxxbamu,
nobaBnserca BCTpOeHHas rpynna
"Cnyx6a". BctpoeHHas rpynna "Cnyx6a"
Takke AobaBnaeTcsa K TokeHaM JocTyna
COM-cepBepos, 3anyLieHHbix COM-
NHPACTPYKTYPON U HACTPOEHHbIX Ha
BbINOSIHEHME MO, ONPEAENEHHON
y4yeTHOW 3anucblto. [No3TomMy AaHHble
cnyx6bl nonyyawT 310

3HauyeHus
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Monutuka

Increase scheduling
priority (YBenuyeHune
npuopwuteta

BbINOSTHEHWS)

OnucaHue

nonb3oBaTenbCKoe NpaBo Npu 3anycke.
Kpome Toro, nonb3oBaTternb MOXeT
ONMULETBOPATbL TOKEH AOCTyNa u nNpu
BbINOSIHEHWM MOBOro U3 CrneayrLmnx
ycnosuin. OnvueTBopsieMbl TOKEH
[oCTyna Ha3Ha4yeH JaHHOMY
nonb3oBaTento. B gaHHOM ceaHce Bxoaa
nonb3oBaTenb co3gan TOKeH A4oCcTyna,
SIBHO YKa3aB Y4Y€THble JaHHble Npu
BXoe. 3anpoLUeHHbIV YPOBEHb HUXE,
yem "OnuueTBopsaTb",
Hanpumep:"AHOHUMHbIN" NNK
"oeHTuduumposaTtk". [Noatomy
nonb3oBaTensam o0bl4HO He TpebyeTcs
9TO MOrb30BaTenbCKoe Npaso.
[lononHuTenbHble CBEAEHUSI MOXXHO
HanTn nounckom SelmpersonatePrivilege
B Microsoft Platform SDK. BHumaHne!
BkritoueHne aTtoro napameTpa Moxet
NPUBECTU K NOTEPE NPUBUNETNN
"OnnueTBopATL" Nporpammamu,
NMELLMM 3Ty NPUBUNIETNIO, U

386J'IOKI/1DOBaTb X BbIMNMOJTHEHNE.

OT0T NapameTp 6esonacHoCcTH
onpegernsieTt, Kakne y4eTHble 3anmcu
MOryT UCMOSb30BaTh NPOLECC, MMEIOLLNIA
npaBo Agoctyna "3anuck ceBoncTea" Ans
Apyroro npouecca, An4 NOoBbILLEeHUs
npuopuTeTa BbINONTHEHUS, HA3HAYEHHOIO
apyromy npodeccy. lNone3oBaTtens,
NMEIOLLIMA OAHHYIO0 NPUBUNETNIO, MOXET
N3MEHATb NPUOPUTET BbINONHEHMUS
npoLecca 4Yepes nosib3oBaTeNbCKUmn

MHTepdenc agucnetyepa 3agau.

3HauyeHus
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Monutuka

Load and unload
device drivers
(Barpyska u BbIrpy3ka
ApansepoB
YyCTPOWCTB)

Lock pages in memory
(BnokmpoBka cTpaHuL

B MaMsATK)

Log on as a batch job
(Bxopg B kayecTBe
NakeTHOro 3agaHuns)

OnucaHue

OT0 NpaBo Nonb3oBaTeNsa ONpeaenser,
Kakune nonb3oBaTenu MOryT JUHaMUYeCKn
3arpyxarb 1 BbIrpyXaTb gpansepbl
YCTPOWCTB WU OPYron KOA4 B pexunme
saapa. OTo nNpaBo NoNb3oBaTens He
NpUMEHsIeTCA K ApariBepam yCTPOUCTB
Plug and Play. He pekomeHayeTcs
Ha3Ha4aTb 3Ty NPUBUNErnO ApPYrnm
nonb3oBatensm. BHMmaHune! HasHauveHne
3TOro npasa Nnosib30BaTesito MOXeT
npeacTaBnaTb yrpody 6esonacHocTn. He
Ha3Ha4YanTe 3TO NPaBo Mofb30BaTenNto,
rpynne nnm npoueccy, KoTopbiM
HexxenaTernbHO NO3BONATb YyNPaBNATb

CUCTEMOMN.

OT0T NapameTp GesonacHoCcTn
onpepnenseT, Kakne y4eTHble 3anucu
MOTyT MCMONb30BaTb NPOLIECCHI AN
COXpaHeHusi faHHbIX B pr3n4eckom
namMsiTu Ans npegoTepalleHnst copoca
9TUX JaHHbIX B BUPTyasnbHY NamsaTb Ha
ancke. NprMeHeHne 3Ton NpMBUNErm
MOXET CYLLECTBEHHO NOBMMATb Ha
NPON3BOAUTENBHOCTb CUCTEMbI, CHUXKAS
06beM JOCTYMHOM OnepaTMBHON NaMATH
(RAM).

OT0T NapameTp 6Ge3onacHOCTM NO3BONSET
Nonb30BaTEN BXOAUTb B CUCTEMY MpU
MOMOLLM CPEACTBA, UCMOSb3YHLLEro
ovepenb NakeTHbIX 3adaHui,
NpeaoCTaBnNsAeTCs TONbKO ANd
COBMECTMMOCTM C NpeabiayLLnmm
Bepcuamm Windows. Hanpumep, ecnun
nonb3oBaTenb NnepeaaeT 3agaHue npu

3HauyeHus

BUILTIN\Administrators

He onpeneneHo

BUILTIN\Administrators




Monutuka

Manage auditing and
security log
(YnpaBnaTbe ayagutom
N XypHanom

6esonacHocTK)

Modify an object label
(M3meHeHne meTkn
obbekTa)

OnucaHue 3HauyeHus

MOMOLLM NIIaHUPOBLLMKA 3a4aHuUN,
NOCNeaHWUin PerncTpupyeT 3Toro
nonb3oBaTensi B CUCTEME Kak
nonb3oBaTens ¢ NakeTHbIM BXOAOM, a He
Kak MHTEPaKTUBHOIO Nomnb3oBaTersi.

10T NnapameTp 6e3onacHoCcTn
onpenensieTt, Kakne nonb3oBaTenn MoryT
yKasblBaTb NapameTpbl ayauTa OCTyna K
obGbekTam Anga OTAeNbHbIX PECYPCOB,
Takux Kak cbannbl, 06bekTbl Active
Directory n pasgenel peectpa. [aHHbIn
napameTp 6e30nacHOCT He paspeLuaeT
Nonb30BaTENto BKNOYUTL ayanT JocTyna
K bavinam n obbektam B uenom. [Ans
BKIMOYEHMS TAKOro aygmTta HY>KHO
HacCTpPOMUTb NapameTp A0CTyna K 06bekTy o

BUILTIN\Administrators
"Ayout" B nyTn "KoHurypaums
komnbtoTepa\llapameTpsl
Windows\lNapameTpsbl
6esonacHocTu\J1okanbHble
nonutukm\lNMonuTtunkm aygnta". CobbiTms
ayamTa MOXHO NMPOCMOTPETb B XypHane
Ge3onacHoCTM cpeacTBa NpocMoTpa
cobbITui. MNonb3oBaTtensb ¢ AaHHOWM
npuBUNErnen MoXeT TaKkke
npocmaTpmBaTh M OYMLLATL XypHan
BGesonacHocTw.

OTa npuBunernst onpegenseT, Kaknuv He onpenenexo
YYETHbIM 3anucsam nonb3oBarenem

paspeLlaeTcsl UISMEHSATb METKM

LIeNTOCTHOCTU OBBEKTOB, TaKMX Kak

drannbl, pasgensl peecTpa unm

npouecchl, BrnagenbLamMmm KOTOpbIX

ABINAKOTCA ApYyrne noJjib3oBaTesin.




Monutuka

Modify firmware
environment values
(N3meHeHne
napameTpoB cpegpbl

N3roToBUTENS)

OnucaHue

Mpouecchl, BbINOMHALWMWECS NoA
YYETHOW 3anuncblo nonb3oBaTtens, 6es
STOW MPUBMMETMN MOTYT MOHWXATb
YPOBEHb METKM 06beKTa, Bnagensuem
KOTOPOro SIBNSAETCSA AaHHbI

nonb3oBaTterib.

OT0T NapameTp Ge3onacHoCTH
onpefensieT, KTo MOXeT U3MEHSTb
3Ha4YeHUsa NapamMeTpPOoB annapaTHom
cpeabl. lNepemeHHble annapaTHOW cpeabl
- 9TO NapaMeTpbl, COXpaHsSeMble B
9HeproHe3aBMCMMOKN NaAMSATH
KOMMNbIOTEPOB, apXUTEKTYPa KOTOPbIX
oTnnyHa ot x86. [Jenctame napamertpa
3aBUCUT OT npoueccopa. Ha
KOMMNbIOTEPAX apXUTEKTYPbI X86
€0WHCTBEHHOE 3Ha4YeHue annapaTHon
cpeabl, KOTOPOE MOXHO U3MEHUTb
HasHa4YeHneM JaHHOro npasa
nonb3oBaTens, - 3T0 NapameTp
"MocnenHss yaadyHas koHdurypauuns",
KOTOPbIN AOIMKEH M3MEHATBLCA TOMbKO
cucrtemon. B komnbtoTepax Ha 6ase
npoueccopos Itanium 3arpy3oyHble
AaHHble XPaHATCHA B 93HEProHe3aBMCUMOM
namaTu. [JaHHOe NpaBo Nonb3oBaTens
OOSMKHO HasHayaTbCA Nonb30oBaTeENAM
OIS BbINOMTHEHUS NPOrpaMmbl
bootcfg.exe n nameHennsa napametpa
"OnepaunoHHas cuctema no
yMOn4aHui" KoMmnoHeHTa "3arpyska u
BOCCTaHOBIEHME" ANanoroBoro OkHa
CBOMCTB cucTeMbl. Ha Bcex KomnbtoTepax
9TO NpaBo nosib3oBatens TpedyeTca ang
yCTaHoBKMN 1 o6HoBneHus Windows.

3HauyeHus

BUILTIN\Administrators




Monutuka

Perform volume
maintenance tasks
(BbinonHeHwne 3apay
no o6cnyxnBaHuo

TOMOB)

Profile single process
(MpodunuposaHmne
OfHOro rnpotecca)

Profile system
performance

OnucaHue 3HauyeHus

MpumevaHne. IToT napameTp
©e30nacHOCTN He BNNSET Ha
nonb3oBaTenen, KoTopble MoOryT
N3MEHSATb CUCTEMHbIE U
Nnonb3oBaTeENbCKME NEPEMEHHbIE Cpeabl,
oToGpaxaemble Ha BKNaake
"[1oNONHUTENBLHO" AManoroBoro okHa
CBOWCTB cuctembl. CBeaeHNs 0 TOM, Kak
N3MEHSATb 3TU NEPEMEHHbIE, CM. B
pasgene "[JobasneHne nnn naMeHeHmne

3Ha4YeHNsA nepeMeHHbIX cpeabl”.

OT0T NapameTp GesonacHoCTH

onpegensieT nonb3oBaTtenen u rpynnel,

KOTOpPbl€ MOTyT BbINOMHATL 3a4a4yum no

obcnyxnBaHuio TOMOB, Hanpuvep,

yaaneHHyw gedparmentauuio. MNpu

Has3Ha4YeHuM 3TOro Npasa nornb3oBaTens

cnepyet cobntogaTb OCTOPOXKHOCTb. o
BUILTIN\Administrators

lMonb3oBaTenn, nmeroLLme gaHHoe

npaBo, MOryT NpocMaTpuBaTh ANCKU U

[obaBnsaTh hannbl B NaMsiTb, 3aHATYHO

ApyrMMmun gaHHbiMu. Nocne oTKpbITUA

OOMOMNHUTESNbHLIX hannoB Nosib3oBaTeNb

MOXET YMTaTb U3MEHATb 3anpOLLEHHbIEe

AOaHHbIE.

OT0T NapameTp GesonacHoCcTH

onpegensieT nonb3oBaTenemn, KOTopble

MOryT MCMONb30BaThb CpeacTea o
BUILTIN\Administrators

MOHUTOPWHIra NPON3BOAUTENBHOCTM A11S

OTCIEeXMBaHWS NPOU3BOAUTENBHOCTU

HECUCTEMHBbIX MPOLIECCOB.

10T NnapameTp 6e3onacHoCTn BUILTIN\Administrators
onpenensieT nonb3oBaTteneun, KoTopble




Monutuka

(MpodhunuposaHne
NPON3BOAUTENBHOCTM

CUCTEMbI)

Replace a process
level token (3ameHa
MapKepOB YPOBHS
npouecca)

Restore files and
directories
(BoccTaHoBneHue
dannoB 1 KaTanoros)

OnucaHue 3HauyeHus

MOTyT UCNOJ1b30BaTb CpeacTsa
MOHUTOPWHIra Npon3BoanTESNIbHOCTU O5A
oTCcnexmBaHmA Npon3BoanUTESIbHOCTU

CUCTEMHbIX MNMpoLeccoB.

OT0T NapameTp 6esonacHocTn
onpenensieT y4eTHble 3anucu
nonb3oBaTenemn, KoTopble MOryT

BbI3bIBaTb npouenypy APl-uHtepdenca

NT AUTHORITY\LOCAL
CreateProcessAsUser() ans Toro, 4to0bl
5 SERVICE, NT
ogHa cnyxba morna 3anyckaTb Apyryto.
Y . / Py AUTHORITY\ANETWORK
lMNaHMpOBLUMK 3a4aHuI - 3TO NpUMeEpP
SERVICE
npouecca, UCNonb3yLLEero JaHHOe
npaeo nonb3oBatens. CBeaeHust o
NNaHNpPOBLLKKE 3adaHni cM. B 063ope
"lNnaHnpoBLmK 3agaHnin".
OT0T NapameTp 6esonacHoCcTn BUILTIN\Administrators

onpegensieT nonb3oBarenen, KOTopble
MOryT 060MTU paspeLleHnsa Ha dansnbl,
KaTanoru, peectp u Apyrue nNocTosHHbIE
0ObEKTbI MPY BOCCTAHOBEHNN apXUBHbIX
Konuun ¢oansioB 1 KaTarnoros, a Takxke
nonb3oBaTenen, KOTopble MoryT
Ha3Ha4nTb N0OOro 4eNCTBUTENBHOMO
cybbekTa 6esonacHocTy Bnagensuem
obbekTa. B wactHocTH, 3TO NpaBo
nonb3oBaTens NogobHo
NpefoCcTaBNeHUIO CreayoLmnx
paspeLleHni Nonb3oBaTento UNn rpynne
Ans BCexX nanok n gannos B CUCTEME:
O630p nanok/BbinonHeHne dannos
3anncb BHumaHne! HasHayeHue atoro
npasa nornb3oBaTens MoXeT
npeacTaenaTb yrpody 6esonacHocTu. Tak

KakK OHO gaeT BO3MOXHOCTb




Monutuka

Shut down the system
(BaBepLueHne paboTbl

CUCTEMBI)

Take ownership of
files or other objects
(CmeHna Bnagenbues
dannos v apyrmx

00bekToB)

OnucaHue

nepesanncbiBaTb NapaMeTpbl peecTpa,
CKpbIBaTb AaHHbIE M NOMNy4aTb BO
BnageHne CUCTEMHbIe OOBbEKTHI,
Ha3Ha4yaTb ero criegyeT TONbKOo
[OBEPEHHbIM MOSIb30BATESNSAM.

10T NnapameTp 6e3onacHoCcTn
onpenensieT nonb3oBaTtenen, KoTopble
nocrne nokanbHOro Bxoga B cucteMy
MOryT 3aBepLUnTb paboTy onepaunoHHON
CUCTEMbI MPY MOMOLLN KOMaHAb!
"3aBepwnTb paboTy". HenpaBunbHoe
npMMeHeHMe 3TOro Npaea Nnosb3oBaTesns
MOXET CTaTb MPUYNHON OTKa3a B

obcnyxmBaHUN.

OT10T napametp 6e3onacHOCTU
onpegensieT nonb3oBaTenemn, KOTopble
MOryT cTaTb Bnagensuem noboro
3awmiLaemMoro obbekTa CMCTEMbI, B TOM
yncne: obbektoB Active Directory,
¢rannoB 1 Narnok, NPUHTEPOB, pa3ferios
peecTpa, NpoLEeCcCOoB 1 MOTOKOB.
BHumaHune! HasHaueHune aToro npaea
nonb3oBaTens MOXeT NpeacTaBnsTh
yrposy 6esonacHoCTU. Tak Kak 06beKThbl
MOMHOCTBI KOHTPONMMPYIOTCS MX
BrnagenbuamMmu, Ha3Ha4aTb AaHHOe NpaBo
cneayeT TONbKO AOBEPEHHbBIM

nosib3oBaTensam.

3HauyeHus

BUILTIN\Administrators

BUILTIN\Administrators

MapameTpbl Oe3onacHoCTU




[MyTb: KoHdurypaumsa komnbsiotepa — MNonutukm — KoHdpurypaums Windows — lNMapameTtphbl
6e3onacHocTu — JlokanbHble nonUTUKN — MNapameTpbl 6e3onacHocTH

(@aHm. — &RPSXWHU &R Q+HLIXKOQDAALHRQGRZYV 6 HWOW EQ@ UV W\ 6H\R WD Q BRSO |
6HFXULW\)2SWLRQV

E Group Policy M
File Action View Help

e 5E X

4 el Computer Configuration ~
4 | Policies
[ [ | Software Settings
4[] Windows Settings
[ | Mame Resolution Policy
|2 Scripts (Startup/Shutdown)
4 Sh Security Settings
[+ _:j::] Account Policies
4 _:ﬂ Local Policies
b Audit Policy
[ =_ﬁ User Rights Assignment
[ :ﬂ Security Options
[ zf Eventlog
I+ [ Restricted Groups
b= [ System Services

YyeTHble 3anucu

(aHm.— $FFRXYQWYV

v OnucaHue NonuTuk

MonuTtuka OnucaHue 3Ha4yeHue
Accounts: OTO0T NnapameTp 6e3o0nacHOCTM onpeaensieT, BKOYEHa Enabled
Administrator account UI OTKITOYEHa YYeTHas 3anucb foKanbHOro (BkntoyeH)
status (Y4eTHble agMuHucTtpatopa. lNMpumeyanns MNpu HeCooTBETCTBUM
3anucu: CoctosiHue naponsi TekyLlero agMmHucTparopa TpeboBaHuaM K
YYETHOM 3anucu naporo NOBTOPHO BKMOYUTL YHETHYHO 3annch
'AgMuUHUCTpaTop') agMUHUCTpaTopa, eCfiv paHee OHa Oblna OTKMAYEHa,

Oyoet Henb34. B aTom cniyyae, naporb y4eTHOM 3anucu
agMVHUCTpaTopa OOoSMKeH BbITb COpoLLEeH apyrum
YrneHom rpynnbl agMuHucTpatopoB. CBeaeHNss O TOM, Kak




Monutuka

Accounts: Guest
account status
(YyeTHble 3anucu:
CocTosHue yyeTHom

3anucu 'TocTb')

Accounts: Limit local
account use of blank
passwords to console
logon only (Y4eTHble
3anucu: paspeLunTb
ncnonb3oBaHmne
nycTbIX Naponewn
TONbKO Npu

KOHCOMbHbIM BXOA€)

OnucaHue 3HauyeHue

cbpocuTb naponb, cM. B pasagene "Cbpoc napons".
OTKNOYEHME YYETHOW 3annUcK agMUHUCTpaTopa npu
HEKOTOpPbIX 0B6CTOATENLCTBAX MOXET 3aTPYAHUTb
obcnyxmeanue. MNMpu nepesarpyske B 6e3onacHom
PEeXrMME OTKMOYEHHYH YYETHYHO 3anncb agMUHMUCTPpaTopa
MOXHO BKIOMUTb TOMbKO B TOM Crly4ae, eCrnn KOMMbTep
He NpucoeanHeH K IOMEHY 1M OTCYTCTBYIOT Apyrue
aKTMBHbIE YYETHbIE 3anMCK NOKanbHOro
agMUHUCTpaTtopa. Ecnn komnbloTep NPUCOEAMHEH K
AOMEHY, OTKIOYEHHas y4yeTHas 3anucb agMUHMUCTpaTopa

He MOXET ObITb BKINHOYEHA.

OT1OT napameTtp 6e30nacHOCTU onpeaensier, BKIYeHa
UM OTKIKYEHA y4YeTHas 3anmck rocTs. MpumeyaHme.
Ecnu yyeTHas 3anucb rocts oTknoYeHa, a ans

napameTpa 6esonacHocTu "CeTeBon 4OCTYN: MOgesb _
Disabled

obuiero goctyna n 6e3onacHoOCTV Ang nokanbHbIX
(OTkntoyeH)

YYETHbIX 3anncen” ycTtaHoBNEHO 3Ha4YeHne "Tornbko
rocTun", NOnbITKM BXo4a B CETb, BbINOSIHAEMbIE,
Hanpumep, cepBepoM ceten Mankpocodt (cnyxba
SMB), 3aBepLuatcs HeygayHo.

Enabled
(BkntoyeH)

OT0T NnapameTp 6e3onacHOCTV onpeaenseT, MOryT nu
nokKarsibHble y4YeTHble 3anucu, He 3alULLEeHHbIEe Naposnem,
ncnonb3oBaTbCsa AN BXo4a B CUCTEMY U3
MECTONMOMOXEHNIN, OTNINYHBIX OT OU3NYECKOM KOHCONMNK
KoMmnbtoTepa. Ecnv napameTp BKIOYEH, TO AN
fnoKasibHbIX YYETHbIX 3anncen, He 3allULLEHHbIX
naponem, BXxoq B CUCTEMY BO3MOXEH TONbKO C
KnaBuaTypbl KoMnbtoTepa. BHumaHue! K komnbtotepam,
HaxoasWwmMcs B (on3nyeckn HesawmLEHHbIX MecTax,
BCcerga OOMMKHbI NPUHYAUTENBHO NPUMEHATLCS
napameTpbl HaAEeXHbIX Naporen Ans BCex fokanbHbIX
YYETHbIX 3anucen nonb3oBaTtenen. B npotuBHOM criyvae
nobon nonb3oBatesib, UMELLNA PUNYECKUIA SOCTYN K

KOMMbIOTEPY, MOXET BOWTU B cuctemy npu nomMoLlm




MonuTtuka OnucaHue 3HayeHue
norb30BaTeNbCKOM YY4ETHOM 3anucu, He UMetoLLEen
naponsi. 3To 0COBEHHO BaXKHO 41151 NOPTaTUBHbIX
KomnbtoTepoB. Ecnn aToT napameTp 6e3onacHoOCTM
npuMeHsieTcs K rpynne "Bce", HUKTO He CMOXeT BOWUTU B
cucTemMy Yepes cry>k0bl yaaneHHbIX paboymx CToroB.
[MpymevaHns [aHHbIN NapamMeTp He OKa3blBaET BIIUAHUS,
ecnuv rnpu Bxoge B CUCTEMY UCMNOMb3YOTCA YYeTHbIE
3anucu gomeHa. NpunoxeHus, ncnonbayrome
yAaneHHbI UHTEPAKTUBHbIV BXOL, B CUCTEMY, MOTYT
0o6oNTKN 3TOT NapameTp.
Ayaut
(aHm. — $XG LW
v OnucaHve NonuTuk
Monutuka OnucaHue 3Ha4yeHue
Audit: Audit the use of  3T1oT napameTp 6e3onacHocTn onpegensert, byget nu Enabled
Backup and Restore BbIMOSTHATLCSA ayAnT UCMOSb30BaHNA BCEX NPUBUIIErUi (BkntoyeH)

privilege (Ayaur:
ayauT UCMonb3oBaHUA
NpyBUErMm Ha
apxvBaumio n
BOCCTaHOBIIEHME)

nonb3oBaTens, B TOM Y/CIie Ha apXuBauuio 1
BOCCTaHOBJIEHME, €ClU AeUCTBYET NonmTmnka "BbINonHATL
ayaouT ucnonb3osaHus npusunernin”. Ecnu ata nonutuka
OEeNCTBYET, BKMOYEHWEe AaHHOro napameTrpa co3gaeT
cobbiTe ayguTa Ansa Kaxgoro arvina, ¢ KoTopbim
BbIMOJSTHAKOTCA onepaunn apxmeaumm NN BOCCTAHOBMNEHNS.
Ecnuv aTa nonutmnka oTknoveHa, ayauT UCnonb30BaHNS
NpUBUNErMn Ha apxmBaLnio U BOCCTAHOBMEHNE He
BbINOSHAETCA JaXe NpWU BKMOYEHHOM napameTtpe
"BbINONHATL ayauT MCMonb30BaHUA npuBunernn®.
MpumevaHne. B Bepcusax Windows, npegLiecTByoLLmMX
Vista, usmeHeHus B pesynbrate HaCcTPOMKN 3TOro

napameTpa 6e30nacHOCTM BCTYNSAT B CUITY TOMbKO Nocne




MonuTtuka OnucaHue 3HauyeHue
nepesarpyskn Windows. BkrtoueHue atoro napametpa
MOXET Bbl3BaTb O4EHb MHOMO COObLITUI (MHOrAA HECKOMBbKO
COT B CEKyHAY) BO BpEMS apxusauuu.
YcTtpouncrBa

(@Hm.— "HYLBHV

v OnuvcaHue NonuTuk

MonuTtuka OnucaHue 3HauyeHue

Devices: Allowed to
format and eject

removable media

5 OTOT napameTp 6e30nacHOCTU onpeaenser, o
(Yctponctaa: Administrators
KOMY pa3peLueHo hopmaTnpoBaHue un
paspeLmTb . (AoMuHMUCTpaTOopBbI)
n3eneveHve cbeMHblx NTFS-HocuTenern.

cdopmaTmpoBaHue un
N3BMNeYEHNE CbEMHbIX

HocuTenewn)

Devices: Prevent users UToObl NoKanbHbIN KOMNbIOTEP MOT Enabled (BkntoueH)

from installing printer ncnonb3oBaTb 06LWMIA NPUHTEP, HA HEM OOMMKEH

drivers (Yctponcrsa: ObITb YCTAHOBMNEH ApanBep 3Toro obLiero

3anpeTuTb
nonb3oBaTesnsm
YCTaHOBKY ApaiiBepoB

npuHTEpa)

npuHTEepa. ATOT NnapameTp 6e3onacHoOCTH
OonpeaensieT, KoMy paspeLleHo yCTaHaBnMBaTb
Apansep npuHTepa npu gobasneHun obLuero
npuHTepa. Ecnun aToT napameTp BKITHOYEH, Npu
AobaBneHun obuiero NnpuHTepa gpaneep
npuHTEPA MOTYT YCTaHaBNMBATb TOMbKO
agMUHUCTpaTopbl. ECriv napameTp OTKMOYEH,
yCTaHaBnuBaTb ApanBep NpuUHTepa npu
nobasneHun obLero npMHTEPa MOXET Ntobon
nonb3oBaTensb. [NpymevyaHms 3TOT napameTp He




Monutuka

Devices: Restrict CD-
ROM access to locally
logged-on user only
(YctpowcTaa:
paspeLumnTb 4OCTYN K
ANCKOBOOAM KOMMaKT-
ANCKOB TOSNbKO
nokanbHbIM

norn b3OBaTeJ'IFIM)

Devices: Restrict floppy
access to locally logged-
on user only
(YcTtpowncTaa:
paspeLnTb AOCTYN K
AnckoBogam rmbkmnx
ANCKOB TONbKO
nokarnbHbIM

nonb3oBaTensam)

OnucaHue

BNNSIET HA BO3MOXHOCTb 06GaBneHus
nokanbHoro npuHTepa. MapameTp He

3aTparnesaer agMUHUCTPATOPOB.

OT1OT napameTtp 6e30nMacHOCTU onpeaenser,
OyaeT Ny guckoBog KOMMNAKT-AMCKOB JOCTYMNEH
OLHOBPEMEHHO W JFTIOKasnbHbIM, U YAaneHHbIM
nosnb3oBaTtenaMm. Ecnu gaHHbIM napameTp
BKIMIOYEH, AOCTYN K KOMNaKT-ANCKaM paspeLleH
TOSbKO NONb30BaTeENAM, BOLEALWNM B CUCTEMY
WHTEPaKTUBHO. Ecnn gaHHbIN NnapameTp
BKIIOYEH, HO HUKTO He BOLLESN B CUCTEMY
WHTEPAKTUBHO, ANCKOBOA KOMMAKT-ANUCKOB

6y/:|,eT OOCTYNEH 4Yepea3 CETb.

OT1OT napameTtp 6e30nMacHOCTN ONpeaenser,
Oyger N CbeMHbIV ANCKOBOL, MTMOKUX ANCKOB
AO0CTYNeH OgHOBPEMEHHO M NOKanbHbIM, U
yaaneHHbIM none3oBartensam. Ecnu gaHHbIN
napamMeTp BKITHOYEH, OCTYMN K CbeMHbIM
ANCKOBOAAM MMOKUX ANCKOB pa3peLleH TOMNbKO
nonb3oBaTensam, BOWeALWmnM B CUCTEMY
NMHTEpaKTUBHO. Ecnun gaHHbI napameTp
BKITHOYEH, HO HMKTO HE BOLLEN B CUCTEMY
WHTEepPaKTUBHO, AMCKOBOA rmMbknx gmuckos byaet

OOCTYNEH Yepea3 CETb.

3HaueHue

Enabled (BkntoyeH)

Enabled (BkntoyeH)

MHTepakTMBHbIN BXO4 B cUCTEMY

(aHm.— ,QWHUDFW)LYH /RJRQ

v OnucaHne NonNuTKK




Monutuka

Interactive logon: Do not
display last user name
(MHTepakTMBHbIV BXOL, B
CUCTEMY: He
oTobpaxartb nocnegHee
NMS Nonb3oBaTens npu
BXOle B CUCTEMY
NHTepakTMBHLIN BXOA B
CUCTEMY: He
oToGpaxaTtb y4YeTHble
AaHHble nocregHero

nonb3oBaTens)

Interactive logon: Do not
require
CTRL+ALT+DEL
(MHTepaKkTMBHbIN BXOZ, B
cucTtemy: He TpeboBaTb
HaxaTns
CTRL+ALT+DEL)

Interactive logon:
Number of previous
logons to cache (in case
domain controller is not
available)
(MHTepakTMBHbIV BXO[, B

CUCTEMY: KOJTn4eCTBO

OnucaHue

ITOT napameTp 6e3onacHocTu onpeaenseT, byaet nu
Ha akpaHe Bxoga B Windows otobpaxaTtbcs ums
nocrneaHero Nonb3oBaTens, BbINOSIHMBLUETO BXO4 Ha
3TOM KOoMMbloTepe. Ecnn aTa nonuTurka BKAYEHa, ms

nonib3oBatensa He 6y,1:|,eT OTO6pa)KaTbCFI.

OT10T napameTtp 6e3onacHoOCTM onpeaensieT, TpebyeTcs
nn Haxatue knasuw CTRL+ALT+DEL nepen Bxogom B
cuctemy. Ecnun ata nonuTtrka BKAOYEHA, HaxaTme
knasuw CTRL+ALT+DEL nepen Bxogom B cuctemy He
Tpebyetca. OTcyTCcTBME HEOOXOAMMOCTU HAXUMaTb
knasuwmn CTRL+ALT+DEL nepen Bxogom B cuctemy
Aenaet nonb3oBartenen ya3sMMbIMn NS atak ¢
NnonbITKOW nepexeaTa naponen. ObssartensHoe
HaxkaTue knasmw CTRL+ALT+DEL nepen Bxogowm B
CUCTEMY rapaHTUpyeT nepegady AaHHbIX No
[OBEPEHHOMY KaHarny npw BBOAe Naponemn
nonb3oBaTtenamu. Ecnu ata nonutmnka oTKoYeHa,
Haxxatune knasuw CTRL+ALT+DEL obsi3aTtensHo ans
noboro nonb3oBartens nepes sxogom B Windows.

CBeneHus 0 BXOAEe B CUCTEMY KaXKAOro YHMUKaINbHOro
Nonb30oBaTensi KALUMPYHTCS NoKanbHO, YTOObI
obecneynTb BO3MOXHOCTb BXO4A B CUCTEMY B Cryyae
OTCYTCTBMS 4OCTyNa K KOHTPONnnepy AoOMeHa BO BPeEMS
nocneayLwmnx NonbITOK BXoga. XpaHsTcs
K3LLMPOBaHHbIE CBEOEHUS O BXOAE B CUCTEMY U3
npegblayLlero ceaHca. Ecnv goctyn Kk KOHTponnepy

3HaueHue

Enabled

(BkntoveH)

Disabled

(OTKNtOYER)

0 logons (0
BXOJOB B
cucTemy)




Monutuka

npeablayLmx
NOAOKIMOYEHNI K KLy (B
criyyae oTCyTCTBUSA
AOCTYyNa K KOHTponnepy
AoMeHa))

Interactive logon:
Require Domain
Controller authentication
to unlock workstation
(MHTepaKkTMBHbIN BXO B
cuctemy: TpeboBatb
NpOBEpPKM Ha
KOHTpornepe AoOMeHa
AN OTMEHbI
BGOKMPOBKM
KOMMbloTepa)

OnucaHue 3HaueHue

AOMeHa OTCYTCTBYET, a CBeJeHUs O BXOAe B CUCTEMY
ANs AaHHOro Nonb30BaTens He K3LWMPOBaHb,
BbIBOAUTCA cooblieHne: B HacTosiwee BpeMs HET
OOCTYMHbIX CepBepoB BxoAa Ang o6cnyxnBaHus
3anpoca Bxoga B cuctemy. B atom napametpe
NONUTUKN 3Ha4YeHne O OTKMYaeT KaLMpoBaHue Bxona
B cuctemy. [Npu ntobom 3HavyeHum Bbiwe 50
KaLwmpyeTcsa Tonbko 50 NonbITOK BXO4A B CUCTEMY.
Windows nogaepxmBaet He 6onee 50 3anucen kaLwa,
Npy 3TOM YMCNO NOTpebnAembIX 3anMcen Ha
nonb3oBaTens 3aBUCUT OT YYETHbIX OaHHbIX.
Hanpumep, B cucteme Windows MoOXeT BbITb
KalwmposaHo A0 50 yHMKanbHbIX Y4EeTHbIX 3anucen
nonb3oBaTend ¢ NaposnsiMn, HO He Bornee 25 y4YeTHbIX
3anucen nonb3oBaTensa cCo CMapT-KapTon, TaK Kak
COXpaHAKTCA CBedeHWs Kak O naporie, Tak U 0 cMapT-
kapTe. [1py NOBTOPHOM BXOAe B CUCTEMY MOfb30BaTeNs
C K3LLIMPOBAHHbIMY CBEAEHUAMM O BXOAE CBEAEHWS

AaHHOTIO MNMornb30BaTesd B KoLLE 3aMEHAIOTCA.

[ns pa3bnokMpoBKn GNOKMPOBAHHOIO KOMMbOTEPA

TpebyeTca NnpefocTaBuTb AaHHbIE Bxoda. [ns y4eTHbIX

3anucen JOMEHOB 3TOT napameTp 6e3onacHocTu

onpegensiet, TpebyeTcsa N ycTaHOBUTL CBA3b C

KOHTPONSIepoOM AOMeEHa NS pa3brnoKMpoBKM

Enabled

(BkntoyeH)

KoMnbloTepa. Ecnu aToT napameTp OTKIOYEH,
Nonb3oBaTenb MOXeT pa3brokMpoBaTk KOMMbIOTEP C
MOMOLLIbIO KSLUMPOBAHHbIX YYETHbIX AaHHbIX. Ecnn aToT
napameTp BKITHOYEH, UCMonb3yemas ans
Pa3broKMpOBKM KOMMbIOTEPA YYeTHas 3anvcb AOMeHa
[AOIMKHa ObITb MPOBEPEHA KOHTPOMIEPOM AOMEHa Ha

NOoAJINHHOCTD.

KnueHT cetn Microsoft




(@Hm.— OLFURVRIW 1HWZRUN &OLHQW

v OnucaHue NonuTuK

Monutuka

OnucaHue 3HayeHue

Ecnu aToT NnapameTp 6e30MacHOCTM BKITHOYEH,

nepeHanpasuTesnto 6noka coobueHnn cepeepa

Microsoft network client: Send

(SMB) paspelueHo oTnpaBnsaTb Naposu

unencrypted password to third-

OTKPbITbIM TEKCTOM Ha cepBepbl SMB, He

party SMB servers (KnueHt Disabled

npuvHaanexawme MankpocodT, KOTOpbIe HE

cetu Microsoft: oTnpaenaTb (OTKntOYER)

nogaepXmnearoT WndpoBaHue naposien Bo

Hes3alMpoBaHHbLIWN Naposib

BPEMS MPOBEpPKM noanmHHocT. OTnpaBka

cTopoHHUM SMB-cepBepam)

HesalMpoBaHHbIX Naponen npeacrasnsaer
puck ans 6esonacHoCTu.

Hoctyn k cetn / CeTeBon pocryn

(aHm. — 1HWZRERNHVV

v OnucaHue NonuTuK

Monutuka

Network access:
Allow anonymous
SID/Name
translation (Joctyn kK
CETU: paspeLnTb
TPaHCIAUMIO
aHoHumHoro SID B

nms)

OnucaHue 3Ha4yeHue
OTOT NnapameTp NONUTUKK ONPEaENSET, MOXET Nn Disabled
aHOHWMHBbIV NOnb3oBaTenb 3anpaluimeaTtb aTtpubyThbl (OTKMOYEH)

noeHTndukatopa 6esonacHoctu (SID) apyroro
nonb3oBaTens. Ecnun aTa nonuTtuka BKOYeHa, TO
AHOHVMHbIV MONb30BaTENb MOXET 3anpocuTb
naoeHTndmkaTop 6esonacHocTn noboro gpyroro
nonb3oBaTens. Hanpumep, aHOHUMHbIV
nonb3oBaTenb, 3HALWNA naeHTUdmKaTop
6e3onacHOCTM agMUHUCTPATOpa, MOXET
NOOKNIOYNTBECS K KOMMNBIOTEPY, HA KOTOPOM BKIHOYEHA

3Ta noJimTuka, 1 NnonyyYnTb MA agMUHUCTPAaTopa.




Monutuka

Network access: Do
not allow anonymous
enumeration of SAM
accounts (CeteBon
AOCTYN: He
paspeLlatb
nepeyncneHue
YYETHbIX 3anucen
SAM aHOHUMHbIMM

nonb3oBaTensiMun. )

Network access: Do
not allow anonymous
enumeration of SAM
accounts and shares
(CeTeBown goctyn: He
paspeLlaTtb
nepeyncneHve

y4YeTHbIX 3anucen

OnucaHue

[aHHbIN napameTp BnMsSEeT kak Ha NnpeobpasoBaHne
naeHtTudgurkaTopa 6€30NacHOCTM B UMS, TaK M Ha
obpaTHoe npeobpasoBaHue (MMSA B MAEHTMGUKATOP
6esonacHocTn). Ecnn aTOT napameTp NonnTUKK
OTKIOYEH, aHOHUMHBbIV NOMNb30BaTENb HE MOXET
3anpawmBaTtb nageHTugukaTop 6esonacHoCTu
ApYroro nonb3oBaTternsi.

OT0T NapameTp 6Ge3onacHOCTW onpeaenseT, Kakme
AOMNOMHUTENbHbIE paspeLleHns byayT gaHbl
AHOHUMHbIM NOAKIMIOYEHUAM K 3TOMY KOMMbLIOTEPY.
Windows paspeliaeT aHOHUMHbIM MOfb30BaTENSAM
coBepLUaThb onpegeneHHble 4eUCTBUA, Takme Kak
nepeyncrieHne MMeH y4eTHbIX 3annucen goMmeHa u
0o6Lwmx ceTeBbIX pecypcoB. ATO yaobHO, Hanpumep,
Korga agMuHuUcTpaTopy TpebyeTcs npeaocTaBuTb
[O0CTyn Nonb3oBaTensam B JOBEPEHHOM JOMEHE, He
noaaepXuBatroLemM B3aMMmHoe gosepue. JToT
napameTp 6e30nacHOCTN NO3BOMSET HaKNaablBaTb
AOMNOMHUTENbHbIE OrPAHNYEHUSA HA aHOHUMHbIE
noaknoveHnd. BkniodeH: He paspeluatb
nepeyvncneHne y4eTHoix 3anncen SAM. 3toT
napameTtp 3aMeHseT napameTp "Bce" Ha napameTtp
"MpoweaLme npoBepky" B paspeLleHnsax
6e3onacHocTy Anga pecypcoB. OTKIIOYEH: HET
OOMNONMHUTENbHbBIX OrpaHMYeHnn. McnonbayoTca

paspeLLeHnst No YMOSYaHWIO.

OT0T NapameTp 6Ge3onacHOCTM onpeaenser,
paspeLLEeHO NN NepeYvncrieHme y4eTHbIX 3anmcen
SAM 1 obLwnx pecypcoB aHOHUMHbLIMU
nons3osatenamu. Windows paspeLuaer aHOHUMHbIM
nonb3oBaTeNsaM CoBepLUaTb HEKOTOPbIE AENCTBUSA
(Hanpumep, NnepeyncrneHme MMeH y4eTHbIX 3anucen
AoMeHa 1 obLmnx nanok). ATo yaobHo B cnyyae,

eClin agMUHNCTPAaTOpP XO4EeT NnpeaoCTtaBUTb AOCTYN

3HaueHue

Enabled
(BkntoveH)

Enabled
(BkntoveH)




Monutuka

SAM n obuwmx
pecypcoB
aHOHUMHbIMU

nonb3oBaTensiMmn)

Network access: Do
not allow storage of
passwords and
credentials for
network
authentication
(CeteBown goctyn: He
paspeLuaTtb
XpaHeHne naposnemn
NN YYETHBIX AaHHbIX
Ona ceTeBomn
NpPOBEpPKM
NOANNHHOCTN)

Network access: Let
Everyone
permissions apply to
anonymous users
(CeteBown goctyn:
paspeLlatb
npuMeHeHne
paspeLieHun "Ons
Bcex" K aHOHUMHbIM

nors b3OBaTeJ'IFIM)

OnucaHue

nonb3oBaTensM B JOBEPEHHOM JOMEHE, He
noagepXxmeatoem B3anmmHoe gosepue. Ytobbl
3anpeTuTb NepeyncneHne yyeTHolx 3anucen SAM un
00Lwmx pecypcoB aHOHMMHbIMM MOSIb30BaTENSAMN,
BKIOYMTE ITOT NapameTp.

10T NnapameTp 6e3onacHOCTM onpenenser,
COXPaHSAKTCSA NN AUCNETYEPOM YHETHbIX AAaHHbIX
Naponun 1 y4yeTHble JaHHble NPU NPOBEPKE
NOAJSIMHHOCTN JOMEHOM (NS nocnenyLero
ncnonb3oBaHnd). ECnu gaHHbI napameTp BKIOYEH,
TO COXpaHeHWe Napornen N yY4eTHbIX JaHHbIX
ANCNETYEPOM YHETHbIX AAHHbIX HA AAaHHOM
KOMMblOTEPE HEe npounsBoauTca. Ecnu aaHHbIN
napamMeTp NOMUTUKN BbIKINIOYEH UM 3HAYEHNE A5
Hero He 3aJaHo, TO AUCNETYEP YHETHbIX AAHHbIX
OyneT coxpaHATb Naponn N y4eTHbIE AAHHbIE Ha
9TOM KOMMbIOTEPE (OS5 MCNONb30BaHUsA B ByayLiem
npv NpoBepKe MNOANTMHHOCTN JOMEHOM).
MpumevaHne. N3ameHeHnsa B KOHUrypaumm aToro
napameTpa 6e30nacHOCTN BCTYNSAT B CUSY TOMbKO

nocne nepesarpysku Windows.

OTOT napameTp 6e30NacHOCTY ONpeaenseT, Kakne
AOoNonHUTENbHbIE paspelleHns byayT AaHbl
AHOHVMMHbIM MOAKITOYEHUAM K KOMMbIOTEPY.
Windows paspeluaer aHOHMMHbIM Nosib3oBaTensmM
coBepLuaTb HEKOTOPbIE A4eNCTBUS (Hanpumep,
nepevYncrieHne MMeH y4eTHbIX 3anncen JOMeHa U
obwmx nanok). 31o ygobHo B criyvae, ecnu
agMUHUCTPATOP XOYET NPefoCTaBUTb AOCTYN
nonb3oBaTensiM B JOBEPEHHOM JOMEHE, He
nogAepxusatoLlemMm B3anmHoe gosepue. No
yMOn4YaHuio naeHtudumkarop 6esonacHoctu "Ons
Bcex" yaanseTcsa n3 TokeHa, CoO34aHHoro Ans

@HOHMMHBIX coeanHeHun. Takum obpasom,

3HaueHue

Enabled
(BkrtoyeH)

Disabled
(OTKntOYEH)




Monutuka

Network access:
Named Pipes that
can be accessed
anonymously
(CeteBown goctyn:
paspeluaTtb
AHOHMMHbIN OOCTYN K
NMEHOBaHHbIM
KaHanam)

Network access:
Remotely accessible
registry paths
(CeteBown goctyn:
yOoaneHHo
AOCTYMHbIE MYTK

peecTtpa)

Network access:
Remotely accessible
registry paths and
sub-paths (CeTteBon
AOCTYN: yoaneHHo
AOCTYMHbIE MYTU 1

OnucaHue

paspelueHna rpynnel "[Ana sBcex" He 3aTparvsatoT
aHOHMMHBbIX Nnosib3oBatenen. Ecnu aToT napameTp
YCTaHOBMNEH, aHOHMMHbIE NOMb30BaTENN NUMEIOT
OOCTYN TONbKO K TeM pecypcam, JOCTYN K KOTOPbIM
UM paspeLleH siBHbIM obpasoM. Ecnu aToT napametp
BKItOYEH, naeHTudunkatop 6esonacHoctn "[Ansa scex"
nobaBnsaeTcsa K TOKEHyY, CO34aHHOMY AS151 aHOHUMHBbIX
coeguHeHun. B aTom cnyyae aHOHUMHbIE
nonb3oBaTenn UMET AOCTYN K Ntobomy pecypcy,
paspeLueHHomy ans rpynnel "Ona scex".

OTOT napameTp 6e30nNacHOCTU ONpeaenseT, Kakue
ceaHcbl cBA3N (KaHanbl) 6yayT nmetb atpubyThbl U

paspelleHus, Aatllme NpaBo aHOHMMHOIO AOCTyna.

OTOT NnapameTp 6Ge30nacHOCTU ONpPeaEnseT, Kakue
nyTW peecTpa MoryT ObiTb OCTYMNHbI Yepe3 CETb BHE
3aBMCUMOCTM OT MNosb3oBaTenen Unun rpynn
nonb3oBaTenen, yka3aHHbIX B CIUCKE yrnpaBneHus
poctynom (ACL) pasgena peectpa winreg.

OT1OT NnapameTp 6e30NacHOCTU ONpeaenseT, Kakue
NyTW N BIIOXXEHHbIE NYTU peecTpa MoryT ObITb
AOCTYMHbI Yepes ceTb BHE 3aBUCMMOCTU OT
nonb3oBaTenen Unu rpynmn nonb3osarternen,
yKa3aHHbIX B cnucke ynpasneHus goctynom (ACL)
pasgena peecTpa winreg.

3HaueHue

He onpeneneHo

He onpeneneHo

He onpeneneHo




Monutuka

BJ1OXK€HHbIe NYyTU

peecTpa.)

Network access:
Restrict anonymous
access to Named
Pipes and Shares
(CeteBown goctyn:
3anpeTuTb
AHOHWMHBIV JOCTYN K
NMEHOBAHHbIM
KaHanam n ooLum
pecypcam)

Network access:
Shares that can be
accessed
anonymously
(CeteBown goctyn:
paspeLiaTb
AHOHMMHbIN AOCTYN K
obwum pecypcam)

Network access:
Sharing and security
model for local
accounts (CeteBon
AOCTYN: MOAernb
obuero goctyna u
6e3onacHocTu ons
NOKanbHbIX YY4ETHbIX

3anucen.)

OnucaHue

Ecnu atoT napameTp 6€30MacHOCTN BKITHOYEH, OH
OrpaHMyYMBaEeT aHOHUMHbIN SOCTYMN K 00LWmMMm
pecypcam 1 MMEeHOBaHHbIM KaHanam B
COOTBETCTBUMN CO 3HAYEHUAMM CrEQYIOLLNX
napameTpoB: CeTeBoM 4OCTYN: paspeLlatb
QHOHUMHBIV OOCTYMN K UMEHOBAHHbLIM KaHarnam
CeTeBou goCTyN: paspeLllaTtb aHOHUMHbIA AOCTYM K

obLwmm pecypcam

OTOT NapameTp 6e3onacHOCTM onpeaenseT, K Kakum
o6LWKMM pecypcam MOryT nonyyatb A0CTyn

AdHOHUMHBbIE MOoNb30BaTers1n.

OT10T NnapameTtp 6e30NacHOCTM ONpPeAEnsieT, Kakum
o6pa3om npoBepseTcsl NOASIMHHOCTbL NpU BXOoAE B
CETb C UCMNOMb30BaHMEM JTIOKaSIbHbIX YYETHbIX
3anucen. Ecnu gaHHbIM NnapaMeTp NMeeT 3HaYeHne
"OBbl4Hasn", Npun BXoae B CETb C YYETHbIMU AaHHbIMU
nokaribHOW y4eTHOW 3anucu BbIMOSTHAETCS NpoBepka
NOAJSIMHHOCTM MO 3TUM YyYeTHbIM AaHHbIM. OBbl4HasA
mMogenb nossonset 6onee rubko ynpaBnaTb
AOCTyrnoM K pecypcam. C ee NOMOLLbI MOXHO
npeaocTaBUTb pasHbIM NOSIb30BaTENSAM pasHble
TUMbl 4OCTYyNa K O4HOMY 1 TOMY Xe pecypcy. Ecnu
3TOT NapamMeTp uMeeT 3HadeHune "[ocTesas”,

onepauunn Bxoaa B C€Tb C Y4ETHbIMU AAaHHbIMW

3HayeHue

Enabled

(BkntoveH)

He onpeneneHo

Classic - local
users authenticate
as themselves
(Obbl4Has -
nokarnbHble
nonb3oBaTenu
YOOCTOBEPSAOTCS

Kak OHW camu)




Monutuka

OnucaHue

nokaribHbIX YY4ETHbIX 3arnMcen aBToMaTnU4eckn
COMOCTaBNATCA C y4eTHON 3anucblo rocTs. Mpu
NCMNOSIb30BaHUN FOCTEBOWN MOLENU MeXay
nonb3oBaTensAMu HeT pasnuyunn. Bce nonb3osaTtenu
MPOXOAAT NPOBEPKY MNOASIMHHOCTU C Y4ETHON
3anucblo rocTH 1 Nony4yatT OQUHAKOBbLIN YPOBEHb
JOocCTyna K jaHHomy pecypcy — "Tosnbko YyteHue"
nnu "NameHenmne". Mo ymonyaHuio Ha KoMnbloTEPax
aomeHa: O6bivHas. o ymonyaHuio Ha aBTOHOMHbIX
KomnbtoTepax: FocteBasa. Buumanue! Ecnu
ncnonb3yeTcs rocreBas Mogens, nobon
nornb3oBaTenb, UMELWMI OCTYN K KOMMbIOTEPY MO
CeTU (BKIHOYasi aHOHUMHbIX NONb30oBaTeNemn
MHTepHeTa), MOXeT nony4nTb AOCTYN K O6LMM
pecypcam. [1ns 3awmTbl KOMMbOTEPA OT
HeCaHKUMOHMPOBaHHOro focTyna TpebyeTcs
ncnonb3oBatb bpaHamayap Windows vunu gpyryto
aHanorn4Hyto nporpammy. Kpome toro, npu
MCNONb30BaHUM OBbIYHOM MOAENW NoKarnbHble
YYETHbIE 3anncun SOIMKHbI ObIThb 3aLUMLLEHbI
naporeMm, 4Tobbl X HEBO3MOXXHO ObINO
Mcnonb30BaTh AN A4OoCTyna K obwum pecypcam
cuctemsbl. [NpumedaHve 3TOT napameTp He BNusieT
Ha orepauun MHTEPAKTMBHOIO BXO4a B CUCTEMY,
KOTOpPbI€ BbINOMHAIOTCA YAaneHHO C MOMOLLBbI TakUX
cnyxo, kak Telnet unn cnyx6 yganeHHbIX pabouynx
CTOrOB.

3HaueHue

CeTeBas 6e3onacHoCTb

(@Hm.— 1HWZRUN $HFXULW\

v OnucaHue NonuTuk




Monutuka

Network security: Do
not store LAN
Manager hash value
on next password
change (CeteBas
Ge3onacHoCTb: He
XPaHUTb X3LU-
3HaveHuna LAN
Manager npu
crnegyoLlen cmeHe
napons)

Network security:
Force logoff when
logon hours expire
(CeteBas
6e3onacHOCTb:
MpuHYANTENBHLIN
BbIBO[, U3 CeaHca o
ncTeveHun
AOMYCTUMbIX YacoB
paboTbl)

OnucaHue

OT0T napameTp 6e30nMacHOCTU onpeaernseT, HYXXHO nn
npw crnegytowen CMeHe napons COXPaHsATb X3LU-
3HadeHune gucnetyepa LAN (LM) ons HoBoro naponsi.
Xaw LM aBnsaeTcs oTHOCUTENbHO CriabbiM U
ysi3BUMbIM 1151 aTak Mo cpaBHEHUIO ¢ bonee
kpuntoctonknum xawem Windows NT. [NockornbKy xaLw
LM xpaHutca B 6a3e aaHHbIx 6e30nacHOCTM Ha
NoKanbHOM KOMMbIOTEPE, B Criyvae aTaku Ha 6a3sy
AaHHbIX 6e30NacHOCTX Napony MoryT BbITb
pacLndpoBaHsbI.

OT0T napametp 6e3onacHoCTU onpeaensert, byayT nu
OTKMOYaTbCA NOMb30BaTENN NPU NOAKITHOYEHUN K
noKarbHOMY KOMMbOTEPY BHE BPEMEHU BXOAA,
3a[jaHHOro ANnsa Ux y4eTHOM 3annucu. AToT napameTp
BMMSAET Ha KOMMOHEHT B6noka coobLleHnn cepsepa
(SMB). Ecnu ata nonuTurKa BKIOYEHa, nocne
NCTeYEeHNs BpeMEHN BXo4a KNMeHTa CeaHCbl KnneHTa
¢ cepsepoM SMB npuHyauMTENBHO pa3pbIiBaOTCS.
Ecnuv ata nonutmnka oTknoveHa, nocre UcTedeHus
BpeMeHu BXo4a KIMeHTa ero ceaHc CoXpaHseTcs.
lMpumeyaHne. 3ToT NnapameTp GesonacHOCTU
NPUMEHSIETCA TaK Xe, KakK NONMTMKA YYETHOM 3anncu.
[nsa y4eTHbIX 3annucen JOMeHa MOXET CyLLeCTBOBaTb
TONbKO OAHA NONMUTUKA yYeTHbIX 3anucen. MonuTtuka
y4eTHOW 3annucu JormxkHa BbITb onpegeneHa B
nonuTuKe JOMeHa No YMOYaHuio; OHa NPUMEHSETCH
KOHTponnepamMmu gaHHoro JomeHa. KoHTponnep
AOMeHa Bcerga nonyyaet nofMTUKy y4eTHOM 3anucu
13 obbekTa rpynnoson nonutuku (GPO) nonuTtukm
AOMeHa No yMOn4aHuio, Aaxe ecnu cyllecTasyeT
Apyrasi nonmMTuKa y4eTHOW 3anncu, Kotopas
NPUMEHSETCA K NoapasgeneHunio, cogepxallemy aToTt
KOHTpornnep gomeHa. o ymonyaHuto paboyue

3HaueHue

Enabled

(BkntoyeH)

Enabled
(BkntoyeH)




Monutuka

Network security:
LAN Manager
authentication level
(CeteBas
6e3onacHoCTb:
YPOBEHb MPOBEPKMU
nognuHHoctn LAN
Manager)

OnucaHue

CTaHLMWN 1 cepBepbl, BXoAsLWMNE B JOMEH, MonyYyaoT
TY )K€ NOMUTUKY YYETHOW 3anncu ans CBoux
nokarnbHbIX YY4ETHbIX 3anucen. OgHaKo NoUTUKM
NoKarnbHbIX YY4ETHbIX 3an1cen Taknx KOMMbTEPOB
MOTyT OTNINYaTbLCS OT NONUTUKN YYETHOW 3anucu
AOMEHa, ecrniv onpeaeneHa nonuTuka y4eTHom
3anuncu ans noapasfaeneHunsl, B KOTOPOE BXOAAT 3TU

komnbtoTepbl. NapameTpbl Kerberos He npumeHsaroTCS

K TakKMM KOMMbKOTEPAM.

OT0T napameTtp 6e30nacHOCTM onpeaensieT, Kakue
MPOTOKOMbI NPOBEPKN NOASIMHHOCTU C 3anpocoM U1
OTBETOM UCMOSb3YOTCH AS1F CETEBOrO BXo4a B
cuctemy. 3HayeHne 3Toro napameTpa BNUAeT Ha
YPOBEHb NPOTOKOMAa NPOBEPKM MOANMNHHOCTMU,
KOTOPbI UCMNOMb3YHOT KNNEHTbI, HA YPOBEHb
cornacoBaHHON 6e30MacHOCTM ceaHca, a Takke Ha
YPOBEHb NPOBEPKN MOANMHHOCTU, MPUHNMAEMON
cepsepamu, cnegyowmm obpasom. OTnpasnaTb
otBeTbl LM 1 NTLM: knneHTbl uCNonb3ytoT NpoBEpPKY
nognunHHocTn LM n NTLM v HuKorga He ncnonb3yoT
ceaHcoByto 6esonacHocTb NTLMv2; koHTponnepsl
AOMeHa NpUHMMatoT NPOBEPKY NOAMNHHOCTY LM,
NTLM 1 NTLMv2. Otnpasnate LM n NTLM -
ncnonb3oBaTtb ceaHcoByto 6e3onacHocTb NTLMv2
MPpY COrnacoBaHWUM: KITMEHTbI UCMOMb3YOT NPOBEPKY
noanuHHocTn LM n NTLM, a Takke ceaHcoByto
B6esonacHocTb NTLMv2, ecnn cepsep ee
NnoagepXXMBaeT; KOHTPosNepbl AOMeHa NMPUHUMAKOT
nposepky nognimHHocTn LM, NTLM n NTLMv2.
Otnpaenatb Toribko NTLM-OTBET: KNUEHTHI
MCNOosb3YHOT TOSLKO NpoBepKy nognuHHocTu NTLM, a
Takke ceaHcoByto 6e3onacHocTe NTLMv2, ecnu
cepBep ee NoaaepXmMBaeT; KOHTponepbl JoOMeHa
NPUHMMALOT NpoBepKy noasiMHHocTn LM, NTLM n
NTLMv2. Otnpasnatb Tonbko NTLMv2-0oTBeT:

3HaueHue

Send NTLMv2
response only.
Refuse LM &
NTLM
(OtnpaenaTb
Tonbko NTLMv2-
OTBET.
OTtkasbiBath LM
n NTLM)




Monutuka

Network security:
Minimum session
security for NTLM
SSP based (including
secure RPC) clients
(CeteBas
6e3onacHOCTb:
MUHUMarnbHas
ceaHcoBast
©e3onacHocTb Ang
KNneHToB Ha 6ase
NTLM SSP (Bkntoyas
6esonacHbin RPC).)

Network security:

Minimum session

OnucaHue 3HauyeHue

KNWEHTbI UCMOMb3YIOT TOMbKO NPOBEPKY NOANTMHHOCTU
NTLMv2, a Takke ceaHcoBYyt0 6e30NacHOCTb
NTLMv2, ecnu cepBep ee Nogaep>XMBaET;
KOHTpOMsiepbl IOMEHa NPUHUMAIOT NPOBEPKY
nognunHHocTn LM, NTLM n NTLMv2. OTnpasnsaTtb
Tonbko NTLMv2-oTBeT 1 oTkasbiBaTb LM: KNUeHTbI
MCMONb3YOT TONbKO NPOBEPKY NognHHOCTU NTLMv2,
a Takke ceaHcoyto 6e3onacHocTb NTLMv2, ecnn
cepBep ee noaaepXvBaeT; KOHTponnepbl 4oOMeHa
OTKIOHSAT LM (NpuHMMasi TONbKO NPOBEPKY
noganuHHocT NTLM n NTLMv2). OTnpaBnatb TONbKO
NTLMv2-otBeT n otkasbiBatb LM 1 NTLM: knneHTbl
MCMOsb3YIOT TOSbKO NPOoBEPKY nognnHHocTU NTLMv2,
a Takke ceaHcoByto 6e3onacHocTb NTLMv2, ecnu
cepBep ee NoaaepXMBaeT; KOHTponepbl JoMeHa
OTKNoHAT LM n NTLM (npvH1MMas Tonbko NnpoBepKy
noanmHHocTn NTLMv2).

Require NTLMv2

session security:
OT0T NapameTp 6e30NacHOCTM NO3BOMSET KITMEHTY .

Enabled Require
TpeboBaTb cornacoBaHus 128-paspsgHoro

128-bit
LWndpoBaHMsa 1 (Mnn) ceaHcoBor GesonacHoCcTH .

encryption:
NTLMv2. 3T 3Ha4YeHus1 3aBUCAT OT 3HAYEHUS

Enabled
napameTpa 6e3onacHoOCT "YpOBeHb NPOBEPKM

(TpeboBaTtb
nognunHHoctn LAN Manager". [lJocTynHbl cnegyouime

CeaHCOoBYHO
BapuaHTbl. TpeboBaTb ceaHCOBYH Be30NacHOCTb

6e3onacHoCcTb
NTLMv2. Ecnun npotokon NTLMv2 He cornacoBaH,

NTLMv2:
noaknYeHne He ByaeT yctaHoBneHo. TpeboBaTb

BkntoueH

128-paspsagHoe wundgposaHue. Ecnu ctorkoe (128-

TpeboBatb 128-
paspsgHoe) WndpoBaHMe He CorracoBaHo,

BuTHOE
NoAKnYeHne He ByaeT yCTaHOBMEHO.

LndppoBaHue:

BkritoueH)

OT0T NapameTp 6e30MacHOCTM NO3BONSIET CEpBEPY Require NTLMv2

TpeboBaTb cornacoBaHusa 128-pa3psiaHoro session security:




Monutuka OnucaHue 3HaueHue

security for NTLM LWndpoBaHMsa 1 (Mnn) ceaHcoBor GesonacHoCcTH Enabled Require
SSP based (including  NTLMv2. 3Tu 3Ha4YeHnsa 3aBUCAT OT 3HAYEHMS 128-bit
secure RPC) servers napameTpa 6e3onacHoOCT "YpOBEeHb NPOBEPKM encryption:
(CeteBas noanuHHoctn LAN Manager". [lJocTtynHbl cnegytowime Enabled
©e30nacHoOCTb: BapuaHTbl. TpeboBaTb ceaHCOBYH ©Be30NacHOCTb (TpeboBaTtb
MWUHUMarnbLHasa NTLMv2. Ecnun uenocTHoCTb COOBLLEHNIN HE CeaHCOBYHO
ceaHcoBas cornacoBaHa, NoAKItoYeHne He ByaeT yCTaHOBMNEHO. 6e3onacHoCTb
6e3onacHOCTb AN TpeboBatb 128-6uTHOE WindpoBaHme. Ecnn cTonkoe NTLMv2:
cepBepoB Ha 6ase (128-paspsgHoe) WndpoBaHue He CornacoBaHo, BkntoyeH
NTLM SSP (Bkntodass  nogknodeHne He ByaeT yCTaHOBMEHO. TpeboBatb 128-
6esonacHein RPC).) ouTHOE
LUNppoBaHME:
BkntoyeH)

3aBeplueHue paboTbl

(anm. — 6KXWGQGRZQ

v OnuncaHne NonuTuK

MonuTtuka OnucaHue 3HaueHue

Shutdown: Allow

OTOT napameTp 6e30nNacHOCTM onpeaenseT, MOXHO I
system to be shut
, 3aBepLUMTbL paboTy KOMMboTEPA, HE BbINOMHASA BXO B
down without .
, cuctemy Windows. Ecnu ata nonutuka BknoveHa, KomaHay
having to log on

"3aBepLueHune paboTbl" MOXHO BbIOpaTh Ha 3KpaHe BXxoaa B

(BaBepLueHne ) .
5 Windows. Ecnu ata nonutuka oTKNtoYeHa, KomaHaa Disabled
paboTbl:
"3aBeplieHune paboTbl" He oToOpaXkaeTcs Ha 3KpaHe Bxoaa B (OTKMOYEH)
paspeLmTb _
Windows. B aTom cnyyae, 4ToObl 3aBepLuntb paboTty
3aBepLueHne

cMCTeMbI, Nonb3oBaTento TpebyeTcsa YyCneLwHO BbINOMHNUTb
paboTbl CUCTEMBI

BXOJ B CUCTEMY M OH AOIXEH MMETb NPaBo Ha 3aBepLueHne
6e3 BbINONHEHUS

paboTbl CUCTEMBI.
BX0OJa B CUCTEMY.)




Monutuka OnucaHue

OT0T NnapameTp 6e3onacHOCTM onpeaenseT, OyaeT nn
BbIMOMHATLCS O4MCTKa dhanna nogkayky BUpTYyanbHOM
namsaTv Npu 3aBepLueHnn paboTtbl cuctemsbl. MNogaepxka
BMPTyanbHON NaMsiT UCMonb3yeT dbaln NoaKkayku CUCTEMbI
ANS BbIFPY3KW CTPaHWUL, NaMsiTU Ha AWCK, Koraa OHU He
ncnonb3yoTtcs. Bo Bpemsi paboTbl cucTteMbl chaiin noakaydku

Shutdown: Clear OTKPbIT ONEepPaLMOHHON CUCTEMON B MOHOMOSTbHOM PEXUME U
virtual memory xopowo 3awmueH. OgHako ecrnu cuctema HacTpoeHa Tak,
pagefile YTO AOMYCKAaET 3arpy3Ky APYrMx onepaLymOHHbIX CUCTEM,
(3aBepLueHve TpebyeTca ybeamTbea, 4TO Npu 3aBepLueHn paboTbl
paboTbl: o4McTKa CUCTEMbI BbIMNOMHSAETCHA O4nCTKa ee harina nogkadku. IT1o
danna nogkaykm rapaHTUpYyeT, YTO YyA3BMMblE CBEAEHUSI U3 NaMsTH
BMPTYyanbHON NpOLEeCcCcOoB, KOTOpblE MOrMM NONAacTb B dpansn nogKayku, He
namsaTn) CTaHYT AOCTYMHbI MNOSb30BATENAM, MOMYYMBLUMM MPSMOM

HeCaHKUMOHNPOBaHHbIA OOCTYN K aToMy channy. Ecnum ata
NoNuTUKa BKITKOYEHA, NPY KOPPEKTHOM 3aBepLueHnn paboThl
CUCTEMbI BbINOMHAETCA O4YMCTKA hansia nogKkaykm CUCTEMBbI.
Ecnn a1oT napameTp 6e30MacHOCTM BKIOYEH, TaKKe
BbINONHAETCA OOHYynNeHne danna pexnma rubepHaumm

(hiberfil.sys), korga aTOT pPeXUM OTKIHOYEH.

3HaueHue

Enabled
(BkntoveH)

MapameTpbl cucTembl

(avm.— 6\VWHP 6HWWLQJV

v OnucaHue NonuTuK




Monutuka

System settings:
Optional subsystems
(MapameTpbl cUCTEMBI:
Heobsi3aTenbHble
NoACUCTEMbI)

System settings: Use
Certificate Rules on
Windows Executables
for Software Restriction
Policies (MapameTpbl
CUCTEMBI:
ncnonb3oBaTtb npasuna
cepTudmkaToB ons
NCrorHseMbIX pannos
Windows ans nonuTtuk
OrpaHNYeHHOoro
NCNonb30BaHUS

nporpamm)

OnucaHue

OToT NnapameTp 6e3onacHOCTM onpeaenseT, kKakue
AOMONHUTENbHbIE NOACUCTEMbBI MOTYT ObITb 3anyLEeHbI
ANS noaaepkku npunoxeHnn. C nomoLLbo 3TOro
napameTpa MOXHO yKa3aTb BCE NOACUCTEMbI, KOTOPbIE
HeobXxoAnMbl Ans NOAAEPXKKN NPUIOXEHUI B

COOTBETCTBUUN C Tpe6OBaHMFIMI/I cpeabl.

OT0T NnapameTp 6e3o0nacHOCTM ONpeaenser,
BbINONHAETCA nNu obpabdoTka umMpoBbIX cepTUdmKaToB,
Korga nonb3oBartenb UM NpoLecc NbiTaeTcd 3anycTuTb
nporpamMmmy ¢ paclumpeHmem nmeHu anna EXE. OH
NMO3BONSAET BKIMOYNTD UM OTKITHOYUTL NpaBuna
cepTMdmKaTtoB — TUN NPaBUI NOSIUTUK OrPaHUYEHHOrO
ncnonb3oBaHust nporpamm. C NOMOLLbIO TaKMX NOMUTUK
Bbl MOXeTe co3gaTb NpaBurio cepTudmrKaToB, KOTOpoe
paspeLuaeT unun 3anpeLyaet 3anyck NporpaMmmbl,
nognucaHHou ¢ nomoubio Authenticode, B
3aBMCMMOCTW OT TOro, Kakon LmMgpoBoun ceptudmkaTt en
COOTBETCTBYET. YTOOLI NPMMEHNTL NpaBuna
ceptudmKaToB, TpebyeTcs BKIOUYNTb AAHHbIN NapaMeTp
©esonacHocTu. Ecnn npaBuna ceptngukaToB
BKIKOYEHbI, MOSIMTUKM OrPpaHUYEHHOro UCNONb30BaHNS
nporpaMm NPoOBEPSIOT CMNCOK OT3blBa CEPTUPUKATOB
(CRL), ytobbl y6eantbcs, 4To ceptudmkaTt 1 NOANMUCH
nporpamMmmbl 4ENCTBUTENbHbI. OTO MOXET NPUBECTU K
CHWDKEHMIO NPON3BOAMTENBHOCTY NPU 3anycke
NOANUCaHHbIX NporpamMM. Bbl MOXeTe OTKMAUNTL 3Ty
dyHKLMIO. B OKHE CBOMCTB 4OBEPEHHOIO U3garterns
cHumMmunTe donaxkn "Napgatens" n "OTmeTka BpemeHn".
[ononHuTtenbHble cBEAEHUS CM. B pasaene "3agaHune

napameTpoB AOBEPEHHOrO nsgartens".

3HaueHue

He

onpeneneHo

Enabled
(BkntoyeH)

KoHTponb y4YeTHbIX 3anucemn




(aHm. — 8VHIFFRXQW & RQWURO

v OnucaHue NonuTuK

Monutuka

User Account Control:
Admin Approval Mode
for the Built-in
Administrator account
(KOHTpOnb y4eTHbIX
3anucen: pexmm
opobpeHnsa
agMVHUCTPaTOPOM
A5l BCTPOEHHON
y4eTHOM 3anucu

aAMUHUCTpaTopa)

User Account Control:
Allow UlAccess
applications to prompt
for elevation without
using the secure
desktop (KoHTponb
YYETHbIX 3anvcen:
paspewwatb UlAccess-
NPUITOXEHNAM
3anpaluvBsaTtb
noBbILLEHME NpaB, He
NCNonb3ys
BGe3onacHbIn padounn
cTon.)

OnucaHue

OTOT NnapameTp NoNUTUKM onpeaensieTt

XapaKTepUCTUKM pexnma ogobpeHus

AAMUHUCTPATOpPOM And BCTpOGHHOVI y‘-IeTH017I 3arinmcu

agMunHucTpatopa. BoaMoxHble 3HavyeHnsa BknoveHo.

[1ns BCTPOEHHOW Y4eTHOM 3anucu agMumHucTparopa

MCMOMnb3yeTcs pexxnum ogobpeHns agMMHUCTPATOPOM.

Mo ymonyaHuto niobasi onepauus, Tpedytowas

MOBbILLEHMS NPUBUIENIA, NpeanaraeT Nonb30oBaTesnto

noaTBepauTb onepaumnio. OTKOYEHO (Mo
yMon4aHuto). BcTpoeHHasi ydeTHasi 3anuch
agMVHUCTpaTopa BbINOHAET BCE NPUMOXEHNUS C

NOJMHbIMU NMpUBUNErMaMmn agMnMHNUCTpaTopa.

OTOT NnapameTp NOMUTUKN onpeaenseT, MoryT nu
UlAccess-npunoxexus (UIA-nporpammbi)
aBTOMAaTMYeCKN OTKIYaTb 6esonacHbIn paboumnn
CTON AN 3anpocoB Ha MNOBbILLIEHWE, UCMOSb3YeMbIX
006bI4HbIM nonb3oBaTteneM. BkntoyeHo. UIA-
nporpaMmsl, B TOM Yucrie yaaneHHbIN NOMOLLHUK
Windows, aBTomMaTn4eckn oTkno4aroT 6e3onacHbIn
paboyunn cTon Ans 3anpocoB Ha MOBbILLEHWE Npas.
Ecnu He oTkntoyeH napameTp nonutukn "KoHTponb
yYeTHbIX 3anucen: nepeknoyeHne kK 6esonacHomy
paboyemy cTOny nNpw BbINOMHEHWM 3anpoca Ha
NnoBbILLEeHWeE npas", npurnaweHne NosSBUTCA Ha
MHTEpaKkTUBHOM paboyem cTore nonb3oBartens, a He
Ha 6e3onacHom pabo4vem ctone. OTkNYEHO (Mo

ymon4yaHuto). besonacHbli pabo4nii cTon MoXeT BbITb

OTKMOYEH TOMbKO MoNb3oBaTenemM MHTEPaKTUBHOMO
paboyero cTona unu NyTem OTKIOYEHNS NapameTpa

NoNUTUKN "KOHTPOMb YYETHbIX 3anucen:

3HayeHue

Enabled

(BkntoveH)

Disabled
(OTKnNOYEH)




Monutuka

User Account Control:
Behavior of the
elevation prompt for
administrators in
Admin Approval Mode
(KOHTpOnb y4eTHbIX
3anncen: noBegeHne
3anpoca Ha
NnoBbILLEHWE NpaB Ans
aAMWUHUCTPATOpPOB B
pexnme ogobpeHuns
aZlMUHUCTPATOPOM)

OnucaHwue 3Ha4yeHue
nepeknoyeHne k 6esonacHomy pabovemy cTony npu
BbINOMTHEHWM 3aMnpoca Ha NoBbIWEHME NpaB”.
OTOT NnapameTp NOnUTUKN onpeaenseT noseaeHe Prompt for

3anpoca Ha noBbILEeHWE NPUBUNIErNIA ANs consent for

agMUHUCTPATOPOB. BO3MOXHbIE 3Ha4YeHUA non-Windows
MoBblweHne 6e3 3anpoca. [No3sonser binaries
NPUBUIErMPOBaHHbLIM YYETHBIM 3aMMUCsIM BbINOSNHUTD (8anpoc
onepaumto, TpebyoLLyt0 NOBbLILLEHWS MPUBUAETNNA, cornacuvs ans
6e3 noaTBEPXKOEHNA Cornacus Unn BBoAa YYETHbIX NCNOSTHAEMbIX
AaHHbIX. [puMeyaHne. STOT BapmaHT AOSMKEH drannos,
MCMoSib30BaTbCs TOMbKO B Cpefax ¢ MakcMmMasribHbIMU OTSINYHBIX OT
orpaHu4yeHnsMuU. 3anpoc y4EeTHbIX AaHHbIX Ha Windows)
B6esonacHom paboyem ctone. [Ans nodon onepauuu,

TpebytoLen NoBbILLEHNS NPUBUIETA, Ha

6esonacHoMm pabovem cTore BbIBOOUTCS

npurnaweHne BBECTU UMS U Naporib

NpyBUIErMpoBaHHOIO nonb3oBaTtens. Ecnu BBogaTca
NpUBUNErMpPOBaHHbIE YYETHbIE AaHHbIE, onepaums

NPOAOImKaeTCca NPOAOIKEHa C MaKCUManbHbIMU

AOCTYMNHbIMW NPUBUIIErMsIMX Nonb3oBaTens. 3anpoc

cornacusi Ha 6esonacHom paboyem ctone. ns

nobon onepaunn, TpebdytoLLen NOBbILLEHNSA

npusunerun, Ha 6esonacHom paboyem cTone

BbIBOAUTCSA npurnaweHve Bblbpath: "Paspewmnts" nnm

"3anpetutb". Ecnn nonb3oBartens BblIbupaet

"PaspelumnTtb", onepaumsa npogormKaeTcs ¢

MakCUManbHbIMWU OOCTYMNHbIMU MPUBUAENAMU

nonb3oBaTens. 3anpoc y4YeTHbIX AaHHbIX. [ns nobon

onepauun, TpebytoLen NoBbILLEHNA NPUBUNETNNA,

BbIBOOMTCS MpurnalleHne BBeCTU NMS NoSib3oBaTess

1 Naponb y4eTHOM 3anncu agMmuHucTparopa. Ecnu

BBOASATCS AOMNYCTUMbIE YYETHbIE AaHHbIE, onepaLms

NPOAOIKAETCA C COOTBETCTBYHOLLUMM NPUBUNETNSMN.

3anpoc cornacus. [ina nobon onepaunn, TpedyroLLen

noBbILLEHUA I'Ipl/lBI/IJ'IGFI/IVI, nonb3oBarterto




Monutuka

User Account Control:

Behavior of the
elevation prompt for
standard users
(KOHTpOrb y4eTHbIX
3anucen: nosegeHve

3arpoca Ha

noBbILLIEeHME rpaB Aa5Ad

00OBbIYHBIX

nonb3oBaTenemn)

OnucaHue 3HauyeHue

npegnaraerca BblibpaTth: "Paspewmnts" unm
"3anpetutb". ECnn nonb3oBaTtenb BbiOMpaeT
"PaspelumnTtb", onepaumsa npogormkaeTcs ¢
MaKCUMarnbHbIMU SOCTYMNHBLIMWU NPUBUIIEMNAMU
nornb3oBaTens. 3anpoc cornacus Ans CTOPOHHUX
ABOUYHbIX barnos (He Windows) (no ymon4yaHuio).
Korga onepauus ons npunoXxeHns CTOPOHHEro (He
MawkpocodT) nponssoanTens TpebyeT NoBbILLEHNS
npusunerun, Ha 6esonacHomMm paboyem crone
BbIBOAUTCSA NpurnaweHve Boblbpath: "Paspewmnts" nnm
"3anpetutb". ECnn nonb3oBartens BbibupaeT
"PaspelumnTtb", onepaumsa npogormkaeTcs ¢

MaKCMMalribHbIMX OOCTYMNMHbIMU NPUBUNEermnaMmmn

nonb3oBaTens.
OTOT NnapameTp MonMTUKN onpefenseT noBeaeHve Prompt for
3anpoca Ha NoBbileHne NpUBUNErnin Anst 0ObIYHbIX credentials on
nonb3oBaTenen. BoamoxHble 3Ha4eHns 3anpoc the secure
YYETHbIX AaHHbIX (MO ymonyaHuto). Korga onepaums desktop
TpebyeT NOBbILEHUSA NPUBUIIETMIA, BbIBOAUTCSA (8anpoc
npurnaweHne BBECTU UMS NOMNb3oBaTens 1 naporsb YYETHbIX
YYETHOW 3an1cuy nosb3oBaTerns ¢ NpUBUNErnamm AaHHbIX Ha
agMuHucTpartopa. Ecnv nonb3oBaTtens BBOOUT 6e3onacHom
OENCTBUTENbHbBIE YYETHbIE AaHHble, onepaums paboyem
NPOAOIKaeTCA C COOTBETCTBYHOLUMMU NPUBUNETNSMN. cTone)

ABTOMaTNYECKOE OTKIIOHEHME 3anNpPOCOB Ha
noBblleHne npusunerni. Korga onepauns tpedyer
NOBbILLEHMSA NPUBMUNErIA, oTobpaxaeTcs coobLeHne
06 owmnbke oTkasa B goctyne. OpraHmsaumm,
HACTOSIbHbIE KOMMbIOTEPbLI KOTOPbIX MCNOMb3YHTCS
00bI4YHbIMM MONb30BaTENSAMMU, MOTYT BbiOpaTh 3TOT
napamMeTp NOMUTUKN AN YMEHbLUEHUS Ynucna
obpalleHni B cnyx0y nogaepxku. 3anpoc y4eTHbIX
AaHHbIX Ha 6e3onacHom paboyem cTtone. Korga
onepauns TpebyeT NOoBbILLEHUS NPUBUNETANA, Ha
6e3onacHom paboyem cTore BbIBOOUTCS




Monutuka

User Account Control:
Only elevate UlAccess
applications that are
installed in secure
locations (KoHTponb
YYETHbIX 3anucen:
noBbILWATL NpaBa Ans
UlAccess-
NPUNOXEHUN, TOSNbKO
npv yCTaHOBKe B
6e3onacHbIX MecTax)

User Account Control:
Run all administrators
in Admin Approval
Mode (KoHTponb
YYETHbIX 3anucen: Bce

agMUHUCTPATOPbI

OnucaHue

npurnawleHne BBeCT NMA 1 Naposib OPpyroro
nonb3oBartens. Ecnv none3oBatens BBOAUT
aonyctumble y4eTHble OaHHble, onepaund
npoaoJrKaeTcd C COOTBETCTBYHOLLMMU NPpUBUIIETNAMN.

KoHTporib y4eTHbIX 3anucei: nosbiwaTh npasa
Tonbko anga UIAccess-npunoxXeHnn, yCTaHOBNEHHbIX
B 6€30MacHOM MeCTOMONOXEeHUN JTOT NapameTp
NOMUTUKKN YNpaBnsieT TeM, JOMKHbI NN NPUMNOXEHNS,
3anpalunBaroLlune BbINOfHEHNE Ha YPOBHE
uenoctHocTn UlAccess, HaxoanTbcs B 6e3onacHom
nanke ¢pannoBon cuctembl. besonacHbIMn cunTaloTCA
TONbKO cneaytowme nanku: ...\Program Files),
BKNtovasi BrioxeHHble nanku ...\Windows\system32\
...\Program Files (x86)\, BKrto4asi BNOXXeHHbIe nanku
ans 64-paspagHeix Bepcun Windows lNpumedarue.
Windows npvHyanTensHO NpoBoAnT 0b6s3aTenbHyo
nposepky noanucen PKI gna noboro nHTepakTMBHOro
NPUNOXeHWs, 3anpaluvBaroLLEero BbINONIHEHNE Ha
ypoBHe uenoctHocTn UlAccess, BHe 3aBUCUMOCTU OT
COCTOSIHMSA JaHHOro napameTpa 6esonacHoCTy.
Bo3moxHble 3HaveHus. BknioveHo (Mo ymonyaHuio).
MpunoxeHne ByaeT 3anyckaTbCsi C ypOBHEM
uenocTtHocTn UIAccess Tonbko B TOM criyyae, ecnv
OHO HaxoauTcsa B 6e3onacHon nanke annoson
cuctembl. OTkNtoYeHo. MpunoxexHne byaet
3anyckatbca ¢ ypoBHeM LenocTtHocTu UlAccess,
Aaxke ecrnv OHO He HaxoauTcs B 6e3onacHou nanke
¢annoBom CUCTEMBI.

JTOT NapameTp NonMTUKK onpeaensieT
XapaKTepUCTUKM BCEX MONUTUK KOHTPOMS YYETHBIX
3anucen gnst komnbtotepa. MNpu n3MeHeHnn 3Toro
napameTpa nonuTukn Tpebyetcs nepesarpysnTb
KoMnbtoTep. BoamMoxkHble 3Ha4YeHus BkntoyeHo (no

ymonyanuio). Pexxum ogobpeHns agMMHUCTPaTopoMm

3HauyeHue

Enabled
(BkntoyeH)

Enabled
(BkntoyeH)




Monutuka

paboTaloT B pexunme
onobpeHuns

aZlMUHUCTPATOPOM)

User Account Control:
Switch to the secure
desktop when
prompting for elevation
(KOHTpOrb y4eTHbIX
3anucen:
nepekryeHne K
6e3onacHomy
paboyemy cTony npu
BbINOSIHEHMM 3anpoca
Ha MOBbILLEHWE NpaB)

User Account Control:
Virtualize file and
registry write failures
to per-user locations
(KOHTpOnb y4eTHbIX

3anucen: npun c6osax

OnucaHue

BKMOYEH. YUTOObI pa3peLumTb BCTPOEHHON YYETHOM
3anucu agMmMHUCTpaTopa 1 BCeM ocTalnbHbIM
nonb3oBaTensM, ABMAIOLWMMCS Y4aCcTHUKaAMM rpynnbl
"AoMuHuCTpaTopbl”, paboTatb B pexume ogobpeHus
aZMWHNCTPATOPOM, 3Ta NOMUTUKA AOMKHA BbITb
BKIOYEHA, a BCe CBA3aHHbIE NONUTUKM YNpaBneHns
yYeTHbIMY 3annUcsaMu TakkKe JOSMKHbI ObITb
YCTaHOBIIEHbI COOTBETCTBYOLLMM 06pa3om.
OTkrntodeHo. Pexxum ogobpeHus agMmMHUCTPaTopoMm U
BCE COOTBETCTBYIOLLME NapameTpbl NOMUTUKM
KOHTPOSIS YYETHbIX 3anncen ByayT OTKMOYEHBDI.
MpumeyvaHne. Ecnu aTOoT NapameTp NONUTUKK
OTKJTHOYEH, LeHTp obecneyeHus 6e3onacHoCTH
Bbl4acT yBefOMIeHne, 4To obLias 6e3onacHoCTb
onepaumoHHON CUCTEMbI CHU3UNACh.

OTOT NapameTp NonNnTUKK onpegensiet, byayTt nu
3anpocbl Ha NOBLILEHNE NPaB BbIBOAUTLCA Ha
NHTEPaKTUBHbLIN pabo4unii CTON NONb30BaTENs UMK Ha
Ge3onacHbIn pabdounn cton. BodaMoXXHbIe 3Ha4YeHus.
BkntoyeHo (no ymonyaHuto). Bce 3anpochkl Ha

NOBbILLEHWE NMpaB BbIBOAATCA Ha 6e30nacHbIn
Enabled

paboyunin cTon He3aBUCMMO OT NapameTpoB NOMUTUKM
(BkntoveH)

NOBeAEeHUs NpUrnaweHnsa Ans agMUMHUCTPaTopoB U
006bIYHbIX Nonb3oBaTtenen. OTKYEHO: BCe 3anpochl
Ha NOBbILLIEHNE MPaB BbIBOAATCA HA MHTEPAKTUBHbIV
pabouuni cton nonb3osBatens. MicnonbayoTca
napameTpbl NONUTUKM NOBEAEHMS NpUrnalleHns ons
a4MWHNCTPATOPOB M OObIYHBIX NOMb30BaTENEN.

Enabled
(BkntoyeH)

OTOT napameTp NOMUTUKK yrnpaBnseT
nepeHanpaesneHvemMm cboeB 3anmcu NPUNoXeHUn B
onpefeneHHble pacnonoXeHns B peecTtpe u
drannoBon cucteme. ITOT NapameTp NONUTUKN
NO3BOMSIET YMEHbLUNTL ONACHOCTb MPUITOXEHUN,

KOTOpPbI€ BbIMOJIHAKTCA OT UMEHW aAMUHUCTPAaTOopPa U

3HaueHue




Monutuka OnucaHwue 3Ha4yeHue
3anucu B chann unum BO BPeMS BbINOMHEHNS 3anNUCbIBAIOT AaHHbIE B Nanky
peecTp Y%ProgramFiles%, %Windir%; %Windir%\system32
BUpTyanu3auus B nnn HKLM\Software... Bo3amoxHble 3Ha4yeHus.
pasmeLleHue BkntoyeHo (no ymonyaHuio). Céom 3anucu
nonb3oBaTens) NPUNOXEHNA NEPEHaNPaBnsTCA BO BpeEMS
BbIMOSTHEHUS B ONpeaeneHHble Nonb30oBaTenem
pacnonoXxeHus B ansioBon CUCTEME N peecTpe.
OTKntoYeHo. BbinosiHEHWE NPUNOXEHUHN,
3anucbiBaloLWmMX aHHble B 6e3onacHble
pacrnorioXXeHuns, 3akaH4YMBaETCs OLLUNOKOMN.
Mpouue
(aHm. — 2WHKHU
v OnncaHue nonuTuk
Monutuka OnucaHue 3Ha4yeHune

Accounts: Block
Microsoft accounts
(YyeTHble 3anucu:
BrnoknposaTtb
y4YeTHbIE 3anucu
MawnkpocodrT)

OTOT NnapameTp NoONUTUKM HE NO3BONSIET NOSb30BaTeNsIM
no06aBnATb HOBbIE YYeTHble 3anncu MankpocodT Ha
AaHHOM KoMnbloTepe. Ecnu BeibpaTb BapuaHT
"Monb3oBaTtenun He MoryT f06aBnsATb YYETHbIE 3anncK
MawnkpocodT", nonb3oBarTenu He CMOryT co3gaBaTb
HOBble y4eTHble 3anucn MankpocodT Ha 3TOM
KOMMbloTepe, Npeobpal3oBbiBaTh JIOKAIbHbIE YYETHbIE
3anncu B ydeTHble 3anucn MankpocodT, a Takke
noaKnoYaTb y4eTHbIe 3annucu OMeHa K Y4ETHbIM
3anucam MarikpocodTt. TOT BapmaHT NpeanoYvTUTENEH,
ecnun TpebyeTcsa orpaHMyYnTb YMUCIIO UCMNONb3yeMbIX
y4eTHbIX 3anucen MarkpocodT B opraHmsaunn. Ecnn
BblOpaTb BapuaHT "lMNonb3oBaTenn He MoryT fo6aBnsaTb
y4yeTHble 3annucy MankpocodT 1 ucnonb3oBaTb UX Ans
Bxoda", cyllecTByloLMe NoNb3oBaTenn y4eTHbIX 3anmcen

Users can't add
Microsoft
accounts
(Monk3oBatenu
He MoryT
pobaBnATb
yYeTHbIE
3anucu
MawnkpocodrT)




Monutuka

Audit: Force audit

policy subcategory

settings (Windows
Vista or later) to
override audit
policy category
settings (AyauT:
NPUHYAUTENBHO
nepeonpenensiet
napametpbl
KaTeropuu
NONUTUKM ayanTa
napameTpamm
nogKateropumm
NONUTUKM ayanTa
(OC Windows

Vista unu donee

no3aHne Bepcun).)

Domain member:
Disable machine
account password
changes (YneH
AoMeHa:
OTKMIOUNTD
N3MeHeHne

naponsa y4eTHbIX

OnucaHue 3HauyeHue

MawnkpocodT He cmoryT BonTu B cuctemy Windows.
Bbibop aTOro napameTpa MOXET caenatb BXO4 B CUCTEMY
N yrpasrieHne e HeOCTYMNHbIM NS CyLLEeCTBYHOLLEro
adMUHUCTpaTopa Ha AaHHOM KoMmnbloTepe. Ecnu ata
NonMTUKa OTKIKOYEHA UIM HE HaCcTpoeHa
(pexkomeHayeTcs), Nonb3oBaTeNM CMOrYT UCMONb30BaTb
y4yeTHble 3anucn Mankpocodt B Windows.

OC Windows Vista n 6onee nosgHue sepcumn Windows
NMO3BONSAKT TOYHEE YyNPaBNATb NOANTUKON ayguTa npu
MOMOLLIM NOoAKaATErOPUN NONUTUKK ayauTa. YCTaHOBKa
NONMUTUKN ayauTa Ha YpOBHE KaTeropuun nepeonpenenut
HOBY (DYHKLMIO NONUTUKM ayauTa nogkareropmn. Ytoobl
obecneunTb ynpasneHme NoNnTUKOM ayamTta npu nomMoLLm
nogkareropun 6e3 Heob6xoaUMOCTN U3MEHEHUS

rpynnoson nonutukn, B Windows Vista n 6onee nosgHmnx
Enabled

BEpPCUsIX NPegyCMOTPEHO HOBOE 3Ha4YeHne peectpa
(BkntoyeH)

(SCENoApplyLegacyAuditPolicy), 3anpeLyatoLiee
NPUMEHEHME MONUTUKM ayanTa YPOBHA KaTteropmm m3
rpynnoBoOW NOANTUKN N U3 CpeacTBa agMUHUCTPUPOBAHUS
"lNokanbHasa nonutuka 6esonacHoctn”. Ecnu
yCTaHOBMNEHHas 34ecCb NonMTHKa ayanta ypoBHS
KaTeropum He cornacyetcs ¢ opmMupyemMbiMm
CcOBbITUAMM, TO NPUYNHA MOXKET ObiTb B TOM, YTO

YCTaHOBJIEH 3TOT pa3fesl peecTtpa.

Disabled
(OTknNtoYeH)

OnpegenseT, npon3BoanTcs N nepnognyeckoe
N3MeHeHMe Napons y4eTHOM 3anncu KoMMbloTepa YneHa
AomeHa. [Npwv BKAKYEHMM 3TOrO NapameTpa YreH JOMeHa
He NbITaeTCH N3MEHUTb Naposb YY4ETHOM 3anncu
KoMnbtoTepa. Ecnu aToT napameTp OTKMAYEH, YNeH
AOMeHa MbITaeTcs U3MEHUTb Naporib YYETHOM 3anucu
KOMMblOTEPA COrMacHO 3Ha4YeHno napameTpa "YneH
AOMEHa: MakCMMaribHbI CPOK AENCTBUSA NaAposs y4ETHON

3anucm KomnoboTepa”, MEeKLLEro No yMon4yaHuo




Monutuka

3anucen
KomnbtoTepa)

Domain member:
Maximum machine
account password
age (YneH
AOMeHa:
MaKkcUMarnbHbIN
CPOK OencTBus
napons y4eTHbIX
3anucen
KomnbtoTepa)

Domain member:
Require strong
(Windows 2000 or
later) session key
(YneH gomeHa:
TpeboBaTtb
CTOVIKUI

CeaHCOBbIWN KoY

OnucaHue

3Ha4veHue "kaxgple 30 gHen". 1o ymon4yaHuio:
OTkrntodeHo. NpumevaHusa He cnegyet BkoYaTtb 3TOT
napametp 6e3onacHocTu. [laponu y4eTHbIX 3anucen
MCNOMb3YyTCA ANA ycTaHOBNeHUs 6e3onacHbIX KaHanos
CBA3M MeXAy YfieHamMu JIOMeHa U KOHTponnepamu
AOMeHa, a TaKkKe Mexay CaMUMW KOHTPOoniepaMu BHYTPpU
AomeHa. Nocne yctaHoBneHWs cBA3n 6es3onacHbIn kaHan
ncnonb3yeTcsa Ana nepegaydn KoHuaeHUmManbHbIX
AaHHbIX, HE0BXOOUMbIX ANSA BbINOMHEHWSI NPOBEPKU
NOANMUHHOCTU N aBTopu3aumu. ATOT napameTp He
criegyeT ucnonb3oBaTth AN NOAAEPXKU CLieHapueB
ABOWHOW 3arpy3Kku, UCMOSb3YIOLNX OOHY U TY Xe YYETHYI0
3anucb koMmnbloTepa. [Ana 4BOWHOW 3arpysku ABYyX
YCTaHOBOK, 06 beANHEHHbIX B OOQHOM JOMEHEe, NpUCBONTe
3TMM yCTaHOBKaM pa3Hble MMeHa KOMMbIOTEPOB.

oT0T napameTp BGesonacHocTH onpepnendeTt, Kak 4YaCcTo
YJieH JOMEHa 6y,u,eT NblITaTbCA USMEHUTL Maposib yquHOVI
3arnncu KomMmrbroTepa.

JTOT napameTp 6e3onacHOCTU onpeaensert, Tpebyerca
nn ansa 3awmd@poBaHHbIX AaHHbIX 6e30nacHoro kaHana
128-paspsagHbein kntod. [Npu npucoegMHeHnn KoMnboTepa
K JOMEHY CO3[aeTcs y4eTHasa 3anvcb KoMnbroTepa.
[Mocne aToro npu 3anycke cucteMbl AN co3gaHns
BGe3onacHoro kaHana ¢ KOHTponepom JoMeHa
NCorb3yeTcs Naposib Y4ETHOW 3anmncu KOMMboTepa.
OTOT 6e3onacHbIN KaHan Ucnonb3yeTcs Ansi COBEPLUEHWS

TAKMNX onepau,w7|, KaK CKBO3HadA npoBepka noarimHHOCTU

3HauyeHue

30 aHen

Enabled
(BkntoyeH)




Monutuka

(Windows 2000
NN BbILLE))

Interactive logon:
Display user
information when
the session is
locked
(MHTepaKkTUBHbIN
BXO[ B CUCTEMY:
oTobpaxaTb
cBedeHns o
nonb3oBaTtene,
ecnun ceaHc

3a6noknpoBaH.)

OnucaHue

NTLM, nonck umenun nnu NI 6esonacHoctn LSAnT. 0. B
3aBucumocTn oT Bepcun Windows, ncnosib3yemMom Ha
KOHTponsiepe AOMeHa, C KOTOPbIM OCYLLIECTBNAETCA
coeinHeHune, a TaKxKe OT 3Ha4YeHU NnapameTpoB: YneH
AomeHa: Bcerga Tpebyetca undgpoBas noanucb Unu
LWndpoBaHMe AaHHbIX 6e3onacHoro kaHana Ynex
AomeHa: WwudpoBaTh AaHHble 6e30macHOro KaHana,
Korga 3To BO3MOXHO byayT 3awwmgpoBaHbl Bce nnu
HeKoTopble AaHHble, NepedasaemMble No 6e3onacHoMy
KaHany. TOT napamMeTp MOMUTUKK ONpeaenseT,
TpebyeTca nn Ans 3awmdpoBaHHbIX AaHHbIX
BesonacHoro kaHana 128-paspsaHbin kntod. Ecnn aToT
napameTp BKNtoYeH, 6esonacHoe coeamHeHue byget
YCTaHOBMEHO TONbKO B TOM Crlyyae, ecin BO3MOXHO 128-
paspsgHoe wndpoBaHne. Ecnu aToT napameTp
OTKINIOYEH, CTOMKOCTb Kroya cornacyeTcs ¢
KOHTPONSIEPOM LJOMEHa.

OTOT napameTp onpegenseT, byayT nv Takne
AONOMNHUTENbHbIE CBEAEHUSA, KaK aapec 3reKTPOHHOM
NoYTbl UM AOMEH/MMS Nonb3oBaTens, oTobpaxaTbCs
BMeCTe C MMeHeM MNofb30BaTeNns Ha aKkpaHe Bxoada B
cuctemy. Y knueHTos, ucnonesayowmx Windows 10
Bepcun 1511 n 1507 (RTM), atoT napameTtp paboTaeT Tak
Xe, Kak n B npeablaywimx sepcuax Windows. Bengy
AobasneHns HOBOro NapameTpa KOHPMAEeHUMansHOCTU B
Windows 10 Bepcun 1607 3TOT napameTp NPUMEHSIETCA K
TakuM KrnneHTam uHadve. NameneHmsa B Windows 10
Bepcumn 1607 HaunHasa ¢ Bepcun 1607 B Windows 10
nMmeeTcs HoBasi PyHKLMOHaNbHass BO3MOXHOCTb,
Bnarogaps KOTOPOW MOXHO MO YMOSYaHUIO CKPbIBaTb
Takue cBefeHu s Nnornb3oBarers, Kak agpec SNeKTPOHHON
NoYTbl, U UIBMEHSATb CTaHAAPTHbIE HACTPOWNKK, YTOBbLI 3TN
cBefeHns otobpaxkanucb. HacTpoutb gaHHyto
PYHKLMOHANbLHYIO BO3MOXHOCTb MOXHO C MOMOLLLIO
HOBOrO NapameTpa KOHPUAEeHUNansHOCTU B pasaene

3HaueHue

User display
name only
(Tonbko nms

nornb3oBaTens)




Monutuka

OnucaHue

«lMapameTpbl» > «Y4yeTHble 3anucu» > «lapameTtpsbl
Bxoga». o ymonyaHuo napameTp
KOHOMAEHUMANbHOCTU BbIKMOYEH, @ AOMNOSTHUTENbHbIE
cBefleHus nonb3oBaTtens CKpbIThl. [laHHbI napameTp
rpynnoBOW NOSIMTUKN onpeaensier aTy xe
JYHKLMOHANbHY BO3MOXHOCTb. [laHHOMY napameTpy
MOXHO MpuUcBamBaTh crnefyoLime 3HavyeHus: BeiBogmumoe
UM4 Nonb3oBaTens, MMeHa AOMeHa 1 NoNb3oBaTens: B
Cny4yae OCyLLEeCTBIEHMS NTOKaNbHOro BXxoaa
oTobpakaeTcsi NONHOE MSA nonb3oBaTens. Ecnn
nosib3oBaTeNb BXOAUT Yepes YHETHYIO 3annchb
MawnkpocodT, oTobpaxxaeTcs agpec ANEeKTPOHHOW NOYThI
nonb3oBaTens. B cnyyae Bxoga B 4JOMeH oTobpakaeTcst
AOMeH/Ms_nonb3oBaTtens. ToNbKo NMs Nonb3oBaTens:
oTobpakaeTcsi NONIHOE MMS Nonb3oBaTenNs,
3abnoknpoBasLLero ceaHc. He otobpaxaTb cBegeHus o
nonb3oBaTene: HUKakne uMeHa He oTobparkatoTcs,
onHako Bo Bcex Bepcuax Windows crapwe Windows 10
Ha 9KpaHe CMeHbl Norib3oBaterns OyayT oTobpaxaTbCs
nosiHble MMeHa nosib3oBatenen. HaymHaa ¢ sepcum 1607
Windows 10, ata cyHKUMS He nogaepxmBaetcs. Ecnv
BbIOpaHO JaHHOe 3Ha4YeHune, Ha aKpaHe byaet
oTobpaxaTbCsl NOMHOE NMS NoNb3oBaTens,
3abrokmpoBaBsLUero ceaHc. [laHHOe U3MEHeEHNe
obecrneymBaeT COOTBETCTBME ITOrO NapaMmeTpa HOBOMY
napameTpy KoHduaeHUnanbHoCcTn. YTobbl Ha aKpaHe He
oTobpaxkanocb HMKAKOM MHAOPMAaLMK O Nofb3oBaTene,
BKINIOYMTE NapameTp rpynnoBoOn NOMNTUKN
"MIHTepakTUBHbIN BXOA": HE OTOBpaxaTb AaHHbIE
nosib3oBaTens, NOCrneaHUM BXOAUBLLNM B CUCTEMY.
[MycTo: ctaHaapTHOe 3HavyeHne. O3HavaeT «He
onpegeneHo», 04HaKko Ha akpaHe ByaeT otobpaxarbcs
NofiIHoe UMS NMOMb30BaTenNs TOYHO TakK Xe, Kak 1 npwu
Bblbope 3HavyeHus1 « ToNbKO UMs MONb30oBaTens».
Wcnpaenenune ansa Windows 10 Bepcun 1607 B cnyyae

ncnonb3oBaHus Windows 10 Bepcun 1607 gaHHble

3HauyeHue




Monutuka

OnucaHue

nonb3oBaTens He OyoyT oTobpaXkaTbCsl Ha AKpaHe Bxoaa
B CUCTEMY, Aaxke ecnu BblibpaHo 3Ha4YeHne «BbiBogumoe
UMS Nonb3oBaTens, UMeHa AOMEHa 1 Nonb30oBaTensy,
NOCKOJSIbKY OTKMOYEH napameTp KoHpuaeHUNansHOCTMU.
Ecnun BkNOUMTb 3TOT NapameTp, AaHHbIE MOSIBATCA Ha
aKpaHe. [pynnoBoe U3MeHeHne HacTpoekKk napamMmeTpa
KOHMAEHUMANbHOCTU HEBO3MOXHO. BmecTo aToro
MOXHO npumeHnTb KB4013429 k knneHtam ¢ Windows
10 Bepcun 1607, 4TobbI CMCTEMA AencTBOBanNa
aHanorn4yHo npeablgywmum sepcuam Windows.
B3anmopgencteune c komaHgomn «3anpeTtntb
nonb3oBaTento oTobpaxkaTb JaHHbIe YYETHON 3anucu Ha
3KpaHe Bxoga» Bo Bcex Bepcusax Windows 10 no
yMosnyaHunio otobpaykaeTcsl TONbKO MMs NOnb3oBaTensi.
Ecnun 3agaHo 3HadeHne «3anpeTuTb NoNb30BaTeNo
oToGpaxaTb JaHHble YYETHOM 3an1Cn Ha AKpaHe Bxoday,
Ha aKpaHe Bxoaa byaet otobpaxkaTbCs TONbKO
BbIBOAUMOE MMS NOSib30BaTeNs HE3aBMCUMO OT HaCTPOEK
rpynnoBon NonnTukn. MNMonb3oBaTenun He cMoryT
BbIBOAUTb Ha 3KpaH CBOM cBeadeHus. Ecnn 3HaveHune
«3anpeTuTb Nonb3oBaTento oTobpaxaTb AaHHbIe
YYETHOW 3anucu Ha aKpaHe Bxoda» He 3aaHO, MOXHO
3agatb Anga napametpa «/HTepakTUBHbIA BXO[, B
cucTemMy: oTobpaxkaTb CBe4eHUS O Nnosib3oBaresne, ecnu
ceaHc 3abnokmpoBaH» 3HaveHne «BbiBognmoe nvs
nonb3oBaTens, MMeHa JOMeHa 1 Nonb3oBaTens », YToobl
Ha aKpaHe BXxo4a B CMCTEMY OTODpaxanuncb Takue
AOMNONHUTENbHbIE CBEAEHMS NONb30oBaTens, Kak
AomeH\Mms nonb3oBaTens. B atom cnyyae Ha
KnueHTckmx komnbtotepax ¢ Windows 10 Bepcum 1607
Tpebyetcs npumeHnTs KB4013429. Nonb3oBatenu He
CMOTYT CKPbITb JOMNOMHUTENbHbIE CBEOEHUS.
PekomeHgaunn Bo3amMOXHOCTN NPUMEHEHNS 3TOMU
MONMUTMKN 3aBUCAT OT BalLnx TpeboBaHui 6e3onacHoCTH
B OTHOLLEHMM OTOOpaaeMbiX y4ETHbIX AaHHbIX 4SS

Bxoda. Ecnu Bbl pa60TaeTe C KOMMNbOTEPAMMU, Ha

3HauyeHue
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Interactive logon:
Machine account
lockout threshold
(MHTepakTUBHbIV
BXO[, B CUCTEMY:
NMOpOroBOE YMCIO
HeyaauHbIX

MonbITOK BX0OAa)

Microsoft network
server: Amount of
idle time required
before suspending
session (CepBep

cetu Microsoft:

OnucaHue

KOTOPbIX XpaHUTCHA KOHmaeHumaneHas nHopmanms, a
MOHUTOPbI HAXOAATCA B He3aLMLLEHHbIX MecTax, IMbo
€Cnu K BallMM KOMNbTEPaAM C KOHPUAEHUMansHOM
NHdopMaLmnen uMeeTcs yaaneHHbIn 4oCTym, TO
oTobpaXkeHne MosiHbIX UMEH BOLLeALINX B CUCTEMY
nonb3oBaTenen unu MMeH y4eTHON 3anucym JoMeHa
MOXET MPOTUBOPEYUTL Ballen obLuen NonuTnke
6e3onacHocTn. C yyeTom Ballen nonuTuku 6esonacHocTu
MOXeT BbITb LenecoobpasHbiM yCTaHOBMEHME 3HAYEHUS
«HTepakTnBHbIM BXOA B CUCTEMY: HE OTOBpaxaTb

y4yeTHble AaHHbI€ NocreaHEero nosib3oBaTtesa».

OT0T NnapameTp 6e3onacHOCTM onpeaensaeT KomM4ecTBO
HeyaauqHbIX NOMNbITOK BXOA4A B CUCTEMY, MOCNEe KOTOPOro
KOMMNbIOTEP NepesarpyxaeTtcs. KomnboTepbl, Ha KOTOPbIX
ansa 3awmutbl TomoB OC BkoveHa dyHKuma Bitlocker,
OyoyT 3abnokupoBaHbl. [1na cHATUSA GrOKMPOBKM
TpebyeTcs ykasaTb B KOHCOMN KIT0Y BOCCTAHOBIIEHMS.
Yb6egutech, YTO BKNHOYEHbI COOTBETCTBYIOLLME MONMUTUKN
BOCCTaHoOBIeHNa goctyna. KonnmyecTBo HeyaayHbIX
nonbITOK 4OCTYNa MOXeT BbITb 3a4aH0 Yncriom oT 1 4o
999. Ecnu ycTtaHOBUTb 3TO 3HaYeHue paBHbIM 0,
KOMMNbIOTEP HMKOrAa He Byaet bnoknpoBaTbecs. 3Ha4YeHUs
oT 1 go 3 6yayT MHTEpNPETUPOBaHbI Kak 4. HeyaayHble
nonbITKM BBOAA Naposnen Ha paboymx CTaHUMaX Unu
pPAOOBbLIX cepBeEpax, 3abrOKMPOBAHHLIX C MOMOLLbLO
knasuw CTRL+ALT+DEL mnm ¢ nomMoLbto 3aLMLLEHHbIX
naponem 3acTaBOK, CHUTAKOTCA HeyAa4yHbIMW NOMbITKaMK
BXO[a B CUCTEMY.

OTOT napameTp 6e3onacHOCTM onpenensiet
NpOAOIIKUTENBHOCTL OTpe3ka BpemeHn SMB-ceaHca oo
€ro NPMOCTaHOBKM MO NPUYMHE HEAKTUBHOCTM.
AOMUHUCTpATOPbl MOTYT UCMOMBb30BaTh 3TOT NapameTp
ANS ynpaBreHns BPEMEHEM NPUOCTAHOBKN HEAKTUBHOIO

SMB-ceaHca komnbioTEPOM. ECnn KnneHTckas

3HauyeHue

5 invalid logon
attempts (5 oo
BGnoknpoBku
y4yeTHON
3anuncu
KomnbtoTepa)

15 MUHYT




Monutuka

BpeMS
Oe3gencTeusa oo
NPUOCTaHOBKU

ceaHca)

Microsoft network
server: Attempt
S4U2Self to obtain
claim information
(CeteBow cepBep
(MawnkpocodT):
nonbiTka S4U2Self
nonyyYnTb
nHpopmaumto 06
yTBEPXKOEHUM)

OnucaHue

aKTMBHOCTb BO30OHOBMNAETCS, CEaHC aBTOMaTUYECKU
yCTaHaBnNuBaeTCcHa 3aHOBO. [1ns aToro napametpa
3HadeHue "0" o3HavyaeT oTcoegMHEHME ceaHca cpasy, Kak
TONMbKO 3TO NPeacTaBUTCA BO3MOXHbIM. MakcumanbHoe
3HavyeHue - 99999, yto coctaensget 208 gHen; B
AENCTBUTENbHOCTU TaKOe 3HAYEHNE OTKMIOYaET 3TOT
napameTp. 1o ymonyaHuio: napamMeTp He onpenerneH; a1o
O3Ha4aeT, YTO CMCTEMA paccMaTpmMBaET NapamMeTp Kak
nMmetoLmn 3HaveHne "15" ans cepsepos n
HeonpeaeneHHoe 3Ha4YeHne ansa paboumx cTaHuun.

OT0T NapameTp 6e3onacHOCTN NpeaHasHayvyeH ans
noaaepXKku KNMEHTOB C CUCTEMaMM, BbIMyLEHHbIMU 40
Windows 8, KoTopble NbiTaloTCA NOSYy4YUTb JOCTYN K
obwemy carinosomy pecypcy, TpebytoLiemy 3asBKy
nonb3oBatend. OH onpegenseT, 6yaeT nv nokanbHbIN
dannoBbIn cepBep NblTaTbCA UCMOMNb30BaTh (OYHKLNIO
Kerberos Service-For-User-To-Self (S4U2Self) ans
nonyyeHns 3asiBOK cybbekTa KnmeHTa CeTn U3 JoMeHa
YYETHOW 3anucu KnveHTa. AToT napameTp TpebyeTtcs
BKMNtOYaTb TONbKO B TOM Criydae, ecnv hannosbin cepep
NCcnonb3yeT 3asBKM Nornb3oBaTtenen Ans ynpasneHns
AOCTYNoM K dhannam u ecnu oH ByaeT nogaepKueatb
CYObEKTbI KIMEHTOB, YYETHbIE 3aMMCK KOTOPbIX
Haxo4ATCH B IOMEHE C KIMEHTCKMMWN KOMMNbIOTEPAMU U
KOHTpoOnnepamMmun JOMeHa nog ynpasrneHnem
ornepaumoHHON cUcTeMbl, BbinyLweHHon o Windows 8.
[na aToro napameTpa HY>XHO 3a4aTb 3Ha4YeHne
"ABTOMaTU4eckn" (MCNONb3yeTcsa N0 YMOMYaHUIO), YTOObI
drannoBbIN cepBep MOr aBToMaTUYeCKn onpenenaTb,
TpebyeTcs N ons nonb3oBaTtens 3asiBka. [nga aToro
napamMeTpa HY>XHO SIBHO 3afaBaTb 3HayeHue "BkroyeHo"
TONMbKO B TOM Ciyyae, eCnu ecTb NoNMTUKK 4oCTyna K
nokanbHbIM (hannam, BKovaoLWwme 3aaBKN
nons3osaTenen Ha gocTtyn. Ecnu aToT napameTp
©e3onacHOCTU BKIOYEH, hannosbin cepeep Windows

3HaueHue

Disabled
(OTkntoueHo)




Monutuka

Microsoft network
server: Disconnect
clients when logon
hours expire
(Cepsep cetn
Microsoft:
OTKNto4YaTb
KITMEHTOB Mo
NcTe4YeHnn
pa3peLleHHbIX

YacoB Bxoaa)

Microsoft network
server: Server
SPN target name
validation level
(CeteBom cepBep
(Mankpocod):
YPOBEHb MPOBEPKMU

CepBEpPOM UMEHU

OnucaHue

Oyoet aHanM3MpoBaTb Mapkep AOCTyna cybObekTa
CETEBOr0 KNNeHTa, NpoLueaLero npoBepKy NOANMNHHOCTH,
n onpenensaTb, NPUCYTCTBYET NN MHPOPMaLINA O 3asBKe.
Ecnun 3asaBok Her, hbannosbin cepeep Oyaet
ncnonb3oBatb yHKUMIO Kerberos S4U2Self ons cessu ¢
koHTponnepom gomeHa Windows Server 2012 B gomeHe
YYETHOWM 3anucu KNUeHTa 1 nosly4eHnst mapkepa
AOCTyna, Noaaep>KUBatoLLEro 3asiBku, Ans cybbekta
KnueHTa. Mapkep, nogaep>xmBatoL i 3asiBKM Ha SOCTY,
MOXeT noTpeboBaTbCcAa Ansa AocTyna K dpannam n nankam,
K KOTOPbIM MPUMEHEHa MONUTUKa ynpasrieHns 4OCTynom
Ha OCHOBe 3asiBOK. Ecrnn aTOT napamMeTp OTKMOYEH,
dannosbivi cepep Windows He BygeT nbiTaTbes
nonyyYnTb Mapkep AOCTyna Ha OCHOBE 3asiBOK ANs
cybbekTa KnueHTa.

Q10T napameTp 6e3onacHoOCTN onpegensert, dyayT nm

OTKNIOYaTbCA MOSb30BaTENMU, NOAKINIOYEHHbIE K

noKanbHOMY KOMMbKOTEPY, NO NCTEYEHUN pa3pPELLEHHOr0

BpeMeEHM BXxo4a, 3a4aHHOro Angd nx y4eTHon 3anucu.

Enabled
(BkntoyeH)

OTOT NapameTp BUSAET HA KOMMNOHEHT npoTtokona SMB.
Ecnu aToT napameTp BKOYEH, MO UCTEYEHUMU
paspeLleHHOro BpeMeHN BXo4a KrneHTa ceaHebl KnneHTa
co cnyx6on SMB npuHyantensHo paspbiBatoTcs. Ecnu
3TOT NapameTp OTKMYEH, NO UCTEYEHUN Pa3peLLEHHOrO
BPEMEHW BXOAa KITMEHTa €ro ceaHC COXpaHAeTCs.

OTOT NapameTp NonNnTUKKM ynpasnset ypoBHeMm nposepku,  Off (OTkn.)
BbINOSIHAEMOW KOMMbIOTEPOM C OBLLMMM Nankamm nnm

npuHTEpamMm (CepBepoM) Hag UMEHEM CyObeKTa-Cnyxobl,
npegocTaBsgeMbIM KITUEHTCKUM KOMIMbIOTEPOM Mpu

YyCTaHOBIEHUN NOCNegHNUM ceaHca C NMOMOLLbIO

npotokona SMB. NMpoTtokon SMB npegoctaBnaeT 0CHOBY

ANA COBMECTHOro AocTyna K pavnam n npuHtepam, a

TaKkKe Ona opyrmx CETeBbIX onepau,vu7|, Hanpuvep ans

3HauyeHue




Monutuka

yyYacTHUKa-
cny>6bl KOHEYHOTO

obbekTa)

Recovery console:
Allow automatic
administrative
logon (KoHconb
BOCCTaHOBJIEHMS:
paspeLlmnTb
aBTOMaTUYECKUN
BXOA

aaMUHKCTpaTopa)

OnucaHue

yaaneHHoro agMuHuctpupoaHus Windows. [NpoTtokorn
SMB nogaepxvBaeT NPoOBEPKY MMEHN CybbeKTa-crnyxobl
SMB-cepBepa B 60MnbLLOM OBONYHOM 0OBbEKTE,
npegoctasnsemMom SMB-knneHTom, ans
npenoTBpalleHns knacca atak npotms SMB-cepepos,
Ha3blBaeMbIX atakaMu ¢ nepexsatamn. ATOT NapameTp
BnusieT Ha SMB1 n SMB2. 3toT napametp 6e3onacHocTu
onpenensieT ypoBeHb NPOBEPKU, BbiNosiHaeMon SMB-
cepBepOM Haf MMeHeM cybbekTa-cry»obl,
npegoctasnseMbiM SMB-KIMeHTOM Npu yCTaHOBAEHNN
nocnegHum ceaHca ¢ SMB-cepepom. [NapameTpbi:
OTKn. - Mmsa cybbekTa-cnyx6bsl SMB-knveHTa He
TpebyeTtca (He npoeepseTcs) SMB-cepsepom.
MpuHMUMaTb, ecnn NpeaocTaBneHo KnmeHTom - SMB-
cepBep NPMHMMAET U NPOBEPSAET UMS cybbekTa-cnyxobl,
npegoctasnsemoe SMB-knmMeHTOM, 1 paspeLlaeT ceaHc,
€CNn OHO COBMagaeT Co CMUCKOM MMEH CyObEKTOB-CyX6
SMB-cepBepa. Ecnn nmsa HE coBnagaer, To ceaHc ans
SMB-knueHTa oTknoHsetcs. TpeboBaTb OT KNMEHTA -
SMB-knueHtT JOJTKEH oTnpaBuntb nmsa cybbekta-
cnyX6bl Npn HAaCTPOWKe ceaHca, a yKadaHHoe UMS
AOJTKHO cosnagatb ¢ SMB-cepBepoM, Ha KOTOPbIN
OTMNpaBrieH 3anpoc Ha nogknoyeHne. Ecnu nms
cybObeKkTa-cnyx0bbl He yKkazaHO KIMEHTOM U OHO He
cOBMagaeT, CeaHC OTKITOHSETCS.

JTOT napameTp 6e30MacHOCTU onpeaerseT, HYXXHO nn
yKasblBaTb Naponb y4eTHoM 3anucu "AgMmuHuctparop”
ANS nony4vyeHns goctyna Kk cucteme. Ecnv aToT napametp
BKITHOYEH, KOHCONb BOCCTAHOBNEHWS He TpebyeT BBoAa
napons, No3BOMsis BbINONHATL BXO B CUCTEMY
aBTOMaTUYECKM.

3HauyeHue

Disabled
(OTKnNtOYEH)




Monutuka

Recovery console:

Allow floppy copy
and access to all
drives and all
folders (KoHconb
BOCCTAHOBIEHUS:
paspeLwmnTb
KonvpoBaHve
ANCKET 1 JoCTyn
KO BCEM guckam u

narkam.)

OnucaHue 3HauyeHue

[Mpwn BKMAOYEHMM ITOrO NapameTpa 6e3onacHoCTU
CTaHOBMUTCH AOCTYNHOW KoMmaHaa SET KoHconu
BOCCTaHOBIIEHMS, KOTOpas NO3BOSAET 3a4aTtb
cnegyoLwime nepemMeHHble cpeabl KOHCOMNu
BoccTaHoBrneHus. AllowWildCards: no3sonsiet

NCnonb3oBaTb NOACTAHOBOYHbIE 3HAKM AS151 HEKOTOPbIX _
Disabled

KomaHz (Hanpumep, onga komaHael DEL). AllowAllPaths:
(OTKNtOYEH)

paspeLuaeT AocTyn K nobbiM hannam n nankam
komnbtoTepa. AllowRemovableMedia: nossongaer
KonnpoBaTb hansibl HA CbeMHbIE HOCUTENU, Hanpumep
Ha guckeTbl. NoCopyPrompt: oTMeHS€eT Bblgady
npegynpexaeHnsa npu nepesanncu CyLecTBYOLLMX
dhannos.

XypHan cobobiTum

MyTb: KoHdurypaums komnbsiotepa — MNMonutukm — KoHdurypaumsa Windows — lNMapameTtphbl

6e3onacHocTu — XKypHan coObITumn
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1=} Group Policy M
File Action View Help

e« 71E X

5[ Indeed PAM RDS Server [DCINDEED-ID.LOCAL] Policy ~
4 il Computer Configuration
4 | Policies
B[] Software Settings
"~ Windows Settings
B [ ] Mame Resolution Policy
|| Scripts (Startup/Shutdown)
4 Sh Security Settings
[+ _:j::] Account Policies
4 (] Local Policies
b Audit Policy
b o UserRights Assignment
2_Security Options
- EventLog
[ g hrestrnicted Lroups
B [ Systermn Services

v OnucaHue NonuTuk

MonuTtuka OnucaHue

Maximum OTOT napameTp 6e3onacHoCTM onpeaensaer

application log size MaKCMManbHbIN pa3mep XypHana cobbiTui

(MakcumanbHbIn npunoxeHun (He 6onee 4 I'b). Ha npakTuke
pasmMep XypHana ncnonb3yetca 6onee HN3Koe orpaHnYeHne (MpUMepHo,
NPUNOXEHNI) 300 MB). NpumevaHusa Pasmepbl hansos XypHana

OOIMXKHbI ObITb KpaTHbl 64 KB. Ecnu BBeAeHO 3Ha4YeHne
He kpaTHoe 64 Kb, cpeactBo npocmoTpa cobbiTuin
YyCTaHOBUT pasmep carnna xxypHana, kpaTtHbl 64 Kb.
OTOT NnapameTp OTCYTCTBYET B OOBbEKTE NOKaribHON
NonNuTUKKN KomnbtoTepa. Pasmep darna n cnocob
nepesanuncu cobbiTuin B XXypHane Tpebyetcs
yKa3blBaTb B COOTBETCTBMM C BU3HEC-TpeboBaHMAMN K
TpeboBaHMsaMK 6e3onacHOCTU, onpeaeneHHbIMU NPy
pa3paboTke nnaHa 6e3onacHOCTU NPeAnpPUATUS.
Mo>XHO peann3oBaTb 3TK NapamMeTpbl XXypHana
cobbITMI Ha YPOBHE canTa, AOMEHa Unn

3HayeHue

100032 Kb




Monutuka

Maximum security
log size
(MakcumanbHbIn
pasmep XypHana
6esonacHocTK)

Maximum system
log size
(MakcumanbHbIn
pasmep
CUCTEMHOIo

XypHana)

Prevent local
guests group from
accessing
application log
(Banpetntb goctyn
nokaribHoOW rpynnobl
rocTem K XXypHany

NPUNOXEHNN)

Prevent local
guests group from
accessing security
log (3anpeTtutb
AOCTYN FIOKanbHON
rpynmnbl rocTen K
XypHany

BGesonacHoCTH)

Prevent local

guests group from

OnucaHue

nogpasaeneHunsl, YTobbl UCMonb30BaTh NPenUMyLLEeCTBa
napamMeTpOoB rpynnoBOM MNOMUTUKMA.

OT10T napameTtp 6e3onacHOCTU onpeaenser
MaKCMMarnbHbIN pa3mep XypHana cobbiTui
6esonacHocTn (He 6onee 4 I'E). Ha npakTuke
ncnonb3yetca bonee HN3Koe orpaHnveHne (MpUMepHoO,
300 MB).

OT0T NnapameTp 6e3onacHoOCTM onpeaenseT
MaKCMMarnbHbI pa3mep XypHarna cobbiTui CUCTEMBI
(He 6onee 4 I'b). Ha npakTunke ncnonbadyetcsa bonee
HU3Koe orpaHuyeHune (npumepHo, 300 MB).

3T0T NapameTp 6e30MacHOCTV onpeaensieT, 3anpeLleH
NN FOCTAM JOCTYN K XXypHarny cobbITUiA NPUIOXEHWUNA.
MpyMeyvaHns ATOT NapameTp OTCYTCTBYET B 0O6bEKTE

noKarnbHOW MNONMUTUKK KOMMblOTEPA.

OTOT napameTp 6e3onacHOCTM onpeaenseT, 3anpeLleH
NN TOCTAIM AOCTYN K XXypHany cobbiTuii 6e3onacHoCcTu.
MpumeyaHnst OTOT NapameTp OTCYTCTBYET B OObEKTE

nokKarnbHOW MNONUTUKK KOMMNbIOTEP

OTOT napameTp 6e3o0nacHOCTM onpeaensieT, 3anpeLLleH

NN TOCTSIM AOCTYN K XKypHany cobbITUiA CUCTEMbI.

3HauyeHue

100032 Kb

100032 Kb

Enabled

(BkntoveH)

Enabled

(BkntoveH)

Enabled

(BkntoyeH)




Monutuka

accessing system
log (3anpeTtutb
AOCTYnN NOKanbHOW
rpynnbl rocTen K
XypHany cucTembl)

Retention method
for application log
(Meton
COXpaHeHus
cobbITun B
XypHane
NPUITOXEHNIN)

OnucaHue

MpumeyaHnst OTOT NapameTp OTCYTCTBYET B OObeEKTE
nokarnbHOM NONMUTKKN KOMMboTEPA.

OTOT NnapameTp 6e3onacHoOCTM onpeaensieT cnocod
nepesanncu xypHarna npunoxeHuin. Ecnu
apXMBMpPOBaHME XypHana NpunoXeHum He
BbIMOMHSETCS, BKITIOMUTE B AMANOrOBOM OKHE
"CsoucTea" aTon nonuTtukun onuuto "Onpeaenntb 3T0T
napameTp nonuTukn", a saatem BbIbEpUTE 3HaYEHME
"lMepenucbiBaTb cOBLITUA Npy HeobxoaumocTn". Ecnn
apXMBMpPOBaHMWE XypHana BbINOSIHAETCS Yepes
3a[jlaHHble NPOMEXYTKN BPEMEHM, BKIIOUMTE B
JnanoroBom okHe "CBoncTBa" aTor NOAUTUKU OMLKIO
"Onpenenntb 3TOT NapameTp NONUTUKKN", a 3aTem
BblbepuTe 3HayeHme "3atnpartb cTapble coObITMS NO
OHAM" M YKaXXUTe HY)KHOE YNCIO OHEN C MOMOLLbIO
napametpa "CoxpaHeHue cobbITuI B XXypHane

npunoxeHnn". Yoeantecob B TOM, YTO MakCUMasibHbIN
pasmep XypHana npunoXxXeHun JOCTaToOYHO BENUK,
YTOObl OH He BblN JOCTUTHYT B TEYEHME 3TOro
npomexyTka BpemeHn. Ecnn TpebyeTtcst coxpaHsTb B
XypHane Bce coObITUA, BKIOYUTE B AUANIOFOBOM OKHE
"Ceonctea" aTon nonutukm onuuto "OnpeaenuTb 3TOT
napameTp nonuTuk1", a 3atem Bblibepute 3HavyeHne
"He nepenuceiBaTb COBLITUSA (OUUCTUTD XypHan
BpYy4Hy0)". NMpun BbIGOpE 3TOro BapmaHTa >XXypHan
TpebyeTca ounLaTtb BpyyHyto. B aTtom crniyyae nocne
AOCTUXKEeHNA MakCcuMarbHOro pasMmepa XypHana
HoBble COObITUS OTKIOHSATCA. [NMpmedaHme. AToT
napameTp OTCYTCTBYeT B OObeKkTe NnoKasrbHOM

NOJNMMTUKN KOMMbIOTEPA.

3HauyeHue

As needed
(3aTupatb
cTapble cobbITuA
no
HeobxoanmocTK)




MonuTtuka OnucaHwue 3Ha4vyeHue
Retention method OT0T NnapameTp 6e3onacHoOCTM onpeaenseT cnocob
for security log nepesanncu xypHana 6esonacHocTu. [pumeyaHus. As needed
(MeTog OTOT NapameTp OTCYTCTBYET B 0ObEKTE NOKaNbHOM (8atupatb
COXpaHeHus NONMUTUKM KOMMbloTepa. YToBbl NonyyYnTb JOCTYN K cTapble cobbITuS
cobbiTun B XypHany 6e3onacHoCcTu, Nonb3oBaTenb AOMKEH no
XypHane obnagatb npaBom "YnpaBneHve ayautoM M XKypHanomMm  HeobxoammocTw)
BGesonacHocCTH) 6esonacHocTn".
Retention method
for system log As needed
OT10T napameTtp 6e3onacHOCTU onpeaenser cnocob
(MeTog (83aTupatb
nepesanncu xypHana cuctemsl. lNpumevarHne. 3ToT
coxpaHeHue . cTapble cobbITus
5 napameTp OTCYTCTBYEeT B OObeKTe NoKasribHOM
cobbITuin B no
NONMUTUKM KOMMbOTEPA.
CUCTEMHOM HeobxoanmocTw)
XypHane)

CuncrtemHble CnyXoObil

MyTb: KoHdurypaums komnbiotepa — MNMonutukm — KoHdpurypauma Windows — lNMapameTtphbl
6e3onacHocTU — CUCTEMHbIE CRYXObl
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1=} Group Policy M:
File Action View Help

e« HE X2 HE

5[ Indeed PAM RDS Server [DC.INDEED-ID.LOCAL] Policy s
4 il Computer Configuration
4 | Policies
B[] Software Settings
a [ Windows Settings
[ | Mame Resolution Policy
| Scripts (Startup/Shutdown)
A i-' Security Settings
[+ EI::I Account Policies
4 _:ﬂ Local Policies
b Audit Policy
b | UserRights Assignment
| Security Options
4 EventLog

o Restricted Groups
I ‘a4 Systermn Services
[- g hegistry
i~ g File System

v OnucaHue NonuTuk

Uma cnyx6bi1 (Pexum 3anycka cnyxobl)

Routing and Remote Access (Startup Mode: Disabled)
MapwpyTusauus n yganeHHbsln goctyn (Pexum 3anycka:
3anpeLyeH)

Special Administration Console Helper (Startup Mode: Disabled)

Moaynb NogAepXKkn cneLmanbHON KOHCONM agMUHUCTPUPOBaHUS

(Pexxum 3anycka: 3anpeLleH)

SNMP Trap (Startup Mode: Disabled) Jlosywwika SNMP (Pexwum
3anycka: 3anpeLleH)

Telephony (Startup Mode: Disabled) TenedoHus (Pexnm
3anycka: 3anpeLieH)

Windows Error Reporting Service (Startup Mode: Disabled)
Cnyx6a permnctpaumm owmndok Windows (Pexxum 3anycka:

Pa3pelwweHus

He

onpeaeneHsbl

He
onpenerneHsbi

He
onpenerneHsbi

He

onpeaeneHsbl

He
onpegerneHsbl

Ayant

He

onpenenex

He
onpeneneH

He
onpeneneH

He

onpeaeneH

He
onpegeneH




Uma cnyx6bl (Pexum 3anycka cnyxo6bl) PaspeweHus Ayant

3anpeLLleH)

WinHTTP Web Proxy Auto-Discovery Service (Startup Mode:

Disabled) Cnyx6a aBTomatnyeckoro obHapyxeHusi Be6-npokcu

He He

_ onpeneneHsbl onpeneneH
WInHTTP (Pexum 3anycka: 3anpeLieH)

dannoBsas cucrema

MyTb: KoHdurypaums komnbiotepa — Monutukm — KoHdurypauma Windows — lNMapameTtpbl

be3onacHocTu — PannoBas cucrema

(@aHm.— &RPSXWHU &R Q+HLIXKOQDAALHRQGRZYV 6 HWoW EQ@ UV W\ 6H)W @&/H GBIV W I

= Pena KTOD YMNpaBAEeHWA TPYNnoebIMK MOAMTHUEZ MK

®ain  fJedcteme  Buwg Cnpaeka

e« HE X

_EJ' Monvwtika PAM GPO [PAM.INDEED-I1D.LOCAL] ra obbekTa “
4l Kondurypauua komnerTepa _'gLI,EHTpaJ'lmu:uEaHHan NoAWTHER 40CTyNa
4 [ MNoautue | %:5ystemRoot %6\ System 32\ config
B[] Kondwrypauma nporpamm
| Kondpurypaums Windows
B[] MoauTuka pazpelueHna nmen

|£] Cuenapun (zanyck/3aeeplueHme]
4 i"—'l Mapamerpel BezonacHoCTH

[ EE] MoAnTUEN YYETHBIX 3aNKMceR

b [lokaneHEE NOAMTHKK
] KypHan cobermwii
‘4 Tpynnel © orpaHMYeHHBIM A0CTYNOM
4 CucTemHble cnyxBel

o Peectp

[

4 (Qaiinoean cuctema
‘4 LleHTpanusoeaHHan NoANTHKE A0CTYNE
[+ _f__,.j MoawnTukn npoeogHoi cetr ([EEE B02.3)
B [ Bpanamaysp Windows B peskune NoBBILLEHHC

%SystemRoot%\System32\config

¥ OnucaHue HacTpoek



Configure this file or folder then: Propagate inheritable permissions to all subfolders and files
(HacTtpouTb paspelueHus onsa aroro arnna unu nanku, a 3atem: PacnpoctpaHuTb HacnegyemMble

paspeLlueHnsa Ha Bce nognanku 1 ansnb)

Permissions (Pa3pelweHus)

Applies To
Type (Tun) 3HayeHue Access (docTyn)
(MpumeHseTca K)

This folder, subfolders
ALL APPLICATION PACKAGES Read and _ .
Allow and files (dns aton
(BCE MAKETHI Execute (UTteHne

. nanku, BAOXEHHbIX
MPUNOXXEHWUIN) W BbINOSTHEHWE)

(PaspeluunTnb)

nanok u gannos)

Subfolders and files only

Allow CREATOR OWNER Full Control
. (Tonbko ANS BNOXEHHbIX

(Paspeluuntnb) (CO3OATEJIb-BITAOENEL) (MonHbI gocTyn) 5

narnok n gannos)

This folder, subfolders
Allow NT AUTHORITY\SYSTEM Full Control and files (Ons aTon
(PaspewnTnb) (CUCTEMA) (MonHeIM gocTyn) nanku, BrOXeHHbIX

nanok u gannos)

This folder, subfolders
Allow BUILTIN\Administrators Full Control and files (dns aton
(PaspeluunTsb) (BuiltinNAgmuHucTpaTopbl) (MonHbI gocTyn) nanku, BroXeHHbIX

nanok n gannos)

Inheritance disabled (HacnepoBaHue oTkMO4YEHO)

Auditing (AyauT)

Type Principal Applies To
Access (OocTtyn)
(Twvn) (CybbekT) (MpumeHseTca K)
Fail Everyone Traverse Folder/Execute File, List folder / Read This folder,

(Otkas) (Bce) data, Read attributes, Read extended attributes subfolders and files




Type Principal
(Twvn) (CybbekT)

All Everyone
(Bce) (Bce)

Access (docTtyn)

(O630op nanok/BbinonHeHne dannos,
CopepxaHue nanku / YteHne gaHHbIx, YteHne
aTpunbyToB, YUTeHne JONONHUTENbHbIX
aTpubyToB)

Create files / Write data, Create folders / Append
data, Write attributes, Write extended attributes,
Delete subfolders and files, Delete, Change
permissions, Take ownership (CosgaHue
pannos / 3annckb AaHHbIX, Co3gaHne nanok /
[osanuce gaHHbIX, 3anuck atpmbyToB, 3anuch
AOMNOMHUTENbHbIX aTpubyToB, YaaneHune
BNOXEHHbIX Nanok n gannos, YaaneHue, CmeHa
paspelweHun, CmeHa BragensLa)

Inheritance enabled (HacnegoBaHue BKMOYEHO)

Applies To
(MpumeHseTcA K)

(Ons aTon nankuy,
BMOXXEHHbIX Mamnok u

dannos)

This folder,
subfolders and files
(Ons aTon nankuy,
BINOXEHHbIX MarnokK u
dannos)

%SystemRoot%\System32\config\RegBack

v OnucaHue HacTpoek

paspeLleHnst Ha Bce noananku u daiinbl)

Permissions (Pa3pelweHus)

MPUNOXXEHW) 1 BbINOMHEHKe)

Configure this file or folder then: Propagate inheritable permissions to all subfolders and files

(HacTtpouTb paspelueHus a4na atoro panna nunu nanku, a 3atem: PacnpocTpaHuTb Hacnegyemble

o Applies To
Type (Tun) Principal (CyobekT) Access (docTtyn)
(MpumeHseTcs K)
Allow ALL APPLICATION PACKAGES Read and This folder, subfolders
(PaspewunTnb) (BCE MAKETHI Execute (UTteHne and files (dns aton




Type (Tun)

Allow

(PaspewunTnb)

Allow

(PaspewunTnb)

Allow
(PaspewunTnb)

Inheritance disabled (HacnegosaHue oTKIOYEHO)

Auditing (AyauT)

Principal (CyobekT)

CREATOR OWNER
(CO3LATENb-BNALENEL))

NT AUTHORITY\SYSTEM
(CUCTEMA)

BUILTIN\Administrators
(Builtin\AgmuHucTpaTopbl)

Type Principal
(Twvn) (CybbekT)

Fail Everyone

(Otka3) (Bce)

All Everyone

(Bce) (Bce)

Access (docTtyn)

Full Control

(MonHbI gocTyn)

Full Control
(MonHbI gocTyn)

Full Control
(MonHbIM gocTyn)

Access (docTtyn)

Traverse Folder/Execute File, List folder / Read

data, Read attributes, Read extended attributes

CogepxaHue nanku / YteHne aaHHbIX, YTeHne

(O63op nanok/BbinonHeHne gannos,

anVI6yTOB, UTeHne OononHUTENbHbIX

aTpmnbyToB)

data, Write attributes, Write extended attributes,

Delete subfolders and files, Delete, Change

permissions, Take ownership (CosgaHue

dannos / 3anuck gaHHbIx, Co3aaHne nanok /
[osanuck gaHHbIX, 3anuck atpnbyTos, 3anmch

Applies To
(MpumeHseTcs K)

nankuy, BrNOXXeHHbIX

narnok n gannos)

Subfolders and files only
(Tonbko ANS BNOXEHHbIX

nanok v ¢annos)

Subfolders and files only
(Tonbko 4NA BNOXEHHbIX

nanok n gannos)

Subfolders and files only
(Tonbko AN BMOXEHHbIX
nanok n gannos)

Applies To

(MpumeHseTcA K)

This folder,
subfolders and files
(Onsa aTon nanku,
BNOXXEHHbIX Nanok u

hannos)

Create files / Write data, Create folders / Append  This folder,

subfolders and files
(Onsa aTon nanku,
BMOXXEHHbIX Manok u

hannos)




Type Principal

Applies To
Access (docTtyn)
(Twvn) (CybbekT)

(MpumeHseTcA K)

AOMNOJTHUTESIbHbIX anM6yTOB, YnaneHvne

BNOXEHHbIX Nanok u gannos, YaaneHue, CmeHa
paspelwleHunn, CmeHa Bnagenbua)

Inheritance enabled (HacnegoBaHue BKkMo4YeHO)

PeecTp

MyTb: KoHurypaumsa komnbrotepa — NMonutnkn — Kondurypauma Windows — lNMapameTpsbl
6e3onacHocTn — PeecTp

(avm. — &RPSXWHU &R QHLIIXKQUDAALHRMMQQGRZYV 6 HWOW EQ UV W\ 6HIMHW L DWW \

File Action View Help

o« e Xz

(=] Indeed PAM RDS Server [DCINDEED-ID.LOCAL] Policy
4 i Computer Configuration
4 [ Policies
[ | Software Settings
4[] Windows Settings
[ | Mame Resclution Policy
|=| Scripts (Startup/Shutdown)
4 S Security Settings
I =5 Account Policies
b o Local Policies
i & EventLlog
i+ 4 Restricted Groups

i System Services
b | Registry |

[+ f__r.,r Wired Metwork (IEEE 2802.3) Policies

MACHINE\SOFTWARE

v OnuncaHue HacTpoek




Configure this key then: Propagate inheritable permissions to all subkeys (HactpouTb 3TOT pasaen:

PacnpocTtpaHuTtb Hacnegyemble pa3pelleHna Ha BCe I'IO,D,pa3Ll,eJ'IbI)

Permissions (Pa3pelweHus)

Type (Tun)

Allow

(PaspewunTnb)

Allow

(PaspeluunTsb)

Allow

(PaspewnTnb)

Allow
(PaspewunTnb)

Allow
(PaspewunTnb)

Principal (CyobekT)

BUILTIN\Administrators
(BuiltinNAgmuHucTpaTopbl)

CREATOR OWNER
(CO3IATENb-BNALENEL])

NT AUTHORITY\SYSTEM
(CUCTEMA)

BUILTIN\Users
(Builtin\Nonb3oBatenu)

ALL APPLICATION PACKAGES
(BCE MAKETbI MPUNOXEHWNI)

Inheritance disabled (HacnegoBaHue oTKO4YEHO)

Auditing (AyauT)

Type
(Tun)

All (Bce)

Access
(RocTyn)

Full Control

(MonHbIN

AocTyn)

Full Control
(MonHbBIN
AocTyn)

Full Control
(MonHbBIN
AocTyn)

Read
(YteHne)

Read
(Ytenue)

Principal
Access (OocTtyn)
(CybbekT)
Everyone Create Subkey, Create Link, Delete, Read
(Bce) permissions, Change permissions

Applies To

(MpumeHseTcs K)

This key and subkeys
(3TOT pasgen u ero

nogpasgensl)

Subkeys only (Tonbko

nogpasgensl)

This key and subkeys
(3TOT pasgen u ero
nogpasgensl)

This key and subkeys
(3TOT pasgen u ero
nogpasgensl)

This key and subkeys
(3TOT pasgen u ero
nogpasgensl)

Applies To
(MpumeHseTcs K)

This key and subkeys

(3TOT pasgen u ero




Type
(Tun)

Success
(Ycnex)

Principal
Access (docTtyn)
(Cy6bekT)
(CosgaHve nogpasgena, CosgaHue cBA3n,
YnaneHue, YteHue paspeweHmin, CMmeHa
paspeLleHnin)
Everyone
Set Value (3agaHue 3HayeHus)
(Bce)

Inheritance enabled (HacnegoBaHue BkMOYEHO)

Applies To
(MpumeHseTca K)

noapasaensbl)

This key and subkeys
(3TOT pasgen u ero
nogpasgensl)

MACHINE\SYSTEM

v OnucaHue HacTpoek

Configure this key then: Propagate inheritable permissions to all subkeys (HactpouTb aTOT pasgen:

PacnpocTpaHuTb HacrnegyeMble paspeLleHns Ha Bce nogpasaenbl)

Permissions (Pa3pelweHus)

Type (Tun)

Allow
(PaspewmnTnb)

Allow
(PaspewunTnb)

Allow
(PaspewunTnb)

Access
Principal (Cy6bekT)
(RocTtyn)
Full Control
BUILTIN\Administrators .
o (MonHbBIN
(Builtin\AgmuHucTpaTopbl)
AocTyn)
Full Control
CREATOR OWNER 5
(MonHbIN
(CO3OATEJb-BNALOENELL)
AocTyn)
Full Control
NT AUTHORITY\SYSTEM 5
(MonHbIN
(CUCTEMA)

AocTyn)

Applies To
(MpumeHsieTcs K)

This key and subkeys
(3T1OT pasgen u ero
nogpasgensl)

Subkeys only (Tonbko
nogpasgensbl)

This key and subkeys
(3TOT pasgen u ero
nogpasgensbl)




Auditing (AyauT)

Type Principal
(Twn) (CybbekT)
Everyone
All (Bce)
(Bce)
Success Everyone

(Ycnex) (Bce)

Access

Type (Tun) Principal (CyobekT)
(AocTyn)
Allow BUILTIN\Users Read
(PaspeLumTnb) (Builtin\Nonb3oBaTtenu) (Ytenue)
Allow ALL APPLICATION PACKAGES Read

(Paspewnts)  (BCE MAKETbI MPUNOMXEHWN) (UreHve)

Inheritance disabled (HacnegosaHue oTKIOYEHO)

Access (docTtyn)

Create Subkey, Create Link, Delete, Read
permissions, Change permissions
(CospgaHve nogpasgena, CosgaHune cBAsn,
YpaneHue, YteHne paspelueHnin, CmeHa
paspeLueHnin)

Set Value (3agaHue 3HayeHus)

Inheritance enabled (HacneposaHue BkMOYEHO)

Applies To
(MpumeHseTcs K)

This key and subkeys
(3TOT pasgen u ero

nogpasgensl)

This key and subkeys
(3T1OT pasgen u ero
nogpasgensbl)

Applies To
(MpumeHseTca K)

This key and subkeys
(3TOT pasgen u ero
noapasaensbl)

This key and subkeys
(3TOT pasgen u ero
noapasgensbl)

MACHINE\SYSTEM\CurrentControlSet\Control\SecurePipeServers\winreg

v OnucaHue HaCTpoeK

Configure this key then: Propagate inheritable permissions to all subkeys (HactpouTb 3TOT pasgen:

PacnpocTpaHuTb HacnegyeMble paspeLleHnst Ha Bce nogpasgenbl)




Type (Tun)

Allow

(PaspewnTnb)

Allow
(PaspewunTnb)

Allow
(Paspeluuntsb)

Allow
(PaspeLuuntnb)

Allow
(PaspewunTnb)

Auditing (Ayaur)

Permissions (Pa3pelweHus)

Principal (CyobekT)

BUILTIN\Administrators

(Builtin\AgmuHucTpaTopbl)

CREATOR OWNER
(CO3IATENb-BNALENEL])

NT AUTHORITY\SYSTEM
(CUCTEMA)

BUILTIN\Users
(Builtin\Nonb3osaTtenu)

ALL APPLICATION PACKAGES
(BCE MAKETbI MPUNOXEHWI)

Inheritance disabled (HacnegoBaHue oTKO4YEHO)

No auditing specified (He 3agaH)

Access

(AocTyn)

Full Control
(MonHbIN
AocTyn)

Full Control
(MonHbIN

AocTyn)

Full Control
(MonHbIN
AoCTyn)

Read
(Ytenue)

Read
(YteHne)

Applies To

(MpumeHseTca K)

This key and subkeys
(3TOT pasgen u ero
nogpasgensl)

Subkeys only (Tonbko
nogpasgensbl)

This key and subkeys
(3TOT pasgen u ero
nogpasgensl)

This key and subkeys
(3TOT pasgen u ero
nogpasgensl)

This key and subkeys
(3TOT pasgen u ero

nogpasgensl)

KoHdurypauusa pacwumpeHHON NoNNTUKN ayanTa

MyTb: KoHurypaumsa komnbrotepa — NMonutnkn — Kondurypauma Windows — lNMapameTpsbl

6e3onacHocTu — KoHdurypaumsa paclumpeHHON NOIMTUKMA ayauTa
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Bxopf y4yeTHOM 3anucu

(@Hm. — $FFRXQW)/RJRQ

v OnucaHue NonuTuK

MonuTtuka OnucaHue 3HaueHue

T0T napamMmeTp NoJIMTUKMN NO3BOJIAET BECTU ayauUT cobbITnN,

BO3HUKAKOLLUX MPK NpoBepKe YYETHbIX AaHHbIX A4 BXO4a

Audit Credential y4YeTHoM 3anucu nonb3osarens. CobblTns 3TON nogKareropum =
Validation (AyauT  BO3HMKAOT TOMBKO Ha KOMMbIOTEPAX, 3aCITyXMBAIOLLIMX Fu.clzcess,
npoBepku AOBEPUS AN 3TUX YYETHbIX AaHHbIX. [Nsi yYETHbIX AaHHbIX ;I ure
YYETHBbIX [IOMEHa COOTBETCTBYIOLLMMU NOMHOMOYMSIMY obnaaaeT E)cnex,
A2HHbIX) KOHTPONrep AoMeHa. [ns NokanbHbIX YH4eTHbIX 3anucen Tkas)

COOTBETCTBYHOLLMMUN MONTHOMOYMSAMY 0ONafaeT NoKarnbHbI
KOMMbtoTEp.




Hee. 3meHeHne Tuna rpynnbl pacnpocTpaHeHn4.

MonuTtuka OnucaHue 3HayeHue
Audit Other .
Opyrne cobbiTna Bxofa y4eTHbIX 3anucen STOT napameTp
Account Logon . Success,
NONMUTUKN NO3BONSAET BECTU ayaNT COObITUIN, BOSHUKAIOLLMX )
Events (Ayout . Failure
5 Npv NonyYeHnn OTBETOB Ha 3anpockbl O BXOAE YYETHOWN 3anucu
Apyrmx cobbiTum (Ycnex,
nornb3oBaTensi B CUCTEMY, HE OTHOCSLLMECS K MPOBEpKe
BXOAa YYeTHbIX Otkas)
5 YYEeTHbIX AaHHbIX 1 He siBnaowmecs bunetamu Kerberos.
3anucen)
YnpaBneHue y4eTHbIMU 3annUcaAMmn
(@aHm.— $FFRXQW ODQDJHPHQW
v OnucaHue NonuTuK
Monutuka OnucaHue 3HauyeHue
Audit Application OTOT napameTp NOMMTUKN NO3BOMSET BECTU ayaAnUT COObITUN, s
uccess,
Group Management BO3HUKAIOLLMX MPY BbINOMHEHUMN CREAYIOLNX U3MEHEHUN Eai
ailure
(AyouT ynpasneHus rpynn npunoxeHunn: CosgaHne, USMeHeHne Unu yaaneHue v
cnex,
rpynnamm rpynnbl npunoxeHun. [lobasneHve unv yaaneHne yneHa B o )
TKa3
NPUITOXEHNI) rpynrne npurioXeHun.
Audit Computer
Account OTOT NnapameTp NONMTUKN NO3BONSET BECTU ayauT cobbiTnid,  Success,
Management (Ayout BO3HMKAIOLLMX NPU U3MEHEHUN YYETHbIX 3anucem Failure
yrnpasneHusi KOMMbIOTEPOB, Hanpumep, Npu Ux co3gaHnn, N3MeHeHun (Ycnex,
yYeTHbIMU 3anucsamu NN yganexuu. OTkas)
KOMMbIOTEPOB)
Audit Distribution OTOT NapameTp NONUTUKN NO3BOMSET BECTM ayanT cobblTun,  Success,
Group Management BO3HMKAOLLMX NPU BbINONIHEHUN CNedYLLNX U3MEHEHN Failure
(AyauT ynpasneHus rpynn pacnpoctpaHeHus: Co3gaHue, n3MeHeHne nnm (Ycnex,
rpynnamm yAaneHue rpynnbl pacnpocTpaHeHus. [JobasneHune OTka3)
pacnpocTpaHeHus) y4yacTHMKa B rpynny pacnpocTpaHeHust Unv yaaneHue n3




Monutuka

Audit Other Account
Management Events
(Ayout opyrux
cobbITUN
yrnpaBneHuns
YYETHBbIMN

3anucamm)

Audit Security Group
Management (Ayaut
ynpaBneHuns
rpynnamm
GesonacHocTn)

Audit User Account
Management (Ayaut
yrnpaBneHusi

OnucaHue

MpumeyaHne. CobbITUA 3TOM NogKaTeropun
PErNCTPUPYIOTCH TOSbKO Ha KOHTponnepax JOMeHa.

OTOT NnapameTp MOSIMTUKN NO3BOMSET BECTU ayAnUT COBbITUN,
BO3HMKAIOLLMX NPWU BbINONHEHUWN OPYIMX USMEHEHUN
YYETHbIX 3anMcen nonb3oBaTens, He ykasaHHbIX B 3TON
kateropuun: ObpalleHne K XaLy napons Ans y4eTHown
3anucu nonb3osBarend. Ata onepaumst 00bIYHO
BbIMOSTHAETCSA NpY MUrpauum napornen ¢ UCnofb30BaHNEM
cpenctsa ynpasneHus Active Directory. Beizos API
NPOBEPKM MONMUTUKM naporen. Bbi3oB 3aTon pyHKUUK MOXeET
BbIMOSHATLCS NPU aTakax B Tex criydasix, Korga
BPEL4OHOCHOE NPUOXeHUe NpoBepsaeT NONUTUKY, YTODbI
YMEHbLUMTb YNCIO NOMbITOK BO BPEMSI CITIOBAPHOWN aTaku.
M3meHeHus rpynnoBon NONUTUKU OMEHA NO YMONMYaHMIo No
cnegylowmm NyTam rpynnoBon nonutukun: KoHdurypaums
komnbtotepa\llapametpbl Windows\l[NapameTpbl
6e3onacHoCTM\IONUTUKM y4eTHbIX 3anucen\rNonmTmkm
naponen KoHdurypauus komnbtotepa\llapameTpbl
Windows\lNapameTpbl 6e3onacHocTu\[MapameTpbl y4eTHbIX
3anucen\lNonutnka GIOKMPOBKN YYETHbBIX 3anucen
MpumeyaHne. CobbiTne ayanta 6esonacHoCcTH
perncTpupyeTcs B criydyae npMMeHeHus napameTpa
nonuTukn. Bo BpeMsi nsMeHeHns napaMeTpoB COBbLITUSA He

PErncTpupyrTCS.

JTOT NapamMeTp NONUTUKM NO3BONSAET BECTU ayauT CODObLITUN,
BO3HMKAIOLLMX MPU BbINOMHEHUW CREAYIOLMX N3MEHEHWI
rpynn 6esonacHocTu: Co3gaHue, U3SMEHEHUE Unu yaaneHne
rpynnbl 6esonacHocTy. [loGaBrneHne yyacTHUKa B rpynmny
6e3onacHoCcTn Unu yaanexHue us Hee. lameHeHune Tuna

rpynnbi.

OTOT NnapameTp NOMUTUKN NO3BONSAET BECTU ayanT
N3MEHEHNI, BHOCMMbIX B YYETHbIE 3anncu nonb3oBaTenen.
OTtcnexuBatotca criegytowme cobbitma: Cosganue,

3HauyeHue

Success,
Failure
(Ycnex,
OTkas)

Success,
Failure
(Ycnex,

OTka3)

Success,
Failure




Monutuka OnucaHue 3HayeHue
YyYeTHbIMU 3annucsamm N3MeHeHWe, yaaneHne, nepeuMeHoBaHme, OTKIIYEHne, (Ycnex,
nonb3oBaTenen) BKItoYeHMe, Br1IOKMpOBKa N CHATUE BITOKMPOBKUN YYETHbIX OTkas)

3anuncen. YcTaHOBKa U N3MeHeH1e napons y4eTHon
3anuncu nonb3osarens. [JobasneHve nageHTudgumkaropa
6esonacHocTtn (SID) Kk xxypHany SID yyeTHOM 3anncu
nonb3oBaTens. YCTaHOBKa Napons Ans pexuma
BOCCTaHOBMeHus cnyx6 katanoros. iameHeHve
paspeLLeHnin Ans YYEeTHbIX 3anMcen agMUHUCTPaTopoB.
ApxuBaumsi UM BOCCTaHOBMEHNE YYETHbIX JAaHHbIX
ancneryepa yy4eTHbIX JaHHbIX.
Bxop / Bbixop,
(aHm.— /RIJRQ /RJIRII
¥ OnucaHue NonuTuK
MonuTtuka OnucaHue 3HayeHue
OTOT NnapameTp MOSIMTUKN NO3BOMSET BbINONHATbL ayauT
COBbITUI, CO34AHHbBIX NPU HEeY4a4YHOW NOMbITKE BXOA4A B
Audit Account OGNOKMPOBaHHYO YYETHYIO 3anncb. Ecnun aToT napameTp s
uccess,
Lockout (Ayaut NONMUTUKN HACTPOEH, TO B Cry4ae, Koraa BXOA B KOMMbIOTEP C —
ailure
BnoknpoBkn YYETHOW 3anncbio HEBO3MOXEH N3-3a BITOKMPOBKM 3TON YYETHON i
cnex,
YYETHbIX 3anucu, cosgaetcd cobbiTne ayamTta. YcnelwHble U HeygadHble o )
TKa3
3anucen) cobbITMA ayauTa perMcTpmpyroTcsl B COOTBETCTBYIOLLMX 3annCsX.
CobbITMa BXoda B CUCTEMY BaKHbI OS5 NOHUMaHUSA AeACTBUN
nonb3oBaTens U 0bHapyXeHUsi BO3MOXHbIX aTak.
Audit Logoff OTOT NapameTp NOUTUKN NO3BOMSET BECTU ayanT cobbITUi, Success,
(AyguT BbIXxoga BO3HMKAOLLMX NPU 3aKpbITUX ceaHca BXoda B cUCTEMY. OTH Failure
N3 CUCTEMbI) COBbITMS BO3HMKAIOT Ha KOMMbIOTEPE, K KOTOPOMY (Ycnex,
ocyLecTBnancsa goctyn. [pu MHTepakTMBHOM BbIXoAe U3 Otka3)

cucTtemMbl CobbITUE ayauTa 6e3onacHOCTN BO3HMKAET Ha




Monutuka OnucaHue 3HauyeHue

KOMMbIOTEPE, HA KOTOPbIN BbIMOMHEH BXOM C UCMONb30BaHNEM
YyYETHOW 3anncu nonb3oBatens. Ecnv aToT napameTp NONUTUKK
HacTPOEeH, cobbITe ayanTa BO3HUKAET MNPy 3aKpbiTUM ceaHca
BXOAa B CUCTEMY. YCMELUHbIE N HeYQaYHble NOMbITKM 3aKPbITUS
CeaHCOB PermcTpupyoTcsl B COOTBETCTBYHOLLMX 3anucsax. Ecnu
3TOT NapameTp MONUTUKM HE HAaCTPOEH, NMPU 3aKPbITUKN ceaHca
BXO4a B CUCTEMY HUKaKMe COObITUS ayauTa He BO3HMKAIOT.

OTOT NnapameTp NOMUTUKN NO3BONSIET BECTU ayAUT COObITUN,
BO3HMKAIOLLMX MPU NOMbITKE BXOA4A B CUCTEMY C
NCNonb30BaHMEM YYETHON 3anucu nonb3oBatens. CobbITus
3TOW NnoaKaTeropun cBsidaHbl C CO30aHMEM CeaHCOB BXOAa B
CUCTEMY M BO3HMKAIT Ha KOMMbIOTEPE, K KOTOPOMY
ocyuwiecTBnsieTcs 4ocTyn. [Mpu MHTEpaKTMBHOM BXO4e B CUCTEMY
cobbiTve ayamTta 6€30nacHOCTM BO3HMKAET Ha KOMMbIOTEPE, Ha
KOTOPOM BbIMOSIHEH BXOZ C UCMOMb30BaHMEM YYETHOW 3amnncu.

Mpwn BXxoOe B ceTb, Hanpumep npu obpaleHnn K obLen nanke B

Audit Logon ceTun, cobbiTe ayanta 6e30nacHOCTM BO3HUKAET Ha S{TCGSS’
(AyouT Bxoga B KOMMblOTEpPE, Ha KOTOPOM pasMeLLaeTcsa pecypc. 5| e
cucTemy) OTcnexuBatotca criegytowime cobbiTvs: YenellHblie NonbITKN E)cnex,

BXOAa B cucTeMy. HeyaayHble NOnbITKM BXOga B CUCTEMY. T*a3)

[MonbITKM BXOOA B CUCTEMY C UCMOSTb30BAHNEM SIBHO YKa3aHHbIX

YYETHbIX AaHHbIX. OTO COObITUE BO3HUKAET NPW NOMbITKE BXOAa

npoLecca B y4ETHYH 3aNUCb C ABHbIM YKa3aHWEM

COOTBETCTBYHOLLMX YYETHbIX AaHHbIX. OObIYHO 3TO cobbITNE

BO3HWKAET B KOHMUrypaumsx nakeTHoro Bxoga B CUCTEMY,

HanpMMep Npu BbIMNOSTHEHUN 3anfiaHMPOBaHHbIX 3a4a4 Unu

komaHa RUNAS. 3anpet Ha BXof B cUCTEMY B pesynbrate

dunsTpaunmn ngeHtTndmkatopoB 6esonacHocTn (SID).
Audit Network OTOT napameTp NONUTUKN NO3BOSISET BECTU ayaUT COObITUMN, Success,
Policy Server BO3HMKAIOLLINX MPU BbINOMTHEHUN 3arMpoCcoB Ha OOCTYN Failure
(AyouT cepBepa nonb3osaTenen no npotokonam RADIUS (IAS) u 3awmThbl (Ycnex,
MONUTUKM CETN) poctyna k cetn (NAP). OTcnexusatoTcs 3anpockl Ha OTkas)

npenocTtaslieHne, 0TKa3, OT3biB, MNOMELLEHNE B KapaHTUH,

BGNoKNpPOBKY 1 pa3brnokMpoBKy. Ecriv aTOT napameTp NONUTUKK




Monutuka OnucaHue 3HauyeHue

HacTpoeH, cobbiTue ayauMTa BO3HUKaET AN KaXaoro 3anpoca Ha
[ocTyn nonb3oBatenen no npotokony IAS nnm NAP. YcnewHble
N HeydayHble 3anpockl Ha JOCTYM Nonb3oBaTernen
PErmcTpupyroTCs B COOTBETCTBYIOLLNX 3aruUCHX.

OTOT NnapameTp NONIMTUKN NO3BOMSET BECTU ayauT APYrnx
cobbITMI BXOoAa U BbIXOAA, KOTOPbIE HE perynupyroTcs
napameTpoM nonuTukn "Bxoa/Bbixon", Hanpumep: 3aBepLueHne

CeaHCOoB CJ'Iy)K6 TEPMUNHAIIOB. CospgaHne HOBbLIX cCeaHCcoB CJ'Iy)K6

Audit Other .
TepMuHanoB. briokupoBka 1 oTmeHa 6noKMpoBKM paboyen
Logon/Logoff Success,
cTaHumun. Bbi3oB 3actaBku. OTKNOYEHUE 3acCTaBKu. _
Events (Aygut Failure
. O6HapyxeHue atakm Kerberos ¢ noBTopeHMeM NakeTos, Npu
ApYrmux cobbITui 5 (Ycnex,
KOTOpou ABaxabl oTnpasnaeTcs 3anpoc Kerberos ¢
BXoda u OTka3)
) OOWHaKOBbIMU AaHHbIMU. OTO COCTOSAHNE MOXET OblTb CBSA3aHO C
BbIxo4a .
HenpaBubHbIMW HacTporikamu ceTu. [NpegocTaBneHme goctyna
K 6ecnpoBOAHON CETU YYETHOW 3anucuy nosnb3oBaTens unm
komnbtoTepa. lNpegoctaBneHne 4ocTyna K NpoOBOgHOW CETU
802.1x yyeTHOM 3anuncu rnorb3oBarterns Unn KomMnbTepa.
OTOT napameTp NONMTUKM NO3BONSET BECTU ayaAnUT COBbITUN,
BO3HMKAIOLLMX MPU BbINOMHEHUM TaKMX onepauui cneumanbHoro
BXOAa, kak cnegyowme: Mcnonb3oBaHne cneunansHOro Bxoaa,
TO eCTb BXOA4a B CUCTEMY C MpaBamu, aHanorM4yHbIM1 npasam
) _ agMUHMUCTpaTopa, KOTOPbIA MOXET MCMONb30BaTbCA AN1s
Audit Special Success,
MOBbILLIEHMS YPOBHS npouecca. Bxoa B cuctemy yvyactHuka _
Logon (Aygut . Failure
crneumanbHon rpynnel. [1pyn ncnone3oBaHumM crieumanbHbIX rpynmn
cneuymanbHoro . (Ycnex,
obecrne4ymBaeTcsl BO3HMKHOBEHME COObITMI ayauTa Npy BXoae B
Bxoaa) OTkas)

CETb y4aCTHMKa KOHKPETHOW rpynnbl. B peectpe MOXHO
HacTpouTb CNUCOK naeHTudukatopos 6esonacHocT (SID)
rpynnbl. CobbiTMe permctTpupyercs B TOM Crlydae, eCnin K TOKEHY
pobaBneH oauH n3 3agaHHbiX naeHTugukaropos SID n
BKtOYEHA 3Ta nogkaTteropusi.

OocTtyn K o6bekTam



(aHm. — 2EMBFWHV YV

v OnucaHue NonuTuK

Monutuka

Audit Application
Generated (Ayant
coObITUN,
co3gaBaeMblX

NPUNOXEHNSIMW)

Audit Certification
Services (Ayaut
cnyx6
cepTudmkaLmnm)

OnucaHue

OTOT NnapameTp NonUTUKM obecnednBaeT ayanT NPUOXEHWHN,
KOTOpble BbI3bIBAOT COBLITUS C UCNOMNb30BaHMEM
nporpamMmmHbIX MHTepgencos ayauta Windows. OTa
noaKaTeropusi UCNosib3yeTcs AN perncrpaumm cobbiTui
ayauTa, KoTopble CBA3aHbl ¢ paboTon NpUNOXeHUN,
NCMOrb3yOLLMX NPOorpaMMHbIe UHTepdEeNChbl ayanta
Windows. OTcnexusatotcsa criegytowme codbiTmus 3Ton
nogkateropun: CosgaHne KOHTEKCTa KNMeHTa NpUnoXeHus.
YaaneHue KOHTEeKCTa KnneHTa npunoxenuns. MHnuynanmsaumnsa
KOHTEKCTa KnueHTa npunoxenus. [pyrne onepauum
NPUNTOXEHNI C UCMONb30BaHMEM MPOrpamMMHbIX UHTEPdENCOB

ayauta Windows.

OTOT NapameTp NonuMTUKM obecnedmnBaeT ayanT onepaumn
cnyx6 ceptudumkaumm Active Directory (AD CS). K
onepauuam AD CS oTHocaTca cneaytowme: 3anyck,
3aBepLueHne paboTbl, pe3epBHOE KONUPOBaHME U
BoccTaHoBreHue cny6 AD CS. MiameHeHune cnncka oT3biBa
ceptndumkatoB (CRL). 3anpockl HOBbIX CEPTUMKATOB.
Bbigava ceptudukata. OT3biB cepTudmkaTa. MiameHeHne
napameTpoB gucnetyepa ceptudukaror ansa cnyx6 AD CS.
N3meHeHne koHdurypaumm cnyxb AD CS. N3ameHeHne
wabnoHa cnyx6 ceptudukauuun. mnopt ceptudmkara.
Mybnukauna cepTudukata LeHTpa ceptudmkaunm B
AOMeHHbIX cnyx6ax Active Directory. lameHeHne
paspeLueHnin 6esonacHocTn ans cnyxo6 AD CS. ApxuBauus
knoya. Mmnopt kntoya. N3eneveHune kntoda. 3anyck cryxobl
otBeToB OCSP. OcTtaHoBka cnyx6bl otBeToB OCSP.

3HayeHue

Success,
Failure
(Ycnex,
OTka3)

Success,
Failure
(Ycnex,
OTka3)




Monutuka

Audit Detailed File
Share (Aygut
cBegeHun od

obuwem dannosom
pecypce)

Audit File Share
(AyguT obuero
dhannoBoro
pecypca)

Audit File System
(AyauT dannoson

CUCTEMBI)

OnucaHue

OTOT NapameTp NONUTUKN NO3BOMSET BECTM ayAnUT MNOMbITOK
AocTtyna K pbannam n nankam B obwmx nankax. Napametp
Mo3BONSIET NPOTOKONMPOBATL COOLITUA Npy NOOOM NoNbITKE
obpalleHns Kk danny unm nanke, B TO BpEMS Kak napameTp
"O6wwue nankn" 3anucbiBaeT TONbKO O4HO cObObITUE Ans
noBoro NOAKIYEHUS!, YCTAHOBAEHHOIO MEXAY KITMEHTOM U
obLen nankon. B cobbITus ayanta 3Toro napamerpa
BKNtOYaOTCA NOAPOOHbIE CBEAEHMSI O pa3peLLeHnsX nnm
APYIrMX KpUTEpUSAX NpeaocTaBneHns Unu 3anpeta goctyna.
Ecnun a10T NapameTp HacTpoeH, Npy NonbiTke obpalleHns K
danny nnm nanke B obLLen nanke BO3HUKaET cobbiTne
ayguTta. AOMUHUCTPATOP MOXET BKITHOUYNTL BbIMOSTHEHUE
ayauTa ansi yCnewHoro BbiNOSIHEHMS, OTKasa uUnm Toro 1

apyroro. MNpumedanne: [nsa obwmx nanok He NpegyCMOTPEHbI

CUCTEMHbIE crnucku ynpasnenuna goctynom (SACL). Ecnu atot

napameTp NoOJIMTUKN BKITKOYEH, BbIMNMOJTHAETCA ayauT O0CTyrna

KO BceM 06Lmm dparinam 1 nankam CUCTEMBbI.

OTOT NapameTp NOIMTUKN NO3BONSET BECTU ayaAnUT NOMbITOK
AocTtyna K obwum nankam. Ecnn aToT napameTp HacTPOEH,
npw NonbITKe AOCTyNa K obLen nanke BO3HMKAET cobbiTne
ayauta. Ecnn aTOT napameTp 3agaH, agMUHUCTPaTop MOXET
yKasblBaTb BbINOSIHEHME ayAnTa TOMNbKO YCNEeLIHbIX
BbIMOMTHEHWI, OTKA30B 1Unu Toro u apyroro. MNpumedanne. Ons
oBLmMx Nanok He NpeayCMOTPEHbl CUCTEMHbIE CMUCKN
ynpasnenuns goctynom (SACL). Ecnu aToT napameTtp
NOSIUTUKN BKITKOYEH, OCYLLIECTBISIETCA ayanuT LOCTYyna KO BCEM

obLmnmM nankam B cucteme.

OTOT NnapameTp NonuTukM obecnednBaeT ayamT NonbITOK
AocTtyna Kk obbektam hannoBon CUCTEMbI CO CTOPOHDI
nonb3oBaTenen. CobbITna ayamta 6e30nacHOCTN BO3HUKAKOT
TONbKO ANS TeX 0ObEKTOB, AN KOTOPbIX 3a4aHbl CUCTEMHbIE
cnucku ynpasneHus goctynom (SACL), n Tonbko B TOM
crny4vae, ecnu 3anpalwmBaeTcsa TUM A4oCTyna Ha 3anuchb,

YyTeHune nim naMeHeHne 1 3anpalinBariad yd4etHad 3arnmcb

3HaueHue

Failure
(OT1ka3s)

Success,
Failure
(Ycnex,
OTka3)

Success,
Failure
(Ycnex,
OTka3)




Monutuka

Audit Kernel
Object (Ayant
00ObekToB gapa)

Audit Registry
(AyouT peectpa)

Audit Removable
Storage (Ayaut
CbEMHOr0

HoCUTEns)

Audit SAM (Ayagut
avcnetyepa
YYETHbIX 3anucen

BGesonacHocCTH)

OnucaHue

COOTBETCTBYET NapameTpam, yCTaHOBMEHHbIM B CMUCKE
SACL. MpnmeyaHue. Ytobbl 3agaTtb cnucok SACL ans

obbekTa hannoBon cUCTEMbI, BOCMONb3YNTECH BKNAAKOM
"BesonacHocTb" ananoroBoro okHa "CsoncTea" obbekTa.

JTOT NapameTp NonuTUKM obecneynBaeT ayauT MonbITOK
A0CTyNa K SApY C UCMOMb30BaHMEM MbIOTEKCOB U
cemacbopoB. CobbiTusa ayauta 6€30nacHOCTU BO3HMKAKOT
TOMNbKO ANst 0ObEKTOB AApa C COOTBETCTBYIOLLMM CUCTEMHBLIM
cnuckoMm ynpasrneHusa goctyrnom (SACL). NpumedaHue.
AyauT: ycTaHoBMNEHHbIE Mo ymonyaHuto cnuckn SACL ans
0ObEeKTOB siApa ynpasrnaTCs NapaMeTpom ayauTa Aoctyna

rnobarbHbIX CUCTEMHbIX OObEKTOB.

OTOT NnapameTp NonuTUKM obecnednBaeT ayanT MonbITOK
Aoctyna Kk obbektam peectpa. CobbiTus ayauta
6e30MacHOCTM BO3HMKAIOT TONbKO A5l TeX OObEKTOB, AN
KOTOPbIX 3aJaHbl CUCTEMHbIE CMINUCKN YNpaBreHns JOCTYNoM
(SACL), n Tonbko B TOM criydae, ecrnv 3anpalumBaercs Tun
AOCTYyMNa Ha YTeHue, 3anucb UM U3MEHEHME U
3anpaluvBaroLLas y4eTHasi 3anncb COOTBETCTBYET
napameTpam, yctaHoBreHHbIM B cnncke SACL. MNpumevaHune.
UTtobbl 3agath cnncok SACL ons obbekTta peecTtpa,
BOCMNONb3yNTECh AManorosbiM okHOM "PaspelueHuns”.

OTOT NapameTp NOANTUKN NO3BOMSET NPOBOAUTL ayauT
NOMbITOK AOCTyNa nornb3oBaTenen kK 06bektam annoBomn
CUCTEMbI Ha CbeMHOM 3arnomMuHatowem yctponctee. CobbiTne
ayguTa cucteMbl 6e30MacHOCTU reHepupyeTca TONbKO Ans
BCeX 06BHEKTOB M BCEX 3anpOLUeHHbIX TUMOB JOCTYyNa.

OTOT napameTp NoNnTUKN obecnednBaeT ayamt coObITU,
BO3HMKAIOLLMX NPU NONbITKE JOCTYyNa K 0ObekTam gucneryepa
y4yeTHbIx 3anucen 6esonacHocTn (SAM). K o6bektam SAM
oTHocsaTcd cneaytowme: SAM_ALIAS - nokanbHas rpynna.
SAM_GROUP - rpynna, He aBnstoLasacs nokanbHOMN.

3HaueHue

Success,
Failure
(Ycnex,
OTka3)

Success,
Failure
(Ycnex,
OTka3)

Success
(Ycnex)

Success,
Failure
(Ycnex,

OTka3)




MonuTtuka OnucaHue 3HayeHue
SAM_USER - yyeTHaqa 3anuncb nonb3oBaTens.
SAM_DOMAIN — gomeH. SAM_SERVER - y4yeTHas 3anucb
komnbtoTepa. MNMpumedaHne. I3MeHATb MOXHO TOMbKO
CUCTEMHbIN CNMCOK ynpasneHusa goctynom (SACL) anga
obbekta SAM_SERVER.
MN3meHeHMe nonnTuku
(aHm.— 3ROLF\ &KDQJH
¥ OnucaHue NonuTuK
MonuTtuka OnucaHue 3HayeHue
OTOT NnapameTp MOSIMTUKN NO3BONSET BECTU ayAUT UBMEHEHUN
napameTpoB NONMUTUKN ayanTa 6e30nacHOCTU, TakMUX Kak
cneayowme: YCTaHOBKa pa3peLLeHnin U napameTpoB ayauta
Ansa obbekTa nonuTukn ayanta. lameHeHusa B nonuTuke ayauta
cuctembl. Pernctpauus CTOMHUKOB COObITUIA 6€30MacHOCTM.
OTmeHa peructpaumm NCTOYHUKOB COObITUIN Be3onacHOCTMK.
_ _ M3meHeHna napameTpoB ayauTa Ans oTaernbHbIX
Audit Audit .
_ nonb3oBaTenen. MameHeHus 3HadeHnst napameTpa
Policy Change . Success,
CrashOnAuditFail. UameHeHns cucTeMHOro cnucka ynpasneHus _
(AyanT ) ) Failure
AocTynom ansa obwekTa annoBon CUCTEMbI UK peecTpa.
N3MEHEHUs (Ycnex,
M3meHeHusa cnucka cneumanbHbix rpynn. MNpumedarHve. Ayaut
NOMUTUKN . Otka3s)
N3MEHEHNN B CUCTEMHOM CMUCKE YNpaBneHnsa A0CTyrnoM
ayauTa)

(SACL) BbinonHsaeTca npu nameHeHun cnmcka SACL gns
obbekTa, ecnv nNpy 3TOM BKOYEHA KaTeropus UsMeHeHum
NONUTUKN. AyOuT 3MEHEHWNIA B CNUCKE yNpaBreHns AOCTYNoOM
Ha ypoBHe nonb3oBatenen (DACL) n nasmeHeHui BnageHus
OCYLLIECTBIISAETCA B TOM Crlydae, €Cnu BKIAKOYEH ayanUT A0CTyna K
obbektam n ang cnmcka SACL obbekta HacTpoeH ayauT
nameHenun cnmcka DACL vnu BnageHus.




Monutuka

Audit
Authentication
Policy Change
(Ayout
N3MeHeHUs
NONUTUKN
NPOBEpPKU

NOANNHHOCTN)

Audit
Authorization
Policy Change
(Ayant
N3MeHeHns
NONUTUKN
aBTOopU3auun)

Audit Filtering
Platform Policy
Change (Aygut

OnucaHue

OTOT NnapameTp MOSIMTUKN NO3BONSET BECTU ayanUT COBbITUN,
BO3HMKAIOLLMX NPU BbINOMHEHUN U3MEHEHWUIA TPy
Ge3onacHoCcTn, Takux Kak crnegyowime: CosaaHne OTHOLEHUI
AOBepUst AN neca unn gomeHa. IameHeHne OTHOLLEHUI
AO0BepUs Ons neca nnv gomMmeHa. YganeHme oTHOLLEHNI
Aosepus Ans neca nnu gomeHa. VIsmeHeHust NonuTukx
Kerberos no cneaytowemy nytn: KoHdurypauus
komnbtoTepa\llapametpbl Windows\lNapameTpsbl

6esonacHocTu\lMonuTukKM yyeTHblx 3anucen\lNonntnka Kerberos.

[MpepocTaBneHne Nonb3oBaTesiko UNu rpynne crnegyowmnx npas:
[ocTyn K KomnbloTepy 13 ceTu. JlokanbHbIM Bxoq. Bxog ¢
ncnonb3oBaHMeM cny>6 TepmuHanoB. Bxog ¢ ncnonb3oBaHnem
nakeTHoro 3agaHus. Bxog B cnyx6y. KOHNUKT npocTpaHCTB
UMeH (Hanpumep, ecnmn NMa HOBOTO OTHOLLEHWS IOBEPUS
COBMagaeT C UMEHEM CYLLIECTBYHOLLIEro NPOCTPaHCTBA UMEH).
MpumeyaHne. CobbiTne ayanta 6e30nacHOCTU perncTpupyeTcs
B Crydae npuMeHeHus napameTtpa nonutukn. Bo Bpems
N3MEeHeHNsa napaMeTpoB COBLITUS HE PETMCTPUPYIOTCS.

OTOT NnapameTp MOSIMTUKN NO3BOMSET BECTU ayanUT COBbITUN,
BO3HWMKAOLLMX MPU BbINOMHEHUN U3MEHEHUIN NOMNUTUKM
aBTOpM3auuK, Takux Kak cnegyouwme: HasHavyeHme npas
(npuBunernn) nonb3oBaTternen, Hanpuvep,
SeCreateTokenPrivilege, koTOpble He NPOXOAAT ayauT B
nogkateropun "MIameHeHne nonnTuKKU NpoBEPKN NOLNMHHOCTK".
YnaneHue npas (NpuBunernin) nonb3oBaTtenen, Hanpumep,
SeCreateTokenPrivilege, koTOpble He NPOXOAAT ayauT B
nogkateropun "IameHeHne nonuTmMKN NpoBEPKU NOASNTMHHOCTI".
M3meHeHnsa nonuTuku WndposBaHHON hanioBon CUCTEMBI
(EFS). NameHeHna atpmnbyTtoB pecypca obbekTa. MIameHeHus
LeHTpanusoBaHHou nonuTtukn goctyna (CAP), npumeHeHHon K
OObEKTY.

OTOT NapameTp NONUTUKN NO3BOMSET BECTM ayanT cobbITui,
BO3HMKAIOLLNX MPU BbINONHEHUX U3MEHEHUI NnaTtdopMbl
dunsrpaummn Windows (WFP), Takux kak cnegytoLume:

3HaueHue

Success,
Failure
(Ycnex,
OTtkas)

Success,
Failure
(Ycnex,
OTkas)

Success,
Failure




MonuTtuka OnucaHue 3Ha4yeHue
N3MeHeHns CocTtosiHue cnyxb IPsec. ameHeHnsa napaMeTpoB MOMUTUKN (Ycnex,
NONUTUKN IPsec. NlameHeHna napameTpoB nonutukn bpaHgmayapa OTtkas)
nnartopmbl Windows. /IameHeHus noctaswukos n mogyns WFP.
dunerpaummn)

OTOT napameTp MNOSIMTUKN NO3BOMSET BECTU ayanUT COBbITUN,

BO3HMKAOLLMX NPU U3MEHEHUN NPaBUS NOSTUTUKM,
Audit MPSSVC ncnonb3yembix crnyx6om awmtel Markpocodpt (MPSSVC). 3ta
Rule-Level cnyxba ucnonedyetcs 6paHgmayapom Windows.
Policy Change OTtcnexumBatotca criegytowme cobbitusa: CoobieHuns ot Success,
(Ayant aKTUBHbIX NONUTUK NpK 3anycke crny>bbl bpaHgmMayapa Failure
N3MEeHeHNs Windows. /3meHeHus npasun dpaHamayapa Windows. (Ycnex,
NOSIUTUKN Ha M3meHeHus B cnvcke ncknoyveHun dpangmayapa Windows. OTka3)
YPOBHe npasun M3meHeHuns napameTpoB bpaHamayapa Windows. Nponyck nnu
MPSSVC) HenpuMeHeHue npaswun cryxbon 6pangmayapa Windows.

M3meHeHna napaMeTpoB rpynnoBon NonuMTUKKM BpaHamayapa

Windows.

Ucnonb3oBaHue npuBunerun
(@Hm.— 3ULYLOHJH 8VH
¥ OnucaHue NonuTuK
MonuTtuka OnucaHue 3Ha4yeHune

Audit Non Sensitive OTOT napameTp nonuTukn obecneunBaeT ayant cobbITUN, Success,
Privilege Use (Ayant BO3HMKAIOLLMX NPU UCMNONb30BaHUM NMPUBUNETNA, He Failure
NCNONb30BaHNS 3aTparvBaroLnX KoOHpaeHUnanbHble JaHHble (NpaBa (Ycnex,
npuBuUnerun, He nonb3oBatens). icnonb3oBaHue cnegyowmx npusunernin  OTkas)

3aTparvBatoLLmX
KOH(pmaeHUmanbHble

AaHHbIE)

He 3aTparnBaeT KoHUAeHUnarnbHble gaHHble: [JocTyn K
AncneTyepy y4eTHbIX AaHHbIX OT UMEHU JOBEPEHHOIO
BbI3blBatoLero. [JocTyn K KOMMbIOTEPY U3 CETU.
HobaeneHne paboymx cTaHUMi K JOMeHyY. HacTporika KBOT




Monutuka

Audit Sensitive
Privilege Use (Ayaout
NCronb30BaHUA
npuemunerun,
3arparnsaroLmx
KOHgoMAeHumarnbHble
AaHHbIE)

OnucaHue 3HauyeHue

namMaTu ansa npouecca. JlokaneHbIM BXO4 B cuctemy. Bxoa
B CMCTEMY Yepe3 cnyxby TepmunHanos. Obxon
nepeKkpecTHOM NpoBepku. MIameHeHne CUCTEMHOrO
BpemeHu. Co3sgaHue canna nogkadvku. CosgaHve
rnodanbHbIX 06bekToB. Co3aaHne NOCTOAHHbBIX OOLLMX
o6bekToB. Co3gaHMe CUMMBOMMYECKMX CCbINOK. 3anpeT Ha
AOCTYN K KoMnbloTepy 13 cetu. OTka3s BO BXoAeE B
KayecTBe nakeTHoro 3agaHus. OTkas BO BXOAE B Ka4yecTBe
cnyx6bl. 3anpeT Ha NnokanbHbIN BXod. 3anpeT Ha BXo B
cucTemy 4yepes cnyxby TepmmnHanos. NpuHyauTensHoe
yoaneHHoe 3aBepLueHne pabotbl. YBennyeHune paboyero
Habopa npouecca. YBenvyeHne npmopuTeTa BbIMOSTHEHUS.
Bnokuposka cTpaHuy B namaTu. Bxoa B kayecTse
nakeTHoro 3agaHus. Bxog B kayecTtse cnyxosbl.
M3ameHeHne meTkn obbekTa. BbinonHeHne 3agayd no
obcnyxmBaHuio ToMoB. [podunuposaHue ogHoro
npouecca. lNpodunupoBaHne Npon3BOANTENBHOCTH
cuctembl. OTKMOYEHNE KOMMbIOTEPA OT CTLIKOBOYHOIO
y3na. 3aBeplieHne paboTbl cucteMbl. CUHXpOHU3aUna

OaHHbIX Cﬂy)K6bI KaTtarorosB.

OTOT napameTp nonuTukn obecneunBaeT ayant cobbITUN, Failure
BO3HMKALLNX NPU UCMOMNb30BaHUM Npas, (OT1ka3)
3aTparvBaoLLeEM KOHMAEHUMaNbHbIE AaHHbIE

(nonb3oBaTenbCKkux npas), cneayowmm obpasom: Beizos
npyBuUrIerMpoBaHHomn cnyx6ol. Bel3oB ogHOM 13

cnegyowmx npusunerui: lenctesme oT UMeHn

KOMMOHeHTa onepaumoHHON cucTembl. ApxmBaums

dannoB n katanoroB. Co3gaHne ob6bekTa-ToKeHa.

Otnagka nporpaMmm. BkntoyeHne y4eTHbIX 3anmcen

KOMMbIOTEPOB M NONb30BaTernien, KOTopbIM pas3peLLeHo
aenernposaHune. CosgaHune ayamta 6€30nacHoOCTM.

OnvueTBOpeHne KNueHTa nocne nNpoBepky NOANMHHOCTMW.

3arpyska 1 BbIrpy3ka ApanBepoB YCTPOUCTB. YnpasneHue
XypHanom ayauta u 6esonacHoctu. ameHeHne

3Ha4YeHMs NapameTpoB annapaTHOW cpeabl. 3ameHa




OHo MCNOoJNb3yeTCd AnA NpoBEPKN NOATTMHHOCTU MNMPU NOonbITKE

Monutuka OnucaHue 3HayeHue
TOKEeHa Ha ypoBHe npouecca. BoccTtaHoBneHue gannos u
katanoros. CmeHa Bnagensua anna nnm gpyroro
obbekTa.
Cucrema
(aHm. — 6\VW)H P
v OnncaHue nonuTuk
MonuTtuka OnucaHue 3Ha4yeHune
Audit Other OTOT NapameTp NONUTUKN NO3BONSIET BECTU ayauT s
uccess,
System Events cnegyowmx cobbiTnin: 3anyck n 3aBepLueHne paboTbl Cryxbbl -
ailure
(Ayaut gpyrmux n gpansepa 6paHgmayapa Windows. O6paboTka nonnTunkm v
cnex,
CUCTEMHBbIX BesonacHocTu cnyxbon 6paHamayapa Windows. Onepauuu ¢ 5 )
TKas3
cobbITnN) dhannamu Kroyen WngpoBaHNa 1 onepauum Murpauun.
OTOT NnapameTp NOSIMTUKN NO3BOMSET BECTU ayaAnUT COBLITUN,
Audit Security BO3HUKAOLLMX MPU BbINOSTHEHNN U3MEHEHWNN COCTOSIHNA
State Change 6Ge3onacHOCTM KOMMbIOTEPA, TAKUX Kak criegytowme: 3anyck u Success,
(Ayant 3aBepLueHne paboTtbl KomnbloTepa. IsameHeHne cucTeMHOro Failure
N3MeHeHns BpemeHu. BocctaHoBeHne cucTembl nNpu cobbiTum (Ycnex,
COCTOSIHUSA CrashOnAuditFail, koTopoe pernctpupyertca nocne Ortkas)
6esonacHocTn) nepesanycka CUCTEMbl B TOM Cryyae, ecnu XXypHan cobbITui
3anosHeH 1 HacTpoeHa 3annck peectpa CrashOnAuditFail.
Audit Security OTOT NnapameTp MONMTUKN NO3BOMSET BECTU ayAnUT COBLITUN, Success,
System Extension CBSA3aHHbIX C pacluMpeHneM cnuctemsl 6€30nacHOCTU, Taknx Failure
(Ayout Kak crniegytowme: 3arpyska paclumMpeHns CUCTEMbI (Ycnex,
paclumpeHuns ©Ge3onacHOCTK, HanpuMep, NakeTa NPOBEPKN NOASTMHHOCTH, Otkas)
CUCTEMbI yBegoMreHus unm 6e3onacHocTn, 1 ero permctpauus B
6esonacHocTK) cucTemMe agMuHMUCTpaTopa fokansHon 6esonacHoctu (LSA).




Monutuka OnucaHue 3HauyeHue

BX0[a, OTNpaBKM 3anpoCOB Ha BXOL B CUCTEMY, a TaKKe npu
N6bIX N3MEHEHNSX YYETHLIX 3anncen nnu naponen.
Mprmepamn paclumpeHun cuctembl 6€30MacHOCTU ABMAKTCA
Kerberos n NTLM. YctaHoBKa 1 peructpaumsi cnyxobl B
aucnetyepe ynpasneHus cnyxbamu. B xxypHane ayouta
PErncTpupyroTCca cBegeHns o6 MeHn, 4BONYHbIX dhannax,
TUne, TMNe 3anycka v y4eTHOW 3anucu cnyxobi.

OTOT napameTp NOMUTUKM NO3BOMSIET BECTU ayaUT COObITUMN,
CBSA3aHHbIX C HAPYLLUEHUAMMN LEeNOCTHOCTM NOACUCTEMBI
6e3onacHoCTW, Takumm Kak criegyrowime: CobbITus, KoTopble
He ygaeTcs 3anucaTtb B XXypHar cobbITUn n3-3a owmnbok
cuctembl ayauta. lNMpouecchkl, ncnonb3yowme HegonyCcTUMbIN

Audit System Success,
) nopT nokanbHoro Bbi3oBa npoueayp (LPC) ans )
Integrity (Ayant Failure
ONMLIETBOPEHUS KITMEHTa NOCPEeACTBOM OTBETA, YTEHUS UM
LeNOCTHOCTH (Ycnex,
3anncu B agpecHoM npocTpaHcTee knneHta. O6HapyxeHne
CUCTEMBI) Otkas)

yaaneHHoro Bbi3oBa npoueayp (RPC), Hapywatowero
LeNoCTHOCTb cuctembl. OBHapyxeHne HeaonyCcTUMOro
3HaYeHMs XaLla ucnonHsemoro darna cpeacTBOM NPOBEPKM
uenocTHocTu koga. Onepaunn WndpoBaHus, HapyLuaroLwme
LLENOCTHOCTb CUCTEMBI.

AQMUHNCTpPaATUBHbIE LWAONOHLI

MyTb: KoHdurypaums komnbrotepa — NMNonutuku — AQMUHUCTPaTUBHbBIE LIAGOHbI

(@aHm. — & RPSXWHU &R Q+L3IXOQIDAALEE/BL Q L V WHIFDBVOLPYWHH R/
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4 il Computer Configuration
4 [ Policies
B ] Software Settings
4 [ Windows Settings
B 7] Mame Resolution Palicy
Scripts (Startup/Shutdown)
k= i Security Settings

- Do
|| Administrative Templates: Policy definitions (ADMEX files) retrieved from the local cumputer.|
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File Action View Help
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7] Metwork Projector
[ OneDrive
] Online Assistance
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7] Presentation Settings
4 [ ] Remote Desktop Services
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MoaknoyeHuns



Pasoen KomnoHeHTbl Windows — Cnyx06bl yaaneHHbIX pabounx cTonoB — Y3en ceaHCcoOB

yAaneHHbIX paﬁoqux ctonoB — loakno4yeHus

(@aHm.— : LQGRZV &RPSREHRARMWH 'HVNWRS SHRERWHHVHVNWRS 6HVVLR(
&RQQHPWLRQV

v OnucaHue NonuTKK

MonuTtuka OnucaHue 3HauyeHue

OnpepnensieT, pa3peLleHo Nv KnneHTam
NOOKNKYEHNI K yaaneHHoMy paboyemy cTony
aBTOMAaTMYECKN BOCCTaHABNMBATbL MOAKIOYEHUE K
ceaHcaM Ha cepBepe y3na CeaHCOB yaaneHHbIX
paboymx CTONOB NpU BPEeMEHHOW HegoCTYNHOCTH
CETEBOro noaknoyenns. No ymonyaHuto
paspeLuaeTcs BbINOMHUTL He 6onee 20 nonbITok
MOBTOPHOIO NOAKMIOYEHUS C UHTEPBANIOM B 5
cekyHa. Ecnu yctaHoBneHo cocTtosiHne
«BkntoueH», BCe KIMEHTbI, Ha KOTOPbIX
BbINOMHAETCSA NOAKMIOYEHNE K yaaneHHoMy

Automatic reconnection  paboyemy cTony, Nnpu HEAOCTYNHOCTU CETEBOIO e
isable

(ABTOMaTUYECKOE NOAKMYEHNS NpeanpPUHUMAIOT MOMbITKM
(OTknto4EeHO)

nepenoakritoyeHne) aBTOMaTU4eCKOro nepenokrtodenns. Ecnm
YCTaHOBMNEHO COCTOAHNE « OTKMIOYEHY,
aBToMaTu4eckme nepenoaknioyYeHns KNmeHToB
3anpeLeHsbl. Ecnun yctaHoBneHo coctosHue «He
3aaHo», aBToMaTM4yecKoe nepenogkntoveHne Ha
YPOBHE rpynnoBOK MNOMUTUKK HEe onpeaeneHo. Tem
He MeHee Mornb3oBaTeny MoryT HaCTPOUTb
aBTOMaTU4ecKoe NepenogKoyeHne, BKITHUYNB
onunio «BoccTtaHOBUTL NOAKIOYEHNE NPU
paspbiBe» Ha BKnagke «Bsammogencrame» B
AnanoroBom okHe «llogknoyeHune K yaaneHHoMy

pabodemy cTony».




Monutuka

Configure keep-alive
connection interval
(HactpouTb nHTepBan
npoBepsiEMbIX Ha
aKTMBHOCTb

NOAKIHOYEHNI)

Set rules for remote
control of Remote
Desktop Services user
sessions
(YctanHaBnusaet

npasuia yaaneHHoro

OnucaHue

70T napamMmeTp NOJNIMTUKN NO3BOJIAET BBECTU
MHTEpBall NPOBEPKN aKTUBHOCTU AOJ1A
noareepXgeHma Toro, YTo COCToAHMEe ceaHca Ha

cepBepe y3iia ceaHCOB yaalrieHHbIX pa6oq|/|x

CTOJ10B COOTBETCTBYET COCTOAHUIO KITMEHTA. Mocne

TOrO KakK KIMMeHT cepBepa y3iia ceaHCOoB

yOaneHHbIX pa6oq|/|x CTOINOB TepAeT noaKn4yeHne

K cCepBepy y3na ceaHCoB yaaneHHbIX padoumnx
CTOSI0B, CeaHC Ha 3TOM CepBepe MOXET
OCTaBaTbCs aKTUBHbIM, @ HE MEPEXOANTL B
OTKJTHO4EHHOE COCTOSIHME, AaXKe ecrnn KNUeHT
PU3NYECKM OTKINIOYEH OT CepBepa y3rna ceaHcoB
yaaneHHbIX paboymx ctonos. Ecnu KNMeHT BHOBb
BbINOSIHAET BXO4 Ha TOT e CepBEp y3na CeaHCOoB
yOaneHHbIX paboymx CTonoB, TO MOXET ObiTb
yCTaHOBIEH HOBbLIN ceaHc (ecnu cepeep yana
CeaHCOoB yaaneHHbIX paboynx CToNoB HAaCTPOEH
Tak, YTO JOMNYCKaKTCA MHOXECTBEHHbIE CeaHCbl) U
nepBOHaYarbHbIN CeaHC MOXET BCe eLle
OCTaBaTbCs aKTUBHbIM. Ecnu aTOT napameTp
MONMUTUKN BKINIOYEH, TO AOMKEH ObiTb BBEAEH
MHTepBan NPOBEPKM akTUBHOCTU. VIHTepBan
NPOBEPKM aKTUBHOCTWN ONpPeAenseT, kak YacTto (B
MUHYTaX) cepBep NPOBEPSIET COCTOSIHNE CeaHca.

[nanasoH JonycTumbIX 3Ha4eHurn — ot 1 o 999

999. Ecnu aTOT NapameTp NOSIUTUKN OTKITHOYEH UK

He 3adaH, TO MHTepBall NPOBEPKN aKTUBHOCTU HE
YCTaHOBJI1EH U CEPBEP HE NMPOBEPHAET COCTOAHNE
ceaHca.

Ecnu Bbl BKto4aeTe aTOT napamMeTp NOMAUTUKM,
agMUHUCTPATOPbl MOTYT B3aUMOAENCTBOBAThL C
ceaHcoM cnyx6 yganeHHbIX paboynx CTonos
nonb3oBaTens B COOTBETCTBUN C BbIOpaHHbIM
BapuaHToM. BbibepuTte xenaembii ypoBeHb

KOHTPOIS U pa3peLleHnin N3 cnmncka BapmMaHTOB:

3HauyeHue

Enabled Keep-
Alive interval: 1
(BknoyeHo
WNHTepBan
NpOBEPKM

akTMBHOCTU: 1)

Enabled Options:
Full Control
without user's
permission
(BkntoveHo

[MapameTpsbl:




Monutuka OnucaHue 3HauyeHue

ynpasrneHusa ons YnaneHHoe ynpaeneHne He paspeLueHo: [MonHbIn
nonb3oBaTeNbCKMX 3anpeLlaeT agMMHUCTPaToOpy NUCNONb30BaThb KOHTpoOrb 6e3
ceaHcoB Cnyx6 yAaneHHoe yrnpasneHne nnu npocmaTpmsaTb paspeLueHus
yOaneHHbIX paboynx ceaHcbl yaaneHHbIx nonb3osarenen. [NosHbIn nonb3oBarens)
CTOSI0B) KOHTPOSb C paspeLleHns norb3oBaTens:

paspeluaeT agMMHUCTPaToOpPy B3anMOLENCTBOBATL
C CeaHcOM Npu YCnoBuM cornacus nonb3oBaTens.
MonHbIN KOHTPONb 6e3 paspeLueHns
nonb3oBaTens: paspeLluaeT agMMHUCTpaTopy
B3aMMOOENCTBOBaTb C ceaHCOM aaxe 6e3
cornacus nonb3oBarens. HabniogeHne 3a
CeaHCOM C pa3speLleHusi Nonb3oBaTens: No3BonsaeT
aAMWHUCTPATOPY NPOCMaTpUBaTb CeaHc
yAaneHHOoro nonb3oBaTens ¢ cornacus
nonb3oBartens. HabnogeHue 3a ceaHcom 6e3
paspeLLeHns Nonb3oBaTens: No3BonseT
a4MWHUCTPATOPY NPOCMaTpUBaTb CeaHC
yOaneHHoro nonb3oBaTtens 6e3 cornacus
nonb3oBaTensd. Ecnu Bbl oTkNo4aeTe 3T10T
napameTp NOANTUKUA, aaMUHUCTPATOPbl MOTYT
B3aMMOAENCTBOBATb C CEAHCOM CNy>X0 yaaneHHbIX
pabo4nx CTOMNOB NOfb30BaTeENs, eCrn
nonb3oBaTenb AacT Ha 3TO cornacue.

MNepeHanpaBneHue yCTPOUCTB U PeCypcoB

MyTb: KomnoHeHTbl Windows — Cny6bl yaaneHHbIX pabo4unx CToNoB — Y3en ceaHCOB yAarieHHbIX
pabouux cronos — lNepeHanpaBneHne yCTPOUCTB U pecypcoB

(@Hm.— : LQGRZV &RPSREHRRMWM '"HVNWRS BHERWHFHVHVNWRS 6H VVYLRRK
DQG 5HVRXUFH PHGLUHFWLRQ

v OnucaHue NonNuUTKK




Monutuka

Do not allow COM port
redirection (He
paspeLuaTb
nepeHanpasneHue
COM-nopToB)

Do not allow LPT port
redirection (He
paspeLuaTb
nepeHanpasneHue

LPT-nopToB)

OnucaHue

Onpe,u,enﬂeT, crnenyert nn OTKI4YaTb nepeHanpasrieHne

[AaHHbIX C yaarneHHOro KOMMNbKTEPa Ha KIMMEHTCKNE
COM-nopTbl B ceaHcax crnyx6 yganeHHbIx pabo4mx

cTonos. JTOT napamMeTp NOJIMTUKN MOXHO UCMNOJ1b30BaTb

ANsA Toro, YToObl 3anNpeTuTb NOSb30BaTENsaIM
nepeHanpasneHne gaHHbIX Ha nepudepurnHbie
yCTpOMWCTBa, nogkntovyeHHble K COM-nopTam, nnm
conocTtasneHune nokansHbeix COM-nopTtoB npu
NOAKITOYEHNN K ceaHCy CnyXb yaaneHHbIX paboymx
ctonos. Mo ymonyaHuio cnyx6bl yaaneHHbIX pabodmnx
CTOMOB paspeLLatoT nepeHanpasneHme AaHHbIX Ha
COM-nopTbl. Ecnu BbI BKNOYAETE 3TOT NapameTp
NOMUTUKK, NOMNb30BAaTENN HE MOTYT NepeHanpaBnATb
AaHHble cepBepa Ha COM-nopTbl NoKanbHbIX
KOMNblOTEPOB. ECnn Bbl OTKMNOYaeTe 3TOT NapameTp
nonuTUKKN, nepeHanpasneHne Ha COM-nopTbl Bcerga
paspellaetcs cnyxbamm yaaneHHbix paboymx CTomnos.
Ecnun Bbl He HacTpanBaeTe 3TOT NapameTp NOMANTUKN,
nepeHanpasneHne Ha COM-nopTbl Ha ypoBHe

rpynnoBON NOMUTUKM HE ONpeaeneHo.

OTOT NnapameTp NoNUTUKK onpenensiet, TpebyeTtcs nu
OTKMNYaThb NepeHanpasneHne AaHHbIX Ha KIUeHTCKue
LPT-nopTbl B ceaHcax cnyx6 yaaneHHbIx paboymnx
cTonoB. [laHHbI napamMeTp NOMUTUKN MOXHO
NCNonb30BaTb, YTOObI 3aNpeTuUTb NoNb3oBaTeNAM
cornocTasneHue rnokansHolx LPT-noptoB u
nepeHanpaeneHve AaHHbIX C yaaneHHOro KoMmnbiTepa
Ha IoKanbHble nepugepuinHble yCTponCTBa,
noAkntodeHHble kK LPT-noptam. Mo ymonyaHuio cnyxobl
yAarneHHbIx paboymx CTONOB paspeLuarT
nepeHanpasneHve LPT-noptoBs. Ecnu Bbl BKItoYaeTe
3TOT NapameTp NOIMTUKK, NONb30BaTENN BO BPEMS
ceaHca cnyx6 yaaneHHbIx pabo4mx CTonoB He MoryT

nepeHanpaenaTb AaHHbIE cepBepa Ha nokanbHble LPT-

3HaueHue

Enabled
(BkntoveHo)

Enabled

(BkntoyeHo)




Monutuka

Do not allow supported
Plug and Play device
redirection (He
paspeLuaTb
nepeHarnpasneHue
noaAepXXuBaeMbIxX
camMoHacTpavBaeMbIX
YCTPOWCTB)

OnucaHue

noptbl. ECnv Bbl OTKNIOYaeTe 3TOT napameTp NOMNUTUKN,
nepeHanpaeneHve Ha LPT-nopTkl Bcerga paspeLueHo.
Ecnun Bbl He HacTpauBaeTe 3TOT NapameTp NOMUTUKN,
nepeHanpasneHne Ha LPT-nopTbl Ha ypoBHE rpynnosow
NOMNUTUKN HEe OnpeaereHo.

OTOT NnapameTp MosIMTUKN NO3BONSET yNpaBnsTh
nepeHanpasneHnemM nogaepxxmsaemMbix
caMoHacTpavBaeMblX YCTPOMUCTB, Taknx Kak yCTponcTea
Windows Portable Device, Ha yaaneHHbI KOMMObIOTEP BO
BpeMs ceaHca cnyx6 yaaneHHbix pabounx ctonos. Mo
YMOS4YaHUIo crny>0bl yaaneHHbIX pabo4mx CTonos
paspeLuatoT nepeHanpasneHne nogaepXxmneaembix
caMoHacTpavBaeMblX YCTPOUCTB. [Nonb3osatenu mMoryTt
NCrornb30BaTb HACTPONKY «ONoNHUTENBHO» Ha BKNagke
«JlokanbHble pecypchbl» OManoroBoro okHa
«lMogknoyeHne kK yganeHHoMy pabovemy cTony», 4Tobbl
BblOpaTbh nogaepxMBaemMble caMoHacTpanBaemble
yCTPOWCTBA ANdA NepeHanpasreHns Ha yaaneHHbIn
KomnbtoTep. Ecnn Bbl BKMOYaeTe 3TOT NapameTp
NOMUTUKK, NOMNb30BATENN HE MOTYT NepeHanpasnATb
nogaepXmnBaemble camoHacTpaMBaeMble YCTPOMCTBA Ha
yaaneHHbIN KomnbloTep. Ecnuv Bbl OTKO4aeTe nnu He
HacTpavBaeTe 3TOT NnapamMeTp NoSIMTUKK, Norb3oBaTenum
MOryT nepeHanpaenATb NogaepxxmsaemMble
caMoHacTpavBaeMble YCTPOMCTBA Ha yaaneHHbIn
komnbtoTep. MNMpumevaHue. NMpn nomoLm napameTpoB
nonutuku B nanke «KoHdurypaums
KomnbtoTepa\ALAMUHUCTPATUBHbIE
wabnoHbl\Cnctema\YctaHoBka ycTponctB\OrpaHnyeHus
Ha YCTaHOBKY YCTPOWCTB» MOXHO 3anpeTuTb
nepeHanpasneHne onpegereHHbIX TUNoB
nogaepXnBaeMblx CamoHacTpanBaeMblX YCTPONCTB.

3HaueHue

Enabled
(BkntoyeHo)

Cpeaa yaaneHHbIX CeaHCOB




MyTb: KomnoHeHTbl Windows — Cny6bl yaaneHHbIX pabo4nx cToNoB — Y3en ceaHCOB yAareHHbIX
pabouux cronos — Cpena yaaneHHbIX CeaHCOB

(@Hm.— : LQGRZV &RPSREHRARMWH 'HVNWRS BHRERWHHVHVNWRS 6+ %W PR
6HVVLRQ (QYLURQPHQW

v OnucaHme NonuTKK

MonuTtuka OnucaHue 3HauyeHue

OTOT NnapameTp NONUTUKM NO3BONSET yaanuTb ANEeMEHT
«OTKNIOYEHME ceaHca» M3 AMarnoroBoro okHa «3aBepLueHune
pabotbl Windows» B ceaHcax cnyx6 yaaneHHbIx pabouymx
ctonos. C noOMOLLbI0 3TOr0 NapamMeTpa NOfUTUKN MOXKHO
3anpeTuTb NOMbL30BATENSIM MPUMEHSTb 3TOT 3HAKOMBbIN CNOCco6
OTKIIOYEHUSA KIMEHTCKOro KOMMNbOTEPA OT cepBepa yana
CeaHCOB yaaneHHbIX paboynx ctonos. Ecnu aToT napameTp
NMOMUTUKKN BKIOYEH, BapuaHT « OTKNIOYEHME ceaHca» He
Remove
. oTobpakaeTcsi B packpbiBaloLLLEMCS CMIUCKE B ANANOroBOM
"Disconnect” )
OKHe «3aBepLueHue pabotel Windows». Ecnn aToT napameTtp

option from Shut
NOMUTUKN OTKIOYMEH NN HE HACTPOEH, anemeHT « OTknoYeHne

Down dialog
ceaHca» He yaansieTcsa u3 crnvcka B AManoroBoM OKHe
(Yoanutb _
«3aBepweHune pabotbl Windows». NpumeyaHme. 3toT Enabled
aneMeHT
napamMeTp NOSIMTUKN BNUSIET TONbKO Ha ANarioroBoe OKHO (Bknto4eHo)
"OTKnNoYeHne _
. «3aBepuweHune pabotbl Windows». OH He 3anpeLiaet
ceaHca" 3
nonb3oBaTensaM NPUMEHATb Apyrme MeToabl AN OTKNIOYEHUS
anarnora
OT ceaHca cnyx6 yaaneHHbIX paboymx cTonos. ATOT NapameTp
3aBepLUeHus
NOMUTUKN TaKKe He 3anpeLlaeT OTKMYEHNE CeaHCOB Ha
paboThbl)

cepBepe. MoXHO 3agaTtb Nepuon BpEMEHU, B TEYEHME
KOTOPOroO OTKITHOYEHHbIN ceaHC ByaeT ocTaBaTbCA akTMBHbBIM Ha
cepBepe, C NOMOLLIbK HAaCTPOMKN NapaMeTpa NoUTUKK
«KoHdurypauusa komnbioTepa\AAMUHUCTPATUBHbIE
wabnoHb\KomnoHeHTbl Windows\Cny»x6bl yaaneHHbIX
pabo4ynx ctonos\Y3en ceaHCoB yaaneHHbIX paboudnx
ctonoB\OrpaHn4yeHus ceaHcoB No BpeMmeHn\3agatb
OorpaHu4eHne No BPEMEHU ANs OTKITHYEHHbLIX CEAHCOBY.




Monutuka OnucaHue 3HauyeHue

Onpepensert, cnegyeT Ny yaanuTb anemMeHT «besonacHocTb
Windows» 13 meHto «llapameTpbl» Ha KnneHTax cnyxo

yAaneHHbIX paboymx cTonoB. ATOT NapamMeTp NONUTUKN MOXKHO
Remove
) Ncnonb3oBaTth, YTOObI HE JOMYCTUTL OTKIIOYEHUS
Windows .
o HEeAOCTaTOYHO ONbITHLIX MOSib30BaTenemn u3 cnyo yaaneHHbIX
Security item
pabo4ynx cTonoB No HeaocmoTpy. Ecnn yctaHoBRneHo
from Start menu

o cocTosiHne «BknoyeHo», To NyHKT «besonacHocTb Windows» Enabled
nannTb
He oTobpakaeTcs B MeHto «[llyck». B pesynbrarte ans Toro, (BkrtoyeHo)
3NEeMEeHT
. 4YTOObI OTKPbLITL ANanoroBoe okHO «besonacHocTb Windows»
BesonacHocTb
) . Ha KITMEHTCKOM KOMMbIOTEPE, NONb30BaTeNb AOMKEH
Windows" n3

. . NCMonb30BaTh crneunanbHOe codeTaHNe KnaBuLl
MeHto "Myck")
(CTRL+ALT+END). Ecnu yctaHoBneHo coctosiHne
«OTknoueHo» nnn «He 3agaHo», To NyHKT «be3sonacHocTb

Windows» ocTtaetcsa B MeHo «ITyck».

Be3onacHocCTb

MyTb: KomnoHeHTbl Windows — Cnyx6bl yaaneHHbIX pabounx cTonoB — Y3ern ceaHCOB yAaneHHbIX
pabouunx ctonoB — BesonacHocTb

(@aHm.— : LQGRZV &RPSREHRRMWMH 'HVNWRS BHRRWHFHVHVNWRS 6HBWEK])

v OnucaHue NonuTKK

Monutuka OnucaHue 3HayeHue
Require secure YkasbiBaeT, TpebyeT nin cepBep y3na ceaHCoB yaaneHHbIX Enabled
RPC pabounx ctonoB 6e3onacHble RPC-nogkntoyeHns oT Bcex (BkntoveHo)

communication KNMeHTOB NnMbo gonyckaeT Hebe3onacHble NOAKIMHYEHNS.

(TpeboBatb OTOT NnapameTp MOXHO UCMOMb30BaTh A1 NMOBbILIEHMS
©esonacHoe BesonacHocTu knneHTcknx RPC-noakntoyeHnin, paspeluas
RPC- TOSbKO NPOBEPEHHbIE U 3alunpoBaHHbIe 3anpockl. Ecnu

nop,Kmoqume) COCTOSIHME UMEET 3Ha4YeHne «BkntodeH», To CJ'Iy)K6bI




Monutuka

Set client
connection
encryption level
(YcTtaHOBUTL
YpOBEHb
LndppoBaHus
AN KITMEHTCKNX

NOAKIHOYEHNI)

OnucaHue

yAaneHHbIX paboynx CToNoB NPMHMMALOT 3anpoCkl TOMbKO OT
RPC-knueHTOB, nogaepxmBatoLmx 6e3onacHble 3anpochl, 1
He gonyckatT Hebe3onacHble NOAKITHYEHMA HEQOBEPEHHbIX
KnueHToB. Ecnn coctosiHne nmeet 3HadeHne « OTKAYEHY,
TO CNyX6bl yaaneHHbIX paboynx CTonos Bcerga
3anpawwusatoT 6e3onacHyto nepegady Bcero RPC-tpadguka.
OpHako RPC-knueHTam, He OTBEYaloLLMM Ha 3anpoc,

paspeluaeTca HebesonacHoe noaknoveHne. Ecnm coctosiHme

nmeet 3HaveHue «He 3agaH», gonyckatoTca HebesonacHble
nogkntodeHuns. MNMpumevarne. NMHtepdenc RPC
ncnonb3yeTcs Ans agMUHUCTPUPOBAHNSA Y HACTPOWKU Cryx0
yAaneHHbIX paboynx cTonos.

TOT NapamMmeTp NONUTUKK onpeaenseT, TpebyeTcsa N ocobbIn
YyPOBEHb LWNpoBaHua ana 6e3onacHoro B3aMMoaenCcTBIS
MeXay KNMEHTCKMMW KOMMboTepaMn 1 cepeepamMu y3na
CEeaHCOB yAarneHHbIX paboynx CTONOB BO BPEMS yAANEHHbIX
nogkntodeHnn no npotokony RDP. Ecnu Bbl BKtovaeTe aToT
napameTp NofMTUKK, BCe B3aMOOENCTBUS MexXay
KNUeHTaMn 1 cepsepamMin y3rioB CeaHCOB yaareHHbIX
paboymnx CTONoB BO BpeMsi yaaneHHbIX NOAKNIYEHNI
AOSMKHbI MCNOMNb30BaTh METOA WU POBaHUS, 3a4aHHbIN B
3TOM napametpe. Mo ymonyaHuio 3agaHo 3HaYeHne ypOoBHS
wnppoBaHus «Bbicokuny. Nogaepxusatrotca crnegytowime
mMeToAabl WnpoBaHns. Beicoknit. 3HadeHne «BbiCOKMI»
0O3Hayaer, YTO AaHHble, KOTOPbIMU OOMEHUBAIOTCS KITUEHT M
cepBep, LWMGPYHTCA Ha OCHoBE CcTOoMKOro 128-6utHoro
wndpposaHud. Vicnonb3ynTte aToT ypoBEHb B cpeaax,
KOTOpble cogepXaT ToNbKo 128-6UTHbIe KNMEHTbI
(Hanpumep, KNWeHTbI, UCNOMb3yoLLNE CryX0y
«lMopgknoyeHne k yoaneHHoMy pabovemy ctony»). KnveHTsl,
KOTOpblEe HE NOAAEPXKMBAKOT 3TOT YPOBEHb LUMEPOBaHUS, HE
MOTyT NOAKMNIOYMTLCS K CepBepaM y3na ceaHCOB yaareHHbIX
pabo4ynx ctonoB. COBMECTMMBIN C KITMEHTCKNM. 3Ha4YeHne
«COBMECTMMBIN C KIMMEHTCKMM» O3HAYaET, YTO JaHHbIe,
KOTOPbIMN OOMEHNBAIOTCSA KITMEHT 1 CepBep, LUNMpPYIOTCH C

3HaueHue

Enabled
Encryption
Level: High
Level
(BkntoyeHo
YpoBeHb
LMppoBaHUS:
Bbicokui

YPOBEHb)




Monutuka OnucaHue 3HaueHue

NCMorib30BaHNEM KIo4a MakCUMarnbHOW CTOMKOCTN,
nogaepXnBaeMon KnmeHToM. Micnonb3ynte aToT ypoBEHb
LWwnppoBaHus B cpeax ¢ He nogaepxusarommm 128-
BuTHOE WndpoBaHue knmeHtTamu. Huskmn. MNMpn 3HavyeHnn
«Hu3kunin» ¢ nomoLbo 56-6UTHOrO LWNgpPoBaHUS
LWINPPYIOTCA TONLKO AaHHble, NepecbinaemMble OT KIMeHTa K
cepBepy. Ecnv napameTtp oTKIOMEH UK He 3afaH,
rpynnoBas NonnTUKa He pernaMmeHTUpyeT ypoBEHb
LWMdPOBAHUS, UCMONb3yeMbIA AN yaaneHHbIX NOAKMHYEeHNI
K cepBepaM y3rna ceaHCOB yaalneHHbIX paboymx CTOnos.
BaxHo! CootBetcTtBme ctaHgapty FIPS moxHO HacTponTb
yepes «CuctemMHble cpeacTtea WndpoBaHusa». MicnonbaymnTe
FIPS-coBmecTMMble anropuTmbl 4519 NapameTpoB
LWNPOBaHUA, X3LWNMPOBaAHNA N LMpOBON Noanncu B
rpynnoson nonutuke (KoHdpurypaums
komnbtoTepa\lapameTpbl Windows\lNapameTpsbl
6esonacHocTu\JTokanbHble nonutukmM\lNapameTpbl
6esonacHocTtwn). MapameTtp «FIPS-coBmecTUMbINy
obecneyvBaeT WNdpoBaHNE N paclN@POBKY OaHHbIX,
OTMNpaBnsieMbIX OT KNMEHTa K cepBepy 1 obpartHo, ¢
nomoLbto anroputmoB wndposanus FIPS 140-1 (Federal
Information Processing Standard), ncnonbsys mogynu
lwndppoBaHus kopropaunn Mankpocodrt. MicrnonbayinTte aToT
YPOBEHb LUNPOBaAHNA NPU B3aUMOLENCTBUN MeXAY
KNMeHTaMn n cepeepamMu y3na ceaHCcoB yaareHHbIX paboymx
CTONOB, KOTOpOe TpebyeT HanBbICLLETO YPOBHS
LWnppoBaHus.

OrpaHquHMe ceaHCOB NO BpeMeHU

MyTb: KomnoHeHTbl Windows — Cnyx6bl yaaneHHbIX pabo4nx cTonoB — Y3en ceaHCOB yAareHHbIX

paboumnx ctonoB — OrpaHu4YeHne ceaHCOB MO BPEMEHU

(@Hm.— : LQGRZV &RPSREHRRWMH 'HVNWRS BHRRWHFHVHVNWRS 6HBWIVR(
7LPH /LPLWYV



v OnucaHue NonuTuKk

Monutuka

End session
when time
limits are
reached
(BaBepLuiatb
ceaHc npwu
AOCTMXKEHNN
orpaHuyeHus
No BPEMEHM)

OnucaHue

OTOT NapameTp NONUTUKM ONpeaenseT, 3aBepLuaeTcsa nm
ceaHc cnyx6 yganeHHbIx paboymx CTONoB No Tanm-ayTy
BMECTO OTKIOYEeHUA. Bbl MOXeTe Ncnonb30BaTh 3TOT
napameTp ANns NPUHYAMTENbHOIO 3aBepLUEHUsI ceaHca
cnyx6 yaaneHHbIx paboymx cTonos (B 3TOM crnyyae
OCYLLIECTBNSAETCHA NPUHYAUTENBbHBIN BbIXOA MONb30BaTens, a
CBeJeHNs O ceaHce yaansTca ¢ cepBepa) no AOCTUKEHUN
npegena orpaHnyYeHns akTMBHOIO nnmn 6e3aencTByoLLEro
ceaHca. 1o ymonyaHuto cnyx6bl yaaneHHbix pabounx
CTOSI0B OTKIIHO4AOT CeaHChbl MO UCTEYEHUN YKa3aHHOro Ang
HUX BpeMeHN ceaHca. OrpaHn4eHnsi N0 BPEMEHU
yCTaHaBnNMBaKTCs afAMUHUCTPATOPOM CepBepa JSIoKarbHO
NIIM C MOMOLLbIO rPYNnoBon nonuTuku. CM. napameTpbl
nonuTUkN «3agaTtb OrpaHMyYeHne No BpEMEHN OIS aKTUBHbIX
ceaHcoB cnyx6 yganeHHblx paboynx ctonos» n «3agatb
OorpaHu4eHne No BPEMEHN AN aKTUBHbIX, HO
6e30encTBYOLWNX CeaHCOB CNYX0 yaaneHHbIX paboyumnx
ctonosy. Ecnuv Bbl BKItoYaeTe 3TOT napamMmeTp NOMUTUKN,
cnyx6bl yaoaneHHbIX pabo4mx CTONOB 3aBepLUatoT BCe
CeaHCbl C UCTEKLLIMM BpeMeHeM oxuaaHus. Ecnu Bbl
OTKNtoYaeTe 3TOT NapameTp NONNTUKK, CNYXKObl yaaneHHbIX
pabo4ynx CTONOB BCeraa OTKYatoT CeaHchl,
npeKkpaLleHHble No TakM-ayTy, Aae ecnu
agMUHUCTPATOPOM CcepBepa OnpeaeneHo MHoe noBeaeHne
ANs 3Toro napamerpa nonuTukn. Ecnu Bl He HacTpanBaeTe
3TOT NapameTp NONUTUKK, CNYX0bl yaaneHHbIX pabodmnx
CTOSIOB OTKIOYAOT CeaHChbl, NpeKpaLLeHHble Mo Tanm-ayTy,
€Cnn MHOE He ONpeaeneHo B NoKarnbHbIX NapaMeTpax.
MNpumeyaHne. DTOT NapameTp NOAUTUKN NPUMEHSIETCS
TONbKO K ABHO OnpeaeneHHbIM agMUHNCTPaTOPOM
OrpaHnYeHnsIM No BpEMEHN OXnaaHus. STOT napameTp
MONMUTUKM HE MPUMEHSAETCS K COBbITUSIM BPEMEHM
OXMAaHMWS, KOTOPblE ONPeaEenaTCA YCNoBUAMM CETEBbIX

3HavyeHue

Enabled
(Bknto4eHo)




Monutuka

Set time limit
for
disconnected
sessions
(Bapatb
orpaHuyeHue
Nno BpeEMEHMU
ans
OTKMIOYEHHbIX

ceaHcoB)

OnucaHue

NOAKIMIYEHUN. DTOT NapameTp OOCTYNeH B nankax
«KoHurypaums komnbrotepa» n «KoHdurypauma
nonb3oBartens». Ecnn HacTpoeHbl 0ba napametpa, TO
npuopuTeT nmeeT napameTp B nanke «KoHdurypauusa
KOMMbloTEpay.

OTOT NapameTp NOIMTUKN NO3BONSET HACTPOUTb
OorpaHuv4yeHune rno BpEMEHN NS OTKYEHHbIX CEaHCOB
cnyx6 yaaneHHbix paboymx ctonoB. C NOMOLLbIO 3TOro
napamMeTpa NnosIMTUKLU MOXXHO OnpeaenTb MakCUMarnbHbIN
nepuog BpeMeHU, B TEYEHNE KOTOPOro OTKITHOYEHHbIN ceaHc
OCTaeTCH akTUBHbLIM Ha cepBepe. 1o ymonyaHuio cryxobl
yAaneHHbIX pabo4ymx CTONMOB pa3peLuatoT nonb3oBaTensam
OTKIKO4aTbCA OT ceaHca crny06 yaaneHHbIx pabo4nx cTonos
6e3 3aBepLLEeHNS 3TOro ceaHca u Bbixoaa u3 Hero. Korga
CeaHC HaxoauUTCs B OTKIHOYEHHOM COCTOSIHUW, BbIMNOSHEHNE
3anyLeHHbIX NporpaMm NpoaoshKaeTcs, XOTS Monb3oBaTerb
He NoAksitodeH. Mo yMonyaHuo Takme OTKITHOYEHHbIE CeaHCbl
OCTaloTCHA OTKPbITbIMU Ha CepBepe HeorpaHMYeHHOEe BpPEMS.
Ecnun Bbl BKItovaeTe 3T0T napameTp NONUTUKN,
OTKITHOYEHHbIE CeaHCbl yaansitoTCs ¢ cepBepa Mo UCTEYEeHUN
yKa3aHHoro BpemeHun. Ytobsl obecneunts noBegeHme no
YMOSTYaHNIO, COrfacHO KOTOPOMY OTKITHOMEHHbIE CeaHCbl
obcnyxuBatotcsa 6e3 orpaHn4yeHns BpeMeHu, Bblbepute
«Hwukorga». [1na KOHCOSMbHOro ceaHca orpaHnUYeHust no
BPEMEHM K OTKITHOYEHHBIM CeaHCcaM He npumeHsitoTes. Ecnn
Bbl OTKITHOMAETE UKW HE HaAcTpamBaeTe 3TOT nNapamMmeTp
NOMMUTUKN, HA YPOBHE rPyNMnOBOM MOMIUTUKM OH He
onpegeneH. Mo ymMonyaHunto OTKITHOYEHHbIE CeaHChbl Cryxo6
yaaneHHbIX paboymx CTONOB OCTAOTCA HE3aBEPLUEHHbIMM
©e3 orpaHnyeHui no Bpemenu. Npnmeyanme. AToT
napamMeTp npucyTcTeyeT B nankax «KoHdurypaums
komMmnbtoTepa» U «KoHdurypaumnsa nonb3osatens». Ecnu
napamMeTpbl NONUTUKK 3af4aHbl B 06enx nankax, To
npuopuTeT nmeeT napameTp B nanke «KoHdurypauus
KoMMbloTEPAY.

3HauyeHue

Enabled End a
disconnected
session: 1
minute
(BkntoveHo
3aBepLueHne
OTKITHOYEHHOTO
ceaHca: 1
MUHyTa)




BpemMeHHbIe nanku

MyTb: KomnoHeHTbl Windows — Cnyx0bl yaaneHHbIX paboynx cTonoB — Y3en ceaHCOB yAaneHHbIX
pabounx ctonoB — BpeMeHHbIe nanku

(@aHm.— : LQGRZV &RPSREHRRMWMH 'HVNWRS BHRRWHFHVHVNWRS 6HVVLR(
7THPSRUDU\)IROGHUV

¥ OnucaHue NonuTuK

MonuTtuka OnucaHue 3Ha4yeHue

OTOT NapamMeTp NONMUTUKK ONPEAENSET, COXPAHSOTCS NN
BPEMEHHbIe nanku cnyx6 yaaneHHbIX paboynx CTonos nocne
3aBepLUEHUS ceaHCoB. ATOT NapameTp NONUTMKM NO3BONAET
COXPaHsiTb BPpEMEHHbIE Marnku CeaHCoB Mofb3oBaTteneit Ha
yOaneHHOM KOMMbIOTEPE Aaxe Mocne 3aBepLUEHUs ceaHca.
Mo ymonyaHuto cnyx6bl yaaneHHbIX paboynx cTonos

yoanarT BPpEMEHHbIE NMarnkKu nonb3oBaTenemn npwu BbiXoae

Do not delete nonob3osaTensd. Ecnu Bbl BKIoyaeTe 3TOT NapameTp NonuTUKH,
temp folders BPEMEHHbIe Narnku ceaHCoB Nonb3oBaTerien He yaansrTcs
upon exit (He nocne 3aBepLUeHnsa ceaHcoB. Ecnu Bbl OTKMAO4aeTe aToT Disabled
isable
yoansitb napameTp NONUTUKK, BPpEMEHHbIE Nankn yaansaTcs npu
(OTKNOYEHOD)
BPEMEHHbIE 3aBepLUEeHNN ceaHca, Jaxe ecrnn agMUHUCTpaTop cepeepa
nanku npu ykasan uHade. Ecnu Bbl He HacTpauBaeTe 3TOT NapameTp
BbIXoAe) NONMUTUKK, CrY>XKObl yaaneHHbIX pabo4vmx CTONoB yaansaoT

BPEMEHHbIE Nanku ¢ yaaneHHoro KoMnbioTepa npu Bolxoge 13
CUCTEeMbI, eCN agMUHUCTPATOPOM cepBepa He ornpegenex
apyroun pexum. lNpumeyaHue. 3TOT NapameTp uMeeT
3Ha4yeHue, TOMNbKO ecrnv Ha cepBepe UCNOMb3YTCS
BPEMEHHbIe nanku ceaHcoB. Ecnn BkntoveH napamerp
nonnTUKN «He ncnonb3oBatb BpeMeHHbIe narnku ang

ceaHcay, TO JaHHbIVM NapaMeTp HU Ha YTO He BIIMSET.




MonuTtuka OnucaHue 3HaueHue

[aHHbIV NapaMeTp NONUTUKN HE NO3BONSIET CryK6am
yaarneHHbIX paboymx CTONOB co3haBaTb BPEMEHHbIe narnku
ceaHcoB. C NOMOLLbIO 3TOr0 NapamMeTpa NMoSIMTUKUA MOXHO
3anpeTuTb co3aaHue Ha yaaneHHOM KOMMblTepe OTAeNbHbIX
BPEMEHHbIX Nanok Ans Kaxaoro ceaHca. Mo ymonyaHuio
cny>6bl yaaneHHbIX paboynx CTONOB CO34ak0T OTAENbHYO

BPEMEHHYI narnky Arnd KaXkKaoro akTMBHOro ceaHca

Do not use nonb3oBaTens Ha yaaneHHoOM KoMnbroTepe. Takne

temporary BPEMEHHbIe Narnku co3farTcs Ha yaaneHHOM KOMNbloTepe B

folders per nanke Temp nanku Npoguna Nonb3oBaTens U Nosy4yaroT UM

session (He no Koy ceaHca. Ecnu Bbl BKMovaeTe 3aToT napameTp Disabled
ncnonb3oBaTb NONUTUKN, BPEMEHHbIE Nanky ceaHCcoB He co3gatotcda. Bmecto  (OTknoueHo)
BPEMEHHbIE 3TOro BpEMEHHbIE (pannbl Nonb3oBaTens s BCEX CEaHCOoB

nanku gns Ha yganeHHOM KoMMbloTepe XpaHATcsa B obwien nanke Temp

ceaHca) nanku npodung nonb3osaTens Ha yganeHHOM KOMMboTepe.

Ecnu Bbl oTkNtOYaeTe 3TOT NapamMeTp NOMUTUKK, OTAESNbHbIE
BPEMEHHbIE Nanky BCeraa co3naroTcs ANs Kaxaoro ceaHca,
Aaxe ecnn agMMHUCTPaTOPOM cepBepa OnpeaeneH Apyron
pexuM. Ecnv Bbl He HacTpanBaeTe 3TOT NapaMeTp MONUTUKH,
OTAENbHblE BPEMEHHbIE Manku A KaXkaoro ceaHca
co3fatoTcsl B TOM Criydae, ecnv agMUMHUCTPaToOpoM cepBepa

He onpegeneH ApYron pexum.

nOpﬂﬂ,OK MMNOPTa NOJIUTUK

1. Ha koHTponnepe goMeHa co3anTe HOBbIM OOBLEKT rpynnoBon nonutukun, Hanpumep "Indeed PAM RDS
Server".

2. Hactpownte hunbtpbl 6e30nacHOCTM 06bekTa rpynnoBon NOMIUTUKL ANA NMPUMEHEHMUS TONbKO K 0ObeKTY
cepeepa Indeed PAM Gateway.

3. CkavanTte apxmB ¢ HAOOPOM MONUTUK AJIS PYCCKOM UK aHITNIMNCKON BEPCUN CepBepa M pacnakynTte BO
BPEMEHHYIO Narky.

4. HaxkmuTe npaBon KHOMKOW MbILLM NO CO34aHHOMY O6'beKTy prHHOBOVI NOJIUTUKN N Bbl6epVITe B

KOHTEKCTHOM MeHI0 NyHKT "MIMnopT napameTpos...".


https://cloud.indeed-id.com/index.php/s/LnoChdpzRfL2B8Q
https://cloud.indeed-id.com/index.php/s/KJBMbT4jry0Rl4g

3 ¥npasneHne rpynNNoecH NoANTHEDRA Indeed PAM RDS Server
4 ﬁ; Nec: indeed-id.local

Onacs |CaeneHuﬂ I MNapameTpel Iﬂ.ena'upoaaHne CocTtoaHue

A E JomeHel
4 ﬁ indeed-id.local Cansn
i Default Domain Policy MNokasaTs cBASM B PACTONOKEHAN: |ir1deed-id.lccal
E=E.T |ESettings C GPO ceAzaHel cnegyowme caifTel, AOMEHE W NOADS3ASNSHWA:
= IESSOPlugin
EE'T J PazmewweHue - MpyHY DATENEHEIR
EET Indeed PAM RDS Server ﬁ deedid local H
in id local eT

4 2| Domain Controllers
E=E.T Default Domain Controllers Policy
2] IPAMAccounts
B 2] IPAMUsers
[ ,fl rustmp
El ,Er CEberTel FpyNNoECA NOANTAEN
=] Default Domain Controllers Policy

= Default Domain Policy Puns Tpt: BESONECHOCTH
:E..T |[ESettings
_ MapameTpe! gaHHoro ofbekTa rpynnosoi NOMMTHKK NPMMEHAINTCA Ton
E.,T I[ESSCOPIugin CNEIYOWME FPYTIN, NONBS0BaTENENR W KOMMNBHTEPOE:
=] Indeed PAM RDS Server| i -
. A
b Ly Ons VzmennTe... 1% PAMS (INDEED-D\PAMS)
b '@ Hay CocToaHne oBbEeKTa rpyNNoE0A NoANTHEN »
[ :a CaiTel
Eﬁﬁq Mogaenmpo ApXMEWPOEATE...
._E Pesynetarty BoccTaHoBWTE M3 apXMEa...

‘ Mmnopt napameTpos...

CoXpaHWTe OTYET...

Bug b

5. YkaxuTte nyTb K Nanke ¢ pacnakoBaHHbIM apX1BOM.

Pacnonoxenwe apaea
BrifepuTe nanky apxisa AnNA MMNopTa NapaMeTpos.

Manka apsea:

- Users\Victor.osipoviGPOndeed PAM RDS Server RLU

« Hazan ” Hanee = || CmaeHa | | Cnpaeka |




6. B okHe "[lepeHoc ccbinok" BKNYMTE OMuUMI0 "TOYHO KONMPOBATb UX M3 NCTOYHMKA".

lNepeHoc cohnoK
YicawuTe cnocod Nepenayl cobinok cyfbekTam GesonacHoCTY (Fpymnan,
NoNEZ0EETENAM, KoMAeTEpaM) 1 UNCymi.

ApeEHBIA 06 BEKT rpYNNOBoA NONMTHKK COLEMXEMT CChINKM Ha CYEbEKTHI
GesonacHocT Mk myma UNC. [Mpw npeofpasoBaHin ST CCbINoK:

@ TOYHD KOMWDOBATE VX M3 MCTOYHWIKE:

C NOMOLLLEHD 'IEEHHLU:I MUrpawy CoONoCTIEBNTE M B KOHEYHOM ofbeKTe Fp’j‘ﬂl‘lﬂﬁﬂﬂ
MO TAKKH

| | Ofsop...
|:| WcnonesoeaTe TAGNMLY MWMPELWK B MOHOMOMNEHOM PEXMME, Wamerims

Ecnu kakne-nubio cyfber el GesonacHocma uma mymi UNC B

SpEMEHOM OB BEKTE MPYTINOE0A NONMTAKK OTCYTCTEYIOT B
TabMALE MMMPELMW, HE BEINONHATE MMNOPT.

| < Hazan ” Hanee = || CmaeHa || Cnpaexa |

7. MNocne ycnewHoro nMmnopTta oTkponTe 06BLEKT rpynnoBOM NONUTUKN N UCMpaBbTe NONUTUKY PaspewaTb
BXOJ B CUCTEMY Yepe3 crnyX0bl yaaneHHbIx pabounx ctonoB (aHm. — $OORZ ORJ RQ Wk
S5HPRWH "HVNW R S106&BuBBIHEdNyNNy 6e30nacHOCTM nonb3oBaTtenemn, KoTopbiM Heobxoanm
yaaneHHbIn JOCTyn.

8. BbinonHuTe NnpmnBa3ky o6bekTa rpynnoBoN NOAUTMKN K OPraHU3aunoHHOMY nogpasaeneHunto, KOTOpoMy
npuHagnexut cepeep Indeed PAM Gateway.

9. MpuMeHnTe NONUTUKN, BLIMNONHUB KOMaHAy gpupdate /force Ha cepsepe Indeed PAM Gateway.



HacTpoliku 6e3onacHocTu cepBepa
gocTtyna

/\ NPEAYNPEXOEHUE

O6sa3aTenbHO BbINOMHUTE AEUCTBUSA, KOTOPbIE MEPEYNCIIEHbI Ha 3TOM CTpaHuue. OTo Tpebyetca ans

KoppekTHon paboTbl Indeed PAM.

anIMeHeHVIe HaCTpoeK C NOMOLWbIO YTUIIUTDI

YT06bl NPUMEHNUTL HEOBXOAMMbIE HACTPOVKM 6E30MacHOCTM cepBepa AOCTYNa BbINOMHUTE crieaytoLume

JencTBus:

1. Nepengute B nanky ¢ anctpmudbytnesom IndeedPAM_3.1_RU\indeed-pam-tools\configuration-

protector\.
2. 3anycTtnte KOMaHOHYI CTPOKY OT UMEHM agMUHUCTpaTopa.

3. BbInonHuTte kKomaHay:
.\Pam.Tools.Configuration.Protector.exe apply-gateway-security

4. YctaHoBUTE NapaMeTp 3anpeTuTb AOCTYN K NaHenu ynpaBreHusi U napaMmeTpam KOMMNbIOTepa

prI'II'IOBOI7I NOSNIUTUKN B 3HA4YeHne BKknoveHo.

MyTb: KoHdurypauusa nonb3osatenss — AAMUHUCTPATMBHbIE WabnoHbl — [aHenb ynpaenexHus —

3anpetuTb JOCTYN K NAHENW yrnpaBneHnsa 1 napameTpam KOMMboTepa.

(aHm. — 8VHU FR QI L-IXIUDP QR § WHFB/OIDAWHRQWUR S 3DRKOELW DFFH
3DQHO DQG 3% VHWWLQJV

5. lNepesarpy3nte MalLMHy C cepBepoM OCTyna.

6. Y6eouTech, YTO HEOBXOAMMbIE HACTPOViK1 Ge3onacHOCTM cepBepa AOCTyna NPUMEHUIUCH.



7. MpoBepbTe Baly LieneBble pecypcbl — ybeauteck, YTo napametp TpeboBaTb UCNONb30BaHMe
cneumnanbLHOro ypoBHA 6e30nacHOCTU AN yAarneHHbIX NoAKNo4YeHui no npotokony RDP

I'pyl'll'lOBOI?I MNOJIUTUKN YCTaAHOBJIIEH B OAHO M3 3HAYEHUN:

o He 3apaHo
o BknroyeHo: Negotiate

o BknroyeHo: SSL

MyTb: KoHdurypauusa komnbtotepa — AAMUHUCTPATMBHbIE WabnoHsbl — KomnoHeHTbl Windows —
Cnyx6bl yaaneHHbIx pabounx cTonoB — Y3ern ceaHcoB yaaneHHbIX paboynx ctonos — besonacHocTb

— TpeboBaTb MCNoNb3oBaHUE CneLnanbHOro YpoBHSA 6e30MacHOCTY AN yaaneHHbIX NOAKIoYeHNI Mo

npotokony RDP

(aHm. — & RPSXWHU & R Q- LY RJIDWLIVRMELFDS/OIDWHHEQ G RZV & R P S-REHRRWWM
'"HVNWRS 6HUYHFRWH 'HVNWRS 6HVOHRQLERNTKLUH 8VH RI 6SHF

/ID\HU IRU 5HPRWH 5'3) &RQQHFWLRQV

/\ NPEQYNPEXAEHWE

3HadeHne BknroveHo: RDP He nogaepxumBaetca cuctemon Indeed PAM.

MpoBepka ycnewwHoOro npuMeHeHUs HacTpoekK
Ge3onacHOCTU cepBepa AocTyna

YTo6bl yOeauTbea, 4To HeOBXoAMMbIE HAacTPOKKK 6e30nacHOCTM cepBepa JOCTyna NPUMEHMUIUCS,

BbINONHUTE cnegyowmne 0enNcTBUs:

1. Nepengnte B nanky c auctpmdytnesom IndeedPAM_3.1_RU\indeed-pam-tools\configuration-

protector\.
2. 3anycTnte KOMaHAHY CTPOKY OT MMEHWN agMUHUCTpaTopa.

3. BbinonHute komaHay:

.\Pam.Tools.Configuration.Protector.exe validate-gateway-security

NMMpmeHeHMe HaCTPOEK BPYUHYHO



Ecnu ncnonb3osanune ytunutel Pam.Tools.Configuration.Protector no kakum-nn6o npyynHam HEBO3MOXHO,
TO NPUMEHNTEe HeobxoaMMble HAaCTPONKN 6e30NacHOCTM BPYYHYIO, Kak ONUCaHO HUXeE.

1. KonupoBaHue c¢panna 6ubnmuorekn B aupekroputo ProxyApp.

Mepenaute B anpekTopuio C:\Program Files\dotnet\shared\Microsoft.NETCore.App\3.1.24,
ckonupynte pann Microsoft.DiaSymReader.Native.amd64.d1l B anpektoputo C:\Program
Files\Indeed\Indeed PAM\Gateway\ProxyApp.Bepcus B ICXxogHOM MyTu MOXET OTNn4aThCH, B
3aBucumocTtu ot Bepcun Dotnet Runtime, yctaHoBneHHOro Ha cepBepe. Micnonb3ynte HanbosnbLLyto

BEPCUIO, KOTOpast HauynHaetcs ¢ 3.1.
2. OTKno4YeHue Nonb3oBaTeIbCKOro XpaHunuila AoBepeHHbIX KOpHeBbIX cepTucpukartos LIC
EcTb aBa cnocoba:

o Yepes rpynnoByto NOMUTUKY

o Yepes HacTpoliky B peecTpe Ha RDS Gateway cepBepe, ecnv He NpUMeHeHa rpynnosasi NonuTuka

Cnocob6 1 — yepe3 rpynnoByro NONUTUKY
N3meHuTe HacTponKy B rpynnoBow nonuTtuke, gencteytowen Ha RDS Gateway cepsep:

MyTb: KoHdurypauma komnbtotepa — KoHdurypaums Windows — NapameTtpbl 6e3onacHocTn —

Monntnka oTKpbITOro Krtoda — lMapameTpbl NoaTBEPXKAEHUS NYTU cepTudukaTa

(@aHm.— &RPSXWHU &RQHILIXQPOGRVAR QHWWEQR UV W\ 6HIXW OQFV.H\ 3RO
&HUWLILFDDV\GH-GDWKRQ 6HWWLQJIV

Bo Bknagke Xpanunuuwa (aHm. — 6 WR)UHV

i. BkntounTe onumio Onpegenutb napamMmeTpbl NoNUTUKKU (aHm. — '"HILQH WKHVH SROL

ii. OTknMounTe onumio PaspewnTb ucnonb3oBaHue KopHeBbIix LIC, koTopbiM aoBepseT
nonb3oBaTenb, ANA npoBepku ceptucgpukatoB (aHM. — $OORZ XVHU WUXVWHG L
WR YDOLGDWH FHUWLILFDWHYV

Cnoco6 2 — yepe3 HAaCTPONKY B peecTpe

B HKLM\SOFTWARE\Policies\Microsoft\SystemCertificates\Root\ProtectedRoots cosgante
kniod Flags ¢ Tunom DWORD n ycTaHOBUTE 3HadeHuWe 1. [lonb3oBaTenbckoe XpaHunuie JOBEPEHHbIX
KOopHeBbIX cepTudukartos LIC oTkntoveHo, ecnv nepebi OUT 3Ha4YeHUs B Flags paBeH 1.



3. OTknro4veHue cnyx6 cucremol push-ysegomnenHnn Windows.
OTkntounTe cnegytowme cnyxobi:

o Cnyx6a cucrembl push-yBegomnenun Windows (aHrm. — : LQGRZV 3XVK 1RWLILF
:SQ6HUYLFH

o MNMonb3oBaTenbckana cnyxb6a push-yBegomneHnn Windows (aHm. — : LQGRZV 3XVK
IRWLILFDWLBQ&VEHVUIBWHUYLFH

4. OTknroyeHue MNMaHenu YnpaBneHus ons nonb3oBaTtenien B rpyrnnoBOW NONUTUKE.

YcTtaHoBWTE NapameTp 3anpeTuTb AOCTYN K NaHenu ynpaBrieHUA U napamMeTpam KOMMnbloTepa
rpynnoBOK NONUTKKN B 3HaYeHne BknroveHo.

MyTb: KoHdurypauusa nonb3osatenss — AAMUHUCTPATMBHbIE WabnoHbl — [NaHenb ynpaeneHus —
3anpetntb OCTYN K NaHenu ynpasreHus U napameTpamMm KoMnbloTepa.

(aHm. — 8VHU FR QI L-IXIUDP QR § WHIFB/OIDAYWHRQ W UR© 3DRKOELW DFFH
3DQHO DQG 3% VHWWLQJV

5. NpoBepKa BbIGpaHHOro ypoBHA 6€30nNacHOCTU AN yAaneHHbIX NoAKHYeHMN NO NPOTOKOMNY
RDP B rpynnoBo# nonutuke LieneBbIiX pecypcoB.

MpoBepbTe BalLK LieneBble pecypcbl — y6eamTech, 4To napameTp TpeboBaTb Mcnonb3oBaHue
cneuuvanbHOro ypoBHsl 6e3o0nacHOCTU ANA yAaneHHbIX NoaK4YeHu no npotokony RDP

prHHOBOPI NOJINTUKKN YCTaHOBJ1E€EH B OOHO U3 3Ha4YeHUN:

o He 3apaHo
o BknroyeHo: Negotiate

o BknroyeHo: SSL

MyTb: KoHurypauma komneotepa — AgQMUHUCTpPaTUBHbIE WabnoHbl — KomnoHeHTbl Windows —
Cnyx6bl yaaneHHbIx pabounx cTorioB — Y3ern ceaHCoB yaaneHHbIX pabounx ctonos — besonacHocTb
— TpeboBaTb MCNonNb3oBaHMe cneunanbHOro YpoBHsi 6e30nacHOCTU ANd yaaneHHbIX NOAKITYEHUA No
npotokony RDP

(@Hm.— & RPSXWHU &R Q-+ LYIXR IDQLLVRMUS/DIDYWHHRQ GRZV & R P SREHRRMWM
'"HVNWRS 6 HUSHFRIWH "HVNWRS 6 HVO/HRQIHARNMWKVLUH 8VH RI 6SHF

/ID\HU IRU 5HPRWH 5'3) &RQQHFWLRQV



A NPEOYNPEXOEHUE

3HauyeHune BknroveHo: RDP He nogaoepxmnBaetcs cuctemon Indeed PAM.



CwmeHa kno4a wundposaHua bl PAM

B cnyyae komnpomeTtaunm knroda wmpoBaHus npeaycMoTpeHa BO3MOXHOCTb poTaumm mactep kntoya b/l
6e3 octaHoBkK paboTbl PAM.

[ns atoro ncnonbayetca ytunuta Key Rotator.

Windows IndeedPAM_3.1_RU\indeed-pam-tools\key-rotator\Pam.Tools.KeyRotator.exe

Linux /etc/indeed/indeed-pam/tools/key-rotator.sh

I'Iepe/:l, 3anyCkoM yTuIiinTbl BHECUTE USMEHEHNA B KOH(bMpraLlMOHHbIVI d)aVIJ'I kKoMmnoHeHTa Core, B CEKLNIO

Encryption.

Mo ymonyaHuio B 3TOM CeKUMN HAaXOAUTCA TOMNbKO noacekuus Primary, B KOTOPOW ykasaH OeNCTBYOLLNIA
KNHoY WncpoBaHus U apyrue AencTeyrowme Hactponkmn b.

UTo6bl N3MeHNTb KoY WindposaHusa b1, BeinonHuTe cregyowme warm:

1. Cospganite BTOpPYtO noacekunto Secondary B cekuum Encryption.
2. NepeHecute HacTporikm 13 Primary B Secondary.

3. BHecuTe HOBbIN KoY WNpoBaHUs B cekumio Primary.

4. CoxpaHuTe aMeHeHnsa KOHUrypaumoHHoro dpamna.

5. 3anyctute ytunuty Key Rotator.

6. MNocne 3aBepweHnsa paboTbl yTUnNUTLI yaanuTe n3 KoOHUrypaunoHHoro ganna cekumio Secondary.



CepBUCHbIE onepauunu

CepBucHble onepauuu ansa pecypcoB Windows

/\ NPEQYNPEXAEHUE

Ecnn koMnoHeHTbI cepBepa ynpaBneHus YCTaHOBMEHbI Ha onepaunoHHyto cuctemy Linux, To ans
BbINONHEHNS cepBUCHBbIX onepauunn Ha Windows-pecypce gomkHa 6biTb HacTpoeHa cnyxb6a WinRM no
HTTPS

CepsucHble onepaunn ans pecypcos Windows BbIMOMHATCA OT UMEHU OMEHHOW UMW NOKanbHOW YyYETHOM

3anncu:

» [lpoBepka coeqMHEHUs C pecypcom

o CUHXpOHM3aUMNA NnokanbHbIX YY4ETHbIX 3anvcem

o [1poBepka naporsi noKasnbHbIX YY4ETHbIX 3anucemn

¢ N3meHeHne napons fiokanbHbIX YY4ETHbIX 3annucen
e [lony4yeHne gaHHbIx 0 OC

« [lony4yeHne cnucka rpynn 6es3onacHoCTy

HacTtponka nOMeHHON y4eTHON 3anncu B Ka4yeCcTBe CepBUCHON

1. BbinonHuTe BXoA Ha pecypc.

2. 3anyctute ocHacTky YnpasneHue komnbroTepom (Computer management).

w

. Mepengute B pasgen CnyxebHble nporpammbl (System tools) — JlokanbHble nonb3oBaTtenu (Local
Users and Groups) — pynnbi (Groups).

. OTKpOK1TE KOHTEKCTHOE MeHI0 rpynnbl AaMuHucTpaTopbl (Administrators).
. Beibepute nyHkT CBomncTBa (Properties).

. Haxmute flo6aBuTb (Add).

N OO o B~

. BoibepuTte LOMEHHYIO y4ETHYIO 3anuckb, KoTopasa ByaeT Ncnonb3oBaTbCHa B POfY CEPBUCHOW A5
pecypca un HaxmuTe OK.

HacTtpouka nokanbHon y4eTHOM 3annMcu B Ka4yecTBe CepBUCHOM



Ecnu B kayecTBe cepBUCHOM Y4eTHOW 3annucu ByaeT Ncnornb3oBaTbCA NoKarnbHbIN BCTPOEHHbIN (built-in)
agMUHUCTPATop, TO AOMOITHUTENbHAaA HacTpomrka He TpebyeTca. Ecnu B kKayecTBe CepBUCHON YYETHOM

3anncu 6y/:|,eT MCcnorib3oBaTbCA HE BCTPOEHHAasA JioKalribHadA y4eTHaa 3anmcb agMUHUCTpPATopa, TO:

1. BoinonHuTe BXoA Ha pecypc.

2. 3anyctuTe ocHacTKy YnpaBneHue KomnbloTepoM (Computer management).

w

. Mepengute B pasgen CnyxebHble nporpammbl (System tools) — JlokanbHble nonb3oBaTtenu (Local
Users and Groups) — pynnbi (Groups).

. OTKpOMnTE KOHTEKCTHOE MEeHI0 rpynnbl AaMuHucTpaTopbl (Administrators).
. Beibepute nyHkT CBomncTBa (Properties).

. Haxmute flo6aBuTb (Add).

~N OO o B~

. BbibepuTe nokanbHyto y4eTHyI0 3anuck, KoTopas byaeT Mcnonb30BaTbCA B PONIN CEPBUCHON A1
pecypca un Haxmute OK.

8. 3anyctute PepakTop peectpa (RegEdit).

9. PackpounTe
BeTky HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System\

10. OTKponTE KOHTEKCTHOE MEHIO pasaena System.

11. Boibepute nyHkT Co3aaThb (Create) — Mapametp DWORD 32 (DWORD (32-bit) Value).
12. BeeauTte HasBaHue napametpa — LocalAccountTokenFilterPolicy.

13. OTKponTe KOHTEKCTHOE MeHIo napameTpa LocalAccountTokenFilterPolicy.

14. Bbibepute nyHkT U3meHnTb (Modify) n yctaHosute 3HaveHue: (Value data:) pasHoe 1.

HacTponka peecTtpa Heobxogmma u3-3a orpaHudeHnin yaganeHHoro ynpasneHuns WinRM gns scex

nokKaribHbIX YY4ETHbIX 3anucen, kpome BcTpoeHHoro (built-in) agmuHncTpaTopa.

Hactpouka Indeed PAM Core ans BbINOSIHEHNUA CEPBUCHbIX
ornepauuu oT UMEeHU JIoKarnbHbIX YY€THbIX 3anMceun pecypca

CepsucHble onepaunn BoelnornHstoTes npy nomowm WIinRM, ans ncnonb3oBaHUs NOKanbHbIX YYETHbIX
3anucen pecypca B Ka4ecTBe CcepBUCHbIX TpebyeTca 4obaBuTb pecypc B cnmcok goBepeHHbix TrustedHosts

Ha cepBepe Indeed PAM Core.

Hactpouka TrustedHosts

1. BoinonHuTte Bxoa Ha cepep Indeed PAM Core.

2. Otkponte KomangHyro ctpoky (CMD) oT uMeHn agMuHucTpartopa.



3. BbinonHuTte komanay:

C:\>winrm s winrm/config/client @{TrustedHosts="Resourcel.domain.local,
Resource2.domain.local"}

YKasaHHble pecypcbl byayT gobGaBneHbl B CMUCOK AOBEPEHHbIX.

/\ NPEQYNPEXAEHUE

Mpwn go6aBneHnn HOBbLIX PECYPCOB B CMMCOK AOBEPEHHbIX TPebyeTcs ykasblBaTb A40OaBMNEHHbIE paHee
pecypcbl 1 HOBbIE, Tak Kak HOBOE 3HaYeHMe NepesanncbiBaeT cTapoe.

@{TrustedHosts="Resourcel.domain.local, Resource2.domain.local,
Resource3.domain.local"}

CepBucHblie onepauumn B Active Directory

/\ NPEQYNPEXAEHUE

Ecnun KoMnoHeHTbI cepBepa ynpaBneHnst YCTaHOBMNEHbI HA ONepaunoHHyo cuctemy Linux, To gns
BbIMOMHEHNA CEPBUCHbIX onepauui B JOMeHe gormkeH 6biTb HacTpoeH LDAPS (LDAP over SSL)

HacTtpounka cepBUCHOM y4EeTHOM 3anuUcu

1. 3anyctute ocHacTtky Active Directory — nonb3oBaTtenu n komnbrotepbl (Active Directory Users and
Computers).

2. OTKpOWNTE KOHTEKCTHOE MEHIO KOHTENHEepa UnNn noapasgeneHuns.

3. Boibepute nyHkT Co3paTtb (Create) — MNonb3oBaTtenb (User).

4. Ykaxute um4, Hanpumep, IPAMADServiceOps.

5. BanonHute obsasatenbHbIe NONSA 1 3aBepLUNTE CO3[4aHMe YYETHOM 3anncu.

6. OTKpONTE KOHTEKCTHOE MEHIO KOHTENHepa, NoAapasgeneHns Unm KOpHs JoMeHa.

7. Boibepute nyHkT CBomncTBa (Properties).



8. MNepenante Ha Bknagky besonacHocTb (Security).

() VH®OPMALUSA

Ecnn Bknagkn BesonacHocTb HeT, To B MeHto Bua (View) Bkntounte Advanced features.

9. Haxxmute lo6aButb (Add).
10. BbibepuTte yyeTHyto 3annce IPAMADServiceOps 1 Haxmute OK.
11. Haxmute flononHuTtenbHo (Advanced).
12. BoibepuTte yyeTHyto 3anuce IPAMADServiceOps 1 HaxmuTe UameHuTb (Edit).

13. YctaHoBute anga nons NMpumensietca K: (Applies to:) 3HaueHne [lovepHMe 06 bLEKTbI:
MNonb3oBatenb (Descendant User objects).

14. B pasgene Pa3peweHus: (Permissions:) otmetste Copoc napons (Reset password).

15. CoxpaHuTe BHECEHHbIE N3MEHEHUS.

CepBUCHbIe onepauunu ansa pecypcoB *nix

CepBucHble onepaumn onst pecypcoB *Nnix BbIMOMHATCA OT MMEHW NTOKanbHOW CEPBUCHOWN YY4ETHOW 3anmncu:

 [MpoBepka coeaNHEHUSI C PECYPCOM

e [Mounck y4eTHbIX NoKanbHbIX 3anucen Aoctyna

 [MpoBepka Napons nokanbHbIX YY4ETHbIX 3anucen gocTyna

» VI3meHeHne napons nokanbHbIX Y4eTHbIX 3anncen 4octyna
e [lony4yeHne gaHHbIX 0 OC

 [Mony4yeHue cnucka rpynn 6e3onacHocT

CosgaHne n HacTpomkKa cCepBUCHOU YHYETHOM 3anucu

1. BoinonHuTe BXOA Ha pecypc
2. 3anyctute TepmuHan (Terminal)

3. Cosgante nonb3oBatens, Hanpumep, IPAMService



adduser IPAMService

4. lobasbTe nonb3oBaTtens B rpynny SUDO

usermod -aG sudo IPAMService

HacTpoWka rpynnbi NpuBUnermpoBaHHbIX YYeTHbIX 3anucemn

ABTOMaTUYECKMI NOUCK 1 JobaBneHne y4eTHbIX 3anucen goctyna B Indeed PAM BbinonHseTca Ha
OCHOBaHWM X Npasa Ha BblnofnHeHne koMaHabl SUDO. [1ns npegocTaBneHns npas Ha BbIMOSIHEHNE

komaHabl SUDO Tpebyetcs BHeCTU naMeHeHus B cann /etc/sudoers.



%, KoHconb agMuHucTpartopa

rlOJ'IyLIVITe OOCTYN K KOHCOJM aAMUHUCTPAaTopa

‘ ) i MepBbIN 3anyck

J'ImueHsvlpyVlTe NPOAYKT, YKaXXUTe CeTEBbIE NYTU K XpaHUIULaM n pobaBbTe BCe 0OBHEKTHI

'A—;_Qé) HacTpoika nonutuk

BbiGepute pasgensl, kKoTopble ByayT YNpasnsaTbCs NonUTMKaMm

= CnpaBo4HuK No pasagenam
="

KonuyectBo rnas: 17

‘i Buirpy3ka naponemn

O3HakoMbTeCh C MH(bOpMaLUMel O BbIrpy3ke naponen Npu HeLTaTHON cuTyaunm



http://localhost:3000/privileged-access-manager/3.1/administration/management-console/
http://localhost:3000/privileged-access-manager/3.1/administration/first-launch/
http://localhost:3000/privileged-access-manager/3.1/administration/policy-setup/
http://localhost:3000/privileged-access-manager/3.1/administration/section-reference/
http://localhost:3000/privileged-access-manager/3.1/administration/dumping-passwords/
http://localhost:3000/privileged-access-manager/3.1/administration/usage-of-postgresql-proxy/

@ Pa6orta c PostgreSQL Proxy

OsHakombTeCh ¢ UH(hopmaumern o BoamoxHocTax Indeed PAM PostgreSQL Proxy



http://localhost:3000/privileged-access-manager/3.1/administration/usage-of-postgresql-proxy/
http://localhost:3000/privileged-access-manager/3.1/administration/usage-of-postgresql-proxy/

KoHconb agMunHuUcTpartopa

AomMmunHuctpuposaHue Indeed PAM BbiNnonHAeTCA Npy NOMOLLM KOHCOMNMU aAMUHUCTpaTopa — crneuuanbHOu
obonoykn ans Indeed PAM Core. [locTynHa no cnegytowemy URL:

e Windows: https://pam.domain.local/mc

e Linux: https://pam.domain.local/mc

() MHOOPMALIMSA

PaspelueHne MoHMTOpa No LWMpUHE AOMMKHO ObiTb HE MeHee 1280 nukcenen, MHa4Ye ANEMEHTbI
MHTepdenca KOHCONM agMuHUcTpaTopa byayT oTobpaxaTbCa HEKOPPEKTHO.

AyTeHTUduKauuns

[na nonyyeHnsa gocTyna K KOHCONM agMUHUCTpaTopa Heobxoamm BTOPON hakTop ayTeHTudmkaumm, ans
perncTpauumn nepBoro ayteHTudukaTopa BbIMofHUTE criegyowime AeiCTBuUS:

1. 3anycTuTe KOHCOMNb agMUHMUCTPATOpPa OT UMEeHM nornb3oBaTtens, Yeit SID 6bin ykasaH B KOHuMrypaumm
IDP.

2. O3HaKoOMbTECH C MHCTPYKUMEN NO pernctpaumm ayTeHTugukaropa.
3. YctaHoBuTe npunoxeHue ansa reHepaumm OTP n otckaHupyinte QR-kog.

4. Beegute nomny4yeHHoe 3Ha4eHue B roJsie Kopg Ha CTpaHuue permctpauun.

Mocne ycnewHon peructpauum Bbl OyaeTte nepeHanpaBneHbl B KOHCOMNb agMuHUcTpartopa. MNpu NnoBTOpHOM
NOAKIOYEHUN K KOHCONMW agMUHUCTpaTopa NoTpebyeTcss BBECTU HOBbIV KO U3 MPUINOXEHWUS ANs reHepaumm
OTP.

O nNoACKA3KA

Mocne nepBoro Bxoaa Anst BKNOYeHMs pyHKUMIA ynpaBneHus Tpebyetca 4obaBuTb nonb3oBartens B

COoCTaB agMUHUCTPaTUBHOW POSIN.



https://pam.domain.local/mc
https://pam.domain.local/mc
http://localhost:3000/privileged-access-manager/3.1/administration/section-reference/roles/

[NepBbIX 3anycK

Mocne nepeoro Bxoga nepengute B pa3gen Ponu 1 gobasbre TekyLlero nonb3oBaTtens B porb
Administrator, 06HOBWTE CTpaHULYy — B KOHCONWN 0TOBPa3ATCcH BCce pasgens.

OTkpoinTe pasgen Monb3oBaTenu, HaXXMUTE 3HAYOK Novcka, yoeamTech YTo BCe Nonb3oBaTenu us
yKasaHHOro OpraHU3aLUMOHHOro NoApasaeneHnst KOpPeKTHO 0TOOpPasUImCh.

Mepengute B pasgen KoHndurypauma — JinueHsuun. Ckonupynte 3HadeHne n3 nons MaeHtudmkarop
MHCTaNNAUUM 1 nepeganTe ero B TEXHUYECKY0 NogaepxKy Ans Bbinycka danna nuueHsun. MNMpu
nony4eHum ganna nuueHsun PAM_rrrr.mm.aa.lic B atom xe pasgene HaxmuTe [lobaBuTb 1 Boibepute

yKasaHHbIN hawn.

Mepengute B pasgen Kondurypauma — CuctemHble HacTpounku. B cekunn MoakniovyeHmne k Gateway
ykaxute Agpec RDCB, Umsa konnekunn RDCB. B cekumn RDP Proxy ykaxute Agpec RDP Proxy. B
cekumn PostgreSQL Proxy ykaxunte Agpec PostgreSQL Proxy. B cekunn Hactponkun SSH-
noakntoveHnn ykaxumte Agpec SSH Proxy. CoxpaHute nameHeHus.

Mepengute B pasgen CobbITUA — Tam JOMKHO 0TOBPa3nTbCa COObITUE N3MEHEHWSI NapaMeTpPOB

KOHoMrypaumu.

Mpwn oTCcyTCTBMM OLLMOOK Aanee MOXHO nepexoauTb K JobaBneHnto 06bHLEKTOB.

NoGaBneHne TeKyLero AoMeHa

1. MNepenante B pasgen [JomeHbl, HaxmuTe [lo6aBUTb.

2. Beegute nmsa gomena (Hanpumep, INDEED-ID) n ero DNS (Hanpumep, indeed-id.local), Haxxmute
CoxpaHuTb.

3. OTkpowTe cTpaHuLy Aob6aBneHHOro AoMeHa.

4. Haxxmute [lo6aBUTb YYETHYHO 3anNuUcCb U BBEOUTE UMSI CEPBUCHON YYETHOWN 3anmncu

(Hanpumep, IPAMADServiceOps).
5. 3apganTe naposb BPYy4YHYO 1 HaxXMUTe COXpaHUTb.

6. HaxmuTe 3Ha4oK kapaHgawa # psigom ¢ Hagnucblo CepBUCHas y4YyeTHas 3anucb v Bblibepute

cepBUCHYIO y4eTHyto 3anunck (IPAMADServiceOps).

7. Haxxmute NMpoBepuTb coeanHeHne 1 NpoBepLTe yCnewHOCTb YCTaHOBJ1EHNA COEANHEHNA.


http://localhost:3000/privileged-access-manager/3.1/problem-solving/tech-support/
http://localhost:3000/privileged-access-manager/3.1/preparation-for-installation/active-directory-accounts/

10.

11.

. 3oecb xe, Ha CTpaHuue OMeHa, nepenanTe Ha Bknagky KoHTenHepbl AnAa pecypcoB 1 obaBbTe

koHTelHep Active Directory, B KOTOpOM HaxogAaTCs Hy>KHble JOMEHHbIE pecypchl (Hanpumep,

Computers).

. 30echb e, Ha CTpaHuue AoMeHa, nepenante Ha Bknaaky NMpuBunernpoBaHHbIe FPynnbl N yKaXuTe

rpynnbl 6€30MacHOCTU, B KOTOPbIX HAXOAATCS YYETHbIE 3anvcu, C MOMOLLIbIO KOTOPbIX MOSib30BaTenm
OyayT nonyyatb 4OCTYN K AOMEHHbIM pecypcam (Hanpumep, IPAMPrivilegedAccounts).

3pecb XKe, Ha CTpaHuLe AOMeEHa, HaxXMnTe KHonku UmnoptupoBaTtb pecypcbl 1 CUHXPOHM3MpPOBaTh
y4yeTHble 3anucu. [locne 3Toro Bce JOCTYMNHbIE Ppecypchbl U y4eTHble 3annucu JobaBsaTcs B
COOTBETCTBYHOLLME pa3feribl KOHCOMNM.

Mpn HeoBxoanmocTn nepengute Ha Bkrnagky CobbITUA ANng NnpocmMoTpa nogpobHON MHopmauumn o
AOMEHHbIX COBbITUAX.

NoGaBneHne n B3ATHUE NoA KOHTPOSb Y4YETHbIX
3anucem

B pasgene Y4yeTHble 3anmMcn OTMETLTE rasiodKon MMMNopTUPOBaHHbIE AOMEHHbIE y4Y€THble 3annmcu: OHn

Ha4ynHakTCA C UMeHN JOMeHa, OTMeYeHbl 3HAaKOM BOMpoca n HaxogAaTCcA B COCTOAHUN Oxupaet peLeHus.

Beepxy HaxxmuTe Caenatb ynpaBnsiemoi. lNocrne 31oro y BbIbpaHHbIX Y4EeTHbIX 3anncei naposnbs 6yaet

cOpoLLEH Ha HOBbI B COOTBETCTBMM C NMONUTUKOMN.

[No6aBneHne He AOMEHHbIX pecypcoB

A W N

6.

. Mepengute B pasgen Pecypcbl, HaxxmnTe [l06aBUTD.
. Boibepute NMoppasneneHue.
. Ykaxute Uma pecypca, DNS w/unn IP-agpec.

. Ha ware MNMonb3oBaTtenbckoe NogKn4YeHue BLIGEPUTE TUM NOAKMOYEHMUS, NP HEOOXOANMOCTH

yKakuTe agpec NoAKoYEeHNs 1 NMopT.

. Ha ware CepBMCHoe noakKn4vyeHne CHAMUTE ranoyky Ucnonb3oBaTb KOHHEeKTOp AnA cepBUCHOro

NOAKIIOYEHUS, T.K. TOKanbHbIX YYETHbIX 3anucen ewe He 4o6aBnAnochb, 3aBepLunTe gobaBneHne

pecypca. HoBblIli pecypc 0ToGpasnTcs B CIMCKE PECYPCOB.

OTkpounTe cTpaHuLy pecypca, Haxmute [106aBUTb YYETHYHO 3an1Cb, 3af4anTe Naposib BPYYHYHO.

Pecypc rotoB k paboTe: Ansi Hero MoXXHO BblAaBaTh paspeLLeHms.
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[1ns BLINONHEHUSI CEPBUCHbIX onepauuii (monck n gobasneHne yd4eTHbIX 3anuncen, asBToMaTuyeckasi CMeHa
naponen, oGHoBNeHMe NHopMaLuM 0 pecypce) HeobxoarMa HacTPOKa CEPBUCHOIO NMOAKITHOYEHMS.
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HacTpounka nonuTuk

YnpaBrieHue nofuTuKkamm

Pasgen COOEPXUT CNMUCOK MOJTUTUK, PACMOJTIOXKEHHDbIX MO NMPUOPUTETY NMPUMEHEHNA.
[Onsa nonutumk OT06pa)KalOTCFI OaHHblE:

e Mpuoputer — 4ncno, ykasbiBaroLlee NopsaoK MPUMEHEHUST KOHKPETHOW NOSIMTUKN NO OTHOLLIEHWUIO K
ocTanbHbIM. HyneBon npruopmuteT COOTBETCTBYET nonutuke no ymonyanuto (Default policy) n
NPUMEHSETCA B CaMyto MOCNeaHIo ovepeib. Yem Bbille pacrnornoXeHa nonmTuka, Tem Bbllle ee

npuopuTeT N HAaobopPOT.
e AMA — HasBaHMe NONMUTUKN.
o OnucaHue — Npoun3BOSbHbIN TEKCT.

. o o
e & — KOJINYECTBO NOrb3oBaTenen, Ha KOTopbIX OEUCTBYET NMONMNTUKA.

— KONWYECTBO rpynn rnorb3oBaTernei, Ha KoTopble AeNCTBYET NonuTHKa.
« B _ «onmuecteo YYETHbIX 3anuceil, Ha KoTopble AeWCTBYET NoNuTUKa.
« B — ronmuectro PEeCcypcoB, Ha KOTOpble AeNCTBYET MNONUTUKA.

° B_ Konm4yecTtBo JOMEHOB, Ha KOTOpbIle ﬂeﬁCTByeT NONUTUKAa.

MonnTukKn & INDEED-ID\Victor.Osipov ~
+ HoBaeuts
] Mpuvoputer  Hma Onwucanne - -l 2] E B

] 0  Default policy

NMonutuKa no ymonyaHuio cogepxut Habop napameTpoB Af1s1 BCEX JOCTYMNHbIX KaTeropuin N npUMeHsieTcs
KO BCEM HOBbIM 0B6bEeKTaM, MO3TOMY LieriecoobpasHo HavdaTb HACTPOMKY C Hee.

(D NPUMEYAHUE



Monutuka no YMOJI4aHU0 NpUMeHAEeTCA N K CeCCUAM, OTKPbITbIM OT MMEHU MOJ1Ib30BAaTESIbCKNUX YHETHbLIX

3anucen, ecnu K JaHHbIM Norib3oBaTesisiM IBHO HE NPUMEHEHbI apyrme nosnmmTuKkn.

OTKpoviTe CTpaHULy NONUTUKN, 3a0aNTe HYXXHble NapaMeTpbl ANs Kateropuii Y4yeTHble 3anucu, Ceccum,
RDP, n coxpaHuTte HacTpouKu.

[ob6aBneHue HOBOW NOJNINTUKMN

/\ NPEAYNPEXAEHUE

Ansa pobasneHus, NpocMoTpa, peAakTMpPoOBaHUS U yaaneHus NonmnTuk HeobxoauMbl COOTBETCTBYOLLNE
npusunerum U3 pasgena Ynpasnenue nonutukamm (Policy.Create, Policy.Read, Policy.Update,
Policy.Delete).

Haxvmute lo6aBuTb B pasaene NMonutukun,3anonHute nond Uma nonutukmn, OnucaHuve n

MpuopuTteT. HoBas nonuTtuka oTo6pasnTCs B Cnmcke.

O6wasn nHegopmauus

OTKpoWTe CTpaHuLy NONUTUKM, O3HAKOMBTECH C 06LLIEeN MHdopMaLMel, Npu HeoBXoaUMOCTM BHECUTE

npaesku B Umsa, Onucanue unu NpuopureT, HaxxaB 3HA4YOK KapaHaalla

Outsource management 2 INDEED-ID\Victor.Osipov ~

O6wan wHpopMaLKna

Obwas nHpopmayuns

Pazaensl noaMTMKK
Cutsource management #
OBnacTe AeRCTEMA - .
ANA YUSTHBIX 23MNWCER EHEA0MEHHEIX DECYPCOE &
150 #
INDEED-IDWVictor.Osipov
05.08.2021 15:23:27
INDEED-IDWVictor.Osipov

05.08.2021 15:23:27

e Uma — HasBaHMe NonNuUTUKMK, yCTaHaBITMBAETCA Npn co3aaHnn HOBOW MOMUTUKN, MOXET ObITb U3MEHEHO

B No6on MOMEHT aKCnyaTauumm.

e OnucaHue — Heobs3aTenbHOE Nnone.
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e [puoputer — 4YnCrnoBoe 3Ha4YeHne npuopuTeTa NoNNTUKN. Hyrneson NPUoOpPUTET - MUHUMATbHbIN,

NpUMeHseTca K 06bekTam B NOCMNEAHIO o4Yepeab.
e Cos3pgan — nmsa agmmHuctpartopa Indeed PAM.
e [laTta co3pgaHua — faTta U BpeMs CO3[aHuUs NOSTIUTUKN.
e N3meHun — nma agmuHuctpartopa Indeed PAM, kOTOpbIN COXpaHUIT HACTPOWKN NMONUTUKMA.

o [lata nameHeHuss — gara v BpeMA COXpaHeHUA HaCTpPOEK NMNOJNTUTUKN.

Ons pepaktuposaHus UmeHn, Onucanua n NMpuoputeta Haxmute #

Pa3penbl nonntukn

Mepenante B Pasgenbl NONUTUKK M OTMETLTE pasfenbl, NapameTpbl KOTOPbIX OyayT onpeaeneHbl
NOSNIMTUKOW, COXpaHUTE n3mMeHeHns. COOTBETCTBYIOLLME pa3fenbl CTaHyT AOCTYMNHbIMU AN HACTPONKM

napamMeTpoB.

Outsource management 2 INDEED-ID\Victor.Osipov ~

OBwas vHdopmaumna
Pazpensl noaAMTUKW

¥kammTe pazgentl, NapamMeTpel KOTOPLIX OyayT onpedsieHbl B NOANTHEES,
DEnacTe A8RCTEWMA

}"npasnewe YHYETHBIMK
3dNMUCAMIA

YueTHble 3anmcy YNpaeneHue Ceccuamm L

Gateway v 33H Proxy Gateway 1 55H Proxy

RDP noaknwoueHma ]

S55H nogknroueHuA O

(D NPUMEYAHMUE

D,J'IFI HEeOTMe4YeHHbIX pa3gerioB 6y,El,yT NMPUMEHATbCA ApYyrne NonnTUKM No nopAanKy mx npuopuTteTa.

O6nacTb AencTeus

/\ NPEQYNPEXAEHUE



[ns HasHavyeHna NnonNnTuK Heobxoaumel cooTBeTcTBYOWME NpuBunerun (User.SetPolicy,
UsersGroup.SetPolicy, Account.SetPolicy, Resource.SetPolicy, Domain.SetPolicy).

CopepxuT aaHHble 0 TOM, K KakMM Monb3oBaTensam, rpynnam nonb3oBaTtenien, y4eTHbIM 3anucsam, pecypcam

nnn gomMmeHam npuMeHeHa nornnTuka.

UToObl NPMMEHUTb NONMUTUKY K OOBbEKTY, HaxXMuTe [lo6aBuTb, BbibepuTe TN 06bekTa Ana yCTaHOBKU

NOJNINTUKN N aarnee caMmm 00OBbEKTHI.

YTob6bl OTMEHUTL AENCTBME NONMUTUKN AN OOBLEKTOB, Bbl6epVITe HY>XHblE 00BbEKTbI N HAXMUTE YAANUTb.

Co3paHue Konuu NosINTUKKU

OTtmeTbTe ogHy nonuTtuky B pasgene NMonutuku n Haxmmte CospaTtb Konuio, 3anonHute nona Ums
nonutuku, Onucaxnue u NMpuopwurer.

CKOI'IVIpOBaHHaFI NONNTUKa OTO6pa3VITCF| B ClNuncke.

YaaneHue noriuTuku

I'Iepe/:l, yoaneHnem rnoJsinTukn y6eLI,VITer, YTO OHa HE NPUMEHAETCA HU K KaKUM obbekTam.
OTtmeTbTE HY>XHbl€ NONMNTUKN B pasaerne MonuTuUKn n Haxmute YaanuTtb.

(D NPUMEYAHUE

MonuTtuka Default policy HepgocTynHa ons yganeHus.

MU3meHeHue npuoputeTa NOJINTUKN

OTmeTbTe ranoykon ogHy nNonuTuky B pasgerne MNonutuku, Haxkmute 3aaaTb NPUOPUTET 1 BBEOMTE YNCHO

On4a 3Ha4vYeHuna npnopumuTteTa norinTukn.

Takke N3MEeHNUTb NPUOPUTET MOXKHO OTKPbIB HYXHYIO MONUTUKY U B pasaene Obwas nHdopmaumsa HaxaTtb

3HaYOK KapaHaalla psaoM co 3HaYeHMeM npuopuTeTa.

Pa3genbl NONMUTUK
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YyeTHble 3anucu

MNMoka3s Y4eTHbIX AaHHbIX

Onuusa

CbpacbiBaTb napornb n SSH-
KINHOY y4EeTHOM 3anmcu nocne
nokasa

CbpacbiBaTb naponb n SSH-
KntoY yepes X MUH.

TpeboBaTb ykasaTb NPUYUHY
npocmoTpa napons n SSH-

KInto4va

MpocmoTp napons u SSH-
Kniova TpebyeT noaTBepKaeHUS

agmuHucTpatopom PAM
Bpems oxngaHmnsa

NOATBEPXAEeHUA NpocMoTpa

napons n SSH-kno4a, MuH.

ndposate SSH-kntou
CreHepMpOBaHHbLIM Naporiem
nepen nokasom rnosb3oBaTento

3apaHue Y4YeTHbIX AaHHbIX

Onuusa

PaspewwunTb nons3osarenam PAM

3ajaBaTtb y4Y€THblEe AaHHblE OJ1A

OnucaHue

Ecnu onuus BknoyeHa, To naponb n SSH-kntou
NPVBUINErMPOBaHHON YY4ETHOM 3anncu Byaet copacbiBaTbCA Kaxablv
pas nocne NpocMoTpa nonb3oBaTerieM B CBOEM JIMYHOM KabuHeTe

(koHconu nonb3oBaTens).

Mocne npocmoTpa naponbe n SSH-kMoy OyaeT cbpoLleHbl Ha
cnyyanHoe 3Ha4YeHue Yepes yKasdaHHOE KOSIMYEeCTBO MUHYT.

Ecnu onumsa BkntoyeHa, To Nonb3oBaTtenb KaTtanora AOMKeH ykasaTtb
NPUYMHY Nepeq NPOCMOTPOM napons unn SSH-kn4ya y4yeTHoM

3anucu gocTyna.

Ecnu onuus BKkNoYeHa, To nepen KaxabiM NPOCMOTPOM
nonb3oBaTeneM y4YeTHbIX AaHHbIX agMuHmucTpatop PAM gomkeH

noarBepanTb ornepauuio.

TanmayT oXxngaHus noaTBepPXaeHna npocMmoTpa napona n SSH-

krtoya, ot 1 go 180 MuHyT.

Ecnn onuus BkntoveHa, To SSH-kntov 6yaet nokasaH B
3amndpoBaHHOM BUAE, a CreHepuUpOoBaHHbIN Naposb LWKMPOBaHUS
— B CKpbITOM. Kritoy 1 napornb WwndpoBaHnsa reHepupyeTca
cpeactBamv PAM npu npocMOTpe AaHHbIX KaXabl pa3 3aHOBO.

OnucaHue

Ecnv onumsa BkntoyYeHa, TO Korga nosib3oBaTernb NornbiTaeTcs

MOOKMYMTBECA K PECYPCY OT MMEHU YYETHOW 3anmcu ¢



Onuusn

YYETHbIX 3anncen, ecnu OHN He

3aaHbl

MpoBepka n cMeHa y4eTHbIX JaHHbIX

Onuusna

CwuHxpoHun3npoBaTtb pecypchbl 1 Y3
no pacnucaHuio

[Meproa cMHXPOHU3aL MK pecypcos
nYy3, cyt.

Meproanyeckn NpoBepsiTb Naposb

n SSH-knto4Y y4eTHOM 3anmncu

Mepnoa npoBepku naponsa n SSH-

Kritoya, CyT.

C6pacbiBaTb naponb 1 SSH-kno4
ecnun obHapyXeHo HecoBnaaeHue

Yoanatb SSH-kntoun, He
ynpasnsemblie PAM

MpoBepaTb Naponb n SSH-kno4
npwv py4HOW YCTaHOBKE

I'Iepvlop,vlqecm M3MEHATb NapoJib U

SSH-kntoy yyeTHOM 3anmncu

OnucaHue

He3agaHHbIM naponem, To eMy byaeT npeanoXxeHo 3agatb
naposib 3Ton y4yetHom 3anucu B PAM cucteme.

OnucaHue

Ecnu onums BkntodeHa, To ByAeT BbINOMHATLCS aBTOMaTUYECKUI
MOMCK AaHHbIX O pecypcax U y4eTHbIX 3anucen gocTyna.

ABTOMAaTMYECKUIN NMOUCK AAHHbIX O pecypcax U YY4ETHbIX 3anncax
aoctyna 6y,qu BbIMOJTHATLCA OAUH pa3 B YyKa3aHHOE KOJIN4eCTBO

aHen, ot 1 go 10000 gHen

Ecnu onumsa BkntoveHa, To ByaeT BbINOMHATLCS aBTOMaTUYeCKast
npoBepka naponen n SSH-kn4en ons y4eTHbIX 3anmcen

JocTyna.

ABTOMaTU4Yeckasi npoBepka naponen n SSH-kn4vemn yyeTHbIX
3anvcen goctyna 6yaeT BbINOMHATLCS OOAUH pa3 B yka3aHHOe
Konuyectso gHeu, ot 1 go 10000 gHewn.

Ecnu onuus BknoyeHa, To OyaeT BbINONHATLCSA aBTOMaTUYECKUIA
cbpoc naponen un knrven npun pacxoxgeHmm B PAM u Ha
pecypcax.

Ecnn B PAM HeT SSH-kntova gns aobaBneHHON yY4eTHOW 3anuncu,
a Ha pecypce ecTb, TO C pecypca Bce 0OOHapy>KEeHHbIE KITHun
OyayT yoaneHsl.

Ecnu onumsa BkntoveHa, TO Npy YCTaHOBKE UM N3MEHEHWUN
napons, unm SSH-kntoya 6yaeT BbINOMHATLCA UX NPOBEpPKA.

Ecnu onuusa BkNoyeHa, TO ANg y4EeTHbIX 3anvMcen aocTyna oyger

aBTOMAaTUYECKN N3MEHATLCA Naporb unv SSH-knoY Ha



Onuusn

[MNepvoa nameHeHust napons u

SSH-kntoya, cyT.

OnucaHue
crnyyanHoe 3HayeHue.
ABTOMaTMYECKOE M3MeHeHne naponsa unm SSH-kno4va gnga

YYETHbIX 3anucen AocTtyna 6y,1:|,eT BbIMONMHATLCA OAUH pa3 B
YKa3aHHO€e KOonn4ecTBo AHEN.

TpeGoBaHus K reHepaTopy naponewu

Onuusa

[lnvHa reHepupyemMoro
napons

JlaTMHCKME CTPOYHbIE 6yKBbI

JlaTnHckne nponncHble ByKBbI

Lindopei

CneumnanbHble CUMBOSbI

3anpeTuTb UCnonb3oBaHMe
CMeLCUMBONOB B Ha4arne
napons

OnucaHue

OObLwee KONMMYeCTBO CUMBOSIOB A1 aBTOMaTUYECKU reHepUpyeMbIX
naponemn.

Ecnu onums BkntoyYeHa, To aBTOMaTUYECKN reHepupyemMble naponm
OyayT COCTOSITb U3 NTATUHCKUX CTPOYHbIX BykB. Mpn koMBMHaLMK ¢
APYrMMK HacTporkaMmu naporsb OyaeT cogepkaTb MUHUMYM OOHY

NaTUHCKY CTPOYHYHO OYKBY.

Ecnu onums BkntodeHa, To aBTOMaTUYECKN reHepupyemMble Naponm
OyayT COCTOSATb M3 NATUHCKUX NPOMUCHbIX OyKB. Mpn KOMOUHaLMK C
APYrMMK HacTporkamu naposnb OyaeT cogepkaTb MUHUMYM OOHY
NaTMHCKYO NPOMUCHYO OyKBY.

Ecnn onuusa BkntoveHa, TO aBTOMaTMYeCcKn reHeprupyemble Naposu
OyayT coctoATb U3 undp. MNpu KoMOMHaUKUK € APYrMMN HAcTPOMKamu

naponb OyaeTt cogepxxatb MUHUMYM OOHY undpy.

Ecnu onums BkntoveHa, To aBTOMaTUYECKN reHepupyemMble naponm
OyayT COCTOSATb M3 cneumarnbHbliX cMMBOSOB. Mpu koMBuHauum ¢
APYrMMK HacTpovikaMu naporb OyaeT cogepxaTb MUHUMYM OOMH
cneumanbHbli CUMBOI.

Ecnu onuums BknoyeHa, 1o naposrib Ha4HETCA C 6yKBbI nin c LI,VICbpr.



Onuusn OnucaHue

HaCTpOVIKa onpenendeT, CKOJN1bKO cneucnmMmBOSioB noapaa paspeLlleHo.

Hanpumep, npu ykasaHun 3HadyeHus 1 napornb password#! He

MakcumanbHoe Ynucno nponget Banugauuto. [Npn aTom naponb passwor#d! nponget
nocnegoBaTesibHbIX Banuzaumo, NOTOMY YTO CNEeLCUMMBOIbI UOYT He Noapsa, nx
CneLcMMBOIoB pasgensietT natmHckas OykBea.

YTto6bI paspewnTb Noboe KoNMYeCcTBo Noapsaa nayLmnx

CneucnMBOIIOB, YKaXuTte 0.

CuvMBOIbI, KOTOPbLIE reHepaTop naponen He JOMKEH UCMOoNb30oBaTh
npu reHepauumn naporen.

3anpeLlyeHHble CUMBOITbI
Mone moxeT 6bITb NYCTbIM. B 9TOM Ccriyyae HMKaKux orpaHuyeHui He

NPUMEeHAETCA.

CrmBOnbI, U3 KOTOPbIX XOTHA 6bl 0OAMH 06a3aTensHO ByaeT
NCNonb30BaH Npu reHepaumm Nnapons.

Obsa3aTtenbHble CUMBONbI
Mone moxeT 6bITb NYCTbIM. B 9TOM criyyae HMKakux orpaHuyeHuin He

npuMeHaeTcA.

Konuyectso naponen, 5 . .
KonunuyectBo nocrnegHux naposnen y4eTHom 3anmcu, ¢ KOTopbiMy HOBbIV
KOTOpble HEe AOMXKHbI
naponb He ByaeT NOBTOPATLCS.
NOBTOPATLCSA

Tpe6oBaHus K naponio Ans py4yHoro BBoaa

Onuusa OnucaHue

MuHumanbHas anvHa napons MuHUManbHoOEe KOfmM4ecTBO CUMMBOJSIOB npn py4vyHoOM BBOAE Maposi4.

Ecnu onums BkntoveHa, To AOCTYNHbI ANs peAakTUpOBaHUS
OrpaHn4nTb CUMBOSbI ANs 5 .

HaCTPOWKK, onNncaHHble B 3ToW Tabnuue. Ecnv onumsi oTkno4eHa, 10 B
py4HOro BBOAA Napons

naponsax paspeLleHbl Nodble CUMBOSbI.



Onuusna

NaTtuHckmne cTpoYHble GyKBbI

JlTaTnHCckme nponucHble ByKBbI

Lindopei

CneumnanbHble CUMBOSbI

PaspewnTb ncnonb3oBaHne
npobena

3anpeTnTb UCNoNb3oBaHMe
CMeLCMMBOIIOB B Havyane
napons

MakcumarnbHoe Ymucno
nocrneagoBaTeribHbIX

CneLcMMBOIIOB

3anpeu.|,eHHb|e CMBOIJbI

OnucaHue

Ecnu onuusa BknoyeHa, To naposb OOJPKeH cogepXatb MUHUMYM OOHY

NaTUHCKYIO CTPOYHYLO ByKBY.

Ecnu onuus Bkno4veHa, To naposib OOJKeH cogepxXatb MUHUMYM OOHY

NaTUHCKYO0 MPOMUCHYIO OyKBY.

ECJ'II/I onuusa BKI4YeHa, 10 naponb OOJ1KeH cop,ep>|<aTb MVIHVIMyM O,EI,Hy
umdpy.

Ecnu onumsa BkntoyeHa, To Naponb A0MKEH coaepXaTb MUHUMYM
OOVH CNeLcUMBOIT.

Ecnu HacTporika BktoYeHa, To npobenbl A4oNyCTUMbI B Mapose, HO He
obs3aTtenbHbl. Ykasatb npoben B nonsx 3anpeweHHblie CUMBONbI 1
Obsa3aTenbHble CUMBOIbI HEMNb34.

Ecnuv onuusa BknoyeHa, To naponb notpebyeTtcs HayMHaTh € ByKBbI
nnn undopbl.

HacTpoiika onpeaensiet, CKkornbKo CneLcrMBOIOB Noaps Pas3peLleHo.

Hanpumep, npu ykasaHun sHavyeHns 1 naponb password#! He
nponget Banugauwnio. Npun aTom naponb passwor#d! nponger
Banuaaumo, NOTOMY YTO CMeLCUMBOIbI UAYT He noapsaa, Ux

pasgensiet natuHckas Gyksa.

UT06bI paspewmnTb Noboe KONUYEeCTBO NOAPSA NAYLLNX
cneucumBonos, ykaxute 0.

Cumsonsil, KOTOpblEe HE OOJTXHbI NCMOJIb30BaTbCA B Maposidx. YkasaTtb

B 3TOM norne npoben Henb3as.

[Mone MoXeT ObITb NyCTbIM. B 3TOM crnyyae HUKakux orpaHu4yeHuin He

NPUMEeHAETCA.



Onuusna

Obsa3aTenbHble CUMBOIbI

KonunyecTtBo naponew,
KOTOpbI€ HE AOIMKHbI

NOBTOPATLCA

Ceccumn

OobLuee

Onuusa

TpeboBaTb ykasaTb NPULHNHY

NOAKMYEHNS

CoobueHune, koTopoe
nonb3oBaTenb YBUAUT Npu

3aripoce rnpuymnHbl

OnucaHue

CumBonbI, U3 KOTOPbIX XOTS Obl 0aMH 06s13aTenbLHO TpebyeTcs
MCNonb30BaTb NPV BBOAE Napons. YkasaTtb B 3TOM none npoben

HeNb3A.

[Mone MoXeT GbITb NYCThbiM. B 3TOM criyvyae HUKaknx orpaHuyYeHnin He

NPUMEeHAETCA.

KonnyecTtBo nocnegHux naponemn y4eTHOW 3anncu, ¢ KOTopbiMU HOBbI
naponb He ByaeT NOBTOPATLCS.

OnucaHue

Ecnun onuumsa BkntoyeHa, To npn NOAKIKYEHNUN K KOHEYHOMY pecypcey,

nonb3oBaTenb 0653aH yKa3aTtb NMpnynHy 3anycka cecCun.

BHumanue! Ecnn ncnoneayete PostgreSQL Proxy, To npegynpeante
nonb3oBaTenemn, Yto notTpebyeTcs BBOAUTbL NPUYMHY B TO XKe none, rae
nms ydeTHom 3anucu. MNMogpobHasa nHgopmauus B nyHKTe MNogkrtodeHne

K pecypcy Yepes PostgreSQL Proxy.

Ecnu onumsa Tpe6oBaTb yka3aTb NPUYMHY NOAKIIOYEHUS BKIOYEHA,
TO cOooDLLEeHNe 00A3aTeNbHO K 3arnOnHEHMIO.

3HayeHre No yMoryaHuio: «YKaxnTte NpUYnHy NOAKMHOYEHUS:».

MO>XHO NMOMEHSATb 3TOT TEKCT, YTOObI noacKasaTb MnoJyib3oBaTernto, YTo
MMEHHO Tpe6yeTc;| BBOAUTL MNMpU NOAKITKOHYEHUN. Hanpmmep, ecnu angd
NOAKIMIO4YEeHNA HY>XXHO yKa3biBaTb HOMEpP 3aaayvn B TUKET-CUCTEME, TO
BBeOUTE: « YKaXunTe HOMeEp 3adAaBKU AJ1A4 BbINOJNIHEHUA 3ada4vn Ha AaHHOM

pecypce:».


http://localhost:3000/privileged-access-manager/3.1/administration/usage-of-postgresql-proxy/
http://localhost:3000/privileged-access-manager/3.1/user-manual/access-to-the-resource/#connection-to-the-postgresql-proxy
http://localhost:3000/privileged-access-manager/3.1/user-manual/access-to-the-resource/#connection-to-the-postgresql-proxy

Onuusn

MakcumanbHasa
ONUTENbHOCTb CECCUN

BkntoynTb SKCKNO3MBHOE
NCorib3oBaHNe y4eTHOM

3armncu

OTkpbITHE ceccum TpebyeT

noareepXageHuA

agmuHuctpatopa PAM

Bpems oxungaHmna
noaTBEPXOEHMS ceccun,

MWH.

[MpepbiBaTh ceccuto npu
OTCYTCTBUU
Mosib30BaTENbCKOM

aKTUBHOCTU

Bpems otcyTcTBUS
Norb30BaTenbLCKON

aAKTMBHOCTHU, MUH.

OnucaHue

MakcumarnbHo gonycTumMast AnvHa cooblueHuns: 100 cMmMBONOB.

Onuusa 3agencTeyeT nNpeaen ANUTeNbHOCTM CECCUMMN B Yacax U MUHYTaXx,
MocCrne UCTeYeHMss KOTOPOro ceccust ByaeT NpUHYAMTENbHO 3aBepLueHa.

Ecnu onuus BknoyeHa, To y4yeTHaaA 3anmcb MOXET ObITb UCMONb30oBaHa
TONbLKO B OQHOW aKTUBHOW Ceccumn OAHOBPEMEHHO.

Ecnu onuusa BknoyeHa, TO ANS Kaxaon OTKpbiBaeMon ceccun Tpebyetcs
py4YHOe noaTeepxaeHue agMmuHucTpaTtopa PAM.

BHumaHue! OctaBbTe ONUMIO BbIKITHOYEHHOW, €CNU UCNONb3yeTe
PostgreSQL Proxy, nHade otkpbiTb SQL-ceccuto 6yaet HEBO3MOXHO.

TanmayT ans noareepXgeHus agMmmHuctpatopom PAM, B nHTepsarne ot
1 no 180 MuHyT.

Ecnu onuus BknoyeHa, 70 B criy4dae OTCYyTCTBUA aKTUBHOCTU
nonb3oBaTtesna B Te4eHne 3agaHHOro BpemMmeHn ero ceccua O6prBaeTCFI.
,D,J'IFI yXe CylecCTByrLWUX NMOJIMTUK 3Ta ONnund no yMmon4aHuo

BbIKIMlO4YeHa, a AnAa HOBbIX — BKITHOYEHa.

[Moa akTMBHOCTBLIO NONb30BaTENSA NOHUMAETCS €ro B3anMOAENCTBUE C
SKpaHOM M TEPMMHANOM CECCUN, a TaKkke onepauun no nepegaye
dannos.

OTa onuusa NONUTUKK NPUMEHSAETCH TOSTbKO NS CECCUN, OTKPbITbIX

yepe3 SSH Proxy n RDP Proxy.

MuHumanbHoe 3HayeHue: 1 MuHyTa
3HayeHune no ymonyaHuio: 30 MUHYT

MakcumarnbHoe 3HadeHune: 720 MUHYT


http://localhost:3000/privileged-access-manager/3.1/administration/usage-of-postgresql-proxy/

Onuusna

C6pacbiBaTb Naponb 1
SSH-knto4 no 3aBepLUeHnn

ceccun

ApTtedakTbl

Onuwusa

Coxpa HATb TEKCTOBbIE J10TU

ceccun

MpopomkaTte RDP-ceccuto
6e3 norMpoBaHus, ecnv He
yAanoch nony4utb

TEKCTOBbIV for

COXpaHFITb BMnageo ceccumn

KonnyecTtBo kagpoB B

CeKkyHay

OnucaHue

Cb6poc napons n SSH-kno4a nocne Kaxaon ceccun.

OnucaHue

Ecnu onuusa BknoyeHa, To nocne 3aBepLueHus ceccum byaet 4OCTyneH
ANA NPpOCMOTPa U CKaunmBaHUSA TEKCTOBLIN Nor. [NogaepxvBaeTcs
TonbKo B ceccusax Ha Windows-pecypcax npu Hannumm PAM areHTa u

B SSH-ceccusx.

Ecnn onuna BkntoveHa, 1o npu notepe cea3u ¢ PAM-areHToM ceccus
He npepbIBaeTCcs, Nonb3oBaTeny MoryT Npoaorkarb paboTty B aToun
ceccuu.

[Mpn aTOM B >XXypHan O4HOKPATHO 3aHocuTcs cobbiTue "lMoTepsaHa cBA3b
¢ PAM-areHTOM", B TEKCTOBbIN 1O CECCMM OHOKPATHO 3anncbiBaeTcA
ctpoka "WARNING: Lost connection with PAM Agent".

Mpw BoccTaHoBrNeHUU cea3n ¢ PAM-areHToM B XXypHasi O4HOKpPaTHO
3aHocuTcsa cobbiTue "BoccTtaHoBneHa cBasb ¢ PAM-areHToM", B
TEKCTOBbIN FTIOF Ceccumn ogHOKpaTHO 3anuckiBaetcs ctpoka "INFO:

Connection with PAM Agent restored".

Ecnu onuua BbikntoveHa (Mo ymMonyaHuio), To Npu notepe CBSA3U C
PAM-areHTOM ceccus npepbiBaeTcs.

Ecnn onunsa BkntoveHa, TO nocrne 3aBeplueHns ceccum byaet AocTynHa
AN NPOCMOTpa U CKa4MBaHWs 3anmncb NOTOKOBOIO BMAEO.
[MoopepxmBaeTcsa TONbKO Npu OTKPbITUK ceccun Yepes PAM Gateway.

HacTponka onpefensieT 4actoTy KaapoB Af15 3anMcy NoTOKOBOMO

Bmugeo, ot 1 go 10.



Onuusa

PaspelueHune Buaeo

Potauua Bugeo

YoanaTtb BUAEO ceccuu
ctapwe X gHeun

Coxpa HATb CHUMKWN 3KpaHa

WHTepBan CHMMKOB, Cek

PaspelueHne nsobpaxkeHus

Potauuns CHUMKOB aKpaHa

Yoansatb CHAMKN JKpaHa

ctapwe X gHen

CoxpaHaTb nepegaHHble
dannebl

Potauusa nepeaaHHbIx
dhannos

Ynanatb nepegaHHble dansbl

ctapwe X gHen

OnucaHue

HaCTp0|71|<a Nno3BOJIAET YCTAHOBUTL pa3peLlleHne and 3anncu

NOTOKOBOIoO BUOEO.

Ecnu onumsa BkntoyeHa, To 3anmMcu NOTOKOBOro BUAEO 6y,qu

aBTOMATUYECKN yOalIATbCA.

ABTOMaTMYECKOe yaaneHune 3anmcu NoToKoBOro BUAEO cTapLue
yKasaHHoOro konu4yectea gHen, ot 1 go 10000.

Ecnn onuna BkntoveHa, TO CHUMKM 3KpaHa ceccum ByayT CoOXpaHATbCS.
[MoopepxmBaeTcs TONbKO Npy OTKPbITUKM ceccuin Yepes PAM Gateway.

CoxpaHeHve CHMMKa 9KpaHa Yepes yKasaHHOW KOnM4ecTBO CeKyH, OT
60 oo 10000.

HacTponka no3BonseT ycTaHOBUTbL paspeLLeHne CHUMKa dKpaHa.

Ecnu onuua BKIOYEeHa, TO CHAMKM 3KpaHa 6yﬂyT aBTOMaTU4ECKUN

yoanATbCA.

ABTOMaTH4yecKoe yoaneHne CHAMKOB 3KpaHa CTapLue yKa3aHHOro

Konu4yectBa gHEN.

Ecnu onuwmsa BkntoyeHa, To dhannbl Npy nepegade ¢ fokanbHOn
MaLUMHbI Ha pecypc byayT oybnmpoBaTbCs B yKa3aHHYH CETEBYHO
nanky. lNogaepxmeaetca Tonbko ana Windows-pecypcos ¢
BKIMOYEHHBIM rnepeHanpasneHmemM anckos (Npo pasgen RDP - Huxe).

Ecnu onuusa BknodeHa, To nepeaaHHbie dannsl 6yayT aBToMaTtu4ecku

yoanATbCA.

ABTOMaTM4yeckoe yganeHne (pannos cTapLue yKkasaHHOro KonnmyecTtsea
aHen, ot 1 go 10000.

OTnpaBkKa TekcToBOro nora no syslog



Onuusna OnucaHune

< Mo syslog 6yayT oTnpaBneHbl CTPOKM TEKCTOBOIO flora, B KOTOPbIX ByayT HaaeHbI
ntoYeBble

yKkasaHHble KrtoyeBble crioBa. KrntoueBoe CrnoBo MOXET BbITb perynsipHbiM
croea

BblpaXkeHneM.

Gateway n SSH Proxy

Onuus OnucaHue

[MepeonpenennTb HACTPOMKU Ecnu onuusa BknodeHa, To cneayowmne HacTporikn dyayT
nogknoyeHns k Gateway NCNonb3oBaHbl BMECTO YKa3aHHbIX B pasgene KoHdurypauns
Appec RDCB IP-agpec nnn DNS Remote Desktop Connection Broker

Nmsa konnekumm Remote Desktop Connection Broker ans Indeed
Nmsa konnekuyun RDCB
PAM Gateway

Mogkntovatbes k Indeed PAM Gateway ¢ ncnonb3oBaHvem
Ncnonb3oBatb RDGW
Remote Desktop Gateway

Agpec RDGW Appec Remote Desktop Gateway ans Indeed PAM Gateway

. MapameTpbl 6yayT gobGaBneHbl B HACTPOMKM NOAKNIOYEHUS MO
MapameTpbl Gateway RDP-hanina .
RDP k PAM Gateway n 3aMeHST cTapble HaCTPOWKM.

MNepeonpeaenntb HacTponkn SSH Ecnn onuna BkntoveHa, To criegyloLwas HacTponka byaget

Proxy Mcnornb3oBaHa BMeCTO ykazaHHoW B pasaene KoHdurypauusa
Appec SSH Proxy IP-agpec nnu DNS u nopt (Heobsa3aTenbHO).
RDP

(D NPUMEYAHUE

HacTponkn npuMeHSsIIoTCA TOMbKO NpuY NOLKMAYEHMM K cepBepam no npotokony RDP.


http://localhost:3000/privileged-access-manager/3.1/administration/section-reference/configuration/
http://localhost:3000/privileged-access-manager/3.1/administration/section-reference/configuration/

Onuusn

MpuHTEpPDI

Bydep obmeHa

CmapT-KapThbl

MopThl

[unckun

TpeboBaTb JOBEPEHHBIN
cepTudmKar pecypca ons
oTkpblTMss RDP-ceccun

MapameTtpbl RDP-ganna

SSH

MNoBbIWwWeHWe npuBUnernn

OnucaHue

Ecnu onuusa BknoYeHa, To nonb3oBaTesib nony4ynT BO3MOXHOCTb

nepeHanpaBuTb NPUHTEP CO CBOEro paboyero MecTa Ha KOHEYHbIN
pecypc.

Ecnu onumsa BknoyeHa, To NoNb3oBaTenb Nony4YnT BO3MOXHOCTb
ncrnonb3oBaTtb Gydep obMeHa Mexay CBOUM paboymm MecToMm u
KOHEYHbIM PEecypCoM.

Ecnu onumsa BknoYeHa, To Nonb3oBaTenb Nony4YmT BO3MOXHOCTb
nepeHanpaBuTb CMapT-KapTy CO CBOEro paboyero Mecrta Ha

KOHEYHbIN pecypc.

Ecnn onuus BkntoveHa, To Nonb3oBaTernb NOMy4YUT BO3MOXHOCTb
nepeHanpasutb COM-nopThl co cBoero pabo4vero mecrta Ha

KOHEYHbIN pecypc.

Ecnu onuusa BKMoYeHa, TO NoMb30BaTerb Moy4nT BO3MOXHOCTb
nepeHanpaBuTb NoKanbHble OUCKW CO CBOEro paboyero mecTa Ha

KOHeYHbIN pecypc.

Ecnu onumsa BkntoyeHa 1 ceptudmkaTt pecypca

HEeOEeuCTBUTENbHbIN, TO CECCUSA He OTKPOETCA.

Ecnu onuumsa BbikntoveHa u ceptudukat pecypca

HEeOENCTBUTENbBHbIN, TO CECCUS OTKPOETCA.

MapameTpbl, koTopble ByayT Ao6GaBneHbl B HACTPOMKM

nogkntodeHnsa RDP 1 3amMeHAT cTapble HAaCTPOMKN.


https://docs.microsoft.com/ru-ru/windows-server/remote/remote-desktop-services/clients/rdp-files

Onuusna

PaspewnTb

BbIMONMHATbL pamsu

() MHOOPMALIMSA

HacTpoWKa B MOMUTUKE.

OnucaHue

I'Iop,,u,ep>|<i<a BbINOMHEHNA KOMaH, C npusunernamMm root B SSH-ceccusax Ha

pecypcax C yCTaHOBNEHHbIM KOMMOHEHTOM PamSu.

PaspelueHune, BblgaHHOE Ha BLIMOSIHEHNE pamsu Npu Co34aHUN paspeLLeHnsi, NPUOPUTETHEE, YEM

PaspelueHHble 1 3anpelyeHHble KOMaHabl

Onuusa

Mpurnawexue

obonouyku (prompt)

Peakuus Ha
3anpeLleHHyto
KomMaHay

SSH-komaHgbl

OnucaHue

PerynsipHoe Bblpa)keHne npurnalleHnst 060noYkn Ans KOPPEKTHOro
pacno3HaBaHVsa BBOAA KOMaH/.

MNpwv BBOAE pPErynspHOro BblpaxeHus obpaTuTe BHUMaHWe, YTO 3KpaHMpPOBaTb
CUMBOIbI < U > He TpebyeTcs, Tak Kak OHN He BXOAAT B CMMCOK CreumanbHbIX
cumBonoB: . [{}()*+?\|"$.

MogpobHas MHGoOpMaLUUsa O CUHTaKcUce perynspHbIX BblipaxkeHuin Boost

OOCTYMHa Mo CCbIJIKe.

lNoBeneHvne TepMrHana B OTBET Ha 3anpeLleHHyto komaHgy: CTRL+C (oTmeHa
BbINOMHEHNs) NMB0 3aBepLUEHME CECCUMN.

Cnuncok paspeLleHHbIX N 3anpeLUeHHbIX A4 BbINONHEHNA KOMaHg B SSH-

ceccun.

[lna cocTaBneHns cnucka KOHTPONMpYyeMbIX KOMaHA:

1. CnpaBa ot napameTtpa SSH-komaHabl HaxxmnTe [106aBUTD.

2. BBeanTe KoMaHay WUnu perynsipHoe BblpaXKeHue.


https://www.boost.org/doc/libs/1_85_0/libs/regex/doc/html/boost_regex/syntax/perl_syntax.html

Mpwn BBOAE peErynsipHOro BblpaxeHus obpaTuTe BHUMaHMNE, YTO 3KpaHMPOBaTb CUMBOSbI < U > He
TpebyeTcsi, Tak Kak OHU He BXOAAT B CNWCOK crneumarnbHbiX cuMBONoB: . [{}()\*+?|~$. CumBon ]

Takke ABMSeTCs cneumanbHbIM, HO TOMBbKO KOrga BBeAeH nocne [ .

MogpobHasa nHopmaunsa o CUHTaKcHUce perynsapHbiX BbipaxeHun Boost 4ocTynHa no cebiske.
3. BbibepuTe coctosiHue PaspelweHa nmbo 3anpeweHa.
() MHOOPMALIMSA
3anpert Ha BbINOMHEHME KOMaHA UMEET NPUOPUTET Ha paspeLleHneMm.

bes aBHoro paspeLlueHnd KomaHabl 6y,qu CHMTaTbCA 3anpeLleHHbIMA, MO3TOMY HE PEKOMEHAYETCA
yoanaTb nocregHee npaBuiio, pa3pellarllee BblilNnoJIHEHNE KOMaHa.

[na paspelueHnd nnoéo 3anpeta cpady HECKOJTIbKMX KOMaHO OTMETbTE UX (*)J'Ia)KKaMI/I N HAXMnUTEe Pa3p9I.IJVITb

nnu 3anpeTuTb.

rlpVI p860Te CO CMNMCKOM KOMaHA, a Takxe Mnpu nonbiTKax BbIMONTHEHUA 3anpeu4eHH017| KOMaHAbl B XXypHare

h1KCHpyOTCSH COOTBETCTBYHOLLME COBLITUS.

MNMepepaya gaHHbIX

Onuwus OnucaHune
SCP MapameTp nepegayn hannos no npotokony SCP
SFTP MapameTp nepegayn annos. no npotokony SFTP

MakcumanbHbIi pasmep anna, Mb  ®ann 6onbluero pasmepa He yaactca nepenatb.


https://www.boost.org/doc/libs/1_85_0/libs/regex/doc/html/boost_regex/syntax/perl_syntax.html
http://localhost:3000/privileged-access-manager/3.1/administration/section-reference/events/

=)
s=V; Mlonb3oBaTenu

[Nonb3oBartenu

v Fpynnbl nonb3oBaTtenen

Mpynnbl none3oBaTenen

=v! Pecypchbl

KonuyectBo rnaB: 5

Cnyx6bl

=‘?-| pynnbl pecypcoB
=

Mpynnbl pecypcoB



http://localhost:3000/privileged-access-manager/3.1/administration/section-reference/users/
http://localhost:3000/privileged-access-manager/3.1/administration/section-reference/user-groups/
http://localhost:3000/privileged-access-manager/3.1/administration/section-reference/resources/
http://localhost:3000/privileged-access-manager/3.1/administration/section-reference/services/
http://localhost:3000/privileged-access-manager/3.1/administration/section-reference/resource-groups/
http://localhost:3000/privileged-access-manager/3.1/administration/section-reference/accounts/

V.
%, YyeTHble 3anucu

KonunyecTBo rnaB: 2

v lJoMeHblI

KonnyectBo rnas: 4

:V-l CTpyKTypa
="

CTtpykTypa

5=V, PaspelueHus
="

KonuyectBo rnaB: 3

' | y
=V; 3anpocbl ceccumn

3anpochbl ceccuin



http://localhost:3000/privileged-access-manager/3.1/administration/section-reference/accounts/
http://localhost:3000/privileged-access-manager/3.1/administration/section-reference/accounts/
http://localhost:3000/privileged-access-manager/3.1/administration/section-reference/domains/
http://localhost:3000/privileged-access-manager/3.1/administration/section-reference/structure/
http://localhost:3000/privileged-access-manager/3.1/administration/section-reference/permissions/
http://localhost:3000/privileged-access-manager/3.1/administration/section-reference/actions-requests/

v AKTUBHbIe ceccumu

AKTUBHbIE Ceccum

Konuy

=V Bce ceccum

ecTBo rnas: 1

5=Vv; CoObITUSA

CoObiTusa

YBeno

5=V YBeAoOMmneHusA

MIeHuna

Konuy

Vi KoHcpurypauus

ecTBO rnas: 2



http://localhost:3000/privileged-access-manager/3.1/administration/section-reference/active-sessions/
http://localhost:3000/privileged-access-manager/3.1/administration/section-reference/all-sessions/
http://localhost:3000/privileged-access-manager/3.1/administration/section-reference/events/
http://localhost:3000/privileged-access-manager/3.1/administration/section-reference/notifications/
http://localhost:3000/privileged-access-manager/3.1/administration/section-reference/configuration/
http://localhost:3000/privileged-access-manager/3.1/administration/section-reference/roles/

=V Ponu

i

Pornn

Vi MpunoxeHuns

MpunoxeHns



http://localhost:3000/privileged-access-manager/3.1/administration/section-reference/roles/
http://localhost:3000/privileged-access-manager/3.1/administration/section-reference/roles/
http://localhost:3000/privileged-access-manager/3.1/administration/section-reference/applications/

Nonb3oBaTtenu

Pasnen npeaHasHaveH gns paboTebl ¢ katanorom nonb3oBatenen Active Directory.
Mo ymonyaHuio Ha cTpaHuue oTobpaxkaetcs 15 nonb3oBaTenen.

() VH®OPMALUSA

OTo6pa>|<aeM0e no ymosn4yaHuro KoJin4ecrtBo nonb3oBaTesien Ha CTpaHMUe MOXHO N3MEHUTDL B

KOH(pUrypaLumMoHHOM hanrne.

BHM3Y cTpaHWLbl pacrnonoXeH narmHaTop Ans NPocMoTpa ocTarnbHbIX Nonb3oBaTtenei. Ecnv nonb3osartene
MeHbLUe 15, T.e. OHM NoMeLLaTCcsa Ha OgHY CTpaHuLy, TO NarMHaTop He oTobpaXkaeTcs.

MoxHo npocmoTpeTb MakcumyM 1000 nonb3osaTenen. Ha ctpaHuvue C ThICAYHbLIM NOSib3oBaTenem
oTobpaxaeTcs coobLieHne 0 HEBO3MOXHOCTU 3arpy3nTb BorbLue nonb3osaTtenen.

NMouck

Mownck ocywecTtensaeTcq B pasgene lNonb3oBaTtenu.

BbiCcTpbIN NOUCK

Beegute B cTpoky novcka Uma, Pamunuio, Homep TenedoHa nnv Email nonHocTb0 nn YacTudHo.

PacwunpeHHbI NOUCK

HaxmuTe PaclumpeHHbIN MOUCK 1 BBEOUTE OAMH UM HECKOMbKO KpuTepues, Umsa, Pamunuro, Homep

TenedoHa nnn Email nonHOCTbIO UM YacTUYHO.

Npodhunb nonb3oBatens



victor@indeed.local 2 INDEED\adm ~

2 JobaeuTe pazpelueHme

INDEED\victor

indeed.local/PAM Users/Victor Osipov
victor@company.demeo

88007006050

Default policy 2 # @

Pazpewenws Ceccmm AyTeHTuduKaTOPEI CobbITHA
N2 MonkzoeaTenwu MogpazgeneHue Pecypchi
5 victor@indeed.local Root QU REDOS (55H) [5] REDOS\admlocal o8 e

Mpochmnb otobpaxaeT AaHHbIe nonb3oBaTtens Active Directory:

e JlormH — nmsa ans Bxoaa.

e Myt — LDAP.

o Email — agpec anekTpoHHOW NOYTHI.

e TenedoH — KOHTAKTHbIN TeNedOH.

e Monutuka — nonnTnKa ceccum, NpMBa3aHHas K Nonb3oBaTento.

o ®oto — hotorpacums n3 Active Directory (atpubyT thumbnailPhoto).

PaspeweHus

Bce paspelueHus nonb3oBartens OOCTYMHbl HA BKNnagke PaspelueHus.
[ns kaxgoro pa3peleHns 0To6pa>|<ar0Tc;| cnegywuie gaHHble:

¢ N2 — nopsaKoBbIM HOMEP paspeLLleHns.
» MNonb3oBaTtenu — nornb3osBarternb Katanora Active Directory, Ansi KOTOPOro Bbl4aHO paspeLleHune.

e Pecypcbl — pecypchbl, Ha KOTOPbIX MOXET bbITb oTKpbiTa RDP, SSH unn WEB-ceccus oT umeHn
YyYEeTHOWM 3anucu, ykasaHHOM B paspelleHnn. PagoM ¢ MMeHeM pecypca ykasaHa npvBuniernpoBaHHas

y4yeTHas 3anuncb, KoTopas UCMonb3yeTca AnA A40oCTyna K pecypcy.

o 3Hauku cTaTyca pa3pelueHuss — nojackaska o ctatyce oTo6pasuTcs Npy HaBeaeHUM Kypcopa MbILUK.



Ceccum
BCG adKTUBHbIE U SaBepLIJeHHbIe cecCcnn nofnb3oBatend ,EI,OCTyI'IHbI Ha BKIagke CeCCVIVI.
[nsa kaxgon ceccum oTobpaxatloTcs cnegyowime aHHble:

* MNMonb3oBaTtenb — nonb3oBarenb kartanora Active Directory, KOTOPbIN MHULMUPOBAI CECCULD.

e YyeTHas 3anucb — y4yeTHada 3anncb, Kotopas ncnonbayerca ans otkpbitna RDP, SSH nnu WEB-

ceccun.
e Pecypc — pecypc, Ha koTopoM bbina otkpbita RDP, SSH nnn WEB-ceccunsa oT MMeHM y4eTHOWN 3anucu.
o Apapec nogkntoveHnsa — pakTU4ecku agpec, NCnornb3yeMbl NPU OTKPLITUN CECCUMN.
e [ANuTenbHOCTb — OJIUTENbHOCTb CECCUM.
* MNoakntoyeHne — Tnn yaaneHHoro nogknoyveHus (RDP, SSH, nonb3oBaTtensckue Tunbl)
* NoakntoyeHne k PAM — gata n Bpems OTKpbITUSE Ceccum.
o 3aBeplLUueHMe — [aTa 1 BpeMs 3aKpbITUSI CECCUMN.

o CocTtosiHne — 0T06pa>|<aeT TeKyllee COCTodHune ceccun (aKTVIBHaFI, 3aBepLUeHHaaA nin npepBaHHaﬂ).

[na npocmoTpa nogpobHoM nHpopmaumm o ceccum TpebyeTcs HaxaTtb Ha Hee. UTobbl BbIBECTU BCE CECCUM

ANns gaHHoro nonb3osartens, HaxmuTe Moka3aTb Bce.

AyTeHTUUKaTOpbLI

Bce 3apernctpmpoBaHHble ayTeHTMdMKATOPbI NOMb30BaTeNs, a Takke HacTponka TpeboBaHNS AOCTYMHbI Ha

Bknagke AyteHTuUdukaTopsbl.

CoObITusA

CobbITns nonb3oBaTensa AOCTYMHbI Ha Bknagke CobbITus, 3geck otobpaxaroTca nocrnegHme 5 cobbitun.

[ns kaxxgoro cobblTnst oToOpaXkatoTcsi crneayowmne AaHHbIe:

BpeMFI co3gaHuAa — garta n BpemMd co3gaHunsa cobbITnA.

Koa — kopa cobbiTus.

CoObiTe — onvcaHune codbbITUA.

KomMnoHeHT — komMnoHeHT Indeed PAM, koTopbIli creHepupoBan cobbIThe.

MHuumaTop — y4eTHasi 3an1cb, KOTopas UHMLMMpOBara reHepaumio cobbITUS.



[nsa npocmoTtpa nogpobHON MHOPMaLUKN O COBLITUN HAXKMUTE Ha CTPOKY C HYXXHbIM COBbITUEM. UTOObI
BbIBECTM BCE COOLITUSA AN AaHHOrO nonb3oBartens, HaxxmuTe MNMokasaTb Bce.

Copoc ayteHTUdpnkaTtopa nonb3oBarens

1. OTKponTe Npohunb Nonb3osaTend n nepenaute Ha Bkragky AyTeHTUdukaTopsbl.

2. HaxxmuTe X cnpaBa OT HY>HOro ayTeHTUduKaTopa.

OTKkniovyeHue ayteHTMduKaTopa nonb3oBaTens

1. OTKponTe Npochunb Nonb3oBaTend n nepengute Ha Bknaaky AyTeHTUdukaTopbl.

2. Haxxmute # cnpasa oT Tpe6oBaTb BTOpoM (hakTop 1 BbIGepuTe ofHY 13 ONLMI.
o Mo ymonyaHuo — no ymonyaHuio Tpebyetcsa BBOA Nonb3oBaTeniem BTOporo gakropa ans

ayTeHTVI(*)VIKaLl,VIVI B CUCTEME.

o Bknro4yeHo — y nonb3oBartens 6yaeTt 3anpawmBaTbCsl BTOPOM hakTop AN ayTeHTMduKauum B

cucrtemMe.

o OTKN4YeHO — Y Mnonb3oBaTens He OyaeT 3anpalumMBaTbCsi BTOPOW hakTop AN ayTeHTMdmKauum B
cucteme.

BrnokupoBka nonb3oBaTens

C nomoLublo aTon yHKUMM agmuHuctpatop PAM moxeT BbICTPO 3aKpbITh NOMNb30BaTENIO AOCTYN K
pecypcam. [1py 3TOM MEHATb pecypcbl U YY4ETHbIE 3arnncu He HY>XHO.

3abnoknpoBaHHbIV NOMNb30BaTENb HE MOXET:

e OTKpPbIBATb CECCUN
e MpocMaTpuBaTtb, yCTaHaBlMiMBaTb N MEHATL NMapoJsib y‘-IeTHOIZ 3anncu

e fonyyartb AOCTYN K ayTEHTUMKALMOHHBLIM AaHHbIM npunoxeHnn AAPM
B MomMeHT BnoknpoBKku nonb3oBaTens 3aKkpbiBalOTCA BCE €ro akTUBHbIE CECCUN.

/\ PEKOMEHOALMUSA

3abnokmpyiTe Nonb3oBaTenNs, ECNN 3aMETUNN OT HEFO NOAO3PUTENbHbIE AEACTBUSA. DTO NO3BONUT

6bICTpO 3aKpbITb MoJfib3oBaTesito AOCTYMN K pecypcaM A0 BbIACHEHUA obcTosTenbcTB. ECnn TpeBora


http://localhost:3000/privileged-access-manager/3.1/user-manual/usage-of-aapm-console-tool/

NIOXHas!, TO Bbl CMOXeTe pa3bnokmMpoBaTh Nonb3oBaTens. ATO Tak e ObICTPo, Kak 3abnoknpoBaTthb.

UTobbl 3abnoknpoBaTb Nosfib3oBaTens:

1. 3angute B pasgen Nonb3oBartenu.
2. OTkponTe nNpodusib Nonb3oBaTens.
3. Haxmute 3abnokupoBaTthb.

4. B okHe noaTBepXaeHus onepaumm HaxmmuTe 3abnokupoBaTh.

/\ BHUMAHME

He ucnonb3ynte aTy yHKUMIO, YTOOLI 3aKpbiBaTb AOCTYN YBONIEHHbLIM COTPYAHMKAM. Y HUX OCTaHeTCA
BO3MOXHOCTb ayTEHTUMPULMPOBATLCH B KOHCOSb NOMb30BaTENS Y KOHCOSMb agMUHUCTparopa (ecnu

AocTyn 6bin). Mpy yBONbHEHMM COTPYAHMKOB yaansanTe nonb3oBartenen na katanora Active Directory.

Pa3bnokunpoBka nonb3oBaTtens

YT06bI pa3bnokupoBaTtb Nonb3oBaTes:

1. 3angute B pasgen Nonb3oBarenu.
2. OTkpounTe Npodunb 3abroOKMPOBAHHOIO NOfb30BaTENS.
3. Haxxmute PasbnokupoBatb.

4. B okHe noaTBepXaeHus onepaumm Haxmmte Pa3énoknpoBaTth.

BbiOOp nonuTnku ana nonb3oBaTens

1. OTkponTe Nnpodunnb NonbL3oBaTens.

2. Haxxmute #, 4yT06bI OBABUTH UMW U3MEHUTb NOSINTUKY.


http://localhost:3000/privileged-access-manager/3.1/user-manual/user-console/
http://localhost:3000/privileged-access-manager/3.1/administration/management-console/

‘pynnbl nonb3oBaTeneu

Pasgen npefHasHayeH ans paboTbl C pa3peLleHsMU rpynn nosib3oBaTernen.

B KOMMAHWS prrlnbl nosab3o0BaTeslen

MHOMLO

Wma, onucaxdne
A TMonszoeaten

ae et
ax [pynnbl nonb3oBaTenen + Jobasuts + JobaeuTs uz katanora

E Pecypcel

B Tpynnel pecypcos s OnwcaHue

B Yuerhbie 3anmcy INDEED\Domain Admins

Remote Employees

B [omeHs!

0O O 0O O

Security Group

Co3paHue rpynnbl nonb3oBaTtenen PAM

Y106kl A06aBUTL rpynny norb3oBaTernei, BbINoMHUTe crieayowmne 4encTBus:

1. Nepengute B pasgen Mpynnbl nonb3oBaTenemn.

2. HaxmuTe [lo6aBUTb, BBEANTE HA3BaHWE rpynnbl U HAXMUTE COXpaHUTb.

Co3aaHve rpynnbl nonb3oBaTesien N3 Katarnora

YTto6bl 406aBMTL rpynny Nonb3oBaTenen U3 Kkatanora, BbINOMHUTE CrieayoLlmne encTBUS:

1. Nepengnte B pasgen Mpynnbl nonb3oBaTenemn.

2. Haxmute [lo6aBuTb U3 KaTanora, Bolbepute rpynny 1 Haxmmte CoxXpaHUTb.

YnpaBrneHue rpynrnoun nosfib3oBaTteneu

[Nob6aBneHue nonb3oBaTenen B rpynny



(D NPUMEYAHMUE

Tonbko ons rpynmn, co3gaHHbIx Yepe3 PAM.

1. MNepenagnte B cCO3gaHHyo rpynny nonb3oBaTtenen.

2. B pasgene MNonb3oBaTtenu HaxMmnte 106aBUTHL U BbIOEpUTE HYXHbIX NONb30BaTENEN.

No6aBneHune pa3peLlleHNa Ha rpynny nornb3oBaTtesien

1. MNepenignTe B CO34aHHYI0 rpynny Nonb3oBaTeneil.

2. HaxmuTe [lo6aBUTL pa3spelueHune v BbligamnTe ero.

NMpocmoTp co3aaHHbIX pa3peLlleHUun

1. NMepenante B pasgen Pa3pelueHus.

2. MocmoTpuTe BblAaHHbIe paspeLleHust Ans BbiopaHHON rpynibl Nonb3oBaTernen.

NMpocMmoTp cBeAeHUN O TEKYLLMX CeCCUSX B paMKax rpynnbil
nonb3oBaTtesrien U coobITUAX cuctembl PAM

e B pasgene Ceccum 0To6pa>|<ar0Tc;| aKTUBHbIE CECCUN.

* B pasgene Cob6biTUA oTobpaxatotcsa cobbiTus, nponsowenime 8 PAM.

CUHXpOHM3aLus rpynnbl Nonb3oBaTesien ¢ KaTanorom

(D NPUMEYAHUE

Tonbko gnga rpynn n3 Active Directory.

1. Nepengnte B cO30aHHYIO rpynny nonb3oBartenen.

2. Haxmute CUHXPOHMU3MpPOBaTb.

BbIOOp NONUTUKN ANA rpynnbl Nofib3oBaTeneu

1. MNepengnte B cCO3gaHHyo rpynny nonb3oBaTtenen.

2. Haxmute #, 4To6bl 4OGABUTL UMM U3MEHUTH NOSNTUKY.



Pecypchbl

Pasgen npegHasHaveH gns paboTbl ¢ cepBepamn, paboynmm cTaHumMsaMu, CeTeBbIM 060pyAOBaHNEM U

KIMMMEeHTCKNMU MPUNOXEHNAMN.

NMouck pecypcosB

Mownck no3BonsieT 0To6pasnTb TONBKO T€ PECYPChI, KOTOPbIE YAOBMNETBOPSAIOT 3aAaHHOMY Kputeputo. EcTb

[Ba BMaa noucka:

° EbICprIIZ — CTpPOKa nouncka. MOXHO nckaTb TOMbKO Mo OOHOMY KpUTEPUIO. TekcToBbIV BBOA.

e PacwupeHHbIn — bopma ¢ HECKONLKUMU NonsiMu. MOXXHO MckaTb NO HECKOSTbKUM KPUTEPUAM cpaasy.

BbinagatoLimne cnmcku.

BbiCcTpbIN NOUCK

B NMONCKOBYH CTPOKY MOXHO BBOOWUTb OOHO UM HECKOJIbKO CJ10B. CnoBa MOXHO nucaTb NOSTHOCTBLIO UMK

YacTn4iHo (3 n 6onee Gyka).

B nonckoson CTPOKE MOXHO UCKaTb No cneayrwmm nonam:

Ums pecypca;
Nonb3oBaTenbckoe noak4veHue;

e DNS;

IP-appec;

e Ter.

PacwunpeHHbIN NOUCK

MOXHO 1ckaTb MO OAHOMY UM HECKONbKUM KpuTepuaM. [pr BbIOOpe HECKOMNbKMX KpUTEPUEB OTOOpa3sTcs

pecypcChbl, KOTOPbIE YOOBNETBOPAKOT BCEM NMEPEHNCIIEHHBIM KPDUTEPUAM. NckaTb MOXHO Mo cnegyrvowmm

nonam:

e Nmsa pecypca;
e DNS;
o IP-apgpec;



CocTosiHMe;

CepBVICHoe noakn4yeHue,

NMonb3oBaTenbCcKoe NoAKIYeHue;

OTtneyatok SSH-kntoua;

o Ter.
Bo3MoOkHble cocTOAHUSA:

o [locTyneH;
o 3abnokupoBaH;

e YpnaneH.

Npodunb pecypca
Mpodmnb oTobpaxkaeT gaHHbIe, Yyka3daHHbIe Npy AobaBneHnn:

e Nmna pecypca — UMdA KOMNbrOTEpPA, akKTyarim3npyeTcd nocrie BbINMOJIHEHUA CUHXPOHU3aUNN.

o Ternm — Bce Teru, KoTopble nobaBneHsbl pecypcy. Tern pacnosioXXeHbl B NOpAAKe UX aobasneHns: ot

CaMbIX JABHMX K CaMbIM HOBbIM. Y Ka)goro pecypca MOXeT ObiTb Makcumym 50 Teros.

o OnucaHue — NpPon3BOSbHbIV TEKCT.

o OnepauuoHHasa cuctema — HasBaHue 1 BEPCUS ONEPaLMOHHOM CUCTEMbI, 3anonHSAETCS nocne
BbIMOSTHEHUSI CUHXPOHN3ALMM.

o Monutuka — Habop nNpaBun AENCTBYIOLLMIA Ha NOKarnbHbIE YYETHbIE 3anucy AocTyna, JoGaBneHHble
B Indeed PAM.

» MoppasaeneHne — nms nogpasgeneHns B KOTOPOM COCTOUT Pecypc.
o [laTa cMHXpOHM3aUUK — [aTa U Bpems NocneaHen CUHXPOHM3aLUMN AaHHbIX O Pecypce.

o [ara CUHXPOHM3AUUUN YHETHbLIX 3anucen — garau BpemA nocnegHemn CUHXPOHU3aALUUN YHETHbIX

3anucer pecypca.

o CepBuUCHOE NoAKMNOYeHMe — TUM NOAKMNIOYEHNS K pecypcy, KOTopoe byaeT Ucnonb3oBaTbCa
nokarnbHOW U JOMEHHOW CEPBUCHOWN YY4ETHOW 3annchbio.

o WabnoH — nwm4a wabnoHa SSH-KOHHEKTOPA, NCMOMb3yEMOro ANs BbINOIHEHNSI CEPBUCHbLIX Onepauuin.

L CepBVICHaFI y4yeTHadA 3anncb — VA y‘-IeTHOI7I 3anuncu, VICI'IOJ'Ib3yeMOI7I 054 CepBMCHOro NOAKITHOYEeHUA.

NMonb3oBaTernbCKkne NOAKMYEeHUS



3aecb oToGpaxatoTca U HaCTPanBaKTCS NOAKMYEHMS AN OTKPbITUSE NPUBUIIENMPOBAHHbLIX CECCUMN.

[na kaxxgoro pecypca MOXHO Cco3aaBaTb HECKOJIbKO MOJib30BaTENIbCKUX NOAKITIOYEHUI, €CNIN Ha OQHOM

cepBepe YCTaHOBMEHbl HECKONBbKO NPUMOXEHWI, K KOTOPbIM HE06X0ANM NPUBUNErMPOBAHHbIV OOCTY.

PaspeweHus

Bce paspelueHusi, B KOTOPbIX UCMONb3YeTcs pecypc oTobpaxkatoTcst Ha Bknagke PaspelueHus.
[ns kaxgoro paspelueHus oTobpaxatoTcs crieaytowmne aaHHbIe:

¢ Ne — Homep paspelueHus.
» MNonb3oBaTtenu — nonb3oBartenu katanora Active Directory, Ana KOTOPbIX BblAaHbl paspeLLeHus.

e Pecypcbl — pecypchbl, Ha KOTOPbIX MOXeET 6bITb oTkpbiTa RDP, SSH unn WEB-ceccust oT umeHn

yquHOVI 3arincu, yKa3aHHOl7I B pa3peLleHnn.
o I'Ionpas.qeneHMe — UMA noapasgeneHnd, B KOTOPOM COCTOUT pecypcC C AaHHbIM pa3pelleHneMm.

o 3Hauku cTaTyca pa3pelueHus — Mnojackaska o ctatyce oToGpasuTcsa Npy HaBeoeHUN Kypcopa MblLUK.

JlokanbHble y4eTHble 3annucu

Bce nobaBneHHble nokanbHble y4eTHble 3anncu gocTtyna 0To6pa>|<ar0Tc;| Ha Bknagke JlokanbHble Y4YyeTHble

3anucwm.
[na kaxxgon nokanbHOM y4eTHOM 3anmcu oTobpaxkatoTca creayrowme gaHHbIe:

e UMmsa — nmsa nokanbHOW y4eTHOW 3anucu pecypca.
« Pa3melleHne — Ha3BaHue pecypca, Ha KOTOpOM pa3MeLleHa nokanbHas y4eTHas 3anuch.
¢ CocTosiHue — COCTOSIHME B KOTOPOM, HAXOAMUTCS JTIOKafbHas y4eHasa 3anuch.

e lNoppaspeneHne — nms nogpasaeneHns, B KOTOPOM COCTOUT PeCcypc C AaHHOW NOKanbHOW yY4eTHON

3aruncblio.

e OnucaHue — NPON3BOSIbHbIN TEKCT.

pynnbl pecypcoB

Mpynnbl pecypcoB, B KOTOPbLIX COCTOUT AaHHbIA pecypc, oToOpaxatoTcs Ha Bknaake Mpynnbl pecypcoB.

-+ NobBaeuTe
UTo6bl 4OBABUTL rPYMMy PecypcoB HAKMUTE .


http://localhost:3000/privileged-access-manager/3.1/administration/section-reference/resources/adding-a-resource/#user-connection-setup

Mocne pobasneHus rpynnbl pecypcoB 6yayT oTobpaxaTtbcs crieqyowme gaHHble:

Mpynna pecypcoB — Ha3BaHue A06aBNeHHOW rpynnbl pecypcos.

Tvn nogKnYeHUa — TUN MNOAKMIOYEHUS K pecypcy.

Aapec noaknoyeHuUs — aapec pecypca.

Y4yeTHasa 3anucb — ydeTHasa 3anncb, KOTOpad UCNOonb3yeTCcA ONA NOAKITIYEHUA K peCypCy.

Tern — Bce Teru pecypca.

Ceccum

Bce akTuBHbIE 1 3aBepLUEHHbBIE CECCUM Ha pecypce oTobpaxatoTcsa Ha Bknaake Ceccun.
[nsa kaxgon ceccumn otobpaxaloTca cnegyolime AaHHbIe:

* MNMonb3oBatenb — nonb3oBarernb katanora Active Directory, KOTOpbI MHULMMPOBAaN CECCULO.

e YyeTHas 3anucb — y4yeTHasd 3anncb, Kotopas ncnonbayerca ans otkpbitna RDP, SSH nnn WEB-

ceccun.
» Pecypc — pecypc, Ha koTopoMm 6bina otkpbita RDP, SSH unu WEB-ceccus 0T MMeHM y4eTHOW 3anucim.
e Appec noaknovyeHnUsa — pakTUYECKUN agpec NoAKITHYEHU K KOHEYHOMY pecypcy
e ANUTenbHOCTb — AfNTENBHOCTb CECCUMN.
o NMopkntoyeHne — TUMN NOAKMIOYEHNS.
o MopknroueHmne kK PAM — farta n BpeMs OTKpbITUS ceCcCum
o 3aBeplLUueHMe — [aTa 1 BpeMs 3aKpbITUsi CECCUMN.

o CocTtosiHne — oTobpaxaeT TekyLlee COCTOsHNe ceccun (AKTUBHASA UMK 3aBepLUEHHas).

UTtoObl BbIBECTU BCE CeCCUM A1 AaHHOTO pecypca, HaxXMunTe lNMoka3aTb Bce.

CoObIiTusA

Bce cobbiTusa Ha pecypce oTobpaxatotcs Ha Bknagke CobbITUA, 3aecb oTobpaxatoTcsa nocnegHue 5

COObITUN.
[ns kaxgoro cobblTUs oTobpaXkatoTcsi creayowmne AaHHbIE:

* Bpems coszpaHua — garta v Bpemsi Co3gaHusi CodbITus.
e Koan — kopg cobbiTus.

e CoObITME — onucaHune cobbITug.



o KoMnoHeHT — koMmnoHeHT Indeed PAM, koTopbii creHepupoBan cobbiTue.

° MHVILIMaTOp — Y4€THad 3anmncb, KOTopada MHMUnmnpoBara reHepauunto cobbITKA.

[ns npocMoTpa noapo6Ho MHopmaLmK 0 cobbITUM TpebyeTcs packpbiTb ero. YTobbl BLIBECTM BCE

coObITUS 4Na gaHHOro pecypca, HaxmuTe MokasaTb Bce.

CnyxoObl

/\ NPEQYNPEXAEHUE

OTa BKnagka otobpaxaeTca TOfbKO eCnun Ha BbIbpaHHOM pecypce HaCTPOEHO CEPBUCHOE

nogkntodenme ana Windows.

Bce nobaBneHHble cry»bbl oToOpaxatoTcs Ha Bknagke Cnyxobl.

Ana kaxgon cnyx6bl oTobpaxaTca cneayowme aaHHbIe:

Mma cnyxObl — 3HauyeHne, 3agaHHoe npu co3gaHmm cnyxobl. CoBnagaeT co 3HavyeHem nons Vims
cnyx6bl (Service name) ocHacTkm Cnyx6bl Ha pecypce.

Y4yeTHasa 3anucb — y4yeTHasd 3anncb, OT UMEHU KOTOpOVI 3anyckaeTcA cny>|<6a.

e OnucaHue — Npon3BOSbHbIN TEKCT.

Takke Ha 3TOW BKNaake Bbl MOXeTe 400aBUTb cnyxby Ans aToro pecypca, Ans 3Toro HaxmuTte [lo6aBUTb.

BbiOop nonutukmn anga pecypca

1. OTKponTe Npochusb pecypca.

2. Haxxmute ¢, 4yT06bI OBABUTH MW U3MEHUTb NOSINTUKY.


http://localhost:3000/privileged-access-manager/3.1/administration/section-reference/resources/setting-up-a-service-connection-for-resources/#setting-up-for-windows
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NobGaBneHue pecypcosB

UTo6bl Nonb3oBaTeENy MOMMM NOAKIYATLCA K pecypcaM, Tpebyerca aobasuTb pecypckl B Indeed PAM.

NoGaBneHne pecypca Bpy4HYHO

YTto6bI fO6aBUTL pecypc B Indeed PAM:

A WN

11.
12.
13.
14.

. OTkponTe pasgen Pecypchbl.
. Haxxmnte [lobaBuUTh.
. Beibepute NMoapaspeneHue n Haxmute Bnepea ons nepexoaa kK cnegylowemMy OKHy macTepa.

. Beegute Umsa pecypca. [1ns pecypcos Ha 6a3e OC Windows TpebyeTcs ykasbiBaTb peanbHoe UMs

KOMMbKOTEPA.

. BeBeante DNS wn/unu IP-agpec. Npu ykasaHuu IP-agpeca yuntbiBanTe, 4TO OH 06A3aTenbHO AOMKEH

ObITb CTATUYECKUM.

. BBeante Onucanme. OnumoHanbHo.
. Haxxmnte Bnepepn ans nepexoda K criegyoLieMy okHy MacTtepa.

. HacTtponTe nonb3oBarenbckoe noakoveHne, KoTopoe 6y/:|,eT MCMNoJrb30BaTbCA AJ1A OTKPbITUA CECCUN

Ha pecypce.

. Haxxmunte Bnepep ans nepexoga K criegyowemMy OkHy macTtepa.

. HaCTpOVITe cepBUCHOE NnoakKkro4yeHme, 4YTOObLI ObINN OOCTYNHbI TakKmne onepaunn, Kak rnpoBepka

COefIMHEeHUs, CMeHa naporen y4eTHbIX 3annucen n gpyrue.
Haxmute Bnepepn ans nepexona K cnefyollemy oOkHy MacTepa.
Bbibepute cepBUCHYIO YHETHYIO 3annce.

Haxmunte Bnepea ons nepexoaa K cregyolemy OKHy Mactepa.

[NpoBepbTe BBEAEHHbIE AaHHbIE U 3aBepLUNTe nobasneHune pecypca HaXaTtnem COXpaHMTb.

NobaBneHue pecypcoB u3 panna

1.
2.
3.
4.

Moarotosbre CSV-hann ¢ pecypcamu.
Otkpovite pa3gen Pecypchbil.
Haxmute lo6aBuTb M3 channa.

BbibepuTe cos3gaHHbin CSV-gann.


http://localhost:3000/privileged-access-manager/3.1/terms/#service-connection

5. Ecnu anga pecypcoB TpebyeTcst onpeaennTb NONUTUKY, BKITOYUTE onuuio [lo6aBNATbL C NOSIUTUKOWN.
HaxmuTte Bnepepn ons nepexoda k crieqylolemy okHy mactepa. Boibepute nonutumky.

6. 3aBepLumTe gobasneHne pecypcoB Haxatmem CoxpaHUTb.

dopmat cTpoku pecypca B CSV

Uma pecypca; OnucaHue; DNS; IP-agpec; Tun nonb30BaTesbCKOro nogkawyeHwna; Aapec
NnoJsiIb30BaTeNbCKOro noakaw4yeHua; MopT nosb3oBaTeNbCKOro nopkawdeHna; URL cTpaHuubl BXopAa;
URL cTpaHuupl BXofda ABAAETCA peryaAapHbiM BblpaxeHueMm; WMA y4YeTHOW 3anucu ANA CepBUCHOrO
nogkaw4YeHna; Tun cepBUCHOro nogkaw4veHua; WabnoH cepBucHoro nopknawdeHua SSH; Agpec
CepBUCHOro nopkaw4deHna; MopT cepBUCHOro MNoAkNWYeHuA; [laponb AnA NpUBUAETUMPOBAHHOIO BXOAaA
Cisco

Mpumep

HasBaHue Mpuopurter OnucaHue
Nmsa pecypca Ob6s3aTenbHblii Nms pecypca B cucteme Indeed PAM.
Onucanue HeobsasatenbHbit  [MpOM3BONbHLIN TEKCT.

. DNS wnu IP-agpec pecypca. Tpebyetcsa ykasaTb
DNS wnu IP-agpec Obs3aTenbHbIn
OOVH 13 NapameTpoB.

YKasblBaeTcss UMS Norb30BaTeNIbCKOro

noakntoyeHuns. [JoctynHble nonb3oBaTenbckme
Tun nonb3oBaTENbLCKOro .
Ob6s3aTenbHblIi NOAKITOYEHUS N UX MMEHA MOXXHO NOCMOTPETL B
NoAaKNYeHns
pasgene KoHdurypauum — lNonb3oBaTtenbckoe

noagkn4vyeHune.

YkasbiBaetcs IP-agpec nnn DNS ans
Appec nonb3oBaTeNbCKOro .
HeobsizatenbHbli  nepeonpeaeneHuns agpeca nogkitoyYeHns npm
NoaKMNHYEHNSN
NOJKITOYEHUN K pecypcy.



Ha3sBaHue

|_|OpT NnoJsib30BAaTENIbCKOIo

noaKn4eHnA

URL cTpaHuubl Bxoga

URL cTpaHuubl Bxoaa
ABNSAETCA perynspHbiM

BblpaXXeHNnem

Nms yyeTHOM 3anucu ans

CEepBUCHOIO NMOAKMK4YEeHNA

Twvn cepBUCHOrO
NoAaKNYeHns

LLlabnoH cepBucHoro
nogkntoyeHmna SSH

Alpec cepBUCHOTrO

nogKr4eHnA

[MopT cepBmCHOro
NoAaKNYeHns

Maponb ans
NPUBUNErMPOBaHHOIO

Bxoga Cisco

Mpuopuret

HeobsasaTtenbHbIN

HeobsasaTenbHbIl

HeobasaTtenbHbIN

HeobsasaTenbHbIN

HeobsasaTtenbHbIN

HeobsasaTenbHbIN

HeobsasaTtenbHbIN

HeobsasaTenbHbIN

HeobasaTtenbHbIN

OnucaHue

YkasblBaeTcs nopT OJa ero nepeonpeaerieHna npu

NOAKMHYEHUN K pecypcy.

YkasbiBaetca URL ctaHuubl Bxoga WEB-

NMPUNOXEeHNA.

YkasbiBaeTcs ecnu 3agaH URL cTpaHuubl Bxoaa.
MpuHumaet 3HaveHns TRUE/FALSE.

YKa3blBaeTcs UM CEPBUCHOW YYETHOW 3anncu ot
UMeEHW KOTOpoW ByayT BbINONHATLCA CEPBUCHbIE
onepauun. YyeTHas 3anuncb JormkHa bbiTb
pobasrneHa B cuctemy.

YKa3bIBaeTCs MMSA CEPBUCHOIO MOAKMIOYEHMS.
MiMeHa cepBUCHbIX MOAKITHYEHUIA MOXHO
nocMoTpeTb B pasaene KoHdurypauum —

CepBucHoe nogknoyeHme.

YkasbiBaeTca uma SSH-wabnoHa, ecnv Tun
CepBUCHOro NoaknyeHns ykazaH SSH. Mmena
SSH-wabnoHoB MOXHO NOCMOTPETL B pasaene
KoHpurypaumm — CepBUCHOE NogKItodeHne.

YkasbiBaetcs |IP-agpec unu DNS ans
nepeonpegeneHnsa agpeca NoakI4YeHNs npu

MOAKITOYEHUN K pECypCY.

YkasblBaeTcs nopT Ana ero nepeonpeneneHnA.

YkasblBaeTCsa Ansi NpMBUAErMpoBaHHOIo BXoaa
Cisco, ecnu Tun cepBUCHOrO NOAKMNIOYEHUS YKa3aH
Cisco 10S.



HacTpoika nonb3oBaTenbCKOro NnoaknovYeHus

[ns kaxgoro pecypca Tpe6yeTC$| HaCTPOWUTb NOJiIb30BATENIbCKOE MOAKIMIYEHNE, KOTOPOE 6y/:|,eT

NCNonb30BaTbCs NSl OTKPbITUS CECCUM Ha pecypce.

HacTtpounka RDP-nogkntoyeHus

1. Bbibepute 3Ha4veHne RDP B none Tun noaknoyeHuUs.

2. Ecnv agpec nogknoyeHus otnuyaetca ot DNS nnu IP-agpeca pecypca, TO yKaXuTe ero, Haxkas
YKka3aTb BpYy4HYO.

3. Beeaute MopT, ecnv otnnyaeTcs OT CTaHAAPTHOrO.

4. Bkniounte onumio 3anyckaTtb Kak agMUHUCTpATOp, ecnn TpebyeTcst OTKPbIBaTb CECCUI0 C NapaMeTpoM

mstsc /admin.

() MHOOPMALISA

I'IpM OTKPbITUN CECCUN MOXHO Bbl6paTb JToKaribHbl€ OANUCKW OnA UCMNOJ1Ib30BaHUA B y,ElaHEHHOVI ceccun.

Moakniountbeca 6e3 nepeHaripaBiieHn4d JioKalribHbIX ANCKOB TOXE MOXXHO.

HacTtpounka SSH-nogknio4vyeHus

1. Bbibepute 3Ha4yeHne SSH B none Tun nogknoYeHus.
2. Ecnu agpec nogknoyeHus otnuyaetca ot DNS nnu IP-agpeca pecypca, TO yKaxuTe ero, Haxxas

YkasaTb BpPY4HYIO.

3. Beegute MopT, ecnu otnnyaetcs ot CTaHOapTHOro.

HacTponka KnneHTCKOro nogKn4YeHus

B Indeed PAM ctaHgapTHbIMK aBnsatoTcs nogkntodeHna RDP 1 SSH, octanbHble TUNbI NOAKNHOYEHWS,
Hanpumep, Beb-ceccus, nnun nogkntodeHne Kk CYB/[, HacTpamBaroTCs OTAENbHO ANs KaX4oro Lenesoro
npunoxeHuna. lanee 6yayT pacCMOTPEHbI MPUMEPbl HACTPOWKM NOAKNoYeHUs K Beb-koHconu Citrix
NetScaler n MS SQL Managemet Studio. Nocne ycraHoBku Indeed PAM aTn Tunbl noagknoyveHnsa yayT
OTCYTCTBOBaTb B CNUCKE MOAKMoYeHW. [1ns co3aaHnsa HOBOro Tvna noaknoveHus Tpebyetca obpatntbeca

cnyxby TexHu4eckon nogaepxku Indeed.

HacTtpounka Beb-ceccum



1. BoibepuTte 3HadeHune Citrix NetScaler B none Tun noakntoveHus.
2. Beegute URL BeG-npunoxeHus.
3. Beeaute URL cTpaHunubl Bxoaa BeG-NpUNoXeHus.

4. 3aBepLunte gobaBneHue pecypca.

() MHOOPMALIMSA

Ecnn URL cTpaHuubl BXoAa MOXET HE COOTBETCTBOBATb YKa3aHHOMY 3HAYEeHM0 nocne obpalleHms K
HeMy, TO BKNtounTe onumio PerynsapHoe BbipaxeHue. Onunsi NO3BONSIET YKa3blBaTb BblpaXXeHue,
KoTopomy ByaeT cooTBETCTBOBaTL NtoO0e 3HaYeHne agpeca.

HacTtpouka nogknrovyeHus kK CYb[]

1. BbiGepute 3Ha4yeHne MS SQL Management Studio B none Tun nogkno4YeHus.

2. Ecnv agpec nogknoyeHus ak3emnnsapa MS SQL Server otnuyaetca ot DNS nnu IP-agpeca pecypca,
TO yKaXuTte ero, HaxkaB YKa3aTb BPY4HYHO.

3. Beeaute MopT npn HeobxoanmMocTu.
4. MNepeonpeaennte Npon3BorbHbIE NOSS U3 WabnoHa npu HeobxoanMOoCTH.

5. 3aBepLlunTe nobasneHne pecypca.



HacTtpouka cepBUCHOro noakno4YeHus
ANnA pecypcoB

Ans pecypcos Ha 6a3e OC Windows, OC *nix n CYb[ MS SQL Server, MySQL, OracleDB u PostgreSQL, a
Tarke Cisco IOS n Inspur BMC MOXXHO HAacTpouTb CEPBMCHOE NOAKITIOYEHNE, KOTOPOE NO3BOMUT BbIMOSTHATb

criegytoLme onepauum:

e MpoOBEepKa COEAMHEHMS C PECYPCOM;

e CUHXPOHM3ALMS YYETHBIX 3anuncen;

e MpoBepKa Napons 1 Kr4a yYeTHbIX 3anucei;

e cbpoc napornsi 1 kntova y4eTHbIX 3anuce;

e CUHXPOHM3aUMs rpynn 6€30NacHOCTUN YYETHbIX 3anncel;

e CUHXpOHM3aumMs aaHHbIxX o Bepcun OC unn CYB[.

HacTporiky cepBMCHOro NOAKNIOYEHNA MOXHO BbINOSIHUTL Kak BO Bpems JobaBneHus pecypca, Tak U nocrne
ero gobasneHus B Indeed PAM. B gaHHON cTaTbe pacCMOTPEHbI NPUMEpPbI HACTPOMKN CEPBUCHOTNO

NOAKITIOYEeHUA ONA yxXe A00aBrEeHHbIX B cnctemy pecypcos.

() MHPOPMALIMSA

[MpoBepka naponen fokanbHbIX YYETHbIX 3anucen pecypcos nog ynpasneHvem OC Linux MoxeT

BbINOSHATLCA 6e3 HaCTPOWKM CEPBUCHOIO NOAKMNIOYEHNS K pecypcy.

Nob6aBneHue y4YeTHbIX 3anucen

CepBuCHbIe onepaunn BbINOMHATCS OT UMEHN CePBUCHOWN y4eTHON 3anucn. B ponn cepBrCHOM MOXeET
ObITb Ha3Ha4YeHa Kak fnokarnbHas y4eTHas 3anucb pecypca, Tak U JOMeHHas yyeTHas 3anuce. lNepeq
HACTPOWKOW CEPBMCHOIO NoakmntoyeHnsa Tpedyetca 4ob6aBnTb B CUCTEMY NOKANbHYI NN JOMEHHYIO YYETHYHO

3aruncob.

[loGaBneHue pecypca

[obaBrneHne nokarbHbIX YY4ETHbIX 3anucen

[lobaBneHne gomeHa

[obaBneHne 0OMEHHbIX YYETHbIX 3anucen


http://localhost:3000/privileged-access-manager/3.1/administration/section-reference/resources/adding-a-resource/
http://localhost:3000/privileged-access-manager/3.1/administration/section-reference/resources/adding-a-resource/
http://localhost:3000/privileged-access-manager/3.1/administration/section-reference/resources/resource-operations/#adding-an-account
http://localhost:3000/privileged-access-manager/3.1/administration/section-reference/domains/adding-a-domain/
http://localhost:3000/privileged-access-manager/3.1/administration/section-reference/domains/domain-operations/#adding-an-account

HacTtpouka cepBucHoro nogknto4veHusa gna OC
Windows

/\ NPEAYNPEXAEHUE

lMepen HacTponkowm cepBUCHOroO nogknoveHns Tpebyetcs gobasute B Indeed PAM nokanbHyo unu
AOMEHHY0 YYETHYIO 3amnucChb.

YUTtobbl HacTpouTb cepBucHoe nogkntoveHne gns OC Windows:

1. OTKpoWTe Npodunb pecypca U HaxMuTe ¢ cnpasa oT napameTpa CepBMCHOE NOAKMIOYEHMe.

2. B none KoHHekTOp BbiOepuTE 3Ha4YeHne Windows.

3. Ecnv agpec cepBrCHOro nogknioveHns oTnMyaeTcs OT agpeca pecypca, To Ansa nepeknoyarena Agpec
nogkno4veHus BolbepuTe 3HadeHe YkasaTb BPYUHYHO 1 BBeauTe apyron agpec B none DNS-umsa /
IP-appec.

4. Haxxmute Bnepep ansa nepexona K BblGOpy y4ETHOW 3anuchm.

5. BbibepuTte y4eTHy0 3anuchb.

6. Haxxmmte CoxpaHuTb 451 3aBePLUEHNSA HACTPOMKM CEPBUCHOIO MOAKMOYEHNS.

HacTtpouka cepBucHoro nogknto4veHusa gna OC
.
nix

/\ NPEAYNPEXAEHUE

Mepen HacTPOWKOM CEPBMUCHOIO NOAKIOYEHMS TpebyeTcs:

e pnobasutb B Indeed PAM nokanbHYO U JOMEHHYHO YYHETHYIO 3anuch;

 3arpysutb WabnoH SSH-KoHHeKTopa.

YT00bI HacTpouTb cepBucHoe noakntodeHne ana OC *nix:
p p 0 a

1. OTKpoIiTe Npodunb pecypca 1 Haxmute ¢ cripaBa oT napameTpa CepBUCHOE NOAKMIOYEHME.
2. B none KoHHekTOp BLIOEpUTE 3Ha4eHne SSH.

3. BoibepuTe LabnoH cepBrcHOro Bzanmogenctand. B aTom none otobpaxkatoTca TONMbKO 3arpyKeHHbIE B
Indeed PAM wabnoHbl.


http://localhost:3000/privileged-access-manager/3.1/administration/section-reference/resources/resource-operations/#adding-an-account
http://localhost:3000/privileged-access-manager/3.1/administration/section-reference/domains/domain-operations/#adding-an-account
http://localhost:3000/privileged-access-manager/3.1/administration/section-reference/resources/resource-operations/#adding-an-account
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http://localhost:3000/privileged-access-manager/3.1/administration/section-reference/configuration/#adding-a-service-connection-with-ssh-type
http://localhost:3000/privileged-access-manager/3.1/administration/section-reference/configuration/#adding-a-service-connection-with-ssh-type
http://localhost:3000/privileged-access-manager/3.1/administration/section-reference/configuration/#adding-a-service-connection-with-ssh-type

4. Ecnn agpec cepBUCHOrO NOAKIIOYEHUS OTNMYaETCa OT aapeca pecypca, To AN nepeknioyatens Agpec
noaknyeHus BbibepnTe 3HadeHne YkasaTb BPYUYHYO 1 BBeauTe Apyron agpec B nore DNS-ums /

IP-appec.
. B none MopT ykaxute 3HayeHne, ecnu oTnn4aeTcs oT CTaH4apTHOrO.
. Haxmute Bnepepn ans nepexona K BbIbopy y4eTHOM 3anmcu.

. BbiGepuTe yyeTHyto 3anuch.

0 N O O

. Haxxmute COXpaHVITb On4a 3aBepLueHnd HaCTpOVIKVI CepBUCHOIo NOAKIMKHYEeHNA.

HacTtpouka cepBucHoro nogknoveHua gna CYb[l
MS SQL Server

A NMPEOYNPEXOEHUE

lMepen HacTponKowm cepBMCHOroO nogkntoveHus Tpebyetcs gobasute B Indeed PAM nokanbHyo unm

[AOMEHHYIO YYETHYHO 3anuChb.

YTtoObl HacTpouTb cepBucHoe noakntoveHne ans CYB MS SQL Server:
1. OTKponTe Npohunb pecypca u HaxmuTe 4 cnpasa oT napameTpa CepBUCHOE NOAKNIOYEHuUe.
2. B none KoHHekTop BbibepuTe 3HayeHne Microsoft SQL Server.

3. Ecnun agpec cepBMCHOMO NOAKNIYEHNA OTAMYaAETCs OT agpeca pecypca, To AN nepeknoyatena Agpec
noaKno4veHusa BolbepuTe 3HadeHe YkasaTb BPYUHYH 1 BBeauTe apyron agpec B none DNS-umsa /
IP-appec.

4. B none MopT ykaxuTe 3HAYEHNe, eCNn OTNINYaETCA OT CTaH4APTHOrO.
5. Haxxmnte Bnepen ons nepexofa K BblIOOpPY yY4ETHOW 3anmncu.
6. Boibepute yyeTHyto 3anumchb.

/\ NPEQYNPEXAEHUE

Ecnn aksemnnap MS SQL Server He BxoauT B cocTtaB gomeHa Active Directory, To B kayecTBe

CEpPBMCHON MOXHO UCMONb30BaTh TOSbLKO yyYeTHble 3anncu CYB[.


http://localhost:3000/privileged-access-manager/3.1/administration/section-reference/resources/resource-operations/#adding-an-account
http://localhost:3000/privileged-access-manager/3.1/administration/section-reference/domains/domain-operations/#adding-an-account

Ecnn BXxoguT, TO MOXXHO MCNOMb30BaTh Kak ydeTHble 3anucn CYB[, Tak n JOMEHHbIE yYETHbIE
3anucu.

7. Haxxmute CoxpaHuTb ON15 3aBepLUEHMSI HACTPONKM CEPBUCHOTO NMOAKITHOYEHUS.

HacTtpouka cepBucHoro nogkntoveHua ana CYb[l
OracleDB

/\ NPEAYNPEXAEHUE

[Mepen HacTponkowm cepBUCHOroO nogkntoveHns Tpebyetcs gobasute B Indeed PAM nokanbHyo unu
AOMEHHY0 YYETHYIO 3amnucChb.

YUTtobbl HacTpouTb cepBucHoe noakntoveHne ans CYB[ OracleDB:

1. OTKpoWTe Npocunb pecypca U HaxMuTe ¢ cnpasa oT napameTpa CepBMCHOE NOAKMIOYEHMe.

2. B none KoHHekTop BLIOepuTe 3Ha4veHne Oracle Database.

3. na nepekntovatens Agpec nogknoyYeHus Bolbepnte 3HavyeHne YKa3aTb BpYUHYHO 1 B nosie DNS-
umsa / IP-agpec BBeguTe cTpoky nogkntodennsa k CYB[L suaa host[:port][/service name].

4. Haxxmute Bnepepn ansa nepexona K BblOOpY y4E€THOW 3anucm.
5. BblbepuTe y4eTHYIO 3annchb.

6. Haxxmute CoxpaHuTb A5 3aBEPLUEHUSI HACTPOWMKN CEPBUCHONO NOAKMHOYEHUSI.

HacTtpouka cepBucHoro nogknoveHusa gna CYb[l
PostgreSQL unu PostgreSQL Pro

A NMPEOYNPEXOEHUE

Mepen HacTponkowm cepBUCHOrO nogkntoveHns Tpebyetcs gobasute B Indeed PAM nokanbHyo unu

[AOMEHHYIO YYETHYHO 3anucChb.

YTto6bl HacTponTb cepBucHoe nogkntoveHune ana CYB[ PostgreSQL wnu PostgreSQL Pro:

1. OTKponTe Npohunb pecypca u HaxmuTe 4 cnpasa oT napameTpa CepBUCHOE NOAKNIOYEHUe.

2. B none KoHHeKkTOp Bbibepute 3HavyeHne PostgreSQL.


http://localhost:3000/privileged-access-manager/3.1/administration/section-reference/resources/resource-operations/#adding-an-account
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3. Ecnun agpec cepBMCHOro NOAKNIOYEHNA OTNMYaeTCs OT afgpeca pecypca, To AN nepekrnoyarens Agpec
noaknoYeHns BbibepuTte 3HavyeHe YKa3saTb BPYUHYH 1 BBeauTe apyron agpec B none DNS-ums /
IP-appec.

. B none MopT ykaxute 3HayeHne, ecnu oTnn4aeTcs oT CTaH4apTHOrO.

. Haxmute Bnepepn ans nepexona K BbIbopy y4eTHOM 3anmcu.

. BbiGepuTe yyeTHyto 3anuch.

~N O o B~

. Haxxmute COXpaHVITb On4a 3aBepLueHnd HaCTpOVIKVI CepBUCHOIo NOAKIMKHYEeHNA.

HacTtpouka cepBucHoro nogknoveHua gna CYb[l
MySQL

Moppepxusaetca ona MySQL sBepcun 8.4.5 1 meHbLue. 1N BbINOMHEHNA cepBUCHBIX onepauuni Indeed
PAM vcnonb3yet Tnn ayteHTudunkaumm mysql_native_password. B Bepcusx 8.4.0-8.4.5 atot Tmn no
YMOSYaHWUIO OTKNOYEH, NOTpebyeTca ero BKMAYUTbL B COOTBETCTBUM C foKymeHTaumen MySQL. OcTtanbHble
TUNbI ayTEHTUMUKALUN HE NOLAEPXKMBAIOTCA.

/\ NPEAYNPEXAEHUE

[Mepen HACTPOMKOM CEPBUCHOIO NogkntoyeHus Tpedyetca gobasnte B Indeed PAM nokanbHyro mnm
OOMEHHYIO YYETHYHO 3arnuchb.

YTtobbl HacTpouTb cepBucHoe noakntodeHne ansa CYb MySQL.:

1. OTKpoIiTe Npocbunb pecypca 1 HaxmuTe ¢ cripaBa oT napametpa CepBUCHOE NOAKMIOYEHMe.

2. B none KoHHekTOp BbibepuTe 3HayeHne MySQL.

3. Ecnu agpec cepBMCHOrO NOAKNIOYEHNA OTNMYaETCs OT afpeca pecypca, To AN nepekntoyarens Agpec
nogkno4veHus BolbepuTe 3HadeHe YkasaTb BpYUHYHO 1 BBeauTe apyron agpec B none DNS-umsa /
IP-appec.

. B none MopT ykaxuTe 3Ha4yeHne, ecnun oTnn4aeTcs OT CTaHOAapPTHOrO.

. Haxxmnte Bnepepn ans nepexoga K BblOOpy y4ETHOW 3anuncu.

. Bbibepute yyeTHyto 3anuch.

. Haxmute CoxpaHuTb.

. OTkponTe npodusb cepBUCHON yyeTHon 3annucm MySQL 1 HaxmuTe # cnpasa oT napameTpa Ums.

© o0 N o o H

. YKaxute 3HaveHue xocTa Ansa y4eTHon 3anucu: %/Uma xocta/IP-agpec.
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HacTtpoiika cepBucHoro nogknto4veHus ana Cisco
10S

/\ NPEAYNPEXAEHUE

lMepen HacTponkowm cepBUCHOrO nogkntoveHns Tpebyetcs gobasute B Indeed PAM nokanbHyo unu
OOMEHHYIO YYETHYHO 3arnuchb.

YTtobbl HacTpouTb cepBucHoe noakntodeHne ans Cisco I0S:

1. OTKpoIiTe Npocbunb pecypca 1 Haxmute ¢ cripaBa oT napametpa CepBUCHOE NOAKMIOYEHMe.
2. B none KoHHekTOp BLIOEpUTE 3Ha4yeHune Cisco 10S.

3. Ecnn Tpe6yeTc;| 3a4aTb Naporib Anda npuBmunermpoBaHHOro pexnmMma, 1o BKno4vnTe onunto
anBMnerMpOBaHHblﬁ PeXnmM nmMmeeT naposib N yKaXunte naporsib.

4. Ecnv agpec cepBUCHOro NOAKIMOYEHUS OTNIMYAETCA OT agpeca pecypca, To Ans nepekntovatens Agpec
noaKno4veHusa BolbepuTe 3HadeHe YkasaTb BPYUHYH 1 BBeauTe apyron agpec B none DNS-umsa /
IP-appec.

. B none MopTt ykaxuTte 3Ha4eHne, ecriv oTnn4aeTcsa oT CTaH4apTHOrO.
. Haxmute Bnepepn ans nepexofa K BbIbopy y4eTHOM 3anucu.

. BoibepuTe y4eTHyto 3anuce.

0 N O O

. Haxxmute CoxpaHuTb A58 3aBepLUEeHNA HACTPOMKM CEPBUCHOIO NOOKITHOYEHUS.

HacTpouka cepBucHoro noaknoyeHus ans Inspur
BMC

/\ NPEAYNPEXAEHUE

[Mepen HacTponkown cepBUCHOroO nogkntoveHns Tpebyetcs gobasute B Indeed PAM nokanbHyo unu
AOMEHHYI0 YYETHYIO 3anuchb.

UTtoObl HacTpouTb cepBucHOe noakntoveHne ans Inspur BMC:

1. OTKpoWTe Npocunb pecypca U HaxMuTe # cnpasa oT napameTpa CepBMCHOE NOAKMIOYEHMe.

2. B none KoHHekTOp BLIOEpUTE 3Ha4YeHune Inspur BMC.
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N OO o b

. Ecnu agpec cepBrCHOro NoAkmnio4eHns oTiMyaeTcs OT agpeca pecypca, To Ans nepekntoyartens Agpec

noaksnoYeHns BbibepuTe 3HavyeHe YKasaTb BPYUHYH 1 BBeauTe apyron agpec B none DNS-ums /

IP-appec.

. B none MopT ykaxkuTe 3HaYeHne, ecnm OTNIMYaeTcsl OT CTaHAapTHOrO.
. Haxxmute Bnepea ans nepexoga k BbI6opy y4ETHOW 3anucy.
. BbiGepuTe y4eTHyto 3anuchb.

. Haxxmute CoxpaHuTb A58 3aBepLUEeHNS HACTPOMKM CEPBUCHOIO NOOKITHOYEHUS.



Onepauun Hag pecypcamu

PenaktupoBaHue pecypca

[ns peaakTMpoBaHWsa OOCTYMHbI Crieaytolme nons pecypca:

¢ Nmsa pecypca;

e OnucaHue;

e MNoapaspeneHue;
e DNS;

o IP-apgpec;

e [MonutuKa;

° CepBVICHoe noakKnw4yeHue.

UTtobbl OTPEeAakTUpoBaTh pecype, HaxmuTe # B Npodmne pecypca cripasa OT HY)XHOro napametpa.

NoGaBneHune n yaaneHune Teros

UTtobbl fo6aBuTL TErM pecypcy:

1. OTKponTe Npochusb pecypca.

2. Haxxmute + psigom ¢ nonem Terw.
3. Bolbepute Term.

4. Haxxmute Bnepen.

5. lNpoBepbTe BbIOpaHHbIE TErW.

6. Haxxmute [lo6aBUTL Ans 3aBepLUEHUS onepaLun.

() MHPOPMALIMSA

Y Kaxxgoro pecypca MoxeT 6biTb Makcumym 50 Teros.

UTtobbl yaanuTb Ter y pecypca:

1. OTKponTe Npohunb pecypca.



2. Haxmute X pagom ¢ Terom, Kotopbin TpebyeTcs yaanuThb.

3. B okHe noaTBepXXAeHUa Haxmute YaanuTb.

YoaneHue cBfi3aHHbIX CYLLUHOCTEMU

[na yoaneHusa s3HavyeHUin JOCTYNHbI CReayloLLmMe nons pecypca:
e [lonutukKa;

o CepBUCHOE NOAKMNIOYEHME.

/\ NPEQYNPEXAEHUE

[Mpy yoaneHun cepBUCHOIO NOAKIMIOYEHNS C pecypca BCe CBA3aHHbIE C HAM CIy0bl Takke yaansitoTcs.
YaoaneHHble crny>0bl HENb3s BOCCTAHOBUTD.

YpaneHHble cnyx6bl nepecTtatoT oTobpaxartbes B pasgene Cnyxobl, HO MX MOXHO MPOCMOTPETL C

NOMOLLIbKO PaCLLUNPEHHOIO NMOncKa.

YT06b! yoanute Monutuky nnm CepBUCHOE NOAKIKOYEHUE C pecypca, HaXXMUTE UKOHKY KOP3UHbI B

npodumne pecypca crnpasa OT HY>XHOro napamMmeTpa.

[NobaBneHue Nonb3oBaTeNbCKOro NoAKN4YeHUs

®yHKUMSI NO3BONSIET 400ABUTb OLHO UMM HECKOSNBbKO MOSb30BaTENbCKNX MOAKITHOYEHWUIA, AOCTYMHbIX AN

AaHHOro pecypca.

1. Haxxmute [lo6aBuTkb Ha Bknaake Monb3oBaTenbCckue NOAKIIIOYEHUS.
2. Bbibepute TMN NOAKNIOYEHUS.

3. YkaxuTte agpec, nopt NoAKI4YeHNA 1 apyrne napamMmeTpbl NMofib30BaTESNIbCKOIro NOAKITIOHEHUA.

NoGaBneHne y4yeTHOM 3anncu

dyHKUMaA nossonseT obaenaTtb B Indeed PAM nokanbHble y4eTHbIE 3anucu pecypca, KoTopble MoryT
ncnonb3oBaTbCcAa A5 NpeaocTaBneHms OCTyna Ha pecypc.

1. HaxxmuTte [lo6aBUTb y4eTHYH 3anuchb B Npodune pecypca.
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2. Beegute Umsa yuyetHom 3anmucu 1 Onucaxue.

Maponb n SSH-kNoY

Ecnu ons pecypca cepBucHoe nogkntoyeHne ¢ Tunom SSH, 1o npu gobasneHnn y4eTHOM 3anmcy NosBUTCA
BO3MOXHOCTb reHepaumm unu py4yHoro gobaeneHns He TonbKo napons, Ho u SSH-kntova. Takke, AnNs Takux
YYETHbIX 3anMcen ecTb BO3MOXHOCTb HE yCTaHaBnMBaTb Naposb, MacTep HaCTPONKN oTobpasnT
AONONHUTENbHBIV NYHKT NP HacTporike napona — He 3apgaBaTtb. Hke 6yget paccmMoTpeH npumep
nobasneHus yyetHon 3anuncu OC *nix. Mpun gobasneHumn ydeTHbix 3anmcen OC Windows n CYB[ 6ynet
OTCyTCTBOBaTb NyHKT He 3apaBaTb Npu HacTporike napons, u OygeT oTCyTCcTBOBaThb CTpaHuua Ans

reHepaLumn Unn py4Hor yctaHoBku SSH-kntova.

HacTtpolika napons

1. BoiGepute nyHkT He 3agaBaTb, CreHepupoBaTh Crly4amMHbIn naponb 1 3aaaTtb Naposnb
BPYU4HYIO.
2. BBeguTte naponb unu npogosmkute Bolbpas nyHKT He 3apaBaTthb 1nv CreHepupoBaTh crny4YanHbIv

naponb.

HoBblii naposb

() He z2aaaeats
@ CreHepWpoBaTe CNYYaiHBIA Napois

() 3a4aTb Napo/b EpyYHYH



HacTtpownka SSH-knroua

1. Boibepute nyHKT He 3apaBaTb, CreHepupoBaTb HOBbIN SSH-knto4 nnu 3agatb SSH-kntoy
BPYYHYHO.
2. Buibepute chann SSH-kntoya 1 BBegMTe ero naponb nnun npogornkmTte Bblbpas nyHKT He 3apaBaTtb

unn CreHepupoBaTb HOBbIN SSH-Knou.

3. 3aBepLumTe gobaBneHne y4EeTHOM 3anucm.

HoBbin SSH katou
() He zapaeats

@ CreHeprpoBaTe HOBBIA 55H karou

(3 3anate S5H kaoy BpydHyto

MpoBepka coeanHEHUs1 C pecypcom

®yHKUMA NO3BOMNAET NPOBEPUTL CETEBYIO AOCTYMNHOCTb Pecypca, KOPPEKTHOCTb aapeca, UMeHU 1 Napons

CEPBUCHOWN Y4ETHOW 3anucu.

Onepauus BbIMOMHAETCS C MOMOLLbI KHOMKKU MpoBepuTbL coeguMHeHue B Npodune pecypca.

CuHXpoHUu3auus



®yHKLMA NO3BONSAET NONYYNTb KOPPEKTHOE UMs pecypca, Bepcuto OC nnn CYB[, nokanbHble y4yeTHble
3anucu pecypca u rpynmnbl 6e30nacHOCTU, B KOTOPbIX OHU COCTOAT. CUHXPOHMU3aumsa JOCTYMNHA TOMbKO ANs
PeCyYpCOB C HaCTPOEHHbIM CEPBUCHBLIM NOAKIIOYEHMEM, MHave pyHKUumS CUHXpOHU3auuma oyget
OTCYTCTBOBaTb B Npodune pecypca.

Onepauus BbINOMHSETCA C NOMOLLIbIO KHOMKM CUHXPOHU3MpPOBaTL B Npodune pecypca.

(D) NPUMEYAHUE

Y4yeTHble 3anucu, koTopble Obinn gobaeneHsbl B Indeed PAM npu nomoLum doyHKLmK
CUHXpOHU3MpoOBaTh OyayT oTMeYeHbl cumBonom @, ana npogomkeHns paboThl ¢ HUMK NoTpebyeTcs
NpeaoCcTaBUTb CUCTEME MX Maposib, NN COPOCUTL Ero Ha cryvanHoe 3HaveHue. NogpobHoe onucaHme

npouecca NoATBEPXKAEHMS YYETHbIX 3anucern onnucaHo B CTaTbe.

BrnokupoBka

PyHKLMA NO3BONSAET NPUOCTAHOBUTL JENCTBUE BCEX pa3peLLEHNI, B KOTOPbIX MCMOMb3yeTCsl pecypc.
Onepauus BbINOMHAETCA C MOMOLLbIO KHOMKM 3abnokMpoBaTb B Npodune pecypca.

(D NPUMEYAHMUE

Pecypc 6yaet oTmeyeH cumBorniom ©. Bece paspelleHus, B KOTOPbIX PECYPC ABNSAETCSH YYaCTHUKOM,

6yayT OTMEYeHbl CUMBOSOM

YnaneHue/BoccTaHOBIEeHMe pecypca

YpaneHue pecypca

I'Iepe/:l, yoaneHnem pecypca Tpe6yeTc;| yoarnunTb BCE YY4ETHbIE 3arnncun, KOTopble Obinn gobaeneHbl N3

yaansemMoro pecypca.

/\ NPEQYNPEXAEHUE

Mpwv yoaneHun pecypca Bce CBA3aHHbIE C HUM CNy0bl Takke yaanstoTces. YaaneHHble cnyobl Hemnb3s

BOCCTAaHOBUTb.


http://localhost:3000/privileged-access-manager/3.1/administration/section-reference/accounts/account-operations/#account-confirmation
http://localhost:3000/privileged-access-manager/3.1/administration/section-reference/services/

YpaneHHble cnyx6bl nepecTtatoT oTobpaxarbes B pasgene Cnyxo6bl, HO MX MOXHO MPOCMOTPETL C

NMNOMOLLIbKO PaCLLUNPEHHOIO NMOncKa.

1. OTkponTe Npodunb pecypca.

2. Haxmnte Yoanutb.

BoccTtaHoBneHue pecypca

A NMPEOYNPEXAOEHUE

Mpu BOCCTaHOBNEHUMN pecypca CBA3aHHble C HUM crybbl He BoccTaHaBnmBatoTcsi. Crnyxobl
notpebyetcs 4obaBuTb 3aHOBO. MIHbopMaLmio No yaaneHHbIM crny6am MOXHO NPOCMOTPETH C
MOMOLLIbIO PaCLUMPEHHOrO nNoucka B pasaene Cnyxobl.

1. HaxxmuTte PacwmpeHHbIn nonck B pa3gerne Pecypcbil.

2. Beegute Umsa pecypca nnn Agpec (DNS unu IP-agpec) nonHOCTbIO UK YaCcTUYHO.
3. Bbibepute ana nons CoctosiHMe 3HayeHne YaaneH u Haxmute Hantu.

4. OTKponTe Npohusib pecypca u Haxmute BocctaHOBUTDL.

5. BBeanTte npuymHy BOCCTAaHOBNEHNS U HaxXMNTe BoccTaHOBUTD.
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MaccoBble onepauun Hag pecypcamu

HacTtpounka cepBUCHOro nogkKno4YeHus

1. B pasgene Pecypcbl OTMETLTE OAMH UMW HECKOSBbKO PECYpCOB.

2. Haxxmute HactpouTb cepBUCHOE coeauHeHue.

(D NPUMEYAHUE

[ns BbIOpaHHbIX pecypcoB OyayT HaCTPOEHbI OANHAKOBLIE TUMbl CEPBUCHbBIX MOAKIOMEHMI U BbIOpaHa

OoAdHa cepBUCHasdA y4eTHaA 3anuchb. B kauecTtBe CGpBI/ICHOI?I yquHon 3anncn pekomeHayeTcA
ncnornb3oBaTb AOMEHHYHO YY4ETHYIO 3aMnnCb, KOTOpadA MMEET MNpaBa JIOKalibHOro agMmMHMUCTpaTtopa Ha

BCEX BblGpaHHbIX pecypcax.

MpoBepka coeAUHEHUs1 C pecypcom

1. B pasgene Pecypcbl OTMETETE OMH UM HECKOMNBbKO PECypPCOoB.

2. HaxmuTte MNMpoBepuTb coeAnHeHue.

YpaneHue pecypcoB

1. B pasgene Pecypcbl OTMETLTE OMH U HECKOSBbKO PeCYpCOoB.

2. Haxxmute Yoanuts.

(D NPUMEYAHUE
Mepen yaaneHnem pecypcoB TpebyeTcs yaanuTb BCe y4eTHble 3anucu, KoTopble Obinv obaBneHb! 3

yaansieMblx pecypcos.

YcTaHoBKa NONMUTUKU

1. B pasgene Pecypcbl OTMETLTE OfMH UMM HECKOSIbKO PECYPCOB U HAXXMUTE YCTaHOBUTbL MOSIUTUKY.

2. BbibepuTe HOBYHO MONUTUKY ANS BbIOpaHHbIX PECYPCOB U HaxkmuTe BbiOpaThb.



3. B okHe noatBepXXaeHus HaxmmTte YCTaHOBUTD.

YcTtaHOBKa noapa3saeneHus

1.B pa3pene PecprbI OTMETbTE OANH UITN HECKOJ1bKO PECYPCOB N HAXMUTE YcTtaHOBUTL

nogpasgeneHue.
2. Bbibepute HoBOe nogpasaeneHne ons BbiopaHHbIX pecypcoB U Haxxmute OK.

3. B okHe noaTBepXXaeHus Haxmmnte YCTaHOBUTD.

[NobaBneHue Teros

1. B pasgene Pecypcbl OTMETETE OAMH UM HECKOMNBbKO PeCcypcoB N Haxxmnte [lobaBUTb Teru.
2. Bbibepute 0auH Uy HECKOIbKO TEroB.

3. Haxxmute Bnepea.

4. NMpoBepbTe BblbpaHHble pecypcbl U BblIbpaHHbIE TEMN.

5. Haxxmnte [lobaBUTb AN 3aBEPLLEHNS onepauuu.



MpoBepkKa oTnevyaTkoB Krntro4yen SSH-
cepBepa

Otnevatku knoyen SSH-cepBepa Ucnonb3yoTes ANs NPoBEPKU NOANIMHHOCTU pecypca B MOMEHT
NnoakntodeHns K Hemy. icnonb3oBaHMe OTNevYaTkoB NOMOraeT 3awnTnTtbes ot atak Buga MITM (Man in the

Middle).
[na oTneyaTkoB NogaepxmBaeTcs Tonbko opmat SHA256.
[MNoopepxvBaeMble anropuTMbi:

o Ed25519
« ECDSA
e RSA

() MHOOPMALIMSA

I'IpOBepKa BCeraa BKIito4eHa, ee Helb34 BbIKIMIO4YNTb.

Mo>xHO BbIbpaTh pexum npoBepkn B napameTpe AyTeHTUpUKaumua pecypcoB no knrodyam SSH-
cepBepa B pasgene Kondurypauma — CuctemHble HacTponkn — Hactponku SSH-nogknioueHun.

NMpenBapuTenbHble TpeboBaHUS

Ans paboTbl ¢ oTneyatkamm knova SSH-cepBepa HyXHbl NpyBuneri YnpaBneHus pecypcamu.

PeXXumbl 3anofiHeHnAa oTne4yaTKkoB

CyLecTByeT Tpu pexnma 3anoriHeHust oTnevaTkos krtoden SSH-cepepa:
¢ ABTOMaTM4YeCKM 3aHOCUTb OoTrne4vyaTku Knovyen B PAM

B aTtom pexume 3HayeHne otnevatka 3aHocutca B PAM 6e3 yyactus agmuHucTpatopa. OTnevaTok
coxpaHsietca B PAM TonbKo ecnun oH He Obin 4o atoro 3agaH. OTneyaTtok COXpaHAETCH B MOMEHT

NCMONb30BaHMSA CEPBUCHOMO NOAKMHYEHUS (NpoBepKa coeanHeHus, NpoBepKka/poTaums naponen,
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nposepka/potauna SSH-kno4a, CUHXpPOHU3aUUs) NN B MOMEHT UCMOMb30BaHUSA NONb30BaTENbCKOro
NOAKMYEeHNs (NpK OTKPLITUM ceccumn nonb3osaTterneM). OTnevyaTok 3aHOCUTCS TOMNbKO OAUH pas, nocne
3TOro TOSbKO NPOBEPSETCS, TO €CTb OH He nepesanucbiBaeTcs. [1poBepka oTnevaTka npoucxoguT

BCerga.

o 3aHocuTb otneyatkn B PAM TONbKO BpPYy4YHYHO

B aTtom pexume coxpaHeHune otneyaTtka B PAM BbinonHsetrca agmuHuctpatopom PAM. AgMmuHuctparop
PAM mMoxeT Bpy4HYIO yKasaTb 3Ha4YeHue oTrnevartka, npeaBapuTensHO BbiIbpaB 0guH U3 Tpex AOCTYMHbIX
anropMTMOB UMM NOSTYYUTb FOTOBOE 3HAYeHUe oTrneyaTka ¢ yaaneHHoro xocta. lNpoBepka otrnevartka
nponcxoauT Bcerga. Ecnun otneyaTok He ykasaH, TO NoAKIoYeHne HegoCTYIMHO.

o 3aHocuTb otnevyaTtkn B PAM TonbKo BpPY4HYIO U NPOBEPATbL, TONILKO €C/IN OHU YKa3aHbl

B aTom pexume coxpaHeHue otnedatka B PAM BbinonHsieTca agMmuHmuctpatopom PAM. AamuHucTpartop
PAM moxeT Bpy4HyH0 yKasaTb 3Ha4YeHne oTnedartka, npeaBapuTenbHO BbIOpaB ogMH U3 TPeX OOCTYMHbIX
anropuTMoB UM NOMY4YUTb FOTOBOE 3HAYEHME OTneYvaTka C yaaneHHoro xocta. OTnmumne aToro pexxmma
OT NpeablayLLero B TOM, YTO €CNK OTNEYaTOK He yKasaH, NpoBepKa oTrnevaTtka BbINOMHATLCS He Byaer.
To ecTb ecnu oTNeYaTok He ykasaH, NoAKNIYeHMe K pecypcy BCe paBHO OOCTYMHO.

He pexkomMmeHayeTcA BbI6MpaTb 9TOT BapUaHT, T.K. 3TO CH/XaEeT YpOBEHb MHOpMaLMOHHON

©e3onacHocTw.

BLi6op pecypcoB ana nobaBneHnsa oTne4vyaTkon

1. OTkpownTe pasgen Pecypchbl.
2. OTkponTe PaclumMpeHHbIN NOUCK.

3. BolbepuTte ogHO 13 3HayeHuin B none Otnevyatok SSH-kntova:
o He coBnapgaet B CI/MMM
[nsa novcka pecypcoB, y KOTOpbIX 3HavyeHue oTnedartka B PAM n 3HayeHne otnevaTka Ha pecypce
He coBnagaroT Apyr ¢ pyrom.
o He yctaHoBneH B CI/MMN
[na noncka pecypcos, A9 KOTOPbIX OTrneYaTok He 3aHeceH B PAM.

[lobaBneHune oTnevyaTKkoB

[ob6aBnaTb oTNeYaTkM MOXHO TpeMsi cnocobamu:



e BPYYHYIO
e aBTOMaTM4ecKu
e [PYnnoBoOK onepaunen

Nob6aBneHne oTne4YyaTKoB BPYUHYIO

BBecTu 3Ha4yeHUe oTneyaTka CaMOCTOATENbHO MonyuunTb 3HaYeHMe oTneyaTka c pecypca

[na nobaesneHns otnevartka ans CepBUCHOro noakritnyeHund BbiNnoJIHUTE criegyruine AencTBus:

1. OTkponTe NpoduIb HY>XHOIO pecypca.
. Haxmute # cnpasa ot nonsi CepBUCHOE NOAKNIOYEHMe.

. B cekummn OTnevarok SSH-kntova BoibepuTe YKkasaTb BPYUHYHO.

A WN

. Boibepute Anroputm. PekomeHayetcs BoibmpaTte Ed25519, notomy 4TO 3TO cambii 6e3onacHbIv

BapuaHT.
. BBeaute 3HayeHne B none OTnevyarTok.
. Haxxmute Bnepeg.

. BbibepunTe Hy>XHYH CEPBUCHYIO YYETHYHO 3anuChb.

o N O O

. Haxxmute CoxpaHuTb.

[ns nobaBneHns otnevaTka Anis Nofb30BaTENbCKOrO NMOAKIMIOYEHUS BbINOMHUTE criedytowmne AeNCcTBUS:

1. OTKponTEe NPOhUNb HYXXHOro pecypca.
. Hangute HyxHoe nogkntodeHune ¢ Tunom SSH n HaxmuTe PegaktpoBaTthb.

. B cekumn OTnevyatok SSH-kntova BbibepuTe YKasaTb BPYUYHYHO.

A WN

. Boibepute Anroputm. PekomeHnayetcs Bblibupatb EA25519, noToMy 4TO 3T0 cambi 6e30nacHbIn

BapuWaHT.

(&)}

. BBegute 3HayeHme B none OTnevyaTok.

6. Haxmute CoxpaHuTb.

[oGaBneHne oTne4yaTkoB aBTOMaTU4YECKMU

/\ MPEOYNPEXOEHUE



OT0T cnocob paboTaeT ToNbKO ecnu B HacTponkax SSH-nogknoyeHun BoibpaH pexmm
ABTOMaTM4YeCKM 3aHOCUTb oTneyvyaTku Knrven B PAM.

OTtnevatkn gns CepBUCHOrIo nNoakrir4yeHnd 3agatnTcd aBTOMatn4eCkn B MOMEHT UCMOJ1Ib30BaHNA CEPBUCHOIO
NOAKIMKYEHUA, HAanpumMmep:

e MNpOBEpKa COeAMHEHUS
e MpoBeEpPKa UNn cMeHa naponsa unm SSH-knw4va no pacnnucaHuio

e CUHXpOHM3ALMSA pecypca

OTnevaTtkn A4ns Nonb3oBaTeNbCKOro NOAKIYEHNSA Takke 3a0alTCsl aBTOMaTUYeCKn B MOMEHT

MCMNOJb30BaHNA NOJib30BaTEN1IbCKOro nogkKro4eHmnd, To eCtb NpnU OTKPbITUN CECCUN NMOJb30BATESIEM.

() UH®OPMALUS

B aBTomatnyeckom pexnmMme oTnev4aTkm TOJNbKO 3aHOCATCA, HO HE Nepe3anncbliBaroTCA.

No6aBneHne oTne4yaTKoB rpyrnnoBOM onepaunemu

C nomolLblo 3ToM onepaumm MOXHO 3afaTb OTNeYaTkn AJisi HECKONbKUX pecypcoB cpasy. [ns aToro
BbINOMHUTE Cneayowme JeNCTBUS:

1. OTkpownTe pasgen Pecypchbl.

2. Bbibepute 0anH U HECKONbKO PECYPCOB, Y KOTOPbIX €CTb CEPBUCHOE U/MNK NOSb30BaTENbCKOE
noakntoyeHne ¢ Tmnom SSH 1 He 3agaH oTneYaTok Kntoya.

3. Haxxmute MNMonyuntb oTNEYaToK ¢ pecypca u nogreepauTe genctene kHornkov Bnepen.

() UH®OPMALUSA

C nomolLLbto 3TOMN onepaunn otTnevyaTkm 3aHOCATCA TOJIbKO €CIlM 4O 3TOr0 3Ha4YEHUE OTrnevYaTka ObIno He
3aaHo, TO eCTb MMelkLneca oTrne4daTkmn He rnepe3arnmncbiBaoTCA.

JononHuntenbHaa uHopmauma o padbote
oTrne4vyaTtkoB SSH-knro4yen



ATpnbyT OTneyaTtok SSH-kno4Ya NpmBs3aH He K pecypcy, a K nogkndeHunto. Noatomy y obounx Tmnos
NOAKIIOYEHNI (CepBUCHOE M NOMb30BaTENbCKOE) €CTb CBOM aTpmnbyT Anga otnedatka SSH-kntova. 310
cAenaHo Ans cnyyaes, Koraa Ha yaaneHHoOM XocTe ycTaHoBneHo 6onee ogHoro SSH-cepeepa. ®akT
HanM4unsa UM oTCyTCTBMSA OTNeYaTka y OAHOro U3 NOAKMYEHUI He BNUSieT Ha paboTy apyroro. MNoatomy
3HaYeHMs OTMNEYaTKOB ANSA pasHbIX NOAKIHOYEHUI OQHOMO M TOrO e pecypca MOryT cogepaTb pas3Hble

3Ha4YeHu4.

MpoBepka oTneyatka SSH-knto4a BbINOMHSAETCA A0 ayTeHTUdUKaLMM Ha pecypce, T.e. 40 nepegayu

YYETHbIX JaHHbIX HA pecypc.

Ecnu B HacTponkax SSH-nogkntoveHui BbibpaH pexxum 3aHocuTb oTneyaTtku B PAM Tonbko
BPY4Hyt0 1 aTpmbyT Ans otneyatka B PAM octancs He3anonHeHHbIM, TO NOAKII0YEHNE K pecypcy
Oynet HegocTynHo. B xypHane nossuTcs cobbiTMe O HeyCneLHOM NOAKMYEHUN, Ha CTpaHuLE pecypca
NOSIBATCA NpeaynpexaeHne KpacHoro LBeTa ¢ onMcaHmeM NpuYnHbl OLWMOKN, nepedncneHmnem

HeCOoBMNaBLIMX OTMEeYaTKoB N YKa3daHneM Tuna NoaKIH4YeHN4.

Ecnu B HacTponkax SSH-nogkntoveHui BbibpaH pexxum 3aHocuTb otneyaTtku B PAM Tonbko
BPY4Hyto, aTpnbyT Ans otneyatka B PAM 3anonHeH, a Ha pecypce OTCYTCTBYET KN4 4118 yKa3aHHOro
anropuTmMa Unm OTCYTCTBYIOT NHOObIE KIHoYM, TO NoAKMNYeHne K pecypcy byaeT HegocTynHo. B xypHane
NosIBUTCS COObITUE O HeYCMNeLIHOM MOAKIIYEHM, HA CTpaHULE pecypca NOSBUTCA npeaynpexaeHve
KpacHOro LBeTa C OnMcaHnem npuymHbl OLLNMGKK, NnepedmcneHmemM HeCoBMaBLUNX OTMNEYaTKOB U

YKa3aHunem Tumna nogkrnio4eHuns.

[nsa ycTpaHeHns owmnbKn 0 HeCcoBNaaeHUM oTrneyaTka U BOCCTaHOBMEHUSI KOPPEKTHOM paboTbl
onepauun TpebyeTca 3aHOBO NONy4nTb OoTnevaTtok SSH-kro4a ¢ yaaneHHoro xocta, nogpobHee B
nyHkTe [JobaBneHne oTne4aTkoB.



CnyXx0bl

Pasgen npegHasHaveH gnsa pabotsl B PAM co cnyxx6ammn Windows.

Cnyx6bl Windows — 3T0 NpunoXeHusi, KOTopble MOTyT 3anycKkaTbCA aBTOMaTUYECKN Mpu 3anycke

ornepaunoHHON CUCTEMBI.

Hobaebte B PAM crnyx6bl, KOTOPbIE 3anyCKalTCs OT MMEHW YYETHbIX 3anucen, ynpasnsemMmbix PAM. 3Ttu
cnyx6bl ByQyT aBTOMaTMYECKU NOMy4aTb akTyarnbHbIN NAaporb YY4ETHOM 3annucu npu ero cmeHe Yyepes PAM.

v A ecnu He gobaBuTb?

B cBovictBax cny6bbl OCTaHETCA CTapbI Naposib YYETHON 3anncu.

3anyweHHas cnyxba npogomkmT pabotaTtb 40 Onvkanwero nepesanycka MalluHbl pecypca. A nocne

3TOro cny6a He 3anycTUTCH, MOTOMY YTO MApPOSib YYETHOW 3aMnnCK, yKasaHHbIA B CBOMCTBaX CIyX0bl,

HE coBnagaeT C pealibHbIM Naponem yquHon 3arnuncu.

YT06bI 3anycTuTb crnyx06y, NOHagobUTCS NOAKMYMTLCS K PECYPCY M OGHOBUTL Maporib B CBOMCTBAX

CnyX6bl BPYy4HYIO.

NMpeanBapuTenbHble TpeboBaHUS

Ans paboTbl co cnyx6amu HyXHbl NpuBUNErMM YnpaBneHusi pecypcamu, a Takke TpebyeTcst HacTpoUTb

cepsucHoe nogkntodeHne ansa Windows Ha pecypce, Ha KOTOpPOM pacnornararTcA CJ'Iy)K6bI.

Hob6aBneHue cnyxo6

1. OTkponTte pasgen Cnyxobl.
2. Haxxmute 106aBUTL.

3. B oTkpbiBLLEMCS OKHE BbiGepuTe pecypc. Pecypc aomkeH 6biTb B cTaTyce JlocTyneH. Y cnyxobl 6yaet

Takoe e rnoapasaerneHune, Kak y BbiGpaHHOro pecypca.



http://localhost:3000/privileged-access-manager/3.1/administration/section-reference/roles/
http://localhost:3000/privileged-access-manager/3.1/administration/section-reference/resources/setting-up-a-service-connection-for-resources/#setting-up-for-windows
http://localhost:3000/privileged-access-manager/3.1/administration/section-reference/resources/setting-up-a-service-connection-for-resources/#setting-up-for-windows
http://localhost:3000/privileged-access-manager/3.1/administration/section-reference/structure/

/\ NPEQYNPEXOEHUE

Pecypc HEBO3MOXXHO M3MEHUTb MOCIE CO3A4aHUNA CryX0bbl.

4. 3anonHute obasartencHoe none Umsa cnyxosbi.
BBegeHHoOe umsa JOMKHO coBnagaTh C Ha3BaHWeM crnyxbbl, KOTOpoe yka3aHo B none Vmsi cnyxobl

(Service name) ocHacTkm Cnyx6bl Ha pecypce.

/\ NPEAYNPEXOEHUE

He ncnonb3ynte nms, ykasaHHoe B none Otobpaxaemoe nms (Display name) ocHacTku Cryx0bl
Ha pecypce.

He nbiTaliTeck cosmatb BTOPYIO CIyx0Gy Ha TOM e pecypce C TeM e umeHem. [ybnukaTbl He
paspeLUeHbI.

5. Beegute OnncaHue cnyxobl. OnunoHarnbsHo.
BBeneHHoe onuncaHune byaet otobpaxatbcs Tonbko B PAM, OHO He NOMeHsieT onucaHue,
oTobpaxkaemoe B CBOMCTBax Cry»x0bl Ha pecypce.

6. BknounTe nnm octaBbTe BbIKMHOYEHHOW ONLNIO I'IepesanyCKaTb C.I1Y)K6y npu cMeHe naponsa cny>|<6b|.

() UH®OPMALUSA

Ans cnyx6 ¢ OTNOXEHHbIM 3anyCKOM PEKOMEHAYETCH OCTaBUTb OMNUUIO BbIKMOYEHHON. HOBbIN
naponb AOCTaBUTCS B CNyx0y npu nepesanycke cryxobl.

7. B cnepytowem okHe Mactepa BblIbepuTe y4eTHyH 3anuchb.

8. B cneayioLlem okHe macTepa NpoBepbTe KOPPEKTHOCTb BBEAEHHbIX AAaHHbIX 1 HaXMuTe [106aBUTD.

AHanorM4yHo Bbl MOXeTe A0b6aBnTb cny>|<6y 13 pa3gerioB Pecprbl n Y4yeTHbIe 3anucu.

PepakTtupoBaHue cnyxo

/\ NPEAYNPEXOEHUE

Pecypc HEBO3MOXHO M3MEHUTb, OH 3a4aeTcs TONbKO Yepe3 mactep AobaBneHns cnyxosbi.


http://localhost:3000/privileged-access-manager/3.1/administration/section-reference/resources/#services
http://localhost:3000/privileged-access-manager/3.1/administration/section-reference/accounts/#services

[ns pegakTMpoBaHUS 4OCTYMHbI CreayoLlme nonsi cnyxosbl:

Umsa cnyxObl

OnucaHue

MNMepe3anyck cnyx6bl

YyeTHas 3anuchk

Urtobbl OTpeaakTnpoBsaTth Cryxby, HaxmuTe # B npodune cnyx6bl Cnpasa OT HyXXHOro napaMeTpa.

() VH®OPMALSA

YunutbiBaiiTe, YTO Ha pecypce He MOXET CyLLEeCTBOBaTb ABYX CNyX6 ¢ oaMHakoBbIM MMeHeM. He
BBOOUTE MMS YK€ CYLLECTBYIOLLIEN Ha 3TOM Pecypce Cry0obi.

CmMmeHa naponeun cnyxo

Yy cny>|<6 HeT cOBCTBEHHbIX naponeVl, MX Naposin — 3710 NapoJin CBA3aHHbIX YH4ETHbIX 3anucen.
I'Iaponw YYETHbIX 3anmcen MOXHO MEHSATb ABYMA cnocobamu:

* BPY4YHYIO

* 10 pacnmcaHuro

YcTtaHOBKa naporns B cnyxboe

3Ta PyHKLMSA NO3BOMAET MHULUMPOBATL AOCTABKY aKTyanbHOMO ANs CBA3aHHOW yYETHOW 3anvcK napons B
cnyx0y Ha pecypce. OTO NO3BOMNSET CUHXPOHU3NPOBATL Naposb B crnyxbe cpasy, 6e3 HeobxoanMocCTH
XAaTb CMeHbI Maporen No pacnucaHuio.

(D UH®OPMALUSA

Ecnn gns cnyx6bl BkNtodeHa onuus MepesanyckaTtb CnyX0y npu cmeHe napons cnyXo6bl, TO npu

ycTaHOBKe napors crnyxba nepesanycTutcs.

1. OTKponTe Npohunb Cryxobbl.

2. HaxxmuTe YcTaHOBUTBL HOBbIN Naporsib B cnyxbe.


http://localhost:3000/privileged-access-manager/3.1/administration/section-reference/accounts/account-operations/#password-change
http://localhost:3000/privileged-access-manager/3.1/administration/section-reference/accounts/account-operations/#scheduled-password-change

lNMepe3anyck cnyxo

Mepesanyck cnyxbbl — 3TO NapamMeTp, KOTOPbIV 3a4aETCA NPU CO30aHUM UMK PeAAKTUPOBAHNUU CrY>X0Obl C
nomoLubto onuuu Mepesanyckatb CNy>X0y npu cmeHe naponsa cnyx6bl. Ecnv onuusa BkntodeHa, To npu

CMeHe Unn yctaHoBKe naponsd cny>|<6a nepes3anycrtuTcd.

Ons ycnewHoro nepesarycka CJ'Iy)K6bI Ha pecypce cny>K6a AOIKHa HaxoaMTbCsa B COCTOSIHUM BbinonHsaeTcs

(Running).

() VH®OPMALUSA

B cutyauwmm, korga cnyxba Ha pecypce nsHavanbHO Haxoamnacb B COCTOSSHUM OTSIMYHOM OT
BeinonHsieTcs (Running), nepesanycka cnyx6bl He 6yaeT. Mpu atom cospaetcs cobbitme ¢ Tunom INFO
| j_aZimkd kéu G _ jl_ [m] kyTakon cueHapun cyntaeTcs ycnelHbiM 3aBepLueHnemM

nepesanycka CJ'Iy)K6bI. CoOoTBETCTBEHHO, OH HE BbI3bIBAET HOBbIX OLLUMOOK U C6paCblBaeT CcTapble.

Ecnu cnyx6a Haxogunack B cocTositHuM BeinonHsietca (Running), HO npu 9TomM BO3HMKNa owmnbka G _
m~rZhkv i_@Zimklblv k@[ mTo npuinHa MOXeT ObITb B TOM, YTO UCTEK TaMayT OXUAAHUSA HYXXHOMO

ctatyca. [NlogpobHee B pasgene VicnpasneHune owmnbok B pabote crnyxo.

NMounck cnyx6

Mowuck nossonsieT OTO6pa3I/ITb TOINbKO TE€ CJ'Iy)K6bI, KOTOpbl€ yOOBIETBOPAKOT 3aaHHOMY KPUTEPUIO. Ectb

ABa BMaa noucka:

e BbICTpbI — cTpoKa noucka. MoxHO Uckatb TOSNbKO N0 OQHOMY KpUTepuio. TEeKCTOBbIN BBOA,.

e PaclmpeHHbIn — popma C HECKONbKUMU NonsaMn. MoXXHO UCKaTb NO HECKONbKUM KPUTEPUSIM Cpasy.

BbinagatoLme crnvcku.

BbicTpbIN Nouck

B nownckoson CTPOKE MOXHO UCKaTb Nno cneayrwmm nonAam:

Uma cnyxobl;

Uma pecypca;

OnucaHue cnyxobil;

Uma yyeTHOM 3anucu.



PacwunpeHHbI NOUCK

MOXHO 1ckaTb N0 OAHOMY UM HECKONBbKUM KpuTepuaM. [pn BbIOOpe HECKOMNbKMX KpUTEPUEB OTOOpa3ATCA
Cny0bl, KOTOPbIE YAOBNETBOPSAIOT BCEM NEPEUNCIIEHHBIM KPUTEPUAM. McKkaTb MOXHO NO CneayLwmm

nonAm:

MUma cnyxo6bl;

YyeTHas 3anuchb;

Pecypc;

CocTosiHue;

Onuusa TonbKko cnyx6bl ¢ oumMbkamm.
Bo3moxHble CoCTOAHUS:

e Ynpasnsercs;

e YpaneHa.
NMouck yaaneHHbIX Cnyxo6

1. OTkponTe pasgen Cnyx06bl n HaxmuTe PacluMpeHHbIN NOUCK.
2. BoibepuTe 3HayeHve YaaneHa ans napametpa CoctosiHme.

3. Haxxmute Mowuck.

UcnpaBrneHune ownbokK B padboTte cnyxo

OwnbKM MoryT BO3HUKATb:

e NpU yCTaHOBKE napons B cnyxobe;

 Mpwv Nnepesarnycke cryxobil.

Owwnbka npn yCtaHOBKE Maposid B cny>|<6e MOXET NoABUTbLCA NO pa3HbIM NMpU4YnMHam, BOT HECKOJIbKO

NPMMEPOB:

e Mponaro MHTEPHET-COEOANHEHNE;
e 3aBUC XOCT, Ha KOTOPOM YCTaHOBJ1EH pPeCYpPC,

e CEepBUCHOE NOoAKIIlo4EHNE nepecTaio pa6OTaTb.



Mepesanyck cnyx0bl 3akaH4YMBaETCA OLUIMOKOM, eCriv UCTEK TaMayT OXXMOAHUS HY)XXKHOrO cTaTyca.

Hanpumep:

° cny>|<6a CIMTMLUKOM O0J51ro oCtaHaBrinBanachb;

e cnyx6a nepesanycTunacb 1 TyT Xe 0CTaHOBUNAaCh.

Y3HaTb, Kakon CTaTyC OXMAANCsa 1 Kakom nosyynsiv, MOXXHO B CODbITUAX 9TON Cry0bl. Ta MHopMaLms

NMOMOXET MNMOHATb, KaK UCINPaBUTb OLIJI/I6Ky.

[ns ncnpaeneHns owmnbkn NOHagoobUTCA NOOKMIYUTLCS K pecypcy. MicnpaButb owmMbKy 13 KOHCONm

yrnpaBneHnsa He NonyyYnTcA.

YoaneHue cnyx6

A NMPEOYNPEXAOEHUE

Cnyx0y HEBO3MOXXHO BOCCTAHOBUTL MOCIIE yAamneHus.

Co3naTb HOBYIO C TakKMM K& UMEHEM Ha TOM € PEecypCe MOXHO.

YaaneHue u3 cnucka cnyx6  YaaneHue us npocunsa cnyxobi

1. OTkponTte pasgen Cnyxobl.
2. Boibepute ogHy unmn HeCKonbKo criyx6.

3. Haxxmute Yoanutb.

YnaneHHble CJ'Iy>K6bI nepecrtarT OTO6pa)KaTbCFI B pasgerne Cny>|<6b|, HO UX MOXHO MNMPOCMOTPETL C

NMOMOLLBbIKO paCLlUNPEHHOrO Nnoncka.



['pynnbl pecypcoB

Pasgen npegHasHayeH ans rpynnupoBKM pecypcoB C Lenbto 6bICTpor 1 yao6HOM Bblgaun paspeLleHnia
cpasy Ha BCHO rpynny, a Takke NpocMoTpa ceccui n cobbITUin B LEenom no rpynne.

Mouck rpynn pecypcosB

BbICTpbIN NONCK

Beeaute B cTpoky novncka MmMsa rpynnbl pecypca unm onncaHume nosiHOCTbI0 UM YacTUYHO.

PacwunpeHHbIX NOUCK

Haxmute PaCI.IJVIpeHHbIVI NMOUCK 1 BBegnTe OanH Ui HECKOJIbKO KPpUTEPUEB. Nmsa rpynnbl pecypca,

CoctosiHne nnu NMoapasneneHune. Boibepute cocTtosiHme:

o [locTynHa

e YnaneHa

PYHKLUM rpynn pecypcoB

Pepaktun poBaHue rpynnbi
®yHKUMA NO3BONSAET N3MeHnTbL UMsa n Onucanme rpynnei

1. Haxxmute # B npocbune pecypca cnpasa OT HYyXXHOro napameTpa.
2. BHecuTe nameHeHus.
3. CoxpaHuTe N3MEHEHMUSI.

NobGaBneHue pecypcoB

[ns paboTbl ¢ rpynnamMu pecypcoB cHavana Tpebyercs cosgath rpynny U 4o6aBuTb B Hee pecypchbl.

1. HaxxmuTte [lo6aBuTb B pasgene Mpynnbl Pecypcos.

2. Boibepute MogpaspeneHue.



3. Beeante Ums rpynnbi pecypcoB, OnucaHue.

4. Bo Bpems oGaeneHus pecypca B rpynny ectb napametp [106aBnsATb pecypcbl BMecTe C y4eTHOM
3anuCbio OT KOTOPOro 3aBUCUT cnocob paboThl rpynnbl pecypcoB. ATOT NapamMeTp BMMSIET HA TO, Kak
OyaeT BblaaBaTbCs pa3peLLeHne Ha rpynny pecypcos.

i. Ecnn oTMeTuTb 3TOT NnapameTp, To nNpu Ao6aBneHnn Kaxaoro oTaenbHoro pecypca notpebyetcst
yKasaTb JOMEHHYIO YYETHYI0 3anuch AN OOCTyna K pecypcam 13 rpynnbl.
ii. Ecnn He oTMeyaTb 9TOT NapameTp, To Npu 4o6aBMNeHMN KaXaoro OTAeNbHOro pecypca ykasbiBaTb

YYETHYH0 3anuck ByaeT He Hago.

Hogas rpynna pecypcos

Mmn

Windows

OnucaHwe

Onucanwne

[oBaenaTs pecypcsl EMECTE C YUETHOW 3aNMCeHD

Hagaﬂ

5. CoxpaHuTe N3MEHEHMUS.
lpynnbl pecypcos

Vima, onucanue Q PaclwmperHblid nonck
+ JOoBaeuTs

O Wma Mogpazgenenue Onwucanne

O 5SH Resources Root OU Linux cepeepa

6. OTKponTe co3gaHHyto rpynny pecypcos, Bo Bknagke Pecypcbl Haxxmute [lo6aBuTb 1 gobaBbTe B

rpynny Hy>Hble pecypchbl.



SSH Resources 2 INDEED\adm ~

8 /JobaeuTk paspelueHme ]m ¥aanuTe

55H Resources #

Linux cepespa #

Root OU
Pecypcwl Fazpewenns Ceccumn CobeiTHA
4+ JoBaeute
OJ Pecypc Tun nogwnroueHnA Appec nogKnroueHWA YueTHaA zanuck
OJ REDOS 55H 192.168.10.130 REDOS\admlocal

Job6aBneHue pa3peLueHnmn
MogpobHoe onucaHne paboTbl C paspeLlleHnsaMm ONMcaHo ganee, B pasgene PaspelweHus.

[nsa co3gaHnsa HOBOro paspelueHns HaxxmuTe [lobaBuTb paspelleHue, BbibepuTe nonb3oBaTens 3
katanora AD, BpeMs AeCTBUS pa3peLLeHnsi, pacnnucaHne JocTyna, BO3MOXHOCTb MPOCMOTPa YYETHbIX
AAHHbIX, YKaXXNTE UCTOYHUK nogkntoveHmsa(ecnu TpebyeTcs) n noBbilweHne npusmnerni B SSH-ceccusix
(onumonanbHo gnsa SSH-ceccun) n Haxxmnte Co3paThb.

Ecnu 6b1n oTmeyeH napametp [1o6aBNATL pecypcbl BMecTe C yYeTHOW 3anucbio, TO paspeLleHne Ha
pecypcbl ByaeT BblaaBaTbCs K KaXXgoMy pecypcy nod OTAeNbHO ykasaHHOW yYeTHoM 3anuceto. Ecnn atot
napameTp He Bbi1 OTMeYeH, TO BO BpeMs Bblaayn paspelueHus notpebyeTcst BbibpaTb, OT Kakon y4eTHOM

3anucy GyaeT BblAaHO paspeLleHne Ha BCHo rpynny.

Tak kak paspeLueHne co3aaeTcsl Ha BCHO rpynny, Nonb30BaTesnto CTAHOBSATCS AOCTYMHbI cpasy BCe Pecypchbl
rpynnbl. Mpu M3aMeHeHUU cocTaBa rpynbl PECYPCOB Y Nofb3oBaTers B pamMmkax paspeLLeHust Takke

M3MEHUTCA COCTaB AOCTYMHbIX A4 NOAKITHOYEeHUA pecCypCoB.


http://localhost:3000/privileged-access-manager/3.1/administration/section-reference/permissions/
http://localhost:3000/privileged-access-manager/3.1/administration/section-reference/permissions/

Cnuncok cosaaHHbIX paspeLueHnii MOXXHO NOCMOTPETh BO BKNaake Pa3peweHus. [pu Haxatum Ha
paspeLleHne OTKPoeTCs ero Nnpourb.

NMpocmoTtp ceccum

Bo Bknagke Ceccum oToGparkaeTcst CMMCOK NMOCMEAHNX CECCUI C KaXabIM M3 pecypcoB rpynnbl. Mpu
HaxxaTum Ha ccbinky MokasaTb Bce OTKPOETCs pesynbraT Noncka BCEX CECCUii No AaHHOW rpynne pecypcos

B pasgene Bce ceccum.

NMpocmoTp coObITUN

Bo Bknagke CobbITUA oTOGpaxatTca nocrnegHne cobbliTvst 0 AaHHOW rpynne pecypcoB. [Npu HaxaTnm Ha
ccbinky MokasaTb Bce OTKpoeTCs pesynbraT Nnoucka Bcex coObiTMiA MO AaHHON rpynne pecypcoB B pa3gerne
Cob6biTuA.

YpaneHue rpynn pecypcoB

B pasgene Npynnbl pecypcoB OTMETLTE OAHY UMM HECKOSBbKO Fpynn 1 HaxXMuUTe YaanuTb.


http://localhost:3000/privileged-access-manager/3.1/administration/section-reference/permissions/#permission-page
http://localhost:3000/privileged-access-manager/3.1/administration/section-reference/all-sessions/
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Y4yeTHbIe 3anucu

Paspen npegHa3HadveH anAa pa60TbI C nokalnbHbIMAN N AOMEHHbIMU Y4ETHBIMU 3aNNCAMN.

NoGaBneHne y4yeTHOM 3anncu

UTtobbl fo6aBuTh y4eTHYIO 3anncb B PAM, BbINONHUTE cnegyowime OencTBus:

1. MNMepenante B pasgen YyeTHbIe 3anucu 1 Haxmute [lobaBuTh.

2. BblbepuTte pecypc unv omMeH, B KOTOpoM ByaeT pasmelleHa yyeTHasa 3anuchb.
3. BBegute ums yyetHom 3anucum u, npn HeOBXo04MMOCTH, ONUCaHKeE.

4. 3agante naponb. MakcumanbHas anuHa napons — 4096 cumBonos.

5. NpoBepbTe faHHbIE N COXPAHUTE YYETHYHO 3anuchb.

Monck yyeTHOM 3anucu

Mownck OCYyLLUEeCTBIIAETCA B pa3gerne Y4yeTHble 3anucu.

BbicTpbIN Nouck

Beeante B CTPOKY MNMoucKa Uma yquHoﬁ 3anunucu rnoriHOCTbK UM YaCTU4YHO.

PaclumpeHHbIN nouck

HaxxmuTe PaclumpeHHbIM NOUCK 1 BBEAMTE OAMH U HECKONbKO KpuTepres, UMa yueTHoM

3anucu rnoriHOCTb UM YaCTU4YHO. Bbl6epl/ITe COCTOAHNE yquHOVI 3arncu.:

Oxunpaet peweHna

NrHopupyetca

Ynpaengaetcs

3abnokupoBaHa

YnaneHa

BbiGepuTe pasmMelleHne y4eTHON 3anmncu:



o JlokanbHasa y4yeTHas 3anucb [1ns novcka BBeante Uma pecypca nnn Agpec (DNS unu IP-agpec)

NOJIHOCTbIO UJTN YaCTUYHO.

+ [omeHHas yyeTHasa 3anucb [1nsa noucka seegmte NetBIOS aomeHa nnu DNS aomMeHa nosiHOCTbIO

NI 4aCTn4Ho.

NMpodunb yyeTHOM 3anucu

REDOS\admlocal A INDEED\adm ~
$8 [dobaeutk paspelweHne V) BoccraHoBuTs Eg lpoeeputs & CmeHuTb Nnaponb

@2 Ycranoewuts S5H karou C‘l CHMHXpPOHWIMPOEATE E'] 3a0NoKWpOEBaTE @ Wruopupoeats

]m Ynanute

admlocal #

Pecypc REDOS

Local root admin &
Default policy 3 # @
Root OU

09.11.2022 12:56:47
09.11.2022 12:56:18

Bonelwe «
Pazpewenur Ceccum CoSbITKA [pynnel GezonacHOCTH
ME MonbzoeaTtenwn MogpazgeneH... Pecypchi
5 victor@indeed.local Root OU REDOS (55H) [E] REDOS\admlocal [ W

Mpodunb oTobpaxkaeT AaHHbIe, yKasaHHble Npy 06aBNeHUN YY4ETHON 3anucu:

e Umsa — nms pecypca, Ha KOTOPOM pasMeLLeHa y4eTHas 3anucb 4OCTyna v UMsi y4eTHOW 3anmcu

goctyna.
e PasmelyieHne — nms pecypca nnv JoMeHa rae pacnorioxeHa yyeTHas 3anuncb 4ocTyna.

e OnucaHue — NPON3BOSIbHbIN TEKCT.



e Monutuka — Habop npaBun, AENCTBYIOLLMX NPU OTKPbITUM CECCUN OT MMEHW YYETHOW 3anucu JocTyna.
* MNoppaspeneHne — nMs nogpasgeneHns, B KOTOPOM COCTOUT pecypc.

o [laTta npoBepkKu naponsa — gata n Bpems nocrnegHen NpoBepkn napons y4eTHOM 3anmncu.

e [aTta npoBepkn SSH-kno4ya — gata n Bpems nocriegHen nposepkn SSH-kntova y4eTHOM 3anmcu.

o [lata CUHXPOHM3ALUUN — JaTa U BpeMs NOCNeaHEN CUHXPOHM3aUMUN OaHHbIX.

o [lata po6aBneHna — garta u Bpems obaBneHus yyeTHouM 3anncu goctyna B Indeed PAM.

o lNMocnepnHee uameHeHue — farta 1 BpeMs nocnegHero pegakTMpoBaHus y4eTHOW 3anmcu 4ocTtyna.

+ Bpems nocnegHen cMeHbl Napons — garta U BpeMsa nameHeHus napons B 6ase Indeed PAM.

° BDEMH nocrneaHen CMeHbl naporns Ha pecypceIB AOMeHe — JaTa N BpeEMA U3AMEHEHNA NMapond B

6a3se Indeed PAM u Ha pecypce.
o Bpewms nocnegHen cmeHbl SSH-kno4va — gata v Bpemsi uameHeHust SSH-kntoya B 6a3e Indeed PAM.

o Bpewms nocnegHen cmeHbl SSH-knto4Ya Ha pecypce — aarta v Bpems uameHeHna SSH-kniova B 6ase

Indeed PAM u Ha pecypce.

PaspeweHus

Bce paspelleHusi, B KOTOPbIX UCMOMb3yeTcs y4eTHas 3anncb otobpaxatoTca Ha Bknaake Paspelwenus. [ns
Kak[0ro paspelleHusi oTobpakaroTcs creaytolime AaHHble:

e Ne — Homep paspelueHus.
» MNonb3oBaTtenu — nonb3oBartenu karanora Active Directory, Ansa KOTOpbIX BblAaHO paspeLLeHune.
o loppaspeneHue — nms nogpasgeneHuns, B KOTOPOM COCTOUT pecypc.

¢ YyeTHas 3anucb — y4yeTHada 3anncb, Kotopas ncnonbayerca ans otkpbitna RDP, SSH nnu WEB-
CecCumu Ha pecypcax yKasaHHbIX B paspeLUueHun.

o Pecypcbl — pecypchbl, Ha KOTOpbIX MOXeET bbITb OoTkpbiTa RDP, SSH nnn WEB-ceccus ot

WMEHW yKa3aHHOW YYEeTHOM 3anucu.

Ceccumn

Bce akTuBHbIE 1 3aBepLUeHHblEe CeCCn yHeTHOﬁ 3anmcu 0T06pa)KaPOTCFI Ha Bknagke Ceccumn. [1Ins kaxgon
ceccunm OTO6pa)Ka}OTCF| cneagywuine gaHHble:

* MNonb3oBaTtenb — nornb3osBarerb KaTanora Active Directory, KOTOpPbIN MHULMMPOBAN CECCULO.

e YyeTHas 3anucb — y4yeTHas 3anucb, koTopasi ucnonbayetcs anga otkpbltua RDP, SSH unn WEB-

ceccun.

° I'Ionpas.qeneHMe — M4 nogpasgerieHnad, B KOTOpoOM COCTOUT pecypcC.



» Pecypc — pecypc, Ha koTopoMm 6bina otkpbita RDP, SSH unu WEB-ceccust 0T MMeHM y4eTHOW 3anuciu.
e Appec nogknoyeHnUs — pakTUYeCKnn agpec, UCnonb3yeMblin Npu OTKPbITUM CECCUMN.

e ANuTenbHOCTb — AJIUTENBHOCTb CECCUM.

* NMopkntoyeHne — Tnn yganeHHoro nogkntoveHms (RDP, SSH, nonb3oBaTtensckue Tunbl)

o MopknroueHmne kK PAM — narta n BpeMs OTKpbITUSI CECCUMN.

o 3aBeplLUueHMe — [aTa 1 BpeMs 3aKpbITUsi CECCUMN.

o CocTosiHne — oTobparkaeT TekyLiee COCTOsiHue ceccum (AKTUBHAs UKW 3aBepLUEHHas).

[na npocmoTpa nogpobHOM MHOpMaLIMM O CECCUM HAXXMUTE Ha CTPOKY C HY>KHOW ceccnen. Ytobbl BbIBECTU
BCe ceccuu A58 JaHHOW y4eTHOW 3anncu, HaxmuTe lNokasaTb Bce.

CoObITusA

Bce cobbiTusa yyeTHON 3anncu otobpaxatoTcs Ha Bknagke CobbiTusa. [Anga kaxgoro cobbiTus oTobpaxarotcs
crnegywoLwne AaHHble:

Bpems co3paHua — garta n Bpems co3gaHusi cobbiTus.

o Kopg — kop coObITuS.

CoObiTe — onvcaHune codbbiTUS.

KomnoHeHT — koMnoHeHT Indeed PAM, KOTOpbIN creHepupoBan cobbiThe.

MHVILI,VIaTOp — Y4€THasaA 3anncb, KOToOpad MHMumnpoBana reHepawuto cobbITKA.

[nsa npocmoTtpa nogpo6HON MHpopMaLUN O COBLITUN HAXKMUTE Ha CTPOKY C HYXXHbIM COBbITUEM. YTOObI

BbIBECTM BCE COObLITUA ANSA OaHHOWN y‘-IeTHOIZ 3anucu, Haxmute lNokasaTb Bce.

Mpynnbl 6e3onacHoOCTH

Ha Bknagke Fpynnbl 6e3onacHocTM oToOpaXkaeTcsa nepedeHb rpynn 6e30nacHOCTU, B KOTOPbIX COCTOUT
y4YeTHasl 3anuce.

(D NPUMEYAHUE

[ns JOMEeHHbIX Y4EeTHbIX 3anucen He oTobpaxatotca Built-in rpynnebl 6esonacHocTw.

CnyXx6bl



/\ NPEAYNPEXAEHUE
[na nokanbHbIX YYETHbIX 3anuceit aTa BKraaka oTobpa)xaeTcs TONbKO eCrin y CBA3aHHOro pecypca

€CTb HacTpoeHHoe cepBucHoe noakntoydeHne ana Windows.

Bce nobaBneHHble cnyObl oToOpaxatoTcs Ha Bknagke Cnyxobl.

[nsa kaxgon cnyx6bl 0TOGpaXxarTca crneayowmne gaHHbIe:

e Umna CHY)KGI:I — 3Ha4YeHune, 3agaHHoe rnpu co3gaHnm CJ'Iy)K6bI. CoBnagaert co 3HaveHuem nons Nvs

cnyx0bl (Service name) ocHacTkn Cnyx0bl Ha pecypce.

e Y4yeTHas 3anucb — y4eTHasi 3an1cb, OT UMEHWN KOTOPOW 3anyckaeTcs crnyxba.

e OnucaHue — I'IpOIASBOJ'IbeIIZ TEeKCT.

Takke Ha 3Tou BKNagke Bbl MOXeTe 00aBuTb cny>|<6y ans atoun y‘-IeTHOI7I 3arnncu, and 3toro HaXxxMumnTe

Job6aBuTb.

BbiGop nonnTUKM Ansi y4eTHOM 3anucu

1. OTKponTe Npohunb y4ETHON 3annNCHK.

2. Haxkmute #, 4yT06bI OBABUTL MU U3MEHUTb NOSINTUKY.


http://localhost:3000/privileged-access-manager/3.1/administration/section-reference/resources/setting-up-a-service-connection-for-resources/#setting-up-for-windows

Onepauuu Hag y4YeTHbIMU 3anNUCAMU

PenakTtupoBaHue y4eTHOM 3anucu

YT1o6bl n3ameHnts MMA yueTtHon 3anmucu, Onucanue nnm Monutuky, HaxxmuTe # B Nnpodune y4eTHon

3anncu.

MoaTBepXxaeHMe y4eTHON 3anucu

®yHKLMA pecypca nnu gomeHa CUHXpPOHMU3aumsa NO3BOSISIET NOSyYaTh fIOKanbHbIE NN JOMEHHbIE YYETHbIE
3anncu B aBTOMaTU4ECKOM pexnme, HO Ansa paboTbl € NoNyYeHHbIMWU yYeTHbIMU 3anucammn TpebyeTcs
noagTeepxaeHue, Tak kak Indeed PAM He nony4vaet ux naponu.

YT06bl NOATBEPANTL YYETHYIO 3anunck, HaxxmuTe CaenaTtb ynpaBnsieMon B npodune y4eTHoM 3anmcu.

Maponb n SSH-kno4

Ecnu anga pecypca, ¢ kotoporo fobasneHa y4yeTHas 3anmcb HaCTPOEHO CEPBUCHOE NOAKMOYEHME C TUMOM
SSH, T0 Npu noaTBEPXXAEHUM YHETHOW 3annCy NOSIBUTCA BO3MOXHOCTb reHepauumn unm pyyHoro gobasneHus
He TorbKo napons, Ho n SSH-kntova. Huxke Byget paccMoTpeH npuMmep NOATBEpPXKAEeHUSA YY4EeTHON 3anmcu
OC *nix. Npwn noaTeepxaeHumn yveTHbix 3anucen OC Windows, CYB/[] nnn JOMeHHbIX YY4ETHbIX 3anvcen

OyaeT oTCyTCTBOBaTb CTpaHULA ANs reHepauum unm pyyYHon yctaHoBku SSH-kntoya.

HacTtpounka napons

1. Boibepute nyHkT He 3apgaBaTb, CreHepupoBaTh Crly4amMHbIn naponb 1 3aaaTtb Nnaposnb
BPYUHYHO.
2. Beegute naponb unu npogosmkuTte Bblibpas nyHKT He 3apaBaTb 1 CreHepupoBaTh CnyYanHbIn

naponb.



HoBbili naponb =

() He zagaeats
® CreHepupoBaTL CAYUaAHLIR Napons

) 3aaaTk Naponk BpyuHyo

HacTtpouka SSH-knouva

1. Boibepute nyHKT He 3apaBaTb, CreHepupoBaTb HOBbIN SSH-knto4y nnu 3apgatb SSH-knto4
BPYUHyH. [Inga ykaszaHmsa SSH-knoya Bpy4yHyo Heobxogum dann ¢ knoyvom B popmarte PEM. Ecnu
KntoY yxe 6bin paHee co3aaH, ybeantecb YTO OH HAaYMHAETCA C YKa3aHHOW CTPOKU, MHaYe KoY

TpebyeTcs npeobpasoBaTb B popmaT RSA:

Mpy HeobxoaMMOCTU, ANs CO3AaHNst HOBOIO KrtoYa BOCMNONb3ynTech yTUnuMTon puttygen, nm6o ogHow 13

KomMaHA;:

ssh-keygen -t rsa -m PEM

openssl genrsa -des3 -out privatekey.pem



2. Buibepute cann SSH-kntoya 1 BBegMTE €ro naposnb Unm npogormkmte Bblbpas nyHKT He 3apaBaTtb
unn CreHepupoBaTb HOBbIN SSH-Kknou.

Hoebin SSH knrou =

_)He 23aaeate
@ Crenepupoeate HOBLIA SSH Koy

() 3apate SSH knou BpyUHYO

BoccTtaHoBneHue naponsa nnu SSH-knro4va
PyHKLMA NO3BONAET BEPHYTb COXPAHEHHOE COCTOsAHME naponsa unn SSH-koya ans y4eTHon 3anmcu.

1. Haxxmute BoccTtaHOBUTL B rnpodune y4eTHOW 3anmncu.



2. Bbibepute TOUKY BOCCTAHOBIIEHUS, YKQXMTE NPUYMHY U 3aBEPLUMTE BOCCTAHOBIEHME Naponsi.

BoccTtaHoBAeHMe yueTHOW 3anncK =
Q

Qata MNpuunna Hzmenenne KommenTtapwuid

03.06.2020 17:21:43 MzmeHeHWe yUeTHOH SanMou Mapone A password is compromised.

03.06.2020 17:14:59 MzmeHsHWe yueTHOR 2anmou S5H warou A private key is compromised.

03.06.2020 14:47:26 YUeTHARA 2anMce CASNEHA YNPaBNAEMOR MNapone

03.06.2020 17:21:43

lNMpoBepka naponsa unu SSH-kno4va

PyHKUMA NO3BONSET NPOBEPUTL COOTBETCTBME Napons nunn SSH-krtova, a Takke Hanvyume HeynpasnsiemblX
PAM SSH-kntouen.

Onepau,vm BbINOSHSAETCA C NOMOoLLb KHOMKK NMpoBepuTb B npodune yquHoﬁ 3arincu.

(D NPUMEYAHUE

[MpoBepka naponen 4oOMeHHbIX Y3 unn nokanbHbiX Y3 pecypcos nopg ynpasneHnem OC Linux moxeT

BbINOMHATLCA 6e3 HaCTpOVIKM CEepPBUCHOIO NMOAKITHIYEeHNA K pecypcy Ui goMeHy.

CmeHa napons

/\ NPEAYNPEXOEHUE



[Mpn cmeHe napons y4yeTHOM 3anucu obpallanTte BHUMaHWe, CBA3aHbl SN C 3TOM YY4ETHOW 3anunchbio
cnyx6bl. [pn cMeHe napons y4eTHOW 3anucu, Naponun CBA3aHHbIX CNYX6 TOXe NOMEHSAITCA.

®yHKUMS No3BONsiET COPOCUTL Naposb, U3MEHUTb NAPOSb Ha ClyyYaHoe 3Ha4YeHne NN BBECTU HOBbIN

naposib B py4HOM pexunme.

1. Haxxmute CMeHUTb naponb B nNpodune y4eTHOW 3anmncu.

2. BbibepuTte nyHkT He 3apgaBaTb, CreHepupoBaTh Crly4amMHbIn naponb 1 3agaTtb Nnaposnb
BPY4HYHO.

3. BBeaute naponb unv npogormkuTe Bolopas NyHKT CreHepupoBaTh crny4yanHbIM naposnb unv He
3apaBaTh.

4. Beegute NpuvymHy CMeHbI Napons.

5. 3aBepLumTe cMeHy napons.

CmeHa naposnd no pacnncaHuno

CMeHa naporeii y4eTHbIX 3anuncei no pacrnmcaHuio HacTpanBaeTcs Yepes NonuTUKM.

1. OTkponTte pasgen Monutuku.

2. Bbibepute nonuTUKy, KoTopas ynpasnsieT HY>XHON BaM y4YETHOWN 3anuncblo.

3. OTkpounTe pasgen Y4eTHble 3anucu.

4. Bkntounte onuumto NMepuoanyveckm MaMeHATb naposnb U SSH-KNoY y4eTHOM 3anucu.

5. 3aganTe konn4yecTtso AHen B nore MNepuoa nameHeHusa napons u SSH-knw4va. ABTomaTnyeckoe

M3MEeHEHNE napona nin SSH-kntova 6y,u,eT BbIMONMHATLCA OAMH pa3 B YKa3aHHOE KOJin4eCcTBO OHen.

CmeHa SSH-knroua

CDyHKLl,I/IFI no3sonder C6pOCVITb K4, UBMEeHUTb KoY Ha CﬂyanZHOG 3Ha4YeHne unm 3arpy3nTb HOBbIN KIOY B

PYYHOM pexume.

1. Haxxmute CMmeHuTb SSH-kntou B Nnpodune y4eTHon 3anucu.

2. BeibepuTte nyHKT He 3apaBaTtb, CreHepupoBaTb HOBbIN SSH-knto4 nnu 3agatb SSH-kntoy
BPYYHYHO.

3. Bblbepute cpann SSH-knoya 1 BBeguTe ero naporb Uy NpoaorkuTe Bolopas NyHKT CreHepupoBaTb
HoBbIM SSH-kno4 nnn He 3apaBaTth.

4. Beegute npuynHy cMmeHbl SSH-kntoya.

5. 3aBepmTte cmeHy SSH-knova.


http://localhost:3000/privileged-access-manager/3.1/administration/section-reference/services/
http://localhost:3000/privileged-access-manager/3.1/administration/policy-setup/#checking-changing-credentials

YpoaneHue HeynpaBnsaembix SSH-kno4vyen

B cnyyae Hannuusa y Y3 owmnbkn "OBHapyxeHbl Heynpasnsemble SSH-kntoun" B8 MC cTaHOBUTCA JOCTYNHON
KHOMKa "YaanuTtb HeynpasnsemMble knoun”. [pu Haxatnmn ygansaTca Tonbko Heynpasnsemble PAM SSH-

kntoun. CosgaHHble, nmoo gobasneHHble B PAM SSH-kno4um ocTtatlotcsa 6e3 naMmeHeHuin.

CUVHXpOHM3auuna

(DyHKLl,I/IFI MO3BOJIAET NOJTY4YUTb CNUCOK rpynn Ge3onacHocCTH, B KOTOPbIX COCTOUT y4ETHAA 3arnmnchb.

Onepauus BbIMOMHAETCH C NOMOLLbLIO KHOMKM CUHXPOHU3UPOBATb B Npoduie y4eTHOM 3anmcu.

BrnokupoBkKa

CDyHKLl,VIFI NO3BOJIAET NMPUOCTAHOBUTb nencTemne Bcex pa3peLueHM|7|, B KOTOPbIX NCMNOJIb3yeTCA y4ETHAA
3annchb.

Onepaums BbINOMHAETCA C NOMOLLbIO KHOMKN 3abnokupoBaTb B Npoduse y4eTHOM 3anmcu.

() NPUMEYAHVUE

YyeTHas 3anucb 6y,u,eT oTMeueHa cumeoriom ©. Bee paspelleHnd, B KOTOpPbIX y4eTHaA 3arnmcb

ABNAETCA YH4aCTHUKOM, 6yﬂ,yT OTMe4YEHbl CMMBOJIOM

UrHopupoBaHue

(DyHKLl,l/IFI NO3BOJIAET NepeBecTn YHETHYIO 3alnCb B COCTOAHME, B KOTOPOM OHa XpPaHUTCA 6e3 napona n He

MOXET CTaHOBUTLCH YHAaCTHUKOM paspeLLeHUi.
Onepauunsa BbINOMHAETCH C NOMOLLbLIO KHOMKM UrHopupoBaTb B Npodure y4eTHOM 3anucu.

/\ NMPEOYNPEXOEHUE

YyeTHas 3anucb 6y,u,eT OoTMeYeHa cumBosiom . Bece pa3pelueHnd, B KOTOpPbIX y4ETHaAA 3arnncb

SABNSETCH y4aCTHUKOM, nepenayT B coctodaHne G Zdb\gh



YoaneHve y4eTHOM 3anucu

Onepau,vm BbINOSTHAETCA C NOMOLLbIO KHOMKN YaanuTb B npodune yquH017| 3arincu.

() UH®OPMALUSA

Mpv yoaneHun y4eTHas 3anucb NponageT U3 BCEX CBSA3AHHbIX C Hel Cryx06, TO eCTb B KApTouke
cnyx06bl B norne YueTHas 3anucb OyaeTt cToaTb npodepk. Camu cryx6bl He yaansaTes.

BoccTtaHoBneHue y4yeTHOM 3anncum

1. HaxkmuTe PaclumpeHHbIW NOUCK B pasgerne Y4YeTHble 3anucu.

. Beegnte Umsa ydeTHON 3anmcuy NOMHOCTBIO UM YaCTUYHO.

. Beibepute gna nona CoctosiHue 3HavyeHne YaaneHa.

. Bbibepute pecypc nnmn gomen, ¢ kotopom bbina gobaeneHa yyeTHasi 3anuchb.
. OTkponTe Nnpodunb y4eTHON 3anucu n Haxxmmte BoccTaHOBUTD.

. BeibepuTe TOUKy BOCCTaHOBMEHUS NAPOsis YYETHOW 3anucu.

~N OO o0 B~ wWwON

. Beegute NPUYNHY BOCCTAHOBIIEHNA N HAXMUTE BoccTtaHOBUTL.

() VH®OPMALSA

Npu BOoCCTaHOBNEHUMN y‘-IeTHOIZ 3arnncu paHee cylleCtBoBaBLUNE CBA3UN MexXOy y‘-IeTHOIZ 3aruncbro n

cny>x6amu He BOCCTaHaBNMBalOTCS.



http://localhost:3000/privileged-access-manager/3.1/administration/section-reference/services/
http://localhost:3000/privileged-access-manager/3.1/administration/section-reference/services/

MaccoBble onepauuu Hag y4eTHbIMU
3anucamMm

NMNoaTBepXxaeHue

1. B pasgene Y4yeTHble 3anucu OTMETLTE OAHY UMM HECKOMBbKO YYETHbIX 3anncen.
2. Haxmute Coenatb ynpaBnsieMomn.

3. Bbibepute NonuTmKy CECCU 1 3aBepLunTe NOATBEPXKAEHNE.

/\ NPEAYNPEXAEHUE

Mpy maccoBoM NOATBEPXKAEHUN BCEraa reHepupyoTCa CriydanHble Naponu Ans y4eTHbIX 3anmcen,
reHepauns SSH-kn4en He BbINOMNHSAETCS.

lNpoBepka naponsa nnu SSH-knrw4a

1. B pasgene Y4yeTHble 3anMCU OTMETLTE OAHY UITM HECKOSbKO YYETHbIX 3anncen.

2. Haxxmute MNMpoBepuUTh.

BnokupoBka

1. B pasgen YyeTHble 3anMcu OTMETLTE OAHY UITM HECKOSBbKO YYETHbIX 3anucen.

2. HaxmuTte 3abnokunpoBaTthb.

UrHopupoBaHue

1.B pasgene YyeTHble 3annUcu oTMETLTE OOHY UJTN HECKOJ1bKO YHETHbIX 3anucemn.

2. Haxxmute UrHopupoBaThb.

YnaneHue



1. B pasgene Y4yeTHble 3anMCKU OTMETLTE OAHY UITM HECKOSbKO YYETHbIX 3anncen.

2. Haxxmute Yoanuts.



[oMeHbI

Pasgen npegHasHaveH gns pabotel ¢ gomeHamum Active Directory.

NMouck pomeHa

Mownck OCYLLECTBIIAETCA B pa3fene [omeHbI.

BbiCTpbIN NOUCK

Beegute B cTpoky novcka NetBIOS nnu DNS nonHocTbio nnu 4acTnyHo.

PaclumpeHHbIX NOUCK

Haxxmute PaclumpeHHbIW NOMUCK 1 BBEAUTE OANH UM HECKONLKO KpuTepmnes, NetBIOS
nnn DNS nonHocTbo unu yactnyHo. Beibepute coctosiHne gomeHa:

o [locTyneH

e YnaneH

NMpodunb goMeHa



INDEED-ID 2 INDEED-ID\Victor.Osipov ~

OB3BMTE YYETHYHD 38MUCk MNpoBepwTe COBANMHEHME MMnopTMpoBate pecypckl ﬁ CHHXpOHWM3WPOBATE YYETHBIE 3anucK Yoanute
¥ - ¥

INDEED-ID #

indeed-id.local #
INDEED-IDVipamservice #
MonauTrka yueTHelx zanuceii # @
04.08.2021 18:54:35

05.08.2021 09:39:32

JoMEHHEIE YUSTHEIE 2aMKCK KoHTefHepw ana pecypcos MpUEXAETMPOEAHHEIE TPYNNEL CobBeiTnAa
Wma PazmeweHue CoctoAHue Onucanwne
INDEED-IDNIPAMManager Nowmen INDEED-ID Wruopupyetca
INDEED-IDVipamservice Nowmex INDEED-ID YnpaenaeTca
INDEED-IDYpamadmin Nowmen INDEED-ID YnpaenaeTca

Mpochmnb otobpaxaeT faHHbIe, YKasdaHHble npu AobaBneHnn:

* NetBIOS
 DNS

4 CepBI/ICHaFI y4yeTHadA 3anncb — AOMEHHasd y4eTHadaA 3anncb, OT UMEHN KOTOpOVI 6y,£|,yT BbIMOJTHATbCA

cepBUCHbIE onepaunn.

e Monutuka — Habop npaBun, AENCTBYIOLLMIA HA LOMEHHbIE YYETHbIE 3anncu JoCTyna, A40OaBNeHHbIE B
Indeed PAM.

e [laTta CMHXpPOHU3aALUU pecypcoB — [aTta h BpemMA nocregHemn CUHXPOHM3auunn pecypcos.

o [ara CUHXPOHU3aUNUN YyHeTHbIX 3anucen — garau BpeEMA nocnegHemn CUHXPOHM3aUNN YHETHbIX

3anuvcen.

IJoMeHHble Y4eTHbI€ 3annucu

Bce no6aBneHHbIe AOMEHHbIE y4YeTHble 3annmcu 0To6pa>|<a+0Tc;| Ha Bknagke [loMeHHble Y4YeTHble 3anucu.

KoHTenHepb!l AnAa pecypcos



Bce Bbl6paHHbIe AnA CUHXPOHM3aunn JOMEeHHbIX KOMMNbTEPOB KOHTeVIHepr OT06pa)KaI-OTC$I Ha BKIlagke

KoHTenHepbl Ans pecypcos.

MpuBMNernpoBaHHbIE rpynnbl

Bce BbibpaHHble ANsi CUHXPOHM3aLMN JOMEHHBIX YYETHbIX 3anucen rpynnbl 6e3onacHoCT oTobpaxaroTcs

Ha Bknagke MNMpuBunernpoBaHHbIe rpynnbi.

CoObIiTuA

Bce cobbiTusa Ha pecypce oTobpaxatotcs Ha Bknagke CobbITUA, 3aecb oTobpaxatoTcsa nocnegHue 5
cobbiTnin. [lna npocmoTpa nogpobHon nHdopmauumn o cobbiTnn TpebyeTcs packpbiTb ero. YToObl BbIBECTH
BCE COObITUSA AN AaHHOro JoMeHa, HaxmuTte NMokasaTb Bce.

BbiOop nonuTtukn gna pomeHa

1. OTkponTe Npodurb JOMeEHa.

2. Haxxmute #, 4yTo6bl 4O6ABUTbL MU M3MEHUTD MOTUTHKY.



[lobaBneHne AOMEHOB

,D,J'IFI ynpasneHna AJOMeHHbIMU YH4ETHbIMW 3anncamMmmn goctyna n nojnyv4yeHnda JOMEHHbIX KOMMNbHOTEPOB

TpebyeTca aobasutb AomeH B Indeed PAM.

1. Haxxmute lo6aBuTb B pasnen [JoMeHbl.
2. Beeante NetBIOS 1 DNS.

3. CoxpaHuTe gaHHble.



HacTtpowuka cepBUCHOro noakno4YeHus
ansi JOMeHoB

[na nomeHos Active Directory MOXXHO HAaCTpOUTb CEPBUCHOE MOLKMOYEHME, KOTOPOE NO3BONUT BbIMOMHATD

onepaumu:

¢ [lpoBepka coeanHeHUs1 ¢ 4JOMEHOM

¢ CUMHXpPOHU3aLMs OOMEHHbIX YYETHbIX 3anncen

o [lpoBepka naporsi AOMEHHbIX YYETHbIX 3anncen

o C6poc naponsa AOMEHHbIX YYETHbIX 3anncen

o CuHXpOHU3aums rpynn 6e30nacHOCTM AOMEHHbIX YYETHbIX 3anMcen

° CVIHXpOHI/I3aLI,I/IFI OOMEHHbIX KOMMNbTEPOB

(D NPUMEYAHUE

lMpoBepka naponen 4OMEHHbIX Y3 MOXET BbINMOJTHATLCS 063 HACTPOWMKN CEPBUCHOIO MOAKMIOYEHMUS K

LLOMEHY.

[N obaBneHue y4yeTHbIX 3anuceun

CepBucHble onepaunn BbIMOMHATCHA OT MUMEHN CEPBUCHOWN YYETHOW 3anncu, B pOrv CEPBUCHON MOXET ObliTb
Ha3HayeHa AOMeHHasi y4YeTHas 3anuck. [lepen HaCTPOMKON CEPBMCHOrO NoaknveHnsa Tpebyetca 4obaBuTb
B CUCTEMY JOMEHHYH YYETHYIO 3anunChb.

o [loGaBneHne nomeHa

e [lo6aBneHne JOMEHHbIX YYETHbIX 3anuncen

HacTtpounka cepBUCHOro nogkno4vYeHus

1. OTKpoMTE NPOdPUNb OMEHa 1 HaxmuTe # cnpasa oT napametpa CepBUCHas y4YeTHas 3anuchb.
2. Beegnte UMs y4eTHOM 3anncK NOSMHOCTbLIO UMM YaCTUYHO.

3. BblbepuTe y4eTHyo 3anncb 1 3aBepLUNTE HACTPOMKY CEPBUCHOIO MOLKMOYEHMS.


http://localhost:3000/privileged-access-manager/3.1/administration/section-reference/domains/adding-a-domain/
http://localhost:3000/privileged-access-manager/3.1/administration/section-reference/domains/domain-operations/#adding-an-account

Onepaunu Hag AgomeHamMmu

PepakTtunpoBaHue gomMmeHa

®yHkuma nossonseT naMeHnTb NetBIOS, DNS, CepBUCHYHO y4YeTHY0 3anucb vnu Monutuky.

1. Haxxmute # cnpaBa oT HyXHOro napamerpa B npodune 4oMeHa.
2. BHecuTe nameHeHus.

3. CoxpaHuTe N3MEHEHMS.

NoGaBneHne y4yeTHOM 3anncu

dyHKUnA nossonseT obaenatb B Indeed PAM goMeHHbIe y4eTHbIE 3anucn pecypca, KoTopble MoryT

MCNob30BaTbCA A4 npeaocTtaBlieHnA OOCTyna Ha pecypcChbl.

1. Haxmute [lo6aBUTb y4eTHYI0 3anucb B Npodune JoMeHa.

2. Beegute Umsa yuyetHom 3anmucu n Onucaxue.

HacTtpounka napons

1. Boibepute nyHKT CreHepupoBaThb Crly4aHbIi naposb U1 3agatb Naponb BPYUHYHO.

2. BBeanTte naponb unv npogoskuTte BoldbpaB NnyHKT CreHepupoBaTh ClyYarHbIA Naporsib.

NMpoBepka coeaANHEHUA C 4OMEHOM

®yHKUMSA NO3BONSIET NPOBEPUTL CETEBYHO AOCTYNHOCTL OMeHa, koppekTHocTb NetBIOS umenn, agpeca,

UMEHW N Naponsa CEPBUCHON YYETHOW 3arnncu.

Onepau,vm BbIMOJTHAETCA C MOMOLUBbIK KHOMKKU npOBepVITb coegunHeHue B npoq)vme JOMeHa.

UMnopT pecypcoB

dyHKUMA Nno3BonseT aBTomaTndeckn obaenatb B Indeed PAM goMeHHbIe KOMMNbIOTEPDI.



BbiOOp KOHTENHEpPOB

1. Nepengute Ha Bknagky KoHTenHepbl ans pecypcoB B npodune aomMeHa 1 Haxmute [1o6aBUTD.
2. BBeguTe nonHOCTbIO UMM YaCcTUYHO MMSA KOHTENHepa 1 BblbepnTte 0OauH UM HECKONbKO KOHTEMHEPOB.

3. 3aBepLumnTe BbIOOP KOHTENHEPA.

UmnopT

Onepauus BbINONHAETCS C NOMOLLbI0 KHONkn MMnopTupoBaTh pecypcbl B Npodune AoMeHa.

CUHXPOHMU3ALUA YYETHbIX 3anucemn

dPyHKUMA No3BonseT aBTomaTnudeckn fobaenaTb B Indeed PAM goMeHHbIe y4eTHbIE 3anucu, KoTopble
COCTOSAT B BblOpaHHbIX rpynnax 6esonacHoctu Active Directory.

Bbi6oOp rpynn npMBuUnernpoBaHHbIX Y4YETHbIX 3an1cemn

1. MepenguTe Ha Bknaaky MpuBunerMpoBaHHbIe rpynnbl U HaxmuTe [lo6aBUTD.
2. BeeauTe NoMHOCTLIO UM YaCTUYHO MMS TPYNIbl U BbIGEpUTE OOHY UM HECKOMNBKO rpyrm.

3. 3aBepLumTe BbIOOP rpynn.

CuHXpoHu3auma

Onepau,vm BbINOJTHAETCA C MOMOLLbIO KHOMKAU CVIHXpOHMSVIpOBaTb y4YeTHble 3annucu B npodwu'le OOMeEHa.

YnaneHune/BoccTtaHOBNEeHUe AOMeEeHa

YnaneHne aoMmeHa
Onepau,vm BbIMOJTHAETCA C NOMOLbHK KHOTMKA Yp,anmb B I'IpO(bI/IJ'Ie AOMeHa.

::note lNepen yoareHnemMm gJoMeHa Tpe6yeTc;| yaoannTb BCE y4YE€THbIE 3anncu, KOTopble Obinn gobaeneHbl U3

yoandaemMoro gJoMeHa. il

BoccTtaHoBneHue oomMmeHa



1. HaxxmuTe PaclumpeHHbIn nouck B pasaerne [loMeHbl.

2. Beeaute NetBIOS nnn DNS nonHOCTLIO MY YaCcTUYHO.

3. Boibepute ana nons CoctosiHMe 3HayeHne YaaneH u Haxmute Hantu.
4. OTKponTEe Npohusib pecypca n Haxmute BoccTtaHOBUTDL.

5. Beegute NPUYNHY BOCCTAHOBIIEHNA N HAXMUTE BoccTtaHOBUTL.



MaccoBble onepauuu Hag oOMeHaMu

NMpoBepka coeanHEHUA

1.B pasgene O omMeHbl OTMeTbTE OAUH NI HECKOMNBbKO AOMEHOB.

2. Haxxmute MpoBepuTb coeaguHeHMe.

YnaneHne AOMEHOB

1. B pasgene loMeHbl OTMETbLTE OAMH NI HECKONBbKO JOMEHOB.

2. Haxmunte Yoanutb.

(D NPUMEYAHUE

MNepen ynaneHnem AOMeHOB TpebyeTcs yaanuTb BCe YYEeTHbIE 3amnncu, KOTopble Gbinu AoGaBneHbl 13
yaoansieMblx JOMEHOB.



CTpykTypa

Pasnen npegHasHayeH ansa cosgaHnsa nogpasgenenunn (Organizational Unit, OU) opraHusauumu. Mpu
co3daHun nogpasaeneHnin MoXXHO pasrpaHnyYnBaTth JOCTYN agMuHucTpaTopoB PAM K oTaenbHbIM pecypcam.

(D NPUMEYAHUE

Mogpasnenennss PAM HUKak He CBA3aHbl C NogpasaeneHnsMm Unum KOHTenHepamm gomeHa Active

Directory.

Buabl noapaspeneHnu

MogpasaeneHne MOXeT ObITb rnobanbHbIM MNK foKanbHbIM. Tak e 1 06bekTbl PAM mMoryT 6bITb

rno6anbHLIMN N NOKanbHbIMKU MO NPUHageXHoCT K noapasgeneHuto.

Cpasy nocne yctaHoBkn PAM B cucteme yxe cyuiectByeT FmobanbHoe nogpasgeneHue. Emy
npuHagnexar Bce 00beKTbl, Y KOTOPbIX NogpasaeneHve He ykasaHo ABHO. COOTBETCTBEHHO, Nocne
o6HoBneHust Bepcun PAM Ha Bepcuto 2.7 nnu BbllLe BCE paHee CyLeCcTByoWme 06bekTbl CTAaHOBATCSA

rmoo6anbHbIMU.

MpuBasky agmuHucTpaTopa PAM k nogpasgeneHnio MOXHO BbIMOSTHUTL B HAacTporikax Ponu. MNonb3oBatens
MOXET ObITb B pONsiX U3 0gHOro nogpasaenerHuna. Henb3ss 0obaensatb nonb3oBaTens B pofib NOBTOPHO,

yKasblBasi Apyrne nogpasgeneHus.
Mogpasgenenune ykasbiBaeTca npu obasneHun Pecypca, lomeHa, pynnbl pecypcos.

CucTemMa pacrno3HaeT SBMseTcs N AaHHbIA OGbEeKT NoKarnbHbIM MO OTHOLLEHUIO K IaHHOMY NoApasaeneHuto
yepes CBsI3N 0OBLEKTOB C pecypcamu U AoMeHamun. Ecnmn o6bekT cBsisaH ¢ PecypcoM 1 YueTHol 3anuchbto,

noapasaeneHve onpeaensercs no Pecypcey.

JNlokanbHbIN agMUHUCTpPaTOP

JTokanbHbI aAMUHUCTPATOP OrpaHUYeH B NpaBax AoCTyna u MoXeT paboTaTb TONbKO C HAOOPOM 06HLEKTOB,
KOTopble NpuHagnexar ero nogpasgeneHuio. OrpaHMyMBatoTCs TONbKO 00bEKTbl 4OCTYyNna — Y4YeTHble

3anucu n Pecypcel.



NcknioyeHus:

e MOXET ynTatb Y4YeTHble 3anucu rnobanbHbIX AOMEHOB
e MOXET ynTaTtb rnobanbHble NOSIUTUKN

e MOXeT yntatb [loMeHbl, HO HE NX rpynnbl n KOHTeIZHepr
Bce co3naBaemble adMWHUNCTPATOpOM 00bEeKTbl aBTOMATUYECKN npuHagnexar ero nogpasgerneHuto.

(D NPUMEYAHUE

BbI6VIpaTb nogpasgeneHna npu co3gaHnm 00BbEKTOB MOXET ToNbko MMobanbHbIN aaMUHUCTPAaTopP.

INokanbHOMY afMUHUCTPATOPY HEAOCTYMHbI:

L O6beKTbI, CBA3aHHbIE C OpyrmMmun noapasgeneHnamm

o pasgenbl CTpyktypa, Ponun, YBegomneHus
B pasgenax YnpasneHus OCTYMHbl TONbKO A5 YTEHUS:

e MoNUTUKM N NX HACTPOMNKM
e MONb30BaTeNbCKME NOAKMIOYEHUS U CEPBUCHBIE MOAKMHOYEHMSA

e HacTponkn KoHdurypauum
OctanbHble pasgerbl HeAOCTYMHBbI.

JlokanbHbI aOMUHUCTPATOP HE MOXET CO3aBaTb Pa3peLLleHnss C MPOCMOTPOM YYETHbIX OaHHbIX OJ1A

AOMEHHbIX YYeTHbIX 3anuMcen, B TOM ymcne paspeweHue ana NMpunoxeHus.

BknioyeHue paboThl ¢ noapasaeneHuamm

Pabota c nogpasgeneHusmMu BKNtoYaeTcs B KOHurypaumoHHom cparine Management Console.

[MyTb 0O KOHUrypaLuMoHHOro danna:

Windows C:\inetpub\wwwroot\mc\assets\config\

Linux /etc/indeed/indeed-pam/mc/



UTtoObl BKOUNTbL paboTy ¢ nogpasgeneHusamu B PAM, BBeante 3HavyeHne true Ans napamertpa

enableOrganizationalUnits B CeKUUN view:

"view": {
"enableOrganizationalUnits": true



Pa3pewieHus

Pasnen npeaHasHaveH Ans Noucka, Bblaayu, OT3biBa Y NPUOCTAHOBKM AENCTBUS pa3peLLEeHUA.

NMouck paspeLieHun

Mouck nossongaet OT06paSI/1Tb TOJIbKO T€ pa3peLlleHnsa, KOTopble yaoBJI1IETBOPAOT 3aaHHOMY KPUTEPUIO.

EcTtb oBa BMaa noucka:

e BbICTpbI — cTpoKa noucka. MoxHO nckaTb TOSNbKO N0 OOHOMY KpUTepuro. TEeKCTOBbIN BBOA,.
e PaclumpeHHbIn — popma € HECKONLKMMU NonsaMn. MoXXHO UCKaTb NO HECKOMbKUM KPUTEPUSIM Cpasy.

BbinagatoLme crnvcku.

BbicTpbIN NOUCK

B NMONCKOBYHO CTPOKY MOXHO BBOAWUTb OOHO UIM HECKOJIbKO CJ10B. CnoBa MOXHO nucaTb NOMHOCTBLIO UMK

YacTuyHo (3 n 6onee GykB).
Mpumep
YT106bI HAWTK paspeLleHne C ONMCaHMeM TecToBOe pa3peleHue raBHOrO aAMUMHUCTpaTopa, HY>XHO BBECTU

noboe 13 crnoB: TecT, paspew, rnas, agm.

A NMPEOYNPEXOEHUE

Mo koHUy cnoBa nouck He paboTtaet. Ecnu BBECTU peleHue, TO pa3peLleHne He HangeTcs.

PaspellueHne MOXXHO UCKaTb MO ABYM CriOBaM, HAaNpUMep: TecT paspell, pa3pell r1aBH, r1aBH ajM.

/\ MPEQYNPEXOEHUE

CnoBa B NOUCKOBOM 3anpoce AOJKHbl UOTU B TOM Xe nopAaake, YTto B OrnnmcaHnn paspeLueHund. Ecnu

BBECTW paspew TecT, TO pa3peLleHne He oTobpasunTcs.

Henb3sa BBOaUTb Cnoea, MeXxay KOToOpbiIMU B ONMNCaHUK pa3pelleHna eCTtb gpyrme criosa. Ecnu BBectn

TecT agmuH, TO paspelleHve He 0ToBpasnTcs, MOTOMY YTO MEXAY TecT M agMuH €CTb elle ABa

CrioBa.



PacwunpeHHbI NOUCK

MOXHO 1ckaTb N0 OAHOMY UM HECKONBbKUM KpuTepuaM. [pn BbIOOpe HECKOMNbKMX KpUTEPUEB OTOOpa3ATCA
CeCccun, KoTopble YAOBNETBOPSIOT BCEM NEPEUYNCIIEHHBIM KPUTEPUSM.

Mpumep

Ecnu Bbibpath B none MNMonb3oBaTenb 3Ha4yeHWe ivan.ivanov@company.demo U B none CocrosiHue

3Ha4yeHne O0To3BaHoO, TO OTO6p83FITC$I TOJTIbKO OTO3BaHHbIE pa3peLlleHnA TOJTIbKO 3TOro rnoJjib3oBaTer4.

A NMPEOYNPEXOEHUE

B kaxgom none MoXHO BbIOpaTh TOMNbKO O4HO 3Ha4YeHWe. Bbl HE CMOXeTe B 0AHOM 3anpoce
pacLUMpEeHHOro nNoucka BbIBECTU paspeLLeHns nornb3oBartenen ivan.ivanov@company.demo U
peter.ivanov@company.demo . Bbl cCMOXeTe 370 caenatb C NOMOLLLIO TEKCTOBOrO NoUcKa no 3anpocy

ivanov.

Npodunb paspewieHns



PaspelweHune #5 A INDEED\adm ~

) Orozeats () MpuoctaHoeuTE

TecToBOE paspelleHmne

Root OU

victor@indeed.local

INDEEDYadm

09.11.2022 12:32:20

c09.11.2022 00:00 go 09.11.2022 23:59
c 08:00 ao 17:59

Pazpewen
Fecypcel YuUeTHeIE ZanKCK
Pecypc Tvn nogKnroueHMA Agpec nogKnOUeHUA YueTHan zanuck
REDOS 55H 192.168.10.130 REDOS\admlocal

Mpodhunb paspelueHnss oTobpaxaeT criegyowme gaHHbIe:

e OnucaHue — NpPon3BOrIbHbIN TEKCT.

» loppaspeneHue — nmsa nogpasfeneHuns, B KOTOPOM COCTOUT pecypc.

» lNonb3oBaTtenu — nonb3oBartenu karanora Active Directory, Ansa KOTOpbIX BblAaHO paspeLLeHne.
o Cospan — yyeTHasda 3anncb agMuHuctpartopa Indeed PAM.

o Co3paHo — faTa v BpeMs co3[aHus paspeLleHns.

e [lepuop aencTBuA — Aatbl, B Nepuog Mexay KOTOpbIMU paspeLleHne akTUBHO.

+ PacnucaHue goctyna — Bpems, B Nepuos Mexay KOTOpbIM paspeLleHne akTUBHO.

e MpocMOTp y4eTHbIX AaHHbIX — pa3pelleHne Ha NPOCMOTP napons unu SSH-kn4va y4yeTHom 3anucu
Aoctyna.

» Pecypc — nms pecypca, Ha KOTOpOM MOXET ObiTb oTKpbiTa RDP, SSH unu WEB-ceccus ot umeHun

YYETHOM 3arnucu yKkasaHHOM B paspeLleHun.

o Tun noakn4YeHUa — TUN yaganeHHoro nogkntodeHuns (RDP, SSH, nonb3oBatenbckme Tunbl).



o Appec nogkntovyeHna — DNS unu IP-agpec KoHeYHOro pecypca.

e YyeTHas 3anucb — y4yeTHas 3anucb, koTopasi ucnonb3yetcs ang otkpbltus RDP, SSH unn WEB-

CECCUU Ha pecypcax, ykazaHHbIX B pa3peLleHuu.

o Term — BCe Terun pecypca.



Co3aaHve paspelieHnn

Pa3speluLeHns gatoT NpaBo Ha OTKPbITUE CECCUI Ans nonb3oBaTternen Kkartarnora.
YT06bI BblAaTb paspeLleHne:

1. BanguTe B pa3gen PaspeweHus.
2. Haxxmute Co3partb.

3. Boibepute MNogpasgeneHue, lNonb3oBatenen, Pecypcel, YUeTHyto 3anncb, OrpaHnyeHns BpeMeHn n

MapameTpbl paspeLleHnsi B OTKPbIBLLUEMCS BU3apae.

/\ NPEQYNPEXAEHUE

[ns paboTbl ¢ paspeLlueHnamMmmn Heobxoanmbl npusunern YnpaBneHUsa paspeLueHnusaMm
(Permission.Create, Permission.Read, Permission.Revoke, Permission.Suspend).

NMoapasaeneHue

Bb|6ep|/|Te, B KaKOM nogpasgerneHnmn Haxogntca pecypc.

(D NPUMEYAHUE

70T pasgen Bu3apaa He OyaeT oTobpaxaTbCsa NPy CO3AaHNMKN paspeLleHNs NoKarnbHbIM
aAMVHUCTPATOPOM 3TOro NoApasaerneHus.

Nonb3oBaTtenb

Bbibepute nonb3oBatens unuv rpynny nonb3oBaTenen.
YUTtoObl BbIOpaTh Nonb3oBaTens:

1. Ha Bknagke MNonb3oBaTtenu BBeante B cTpoke novcka Umsa, damunuro, Homep tenedoHa nnu E-

mail nonHocTblo nnm yactnyHo. Haxmmte ENTER nnu O\

2. Bb|6ep|/|Te O[HOro U HECKONbKUX NoSb3oBaTeNen.


http://localhost:3000/privileged-access-manager/3.1/administration/section-reference/roles/

UTtoObl BbIGpaTh rpynny nosb3oBaTtenem:

1. Ha Bknagke prnnbl nonb3oBartesien BBeaMTE B CTPOKe noncka Umsa nnm OnucaHue NonHOCTLIO UK

yactnyHo. Haxmmte ENTER mnnu O\.

2. BbibepuTe rpynny nonb3oBartenemn.

Pecypc

Pa3peLueva MOXHO BblaBaTb HaA:

» Pecypchbl, pobasneHHble B Indeed PAM.
e [pynny pecypcos.

 [lpoun3BonbHbIN pecypc.
UTtoObl BLIGpaTh pecypc:

1. Ha Bknagke Pecypcbl BBeanTte B cTpoke novcka Umsa pecypca, DNS-ums, IP-agpec nonHocTso nnm

yacTnyHo. Haxmute ENTER mnnu O\

2. Bbibepute oanH Unm HECKONbKO PECYPCOB.
YUTtoObl BbIGpaTh rpynny pecypcos:

1. Ha Bknagke Mpynnbl pecypcoB BBeANTE B CTPoke noncka UMa NonHOCTLIO U YacTuyHo. HaxmuTe

ENTER um 2.
2. BuibepuTe rpynny pecypcos.

YUT06bI BbIGPATL NPOM3BOSbHLIN pecypc, Ha Bknaake MpousBonbHbIe pecypcbl Bbibepute TUMbI
NOAKIMKOYEHNIA, MO KOTOPbLIM MOMb30BaTENb CMOXET NMOAKIIYATLCS K NPOU3BOSbHLIN pecypcaM. [ocTynHble

Tnnbl nogkntodeHnn: RDP, SSH, Telnet.

YyeTHaAa 3anuchb

Ons OoCTyna K peCcypCy MOXHO MUCNOJb30BaThb JTOKalbHYH, AOMEHHYI0 UM JTMYHYIO YYETHYIO 3anncCb

nonb3oBartend.

() NPUMEYAHVE


http://localhost:3000/privileged-access-manager/3.1/user-manual/access-to-the-resource/#connection-to-an-adhoc-resource

Ecnu Bbl BbiGpanu 6onblue 0gHOro pecypca, To 4SS KaXA40ro U3 HUX HY>KHO nocrnefoBaTenbHO BblOpaTb

YHETHYHO 3anncb OOCTYymna.

UT00bI BbIOpPaTL JOMEHHYIO UMW NTOKANbHYO YY4ETHYHO 3anuchb:

1. BBeguTte B cTpoke novcka UmMa yyeTHOW 3anucum nornHOCTbIO Ui YyactudHo. Haxxmute ENTER unu Q

2. BbibepuTte y4eTHyO 3anunchb.

YT06bI BbIOpPATh NMYHYHO YYETHYIO 3anuch, HaxMuTe NMpoaomknTb ¢ nonb3oBaTenbckon Y3.
/\ NPEAYNPEXAEHUE
[ns Npon3BOMbHbIX PECYPCOB HEAOCTYMNEH BbIOOP NOKANbHOW y4ETHOM 3anucu.

na NPON3BOJIbHbIX PECYPCOB y4e€THadA 3arnncb ogHa Ha BCE TUIbl NOAKITIOYEHUN.

OrpaHun4yeHus BpeMeHu

MapameTpbl 3TOro pasaerna onuuoHanbHble.

[ns paspelleHns MOXHO 3agaTb Nepuog AeNCTBUSA — AaTy M Bpems Havana, 4aty U Bpemsi OKOHYaHua. [ns

3TOro:
1. Bkntounte onuum Havano n OKkoH4aHue.

2. Bbibepute gaty n Bpems.

(D NPUMEYAHUE

Ecnn onuun Hayano n OkoH4yaHue He BbiOpaHbl, TO pa3pelleHne OyaeT AencTBoBaTb BECCPOUHO.

/\ NPEAYNPEXAEHUE

Mo ncTeueHUn nepmopa AeNCTBUS pa3peLLeHmnst ceccust byaeT npepeaxa.

MoXHO Takxe 3aaaTb pacnucaHue 4oCTyna K pecypcy no aTomy paspeLleHuto. B aToM criyyae nogkroyeHve

OyaeT OOCTYMHO TONbKO B YKa3aHHble Yackl. Hanpumep, Tonbko B paboyee Bpems.


http://localhost:3000/privileged-access-manager/3.1/user-manual/access-to-the-resource/#connection-to-an-adhoc-resource
http://localhost:3000/privileged-access-manager/3.1/user-manual/access-to-the-resource/#connection-to-an-adhoc-resource

1. BkntounTte onumio Paspewwmtb AOCTYN TOMbKO.

2. Beegute Bpema C n [o.

(D NPUMEYAHMUE

Ecnu onuusa PaspewnTb 4OCTYN TONLKO He BbiOpaHa, To paspelleHne byaeTt 4encTBOBaTb

KPYrroCyTOYHO.

/\ NPEAYNPEXOEHUE

Mo MCTeYeHn BpeMeHM, YCTaHOBMEHHOIO B pacrnvcaHumn 4ocTyna, ceccusa byaeT npepsBaHa.

NMapameTpbl pa3peLlueHuUs

MapameTpbl 3TOro pasgena onuuoHanbHbIe.

Y4yeTHble AaHHbIe

Indeed PAM nosBonsieT 3agatb, paspeLleHo N1 nonb3oBaTento NpocMaTpmBaTtb Naposib
NPUBUNErMPOBaHHLIX YYETHbLIX 3anMcen, KOTopble UCMOSb3YHTCA B €ro paspeLleHnsix. Ytobbl paspeLumnTs,

BKINMKOYUTE Onuuko Paspemwrb NMPOCMOTP YYeTHbIX OAaHHbIX.

Indeed PAM nossonsieT 3agaTb, paspeLLeHo N nonb3oBaTento U3MEHATb Naporib NPUBUITErMPOBaHHbIX
YYETHbIX 3anucen, KOTopble NCMOMb3YTCA B €ro paspeLleHmax. YTobbl paspelumTb, BKIHOYUTE ONLMIO

Pa3peu1wrb U3MeHeHUe yYeTHbIX AaHHbIX.
McTOUYHUMK noaknoveHus

Indeed PAM no3BonsieT yCTaHOBUTb OrpaHuyeHune gnga nogknovyeHnn K pecypcam, a MMeHHO — YCTaHOBUTb
KOHKPETHYIO CETb, N3 KOTOPOM MOXHO nogkntodaTbes. YTtobbl 310 caenatb, Bblbepute HyXXHYH CETb B Mnofe

CeTeBoe pacnosioXXeHne UCTOYHMKOB AJsi pa3peLlleHHbIX NOAKITHYeHUN.

() NPUMEYAHVUE

Ecnu He 6binu gobaeneHbl HUKakne CeTeBble pacnonoXeHus, To B BbinagatoLem cnucke dyaet
eJMHCTBEHHas HacTponka — bes orpaHMyeHnn. 3TO 3HAYUT, YTO UCMONb30BaTh AaHHOE paspeLleHne

MOXHO C Nto6oro ycTpoicTea B CETU.


http://localhost:3000/privileged-access-manager/3.1/administration/section-reference/configuration/#network-location

MNMoBbiweHue npusunernn B SSH-ceccusx

Indeed PAM nosBonseT ykasaTb 418 KaX40ro paspelueHns, byget nu B 3ToM paspeLLeHmnm oCcTyn K pamsu.

BoamoxHble BapuaHTbI:

o YnpaBnsieTca nonuTukamu — ByaeT Ny OOCTYN K pamsu onpeaensieTcs NnonmTukon pecypca, Ha
KOTOPbI BblAAETCs paspeLleHme.

° Paspeu.leHo — 6y/:|,eT AOCTYyNn K pamsu He3aBUCMMO OT HAaCTpPOEK MOJIUTUKN.

° 3anpeu.|,eHo — Heé 6y,qu AOCTYyMna K pamsu He3aBUCUMO OT HACTPOEK NMOJIUTUKN.


http://localhost:3000/privileged-access-manager/3.1/setup/additional-components-setup/#pamsu

Onepauuu Hag paspeLieHusaAMmn

KonupoBaHue

C nomouybio 3TON (*)yHKLl,VII/I MOXXHO CO3aThb pa3peleHne Ha OCHOBE paHee CO34aHHOro pa3peLlieHns.
CocTosiHMe ncxogHoro paspeLlieHna MmoxeTt ObITb NOOLIM, B TOM YNCIE OTO3BaHHbLIM U NPUNOCTAHOBITEHHbLIM.

KonupoBaHue cxoxe ¢ NpoLeccoM co3aanuns paspelueHns. MNMpn KonmpoBaHMM OTKPLIBAETCH TaKOW Xe
MacTep, B KOTOPOM YXe BblOpaHbl 0OBbEKTbI M3 UCXOAHOIO paspeLleHns. ATOT BbIBOP MOXHO
oTpeAakTMpoBaTb — A06aBUTb HegocTarowme o6bekTbl NN yopaTb NuULHKE.

() MHOOPMALIMSA

OT1a PyHKUMA JOCTYMHA TONBKO U3 NPOUNA paspeLleHus.
1. OTKponTe NPOhuNb paspeLleHns.

2. Haxxmute Co3gaTtb Konuio.

3. Ecnu TpebyeTcs, BHECUMTE NBMEHEHWSI B CMIMCOK BblOpPaHHbLIX 0OGbEKTOB Ha CTpaHMLLaX OTKPbIBLUErOCS

MacTepa.

YTo6bl NPOCMOTPETL CNUCOK BbIOPaHHbBIX OO BLEKTOB, HAXMUTE O\

() UH®OPMALUSA

Ecnu kakon-nmbo nonb3oBarenb, pecypc Unn y4eTHasi 3an1cb, yka3aHHble B UICXOAHOM

paspeLleHnn, yaaneHbl Unmn 3abrnokMpoBaHbl, TO OHU He ByayT BbiGpaHbI.

4. Ecnu TpebyeTtcs, BHecute nameHeHus B OrpaHnyeHus BpemeHu n NMapametpbl paspelueHus.

5. BbibepuTte [lencrtBme ¢ UCxoaHbIM pa3pewieHnem — OctaBuTb, NMpuoctaHoButb unu OTo3BaTh.

OT13bIB

C nomoLpbto 3TOM PYHKLMM MOXXHO aHHYNMPOBaTb paspeLleHus, KoTopble bonblie He TpebytoTes.


http://localhost:3000/privileged-access-manager/3.1/administration/section-reference/permissions/creating-a-permission/

/\ NPEAYNPEXAEHUE

OT03BaHHbIE pa3peLlueHna Hernb3A BOCCTaHOBUTD.

Ecnu Bam Tpe6yeTc;| BPEMEHHO 3anpeTnTb NCMNOoJib30BaTh pa3pelleHne, To NpuoCTaHOBUTE €ro

JencTeume.

|_|pI/1 OT3blBE pa3peLlleHna y‘-lMTbIBaVITe, 4YTO AocCTtyny nonb3oBaTenemn nponageT cpasy, a He Nnocrie Toro, Kak

OHU CamW OTKITHOYUIUCH OT pecypca.

/\ NPEAYNPEXOEHUE

Mpwu oT3bIBE pa3pelleHns ceccus byaeTt npepsBaHa.

OT3bIB U3 CNUCKa pa3peLueHni OT3bIB U3 Nnpocunsa paspeLLeHus

1. OTkponTe pa3nen PaspelueHus.
2. OTMETbTE HYXXHOE paspeLLeHme.

3. Haxxmute OTOo3BaTh.

OTo3BaHHble pa3peLleHns nepecTaroT oTobpaxaTbca B pasgene PaspelueHus, HO X MOXHO NPOCMOTPETb
C NOMOLLbI0 Norcka. [1na 3Toro OTKpoWTe pacLUMpPEHHbIM NOUCK B pa3gene PaspelwueHus v Boibepute

3Ha4yeHne OTo3BaHO Ans napametpa CocTosiHue.

NMpunocraHoBKa

C nomMoLLbIO 3TOM (PYHKLUN MOXHO BPEMEHHO 3arnpeTuUTb UCMOSb30BaTh paspeLleHune.

YuuTbiBanTeE, YTO JOCTYN Y Nofb3oBaTenen nponagaeT cpasy, a He Nocrne Toro, Kak OHM caMm OTKIIOYUINCD

OT pecypca.

A NMPEOYNPEXOEHUE

Mpn npuocTaHoOBKe OENCTBUSA paspeLleHnsa ceccusi Byoet npepeaHa.

MpuocTaHoBKa U3 cnuUcka paspeLleHui MpuocTaHoBKa U3 npocuna paspeLleHuns




1. OTkponTe pasgen PaspewseHus.
2. OTMEeTbTE HY)XHOE paspeLleHune.

3. Haxkxmute MNMpuoctaHOBUTD.

Bo30oOHOBNEeHue

C nomoLLblo 3TOM PYHKLMM MOXHO aKTUBMPOBAaTb NPUOCTAHOBIIEHHOE pa3peLleHne, TO eCTb BEPHYTL €ro B

cocTosiHne [leNcTBUTENbHO.

Bo306HOBMNEHMe U3 cnucKka paspeLleHumn Bo3o6HoBneHue u3 npodunsa paspelueHus

1. OTkponTe pasnen Pa3pelueHus.
2. OTMETbTE HYXXHOE paspeLLeHme.

3. Haxkmmute Bo30OHOBUTD.



MaccoBble onepauuu Hag
pa3peLleHnaAMmn

OT13bIB

C noMolLLbto 3TON (PYHKLMN MOXHO aHHYNMPOBaTh pa3peLleHusi, KoTopble 6orblue He TpebytoTcs.

A NMPEOYNPEXOEHUE

OT03BaHHblE pa3peLLeHnNs Hemnb3s BOCCTaHOBUTb.

Ecnu Bam Tpe6yeTc;| BPEMEHHO 3anpeTuTb NCNOoJ1b30BaTh pa3pelleHne, To NpuoCTaHOBUTE ero

JencTBme.

Mpu 0T3biBE paspeLleHns yuuTbiBainTe, YTO AOCTYN Y Nonb3oBaTenel nponageT cpasy, a He nocre Toro, Kak

OHM CaMM OTKITHOYUITUCb OT pecypca.

/\ MPEQYNPEXOEHUE

Mpwn oT3bIBE paspelleHns ceccusi OyaeT npepsaHa.

YTo6bI BOCMONb30BaThCs PYHKUUEN, BbINOMHUTE cnegyowue 0encTBus:

1. OTkponTe pasgen PaspelwieHus.
2. OTMeTbTE OOQHO UMW HECKOSMBbKO pa3peLLeHni.

3. Haxxmute OTOo3BaTh.

OTo3BaHHbIE paspeLLeHns NepecTarT oTobpaxaTbes B pasaene PaspeLweHus, HO X MOXHO NPOCMOTPETb
C NOMOLLbI Moucka. [1ns 3Toro oTKPOMTE paclUMPEHHBIN Nouck B pasaene PaspeleHus n Bbibepute

3HayeHvne OTo3BaHo A napameTpa CocTosiHMe.

MpuocrtaHoBKa

C nomouybio 3TON (byHKLl,VII/I MO>XHO BPEMEHHO 3anpeTnTb NCMNOJ1b30BaTb pa3peLllueHne.



YuntbiBanTe, 4TO AOCTYN Y Nonb3oBaTernen nponageTt cpasy, a He Nocre Toro, Kak OHWM caMy OTKITHYUIUCH

OT pecypca.

A MPEOYNPEXOEHUE

Mpu npuocTaHoBKe OENCTBUSA paspeLleHns ceccusi Byaet npepeaHa.

U106kl BOCMONb30BaTLCS (PYHKLMEN, BbINOMHUTE creayolme AeiCTBUS:

1. OTkponTe pa3gen PaspelueHus.
2. OTMeTbTE OHO UIM HECKOSNBbKO paspeLLeHnia.

3. Haxxmute MNMprnoctaHoOBUTD.

Bo3oOHOBNEeHue

C nomouybio 3TON (*)yHKLl,VII/I MOXXHO aKTUBMPOBaTb NPUOCTAHOBIIEHHOE pa3pelleHne, ToO eCTb BEPHYTb €0 B

cocTosiHMe [lencTtBUTENbLHO.

YTo6bI BOCNONb30BaThCs PYHKUUEN, BbINOMHUTE cneayowmne 0encTBus:

1. OTkponTe pasgen PaspelueHus.
2. OTMeTbTEe OAHO UMY HECKOIbKO paspeLUueHuni.

3. Haxkmmnte Bo300OHOBUTD.



3anpocbl ceccumn

Pasnen npegHasHaveH Ansa paboTbl C 3anpocaMu Ha OTKPbITUE CECCUI K COOTBETCTBYIOLLUM Pecypcam.
[laHHbIN MexaH13M No3BONSAET HAaCTPOUTb AOMOMNHUTENBHOE NOATBEPXKAEHMNE BTOPbIM NULIOM

(AogmnHncTpaTopom PAM) ons NOAKNIOYEHUST K KOHEYHOMY pecypcy.

/\ NPEAYNPEXAEHUE

Ansa pabotel Heobxoanma npusunervs NMoarTBepxaeHue ceccun (SessionRequest.Confirm).

O noOCKA3KA

Bpems oxngaHusa sanpoca HacTpausaetcs B [onutuke ceccun. Bpems oxmnaaHusa sanpoca Ha

npocmoTp naponsa n SSH-knto4a HacTpamBaeTcsa B pasgene [lonutuka y4eTHoW 3anucu.

B 3anpocax ceccuii Bcerga otobpaxatorca uctopmyeckme 3HavyeHus NMonb3oBartens, Pecypca 1 YyeTHOM
3anMcu Ha MOMEHT co34aHus 3anpoca. Victopmyeckme nveHa B 3anpocax n Ceccusix MOryT oTnmn4aThCs,
T.K. MPM OTKPbITUN CECCUN COXPaHSETCs akTyanbHoe 3HadYeHne Monb3oBaTens, Pecypca, Y4eTHOM 3anucu.

NMouck 3anpocos

(D NPUMEYAHUE

Monck 3anpocoB no NMonb3oBaTento HaxoauT 3anpochbl Nonb3oBaTtenen, 3anpawmnsaowmnx Ceccum.

Mo AGMUHUCTpPATOPY, KOTOPLIN NOATBEPKAAET 3anpocChl, MONCKa HET.

BbICTpbIN NONUCK

BeeauTte B cTpoky novcka MNonb3oBaTtens, Y4eTHyr0 3anucb nnv Pecypc NONHOCTBIO UK YaCTUYHO.

PacwunpeHHbIN NOUCK

Haxmunte PaclumpeHHbIN NOUCK 1 BBEAUTE OAMH UIM HECKONbKO KpuTepmnes — Homep 3anpoca,
NPOMEeXYTOK BpeMeHU co3aaHus, YUYeTHyr 3anucb, Pecypc, Npynny pecypcos, MNonb3oBatens unm

NMoapaspeneHue.


http://localhost:3000/privileged-access-manager/3.1/administration/section-reference/roles/
http://localhost:3000/privileged-access-manager/3.1/administration/policy-setup/#sessions
http://localhost:3000/privileged-access-manager/3.1/administration/policy-setup/#accounts

BbibepuTe cocTtosiHue 3anpoca:

o OxumpaeTt peleHuns

e [loaTBepxaeH

e OTKNOHEH

e VcTtek

o OTMeHeH nonb3oBaTenem
e Vcnonb3oBaH

e He ncnonb3oBaH
Bbibepute TMN 3anpoca:

e Ceccus

e Y4yeTHble AaHHble

PyHKUMM 3anpocoB

nO,EI,TBep)K,qu ne 3anpoca

®dyHkuna nossonseT AamuHuctpatopy PAM noareepanTte 3anpoc Nonb3oBatens Ha NOAKMIOYEeHNE K

KOHEYHOMY pecypcy.

Haxmute MoaTBepanTb B Nnpodune 3anpoca, nMbo Bbiaenute driaxkoM oXuaatroLme peLleHnst 3anpochi.

OTKNoHeHuMe 3anpoca

®dyHkuna nossonseT AgmuHuctpatopy PAM oTknoHuTs 3anpoc Nonb3osarens.

Haxxmnte OTKNOHUTL B I'IpO(*)IAJ'Ie 3anpoca, nnbo BblgenuTe (*)J'Ia)KKOM oxXungawwimne peleHna 3anpochl.

Npodunb 3anpoca



3anpoc ceccum #2

@ MoateepanTs (®) Ortknonuts

adm@indeed.local
REDOS\admlocal

Root OU

REDOS (192.168.10.130)
192.188.10.13

55H

Server update
OwMaaeT pelleHua

09.11.2022 12:42:13

Mpodmnb 3anpoca oTobpaxxaeT cnegyolme gaHHbIe:

+ MNMonb3oBaTenb — nonb3oBartenb katanora Active Directory, cozgaBLumin 3anpoc Ha OTKPbITUE CECCUM.

¢ YyeTHas 3anucb — y4yeTHada 3anncb, Kotopas ncnonbayerca ans otkpbitna RDP, SSH nnu WEB-

CECCUU Ha pecypcax yKasaHHbIX B pa3peLleHunu.
» MoapaspeneHne — ums noapasaeneHnsi, B KOTOPOM COCTOUT pecypc.

e Pecypc — pecypchbl, Ha KOTOpbIX MOXET 6bITb OTKpblITa RDP, SSH nnn WEB-ceccusi OT uMeHun yyeTHON

3anncu ykasaHHOW B paspeLueHum.

+ IP nonb3oBartensa — IP-agpec, ¢ koToporo nonb3oBaTens nogkntovaetcsa kK PAM Gateway, SSH proxy
nnv RDP Proxy.

o Tun noakn4YeHUa — TUN yaaneHHoro nogkntodeHuns (RDP, SSH, nonb3oBaTenbckme Tunbl).

° I'Ipwwma noaKnw4YeHna — I'IpOVI3BOJ'IbeIl7I TEKCT, BBEAEHHbI NoNb3oBaTenem npn co3gaHmn 3arnpoca.

o CocTosiHue — Tekyllee coctosHue 3anpoca (Oxuaoaet
pewenus, MNMoareepxaeH, OTknoHeH, Nctek, OTmeHeH nonb3oartenem, Vicnonb3oBaH, He

NCMOrb30BaH).

° BpeMﬂ co3gaHuA — aarta U BpeM4d Co3aaHn4A 3anpoca nornb3oBaTeneM.



AKTUBHbIE ceccum

Pasgen npegHasHayeH Ans aBToMaTu4yeckon punstpaumm n otobpaxeHus akTuBHbIx ceccui Indeed PAM.
[nsa kaxgon ceccum otobpaxarTcsa cnegyowme gaHHble:

+ MNMonb3oBatenb — nonb3oBarerb katanora Active Directory, KOTOpbI MHULMMPOBANI CECCULo.

¢ YyeTHas 3anucb — y4yeTHasa 3anncb, Kotopas ncnonbayerca ons otkpbitna RDP, SSH nnu WEB-
ceccuu.

o MNMoppaspeneHne — vma nogpasgeneHns, B KOTOPOM COCTOUT pecypc.

* Pecypc — pecypc, Ha koTopoMm bbina otkpbita RDP, SSH nnn WEB-ceccunsa oT MMeHn y4eTHOWM 3anucu.
o Appec noaknyeHnsa — hakTUYECKUn agpec, UCNoMb3yeMbln NPU OTKPbITUM CECCUMN.

¢ [puunHa noaknoYeHUs1 — TEKCT, BBEAEHHbIN NOSib3oBaTenieM npu NoAKMHYEHNN K pecypcy.

e ANUTenbHOCTb — ANNTENBHOCTb CECCUMN.

e MNoakntoyeHne — Tunn yaaneHHoro nogknoyveHus (RDP, SSH, nonb3oBaTtensckue Tunbl)

» NoakntoyeHne k PAM — gata n Bpems OTKpbITUSE CeCCUm.

|_|pl/1 HannM4YMM aKkTUBHbIX CECCUIM Ha rMaBHOM cal7|/:|,6ape cnpaBa OT 3aroJjioBKka pasgesa 6y,qu OTO6pa)KaTbC$I

0engXX ¢ KONMMYecTBOM aKTUBHbLIX CECCUN:

AKTUBHbIE CECCUM
L) Aktuenbie ceccun [f)

E.[ Bce cecoum

B cos MonbzoBaTtenn YueTHaa zanuce Mogpazgenen... Pecypc
obbITA

adm@indeed.local REDOS\admlocal Root OU REDOS
(192.168.10.130)



Bce ceccum

Pasgen npegHasHayeH Ans noucka v NpoCcMOTPa akTUBHbIX, 3aBEPLUEHHbIX U MPEepPBaHHbIX CECCUN.
Mo ymonuaHuio Ha cTpaHuue oTobpaxkaetcs 15 ceccun.

() VH®OPMALSA

OTo6pa>|<aeM0e no ymosrn4yaHuro KoJin4ecrtBo ceccun Ha CTpaHnue MOXHO N3SMEHUTb B

KOH(pUrypaLumMoHHOM hanrne.

BHI/I3y CTpaHunubl pacrnoJioXeH narmHatop And npocMoTpa OoCTalribHbIX ceccun.

Pagom ¢ narmHaTtopom HaxoguTtcs nepekntodatens MokasbiBatb no: 15 30 60 100, ytobbl BMAETL GonbLue

CTPOK Ha OfHOWM CTpaHuuUe N He nepekrn4aTtbCAa Mexay CTtpaHunuamMuy CriuKoM 4acTo.

Ecnun anemeHTOB MeHbLUe 15, TO OHM NOMeLLaTCa Ha OAHY CTpaHuuy. B aToM crniyyae nepekstoyarerb

MNMokasbiBaTb Mo (M cam NnarMHaTop) He oTobpaxatlTcs.

Nouck ceccuun

lMounck no3BonsieT 0Tobpas3nTb TONbKO Te CeCCUN, KOTOPbIE YAOBNETBOPSOT 3a4aHHOMY KpuTeputo. EcTb aBa

Buyaa rnoucka.:

e BbICTpbIN — cTpoKa noucka. MoXHO UckaTb TOMbKO NO OOHOMY KpUTepuio. TEeKCTOBbIN BBOA,.

e PaclumpeHHbIn — hopma C HECKONbKUMU NonsaMn. MOXXHO UCKaTb NO HECKOMBbKUM KPUTEPUSIM CPasy.

BbinagatoLme crnvcku.

BbICTpbIN NONUCK

B nonckoByto CTPOKY MOXHO BBOAUTbL OQHO UM HECKOSNBKO cnoB. CrioBa MOXHO NcaTh NOMHOCTLIO UM
YyacTuyHo (3 n 6onee GykB).

Mpumep

YT106bl HANTK CECCUID C MPUYMHON OTKPbITUS O6HOBAEHWE NPOrpaMMbl, COrJ1acOBaHO AMPEKTOPOM, HY>XHO

BBECTM Ntoboe 13 crnoB: 06HOB, nNpor, corna, aup.



/\ NPEAYNPEXAEHUE

Mo koHUYy cnoBa nouck He paboTtaet. Ecnn BBeCTN HoBNeHWe , TO CECCUs HE HaWaeTCA.

Ceccuo MOXKHO McKkaTb M0 ABYM ClOBaM, HanpuMep: o6HoB Npor, Nporp COrf, COrn Aaup .

/\ NPEOYNPEXOEHUE
CﬂOBa B NMOMCKOBOM 3anpoce OOJKHbl UOTU B TOM Xe nopAaake, 4To B NMpUYNHE OTKPbITUA. Ecnun BBecTu

npor o6HOB, TO CECCUs He OTO6pa3VITCFI.

Henb3a BBOAUTL CrioBa, Mexay KOTOpbIMU B MPUYMHE OTKPLITUA eCTb Apyrne crioBa. Ecnv BBecTu
0o6HOB aup, TO ceccusi He oTobpasnTcs, NOTOMY YTO MeXay obHoB M aup €CTb elle ABa Cnosa.

PacwunpeHHbIX NOUCK

MO>HO McKaTb N0 OOHOMY UMK HECKOMNbKUM KpuTepusaiM. [Npu BbIGOpe HECKONBKNX KPUTEPUEB OTOGPA3ATCS
Ceccum, KOTopble YOOBINETBOPSOT BCEM NEPEYNCIIEHHBIM KPUTEPUSIM.

Mpumep

Ecnu Bbibpatk B nore MNonb3oBaTenb 3Ha4yeHWe ivan.ivanov@company.demo W B none Tun
NoAKIIoYeHUs 3Ha4YeHne SSH, To 0TOBPasATCs CecCcum TONbKO 3TOrO MNorb3oBaTens TOMbKO C 3TUM TUMOM
NOOKIMOYEHNS.

A NMPEOYNPEXOEHUE

B kaxxgom none MoXHo BblIbpaThb TONbKO OQHO 3Ha4YeHue. Bbl He cmoxeTe B OAHOM 3arnpoce
pacLUMpeHHOro noucka BbIBECTU Ceccumn nosb3oBarernen ivan.ivanov@company.demo U

peter.ivanov@company.demo . Bbl cMOXeTe aTo caenaTtb C NOMOLLLH TEKCTOBOMO Nnoucka no 3arnpocy

ivanov.

Bbirpyska xypHana ceccuu B chamn

Bbirpy3ka cobbiTnin BO3MOXHa B dhanrbl crnegyowmx gopmaTtos:

« CSV
o XLSX



YT06bI BbIrpYy3uTb CObLITUS B hann, HaxxmuTe CkavaTb 1 Bbibepute oopmar.

OtyeT hopmmpyeTca B BMae tabnuupbl co ctonbuamu: "lMonb3osatens”,"YyeTHas

3anucek","MNogpasgeneHue”,"Pecypc","lMNpogormkmutensHocTs"," Tun

noakntodeHusa”,"Havano","OkoH4yaHmne","CocTosaHue".

B BbIrpy3ky nonagatot Tonbko nocnegHne 10000 sanucen.

Npodunb ceccum

Ceccusa

@ TekcToBkIf nor

adm@indeed.local Pazpewenne #4
REDOS\admlocal

Root OU

REDOS (192.168.10.130)
192.168.10.130

Server update

00:12:46

55H

192.168.10.13
09.11.2022 13:01:16
09.11.2022 13:01:16
09.11.2022 13:14:02

J3EEpLIEHHAR

[lna kaxxgon ceccun oTobpakaroTcsa creayowmne gaHHbIe:

09.11.2022 12:21:00
INDEEDVadm

& INDEED\adm ~

* MNMonb3oBaTtenb — nonb3oBarenb kartanora Active Directory, KOTOPbIN MHULMUPOBAI CECCULD.

¢ YyeTHas 3anucb — y4yeTHasa 3anncb, Kotopas ncnonb3yerca ans otkpbitna RDP, SSH nnu WEB-

ceccun.
° I'Io,qpazp,eneHMe — M4 nogpasgerneHnad, B KOTOpOM COCTOUT pecypcC.

e Pecypc — pecypc, Ha koTopoM bbina oTkpbita RDP, SSH nnn WEB-ceccnsa oT MMeHU y4eTHOW 3anucu.

e Appec noakntoyeHnsa — IP-agpec pecypca.

o anI‘-IVIHa noAaKINMH4YeHNA — TEKCT, BBeD,eHHbIVI nonb3oBarteriemMm npu Nogknu4YeHnn K pecypcy.

o D,HVITeﬂbHOCTb — ANUTENTbHOCTb CEeCCM B YacCaXx, MUHYTax U CeKyHOax.



Tun nogKnNYeHUa — TUN NMONb30BaTENbCKOro NOAKIMYEHUS K pecypcy.

IP nonb3oBartensa — IP-agpec, c kotoporo nonb3oBarens nogkntodvanca k PAM Gateway, SSH proxy

nnu RDP Proxy.

MoakntoyeHne kK PAM — pata n Bpems nogknoyeHus nosnb3oarens K PAM.
OTKpbITME Ha pecypce — AaTta 1 BpeMs OTKPbITUSI CECCUM Ha pecypce.
3aBepluieHne — garta 1 Bpems 3aKpbiTUS CECCUMN.

CocTosiHne — TekyLlee COCTOSIHNE Ceccun.

OnucaHue — onncaHne paspeLleHnsi, ykasaHHoe Ha aTarne co3faHus.
Co3paHo — fgarta v BpeMs co3[aHus paspeLleHums.

Co3pgan — y4deTHas 3anucb agMmuHucTpaTopa Indeed PAM.



Onepauun Hag ceccnsimm

NpepbiBaHne ceccumn

CDyHKLl,VIFI NO3BOJIAET NMPUHYAUTENBbHO NMpepBaTb CECCUIO.

Onepau,vm BbINOJTHAETCA C MOMOLLbKO KHOMKA FlpepBaTb B npocbvme aKTUBHOW ceccum.

OOHOBNEeHue ceccumn

®PyHKLMA NO3BONAET OOGHOBNATL TEKCTOBLIN 10T, CHUMKWN 3KpaHa 1 nepefaHHble Ha cepeep dansbl B pyYHOM
pexume.

Onepauuns BbINOMHAETCA C NOMOLLLI KHOMKM OBHOBUTBL B Npoduie akTUBHOW CECCUN.

Bugeo

Ana RDP-ceccuin, SSH-ceccun, kotopble oTkpbIThl Yepes Indeed PAM Gateway 1 anga ceccui KnMeHTCKUX
NPUNOXEHUA AOCTYMHbI BUAEONOrMpoBaHmne.

MpocmoTp NOTOKOBOro BUAEO

BbiBOg, NOTOKOBOro BMAEO HaxoamTcs B cekumm Buaeo B npodure akTMBHOM CECCUN.

NMpocmoTp/CkaumBaHue MTOroBoro BUAEO

1. OTkponTe cekumo Buaeo B npocune 3aBepLLUEHHOWN UM NPepPBaHHOW CECCUN.

2. 3anyctute Buaeo unm Haxmmte CkavaTb Bce.

TekcToBbIN NOT

Ona RDP-ceccun n SSH-ceccuin, kotopble oTKpbIThbl Yepes Indeed PAM Gateway nnu Indeed PAM
SSHPROXY pgocTtyneH TEKCTOBbIV NOT.



MpocmoTtp/Monck/CkaunBaHmne TeKCTOBOroO riora
1. OTkponTe cekumo TeKCTOBbIN for B Npodune 3aBepLUEHHON U NpepBaHHON CeCCUmn.

() NPUMEYAHVUE

TekctoBoe nornposaHue B RDP-ceccusax nogaepxmBaetcs 3a c4HeT KoMmrnoHeHTa Indeed PAM
Agent, areHT permcTpmypyeT TEKCTOBbIM BBO[, NepexBaTbiBaeT Ha3BaHNA aKTUBHbLIX OKOH Y
3anyckaeMblx npoueccoB. TekcToBoe nornposaHmne B SSH-ceccusax He TpebyeTcs yCTaHOBKM

OTAenbHbIX KOMMOHEHTOB, B SSH-ceccusix permctpmpyeTcs NonHbIM BBOA/BbIBOA.

2. BBegute 3Ha4yeHue B nonsa Ans noucka unm Haxmute Ckavatb.

CHUMKM 3KpaHa

Ona RDP-ceccumn, SSH-ceccuin, kotopble oTkpbIThl Yepes Indeed PAM Gateway v ans ceccuin KNMEeHTCKUX

NPUITOXEHUN.

NMpocmoTtp/CkaunBaHne CHUMKOB 3KpaHa

1. OTkpounTe cekunto CHUMKM aKpaHa B Npodure akTMBHOW, 3aBEPLLEHHON NN NMPEPBAHHON CECCUN.

2. OTKponTE CHUMOK 3KpaHa unum Haxmute CkayaTb BCe.

lNepeaaHHble Ha cepBep hannbl

[na RDP-ceccumn goctyneH nepexsar U TEHEBOE KONuUpoBaHue hanrnos, KOTopble nepenarTcs ¢

NPOGPOLLEHHBIX IMCKOB Ha pecypc.

NMpocmoTtp/CkaunBaHmne nepeaaHHbIX channos

1. OTkpownTe cekumto MNepepaHHble Ha cepBep ¢hannbl B Npodune akTMBHOWN, 3aBEPLLUEHHON NN

npepBaHHOW CECCUM.

2. lNepenante No CCbIfke Ans ckayMBaHUA nepefaHHbIX hannos.



CoObIiTusA

B aTom pasagene otobpaxaeTtcst UICTopus coObITUIN, KOTOPbIE MPOM30LLNK B Ballen nHctannaumm Indeed
PAM.

Camble HoBble CObbITUA — BBEPXY Tabnuubl.

Cnmncok Bcex CyLecTBYOLNX CODbITUI HAXOOAUTCA B CNPaBOYHUKE.

NMouck coobITUN

TeKkcTOBbIM NOUCK PaclmpeHHbIA nouck

Beegute B CTPOKY MNMOoucCKa Kop cobbitnsa, KomnoHeHT nnm Uma nHnumnaTopa noJiIHOCTbo UITN YaCTU4YHO.

Haxmute ENTER nnu O\

Bbirpyska coobituu B thann

Bbirpyska cobbiTuin BO3MOXHA B (hansbl crieqyowmx opmaTos:

« CSV
e XLSX
 PDF

YUT06bI BbIrpYy3uTb CObLITUS B hann, HaxxmuTe Ckavatb 1 Bblibepute hopmar.

Otyet hopmumpyeTca B Buae tabnuupbl co ctonbuamu: "YposeHb", "Bpems cosganus”, "Kog", "CobbiTne",

"Onucanwne", "KomnoHeHT", "MIHMumnatop".

B BbIrpy3ky nonagatot Toneko nocnegHue 10000 sanucen.


http://localhost:3000/privileged-access-manager/3.1/appendix/events-list/

YBeaomrneHus

B naHHOM pasgene HacTpamBatoTCs NOYTOBbIE YBEAOMIIEHNSI HA yKa3aHHbIe COObITUS XXypHana.

NMpegBapuTenbHasa HaCTpoMnKa

[nsa paboTbl cMcTeMbl yBeJOMIEHUI YKaXUTe NOYTOBbIE HACTPOVKK: nepenante B pasgen SMTP cepBep,

BBeaAUTe agpec No4YTOBOIro cepBepa, NopT, AaHHbIe O5d aBTOpU3aunn U COXpaHUTe N3MEHEHUA.

[ns npoBepkn HacTpoek HaxmuTe OTNPaBUTbL TECTOBOE NUCbMO.

YBegomneHuns

[pynnel nonyJdatensil
Pacceingm
S5MTP cepeep

SMTP cepeep SMTP cepeep

Mopt
587
WudpoeaHne

Her v

A nonezoeatens

mA nonezoearens

Mapons

Mapons s

Email otnpaewtens

Email otnpaewrens



HacTponka yBegomneHuu

[lna HacTpownku yBe,ElOMﬂeHMVI BbIMONMHUTE creayruine waru:

1. CosganTe rpynnel nonyvarenen — CNUCK1 agpecoB A5 pacChblfikv YBEAOMMAEHUA O pernctpaumnm
BblOpaHHbIX COBObITUN B XXypHane.

i. OTkponTe pasgen Mpynnbl nony4yareneun, Haxmute lo6baBUTb, BBEAUTE NMS U ONUCAHWE TPYNMbI
nonyyatenen, HaxmmTe CoxpaHUTb

ii. MepenguTe B co3aaHHyto rpynny nonyyvatenen, Haxvmute lo6aButb email, BBeauTte agpec
3MNEKTPOHHOW NOYTbI COTPYAHUKA.

2. B pasgene Paccbinku gobaeste coObITUS, NO KOTOPbIM HEOOXOAMMA pacChbiiika OMOBELLEHUN U
COOTBETCTBYHOLLME rPynMbl PACChIfKM.

YpaneHue rpynn nony4aresnie UNu paccbinok

[ns yoaneHus anemMeHToB nepenante B COOTBETCTBYIOLLMIA pasaen, OTMeTbTe (PraXXKoOM HY>KHble 9f1eMEHTbI
1N HaXXxmuTe YoanuTtb.



KoHdourypauus

INlnyeH3unm

Pasgen cogepxut gaHHble o nuueHsnposaHun Indeed PAM.

NMonb3oBaTenbCcKkue NIMUEH3nn

KoHdurypauus

Nuenzun
CUCTEMHBIE HACTPORKM

Monezosatensckoe
MOAKAKYEHNE

CepencHoe NogknueHne

CeTeEsle pAcnoNoKeHWA

~+ NoBaeute

MaeHTUHKATOP MHCTAANAUNM 690d8a09-2dce-4673-b0d 1-e875a46a90a4 [a]

O6uiee KonuyecTso

Nuyenzna AoctynHo Wcnonszyetca
MonbzoRaTensckan 10 1

PecypcHan 200 8

3aperncTpupoBaHHble AMLEHIUN

O Nuuyewzua Hauano OxoHuaHue
O  PecypcHan 21.09.2023 21.10.2023

O Monszoearensckan 21.09.2023 21.10.2023

B pasgene otobpaxatoTcsa creayoLmne AaHHbIe:

NULEH3NN.

[na kaxgon nuueHsmmn otobpakaloTcs creayoLme AaHHble:

Hata Hayana — gaTta Havana gencTBUS NULEH3NN.

[aTta okOH4YaHMUA — faTa OKOHYaHUSA OEeNCTBUSA NULEH3UN.
Oarta Bbinycka — gaTta (oopMUpPOBaHUS NIULIEH3UN.
KonunyecTBo — KONMYeCTBO NULIEH3NIA.

JNlnueH3na — tnn nMuUeH3un.

Kon-Bo

200

[ oCTynHO pecypCHbIX NULEH3MN — obLLEee KONMMYECTBO PECYPCHbBIX NINLIEH3NNA.

MUcnonb3oBaHo pecCypCHbIX JNINLEH3UN — KONNYECTBO UCMOMb30BaHHbLIX NULEH3NNA.

& sec@new.domain.com ~

Buinyuexa
21.09.2023

21.09.2023

MAeHTMCbMKaTOp MHCTaNNAUNN — yHVIKaJ'IbeIIZ KoA4 MHCTannauuu, Heobxoanm ans CbOpMVIpOBaHMFI

JocTynHO Nonb3oBaTeNbCKUX NULIEH3UA — 06LLee KONMYECTBO MONb30BaTENbCKMX JTULIEH3WIA.

MUcnonb3oBaHo Nonb3oBaTeNbCKUX NIMLLEH3UN — KONMYECTBO MUCMOSb30BaHHbIX NMNLEH3NN.



CeCCUOHHbIe NULUEeH3un

KoHdurypauus & sec@new.domain.com ~

+ AoBaeue

Nwnuenzmn
CUCTEMHBIE HACTPOHKM

WaeHTudukaTop uHCTanAUMy 690d3a09-2dce-4673-b0d1-e85a46290a4 [a]
MonezoeaTensckoe

NOAKNHUEeHWe
ObLwee KoMHECTBO

CepevcHOS NoaKIKYeRne

Nuyenzua BoctynHo Wenonsayertea
CeTeBkie PACTIONOKEHUA
CeccrorHan 10 1

3aperncTprpoBaHHble IMLEH3NK

[ Nuuenzua Hauano OkoHuaHue Kon-so BoinyweHa

O  Cecevonuan 13.09.2023 13.12.2023 10 13.09.2023

B pasgene otobpaxatoTca crieayloLmne AaHHbIE:

o NpeHTndunkaTop MHCTANNAUUN — YHUKANbHbIN KOA4 MHCTaNNAunmn, Heobxoamm ans hopmMmpoBaHus

NMUEH3nNn.
° D,OCTyI'IHO CEeCCUOHHbIX NULEeH3UN — obLLiee KONMYECTBO CECCUOHHBIX NTMLEH3NNA.

e Acnonb30BaHO CECCUOHHbIX NTMUEH3UN — KONMNYECTBO MCMOMNb30BaHHbIX NULEH3UN.

Ansa kaxgon nuueHsnn otobpakaroTcsa crieqyowme AaHHble:

[ata Hayana — garta Ha4yana AencTBUS NULIEH3UMN.

[aTta oKoH4YaHUA — fJaTa OKOHYaHUA OENCTBUS NULIEH3NN.

Oarta BblNyCKa — AaTa dopMUPOBAHUS NULIEH3NN.

KonunyecTtBO — KONMMYECTBO NULIEH3NI.

INnueHsna — Tun nuueHsun.

[obaBneHue nNULEH3un

Haxmute lo6aBUTb 1 BLIOEPUTE dhanin NULEH3NN.

YnaneHune nuueH3uun

OTtmeTbTE HY>KHYIO JTMLUEH3UNIKO N HAaXMUTE Yoanutb.

CuncrteMHble HaCTPOUKHU



BrnokupoBka 3apaum no Bupeo Ceccuu MNMoakntoueHus RDP PostgreSQLP

npv BBOAE pacnucaHuio k Gateway Proxy
HeBepPHbIX
OTP-kogoB

Hactpowka OnucaHue

[Mpyn NpeBbILLEHNN 3TOr0 3HAYEHUSA Nonb3oBaTenb OyaeT BpEMEHHO
3abnokmpoBaH, To eCcTb He cMOXeT BBoauTb OTP.

MuHumanbHoe 3HadeHune: O
Yncno HeBepHbIX MOMbITOK

3HayeHune no ymon4danuto: 10
BBoga OTP

MakcumanbHoe 3Ha4veHune: 99

0 o3Ha4yaeT, YTo BNOKMPOBKa He MPUMEHSAETCS, TO €CTb KONMMYEeCTBO

NnonbITOK BBOAA HE OrpaHn4eHo.

OnpepgenseT nepuoa BpeMeHU, N0 UCTEYEHUN KOTOPOTro
nonb3oBatens OyaeT pas3brnokupoBaH 1 cHoBa cMoxeT BBoauTb OTP.
Mepurog 6noknpoBKn
ayTeHTudumkaropa, M1H MwuHuManbHoe 3HaveHue: 1
3HayeHue no ymonyaHuto: 10
MakcumarnbHoe 3HaveHue: 9999

NMonb3oBaTenbCcKoe nogkryeHue

A NMPEOYNPEXOEHUE

[nsa paboTbl ¢ NONb30BaTENLCKUMUN NOAKMIOYEHNAMN HEOOXOANMBI NpuBUErMn YnpaBneHus
nonb3oBaTenbckumu nogknrodeHnamm (UserConnectionType.Create, UserConnectionType.Read,
UserConnectionType.Update, UserConnectionType.Delete).

B Indeed PAM ecTb cnegytouime BCTPOEHHbIE TUMbl MNONb30BaTENbCKUX NOOKITHOYEHNN:

 RDP


http://localhost:3000/privileged-access-manager/3.1/administration/section-reference/roles/

e SSH
e Telnet

o PostgreSQL
BcTpoeHHble TUMbl He MOryT ObITb U3MEHEHbI UMW YAamNeHbl.

Takke goctynHo gobaBneHne cobCTBEHHbLIX TUMOB MNOb30BATENLCKUX MOLKITHOYEHNIA.

[Nob6aBneHue cob6CTBEHHbIX TUMOB NOJib30BaTeNIbCKUX
noaKknvYeHumn

[nsa nobaeBneHns HOBOro Tuna NoakItveHns TpebyeTcst uccrieqoBaHMe KIMEHTCKOMO MPUMOXKEHUS U
paspaboTka wabnoHa anga Indeed ESSO Agent. HoBbI TN NOAKNIOYEHNSA YHUKANEH NS KaX40ro

NpUNoXeHus, Ansa paspaboTkn TpebyeTca obpaTuTbes B Criyx0y TexHuyeckol nogaepxku Indeed.

CepBucHoe nogkrnrovyeHme

/\ NPEAYNPEXAEHUE

[nsa paboTbl ¢ CEpBUCHBIMY MNOAKITIOYEHUSMU HEOOX0AUMbI NpuBMNerM1 YnpaBneHUsa Tunamm
cepBUCHbIX nogknto4veHun (ServiceConnectionType.Create, ServiceConnectionType.Read,

ServiceConnectionType.Update, ServiceConnectionType.Delete).

B Indeed PAM ecTb cnegytouime BCTPOEHHbIE TUMbl CEPBUCHbIX MOOKITHOYEHNUN:

e Windows

e SSH

» Microsoft SQL Server
 MySQL

o PostgreSQL

» Oracle Database

e Cisco I0S

e Inspur BMC

BCTpOGHHbIe TUNbl HE MOTYT ObITb MU3MEHEHbI UMK yoaneHbl.

Takxke OOCTYMNHO nobasneHne COOCTBEHHbLIX TUMOB CEepPBUCHbIX MOAKMHOYEHNI.


http://localhost:3000/privileged-access-manager/3.1/problem-solving/tech-support/
http://localhost:3000/privileged-access-manager/3.1/administration/section-reference/roles/

[Nob6aBrneHne cOOCTBEHHbIX TUMOB CEPBUCHbLIX NOAKMNOYEHNN

/\ NPEAYNPEXAEHUE

Ecnu cepsep ynpaBneHus Bawwen nHctannsumm PAM yctaHorneH Ha xocte ¢ OC Windows, TO MOXHO

no6aBnATb TONbKO KOHHEKTOPLI ¢ WabnoHom powershell.

Ecnn cepsep ynpasneHus sawen nHctannaumm PAM yctaHoBneH Ha xocte ¢ OC Linux, TO MOXHO

no6aBnATb TONbKO KOHHEKTOpPbI C wabnoHom bash.

A WD

(&)}

. OTkponTte pasgen Kondurypauma — CepBUCHOE NOAKIIOYEHMUE.
. Haxxmnte lo6aBUTH TUN CEPBUCHOIO NOAKITHOYEHUS.
. B oTkpbIBLWIEMCA OKHe 3arpy3uTe ZIP-apxus ¢ gpainom KOHHeKTopa.

. 3apganTte HasBaHue CEepBUCHOrIo NoAKIT4YeHUd nnn MCI'IOJ'Ib3yl71Te 3Ha4YeHne, 3arpy>xeHHoe m13

MeTadaHHbIX.

. BBegute OnucaHue cepBucHoro noakntodeHnsi. OnumMoHanbHo.

. 3aBepwmnte gobaBneHme Haxatmem KHonkn [lo6aBuUTb.

NMoarotoBka ¢hanynoB KOHHEKTOPOB

[nsa nogrotoBku ZIP-apxuBa ¢ bannom KoHHeKkTopa ncnonb3dymnte ytunuty Connector Creation Tool.

PeﬂaKTVIpOBaHVIe COOCTBEHHbIX TUNOB CepPBUCHbLIX NnoAaKNO4YeHUn

3arpy3V|Tb HOBbIW KOHHEKTOp OTPEAaKTMPOBaTb Ha3BaHue uiun onncaHue

. OTkponTte pasgen Kondurypauma — CepBuUCHOe NoaKnoveHue.
. Haxxmnte PepakTupoBatb psagom ¢ TpebyeMbiM TUMOM CEPBUCHOIO NOAKIOYEHUS.

. Haxxmnte CkayaTtb apxumB 1 BbiIbepuTe nanky Ha KOMMNbOTEpPe ANd coxpaHeHus Tekyuwero ZIP-apxusa ¢

(*)aﬁJ'IOM KOHHEKTOpa. 70T apxums noHagobuTcs, 4ToObl BOCCTAHOBUTL npegbiayuiee CoCtodHmne
CEPBMCHOIO NOAKITIOYEHUA, eClnn Npu 3arpy3ke HOBOro apxmBa BO3HUKHET owmnbkKa.

. 3arpyauTte HOBbIN ZIP-apxuB ¢ hannnomMm KOHHEKTopa.
. Ecnu TpebyeTtcs, otpenaktupyite Hassanue n/vnn OnucatHume.

. 3aBep|.|.||/|Te penakTnpoBaHMe Haxatnem COXpaHVITb.


http://localhost:3000/privileged-access-manager/3.1/administration/section-reference/configuration/connector-creation-tool/

MpocmoTp Koaa CKpUNTa KOHHEKTopa

1. OtkponTte pasgen Kondurypauus — CepBuUcHoOe noaknoyYeHue.

2. Haxxmute MNMoka3aTb Kop, cKpunTa pAaaom C Tp86yeMbIM TUNOM CEePBUCHOIO NOAKIMKOYEHNA.

YpoaneHne coOOCTBEHHbIX TUMNOB CepPBUCHDbIX NoAKNIOYeHUN

1. OTkponTte pasgen Kondurypauusa — CepBUCHOe noaksitoveHue.

2. HaxmuTe Yaganutb psigoM ¢ TpebyemMbiM TUNOM CEPBUCHOIO MOAKMYEHUS.

() UH®OPMALUSA

Henb3sa yoanntb TN CEpBUCHOTIO MOAKITIOYEHNA, €CIT CYLLUECTBYET peCypC C TaKUM TUTIOM.

3arpy3ka wabnoHa SSH-koHHeKTOpa

LLIaBGnoH cepBUCHBIX Onepaumi yHUKaneH ans Kaxgoro AuctTpubytnea *nix. B coctaBe anctpubyTtnea no
nytn IndeedPAM_3.1_RU\indeed-pam-tools\ssh-templates\ npunoxeHbl WabnoHbl ANSA criegyoLmx
ANCTPUBYTUBOB *nix:

o Alt

e Astra

o CentOS
e Debian
e FreeBSD
e Gentoo
e Oracle
e RedOS
 RHEL
e Rocky
e SLES
e Ubuntu

YT1006bI f06aBUTL WabnoH B Indeed PAM:

1. OTkpownTe pasgen Kondurypauusa — CepBUCHOe noakstoveHue.

2. BHyTpu 6noka SSH HaxmuTe [lo6aBUTL.



3. Bbibepute gann ¢ HyHbIM BaM wabnoHom SSH-koOHHeKTopa 13 anctpmnbyTnea no nyTu
IndeedPAM_3.1_RU\indeed-pam-tools\ssh-templates\.

[nsa paspaboTku gpyroro wabnoHa obpaTtntech B cry»0y TexHn4eckon nogaepxkn Indeed.

CeTeBble pacnosfoXeHus

Pasgoen cooepXuT gaHHble O nobaBneHnn ceTeBbIX pacnonoXeHumn, ans orpaHNYeHnn UCrnonb3oBaHNUSA

pecypcoB, BblAaHHbIX NO aapecaMm.

NoGaBneHue ceTeBOro pacnosoxeHus

-+ NoBaenTe
HaxmuTe )

Beeante Umsa n gobasste CeTeBble agpeca pecypcoB, KOTOPbIM TpebyeTcs BblAaTb OrpaHUyYeHHoe

nogkrn4veHune.

Terun

B aTtom pasgene otobpaxatoTcsi Bce co3aaHHble Teru. 1o ymonyaHuio Term oTCopTUpOBaHbl No andasuTy B
npsiMom nopsiake. Ytobbl 0OTCopTMpPOBaTh UX B 0OpaTHOM MOpPSiAKE, HAXKMUTE Ha 3arofioBoK Tabnumubl,

ctonGey Tern.
YT00bI CO3aaThb Ter:

1. Haxxmute Co3pars.

2. Beegnte Umsa tera. OHO MOXeT coaepaTb oT 2 40 50 CMMBOSIOB U MOXET COCTOATb TONbKO M3
naTtuHULbI, KNpUNNUUbl, Undp 1 cneucnmeonos. NMsa Tera 4OMKHO BbiTb YHUKANbHO BHE 3aBUCUMOCTU

oT perncTpa. Hanpumep, ecnu y Bac yxe ectb Ter «BaxHo», To co3gaTb Ter «BakHO» He yaacTcs.
3. BblbepuTe LBeT.

4. OcTtaBbTe onuuio OTobpaxaTb Ter B KOHconu nonb3oBatens (UC) BkrtodeHHON. Ecnu BbIKNIOYUTD

ONuMIo, TO TErOM CMOIYT NOSb30BaTbCs TOSNbKO agMuHmuctpatopsl PAM B MC.

5. 3aBepwunte gobasneHne Haxxatnem COXpaHUTb.

YT00ObI HATW TET:


http://localhost:3000/privileged-access-manager/3.1/problem-solving/tech-support/

1. BBeauTte nms Tera B MOMCKOBOW CTPOKE NOSTHOCTLIO UMK YaCTUYHO.
B nHcTtannaumsax PAM Ha PostgreSQL nownck permctposasmcumbin. Hanpumep, ecnn y Bac eCTb Ter
«BaxHO», TO OH He oToBpasnTca Npu BBOAE B MOMCKOBOW CTPOKE «BaXKHO» C ManeHbkon BykBbl. B
nHctannauuax PAM Ha Microsoft SQL nouck pernctpoHesaBmMCUMbIN, TO eCTb Ter oTobpasnTca npu

BBOJE €ro Ha3BaHWs U C MPOMUCHON, N CO CTPOYHOM OyKBbI.

2. Haxxmute ENTER nnn O\

YTtobbl OTpegakTupoBaThb Ter:

1. BoibepuTte Ter B cnucke.
2. Haxmnte PepgakTupoBaThb.

3. BHecute nameHeHus. ECTb BO3MOXHOCTb UBMEHUTb UMSI Tera, LBET N BUAMMOCTb Tera B KOHCOMNM

nonb3oBartend.

4. 3aBep|.|.||/|Te penakTnpoBaHMe Haxatnem COXpaHVITb.

YTobbI yoanntb OANH UM HECKOJ1bKO TEroB:

1. BbiGepute 0AMH UM HECKOIbKO TEroB B CMMCKE.
2. Haxmunte Yoanutb.

3. ﬂOﬂTBepﬂ,MTe yoaneHne Haxatnem Yaanutb BO BCM/bIBalOLEM OKHE.

() UH®OPMALUSA

Mpwn yaaneHum Ter CHAMETCH CO BCEX PECYPCOB, K KOTOPbIM Obl1 MPYMEHEH.



YKa3aHuve ONUTeNIbHOCTU CerMeHTa
Buaeo npu 3anucu RDP-ceccumn

Bo Bpemss RDP-ceccum 3anucbiBaeTcs Buageo ¢ paboyero crona yaaneHHoro pecypca. Bugeosanuce RDP-
Ceccun OenuTcs Ha cerMeHTbl. Yem aAnnHHee cermeHT Buaeo3anucn, Tem cunbHee Harpyxaetca CPU B

OTKPbITOW CECCUMN.

YTo6bl CHM3NTL Harpy3ky Ha CPU, ymeHbLunTe 3HadeHne cnegytowero napametpa: Kondurypauma —
CucremMHble HaCTPONKN — [ANUTENbHOCTbL CerMeHTa 3anucbiBaeMoro BUAEeO B KOHCOMNM

agmuHuctpatopa PAM.



Pab6ota ¢ Connector Creation Tool

Connector Creation Tool (CCT) — 310 yTunuTta KOMaHOHOW CTPOKM ANS CO34aHns U OTnagkm COGCTBEHHbIX
TMMNOB CEPBUCHOMO noakntodeHnsa. Co3aaHHbI C NOMOLLIbIO 3TOW YyTUANTLI apxXuB 3arpyxaetcs B PAM B

pasgene KoHdurypauma — CepBUCHOE noakroveHue.

NMpenBapuTenbHble TpeboBaHUS

[nsa 3anycka Ha Windows HeT 4ononHUTeNbHbIX TpeboBaHUN.
[nsa 3anycka Ha Linux TpebyeTcs Hannume yctaHoBrneHHbIx Microsoft .NET Core 8 n Docker.

NMoaroTtoBKa KOHHEKTOpa

1. Ons yno6ctBa pabotsl ¢ ytunuton Connector Creation Tool (CCT) go6aBbte onsi Hee NCeBAOHUM C
MOMOLLbIO KOMaHAbl, Yka3aHHOW Huxe. [Nepen BbINONMHEHNEM KOMaHAbl 3aMeHuTe <nyTb Ao CCT> Ha TO

pacrornoxeHue B pansioson cucteme, No KOTopomy y Bac Haxoautca Connector Creation Tool.

[Mocne BLINONHEHUS YyKkadaHHOW KOMaHAbl 3aKponUTe TepMMUHAI U OTKPONTE 3aHOBO.

Windows Linux

HNo6asneHue nytu Ao CCT B nepeMeHHYI0 OKpY>XeHUA

"New-Alias cct <nyTb go CCT>\Pam.Tools.ConnectorCreationTool.exe" | Add-Content
$PROFILE

2. CospaunTe nanky Ans KOHHeKTopa u nepenauTte B Hee:

Co3gaHuve nanku ansi KOHHeKTopa

mkdir my_ connector
cd my_connector

3. Cosgante wabnoH KOHHEKTOpPa C NOMOLbIO KOMaHAbl new :


http://localhost:3000/privileged-access-manager/3.1/administration/section-reference/configuration/#adding-new-connection-types-srv
http://localhost:3000/privileged-access-manager/3.1/administration/section-reference/configuration/#adding-new-connection-types-srv
http://localhost:3000/privileged-access-manager/3.1/administration/section-reference/configuration/#adding-new-connection-types-srv

Co3gaHue WabnoHa KOHHEeKTopa

cct new

Tun KoHHekTOopa BblbupaeTcs B 3aBucumoctn ot OC: Ha Windows — ps1, Ha Linux — sh. Npwu
HeobX04MMOCTM MOXHO MOMEHSATL TUM B ONUMAX KOMaHAbl new, NogpobHy0 MHOPMaLMIo CMOTPUTE B

CripaBOYHMUKE KOMaHA.

[Mocne BbINONHEHNST KOMaHAbl B AUPEKTOPUM NOABATCA OCHOBHbIE dhansbl KOHHEKTopa. [NogpobHyto

NHGOPMaLMIO CMOTPUTE B NMYHKTE CTPYKTYpa KOHHEKTopa.

4. B dhaine connector.psl/sh Mo ymMonyaHuio eCTb METOAbI, KOTOpPblE TPEOyeTCst peann3oBaTth.
N3HayanbHO OHM BO3BpaLLaloT OLIMOKY 1 coaepaT 3aKOMMEHTUPOBAaHHbIE NMPUMEPbLI C KOPPEKTHO

BO3BpaLwjaemMbiM OaHHbIMW. Peanm3y|7|Te 3TN MeTOoabl.

() UH®OPMALUSA

OCHOBHOW CKpUMT KOHHEKTOPA AOMMKEeH OblTb HanNncaH Ha s3bike bash nnu powershell, B
3aBMCMMOCTM OT BbIOpaHHOIo TMna KoHHeKTopa. [pu aTom Anga peanu3aumm MeTo40B MOXHO
Ncnonb3oBath Mobble A3bIKM U TEXHOMNOMKU, B 3aBUCMMOCTM OT TOro, Ha YeM yaobHee fenatb
obpaLuleHus Kk pecypcy. B atom cnydyae noHagobuTtcsi B OCHOBHOM CKpUMTE connector.psl/sh
BbI3blBaTb BaLUX CKPUMTbI U UCMNOSNHAeMble dbalnbl, CO30aHHble Ha APYrnX sA3blKax.

5. MNMepexoguTe K oTnagke KOHHeKTopa.

OTnagka KOHHeKTopa

Mocne Toro, Kak MeTofbl B CKpUNTE peanu3oBaHbl, MOXXHO MPOBEPUTL KOPPEKTHOCTb UX BbIMOSTHEHUS C

NMOMOLLbIO KOMaHAbl run . MogpobHy MHGOPMaLMIO O KOMaHAE run CMOTPUTE B CMPaBOYHMKE KOMaHA.

1. MNpoBepbTe coenHEHNEe OO KOHHEKTOPA.

I'IpOBepKa coegnHeHUs 4O KOHHEeKTopa

cct run test_connection -a <DNS wam IP-agpec KOHHeKTOpa>

2. MpoBepbTe KOMaHAY YCTAHOBKM Naponsi ANsi Nonb3oBaTens.



YcTaHoBKa napons Ansd nonb3o0BaTens

cct run set_user password -a <DNS wnu IP-agpec KOHHeKTOpa> --user <MnonAb30BaTeNb> --
new-password <HOBbI1 Naponb>

3. I'IpOBepre KOMaHAy YCTaHOBKU KIlko4a A4 noJjib3oBaTerid.

YcTtaHoBKa KJito4a AnA nonb3oBaTtens

cct run set_user_key -a <DNS unu IP-agpec KOHHEKTOpa> --user <nojib3oBaTenb> --o0ld-
key-path <cTapbim knw4> --new-key-path <HOBbI Ka4>

4. [NpoBepbTe KOMaHAy NPOBEPKN Naponsa nofnb3osaTens.

MpoBepka napons nonb3oBaTens

cct run test password -a <DNS wnu IP-agpec KOHHEKTOpa> --user <noab3oBaTenb> --
password <naponb>

5. I'IpOBepre KOMaHAy NpoBepKU Kriro4a nosjib3oBaTesid.

MpoBepka knio4a nonb3oBaTens

cct run test_key -a <DNS wan IP-agpec KOHHeKTOpa> --user <nosb3oBaTesb> --key-path
<KJIH04 >

6. [poBepbTe KOMaHAY NPOBEPKM HANUYNA HeynpaBnseMblX KIoYen.

HPOBepKa Hanun4yua HeynpaBnsdeMbIX Krno4ven

cct run test _unmanaged keys -a <DNS wau IP-agpec KOHHeKTOpa> --user <nojb3oBaTesb> -
-key-path <knwo4>

7. MNMpoBepbTe KOMaHAy yaaneHuna HeyrnpaBniaeMblX KItouen.

YpnaneHue HeynpaBnsieMbIX Nonb3oBaTenemM Knroyeun



cct run remove_unmanaged_keys -a <DNS unu IP-agpec KoHHekTopa> --key-path <knw4y>
8. NpoBepbTe KOMaHAY NonyyYeHUs MHOpPMaLuumn o pecypce.

Mony4yeHne nHdopmauum o pecypce

cct run get resource_info -a <DNS wau IP-agpec KOHHeKToOpa>
9. NpoBepbTe KOMaHAY NonyyYyeHns MHopmauum ob akkayHTe.

Mony4yeHne nHdopmauum o6 akkayHTe

cct run get_account_info -a <DNS wau IP-agpec KOHHeKTOpa> --user <nosb3oBaTesb>

10. NpoBepbTe KOMaHAY NOMyYEeHUsT CNMCKa Nosib3oBaTenen.
MNMonyyeHne cnucka nonb3oBartenen

cct run get_users -a <DNS waum IP-agpec KOHHeKTOpa>

11. MNocne NpoBepKM BCEX CEPBUCHBIX OnepaLuii NepexoamnTe K yrnakoBke KOHHeKTopa.

YnakoBKa KOHHeKTopa

MpoBepeHHble dhannbl KOHHEKTOpa TpebyeTca ynakosaTtb B ZIP-apxus ons ero ganbHenwen 3arpy3sku B
PAM. [1na 3TOro BbINONHUTE CreayoLLyto KOMaHay B TOW e ANPeKTopuun:

YnakoBKa KOHHEeKTOpa

cct pack

Moapo6Hyto MHbopmaLmMio 0 KomaHae pack CMOTPUTE B CNpaBOYHMKE KOMaHA,.

lotoBbI ZIP-apxuB ByaeT 3anucaH B poguTenbckyto aupektoputo. lanee nepexogute B PAM B pasgen

KoHdpurypauus — CepBucHoe nogkrnroveHue ans 3arpysku ZIP-apxvuea KoHHEKTopa.


http://localhost:3000/privileged-access-manager/3.1/administration/section-reference/configuration/#adding-new-connection-types-srv
http://localhost:3000/privileged-access-manager/3.1/administration/section-reference/configuration/#adding-new-connection-types-srv
http://localhost:3000/privileged-access-manager/3.1/administration/section-reference/configuration/#adding-new-connection-types-srv

CTpyKTypa KOHHEKTOopa

B ZIP-apxnBe KOHHEKTOpa eCTb TPM OCHOBHbIX (hanna:

e info.json — MeTagaHHble KOHHEeKTopa
e info.schema.json — JSON-cxema danna info.json

e connector.psl/sh — CKpPUNT, BbIMOMHSAOLMA CEPBUCHbIE Onepaunm

Kpome OCHOBHbIX ¢0aniioB KOHHEKTOP MOXET coaepaTb ntobble gpyrne dansnbl, B TOM Ynucne 6uHapHbie,
Kpome pannoB C UMEHEM wrapper.psl W wrapper.sh 3TV UMeHa anrnos 3ape3epBupoBaHbl nog PAM
OS5 BCnoMoraTtenbHOro ckpunta Ans 3anycka KOHHeKTopa.

MakcumanbHbIn pasmep ZIP-apxmBa koHHekTopa — 100 MB.

Mpumep channa info.json

"$schema": "info.schema.json",
"Id": "TestBashConnector",
"Name": "Test Bash connector",
"Description”: "This is a test connector",
"Version": "1.0",
"CreatedAt": "2024-12-05 14:45:0372",
"ConnectorType": "sh",
"ScriptTimeout": 30,
"IsKeyServiceOperationSupported": false,
"LinuxSandbox": {
"Image": "my-test-connector:1.0",
"CpuLimit": "@.5",
"MemoryLimitMb": "512",
"StoragelLimitMb": "1024",
"PidCountLimit": "8"

e $schema — uma danna JSON-cxemsbl.
e Id — naeHTMdUKaATOP KOHHEKTOPA, AOMKEH OblTb YHUKaNbHbIM B pamkax PAM.

e Name — MMSA KOHHEKTOpa, koTopoe ByaeT otobpaxarbcs B PAM, OOMKHO BbITh YHMKANbHBIM B paMKkax
PAM.



e Description — onucaHvne KOHHEKTOpa, KOTOpOoe MOXHO ByaeT NPOCMOTPEThL B AeTansX KOHHEKTOpa B
PAM. OnuuoHanbHoe none.

e Version — Bepcusa KOHHEKTOpa.
e CreatedAt — BpeMsi CO34aHUSA KOHHEKTOPA, YKa3blBaeTCA aBTOMaTUYECKM NPy ynakoBKe KOHHEKTOpPA.
e ConnectorType — TN KOHHeKTOpa (sh unu ps1).

e ScriptTimeout — TarimMayT paboTbl KOHHEKTOpPA B cekyHaax. Ecnv npu BbINONHEHWUN CEPBUCHOM
onepaummn CKpUNT He 3aBEPLUUTCS 3a YKa3aHHOe BpeMsl, TO onepauusi 3aBepLunTcs No TanmayTy.

e IsKeyServiceOperationSupported — donar, nokasbiBaloLMin, NOOAEPKMNBAETCA JIN KOHHEKTOPOM
paboTta ¢ SSH-knoyamn. Ecnn B ckpunTe peannsoBaHbl onepauum ¢ SSH-knovamm, To ykaxuTe true.

e LinuxSandbox — onuuoHanbHbIn pasgen. CoaepXnT HaCTPOVKK AN nepeonpeaeneHns HacTpoek no
ymorndanuto Docker-necoyHuubl, ykasaHHblx B Core/appsettings.json.

e Image — Ter Docker-obpasa ons BbINOMHEHUS NECOYHULbI.

e CpuLimit — orpaHunyeHune pabotel CPU ogHOro KoHTenHepa necovHuLbI.

e MemoryLimitMb — orpaHuyeHune paboTbl N0 NaMATM OQHOIO KOHTENHepPa NeCOYHULbI.

e StoragelLimitMb — orpaHu4eHve BPEMEHHOro XpaHunuLia OgHOro KOHTeNHepa NecoYHULbI.

e PidCountLimit — orpaHuyeHue KonmyecTsa NPoLIeCCOB OAHOMO KOHTeMHepa NecoYHULIbI.

() MHOOPMALIMSA

Ansa PowerShell-koHHEKTOPOB NECOYHULLbI HET.

CnpaBO4YHUK KOMaHA

new

Cospaer WwabroH Ans HOBOro KOHHekTopa. [JaHHas koMaHaa reHepupyeT gainbl info. json,

info.schema.json 1 connector.psl/sh B ykasaHHOW ONPEKTOPUN.

Windows Linux

Mpumep 3anycka KOMaHAbI

<nyTb o CCT>\Pam.Tools.ConnectorCreationTool.exe new -t psl -p
C:\Users\user\documents\folderil\



MapameTpbl KOMaHAbI hew

Uma Oba3aTenbHbIN OnucaHue

-V, --verbose — BkntounTb nokas gONOSTHUTENbHbBIX NOroB.

MyTb oo KaTanora, B KOTOpOM OyayT co3gaHbl hannel info.json n

-p, --path path — connector.ps1.
Ecnu He ykasaH, To channbl ByayT co3gaHbl B TEKyLLEen narke.

Tun ckpunTa KOHHeKTopa. Bo3amoxHble 3HayeHus: sh, ps1.

¢ sh — BbInonHsaTCA TonbKo Ha Linux (bash)

-t, --type type —
e ps1 — BbinonHsaTCA Torbko Ha Windows (powershell)
-h, --help — MHdbopmaums 06 ncnonb3oBaHnmM 1 NOMOLLb.
pack

Cospaet Z|P-apxuB KOHHEKTOpa Angd I'IOCJ'IGLI,)/POLLI,GVI 3arpy3km B KOHCONMM agMUHUNCTpPAaTopa.

Windows Linux

Mpumep 3anycka KoMaHAabl

<nyTb o CCT>\Pam.Tools.ConnectorCreationTool.exe pack -p
C:\Users\user\documents\folderl\ -n b80d094b715aa08375b87e9.1.1

MapameTpbl kKOMaHAbI pack

Uma Oba3aTenbHbLIN OnucaHue

-v, --verbose — BknounTb Nokas 4OMNONMHUTENbHbIX JIOrOB.

-p, --path path — MMyTb 0O KOHHEKTOpA.



Umsa Obsa3aTenbHbIN OnucaHue

Nms ZIP-cbanna 6e3 ykasaHus paclumpenuns .zip. Mo
-n, --name name — YMOSYaHMI0 UMsI COCTOMUT M3 3HadYeHun nonen ID n Version

danna info.json.

-h, --help — NHdopmaums 06 ncnonb3oBaHUN 1 MOMOLLb.

hash

PaccuuntbiBaeT xew SHA-256 channa. Micnonbayetca anga obecnedeHnsa LenocTHOCTU hansos.

Windows Linux

Mpumep 3anycka KOMaHAbI

<nyTb o CCT>\Pam.Tools.ConnectorCreationTool.exe hash -p
C:\Users\user\documents\folderl\

MapameTpbl KoMaHAabl hash

Uma Ob6s3aTenbHbIN OnucaHue
-v, --verbose — BkntounTb Nokas goNONHUTENbHbLIX NOroB.
-p, --path path Oa MyTb 0O KOHHeKTOpa (ZIP-apxuB).
-h, --help — NHdopmaumsa 06 ncnonb3oBaHMN U NOMOLLb.

run

3anyC|<aeT KOHHEKTOP, BbINOJTHAET CKPUMNT KOHHEKTOPA B yKa3aHHOl7I OVNPEKTOPUMN.

Windows Linux




Mpumep 3anycka koMaHAabl

<nyTb Ao CCT>\Pam.Tools.ConnectorCreationTool.exe run test connection -p

C:\Users\user\documents\folderl\ -a 192.168.5.1

I'IapameTp bl KOMaHAbI run

Uma Ob6s3aTenbHbIN
-v, --verbose —
-p, --path —
-a, --address address [a

--port port

-sa, --service-account account

-sp, --service-account-password password

-skp, --service-account-key-path key-path

-slt, --service-account-location-type location-type

--disable-sandbox

-h, --help

KomaHapbl, KOTOpPbIe MOXHO 3anyckaTb C MTOMOLbIO run

OnucaHue

BknounTb nokas

OOMONMHUTESIbHbLIX JTOroB.

MyTb OO KOHHekTopa (ZIP-
apXMB UNWN OUPEKTOPUS).

Appec KOHHEKTOopa B Buae
DNS unu IP.

[MopT kKOHHEKTOopa.

Nms CepBUCHOIo akkayHTa.

Maponb cepBUCHOIO
akkayHTa.

Krtou cepBUCHOro akkayHTa.

Tun HaxoXxaeHus
CEPBMCHOrO akkayHTa.
Bo3moXxHble 3Ha4YeHus:

Domain, Local.

OTKNIOYUTL NECOYHN Ly.

NHdopmaums 06

MCrosib30BaHNN N MOMOLLb.



Uma

test_connection

set_user_password

set_user_key

test_password

test_key

test_unmanaged_keys

remove_unmanaged_keys

get_resource_info

get_account_info

get_users

OnucaHue

npOBepMTb coegnHeHmne 0o KOHHEKTOopa.

YcTaHoBUTL naporsib Angd nosjib3oBaTern4.

YcTaHOBUTb KMo ANs nonb3oBaTtens.

[MpoBepuTb Naporib Nonb3oBaTens.

MpoBepUTbL KIHOY NONb30BaTENS.

[MpoBepuTb HanMuMe HeynpaBnseMbIX KIYen.

Yoanutb HeynpaBldeMble NoJb3oBaTerieM KIo4u.

MonyunTb MHpOpMaLMIo O pecypce.

MonyunTb MHpopmaumio 06 akkayHTe.

I'Ionyq WTb CMUCOK NOJSib30BaTeNen.



Ponwu

Pasgen npegHasHayeH anst HAaCTPOWKN NpUBUIEri nonb3oBarenen-agMmmHmucTpatopos PAM B KOHCONM

ynpasneHuns Indeed PAM.

NpepBapuTernibHas HaCTpPOUKa

Mocne nepBoro BxoAa B KOHCOMb agMUHUCTpaTopa notpebyeTcs 4o6aBUTb TEKYLLEro Nonb3oBaTtens B

cocTtaB ponu Administrator, ans atoro:
1. NMepengnte B pasgen Ponu
2. OtkpouTte ponb Administrator n nepenante B nogpasgen CocraB ponu

3. Haxmute lo6aBuUTb, BbIbEpPUTE TEKYLLETO NONb30BaTeNs n Job6aBsTe €ro B COCTaB ponu

Administrator 2 INDEED-ID\Administrator =

OBWas MHPOPMaLKMA -+ [oBaeuTs
CocTae poau

Mpuenaerim [l Wma nonwzoeatens

O INDEED-IDV\Administrator

4. 3aHOBO BOMAUTE B KOHCOJb ynpaslieHNA " y6e,u,|/|Ter YTO B KOHCOJTN NOABUITUCb OCTallbHbl€ pa3aersibl.

NMpepycTtaHoBrEHHbIE pOnU

Mocne yctaHoBkn 6yayT aoctynHel ponu Administrator, Operator n Supervisor.

A NMPEOYNPEXOEHUE

BHumanwue! MNMocne nepexofa Ha HOBYO BEPCUIO TpebyeTcsa NpOBEPUTL COCTaBbl NPUBUIENMN Y BCEX

NCMonb3yeMbIX Ponei.



Ansa ponn Administrator BkntodeH NonHbIn HAbop NpuUBUNETNIA.

[na ponn Operator BKITKOYEHbI NpuBunernn, no3Bosidlolne BbigaBaTb UIMA OT3biBaTb pa3peLlleHnA (K

npumepy, obpabaTbiBaTb 3asiBKW HA AOCTYM), @ TakKe BbIMOMHATL NPOBEPKY NPUBUNErNMPOBAHHbBIX YUYETHbIX
3anmcen 1 4OCTYMHOCTb KOHEeYHbIX Pecypcos.

Ponb Supervisor npegHasHadeHa nsi nomMcka u npocMoTpa 3Ha4YeHUI, 3a UCKITIOYEeHNEM Naponen YYeTHbIX
3anucen. MNpueunerum Ha gobaBneHne 1 3MeHeHMe 3Ha4YeHUN oTKMoYeHbl. Ponb ByaeT nonesHa gns
KOHTpons 3a paboton agMmuHuctTpatopos PAM.

NanHble ponu sensotes MobanbHbiMK. Caenatb porb JTokarnbHOM MOXHO TOMBKO MPY CO34aHUM HOBOA
ponu.

Co3pnaHue HOBbIX poneun

() NPUMEYAHVUE

[N BbINONHEHNSA onepauuini ¢ posisiMu HeobxoanMmbl npusunernn ynpasrieHnAa pondamMmm goctyna.

BbinonHuTe cneayowime warm:

1. Nepenante B pasgen Ponu, Haxxmnte [lo6aBUTL, YKaXUTe UMs 451 HOBOW ponuv, Ans co3gaHns
nokanbHOW ponu Bkno4ymTe onumio JlokanbHasa. HoBasi ponb 4o06aBUTCS B CNUCOK POSEN.

2. OTkponTe co3aaHHyto porb, nepengute B pasgen NMpuBunerun, Boibepnte Heobxogmmbli Habop
NPUBUIErMN N COXPaHUTE U3MEHEHUS.

HoBasa ponb =

Wima ponn

AnMUHWCTPaTOP OTAENa MHPOPMALMOHHORA BE30N3CHOCTM

NokansHan

Ana npedocmasnedus npae 8 pamMkax 00Ho20 nodpasdeneHus UCnoAL3yLIMe AOKAALHYI0 PO




[lobaBrneHue nonb3oBaTesien B COCTaB pPonu

[ns HasHavYeHun npuBunernn agmmHnctparopam PAM BeinonHuTe crnegyowmve 4encTBus:

1. Nepengute B pasgen Ponun, oTkponTe HEOOXOAMMYHO POsb.

2. MNepenguTe B pasgen CoctaB ponu, HaxvmnTe flobaBuTb. Buibepute nogpaspeneHme, 3atem

norib3oBaTterns.

BoibepuTe nogpasaeneHve =
Kma Q

Aupekyna

®  Oraen vHbopMaumoHHol BezonacHoCT

O7aen uHGopMaLWOHHOR BE30NacHOCTK Bnepepg,

/\ NPEQYNPEXAEHUE

Ecnn nonb3oBaTtenb gobaBneH B COCTaB HECKOMbKMX POSien, TO OH Nosiy4aeT CyMmMmy npuBuniernin n3
BCEX CBOMX poremn.

YpoaneHue poneu

Mepengute B pasgen Ponu, oTMeTbTe (PraXkoM HY>XHble pornuv, HaxXmuTe YaanuTb.



NMpunoxeHus

AAPM — 3710 Habop METOAOB M MHCTPYMEHTOB 1151 aBTOMaTM3aummn nonydeHnst naponen n SSH-kno4ven

(Y4eTHbIX AaHHbIX) Y3 NpUnoxeHnsamu.

A NPEAYNPEXOEHUE
[nsa ncnonb3oBaHus MpunoxeHun Tpebyetca umets AAPM-nnueHsuu.
Y100bI fO06aBUTL NpunoxeHue B Indeed PAM:

1. Mepengnte B pasgen MpunoxeHusa B KOHCONM agMUHUCTPATOpPa.

2. Haxmunte lo6aBUTB.

B KOMMAHUS MpunoxeHus
nHONO
Vims Q
& TMonbsosatenm
an [pynnel nonb3osateneii + Jo6asuTs
ﬁ Pecypcel
B3 Mpynnel pecypcos Nma Onucaxue
B Yuettbie sanucn §5) MyApplication Test app
B3 JomeHnl PGAdmin external PG
SMSS external SMSS

;'1. CrpykTypa

MpunoxeHus

HacTponka npmnoxeHuun:

B pas3aene npunoxXeHma MOXHO:

o 3aﬂaBaTb NMA MPUNOXeHna, onncaHne, HaCTpouTb TUN ayTeHTI/ICbVIKaU,I/II/I.



o ,D,OGGBJ'IHTI: AOMUWHUNCTPATOPOB MPUITOXEHNA. 910 no3sBonser npocMaTtpmBaTtb Naposib OT 3TOro

npunoxeHnsa B UC.
o [106aBnATb paspeLueHus.
o CbpacbiBaTb Naporsb.
e Yaanutb NpuUioxeHue.

° ﬂpOCMOTpeTb BblaHHbl€ pa3pelleHna n cobbITUS, KOTOpbIE NMpon3oLsin B CUCtemMe PAM ans atoro

NPUNoXeHun4

UTtoObl 06aBNTL paspeLleHme NpUNoXKeHuHo:

Haxmunte [lo6aBUTbL pa3peLueHue.

BbiGepuTte nogpasgeneHue.

BbiGepuTe y4eTHyto 3anmcb, OT KOTopor TpebyeTcs nonyyaTs napossb.

HacTtponTe Bpems paboTbl pa3peLlleHns n onmcaHume.

3aBepLunTe cosgaHne paspeLueHuns kHonkon CosaaTh.

B KOMMAHUA MyApplication

nHOMO
18 Nobaeuts paspelieHue & CBpocute naponb [ Yaanure
- [lonszosatenn
ah [pynnel nons3osareneii MyApplication #
Test app #
E Pecypcol
@ Mpynnet pecypeos YcraHoENEH
E YuerHuie zanucum G 192.168.147.3 #
4
B [lomeHsl
ALMMHWUCTPATOPSI PazpelwweHws Cobeitma

& Crpyxaypa

Mpunoxenna T S—
L L ¥

Monesoeatens

£= Pazpewenua victor.osipov@indeed test

AyTeHTUdMKaLMA NPUNOXKEHUN:

MpunoxeHusi, Kak 1 nonb3oBartenu, aytTeHTuduumnpytotesa Ha IDP 1 nonyyatoT TOKEH.



Bo3MOXHbI HECKOMBbKO CNOCOO0B ayTeHTUMKaunum NpunoXXeHui:

1. CTaTnyHbIM Naponb — 3agaeTca aBToMaTUyYeCckn Npu cosgaHnm npunoxexnus. AammHnctpatop PAM
MOXeT copocutb Yyepes MC, HO He MOXeT nocMmoTpeTb. Nonb3oBaTtens PAM, sensowmnnca
agMVHUCTPATOPOM KOHKPETHOIO NPUITOXKEHUS, MOXET MOCMOTPETbL Naposib 3aToro npunoxeHusa 8 UC.

2. |IP-agpec — onuunoHansHo. IDP nposepsieT, 4To 3anpoc Ha nonyyeHne TokeHa npuwlen ¢ ykasaHHoro |P-
agpeca. 3agaetca agmuHuctpatopom PAM B MC.



Bbirpy3ska naponeu

B cnyyae HewTaTtHOM cuTyaummn, npu otkase komnoHeHToB PAM npegycmoTpeHa BO3MOXHOCTb BbIrPY3KU

naponeu NpuBUNErMpoBaHHbIX YY4ETHbIX 3anucen ua 6assl PAM.

Boeirpyska ocyuwectensercsa ¢ nomoubto ytunntel IndeedPAM_3.1_RU\indeed-pam-

tools\dump\Pam.Tools.Dump.exe

[Mepen ncnonb3oBaHnem OTKPONTE KOHPUIrypaUMOHHbIA hann yTunuTel indeed-pam-

windows\MISC\Dump\appsettings.json n ykaxute napameTpbl gocTyna k 6ase Core:
Cekuusi Database.

o Database — npoBangep ans pabotsl ¢ CYB/[
o mssql — Microsoft SQL Server

o pgsql — PostgreSQL, PostgreSQL Pro

e ConnectionStrings

w CTtpoka nogkntoveHus k MicrosoftSQL

e Data Source — ums cepeepa CYB nnn nMeHoBaHHOro ak3emnnsipa
e Initial Catalog — uMs 6Ga3sbl AaHHbIX

e User ID — y4yeTHas 3anucb ans pabotsl ¢ B

e Password — naporb y4eTHOW 3anucu

e [pyrve napameTpbl AOCTYMNHbI B AOKYMeHTaumm no ctpoke nogkntodeHns SqlClient 3.0 .NET Core

"ConnectionString": "Data Source=sql.domain.local; Initial Catalog=IPAMCore;
Integrated Security=False; User ID=IPAMSQLService; Password=password"

/\ NPEOYNPEXOEHUE

B cny4ae ncnonb3oBaHns nMeHoBaHHoOro ak3emnnsapa Microsoft SQL Server 3HaueHne

napameTtpa Server TpebyeTcs ykasblBaTb B (popmaTte UMs cepBepa\\MMsi ak3eMnnspa.



https://docs.microsoft.com/en-us/dotnet/api/microsoft.data.sqlclient.sqlconnection.connectionstring?view=sqlclient-dotnet-core-3.0#remarks

"PamCore": "Data Source=sql\\instance;

v CTtpoka nogkntoveHms k PostgreSQL

e Host — mnmsa cepsepa CYB[] nnn nmeHoBaHHOro ak3emnnsapa

Database — vMsa 6a3bl AAHHbIX

e Username — y4yeTHas 3anucb anga pabotbl ¢ B[

Password — naposib y4eTHOWN 3annucu

[pyrve napameTpbl AOCTYMHbI B OKYMEHTaUMK Mo cTpoke noakntodeHns Npgsql

"ConnectionString": "Host=sql.domain.local; Database=IPAMCore; Integrated
Security=False; Username=IPAMSQLService; Password=password"

Cekuus Encryption.

e Algorithm — anroput™m wudposaHus 6asel Core

e Key — knioy wngpposaHusa 6asbl Core

YTtunuta 3anyckKaeTcAa C apryMmeHTamu:

e decrypt-ssh-key — paclumdpoBka 3amdpoBaHHOIo 3KCMOPTUPOBAHHOIO Ssh-krtova yyeTHowm
3anucum.

e decrypt-password — paclumdpoBKa 3alMPpPOBaHHOIO 3KCMOPTUPOBAHHOIO NapPOss YY4ETHOM 3anncu.

e decrypt-secrets — paclmdpoBKa y4eTHbIX JaHHbIX YY4ETHbIX 3anucen n3 ykasaHHon unun BoibpaHHon
narku.

e ssh-key — BbIrpy3ka SSH-knto4a npnBunernpoBaHHoON y4eTHOW 3anucu, TpebyeTcs ykasaTb YYETHYIO
3anuncb, npumep:
Pam.Tools.Dump.exe ssh-key --name res2\administrator.

e password — BbIrpy3Ka napons NpuBMIErMpoBaHHON YY4ETHOW 3anncu, TpebyeTcs ykasaTb YY4eTHYH0

3anncb, Npumep:


https://www.npgsql.org/doc/connection-string-parameters.html

Pam.Tools.Dump.exe password --name res2\administrator.

e all-secrets — BbIrpy3ka BCeX y4eTHbIX JaHHbIX B nanky .\Results, nubo B ykasaHHyto. Naponu 6yayT
BbIrPY>XeHbl B (pann accounts.csv, knioun 6yayT BbirpykeHbl B nanky sshKeys B otaenbHble annbl.
Mpymep KkoMaHab!:

Pam.Tools.Dump.exe all-secrets --output c:\temp.

e help — BbIBOA CMpaBKW.

e version — BbIBOA MHpOPMALMK O BEPCUN.



Pab6oTta ¢ PostgreSQL Proxy

HaunHas ¢ Indeed PAM 3.0 ctano Bo3amMoxHo oTkpbiBaTb SQL-ceccumn yepes PostgreSQL Proxy. 3to
no3BonsAeT NnpocMaTpueaTb TekcToBbI nor SQL-ceccui, brnarogapst yemy obecnednBaeTca 6onee nosHbIN

KOHTPOINb HaZ CeccusiMmn 1 ynpoLaeTcs paccreaoBaHne MHLUUOEHTOB.

Hactpouka knuenta CYB[

YacTo y knneHtoB CYB[] ecTb 0co6eHHOCTb paboThl: nocne noaknoyeHus k cepesepy b Anga BbINONHEHWS
SQL-3anpocoB oTKpbIBaeTCcs oTaenbHas ceccud. B atom cnydae B PAM Tak ke co3gaetcs HeCKOMbKO

Ceccui, YTO MOXET AOCTaBNATb HeyaobCcTBa NPy NPOCMOTPE TEKCTOBLIX JTOTOB.

UTto6b1 SQL-3anpockl BbINOMHANUCH B TOM e Ceccuun, YTo 1 nogknioyveHune kK cepeepy B, Hy>kHO HacTpouTb

knnenT CYB[. Hmke npuBeaeHa nHgopmaums, kak aTo caenatb Ha npumepe knneHta DBeaver.

1. OTkponTe DBeaver.

2. B neBow 4yactu akpaHa, B okHe Ba3bl gaHHbIx (Database Navigator) HariauTe B cnucke OOCTYMNHbIX

NOOKMIOYEHUN HYXXHbBIN CepBeEp, HAXXMUTE Ha HEro fIeBON KHOMKOW MbILLK U HAXXMUTE Ha Knasuatype F4.

3. B oTKkpbIBLLEMCS OKHE nepenanTe Ha Bknaaky MetapaHHble (Metadata), noctasbte pnar Hactponkm

6a3bl <ums cepBepa> (Datasource <servername> settings).

4. Ina napameTpa OTKpbIBaTb OTAENbHOE cCoOeAuHEHME ANA YTeHus MeTaaaHHbIX (Open separate
connection for metadata read) ykaxute onuuto Never 13 BoinagaroLLero cnncka.

5. MepenanTe Ha Bknagky PepakTop SQL (SQL Editor).

6. Ana napameTtpa OTKpbIBaTb OTAEeNIbHOE coeAMHeHUe Ana Kaxaoro peaakropa (Open separate
connection for each editor) ykaxute onuuio Never 13 BoinagaroLLero cnmcka.

7. CoxpaHuTe N3MEHeHUs1 HaxxaTmem kHornku OK.

8. lNMoBTOpPUTE BCE NEPEYNCIIEHHbIE AENCTBUA ANSA BCEX Balumx cepepoB bBl.

YkaszaHue agpeca PostgreSQL Proxy B PAM

1. OTkponTe koHcornb ynpasneHus Indeed PAM.
2. MNepenagnTte B pasgen Kondurypaumsa — CuctemMHble HACTPOMKM.

3. B cekuun PostgreSQL Proxy 3anonHute none Agpec PostgreSQL Proxy.



OTKkpbITUE ceccum yepe3 PostgreSQL Proxy

OnucaHo B pyKkoBOACTBe Mosib3oBaTtens, B NyHkTe [NoakntoyeHune k pecypcy Yepes PostgreSQL Proxy.

NMpocmoTp TekcToBbLIX NoroB SQL-ceccum

YT06bI NPOCMOTPETHL TEKCTOBbLIE FOMM CeCCUU, OTKpbITon Yepe3 PostgreSQL Proxy:

1. OTkponTe koHconb ynpasneHus Indeed PAM.
2. OTkponTe pasgen AKTUBHbIE CECCUN.
3. BblbepuTe Hy>XHY0 ceccuio.

4. Haxkmnte TekcTOBbIN HOT.

() MHOOPMALIMSA

YuntbiBanTe, 4To pasHble SQL-KNMEHTbl MOryT NO-pa3HOMY COXpaHATb TeKCT SQL-3anpocos.
Hanpumep, psql Bbipe3aeT kommeHTapum n3s SQL-3anpocos, a pgAdmin ocTaBnserT.

TekcToBbIN Nnor, oTobpakaeMbii B npodumne ceccumn, He 0GHOBRSIETCS aBToMaTmMyeckn. [Ans nonyyeHus
aKTyanbHOro TEKCTOBOrO Jora, TpebyeTtca nepnoandeckn Haxxmmate OGHOBUTD.

B TEKCTOBOM Nore He CoOXpaHsATCS pe3ynbTaThbl 3anpoCcoB.

B TekcToBbIV Nor nonagatoT Tonbko ucxoaswmne SQL-3anpockl (KNMeHT — cepsep). Mcxoasiwme 3anpockl
(cepBep — KNUEHT) He nonagatoT.

OrpaHn4yeHusn

o [IByxchakTOpHasa ayTeHTMdMKaUNA NOAOEePXKMBAETCA TONLKO AN1S MHCTaNNSaunn ¢ aytTeHTurkaunen
yepe3 RADIUS, roe BTopbiM (hakTopoM ABMAAETCH NOATBEPXKAEHNE 3anpoca B NpunoxeHuu. [ns
WMHCTanNAuumM ¢ ayteHTudukaumen yepes PAM napameTtp Ucnonb3oBaTb ABYX(haKTOPHYHO

ayTeHTUdUKaumio Byaet rHopmpoBaTbCs, TO €CTb BTOPOM (haKTop 3anpalumBaTtbCs He byaer,
NoaKMnYeHne oTkpoeTcst 6e3 Hero.

 [NoaTBepxaeHne agMUHUCTPATOPOM OTKPLITUS ceccumn He noaaepxmeaetca. OTKNOYUTE NapameTp
OTKpbITUE ceccum TpebyeT NnoaTBepXKAeHUA agMmuHucTpaTopa PAM B pasgene Monutuku —

Ceccun, nHave OTKPbITb SQL-ceccuto 6y,qu HEBO3MOXHO.


http://localhost:3000/privileged-access-manager/3.1/user-manual/access-to-the-resource/#connection-to-the-postgresql-proxy

e YKazaHue NpuuMHbl OTKPbITUSA CECCUN NOAAEPKUBAETCS YaCcTUYHO. Ecnuv BknoueH napameTp
Tpe6oBaThb yKa3zaTb NPUUYUHY NOAKITHOYEHUSA B NOMUTUKE CECCUN, TO MONb30BaTENAM NOTpebyeTcs

BBOOUTb MPUYMHY B TO XK€ None, rae uMms ydyeTHom 3anucu. NogpobHasa nHdopmaums B NnyHKTe
MoakntoveHne K pecypcy Yepes PostgreSQL Proxy.


http://localhost:3000/privileged-access-manager/3.1/user-manual/access-to-the-resource/#connection-to-the-postgresql-proxy

@<=
KoHconb nonb3osaTtens

I'IonquTe OOCTYyN K KOHCOJ1M noJfib3oBaTernsa

% Mony4yeHue poctyna k pecypcy

O3HakoMbTECH CO crocobamm NOAKMHYEHUS K pecypcam

A ; NMoaknioyeHune yepe3 SSH-KNUeHTLI

O3HakoMbTeCh CO cnocobamy NOAKMYEHUS K pecypcam 4epe3 CTOPOHHNE SSH-knNueHTHbI

‘% SCP/SFTP noaknioyeHue K pecypcy

KonuyectBo rnas: 3

@ JInyHble nanku pecypcoB

O3HaKOMbLTECh C BO3MOXHOCTSIMU TPYMIMPOBKA PECYPCOB



http://localhost:3000/privileged-access-manager/3.1/user-manual/user-console/
http://localhost:3000/privileged-access-manager/3.1/user-manual/access-to-the-resource/
http://localhost:3000/privileged-access-manager/3.1/user-manual/connection-via-ssh-clients/
http://localhost:3000/privileged-access-manager/3.1/user-manual/scp-sftp-connection-to-the-resource/
http://localhost:3000/privileged-access-manager/3.1/user-manual/personal-resource-folders/
http://localhost:3000/privileged-access-manager/3.1/user-manual/resource-search/

=V, [lonck pecypcosn

i

O3sHakoMbTeCh CO cnocobamu noncka pecypcos

® || BbinonHeHne KOMaHA ¢ npusuneruen root

I'IpquTalhTe, KakK BbIMNOJTHUTb KOMaHAy, eCln HYy>XHO sudo

‘i Onepauuun ¢ y4eTHbIMU 3aNUCAMU

O3HakoMbTEeCh C MH(bOpMaLMeEl O NMOMCKe YYETHbIX 3anncel, NPOCMOTPe 1 CMeHe naponen n SSH-kntoven

‘E i Pa6ota c AAPM Console Tool

Otpepaktunpyite chann koHdurypaumm appsettings.json ans pabotsl ¢ AAPM Console Tool

lf" Indeed PAM Desktop Console

O3sHakombTech ¢ onncaHnem Indeed PAM Desktop Console



http://localhost:3000/privileged-access-manager/3.1/user-manual/resource-search/
http://localhost:3000/privileged-access-manager/3.1/user-manual/resource-search/
http://localhost:3000/privileged-access-manager/3.1/user-manual/executing-commands-with-root-privilege/
http://localhost:3000/privileged-access-manager/3.1/user-manual/password-and-ssh-key-management/
http://localhost:3000/privileged-access-manager/3.1/user-manual/usage-of-aapm-console-tool/
http://localhost:3000/privileged-access-manager/3.1/user-manual/desktop-console/

KoHconb nonb3oBaTens

Mony4eHne JOCTyna K pecypcam BbINOMHAETCH MNPy MOMOLLX KOHCONM Nosfib3oBaTens — creunanbHON
obonoykn ans Indeed PAM Core. [locTynHa no cnegytowemy URL:

e Windows: https://pam.domain.local/uc

e Linux: https://pam.domain.local/uc

() MHOOPMALIMSA

PaspelueHne MoHMTOpa No LWnpuHe OOMMKHO ObiTb He MeHee 1280 nukcenen, MHayYe SNEMEHTbI

NHTepderica KOHCONK Nornb3oBaTens byayT oToOpaXXaTbCA HEKOPPEKTHO.

OOy4yeHune ayteHTUdUMKaTOpa

[lns paboTkbl C KOHCOMbLIO MNONb3oBaTeNs TpebyeTcs 00yUnTL ayTeHTUdUKATOP. BbINONHWTE BXOA B KOHCOSb,
ecnuv nonb3oBaTesflb He UMeeT ayTeHTUdMKaTopa, To OH ByaeT nepeHanpasneH Ha IDP ans ero

pervcTpauumn.

[Mocne ycnewuHon peructpaumm Bbl 6yaete nepeHanpaeneHbl B KOHCOMb NONb30BaTers.

() NPUMEYAHVUE

|_|pI/1 npesBbllLEHNN YNCITa HEBEPHDbIX MOMbITOK BBOAA OTP nonb3oBarenb 6y,u,eT BpEMEHHO

3abnokmpoBaH (No ymonyaHuo Ha 10 MUHYT).

Yuncno HeBepHbIx nonbiTok BBoga OTP 1 nepuog 6nokMpoBKn ayTeHTMdUKaTopa onpeaensieTcs

agmuHuctpatopom PAM B pasgene cMCTeMHble HaCTPOWKM.

[nsa cpoyHoro pasbnokupoBaHua AgmuHuctpatopy PAM Tpebyetca cOpocutb ayTeHTUdUKaTop

3abnoKMpoBaHHOMY MOSb30BATENHO.


https://pam.domain.local/uc
https://pam.domain.local/uc
http://localhost:3000/privileged-access-manager/3.1/administration/section-reference/configuration/?system-settings-tab=otp-blocking#system-settings
http://localhost:3000/privileged-access-manager/3.1/administration/section-reference/users/#resetting-user-authenticator

[Nony4yeHue gocTtyna K pecypcy

B kKoHconu nonb3oBaTens oTobpa)xatoTcs paspeLleHns Ha A0CTyn K pecypcaM. [Ins Kaxaoro paspeLleHns
yKasaH:

Pecypc.

Twun nogknroyeHus.

Appec nogkntodeHnsa (IP nnu DNS).

YyeTHasa 3anucb, OT UMEeHU KOTOpOK ByaeT OTKpbITa CeCCus.

Mo Kaxxgomy CTOJ'I6LI,y OOCTYMNHa COPTUPOBKA. I'Ip|/| BBOAE CMMBOJI0OB B MnoJie and noncka coenageHund 6y,1:|,yT

BbIBOAUTLCSA MO BCEM CTONOLAM.

Ecnun nonb3oBaTento 4OCTYMHbI MPON3BOSIbHBbIE PECYPCHI, TO OHM ByQyT OTOOpaXaTbCs B BEPXHEN YacTu

Crncka.

[na gocTtyna K pecypcy HyHo ckadaTb RDP-chann. 31o notpebyetcsa caenatb TOMbKO Npu NepBoOM
NMOAKMIOYEHNN K pecypcy no BbibpaHHOMY pa3spelueHnto. CoxpaHuTte dann n ucnonb3ymnte Npu ganbHENLWmnX
nogkntodeHnax. CkavdaHHbii RDP-gann MoXHO MCnonb3oBaTh NOKa akTUBHO paspeLLeHme.

RDP-gann wnto3a goctyna PAM MOXHO Ucnonb3oBaTth AN NOAKNIOYEHNS K pecypcamM He3aBUCUMO OT
AOCTYMNHbIX pa3peLleHnit, NOTOMY YTO KaXkabl pa3 Nnpu NogkoyeHum K winoldy byaet otobpaxkaTbes

aKTyarbHbI CMIMCOK PECYPCOB.
Mpwn HaXkaTum Ha CTPOKY C paspeLleHneM otobpakaeTcs 4ONONHMTeNbHas MHopMaums:

o lMepuop pencreua.
 PacnucaHue poctyna.

o PaspelueHne — ngeHTUdUKaTOP paspeLleHnsi, TO eCTb NMOPSAKOBLIN HOMEp paspeLleHust B pasgene

Pa3peLueHm| B KOHCOJIM aAMUHUCTpPAaTOopa.

NpsiMoe nogknoyveHUe K pecypcy

1. Haxxmute 3arpy3utb RDP-chann gna noaknoyeHus cnpasa OT HYXXHOMO pa3peLueHmst.

[na pecypcos, Ans KoTopbIX 4OCTYNHO nogknoyveHre n no RDP, u no SSH, no ymonyaHuio
oTobpaxaetcs kHonka CkonupoBaTb SSH-komaHay. B aTom cniyvae 4ytobbl ckavyate RDP-ghann,



HaXXxmuTe E a 3atem 3arpy3utb RDP-chann ans nogknroyeHus.

2. 3anyctnte RDP-chann ans gocryna K pecypcy.

3. Npongnte ayTeHTUMUKALMNIO U HACTPOUTE NOOKITHOYEHME.

() MHOOPMALIMSA

I'IpM OTKPbITUN CECCUN MOXHO Bbl6paTb JTOKaribHbl€ AUCKW OnA UCNOoJ1b30BaHUA B y,qaneHHoﬁ ceccumn.

MogknounTbcs 6e3 nepeHarpasreHna NnoKaJibHbIX OJUCKOB TOXE MOXHO.

MooknioyeHUe K W3y gocTyna

1. HaxxmuTe MoagknounmTbCA K W3y A0CTYNa, HavyHeTcs ckadymBaHue RDP-danna.
2. 3anyctute atoT RDP-chann.

3. MNpongute ayTeHTUMUKALMNIO U HACTPONTE NOOKITHOYEHME.

NopknrovyeHne K SSH Proxy

Ansa nogknoyeHns K wntody SSH Proxy MOXHO BOCnonb3oBaTbCs NobbiM SSH-KNneHToMm.

1. 3anyctute SSH-knNueHT.
2. Ykaxute agpec SSH Proxy 1 oTKponTe coeanHeHune.
3. Npongnte ayTeHTUDUKaLMIO.

4. Bolbepute pecypc And NoAKNIYEHNS.

NMoaknoyeHne no SSH Hanpsamyro

CnpaBa oT Hy>Horo paspeleHnus 0o SSH-pecypca Haxmute CkonmnpoBatb SSH-komaHay. B 6ydep

obmeHa ckonupyeTcst SSH-koMaHaa Anst NOAKMHYEHUst K 3TOMY pecypcy.

Takke MoxeTe Hanmcatb SSH-koMaHAy BPYYHYHO MO YKa3aHHOMY HUXE LabmnoHy.

LLla6noH SSH-komaHAabI


http://localhost:3000/privileged-access-manager/3.1/user-manual/connection-via-ssh-clients/

ssh [user-name]#[resource]#[account-name]#[reason]@[proxy-address]

e user-name — WUMs Mnorb3oBaTens

e resource — IP-agpec unn DNS-um4a pecypca

e account-name — UMSA NPUBUNETMPOBAHHON YYETHOW 3anmcu
* reason — TEKCT NPUYUHbI NOAKIHOYEHNSA

e proxy-address — IP-agpec nnun DNS-umsa cepsepa SSH Proxy

MoxxHOo onycTuTb ntobor napameTp, Kpome agpeca cepsepa SSH Proxy. B atom cnyyae SSH Proxy
3anpocuT 3TK NapameTpbl OTAENbHO.

Ecnun npunynHa coaepxnT npo6er|b|, TO yKaBbIBaIZTe €€ B KaBbl4KaxX.

Mocne BbinonNHeHus kKoMaHabl SSH Proxy 3anpocuTt naponb none3osatens n TOTP.

Mpumep SSH-komaHAabI

ssh ivan.ivanov#ubuntu#webmaster#"system configuration"@pam

NMNoakniouyeHue K pecypcy vyepe3 PostgreSQL
Proxy

GUI-knuenT CYB[ KoHconbHbIn knueHT CYB[ Psql

1. Haxxmute MNMoka3atb AaHHbIe OnS NoaKMn4YeHus.

2. OtkponTte knueHT CYB[ n BBeante B ero oopmMy NOAKMIOYEHUS AaHHbIE, KOTOPbIE Bbl NOMYYMN Ha

npeablayLiem ware:

o Aapec noaknto4veHus
o MopT noakntoyeHus
o Umsa yyeTHOM 3anucu

o basa gaHHbIX no yMOIn4yaHuro



3. Ecnu B nonutnke ceccum BkntoveHa onunsa TpeboBaTh yKa3aTb NPUYMHY NOAKNOYEHUA, To JobaBbTe

K nonto Umsa y‘-IETHOﬁ 3anUnUCU TEKCT NMPUYMNHbBLI NOOKITHOYEHUA.

Mpumep: ecnu 3Ha4YeHne nons Uma yyeTtHom 3anmcm Gbinio
admin@company.local#1.1.1.1#MYCOMPANY\test-admin, TO ¢ JO6aBNEHNEM NPUYMHBLI OHO CTAHET:
admin@company.local#1.1.1.1#MYCOMPANY\test-admin#"my reason to connect".

Ecnu ata onuus oTknoYeHa, To nponycTtuTe 3TOT Lar.

4. Beegute B (hopmMe NOAKITHOYEeHUs naposib cBoen yyeTHon 3anucu PAM.

MooknioyeHUe K NPOU3BONILHOMY pecypcy

[Mpon3BornbHbIE pecypcbl — 3TO Te€ PECypPChbl, KOTOPblEe He 3aperncTpupoBaHbl B cucteme Indeed PAM. 3tot
BMA NOAKMOYEHNS] AaeT BO3MOXHOCTb NOAKNIOYATLCA K NM0ObIM pecypcaM Mo 3apaHee onpenesieHHbIM

agMuHuctparopom PAM Tunam nogknoyeHun.

1. Haxxmute YkasaTtb agapec noakrnr4v4eHusa cripaBa OT HY>XXHOIO pa3peLueHna 0o npon3BosibHOro

pecypca.

2. Boibepute Tun noaknoveHus.

() NPUMEYAHVE

D,OCTyI'IHbIe TUNbI NOAKMIOYEHNA onpegenatTca agMmuHmucTpatopom PAM npu Beligadve

paspeLUeHnia.

3. Beeante Aapec noaknoYeHus.

4. B 3aBUCMMOCTM OT BbIBpaAHHOIo TMNa NOAKIYEHNA HAXXMUTE OAHY M3 KHoNok: CkonupoBaTb SSH-

komaHay nnn 3arpy3utb RDP-chann gna nogknioyeHus.

() NPUMEYAHVE

Ecnun y Bac ecTb Heckonbko paspeLueHuii (C pasHbiMy Tnamm) K NPOM3BOSbHOMY Pecypcy, a B OKHe
MopknioyeHue K NPoM3BONbLHOMY pecypcy B norne Tun noaKnYeHUs HET HY)XXHbIX BapuaHTOB, TO

npoeepbTe PacnucaHue gocTtyna paspeLleHuii.


http://localhost:3000/privileged-access-manager/3.1/administration/policy-setup/#sessions

Tun nogknNtoYeHns He 6yp,eT OTO6pa)KaTbCFI B nosie Tun NnoAKsYeHUA, eCcrnv NbiTaeTecb
NOoAKIIOYNTBCA NO pa3pelleHno BHE YacoB, YKa3aHHbIX B PacnucaHuu AocTtyna.

3apaHue napons npyv NoaKNHYeHnn

Mpw NOAKMHOYEHMM K pECYPCY Y Bac MOXET ObITb 3anpoLleH Naporb.

3apaTtb Naponb

Mapone

Mapone

MoaTesp#asHKe Naponn

Mapone

OTO 3HAYUT, YTO Y YHETHOW 3anucK, OT UMEHU KOTOPOM BaM NpeaocTaBneH AOCTYN K pecypcy, OTCYTCTByeT
naponb. MoaKnUYNTBCA K pecypcy € Takon y4eTHON 3anncbto Henb3s. ObpatuTech K Bawemy
agMmuHuctpatopy PAM no Bonpocy NOAKMOYEHUS K 3TOMY PeCYPCY, TaK Kak TONbKO aAMUHUCTPATOP MOXET

YCTaHOBUTb NapOsib YY4ETHON 3anncu.

3aBepLueHne ceccum

,D,J'IFI 3aBepLueHna ceccum 3a|<p017|Te OKHO yaalieHHOro nogkr4YeHna nin BbINONTE U3 CUCTEMbI HA pecypce.



NMNoaknrovyeHue yepe3s SSH-KNuUeHTbI

B aTtom pasagene onucaHbl cnocobbl SSH-nogknoyeHns Yepes CTOPOHHUE KIUEHTHI.

NMoaknioyeHune Yyepe3 Wiko3 AoCTyNna

KomaHgHas cTpoka PuTTY MobaXterm SecureCRT

1. OTKpPOWNTE KOHCOSTbHYIO YTUIUTY.

2. Beegute cTpoky nogknoyeHus K SSH Proxy nnmn banaHcmnposLumky. MoxHo ncnons3oBaTtsh IP-agpec
mnn DNS.

ssh indeedproxy
Mpn HEOBXOOMMOCTM YKaXKnTe Nonb3oBaTens u nopr.
ssh user@indeedproxy -p 2222

3. Beeaute naponb n TOTP.

4. Boibepute pecypc, K KoTopomy TpebyeTcsa NnogkounTbCS.

NMNogkntoyeHUe K KOHKPEeTHOMY pecypcy

KomaHgHas cTpoka PuTTY MobaXterm SecureCRT

1. CnpaBa oT Hy>Horo paspelueHus 0o SSH-pecypca Haxmnte CkonupoBaTtb SSH-komaHay. B Gydep

obmeHa ckonupyeTtcst SSH-komaHaa nsi NoAKNIYEeHUs K 3TOMY pecypcy.
2. BctaBbTe CKONMPOBAHHYK CTPOKY B KOHCOSbHYHO YTUNUTY.

3. Beeaute naponb n TOTP.



Al ; KomaHgHasa cTpoka

Mopkntoyenune no SCP, SFTP, PSCP, PSFTP

QE; WinSCP

WinSCP

'—Dﬁ—@ FileZilla

FileZilla



http://localhost:3000/privileged-access-manager/3.1/user-manual/scp-sftp-connection-to-the-resource/command-line-scp-sftp-pscp-psftp/
http://localhost:3000/privileged-access-manager/3.1/user-manual/scp-sftp-connection-to-the-resource/winscp/
http://localhost:3000/privileged-access-manager/3.1/user-manual/scp-sftp-connection-to-the-resource/filezilla/

KomaHaHasa cTpoka

SCP

() NPUMEYAHVUE

Ha yctponcTteax nog ynpasneHnem OC Windows Server 2019, Windows 10 1809 n ctapwe komaHga

SCP BxoguT B cocTaB NpeaycTaHOBMNEHHbIX B KnueHte OpenSSH.

Onsa nepegaun dannos no npotokony SCP MoXxHO ncnonb3oBaTtb BCTPoeHHY B OC ytunnty SCP.
Mcnonb3ynTe cTaHO4apTHYO KOMaHAy 4SS KONMPOBaHUA, HO BMECTO apeca pecypca ykaxute agpec SSH
Proxy:

Ona OC Windows:

scp -r C:\temp\configs\ ivan.ivanov@sshproxy.indeed-id.local:/tmp

scp -r C:\nyTb_Ao0 NoKanbHOro_¢ainna uma_nonb3oBaTtena@agpec_ssh _proxy:/
nyTb_KyAa_KonupoBaTb_dain_Ha_pecypce

Onsa OC Linux:

scp -r /tmp ivan.ivanov@sshproxy.indeed-id.local:/tmp

sCp -r /nyTb_A0_nokKanbHoro_odaina uma_nonb3oBaTena@agpec_ssh_proxy:/
nyTb_KyAa_KonupoBaTb_dain_Ha_pecypce

Kntoy -r o3HavaeT pekypcrBHOE KONMpPOBaHWE, TO €CTb, €CNW yKa3aTb 41151 KONUMPOBaHWS Narky, TO OHa oHa
OyneT ckonMpoBaHa NMOMHOCTLI0 CO CBOMM COAEPXKMMbIM. Be3 3Toro kntova MoOXHO KONMpoBaTh TOMNbKO

oTAenbHble hannebl.

[Nanee, nocne ycnewHo ayTeHTUdUKauum Bbibepute HoMep pecypca ans nepegayv annos.

SFTP



Ha yctpownctBax nog ynpasnennem OC Window gns nepegayun gannoB MOXHO MCNOMNb30BaTb yTUNuUTY sftp
[nsa nepenaymn cannos:
1. 3anycTnte KOMaHLHYIO CTPOKY

2. MNopgknouunTeckb k cepBepy SSH Proxy
sttp ivan.ivanov@sshproxy.indeed-id.local

3. BblbepuTte pecypc, kK KOTOPOMY XOTUTE MOAKIIOYUTHCS

4. MNepenante gannbl C NOMOLLBI KOMaHAb!:

put -r C:\temp\configs\ /tmp
put -r MyTb_Ao nokanbHbiX_¢annoB MNyTb_Ao_¢ainoB_Ha_pecypce

Kntoy -r osHavaeT peKkypcnBHoOE KonmpoBsaHmne, To eCTb, ECJTN YKa3aTb AOJ14 KONMMpOBaHUA Mnariky, To OHa
OHa 6y/:|,eT CKonmnpoBaHa NoJfIHOCTbKO CO CBOMM COOEPXUMbIM. bes 3Toro knoya MoXxHo KonmnpoBaTb

TOSbKO OTAENbHbIE annbl.

PSCP

(D NPUMEYAHUE
Ansa pabotel komang PSCP n PSFTP Ha ycTponcTBe AomkeH ObITb YCTaHOBMEH KNUeHT PuTTY.
Ha yctpownctBax nog ynpasnennem OC Window gnsi nepegayun cannos MOXHO UCNONb30BaTb YTUMUTY pScp

KomaHga ona nepegaym pannos:

pscp -r C:\temp\configs\ ivan.ivanov@sshproxy.indeed-id.local:/tmp

pscp -r C:\nyTb_ao_nokanbHoro_danna uma_nonb3oBaTend@agpec_ssh_proxy:/
nyTb_KyAa_KonupoBaTb_daln_Ha_pecypce


https://www.putty.org/

Kntoy -r o3Ha4yaeT pekypCuUBHOE KONMMPOBaHUE, TO eCTb, ECNN yKa3aTb AS1s1 KONMPOBaHUA Narnky, TO OHa OHa
OyaeT ckonMpoBaHa MOSTHOCTBIO CO CBOUM coaepXMMbIM. Be3 3Toro kno4a MOXXHO KONMPoBaTb TONbKO

oTAenbHble hannebl.

PSFTP

Ha yctponicTtBax nog ynpasneHnem OC Window ansa nepegayv hannoB MOXHO MCNONb3oBaTh YTUNNTY psftp
[na nepenayn gpannos:

1. 3anycTnte KOMaHLHYIO CTPOKY

2. Beegute komanay psft

3. Moaknountecs k cepepy SSH Proxy
open ivan.ivanov@sshproxy.indeed-id.local

4. Bbibepute pecypc, K KOTOPOMY XOTUTE NOAKINIOYMUTLCS

5. NepenanTe hannbl C NOMOLLLIO KOMaHAbI:

put -r C:\temp\configs\ /tmp/configs
put -r MyTb_Ao nokanbHeix_¢annos lMNyTb_ao ¢anmnoB_Ha_ pecypce

Kntoy -r o3HavyaeT pekypCuBHOE KONMPOBAHUE, TO €CTb, ECNN yKa3aTb A4S KONMPOBaHWUSA narnky, To oHa
OHa OyaeT ckonMpoBaHa NOSHOCTbLIO CO CBOMM COAEPXMMbIM. Be3 3Toro kno4ya MoXXHO KONnMpoBaTtb
TONbKO OTAenNbHble dpannbl. Takke oba3aTenbHO HYXXHO YKasaTb M4 hanna, KotTopoe byaeT coxpaHeHo

Ha pecypce.



WinSCP

NoaknioyeHune Yyepes Wiko3 AoCTyNna

1. OTkponTe knueHT WinSCP

2. Beibepute "File protocol" SCP unu SFTP. Beegute agpec v nopT nogkntoyeHus cepeepa SSH Proxy B

nons "Host Name" n "Port number". Beeante norun 1 napons B nons "User name" n "Password".
By Login — ot

G New Site Session
File protocol;

SCP -

Host name: Port number:
|pruxy28.udd.u:nm | | 22 = |

User name: Password:

|adm | |||-|||||l |

Save Iv Advanced... IV

Tools - Manage - Login I"’ Cloze Help




3. HaxxmuTte "Login" 1 BbIbepuTe pecypc, K KOTOPOMY XOTUTE NOAKMYNTBECS

Server prompt: Select resource to connect to: - adm@ prowy28...

ey

Connecting to host..,
Authenticating...
Using username "adm”.

Authenticating with pre-entered password,

RESOURCE  ADDRESS ACCOUNT
1 DEBRLU debru.vdd.com  DEBRUYocal
Resource;

et

~

1

Cancel Help

NMoakniouyeHne HaNpPsIMYO K pecypcy

1. I'Iepel7|,u,MTe B KOHCOJ1b MNMOfb30BaTesid U CKOHMpyVITe CTPOKY NOAKITKHYEHUA K peCypcCy.

Q,  Bce pecypcul Mowck
Pecypc~ Tuns |IPS DNS%
>  DEBRU 55H debru.vdd.com

2. OtkponTe knueHt WIinSCP.

YuetHan

L1

2annck

MogxnrounTteca

DEBRWM local

CronvpoBaTh

MoaknKYMTECR K LLIH3Y 40CTyna

3. Boibepute "File protocol" SCP unu SFTP. BcTtaBbTte CTPOKY NOAKMOYEHUS B NyHKT "Host name", yganus
N3 CTPOKM KaBbl4ku 1 ssh. CTpoka NogKoYeHnst AOMKHa BbIMMSaAeTb crieqyowmm obpasom:

adm@vdd. com#tdebru.vdd.com#DEBRU\1local##@proxy28.vdd.com



By Login - x

G New Site Session
File protocol:

SCP w

Host name: Port number:
|!adm@udd.mm#debru.vdd.mm#DEERU‘I,IuEI##| | 22 = |

User name: Password:

Save hd Advanced... |Y

Tools - Manage - Login |v Close Help

4. BeeguTte cBouv naponb.

Server prompt Welcome to Indeed-1D SshProxy. - adm@vdd.... X

Searching for host...
ﬁ Connecting to host...
Authenticating...

Using username
"adm@vdd.com#Fdebruvdd.com#FDEERLN local#=",

Password:




FileZilla

SFTP nopgknrouyeHune K pecypcy

Onsa Hactponkn SFTP-nogkntoyeHus B knueHTe FileZilla:
1. NepenguTte B File — Site Manager — New site.
2. 3anonHute pasgen General:

o Protocol: SFTP — SSH File Transfer Protocol
o Host: Agpec cepsepa SSH Proxy

o Port: MopT cepBepa SSH Proxy

o Logon Type: Interactive

o User: cTpoka nogkntoveHus, ckonnposaHHasa n3 UC ansa nogkrnoyeHus K pecypcey. M3 ctpokn
Tpebyetcs yaanutb "SSH" n KaBbIYKN.

General Advanced Transfer Settings  Charset

Protocol: SFTP - 55H File Transfer Protocol i

Host: debssh | Port:

Logen Type! | Interactive >
User alex.shushkin@indeed test¥debmng.indeed test¥FDEEMMNG\admlocal¥F @ debssh.indeed test
Background celor | Mone o

Comments:

] Cancel

3. MNMepenaunTe B pasgen Transfer Settings v BkniounTe HacTponky Limit number of simultaneous
connections. YctaHoBuTe 3Ha4deHue napametpa Maximum number of connections pasHoe 1.



4. Haxxmute Connect.

(D NPUMEYAHUE

FileZilla He nogaoepxuBaer SCP-coeanHeHmne.



JIlnyHble nanku pecypcosB

Paspen npegHa3HadveH anAa pa6OTbI C INYHbIMK NMankamMmn pecypcoB nosib3oBaTenemn.

Pecypcsl YueTHele zanucn

03 & Q.  Bce pecypcsl | Mowck

Bece pecypebl

Pecypcel Be3 nankv

[J  Pecypca Tun$ IP$ DNS%

W Personal

> 2 MpowzeonsHeIf RDP, S5H, Telnet — —

> [J  SERVER1 RDP Serverl.nal.ocal

UT06bI CO3aaTh NMYHYIO Nanky:

1. Nepengnte B pasgen Pecypcbl, HAXXMUTE 3HAYOK Narnku
2. BBeguTte HOBOE UMSA Nanku.

3. Haxxmnte CoxpaHuTb.

UTto6bl OTpegakTnpoBaTh Ha3BaHWE Nanku:
1. Nepengnte B pasgen Pecypcbl.

2. Bbibepute nanky n HaxXMuMTe 3HaA4YOK KapaHaallua
3. BBegute HoBOE nmMsa nanku.

4. Haxkmute COXpaHUTb.

YT06bI yaanuTb nanky:

1. NMepenante B pasgen Pecypcbil.

2. BblbepuTte nanky n HaXXMUTE 3HAYOK KOP3UHBbI [El .

3. MoaTtsepanTte yaoaneHvne nanku.

YT06bl 4OGABUTL pecypcbl B Nanky:

=3

YueTHana zanuckL
NAT\person2

NAT\person2

Q Viasats anpec nogkatouennR

| £ 3arpyzute RDP $aiin ana noaknoueHna |

3 Nogxnouutses « waosy soctyna

1. Nepengute B pasgen Pecypcbl n Haxxmnte Bee pecypcebl nnn Pecypcbl 6e3 nanku.

2. OTMeTbTE pecypcehbl, KOTopble TpebyeTcsi NepeMeCcTUTb B Narky.



3. Haxxmute MNepemecTuTh.
4. BblbepuTe Hy>KHYHO narnky.

5. Haxkxmnte CoxpaHuTb.

() MHOOPMALIMSA

Pecypcol Yuyerdble 3anucm

&z | & Q. Pecypcul Bes nanku Mowck

Pecypcbl 6e3 nanku

Pecypec~ Tuns P+ DNS=% YueTHasa 3anuce ¥
W Personal > ¥ STRG RDP strg.indeed.test INDEEDAPAMADSe... MoaknionnTica
B ‘Work Resources
> ¥  5S5MS RDP SSMS.indeed test INDEEDMIPAMADSe... MoaknoYnTECA
> ¥ PAMACC RDOP pamacc.indeed.test INDEEDNPAMADSE... NoakarounThea
» ORACLE RDP oracle.indeed.test INDEEDMWPAMADSe... MoaknkHuTECA
> ASTRAMMG RDP astramng.indeed test INDEEDVPAMADSe... MeaKNoHUTLCA

MNogknounTbes K WNHO3Y AoCTyYna


http://localhost:3000/privileged-access-manager/3.1/user-manual/access-to-the-resource/#connection-to-an-adhoc-resource

Mouck pecypcoB

YT1006bI BBINOMHWUTBL MNOUCK MO pecypcam:

1. Nepengute B pasgen Pecypcbl.
2. BuibepuTte nanky, Bce pecypcbl unm Pecypcbl 6e3 nanku.

3. B nouckoson CTpOKe BBEAUTE 3HA4YeHMe OQHOro U3 napamMmeTpoB NOJIHOCTbIO UITN YaCTUYHO!:

°o UMS pecypca;

o TUN pecypca;

o apgpec nogkntodeHna (DNS vnnn IP);
o y4yeTHas 3anuce;

o Ter.

() MHOOPMALIMSA


http://localhost:3000/privileged-access-manager/3.1/user-manual/access-to-the-resource/#connection-to-an-adhoc-resource

BbinonHeHne KOMaHA C NnpuBUINerven
root

[N BbINONHEHNS KOMaHA, C NpUBUNernen root, aHanornyHo sudo ncnonb3yeTcs koMaHga pamsu. OTnuyne
3aKnoyaeTcs B TOM, YTO ayTeHTudmKaums OyaeTt sanpalumeaTtbes y nonb3oatens PAM, a He

npUBUNErMpoBaHHON Y3 OT UMEHN KOTOPOW OTKpbITa CECCUSL.

Mpumep:

[administrator@centos7su ~]$% pamsu 1ls -la /etc/ssl

Password for indeed-id\ivan.ivanov:

total 12

drwxr-xr-x. 4 root root 68 Sep 22 19:20 .

drwxr-xr-x. 75 root root 8192 Sep 22 17:49 ..

drwxr-xr-x. 2 root root 123 Sep 22 19:30 CA

lrwxrwxrwx. 1 root root 21 Sep 22 15:51 cert.pem -> /etc/pki/tls/cert.pem
lrwxrwxrwx. 1 root root 16 Nov 23 2020 certs -> ../pki/tls/certs
[administrator@centos7su ~]$



Onepauuun ¢ y4eTHbIMU 3aNUCAMMU

[Tonck y4yeTHbIX 3anuceu

Mouck nossonsieT OTO6pa3VITb TOJIbKO T€ Y4€THbI€ 3annciu, KOTopble€ yAOBIETBOPAKOT 3adaHHOMY KPUTEPULO.

Mownck YYETHbIX 3anucen pa60TaeT aHanorm4Ho NOUcCKy pecypcos.

“ KOMMAHWA . i e A
nHOMAO a ilyamoiseev@company.local
Pecypcsl YUeTHEIE ZanucK
Q Mouck
# YueTHas zannce
1 COMPANY\IPAMReadOps | & CwmenuTe napons ‘ ‘ @ [Mokasark y4ETHBIE AaHHEIE ‘
2 COMPANY\ADM | @ cenvre napons | @ Moxazars yuerssie pans

NMpocmoTp napona nu SSH-knw4a y4yeTHOMU
3anucu

Ecnu nonb3oBatens nmeet paspelueHne, B KOTOPOM BKJT1HOHEHa onuuA Pa3peumn= NMPOCMOTP YYeTHbIX
AaHHbIX, TO B pasgene YyeTHble 3anucu 6y,El,yT OOCTYNMHbI COOTBETCTBYOLLME OaHHbIE. [na npocMoTpa

HaxkxmuTe MNMokasaTtb yY4yeTHble AaHHble, BBEOUTE NPUYNHY NpoCMOTpa U noaTeBepanTe CBou DencTBums.

% INDEED-ID\Victor.Osipov ~

Pecypcel YueTHele 2an1cK
# YueTHan sanucb
1 DEBIANYwWebmaster MokazaTe yUETHEIE AaHHbIE

CmMmeHa napons u SSH-kno4ya y4eTHOU 3anncu



Ecnu nonb3oBatenb nmeet paspelueHne, B KOTOPOM BKITHOHEHa onuuA Pa3peumn= U3MeHeHUne y4eTHbIX
AaHHbIX, TO B pasgene Y4yeTHble 3anucu 6yneT OOCTYNHO pedaKkTnpoBaHMe napond yquH0|7| 3arincu.

L. EEEEEHHH & VDD\alex.shushkin =

Pecypcel YueTHble zanmcm

# YueTHan zanuck

1 VDD\test CMEHWTE Napeab MokasaTe yYeTHEIE AaHHEIE

2  VDD\PAMServiceOps CMEHUTE Naponk

[nsa cmeHbl napona HaxmmnTe CMeHunTb naponb, BBEOUTE HOBbIN naposib, BBEAUTE NPUYNHY U noaTeepanTe

CBOW OEeNCTBUA.

3apaTb Napo/b

Mapone

MpWYKHE CMEHEI N3PONA

Test

CoxpaHuTe




Paborta ¢ AAPM Console Tool

Pam.Tools.Aapm — KOHCOrbHas yTunuTa gns asToMaTtusMpoBaHHOIo nostyvyeHus naponen nnu SSH-

Kntoden yyeTHblx 3anucen NpunoxeHmnamn.

MyTb: IndeedPAM_3.1_RU\indeed-pam-tools\aapm\

HacTpowuka KOHCONMbHOWU YTUIUTbI

[1ns HAaCTPOWMKM KOHCONMbHOW YTUNUTLI TpebyeTca oTpeaakTupoBaTtb dann appsettings.json:

Cekumst Auth:

e Auth.Username — ums NpunoxeHus.

e Auth.Password — naponb [NMpunoxeHus. Ytobbl nony4nts napone, nepenante B UC — lNpunoxenuns

— [MokasaTb y4Y4eTHbI OaHHbIE.

B KOMIMAHUA
MHONLO

Pecypchbl YueTHble 3anucu

# TpwunoxeHue

1 MyApplication

Cekumna Endpoints:

e CoreUrl — agpec Core

e IdpUrl — agpec ldp

Mpumep HacTpPOMKM:

{
"Auth": {

"Username": "MyApplication"

[MpunoxxeHus

Moka3atk YYETHbIE AdHHBIE



"Password": "M3YTy;[j;q&*DrzZQS1(?Blagm$7usS+",

}s

"Endpoints"”: {
"CoreUrl": "https://debmng.indeed.test/core",
"IdpUrl": "https://debmng.indeed.test/idp"

MCHOH b30OBaHue KOHCOHbHOVI YTUINTATDI
Windows

ﬂ,ﬂﬂ 3arnycka KOHCOJbHOM YTUIATbI OTKpOIZTe TepMUHan, nepe|7u:u/|Te B nariky c yTMﬂMTOIZ 1 BbIMOJTHNTE

komangy .\Pam.Tools.Aapm.exe.

Bo3moxHble napamMeTpbl:

get-accounts Get accounts for which the application can view credentials.

get-ssh-key Gets SSH key for specified account. Passphrase for the key will be written in stdout
stream, the key will be saved in the output path

get-password Gets password for specified account
Display more information on a specific command.

Display version information.

Mpumepbl MCNONb30BaHUS:

1. Beoa: ./Pam.Tools.Aapm.exe get-password --name INDEED\IPAMADServiceOps

INDEEDAI

2. Beopg: ./Pam.Tools.Aapm.exe get-accounts

o

PS C:\Users\adm\Desktop\IndeedPAM 2.8.8 RU Linux\MISC\Aapm> .\Pam.Tools.Aapm.exe get-accounts
3 accounts available:

- INDEED\IPAMADServiceOps
- DEBIAN\admlocal
- CENTOS\admlocal

Linux

/\ BAXHO

Y6egutech, 4to dotnet-runtime-8.0 yctaHoBneHa.

YT1006bI 3aMyCTUTb KOHCOMNbHYIO YTUMUTY, OTKPONTE TEPMUHAN, NEPEAMTE B Nanky C yTUIUTON:


https://learn.microsoft.com/en-us/dotnet/core/install/linux

cd IndeedPAM 3.1 RU\indeed-pam-tools\aapm\

1 BbI30BUTE KOMaHAy Pam.Tools.Aapm.dll C HY>XHbIM apryMmeHTOM.

Mpymep ncnonb3oBaHUS:

BBop

dotnet Pam.Tools.Aapm.dll get-accounts



Indeed PAM Desktop Console

YcTaHoBKa n HaCTpOIZKa NPUINOXeHnd NponcxoanT B COOTBETCTBUN C ,EI,OKyMeHTaLJ,I/IeVI.

Desktop Console npeactaeset cobon Windows npunoxeHue, KOTopoe MOXHO ucnonb3osatb BMecto Web

KOHCOJ1M noJib3oBaTers.

YUTtobbl 3anyctutb yTunnuty Desktop Console, ybeauTtech, 4TO Bbl BOLUN B CUCTEMY C YHETHOM 3aMnUChIO
Active Directory (B npotuBHoM cny4yae 3anyctute ytunuty Desktop Console oT umeHn yyeTHon 3anucu
nonb3oBaTens Active Directory), asaxabl HaxmuTe apnblk Indeed PAM Desktop Console, nosiButcst okHO
ayteHTudukaunmn PAM. Obyuute nnn eeeaute kog TOTP. lNocne ycnewHon ayTeHTUrkauum Bel yBuamrte

OOCTYNHbIE PEeCypCbl Ha NaHesnu MoaknoyeHuns.

YT100bl OTKPbITL COEAMHEHWNE, ABaXAbl HAXXMUTE Ha HYXXHbI pecypc (Takke MOXHO HaXaTb NpaBOW KHOMKOW
MbILLK 1 BbIOpaTb NYHKT MeHto MoAKNIYUTLCA) 1 3aBEPLUNTL ayTeHTUdMKaUMO. Bbl MOXeTe OTKpPbITb

HECKOSbKO MOAKMYEHN OQHOBPEMEHHO.

@aiin  Bug  MIHCTpYMEHTEI |
MogknroyeHna o x /rnannan] - % |
A =3
i =
@D ™ ALTMNG28| 4b %
= @I‘Io,ﬂ,mroueﬁma - p—
BTG ATMNG28
I ALTMNG28
B CENTIEN
7 DEBRU
77 DEERU
i~ GATE28
W MNG23
— MnG2s
[~ MnG28 v
, Maounck
Kondurypauua 1 x
CERIFY
w=- 2
¥ Bug A

M ALTMNGZE

¥ Togknoyerne

axocTa [/ IF altmng2a.

Moaw3oeaTens ALTMNGZ8 o cz
“ TpoTokon

Ceccu Pu Default Settings w

Hma
3T0 MMA, KOTOpOE BYIeT OTOBPaXaThCA B AEPEBE NOJKAKYEHHA,

L) Notifications



http://localhost:3000/privileged-access-manager/3.1/setup/additional-components-setup/#indeed-pam-desktop-console
http://localhost:3000/privileged-access-manager/3.1/user-manual/user-console/

Hactpowka n c6op noros
l/

O3HakoMbTeCh C MHbOpMaLMel O NTOrMPOBaHWK

% TexHunyeckasi nogaepxka

Kak cosgaTtb obpalleHne B NogaepxKy



http://localhost:3000/privileged-access-manager/3.1/problem-solving/configuring-and-collecting-logs/
http://localhost:3000/privileged-access-manager/3.1/problem-solving/tech-support/

Hactpouka n cobop noros

PacnonoxeHue noros

Jlorn Bcex .Net KoMnNoHEHTOB n YTUIMTUT NULLYTCA B TEKCTOBbIE (*)aplﬂbl, pacnornoXeHHble B nankax logs:

/etc/indeed/indeed-pam/logs/Uma_KomnoHeHTa/

C:\inetpub\wwwroot\Uma_KomnoHeHTa\logs\

C:\Program Files\Indeed\Indeed PAM\Gateway\ProxyApp\logs\

[indeed-pam-windows\MISC]\nanku ytuant\logs\

OnuncaHune noroB komnoHeHToB Core, IDP, LS

dann core idp LS Copepxumoe
commands.log + + BCe I10rM KoMaHA
queries.log + + BCE NOru 3anpocos
errors.log + + + Bce ownbkn PAM/LS
jobs.log + BCe noru 3agau (job)
events.log + BCe Nnoru, cBsa3aHHble ¢ CobbITuaMu
connections.log + BCE NOM CEPBUCHbIX NOAKMOYEHNIA
db.log + + + noru, ceai3aHHble ¢ AocTynom K b/
hangfire.log + + + BCe norun ot Hangfire
ils.log + Bce noru ot LogServer client

Bce norn PAM/LS c ykazaHnem nmenu
full-yyyy-MM-dd.log + + +
norrepa u traceld



Pann core idp LS Copepxumoe

stdout_yyyyMMddHHmMmss_xxxx.log + + + noru ¢ owmnbkamm ot IS

INNornpoBaHuMe ckpunTa yCTaHOBKU

CkpuvnT ycTtaHoBkM run-deploy.sh MoXeT npepBaTbCa € owmbkon. B aToM cnyyae Hy>XHO oTnpaBuTb oansbl C

JloraMmm B TEXHUYECKYH NOoOOEPXKY.

Mpumep owmnbkm ckpunTa:
Pacnonoxenune cannos ¢ noramu: IndeedPAM_3.1_RU/indeed-pam/logs/.

Mo YMOJ4aHUIO B J10TM 3arnncbliBaeTCA KpaTKad NHopMaLuns. YTobbI nony4ynTb pacLVpPEHHbIN BbIBOL JTOroB

HY>KHO 3anyCTUTb CKPUMT C ONUUEN -VVV

run-deploy.sh -vvv

ProxyApp

INNorv nuwytca B nanky C:\Program Files\Indeed\Indeed
PAM\Gateway\ProxyApp\logs\shortDate\processId, 4Tobbl pa3genuTb NOrM OT HECKOSbKUX 3aMyCKOB B
OoOMH AeHb. B nanke moxeT ObiTb 2 haina ¢ noramu:

e ffmpeg.log — oTnagoyHas nHpopmaums ot ffmpeg

e Pam.Proxy.App.log — Bce npo4ue foru

YTunuthbl

Bce norn nuwyTtcsa B oguH cdann 6e3 gatbl B UMEHU, C Ha3BaHUEM YTUMNUTDI,

Hanpumep Pam.Tools.Migrator.log

nOI'VIpOBaHVIe HaTUBHbLIX KOMIMOHEHT

K HaTUBHbIM KOMMNOHEHTaM OTHOCSTCS:


https://learn.microsoft.com/ru-ru/aspnet/core/host-and-deploy/iis/logging-and-diagnostics?view=aspnetcore-5.0
http://localhost:3000/privileged-access-manager/3.1/problem-solving/tech-support/

MstscAddin

WindowsAgent

Pam.Service

Pam.Putty

ProcessCreateHook

[ns BKNIOYEHUS nu nonyyeHust NoroB MoXxHoO ncrnonb3oatb yTunuty Indeed GetLog. Jlorn coxpaHsoTcs B
anpexkTopuio C:\Windows\System32\LogFiles\Indeed-ID. [lng Kaxgoro npouecca co3faeTcs CBoOs
oTaenbHas QUpPeKTopus.

JIlornpoBaHMe B niXx KOMMNOHEHTaX

SSH Proxy

Bce noru nuwyTtca B oguH dann, ${Isobate}.log.

dannbl pacrnonaratoTcs no Nyt /etc/indeed/indeed-pam/logs/ssh/

PAMSU

Bce noru, reHeprpyemble HawWmnm KogoMm, NULyTca B oguH dann, ${IsoDate}.log.
dannbl pacnonaratoTcsd no nyTn /opt/Indeed-PAM/pamsu/logs/ .

MoMMMO 3TOro CyLLEeCTBYET BO3MOXHOCTb akTUBMPOBAaTb JTOrMpoBaHmne koaa, NPeaoCcTaBneHHoro sudo.
OTO JernaeTcs Yyepes namMeHeHus B panne /etc/pamsu.conf . [1lpaBuna HacTpoWKKU U yrnpasreHus Takme

Xe Kak 'y sudo. CM.: man sudo.conf

HacTpownka normpoBaHus

KoHdurypauma normposaHus komnoHeHToB .Net HaxoauTcs B (hannax appsettings.json.

HacTtpowunka appsettings.json

dannbl appsettings.json pacnonaratotcsa no nyTu:

¢ C:\inetpub\wwwroot\Umsa_KomnoHeHTa\appsettings.json — cepsep ynpasnenus Windows

e C:\Program Files\Indeed\IndeedPAM\Gateway\ProxyApp\appsettings.json — cepsep gocryna
Windows


https://support.indeed-id.ru/Knowledgebase/Article/View/sbor-otladochnyh-logov-indeed-id

 /etc/indeed/indeed-pam/Umsa_KomnoHeHTa/appsettings.json — cepBep ynpasneHusa nnm gocryna
Linux

Cekuusa NLog

o [lapameTp variables — pasgen, B KOTOPOM MOXHO 3a4aTb NepemMeHHble AN AanbHenwen HacTPOMNKN
nornpoBaHus. KonnyectBo nepemMeHHbIX He OrpaHN4eHo. (He obsi3aTenbHbI NapamMeTp).

"variables": {
"minLevel": "Trace",
"dbMinLevel": "Info"

}

(D NPUMEYAHUE

UToObl BbI3biBaTb 3aaHHYI0 NepeMEHHYI0 Npu AanbHENLEeN HacTporke ee NoTpebyeTcs 3anucbiBaThb B

Buae ${Uma_lMepemeHHOWM}.

[ns kaxxgoro nora MOXXHO HaCTpPOUTb cBOM YPOBEHb JIOT’MPOBaHUA.

CyLLEeCTBYIOT crieqytoLime YpOBHU NOTMPOBaHMS:

YpoBeHb MopsakoBbIN
CTporocTtb norupoBaHus
norupoBaHums HOomMep
CamblIi nogpobHbI ypoBeHb. cnonb3yeTtca Ans
Trace 0
pa3paboTkn 1 peagko UCnonb3yeTcsi B NPOM3BOACTBE.
S : OTnagka noBegeHUs NPUNOXKEHNSA MO MHTEPECYOLWUM
ebug
BHYTPEHHUM COObITUSM.
Inf 5 NHdbopmaums, oTpaxatoLwasa xon BbINOSIHEHNS Un
nfo
COBbITUS XKU3HEHHOMO LMKNA MPUNOXEHUS.
- 3 MpepynpexaeHnsa o npobrnemax NpoBEPKM UM BPEMEHHbIX
arn
c60siX, KOTOPbIE MOXHO YCTPaHUTb.
. 4 OwmnbKM, Npn KOTOPbIX PYHKLUNOHANBHOCTL HE yaanach unu
rror

Obino nony4eHo UCKI4YeHne.



YpoBeHb MopsaakoBbIN

CTpOI’OCTb JlormpoBaHus
JlornposaHus HOMep

CamblI KpUTHMYECKUIA ypoBeHb. [punoxeHune dyaoet
npepsaHo.

Fatal 5

OO6bI4yHas KOHUIypaLUna 3aknYaeTcst B yKasaHUM MUHUMAITbHOMO YPOBHS, B KOTOPbIN BKIHOYEHbI 3TOT
ypoBeHb 1 Bornee BbICOKME YPOBHU. Hanpumep, ecnv MuHMMarnbHbIn ypoBeHb paBeH Info, To Info, Warn,
Error n Fatal peructpupytotcs, Ho Debug n Trace urHopupytorcs.

o [lapameTp rules — onpegensaeT npasuna MapLipyTM3aLmn Noros.

o Y Kaxgoro Tuna fnora ectb CBOe UMS, KOTOpO€E HE peKoOMeHAYEeTCA peaakTnpoBaThb.

"Rules”: {

"03_Hangfire": {
"logger": "Hangfire.*",
"minLevel": "Info",
"writeTo": "hangfireFile",
"final": true

}s

"20 Errors": {
"logger": "*",
"minLevel": "Error",
"writeTo": "errorsFile"

}s
"40_Commands": {

"logger": "Idp.Application.*Command",
"minLevel”: "${minLevel}",

"writeTo": "commandsFile",

"Enabled": false

}s

[lnsa kaxxgoro Tmna nora MOXHO yKasaTb crieayrlimne tern:

logger — Vmsa norrepa — 06bI4HO 3TO MMSA aCCOLMMPOBAHHOMO CO CTPOYKOW flora anemMeHTa B koge (MMs
knacca). MoxeT cogepxaTtb NoACTaHOBOYHbIE CMMBOSbI (* 1 ?) Takum obpasom nma npasuna ™'
COOTBETCTBYET NOGOMY MMeHU norrepa, a 'Common*' cOOTBETCTBYET BCEM forrepam, Yo MMeHa

HauyunHatoTca ¢ 'Common'. He pekomeHayeTcs pefakTupoBaTh 3TOT NapameTp.

LogLevel — ypoBHU norMpoBaHusi, MOXXHO YKasaTb Cpasy HEeCKOJbKO:



1. minlevel — MYHMMarbHLIN YPOBEHL NOrMPOBaHUSA
2. maxlevel — makcumarbHbI ypOBEHb NTOrMPOBaHNSA
3. level — oguH ypoBeHb Ansi NorMpoBaHng

4. levels — ypoBHM fIOrMpoBaHus, 3anMcaHHble Yepes 3ansTyto

writeTo — pasgeneHHbIV 3ansaTbiMyU CNUCOK hannos 4S9 3anMcu foros

final — Ecnn Tekywee npaBunno nomeyeHo kak final n ero nmsa cooTBeTCTBYET MMeEHU norrepa, To NLog
3aBepLuaeT Ha HEM NOCTPOEHME LienoYeK ans BCceX YPOBHEN NOrMpPOBaHUS, BKITHOYEHHbIX ANA JaHHOMo

npasuna. nu Jlorn, nomeveHHble Kak final, nepectatoT 3anncbiBaTbCs B 10MM, HAXOAALWMECH MO Lenoyke
HUXe.

enabled — ons oTknoYeHWa Npasuna normpoBaHnsa 6e3 ero yaaneHus Tpebyetca npoctasuts donar false

» [lapameTp targets — onpenensert log targets/outputs (Heobsa3aTeNbHLIN NapameTp)
o [lapameTp extensions — 3arpyxaet pacwmpeHnsa NLog n3 anna *.dll (Heobs3aTenbHbIM NapaMeTp)

e [lapameTp include — BKkntoYaeT BHELUHNN KOHPUTYPaLMOHHBIV hann (HeobasaTenbHbIn napamMmeTp)

Cobopka noroB n3 bpaysepa

Chrome, Edge, Yandex

1. 3anycTtute 6paysep, nepenguTe Ha CTpaHWLy B KOTOPOW BbIXOOUT owwmnbka, 3anyctute UHCTPYMEHTbI
paspabotumka (Haxmute Ctrl+Shift+l nnu F12).

2. Bo Bknagke KoHconb Haxmute MKOHKy'S' ANS OYNCTKM KOHCOMW, BKNOYUTE onumn leTtanusauums,
UHdopmaums, NMpenynpexpeHnsa, OWnbKu:

[w ﬂ FNEMEHTEI KoHCoNE McTounmnkm CeTe [pousscgMTENEHOCTE MNamaTe o B3 Q : X

[+ top ¥ | @ | Qunerp Bee yposuw ¥ || 3 npothens: B3 o ]
»

Mo yranvanum

+ detanvzayuna

¥ Wrdopmauma

¥ MNpegynpexgeqna
¥ CwirBrn

3. Haxxmute 3Ha4ok meCTepeHKM¢ (HacTtponku koHconn) n oTMeTbTe onumm CoxpaHaTb XypHar,
XypHan 3anpocoB XMLHttpRequests:



[ ﬂ FNEMEHTEI KoHCcoAb WcTouHmiom Cete [pousE0AMTENEHOCTE MamATh 2 B7 ﬂ . x

@ ® topY | @ | dumwtp Bce yposhn ¥ 7 npobaew: BT o ]
[ Cxpaite cets HKypnan sanpocos XMLHttpRequests

CoxpaHATE #ypHan [J 3nepruuHoe seumcnerme

[ Tonsko eeifpaHHbii koRTekoT [ AsTosanonHeHWe M3 MCTOPMM

[ Mpynnuposats & KOHCOAM NOXOXME COOBLLEHMA [ Briumcnerue sanycxaeT aKTUE3LMID NONES0BATENS

4. Bo Bknagke CeTb BKNHOUMTE HACTporiku CoxpaHATb XypHan, OTKno4YuTb Kew, Tun punstpa Bee, kak

Ha CKPUHLLOTE HWXKe!

[w ﬂ FNEMEHTRI KoHooab McTounnem CETh MMpousscauTencHocTn  # el B3 # : X
® O | v | Q, CoxpaHaTe #ypHan OrenrodmTe kew | Bes orpaHuuermA Yy + * o
DuneTp [ MHeepTwposate [ Cxpeits URL aarkex

Bce | Fetch/XHR 15 €55 Msobpamenwe Hocourens Wpwdr Ookyment WS Wasm Manwdecr Apyroe

[ C zaBnokmposatisimm dafname cookie [ 3afinokupoasssie sanpocal [ Cropossue sanpock

Wcnonbzoceats nogpobHsie cTROKKM 3anpocos [ Fpynnuposka no dpeiiman
[J Moxasats ceeaeHus [J Caenats cxpuHwoTh
Hazearmune Crat.. | [po.. | Tun | MHuuwatop Paz.. | B.| Kacxag sarpyskw &
t 200 hyfills.js:1 2488 1. -
D coun _ http... |xhr pobfills,)s |
fpam/corefacti... | OK Crpunt 1B|9.
D Suunt?query:s... 200 http... | hr Eclyjills.is:l 2296 1.. I
fpam/fcorefses.. | OK Crpunt 1B 1.
D config.prodjson | 200 - h pobfills)s:1 4178 | 1. |
. | xhr
Spam/mc/asse.. | OK P Crpunt 562 B 1.

5. HaxxmuTte nkoHky ® ans cbpoca cnmcka 3anpocoB 1 He 3akpbiBast KOHCOIb pas3paboTymka BhIMOMHUTE
nocregoBaTenbHOCTb 4ENCTBUIN, NPUBOLALLNX K OLLIMOKe.
6. HaxxmuTe no nornto 3anpocoB NpaBoi KHOMKOW MbIlwK, BbibepuTe nyHKT CoxpaHuTtb Bce Kak HAR ¢

KOHTEHTOM 1 COXpaHuTe doann:



[w ﬂ FNEMEHTEI KoHconb WcTouHmiom CeTe [MpousE0AUMTENEHOCTE 2 a1l | B7 * : x
® ® YV Q W Coxpanatexypran | B Omcnrouute xew  Bes orpaHnueHia AR . 4 o

Dunetp [ WHeeprvposate || Cxpeite URL aaHmEx
Bee | Fetch/XHR 15 C55 W3cBpawenwe Hocwrene Wpwdt Jokymest WS Wasm Manudecr Opyroe

[ C zaBnokmposanHeiMm dainamu cookie [ 3afinokuposasssie 3anpocel [ Cropossue sanpock

Mcnonb3ceams nogpobrble CTPOKW 3ANPOCOE [ Mpynnuposka no dpeiman
[ Moxazate ceegeHuMs [ Caenats ckpMHWOTE
Hazeanue Crat... [Mpo.. | Tun | MHuuwatop Paz.. | B.|Kackap sarpyskm &
EI count _ 200 http... xhr pobyfills j=:1 2488 1. I -
fpam/corefacti... OK Crpunt 1B 9.
D count?query=s... | 200 - h pobfillss:1 2298 1. | ’
. | xhr
fpam/corefses.. | OK P Crpunt 1B|1. .
CTkpeiTs B HOBOW EXNALKE
D config.prod,json | 200 hit h polyfills,)s:1 4176 | 1.. |
| xhr
fpam/mc/fasse.. | OK . Crpunt 562 B | 1. QunctuTs kew Bpaysepa
D icons.minsvg 200 http... | svg.. mainjs1 a7TkB 2. | Vpanuts baine cookie Bpaysepa
fpam/mc/asse.. | OK Crpunt 29.2.. 1.
D config.prod,json | 200 - . polyfillsjs:1 817B | 2. | Konuposate »
| xhr
fpam/mc/asse.. | OK . Crpunt 562 B | 1.
D resources:pag.. | 200 hit h polyfills,js:1 64 kB 3. | 3abnoknposate URL sanpoca
{pam/core (0] P | XAF Crpunt 6.1 kB | 3. 3aBn0KNPOBATE 33NPaLUMEAWLMEA foMeH
D icons.minsvg 200 hit main.si1 3.7 kB | 8... | MosTopute sanpoc XHR
e | SV
fpam/mc/asse.. | OK . . CrpunT 29.2. | 7.
D icons.min.svg 200 hit mainjs:1 S7kB | 1. I Coxpanuts Bee kak HAR ¢ konenTom
| SV
/pam/mc/asse.., | OK P g CrpunT 29.2.. | 1.

7. NepengnTte Bo BKNaaky KoOHCOMNb, HAXKMUTE NpaBO KHOMKOW NO COOBLLEHNAM KOHCONW, BblibepuTe NyHKT

CoxpaHuUTb KakK U coxpaHute dann:

e ﬂ FNEMEHTEI WcTouHmiom Cete [pousE0AMTENEHOCTE 2 a1l B11 * : x
O ® tpy @ Gunerp Bee ypoern ¥ || 11 npofinen: B 11 o 3
» Jarpyska XHR 3aeepwena: GET (https://pam.indeed-id.local/pam/core/action-reguests/pe polyfills.js:l -
nding/count}. ;
»3arpysxa XHR zaeepL T o " dd.local/pam/core/sessionsScountique polyfills.js:l
ry=session.state¥30a MosTopuTe sanpoc XHR
»3arpysxa ¥HR zaespL id.local/pam/core/action-reguests/pe polyfills.js:1
nding/count). CYNCTUTE KOHCONR

»3arpysxa ¥HR zaespL id.local/pam/core/sessions/countigue polyfills.js:1

ry=session.state%30a

¥aanuTe MCTODMID KOHCOAM

»3arpysxa ¥HR =zaesp id.local/pam/core/action-reguests/pe polyfills.js:1
nding/count).
»3arpyska XHR zapepwena: GET (https://pam.indeed-id.local/pam/core/sessions/countiguse polyfills.qs:1
ry=session.state%3Dactive).

CoxpaHWTE KaK...

8. CoxpaHeHHble (hannbl NnepeLunuTe B TEXHUYECKYO NOAOEPXKKY.

Firefox



1. 3anyctute 6paysep, nepengnTe Ha CTpaHuLy B KOTOPOW BbIXOAUT ownbka, 3anyctute MHCTPyMeHTbI
Beb-pa3paboruuka (Haxmute Ctri+Shift+l nnun F12).

2. Bo Bknagke KoHconb HaXXMUTE UKOHKY |<op3|/|Hb|m AN OYUCTKKU, BKIoUMTe onuum OWmnoKu,
MpepynpexaeHus, Jlor, UHdo, OTnagka. B HacTponkax KOHCONM OTMETLTE BCE OMNUMK, B T.u.

HenpepbiBHbIe noru:

E‘ '[:l' MHcnekTop Koncone | O Otnagumk ’N,— CeTe '[]' Ctunm 29 E |j:| ses
m T Mowck B KoHcoAw -ﬁ-
Owwuekn MpegynpexgedHia  Nor WMo OTtnagka C55 XHR V' Henpepuisisie norm

» | w" [loKa3blBaTe METKM BPEMEHN

v [pynnupoeate Noxoxwe cooBLUeEHmA
v BrnrounTe aBTOA0NOAHEHNE

' MrHogeHHOE BEIYWCAEHWE

3. Bo Bknagke CeTb Takke HAXXMUTE MKOHKY KOp3VIHbIm ANs 04YUCTKK, oTKNunTe hunetp, Boibpas “Bee”,

Ha>XMUTE 3HA4YOK LLIeCTepeHKVI'm'M OTMeTbTe onunio HenpepbiBHLIE F10TU.

4. He 3akpblBasi KOHCOMb pa3paboTynka BbINOMHUTE NOCNEeA0BaTENbHOCTb AEUCTBUIA, NPUBOASLLMNX K

oLumbKe.

5. [lanee B KOHcOnNu pa3paboTymka Bo Bknagke CeTb HaXXMUTE 3HAYOK meCTepeHKm'ﬁ', Bblbepute
nyHKT CoxpaHuTb Bcé kak HAR v coxpaHuTte cann:

L_p;' '[:I' WMHecnekTop Koncone [ Otnaguume '[]' Ctunn 2 E |j:| LLLIN 4
T 7 nNowee uRL M a @ OTkniouMTe k3w Bes orpanmqenna s 3¢
HTML C55 )5 XHR Wpwdpte Wsobpaxenwna Megwa WS HanEHeanprEHblean

Crat.. MeT.. fQdomeH daiin MHWuKraTop

ER  GET & pam.nde.. countfquery=session.state=active palyfills.js:1 . WMrnopt HAR-daiina

EE  GET & pam.inde.. count polyfills.js:1 . CoxpanuTe BeE kak HAR
ER  GET & pam.inde.. countfquery=session.state=active polyfills.js:1 . Konupoeats BcE kak HAR
EE—! GET & pam.inde... count polyfills.js:1 ... json 2476 16

@ GET s pam.inde... count?query=session.state=active polyfills.js:1 ... json 2286 16

E—E GET & pam.inde... count polyfills.js:1 .. json 2286 16

EE—I GET s pam.inde... count?query=session.state=active polyfills.js:1 ... json 2286 16

EEE GET & pam.inde... count polyfills.js:1 .. json 2476 16

6. Nepenante BO BKNaaky KOHconb, HAaXXMUTE NpaBoM KHOMKOW MO COOBLLEHMAM KOHCONU, BblibepuTe
NyHKT “OKcnopTupoBaTb BUAUMBbIE coobLWeHus B > danun’ n coxpaHuTe ann.



Y {:} WMucnekrop

m ? MoWck B KOHCOAK

Owwekn  MpegynpexgeHna

11:38:44.157 £k opedAmosui

11:34:24.386

11:38:84.339

11:41:44.443

11:42:28.464

11:42:28.468

7. CoxpaHeHHble ¢hannbl NepeLunnTe B TEXHNYECKYHO NOLAAEPXKKY.

I\

NpoCMoT E‘

Koncone [ Ornaguve T-l- CeTh '[]' CTinu

Nor  WMHgo OTtnagka C55 X¥HRE Zanpocw

» B 0] - X
3t
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oTobpaxat
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TexHU4eckKasa nogaepxka

Ecnu Bbl He HaLNM OTBET Ha Balll BOMPOC B AOKYMEHTaUuUM unv 6ase 3HaHui, Bbl MOXeTe 06paTUThLCA 3a
MOMOLLbIO B CINY>K0Y NoAaepKu.

Ecnu Bbl 06pawaetech B nogaepxky Ans peleHnss npobnemsl, NpefocTaBbTe Kak MOXHO bonbLue
nHpopmaumn, Bkrodasa ansnbl, CKPUHLLIOTBI, NIOM. ATO NOMOXET peLnTb NpobnemMy onepaTuBHO.

Y106bI OTNPaBUTL OOpaLleHMe B NoanepXKy, BbINONHUTE cregyloLlee:

1. OTKponTe NopTan TEXHNYECKON NOSLAEPKKN.

2. BeeauTe Ball aMekTPOHHBIN agpec 1 naponb 1 HaxmuTe Bxog.

v Ecnu y Bac HeT normHa 1 napons

Bbl MOXeTe 3aperncTpMpoBaTbCs Ha nopTarne NoaaepP»KkM CamMoCTOATENIbHO UMK OTNPaBUTb 3asiBKY Ha
perncTpauuio.

YT06bI 3aperncTpMpoBaTbLCA CAaMOCTOATENbLHO:

1. HaxxmuTte 3apernctpupoBaTbCA.

Kak Mbl MOeM BaM noMoYb?

NOWUCK

@ rem & Q 58

Cuero HavaTb? 3aperucTpupoBaTbhca OrnpaeuTb 3aRBKY NokymenTaymns baza zHanmn Hoeocrk YcrpaHeuwe Henon...

2. OTKkpoeTcs chopma pervctpauun. 3anonHuTe Nons U HaxMMTe 3aperucTPMpoBaThCs.

3. Ha ykasaHHbI 3NeKTPOHHbIN afgpec Bbl NOMyYNTE MMCbMO CO CCbISIKOW ANSA aKTUBaALMKN akKayHTa.
Mponante No ccbinke.

Y1006bI OoTNpPaBUTb 3adBKY Ha perncrpauuio



https://support.indeed-company.ru/Knowledgebase/List/Index/50/indeed-privileged-access-manager
http://localhost:3000/privileged-access-manager/3.1/problem-solving/configuring-and-collecting-logs/
https://support.indeed-company.ru/

1. Haxxmute OTnpaBUTb 3asiBKY.

Kak Mbl MOXXeM BaM NnoMoYb?

NOUCK

@ i 4 Q 5B

Cyero Ha4aTb? 3aperucTpupoBaTbca OTnpaenTb 2aREKY NokymenTauus Baza sHaHui Hoeoctm YcrpaneHue Henon.

2. OTKpoeTcs bopma 3asiBKU. YKaXuTe, YTO 3TO 3asiBKa Ha CO3laHWe YYETHOWN 3anmncu.

3. Ha ykasaHHbI 3NeKTPOHHbIN afpec Bbl NOy4YNTE NMMCbMO CO CCbINIKOW AN aKTUBaALMKN akkayHTa.
Mponante nNo ccbinke.

3. Haxxmnte OTnpaBuTb 3asBKY.
4. BbibepuTe genaptamMeHT u HaxxmuTe Bnepeg.

5. 3anonHute dopmy 3asBkM N HaxxmmTe OTNPaBUTD.
Takke Bbl MOXeETe CBA3aTbCS C KOMaHAOW NoaaepXkv no cregyowmnm tenedoHam:

« 8800 333 09-06,
e +7 (495) 640 06-09,
e +7(812) 640 06-09.



CoObiTuA

Cnucok cobbituit Indeed PAM

MpuBuneruu

Cnmncok I'IpI/IBI/IJ'IeFVIVI, KOTOpPbIE MOryT ObITb BKITHOYEHbI B ponn



http://localhost:3000/privileged-access-manager/3.1/appendix/events-list/
http://localhost:3000/privileged-access-manager/3.1/appendix/privileges-list/

CoObIiTHuA

[aHHbIN pasgen cogepxuT cnncok cobbiTnin Indeed PAM.
B Indeed PAM Begetca y4eT cobbiTuin cneayoLmx TUMNoB:

e MHdopMaumsa — coobLeHme Co cBeAeHNSIMU 00 N3MEHEHMM KaknxX-Nnbo gaHHbIx B PAM, npn atom
PAM paboTtaeT KOppEeKTHO;

e owwnbka — yBegomreHue o npobneme, kotopas TpebyeT BMellaTensCcTBa agMmHucTpartopa PAM,;

e npegynpexaeHne — NHpopMMpoBaHME 0 TOM, YTO Npobnema unm owmbka MOXET NOSBUTLCA B
OyayLwiem, pekoMmeHayeTcsa BHMMaHue agMmuHuctpatopa PAM.

UHhopmauusa

Kon TekcT coobLeHus
1000  YyeTHas 3anuCb yCnewwHo 3aperMcTpmpoBaHa

1003  Wm4a yyeTHOM 3anmncu ycnewHo n3MeHeHo

1004  YyeTHasi 3anuUCb yCneLwwHO BOCCTAHOBMEHA

1008 T[laponb y4eTHoOM 3anucu ycnewHo gobasneH

1009  YuyeTHasa 3anuCb YCMNELLIHO OTKMYeHa

1010 PaspelueHue ycnewHo co3gaHo

1013  PaspelueHue ycnewHo oTo3BaHO

1014  Pecypc ycnewHo 3aperMcTtpupoBaH

1015 Pecypc ycnelwHo yaaneH

1016  WHdopmaums o pecypce ycrnewwHo n3MeHeHa



Kom

1017

1018

1021

1022

1023

1024

1026

1027

1028

1029

1033

1034

1035

1036

1038

1039

1041

1042

TekcT coobOLeHuns

Ceccuga ycnelHo oTKpbITa

Monb3oBaTenb 3aBepLUnl CECCU0

[MapameTpbl KOHUrypaLumm ycrnewwHo U3MeHeHb!

J[loMeH ycnelLHo 3aperncTpupoBaH

[omeH ycnelwHo yaaneH

NHopmaLms o JomeHe ycnewHo naMeHeHa

YyeTHas 3anncb YCMNeLwHO BKIMo4eHa

YueTHast 3anuch ycrewHo yaaneHa

Pecypc ycnewHo OTKITH4YEeH

Pecypc yCneLwHo BKITH4YEH

HesapermuctpmpoBaHHbIX YYETHbIX 3anuceun He 06Hapy>|<eHo

Maporb y4eTHON 3anMcK ycnewHo copoLueH

YyeTHas 3anucb nepeseneHa B COCToAHNE MFHOpMpyeTCFI

[Monuntunka ycnewHo cosgaHa

HacTponkn nonnTnKn ycnewwHo n3mMeHeHb!

Monutuka yCnewHo co3gaHa KonmposaHnem

[loMeH ycrneLwHo BKINYeH

[loMeH ycneLwHo BocCTaHOBMEH



Kom TekcT coobOLeHuns

1043  Pecypc ycnewHo BOCCTaHOBIMEH

1044  Tllonb3oBarerb yCcnewHo ayTeHTUduULMpoBaH No BTOPOMY (hakTopy

1045  YdyeTHas 3anucb yCneLHO caernaHa ynpasnsaemMomn

1046  SSH knto4 yyeTHOM 3anmncu ycnewHo NpoBepeH

1048  SSH kntoy yyeTHOM 3anucum ycnewHo gobasneH

1049  SSH kntoy y4eTHOM 3anncu ycnewHo copoLueH

1052  CurHXpOHU3aLMs YHETHbIX 3anMcen No pacnmcaHuio 3anyLieHa

1053  CuvHXpOHU3aLMs YYETHbIX 3anMcen 3aBepLueHa

1055 CwmeHa y4eTHbIX AaHHbIX 3anyLieHa no pacnucaHuio

1056 CmeHa y4yeTHbIX AaHHbIX 3aBepLueHa

1057 [NpoBepka y4YeTHbIX AaHHbIX MO pacnucaHuio 3anylleHa

1058 [lpoBepka y4eTHbIX JaHHbIX 3aBepLUeHa

1059 T[lpoBepka cepBUCHOrO JOCTYyNa NO pacnucaHuio 3anyLlieHa

1060 T[lpoBepka cepBUCHOrO 4OCTYyNa 3aBepLueHa

1064  SSH wabnoH ycnewHo gobasneH

1065 SSH wabnoH ycnewHo yganeH

1066 SSH wabnoH ycnewHo obHoBMEH

1067 [Monb3oBaTenbCckoe NoAKMIYEHME YCneLwHo JobaBneHo



Kom

1068

1069

1070

1072

1073

1074

1075

1077

1078

1080

1081

1082

1083

1085

1086

1088

1089

1090

TekcT coobOLeHuns

lMonb3oBaTenbckoe NoAKIYeHne ycnewHo yganeHo

lMonb3oBaTenbckoe NoAKIYeHne ycnewHo oBHOBMEHO

Monb3oBaTenb yCneLwHo NOCMOTPEN YYETHbIE AaHHbIE

PoTaums aptedakToB ceccum 3anylleHa no pacnmcaHuo

PoTaums aptedakToB ceccun 3aBeplueHa

Bugeo dannbl ceccum Obinun yaaneHbl B COOTBETCTBUM C KOHUrypaumen NonnTnki potauum

CHUMMKM 3KpaHa ceccum Obinu yaaneHbl B COOTBETCTBUN C KOHUIypaLmMen NonmTuki potauum

CUHXPOHM3aLMA PEeCypCcoB MO pacnucaHuio sanylieHa

CUMHXPOHU3aLMS pecypcoB 3aBeplLueHa

OBHapyxeHO N3MeHeHue rpynn y4eTHON 3anmcu

dannsl, nepeagaHHble Ha cepBep BO BpeMA CeCCUn, Obinn yoaneHbl B COOTBETCTBUN C

KOHUrypaumen nonnTuKn potauuu

[Monb3oBaTenb ycnewHo 3aperncTpmpoBarn BTOpon oakTtop ayTeHTumkauum

AyTeHTUdUKaTOp Nonb3oBaTens ycnewHo yaaneH

PaspelueHune ycnelwHo BO306HOBMEHO

Pa3peu.|eHV|e ycnewHo NnprMocTtaHoBI1EHO

[loMeHHbIe npunBuIieErMpoBaHHbIE rpynnbl yCNewHO 3apermncTtpmnpoBaHbl

Cnucok KOHTENHEPOB 4S5 NOUCKa JOMEHHbIX pecypcoB ycnewHo naMmeHeH

CI/IHXpOHI/ISaLI,VIFI AOOMEHHbIX peCypCOB MNo pacrnmcaHunio 3anyLleHa



Kom TekcT coobOLeHuns

1091  CurHXpOHM3aUMs JOMEHHbIX PeCypCcOoB MO pacnucaHuio 3aBepLueHa

1095 [obGaBneHa HoBas ponb

1096  YpaneHa ponb

1097  CocrtaB npuBunerni ponum N3MeHeH

1098  W3meHeHOo ums ponmu

1099 B cocrtaB ponu gobasneH HOBbIN NOMb30BaTeSb

1100 W3 cocTaBa ponu UCKMNYEH Nonb3oBaTeslb

1101 lpynna pecypcoB ycnewHo co3gaHa

1102  [pynna pecypcoB yCneLwHo yganeHa

1103  MHdopmaums o rpynne pecypcoB yCrneLHO U3MEHEHa

1104  Pecypc ycnewHo gobasneH B rpynny pecypcoB

1105  Pecypc ycnewHo yganeH 13 rpynrbl pecypcoB

1107  3anpoc Ha OTKpbITME CECCUMN OTKIOHEH

1108 [llonb3oBaternb OTNpaBuIl 3anpoc Ha OTKPbITUE ceccum

1109  3anpoc Ha OTKpbITME Ceccumn NnoaTBeEpPXKAEH

1110 Monb3oBaTenb OTMEHUST 3aNpPoC Ha OTKPbITUE ceccum

1111 KMcTekno Bpems MCNonb3oBaHUs NMOATBEPXKAEHUS 3anpoca Ha OTKPbITUE Ceccumn

1112 VcTekno Bpems oxxngaHma nogTBepXxaeHns 3anpoca Ha OTKPbITUE CECCUN



Kom

1115

1117

1118

1119

1120

1121

1122

1123

1124

1125

1126

1127

1128

1129

1130

1131

1132

1135

TekcT coobOLeHuns

MonuTrka ycnewHo yaaneHa

JInueHsna gna ceccuin ycnewHo 3aperncTpuposaHa

3anpoc Ha NPOCMOTP YYETHbIX AAHHBLIX OTKIMOHEH

Monb3oBaTenb OTNPaBUI 3anpPoc Ha MPOCMOTP YYETHbIX AaHHbIX

3anpoc Ha NPOCMOTP YYETHbIX AaHHbIX NOATBEPXKAEH

Monb3oBaTenb OTMEHUST 3arnpocC Ha NMNpPpOCMOTpP YYETHbIX AaHHbIX

NcTekno BpeM4d UCNorb3oBaHNA noaTBepXaeHnA 3anpoca Ha NpoCMOTP YYEeTHbIX OaHHbIX

NcTekno BpeM4d OXXnaaHua noatBepXXaeHU4 3arnpoca Ha NnpoCMOTpP YHETHbIX AaHHbIX

Monb3oBaTenbckoe NoAKIYEHNE ycnewHo nobasneHo ans pecypca

Monb3oBaTenbckoe NoAKIYEHNE pecypca ycrnewHo NSMeHeHo

lNonb3oBaTenbckoe NogknyeHne pecypca ycnewHo ygarneHo

MonuTtnka obbekTa ycnewHo nsMmeHeHa

Maporb y4eTHON 3anMcK yCrneLwHo ncnpaeneH

SSH kntoY y4eTHOM 3anMcK yCreLwwHo ucnpaeneH

MpuopuTET NONUTUKN YCNELLHO U3MEHEH

Habop pa3genoB NONMMTUKM yCNEeLHO U3MEHEH

ma nonntukum ycnewHo n3aMmeHeHo

SSH kniouu, He ynpaensemble PAM, ycnelwHo yaaneHsi



Kom TekcT coobOLeHuns

1136  KoHTenHep onsa noucka AOMEHHbIX PeCypCcoB yCMNELHO yaarneH

1137  [JomeHHas npvBunernpoBaHHas rpynna ycrnewHo yaaneHa

1138  AgmMuHucTpatop ycnelwHo aobasneH B NpunoxeHne

1139  Vma npunoxeHns ycrnewHo N3MeHeHo

1140  [MpwunoxeHne ycnewHo gobaBneHo

1141  AgMWHUCTPAaTOP YCMNELLUHO UCKITHOYEH U3 NPUIOXEHUA

1142  TlpunoxeHue ycnewHo yganeHo

1143  [laponb NpUnoXxeHus ycnewHo copoLueH

1144  OnucaHne NpUNoXeHust ycnewHo N3MeHeHO

1145 lMonb3oBarenb yCneLwHo NoCcMoTpeEst Y4ETHbIE AaHHbIE NMPUITOXXEeHUA

1146  [logpasgeneHune ycnewwHo co3gaHo

1147 Vmsa nogpasgenenuns ycnewHo nsMmeHeHo

1148 MNogpasgeneHuve ycnewHo yaaneHo

1149 MapameTp TpeboBaHUsi AByXdpaKTOpHOWM ayTeHTUDUKaLMM NS NONb30BaTenNs yCrneLHo
N3MeHeH

1150  [punoxeHue ycnewHo nonyyunno y4eTHble AaHHble

1151 IP agpec npunoxeHusi ycnewHo nameHeH

1152  CepTudmkat NpuUnoXeHus ycrnewHo N3mMeHeH

1153 MogpasaeneHne obbekTa ycrnewHo N3MEHEHO



Kom

1154

1155

1156

1157

1158

1159

1160

1161

1162

1163

1164

1165

1166

1167

1168

1169

1170

1171

TekcT coobOLeHuns

INnuensna gna AAPM ycnewHo 3apernctpypoBaHa

JInueHsna gnga nonb3oBaTeneun ycrnewHo 3apernctTpmpoBaHa

NueH3nsa Ans pecypcoB YCMeLIHo 3aperncTpupoBaHa

Mpynna nonb3oBaTeriei ycnewHo cosaaHa

lpynna nonb3oBareneun ycnewHo yganeHa

MHpopmaLms o rpynne nonb3oBaTenen ycrnewHo n3MeHeHa

Monb3oBaTenb ycrnewHo 4o6aBneH B rpynny nornb3oBaTtenen

Monb3oBaTenb yCNeLHo yaaneH u3 rpynmbl nonb3oBaTene

lMonb3oBartenb ycnewHo ayTeHTM(*)VILI,MpOBaH

npl/lJ'IO)KeHI/Ie ycnewHo ayTeHTVICbVILI,VIpOBaHO

Maporb y4eTHON 3anMcK ycnewHo yaaneH

SSH koY y4eTHOI 3anmcK ycrewHo yaaneH

NnuueHsns onsa ceccuid yenewHo yaaneHa

JinueHsna pna AAPM ycnewHo yganeHa

JInueHsna gna nonb3oBaTeneun ycnewHo yganeHa

NueH3ns ans pecypcoB yCrneLwHo yaaneHa

CeteBoe pacnornoXxeHne ycnewHo co3gaHo

CeteBoe pacnornoxeHune ycnewHo N3MeHeHO



Kom

TekcT coobOLeHuns

1172  CeTeBoe pacnornoXeHne ycrneLwHo yaaneHo
1174  CuHXpOHM3aUuMs rpynn Kkatanora no pacnucaHuio 3anyLieHa
1175  CuHXpOHM3aumMs rpynn Katanora 3aBepLieHa
1176  Ceccus ycnewHo co3gaHa
1178  T[lonb3oBaTtenb ycnewHo akTMBMpoBaH
1179  [Monb3oBaTenb ycnewHo 3abnokMpoBaH
1181 BoccTtaHoBneHa cBa3b ¢ PAM areHToMm
1192  Ter ycnewHo co3agaH
1193  Ter ycnewHo yganeH
1194  Ter ycnewHo 3MeHeH
Owunbka
Kon TekcT coobeHus
2000 He ypganocbk 3apermcTpupoBaTh YYETHYIO 3anncb
2003 He ypanocb N3MeHUTb UMS Y4ETHOM 3anucu
2004 He ypanocb BOCCTaHOBUTb YYETHYIO 3aMnCb
2008 He yganocb gobaBuTb Naporsb AN Y4eTHON 3anucu
2009 He yganocbk OTKMIOYNTb YYETHYIO 3amnucb



Kom TekcT coobOLeHuns

2010 He ypanocb co3gaTtb paspelleHume

2013 He ypanocb 0oTO3BaTh pa3pelueHne

2014  He ypanocb 3aperucTpupoBaTtb pecypc

2015 He ypganocbk yganuTb pecypc

2016 He ypanocb nsameHuUTb MHOPMaLMIO O pecypce

2017  He ymanock OTKpbITb CECCUt0

2018 B xope 3aBepelleHnst ceccum BO3HMKIA omnbka

2019 He yganocb COXpaHUTb TEKCTOBLIN XXypHart ceccum

2020 He ypanocb coxpaHuTb BUAEO3aNUCb CECCUN

2021 He yganocb coxpaHuTb napameTpbl KOHUrypauum

2022 He ypanocb 3apernctpmpoBaTb JOMEH

2023 He ypanocb yganuTtb JOMeEH

2024  He ypanocb n3amMeHUTb MHOPMaLNIO O JOMEHE

2025 He yganocbk npepsaTb CECCUIO

2026 He ypanocb BKMHOYUTL YYETHYHO 3arnuchb

2027 He ypanocb yganuTtb YY4ETHYIO 3annch

2028 He ypanocbk OTKNHOYUTL pecypc

2029 He ypanocb BKMOYUTL pecypc



Kom

2030

2031

2032

2034

2035

2036

2038

2039

2041

2042

2043

2044

2045

2046

2048

2049

2051

2053

TekcT coobOLeHuns

He ynanocb coxpaHUTb CHUMOK 3KpaHa ceccum

He yganoch BbINONHUTL NPOBEPKY Napors y4eTHOW 3anmcu

He yoanock BbINOMHUTL MOUCK YYETHBIX 3anucen

He yoanocb c6pocuTb Naporib Y4eTHOW 3anuncu

He ynanocb nepeBecTy y4eTHyto 3anuck B cocTosiHue MrHopupyetcs

He ynanock cosgatb NONUTUKY

He yoanocb coxpaHuTb HACTPOWMKM NOMUTUKM

He ynanocb ckonvmpoBaTb NOAUTUKY

He yaanocCb BKIMKOYNTb JOMEH

He yoanocb BOCCTaHOBUTb AOMEH

He yaarnocb BOCCTaHOBUTL pecypcC

He ynanocb ayTeHTMdMUMPOBaTL Nonb3oBaTens No BTopomy daktopy

He ynanocb caenatb y4eTHyto 3anuck ynpaensiemon

He ynanocb BbinonHWUTh npoBepky SSH kntoya y4yeTHo 3anmcu

He ynanocb ao6aesutbs SSH knoy ons y4yeTHoM 3anucu

He yganocb cbpocutb SSH kntoy yyeTHoOn 3anucu

He ynanocb OTKpbITb CEPBUCHOE MOAKIIYEHME K PECYpPCY

He yganocb 3aBepLunTb CUHXPOHM3ALMNIO YYETHbIX 3anmcen



Kom TekcT coobOLeHuns

2054 He ypanocb OTKpbITb CEPBUCHOE MOAKMNIOYEHNE K OMEHY

2056 He ypanocb 3aBepLlunTb CMEHY YYETHbIX AaHHbIX

2058 He ypanocb 3aBepLnTb NPOBEPKY YYETHbIX JaHHbIX

2060 He ypanocbk 3aBepLlUnTb NPOBEPKY CEPBUCHONO JOCTyNa

2064 He yganocb go6aButb SSH wabnoH

2065 He ymanocb yganutbe SSH wabnoH

2066 He ymanocb o6HOBUTL SSH wabnoH

2067 He ypanocb aobaBuTb Nonb3oBaTerbCKoe NOAKNoYeHe

2068 He yganocbh yganuTtb Nosib3oBaTeNbCKoe NogKYeHne

2069 He yganocb 06HOBUTL NOMb30BaTENbCKOE MNOAKI0YEHME

2070 Tonb3oBaTento He yAanoch NofyyYnTb YYeTHbIe AaHHble

2071  He ypanocb 3apeructpmpoBatb fNLEH3NIO

2073 He ypanocb 3aBeplUnTb poTaumio apTedakToB ceccum

2076  He ypanocb yganuTb JI0rm ceccum

2078 He ypanocbh 3aBepLUNTb CUHXPOHU3ALMI0 pECYPCOB

2079  XpaHunuuie cepBepa HeQOCTYMHO

2080 He yganocb M3MeHUTb rpynnbl y4eTHOW 3annucu

2082 T[lonb3oBarernto He yoanoch 3aperncTpupoBaTb BTOPOW (PakTop ayTeHTUdmnKaumm



Kom

2083

2085

2086

2087

2088

2089

2091

2092

2095

2096

2097

2098

2099

2100

2101

2102

2103

2104

TekcT coobOLeHuns

He yaoanocb yaarnunTb ayTeHTMC*)I/IKaTop nonb3oBarternA

He ynanocb Bo30GHOBUTL AECTBME pa3peLleHNs

He ygpanocb npuocTaHOBUTL AENCTBME paspeLleHns

He yganocb cvHXpOHMU3MpoBaTb MHAOPMaLMIO O pecypce

He yoanocb 3aperncrpmpoBaTb 4OMEHHbIE NPUBUIENMPOBAHHbIE TPyNMbl

He ygpanocb n3aMeHuTb CNUCOK KOHTEMHEPOB A5 NOMCKa LOMEHHbIX PeCcypCcoB

He yaoanocb 3aBepLUNTb CUHXPOHM3ALMI0 JOMEHHBIX PECYPCOB MO PacnMcaHuo

He yOanocb BbINOJTHUTL NMONCK JOMEHHbLIX peCypCcoB

He yoanocCb co3faTb posib

He yoanocb yaarnunTb porib

He yaoanocb MUAMEHNTb COCTaB npMBUNIErnn ons ponuv

He ynanocb nepenmeHoBaTh posb

He yaanocb nobaBunTb NoONb3oBaTeNs B COCTaB ponn

He yOarnocCb UCKITHIOYNUTL MOoJib30BaTelAaA N3 CoCTaBa pPosin

He ymanock co3aatb rpynny pecypcoB

He yganocb yaanuTb rpynny pecypcos

He yganocb nameHuTb MHopMauuio o rpyrnne pecypcos

He ynanock no6aeuTe pecypc B rpynny pecypcos



Kom

2105

2107

2108

2109

2110

2115

2118

2119

2120

2121

2124

2125

2126

2127

2130

2131

2132

2133

TekcT coobOLeHuns

He yaanocb yganuTtb pecypc us rpynmnbl pecypcos

He yaanocCb OTKIMOHUTL 3arnpocC Ha OTKpbITMEe cecCunin

He yaanocb OTnpaBuUTb 3anpoc Ha OTKPbITUE CECCUN

He ynanocb noaTBepAnTb 3anpoc Ha OTKPbITUE CECCUMU

He yOanocb OTMEHUTb 3arnpoc Ha OTKPbITUE CECCUN

He ypanocb yoanutbe nonutuky

He yganocb OTKNOHMTL 3aNpoc Ha MPOCMOTP YYETHbIX AaHHbIX

He ynanocb oTnpaBuTb 3anpoc Ha NPOCMOTP YYETHbIX AaHHbIX

He yoanocb noaresepanTb 3arpoc Ha NMNpPOCMOTP YYHETHbIX AaHHbIX

He yaoanocb OTMEeHUTb 3anpoc Ha NPOCMOTP YHETHbLIX AaHHbIX

He yoanocb no6aBnTb NONb30BaTENbLCKOE NOAKIOYEHNE AN pecypca

He yOanocCb U3SMEeHUTb MNMoJib30BaTEelIbCKOE MNOAKITHOHYEHNE pecypca

He yaanocb yaarnunTb rnoJjib3oBaTesibCKOE NOAKIMKYEeHNE pecypca

He yOanocb U3SMeHUTb NMOJINTUKY obbekTa

He yaanocb NU3AMEHUTb NMPUOPUTET NOJTUTUKUN

He ynanocb nameHntb Habop pasaenos NOAUTUKK

He yaoanocb U3AMEHNUTb UMA MOJIUTUKA

He ynanochk BbINOMHUTL NPOBEPKY HeynpaenseMblx SSH knoyen y4yeTHon 3anmcu



Kom

2135

2136

2137

2138

2139

2140

2141

2142

2143

2144

2145

2146

2147

2148

2149

2150

2151

2152

TekcT coobOLeHuns

He ynanock yganute SSH kntoun, He ynpaensemslie PAM

He yganocb yaanuTtb KOHTEHEp A1 noucka AOMEHHbIX PECYPCOB

He yganocb yaanutb AOMEHHYO NPUBUNENMPOBAHHYO rpynny

He ynanocb no6aBuTb agMuMHUCTaTOpa B NPUNOXKEHUN

He yaanocb USMEHUTb UMA MPUTIOXKEHUA

He ynanock co3gatb NpurioxeHune

He yganocb ncknounTb agMUHUCTPaTOpa U3 NPUIOXKEHNs

He ynanocb yaanutb npunoxeHue

He yoanocb C6pOCMTb napornb Ana npuioXxXeHms

He yaanocb UAMEHNUTb ONMCaHNE NPUIoXKeHnA

He yaanocb NOCMOTPETb YYETHbIE AaHHbIE NMPUIoXeHUA

He ynanocb co3natb noapasgeneHue

He yaoanocb USAMEHUTb UMA nogpa3nesieHnA

He ynanock yganuTte nogpasaeneHune

He ynanocb nsmeHntb napameTtp TpeboBaHus ABYyXdaKkTOPHOW ayTeHTudmnkaumm ans
none3oBaTens

an/IJ'IO)KeHI/II-O He yaarioCb nosty4ynTb y4€THble AaHHbIe

He yoanocb namenutb |IP agpec npunoxeHus

He yganocb M3amMeHUTb cepTudukaT npunoxeHus



Kom

2153

2157

2158

2159

2160

2161

2162

2163

2164

2165

2170

2171

2172

2173

2175

2176

2178

2179

TekcT coobOLeHuns

He ynanocb nameHutb nogpasgeneHme oobekTa

He yganocb cosgaTb rpynny nonb3oBaTternen

He yganock yganutb rpynny nons3oBaTtenen

He yoanocb nameHuTb MHopmMaumio o rpynne nosis3oBatenemn

He ynanocb no6aButb nonb3oBartens B rpynmny nonb3oBaTtenen

He yoanocb yaanuTtb nonb3oBaTens u3 rpynnbl nonb3oBartenei

He yoanocb ayteHTUdULMPOBaTL NOMNb3oBaTens

He yganocb ayTeHTUdULMpOBaTb NPUNOXeHNE

He yoanocb yaarnunTb naposib AnAd yquHOﬁ 3arncum

He ypganock yganute SSH kntoy a4ns y4eTHon 3anucu

He yaanocCb Co3aTb CeTeBO€e pacnorioKeHune

He yOanocb NUSMEeHUTb I/IHCpOpMaLI,I/lI-O O CeTeBOM pacroJioXeHnn

He yaanocb yaarnunTtb CeTeBOE pPacCrioJyioXeHne

He yOaroCb CUMHXPOHU3NPOBATb MHqupmau,mo O rpynne nosib3oBaTeneun ¢ Katanorom

He ynanock 3aBepLunTb CUHXPOHM3aUMIO rpynn Katanora

He yganock co3gaTb ceccuio

He yaanocb akTUBUPOBATL MNMOJ1Ib30BaTESNA

He ynanocb 3abrnokuMpoBaTh Nonb3oBaTtens



Kop TekcT coobLweHusn
2192 He ypanocb co3gatb Ter
2193 He ypanocbk yganutb Ter

2194  He ypanocb U3MeHUTb Ter

lNpepynpexaeHue

Kon TekcT coobueHunsn
3047  Tlpowusowrna paccMHXpoHusaums SSH kntova y4eTHoM 3anmcu
3061  Y4yeTHas 3anucb He HangeHa

3084 Tlonb3oBaTtenb 3abrnokMpoBaH

3087 [HaHHble pecypca 6binv N3MeHeHbI

3093 O6HapyXeHbl He3aperncTpupoBaHHbIe YYeTHbIe 3anmcu
3094  [lpowusolunia pacCMHXPOHU3aLMs Napons y4eTHOM 3anmcu
3113  TlonbiTKa BbIMNOMHUTE 3anpeLleHHY KoMaHay

3116  Ceccus npepBaHa

3134  O6HapyxeHbl SSH knitoun, He ynpaensemble PAM

3177  [pynna nonb3oBaTernien He HangeHa B Katanore

3180 T[loTepsHa cBsA3b ¢ PAM areHTOM



NMpuBunermnn

[aHHbI pa3aen cogepXXnT CMCoK NPUBUNENIA, KOTOPble MOTYT ObiTb BKIKOYEHbI B POSN.

UpeHTucpukartop HasBaHue

Yn paBlieHue nonb3oBaTenAaMun

User.Create

User.Read

User.Update

User.Delete

User.Reset2FA

User.SetPolicy

UsersGroup.Create

UsersGroup.Read

UsersGroup.Update

UsersGroup.Delete

UsersGroup.SetPolicy

[lo6aBneHne HOBbIX Nonb3oBaTenen

MpocmoTp npodunen nonb3oBaTtenemn

Peﬂ,aKTVIpOBaHVIe AaHHbIX Nonb3oBaTenemn

YnaneHune nonb3oBaTtenen

C6poc 2FA ayTeHTUmkaumm ansa nonb3oBaTens

YcTtaHoBKa NOAUTUKA ONS Nonb3oBaTtens

YnpaBneHue rpynnamu nonb3oBaTtenen

[obaBneHne HOBbIX rpynn nofnb3oBaTtenemn

[MpocmoTp rpynn nonb3oBaternemn

PepaktupoBaHue rpynn nosib3oBatenem

YnaneHue rpynn nonb3oBaTenemn

YcTaHoBKa NOSIUTUKN ana rpynn nosnib3oBaTenemn

YnpaBneHue paspeLieHUaMU



UaeHTudukartop Ha3BaHune

Permission.Create [obaBneHne HOBbIX paspeLueHui
Permission.Read [MpocMoTp 1 Nouck paspeLLeHnia
Permission.Revoke OT3bIB pa3peLueHnn

Permission.Suspend [MproctaHoBKa 1 BO30GHOBIIEHNE pa3peLleHnin

YnpaBneHue Y4YeTHbIMU 3anncamum

Account.Create [o6aBneHne HOBbLIX y4YEeTHbIX 3anuncem
Account.Read [MpocMOTp y4eTHbIX 3anncen
Account.Update PepaktnpoBaHue gaHHbIX YHETHbIX 3anvcen

BoccTaHoBneHne yyYeTHbIX JaHHbIX Y3 Ha paHee
Account.Restore

ncnonb3yemble
Account.Delete YnaneHue y4eTHbIX 3anvcen
Account.Block BnoknpoBka 1 pa3brnokupoBka y4eTHbIX 3anucen
Account.Manage Cpenatb y4YeTHble 3anvcy ynpasnsemMbiMu
Account.Ignore CpoenaTb y4eTHble 3anMcu UrHopupyembiMm
Account.SetPolicy YcTtaHoBKa NonuTUKW Ansi Y4eTHOM 3anucu
Account.Credentials.Check [MpoBepka y4eTHbIX AaHHbIX Y3
Account.Credentials.Update CMeHa y4eTHbIX AaHHbIX Y3

YnpaBneHue pecypcamu



UaeHTudukartop Ha3BaHune

Resource.Create HobaBneHne HOBbIX pecypcoB
Resource.Read MpocmoTp pecypcoB

Resource.Update PepaktupoBaHue gaHHbIX pecypcoB
Resource.Restore BoccTraHoBneHne paHee yoaneHHbIX pecypcoB
Resource.Delete YnaneHue pecypcos

Resource.Block BnoknpoBka n pa3bnokupoBka pecypcos
Resource.CheckConnection [MpoBepka coeguMHEHUs1 C pecypcom
Resource.Sync CuHXpoHM3auma gaHHbIX 1 Y3 pecypca
Resource.SetPolicy YcTaHOBKa NONUTUKM NS pecypca
Resource.SetOrganizationalUnit YcTaHoBKa noapasaeneHus gns pecypca
Resource. TagManagement YnpasrneHne Terammn pecypcos

YnpaBneHue rpynnamu pecypcoB

ResourcesGroup.Create [lo6aBneHve HOBbIX rpynn pecypcoB
ResourcesGroup.Read [MpocmoTp rpynn pecypcos
ResourcesGroup.Update PepnaktupoBaHue rpynn pecypcos
ResourcesGroup.Delete YnaneHue rpynn pecypcos

ResourcesGroup.SetOrganizationalUnit ~ YcTtaHoBka nogpasgeneHusi 4ns rpynnsl pecypcoB

YnpaBneHne gomeHamMu



UaeHTudukartop

Domain.Create

Domain.Read

Domain.Update

Domain.Restore

Domain.Delete

Domain.CheckConnection

Domain.AccountsSync

Domain.Resourcesimport

Domain.SetPolicy

Domain.PrivilegedGroups.Create

Domain.PrivilegedGroups.Read

Domain.PrivilegedGroups.Delete

Domain.ResourceContainer.Create

Domain.ResourceContainer.Read

Domain.ResourceContainer.Delete

Session.Read

Session.Abort

Ha3sBaHue

[lo6aBrneHne HOBbIX JOMEHOB

MpocmoTp AOMEHOB

PenakTupoBaHue gaHHbIX JOMEHOB

BocctaHoBneHue paHee yganeHHbIX JOMEHOB

YoaneHne JOMEHOB

lMpoBepka coeanHeHusi C AOMEHOM

CuHxpoHuM3auus Y3 gomeHa

MmnopT pecypcoB 13 gomeHa

YcTaHoBKa NOMUTUKN ANA AOMEHA

[o6aBneHue npuBUIIErTMPOBAHHbLIX TPynn AOMEHa

MpocMoTp NPUBUNErMPOBAHHbLIX FPYNM AOMEHa

YnaneHvne npmuBmunernpoBaHHbIX rpynn AOMeEHa

[lo6aBneHne KOHTEVHEPOB PECYPCOB AOMEHa

MpoCMOTp KOHTENHEPOB PeCcypCcoB AOMEHa

YnaneHue KOHTENHEPOB PecypCcoB AOMeHa

anaBneHMe ceccnamMmum

MpocmoTp 1 NoUck ceccui

MpepbiBaHMe ceccui



UaeHTudukartop Ha3BaHune

YnpaBneHue 3anpocamum ceccuun

SessionRequest.Read MpocmoTp 1 NOUCK 3anpoCcoB CECCUN

SessionRequest.Confirm MogTBepxaeHune ceccum

YHpaBneHMe 3anpocamMmu Ha NPOCMOTP yHeTHbIX AaHHbIX

CredentialsViewingRequest.Read [MpocMoTp 1 NoncK 3anNpocoB Ha MPOCMOTP YYETHbIX AaHHbIX

CredentialsViewingRequest.Confirm [MoaTBepxaeHne 3anpocoB Ha NPOCMOTP YYETHbIX AAaHHbIX

XypHan cobbiTnn

Event.Read lMpocmoTp 1 nonck cobbiTUI B XXypHane

YHpaBneHMe NOJINTUKaAMU

Policy.Create HobaBneHne HOBbIX MNONMUTUK
Policy.Read MpocmoTp NoONUTUK
Policy.Update PepaktupoBaHue NonunTumk
Policy.Delete Ynanenve nonutuk

YnpaBneHue CUCTEeMHbIMU HaCTPONKamMm

SystemSettings.Read [MpocMOTp CUCTEMHBIX HACTPOEK

SystemSettings.Update PepaktupoBaHue CUCTEMHbIX HACTPOEK



UaeHTudukartop Ha3BaHune

YnpaBneHue nuueH3nsamMu

License.Create J[lo6aBneHne HOBbIX NULIEH3UI
License.Read [MpocmoTp NuueH3un
License.Delete YoaneHune niueH3nm

YnpaBneHune cepBUCHbLIMU NOAKMHYEHUAMU

SshTemplate.Create MmnopT HoBbix SSH-wabnoHos
SshTemplate.Read MpocmoTtp SSH-wabnoHoB
SshTemplate.Delete YpaneHne SSH-wabnoHoB

anaBneHMe norfb30BaTesIbCKUMU NOAKIMHYEeHUAMUN

UserConnectionType.Create [lo6aBneHne HOBbIX MNOMNb30BaTENbCKUX MOAKTIOYEHUIN
UserConnectionType.Read MpocmoTp Nonb3oBaTENbCKNUX NOAKITHOYEHNI
UserConnectionType.Update PenaktnpoBaHue nonb30oBaTeibCKMX NOAKITHOYEHNI
UserConnectionType.Delete YnaneHne nonb3oBaTenbCKUX NOAKNIOYEHUN

YnpaBneHue ponsamu gocrtyna

Role.Create CosgaHune HOBbIX poren

Role.Read MpocmoTp ponen

Role.Update PepnaktupoBaHue ponen



NaeHTudukartop

Role.Delete

Role.Members

Role.Claims

SubscriptionGroup.Create

SubscriptionGroup.Read

SubscriptionGroup.Update

SubscriptionGroup.Delete

EventSubscription.Create

EventSubscription.Read

EventSubscription.Delete

Application.Create

Application.Read

Application.Update

Application.Delete

Ha3BaHue

YnaneHue poneu

Pe,D,aKTVIpOBaHVIe Crnncka y4aCTHMKOB poOIin

PenaktuposaHue Habopa npusunerun ponm

YnpaBneHue rpynnamu nonyaneneﬁ

[o6aBneHne HOBbLIX rpynn nonyyarenemn

[MpocmoTp rpynn nonyvarenemn

PepaktnpoBaHue rpynn nonyyatenemn

YnaneHuve rpynn nonyyartenen

YnpaBneHue paccbifikamu

[o6aBneHne HOBbIX paccCbIJ1OK

MpocMOTp pacchInok

YnaneHune pPaccCbIfTioK

YnpaBneHune npunoxeHUssMm

[oGaBneHne HOBbIX MNPUIOXKEHUN

MpoCMOTP NPUNOXKEHNIA

Pe,D,aKTVIpOBaHVIe OaHHbIX MPUJTOXEeHUA

YnaneHue npunoxeHum



UaeHTudukartop Ha3BaHune

YnpaBneHue nogpasgeneHnamm

OrganizationalUnit.Create [oGaBneHne HOBbIX Nogpa3aeneHuin
OrganizationalUnit.Read [MpocmoTp noagpasgeneHnn
OrganizationalUnit.Update PepaktnpoBaHve nogpasgeneHun
OrganizationalUnit.Delete YpnaneHue nogpasgeneHnin

YnpaBneHune ceTeBbIMU PacnonoXeHUAMU

NetworkLocation.Create [obaBneHne HOBbIX CETEBbLIX PACMNONOXEHUI
NetworkLocation.Update PenaktnpoBaHue ceTeBbIX pacnosioXeHnin
NetworkLocation.Delete YnaneHue ceTeBbIX pacnonoXeHumn

YnpaBneHue Teramu

Tag.Create [oGaBneHne HOBbLIX TEroB
Tag.Update PepaktupoBaHue Teros
Tag.Delete YnaneHue Teros

MmaBHasa cTpaHuua

Dashboard.View [MpocmoTp cTpaHuubl

YnpaBneHue TMnamMmm cepBUCHbIX NOAKTOYEHUN

ServiceConnectionType.Create [loGaBneHne HOBbIX TUMOB CEPBUCHbIX MOLKMOYEHWI



UpeHTucpukartop HasBaHue

ServiceConnectionType.Read [MpocMOTp TUMOB CEPBUCHbLIX MOAKMHOYEHUN

ServiceConnectionType.Update PepaktnpoBaHmne TMNOB CEPBUCHLIX MOAKMIOYEHNI

ServiceConnectionType.Delete YaaneHue TUNoB CEPBUCHbBIX MOAKMHOYEHWI



UcTopusa Bepcun

B aToM pasgene cogepXxuTcs KpaTkoe onnucaHue nsmeHeHun u ynydwenun B npogykre Indeed Privileged

Access Manager no Bepcusm.

3.1

[o6asneHna nogaepxka LDAP-katanora RED ADM Bepcun 1.1.0-1.2.2.
[o6aeneHa nogaepxka LDAP-katanora Samba DC Bepcuii 4.13-4.21.
[oGaBneHa BO3MOXHOCTb MCMNOMNb30BaTb TEM A5l PECYPCOB.

B nonutuku ceccun gobaeneHa onums CoobueHne, KOTOpoe Nnosib3oBaTenb YBUAMUT Mpu 3anpoce

NMPUYUHBI.

3.0

HobasneHa dyHKUMOHanNbHOCTL No pabote co cnyxbamn Windows.
[ob6aBneHa BO3MOXHOCTb KONMPOBaTb pa3peLLeHus.

[obasrneH HoBbIM KOMMNOHEHT PostgreSQL Proxy 1 HOBbIN TUM NONb30BaTENbCKOrO MNOAKIHOYEHUS —
PostgreSQL.

B nonuntuku ceccun gobaeneHa onums MNMpepbiBaTb CECCUIO MPU OTCYTCTBUM MOSb30BaTeNbCKOMN

AKTUBHOCTMWU.

Moakntounnu 6ubnuoteky Boost ans paboTbl ¢ perynspHbIMU BblpaXXeHUsIMU. B cBSI3n ¢ 3TMM ecTb
HeborbLlUME N3MEHEHUSI B CUHTAKCUCE PerynsipHbIX BblpaXKeHUi Npu 3agaHum cnmcka paspeLueHHbIX U

3anpeLleHHbIX koMmaHa B SSH-ceccuax.

B nonutukn pobaeneHsbl napamMeTpbl Ana yrnpasneHnd orpaHM4eHnAaMmn Ana reHepupyemblxX naporsnen, a

Takke O4na naponeun, BBOANUMbIX BPYYHYHO.

[obasneHa BO3MOXHOCTb OTKpbiBaTb RDP-ceccun 6e3 nepeHanpasneHns nokanbHbIX ANUCKOB.
[lobaBneHa npoBepka oTnevaTkoB kntoyen SSH-cepeepa.

[oGaBneHa BO3MOXHOCTb CO34aBaTh U pedakTMpoBaTb COOCTBEHHbIE TUMbl CEPBUCHBLIX MOAKMIOYEHUN.

PaspaboTaH HOBbIV MacTep, KOTOPbI MO3BOMSIET YCTAHOBUTL, 0OHOBUTL BEPCUIO NN N3MEHNUTL
KoHurypaumio Indeed PAM.


http://localhost:3000/privileged-access-manager/3.1/administration/section-reference/resources/resource-operations/#adding-removing-tags
http://localhost:3000/privileged-access-manager/3.1/administration/policy-setup/#sessions
http://localhost:3000/privileged-access-manager/3.1/administration/policy-setup/#sessions
http://localhost:3000/privileged-access-manager/3.1/administration/section-reference/services/
http://localhost:3000/privileged-access-manager/3.1/administration/section-reference/permissions/permission-operations/#permission-copying
http://localhost:3000/privileged-access-manager/3.1/administration/usage-of-postgresql-proxy/
http://localhost:3000/privileged-access-manager/3.1/administration/policy-setup/#sessions
http://localhost:3000/privileged-access-manager/3.1/administration/policy-setup/#sessions
http://localhost:3000/privileged-access-manager/3.1/administration/policy-setup/#ssh
http://localhost:3000/privileged-access-manager/3.1/administration/policy-setup/#ssh
http://localhost:3000/privileged-access-manager/3.1/administration/policy-setup/#pswd-gen-requirements
http://localhost:3000/privileged-access-manager/3.1/administration/policy-setup/#pswd-man-requirements
http://localhost:3000/privileged-access-manager/3.1/administration/section-reference/resources/checking-key-fingerprints-of-ssh-server/
http://localhost:3000/privileged-access-manager/3.1/administration/section-reference/configuration/#adding-new-connection-types-srv
http://localhost:3000/privileged-access-manager/3.1/installation/
http://localhost:3000/privileged-access-manager/3.1/configuration-change/
http://localhost:3000/privileged-access-manager/3.1/configuration-change/

2.10

o [lobasneHa nogaepxka cnyx6 katanoros OpenLDAP n ALD PRO.
o [lo6aBneHa BO3MOXHOCTb 3abroknpoBaTb Nosib3oBaTens.

o [lo6aBneHa BO3MOXHOCTb CMEHUTb KItoY u/unu anroputm wndposanna B PAM 6e3 octaHoBKM
pabotbl PAM.

o [lobGaBneHa BO3MOXHOCTb yKa3aTb Heckornbko cepeepoB RADIUS ans ayteHTudmkauumn nonb3oBaTtenen
PAM.

o [lo6aBneHa BO3MOXHOCTb Ha3Ha4aTb MNOMUTMKU HA FPynmbl NOfb30BaTENEN.

o [lo6aBneHa BO3MOXHOCTb MOAKMYATLCS K MPOU3BOSIbHLIM PECypCaM.

o [lobaBneHa HaTuBHaa nogaepxka SIEM yepes CEF n LEEF dpopmat noros.

e YBenuyeHa MakcumarnbHas anvHa napons ydetHon 3anvcu go 4096 cnmBonos.

o [lo6aBneHbl NnapamMeTpbl ANns ynpasneHms 6GnokMpoBKon nonb3oBaTenen npu HesepHom Beoge OTP.
o [lo6aBneHa nogaepkka xpaHunuiy tuna S3.

o [loGaBneHa BO3MOXHOCTb BK/HOUUTL Nepesanyck KOHTEMHEPOB CEPBUCOB MPOKCH.

2.9

o [lob6aBneHa BO3MOXHOCTb ycTaHOBUTL Indeed PAM Ha nto6on anctpmbytus Linux ¢ nogaep>kkon

Docker.

e [losBunca HoBbI kKOMNOHEHT — RDP Proxy, koTopbir BbiNONHAET pyHKUUKU Nnpokcu-cepepa ana RDP-

ceccun.
o [lobaBneHa nogaepxka cnyxbobl katanoros FreelPA.

o ,D,o6aBneHa BO3MOXHOCTb CO3adaBaTb rpynnbl nonb3oBaTenen Ha OCHOBE rpynn nm3 BHELWHNX KaTal1oroB

nonb3oBaTenen.
o [lobGaBneHa BO3MOXHOCTb HAacTpouTb JocTyn K Indeed PAM 13 pasHbIx nogceTen.

o [lo6aBrneHa BO3MOXHOCTb OTNPaBK/ OAHOPA30BbIX Naporiel No 3MEeKTPOHHON MoyTe.

2.8

o [lo6aBneHa BO3MOXHOCTb NOAKMOYATLCSA K pecypcam no npotokonam SFTP n SCP.

e [1nsa SSH proxy gob6asrneHa BO3MOXHOCTb NepeHanpasneHns MopToB C LieNneBoro pecypca Ha

JIoKanbHbIN XOCT.


http://localhost:3000/privileged-access-manager/2.10/installation/adding-user-catalog/
http://localhost:3000/privileged-access-manager/3.1/administration/section-reference/users/#blocking-a-user
http://localhost:3000/privileged-access-manager/3.1/security-recommendations/db-encryption-key-changing/
http://localhost:3000/privileged-access-manager/2.10/installation/radius-configuring/
http://localhost:3000/privileged-access-manager/3.1/administration/section-reference/user-groups/#selecting-a-policy
http://localhost:3000/privileged-access-manager/3.1/user-manual/access-to-the-resource/#connection-to-an-adhoc-resource
http://localhost:3000/privileged-access-manager/3.1/administration/section-reference/configuration/?system-settings-tab=otp-blocking#system-settings
http://localhost:3000/privileged-access-manager/2.10/installation/recycling-of-proxy/

[obaBneHa BO3MOXHOCTb CO34aBaTh rpynnbl pecypcoB 6e3 NPpUBA3KN K KOHKPETHbIM
NPUBMIETNMPOBAHHBLIM YYETHBIM 3anucam. MNpuBsa3ka peannsyeTcs Ha aTane Bbiauu paspeLleHmns], YTo
MO3BOSUT Pa3HbIM MONb30BaTENSAM OTKPbIBATb CECCUMM OT MMEHWN PasHbIX YYETHbIX 3anucel Ha OgHUX U

TeX e pecypcax, BXoAsALWMX B O4HY rpynny.

[obaBreHa BO3MOXHOCTb co3faBaTtb rpynmbl nonb3osaTterien, YTobbl ObICTPO NPeaoCTaBnAaTb AOCTYN K
pecypcam Indeed PAM Ha ocHOBe NpuHaAnNexXHoCTH K rpynnam.

HobaBneHa BO3MOXHOCTb (oUILTPOBaTh CECCUMM B apXUBE CECCUM NO rpynne norb3oBaTenen.
[o6aBrneHa BO3MOXHOCTb COPTMPOBATL CMNCOK NOMAUTUK NO TUMY 06 bEKTOB B KOHCONN yaoMUHUCTpaTopa.
[obaBreHa BO3MOXHOCTb 3afaBaTtb Naponuy y4ETHbIX 3anMcen B KOHCOSM Nofb3oBaTens.

[obaBrneHa BO3MOXHOCTb rpynnupoBaTh Pecypchbl Mo nankam B KOHCOMNW norb3oBaTens.

HobaBrneHa BO3MOXHOCTb COPTMPOBATb PECYPChI NO HAa3BaHWUIO, TUNY NoaknodeHus, IP-agpecy, DNS u
YYETHOW 3anmcu B KOHCOMW Nosib3oBaTens.



