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o  ®dannbl KOHPUrypaumm
¢ OC Windows
e OC Linux
e YCTaHOBKa W HacTpomKa KNMEHTCKUX KOMMNOHEHTOB
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e [lpumep nepesanycka komnoHeHTa RDP Proxy
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HasHaueHue npae nonb3oBaTens
MapameTpbl 6e3onacHoCTH

e YyeTHble 3anucu

e Ayaut

e YcTpoucTea
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e Cpepna yoaneHHbIX ceaHcoB
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¢ OrpaHunyeHne ceaHCOB MO BpEMEHHU
e BpemeHHble nanku
o [lopsagok mnopTta NOnNUTUK
e Hactponkn 6e3onacHocTn cepBepa gocTtyna
o [MprMMeHeHne HacTpPOeK C MOMOLLbIO YTUMUTbI
« [lpoBepka ycneLwHOro NnpMeHeHnsa HacTpoek 6e3onacHOCTM cepBepa AOCTyna
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e AyTeHTuUduKaums
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¢ 3meHeHne npuopuTeTa NONUTUKK
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¢ TpeboBaHus K reHepaTopy napornemn
o TpeboBaHusa K naponto 4ns py4YHOro BBOAA

Ceccun

e (OOblee
e ApTtedakThbl
o OTnpaBka TEKCTOBOrO fnora no syslog

Gateway n SSH Proxy
« RDP
e SSH
e [loBbllWweHne npusuierum
e PaspelueHHble 1 3anpeLyeHHble KOMaHabI
e [lepemaya gaHHbIX
e [lonb3oBatenu
o [pynnbl nonb3oBaTenemn
e Pecypcobl
o Cnyx6bl
e [pynnbl pecypcosB
e YyeTHble 3anucu
e [lomeHbl
o CTpyKkTypa
e PaspelueHus
e 3anpocbl ceccumn
¢ AKTMBHbIE CECCUN
e Bce ceccun
e CobbITns
e YBegomneHus
o KoHdurypaums
e Ponu
o [lpunoxeHus
e [lonb3oBatenu
e [lonck
e bBbicTpbIN Nnouck
e PaclumpeHHbIN Nonck
e [lpocunb nonb3oBatens
e PaspeweHuns
e Ceccuu
e AyTeHTUdUKaTOpSbI
e CobbITus



e Cbpoc ayTteHTUhmkaTopa nonb3oBaTens
o OTkKntoYeHne ayTeHTMdmKaTopa nonb3oBarerns
o bnokuposka nonb3osaTtens
o Pas3bnokmpoBka nonb3oBaresns
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o [pynnbl Nnonb3oBaTenemn
o CosgaHue rpynnbl nonb3osatenen PAM
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PAM
e CurHXpOHM3aUmMs rpynnbl NONb3oBaTenen ¢ Katanorom
¢ BbIbop nonutuku gnga rpynnbl Nofnb30BaTeNen
» Pecypchl
e [louck pecypcos
e bbICcTpbIN Nonck
e PaclumpeHHbI nouck
e [lpodunb pecypca
¢ [lonb3oBaTenbckmMe NoaKMYEHNN
e PaspeweHuns
¢ JlokanbHble y4eTHbIE 3anmcu
e [pynnsbl pecypcos
o Ceccuu
e CobbITus
o Cnyx6bl
e BbiGop nonutukn gnsi pecypca
o [loGaBneHune pecypcoB

[obaBneHne pecypca Bpy4HyO

[obaeneHune pecypcoB 13 ainna

HacTtpoika nonb3oBaTenbCKoro NOAKNKYEHUS
e Hactponka RDP-nogkntoyeHna
e Hactponka SSH-nogknoyeHus

HacTpolika KnMeHTCKOro Noakni4eHns
e Hactponka Beb-ceccum
e Hactponka nogkntoyeHna k CYB[]



e HacTponka cepBMCHOrO NOAKNIOYEHNSA 115 PECypcoB
o [loGaBneHune y4yeTHbIX 3anmcemn
¢ BbIGOp 1 HAcCTpoWKka CepBMCHOrO NOAKNOYEHUS
e HacTtponka cepBucHoro nogkntodeHna ans OC Windows

e BbiGOp cCepBUCHONM YY4ETHOM 3anuncK

HacTponka cepBucHoro nogkntodennsa gns OC *nix
e BbIbop cepBMCHON y4eTHON 3anucu

HacTponka cepBucHoro nogkntodennsa ans CYb MS SQL Server
e BbIbop cepBMCHON y4eTHON 3anucu

HacTpowka cepBucHoro nogkntodenus ans CYB[ OracleDB
¢ Bbibop cepBMCHON y4eTHON 3anucu
HacTponka cepsucHoro nogkntodenna ansa CYB[ PostgreSQL vnn PostgreSQL Pro

e Bbibop cepBMCHON y4eTHON 3anucu

HacTtporika cepucHoro nogkntodenns ana CYB MySQL
¢ BbIGOp cepBUCHOM YY4ETHOM 3anucu

e HacTponka cepBncHon yyeTHon 3anucm MySQL

HacTpowka cepBucHoro nogkntodeHus ans Cisco 10S

¢ BbIGOp cepBUCHON YY4ETHOM 3anucu

HacTtpowka cepBucHoro nogkntodenus ans Inspur BMC
¢ BbIGOp cepBUCHOM YY4ETHOM 3anucu
o Onepauuun Hag pecypcamm
e PepaktupoBaHue pecypca
e YaaneHue cBA3aHHbIX CyLLHOCTEN
o [loGaBneHue nonb3oBaTENIbCKOro NOAKITHYEeHUS
o [loGaBneHue y4yeTHOM 3anucu
e [laponb n SSH-knto4
e Hactpownka napons
e Hactponka SSH-kntova
o [lpoBepka coeguHeHUs ¢ pecypcom
¢ CurHXpOHM3auus
o brnoknpoeka
e YpaneHne/BoCCTaHOBNEHME pecypca
e YpaneHue pecypca
e BoccraHoBneHune pecypca
¢ MaccoBble onepaunn Hag pecypcamm
e HacTtponka cepBMCHOro NOAKNKOYEHUSs
o [lpoBepka coeguHeHusi C pecypcom
e YpaneHue pecypcos



YcTaHOBUTL MNOMUTUKY

YcTaHoBUTb nogpasgeneHne

o [lpoBepka oTnevaTkoB knoyven SSH-cepeepa

MpenBapuTtenbHble TpeboBaHWS

PeXxunmbl 3anofiHeHnst OTneYyaTKos

Bbi6op pecypcos ans fobasneHnst oTneyaTkos

[lob6aBneHue oTne4yaTkoB

o [loGaBneHue oTne4yaTkoB BPYYHYHO

o [lobaBneHune oTrnevyaTKkoB aBTOMATUYECKN

o [lo6aBneHune otTrnevyaTKoB rpynnoBoy onepauunen
[ononHuTtenbHasa nHdopmMaunsa o pabote otnevaTkoB SSH-kntoven

e Cnyx6bl

MpenBaputenbHble TpeboBaHWS
[obasneHue cnyxo6
PenaktupoBaHue cnyx6

CmeHa naponewn cnyx6
YctaHoBKa napons B cryxb6e
Mepesanyck cnyx6

Mownck cnyx6

e bBbicTpbIN Nnounck

e PaclumpeHHbIN Nonck

o [louck yganeHHbIx crnyo6
McnpasneHune owmnbok B paboTe cryx6

YpaneHue cnyx6

e [pynnbl pecypcos

Mownck rpynn pecypcos

e bBbicTpbIN Nounck

e PaclwmpeHHbI nouck
@PyHKLMM rpynn pecypcoB

» PepakTtnpoBaHue rpynnbl
o [lobGaBneHue pecypcos

¢ [lob6aBneHue paspeLueHui
e [lpocmoTp ceccumn

¢ [lpocmoTp cobbiTui
YnoaneHue rpynn pecypcoB

e YYyeTHble 3anucu

[obaBneHne y4yeTHoM 3anmcu
Mownck yyeTHOM 3anucu



e bBbicTpbIN Nouck

e PacLumpeHHbIN Nonck

Mpodunb yyeTHOM 3anmcu

e PaspeweHuns

o Ceccuun

¢ CobbiTus

e [pynnbl 6esonacHocTn

e  Cnyx06bl

BbI6op nonuTuKmM Ans y4eTHOM 3anucu

Onepaumun Hag y4eTHbIMU 3anucsamm

PepaktupoBaHue y4eTHOW 3anmcu
MoaTBepXaeHue y4eTHoM 3anucu
Maponb n SSH-knto4

e HacTtpouka napons

e Hactponka SSH-kno4a

¢ BoccraHosneHne napons unm SSH-kno4a
o [lpoBepka napons nnu SSH-knoya

¢ CwmeHa napons

o CwMeHa naposns no pacnncaHuo

¢ CwmeHa SSH-kntova

YnaneHue Heynpaendembix SSH kntoden
CuHxpoHu3auusa

Bnokuposka

MrHopupoBaHue

YnaneHue y4eTHOW 3anmcu

BoccraHoBneHne y4yeTHoOW 3anncu

MaccoBble onepaunn Hag y4eTHbIMU 3anmcAamm

MogTeepxaeHne

MpoBepka napons nnu SSH-knro4va
Bnokuposka

MrHopupoBaHue

YnaneHve

[JomeHbl

Nonck gpomeHa

e bBbiCcTpbIN NOMCK

e PaclmpeHHbIn nonck

Mpodunb gomeHa
[loMeHHble y4eTHble 3anucu



KoHTenHepbl Anga pecypcos
[MpuBUnernpoBaHHbIe rpynmbl
CobbiTus

Bbi6op nonuTtukmn ana gomeHa

[lob6aBneHne JOMEHOB

HacTtponka cepBMCHOro NOAKNKYEHUs 411 JOMEHOB

[obaBneHne y4yeTHbIX 3anucemn

HacTtponka cepBMCHOro NOAKNKYEHUs

Onepauuv Haa AoMeHaMu

PepaktnpoBaHne gomeHa
[obaBneHne y4yeTHoM 3anmcu

e HacTtponka napons

lMpoBepka coeanHeHUs1 C AOMEHOM
MmnopT pecypcos

¢ BbIGop KOHTENHEPOB

e WVmnopt

CWHXpOHM3aUNs YYETHbIX 3anucem

e BbIbop rpynn npuBUnIerMpoBaHHbIX y4ETHbLIX 3anncen
e CuHXpoHM3auus
YnaneHne/BocCTaHOBNEHNE JOMEHA
e YpaneHune gomeHa

e BoccraHoBneHne gomeHa

MaccoBble onepauun Hag goMmeHamMm

lMpoBepka coeanHeHust
YnaneHue JOMeHOoB

CtpykTypa

Buabl nogpasgeneHuin
JlokanbHbIN agMuUHUCTpaTop
BkntoyeHune paboTbl ¢ nogpasgeneHnsimm

PaspelleHus

Mouck paspelueHnmn

e bBbicTpbIN Nounck

e PaclwmpeHHbI nonck
Mpodunb paspelleHns

CospaHue paspeLleHuii

Mogpaspenenue
Nonb3oBaTernb
Pecypc



YyeTHaa 3anucb
OrpaHnyeHnst BpeMeHun

MapameTpbl paspeLueHns

Onepauun Hag paspeLLeHnsIMU

KonupoBaHue
OT3bIB
MpuocrtaHoBka

Bo3obHoBeHue

MaccoBble onepauunn Hag paspeleHnamm

OT3bIB
lMprnocTtaHoBka
Bo3obHoBneHne

3anpochkl ceccum

lNounck 3anpocos

e bBbicTpbIN Nouck

e PaclwmnpeHHbI nouck
®PyHKLMM 3anpocoB

e [logTeepxaeHue 3anpoca
o OTKnoHeHMe 3anpoca
Mpodomnb 3anpoca

AKTMBHbIE Ceccun

Bce ceccumn

Mounck ceccun

e bbICcTpbIN Nonck

e PaclmpeHHbI nouck

Bbirpyska xxypHana ceccum B chann
Mpodounb ceccumn

Onepauuu Haa ceccusmm

MpepbiBaHMe ceccumn

O6HoBneHwne ceccumn

Buaeo

¢ [lpocMOTp NOTOKOBOro BUAEO

¢ [IpocmoTp/CkavnBaHne NTOroOBOro BUOEO
TekcToBbIN Nnor

¢ [IpocmoTtp/INounck/CkadunBaHme TEKCTOBOrO flora
CHUMKM 3KpaHa

¢ [lpocmoTp/CkaynBaHme CHMMKOB 3KpaHa
MepenaHHble Ha cepBep hannbl



¢ [lpocmoTp/CkaunBaHme nepenaHHbix annos
CobbiTus
e [louck cobbiTumn
¢ Bbirpyska cobbiTnin B thainn
YBegomneHus
o [lpeoBaputenbHasa HacTpovka
e HacTponka yBegomneHum
e YpaneHue rpynn nonyyatenen unm paccblrok
KoHdurypauums
e JlvyeHsum
¢ [lonb3oBaTtenbckne NUUEeH3nn
e CeCCUOHHbIE NULIEH3NN
e [lobaBneHne nuueH3nn
e YOoaneHve nuueH3um
¢ CuctemMHble HaCTPOWNKK

¢ [lonb3oBaTenbCckoe NOAKIIYEHNE

e [lo6aBneHne cobCTBEHHbLIX TUMOB MNOMNb30BATENBCKUX NOOKMHOYEHNI

o CepBXCHOE NOAKIIOYEHNE
o [lo6aBneHune cobCTBEHHbLIX TUMOB CEPBUCHLIX NOAKMHOYEHNN
e [logrotoBka (pansioB KOHHEKTOPOB
e PepaktnpoBaHue COBCTBEHHbIX TUMOB CEPBUCHbLIX MOAKITHOYMEHUI
e [IpocmMOTp KOQa cKpunTa KOHHEKTOpAa
e YpaneHune coBCTBEHHbIX TUMOB CEPBUCHBLIX NMOAKIHOYEHNI
e 3arpyska wabnoHa SSH-koHHekTOpa

CeTeBble pacnonoxeHus

o [loGaBneHue ceTeBOro pacronoXeHus

YkasaHue onntenbHOCTN cermeHTa Buaeo npu 3anucn RDP-ceccun
Pabota ¢ Connector Creation Tool

e [lpegBapuTernbHble TpeboBaHUSA

o [logrotoBka KOHHEKTOpaA

o OTnagka KOHHeKTopa

¢ YnakoBka KOHHeEKTOpa

o CTpyKTypa KOHHeKTopa

e CnpaBOYHMK KOMaH[,

e new
e pack
e hash

e [un



Ponun

e [lpegBapuTenbHas HacTpourka
e [lpegyctaHoBrEHHbIE PO
o Co3pgaHuve HOBbIX pone
o [lo6aBneHune nonb3oBaTenen B COCTaB ponu
e YpaaneHue ponen
e [lpunoxeHus
e Bbirpyska naponen
o Pab6ota c PostgreSQL Proxy
e Hactponka knueHta CYB[]
» YkasaHue agpeca PostgreSQL Proxy 8 PAM
o OrTkpbiTHe ceccum yepes PostgreSQL Proxy
¢ [IpocmoTp TekcToBbIX noroB SQL-ceccumn
e OrpaHuyeHus
e KoHconb nonb3oBarens
o [lonyyeHne gocTtyna K pecypcy
e [logkntoveHne yepes SSH-KNMMEHTLI
o SCP/SFTP nogkntoveHue K pecypcy
¢ JlnyHble nanku pecypcos
e BbInonHeHne komaHa ¢ npusunernen root
e Onepauunu ¢ y4eTHbIMY 3anNncamm
e Paborta c AAPM Console Tool
¢ Indeed PAM Desktop Console
o KoHconb nonsb3oBarens
o OO0yuyeHune ayTeHTUpMKaTopa
o [lonyyeHne gocTtyna K pecypcy
e [lpamMoe nogkntoveHne K pecypcy
o [MogknioyeHue K W3y gocTyna
o [logkntoveHne k SSH Proxy
o T[logkntoyeHne no SSH Hanpsmyto
o T[logkntoyeHune K pecypcy yepes PostgreSQL Proxy
o [logkntoyeHune K NpoM3BOfIbHOMY pecypcy
o 3apaHue napons Npy NOAKMOYEHNM
e 3aBepLlUeHne ceccum
¢ [logkntoyeHune yeped SSH-KNMeHTHI
o [logknioyeHne Yyepes W3 JOCTyna
o [logkntoyeHne K KOHKPETHOMY pecypcCy
o KomaHngHas cTpoka



e WinSCP

o Filezilla

KomaHgHas cTpoka

e SCP

e SFTP

e PSCP

e PSFTP

WinSCP

o [logkntoyeHve Yepes W3 goctyna

o [logkntoyeHre HanpsiMyto K pecypcy
FileZilla
e SFTP nogkntoyeHue K pecypcy

JInyHble nankun pecypcoB

BbinonHeHne komaHg ¢ npueunernen root

Orlepau,vm C y4E€THbIMK 3anncammn

e [lounck yyeTHbIX 3anucemn

e [lpocmoTp napons n SSH-kn4ya y4eTHoM 3anmcu

¢ CwmeHa napons n SSH-knto4ya y4eTHOM 3anucu

PatoTta ¢ AAPM Console Tool

HacTponka KOHCONbHOW YyTUIUTBI

Mcnonb3oBaHWe KOHCOSTbHOW YTUINTbI

Indeed PAM Desktop Console

e Hactponka n cbop noros

e TexHn4yeckasi nogaepxka

HacTtporika n céop noros

e PacnonoxeHune noros

JlormpoBaHune ckpunta ycTaHOBKU
ProxyApp

YTunutbl

JlormpoBaHne HaTUBHbLIX KOMMNOHEHT
JlormpoBaHume B nNix KOMNOHEHTaxX

e SSH Proxy

« PAMSU

e Hactponka nornposaHuns

HacTtpownka appsettings.json

e Cekuna NLog

o Cbopka noros n3 bpaysepa

Chrome, Edge, Yandex



o Firefox
o TexHuyeckas nogaepxka
e WcTopua sepcun
e 30
e 2.10
e 29
e 28



O npoaykre

MporpammHbin Komnrieke Indeed Privileged Access Manager (Indeed PAM) — npogykT Ans ynpasneHus
AOCTYMNOM MPUBUIErMpoBaHHbIX Nonb3osaTtenen k T-cuctemam KoMnaHuw.

EonHaa Touka AOCTyna npusmuiermpoBaHHbIX nonb3oBaTesien K LeneBbim pecypcam.

Mpotokonbl  [lMpaBuna  PacnucaHwe 3anaeku [loaTeepxaeHue
AocTtyna AocTtyna noctyna Ha AocTyn AocTyna

=Hg = 5 =
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— Sirg]  Mpotokonsl goctyna: RDR
;G =*"&"  SSH, Telnet, HTTP(S), RemoteApp
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MpuBMNErMpoBaHHble

nonb3oBaTtenu Llenesble pecypchbl



TepMUHDI

KaTanor nonn3oBarteneu

O6nacTtb gomeHa Active Directory, n3 kotopon Indeed PAM nony4aeT faHHble 0 coTpyaHuKax. Bo3amoxHa

paboTa ¢ Heckonbkumun gomeHamu Active Directory.

() MHOOPMALIMSA

Kpome Active Directory nogaepxuBatotca cnegytolume cnyxbbl katanoros:

o FreelPA (PAM 2.9 n BbiLwe)
¢ OpenLDAP (PAM 2.10 u BblILwe)
e ALD Pro (PAM 2.10 v Bblwe)

Nonb3oBaTtenu

CoTpygHuKK, YbM N4YHbIE ydeTHbIe 3anucn Active Directory BxogaT B Katanor nonb3oBartenen.

YyeTHble 3anucum

JlokanbHble YY€THbIE 3anncu pasrimyHbliX CUCTEM UM OOMEHHbIE YYETHbIE 3anncu Active Direotory, oT

koTopbix Indeed PAM nonyyun napone.

Pecypchbl

Pasnun4yHble cuctemsl, K KOTOPbIM Heobxoanumo nony4ynTb AOCTYN OT UMEHU YHETHbIX 3anucemn.

[NomeHbI

[omeHbl NpegHa3HayveHbl 4N nonyvyeHms n astomatudeckoro gobasnerus B Indeed PAM goMeHHbIX

KOMMbKOTEPOB N JOMEHHbLIX Y4YETHbIX 3anucen.



NMNoapa3aeneHue

OpraHusaunoHHas eguHmua Heobxogmmas ans obveanHeHns B Indeed PAM no doopmanbHbIM Npu3Hakam
nonb3oBaTenemn, pecypcoB, YYETHbIX 3anncen, paspeLleHnin Ans 4OCTyna K 3awuwaembim obbektam u 1.4.
Mogpasgenenus npegHasHadeHbl A48 pasgeneHnsa nofHomounn agMmmHnctTpatopos Indeed PAM, yto
NO3BONSET BbINOMHATL paboThl TONLKO B paMKax KOHKPETHOro nogpasanerneHusi 6e3 BO3MOXXHOCTU

BMeLLaTbCAa B paboTy Apyrmx agmuHuctpaTtopos Indeed PAM.

XpaHunuuwe gaHHbIX

[Onsa xpaHeHus gaHHbiXx Indeed PAM moxeTt ucnono3osatb CYB[:

Microsoft SQL Server
PostgreSQL
PostgreSQL Pro
Jatoba

CepBUCHOE nNoagKnoyYeHue

CepBI/ICHOG NoAKIto4eHne K peCcypcCy No3BOJIAET BbINONHATL crieaylouime onepaunin:

e [lpoBepka coeguHeHus

o CUHXpOHU3aUNA y4ETHbIX 3anucen

o CuHXpoHU3auna rpynn 6e3onacHOCTU y4ETHbIX 3anucen
o [lpoBepka naponen (SSH-kno4yen) y4eTHbIX 3annucemn

¢ N3meHeHne naponen (SSH-kno4en) y4eTHbIX 3anmcen
e CuHxpoHusaums sepcumn OC unu Bepcun CYB[

o CuHxpoHusauna komnbtotepoB B Active Directory

Cne,u,yrou.l,me TUNbl peCypcoB nogaep>XmBaroT CepBUCHOE NOOKITIOHYEHNE!

Microsoft Active Directory
OC Windows

OC *nix

Microsoft SQL Server



MySQL
PostgreSQL
OracleDB

Cisco (OC I0S XE)

Inspur BMC (IPMI-mogynb)

Takke fOCTynHO AobaBreHne cOOCTBEHHbIX TUMOB CEPBUCHBIX NOAKNHOYEHWNA.

NMonb3oBaTenbLCKoe nogkrnyeHue

Monb3oBaTenbCckoe NOAKMIYEHNE ABMAETCA CBOMCTBOM pecypca U No3BonsieT oTkpbiBaTb ceccun (RDP,
SSH u telnet) unu ceccun 4epes RemoteApp npunoxenus. lNogaepxmeBatoTcs criegytowmne TUnbl

MOOKITHOYEHUN:

« RDP
e SSH

Telnet

RemoteApp
PostgreSQL

Pecypc MOXET UMETb OAMNH UK Bonee TMNOB NONb30BATENBCKUX NOAKMHOYEHNNA.

Takke gocTynHo fobasreHne COOCTBEHHbIX TUMOB MOMb30BaTENbCKUX NOOKITHOYEHUN.

Pa3pewieHus

PaspelueHuns ncnonb3yoTca Ansa ynpasneHus ocTynoMm. JllobomMy COTpyaHuUKY 13 katanora nonb3oBaTenem
MOXET ObITb BblJAHO pa3peLleHne Ha AOCTYN K pecypcy.
CocrtaB paspelleHus:

¢ lMonb3oBaTenb — COTPYAOHUK, YbA JIM4YHAA y4eTHaaA 3anncb BXOOAMT B COCTaAB KaTtariora nosib3oBaTenemn.

o YyeTHasi 3anucb — roKarbHas U JOMeHHas y4YeTHasi 3an1cb OT UMEHU KOTOPOW Monb3oBaTenb
ByOeT OTKpbIBaTb CECCUIO Ha pecypce.

» Pecypc — pecypc, Ha KOTOpoM ByaeT OTKpbITa CeCcUs.

/\ NMPEOYNPEXOEHUE


http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/configuration/#adding-new-connection-types-srv
http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/configuration/#adding-new-connection-types-usr

Pa3pelueHue He MOXeT ObITb 3MEHEHO B npoLecce akcnnyaTaumm. OTo3BaHHbIE pa3peLLeHnst He
MOryT ObITb BOCCTaHOBIIEHBI.

NMonutukun

Habop HacTpoek, pacnpegensieMbix HA MHOXXeCTBO 06bEeKTOB cucTeMbl. [ns ogHOro o6bekta MoXeT ObITb
Ha3Ha4yeHa TONbKO OfHa NONUTUKA O4HOro TUNa.



KOMMNOHEeHTbI

CepBep ynpaBneHus

Indeed PAM Core

LleHTpanbHbI KOMNOHEHT peanuayroLwmi nornuky komnnekca Indeed PAM.
Cpepna BbINONHEHUS:

e OC Windows Server 2016 — 2022 — web-cepBepe Internet Information Services (IIS)

e OC Linux — Docker — Web-cepsep Nginx
Cocras:

o Web-npunoxeHue — core
3apauu:

° lepaBneHme nornb3oBartendamMmu, npmeunnerMpoBaHHbIMM y4e€THbIMU 3anncAmMn, 0OCTYNOM, NaponAMun.

Indeed PAM Idp

LleHTp noeHtndukaumm nonb3osatenen n komnoHeHToB Indeed PAM.
Cpepna BbINONHEHUS:

e OC Windows Server 2016 — 2022 — web-cepsepe Internet Information Services (11S)

¢ OC Linux — Docker — Web-cepsep — Nginx
Cocras:

o Web-npunoxeHue — idp
3apauu:

e YnpaBneHue ayTeHTMdMKaumnen nonb3oBaTenen, Bbigada n nposepka 2fa, nposepka NOANNHHOCTHU
KkoMnoHeHToB Indeed PAM.



Indeed PAM Management Console
AOMUHUCTpaTUBHLIN MHTepdenc ana ynpaenexHus Indeed PAM.

Cpe/:l,a BbIMOJTHEHUA:

¢ OC Windows Server 2016 — 2022 — web-cepsepe Internet Information Services (11S)

¢ OC Linux — Docker — Web-cepsep Nginx
Cocras:

o Web-npunoxeHne — mc
3apauu:

e Cnuncok 3agay cm. B pasgene pykoBoacTtBo agMUHUCTPATOopa.

Indeed PAM User Console

Monb3oBaTenbCckuin HTEepdenc Ang AocTyna K 3awmuwaemMmbiM odbektam Indeed PAM.
Cpepna BbINONHEHUS:

¢ OC Windows Server 2016 — 2022 — web-cepsepe Internet Information Services (11S)

¢ OC Linux — Docker — Web-cepsep Nginx
Cocras:

o Web-npunoxeHne — uc
3apauu:

e Cnncok 3agad cM. B pasaerne pyKoBOACTBO Morb30BaTens.

Indeed Log Server
EauHas nnatdopma gnga pabotel ¢ cobbiTnamm Indeed PAM.
Cpepna BbINONHEHUS:

e OC Windows Server 2016 — 2022 — web-cepBepe Internet Information Services (IIS)


http://localhost:3000/privileged-access-manager/3.0/administration/
http://localhost:3000/privileged-access-manager/3.0/user-manual/

e OC Linux — Docker — Web-cepsep Nginx
Cocras:

o Web-npunoxeHne — Is
3apauu:

o COop, xpaHeH1e 1 Bbligaya cobbITUi.

Indeed PAM EventLog

HononHuTtenbHbin Mogynb Ans Indeed Log Server.
Cpena BbINONHEHNS:

e OC Windows Server 2016 — 2022
Cocras:

o Qannbl n bubnmotekn ansa Indeed Log Server
3apauu:

e Peanusyet 3anuck cobbituii B Windows Event Log

CepBep pgoctyna

Indeed PAM Gateway

Habop KOMNOHEHTOB peanuayowmnx QyHKLUK jump server'a, cpeacTs ayanta CeECCUA U MEXaHU3MOB

3aWnThI.
Cpena BbINOMHEHWS:

e OC Windows Server 2016 — 2022
Cocras:

o [MpunoxeHne — ProxyApp.exe



o [pansep ons pabotbl ¢ hannoson cuctemon — Pam.FsFilter
o Cnyx6a B3ammogencteus ¢ Pam.FsFilter — Pam.Service

o MoaunduumpoBaHHbin SSH knneHT — Putty.exe

o Pacwupenune ansa mstsc.exe

e Habop ytunut n 6ubnuorek — FFmpeg

o Bnbnuotekn KOHTPONs NpPoLeccoB

3apauu:

MpenocTtaBneHune goctyna no npotokonam RDP/SSH/Telnet n npoynm B pexxume RemoteApp.

BeneHve 3anucu Buaeo U CHUMKOB 3KpaHa, nepexeaTta TeKCTa U nepexsaTa nepegasaeMbix annos.

O6paboTka 1 coxpaHeHne apTedakToB CECCUMN.

ﬂpOBepKa COCTOAHUA KIMTMEHTCKNUX KOMIMOHEHTOB.

KoHTpornb 3anycka npoueccoB 1 JocTyna K hansioson cucteme.

Indeed PAM SSH Proxy

Mpokcu-cepeep ans SSH-ceccun.
Cpena BbINONHEHUS:
e OC Linux — Docker
Cocras:
e [punoxeHne — Pam.SshProxy.Service (OC Linux)
3apauu:

» [lpegoctaBneHune goctyna no npotokonam SSH\SCP\SFTP.
o BepneHue nepexesaTa TekcTa M nepexsaTa nepegaBaembix annos.

o Ob6paboTka n coxpaHeHne aptTedakToB CECCUN.

Indeed PAM PostgreSQL Proxy

Mpokcu-cepsep ona PostgreSQL-ceccun.

Cpe/:l,a BbIMOJTHEHUA:



e OC Linux — Docker
Cocras:

 [lpunoxeHne — Pam.PostgreSQLProxy.Service (OC Linux)
3apauu:

o BepeHue nepexsata Tekcta SQL-3anpocos, 3anyckaembix Morb3oBarTereMm.

Indeed PAM RDP Proxy

Mpokcu-cepsep ans RDP-ceccun.
Cpena BbINONHEHUS:
e OC Linux — Docker
Cocras:
¢ [lpunoxeHne — Pam.RdpProxy.Service (OC Linux)
3apauu:

o [lpenocTtaBneHune gocrtyna no npotokony RDP.
o BepeHune nepexsaTta TekcTa, BUOEO, CKPUHLLOTOB 1 Nepexsarta nepegaBaembix hanmnos.

o O6paboTka n coxpaHeHne apTedakToB CECCUN.

Indeed ESSO Agent u Indeed Admin Pack

Habop komnoHeHTOB Ans peanu3aumm SSO-gocTyna.
Cpepna BbINONHEHUS:

e OC Windows Server 2016 — 2022
Cocras:

o Habop npunoxeHun, crnyx6 n MHCTPYMEHTOB AJ151 B3aMMOAENCTBMSA ¢ hopMaMn ayTeHTMdUKaLUN K
komnoHeHTamn Indeed PAM.

o Pacwupenna gns 6payaepos: Internet Explorer; Google Chrome; EDGE.



3apauu:

o [lepexsaT 1 3anonHeHne opm ayTeHTUdMKaLuMm web 1 HacTomNbHbIX NPUNOXEHUN.

Pecypcbl Windows

Indeed PAM Agent

KomnoHeHT Ans nepexeara Tekcra.
Cpefa BbINOMHEeHUs:
e OC Windows Server 2012R2 — 2022/Windows XP SP3 X64 — 11
Cocras:
e Cnyx6a — Pam.Proxy.WindowsAgent
3apauu:

o dukcaums Ha3BaHUN aKTUBHbBIX OKOH, npoueccos 1 BBoAa.

(D K CBEOEHMIO

KomnoHeHT Indeed PAM Agent aBnsietca HeobsasaTenbHbiM, Tak kKak Indeed PAM nonHocTbio
GesareHTckoe pelueHne, JONONHUTENbHbIE KOMMOHEHTbI UCMOMb3YHTCS TOMbKO AN1S peLleHus

cneunarbHbIX 3a0aC.

Pecypchbl Linux

Indeed PAMSU

KoMNoHeHT Ans BbINONHEHWUST KOMaHA C npuBuUrernen root, aHanormyHo sudo Ucnonb3yeTcs KomaHaa
pamsu. OTnu4me 3akn4aeTcs B TOM, YTO ayTeHTUmKaumsa Oygert 3anpawmBaTbca y nonb3osatensa PAM, a

He NpuBUNErMpoBaHHoM Y3 0T UMEHW KOTOPOW OTKPbITA CECCUSI.

Cpep,a BbIMOJIHEHUA:



e OC Linux
Cocras:
e deb unu rpm naket
3apauu:
¢ BblnonHeHne komaHA ¢ NOBbILLEHNEM NPUBUMETNNIA OT MMEHN nosib3oBaTens PAM

(D) K CBEOEHUWIO

KomnoHeHT Indeed PAMSU saBnsetcs Heobsa3aTenbHbIM, Tak Kak Indeed PAM nonHocTbio 6e3areHTckoe

peweHune, AoNnoNnHUTErNbHblIE KOMIMOHEHTbI MCMOJIb3YKTCA TOJIbKO AJ14 pelleHUnA crneunaribHbiX 3agad.

Paboyee MmecTto nonb3oBaTtensa Indeed PAM

Indeed PAM Desktop Console

[ononHUTENbHbBIN MHCTPYMEHT N4 NOoMyYeHnsa JocTyna K 3awuwaemMbiM obbektam Indeed PAM.

Cocras:
o MoanduumpoBaHHbin mMRemoteNG.exe
3apgauu:

o Cnuncok 3agady cm. B pasgene pykoBoaCTBO MoJib30OBaTESA.


http://localhost:3000/privileged-access-manager/3.0/user-manual/
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http://localhost:3000/privileged-access-manager/3.0/component-deployment/simplified-windows/
http://localhost:3000/privileged-access-manager/3.0/component-deployment/simplified-linux/
http://localhost:3000/privileged-access-manager/3.0/component-deployment/basic/
http://localhost:3000/privileged-access-manager/3.0/component-deployment/fault-tolerant/

YnpouweHHaa Ha Windows

KomnoHeHTbl Indeed PAM ycTaHaBnuBatoTCcsa Ha fBa cepBepa. PekomeHayeTcs Ans 03HaKOMMAEHNA n
TeCTMPOBaHUS.

KOMNOHEeHTbI

CepBep ynpaBneHusi/Cepsep goctyna (RDP/RemoteApp)

e Indeed PAM Core

¢ Indeed PAM Idp

¢ Indeed PAM Management Console
e Indeed PAM User Console

¢ Indeed Log Server

¢ Indeed PAM EventLog

e Indeed PAM Gateway

e Indeed ESSO Admin Pack

¢ Indeed ESSO Agent

CepBep poctyna (SSH/SCP/SFTP)

e Indeed PAM SSH Proxy
¢ Indeed PAM RDP Proxy
e Indeed PAM PostgreSQL Proxy

CueHapuun padboTbl

Monb3oBaTenbCKuUn
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Cepeep gocryna
(RDP\SSH\SCP\SFTP)

1. MNogkntoyeHne K TIMYHOMY KabnHeTy nonb3oBaTens Yepes 6paysep unu 3anyck Indeed PAM Desktop
Console. [lomeHHas ayTeHTMdMKauna n permctpaunsa/npeaoctaBneHme BToporo gakropa. MNposepka
nonb3oBatens B B[] Idp. MNony4eHue cnucka pecypcos u3 b Core. Nony4yeHne RDP-canna ansa
NOAKMIOYEHNS K pecypcy.

2. MopkntoyeHne k cepeepy goctyna (RDP\RemoteApp) npy nomowm RDP-ganna, Indeed PAM Desktop
Console unu nogkntoveHne k cepsepy goctyna (RDP\SSH\SCP\SFTP) npu nomowm RDP-canna unu



otaenbHoro SSH-knuneHTa.

3. lomeHHasa ayTeHTUMKaUNA 1 NpegoctasneHme BToporo dakropa. lNposepka nonb3osartens B Idp.
MpoBepka paspeleHus Ha goctyn B Bl Core. N3BneveHne ns CYB[ normHa v naponsa cepBuUcHoOm
yyeTHou 3anucu anga pabotsl ¢ MegmaxpaHunueM. N3enedernne ns CYB[ nornHa n napons

npMBUIErMPOBaHHON yquHon 3anncun ona nogkniyYeHna K pecypcy.

4. MNogkntoveHue K pecypcy.

5. CoxpaHeHne B1aeo 1 CKpUHLLOTOB B MeguaxpaHunuvie. CoxpaHeHune TekctoBoro nora B b Core.

AOMUWHUCTPATUBHBLIN

CYBA

A

MS550L/PGSOL
(1, 2)
1

Pabouee MecTo Cepsep ynpasneHus

Cepeep gocryna
agMuHMCTpaTopa
A patop (RDP\RemoteApp) Pecypcel
CepBHCHBIE u
HTTPS o ONEpaLun = n
— w l I (2) .
SI'-.-1E-
(2)
MenuaxpaHunuuie

1. MoakntoyeHne K kabnHeTy agMUHUCTpaTopa. [JomeHHas ayTeHTudukauus u peructpauus/

npegocTasneHne BToporo gaktopa. lposepka nonb3osatens 8 b/ Idp.

2. MNony4eHue, gobaBneHne N pegakTMpoBaHMe 0ObEKTOB CUCTEMbI. BbINONMHEHNE CepBUCHBIX OnepaLnii.



YnpouweHHada Ha Linux

KomnoHeHTbl Indeed PAM ycTaHaBnuBatoTcs Ha Ba cepBepa. PekomeHayeTcs aAns 03HaKOMMAEHNA n
TeCTMPOBaHWS.

KOMNOHEeHTbI

CepBep ynpaBneHusi/Cepsep aoctyna (RDP/SSH/SCP/SFTP)

» Indeed PAM Core

¢ Indeed PAM Idp

¢ Indeed PAM Management Console
e Indeed PAM User Console

¢ Indeed Log Server

e Indeed PAM SSH Proxy

¢ Indeed PAM RDP Proxy

e Indeed PAM PostgreSQL Proxy

CepBep poctyna (RDP/RemoteApp)

¢ Indeed PAM Gateway
e Indeed ESSO Admin Pack
¢ Indeed ESSO Agent

CueHapumn padboTbl

NMonb3oBaTenbCKUn



CYBA

MSSQL/PGSOL
(1, ?.5?

Cepeep ynpasneHvn

Cepeep pgocrtyna
(RDP\SSH\SCP\SFTP)
o3 g AN
. \ RDP/SSH
RD A
Pabo4yee mecto 2) SP:}B HTFP;« T. A
CoTPYARIES / Y \ Pecypcobl
MegunaxpaHmnuwe
| |
HTTPS [ ]
[ |
(3) .
\ SMB /
SSH/SCP/SFTP (5) SSH/SCP/SFTP
@) / (@

Cepsep pgoctyna
(RDP\RemoteApp)

1. MNogkntoyeHre K NInYHOMY KabnHeTy nonb3oBaTens Yepes 6paysep unu 3anyck Indeed PAM Desktop
Console. [lomeHHas ayTeHTMdMKaUna n permctpaumnsa/npeaoctaBneHme BToporo gakropa. lNposepka
nonb3oBatens B B Idp. NonyyeHne cnucka pecypcos u3 B[ Core. MNonyyeHne RDP-channa ans

NOAOKITIOYEHUA K peCypcy.



2. MopakntoyeHne k cepeepy goctyna (RDP/RemoteApp) npy nomowm RDP-ganna, Indeed PAM Desktop
Console unu nogkntoveHne k cepsepy goctyna (RDP/SSH/SCP/SFTP) npu nomowwm RDP-canna unu

otaenbHoro SSH-knneHTa.

3. lomeHHasa ayTeHTUMKaUNA 1 npegoctasrneHme BToporo gaktopa. lNposepka nonb3osartens B Idp.
MpoBepka paspelleHuns Ha goctyn B B[] Core. N3BneveHne ns CYB[ normHa v naponsa cepBuUCHOM
yyeTHou 3anucu anga pabotsl ¢ Megmaxpadmnuwem. Na3enederHne ns CYB[ nornHa n napons
NPUBUMIErMpoBaHHOM YY4ETHOM 3anucuy Ang NoAKIYEeHUs K pecypcy.

4. MNopgknto4veHune K pecypcy.

5. CoxpaHeHne BUAEO U CKPUHLIOTOB B MeanaxpaHunuuie. CoxpaHeHune tekctoBoro nora B b Core.

AOMMHUCTPATUBHDbIN

CYBA,

A
MSSQL/PGSOL
(1,2)

1

n HKA
Pabouee mecto Cepsep ynpasne

Cepeep gocryna
daAMHUHWUCTRaTopa
. parop (RDP\SSH\SCP\SFTP) Pecypcel
CepBMCHBbIE u
H'ITF‘S OMNEPALAMN = L
T l I (2) .
SMB
(2)
MegmnaxpaHunnuuwe

1. MNoakntoyeHune K kabnHeTy agMuHUcTpatopa. [JomeHHas ayTeHTUudukaums n permcrpaums/
npegocTasrieHne BToporo goaktopa. lposepka nonb3osatensa 8 b/ Idp.

2. I'Ionyqume, nobasnexHune n penakTnposaHune 06bEKTOB cMCTEMBI. BbinonHeHne CepBUCHbIX onepau,lel.



OcHoBHas

KomnoHeHTbl Indeed PAM ycTaHaBnuBatoTCca Ha Tpu cepBepa. ATOT TUN YCTAHOBKM MO3BONSAET OTAENUTb
NOrMKY CUCTEMBbI OT KOMMNOHEHTOB NPeaoCTaBNALWMX A0CTYN. PekomeHayeTca Ana BHeOPEHNA U

JKCnnyartaunn B I'IpOMbILIJJ'IGHHOVI cpene.

KOMNOHEeHTbI

CepBep ynpaBrneHus

e Indeed PAM Core

¢ Indeed PAM Idp

¢ Indeed PAM Management Console
e Indeed PAM User Console

e Indeed Log Server

¢ Indeed PAM EventLog

CepBep poctyna (RDP/RemoteApp)

e Indeed PAM Gateway
e Indeed ESSO Admin Pack
¢ Indeed ESSO Agent

Cepsep poctyna (RDP/SSH/SCP/SFTP)

e Indeed PAM SSH Proxy
¢ Indeed PAM RDP Proxy
e Indeed PAM PostgreSQL Proxy

CueHapuu padboTbl

NMonb3oBaTenNnbCKUn



Cepeep goctyna
(RDP\RemoteApp)

RDP
T,
(2) R
HTTES I; \ RDP/SSH
| HTTPS K T. a.

3
Pecypchl
Pabouee mecto l sMB “ S P
COTPYAHMKA ‘;}
Cepsep ynpasnexus CvYba MepuaxpaHunuiLe "
-
_MssaL/pesaL =
__HTTPS (1,3,5)
y > @ /
A SSH/SCP/SFTP
SMB (4)
T (5)
HE]"S Cepsep goctyna
(RDP\SSH\SCP\SFTP)
SSH/SCP/SFTP >

1. MNogkntoyeHne K Nn4HOMy KabmnHeTy nonb3oBaTens Yepes 6paysep mnu 3anyck Indeed PAM Desktop

Console. [lomeHHas ayTeHTUdMKaALMSA 1 perucTpaums/npeaoctasneHne BToporo gaktopa. MNposepka

nonb3oBatens B B[] p. MNony4eHne cnucka pecypcos u3 b Core. MNonyyeHne RDP-canna ana
NOAKMIOYEHNS K pecypcy.

2. NopgkntoyeHune k cepeepy goctyna (RDP\RemoteApp) npu nomowm RDP-danna, Indeed PAM Desktop

Console nnu nogkntodeHune k cepsepy goctyna (RDP\SSH\SCP\SFTP) npu nomowm RDP-channa unu

otaenbHoro SSH-knneHTa.

3. lomeHHas ayTeHTUMKaUnA n npegoctasneHme BToporo dpaktopa. lNposepka none3osatens B B Idp.

lMpoBepka pa3pelwweHus Ha goctyn B B[] Core. N3BneveHne ns CYB[l normHa n naponsa cepBuUcHOM
y4yeTHoM 3anucm gns paboTtbl ¢ MegmnaxpaHunuwem. N3enedeHme ns CYB[ normHa n napons
NPUBUNErMPOBaHHOW YYETHOW 3anucy Ans NOAKMYEHUS K pecypcy.

4. MNogkntoyeHne K pecypcey.

5. CoxpaHeHue B1naeo n CKpUHLLOTOB B MegunaxpaHunuue. CoxpaHeHue TekctoBoro fora B B/ Core.

AOMUHUCTPATUBHBLIN



CYBA,

A

MSSQL/PGSQL
(1, 2)

Paboyee mecto Cepsep
aAMUHKUCTPATOpPa ynpasaeHus Pecypchbl

CepeMcHble
H'ITPS @ —unepau,uu—h-
(2)

SMB
(2)

MeauaxpaHunuuie

1. MNoakntoyeHune K kabnHeTy agMmmnHucTpartopa. [JomeHHasa ayTeHTudmkauma n permctpauuns/
npegocTtasrieHne BToporo gakropa. lNposepka nonb3osartens B B Idp.

2. I'Ionyqume, nobasnexHune n penakTnposaHune 06bEKTOB cMCTEMBI. BbinonHeHne CepBUCHbIX OﬂepaLlI/IVI.



OTKa3zoycTonumBas

KomnoHeHTbl Indeed PAM ycTaHaBnuBatoTCa Ha pasHble CepBepbl, KaXabl cepBep aybnupyerca ans
opraHmsaumm 0TKa3oyCToOMYMBOCTU. PekoMeHayeTCcsl UCNonb30BaTh ANS BHEAPEHUSA M aKcnnyaTtauum B

NPOMBbILLUIIEHHON cpeae.

KoOMNOHEeHTbI

CepBep ynpaBrneHus

e Indeed PAM Core

¢ Indeed PAM Idp

¢ Indeed PAM Management Console
e Indeed PAM User Console

e Indeed Log Server

¢ Indeed PAM EventLog

CepBep poctyna (RDP/RemoteApp)

e Indeed PAM Gateway
e Indeed ESSO Admin Pack
¢ Indeed ESSO Agent

Cepsep poctyna (RDP/SSH/SCP/SFTP)

e Indeed PAM SSH Proxy
e Indeed PAM RDP Proxy
e Indeed PAM PostgreSQL Proxy

CueHapumn padboTbl

NMonb3oBaTenbCKUn



Pabouyee mecto
COTPYAHMKA

CYea
Cepsepbl goctyna

@ @ (RDP\RemoteApp)
HTTPS  RDP/SSH
A (1) (2) ‘ R \
MssQL/PGSQL L ¥ RDP/SSH
(1, T 5) RD

HTTPS U T. A,
EEIHEIHCHF}DBIJ.I.HHH (2 | (4)

HTTPS
Cepsepbl ynpasaeHus HarpysKku [3] 5{“5",9' Pecypcsl

I:—' \J
E *_TF:]S Eé) MegauaxpaHunuie
A

H'I'I'F'S .
) T

| /
SSH/SC P;'SFT\ CepBepbl gocTyna 5SHA’S[CI;ISFTP
2 RDP\SSH\SCP\SFTP}

1. MNogkntoyeHne K NnYHOMYy KabmnHeTy nonb3oBaTens Yepes 6paysep mnu 3anyck Indeed PAM Desktop

Console. [lomeHHas ayTeHTUdMKaLNA 1 pernctpauna/npegoctaBneHme BToporo aktopa. Nposepka
nonb3oBatens B B[] Idp. MNony4eHne cnucka pecypcos u3 b Core. MNony4yeHne RDP-canna ana
NOLKIHOYEHNS K pecypcy.

2. NopgkntoyeHue k cepaepy goctyna (RDP/RemoteApp) npu nomowm RDP-danna, Indeed PAM Desktop
Console nnu nogkntoveHmne k cepsepy goctyna (RDP/SSH/SCP/SFTP) npu nomowwim RDP-canna nnum
otaenbHoro SSH-knuneHTa.

3. lomeHHas ayTeHTUdMKaUna n npegoctasneHme BToporo dpaktopa. lNposepka none3osatens B B Idp.
MpoBepka pa3pelweHus Ha goctyn B B[] Core. N3BneverHne ns CYB[l normHa n naponsa cepBuUcHOM
y4yeTHom 3anucm gns paboTtbl ¢ MeamnaxpaHunuwem. N3eneveHme ns CYB[ normHa n napons

NPUBUNErMPOBaHHOW YYETHOW 3anucy A5 NOAKMYEHUS K pecypcy.
4. NogkntoyeHne K pecypcy.

5. CoxpaHeHme BMAeO N CKPUHLLOTOB B MeanaxpaHunuiie. CoxpaHeHme TekctoBoro nora B B/1 Core.

AOMUHUCTPATUBHBLIN



CYBA

=8

MS5QL/PGSAL
(1,2)
Paboyee mecto banaHcupoBLWMK
agMUHUCTpaTopa HarpysKu Cepsepbl ynpaBaeHus Pecypcbil
c ]
HTTPS HTTPS epBUCHBI2 [ |
— ™ — @y > @ onepaLyin —p- n
(2) "
SMB
{;}
MepguaxpaHunuue

00

1. NogkntoyeHue K kabvHeTy agMuHUcTpatopa. [JomeHHas ayTeHTudukaums n permctpaums/

npenocTaBreHne BTOPOro gakropa.

2. MNony4eHune, gobaBneHne N pegakTMpoBaHMe 0ObEKTOB CUCTEMbI. BbINONMHEHME CEPBUCHBIX ONepaLnii.



=—=i [Ana OC Windows
e

AnnapaTHble 1 nporpaMmHele TpeboBaHus ans yctaHoBku Indeed PAM Ha OC Windows

% Onsa OC Linux
=

AnnapatHble 1 nporpaMmmHble TpeboBaHus Ans yctaHosku Indeed PAM Ha OC Linux

@ K CYBQ

AnnapaTHble TpeboBaHust kK CYB[],



http://localhost:3000/privileged-access-manager/3.0/system-requirements/windows-environment/
http://localhost:3000/privileged-access-manager/3.0/system-requirements/linux-environment/
http://localhost:3000/privileged-access-manager/3.0/system-requirements/dbms-environment/

Oona OC Windows

CepBep ynpaBneHus

AnnapaTHble TpeboBaHusA

MapameTpbl 50 ceccum 100 ceccum 200 ceccun
CPU 8 Cores 16 Cores 32 Cores
RAM 8 GB 16 GB 32GB
HDD/SSD 120 GB 120 GB 120 GB
Network adapter 1 Gb 1Gb 1Gb

lNMporpamMmHble TpeboBaHUA
OnepauunoHHas cuctema:

e Windows Server 2016 — 2022
[lomeH:

» B cocraBe pomeHa Microsoft Active Directory
Beb-cepBep:

« Internet Information Services 8.5 —10.0

Moaynu ons Beb-cepsepa Internet Information Services:

O6bi4yHas npoBepka nognmHHocTu (Basic Authentication)

MpoBepka nognuHHoctn Windows (Windows Authentication)

Cratnyeckoe cogepxumoe (Static Content)

MepeHanpasneHne HTTP (HTTP Redirection)



ASP.NET Core Runtime
Pacwupenus ISAPI (ISAPI Extensions)

Pacwupsaemoctb .NET (.NET Extensibility)
®dunetpol ISAPI (ISAPI Filters)

KoHconb ynpaenenus cnyx6amm 1S (IIS Management Console)
[lononHuTenbHble KOMNOHEeHTbI Microsoft:

e Microsoft .NET Core 6
¢ URL Rewrite

CeTeBoOe B3aumopeucrTeme

Bxopsiwiue Ucxopswne

Mpotokon [opT OnucaHue

TCP 443 PaboTta ¢ nuyHbiMu kabuHetamn, APl u Idp

CepBep aoctyna (RDP)

AnnapaTHble TpeboBaHusA

MapameTpbl 10 RDP/SSH ceccun 50 RDP/SSH ceccun
CPU 8 Cores 16 Cores
RAM 12 GB 32 GB
160 GB + 5 GB Ha 320 GB + 5 GB Ha
HDD/SSD KaXkgoro nosib3oBaTend Ka)kgoro nornb3oBartens
PAM PAM

100 RDP/SSH ceccumn

32 Cores

64 GB

520 GB + 5 GB Ha

Ka)kaoro nonb3oBaTens
PAM



MapameTpsbl 10 RDP/SSH ceccun 50 RDP/SSH ceccumn 100 RDP/SSH ceccun

Network
1Gb 1Gb 1 Gb
adapter

/\ NMPEOYNPEXOEHUE

TpeboBaHus paccuynTaHbl ANs BblAeneHHOoro r3nyYeckoro cepeepa. TeCTMpoBaHME BbINOMHANOCh As
ceccunt RDP n SSH.

[na nogaepxaHns 3asiBNEHHOro KonmyecTBa OAHOBPEMEHHbIX CECCUMI HeoBXoaMM NpoLeccop ¢
nogaepxkon Simultaneous multithreading (AMD) nnun Hyper-Threading (Intel).

3adABrneHHOe KONM4YeCcTBO OAHOBPEMEHHbIX CECCUN NOAAEPKUBAETCH NPU YCNOBUN 3axBaTa BUOEO C
ogHoro MoHuTopa B paspeleHun HD. PaspelueHue Buaeo onpegensercs HacTporMkaMm MOHUTOPa Ha
CTOpOHe KnuneHTa. [Npun yBennyeHnn paspeLleHns Unm KornmyectTea MOHUTOPOB MakcMMarnsHoe

3asaBlIeHHOE KOoJin4eCcTBO OAHOBPEMEHHbIX CECCUN CHU3UTCS.

icnonb3oBaHue KNMEHTCKUX NpUnoXXeHumn 3anyckaemMoix ¢ cepeepa Indeed PAM B pexume RemoteApp
CHWXaeT MaKkcMMarnbHOe KONMMYeCcTBO OQHOBPEMEHHbIX CECCUN. BnusiHne Kaxxaoro NnpunoXxeHns Ha
MakCuMarbHO€e KONMMYeCTBO OAHOBPEMEHHbIX CECCUN UHAMBUAYAITbHO U onpeaenseTca npu

TECTUPOBAHUMN.

Ecnu pasBepTbiBaHNE BbINOMHSAETCS B KOHKYPEHTHOWM BUPTYanbHON cpeae, TO KONMYeCcTBO
OAHOBPEMEHHbIX CECCUIA MOXKET ObiTb MeHbLLEe. [N nogaepXku 3asBlEeHHOro KonmyecTsa
OOHOBPEMEHHbIX CECCUI BUPTYarbHbIN CEPBEP OOMKEH UMETb 3ape3epBupoBaHHbie MHz n RAM

SKBMBAIEHTHbIE (DM3NYECKOMY CEPBEPY.

NMporpamMHble TpeboBaHUSA
OnepauunoHHas cuctema:

e Windows Server 2016 — 2022
[omeH:

* B coctaBe gpomeHa Microsoft Active Directory

[lononHuTenbHble KOMNOoHeHTbl Microsoft:



o Microsoft .NET Desktop Runtime x64 Bepcusa 6
* Microsoft C++ 2015 — 2019 Redistributable

Bbpaysep:

¢ Google Chrome

e Microsoft EDGE
Ponn Remote Desktop Services:

* Remote Desktop Services Broker (RDCB)
+ Remote Desktop Services Host (RDSH)
¢ Remote Desktop Web Access (RDWA)

CeTeBoOe B3anmogeuncreme

Bxoasiuue Ucxopsawime

Mpotokon [lopT OnucaHue

TCP 3389 [MoakntoveHne K cepBepy 4OCTyna

TCP 5443 MpocmoTp cTpuma ceccum


https://dotnet.microsoft.com/en-us/download/dotnet/6.0

onsa OC Linux

CepBep ynpaBneHus

AnnapaTHble TpeboBaHusA

MapameTpbl 50 ceccum 100 ceccun 200 ceccun
CPU 2 Cores 2 Cores 2 Cores
RAM 4 GB 4 GB 4 GB
HDD/SSD 120 GB 120 GB 120 GB
Network adapter 1 Gb 1Gb 1Gb

lNMporpamMmHble TpeboBaHUA
OnepauunoHHas cuctema:

e OC Linux
KoHTenHepusaums:

e Docker He Huxe 18.09

o Docker Compose He Huxe 1.29.2

/\ NPEQYNPEXAEHUE

Docker gomxkeH 6bITb YCTAHOBIMEH U3 PENO3NTOPUS OUCTPUOYTMBA.

v AnbTepHaTuBHbIM cnocob yctaHoBku Docker (He pekoMmeHayeTcs)

B kpanHux cniydasix (korga HeT JOCTyna K peno3nTopusiMm onepaunoHHon cuctemMol u Docker) Bo3aMoXHa

yctaHoBka Docker n3 cratmyecknx GuHapHbIx pannos.




Ecnn Bbl ucnonb3yeTte onepaumoHHy0 CUCTEMY, OTIIMYHYHO OT NEPEYNCHEHHBIX MO CChISIKE, TO NpwU
yCTaHOBKe 3TUM cnocobom He ycTaHoBUTCHA Heobxoammbln ans paboTel Indeed PAM naket ¢ mogynem
SELinux. B bonblUMHCTBE cUCTEM 3TOT NAakeT Ha3bliBaeTcs container-selinux.

YcTaHoBUTE ero Bpy4HY B COOTBETCTBUU C AOKYMEHTALMEN UCMONb3yeMOr OnepaunoHHON CUCTEMBI.
Cpoenatb 9TO HYXXHO nepea, 3anyckoM CKpunTa ycTaHoBKu run-deploy.sh.

Beb-cepeep:

¢ Nginx 1.23.1 (docker-o6pa3s)
CeTeBoOe B3anmogencremue

Bxoasiwue Ucxopalme

Mpotokon lopT OnucaHue

TCP 443 PaboTta ¢ nuyHbIMu kabuHeTtamu, APl n Idp

CepBep agoctyna (SSH)
AnnapaTtHble TpeboBaHuA

MapameTpsbl 50 SSH ceccun 100 SSH ceccun 200 SSH ceccumn

CPU 2 Cores 2 Cores 2 Cores
RAM 2 GB 2 GB 4 GB
HDD/SSD 120 GB 120 GB 120 GB

Network adapter 1 Gb 1Gb 1 Gb


https://download.docker.com/linux/

lNMporpamMmmHble TpeboBaHuUsA
OnepaunoHHas cuctema:

e OC Linux
KoHTelHepusauus:

o Docker He Hxe 18.09

e Docker Compose 1.29.2
CeTeBoOe B3anmogencremue

Bxoaswue Ucxopawme

Mpotokon T[lopT OnucaHue

TCP 2222 [MookntoveHne K cepBepy OOCTyna

CepBep poctyna (RDP)
AnnapaTtHble TpeboBaHuUA

MapameTpbl 10 RDP ceccun 50 RDP ceccun 100 RDP ceccun

CPU 4 Cores 12 Cores 16 Cores
RAM 4 GB 12 GB 40 GB
HDD/SSD 120 GB 120 GB 120 GB
Network adapter 1 Gb 1 Gb 1Gb

MporpamMmmHbIe TpeboBaHUs



OnepaunoHHas cuctema:
e OC Linux
KoHTenHepusaums:

o Docker He Hxe 18.09

e Docker Compose 1.29.2
CeTeBOe B3anmoagencremue

Bxoaswue Ucxopawme

Mpotokon [lopT OnucaHue
TCP 3389  TllogkntodeHue K cepeepy gocTyna
TCP 8443 MpocmoTp cTpuma ceccum

Hactpouku 6e3onacHoctu CIS Benchmark

Ha cepBepax PAM HeobxogmMmo npumeHnTb HacTponkn 6esonacHocTtu CIS Benchmark, onncaHHble B PDF-
danne. MNMonyuntb an MOXXHO OAHUM M3 CNOCOOOB:

e CcKa4yaTb pann 3gechb

e MONy4nTb (hann Ha odmumnanbHOM canTe cisecurity


http://localhost:3000/privileged-access-manager/assets/CIS_Docker_Benchmark_v1.7.pdf
https://www.cisecurity.org/benchmark/docker

KCYb

NoppepxuBaemble CYB

o Microsoft SQL Server 2012SP2 — 2022 ¢ nogaepxkon Full-Text and Semantic Extractions for Search
PostgreSQL 12-16

Postgres Pro Standard 12-16

Postgres Pro Enterprise
Jatoba 4-5

/\ MPEOYNPEXOEHUE

Mpw ncnonb3oBaHun Microsoft SQL Server o6s13aTenbHO AOMKEH ObiTh YCTAHOBMEH A0NOMHUTENbHbIN

MOAYNb — MOMHOTEKCTOBLIN U ceMaHTuyeckuit nonck (Full-Text and Semantic Extractions for Search).

AnnapaTHble TpeboBaHuA

MapameTpsbl 50 ceccun 100 ceccun 200 ceccumn
CPU 2 Cores 2 Cores 2 Cores
RAM 2GB 4 GB 4 GB
HDD 1TB 1TB 1TB
Network adapter 1 Gb 1 Gb 1Gb

MporpamMHbIe TpeboBaHUA

e B cooTBeTCcTBMM C 0hmUmManbHOM OKYMEHTaumen npomMssoamTens

CeTeBoOe B3aumoaeunctTeme



e B cooTBeTCcTBMM C 0hmUManbHOM JOKYMEeHTaumemn npomssoauTens



JIlnueHsnpoBaHue

B Indeed Privileged Access Manager (Indeed PAM) ecTb ABe cxeMbl NNLEH3NPOBAHNA:

« [lo nonb3oBaTensMm u pecypcam.

e [lo ceccnsam (ogHOBPEMEHHBLIM NOAKMHYEHNAM).

/\ OBPATUTE BHUMAHUE

Bbl MOXeTe BblbpaTh TOMBKO OfHY CXEMY NULEH3MPOBAHUS B paMKkax ogHou nHctannsaumm Indeed PAM.

OTgenbHO (BHE CXeM NULEH3MPOBaHWS) MOXHO nprnobpectn nuueHsno Ha Application to Application
Password Management (AAPM). 3Ta nuueH3uns BnvsieT ToNbKO Ha AocTyn K pyHKunam AAPM u He BnivsieT
Ha BO3MOXHOCTb Morib3oBarternen ycTaHoBUTb ceccuto yepe3 PAM unv Ha BO3MOXHOCTb afMUHUCTPaTopa

nobaBunTb Nonb3oBaTento paspelueHune.

JluLieH3upoBaHue No nosib3oBaTensAM U
pecypcam

Mpwn BbIBOpE 3TON CXEMbI NIULIEH3NPOBAHNSA BaM HYXXHO ONpeaennTb KONMM4eCcTBO Nofb3oBaTenen u
KONMM4eCcTBO pecypcoB B Ballen nHctannauum Indeed PAM.

OHM 3agatoTcsa KONMMYEeCTBOM NMLEH3UI CneayoLmMx TUMNOB:

¢ [lonb3oBartenbckas — onpepnendeT Konn4ecTteo nonb3oBaTeneu, KOTOpblE CMOIyT UCMNOJ1Ib30BaTb Indeed
PAM.

¢ PecypcHas — onpegensieT KonmyecTBo pecypcoB, KOTopble MOXHO co3faTh B Indeed PAM.

Mpun BbIGOpE 3TOM CXEMbI NIMLEH3NPOBAHUSA KONMYECTBO CECCU (OQHOBPEMEHHbIX MOAKITHOYEHNI) He
orpaHunyeHo. Nonb3oBaTenbckMe NUUEH3NN MOXHO nepepacnpeaenvTb Mexay CoTpyaHUKamm (0To3BaTb
NULEH3MM Y OOHUX COTPYAHMKOB U BblAENUTb APYruM). PecypcHble NUMueH3nm MoXXHO 0CBOBOANTL U 3aHATb

APYTMUK pecypcamu.

O WH®OPMALIMSA

JTrobble NULEH3MM MOXHO AOKYMNUTD.


http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/applications/
http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/applications/

Bbigaya nmueH3uun

Monb3oBaTenbcKas NULEH3us

YUT06bI BblAaTb NONb30BaTENbCKYO NULEH3UI0, A06aBLTE NONb30BaTENO XOTS Obl OHO aKTUBHOE
pa3spelueHune. [ocne 3Toro NMUEeH3nsa aBToMaTUdecky OyaeT cuMTaTbCs 3aHATOW 3TUM Nonb3oBaTtenem. Ecnu

BCe MNosb3oBaTesribCkne NiMueH3nn ncHepnaHhbl, AobasuTb pa3pelleHne HoBoMy Nnorb3oBaTersito Helnb3A.

PecypcHas nuueH3us

YTo6bl Bbl4aTh PECYPCHYHO NULIEH3MIO, CO3f4anTe unm BocctaHoBuTte pecypc B Indeed PAM. MNocne atoro
NNUEH3NA aBTOMaTUYECKN ByaeT cunmTaTbCa 3aHATON 3TUM pecypcoM. Ecnn Bce pecypcHble nuueH3nn

mcyepnaHbl, Co3aaTtb HOBbI pecypcC Herb3A.

OT13bIB (OCBOOOXAEHUE) NTULIEH3UMN

NMonb3oBaTenbcKas NMULEH3UuNA

Monb3oBaTenbckas NUUEH3NS ocBObOXaaeTcs, Koraa Yy nonb3oBaresid He OCTaeTCA HXU OHOIro akTUBHOIO

paspeLLeHns, T.e. B pesynbrate Taknux EeNCTBUIN C pas3peLleHnsMn, Kak:

e OT3bIB
¢ [lpunocraHoBka

¢ VcTteueHune cpoka

PecypcHasa nuueH3us

PecypcHasi nuueHsuns ocBoboxaaeTcsa Npu yaaneHun pecypca.

CpoK AencTBUA NNLEH3UN
Mo cpoky AencTeus nuueHsnn boiBatoT:

e He OorpaHn4yeHHble No BpeMeEHN

e OrpaHunyeHHble KOHKPETHOW KaneHaapHoW AaTon
o [lpobHbIN Nnepuog

o [Moanucka

Mocne ncteyeHns cpoka AeNCTBUS NMULEH3NM Cneayolme onepaunm CTaHyT HEAOCTYMHbI:



o [loGaBuTb pecypc
o [lo6GaBuTb Nonb3oBaTens (gaxe nNpu HaNMYUM cBOBOAHbLIX SIULIEH3NIA)

o OTKpbITb Ceccuto (MOAKMIYMTLCS K pecypcy)

@® BHUMAHME

Ecnu HeT HeorpaHMYEeHHbIX NMNLUEH3NIA, TO MNOCIIE NCTEYEHUSI CPOKa OENCTBUS NNLEH3NN NOLAKNHOYEHUS
CTaHyT HEOOCTYMHbI.

JIlnueH3anpoBaHue no ceccusam

Mpwn BbIGOpE 3TON CXEMbI NIULIEH3NPOBAHNA BaM HYXXHO 3a4aTb KONMMYECTBO CECCUN, T.€. OOHOBPEMEHHbIX
NOAKIMOYEHUN, KOTOPblE MOXHO OTKPbLIThL B Indeed PAM.

Mpwn BbIBOpE 3TON CXEMbI NIULIEH3NPOBAHNA KONMYECTBO NOMb30BaTeNen n Konn4ecTso pecypcos Indeed
PAM He orpaHun4eHo.

Bbigavya n ocBo60XaeHue nMueH3nm

CecCcroHHas NNUEH3NA CYMTAETCH 3aHATON B MOMEHT OTKPbITUA CceCCUn 1 0ocBOOOXOAETCH B MOMEHT

3aBepLUeHns ceccum (NpUYmnHa 3aBepLLEHNS HE BaXHa).

CpoOK neucTBUSA NMMUEH3Un
Mo cpoky AencTBus nuueH3nn boiBatoT:

e He orpaHnyeHHble No BpeMeHM

e OrpaHW4YeHHbIE KOHKPETHOW KaneHaapHou aaTon
o [MpobHbIn Nnepunog,

o lNognucka
[Mocne ncteyeHnsa cpoka AENCTBUA NULIEH3NN CTAHET HEMNb3sl OTKPbIBaTb CECCUMN.
[Mocne ncteyeHns cpoka OeNCTBUS NULEH3NUM OCTaHYTCA AOCTYMHbI CriefyoLmne onepaummn:

e PepaktupoBaHue paspeLleHun

o PepaktupoBaHue co3daHHbIX pecypcoB



e PepaktupoBaHue y4eTHbIX 3anvcemn

@® BHUMAHME

Ecnn HeT HeorpaHMYEHHbIX NINLEH3UI, TO NMOCNe NCTEYEHNSI CPpOKa AEUCTBUS NULEH3UN NOAKMI0YEHNA
CTaHyT HEOOCTYIHbI.

IlnueH3una Ha Application to Application Password
Management

JInueHsna Ha AAPM nossonseTt ncnonb3oBaTtb CLEHapUKM noryyYyeHnss CEKPETOB YYETHbIX 3anucen n3 Indeed
PAM CTOPOHHMMU MPUNOXEHUAMMN.

B aTOM NMUEH3UN BaM HY>KHO 3aaTb KOSIMYECTBO YYETHbIX 3anucem, K KOTOPbIM MOXHO MOMy4YnTb 4OCTYN
npu nomowm mexaHnama AAPM.

Konn4yecTtBo npunoXxeHuu, nonb3oBaTenen NpUnoXeHnn 1 paspeLleHmnin He orpaHNYeHo.

O WH®OPMALIMSA

JInueHsna Ha AAPM He 3aBUCUT OT BbIOpAHHOM CXEMbI NIULEH3NPOBAHUSI.

JTnuenaunio Ha AAPM MOXHO JOKYNUTb UK yaanuTb B 060N MOMEHT.

Bbigavya n ocBo60XaeHue nMMueH3num

JnueHsna Ha AAPM cuntaeTcs 3aHATOM B MOMEHT AobaBneHnsa y4eTHOM 3anmcu NepBoro paspeLLeHns ans

NPUNOXEeHNA.

INnuenaunsa Ha AAPM ocsoboxaaeTcsi B MOMEHT OT3biBa BCEX pa3peLUeHNin y YY4ETHOM 3anncu.

/\ OBPATUTE BHUMAHWE

lMpuocTtaHoBKa paspeLlleHnin He ocBoboxaaeT nuueHanto Ha AAPM.

Cpok aencTBUA NNLEH3UN



Mo cpoky AencTeus nuueH3nn bbiBatoT:

e He OorpaHn4yeHHbIe No BpEMEHN

e OrpaHW4YeHHble KOHKPETHOW KaneHaapHoOW AaTon
o [MpobBHbIn nepuog

o [Moanwucka

Nocne ncrevenus CpoOKa OENCTBUS NNLIEH3UN BaM CTaHYT HEOOCTYMNHbI cneaywwne onepaunin:

e [lo6aBnTb HOBbIE pa3peLlleHnd Ha NpunoXxeHund

¢ cnonb3oBaTb CUueHapuKM NoryvYeHns CeKpeToB YYeTHbIX 3anucen n3 Indeed PAM cTopoHHMMU

NPUNOXeHNAMHn



OOwmKn nnaH BHeOpeHUs

MoaroroBka MHPACTPYKTYPLI

1. ﬂpeﬂ,OCTaBﬂeHMe CepBEPHDbIX N KITMEHTCKNX peCypCOB B COOTBETCTBUN C NX CUCTEMHO-anMnapaTtHbIMN

TpeboBaHMsAMN.
2. YctaHoBKa 1 HacTpovika Cnyx6 yaaneHHbIX pabounx ctonoB (Remote Desktop Services).

3. YcTaHoBKa A0OMOSHUTENBbHbLIX KOMNOHEHTOB Microsoft anga koppekTHon paboTbl cepBepHbIX
komnoHeHTOB Indeed PAM.

4. HacTpoika ceTeBoro B3anMogemncTBusi CepBepHbIX U KIMEHTCKNX KOMMOHEHTOB B COOTBETCTBUN C

TpeboBaHMsaMN.

5. HacTtponka xpaHunuiwia gaHHeix Indeed PAM:

o [lpepnocTaBnenune gocrtyna k aksemnnsapy Microsoft SQL/PostgreSQL, PostgreSQL Pro.

o CospgaHune 6as AaHHbIX M HACTPOKKa CEPBUCHON YYETHOM 3anucy Unv npeaocTaBneHve AocTyna K

NMeLLENCS Y4ETHOM 3anucu.

6. OnpegeneHne LDAP-nyTen KOHTEMHEPOB 1 NOAPA3AeneHnin, B KOTOPbIX ByaeT pacnonoXeH katanor
nonb3oBatenen Indeed PAM B nepapxum Active Directory.

7. Co3gaHune n HacTponka CepBUCHOW y4eTHON 3anvcy ansa paboTtsbl ¢ kaTanorom nonb3oBatenen Indeed

PAM vnun npegoctasneHve gocTyna K UMEeLLENCa Y4EeTHOWN 3anncu.

8. CosgaHue v HacTpourKka CepBMCHOM YYETHOW 3anucu Ans cepBUcHbIX onepaunn B Active Directory unu
npegocTasrieHne 4OCTyna K UMeLencs y4eTHON 3anucu.

YcTaHOBKa U HacTpouKa cepBepHbIX KOMMOHEHTOB
Indeed PAM

Windows

1. Cepsep ynpasnexus (Windows)
2. Cepsep goctyna (RDP\RemoteApp)
3. Cepsep pgoctyna (SSH Proxy)


http://localhost:3000/privileged-access-manager/3.0/system-requirements/
http://localhost:3000/privileged-access-manager/3.0/preparation-for-installation/databases/
http://localhost:3000/privileged-access-manager/3.0/preparation-for-installation/active-directory-accounts/
http://localhost:3000/privileged-access-manager/3.0/preparation-for-installation/active-directory-accounts/
http://localhost:3000/privileged-access-manager/3.0/installation/windows-server-os/management-server-windows/
http://localhost:3000/privileged-access-manager/3.0/installation/windows-server-os/access-server-rdp-remoteapp/
http://localhost:3000/privileged-access-manager/3.0/installation/windows-server-os/access-server-ssh-proxy/

Linux

1. O6wasn yctaHoBka 6e3 6anaHCMpPOBKK
2. Obuwasn yctaHoBKa ¢ GanaHCUpOBKOW

3. Cepsep pgoctyna (RDP/RemoteApp)

YcTaHOBKa U HaCTPOMUKA KITUEHTCKUX
komnoHeHTOB Indeed PAM

1. YcTtaHoBKa 1 HacTponka PamSu
2. YctaHoBka n Hactpovika Indeed PAM Agent

3. YctaHoBka n HacTtpouka Indeed PAM Desktop Console

TecToBbIn 3anyck Indeed PAM

1. I'IpOBepKa CepBEPHbIX N KITMEHTCKNX KOMIMNOHEHTOB.

2. MNpoBepka cLeHapreB 3aKkas4nka:

HacTponka cepBucHbIX onepaunin ans pecypcos ¢ OC Windows.

HacTtpownka cepBUCHbIX onepaumin ona pecypcos ¢ OC *nix.

HacTtpownka nonb3oBaTeribCKNX MOAKITHYEHUN.

3. YcTpaHeHue owmnbok.

3aBepLialowmm atan

1. lemoHcTpaums.
2. ObyyeHue.

3. TectupoBaHue.


http://localhost:3000/privileged-access-manager/3.0/installation/linux-os/installation-without-balancing/
http://localhost:3000/privileged-access-manager/3.0/installation/linux-os/installation-with-balancing/
http://localhost:3000/privileged-access-manager/3.0/installation/linux-os/access-server-rdp-remoteapp/
http://localhost:3000/privileged-access-manager/3.0/installation/additional-components-setup/#pamsu
http://localhost:3000/privileged-access-manager/3.0/installation/additional-components-setup/#indeed-pam-agent
http://localhost:3000/privileged-access-manager/3.0/installation/additional-components-setup/#indeed-pam-desktop-console
http://localhost:3000/privileged-access-manager/3.0/service-operations/
http://localhost:3000/privileged-access-manager/3.0/service-operations/#service-operations-for-nix-resources

@ Y4yeTHble 3anucu Active Directory

CospaliTe yyeTHble 3anucu Ans paboTkl ¢ KaTaroroM norb3oBaTenei 1 AN CEPBUCHBLIX onepauuii

@ Ceptudukarbl

CospgainTte cepTndukaTbl cepepa ynpasneHus

@ Ba3bl AaHHbIX

CospaiTte 6asbl AaHHbIX U y4yeTHble 3anucu ongd paﬁOTbI C XpaHunuiiem gaHHbIX

@ Me.quaxpaHMane

Cospaiite n HacTponTe hainoBoe XpaHUnuLLe

% CepBepbl
=

[o6asbte RDS ponb (ans Windows) nnu yctaHoBute Heobxoamnmble KOMMOHEHTbI (A5 Linux)



http://localhost:3000/privileged-access-manager/3.0/preparation-for-installation/active-directory-accounts/
http://localhost:3000/privileged-access-manager/3.0/preparation-for-installation/certificates/
http://localhost:3000/privileged-access-manager/3.0/preparation-for-installation/databases/
http://localhost:3000/privileged-access-manager/3.0/preparation-for-installation/media-storage/
http://localhost:3000/privileged-access-manager/3.0/preparation-for-installation/servers/
http://localhost:3000/privileged-access-manager/3.0/preparation-for-installation/iis-setup/

%% Hactpowuka IIS

[obaBbTe 3anuck B peectp u HacTpowTe IS (ana Windows)



http://localhost:3000/privileged-access-manager/3.0/preparation-for-installation/iis-setup/
http://localhost:3000/privileged-access-manager/3.0/preparation-for-installation/iis-setup/

YyeTHble 3anucu Active Directory

Baaumopgencteue Indeed PAM ¢ KOHEYHbIMM MOMb30BaTENSIMU BbIMOMHAETCS 3a CHET YYETHOWN 3anuncu,
KoTopas byaeTt nony4atb CAMCOK Nofnb3oBaTenen n nux atpnoyThbl.

YyeTHada 3anucb gnsa padboTbl C KaTasorom
nonb3oBaTenen

1. 3anyctute ocHacTky Active Directory — nonb3oBaTtenu u komnbrotepsbl (Active Directory Users and
Computers).

2. Bbl30BUTE KOHTEKCTHOE MEHIO KOHTENHEpPa Unn nogpasgeneHus.
3. Buibepute nyHkT Co3paTtb (Create) — Nonb3oBartenb (User)
4. YkaxuTte ums, Hanpumep, IPAMADReadOps

5. 3anonHuTe obsizatenbHblie NoNs u 3aBepLlinTte co3gaHne yquHoﬁ 3arncu

Nnn ncnonb3dymnTe yxxe CO34aHHYI YYETHYHO 3anuch.

YyeTHaqa 3anucb AN CepBUCHbIX onepaunn B
Active Directory

1. 3anyctute ocHacTky Active Directory — nonb3oBaTtenu n komnbrotepbli(Active Directory Users and

Computers).
. OTKpoWTEe KOHTEKCTHOE MEHI0 KOHTEHEepa Unu noapasgeneHus.
. Beibepute nyHkT Co3aatb(Create) — MNonb3oBaTtens (User)
. Ykaxute nms, Hanpumep, IPAMADServiceOps
. 3anonHuTe obsa3aTtenbHble NONS U 3aBepLUMTe CO3aHNe y4eTHON 3anmcu.
. OTKpO1TE KOHTEKCTHOE MEHIO KOHTEeNHepa, nogpasaeneHuns Unm KOpHa AoMeHa.
. Beibepute nyHkT CBoncTBa (Properties)
. Mepengute Ha BkNaaky besonacHocTb (Security)

. Haxxmute lo6aBuTb (Add)

O © 0o N O o0k~ w N

—

. Boibepute yyeTHyto 3anucs IPAMADServiceOps 1 HaxxmuTe Ok

—_
—

. Haxxmute flononHutenbHo (Advanced)



12. Bbibepute yyeTHyto 3anucs IPAMADServiceOps 1 Haxmute U3ameHnTb(Edit)

13. YctaHosute ang nons NMpumeHsieTcs k:(Applies to:) 3HadyeHne [loyepHMe 06 bEKTDI:

Nonb3oBatenb (Descendant User objects)
14. B pasgene Pa3peweHus: (Permissions:) otmetsTe Copoc napons (Reset password)

15. CoxpaHuTe BHECEHHbIE N3MEHEHUS

Nnu ncnonb3ayiite yxe co3faHHyo YYeTHY0 3anuch.



CepTudukarsol

MoarotoBka

Windows

1. Cosgatb cepTudmkaT cepBepa ynpasneHus (Heobxoaumo Bblgatb ceptudmkat gomeHHoro CA) co
cnegylowmmmn atpmbytamm:
i. Subject: Common name — <DNS cepBepa ynpasneHus>
ii. Subject Alternative name:
a. DNS — <DNS cepBepa ynpasneHus>



b. DNS — <DNS pgomeHa>

CeosicTea cepTudukara X

& Cybvexkt Ofwme PacwmpeHna 3aKpoiTold Kmoy  LleHTp ceptuduxkawm  Moanuce
Cy6rvext ceptndukara - NnoNL30BaATEND WAN KOMNBIOTED, AN18 KOTOPOro BbiMyLLEH
ceptudpukar. MoxxHo onucars TUNBbI UMEH CyOBEKTOB M YKa3aTb aNbTEPHATUBHbLIE MMEHA,
KOTOpbIE MOrYT UCNONB30BATLCA B CEPTUDUKATE.

Cy6vexT ceptndmkara

Monezoeatens nan KOMNEBIOTEP, NOAYYAOLWMIA cepTudukar

Mma cybrexra:

Tun: CN=ub-mng.indeed.com

‘Oﬁu.;,ee MMA v Jo6aguts >
3HaveHne:
< Ypanute
AononHuTensHoe UMa:;
Twn: !
' 1 ub-mng.indeed.com
[N v
3HayeHne: NloGasns >
< Ypanute

2. CepTudukaTt yooCTOBEpPSHOLLErO LleHTpa

Linux

1. Co3gatb cepTudmKaTbl ANA KaXaoro cepsepa, Ha KOTOpbI MNNaHUpyeTcs ycTaHoBKa KOMMoHeHToB PAM
(Heobxogumo BbiagaTb cepTudmkat gomeHHoro CA) co criegyowmmm atpubytamu:

i. Subject: Common name — <DNS cepBepa komnoHeHTa PAM>

ii. Subject Alternative name:



a. DNS — <DNS cepsepa komnoHeHTa PAM>

b. DNS — <DNS gomena>

CeoiicTea ceptudukara

& CybbekT Ofwme Pacumperms 3aKpoiTolii Kmod LleHTp ceptudmkawm  MNoanmcs

CyBvexT ceptndukara - NONLIOBATENL MNN KOMNBIOTEP, 418 KOTOPOro BbiNyLLEH
ceptudukat. MoxxHO onucats TMNBI MMEH CyGBEKTOB W YKa3aTb 3NLTEPHATHBHDIE MMEH],
KOTOpbI€ MOTYT UCMONBb30BATECA B CEPTUdUKATE.

Cy6uvexT ceprnduxkara

Monesceatens man KOMNBIOTEP, NOAYYAOWMIA cepTudukarT

Wma cyboexra:

Twn:
OBuwee nma v

3HayeHue:

HAononHutencHoe nma:

Tun:

Cnyx6a DNS v|

3HaYeHue:

HNo6aeuts >

< Ypanute

Nobaeute >

< Ypanute

CN=ub-mng.indeed.com

ub-mng.indeed.com
indeed.com

/\ NPEQYNPEXOEHUE

ATpI/I6yTbI CepTI/I(bVIKaTa AOIMKHbI ObITb YKa3aHbl B HWXXHEM PETNCTPE.

2. CepTudukaT yooCTOBEpPSHOLLErO LleHTpa

JKcnopT cepTtudpmnkaTton



Windows
Ha cepBepe ynpaBneHus obaButb cepTudukaT cepepa ynpasneHus B NMMYHbIe cepTudumkaTol.

CepTtudukat yqocToBepsitoLLero LeHTpa 4o6aBnTb B 4OBEPEHHbIE KOPHEBbIE CEPTUMMKATLI HA BCEX

cepBepax, rae 6yayT ycTaHOBMNEHbI KOMNOHEHTbI PAM.

Linux

Ceptudumkatel cepsepoB komnoHeHToB PAM akcnopTupoBaTh B oopmate PFX ¢ ognHakoBbIM 45151 BCeX

cepTudurKaToB nNaponem.

CepTudmkat ygocToBepsoLero ueHTpa akcnoptuposatb B opmate CRT (Base64).



Bba3bl AaHHbIX

[na xpaHeHuna gaHHbIX Indeed PAM ncnonb3yet crneaytowme B/:

e Core — B[] komnoHeHTa Indeed PAM Core, ncnonb3dyerca Ans XxpaHeHUs AaHHbIX NPUBUNENMPOBAHHbIX

YYETHbIX 3anncen, pecypcoBs, paspeLleHni, 1 NpoYnx cepBUCHbIX AaHHbIX Indeed PAM.
¢ CoreJobs — B[] komnoHeHTa Indeed PAM Core, ncnone3syetcs Ans XxpaHeHUa 3agay no pacrnucaHuio.

e ldp — B[] komnoHeHTa Indeed PAM Idp, ncnonbayerca ona xpaHeHust ayTeHTUPNKaTopoB

nosib3oBatenen n agMmuHucTpatopos Indeed PAM.
¢ IdpJobs — B[] komnoHeHTa Indeed PAM Idp, ncnonb3yercsa ans xpaHeHna 3agad rno pacrnmcaHuio.

e LS — B/l komnoHeHTa Indeed Log Server, ncnonb3syetcs Ans xpaHeHnsa cobbitus Indeed PAM.

Co3pgaHue 6a3 gaHHbIX
MSSQL PostgreSQL

1. 3anyctute Microsoft SQL Management Studio(SSMS) 1 BbINONHUTE NOAKITOYEHME K 9K3eMNIISpy
Microsoft SQL Server.

2. OTKpoWnTEe KOHTEKCTHOE MeHI0 NyHKTa Ba3bl aaHHbIX (Databases).
3. Bbibepute nyHkT HoBas 6a3a gaHHbIx (New Database).
4. YkaxunTte nma 6asbl gaHHbIX, Hanpumep: Core, Coredobs, Idp, IdpJobs, LS.

5. Haxxmute OK.

Co3pgaHue U Ha3Ha4YeHue y4eTHOM 3anucu Ansa
paboThbl C XpaHUNULLEM OAaHHbIX

MSSQL PostgreSQL

1. 3anyctute Microsoft SQL Management Studio(SSMS) n BbINONHUTE NOAKITIOYEHME K 9K3eMNIISapy
Microsoft SQL Server.

2. Packpoute nyHKT BesonacHocTb (Security).
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. OTKpounTe KOHTEeKCTHOe MeHto nyHkTa UmeHa ans Bxoaa (Logins).
. Beibepute nyHkT Co3aatb umsa ansa sxopa (Create login).
. YkaxuTte nms, Hanpumep, IPAMSQLServiceOps.

. Beibepute T1n MpoBepka noanuHHocTn SQL Server (SQL Server authentication) n 3anonHute

HeobxoauMble nons.

. Mepengute B nyHKT ConocTtaBneHue nonb3oBatenen (User Mapping).
. OtmetbTe Bl Core, CoreJobs, Idp, IdpJobs, LS.

9.
10.

OtmetbTe npaBa db_owner, db_datareader n db_datawriter.

Haxxmute OK.

(D NPUMEYAHUE

MpaBa db_owner ons Microsoft SQL Server TpebytoTca Tonbko Ang nepsoro obpawenns k B.

(D NPUMEYAHUE

Ansa pabotel PAM Heo6xoauMOo BbINOMHUTL YCTAHOBKY cepTudmkaTa ansa nictaHca MSSQL



MeavaxpaHunuiie

dannosble xpaHunuia HeobxoaMMbl AN arperauumn n JONroCPOYHOrO XpaHeHUst BUaeo3anucemn, CHUMKOB

3KpaHa n nepegaBaemMblX B CECCUAX Q)aVIJ'IOB.

Co3paHue n HacTpounKa hannoBoro xpaHunuiia

1. BbInOnHWUTE BXOA Ha cepBep, KOTOpbIN ByaeT BbICTynaTb B ponn hansioBoro XxpaHunua.

2. Cospaute kaTtarnor, Hanpumep, IPAMStorage.

3. Bbi3oBUTE KOHTEKCTHOE MEHIO KaTanora, Bbibepute nyHKT NMpegoctaBuTtb goctyn K (Give access to)
n OTaenbHbIe noau (Specific people).

4. Beegnte nms yyetHon 3anucu, Hanpumep, IPAMStorageOps 1 HaxmuTe kHonky Jlo6aBuTb (Add).

5. Boibepute IPAMStorageOps 13 cnvicka gobaBneHHbIX nameHnTe YpoBeHb pa3spelwueHun (Permission
level) Ha YTeHne u 3anuck (Read/Write).

6. Haxxmute NMopenutbea (Share).



CepBepbl

Windows Linux

Bce cepBepbl, Ha KOTOpbIE NNaHUPYETCS YCTaHOBKA KOMNoHeHToB PAM [OmKHbI HAXOAUTLCSA B OQHOM

AOMeHe, B 04HOM ceTun n obpawatbes kK ogHoMy DNS cepsepy.
CepBep goctyna

CepBep goctyna npMHMMaEeT yaaneHHble NOAKMYeHns nonb3osatenen PAM 1 aBTomatuyeckun oTkpbiBaeT

yAaneHHble NOAKMI0YEHUS K KOHEYHBbIM pecypcam OT MMEHW NPUBUIETMPOBAHHbIX YYETHBLIX 3anuncen.
[ns passopadnBaHus ponn RDS Heobxoaum "uncTein" Windows Server B coctaBe JOMEHa:

e KHEMY He NPUMEeHARTCA rpynnoBbi€ NOJINTUKN, CBA3aHHbIE C yaaJlieHHbIM OOCTYINOM

e Ha HEM OTCYTCTBYHOT ntobble n3 komnoHeHToB ponv RDS (RDCB, RDG, RDL, RDSH, RDVH, RDWA)

PasBopaunBaHue ponn Remote Desktop Services

1. OTkponTe Server Manager ([ucnetyep cepeepoB), B MeH0 Manage (YnpasneHue) Bolbepute nyHKT
Add Roles and Features ([Jo6aBuTb ponv 1 KOMMNOHEHTbI)

2. Ha ware Installation Type (Tunbl yctaHoBKM) BbiGepuTe nyHKT Remote Desktop Services installation
(YcTtaHoBka cny6 yganeHHbIX pabovmx cTonos)

3. Ha ware Deployment type (Tunbl passepTbiBaHus) Boibepute nyHKT Standard deployment
(CtaHpapTHOE pa3BepTbiBaHME)

4. Ha ware Deployment scenario(CueHapui pa3sepTbiBaHUS) BbibepuTe NyHKT Session-based desktop
deployment (Pa3sepTbiBaHme pabo4ymx CTONOB Ha OCHOBE CEaHCOB)

5. Ha warax RD Connection Broker (IMocpegHuk nogkntoveHuin), RD Web Access (Beb-goctyn), RD
Session Host (Y3en ceaHcoB) BbibepuTe MMSA TEKYLLETO cepBepa

6. Ha ware Confirmation ([NogTeBepxaeHne) otmeTbTe ranodkon Restart the destination server
automatically if required (ABTOMaTnyeckn nepesanyckaTb KOHEYHbIV CepBep, ecnu 3To noTpebyetcs),

Bblbepute Deploy (Pa3sepHyTb) U LOXAUTECH Nepesarpy3kn cepaepa.



HacTtpouka IIS

Mpwn paseepTbiBaHUN CepBepa ynpasneHus Ha Windows Server u |IS BbinonHuTe cnegyowine 4eNCTBUA:

1. JobGaBbTe criegyowme 3anucm peectpa:

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\HTTP\Parameters]
"MaxFieldLength"=dword:8000 (hex)
"MaxRequestBytes"=dword:8000 (hex)

2. 3anyctute |IS Ha cepBepe ynpaeneHunsa n nepengute B pasgen Default Web Site\pam.
3. Otkponte Pepakrop koHdurypauum (aHrn. — Configuration Editor) B pasgene YnpaBneHue (aHrn. —
Manage).
4. PackponTte Bbinagatowmi cnucok Pasaen: (aHrn. — Section:) n Bbibepute
system.webServer\security\requestFiltering.
. Packponte anemeHT requestLimits, yctaHoBuTe Ana napameTtpa maxQueryString 3HayeHve 8192.
. Haxxmute Mpumenntsb (aHrn. — Apply) B pasgene QencrtBusa (aHrn. — Actions).

. Nepengute B pasgen Default Web Site\pam\core.

0 N O O

. OTkponTe Pepaktop koHcurypaumm (aHrn. — Configuration Editor) B pasgene YnpaBneHue (aHrn. —
Manage).
9. PackpowTe Bbinagatowmi cnucok Paspen: (aHrn. — Section:) n Bbibepute
system.webServer\serverRuntime.
10. YctaHoBuTe ansa napametpa uploadReadAheadSize 3HaueHne 1048576.
11. Haxxmute Mpumennts (aHrn. — Apply) B pasgene fenctBusa (aHrn. — Actions).

12. lNepesarpysuTte cepsep.



; OC Li
f‘l inux NUNoTHaA yctaHoBKa (0AUH cepBep)

[nsa o3HakomneHus ¢ Indeed PAM

E::\ daitnbl KoHdUrypaumm

KonuyectBo rnaB: 2

% | oc Windows

Konnyectso rmas: 3

E" OC Linux

KonuyectBo rnas: 3

§0p | YcTaHOBKa 1 HACTPOMKa KNNMEeHTCKNX KOMMOHEHTOB

YctaHoBuTe n Hactporite PamSu, PAM Agent n PAM Desktop Console



http://localhost:3000/privileged-access-manager/3.0/installation/simplified-installation-on-linux/
http://localhost:3000/privileged-access-manager/3.0/installation/configuration-files/
http://localhost:3000/privileged-access-manager/3.0/installation/windows-server-os/
http://localhost:3000/privileged-access-manager/3.0/installation/linux-os/
http://localhost:3000/privileged-access-manager/3.0/installation/additional-components-setup/
http://localhost:3000/privileged-access-manager/3.0/installation/radius-configuring/

§0p | HacTtpouka RADIUS

Otpepaktunpyite hann koHdurypaumm appsettings.json

‘ 03 i HacTtpouka nognucu RDP canna

Otpepaktupyite chann koHdurypaumm appsettings.json

Hactpounka ogHopa3oBoro napons no Email

OTtpepakTtupyite chann koHdpurypaumm appsettings.json (onunoHanbHoO)

0O .
Q d BknoyeHne nepesanycka KOHTEMHEPOB CEePBUCOB MPOKCU

Bknounte nepesanyck koHTerHepoB A5ia cepepos goctyna RDP Proxy n SSH Proxy (onumoHansHo)

© || UHTerpaumns co CTOPOHHMMM KaTanoramm nonb3oBaTenen

HacTtponTte uHterpaumto ¢ katanoramv none3osartenen FreelPA, OpenLDAP, ALD Pro (onuuoHansHO)



http://localhost:3000/privileged-access-manager/3.0/installation/radius-configuring/
http://localhost:3000/privileged-access-manager/3.0/installation/radius-configuring/
http://localhost:3000/privileged-access-manager/3.0/installation/rdp-file-signature-configuring/
http://localhost:3000/privileged-access-manager/3.0/installation/totp-second-factor-via-email-setup/
http://localhost:3000/privileged-access-manager/3.0/installation/recycling-of-proxy/
http://localhost:3000/privileged-access-manager/3.0/installation/adding-user-catalog/

%‘ Hactpounka PAM ona ucnonb3oBaHus ¢ NFS

==

KonunyectBo rnaB: 2



http://localhost:3000/privileged-access-manager/3.0/installation/nfs-configuring/

OC Linux nunoTtHasa yctaHoOBKa (oAuH
cepBep)

A NPEOYNPEXOEHUE

B coctaB nnnoTHOM yCTaHOBKM BXOAUT YCTAHOBKA KOMMOHEHTOB CcepBepa yrnpaBieHus n cepeepa
poctyna (SSH Proxy, RDP Proxy, PostgreSQL Proxy) Ha oguH cepBep. 3Ta cxema yCTaHOBKU
nogxoauT Ans odHakomneHus ¢ Indeed PAM, HO He pekomeHayeTca Ans aKcnnyaTtauumn B

NPOMbILLIIEHHON cpeae.

MoaroroBka

I'Iepep, Ha4vyasrioM yCTaHOBKMU O3HAaKOMbTECb C pa3ferioM noArotoBKM K YyCTaHOBKE.

Ceptudumkarnbi

CepTudukar yaoctoBepsoLero LeHTpa

MepeHecuTe ceptudmkat YL, B guctpubytms no nytn indeed-pam-linux\state\ca-certificates

Ceptudukar cepBepa

lMepeHecuTe ceptudmkat cepeepa B anctpmbyTtus no nytn indeed-pam-linux\state\certs

vars

1. Nepengnte no nytn indeed-pam-linux\scripts\ansible 1 otkponTte dann vars.ymil.
2. Hangwnte ctpoky # pfx_pass: "ENTER_HERE" n ypanute #.

3. BMecTo ENTER_HERE YyKaxuTe naporib OT cepTudUKaToOB N COXpPaHUTE U3MEHEHNS.

Nnockun dbann KoHcpurypauum


http://localhost:3000/privileged-access-manager/3.0/preparation-for-installation/

1. Nepengnte B nanky guctpubyTtmea indeed-pam-linux.
2. NameHnTte pacwmnpeHue ganna config.json.template c template Ha json.

3. Y6egutech, 4To (hann Tenepb HasbiBaeTcs config.json.

3anonHuTe yKkasaHHble Nons B 9ToM hanne KoHpurypaumm:

"DefaultServer": "TARGET_SERVER_FQDN", // K 3anonHeHuio
"DefaultDbServer": "pgsql",
"DefaultDbUser": "admin",
"DefaultDbPassword": "Qlw2e3r4",
"IdpAdminSids": [
"AD_ADMIN SID" // K 3amnoJIHeHWH
I,
"CoreServiceStorageConfiguration": {
"Type": "FileSystem",
"Settings": {
"Root": "/mnt/storage"
}
s

"GatewayServiceStorageConfiguration": {
"Type": "FileSystem",
"Settings": {
"Root": "/mnt/storage"
¥

¥
"Database": "pgsql",

"LogServerUrl": "http://1ls:5080/api",
"EncryptionKey": "3227cff10b834ee60ad285588c6510ealbdded5b24704cf644a51d2a9db3b7e5",
// K 3anonHeHwuw
"ActiveDirectoryDomain": "AD_FQDN", //K 3anoJIHEHUI
"ActiveDirectoryContainerPath": "USER_CONTAINER DN", // K 3ano/iHEHUK
"ActiveDirectoryUserName": "AD_SERVICE_USER_NAME", // K 3anonHeHuio
"ActiveDirectoryPassword": "AD_SERVICE_USER_PASSWORD", // K 3ano/HeHu
"ActiveDirectorySsl": false,
"IsLinux": true,
"ThreadPoolSize": 8,
"Enable2faByDefault": true,
"enableOrganizationalUnits": false

MapameTpsbl:



DefaultServer — FQDN cepBepa, Hanpumep server.domain.local.com.

DefaultDbServer — FQDN cepBepa 6a3bl faHHbIX, Hanpumep server.domain.local.com. [ns

yCTaHOBKM Ha nunote nokansHoro docker obpasa pgsql Bmecte ¢ PAM Heobxoanmo ykasatb pgsql.

DefaultDbUser — nonb3oBatenb 6a3bl AaHHbIX. [1pn ycTaHoBke nokanbHoro Docker-obpasa pgsql

BmecTte ¢ PAM Heobxogmmo ykasaTb admin.

DefaultDbPassword — naponb none3oBartens 6a3sbl gaHHbIX. [Mpu yctaHoBke nokanbHoro Docker-
obpasa pgsql Bmecte ¢ PAM Heobxoanmo ykasatb Qlw2e3r4.

IdpAdminSids — SID AagmuHucTtpatopa u3 katanora Active Directory.

CoreServiceStorageConfiguration — nyTb 40 MegmMaxpaHunuiia, otkyaa komnoHeHT Core byget

ynTaTb apTedakTbl CECCUN.

GatewayServiceStorageConfiguration — nyTb 0O MegmaxpaHunuia, Kyga dyayT 3anucbiBaTbCs
aptedakTbl ceccumn.

Database — T1n 6asbl JaHHbIX, 418 NUoTa ykasatb pgsql.

LogServerUrl — URL-agpec ansa obpalueHuns k komnoHeHTy LogServer. HeobxoamMmo octaBuTb
3Ha4yeHne Nno yMorn4aHuio.

EncryptionKey — kntoy wingposaHus. MoxxHO BOCMOMb30BaTbCA KNHOYOM, YKa3aHHbIM BbiLLE.

(D NPUMEYAHUE

PekomeHayeTcs creHepupoBaTb HOBbIV KoM WnMdpoBaHus 6a3bl C MOMOLLBIO YTUANTBI
IndeedPAM.KeyGen.exe, Haxogsawencs no nytn indeed-pam-tools\key-gen.

ActiveDirectoryDomain — DNS gomeHa, Hanpumep domain.local.com.

ActiveDirectoryContainerPath — nyTb k nonb3oBatensam Active Directory, Hanpumep
DC=indeed,DC=test.

ActiveDirectoryUserName — nms nonb3oBatens anga nogkniodeHna k Active Directory.
ActiveDirectoryPassword — naponb nons3oBatens ansa nogknodeHus k Active Directory.

ActiveDirectorySsl — napametp otBevaeT 3a Bblb6op nogknioveHms no LDAPS.



e IsLinux — napametp, oTBe4aoLWnn 3a NPUMEHEHNE HACTPOeK No ymondaHuo ans Linux n Windows

CUCTEM.

e ThreadPoolSize — Obuiee Konn4yecTBO co3gaBaeMbiX NOTOKOB B rdp-proxy. Heobxoanmo octaButb
3Ha4YeHne No yMON4YaHuio.

o Enable2faByDefault — napametp, oTBevatowmin 3a 3anpoc 2FA y nonb3oBaTenen no yMoryaHuio.
+ enableOrganizationalUnits — napametp, oTBevatowmin 3a fobasneHve pasgena Ctpykrypa B PAM.

Mpumep 3anonHeHHoro gparna config.json:

"DefaultServer": "pamserver.indeed.local", // kK 3anonHeHuio
"DefaultDbServer": "pgsql",
"DefaultDbUser": "admin",
"DefaultDbPassword": "Qlw2e3r4",
"IdpAdminSids": [
"S-1-5-21-2099084505-2851035876-2509165319-1112" // K 3ano/JiHEHUH
1,
"CoreServiceStorageConfiguration": {
"Type": "FileSystem",
"Settings": {
"Root": "/mnt/storage"
¥
s

"GatewayServiceStorageConfiguration": {
"Type": "FileSystem",
"Settings": {
"Root": "/mnt/storage"
¥

¥
"Database": "pgsql",

"LogServerUrl": "http://1s:5080/api",
"EncryptionKey": "3227cff10b834ee60ad285588c6510ealb4dded5b24704cf644a51d2a9db3b7e5",
// K 3anonHeHwuw

"ActiveDirectoryDomain": "indeed.local", // K 3anosnHeHuw
"ActiveDirectoryContainerPath": "OU=PAMUsers,DC=indeed,DC=local", // K 3anonHeHui
"ActiveDirectoryUserName": "IPAMADReadOps", // K 3anoJiHEHUK
"ActiveDirectoryPassword": "!Q2w3e$R", // K 3anonHeHui

"ActiveDirectorySsl": false,
"IsLinux": true,
"ThreadPoolSize": 8,
"Enable2faByDefault": true,



"enableOrganizationalUnits": false

YcTtaHoOBKa

1. NepeHecute nanky guctpudytmea indeed-pam-linux Ha ueneson Linux pecypc.

2. Ecnu BbINonHeHbl HacTporikn 6esonacHocTn CIS Benchmark Docker, To 3anycTuTe CKpunT YCTaHOBKU

KOMaHOoMn:

sudo bash run-deploy.sh

Ecnu He BbInonHeHbl HacTpouku GeszonacHocty CIS Benchmark Docker, To 3anyctute ckpunt

YCTaHOBKM KOMaHOon:

sudo bash run-deploy.sh --bench-skip

3. Ha atane Enter target IP HaxxmuTte ENTER.
4. [pwn 3anpoce BBeANTE NMS NOKaNbHOro nonb3oBaTtens ¢ npasamu sudo (Hanpumep, root) n ero napone.

5. [loxauTecb OKOHYaHUS YCTaHOBKM.

() VH®OPMALUSA

Ecnu ckpunT npepBancs ¢ olwmnbkon, To oTnpaBkTe dain ¢ floraMy B TEXHUYECKYH MOOOEPXKKY.



http://localhost:3000/privileged-access-manager/3.0/system-requirements/linux-environment/#cis-benchmark
http://localhost:3000/privileged-access-manager/3.0/system-requirements/linux-environment/#cis-benchmark
http://localhost:3000/privileged-access-manager/3.0/problem-solving/configuring-and-collecting-logs/

=| 3anyck macTtepa KoHcurypaumm

3arpyauTe U1 3anycTuTe mactep KoHduUrypaumm

:[1:\ HacTtpownka ¢pannos koHdurypawumm

3anonHnTe nonsi mactepa KoHdurypauum



http://localhost:3000/privileged-access-manager/3.0/installation/configuration-files/web-wizard-launch/
http://localhost:3000/privileged-access-manager/3.0/installation/configuration-files/configuration-files-setup/

3anyckK macrtepa KoHdurypauumm

/\ NPEOYNPEXOEHUE

MacTep KoHdUrypaumm gormkeH ObiTb 3anylleH Ha TOM XOCTe, Ha KOTOpoM ByaeT ycTaHoBMeHa oAHa 13

ponen PAM, nHave nonbiTka yctaHoBkM PAM npuBegeT K owmnbke.
1. 3arpysute u pacnakymnte guctpmbytme PAM Ha Linux-mallnHy 1 nepengute B ANPEKTOPUIO

anctpmbyTtuea.

2. BbinonHute KomaHay:

sudo bash run-wizard.sh

3. [loxanTechb BbINOMHEHNSA CKpUnTa

LcaAMvanlZMeB3IL

stully.
. COm

4. MNMocne BbINonHeHUs ckpunta nepenante no URL, ykazaHHOMY B KOHCOSW.

5. B none Kog poctyna BBeaute AutenticationCode, ykaszaHHbIV B KOHCONW NOCMe BbIMNOMHEHNSA

ckpunTa.

6. Nocne 3aBepLueHna yctaHoBkn PAM octaHoBUTE paboTy MacTepa KOHMUrypawumm, BeiNOSTHUB KOMaHAY:

sudo bash stop-wizard.sh



HacTtpouka cpannos KoHurypauum

1. Boibepute OC, Ha KOTOpYto NNaHMpyeTca ycTaHoBKa 1 Haxmute [Janee.

PAM Configuration Wizard

© Linux

Mnardopma
Bce komnoHenTsl paboTaroT & koHTelHepax Docker

Windows
Bce komnoHenTsl pabotaroT B 1S

Cepeep aoctyna SSH eceraa pabotaet Ha Linux, a cepeep aoctyna RDS
Bceraa pabotaet Ha Windows

2. Beegute nonHoe gomeHHoe nms (FQDN) cepeepa ynpasneHus B norne Agpec cepBepa ynpaBrieHus:.
3anonHute none IP-agpeca cepBepoB aoctyna PAM.
MoxHO ykasaTb B criegyroLmx popmarax:

o EauHnyHbin IP-agpec.
Mpumep: 192.168.0.1.

o [umanasoH IP-agpecos (nepBbin 1 nocnegHun IP-agpeca ananasoHa, ykasaHHble Yepes aeduc).
Mpumep: 172.168.0.0 - 172.168.255.255.



o [Moacetb (B hopmarte IP/macka).
Mpumep: 10.0.0.0/8.

Bbl MOXeTe yka3aTb HECKOIbKO 3HaYeHUN Yepes 3ansTyro UM TOYKY C 3andTON.
Mpumep: 192.168.0.1, 192.168.0.2, 172.168.0.0 - 172.168.255.255, 10.0.0.0/8,
2001:0db8:abf2:29ea:5298:ad71:2ca0:4ff1.

/\ NPEAYNPEXAEHUE

He octaBnante none nyctbiM. Ecnn xotuTte paspelwnTb BCe CETU, TO YKaXunTte 0.0.0.0/0; ::/0.

PAM Configuration Wizard

Mnarbopwma Anpec cepBepa ynpaeneHua

Aapeca cepaepos pam-mng.test.local

Management Console:  https.//pam-
mng.test.local/pam/mc

User Console: https://pam-
mng.test.local/pam/uc
Core: https://pam-
mng.test.local/pam/core
IDP: https://pam-
mng.test.local/pam/idp
Log Server: https://pam-

mng.test.local/ls/api
IP agpeca cepeepoe goctyna PAM (RDS, SSH, RDF proxy)

192.168.177.100, 192.168.177.101

Haxmute Oanee.

3. B cnepytoliem okHe ykaxuTe uHdopmauuio o 6ase gaHHbIX: Tun cepBepa, Aapec cepBepa, BBeanTe
MOMMH 1 Naposib YY4eTHOW 3anucu ansa pabotsl ¢ 6azamun gaHHbIX B nons MNonb3oBatens v Maponb.

OcrtaBbTte onumio 106aBUTHL HOBbIN KIHOY WM POBAHUA BbIKITHOYEHHOMN.


http://localhost:3000/privileged-access-manager/3.0/preparation-for-installation/databases/

PAM Configuration Wizard ‘ 3akpeiTb |

Tun cepeepa

Mnardopma
Ajpeca cepeepog PostgreSQL ~
Bbasa gaHHbIX Aapec cepeepa

pam-str.test.local

Monb3cBaTens

IPAMSQLStorageOps

Maponb

JlobaeunTe HOBLIN KoY WKMDPOBaHMA

TpebyeTcA ANA NOCTENEHHOND NepelkdpoeaHA Bazel JaHHe. MNocne
33BEPLUEHNA MMIPaLLMK CTapkIf KN0W 40meH BbITh YAaneH 1 3aMeHeH
HOBEIM,

[Jna nepeoHauvantHoi yeTaHoekM PAM Heobxoanmo BpYUHYO 40
3anycka PAM cozgate Basbl AaHHBLIX C UMEHaMK:

* Core
* Corelobs
e |dp
ldplobs

m

/\ NPEQYNPEXAEHUE

Ans ncnonb3oBaHnsa MMeHoBaHHOro MSSQL nHcTaHca He06X0AMMO BHECTU M3MEHEHMS B dhaiinbl
KOH(urypaumm core, idp, Is, ykasaB nHctaHc B pa3sgerne ConnectionString none Data Source,
Hanpumep Data Source=storage.indeed.local\\sqlexpress.

B dannax koHpurypaumm core n idp Heob6xoanmMo ykasblBaTb MHCTAHC Yepes 2 criella:
\\sqglexpress.

B charine koHdurypauum Is Heobxoammo ykasbiBaTb MHCTAHC Yepes 1 cnew: \sqlexpress.

Haxxvmute Oanee.

4. Bbibepute Tun xpaHunuuia.

Bo3MOXHble 3Ha4YeHUS:



o dannosaga cucrema
o SMB
o S3

PAM Configuration Wizard

Mnatgopma Tun xpaHuana

Aapeca cepsepos Darinosan cMcTema v
MaiAnoean cucTema
Baza gaHHbIX SMB

S3

XpaHWAWLLEe faHHBIX

Mpwn BIGOpe SMB 3anonHute nons: CeteBoun nyThb, [lomeH, Umsa nonb3oBatens v Naponb.



PAM Configuration Wizard

Tun xpaHuavia

Mnatdopma

Anpeca cepeepoB SMB v

baza gaHHbIX Ceresoii nyTs

XpaHuAmiLe AaHeIX \\MEDIA-DATA-SERVER\PamStorage

PAM cozpact chnegyollime NoAAMPEKTOPMKA B XPaHWIMLLE ANA XPAHEHKA
apTedakToB CeccuM:

* Media — BMASO U CKPWMHLIOTEI CECCHM

* Files — nepegaHHbie BO BPEMA CECCMM Gainbl

Oomen

COMPANY-DOMAIN

ma nons3soeatens

storage-admin

Maponb

Mpwn BoIGOpe S3 3anonHuTe nons: CeteBon agpec S3 cepBepa, NyTb A0 KOPHEBOM AUPEKTOPUMN
xpaHunuwa Ha S3 cepBepe, UneHTndumkatop knro4va gocrtyna (access key id), CekpeTHbIN KoY
poctyna (secret access key). [lpy He06X0AMMOCTU 3aNONHUTE ONUUOHanbHbIE Nons: PernoH,

OrpaHunyeHune nokauun.



PAM Configuration Wizard

Tun xpaHunnwa

Mnatdopma
Agapeca cepeepoe 53 e
Baza paHHeIx Ceteeoli agpec 53 cepespa

XpaHnnuwe gaHHbIX

[MyTe A0 KOPHEEOR JMPEKTORMKM XPaHMNKLILE Ha 53 cepeepe

fPam5torage

PAM cosaact casgytowme NogaMpeKTopyy B XPaHUAKLLE ANA XPAHEHHMA apTedaKTos
CECCuM

* Media — sngeo 1 ckpUHWOTE ceccHi

* Files — nepegassbie B0 BpEMA ceccui dalinel

WaenTudukaTop kaoua goctyna (access key id)
CekpeTHBIA kntod JocTyna (secret access key)

Pervon

OnyuonaneHoe none, ¥xkaxure, ecin storo Tpedyer 53 cepeep.

OFpaHMHEHME NoKaLKMK

OnuuoHaneHoe none, ¥kaxure, ecnu 3Toro Tpedyet 53 cepeep.
A

Haxxmute Oanee.

5. B cnegytowem okHe ykaxute DNS ums gomeHa, DN nma KOHTeHepa Katanor nosfib3oBarenen,
BBEAUTE NOrMH 1 Naporib YY4ETHOW 3anvucu Ans YTeHua Katarnora nonb3oBartenen,  OTMeTbTe

HeobxoaMMo nn ncnonb3oBaTb Npotokon LDAPS npu 4TeHun katanora (M0 yMOMYaHUIO UCMNOMb3yeTca
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npotokon LDAP) n HaxxmuTe Oanee.

PAM Configuration Wizard

Maatpopma DNS gomena

Anpeca cepsepos test.local

Basa AaHHbIX DN koHTeliHepa nonb3osatensi

XpaHnavLe AaHHbIX DC=test,DC=local

Karanor nonesoearenei YKaxuTe KOHTeH HER AW NogpasdeneHne, B KOTOROM pacnonararaTea

nonszoeaTeny cuctemsl, Jna paboTel o ECEMM NONLI0BATENAMMN YKAKUTE
kopeHb domena. Mpumep: 'DC=my,DC=company’

Monw3oBatens 4ns A0CTyNa

IPAMADReadOps
Yraxute uma & dopmate UPN. Mpumep: ‘pamadmin@my.company’
Maponk

Mecnonbzosate LDAPS




6. B cneaytowem okHe ykaxunte SID agmuHucTpatopa ponen n Haxmute Janee.

PAM Configuration Wizard

Maatdopua SID aamuHncTpatopa ponei

Anpeca cepeepos 5-1-5-21-828056563-3315920029-705222925-1110

Baza aaHHbIX
YueTHan 3anKce NOAb30BATENA, KOTOPOMY OyayT BblAaHEI Npaga Ha
XpaHUWLLE AaHHBIX yrnpaenenne ponamu PAM. 3TOT nonb30BaTeNk CMOXET BblAaTh

npasa Ha AOCTYN K KOHCOoAW ynpasneHua PAM apyrum
Katanor nonssoearenei NOAL30BATENAM.

ApmMuHUCTpaTOpEI poneit Ana nonyueHua SID NoAbL30BaTENA MONHO BOCMNOAL30BATLCA
KOMAaHAOR:

wmic useraccount where name="username’ get sid

Aaﬂee



7. Ckavante Heobxoaumble annbl KOHUTypauumn n HaxXxMUTe 3aBepLUnNTb.

PAM Configuration Wizard

Dainel KOHGUIYpPaUMK COASPIKAT KAMUW A0CTYNA B HezawndpoBaHHOM
Buge

Mnatdopma
Afpeca cepeepoB

e a B -
CkauaTb
pam-all-2024-03-20.zp

XDEHWAWILE A3HHEDX

Katanor nonssoearensii KOHQUIYpaLN? Cepeepa
- X
AZMUHNCTPATOPEI poneid pam-management-server-2024-03-
20.zip

3KCNOPT KOHpUrypauuu

KOHQUIypauns cepeepa 4ocTyna

B o
pam-ssh-access-server-2024-03-20.zip
KOHQUIrypauns cepeepa 4oCTyna

B =
pam-rdp-access-server-2024-03-20.zip
KOHQUIrypauns cepeepa 4OCTyna

B =

pam-rds-access-server-2024-03-20.zp

] PeBEpBHaH KOMWA KOHOWTYPAaLWKK
= Cxauats
‘D pam-configuration-2024-03-20.backup

Mapone pezepERoi KoMK

Hazapg 3aEepllnTh

8. 3aBepwnTe paboTy MacTepa KoHdUrypauum, BbINOMHUB KOMaHAY:

sudo bash stop-wizard.sh



——o

_o_.l 3
—~-— CepBep ynpasneHusa (Windows
~— Cepsep ynp ( )

YcTaHOBWTE KOMMOHEHThI cepBepa ynpaeneHus (Windows)

®_-E'~|, CepBep aoctyna (RDP/RemoteApp)

YcTaHoBWTE KOMMOHEHThI cepBepa goctyna (RDP/RemoteApp)

= CepBep aoctyna (SSH Proxy)

e

YcTaHoBWTE KOMMOHEHTLI cepBepa goctyna (SSH Proxy)
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CepBep ynpaBneHusa (Windows)

O nOOCKA3KA

Ana nonyyenusa guctpmbytmea Indeed PAM Heobxoammo caoenatb 3anpoc B Criy0y noaaepku
Indeed-Id:

support@indeed-id.com

/\ NPEAYNPEXAEHUE

MNepen Ha4Yanom ycTaHOBKU HEOGXOAUMO BbIMOSHUTL NOArOTOBKY haitfioB KOHGUIypaLUu.

1. 3arpysute u pacnakymte auctpmbytmne indeed-pam-windows Ha 6yayLumi cepsep ynpaseHus
peLleHns.

2. 3anyctute PowerShell oT umeHn agMuHucTparopa.

3. 3anycTtute cueHapumn yctaHoBku Indeed-pam-wizard.ps1.


mailto:support@indeed-id.com
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4. B okHe Bbibop koMmnoHeHTOB BhLibepute CepBep ynpaBneHus n Haxvute Janee.

E¥ Indeed PAM Wizard — pe

¥cranoBKka KOMNOHEHTOB
BmBepute cepeep ANA YCTAHOBKW KOMNOHETOR:

Buibop komnoHeHToB

¥craHoska Cepeep ynpaeneHuA

[] Cepeep goctyna (TpeByeTcn nepesarpyska)

fanee

5. B cneayowem okHe HaxXMnTe YCTaHOBUTb, JOXANTECH OKOHYaHUS YCTaHOBKU. [locne nosiBneHust okHa
00 OKOH4YaHMKM ycTaHOBKM Haxmute OK.



EX Indeed PAM Wizard — =

¥cTaHoBKa KOMNOHEHTOE

Cepeep ynpaeneHuAa

Brifop xomnoHeHToR 115Web-Server- ¥cranoska sasepwena
115Web-5tatic-Content- ¥cranoska sasepwena
[15Web-Http-Redirect- ¥cranoexa zasepwena
115Web-Basic-Auth- ¥cranoexa zasepwena
115Web-Windows-Auth- ¥YcraHoeka sasepwena
15Web-Met-Extd5- ¥eranoeka 3asepwera
15Web-Asp-Netd5- ¥cranoeka sasepwena
15Web-15API-Ext- YeraHoeka 3aeepwena
15Web-I5API-Filter- ¥cTanoska 3aseplueHa

¥cranoBka

HeoBxoauMele KOMNOHEHTE YCTAHOENEHEl 33EPWHTE
pabaTy?

TFANT CVETIT LU - FLTdAUERD SdEEPIOEHG

Yeranosute

6. [NepeHecuTe NoaroTosrieHHble panrbl KOHMUrypauum no nyTu:
i. C:\inetpub\wwwroot\pam\core — core
ii. C:\inetpub\wwwroot\pam\idp — idp
iii. C:\inetpub\wwwroot\pam\mc\assets\config — mc
iv. C:\inetpub\wwwroot\pam\uc\assets\config — uc
v. C:\inetpub\wwwroot\Is\targetConfigs — Is

vi. C:\inetpub\wwwroot\ls — dann IndeedPAM_2.10.0_RU\indeed-pam-windows\ILS\clientApps.config

/\ MPEOYMNPEXOEHUE
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7.

8.

9.

10.

11.

12.

13.

14.

15.

Mpu ncnonb3osaHun b PostgreSQL Heobxoamnmo B dhanne koHdurypaumm clientApps.config
B CTPOKE

<Target Id="Pam.DbTarget"Type="mssql"/> nameHuTb 3Ha4deHne Type Ha pgsql.

Mpongute no nytn indeed-pam-tools\scripts, 3aanyctute PowerShell oT umeHn agMuHucTpartopa u

BbINonHuTe ckpunt ils-access-list.ps1.
HobasbTe ceptudumkat YL, B OBEPEHHbIE KOPHEBLIE CEPTUDMKATBI.
[o6aBbTe NOArOTOBMNEHHbIV CEpTUdMKAT cepBepa B NIMYHOE XpaHUnuLLe cepTndunKaTos.

B anctpubytmee Indeed PAM nepengute no nytn indeed-pam-windows\MISC\ConfigurationProtector un
3anyctute powershell ot nmeHn agmuHucTpartopa.

BoinonHute komaHay .\Pam.Tools.Configuration.Protector.exe generate-signing-cert.
3anyctute Ancnetyep cnyx6 IS (Internet Information Services (IIS) Manager).

Bbibepute cant Default Web Site n nepengute B pasgen MNMpuBasku... (Bindings...).

HaxmuTte lo6aBuTtsb... (Add...), BoiGepute Tun: (Type:) http v MopT: (Port:) 80 n HaxxmuTe OK.

Haxmute lo6aBuTh... (Add...), Bbibepute Tun: (Type:) https n MopTt: (Port:) 443.



16. Bbibepute SSL-cepTudmkaT: NOAroTOBEHHbIV cepTudukaTt cepeepa n Haxxmute OK.

'@_ﬂ Internet Information Services (|15} Manager - O *
/('— & » PAMMNG » Sites » Default Web Site » 3 B 5 @v

File View Help

: fault Web Si :
; Default Web Site Home
@-Hi& s e B Explore
------ 5 Start Page ' == Edit Permissions
Filter: * % Go -~ Show All | Group by: Area - [B8]~ T
v--aj PAMMNMG (INDEED\adm) % B E Ty
Ly - ASP.NET ~ Edit Site
L=} Application Pools N
PR e 2 Bindings...
w . @ Sites Site Bindings ? = ) i
> &3 Default Web Site D Basic Settings...
Al | Type Host Name Port IP Address Binding Informa... Add... pplications
http 20 . View Virtual Directories
https M3 - [eae. | Manage Website (a)
Edit Site Binding 7 e Remove e Restart
P Start
Type: IP address: Port: SmsE ~ B Stop
https All Unassigned v| |443 | Browse Website
Host name: Browse *:80 (http)
Browse *:443 (https)
| | £
Advanced Settings...
[1 Require Server Name Indication
Configure
Limits...
[ Disable HTTP/2 LS5
. . -
[] Disable OCSP Stapling Close @ Help
|
SSL certificate:
pammng.indeed.local it Select... View...
B |
Ready G

17. Ecnu yctaHaBnuBaeTe cepsep ynpasneHus Ha OC Windows Server Bepcumn 2022 roga, To B NpuBA3Kax
HTTPS skntounte onuuto OTknountb TLS 1.3 yepes TCP. [1ns sBepcuint 2016 n 2019 nponyctute atoT

iar.

18. B okHe Default Web Site B pasgene YnpaBneHue Beb6-cantom (Manage Website) HaxmuTe

MNepe3anyctutb (Restart).




CepBep poctyna (RDP/RemoteApp)

O NOOCKA3KA
Ansa nonyyenusa guctpmbytmea Indeed PAM Heobxoammo caoenatb 3anpoc B Criy0y noaaepku

Indeed-Id:

support@indeed-id.com

/\ NPEAYNPEXAEHUE
Mepepn ycTaHOBKOW KOMMOHEHTOB CepBepa 40CTyna HeobxoamMmMo pa3BepHyTb ponn Remote Desktop

Services 1 NoarotoBUTb hansibl KOHUIypauuu.

/\ NPEAYNPEXAEHUE

Mocne ycTaHOBKM 1 HACTPOWKN KOMMOHEHTOB cepBepa A0CTyna HeobxoaMmMo NpMMeHnTb Tpebyemble
ansa pabotebl Indeed PAM Gateway HacTponkmn 6e30nacHOCTU, eCrnn HE MPUMEHUTb AaHHbIE HACTPOMKH,

TO NPW NOAKIMIYEHMM K cepBepy AoCTyna ceccust byaeT 3aBepLuaThbCs.

1. CkonupyinTte nanky ¢ gauctpudytnsom Indeed PAM Ha Oyaywiun cepep goctyna.
2. 3anyctute PowerShell oT umeHn agMmuHucTparopa.

3. 3anycTtuTe cueHapun yctaHoBku Indeed-pam-wizard.ps1.


mailto:support@indeed-id.com
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4. B okHe Bbi6op komnoHeHTOB BbibepuTe CepBep [loctyna n Haxmute Janee.

EX Indeed PAM Wizard — b e

¥cranoBKka KOoMMOHEHTOB
BmBepute cepeep ANA YCTAHOBKW KOMNOHETOE:

Buibop komnoHeHToB

¥cTaHoska ] Cepeep ynpasneHna

Cepeep goctyna (TpebyeTch nepesarpyska)

lanee

5. B cneaylowemM OkHe HaxXkmuTe YCTaHOBUTb, A0XKANTECH OKOHYaHUS YCTaHOBKU.
Mocne nosiBneHns okHa 06 oKoHYaHuKM ycTaHoBkM HaxxmuTe No. B cnegytowiem okHe Haxmute OK.



EX Indeed PAM Wizard — =

¥cTaHoBKa KOMNOHEHTOE

Cepeep goctyna (Tpebyerch nepezarpyska)

Brifop xomnoHeHToR Windows Desktop Runtime - ¥cranoska He Tpebyetca
IPAM Gateway - ¥cTaHoeka 3asepwena

IESS0 Agent - ¥cranoeka sasepleHa

IESS0 AdminPack - ¥Ycranoexa sasepwena

¥cranoBka

WIMEeHeHKWA BECTYNAT B cuay. HaxmuTe kHonky "Aa’, 4Tobwn
NepesanycTiTe KOMMBTER C2AYAC, MAKW "HeT", ecnu Bol
MEPE3IaNYITUTE KOMMNBIOTED BPYHHYD MO3IHE,

@ HeoBxogMMOo MEpEzanycTHTE KOMMETED NPEXe, YEM

Yes Mo

Yeranosute

6. NepeHecuTe NnoaroToBreHHbIe pannbl KOHUrypauum no nyTu:

i. C:\Program Files\Indeed\Indeed PAM\Gateway\ProxyApp — rds-proxy
7. 3anyctute Ancnetyep cepBepoB (Server Manager).

8. MNepenante B NyHKT Cnyx6a yaaneHHbIX pabouunx ctonoB (Remote Desktop Services) —
Konnekuum (Collections).

9. B pasgene Konnekuuun (Collections) Haxxmnte 3apaum (Tasks) n Boibepute nyHKT Co3paTtb
Konnekuuto ceaHcoB (Create session collections).

10. 3aBepwmnte paboTy macTepa NoO CO34aHMI0 KONMEKUUN C HEOBXOANMBIMM BaM HACTPONKamu.

11. B pasgene YaaneHHble npunoxeHus RemoteApp (RemoteApp Programs) HaxxmuTe 3apgaum
(Tasks) v BbiGepuTe NnyHKT Ony6nukoBaTb yaaneHHoe npunoxeHme RemoteApp (Publish
RemoteApp Programs).

12. Haxmvute [lo6aBuTbk (Add), BibepuTte npunoxenne C:\Program Files\Indeed\Indeed
PAM\Gateway\ProxyApp\Pam.Proxy.App.exe, Haxxmute [anee (Next) 1 OnyonukoBaTb (Publish).
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13.

14.

15.
16.

B pasgene YaaneHHble npunoxenns RemoteApp (RemoteApp Programs) oTKponTe KOHTEKCTHOE
MEHI0 OMyBnIMKOBaAHHOIO NpUoXeHns 1 BoldbepuTte NyHKT U3meHnTb cBoncTBa (Edit Properties).

Mepengute B NyHKT MapameTpbl (Parameters), yctaHoBuTe onuuio PaspewnTb nobblie napameTpbl
komaHgHown ctpoku (Allow any command-line parameters) n HaxmuTe OK.

BbinonHuTe HacTpoliky 6e3onacHoCTM cepBepa AoCTyna.

Mepesanyctute cepeep.


http://localhost:3000/privileged-access-manager/3.0/security-recommendations/access-server-security-settings/

CepBep poctyna (SSH Proxy)

A NMPEOYNPEXAOEHUE

Mepen Ha4yanoM ycTaHOBKM HEOOXOAMMO BbIMONTHUTL NOArOTOBKY (hannioB KOHUrypauuu.

Inventory

1. Nepengnte B nanky guctpmbyTtmea indeed-pam-linux n nepenmeHyinte ainn inventory.template B

inventory

2. OTtpepaktupynte camnn inventory:
i. B pasgene access ykaxute FQDN agpeca cepBepos goctyna

ii. [Ins Bcex cepBepoB, KpOME foKasnibHOro, JobaBbTE CTPOKY:
remote user=root ansible password=123 ansible become password=123.

a. remote_user=root — UM4 nonb3oBaTensa AnA yaaneHHoro nogknio4YeHnsa K pecypcy

b. ansible_password=123 — naponb nornb3oBaTens Ans yAaneHHoro noaknioyeHns K pecypey

C. ansible_become_password=123 — naponb nonb3oBaTens Ansa yaaneHHoro noaknioyeHns K
pecypcy

iii. 3aKOMMeHTI/Ipyl7ITe BC€E MNoJiA, B KOTOPbl€ HE BHOCUJTUCb MBMEHEHNA N COXPAHUTE NU3SMEHEHUA

Copepxumoe danna /client-dist/inventory

# NOTE: To access docker host use local.docker name instead of localhost

#[management]
#MANAGEMENT _SERVER_FQDN_OR_IP

[access]
pamgtwl.test.local
pamgtw2.test.local remote_user=root ansible_password=123 ansible_become_password=123

#[haproxy]
#HAPROXY_SERVER_FQDN_OR_IP

#[rds]
#RDS_SERVER_FQDN_OR_IP
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# Use this section to override vars
#[all:vars]
#server_fqdn=0OVERRIDE_SERVER_FQDN

Pannbl KoOHUrypaumm

Pacnakyinte ckadaHHble dhanrbl KOHUrypauum n nepeHecuTe nanku ssh-proxy un rdp-proxy no nytu indeed-

pam-linux\state

YcTtaHoOBKa

1. NepeHecute ancTpubyTne Ha Lenesown Linux pecypc

2. 3anycTuTe CKpUNT YCTAHOBKN KOMaHAO0M

sudo bash run-deploy.sh

3. MNMpwn 3anpoce BBEAMTE UMS FTIOKaNbHOMO Nosib3oBaTterns ¢ npasamu sudo (Hanpumep, root) n ero naposb

4. [loxautecb OKOHYaHUS YCTaHOBKM

() MHOOPMALIMSA

Ecnu ckpunT npepBancs ¢ ownbkon, To oTNpaBbTe harn C ioramu B TEXHUYECKYHO MOALEPXKKY.

Ceptudmkar ygoctoBepsiroLiero LeHTpa

1. Job6aBuTb BbIrpyXeHHbIn ceptudumkaT YL B popmate .crt no nytu /etc/indeed/indeed-pam/ca-

certificates.

2. [NepesanycTntb KOMMNOHEHTLI cepBepa goctyna Indeed PAM ncnonb3ysa cnegytowime kKomaHabl

(komaHAbl 4OMKHbI BbINONHATCA B nanke /etc/indeed/indeed-pam):

sudo docker compose -f docker-compose.access-server.yml down
sudo docker compose -f docker-compose.access-server.yml up -d

nnn
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sudo docker-compose -f docker-compose.access-server.yml down
sudo docker-compose -f docker-compose.access-server.yml up -d



ﬁ O6uwasn yctaHoBKa 6e3 6anaHCUPOBKMU

YcTaHoBKa cepBepa ynpaBneHusi 1 cepeepa [oCTyna Ha pasHble cepBepbl

é—%&, O6wasn yctaHoBKa ¢ 6anaHCUpOBKOMU

YCcTaHOBKa HECKOJbKMX CcepBepoB ynpaBieHna 1 cepBepoB 0CTyMNa Ha pa3Hble CepBepbI

|®-E'~|| Cepsep goctyna (RDP/RemoteApp)

YcTaHoBka KOMMOHEHTOB cepBepa goctyna (RDP/RemoteApp)
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OOwasa yctaHoBKa 6e3 banaHCUPOBKU

A NMPEOYNPEXAOEHUE

B cocTtaB obuwen yctaHoBKku 6e3 6anaHCUpOBKN BXOAUT YCTAHOBKA cepBepa ynpaBfeHns U cepBepoB
poctyna (SSH Proxy, RDP Proxy, PostgreSQL Proxy) Ha pa3Hble cepBepbl.

/\ NPEAYNPEXOEHUE

Mepen Ha4yanoM ycTaHOBKM HEOOXOAUMO BbIMONTHUTL NOArOTOBKY (hannioB KOHUrypauuu.

Inventory

1. Nepengnte B nanky guctpmbyTtmea indeed-pam-linux.

2. NameHnTe HasBaHue banna inventory.template Ha inventory.

OTtpepakTtupynte camnn inventory:

1. B pasgene managment ykaxute FQDN agpec cepsepa ynpaBneHus.
2. B pasgene access ykaxute FQDN agpec cepsepa goctyna SSH Proxy.
3. [1na Bcex cepBepoB, KPOME JTIOKanbHOro, A06aBbTE CTPOKY:
remote_ssh_user=root ansible_ssh_password=123 ansible_become_password=123.
i. remote_ssh_user=root — MMs Nonb3oBaTens ¢ Nnpasamu sudo ANg yaaneHHoOro NoaknioYeHns K
pecypcy.
ii. ansible ssh_password=123 — naporb nornb3oBartens Ansa yaaneHHoro NoakniovYeHns K pecypcy.
iii. ansible_become_password=123 — naposb nonb3oBaTtens Ans yaaneHHOoro NogKmnoyYeHns K
pecypcy.
4. 3aKOMMEHTUPYNTE BCE MNOM4, B KOTOPble HE BHOCUITNCb U3MEHEHNS.

5. CoxpaHuTe n3aMeHeHus.

Copepxunmoe cdanna /client-dist/inventory

# NOTE: To access docker host use local.docker name instead of localhost

[management]
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pammng.test.local
[access]
pamgtw.test.local remote_ssh user=root ansible ssh password=123

ansible become_password=123

#[haproxy ]
#HAPROXY_SERVER_FQDN_OR_IP

#[rds]
#RDS_SERVER_FQDN_OR_IP

# Use this section to override vars
#[all:vars]
#server_fqdn=OVERRIDE_SERVER_FQDN

dPannbl KOHUrypaumm

Pacnakynte ckavdaHHble hansibl KOHUrypaumm n nepeHecuTe noslyv4eHHble nanku no nytu indeed-pam-

linux\state.

Ceptudumkarnbi

CepTtucdukar yaoctoBepsroLero LeHTpa

MepeHecute ceptudumkat YL, no nytn indeed-pam-linux\state\ca-certificates.

Ceptudukartbl cepBepoB

Mepengute no nytn indeed-pam-linux\state\certs n cosgante otgenbHyo Nanky Ang cepsepa ynpasneHus,

Ha3BaB ee FQDN nmeHem cepBepa ynpaBrneHust.
MNepeHecuTe cepTudUKkaTbl CEpPBEPOB YNpaBIeHMs B Nanku, KOTOpble COOTBETCTBYIOT CepBeEpaM.

Mepengute no nytn indeed-pam-linux\state\keys\rdp-proxy n co3gante oTaenbHyo Nanky Ana Kaxgoro
cepBepa goctyna, Ha3saB ee FQDN nmeHem cepsepa goctyna.

MepeHecuTe cepTudmKaThl CEpBEPOB AOCTYMa B Narku, KOTopble COOTBETCTBYIOT CepBepam.
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vars

1. Nepengnte no nytn indeed-pam-linux\scripts\ansible n otkponTte dann vars.ymil.
2. Hangute cTpoKy # pfx_pass: "ENTER_HERE" W yganuTte #.

3. BMecTo ENTER_HERE yKaxuTe naporib OT CepTUdUKaTOB U COXPaHUTE U3MEHEHNS.

YcTtaHoOBKa

1. NepeHecute gUcTpmnbyTMB Ha Lieneson Linux pecypc.

2. Ecnu BbINonHeHbl HacTporikn 6esonacHocTn CIS Benchmark Docker, To 3anycTuTe CKpunT YyCTaHOBKM
KOMaHOoMn:

sudo bash run-deploy.sh

Ecnu He BbInonHeHbl HacTporku BesonacHocty CIS Benchmark Docker, To 3anyctute ckpunt

YCTaHOBKM KOMaHOon:

sudo bash run-deploy.sh --bench-skip

3. Mpwu 3anpoce BBEAUTE MMS FIOKarbHOMO Nofib3oBaTensi ¢ npasamu sudo (Hanpumep, root) 1 ero naporb.

4. [loxxgutecb OKOHYaHUS YCTaHOBKW.

() MHOOPMALIMSA

Ecnu ckpunT npepBancs ¢ ownbkon, To oTNpaBbTe harn C ioramu B TEXHUYECKYHO NOOLAEPXKKY.

[Nepe3anyck KOMNOHEHTOB

CepBep ynpaBneHus

[na nepesanycka KOMNOHEHTOB cepBepa ynpasreHus Indeed PAM ncnonb3yite cnegyowine kKomaHabl
(komaHAbl 4OMKHbI BbINOMHATLCSA B nanke /etc/indeed/indeed-pam):

I'Iepe3any0|< BCEX KOMIMNOHEHTOB:


http://localhost:3000/privileged-access-manager/3.0/system-requirements/linux-environment/#cis-benchmark
http://localhost:3000/privileged-access-manager/3.0/system-requirements/linux-environment/#cis-benchmark
http://localhost:3000/privileged-access-manager/3.0/problem-solving/configuring-and-collecting-logs/

sudo docker compose -f docker-compose.management-server.yml down
sudo docker compose -f docker-compose.management-server.yml up -d

nnn

sudo docker-compose -f docker-compose.management-server.yml down
sudo docker-compose -f docker-compose.management-server.yml up -d

Mepesanyck KOHKPETHOrO KOMMOHEHTA:

sudo docker compose -f docker-compose.management-server.yml up -d <MmMAa KOMNoHeHTa> --
force-recreate

nnn

sudo docker-compose -f docker-compose.management-server.yml up -d <MmMA KOMNOHeHTa> --
force-recreate

Mpumep nepesanycka komnoHeHTa Indeed PAM Core:

sudo docker compose -f docker-compose.management-server.yml up -d core --force-recreate
unu

sudo docker-compose -f docker-compose.management-server.yml up -d core --force-recreate

CepBep goctyna

lMepesanycTuTb KOMMNOHEHTLI cepBepa Agoctyna Indeed PAM ucnone3ys cnegyowme KomaHabl (KoMaHabl

AOMKHbI BbINOMHATLCA B nanke /etc/indeed/indeed-pam):

sudo docker compose -f docker-compose.access-server.yml down
sudo docker compose -f docker-compose.access-server.yml up -d



nnn

sudo docker-compose -f docker-compose.access-server.yml down
sudo docker-compose -f docker-compose.access-server.yml up -d



O6wan yctaHoBKa ¢ 6anaHCUMPOBKOM

A NMPEOYNPEXAOEHUE

B cocTaB 06Lueit ycTaHOBKM C 6anaHCUMpPOBKOW BXOAWUT YCTaHOBKA HECKONbKMX CEPBEPOB yrpaBreHns u

cepBepoB goctyna (SSH Proxy, RDP Proxy, PostgreSQL Proxy) Ha pa3Hble cepBepbl.

/\ NPEAYNPEXOEHUE

Mepen Ha4yanoM ycTaHOBKM HEOOXOAUMO BbIMONTHUTL NOArOTOBKY (hannioB KOHUrypauuu.

Inventory

1. Nepengnte B nanky guctpmbyTtmea indeed-pam-linux.

2. NameHnTe HasBaHue banna inventory.template Ha inventory.

OTtpepakTtupynte camnn inventory:

1. B pasgene managment ykaxute FQDN agpeca cepBepoB yrnpaBneHus.
2. B pasgene access ykaxute FQDN agpeca cepsepos goctyna SSH Proxy.

3. [1na Bcex cepBepoB, KPOME JTIOKanbHOro, A06aBbTE CTPOKY:
remote_ssh_user=root ansible_ssh_password=123 ansible_become_password=123.

i. remote_ssh_user=root — MMs Nonb3oBaTens ¢ Nnpasamu sudo ANg yaaneHHoOro NoaknioYeHns K
pecypcy.
ii. ansible ssh_password=123 — naporb nornb3oBartens Ansa yaaneHHoro NoakniovYeHns K pecypcy.
iii. ansible_become_password=123 — naposb nonb3oBaTtens Ans yaaneHHOoro NogKmnoyYeHns K
pecypcy.
4. Ypanute KOMMeHTapum ¢ ABYyX NOCHeaHNX CTPOK.
5. B pasgene all:vars ykaxuTte server_fqdn= o6wemy nmeHn PAM.
6. 3aKOMMEHTUPYINTE BCE MONs, B KOTOPblE HE BHOCUNCH N3MEHEHMUS.

7. CoxpaHuTe N3MeHeHUs.

Copepxumoe danna /client-dist/inventory
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# NOTE: To access docker host use local.docker name instead of localhost

[management]

pammngl.test.local

pammng2.test.local remote_ssh_user=root ansible ssh_password=123
ansible become_password=123

[access]

pamgtwl.test.local remote_ssh _user=root ansible ssh _password=123
ansible become_password=123

pamgtw2.test.local remote_ssh_user=root ansible ssh_password=123

ansible become_password=123

#[haproxy]
#HAPROXY_SERVER_FQDN_OR_IP

#[rds]
#RDS_SERVER_FQDN_OR_IP

# Use this section to override vars
[all:vars]
server_fqgdn=pammng.test.local

dannbl KOHUrypaumm

Pacnakyinte ckadyaHHble dpanrbl KOHUrypauum n nepeHecuTe nofnyyYeHHsle nanky no nytn indeed-pam-
linux\state.

Ceptudukartol

CeptudukaTt ygoctoBepsowero LeHTpa

MepeHecute ceptudmkat YL, no nytn indeed-pam-linux\state\ca-certificates.

CepTtudukartbl cepBepoB

Mepengute no nytn indeed-pam-linux\state\certs n cozgante otaenbHyt0 Nanky AnNA KaXgoro cepeepa
ynpaeneHunsd, HassaB ee FQDN nmeHem cepBepa ynpasneHust.
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[MepeHecuTe cepTudunkaTbl cepBepoB ynpaereHusi B Narnku, KOTopble COOTBETCTBYIOT CepBepam.

Mepengute no nytn indeed-pam-linux\state\keys\rdp-proxy n cosgante otaenbHyo nanky Ang Kaxgoro

cepBepa goctyna, Ha3eas ee FQDN nmeHem cepBepa gocrtyna.

MepeHecute cepTudmKaTbl CEPBEPOB AOCTYMNa B Narnku, KOTOpble COOTBETCTBYIOT CEpBEpPaM.

vars

1. Nepengnte no nytn indeed-pam-linux\scripts\ansible 1 otkponTte dann vars.ymil.
2. Hanpgute cTpoKy # pfx_pass: "ENTER_HERE" W yganuTte #.

3. BMecTo ENTER_HERE YyKaxute rnaposnb OT CEpTUUKATOB N COXPaHUTE N3MEHEHNS.

YcTtaHoOBKa

1. NepeHecute anctpnbyTne Ha Lenesom Linux pecypc.
2. Ecnu BbINonHeHbl HacTporikn 6esonacHocTn CIS Benchmark Docker, To 3anycTuTe CKkpunT YCTaHOBKM

KOMaHOoMn:

sudo bash run-deploy.sh

Ecnu He BbInonHeHbl HacTporku BesonacHocty CIS Benchmark Docker, To 3anyctute ckpunt

YCTaHOBKM KOMaHOown:

sudo bash run-deploy.sh --bench-skip

3. Mpwn 3anpoce BBEAMTE UMS FTIOKaNbHOMO Nosb3oBaTtens ¢ npasamu sudo (Hanpumep, root) n ero Naporsb.

4. [loxautecb OKOHYaHUS YCTaHOBKW.

() UH®OPMALUSA

Ecnu ckpunT npepBancs ¢ ownbkon, To oTNpaBbTe harn C fioramm B TEXHUYECKYHO NOALAEPXKKY.

[lepe3anyCcK KOMNOHEHTOB


http://localhost:3000/privileged-access-manager/3.0/system-requirements/linux-environment/#cis-benchmark
http://localhost:3000/privileged-access-manager/3.0/system-requirements/linux-environment/#cis-benchmark
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CepBep ynpaBrneHus

[na nepesanycka KOMNoOHeHTOB cepBepa ynpasneHnsa Indeed PAM mncnonb3ynte cnegyrowmne KomaHabl
(komaHbl 4OMKHbI BbINOMHATLCSA B nanke /etc/indeed/indeed-pam):

I'IepesanyCK BCeX KOMIMOHEHTOB:

sudo docker compose -f docker-compose.management-server.yml down
sudo docker compose -f docker-compose.management-server.yml up -d

nnn

sudo docker-compose -f docker-compose.management-server.yml down
sudo docker-compose -f docker-compose.management-server.yml up -d

I'IepesanyCK KOHKPETHOINo KOMIMOHEHTA:

sudo docker compose -f docker-compose.management-server.yml up -d <WMA KOMMNOHeHTa> --
force-recreate

nnn

sudo docker-compose -f docker-compose.management-server.yml up -d <MmMAa KOMMNOHeHTa> --
force-recreate

Mpumep nepesanycka komnoHeHTa Indeed PAM Core:
sudo docker compose -f docker-compose.management-server.yml up -d core --force-recreate
nunu

sudo docker-compose -f docker-compose.management-server.yml up -d core --force-recreate

CepBep goctyna



lMepe3anycTuTb KOMMNOHEHTLI cepBepa aoctyna Indeed PAM ncnonb3ys cnegyowme KomaHabl (KoMaHgbl
OOSMKHBI BbINONHATLCA B Nanke /etc/indeed/indeed-pam):

sudo docker compose -f docker-compose.access-server.yml down
sudo docker compose -f docker-compose.access-server.yml up -d

nnn

sudo docker-compose -f docker-compose.access-server.yml down
sudo docker-compose -f docker-compose.access-server.yml up -d



CepBep poctyna (RDP/RemoteApp)

O NOOCKA3KA
Ansa nonyyenusa guctpmbytmea Indeed PAM Heobxoammo caoenatb 3anpoc B Criyx0y noaaepku

Indeed-Id:

support@indeed-id.com

/\ NPEAYNPEXAEHUE
Mepen ycTaHOBKOW KOMMOHEHTOB cepBepa AoCTyna Heobxoammo paseepHyTb ponv Remote Desktop

Services 1 NoarotoBUTb hansibl KOHUIypauuu.

/\ NPEQYNPEXAEHUE

Mocne ycTaHOBKM 1 HACTPOWKN KOMMOHEHTOB cepBepa A0CTyna HeobxoaMmMo NpuMeHnTb Tpebyemble
ansa pabotel Indeed PAM Gateway HacTponkun 6e30nacHOCTU, eCin HE MPUMEHUTb AaHHbIE HACTPOMKH,

TO NPW NOAKIHYEHUM K CepBepy AoCTyna ceccus GyaeT 3aBepLuaTbCs.

1. CkonupyunTte nanky ¢ guctpudytnsom Indeed PAM Ha Oyaywiun cepep goctyna.
2. 3anyctute PowerShell oT umeHn agMuHucTparopa.

3. 3anyctute cueHapun yctaHoBkm Indeed-PAM-Wizard.ps1.


mailto:support@indeed-id.com
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http://localhost:3000/privileged-access-manager/3.0/preparation-for-installation/servers/
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http://localhost:3000/privileged-access-manager/3.0/security-recommendations/access-server-security-settings/

4. B okHe Bbi6op komnoHeHTOB BhibepuTe CepBep [octyna n Haxmute Oanee.

E¥ Indeed PAM Wizard — x>

¥cranoBKka KOoMMOHEHTOB
BmBepute cepeep ANA YCTAHOBKW KOMNOHETOE:

Buibop komMnoHeHToB

¥cTaHoska ] Cepeep ynpasneHna

Cepeep goctyna (TpebyeTch nepesarpyska)

lanee

5. B cneaylowemM OkHe HaXkmuTe YCTaHOBUTb, A0XKANTECH OKOHYaHUS YCTaHOBKU.
Mocne nosiBneHns okHa 06 oKoHYaHuKM ycTaHoBkM HaxxmmTe No. B cnegytowem okHe Haxmute OK.



EX Indeed PAM Wizard — =

¥cTaHoBKa KOMNOHEHTOE

Cepeep goctyna (TpebyeTca nepesarpyska)

Brifop xomnoHeHToR Windows Desktop Runtime - ¥cranoska He Tpebyetca
IPAM Gateway - ¥cTaHoeka 3asepwena

IESS0 Agent - ¥cranoeka sasepleHa

IESS0 AdminPack - ¥Ycranoexa sasepwena

¥cranoBka

WIMEeHeHKWA BECTYNAT B cuay. HaxmuTe kHonky "Aa’, 4Tobwn
MEPE3anyCTUTE KOMMBIOTER CEAYAC, AW "HeT", ecnu Bol
Mepe3IanycTUTe KOMNBKTED EPYYHYID MOIHE,

@ HeoBxogMMOo MEpEzanycTHTE KOMMETED NPEXe, YEM

Yes Mo

Yeranosute

6. NepeHecuTe NoaroToBrieHHbIE ddannbl KOHUrypauum no nyTu:

i. C:\Program Files\Indeed\Indeed PAM\Gateway\ProxyApp — rds-proxy
7. 3anyctute [lucnetyep cepsepoB (Server Manager).

8. MNepenante B NyHKT Cnyx6a yaaneHHbIX pabouunx ctonoB (Remote Desktop Services) —
Konnekuuu (Collections).

9. B pasgene Konnekuuun (Collections) Haxxmnte 3apaum (Tasks) n Boibepute nyHKT Co3paTtb
Konnekuuto ceaHcoB (Create session collections).

10. 3aBepwmnTe paboTy macTepa No CO34aHMI0 KOMEKUUN C HEOBXOANMBIMM BaM HACTPONKamu.

11. B pasgene YaaneHHble npunoxeHus RemoteApp (RemoteApp Programs) HaxxmuTe 3apgaumn
(Tasks) v Bbibepute nyHKT OnybnukoBaTb yaaneHHoe npunoxeHne RemoteApp (Publish
RemoteApp Programs).

12. Haxmvute [lo6aBuTb (Add), BoiGepuTe npunoxeHne C:\Program Files\Indeed\Indeed
PAM\Gateway\ProxyApp\Pam.Proxy.App.exe, HaxmuTe [anee (Next) 1 Ony6nukoBatb (Publish).
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13.

14.

15.
16.

B pasgene YaaneHHble npunoxenns RemoteApp (RemoteApp Programs) oTKponTe KOHTEKCTHOE
MEHI0 OMyBnMKOBaAHHOIO NpUoXeHns n BoldbepuTte NyHKT U3meHnTb cBoncTBa (Edit Properties).

Mepengute B NyHKT MapameTpbl (Parameters), yctaHoBuTe onuuio PaspewnTb nobblie napameTpbl
komaHgHowu ctpoku (Allow any command-line parameters) n HaxmuTe OK.

BbinonHuTe HacTpoliky 6e3onacHoCTM cepBepa AoCTyna.

MNepe3anyctute cepsep.
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YcTaHOBKAa M HacTpouKa KIIMeHTCKUX
KOMMNOHEHTOB

PamSu

KomnoHeHT PamSu nossonset nonb3oBatensam Indeed PAM 3anyckatb KoMaHAbl C NpaBamu root,
Ncnonb3ysi Naposnb cBoen coOO6CTBEHHON y4eTHOM 3anuncu nonb3oBartens Active Directory.

YcTaHoBKa BbINOMHAETCA BPYYHYO Ha Linux-pecypcax, rae Heobxoanumo 3anyckaTb KOMaHabl C npaBamm

root.

YctaHoBka PamSu

KomnoHeHTbl pacnonoxeHsl B nanke: ..PAM_2.10.0\indeed-pam-tools\pamsul\.

() NPUMEYAHVUE

YcTtaHoBKa ytunutbl PamSu BbinonHaeTca Ha pecypcbl OC *nix.

3arpysuTe yCTaHOBOYHbIV NAKET HA PECYPC W BbINOMHUTE KOMaHAy:

YcraHoBka Ha Debian-based OC

$ sudo dpkg -i Indeed.PAM.PamSu*.deb
YctaHoBka Ha RedHat-based OC

$ sudo rpm -i Indeed.PAM.PamSu*.rpm

Hactponka PamSu

Ha pecypce Heobxoammo HacTpouTb goBepue ceptudukaty Beb-cepeepa core v idp. NpoBeputb
KOPPEKTHOCTb paboThl C cepTUdMnKaTaMm MOXHO BbINOSHUB KOMaHAY:



$ curl https://pam.indeed-id.local

OTtkponte dann /etc/pamsu.conf B ntobom pegakTope ¢ npaBamMu NoOKanbHOro agMUHUCTPATopa, yKaxuTte
HacTtpovku idp_url, api_url, log_path n log_level:

idp_url — agpec idp

core_url — agpec core

log_path — nyTb Kk kaTanory ¢ gpannamm noros

log_level — ypoBeHb nornposaHus, moxeT npuHumMmatb 3HaveHuns INFO, WARN, ERROR, FATAL

Set idp url https://pam.indeed-id.local/pam/idp
Set core_url https://pam.indeed-id.local/pam/core
Set log path /var/log

Set log level INFO

Ha HekoTopbIx cuctemax ssh server He paspeLuaeT No yMONYaHUIo NnepemMeHHble okpyxeHusa LC_*. [ins
KOppeKkTHOWN paboTbl NnpunoxeHunsa cneayet B anne /etc/ssh/sshd_config nobasutb ctpoky AcceptEnv
LC_PAM_USER LC_PAM_SESSION_ID, nn6o mackon LC_*.

(D NPUMEYAHUE

[nsa paspeleHns BbINOMHEHMSA KOMaHAbl pamsu HEOOXOAMMO BKITOYUTL B NONUTUKE, B pasgene SSH

onuuto Pa3p6LLIVITb BbIMNOJIHATb pamsu.

Indeed PAM Agent

Indeed PAM Agent cnegyet yctaHaBnvMBaTb HEMOCPEACTBEHHO HA PECYpPChbl AN BKITHOYEHNA BO3MOXHOCTHU

TekcToBoro normposaHna RDP ceccun.

/\ NPEQYNPEXAEHUE

|_|pl/| OTCYTCTBUUN areHTa Ha pecypce 1 BKIMto4EHUN Onunmn CoxXpaHeHnd TEKCTOBbIX JTOroB B MNonutuke
NoAKNOYEHUI NONb30BaTeNbCKasi ceccus 3aBeplnTcAa aBTOMaTU4eCKn 4epe3 MUHYTY.

Mocne yctaHoBkn Indeed PAM Agent noTpebyeTcs BbINONMHUTL Nepesarpy3ky unn nosTopHbI Bxod B OC.

[ononHutensHas HacTponka He TpebyeTcs.
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Indeed PAM Desktop Console

HacTtpoika Indeed Pam Desktop Console ansi JOMeHHbIX MaLIuH

1. CkonupyinTte cogepxnmoe nanku indeed-pam-tools\desktop-console\PolicyDefinitions Ha
KoHTponnep aomeHa B katanor C:\Windows\sysvol\domain\policies\PolicyDefinitions

2. Ha koHTponnepe gOMeHa 3anycTute oCcHacTKy YnpaBneHue rpynnoBon nonutukon (Group Policy
Management Console)

3. Bblbepute HeobxoanmbIn 06BLEKT rpynnoOBOM NONUTUKK, NeperanTe B pasaen Computer
Configuration\Policies\Administrative Templates\Indeed PAM\General\ (KoHdurypauus
komnbtoTepa\lronutukm\AgMmmHmcTpaTusHble WwabnoHbl\Indeed PAM\O6Lume)

4. Bkntounte n Hactpoute PAM connection settings (HacTtpowiku nogkntoveHns ¢ PAM)

5. OBHOBUTBL rpPynNNoOBbIE NOANTUKM Ha KNueHTckom MK

HaCTpOI;IKa AnA MaWWH, K KOTOPbIM He NTPUMEHAKTCA AOMEeHHbIe NOJIUTUKU

1. CkonupyinTte cogepxnmoe nanku indeed-pam-tools\desktop-console\PolicyDefinitions B
katanor C:\Windows\PolicyDefinitions

2. 3anyctute peaakTop nokanbHOW rpynnosou nonutukn gpedit.msc

3. Nepengute B pasgen Computer Configuration\Policies\Administrative Templates\indeed
PAM\General\ (KoHdurypauusa komnbtotepa\llonutukm\AgmmHucTpaTtneHble wabnoHbi\indeed
PAM\OGLme)

4. Bkntounte n Hactpoute PAM connection settings (Hactpoiku nogkntoveHus ¢ PAM)

HacTtpownka 3anucu cobbitnn B Syslog

Windows Linux

1. Nepengnte B katanor C:\inetpub\wwwroot\Iis\targetConfigs, cozgante konuto anna
sampleSyslog.config n nepenmenynte ee B Pam.Syslog.config, 3atem oTpegaktnpymnte <Settings>

. </Settings> B COOTBETCTBMM C HACTPOMKAMM HUXKE:

o HostName — ums Syslog-cepsepa
o Port — nopt Syslog-cepsepa

o Protocol — tun nogkntodeHnsa k Syslog-cepsepy: TCPoverTLS, TCP, UDP



o Format — copmart noros: Plain, CEF, LEEF
o SyslogVersion — cneundumkauns npotokona: RFC3164, RFC5424

C:\inetpub\wwwroot\is\targetConfigs

<Settings HostName="localhost" Port="5081" Protocol="TCP" Format="CEF"

SyslogVersion="RFC3164" />

2. B gpanne C:\inetpub\wwwroot\Is\clientApps.config oTpegaktupynTe cekumnto pam Ans paboTbl C

darinom Pam.Syslog.config — nobasbTe HOBLIM TargetId ana WriteTarget:

C:\inetpub\wwwroot\ls\clientApps.config

<Application Id="pam" SchemaId="Pam.Schema">
<ReadTargetId>Pam.TargetDb</ReadTargetId>
<WriteTargets>
<TargetId>Pam.TargetDb</TargetId>
I <TargetId>Pam.Syslog</TargetId>
</WriteTargets>
<AccessControl>
<I--<CertificateAccessControl CertificateThumbprint="60601122
Rights="Read" />-->
</AccessControl>
</Application>

3. danee B aTOM e (hanne B cekunmn Targets AobGaBbLTE HOBbLIN 3M1IEMEHT:

C:\inetpub\wwwroot\is\clientApps.config

<Targets>

<Target Id="Pam.TargetDb" Type="mssql"/>
I <Target Id="Pam.Syslog" Type="syslog"/>
</Targets>

B Target Id="Pam.TargetDb" nponuwmnte Type B 3aBUCMMOCTM OT ucnonb3yemon b/:

pgsql.

.. AA11"

mssql wUnm



Hactpouka RADIUS

A NMPEOYNPEXOEHUE

Bce URL ykasbiBaloTCS B HMXXHEM perucrpe.

®opmat JSON He gonyckaeT Hanmyns KOMMeHTapueB B chanrne, NoaToMy HeobxoaMmo yaanuTb
CTPOKM, HaYMHaroLmecs ¢ cumsonos "//".

/\ NPEAYNPEXAEHUE

Mocne BHeCEHNSA n3amMeHeHn B hain KoHurypaumm Heobxoammo nepesarpy3nTb Ny npunoxeHun ldp
B IIS Manager.

Mepengute B katanor C:\inetpub\wwwroot\pam\idp 1 oTpegaktupyinte dann appsettings.json.

Cekuusa ldentitySettings

e DirectoryMechanism — mexaHu3m paboTbl ayTeHTUdUKaLMK.

o Authentication — napameTp ykasbiBaeT nocTaBLWMKOB ayTeHTUpmnkaummn B IDP.

Cekuus IdentitySettings B koHcburypaumoHHom channe appsettings.json

"IdentitySettings": {

"DirectoryMechanism": "Radius",
"Authentication": "Local",

Cekuusa Radius

¢ AuthenticationScheme — cxema ayteHTudukaumm 8 RADIUS. Bo3amoxHble
3HadeHus: 'PAP', 'CHAP', 'MSCHAPV2'. Cxema PAP siBnsetca Hebe3zonacHoMn, NOTOMY YTO Naposib
nepenaeTcs B OTKPbITOM BMAe.

¢ AuthenticationUserName — copmat numeHu ansa ayteHtudpmkaumm.



Bo3MOXxHble 3Ha4YeHus:

o NameWithoutDomain — nma 6e3 gomeHa (ansa ayteHTudukaumm B FreeRadius).
o SamCompatibleName — nmsa B popmate INDEED\\user.

o PrincipalName — nms B popmaTte user@indeed.domain.

o Secret — cekpeT Ans ONONHUTENbHOW ayTEeHTUdUKaALUN KOMMOHEHTA.
o Timeout — Bpemsa oxungaHus oteeta ot cepeepa RADIUS.
 RemoteEndpoint:

o Address — agpec cepsepa RADIUS ans nogknoyeHus.

o Port — agpec cepsepa RADIUS gnsa nogkntoyeHus (no ymondaxuo 1812).

Cekuusa Radius B koHcurypaunmoHHom channe appsettings.json (oauH cepsep RADIUS)

"Radius": {
"AuthenticationScheme": "MSCHAPV2",
"AuthenticationUserName": "PrincipalName",

"Secret":"ENCRYPTED_CfDJ8MPJI7V58kgpLvtoHgdiuk5VKMK_hf3r437uzZdHjdZAfve5wtVvgDZPjjbm7bgjCXKM
"Timeout": 10,
"RemoteEndpoint": {
"Address": "PAM_RADIUS SERVER 1",
"Port": 1812

MoxHo ykasaTb Heckonbko cepBepoB RADIUS, ytobbl 06ecneunTb 0Tka3oyCTONYNBOCTb CUCTEMBI. B aTOM
cnyyae PAM nockinaet 3anpoc cepeepam RADIUS nocnegoBatensHo, B NOpsiAKe yKa3aHUs CEpBEPOB B
KOH(pUrypaumoHHomMm ganne. To eCTb ecnn He yaanochb nogkniounTeca K nepsomy cepeepy RADIUS, To PAM
nonbITaeTCs NOAKMIOYUTLCS K CnegyoLemy.

Cekuusa Radius B koH¢urypaumoHHom chpanne appsettings.json (aBa cepsepa RADIUS)

"Radius": {
"Timeout": 10,
"RemoteEndpoints": [
{
"Address": "10.11.4.28",
"Port": 1812,


mailto:user@indeed.domain

}s

"Secret": "123",
"AuthenticationScheme": "MSCHAPV2",

"AuthenticationUserName": "PrincipalName"
s
{

"Address": "10.11.4.128",

"Port": 1812,

"Secret": "123",

"AuthenticationScheme": "MSCHAPV2",

"AuthenticationUserName": "PrincipalName"
}



Hactpounka nognucu RDP cdhaunna

BknroyeHue noanucu RDP cdhanna

[nsa Toro, 4tobbl BkNouMTb nognuck RDP danna Heobxoanmo oTpegaktupoBaTh pasgen Rdp danna

KOH(purypaumm Core, HaxoaaLWMNCs No NyTu:

C:\inetpub\wwwroot\pam\core — gna Windows

"Rdp": {
"UseRemoteApp": false,
"SignRdpFile": true,
"Certificate": "16c2l14ba7dec702a7ce5e4ac727502b0cod448e2",

"Password":

}s

letc/indeed/indeed-pam/core — ans Linux

"Rdp": {
"UseRemoteApp": false,
"SignRdpFile": true,
"Certificate": "/etc/",
"Password": "1234"

s
Cekuunsa Rdp

o SignRdpFile — BkntoveHne nognmncu RDP danna.
o Certificate — otneyartok ceptTucumkarta nnm Nyt 4O camMoro ceptudukara.

o Password — naponb ceptudukara. Nuwetcsa ecnu B napametpe Certificate 6bin ykasaH nytb o

cepTudukara.
Mocne pegakTnpoBaHus danna KoHpurypaumm Heobxogmmo nepesanyctutb KoMnoHeHT Core
Windows

Mepesanyctutsb IIS



Linux

Mepentn B nanky /etc/indeed/indeed-pam

cd /etc/indeed/indeed-pam
Mepe3anyctutb kKomnoHeHT Indeed PAM Core:

sudo docker compose -f docker-compose.management-server.yml up -d core --force-recreate
nnu

sudo docker-compose -f docker-compose.management-server.yml up -d core --force-recreate

HacTtpouka ceptucukarta

Onsa sBknoyeHns nognucu RDP danna Heobxoaum cepTudmkar, BblAaHHbIN YOOCTOBEPSOLWUM LIEHTPOM

cepTudurkaumnm

(D NPUMEYAHUE

Bce gencrteus, onncaHHble HUXe, npoxogAT Ha cepBepe ynpaBrieHnd C YCTaHOBJIEHHbIM KOMIMOHEHTOM

Core

Windows ¢ oTnevyaTkom

1. lo6aBuTb cepTuduKaT B JIMYHOE XPaHUIULLE KOMMbIOTEPA.



2. OTKpbITb MeHI0 cepTudukata Bee 3apaum (All Tasks) — YnpaBneHue 3akpbITbIMU Kno4amMum

Iszued lo Iszued By Expiration Late
?Egtwl&vdd.mm vdd-ADC-CA 412/2025
?@ gtw2d.vdd.com gtw2d.vdd.com 4/13/2024
?@idp.vdd.cnm idpwvdd.com 47772024
gd-ADC-CA 4/12/2025

Open

All Tasks * Open

Cut Request Certificate with Mew Key...

Copy Renew Certificate with Mew Key...

Lrae Manage Private Keys...

Properties Advanced Operations *

Help Export...

(Manage Private Keys...).

3. Haxatb [lo6aBuTb... (Add...) B OTKpbIBLLEMCHA OKHE HaxaTb Pa3melweHue... (Locations...), BbibpaTb
nokanbHbIn KoMmnbioTep — OK.

4. B none Beectn ums [IS_ITUSRS — OK.

Select Users or Groups >

Select this object type:

|Users. Groups, or Builtin security principals | Object Types...

From this location:
|GTW28 || Locations...

Enter the object names to select (examples):
GTW2EWIS (USRS Check Names

Advanced... Cancel

5. OTpegakTnpoBaTtb dann KoHpurypaumm, ykazaB oTnedaTok ceptudukara 6e3 napons

Linux ¢ umnopTtupoBaHuem knro4va opmarte PFX

1. UmnopTtupoBaTthb B nanky /etc/indeed/indeed-pam/keys/rdp-sign.pfx ceptudukat B popmate PFX ¢

NpVBaTHbLIM KMOYOM 1 Naporem.

2. OTpepakTnpoBaTb hann KoHUrypaumm, ykasas nyTb K cepTudukaty u naponb

3. OtpepaktnpoBatb dann /letc/indeed/indeed-pam/docker-compose.management-server.ymi
Ao6aBnB CTPOUKY
./keys/rdp-sign.pfx:/etc/indeed/indeed-pam/keys/rdp-sign.pfx B pa3gene core — volumes
Anst npobpoca ceptudurkaTta B KOHTENHEP:



volumes:
- ./core/events:/var/lib/indeed/indeed-pam/events
- ./core/appsettings.json:/app/appsettings.json:ro
- ./keys/shared/protector:/etc/indeed/indeed-pam/keys/shared/protector:ro
- ./keys/core:/etc/indeed/indeed-pam/keys/core:ro
- ./ca-certificates:/usr/local/share/ca-certificates:ro
- ./logs/core:/app/logs
- ./keys/rdp-sign.pfx:/etc/indeed/indeed-pam/keys/rdp-sign.pfx



HacTtpouka ogHopa3oBoOro napons no
Email

[aHHas dyHKUMA NO3BONSET Nony4vaTb BTOpon hakTop Yyepes nouty. Mouta 6epeTcsa us AaHHbIX y4ETHON

3anucu B Active Directory.

Ha Windows cepBepe — nepengute B katanor C:\inetpub\wwwroot\pam\idp n otpegaktnpynte

ann appsettings.json.

Ha Linux cepBepe — nepewngute B katanor /etc/indeed/indeed-pam/idp v oTpeaaktupyinte dann

appsettings.json.

Cekuunsa ldentitySettings — nomeHaTb TOTP Ha EMAIL

"IdentitySettings": {

"SecondFaType": "TOTP",

Cekuunsa Smtp

"Smtp": {
"Address": "PAM_SMTP_ADDRESS",
"Port": 587,
"SenderAddress": "PAM_SMTP_SENDER_ADDRESS",
"Username": "PAM_SMTP_USERNAME",
"Password": "",
"EncryptionMethod": "TLS"

"AllowedSslProtocols": "T1ls12,T1s13"

e Address — agpec SMTP cepsepa.

e Port — nopt SMTP cepsepa.

e SenderAddress — agpec, C KOTOporo 6ygeT oTnpasBrneHo NMCbMO.
e Username — fIOrMH Ansi aBTOpM3aLumn Ha cepBepe.

e Password — Maporb AN aBTopu3aummn Ha cepeepe(lumngpyeTcs).



e EncryptionMethod — meToq WnNpoBaHNA, NnogaepXmBaeTcs Tonbko TLS.

e AllowedSslProtocols — nogaepxuBaemblie Bepcum TLS.



BknoyeHue nepe3anycka KOHTEMHepPoOB
cCepBUCOB NPOKCHU

Docker-koHTenHepam SSH Proxy n RDP Proxy Tpebyetcsa nepuoanyeckmin nepesanyck (potaums) ans
yCTpaHeHus 3(PEKTOB yTEUYKN NamMaTH, NOTOKOB 1 Aeckpuntopos. B Indeed PAM aTo peanusoBaHo
crneunasnbHbIM CKPUMNTOM, KOTOPbIM 3anyckaeTcs aBToMaTu4eckun no pacnmcanunio. OctaHoBka pabotsl PAM

npu 3TOM He NpoucxoauT (Ceccum nonb3oBaTenen He NpepbIBaOTCS ).

Mo YMOI4aHUIo nepesanyck BbIKITKOYEH. UTobbl ero BKMOYUTD, HY>KHO U3MEeHUTb 3Ha4YeHne napameTpa B

doanne KoHUrypauum n nepesanyctnTb cepeep gocTyna.

BknioyeHue nepesanycka B panne
KoHdurypauumm

1. OTkpownTe hpann ./scripts/ansible/vars.yml.
2. B cekuumn proxy_recycling noMmeHsinTe 3HayeHne napameTpa enabled ¢ false Ha true.

3. lNepexoaute K nepesanycky cepsepa 4OCTyna.

A NMPEOYNPEXOEHUE

Mpun ncnonb3oBaHun Ha cepepe goctyna SELinux B pexxume Enforcing Bam notpebyeTcsa Bpy4Hyto
A06aBUTb KOHTEKCT AM1s CKpUNTa, Bbl yBUAUTE coobLueHne 06 aToMm:

TASK [War‘n abOUt SELinUX mOde] 3k 3k 3k 3k 3k 3k 3k sk sk sk sk sk sk sk sk sk sk sk sk sk ok sk ok k ok

msg:

'Warning: SELinux is in enforcing mode. Add script context manually:'

semanage fcontext -a -t bin_t /etc/indeed/indeed-pam/scripts/recycle-proxy.sh &&
restorecon -Fv /etc/indeed/indeed-pam/scripts/recycle-proxy.sh

Mo3aTOoMY BbINOMHWTE CreayHLLY0 KOMaHAy:



semanage fcontext -a -t bin_t /etc/indeed/indeed-pam/scripts/recycle-proxy.sh &&
restorecon -Fv /etc/indeed/indeed-pam/scripts/recycle-proxy.sh

JononHutenbHbIe HACTPOUKU

B daiine ./scripts/ansible/vars.yml, B cexummn proxy_recycling €CTb €Lle HECKOIbKO NapameTpoB. YKaxute

NX 3Ha4YEeHNA (OI'ILI,VIOHaJ'IbHO) nnn VICI'IOJ'Ib3yI7ITe 3Ha4YeHna no ymosmn4aHuto.

e replicas — konu4yectBo Master-pennuk (aKTUBHbIX PENSINK, KOTOPbIE NPUHMMALOT coeanHeHns). Mo

ymosn4daHuio 1.

e proxies — TUNbl NPOKCK, ANS KOTOPbIX OyAET BbINOMHATLCS Nepe3anyck. [NpeacraensieT n3 cebs

mMaccuB. 1o ymonyaHuio [rdp,ssh].
e rotation_hours — Bpems poTaumu pennuk B Yacax. o ymonyaHuio 168.

e session_hours — MakcuMMarnbHas OfMTENbHOCTb CECCUM B Yacax AN pensinkv B COCTOSSHUM DRAIN
(korga cepBep He NPUHUMAET HOBblE COeaMHEHNS, HO obpabaTbiBaeT cywecTBytowme). o ymonyaHumto
24,

MNepesanyck cepBepa Aoctyna

/\ NPEAYNPEXOEHUE

3anyckante komaHabl 13 nanku /etc/indeed/indeed-pam.

[nsa nepesanycka kKOMMNOHeHTOB cepBepa goctyna Indeed PAM mncnonb3ynte criegytowne KomaHabl:

sudo docker compose -f docker-compose.access-server.yml down
sudo docker compose -f docker-compose.access-server.yml up -d

nnn

sudo docker-compose -f docker-compose.access-server.yml down
sudo docker-compose -f docker-compose.access-server.yml up -d



NMpumep nepesanycka komnoHeHTa RDP Proxy

sudo docker compose -f docker-compose.access-server.yml up -d Pam
force-recreate

nnn

sudo docker-compose -f docker-compose.access-server.yml up -d Pam
force-recreate

NMpumep nepesanycka komnoHeHTa SSH Proxy

sudo docker compose -f docker-compose.access-server.yml up -d Pam
force-recreate

nIin

sudo docker-compose -f docker-compose.access-server.yml up -d Pam
force-recreate

.RdpProxy.Service

.RdpProxy.Service

.SshProxy.Service

.SshProxy.Service



UHTerpaumsa co CTOPOHHUMMU
KaTanoramm nonb3oBaTeneu

Ha aton cTpaHuue onncaHo, kak HacTpouTb MHTerpaunto npogykta Indeed PAM ¢ katanoramu
nonb3oBatenen Active Directory, FreelPA, OpenLDAP n ALD Pro.

[1na nameHeHna napameTpoB YTEHUS KaTanora nonb3oBareneun Tpe6yeTc;| oTpenakTnpoBaTb CeEKUUIO

UserCatalog B KOHUrypaumoHHbIX dannax Core u ldp.

MyTb Ao canna koHcpurypauum Core:

Windows C:\inetpub\wwwroot\pam\core\appsettings.json

Linux /etc/indeed/indeed-pam/core/appsettings.json

MyTb po cpanna koHcpurypauumm ldp:

Windows C:\inetpub\wwwroot\pam\idp\appsettings.json

Linux /etc/indeed/indeed-pam/idp/appsettings.json

HacTtpounka nuterpauum c Active Directory

dannbl KOHUrypaumm nsHayanbHO cogepxaTt HacTponkn Ans nHterpaumm ¢ Active Directory,

AOMOSNHUTENbHBIX N3MEHEHUI He TpebyeTcs.

HacTpouka noucka nonb3oBaTtesien B rpynne 6e3onacHoOCcTu

[na HacTponkn nomncka nosnb3oBartesien U3 onpeaeneHHon rpynnsl 6esonacHocTn TpebyeTca HaCTPOUTb

napameTp CatalogFilter.

Mpumep HacTpoKrkK NapameTpa AN OAHOM rpynnbl 6e30nacHoCTU



"CatalogFilter": "memberOf=cn=Admins,CN=Builtin,DC=vdd,DC=com"

Mpumep HACTPOMKK ANt HECKONbKUX rpynn 6e3onacHocTn

"CatalogFilter": "(|(memberOf=cn=Admins,CN=Builtin,DC=vdd,DC=com)
(memberOf=cn=PrivelledgeAccounts,OU=Groups,DC=vdd,DC=com)
(memberOf=cn=Admins1,0U=PAMUsers,DC=vdd,DC=com) )"

I'IapameTp ContainerPath Takke OOMKEH ObITb 3aMOMHEH, T.K. CYUTLIBATLCA 6y,u,yT TOJNbKO TE

nonb3oBaTenu, KoTopble cocToaT B OU, KOTOPbLIN Bbl yka3anu B 3Ha4eHnn napameTtpa CatalogFilter.

v [1pumep 3anonHeHHon cekumn UserCatalog ¢ ykasaHmem rpynnbl 6e3onacHoCcTu

"UserCatalog": {

"RootProvider": "adl",
"Providers": {
"Ldap": [
{

"Id": "adl",
"ConnectorType": "Ldap",
"LdapServerType": "ActiveDirectory",
"Domain": "indeed.test",
"Port": 636,

"AuthType": "Basic",
"SecureSocketLayer": true,
"ContainerPath": "OU=UsersPAM,DC=indeed,DC=test",
"CatalogFilter": "memberOf=cn=SecurityGroup,OU=PAMUsers,DC=indeed,DC=test",
"UserName": "IPAMADReadOps@indeed.test",
"Password": "qwel23",
"UserMapRules": {
"Settings": [
{
"Category": "person",
"Class": "user"




[ononHuTenbHy MHPOPMaLMo MO HacTporKe napameTpa CatalogFilter MOXHO npoyvTaTth B
AokymeHTtauum Microsoft.

Hactpounka nHterpauum c Freelpa vnu AldPro

[ns HacTponku nHTerpaumm ¢ katanorom nosib3osatesnien FreelPA nnn AldPro nonb3oBatenu katanora
AOMMKHbI UMETb criegytowme atpubyTbl:

entryUUID nnu ipaUniqueID
e cn

e entryDn

ipaNTSecurityIdentifier

krbPrincipalName

e uid

v [Mpumep 3anonHeHHon cekuun UserCatalog onsi katanora nonb3osaternen FreelPA unu AldPro

{
"Id": "ad",
"ConnectorType": "Ldap",
"LdapServerType": "Freelpa", //3ameHuTb Ha AldPro npu HacTpoike Ha AldPro
"Domain": "ald.sup", //WMA poMeHa MAM KOHKPETHOro KOHTpoAaepa
"Port": 389, //389 ana nogknwyeHua no LDAP, 636 pnsa noaknwdeHusa no LDAPS
"AuthType": "Basic",
"SecureSocketLayer": false,//false gnsa nogknw4deHua no LDAP, true ans nogkindeHus
no LDAPS
"ContainerPath": "dc=ald,dc=sup", //MyTb [O KOHTelHepa NO/b30OBaTesel
"UserName": "uid=pamread,cn=users,cn=accounts,dc=ald,dc=sup"”, //Y4eTHble paHHble Anf

JocTyna K AoMeHy. [JomxHbl 6biTb B popmaTe distigushedName, Y3 ponxHa umeTb mnpaBa Ha
yTeHne HeobxoaumbiX aTpubyTOB
"Password": "Qlw2e3r4", //Maponb Y3 ans poctyna K AOMEHY
"GroupMapRules": {
"Settings": [
{
"Category": "",



https://social.technet.microsoft.com/wiki/contents/articles/5392.active-directory-ldap-syntax-filters.aspx

"Class": "ipantgroupattrs"

}

1,

"Attributes": {
"Id": "ipaUniqueID",
"Name": "cn",
"SamAccountName": "cn",
"CanonicalName": "cn",
"DistinguishedName": "entryDn",

"SidBytes": "ipaNTSecurityIdentifier”

}

s
"UserMapRules": {

"Settings": [
{
"Category": "",
"Class": "person"
¥

1,
"Attributes": {

"Id": "ipaUniqueID",

"Name": "cn",

"PrincipalName": "krbPrincipalName",
"SamAccountName": "uid",
"DistinguishedName": "entryDn",
"SidBytes": "ipaNTSecurityIdentifier",
"ThumbnailPhoto": "jpegPhoto",
"JpegPhoto": "jpegPhoto"

Ecnu y nonb3oBaTtenen katanora ectb atpubyT entryUUID M HET aTpubyTta ipaUniqueID, TO B CEKUUNAX
GroupMapRules ¥ UserMapRules B pa3sgene Attributes Heobxoaumo yganuTb napameTtp "Id":

"ipaUniqueID".

HacTtpouka nHTerpauumn ¢ OpenLDAP

[1ns HacTponkn nHTerpaumm ¢ katanorom nons3oBatenen OpenLDAP nonb3oBartenu kaTanora AOMKHbI

nMeTb criegytowme aTpmbyTbi:



e entryDn

e uid

v [1pumep 3anonHeHHon cekummn UserCatalog ansa katanora nonb3osatenen OpenLDAP

"Id": "oldap",

"ConnectorType": "Ldap",

"LdapServerType": "OpenLdap",

"Domain": "oldap.local", //WUma pomeHa WM KOHKPETHOro KOHTpoJsaepa

"Port": 389, //389 pnAa nogknwdeHus no LDAP, 636 gna noaknawdeHua no LDAPS

"AuthType": "Basic",

"SecureSocketLayer": false, //false ansa nogknw4veHua no LDAP, true ans nopknw4eHus
no LDAPS

"ContainerPath": "DC=oldap,DC=local", //MyTb [O KOHTeWHepa nNosb30BaTesein

"UserName": "cn=IPAMADReadOps,dc=oldap,dc=1local", //Y4eTHble AaHHble ANA AOCTyna K
OoMeHy. [JomkHbl 6biTb B ¢popmaTe distigushedName, Y3 ponxHa MMeTb MpaBa Ha YTeHue
HeobxoAUMbIX aTpubyTOB

"Password": "QWEqwel23", //Maponb Y3 AnAa pgoctyna K AOMeHY

"GroupMapRules": {

"Settings": [
{
"Category": "",
"Class": "groupOfUniqueNames"
}
1,
"Attributes": {
"Name": "cn",
"SamAccountName": "cn",
"CanonicalName": "cn",
"DistinguishedName": "entryDn",
"Members": "uniqueMember"
¥
¥
"UserMapRules": {
"Settings": [
{
"Category": "",
"Class": "inetOrgPerson"
}
1,

"Attributes": {

"Name": "cn",




"SamAccountName": "uid",
"DistinguishedName": "entryDn",
"ThumbnailPhoto": "photo",
"JpegPhoto": "photo"

HacTtpouka uHTerpauum ¢ HeCKOsNIbKUMH
KaTtanoramu rnorb3oBaTenen

[lna HaCcTPoOWKM MHTerpaunm ¢ HECKONLKMMU KaTanoramu rnonb3oBarternen BbiNoSHUTE cnepywwine OencTBus:

1. NomeHanTe 3HayeHne napametpa RootProvider Ha "orUCP".

2. B cekummn Ldap nepedncnute Yepes 3anaTyto KaTanoru nonb3oBaTtenen, ¢ KOTopbiMM Heobxoauma
NHTerpaums. |d npoBangepoB He AOMKHbLI coBnaaathb. |d npoBanaepos, ¢ KOTOPbIMKU 40 3TOro paboTtan

PAM, He OOMmXKHbl MEHATBLCA.

3. JoGaBbTe cekumnio Or M3 NpMMepa HUXe, B KOTopon nponuwuTe |d cekumi nposBangepos.

¥ [Mpumep cekumm UserCatalog, HacTpoeHHol Ha paboTy ¢ ABYMSI kaTarioraMu nosrib3oBaTternen

"UserCatalog": {

"RootProvider": "orucpP",
"Providers": {
"Ldap": [
{

"Id": "ad",
"ConnectorType": "Ldap",
"LdapServerType": "ActiveDirectory",
"Domain": "indeed.test",
"Port": 636,

"AuthType": "Basic",
"SecureSocketLayer": true,
"ContainerPath": "OU=UsersPAM,DC=indeed,DC=test",
"UserName": "IPAMADReadOps@indeed.test",
"Password": "qwel23",
"UserMapRules": {

"Settings": [




"Category": "person",
"Class": "user"
}
]
}
s
{
"Id": "ad2",
"ConnectorType": "Ldap",
"LdapServerType": "ActiveDirectory",
"Domain": "indeed.test",
"Port": 636,
"AuthType": "Basic",
"SecureSocketLayer": true,
"ContainerPath": "OU=UsersPAM,DC=indeed,DC=test",
"UserName": "IPAMADReadOps@indeed.test",
"Password": "qwel23",
"UserMapRules": {
"Settings": [
{
"Category": "person",
"Class": "user"
}
1
}
¥
{
"Id": "ipa",

"ConnectorType": "Ldap",
“"LdapServerType": "Freelpa",
"Domain": "ipa.redos",

"Port": 389,

"AuthType": "Basic",
"SecureSocketLayer": false,
"ContainerPath": "DC=ipa,DC=redos",

"UserName": "uid=IPAMADReadOps,cn=users,cn=accounts,dc=ipa,dc=redos"”,
"Password": "qwel23",
"GroupMapRules": {
"Settings": [
{
"Category": "",
"Class": "ipantgroupattrs"
¥
1

"Attributes": {




"Name": “Cn",

"SamAccountName": "cn",
"CanonicalName": "cn",
"DistinguishedName": "entryDn",
"SidBytes": "ipaNTSecurityIdentifier"
}
¥
"UserMapRules": {
"Settings": [
{
"Category": "",
"Class": "person"
}
1
"Attributes": {
"Name": "cn",
"PrincipalName": "krbPrincipalName",
"SamAccountName": "uid",
"DistinguishedName": "entryDn",
"SidBytes": "ipaNTSecurityIdentifier",
"ThumbnailPhoto": "jpegPhoto",
"JpegPhoto": "jpegPhoto"
}
}
}
1,
"or": [
{
"Id": "orucP",
"Providers": {
"ad": {"IgnoreExceptions": true},
"ad2": {"IgnoreExceptions": true},
"ipa": {"IgnoreExceptions": true}
}
}




@ NMoaroroBka NFS-meanaxpaHunuwa

BbinonHuTe onucaHHble 3geck waru Ha cepeepe NFS

:[::\ HacTtpoiika PAM ans pa6oTii ¢ NFS

BbinonHuTe onucaHHble 3aeck Wwarn Ha cepeepe PAM



http://localhost:3000/privileged-access-manager/3.0/installation/nfs-configuring/nfs-storage-preparation/
http://localhost:3000/privileged-access-manager/3.0/installation/nfs-configuring/pam-configuring-for-nfs-using/

NMoarotoBka NFS-megunaxpaHunuuia

RPM DEB

1. YcTaHOBUTE HEOOXOAUMbIE NaKeThbl:

sudo dnf install nfs-utils

2. 3anyctute cnyx6bl NFS-cepBepa:

sudo systemctl start nfs-server.service
sudo systemctl enable nfs-server.service
sudo systemctl status nfs-server.service

3. Co3panTe dpannoBbie CUCTEMbI ANA IKcnopTa unu oomeHa Ha cepBepe NFS u 3apante
Bnagenbua u rpynny:

sudo mkdir -p /mnt/data_storage/
sudo chown -R 23041:23041 /mnt/data_storage/

4. QkcnopTupynTe channoBblie cuctembl B pann koHdurypauum cepBepa NFS — /etc/exports,
YTOObI ONpeaenuTb NokanbHble Pusnyeckme pannoBbie CUCTEMbI, AOCTYNHbIE ANl KIIMEHTOB
NFS:

LWa6bnoH nytn

/mnt/data_storage/ <IP-agpec_knueHTa/ceTb/mMacka/*>
(rw,sync,all_squash,anonuid=23041,anongid=23041)

Mpumep nyTn

/mnt/data_storage/ 192.168.131.0/24(rw,sync,all squash,anonuid=23041,anongid=23041)



5. Mocne BHeCeHUs U3AMEHEHUN, YTOObI OHWU BCTYNUIU B CUIY, BbINONIHUTE KOMaHAY:

sudo exportfs -arv

6. O6xoA BCTPOEHHbIX YTUNUT 6€30MacHOCTH:

B anctpubytmeax Ha ocHoBe RPM (Hanpumep, CentOS, RHEL, Fedora) ytunuta 6e3onacHocTu
SELinux moxeT 6nokupoBaTtb goctyn k NFS, ecnu oH He HacTpoeH LOMKHbIM 0Opasom.

o Ytobbl BpeMEHHO oTKNIUNTL SELINUX ans tectupoBaHus:

sudo setenforce 0

o Yrtobbl HacTpouTb SELinux anga padotbl ¢ NFS:

sudo setsebool -P nfs_export_all rw 1
sudo setsebool -P nfs_export_all ro 1

Takke ybegutecsh, 4to firewall He GnokupyeT nopTel, Heobxoanmble ansa pabotel NFS. OTkponTe mx:

sudo firewall-cmd --permanent --add-service=nfs

sudo firewall-cmd --permanent --add-service=rpc-bind
sudo firewall-cmd --permanent --add-service=mountd
sudo firewall-cmd --reload



Hactpounka PAM ana pab6otbl ¢ NFS

Mepen HacTponkon PAM ansa pabotbl ¢ NFS Heo6xoaMMo BbINOMHUTL YCTAaHOBKY M HAacTporiky NFS-

MeanaxpaHunuLa.
Linux Windows

1. Co3panTe nanky AnA MOHTUPOBaAHUA MeAuaxpaHunuLa Ha cepBepe. Takke MOXeTe UCMornb3oBaTh
roToBylo nanky, Hanpumep, /etc/indeed/indeed-pam/media-temp.

sudo mkdir -p /mnt/pamstorage/

2. YctaHoBUTe KNnueHT ana moHtupoBaHus NFS:

o RPM:
sudo yum install nfs-utils
o DEB:
sudo apt install nfs-common
3. BbinonHuTe MOHTUPOBaHME XpaHUNULLa:

LLlabnoH komaHAbI

sudo mount -t nfs <fgdn_or_ip nfs_server>:/nyTb/Ao/meauxpaHunuua /nyTb/no/nanku/
MOHTMPOBAHMA

Mpumep KoMaHAbI

sudo mount -t nfs 192.168.131.200:/mnt/data_storage/ /mnt/pamstorage/


http://localhost:3000/privileged-access-manager/3.0/installation/nfs-configuring/nfs-storage-preparation/
http://localhost:3000/privileged-access-manager/3.0/installation/nfs-configuring/nfs-storage-preparation/

4. lo6aBLTE MOHTUPOBaHUE XpaHUNULLA B aBTO3anycCK:

YUTtobbl aBTOMaTnyeckn MoHTupoBaTb NFS npu ctapte cuctemsl, gobaBste 3anuck B dhann /etc/fstab:

LLlabnoH komaHAabI

<fgdn_or_ip nfs_server>:/nyTb/po/mMeguxpanunauvua /nyTb/A0/nanku/MOHTMpoOBaHUA nfs
defaults 0 ©

Mpumep danna:

Mpumep KoMaHAabI

192.168.131.200: /mnt/data_storage/ /mnt/pamstorage/ nfs defaults © ©

Ons NPOBEPKN MOHTUPOBAHUA BbINOJTHUTE KOMaHAY:

sudo mount

5. BHecuTe nameHeHus B cekuum volumes B docker-compose cannax ans Core n Gateway-
Service:

o Core: [NyTb oo dhanna Ha cepBepe ynpaeneHus: /etc/indeed/indeed-pam/docker-
compose.management-server.ymi

o Gateway-Service: NyTb 00 ¢hanina Ha cepBepe goctyna: /etc/indeed/indeed-pam/docker-

compose.access-server.yml

B cekumio volumes HeobxoamMmMo 0o6aBUTb NMyTb K MOHTUPOBAHHOMY XPaHUIMULLY:

- /nyTb/no/nanku/MoHTUMpoBaHuA: /mnt/storage:rw,z

Mpumep anga Core:

core:
image: nexus.indeed-id.hq:5050/pam/indeed-pam-core:${TAG}
container_name: pam-core
extends:



file: docker-compose.common-services.yml
service: base
pids_limit: 5000
depends_on:
- ca-certificates
- pgsql
environment:
- COMPlus_EnableDiagnostics=0
user: root
read _only: false
security opt:
- apparmor=pam-management
volumes:
- ./core/events:/var/lib/indeed/indeed-pam/events:rw,Z
- ./core/appsettings.json:/app/appsettings.json:ro,z
- ./keys/shared/protector:/etc/indeed/indeed-pam/keys/shared/protector:ro,z
- ./keys/core:/etc/indeed/indeed-pam/keys/core:ro,Z
- ./logs/core:/app/logs:rw,Z
/mnt/pamstorage:/mnt/storage:rw,z # llpumep moHmupoBaHusa NFS

pam-core-temp-data:/var/lib/indeed/indeed-pam:rw
pam-ca-cert-store:${CERT_STORE}:ro
tmpfs:
- /tmp
networks:
- pam-core-network
- pam-ls-network

6. BHecuTe uameHeHus B cekuum Storage KkoHcpurypaumoHHbix ¢pannos Core n Gateway-Service:

o Core: [NyTb A0 KOHUrypaumMoHHoro canna Ha cepBepe ynpaeneHus: /etc/indeed/indeed-
pam/core/appsettings.json

o Gateway-Service: NyTb 00 KOHGUrypaunoHHOro ganna Ha cepsepe gocrtyna: /etc/indeed/indeed-
pam/gateway-service/appsettings.json

B o6ounx cbaﬁnax HeobxoanMmo yKa3aTb nNyTb 40 MOHTUPOBaAHHOIO XpaHunuuia:

"Storage": {
"Type": "FileSystem",
"Settings": {
"Root": "/mnt/storage"



7. NMepe3arpy3uTe KOHTEMHEpPbl C NOMOLLbLIO creaylolen KOMaHAabl:

sudo bash /etc/indeed/indeed-pam/scripts/run-pam.sh



@ PGSGpBHbIe Y4eTHble 3anucun

Bbigenute pesepBHY0 YYETHYIO 3anvch AJ1S KaX4oro pecypca

l LLindpoBaHMe naponeun u cekpeTos

3awndpynte darnbl KOHUrypaLm Nocrne OKOHYaHUs HaCTPOMKM UHCTanAsaLmMm

==D| ®dunesTpaums npoueccoB un ®C

[obaBbTe paspelleHHble Ang 3anycka npowecchl B hann KoHdurypauum processprotection.settings.json (onuuoHansHO)

0y | WndpoBaHmne maTepuanos ceccum

£

O3sHakomMbTeCh € MHbopMaLmer o WdpPoBaHNM MaTepranoB ceccum

= V
_f‘l Monutukn 6esonacHocTU cepBepa AocTyna

MmnopTtupynte Habop pekoMmeHAyeMbIX NOMUTUK Ha cepBep AoCTyna



http://localhost:3000/privileged-access-manager/3.0/security-recommendations/backup-accounts/
http://localhost:3000/privileged-access-manager/3.0/security-recommendations/security-of-passwords-and-secret-keys/
http://localhost:3000/privileged-access-manager/3.0/security-recommendations/process-filtering-and-file-security/
http://localhost:3000/privileged-access-manager/3.0/security-recommendations/session-logs-encryption/
http://localhost:3000/privileged-access-manager/3.0/security-recommendations/access-server-security-policy/
http://localhost:3000/privileged-access-manager/3.0/security-recommendations/access-server-security-settings/

ﬁl o
%‘ HaCTpOMKM 6e3onacHocTH cepBepa gocTtyna

MpumMeHnTe HeobxoanMble HACTPOKKM 6e30NacHOCTM Ha cepBepe AoCTyna

‘i CmeHa knova wucposaHua b PAM

CwmeHuTe KoY LLIMd)pOBaHVIﬂ B Clty4ae ero komnpomertauum



http://localhost:3000/privileged-access-manager/3.0/security-recommendations/access-server-security-settings/
http://localhost:3000/privileged-access-manager/3.0/security-recommendations/access-server-security-settings/
http://localhost:3000/privileged-access-manager/3.0/security-recommendations/db-encryption-key-changing/

Pe3epBHble y4YeTHbIe 3anucu

Basa gaHHbix 1 cepsuc Indeed PAM Core — 310 KpuTtnyeckue anemeHThbl. [NoBpexaeHne 6asbl AaHHbIX Un
OTKa3 cepBuca NpUBEAET K NOTepe AOCTyNa K pecypcam, Tak Kak Maporv y4eTHbIX 3anucen Hen3BeCTHbI

KOHEYHbIM nonb3oBaTternamMm n agMNHUCTPaTopaM.

[MoaToMy pekomeHayeTcsa Afis Kaaoro pecypca BblAENUTb PE3EPBHYIO YYETHYIO 3anncChb C NpaBamm
nokanbHoro agMmnHuctpatopa (OC Windows) unu ¢ npaBamu Ha BbinofiHeHne komangbl SUDO (OC *nix).
HasHaybTe ynonHOMOYEHHOrO COTPYAHMKA, KOTOPbIN ByaeT oTBeYaTb 3a COXPAHHOCTb PE3EePBHbIX YHETHbIX

3anucen n naponemn.

OTa Mepa no3BOJINT BOCCTaHOBUTL AOCTYN K peCypCaM B Clty4dae Bbixoda U3 CTPOA 0asbl AaHHbIX Unn

cepsuca.



LUndpoBaHue naponen n cekpetoB

Mo yMOIn4aHuio, Oons AOMNOSTHNTENBHOW 3aLLUNTbI CUCTEMBI, BO BpeM4d YCTaHOBKM KOMIMOHEHTOB NMPONCXoanT

aBTOMaTU4ecKoe WndpoBaHue anrios KoHUrypauuu.

[ns 3aWmnTbl CUCTEMbI PEKOMEHAYETCS BbINOMHATL LWMGPOBaHME (harinoB KOHUrypaLmMmn nocrne BHECEHNS

OKOHYaTes1bHbIX MpPaBOK.

Bo Bpemsi paboThl ¢ cuctemon MoXeT noTpeboBaTbCsa pegakTupoBaHue danoB koHduUrypauuun. [Insa aToro

noHagobunTca cHATME WNGPOBaHUA U AanbHeNwee WndpoBaHue hannoB KOHUrypaumm.
OTO MOXHO cenatb C NOMOLLbIO yTuUnuThl Ha Windows nnu ckpunta Ha Linux.

LUndposaHmio noanexar KoHPUrypaumoHHbsle ganssl kKomnoHeHToB Core, Idp, ProxyApp u Log Server.

YTunuta Ha Windows

CHATMe wndpoBaHusa

o [Nepengute B katanor ¢ guctpmbytnsom PAM no nytu ..PAM_2.10.0\Indeed-pam-
windows\MISC\ConfigurationProtector\.

o 3anyctute PowerShell ot nmeHn agmumHucTpartopa.

e [Insa cHATMS WMdpoBaHUSA co BCex hanrioB KOHUIrypauumn, pacnonoXeHHbIX B CTaHAAaPTHbIX

ONPEKTOPUSAX, BbINONHUTE KOMaHAY:
.\Pam.Tools.Configuration.Protector.exe unprotect
e [Insa cHATUS WindpoBaHUsa ¢ pannosB KOHMUrypawumm otaeribHbIX KOMMIOHEHTOB BbINOMIHUTE KOMaHAy:

.\Pam.Tools.Configuration.Protector.exe unprotect --component Wms_KomnoHeHTa

Hanpumep:



.\Pam.Tools.Configuration.Protector.exe unprotect --component core

o CHATMe WwundgpoBaHua ¢ dparna, pacrnorioXeHHOro BHe CTaHOapTHOW ANPEKTOPUN:

.\Pam.Tools.Configuration.Protector.exe unprotect --component Wms_komnoHeHTa --file
nyTb_K_danny

Hanpumep:

.\Pam.Tools.Configuration.Protector.exe unprotect --component Core --file
C:\inetpub\wwwroot\pam\core\appsettings.json

(D NPUMEYAHMUE

CraHgapTHOW gupekTopuen hannos KOHUrypaumm aBnseTcs ANpekTopus
C:\inetpub\wwwroot\pam\umsi_komnoHeHTa\appsettings.json.

LUndppoBaHue

o [lepengute B katanor ¢ guctpmbytnsom PAM no nytu ..PAM_2.10.0\Indeed-pam-

windows\MISC\ConfigurationProtector\.
e 3anyctute PowerShell ot nmeHn agmuHucTpartopa.

e [Ina wmndpoBaHna Bcex panioB KOHPUrypauumn, pacnonoXeHHbIX B CTaHOAAPTHbIX AUPEKTOPUSIX,

BbINOSIHUTE KOMaHAY:
.\Pam.Tools.Configuration.Protector.exe protect
e [Ina wndpoBaHna pannos KOHPUrypaumm oTaenbHbIX KOMMNOHEHTOB BbIMOSTHATE KOMaHAy:
.\Pam.Tools.Configuration.Protector.exe protect --component Wma_komnoHeHTa

Hanpumep:



.\Pam.Tools.Configuration.Protector.exe protect --component core

o UndposaHne darnna, pacnonoXXeHHOro BHe CTaH4apPTHOW OUPEKTOPUN:

.\Pam.Tools.Configuration.Protector.exe protect --component WUma_komnoHeHTa --file
nyTb_K_danny

Hanpumep:

.\Pam.Tools.Configuration.Protector.exe protect --component Core --file
C:\inetpub\wwwroot\pam\core\appsettings.json

(D NPUMEYAHUE

CrtaHgapTHOW aupeKkTopuen hannoB KOHUrypaumm SBnaeTca OUpeKTopus
C:\inetpub\wwwroot\pam\umsi_komnoHeHTa\appsettings.json

CkpunT Ha Linux

CHATMe wmndpoBaHus

o [lepenante B ANpeKTOpUIO C hansiom npoTekTopa
cd /etc/indeed/indeed-pam/tools

e [InA cHATMS WMdpoBaHUA CO BCex hanrioB KOHUIrypauumn, pacrnonoXeHHbIX B CTaHAAaPTHbLIX
ANPEKTOPUNAX, BbINONHUTE KOMaHAY:

bash protector.sh unprotect
o [1na cHATMA WndpoBaHus ¢ annoB KOHMUrypauum oTaenbHbIX KOMMNOHEHTOB BbIMNOSIHUTE KOMaHAY:

bash protector.sh unprotect -component WUMsA_KoMnoHeHTa



Hanpumep:
bash protector.sh unprotect -component core
LUndppoBaHue
o [lepenante B AnpeKkToputo ¢ hansiom npotekrTopa:
cd /etc/indeed/indeed-pam/tools

e [Ina wmndpoBaHnsa Bcex panrioB KOHPUrypauumn, pacrnonoXeHHbIX B CTaHOAAPTHLIX AUPEKTOPUSIX,
BbINOMHUTE KOMaHAy:

bash protector.sh protect
o [1na wndpoBaHus hannos KOHUrypaumm otaesibHbIX KOMMIOHEHTOB BbINOSTHATE KOMaHAY:
bash protector.sh protect -component Wmsa_komnoHeHTa
Hanpumep:

bash protector.sh protect -component core

O mexaHusme wundpoBaHuNA

LLindpoBaHme koHUrypaumnmoHHbix bannos (KpuTudHbIX harnos) Indeed PAM BbinonHAETCA Npyv NOMOLLM
kntoya wudpoBaHus AES-256 creHepupoBaHHoro Data Protection API. Knitou coxpaHsieTcs Ha cepBepe
Indeed PAM n gononnutensHo wngpyetca Windows Data Protection API.

PacnonoxeHue knroua:

e OC Windows Server — %ProgramData%\Indeed\Pam\Keys
¢ OC Linux — /etc/indeed/indeed-pam/keys



[MpaBo Ha ncnonb3oBaHME ANPEKTOPUN NPEeaOCTaBAETCA TONbKO npunoxeHusm Indeed PAM.



dunesrpaumnsa npoueccoB n C

3an peT 3anyCKa npoueccoB

Ans PAM Gateway peanu3oBaH MexaH13M 3anpeTa 3anycka NpoLEeCCOB MOofb30BaTENSAMM.

|-|pl/1 KaXXOoM 3anycke rnpouecca BbIMONMHAETCA pAad npoBEpPOK. 3anyC|< npouecca pa3peLlleH, ecrim XoTsd Obl

ofHa 13 NpoBEepPOK NponaeHa:

e Ecnu nonb3oBartenb 3TO0 LOCAL_SYSTEM, LOCAL_SERVICE mnu NETWORK SERVICE
» Ecnu nonb3oBatenb ABnsieTcs agMUHUCTpaTopoM Ha cepeepe RDS

e Ecnun pogutenbckum npoueccom siBNAeTCa O4MH U3 N3BECTHbIX CUCTEMHbIX (SVChOSt . exe|,

winlogon.exe, userinit.exe, rdpinit.exe)

o CrapT npouecca paspelleH B KOHpUrypaumoHHoOM doarne processprotection.settings.json
Ecnu Hu oAHa 13 NpoBepoOK He nponp,eHa, TO 3anycCkK npouecca 3anpeLleH.

KoHdurypauma paspeLueHHbIX NpoLeccoB HacTpamBaeTcs B dpanne:

C:\Program Files\Indeed PAM\Gateway\ProcessCreateHook\processprotection.settings.json

Mpumep danna:

"Rules": [
{

"Comment": "Common, record video",

"ParentProcessPaths": [
"C:\\Program Files\\Indeed\\Indeed PAM\\Gateway\\ProxyApp\\Pam.Proxy.App.exe"

1,

"ApplicationPaths": [
"C:\\Program Files\\Indeed\\Indeed PAM\\Gateway\\ProxyApp\\ffmpeg.exe",
"C:\\Program Files\\Indeed\\Indeed PAM\\Gateway\\ProxyApp\\ffprobe.exe"

Cekuus Rules:



¢ Rules — lNpaBuna onga paspeLueHHbIX NpoLeccos.
MapameTpbl npaBun:

o Comment — KOMMeHTapu ans npasuna.
¢ ApplicationPaths — nyTn oo ncnonHaembix bannos, KOTOPbIE MOXHO 3anyckaTb.

o ParentProcessPaths — nytu oo ucnonHsembix gpannos, NPoLUECChl KOTOPbLIX MOTYT 3arnyckaTb
npunoxeHna n3 ApplicationPaths.

3awmTa KpUTUYHbIX hannos

Ona PAM Gateway peanvusoBaH MexaHW3M pasrpaHuyeHus npas Ang AocTyna K pannam Ha ypoBHe
npoLieccos.

Monb3oBaTenu nokanbHOW rpynnbl aAMUHUCTPATOPOB UMEKT AOCTYN K NoObIM dhannam 3 nobbix
npoueccoB. OcTanbHble NOMb30BaTENM MOIYT OTKPbIBaTh Nobbie dhansibl n3 nobbIX NPOLLECCOB, KpOME
ys3BMMbIX (pannoB. [nsa ysa3BMMbIX hanrnoB BbINOMHAETCA NpoBepKa npouecca: ecnm npouecc HaxoamTcs B
CMUCKe paspeLLeHHbIX, TO OCTYN pa3peluaeTcs, nHavye — 3arnpeLlaeTcs.

KoHurypauma sawmtel yassumbiX oannosB HacTpameBaeTcs B panne:

C:\Program Files\Indeed PAM\Gateway\Service\filesprotection.settings.json

Mo ymonyaHuio B KOHUrypaumMoHHbI hann gobasneHbl ya3sumble hannsl PAM, gononHuTtenbHas

HacTpoWnka He TpebyeTcs.

Mpumep danna:

"VulnerableFiles": [
{
"Path": "C:\\Program Files\\Indeed
PAM\\Gateway\\ProxyApp\\appsettings.json",
"AllowedProcesses": [
"C:\\Program Files\\Indeed PAM\\Gateway\\ProxyApp\\Pam.Proxy.App.exe"

"Path": "C:\\Program Files\\Indeed PAM\\SSH Proxy\\SshProxy\\",
"AllowedProcesses": [
"C:\\Program Files\\Indeed PAM\\SSH



Proxy\\SshProxy\\Pam.SshProxy.Service.exe"

]

MapameTpbl:

¢ VulnerableFiles — cnncok ysi3BuMbIx dhansos.

e Path — nyTb Kk yassumomy carny. MoxHoO ykasbiBaTb Kak KOHKPETHbIN hain, Tak u QUPEKTOpUIO.

o AllowedProcesses — Cn1cok npoLeccoB, KOTOPbIM pa3peLleH A0oCTyn K dpanny. YKkasbliBatoTcs
KOHKPETHbIE UCMOSTHAEMbIE MOAYIIN.

Mocne nsameHeHus KOHUrypaumoHHoro canna TpebyeTtcs nepesanyck crny>koel Pam.Service.



LLincdhpoBaHMe maTepuanoB ceccuu

MpepocTaBneHue OocTyna K 3awmiuiaeMbiM NPUBUIErMPOBaHHbIM YYETHBIM 3anncam ABMSETCS He
egmHcTBeHHOM 3aaadven Indeed PAM. [1ns makcumanbHoro obecneveHnsa 6e30nacHOCTM y4ETHOM 3anmcu u
npouecca paboTbl NPUMEHSAIOTCHA CPEACTBa NPOTOKONMpoBaHuA. B npouecce paboTbl BbINOMHAETCA
doukcaumsa oencTBmi NpyM NOMOLLM BUOEO M CHUMKOB 3KpaHa. OTCHATbIE MaTepuanbl ABAATCA KPUTUYHBIMA
C TOYKM 3peHNs MHPOPMaLIMOHHON Be30NacHOCTN, TaK Kak UCMOMb3YTCA AN9 UCCnefoBaHNA UHUMAEHTOB U

4aCTO HOCAT KOH(PMAEHUManbHbIA XapakTep.

[na obecneyeHns 6e3onacHOCTN OTCHATLIX MaTtepuanos B Indeed PAM peanu3oBaH MexaHn3m
LN pOBaHNA NO3BONAKOLLMA BE30MACHO XPaHUTb U UCMNONb30BaThb B pamkax pelleHus. LLndposaHue
BbINOMHAETCS Npu nomowm anroputma AES256, cam kntod yHUKaneH gnga Kaxaon oTaenbHOW ceccumn.



NMonutnkn 6e3onacHoOcTU cepBepa
pocTyna

Habop ctaHgapTHbIX rpynnoBbIX NoNnTuk gomeHa Active Directory, pekomeHayembIX K IPUMEHEHMIO Ha
cepBep, KOTopbIN BbINOMHAET porb Indeed PAM Gateway, ans obecneyeHuns 6e3onacHoOCTu.

Ha3Ha4yeHue npaB noJsib3oBaTernA

MyTb: KoHdurypaums komnbiotepa — NMonutukm — KoHdurypauma Windows — lNMapameTtphbl

6e3onacHocTu — JlokanbHbie NONUTUKM — HasHayeHuWe npaB nonb3oBaTens

(aHrn. — Computer Configuration — Policies — Windows Settings — Security Settings — Local Policies —

User Rights Assignment)

= | Group Policy M
File Action View Help
e« 7E X

4 il Computer Configuration ~

4 | Policies

B [ | Software Settings

a [ Windows Settings

B [ | Mame Resolution Policy

§ Scripts (Startup/Shutdown)
Security Settings
EE] Account Policies
_:ﬂ Local Policies
b =f Audit Policy

b= UserRights Assignment
= Security Options
b i EventLog

t- [ Restricted Groups
B [ g System Services

b [EUL

=)

v OnucaHue NonuTUK

Monutuka OnucaHue 3HauyeHun

Access Credential OTOT NapameTp UCnornb3yeTcs He onpeneneHo

Manager as a trusted ANCNETYEPOM YYETHBIX AaHHbIX B X04e




Monutuka

caller (QocTtyn K
ANCNETYEPY YYETHBIX
AaHHbIX OT UMEHU
AOBEPEHHOIO
BbI3bIBalOLLErO)

Act as part of the
operating system
(Pabota B pexunme
onepauuoHHOn

CUCTEMBI)

OnucaHue

apxvBauumn N BOCCTAHOBMNEHNA. JTa
NpuBUNer1a He AOMKHa
NPeaoCTaBNATLCA YYETHBIM 3aMMCaMm,
MOCKOMbKY OHa NPeaoCTaBnseTCcsa TONbKO
Winlogon. CoxpaHeHHble
nonb3oBaTensiMn y4eTHble AaHHbIE MOTyT
6bITb CKOMNPOMETUPOBAHbI, €CNN 3Ta
npuBUerus NpeaocTaBnaeTca Apyrum

cybObekTam.

OTO NpaBo nornb3oBaTens No3Bonser
npoleccy onueTBopATb oboro
nonb3oBaTenst 6e3 Nnposepku
noanuHHocTtwn. MNpouecc, Takum obpasom,
MOXET nosiy4aTb AOCTYN K TEM Xe
foKanbHbIM pecypcam, 4YTo 1
nonb3oBaTenb. [pouecchl, Ans KOTOpbIX
TpebyeTca Takas NpuBUMIErus, JOMMKHbI
MCNONb30BaTh YXXe CoAepXalLlyto 3Ty
NPUBUIIETNIO YYETHYIO 3an1cCb
LocalSystem, a He oTAenbHY Y4ETHYIO
3anucb norb3oBaresns ¢ 3Ton
npusunernen. Ecnun B opraHnsayum
NCNOSb3YOTCSH TOMBbKO CepBeEpPbI C
onepaunoHHbIMU CUCTEMaMn cemencTea
Windows Server 2003, HeT
HeobX0AMMOCTUN Ha3HavaTb 3Ty
npusunernio nons3osarenam. OgHako
€CNun B opraHnsauum Ucnonb3yTcs
cepBepbl Mo, yrnpasneHnem
onepaumoHHbix cuctem Windows 2000
nnun Windows NT 4.0, Ha3HayeHue aTon
npyBUIIErMn MOXeT notpeboBaTbCcs AN
MCNONb30BaHWS NPUNOXKEHWUNA,
oBbMeHMBarLWLMXCA NaponsMm B 06b14HOM
TEKCTOBOM (popmaTe. BHMmaHue!

3HauyeHus

He onpeneneHo




Monutuka

Adjust memory quotas
for a process
(Hactpownka kBOT
namaTv ang

npouecca)

Allow log on locally
(JTokanbHbIN BXOA B
cucTemy)

Allow log on through
Remote Desktop
Services (PaspewaTtb
BXO[ B CUCTEMY Yepe3
Cnyx6bl yaaneHHbIX

paboymnx CTonoB)

Back up files and
directories
(ApxuBauus cannos
N KaTanoros)

OnucaHue

HasHauyeHune aToro npasa nonb3oBaTento
MOXET NPeAcTaBnaTb yrpo3sy
6esonacHocTu. HasHayanTe Takue npasa
TONMbKO JOBEPEHHbIM MOMb30BaTENSM.

OTa npuBunerns onpegensiet, KTo MoxeT
N3MEHATb MakCcMManbHbI 06beM
NamATn, UCNOMb3yeMbI NPOLLECCOM. JTO
npaBso nonb3oBaTens onpegeneHo B
obbekTe rpynnosou nonutukn (GPO)
KOHTposifepa AOMeHa Mo YMOMYaHuoo 1 B
nokansHon nonuTnke 6e3onacHoOCTn
paboymnx CTaHumn 1 cepBepOB.
lMpumeyvaHne. 3Ta NpmBunierns nonesHa
NpWY HACTPOMKe CUCTEMbI, HO €ro
MCNONb30BaHWE MOXET HaHECTU Bpep,
Hanpumep, B Cfyyae atak Tuna "oTkas B
obcnyxmBaHun".

OTOT NapameTp onpegensiet
nonb3oBaTenen, KOTopble MOryT BXOAUTb
B CUCTEMY Ha KOMMbIOTEPE.

OT0T NapameTp GesonacHoCTH
onpeaensieT, y Kakux nonb3oBaTenemn unm
rpynn ecTb paspeLleHne Ha BXod B
CUCTEMY B Ka4yeCTBe KINMeHTa cnyxo6
yAaneHHbIX paboynx cTonos.

OT0 NpaBo Nonb3oBaTeNns onpeaenser,
Kakue nonb3oBaTenn MoryT
UrHOpMpoOBaTb paspeLleHnsa anga gannos,
KaTtanoros, peecTtpa u apyrmx
MOCTOSIHHbIX OOBEKTOB C LIENbIO
apxmBaumm cuctemsbl. B yactHocTu, aTo

3HauyeHus

NT
AUTHORITY\NETWORK
SERVICE, NT
AUTHORITY\LOCAL
SERVICE,
BUILTIN\Administrators

BUILTIN\Administrators

BUILTIN\Administrators,
rpynna nonb3osaTteren
PAM
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Monutuka

Bypass traverse
checking (O6xopg
nepeKkpecTHoOmn

NPOBEPKM)

Change the system
time (M3meHeHne

CUCTEMHOIO BPEMEHN)

OnucaHue

npaso nornb3oBaTtens nogobHo
NpeaoCTaBnNeHnto crieyLwmx
paspeLLeHnin NonNb3oBaTento uUnu rpynne
AN BCex Nanok 1 pannos B CUCTEME:
O630p nanok/BbinonHeHne gannos
Copepxnmoe nanku/YteHne gaHHbIX
YteHune atpmbyToB YUTeHne
paclWMpeHHbIX aTpnbyToB YTeHne
paspelweHnin BHnmaHune! HazHayeHne
3TOro Npaea Nonb30BaTEN MOXET
npeacTaBnaTb yrpody 6e3onacHoCcTu.
lMockornbKy HEBO3MOXHO TOYHO 3HaTb,
YTO MMEHHO MOoNb30BaTeNb AeNnaeT C
AaHHbIMY - CO30aeT apxmB, KpageTt unm
KOMMPYET C Lenbko pacnpoCTpaHeHus -
HasHa4anTe 3TO NPaBO TONbKO
AOBEPEHHbIM NOMNb30oBaTENAM.

370 nNpaBo Nosnb3oBaTens onpeaernsier,
Kakve Monb30BaTenu MoryT NPOM3BOAUTb
0630p AepeBbeB KaTarora, jaxe ecnm y
3TWX Nnonb3oBaTenei OTCYTCTBYIOT
paspeLleHns Ha kaTtanor. JTa
NpUBUNErns He NO3BonseT
norb3oBaTensm NpocMaTpuBaTh
coepXMMoe Kararora, a No3BossieT

TOJNMbKO BbIMNOJIHATb o630p.

OTO npaBo norb3oBaTens onpeaenser,
Kakue rnonb3oBaTenu n rpynrsl MOryT
N3MEHATb BPEMS 1 ATy BHYTPEHHUX
Yacos KoMmrnbloTepa. lNonb3oBartenu ¢
AaHHbIM NMPaBOM MOTYT BNUATb Ha BU[
XypHanoB cobbITun. Ecnu cuctemHoe
Bpems 6bIro M3MeHeHo, 3anucu

OTCNEXEHHbIX COObITMIN OTPA3SAT HOBOE

3HauyeHus

BUILTIN\Administrators, NT
AUTHORITY\Authenticated
Users, NT
AUTHORITY\LOCAL
SERVICE, NT
AUTHORITY\ANETWORK
SERVICE

BUILTIN\Administrators, NT
AUTHORITY\LOCAL
SERVICE




Monutuka

Change the time zone
(N3meHeHne YacoBoro
nosca)

Create a token object
(CospaHue

MapKepHOro oobekTa)

OnucaHue

BPEMs, a He OeNCTBUTENbHOE BPEMS

COBepLUEHNSI COBBITUN.

OT0 nonb3oBaTtenbckoe NpaBo
onpegernseT, KakMe Nonb3oBaTenu un
rpynnbl MOTYT 3MEHSITb YaCOBOMW MOSIC,
MCMONb3yeMbI KOMMNBLIOTEPOM A5
oTOBpaXkeHnst MECTHOIO BPEMEHMN,
KOTOpOEe NpeacTaBnsieT cobon cymmy
CUCTEMHOrO BPEMEHM KOMMbIoTEPa U
cMeLleHns YacoBoro nosica. Camo no
cebe cucTeMHOEe BpeMms ABMsSieTCA
abCoNIOTHLIM U HE M3MEHSAETCA Npu

M3MeHeHN 4aCcoBOrIo nodca.

OT0T NapameTp GesonacHoCTH
onpeaensieT, Kakme yYeTHble 3anmcu
MOryT ObITb MCMOMb30BaHbI NpoLeccamm
ONs Co34aHna MapKkepoB, KOTOpble 3aTeM
MOTyT ObITb MCMOMb30BaHbI AN
nonyyeHns gOcTyna K nobbim
noKanbHbIM pecypcam, ecnv ans
CcOo3aHnsa Mapkepa AocTtyna npouecc
ncnonb3yeT BHYTPEHHUI MHTepdernc
(API). JaHHOe npaBo ucnonb3yeTcs
ornepaumoHHON CUCTEMON Ans
BHYTPEHHUX uenen. Ecnun Het
HeobXxo4MMOCTH, HE NPeaoCTaBNAnTe 3TO
NpaBoO HWKAKMM MOSib30BaTeNaM, rpynnam
MM npoLeccam Kpome nosib3oBaress
"lokanbHasa cnctema". BHnmaHme!
HasHauyeHune aToro npaBa nonb3oBaTento
MOXET NpeaCcTaBnsATb Yrpo3y
6e3onacHocTu. He Ha3HavanTe 3To
npaBo Nonb30BaTento, rpynne unm

3HauyeHus

BUILTIN\Administrators, NT
AUTHORITY\LOCAL
SERVICE

He onpeneneHo




Monutuka

Create global objects
(CospaHue
rnobanbHbIX
00ObEKTOB)

Create permanent
shared objects
(CospaHune
MOCTOSIHHBLIX 0OLLNX
06beKkTOoB)

Create symbolic links
(CospaHne

OnucaHue

MpoLeccy, KOTOPbIM HexenaTerbHO
NO3BONSATb YNPaBsiTb CUCTEMONA.

OT0T NapameTp 6esonacHoCcTn
onpeaensieT, MoryT fiv Nonb30BaTenm
co3aaBaThb rnobanbHble 00BLEKTHI,
OOCTYMHbIE A5l BCEX CeaHCOB.
lMonb3oBaTenun No-npexHemy mMoryT
co3gaBaTb OTAeNbHble 0ObEKTLI ANA UX
CeaHCcoB, He MMes JaHHOro npaea.
CospgaHue rnobanbHbIX 0ObLEKTOB MOXET
BNUATb Ha NPOLECChI, BbINOMHAEMbIE B
ceaHcax apyrux nonb3oBaTenen, Beas K
owmbkam NPUNOXKEHNN U NOBPEXAEHNIO
JaHHbIX. BHMMaHme! HasHavyeHne atoro
npaBa Nonb3oBaTens MoOXeT
npeacTaBnaTb yrpo3y 6e3onacHoCTu.
HasHa4anTe ero Tonbko JOBEPEHHBLIM

noJyib3oBaTensam.

OT0 NpaBo Nonb3oBaTens Onpeaenser,
Kakue y4YeTHble 3anmcu MoryT
MCrnonb3oBaTbCs Npoueccamu Ans
co3faHus obbekTa kaTtanora npu
nomoLLm aucnetyepa ob6bEKTOB. ATO
NpaBo MoNb30oBaTenNs NCMOoNb3yeTcs
BHYTPW OMnepaLnoHHON CUCTEMBI U
NONe3Ho AN KOMMNOHEHTOB B peXunuve
a4pa, pacUMpsIOLLNX NPOCTPaHCTBO
MMeH obbekTa. MockonbKy 3TO NpaBo
YK€ Ha3Ha4YeHO KOMMOHEHTaM,
BbIMOJSHAIOLLMMCS B pEXMMe siapa, ero He

HY>KHO crneuunaribHO Ha3Ha4aTb.

OTa npuBuUnerna onpenendeT and
nonb3oBaTtesid BO3MOXHOCTb CO34aBaTb

3HauyeHus

BUILTIN\Administrators, NT
AUTHORITY\SERVICE

He onpeneneHo
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Monutuka

CMBOJTNYECKNX

CCbINOK)

Debug programs
(Otnagka nporpamm)

Deny access to this
computer from the
network (OTkasatb B
AOCTyne K 9TOMy
KOMMbIOTEPY U3 CETN)

Deny log on as a
batch job (OTkasatb

OnucaHue

CYMBOJTbHbIE CCbINIKM C KOMMbIOTEPA, Ha
KOTOpbIN OH Bowen. BHumaHwne! 31y
npuBUNEruio cnegyet NpefocTaBnsaATb
TOMbKO AOBEPEHHbBIM MNONb30BaTeNsIM.
CnmBoOnmyeckue cCblfiku MOryT OBHaXunTb
ysi3BUMble MeCTa B NPUMOXEHUSIX,
KOTOpble HE pacCcYMTaHbl Ha UX

06paboTky.

OT0 NpaBo Nonb3oBaTenst onNpeaenseT,
Kakue nonb3oBaTenu MoryT nogknioyvaTb
oTnag4vvk K NtobomMy npoueccy unm sapy.
OTO NpaBo He HYXXHO Ha3Ha4yaTb
pa3paboTymkam, BbINOMHALWMM OTNaaKy
cobCTBEHHbIX NpunoxeHun. OHo
notpebyetca paspaboTumkam ons
OTNagKky HOBbIX CUCTEMHbIX
KOMMOHEHTOB. JTO NPaBO Nofb3oBaTens
obecrne4ymBaeT NOMHbIA AOCTYN K BaXXHbIM
KOMMOHEHTaM OnepaunoHHON CUCTEMBI.
BHumaHune! HasHayeHune aToro npaea
nonb3oBaTens MOXeT NPeacTaBnsThb
yrpo3y 6esonacHocTtn. HazHavante ero
TONbKO AOBEPEHHBIM NOMb30BaTENSIM.

10T NnapameTp 6e3onacHoOCTn
onpegernsert, Kakum nonb3oBaTensm
BygeTt oTkasaHo B JOCTYMNe K KOMMboTEPY
N3 ceTn. 3TOT NapameTp 3aMeHseT
napameTp nNosiMTukn “"PaspelumnTtb 4ocTyn
K KOMMNbIOTEPY N3 CETU", ecnn K y4eTHOM
3anuncu nonb3oBaTtens NpMMeHsitoTcs obe

NOJINTUKW.

10T NnapameTp 6e3onacHoCcTn

onpenensdet, KakMMm y4eTHbIM 3anncam

3HauyeHus

BUILTIN\Administrators

BUILTIN\Guests

BUILTIN\Guests




Monutuka

BO BXOO€E B Ka4eCTBe
NakeTHOoro 38,El,aHVIFI)

Deny log on as a
service (OTkasaTtb BO
BXOJe B KayecTBe

cnyx6bl)

Deny log on locally
(Banpetutb

nokarbHbIN BX0[,)

Deny log on through
Terminal Services
(3anpetntb BXOA B

OnucaHue

OyoeTt oTkasaHo BO BXoAe B CUCTEMY B
BUAE NAKeTHOro 3aganund. [JJaHHbIn
napamMeTp 3aMeLLaeT napameTp
"Pa3peluntb BXO4 B CUCTEMY KaK
NakeTHOMY 3aaHui", ecnu K y4eTHom
3anuncu nonb3oBarens npMMeHsitoTcs oba
napameTtpa.

OT0T NapameTp 6esonacHoCcTH
onpeaensieT, KakuM y4EeTHbIM 3anmcsm
cnyx6 6yaeT oTkaszaHo B perncrpauum
npouecca Kak cry>6bl. ATOT napameTp
NONMUTUKN 3aMeHsEeT napameTp
"PaspelumnTtb BXog B CUCTEMY KakK
cnyx6e", ecnu K y4eTHOM 3anucu
NPUMEHSOTCS 06 NONUTUKN.
MpumeyaHne. STOT napameTp
6e30nacHOCTM He NPUMEHSETCS K
y4yeTHbIM 3anucam "Cuctema”,
"INokanbHas cnyx6a" nnu "CeteBas
cnyxoa".

OT0T NapameTp 6esonacHoCcTH
onpegernseT, Kakum nosnb3oBaTensm
Byoet oTka3aHO BO BXOAE B CUCTEMY.
OTOT NnapameTp MOSIUTUKN 3aMeHSAET
napameTp "Pa3pelumnTb nokanbHbIn BXoq
B CMCTEeMY", eCrnn K y4eTHOM 3anucu
NpUMeHsitoTca 0ob6e NnonuTukn. BHUMaHwe!
Ecnu atoT napameTp 6e3onacHocTn
npumeHsieTcs K rpynne "Bce", HUKTO He

CMOXeT BOUTU B CUCTEMY JTOKalibHO.

OT0T NapameTp 6e3onacHoCTH
onpenenseT, Kaknum Nonb3oBaTensiM 1
rpynnam 6yaeT 3anpeLueHo BXOAUTb B

3HauyeHus

BUILTIN\Guests

BUILTIN\Guests

BUILTIN\Guests




Monutuka

cuctemy yepes
Cnyx0y yaaneHHbIX

paboymx CTonoB)

Enable computer and
user accounts to be
trusted for delegation
(PaspeLueHune
[0OBEPUS K YY4ETHbIM
3anucam
KOMMbIOTEPOB 1
nonb3oBareneun npu
AenerMpoBaHnn)

OnucaHue

CUCTEMY KaK KIMEHTY cnyxX6 yaaneHHbIX

pabo4ynx CTOmMoB.

10T NnapameTp 6e3onacHoOCTn
onpegensieT, Kakme nonb3oBarenu MoryT
yCTaHaBnuBaTb napameTp
"[lenernpoBaHue paspeLLeHo" ang
nonb3oBaTtens unm obbekTa-
komnbloTepa. MNonb3oBaTtens nnn ob6wLexT,
nony4YmBLUME 3Ty NPUBUMETUIO, AOMXKHbI
MMETb JOCTYN Ha 3anuck K
ynpaensaoLwmnm driaraMm y4eTHOM 3anmcu
nonb3oBaTens unm obbekTa-
kKomnbtoTepa. CepBepHbI NpoLecc,
BbIMOSTHAEMbIN Ha KOMMNbloTEpPE (Mnn B
Nonb30BaTENbCKOM KOHTEKCTE),
KOTOPOMY paspeLLeHOo AenernposaHune,
MOXET NOoSyYnTb JOCTYN K pecypcam
APpYroro KoMnboTEPA, UCNONb3YS
AenermpoBaHHble YYeTHble JaHHble
KNMeHTa, Noka B y4ETHOW 3anucu
KnueHTa He ByaeT yCcTaHOBMEH
ynpasnaowmn dpnar "YyetHasa 3anuck He
MOXET ObITb AenermpoBaHa". 310 NpaBo
nonb3oBaTend onpeaeneHo B obbekTe
rpynnoson nonutukn (GPO)
KOHTpossfepa AoOMeHa Mo YMOMYaHUIo 1 B
rfioKanbHoOM nonuTnke 6e3onacHoOCTu
paboymnx cTaHumn 1 cepBepoB.
BHumaHme! HenpasunbHoe npumMeHeHne
3TOro nNpaea nonb3oBaTens unu
napametpa "[enernpoBaHue
paspeLueHo" MOXeT caenaTb CETb
YSI3BUMOW K N30LLPEHHbIM aTtakam C
MOMOLLbIO BPEOOHOCHBIX NporpaMm Tuna

3HauyeHus
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Monutuka

Force shutdown from
a remote system
(MpuHyanTenbHoe
yoaneHHoe
3aBepLUeHne paboTbl)

Generate security
audits (Co3gaHwue
ayavToB
6esonacHocTK)

OnucaHue

"TPOSAHCKUIN KOHL", KOTOPbIE UMUTUPYIOT
BXOASALWMX KIMUEHTOB N UCMOMb3YHOT UX
yY€eTHble JaHHble ANS NoyYyeHus
AOCTyna K CeTeBbIM pecypcam.

OT0T NapameTp 6esonacHoCTH
onpenenset, Kakum Nonb3oBaTensiM
paspeLleHo yaaneHHoe 3aBepLueHme
paboTbl KOMNblOTEpa. HenpasunbHoe
NPMMEHEHME 3TOro Npaea nosfb3oBarTens
MOXET CTaTb MPUYMHON OTKa3a B
obcnyxusaHun. 3To NpasBo
nonb3oBaTens onpegeneHo B oobekTe
rpynnoson nonutukn (GPO)
KOHTPOSINIEPOB JOMEHA NO YMOSYaHUIO U
B NTOKanbHOW NonuTuke 6e3onacHocTu

paboymnx CTaHLmM 1 CEPBEPOB.

10T NnapameTp 6e3onacHoCTn
onpenensieTt, Kakne y4eTHble 3anmcu
MOTYT ObITb MCMOMb30BaHbI MPOLIECCOM
Ans pobaBneHus 3anncen B XXypHan
6e3onacHocTun. XKypHan 6e3onacHocTn
MCNONb3yeTcs A5 OTCNEXNBAHWS
HEeCaHKLMOHMPOBaHHOIO 4OCTyna B
cucTtemy. HenpaBunbHOE NpUMEHEHNE
9TOro npaea Nonb3oBaTeNns MOXET CTaTb
NPUYNHON hOPMMPOBAHUSA MHOXECTBA
cobbITMI ayguTa, KOTOpblE MOTYT CKPbITh
CBUAETENLCTBA aTakn UNun Bbi3BaTb OTKa3
B 0OCNyXMBaHUN, ECIN BKIOYEH
napameTp 6e3onacHocTu "AyaurT:
HemMeaIeHHO 3aBepLUnTbL paboTy
CUCTEMbI NMPU HEBO3MOXXHOCTM
NPOTOKONMPOBaHUA ayanta

6esonacHocTn". [lononHUTENbHbIE

3HauyeHus
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Monutuka

Impersonate a client
after authentication
(MMmuTaumsa knueHTa
nocrne nNpoBepPKM
NOANNHHOCTN)

OnucaHue

cBefeHus CM. B pasgerne "AyauT:
HemMeaneHHo 3aBepLunTb paboTy
CUCTEMbI MPU HEBO3MOXKHOCTHU
NPOTOKONIMPOBAHNSA ayanTa
6esonacHocTn"

Bblgada nonb3oBaTento aTon npueunernm
NO3BONSAET NporpaMmmam, BbINOMHAEMbIM
OT UMEHWM 3TOro Nosnb3oBaTend,
ONnUUETBOPATL KnneHTa. TpebosaHune
3TOro npasa Ans nogobHoro
OIIMLIETBOPEHUS HE NO3BONAET
HeaBTOPM30BaHHOMY MOSb30BaTESO
y6eauTb KnmeHTa NogKntYmMTbCS
(Hanpumep, Yepes BbI3OB yaaneHHoM
npouenypbl (RPC) nnn nmeHoBaHHble
KaHarbl) K coO34aHHoOM UM cnyxbe, a
3aTeM ONMUETBOPUTL KIIMEHTA, YTO AacT
BO3MOXXHOCTb MOBbICUTb €ro NOSIHOMOYNSA
A0 aAMUHUCTPATUBHOIO USTM CUCTEMHOIO
ypoBHS. BHUMaHue! HasHavyeHune atoro
npaea nofb30BaTeNto MOXET
npeacTaBnATb yrpody 6e3onacHoCTu.
HasHaudanTe Takme npasa TOSbKO
AOBEPEHHbIM NOMNb30BaTENSAM.
MpumeyvaHwme. Mo yMmonyaHUio K TOKeHam
aoctyna cnyx6, 3anyLeHHbIX
ancneTyepom ynpasneHuns cryxxbamu,
nobaBnserca BCTpOeHHas rpynna
"Cnyx6a". BctpoeHHas rpynna "Cnyx6a"
Takke AobaBnaeTcsa K TokeHaM JocTyna
COM-cepBepos, 3anyLieHHbix COM-
NHPACTPYKTYPON U HACTPOEHHbIX Ha
BbINOSIHEHME MO, ONPEAENEHHON
y4yeTHOW 3anucblto. [No3TomMy AaHHble
cnyx6bl nonyyawT 310

3HauyeHus
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Monutuka

Increase scheduling
priority (YBenuyeHune
npuopwuteta

BbINOSTHEHWS)

OnucaHue

nonb3oBaTenbCKoe NpaBo Npu 3anycke.
Kpome Toro, nonb3oBaTternb MOXeT
ONMULETBOPATbL TOKEH AOCTyNa u nNpu
BbINOSIHEHWM MOBOro U3 CrneayrLmnx
ycnosuin. OnvueTBopsieMbl TOKEH
[oCTyna Ha3Ha4yeH JaHHOMY
nonb3oBaTento. B gaHHOM ceaHce Bxoaa
nonb3oBaTenb co3gan TOKeH A4oCcTyna,
SIBHO YKa3aB Y4Y€THble JaHHble Npu
BXoe. 3anpoLUeHHbIV YPOBEHb HUXE,
yem "OnuueTBopsaTb",
Hanpumep:"AHOHUMHbIN" NNK
"oeHTuduumposaTtk". [Noatomy
nonb3oBaTensam o0bl4HO He TpebyeTcs
9TO MOrb30BaTenbCKoe Npaso.
[lononHuTenbHble CBEAEHUSI MOXXHO
HanTn nounckom SelmpersonatePrivilege
B Microsoft Platform SDK. BHumaHne!
BkritoueHne aTtoro napameTpa Moxet
NPUBECTU K NOTEPE NPUBUNETNN
"OnnueTBopATL" Nporpammamu,
NMELLMM 3Ty NPUBUNIETNIO, U

336J'IOKI/1DOBaTb X BbIMNMOJTHEHNE.

OT0T NapameTp 6esonacHoCcTH
onpegernsieTt, Kakne y4eTHble 3anmcu
MOryT UCMOSb30BaTh NPOLECC, MMEIOLLNIA
npaBo Agoctyna "3anuck ceBoncTea" Ans
Apyroro npouecca, An4 NOoBbILLEeHUs
npuopuTeTa BbINONTHEHUS, HA3HAYEHHOIO
apyromy npodeccy. lNone3oBaTtens,
NMEIOLLIMA OAHHYIO0 NPUBUNETNIO, MOXET
N3MEHATb NPUOPUTET BbINONHEHMUS
npoLecca 4Yepes nosib3oBaTeNbCKUmn

MHTepdenc agucnetyepa 3agau.

3HauyeHus
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Monutuka

Load and unload
device drivers
(Barpyska u BbIrpy3ka
ApansepoB
YyCTPOWCTB)

Lock pages in memory
(BnokmpoBka cTpaHuL

B MaMsATK)

Log on as a batch job
(Bxopg B kayecTBe
NakeTHOro 3agaHuns)

OnucaHue

OT0 NpaBo Nonb3oBaTeNsa ONpeaenser,
Kakune nonb3oBaTenu MOryT JUHaMUYeCKn
3arpyxarb 1 BbIrpyXaTb gpansepbl
YCTPOWCTB WU OPYron KOA4 B pexunme
saapa. OTo nNpaBo NoNb3oBaTens He
NpUMEHsIeTCA K ApariBepam yCTPOUCTB
Plug and Play. He pekomeHayeTcs
Ha3Ha4aTb 3Ty NPUBUNErnO ApPYrnm
nonb3oBatensm. BHMmaHune! HasHauveHne
3TOro npasa Nnosib30BaTesito MOXeT
npeacTaBnaTb yrpody 6esonacHocTn. He
Ha3Ha4YanTe 3TO NPaBo Mofb30BaTenNto,
rpynne nnm npoueccy, KoTopbiM
HexxenaTernbHO NO3BONATb YyNPaBNATb

CUCTEMOMN.

OT0T NapameTp GesonacHoCcTn
onpepnenseT, Kakne y4eTHble 3anucu
MOTyT MCMONb30BaTb NPOLIECCHI AN
COXpaHeHusi faHHbIX B pr3n4eckom
namMsiTu Ans npegoTepalleHnst copoca
9TUX JaHHbIX B BUPTyasnbHY NamsaTb Ha
ancke. NprMeHeHne 3Ton NpMBUNErm
MOXET CYLLECTBEHHO NOBMMATb Ha
NPON3BOAUTENBHOCTb CUCTEMbI, CHUXKAS
06beM JOCTYMHOM OnepaTMBHON NaMATH
(RAM).

OT0T NapameTp 6Ge3onacHOCTM NO3BONSET
Nonb30BaTEN BXOAUTb B CUCTEMY MpU
MOMOLLM CPEACTBA, UCMOSb3YHLLEro
ovepenb NakeTHbIX 3adaHui,
NpeaoCTaBnNsAeTCs TONbKO ANd
COBMECTMMOCTM C NpeabiayLLnmm
Bepcuamm Windows. Hanpumep, ecnun
nonb3oBaTenb NnepeaaeT 3agaHue npu

3HauyeHus

BUILTIN\Administrators

He onpeneneHo

BUILTIN\Administrators




Monutuka

Manage auditing and
security log
(YnpaBnaTbe ayagutom
N XypHanom

6esonacHocTK)

Modify an object label
(M3meHeHne meTkn
obbekTa)

OnucaHue 3HauyeHus

MOMOLLM NIIaHUPOBLLMKA 3a4aHuUN,
NOCNeaHWUin PerncTpupyeT 3Toro
nonb3oBaTensi B CUCTEME Kak
nonb3oBaTens ¢ NakeTHbIM BXOAOM, a He
Kak MHTEPaKTUBHOIO Nomnb3oBaTersi.

10T NnapameTp 6e3onacHoCcTn
onpeaensieT, Kakme nonb3oBarenu MoryT
yKasblBaTb NapameTpbl ayauTa OCTyna K
obGbekTam Anga OTAeNbHbIX PECYPCOB,
Takux Kak cpannbl, 06bekTbl Active
Directory n pasgenel peectpa. [aHHbIn
napameTp 6e30nacHOCTU He pa3peluaeT
Nonb30BaTENto BKNOYUTL ayanT JocTyna
K bavinam n obbektam B uenom. [Ans
BKIMOYEHMS TAKOro aygmTta HY>KHO
HacCTpPOMUTb NapameTp A0CTyna K 06bekTy o

BUILTIN\Administrators
"Ayout" B nyTn "KoHurypaums
komnbtoTepa\llapameTpsl
Windows\lNapameTpsbl
6esonacHocTu\J1okanbHble
nonutukm\lNMonuTtunkm aygnta". CobbiTms
ayamTa MOXHO NMPOCMOTPETb B XypHane
BGe3onacHOCTM cpeacTBa NpocmoTpa
cobbITui. MNonb3oBaTtensb ¢ AaHHOWM
npuBUNErnen MoXeT TaKkke
npocmaTpmBaTh M OYMLLATL XypHan
BGesonacHocTw.

OTa npuBunernst onpegenseT, Kaknuv He onpenenexo
YYETHbIM 3anucsam nonb3oBarenem

paspeLlaeTcsl UISMEHSATb METKM

LIeNTOCTHOCTU OBBEKTOB, TaKMX Kak

drannbl, pasgensl peecTpa unm

npouecchl, BrnagenbLamMmm KOTOpbIX

ABINAKOTCA ApYyrne noJjib3oBaTesin.




Monutuka

Modify firmware
environment values
(N3meHeHne
napameTpoB cpegpbl

N3roToBUTENS)

OnucaHue

Mpouecchl, BbINOMHALWMWECS NoA
YYETHOW 3anuncblo nonb3oBaTtens, 6es
STOW MPUBMMETMN MOTYT MOHWXATb
YPOBEHb METKM 06beKTa, Bnagensuem
KOTOPOro SIBNSAETCSA AaHHbI

nonb3oBaTterib.

OT0T NapameTp Ge3onacHoCTH
onpefensieT, KTo MOXeT U3MEHSTb
3Ha4YeHUsa NapamMeTpPOoB annapaTHom
cpeabl. lNepemeHHble annapaTHOW cpeabl
- 9TO NapaMeTpbl, COXpaHsSeMble B
9HeproHe3aBMCMMOKN NaAMSATH
KOMMNbIOTEPOB, apXUTEKTYPa KOTOPbIX
oTnnyHa ot x86. [Jenctame napamertpa
3aBUCUT OT npoueccopa. Ha
KOMMNbIOTEPAX apXUTEKTYPbI X86
€0WHCTBEHHOE 3Ha4YeHue annapaTHon
cpeabl, KOTOPOE MOXHO U3MEHUTb
HasHa4YeHneM JaHHOro npasa
nonb3oBaTens, - 3T0 NapameTp
"MocnenHss yaadyHas koHdurypauuns",
KOTOPbIN AOIMKEH M3MEHATBLCA TOMbKO
cuctemon. B komnbloTepax Ha 6ase
npoueccopos Itanium 3arpy3oyHble
AaHHble XPaHATCHA B 93HEProHe3aBMCUMOM
namatn. [laHHoe npaBo nosnb3oBaTens
OOSMKHO HasHayaTbCA Nonb30oBaTeENAM
OIS BbINOMTHEHUS NPOrpaMmbl
bootcfg.exe n nameHennsa napametpa
"OnepaunoHHas cuctema no
yMOn4aHui" KoMmnoHeHTa "3arpyska u
BOCCTaHOBIEHME" ANanoroBoro OkHa
CBOMCTB cucTeMbl. Ha Bcex KomnbtoTepax
9TO NpaBo nosib3oBatens TpedyeTca ang
yCTaHoBKMN 1 o6HoBneHus Windows.

3HauyeHus

BUILTIN\Administrators




Monutuka

Perform volume
maintenance tasks
(BbinonHeHwne 3apay
no o6cnyxnBaHuo

TOMOB)

Profile single process
(MpodunuposaHmne
OfHOro rnpotecca)

Profile system
performance

OnucaHue 3HauyeHus

MpumevaHne. IToT napameTp
©e30nacHOCTN He BNNSET Ha
nonb3oBaTenen, KoTopble MoOryT
N3MEHSATb CUCTEMHbIE U
Nnonb3oBaTeENbCKME NEPEMEHHbIE Cpeabl,
oToGpaxaemble Ha BKNaake
"[1oNONHUTENBLHO" AManoroBoro okHa
CBOWCTB cuctembl. CBeaeHNs 0 TOM, Kak
N3MEHSATb 3TU NEPEMEHHbIE, CM. B
pasgene "[JobasneHne nnn naMeHeHmne

3Ha4YeHNsA nepeMeHHbIX cpeabl”.

OT0T NapameTp GesonacHoCTH

onpegensieT nonb3oBaTtenen u rpynnel,

KOTOpPbl€ MOTyT BbINOMHATL 3a4a4yum no

obcnyxnBaHuio TOMOB, Hanpuvep,

yaaneHHyw gedparmentauuio. MNpu

Has3Ha4YeHuM 3TOro Npasa nornb3oBaTens

cnepyet cobntogaTb OCTOPOXKHOCTb. o
BUILTIN\Administrators

lMonb3oBaTenn, nmeroLLme gaHHoe

npaBo, MOryT NpocMaTpuBaTh ANCKU U

[obaBnsaTh hannbl B NaMsiTb, 3aHATYHO

ApyrMMmun gaHHbiMu. Nocne oTKpbITUA

OOMOMNHUTESNbHLIX hannoB Nosib3oBaTeNb

MOXET YMTaTb U3MEHATb 3anpOLLEHHbIEe

AOaHHbIE.

OT0T NapameTp GesonacHoCcTH

onpegensieT nonb3oBaTenemn, KOTopble

MOryT MCMONb30BaThb CpeacTea o
BUILTIN\Administrators

MOHUTOPWHIra NPON3BOAUTENBHOCTM A11S

OTCIEeXMBaHWS NPOU3BOAUTENBHOCTU

HECUCTEMHBbIX MPOLIECCOB.

10T NnapameTp 6e3onacHoCTn BUILTIN\Administrators
onpenensieT nonb3oBaTteneun, KoTopble




Monutuka

(MpodhunuposaHne
NPON3BOAUTENBHOCTM

CUCTEMbI)

Replace a process
level token (3ameHa
MapKepOB YPOBHS
npouecca)

Restore files and
directories
(BoccTaHoBneHue
dannoB 1 KaTanoros)

OnucaHue 3HauyeHus

MOTyT UCNOJ1b30BaTb CpeacTsa
MOHUTOPWHIra Npon3BoanTESNIbHOCTU O5A
oTCcnexmBaHmA Npon3BoanUTESIbHOCTU

CUCTEMHbIX MNMpoLeccoB.

OT0T NapameTp 6esonacHocTn
onpenensieT y4eTHble 3anucu
nonb3oBaTenemn, KoTopble MOryT

BbI3bIBaTb npouenypy APl-uHtepdenca

NT AUTHORITY\LOCAL
CreateProcessAsUser() ans Toro, 4to0bl
5 SERVICE, NT
ogHa cnyxba morna 3anyckaTb Apyryto.
Y . / Py AUTHORITY\ANETWORK
lMNaHMpOBLUMK 3a4aHuI - 3TO NpUMeEpP
SERVICE
npouecca, UCNonb3yLLEero JaHHOe
npaeo nonb3oBatens. CBeaeHust o
NNaHNpPOBLLKKE 3adaHni cM. B 063ope
"lNnaHnpoBLmK 3agaHnin".
OT0T NapameTp 6esonacHoCcTn BUILTIN\Administrators

onpegensieT nonb3oBarenen, KOTopble
MOryT 060MTU paspeLleHnsa Ha dansnbl,
KaTanoru, peectp u Apyrue nNocTosHHbIE
0ObEKTbI MPY BOCCTAHOBEHNN apXUBHbIX
Konuun ¢oansioB 1 KaTarnoros, a Takxke
nonb3oBaTenen, KOTopble MoryT
Ha3Ha4nTb N0OOro 4eNCTBUTENBHOMO
cybbekTa 6esonacHocTy Bnagensuem
obbekTa. B wactHocTH, 3TO NpaBo
nonb3oBaTens NogobHo
NpefoCcTaBNeHUIO CreayoLmnx
paspeLleHni Nonb3oBaTento UNn rpynne
Ans BCexX nanok n gannos B CUCTEME:
O630p nanok/BbinonHeHne dannos
3anncb BHumaHne! HasHayeHue atoro
npasa nornb3oBaTens MoXeT
npeacTaenaTb yrpody 6esonacHocTu. Tak

KakK OHO gaeT BO3MOXHOCTb




Monutuka

Shut down the system
(BaBepLueHne paboTbl

CUCTEMBI)

Take ownership of
files or other objects
(CmeHna Bnagenbues
dannos v apyrmx

00bekToB)

OnucaHue

nepesanncbiBaTb NapaMeTpbl peecTpa,
CKpbIBaTb AaHHbIE M NOMNy4aTb BO
BnageHne CUCTEMHbIe OOBbEKTHI,
Ha3Ha4yaTb ero criegyeT TONbKOo
[OBEPEHHbIM MOSIb30BATESNSAM.

10T NnapameTp 6e3onacHoCcTn
onpenensieT nonb3oBaTtenen, KoTopble
nocrne nokanbHOro Bxoga B cucteMy
MOryT 3aBepLUnTb paboTy onepaunoHHON
CUCTEMbI MPY MOMOLLN KOMaHAb!
"3aBepwnTb paboTy". HenpaBunbHoe
npMMeHeHMe 3TOro Npaea Nnosb3oBaTesns
MOXET CTaTb MPUYNHON OTKa3a B

obcnyxmBaHUN.

OT10T napametp 6e3onacHOCTU
onpegensieT nonb3oBaTenemn, KOTopble
MOryT cTaTb Bnagensuem noboro
3awmiLaemMoro obbekTa CMCTEMbI, B TOM
yncne: obbektoB Active Directory,
¢rannoB 1 Narnok, NPUHTEPOB, pa3ferios
peecTpa, NpoLEeCcCOoB 1 MOTOKOB.
BHumaHune! HasHaueHune aToro npaea
nonb3oBaTens MOXeT NpeacTaBnsTh
yrposy 6esonacHoCTU. Tak Kak 06beKThbl
MOMHOCTBI KOHTPONMMPYIOTCS MX
BrnagenbuamMmu, Ha3Ha4aTb AaHHOe NpaBo
cneayeT TONbKO AOBEPEHHbBIM

nosib3oBaTensam.

3HauyeHus

BUILTIN\Administrators

BUILTIN\Administrators

MapameTpbl Oe3onacHoCTU




[MyTb: KoHdurypaumsa komnbsiotepa — MNonutukm — KoHdpurypaums Windows — lNMapameTtphbl
6e3onacHocTu — JlokanbHble nonUTUKN — MNapameTpbl 6e3onacHocTH

(aHrn. — Computer Configuration — Policies — Windows Settings — Security Settings — Local Policies —
Security Options)

E Group Policy M
File Action View Help

e 2E X2

4 el Computer Configuration ~
4 | Policies
[ [ | Software Settings
4[] Windows Settings
[ | Mame Resolution Policy
|2 Scripts (Startup/Shutdown)
4 Sh Security Settings
[+ _:fé] Account Policies
4 _:ﬂ Local Policies
b Audit Policy
[ .=_ﬁ User Rights Assignment
[ :ﬂ Security Options
[ zf Eventlog
I+ [ Restricted Groups
b= [ System Services

YyeTHble 3anucu

(aHrn. — Accounts)

v OnucaHue NonuTuk

MonuTtuka OnucaHue 3Ha4yeHue
Accounts: OTO0T NnapameTp 6e3o0nacHOCTM onpeaensieT, BKOYEHa Enabled
Administrator account UI OTKITOYEHa YYeTHas 3anucb foKanbHOro (BkntoyeH)
status (Y4eTHble agMuHucTtpatopa. lNMpumeyanns MNpu HeCooTBETCTBUM
3anucu: CoctosiHue naponsi TekyLlero agMmHucTparopa TpeboBaHuaM K
YYETHOM 3anucu naporo NOBTOPHO BKMOYUTL YHETHYHO 3annch
'AgMuUHUCTpaTop') agMUHUCTpaTopa, eCfiv paHee OHa Oblna OTKMAYEHa,

Oyoet Henb34. B aTom cniyyae, naporb y4eTHOM 3anucu
agMVHUCTpaTopa OOoSMKeH BbITb COpoLLEeH apyrum

YJrieHOM rpynrbl agMUHUCTPAaTOPOB. CBe)J,eHI/Iﬂ O TOM, KakK




Monutuka

Accounts: Guest
account status
(YyeTHble 3anucu:
CocTosHue yyeTHom

3anucu 'TocTb')

Accounts: Limit local
account use of blank
passwords to console
logon only (Y4eTHble
3anucu: paspeLunTb
ncnonb3oBaHmne
nycTbIX Naponewn
TONbKO Npu

KOHCOMbHbIM BXOA€)

OnucaHue 3HauyeHue

cbpocuTb naponb, cM. B pasagene "Cbpoc napons".
OTKNOYEHME YYETHOW 3annUcK agMUHUCTpaTopa npu
HEKOTOpPbIX 0B6CTOATENLCTBAX MOXET 3aTPYAHUTb
obcnyxmeanue. MNMpu nepesarpyske B 6e3onacHom
PEeXrMME OTKMOYEHHYH YYETHYHO 3anncb agMUHMUCTPpaTopa
MOXHO BKIOMUTb TOMbKO B TOM Crly4ae, eCrnn KOMMbTep
He NpucoeanHeH K IOMEHY 1M OTCYTCTBYIOT Apyrue
aKTMBHbIE YYETHbIE 3anMCK NOKanbHOro
agMUHUCTpaTtopa. Ecnn komnbloTep NPUCOEAMHEH K
AOMEHY, OTKIOYEHHas y4yeTHas 3anucb agMUHMUCTpaTopa

He MOXET ObITb BKINHOYEHA.

OT1OT napameTtp 6e30nacHOCTU onpeaensier, BKIYeHa
UM OTKIKYEHA y4YeTHas 3anmck rocTs. MpumeyaHme.
Ecnu yyeTHas 3anucb rocts oTknoYeHa, a ans

napameTpa 6esonacHocTu "CeTeBon 4OCTYN: MOgesb _
Disabled

obuiero goctyna n 6e3onacHoOCTV Ang nokanbHbIX
(OTkntoyeH)

YYETHbIX 3anncen” ycTtaHoBNEHO 3Ha4YeHne "Tornbko
rocTun", NOnbITKM BXo4a B CETb, BbINOSIHAEMbIE,
Hanpumep, cepBepoM ceten Mankpocodt (cnyxba
SMB), 3aBepLuatcs HeygayHo.

Enabled
(BkntoyeH)

OT0T NnapameTp 6e3onacHOCTV onpeaenseT, MOryT nu
nokKarsibHble y4YeTHble 3anucu, He 3alULLEeHHbIEe Naposnem,
ncnonb3oBaTbCsa AN BXo4a B CUCTEMY U3
MECTONMOMOXEHNIN, OTNINYHBIX OT OU3NYECKOM KOHCONMNK
KoMmnbtoTepa. Ecnv napameTp BKIOYEH, TO AN
fnoKasibHbIX YYETHbIX 3anncen, He 3allULLEHHbIX
naponem, BXxoq B CUCTEMY BO3MOXEH TONbKO C
KnaBuaTypbl KoMnbtoTepa. BHumaHue! K komnbtotepam,
HaxoasWwmMcs B (on3nyeckn HesawmLEHHbIX MecTax,
BCcerga OOMMKHbI NPUHYAUTENBHO NPUMEHATLCS
napameTpbl HaAEeXHbIX Naporen Ans BCex fokanbHbIX
YYETHbIX 3anucen nonb3oBaTtenen. B npotuBHOM criyvae
nobon nonb3oBatesib, UMELLNA PUNYECKUIA SOCTYN K

KOMMbIOTEPY, MOXET BOWTU B cuctemy npu nomMoLlm




MonuTtuka OnucaHue 3HayeHue
norb30BaTeNbCKOM YY4ETHOM 3anucu, He UMetoLLEen
naponsi. 3To 0COBEHHO BaXKHO 41151 NOPTaTUBHbIX
KomnbtoTepoB. Ecnn aToT napameTp 6e3onacHoOCTM
npuMeHsieTcs K rpynne "Bce", HUKTO He CMOXeT BOWUTU B
cucTemMy Yepes cry>k0bl yaaneHHbIX paboymx CToroB.
[MpymevaHns [aHHbIN NapamMeTp He OKa3blBaET BIIUAHUS,
ecnuv rnpu Bxoge B CUCTEMY UCMNOMb3YOTCA YYeTHbIE
3anucu gomeHa. NpunoxeHus, ncnonbayrome
yAaneHHbI UHTEPAKTUBHbIV BXOL, B CUCTEMY, MOTYT
0o6oNTKN 3TOT NapameTp.
Ayaut
(aHrn. — Audit)
¥ OnucaHue NonuTuK
Monutuka OnucaHue 3Ha4yeHue
Audit: Audit the use of  3T1oT napameTp 6e3onacHocTn onpegensert, byget nu Enabled
Backup and Restore BbIMOSTHATLCSA ayAnT UCMOSb30BaHNA BCEX NPUBUIIErUi (BkntoyeH)

privilege (Ayaur:
ayauT UCMonb3oBaHUA
NpyBUErMm Ha
apxvBaumio n
BOCCTaHOBIIEHME)

nonb3oBaTens, B TOM Y/CIie Ha apXuBauuio 1
BOCCTaHOBJIEHME, €ClU AeUCTBYET NonmTmnka "BbINonHATL
ayaouT ucnonb3osaHus npusunernin”. Ecnu ata nonutuka
OEeNCTBYET, BKMOYEHWEe AaHHOro napameTrpa co3gaeT
cobbiTe ayguTa Ansa Kaxgoro arvina, ¢ KoTopbim
BbIMOJSTHAKOTCA onepaunn apxmeaumm NN BOCCTAHOBMNEHNS.
Ecnuv aTa nonutmnka oTknoveHa, ayauT UCnonb30BaHNS
NpUBUNErMn Ha apxmBaLnio U BOCCTAHOBMEHNE He
BbINOSHAETCA JaXe NpWU BKMOYEHHOM napameTtpe
"BbINONHATL ayauT MCMonb30BaHUA npuBunernn®.
MpumevaHne. B Bepcusax Windows, npegLiecTByoLLmMX
Vista, usmeHeHus B pesynbrate HaCcTPOMKN 3TOro

napameTpa 6e30nacHOCTM BCTYNSAT B CUITY TOMbKO Nocne




Monutuka OnucaHue 3HaueHune
nepesarpyskn Windows. BkrtoueHue atoro napametpa
MOXET BbI3BaTb O4EHb MHOIO COObLITUI (MHOIAA HECKOMBbKO
COT B CEKyHAy) BO BpeMsi apXvBaLun.
YcTtponucrtBa

(aHrn. — Devices)

v OnucaHune NonuTuk

Monutuka

Devices: Allowed to
format and eject
removable media
(Yctponctsa:
paspeLmTb
dopmatmpoBaHue 1
N3BNEYEHNE CbEMHbIX

HocuTenewn)

Devices: Prevent users
from installing printer
drivers (YcTtponcraa:
3anpeTuTb
nonb3oBaTensam
yCTaHOBKY ApalniBepoB

npuHTEpAa)

OnucaHue

OT0T NnapameTp 6e3onacHOCTU Onpeaenser,
KOMY paspeLlueHo (hopmMaTmpoBaHue U
n3srevyeHune crbeMHbix NTFS-HocuTenen.

YT106bI NOKanNbHbIN KOMMNbLIOTEP MOT
NCNonb3oBaTb OOLLMIA NPUHTEP, HA HEM OOSMKEH
ObITb yCTAHOBMEH ApanBep 3TOro obLyero
npuHTEpa. ATOT NapameTp 6e3onacHoOCTH
onpeaensieT, KoMy paspeLleHo yCTaHaBnMBaTb
ApaviBep npuHTepa npu gobaBneHum obLero
npuHTepa. Ecnn aToT napameTp BKMOYEH, Npwu
nobaBneHun obuiero npuHTepa gpaneep
npuHTEPA MOTYT YCTaHABNMBATb TONbKO
agMuHuUcTpatopbl. Ecrnv napameTp OTKIHOYEH,
yCTaHaBnuBaTb ApanBep NpUHTEpa npu
nobaBneHnn obuero NnpuHTEpPa MOXeT NoboN
nonb3oBatenb. [pumevaHus JTOT napameTp He

3HaueHue

Administrators

(AAMuHUCTpaTOopbI)

Enabled (BkntoyeH)




Monutuka

Devices: Restrict CD-
ROM access to locally
logged-on user only
(YctpowcTaa:
paspeLumnTb 4OCTYN K
ANCKOBOOAM KOMMaKT-
ANCKOB TOSNbKO
nokanbHbIM

norn b3OBaTeJ'IFIM)

Devices: Restrict floppy
access to locally logged-
on user only
(YcTtpowncTaa:
paspeLnTb AOCTYN K
AnckoBogam rmbkmnx
ANCKOB TONbKO
nokarnbHbIM

nonb3oBaTensam)

OnucaHue

BNNSIET HA BO3MOXHOCTb 06GaBneHus
nokanbHoro npuHTepa. MapameTp He

3aTparnesaer agMUHUCTPATOPOB.

OT1OT napameTtp 6e30nMacHOCTU onpeaenser,
OyaeT Ny guckoBog KOMMNAKT-AMCKOB JOCTYMNEH
OLHOBPEMEHHO W JFTIOKasnbHbIM, U YAaneHHbIM
nosnb3oBaTtenaMm. Ecnu gaHHbIM napameTp
BKIMIOYEH, AOCTYN K KOMNaKT-ANCKaM paspeLleH
TOSbKO NONb30BaTeENAM, BOLEALWNM B CUCTEMY
WHTEPaKTUBHO. Ecnn gaHHbIN NnapameTp
BKIIOYEH, HO HUKTO He BOLLESN B CUCTEMY
WHTEPAKTUBHO, ANCKOBOA KOMMAKT-ANUCKOB

6y/:|,eT OOCTYNEH 4Yepea3 CETb.

OT1OT napameTtp 6e30nMacHOCTN ONpeaenser,
Oyger N CbeMHbIV ANCKOBOL, MTMOKUX ANCKOB
AO0CTYNeH OgHOBPEMEHHO M NOKanbHbIM, U
yaaneHHbIM none3oBartensam. Ecnu gaHHbIN
napamMeTp BKITHOYEH, OCTYMN K CbeMHbIM
ANCKOBOAAM MMOKUX ANCKOB pa3peLleH TOMNbKO
nonb3oBaTensam, BOWeALWmnM B CUCTEMY
NMHTEpaKTUBHO. Ecnun gaHHbI napameTp
BKITHOYEH, HO HMKTO HE BOLLEN B CUCTEMY
WHTEepPaKTUBHO, AMCKOBOA rmMbknx gmuckos byaet

OOCTYNEH Yepea3 CETb.

3HaueHue

Enabled (BkntoyeH)

Enabled (BkntoyeH)

MHTepakTMBHbIN BXO4 B cUCTEMY

(aHrn. — Interactive Logon)

v OnucaHue NonNuUTUK




Monutuka

Interactive logon: Do not
display last user name
(MHTepakTMBHbIV BXOL, B
CUCTEMY: He
oTobpaxartb nocnegHee
NMS Nonb3oBaTens npu
BXOle B CUCTEMY
NHTepakTMBHLIN BXOA B
CUCTEMY: He
oToGpaxaTtb y4YeTHble
AaHHble nocregHero

nonb3oBaTens)

Interactive logon: Do not
require
CTRL+ALT+DEL
(MHTepaKkTMBHbIN BXOZ, B
cucTtemy: He TpeboBaTb
HaxaTns
CTRL+ALT+DEL)

Interactive logon:
Number of previous
logons to cache (in case
domain controller is not
available)
(MHTepakTMBHbIV BXO[, B

CUCTEMY: KOJTn4eCTBO

OnucaHue

ITOT napameTp 6e3onacHocTu onpeaenseT, byaet nu
Ha akpaHe Bxoga B Windows otobpaxaTtbcs ums
nocrneaHero Nonb3oBaTens, BbINOSIHMBLUETO BXO4 Ha
3TOM KOoMMbloTepe. Ecnn aTa nonuTurka BKAYEHa, ms

nonib3oBatensa He 6y,1:|,eT OTO6pa)KaTbCFI.

OT10T napameTtp 6e3onacHoOCTM onpeaensieT, TpebyeTcs
nn Haxatue knasuw CTRL+ALT+DEL nepen Bxogom B
cuctemy. Ecnun ata nonuTtrka BKAOYEHA, HaxaTme
knasuw CTRL+ALT+DEL nepen Bxogom B cuctemy He
Tpebyetca. OTcyTCcTBME HEOOXOAMMOCTU HAXUMaTb
knasuwmn CTRL+ALT+DEL nepen Bxogom B cuctemy
Aenaet nonb3oBartenen ya3sMMbIMn NS atak ¢
NnonbITKOW nepexeaTa naponen. ObssartensHoe
HaxkaTue knasmw CTRL+ALT+DEL nepen Bxogowm B
CUCTEMY rapaHTUpyeT nepegady AaHHbIX No
[OBEPEHHOMY KaHarny npw BBOAe Naponemn
nonb3oBaTtenamu. Ecnu ata nonutmnka oTKoYeHa,
Haxxatune knasuw CTRL+ALT+DEL obsi3aTtensHo ans
noboro nonb3oBartens nepes sxogom B Windows.

CBeneHus 0 BXOAEe B CUCTEMY KaXKAOro YHMUKaINbHOro
Nonb30oBaTensi KALUMPYHTCS NoKanbHO, YTOObI
obecneynTb BO3MOXHOCTb BXO4A B CUCTEMY B Cryyae
OTCYTCTBMS 4OCTyNa K KOHTPONnnepy AoOMeHa BO BPeEMS
nocneayLwmnx NonbITOK BXoga. XpaHsTcs
K3LLMPOBaHHbIE CBEOEHUS O BXOAE B CUCTEMY U3
npegblayLlero ceaHca. Ecnv goctyn Kk KOHTponnepy

3HaueHue

Enabled

(BkntoveH)

Disabled

(OTKNtOYER)

0 logons (0
BXOJOB B
cucTemy)




Monutuka

npeablayLmx
NOAOKIMOYEHNI K KLy (B
criyyae oTCyTCTBUSA
AOCTYyNa K KOHTponnepy
AoMeHa))

Interactive logon:
Require Domain
Controller authentication
to unlock workstation
(MHTepaKkTMBHbIN BXO B
cuctemy: TpeboBatb
NpOBEpPKM Ha
KOHTpornepe AoOMeHa
AN OTMEHbI
BGOKMPOBKM
KOMMbloTepa)

OnucaHue 3HaueHue

AOMeHa OTCYTCTBYET, a CBeJeHUs O BXOAe B CUCTEMY
ANs AaHHOro Nonb30BaTens He K3LWMPOBaHb,
BbIBOAUTCA cooblieHne: B HacTosiwee BpeMs HET
OOCTYMHbIX CepBepoB BxoAa Ang o6cnyxnBaHus
3anpoca Bxoga B cuctemy. B atom napametpe
NONUTUKN 3Ha4YeHne O OTKMYaeT KaLMpoBaHue Bxona
B cuctemy. [Npu ntobom 3HavyeHum Bbiwe 50
KaLwmpyeTcsa Tonbko 50 NonbITOK BXO4A B CUCTEMY.
Windows nogaepxmBaet He 6onee 50 3anucen kaLwa,
Npy 3TOM YMCNO NOTpebnAembIX 3anMcen Ha
nonb3oBaTens 3aBUCUT OT YYETHbIX OaHHbIX.
Hanpumep, B cucteme Windows MoOXeT BbITb
KalwmposaHo A0 50 yHMKanbHbIX Y4EeTHbIX 3anucen
nonb3oBaTend ¢ NaposnsiMn, HO He Bornee 25 y4YeTHbIX
3anucen nonb3oBaTensa cCo CMapT-KapTon, TaK Kak
COXpaHAKTCA CBedeHWs Kak O naporie, Tak U 0 cMapT-
kapTe. [1py NOBTOPHOM BXOAe B CUCTEMY MOfb30BaTeNs
C K3LLIMPOBAHHbIMY CBEAEHUAMM O BXOAE CBEAEHWS

AaHHOTIO MNMornb30BaTesd B KoLLE 3aMEHAIOTCA.

[ns pa3bnokMpoBKn GNOKMPOBAHHOIO KOMMbOTEPA

HeobxoaMMo NpenocTaBUTb AaHHbIE Bxoaa. [Ans

YYETHbIX 3anucer AOMEHOB 3TOT NapaMeTp

Ge3onacHocTn onpegensieT, HeobxoanMo nn

YyCTaHOBUTb CBSA3b C KOHTPOSNEPOM AOMeHa Ans

Enabled

(BkntoyeH)

pa3brokMpoBkM kKomnbioTepa. Ecnn aToT napameTp
OTKIHOYEH, MNomnb3oBaTenb MOXeT pa3bnokMpoBaTh
KOMMbIOTEP C MOMOLLbIO KILLMPOBAHHbIX YYETHbIX
AaHHbIX. Ecnn aTOT napameTp BKIHOYEH, UCMonb3yemas
AnNs pa3brnokMpoBKN KOMMNbIOTEPa YYeTHas 3anunch
AOMeHa [I0mkHa ObiTb NPOBEPEHa KOHTPOINEepPOM

AJOMeHa Ha NoAJINHHOCTb.

KnueHT cetn Microsoft




(aHrn. — Microsoft Network Client)

v OnucaHue NonNuUTKK

Monutuka OnucaHue 3HayeHue

Ecnun aToT NnapameTp 6€30nacHOCTN BKIHOYEH,

. . nepeHanpasuTernto 6noka coobueHnn cepeepa
Microsoft network client: Send
] (SMB) paspelueHo oTrnpaBnsaTb Naposnu
unencrypted password to third-
OTKPbITbIM TEKCTOM Ha cepBepbl SMB, He .
party SMB servers (Knnent . Disabled
. npuHagnexaiwme MankpocodT, KOTopble He
cetu Microsoft: oTnpasnaTb . (OTkNtOYER)
5 noaaepXuBatoT WndpoBaHMe naposnen Bo
Hes3alMpPOoBaHHbLIWN Naposib
BpeMs NpoBepku noasimHHocTn. OTnpaska
cTopoHHUM SMB-cepBepam) .
He3alwngpoBaHHbIX Naponen npeacTaBnaeT

puck ans 6esonacHoCTu.

Hoctyn Kk cetn / CeteBon pocryn

(aHrn. — Network Access)

v OnucaHue NonuTuK

Monutuka OnucaHue 3HauyeHue
Network access: OTOT NapameTp NOAUTUKK ONPeaEnseT, MOXET Nn Disabled
Allow anonymous aHOHWMHBIW NOnb3oBaTenb 3anpalumsaTtb atpubyThbl (OTKMOYEH)
SID/Name noeHTndukatopa 6esonacHoctu (SID) apyroro

translation (JocTtyn Kk nonob3oBatensd. Ecnu ata nonuTtuka BKNOYEHa, TO

ceTu: paspeLwnTb aHOHWMHBbIW NOrb3oBaTeNb MOXET 3anpoCUTb
TPaHCAUMIO naoeHtTndukatop 6esonacHocTn noboro gpyroro
aHoHuMHoro SID B nonb3osBartens. Hanpumep, aHOHMMHbIN

nms) Nnonb3oBaTenb, 3HAKLWNN MAEHTUdMKATOP

6e3onacHOCTV aAMUHUCTPaTOpa, MOXET
NOAKMYMTBECSA K KOMMbIOTEPY, HA KOTOPOM BKITHOYEHa

3Ta noJsimTukKa, 1 NonyydYnTb MA agMUHUCTPAaTopa.




Monutuka

Network access: Do
not allow anonymous
enumeration of SAM
accounts (CeteBon
AOCTYN: He
paspeLlatb
nepeyncneHue
YYETHbIX 3anucen
SAM aHOHUMHbIMM

nonb3oBaTensiMun. )

Network access: Do
not allow anonymous
enumeration of SAM
accounts and shares
(CeTeBown goctyn: He
paspeLlaTtb
nepeyncneHve

y4YeTHbIX 3anucen

OnucaHue

[aHHbIN napameTp BNusSIET kKak Ha NnpeobpasoBaHne
naeHTudgurkaTopa 6e30NacHOCTM B UMS, TaK M Ha
obpaTHoe npeobpasoBaHue (MMSA B MAEHTMdUKATOP
6esonacHocTh). Ecnv aTOT napameTp NONUTUKK
OTKIOYEH, aHOHUMHBbIV NOMNb30BaTENb HE MOXET
3anpawmBaTtb naeHTudgukaTop 6esonacHoCTu
ApYroro nonb3oBaTtensi.

OTOT NapameTp 6e3onacHOCTM onpeaenseT, Kakme
AONONHUTENbHbIE paspeLleHns byayT gaHbl
AHOHUMHbIM NOAKIMIOYEHUAM K 3TOMY KOMMbLIOTEPY.
Windows paspeluaeT aHOHUMHbIM MOfb30BaTENSAM
coBepLUaTb onpegeneHHble 4eNCTBUSA, Takme Kak
nepeyncrieHne MMeH y4eTHbIX 3annucen JoMeHa u
o6LKnxX ceTeBbIX pecypcoB. ATO yaobHO, Hanpumep,
Korga agMunHucTpaTtopy TpebyeTcs npeaocTaBuTb
AO0CTyn nonb3oBaTensam B JOBEPEHHOM JOMEHE, He
noaaepXuBatoLlem B3aMMmHoe gosepue. JToT
napameTp 6e30nacHOCTM NO3BOMSET HaKNaablBaTb
AOMNOMHUTENbHbIE OFPAHNYEHUSA Ha aHOHUMHbIE
noaknoveHna. BkniodeH: He paspeluatb
nepeyvncneHne y4eTHoix 3anncen SAM. 3tot
napameTtp 3aMeHseT napameTp "Bce" Ha napameTtp
"MpoweaLume nposepky" B paspeLleHnsax
6esonacHocTn ansa pecypcoB. OTKMAOYEH: HET
OOMNONMHUTENbHbBIX OrpaHNYeHUn. McnonbayoTca

paspeLLeHnst NO YMOSHYaHWIO.

OT0T NapameTp 6Ge3onacHOCTM onpeaenser,
paspeLLEeHO NN NepeYvncrieHme y4eTHbIX 3anmcen
SAM 1 obLmnx pecypcoB aHOHUMHbIMK
nons3osatenamu. Windows paspeluaer aHOHUMHbIM
Nonb30oBaTeNAM CoBepLUaTb HEKOTOPbLIE AENCTBUS
(Hanpumep, nepeyncrneHme MMeH y4eTHbIX 3anucen
AomMeHa 1 obLmnx nanok). To yaobHo B cnyyae,

€Clin agMUHNCTPAaTOP XO4EeT NnpeaoCcTtaBnUTb AOCTYN

3HaueHue

Enabled
(BkntoveH)

Enabled
(BkntoveH)




Monutuka

SAM n obuwmx
pecypcoB
aHOHUMHbIMU

nonb3oBaTensiMmn)

Network access: Do
not allow storage of
passwords and
credentials for
network
authentication
(CeteBown goctyn: He
paspeluaTtb
XpaHeHne naposnemn
NN YYETHBIX AaHHbIX
Ona ceTeBomn
NpPOBEpPKM
NOANNHHOCTN)

Network access: Let
Everyone
permissions apply to
anonymous users
(CeteBown goctyn:
paspeLlatb
npuMeHeHne
paspeLieHun "Ons
Bcex" K aHOHUMHbIM

nors b3OBaTeJ'IFIM)

OnucaHue

nonb3oBaTensM B JOBEPEHHOM JOMEHE, He
noagepXxmeatoem B3ammHoe gosepue. Ytobebl
3anpeTuTb NepedyncneHne yyeTHolx 3anucen SAM un
00Lmx pecypcoB aHOHMMHbIMM MOSIb30BaATENSAMU,
BKIMOYMTE ITOT NapameTp.

OTOT napameTtp 6e3o0nacHOCTM onpeaenser,
COXPAaHSIOTCA NN AUCNETYEPOM YYETHbIX OAHHbIX
Napornuv 1 yYyeTHble JaHHble Npu NpoBepke
NOANMHHOCTN JOMEHOM (4118 NocrenyLero
ncnonb3oBaHus). ECrnv gaHHbIN NapameTp BKIOYEH,
TO COXpaHeHWe naponen N y4eTHbIX JaHHbIX
ANCNETYEPOM YYETHbIX AaHHbIX HA JaHHOM
KOMMblOTEPE He Npon3BoanTCs. Ecnn gaHHbIN
napameTp NOMUTUKM BbIKMOYEH MU 3HAYEHNe Ons
Hero He 3agaHo, TO ANCNETYEP YHETHbIX JaHHbIX
OyneT coxpaHaTb Naponn N y4eTHbIE AaHHbIE Ha
3TOM KOMMblOTEPE (OS89 UCNoNb30oBaHWs B ByayLiem
npv NpoBepke NOASIMHHOCTU JOMEHOM).
MpymevaHne. N3ameHeHusa B KOHUrypaumm aToro
napameTpa 6e30nacHOCTU BCTYNSAT B CUITY TOSbKO

nocrne nepesarpysku Windows.

OTOT NapameTp 6Ge3onacHOCTM onpeaenseT, kKakme
AONONHUTENbHbIE paspeLueHns ByayT AaHbl
AHOHUMHbIM MOAKMIOYEHUAM K KOMMBHOTEPY.
Windows paspeluaer aHOHMMHbIM Nosib3oBaTeNnsmM
coBepLUaTb HEKOTOpbIE AENCTBMSA (Hanpumep,
nepevncrneHne MMeH y4eTHbIX 3annucen JOMeHa U
obwmx nanok). 31o ygobHo B criyvae, ecnu
a4MWHUCTPATOP XOYET NPEAOCTaBUTb AOCTYI
nonb3oBaTensam B JOBEPEHHOM JOMEHE, He
noaaepXkunBatoLemM B3anmHoe gosepue. o
yMOn4YaHuio ngeHtudumkarop 6esonacHoctu "Ons
BCcex" yaansieTcs u3 TOKkeHa, Co34aHHoro ans

aHOHMMHBIX coeanHeHun. Takum obpasom,

3HaueHue

Enabled
(BkntoyeH)

Disabled
(OTKntOYEH)




Monutuka

Network access:
Named Pipes that
can be accessed
anonymously
(CeteBown goctyn:
paspeluaTtb
AHOHMMHbIN OOCTYN K
NMEHOBaHHbIM
KaHanam)

Network access:
Remotely accessible
registry paths
(CeteBown goctyn:
yOoaneHHo
AOCTYMHbIE MYTK

peecTtpa)

Network access:
Remotely accessible
registry paths and
sub-paths (CeTteBon
AOCTYN: yoaneHHo
AOCTYMHbIE MYTU 1

OnucaHue

paspeLueHna rpynnel "[Ana sBcex" He 3aTparvsatoT
aHOHMMHBbIX nosib3oBatenen. Ecnu aToT napameTp
YCTaHOBMNEH, aHOHMMHbIE NOMb30BaTENN NUMEIOT
OOCTYN TONbKO K TeM pecypcam, OOCTYN K KOTOPbIM
UM paspeLleH siBHbIM obpasom. Ecnum aToT napametp
BKIOYEH, naeHTudunkatop 6esonacHoctn "[Ans scex"
nobaBnsaeTcs K TOKeHyY, CO34aHHOMY AS151 aHOHUMHBbIX
coeguHeHun. B aTom cnyyae aHOHUMHbIE
nonb3oBaTeNn UMET AOCTYN K NtobomMy pecypcy,
paspelueHHomy ans rpynnel "Ona scex".

OTOT napameTp 6e30NacHOCTW ONpeaenseT, Kakne
ceaHcCbl cBA3N (KaHanbl) 6yayT nmetb atpubyThl U

paspeLlleHus, AatoLLme NpaBo aHOHMMHOIO AOCTyna.

OTOT NnapameTp 6Ge30nacHOCTU ONpPeaEenseT, Kakue
NyTV peecTpa MoryT ObiTb JOCTYMHbI YEPE3 CETb BHE
3aBMCUMOCTM OT MNorb3oBaTenem Unun rpynn
nonb3oBaTenen, yka3aHHbIX B CIUCKE yrnpaBrneHus
poctynom (ACL) pasgena peectpa winreg.

OT1OT napameTp 6e30nNacHOCTW ONpeaenseT, Kakne
MNyTU N BIIOXXEHHbIE NYTN peecTpa MoryT ObITb
AOCTYMHbI Yepes ceTb BHE 3aBUCMMOCTH OT
nornb3oBaTenen Unu rpynmn nonb3oBarternen,
yKasaHHbIX B cnuncke ynpasneHus goctynom (ACL)

pasaena peectpa winreg.

3HaueHue

He onpeneneHo

He onpeneneHo

He onpeneneHo




Monutuka

BI1OXK€HHbIe NYyTn

peecTpa.)

Network access:
Restrict anonymous
access to Named
Pipes and Shares
(CeteBon goctyn:
3anpeTuTb
AHOHWMHBIV JOCTYN K
NMEHOBaHHbIM
KaHanam 1 ooLum
pecypcam)

Network access:
Shares that can be
accessed
anonymously
(CeteBown goctyn:
pa3peLiaTb
AHOHMMHbIN AOCTYN K
obwum pecypcam)

Network access:
Sharing and security
model for local
accounts (CeteBon
AOCTYN: MOAENb
obLero gocTyna u
6esonacHocTn ans
NOKarnbHbIX YY4ETHbIX

3anucen.)

OnucaHue

Ecnu aToT NnapameTtp 6e30NacHOCTU BKIHOYEH, OH
orpaHMYMBaET aHOHUMHbIV OOCTYN K OOLLIMM
pecypcaM 1 UMeHOBaHHbIM KaHanam B
COOTBETCTBUW CO 3HAYEHUSIMU CINEeOYHLLNX
napameTpoB: CeTeBoW 4OCTYN: pa3peLlaTtb
AHOHVMHBIN JOCTYN K MUMEHOBaHHbIM KaHanam
CeTeBoW OOCTyN: paspellaTb aHOHUMHBIA 4OCTYN K

obLmm pecypcam

OT0T NapameTp 6e3onacHOCT onpeaenseT, K Kakum
o6LWMM pecypcam MOryT nony4aTtb A40CTyn

AdHOHWMHbIE MoJib3oBaTesIn.

OT0T NapameTp 6e30nacHOCTU ONpeaenseT, Kakum
obpasom npoBepsieTcs NOAMHHOCTL NPU BXOAE B
CETb C UCMNOMb30BaHMEM JTOKambHbIX YYETHbIX
3anucein. Ecnn gaHHbIM NnapamMeTp nMeeT 3HavyeHne
"OBbl4Hasn", Npu BXxoge B CETb C YYETHbIMU AaHHBbIMU
nokasibHOW y4eTHOW 3anucu BbIMOSTHAETCSA NpoBepka
NOASIMHHOCTM MO 3TUM YyYeTHbIM AaHHbIM. OBbl4HasA
mogenb nossonsert 6onee rubko ynpaBnatb
AO0CTynoMm K pecypcam. C ee NOMOLLIbIO MOXHO
NpeaocTaBUTb pasHbIM NOb30BaTENSAM pasHble
TUMNbl JOCTYNa K 0gHOMY M TOMY Xe pecypcy. Ecnu
3TOT NapameTp nmeet 3HavyeHue "locTtesas”,

onepauunn Bxoga B C€Tb C Y4ETHbIMU AAHHbIMW

3HaueHue

Enabled

(BkntoveH)

He onpeneneHo

Classic - local
users authenticate
as themselves
(O6blyHag -
nokanbHble
nonb3oBaTenu
YAOCTOBEPAOTCSA

Kak OHW camu)




Monutuka

OnucaHue

nokarsibHbIX YY4ETHbIX 3arnMcen aBToMaTn4eckn
COMOCTaBNATCH C y4eTHON 3anucblo rocTs. Mpu
NCNONb30BaHWM rOCTEBOW MOAENU Mexay
nonb3oBaTensaMu HeT pasnuyunn. Bce nonb3osatenu
NMPOXOASAT NPOBEPKY MNOASIMHHOCTU C Y4ETHON
3anucblo rocTH 1 Nony4YatT OQUHAKOBbLIN YPOBEHDL
[OCTyna K jaHHoMmy pecypcy — "Tosnbko YyteHue"
nnu "N3meHenmne". Mo ymonyaHuio Ha KoMnbloTEPax
aomeHa: Ob6bivHas. o ymonyaHuio Ha aBTOHOMHbIX
kKomnbtoTepax: [octeBas. BHnmaHue! Ecnin
Mcnonb3yeTcs rocteBas Moaerb, nobon
nonb3oBaTenb, UMELWMIN OCTYN K KOMMbIOTEPY MO
CeTU (BKIHOYAasi aHOHUMHbIX NONb30BaTeENemn
MHTepHeTa), MOXeT nony4nTb AOCTYN K 06LWmm
pecypcam. [1ns 3awmTbl KOMMblOTEPa OT
HeCaHKLMOHMPOBAHHOIo JOCTyna Heobxoanmo
ncnonb3oatb 6paHamayap Windows vunu gpyryto
aHanorn4Hyto nporpammy. Kpome toro, npu
MCNONb30BaHUM OBObIYHOM MOAENW NoKarnbHble
YYETHbIE 3anncun SOIMKHbI ObIThb 3aLUMLLEHbI
naporem, 4Tobbl X HEBO3MOXXHO BbINO
MCcnonbL30BaTh ANg A4OCTyna K obwum pecypcam
cuctemsbl. [NpumedaHve BTOT napameTp He BNusieT
Ha orepauun UHTEPaKTMBHOIO BXO4a B CUCTEMY,
KOTOpPbI€ BbINOMHAIOTCA YOaneHHO C MOMOLLbI TakuUX
cnyxo, kak Telnet unn cnyx6 yganeHHbIX pabounx
CTOrOB.

3HaueHue

CeTeBas 6e3onacHoCTb

(anrmn. — Network Security)

v OnucaHue NonuTuk




Monutuka

Network security: Do
not store LAN
Manager hash value
on next password
change (CeteBas
Ge3onacHoCTb: He
XPaHUTb X3LU-
3HaveHuna LAN
Manager npu
crnegyoLlen cmeHe
napons)

Network security:
Force logoff when
logon hours expire
(CeteBas
6e3onacHOCTb:
MpuHYANTENBHLIN
BbIBO[, U3 CeaHca o
ncTeveHun
AOMYCTUMbIX YacoB
paboTbl)

OnucaHue

OT0T napameTp 6e30nMacHOCTU onpeaernseT, HYXXHO nn
npw crnegytowen CMeHe napons COXPaHsATb X3LU-
3HadeHune gucnetyepa LAN (LM) ons HoBoro naponsi.
Xaw LM aBnsaeTcs oTHOCUTENbHO CriabbiM U
ysi3BUMbIM 1151 aTak Mo cpaBHEHUIO ¢ bonee
kpuntoctonknum xawem Windows NT. [NockornbKy xaLw
LM xpaHutca B 6a3e aaHHbIx 6e30nacHOCTM Ha
NoKanbHOM KOMMbIOTEPE, B Criyvae aTaku Ha 6a3sy
AaHHbIX 6e30NacHOCTX Napony MoryT BbITb
pacLndpoBaHsbI.

OT0T napametp 6e3onacHoCTU onpeaensert, byayT nu
OTKMOYaTbCA NOMb30BaTENN NPU NOAKITHOYEHUN K
noKarbHOMY KOMMbOTEPY BHE BPEMEHU BXOAA,
3a[jaHHOro ANnsa Ux y4eTHOM 3annucu. AToT napameTp
BMMSAET Ha KOMMOHEHT B6noka coobLleHnn cepsepa
(SMB). Ecnu ata nonuTurKa BKIOYEHa, nocne
NCTeYEeHNs BpeMEHN BXo4a KNMeHTa CeaHCbl KnneHTa
¢ cepsepoM SMB npuHyauMTENBHO pa3pbIiBaOTCS.
Ecnuv ata nonutmnka oTknoveHa, nocre UcTedeHus
BpeMeHu BXo4a KIMeHTa ero ceaHc CoXpaHseTcs.
lMpumeyaHne. 3ToT NnapameTp GesonacHOCTU
NPUMEHSIETCA TaK Xe, KakK NONMTMKA YYETHOM 3anncu.
[nsa y4eTHbIX 3annucen JOMeHa MOXET CyLLeCTBOBaTb
TONbKO OAHA NONMUTUKA yYeTHbIX 3anucen. MonuTtuka
y4eTHOW 3annucu JormxkHa BbITb onpegeneHa B
nonuTuKe JOMeHa No YMOYaHuio; OHa NPUMEHSETCH
KOHTponnepamMmu gaHHoro JomeHa. KoHTponnep
AOMeHa Bcerga nonyyaet nofMTUKy y4eTHOM 3anucu
13 obbekTa rpynnoson nonutuku (GPO) nonuTtukm
AOMeHa No yMOn4aHuio, Aaxe ecnu cyllecTasyeT
Apyrasi nonmMTuKa y4eTHOW 3anncu, Kotopas
NPUMEHSETCA K NoapasgeneHunio, cogepxallemy aToTt
KOHTpornnep gomeHa. o ymonyaHuto paboyue

3HaueHue

Enabled

(BkntoyeH)

Enabled
(BkntoyeH)




Monutuka

Network security:
LAN Manager
authentication level
(CeteBas
6e3onacHoCTb:
YPOBEHb MPOBEPKMU
nognuHHoctn LAN
Manager)

OnucaHue

CTaHLMWN 1 cepBepbl, BXoAsLWMNE B JOMEH, MonyYyaoT
TY )K€ NOMUTUKY YYETHOW 3anncu ans CBoux
nokarnbHbIX YY4ETHbIX 3anucen. OgHaKo NoUTUKM
NoKarnbHbIX YY4ETHbIX 3an1cen Taknx KOMMbTEPOB
MOTyT OTNINYaTbLCS OT NONUTUKN YYETHOW 3anucu
AOMEHa, ecrniv onpeaeneHa nonuTuka y4eTHom
3anuncu ans noapasfaeneHunsl, B KOTOPOE BXOAAT 3TU

komnbtoTepbl. NapameTpbl Kerberos He npumeHsaroTCS

K TakKMM KOMMbKOTEPAM.

OT0T napameTtp 6e30nacHOCTM onpeaensieT, Kakue
MPOTOKOMbI NPOBEPKN NOASIMHHOCTU C 3anpocoM U1
OTBETOM UCMOSb3YOTCH AS1F CETEBOrO BXo4a B
cuctemy. 3HayeHne 3Toro napameTpa BNUAeT Ha
YPOBEHb NPOTOKOMAa NPOBEPKM MOANMNHHOCTMU,
KOTOPbI UCMNOMb3YHOT KNNEHTbI, HA YPOBEHb
cornacoBaHHON 6e30MacHOCTM ceaHca, a Takke Ha
YPOBEHb NPOBEPKN MOANMHHOCTU, MPUHNMAEMON
cepsepamu, cnegyowmm obpasom. OTnpasnaTb
otBeTbl LM 1 NTLM: knneHTbl uCNonb3ytoT NpoBEpPKY
nognunHHocTn LM n NTLM v HuKorga He ncnonb3yoT
ceaHcoByto 6esonacHocTb NTLMv2; koHTponnepsl
AOMeHa NpUHMMatoT NPOBEPKY NOAMNHHOCTY LM,
NTLM 1 NTLMv2. Otnpasnate LM n NTLM -
ncnonb3oBaTtb ceaHcoByto 6e3onacHocTb NTLMv2
MPpY COrnacoBaHWUM: KITMEHTbI UCMOMb3YOT NPOBEPKY
noanuHHocTn LM n NTLM, a Takke ceaHcoByto
B6esonacHocTb NTLMv2, ecnn cepsep ee
NnoagepXXMBaeT; KOHTPosNepbl AOMeHa NMPUHUMAKOT
nposepky nognimHHocTn LM, NTLM n NTLMv2.
Otnpaenatb Toribko NTLM-OTBET: KNUEHTHI
MCNOosb3YHOT TOSLKO NpoBepKy nognuHHocTu NTLM, a
Takke ceaHcoByto 6e3onacHocTe NTLMv2, ecnu
cepBep ee NoaaepXmMBaeT; KOHTponepbl JoOMeHa
NPUHMMALOT NpoBepKy noasiMHHocTn LM, NTLM n
NTLMv2. Otnpasnatb Tonbko NTLMv2-0oTBeT:

3HaueHue

Send NTLMv2
response only.
Refuse LM &
NTLM
(OtnpaenaTb
Tonbko NTLMv2-
OTBET.
OTtkasbiBath LM
n NTLM)




Monutuka

Network security:
Minimum session
security for NTLM
SSP based (including
secure RPC) clients
(CeteBas
6e3onacHoCTb:
MUHUMarnbHas
ceaHcoBast
©e3onacHocTb Ang
KNMeHToB Ha 6ase
NTLM SSP (Bkntoyas
6esonacHbin RPC).)

Network security:

Minimum session

OnucaHue

KITMEHTbI MCNOJIb3YHKT TOJIbKO MPOBEPKY NOOJIMHHOCTU

NTLMv2, a Takke ceaHcoBYy0 6e30NacHOCTb
NTLMv2, ecnu cepBep ee Nogaep>KMBaAET;
KOHTpOsnepbl JOMeHa NPUHNUMAKT NPOBEPKY
nognunHHocTn LM, NTLM n NTLMv2. OTnpaensaTtb

Tonbko NTLMv2-oT1BeT 1 otkasbiBaTtb LM: KnueHThbI

MCMOMb3YOT TONbKO NPOBEPKY NognnHHOCTU NTLMv2,

a Takke ceaHcoyto 6esonacHocTb NTLMv2, ecnn
cepBep ee NoAAepXKNBAET; KOHTPONSepbl JOMeEHa
OTKIOHSAT LM (NpuHUMasi TONbKo NPOBEPKY

noganuHHocT NTLM n NTLMv2). OTnpaBndatb TONbKO

NTLMv2-otBeT 1 otkasbiBaTtb LM 1 NTLM: knueHThI

MCMOSb3YIOT TOSbKO NPoBepPKY nognvHHocTu NTLMv2,

a Takke ceaHcoByto 6e3onacHocTe NTLMv2, ecnu
cepBep ee NoaaepXnBaeT; KOHTPoNnepbl JOMeHa
OTKNOHAT LM 1 NTLM (npvHMMas Tonbko NpoBepKy
noanmHHocTn NTLMv2).

OT0T NapameTp 6e30NacHOCTN NO3BOMSET KITMEHTY
TpeboBaTb cornacoBaHus 128-paspsgHoro
LWndpoBaHMsa 1 (Mnn) ceaHcoBor GesonacHoCTH
NTLMv2. OTn 3Ha4eHns 3aBUCAT OT 3HAYEHUS
napameTpa 6e3onacHOCT "YpOBEHb NPOBEPKM
nognunHHoctn LAN Manager”. [lJocTynHbl cnegyrouime
BapuaHTbl. TpeboBaTb cCeaHCOBYyHO 6e30MacHOCTb
NTLMvZ2. Ecnun npotokon NTLMvZ2 He cornacoBaH,
NnoAaknYeHne He ByaeT yctaHoBneHo. TpeboBaTb
128-paspsagHoe wudposaHue. Ecnu ctonkoe (128-
paspsgHoe) WnpoBaHMe He CornacoBaHo,
NoAKnYeHne He ByaeT yCTaHOBMEHO.

3T0T NapameTp 6e30MacHOCT NO3BOSSIET CEPBEPY

TpeboBaTb cornacoBaHus 128-pa3psiaHoro

3HaueHue

Require NTLMv2
session security:
Enabled Require
128-bit
encryption:
Enabled
(TpeboBaTtb
CEeaHCOoBY0
6e3onacHoCTb
NTLMv2:
BkntoyeH
TpeboBatb 128-
BuTHOE
LunMcppoBaHme:
BkritoueH)

Require NTLMv2

session security:




Monutuka

security for NTLM
SSP based (including
secure RPC) servers
(CeteBas
6e3onacHoCTb:
MUHUMarbHas
ceaHcoBas
©e3onacHocTb Ang
cepBepoB Ha 6ase
NTLM SSP (Bkntovas

OnucaHue

LndppoBaHMsa 1 (Unn) ceaHcoBow Be3onacHoCTH
NTLMv2. 3T 3Ha4YeHus1 3aBUCAT OT 3HaYEHUs
napameTpa 6e3onacHoOCT "YpOBEeHb NPOBEPKM
nognnHHoctn LAN Manager”. [lJocTynHbl cnegyouime
BapuaHTbl. TpeboBaTb ceaHCOBYH ©Be30NacHOCTb
NTLMv2. Ecnun uenocTHoCTb COOBLLEHNIN HE
cornacoBaHa, nogknoyeHme He byaeTt ycTaHOBMEHO.
TpeboBatb 128-6uTHOE WindpoBaHme. Ecnn cTonkoe
(128-paspsgHoe) WndpoBaHue He CornacoBaHo,
NoAKMYeHNe He ByaeT yCTaHOBMEHO.

3HaueHue

Enabled Require
128-bit
encryption:
Enabled
(TpeboBaTtb
CeaHCoBYI0
BesonacHoCTb
NTLMv2:
BkntoyeH
TpeboBaTb 128-

6esonacHein RPC).) ouTHOE
LUNppoBaHME:
BkntoyeH)
3aBeplueHue paboTbl
(anrmn. — Shutdown)
v OnucaHue NonuTuK
MonuTtuka OnucaHue 3Ha4yeHue

Shutdown: Allow
system to be shut
down without
having to log on
(BaBepLueHne
paboThbl:
paspeLunTb
3aBepLUeHne
paboTbl CUCTEMBI
6e3 BbINONHEHUS
BX0OJa B CUCTEMY.)

JT0T NapameTp 6e30MacHOCTM OnpeaenseT, MOXHO Mnu

3aBepLUNTb paboTy KOMMbIOTEPA, HE BbIMOSTHAS BXOA B

cuctemy Windows. Ecnu aTta nonutrka BKAOYEHa, KOMaH4y

"3aBepLueHune paboTbl" MOXHO BbIOpaTh Ha 3KpaHe BXxoda B

Windows. Ecnu ata nonuTtuka oTknto4eHa, KomaHga

Disabled

"3aBeplieHune paboTbl" He oTobpaXkaeTcsl Ha 3KpaHe Bxo4a B (OTKMOYEH)

Windows. B atom cny4ae, 4tobbl 3aBepLunTb paboTty

CUCTEMBI, NONb30BaTEN HEOOXO0ANMO YCMNEeLIHO BbINOJTHUTb
BXOO B CUCTEMY U OH OOJ1KEH MMETb NpaBO Ha 3aBepLueHne

pa6OTbI CUCTEMBDbI.




Monutuka OnucaHue

OT0T NnapameTtp 6e3onacHoOCTM onpeaenseT, Oyaet nm
BbIMOMHATLCA O4MCTKa dhaina nogkadvky BUpTYyanbHOM
namsTV Npu 3aBepLueHnn paboTtebl cuctemsbl. MNoagaepikka
BMPTYyanbHON NaMsiTU Ucronb3yeT hain Noakavkm CUCTEMBbI
ANs BbIrPY3KM CTPaHWUL, NaMAaTN Ha OUCK, KOrda OHU He
ncnonb3yoTtcs. Bo Bpemsi paboTbl cucTeMbl chalin Nogkaydku

Shutdown: Clear OTKPbIT ONepaLmOHHON CUCTEMOWN B MOHOMOSTbHOM PEXUME U
virtual memory Xopouwo 3awmieH. OgHako ecnv cuctemMa HacTpoeHa Tak,
pagefile 4YTO AOMyCKaeT 3arpy3ky ApYrMx onepaLmoHHbIX CUCTEM,
(BaBepLueHne Heobxoanmo ybeauTbCs, YTO Npy 3aBepLUeHn paboTbl
paboTbl: o4McTKa CMCTEMbI BbINOMHAETCHA O4nCTKa ee harna nogkadku. IT1o
danna nogkaykm rapaHTUpyeT, YTO yS3BMMblE CBEAEHUSI U3 NaMATH
BMPTYyanbHON NpOLECCOoB, KOTOPbIE MOMMM NONACTb B dhais nogkayku, He
namsaTn) CTaHYT AOCTYMHbI MOMb30BaTENAM, MNOMYYMBLUMM MPSMOMN

HeCaHKUMOHNPOBaHHbIM AOCTYN K aToMy dhanny. Ecnum ata
NoNMTUKa BKIKOYEHA, NPWY KOPPEKTHOM 3aBepLueHUn paboThl
CUCTEMbI BbINOMHAETCHA 04YMCTKA (hansia nogkaykm CUCTEMBbI.
Ecnn a10oT napametp 6e30MacHOCTM BKAOYEH, TaKKe
BbINONHAETCA 0OHYyneHne danna pexnma rubepHaumm

(hiberfil.sys), koraa aTOT peXUM OTKIOYEH.

3HaueHue

Enabled
(BkntoveH)

MapameTpbl cucTembl

(aHrn. — System Settings)

v OnucaHue NonuTuUK




Monutuka

System settings:
Optional subsystems
(MapameTpbl cUCTEMBI:
Heobsi3aTenbHble
NoACUCTEMbI)

System settings: Use
Certificate Rules on
Windows Executables
for Software Restriction
Policies (MapameTpsbl
CUCTEMBbI:
ncnonb3oBaTth Npasuna
cepTudmkaToB Ansi
NCrorHsaeMbIx pannos
Windows anst nonuTtuk
OrpaHn4yeHHoro
NCNonb30BaHUs

nporpamMm)

OnucaHue

3T1oT NnapameTp Ge3onacHOCTM onpeaenseT, Kakue
AOMNONHUTENbHbIE NOACUCTEMbI MOTYT ObITb 3anyLUEeHbl
ANS NoaaepXku NpunoxeHuin. C nomoLLbio 3TOro
napameTpa MOXHO yKka3aTb BCE NOACUCTEMbI, KOTOPbLIE
HeobXoanMbl ANs NOAAEPXKKN NPUTTOXKEHNI B

COOTBETCTBUUN C Tpe6OBaHVIFIMI/1 cpeabl.

OT0T napameTp 6e30nacHOCTM onpeaenserT,
BbINONHAETCA nNu obpadoTka umMdpoBbIX cepTUdMKaTOB,
Koraa nornb3oBaTerb UM NPOoLEecC NbITaeTcs 3anyCTUTb
nporpamMmmy ¢ paclumpeHmem nmexun amna EXE. OH
NMO3BONSET BKIKOYNTL UM OTKINKOYNTL Npasuna
cepTMdmKkaTtoB — TUN NPaBU NOMIUTUK OrPAHUYEHHOIO
ncnonb3oBaHna nporpamm. C NOMOLLbI0 TaKMX NOSNTUTUK
Bbl MOXeTe co3faTb NpaBuio cepTUduKaToB, KOTOPOE
paspeLuaeT unn 3anpeLlaet 3anyck NporpaMmmbl,
nognucaHHou ¢ nomoubio Authenticode, B
3aBMICMMOCTW OT TOro, Kakown LmMpoBon cepTudmkart en
COOTBETCTBYET. YTOOLI NPMMEHUTL NpaBuna
cepTMdmrKkaToB, HEOOXOAMMO BKITHOUYNTb AaHHbIN
napametp 6esonacHocTu. Ecnn npasuna
cepTMdmrKaToB BKINKOYEHbI, MOMUTUKA OFPAHNUYEHHOIO
NCMonb30BaHNA NporpamMm NpoBEPSIOT CINCOK OT3biBa
ceptudumkarto (CRL), 4Tobbl ybeamTtbes, 4To
cepTudmKaT 1 NOL4NMUCb NPOrpamMmbl AENCTBUTENBHDI.
OTO MOXET NPUBECTU K CHUXKEHWNIO
NPON3BOANTENBHOCTU NPWU 3anycKke NOAMNNCAHHbIX
nporpamMmm. Bbl MOXXeTe OTKIOUNTb 3Ty (PyHKUM0. B
OKHEe CBOWCTB JOBEPEHHOIO n3gatenst CHUMMUTE naxkm
"Mapatenb" n "OTmeTka BpeMeHun". [JononHUTenbHbIe
cBefeHusi CM. B pasgerne "3agaHue napameTpoB
AoBepeHHoro nagarens".

3HaueHue

He

onpeneneHo

Enabled

(BkntoyeH)




KoHTponb y4YeTHbIX 3anucemn

(aHrn. — User Account Control)

v OnuncaHune NonuTuK

MonuTtuka OnucaHue 3HaueHue

OTOT NapameTp NONUTUKN onpeaensiet
User Account Control:
. XapaKTEePUCTUKN pexnma ogodpeHns
Admin Approval Mode

for the Built-in

Administrator account

aAMUHUCTPATOPOM 419 BCTPOEHHOWN YY4ETHOWN 3annucu
agMunHucTpatopa. BoaMmoxHble 3HayeHnsa BknoveHo.

[1na BCTpOEHHOM y4eTHOM 3anucu agMuHucTpaTopa
(KOHTpOrib y4eTHbIX

. NCNonb3yeTcs pexmm ogodpeHns agMUHUCTPaATOPOM. Enabled
3anuncen: pexnm
Mo ymonyaHuio nobasa onepaums, TpebytoLas (BkntoyeH)
oaobpeHus 3
NOBbILLEHMSA NPUBUIEINIA, NpeasiaraeT Nonb3oBaTesnto
agMVHUCTPATOPOM

5 noaTeepaAnTb onepaumto. OTKMYeHo (no
AN BCTPOEHHOM
5 yMon4aHuio). BcTpoeHHast yyeTHasi 3anuch
yYeTHOI 3anuncu
agMUHUCTPATOPa BhIMNOJHSAET BCE NPUMOXEHUS C

afMUHUCTpaTopa)

NOSHBIMW NPUBUNEMMAMN aaMUHUCTPATOpa.
User Account Control: OTOT NapameTp NONUTUKN onpeaensier, MoryT fnn Disabled
Allow UlAccess UlAccess-npunoxenus (UIA-nporpammel) (OTkntoYeR)

applications to prompt aBTOMaTU4YeCKM OTKIKoYaTb 6e3onacHbii paboymni

for elevation without CTON An15 3arnpoCcoB Ha NOBbILLEHWE, UCMONb3yeMbIX
using the secure 00bIYHbIM nonb3oBateneMm. BkrtoyeHo. UIA-
desktop (KoHTponb nporpamMmsl, B TOM 4ucrie yaaneHHbIA MOMOLLHNK
YYETHbIX 3anncemn: Windows, aBToMatnyecku OTKMAYatoT 6e3onacHbIN
paspewwatb UlAccess- pabo4yni CTon Ans 3anpocoB Ha MOBbLILIEHNE NPaB.
NPUNOXeHNAM Ecnu He oTkntoyeH napameTp nonutukn "KoHTponb
3anpawmsartb YYETHbIX 3anucen: nepeknveHme kK besonacHomy
NnoBbILLEHME Npas, He paboyemy CTOny Npw BbINOSIHEHMM 3anpoca Ha
NCnonb3ys NoBbILLIEHME NpaB", NpurnalleHne NosBUTCS Ha
BGe3onacHbIn padounn NHTEPaKTMBHOM paboyeM cTone nonb3oBaTens, a He
cTon.) Ha 6e3onacHoM paboyem ctone. OTKYEHO (Mo

ymonyaHnuio). besonacHbii pabounin cton MoxeT ObiTb

OTKJTHO4EH TOJIbKO Mosib3oBaTtefieM MHTEPaKTUBHOIO




Monutuka

User Account Control:
Behavior of the
elevation prompt for
administrators in
Admin Approval Mode
(KOHTpOnb y4eTHbIX
3anncen: noBegeHne
3anpoca Ha
NnoBbILLEHWE NpaB Ans
aAMWHUCTPATOpPOB B
pexume ogobpeHus

aflMUHUCTPATOPOM)

OnucaHue 3HauyeHue

paboyero cTtona unu NyTem OTKIOYEHUST NapameTpa
NONUTUKN "KOHTPOSb YYETHbIX 3anucen:
nepeknoyeHne k 6esonacHomy pabovemy cTony npu
BbINOSIHEHWM 3anpoca Ha NoBbILeHe npas”.

OTOT napameTp NONMTUKN onpenensieT noBeaeHme Prompt for
3anpoca Ha NoBbILeHMe NpuBMUNerni ans consent for
afMUHUCTPATOPOB. BO3MOXHbIE 3Ha4YeHUA non-Windows
MoBbiweHne 6e3 3anpoca. No3sonser binaries
NPUBUNENMPOBAHHBIM YYETHBIM 3aMUCAM BbINOMHUTD (3anpoc
onepauuto, TpebytoLLyto NOBbILLEHUS NPUBUMENNN, cornacus ang
6e3 noaTBepXaeHNsa cornacus unu BBoga y4YeTHbIX NCNONHAEMbIX
AaHHbIX. [puMeyaHune. STOT BapmMaHT AOSMKEH drannos,

MCNONb30BaTLCS TOMBKO B Cpedax ¢ MakcumarbHbIMU OTNNYHbIX OT
orpaHu4eHnaMuU. 3anpoc y4EeTHbIX JaHHbIX Ha Windows)
6esonacHom paboyvem ctone. [1ns nobon onepaumn,
TpebytoLen NoBbILLEHWS NPUBWUIETA, Ha
6esonacHom pabovem CTore BbIBOOUTCS
npurrnaweHne BBECTU UMS U Naporb
NpMBUIErMpoOBaHHOIO nonb3oBaTtens. Ecnu BBogaTca
NpUBUIIErMpoBaHHbIE YYETHbIE JaHHbIE, onepauus
NpodosmKaeTcs NPoLoIKeHa ¢ MakCcMmMaribHbIMU
AOCTYNHBIMU NPUBMMErMsaIMu nonb3oBartens. 3anpoc
cornacus Ha 6esonacHom paboyem ctone. [ns
nobon onepaunn, TpedytoLLen NoBbILLEHUSA
npusunernn, Ha 6esonacHomMm paboyem crone
BbIBOAUTCA npurnaweHve Boblbpats: "Paspewmnts" nnm
"3anpetuTb". ECnn nonb3oBaTtenb BbiOMpaeT
"PaspelwumnTtb", onepaumsa npogormkaeTcs ¢
MaKCMMarnbHbIMU SOCTYMNHBLIMWU NPUBUIIEMNAMU
nonb3oBaTend. 3anpoc y4YeTHbIX JaHHbIX. [ns nobon
onepauun, TpebyroLern NoBbILLEHNA NPUBUNETNN,
BbIBOAUTCH MpurnalwleHve BBECTU NMSA Nornb3oBaTens
M Naponb y4eTHOM 3anncu agMmuHucTparopa. Ecnu
BBOOATCHA AOMNYCTUMbIE YYETHbIE AaHHbIE, Onepauns
NPOAOIKAETCA C COOTBETCTBYHOLLUMM NPUBUINETNSMNA.




Monutuka

User Account Control:
Behavior of the
elevation prompt for
standard users
(KoHTporb y4eTHbIX
3anucen: nosegeHne
3anpoca Ha
noBbILEeHWE NpaB 4n4
OBbIYHbIX

nonb3oBaTenemn)

OnucaHue 3HauyeHue

3anpoc cornacus. [ina nobon onepaunn, TpedytoLLen
MOBbILLIEHWS NPUBUMErIA, NONb30BaTENO
npegnaraercd BblibpaTth: "Paspewnts” unm
"3anpetuTb". ECcnn nonb3oBartens BbibupaeT
"PaspewumnTtb", onepaumsa npogorkaeTcs ¢
MaKCMMarnbHbIMW SOCTYMNHBIMW NPUBUIIEMNAMU
nonb3oBaTens. 3anpoc cornacus Ansi CTOPOHHUX
ABOUYHbIX parnos (He Windows) (no ymon4yaHuio).
Korga onepauus ons npunoXxeHns CTOPOHHEro (He
MawkpocodT) nponssoanTens TpebyeT NOBbILLEHNS
npuBunerun, Ha 6esonacHomMm paboyem crone
BbIBOAUTCS NpurnawieHne Bbibpats: "PaspewmnTs" nnm
"3anpetutb". ECcnn nonb3oBartens BbibupaeT
"PaspewumTtb"”, onepauma npogormkaeTcs ¢

MaKCUMalibHbIMU OOCTYMNHbIMU NMpuUBUNernaMmm

nonb3oBaTens.
OTOT NnapameTp NOoNUMTUKN onpenenseT noBeaeHme Prompt for
3anpoca Ha noBbILWEeHWE NpUBUNErnn ans 06bIYHbIX credentials on
nonb3oBaTenen. BoamoxHble 3Ha4YeHns 3anpoc the secure
YYETHbIX AaHHbIX (MO ymonyaHuio). Korga onepaums desktop
TpebyeT NOBbLILEHNSA NPUBUIETIA, BbIBOAUTCSA (3anpoc
npurnawleHne BBECTN UMS NOb30BaTeNs 1 Naposb YYETHbIX
YYETHOW 3an1cuy nosib3oBaTerns ¢ NpUBUNErMAMN AaHHbIX Ha
agMuHucTparopa. Ecnv nonb3oBaTtens BBOOUT 6e3onacHom
OEeNnCTBUTESNbHbIE YYETHbIE AaHHble, onepawms pabovem
NPOAOIKAETCA C COOTBETCTBYHOLUMM NPUBUNETNSMN. cTone)

ABTOMAaTMYECKOE OTKIIOHEHNE 3anpPOCoB Ha
noBblleHne npusunerni. Korga onepauns tpedyer
MOBbILLEHNS NpuBUIErMi, otobpaxaercsa coobLieHne
00 owmnbke oTkasa B goctyne. OpraHnsauuu,
HaCTOSIbHbIE KOMMbIOTEPbLI KOTOPbIX MCNOMb3YHTCSA
0ObIYHbIMM NOnb30BaTENsAMNU, MOTYT BblOpaTh 3TOT
napameTp NONUTUKM ANSA YMEHbLUEHUS Yymucna
obpaLueHuin B cnyxby noaaepXku. 3anpoc y4eTHbIX
OaHHbIX Ha 6e3onacHom paboyem cTtone. Korga




Monutuka

User Account Control:
Only elevate UlAccess
applications that are
installed in secure
locations (KoHTponb
YYETHbIX 3anucen:
noBbIWaTh Npasa ans
UlAccess-
NPUIOXEHNI, TONBKO
npv yCTaHOBKe B

6esonacHbIX MecTax)

User Account Control:
Run all administrators
in Admin Approval
Mode (KoHTposnb

OnucaHue

onepauus TpebyeT NOBbILLEHUS NPUBUITIETNIA, Ha
6e3onacHoMm paboyem cTorne BbIBOOUTCS
npurnalwlieHne BBECTM UMS 1 Maporib OPYroro
nonb3oBatensi. Ecnu nonb3oBartens BBOAUT
AONYyCTUMbIE YYETHbIE JAHHbIE, OnepaLms

npoaoJrkaeTcd C COOTBETCTBYHOLLUMMU NPUBUTIETUAMMN.

KoHTpOrib y4eTHbIX 3anucei: noBblwaTh Npasa
Tonbko Ana UIAccess-npunoXxeHumn, ycTaHOBNEHHbIX
B 6€30MacHOM MeCcTOMnonoXeHnn AToT napameTp
MNONUTUKN yNpaBnsieT TEM, AOSMKHbI NN NPUMIOXKEHUS,
3anpalunsaroLLmne BbIMNOSIHEHNE Ha YPOBHE
uenoctHocTn UlAccess, HaxoanTbea B 6e3onacHom
nanke gpannoBon cuctemMbl. besonacHbIMn cunTaroTcA
TONbKO cnegyowme nanku: ...\Program Files),
BKMOYaa BrioxxeHHble nanku ...\Windows\system32\
...\Program Files (x86)\, Bknto4asi BIOXXeHHbIEe Narnku
ansa 64-paspsgHeix Bepcun Windows NprmevaHue.
Windows npuvHyauTensHO NpoBoanT obsa3aTernibHyto
nposepky nognucen PKI gna noboro nHTepakTMBHOro
NPUNOXEHNS, 3anpalLMBaloLLEro BbIMOMHEHNE Ha
ypoBHe uenoctHocTn UlAccess, BHe 3aBUCMMOCTM OT
COCTOSIHMS JaHHOro napameTtpa 6e30nacHoOCTML.
Bo3aMoOXxHble 3HaYyeHus. BkrnoyeHo (No ymMmon4yaHuio).
MpunoxeHne bGygeTt 3anyckaTbCsi C ypOBHEM
uenoctHocTn UlAccess Tonbko B TOM criydae, ecrnv
OHO HaxoauTcs B 6GesonacHou nanke gannoBom
cuctembl. OTkNtoYeHo. MNMpunoxexHne byaet
3anyckatbca ¢ ypoBHeM LenocTtHocTu UlAccess,
AaXke ecnu oHO He HaxoauTcs B 6esonacHom nanke
¢annoBom CUCTEMBI.

T0T napamMeTp NMormmTuKn onpenendaeT
XapPaKTEPUCTUKN BCEX MNOJIUTUK KOHTPOJMA YHETHbIX
3anuceun ona KOMMbKOTEPA. I'Ile M3MEeHEHUN 3TOro

napameTpa nonMTuKM HeobxogMMo nepesarpysnTb

3HaueHue

Enabled
(BkntoyeH)

Enabled
(BknoyeH)




Monutuka

y4YeTHbIX 3anucen: Bce
agMUHUCTPATopbI
paboTaloT B pexume
onobpenus
aZlMUHUCTPATOPOM)

User Account Control:
Switch to the secure
desktop when
prompting for elevation
(KoHTporb y4eTHbIX
3anucen:
nepekrnyeHne K
6esonacHomy
paboyemy cTony npu
BbINOSIHEHMM 3anpoca

Ha NOBbILLEHWE NpaB)

User Account Control:
Virtualize file and
registry write failures

to per-user locations

OnucaHue

KomnbloTep. Bo3aMoxHble 3Ha4yeHusa BkntoyeHo (no
ymMonyaHuto). Pexxum ogobpeHns agMmMHUCTpaTopoMm
BKIMOYEH. YTOObI pa3peLumTb BCTPOEHHON YYETHOM
3anncu agMMHUCTpaTopa 1 BCeM ocTasbHbIM
nornb3oBaTensm, ABMSIOWNMCSH Yy4aCcTHUKaMM rpynnbl
"AoMuHucTpaTopbl”, paboTatb B pexume ogobpeHus
aAMWHUCTPATOPOM, 3Ta NOMUTUKA AOMKHA BbITb
BKIOYEHA, @ BCe CBA3aHHbIE NONUTUKM YNpaBneHns
yYeTHbIMU 3anUCcCsMu TakKe JOSDKHbI ObITb
YCTaHOBIIEHbI COOTBETCTBYIOLLMM 06pa3om.
OTkntodeHo. Pexum ogobpeHus agMmMHUCTpaTopoMm U
BCE COOTBETCTBYIOLLME NapameTpbl NOMUTUKM
KOHTPOSIS YYETHbIX 3anncen ByayT OTKNOYEHBDI.
MpumeyaHne. Ecnu aToT napameTp NOAUTUKK
OTKJTHOYEH, LeHTp obecneyeHus 6e3onacHoCTH
Bbl4acT yBefoMIeHNe, 4To obLias 6e3onacHoCTb
onepaunoHHOM CUCTEMbI CHU3UNAaCh.

OTOT NapameTp NonuUTUKK onpeaensiet, byayt nu
3anpochbl Ha NOBbILLEHNE NpaB BbIBOAUTLCH Ha
MHTEPAKTUBHbIN paboyunii CTon Nonb3oBaTens Unn Ha
Ge3onacHbIn pabdounn cton. Bo3aMoXxHblie 3Ha4YeHus.
BkntoyeHo (no ymonyaHuto). Bee 3anpochkl Ha

NoOBbILLEHWE NpaB BbIBOAATCA Ha 6e30nacHbIn
Enabled

paboyunin cTon He3aBUCMMO OT NapameTpoB NOMUTUKM
(BkntoveH)

nosefeHns npurnaweHus Ans agMMHUCTPaTopoB m
006bI4HbIX Nonb3oBaTtenen. OTKYEHO: BCe 3anpochl
Ha MOBbILLEHWE NPaB BbIBOOATCA Ha MHTEPAKTUBHbIN
pabouumi cton nonb3osBatens. MicnonbayoTca

napameTpbl NONUTUKN NOBEAEHUS NpurnaweHns Ans

AOMUWHUNCTPATOPOB N 00bIYHbIX NONb30BaTENEN.

Enabled
(BkritoyeH)

3TOT NapameTp NONUTUKK ynpaenseT
nepeHanpasneHneM c60eB 3anncu NPUNOXeHUin B
onpeaerneHHbIe PacronoXeHUs B peecTpe U

drannoBon cucteme. ITOT NapameTp NONUTUKN

3HauyeHue




MonuTtuka OnucaHune 3Ha4yeHue
(KOHTpOrb y4eTHbIX NO3BONSAET YMEHbLUNTL ONACHOCTb MPUMOXEHWUHN,
3anucen: npu cbosax KOTOpPbI€ BbINOMHAIOTCA OT UMEHM agMUHUCTpaTopa u
3anucu B chann unum BO BPEMS BbIMOTHEHNS 3aNUCbLIBAOT AaHHbIE B NManky
peecTp %ProgramFiles%, %Windir%; %Windir%\system32
BUpTyanusauma B nnn HKLM\Software... Bo3amMoHble 3Ha4YeHUs.
pasmeLleHue BkntoyeHo (no ymonyanuo). Coom 3anucu
nonb3oBaTens) NPUNOXEHNA NEPEHANPaBsTCA BO BpeEMS
BbIMOSTHEHUS B ONpeaeneHHble Nonb3oBaTenem
pacnonoXxeHus B oannoBon CUCTEME U peecTpe.
OTkntoyeHo. BbinosHEHWE NPUNOXEHUHN,
3anucbiBalOLWLMX AaHHbIE B 6e3onacHble
pPacrnonoOXeHusl, 3akaH4YNBaETCS OLLUMOKOWN.
Mpouue
(aHrn. — Other)
v OnucaHue NnonuTuk
MonuTtuka OnucaHue 3HaveHue

Accounts: Block
Microsoft accounts
(YyeTHble 3anucu:
GrnokmpoBaTb
y4YeTHbIE 3anuncu

MawnkpocodrT)

OTOT NapameTp NONUTUKN HE NO3BOMSET Nob3oBaTeENsAM
no6aBnATb HOBbIE YYeTHble 3annucu MankpocodT Ha
AaHHOM komnbtoTepe. Ecnu BbiOpaTh BapmaHT
"Monb3oBaTtenn He MoryT 406aBnATb YYETHbIE 3anncu
MawnkpocodT", nonb3oBaTenu He CMOryT co3gaBaTb
HOBble Y4eTHble 3anucn MankpocodT Ha 3TOM
KoMMNbloTepE, Npeobpas3oBbliBaTh JIOKasNbHbIE YHYETHbIE
3anmcu B ydeTHble 3anmcn MankpocodT, a Takke
noaKnYaTb y4EeTHbIE 3annucy AOMEHA K Y4ETHbIM
3anncam MankpocoT. 3TOT BapmaHT NpeanovTUTENEH,
ecnun TpebyeTcsa orpaHMyYnTb YMUCIIO UCMNONb3yEMbIX
y4eTHbIX 3anucen MankpocodT B opraHmsaumn. Ecnn
BblOpaTh BapmaHT "llonb3oBatenu He MoryT 4o6aBnsATb

Users can't add
Microsoft
accounts
(Monb3oBaTtenu
He mMoryT
nobaenaTtb
yyeTHble
3anucm

MankpocodrT)




Monutuka

Audit: Force audit

policy subcategory

settings (Windows
Vista or later) to
override audit
policy category
settings (AyauT:
NPUHYAUTENBHO
nepeonpegensert
napameTpsbl
KaTeropuu
NonUTUKN ayauta
napameTpamm
nogkarteropmm
NoNUTUKN ayauta
(OC Windows
Vista nnu 6onee

no3aHue Bepcun).)

Domain member:
Disable machine
account password
changes (YneH
AoMeHa:
OTKITHOUUTD

M3MeHeHne

OnucaHue 3HauyeHue

y4yeTHble 3annucy MankpocodT 1 ucnonb3oBaTtb UX Ans
BxoAa", CyLeCTBYIOLLME NONb30BaTENN YYETHbIX 3annucen
MawnkpocodT He cmoryT BonTu B cuctemy Windows.
Bbibop aToro napamerpa MOXeT caenaTb BXOA B CUCTEMY
N ynpasrieHne et HedOoCTYMHbIM AN CYLEeCTBYIOLLEro
agMuHuUCTpaTopa Ha AaHHOM KomnbloTepe. Ecnu aTa
NONMUTMKa OTKIIOYEHA UM He HacTpoeHa
(pekomeHayeTcs), nonb3oBaTeny CMOryT UCMONb30BaTb
yyeTHble 3anucn Mankpocodt B Windows.

OC Windows Vista n 6onee nosgHue sepcumn Windows
NMO3BONAT TOYHEE YNPaBMATb NOMUTUKON ayguTa npu
MOMOLLIM NoAKaTEropuin NONUTUKK ayauTa. YCTaHOBKa
NONMUTMKN ayauTa Ha YpOBHE KaTeropuun nepeonpenenut
HOBYIO (DYHKLMIO MOMNTUKN ayauTa nogkaTeropmmn. Ytobbl
obecneynTb ynpaBneHme NoNnTUKOM ayamTa npu NoMoLLm
nogkareropun 6e3 HeobxoaUMOCTU U3MEHEHUS

rpynnoson nonutukn, B Windows Vista n 6onee nosgHmnx S
nable

BEPCUSAX NpegyCMOTPEHO HOBOE 3HaYeHne peecTpa
(BkritoueH)

(SCENoApplyLegacyAuditPolicy), 3anpeLyatoLlee
npuMeHeHne NONNTUKN ayauTa YPOBHS KaTeropum u3s
rpynnoBOn NOSIMTUKN N U3 CPeaCcTBa agMUHUCTPUPOBaHUS
"lNokanbHasa nonutuka 6e3onacHoctn”. Ecnu
yCTaHOBfMEHHas 34ecb NonuTuKa ayamta ypoBHSA
KaTeropum He cornacyetcs ¢ hopmmpyembiMm
CcoBbITUAMM, TO NPUYNHA MOXKET ObITb B TOM, YTO

YCTaHOBJIEH 3TOT pa3fesl peecTtpa.

Disabled

(OTkntOYER)

Onpeaensiet, Npon3BoANTCS N NepUoanNYeckoe
N3MEeHEeHNe Naporss Y4EeTHOWN 3anncu KoMnbioTepa YneHa
AomeHa. NMpu BKNIOYEHMM 3TOrO NapaMeTpa YreH JoMeHa
He NbITaeTCsi UAMEHUTb Naposb YY4ETHOW 3anuncu
KomnbloTepa. Ecnu aToT napaMeTp OTKIMOYEH, YneH
[AOMeHa MNbITaeTcsl U3MEHUTb NapOofb YYETHONM 3anncu

KOMMbOTEPA COrflacHO 3Ha4YeHMo napameTpa "YneH




Monutuka

napons y4eTHbIX
3anucen

KoMmnbloTepa)

Domain member:
Maximum machine
account password
age (YneH
AOMeHa:
MaKcuMMarnbHbIN
CpPOK OencTBuUS
napons y4eTHbIX
3anucen
KomnbtoTepa)

Domain member:
Require strong
(Windows 2000 or
later) session key
(YneH gomeHa:
TpeboBaTb

CTONKUN

OnucaHue

AOMeHa: MakcMMaribHbIN CPOK AENCTBUSA Naposs y4eTHON
3anucu KomnbroTepa”, MMerLLLEero no yMon4yaHuo
3HadeHue "kaxable 30 agHen". Mo ymonyaHwuio:
OTkntodeHo. MNpumevaHusa He cnegyer BknoYaTtb 3T0T
napameTp 6e3onacHocTu. Maponu y4yeTHbIX 3anucen
NCNOoNb3YTCA ANS yCTaHOBMEeHUA 6e3onacHbIX KaHanos
CBSA3U MeXAy YfieHamMu JOMeHa U KOHTponnepamu
AOMeHa, a TakKe Mexay CaMUMM KOHTPOosiepaMmu BHyTpU
AomeHa. Nocne yctaHoBneHWs cBA3n 6e3onacHbIn kaHan
ncnonb3yeTcsa Ana nepegaydn KoHuaeHUManbHbIX
AaHHbIX, HE0OXOAUMBIX ANSA BbINOHEHWSI NPOBEPKU
NOANMHHOCTU N aBTopu3aumu. ATOT napameTp He
cnegyeT ucnonb3oBaTth ANA NogaepXku cueHapues
ABOWHOW 3arpy3ku, UCMOMb3YIOLNX OOHY U TY Xe YYETHYH0
3anucb koMmnbtoTepa. [Ana 4BOWHOM 3arpysku ABYX
YyCTaHOBOK, 06 beANHEHHbIX B OOQHOM JOMEHE, NPUCBONTE
3TMM YyCTaHOBKaM pa3Hble MMeHa KOMMbITEPOB.

Q10T NnapameTp 6e3onacHOCTN onpeaernseT, Kak 4YacTo
yrieH gomeHa byaeT nbiTaTbCst UBMEHUTb MAPOSb YYETHOM

3arnncu KomMmrnbroTepa.

OT0T NnapameTtp 6e3onacHoCTM onpeaenseT, TpedyeTcs
nn ansa 3awmd@poBaHHbIX AaHHbIX Be3onacHoro kaHana
128-paspsagHbin koM. [pu npucoegnHeHnn KoMnbioTepa
K AOMEHY co3[aeTcs y4eTHas 3anvcb KomnbroTepa.
[Mocne aToro npu 3anycke cMcTeMbl AN CO3AaHUS
6Ge3onacHOro KaHana ¢ KOHTponepom JOMeHa

MCNonb3yeTcs Naposib YY4ETHOW 3amnMcu KoMnbloTepa.

3HaueHue

30 aHen

Enabled

(BkntoyeH)




Monutuka

CEaHCOBbIV KIHoY
(Windows 2000

UIn BbILLE))

Interactive logon:
Display user
information when
the session is
locked
(MHTEepaKkTUBHbIN
BXOA B CUCTEMY:
oTobpaxaTtb
cBedeHNs O
nonb3oBarene,
ecnu ceaHc

3a6noKnpoBaH.)

OnucaHue

JT10T 6e3onacHbI kKaHan UCNonb3yeTcs AN CoBepLUEeHNs
Takux onepaunn, Kak CKBO3Hasa NpoBepKa NOANIMHHOCTHU
NTLM, nonck umenun nnu NI 6esonacHoctn LSAnT. 0. B
3aBucumocTn oT Bepcun Windows, ncnosib3yemMomn Ha
KOHTponsiepe A0OMeHa, C KOTOPbIM OCYLLIECTBNAETCA
coeinHeHune, a TaKxKe OT 3Ha4YeHU NnapameTpoB: YneH
AomeHa: Bcerga Tpebyetca undgpoBas noanucb Unu
LWndpoBaHMe AaHHbIX 6e3onacHoro kaHana Ynex
AomeHa: WwudpoBaTh AaHHble 6e30MacHOro KaHana,
Korga 3To BO3MOXHO byayT 3awmgpoBaHbl Bce nnu
HeKoTopble AaHHble, NepeaaBaemble No 6GesonacHomy
KaHany. TOT napaMeTp MOMUTUKK ONpeaenseT,
TpebyeTcs nn ona 3awmdpoBaHHbIX AaHHbIX
BesonacHoro kaHana 128-paspsaaHbiv kY. Ecnv atoT
napameTp BKNtoYeH, 6esonacHoe coeamHeHne dyaer
YCTaHOBIEHO TOSbKO B TOM Criydae, ecriv BO3MOXHO 128-
paspsigHoe wudpoBaHue. Ecnn aToT napameTp
OTKIHOYEH, CTOMKOCTb KIkoYa corfiacyeTcd ¢
KOHTPONIEPOM LOMEHaA.

OTOT NapameTp onpeensiet, byayTt nu Takme
AONOMNHUTENbHbIE CBEAEHNSA, KaK aapec 3r1eKTPOHHOM
NoYThbl UM AOMEH/MS Nonb3oBaTens, oTobpaxkaTbCs
BMeCTe C MMeHeM MNofb30BaTeNns Ha aKkpaHe Bxoaa B
cuctemy. Y knueHTos, ucnoneayowmx Windows 10
Bepcun 1511 n 1507 (RTM), atoT napameTtp paboTaeT Tak
Xe, KaK n B npeabiaymx sepcuax Windows. Beuay
AobaBneHns HOBOro napameTpa KOHpnaeHLMansHOCTU B
Windows 10 Bepcun 1607 aTOT napameTp NPUMEHSIETCA K
TakuM KrnneHTam uHade. MameneHnsa B Windows 10
Bepcun 1607 HaumHasa ¢ Bepcum 1607 B Windows 10
nMeeTcs HoBasi PYHKLMOHaNbHas BO3MOXHOCTb,
Bnarogapsi KOTOPOWM MOXXHO MO YMOMYaHUIO CKpPbIBaTb
Takue cBefeHu s Nnorb3oBarers, Kak agpec SNeKTPOHHON
MoYTbl, U UIBMEHATb CTaHAAPTHbIE HACTPOMKK, YTODbI 3TK
cBefeHns otobpaxkanucb. HacTpoutb gaHHyto

3HauyeHue

User display
name only
(Tonbko nms
nonb3oBaTens)




Monutuka

OnucaHue

PYHKLMOHANbHYIO BO3MOXHOCTb MOXHO C MOMOLLLIO
HOBOrO NapameTpa KOH(PUAEHUNansHOCTU B pasaene
«lMapameTpbl» > «Y4yeTHble 3anucu» > «lapameTtpsbl
Bxoga». [1o ymonyaHuo napameTp
KOH(OMAEHLMANbHOCTUN BbIKITIOYEH, @ A0MOHUTENbHbIE
cBedeHus nornb3oBarerns CKpbiTbl. [aHHbI napameTp
rPynnoBOW NOMUTUKN ONpeaenseT aTy xe
PYHKLMOHANbHYIO BO3MOXHOCTb. [laHHOMY napameTpy
MOXHO NpucBavBaTth crneayLumne 3HadyeHns: BeiBognmoe
UMsI Norb3oBaTers, MMeHa JOMeHa 1 Nosib3oBaTtens: B
cny4yae oCyLeCTBIEeHUS NOKanbHOro Bxoaa
oTobpaxaeTcs nonHoe nmA nornb3osaTtens. Ecnn
nonb3oBaTenb BXOAUT Yepes YHETHYI0 3annchb
MankpocodT, oTobpaxaeTcs agpec ANEeKTPOHHOW NOYThI
nonb3oBaTens. B cnyyae Bxoga B 4OMeH oTobpakaeTcst
AOMeH/uMs_nonb3oBaTtens. ToNbKO MMS Nonb3oBaTens:
oTobpaxaeTcs NoNHoe NMsA nornb3oBaTens,
3abnoknpoBasLLero ceaHc. He otobpaxaTb cBegeHus o
nonb3oBaTene: HUKakne nmeHa He otobpaatroTcs,
onHako Bo Bcex Bepcuax Windows crapwe Windows 10
Ha aKpaHe CMeHbl Nornb3oBaTtens dyayT oTobpaxaTbes
nosHble MMeHa none3oBartenen. HaunHasa ¢ sBepcun 1607
Windows 10, aTta pyHKUMA He nogaepxusaetcs. Ecnn
BblOpaHO JaHHOe 3Ha4YeHune, Ha akpaHe Byaer
oTobpaxaTbCs NOIHOE NMSA NONb3oBaTens,
3abnoknpoBasLLero ceaHc. [laHHoe n3mMeHeHue
obecnevmBaeT COOTBETCTBME ITOrO NapaMmeTpa HOBOMY
napameTpy KoHpuaeHunansHoCcTn. Ytobbl Ha akpaHe He
oTobpakanocb HUKaKoOM MHGOpPMaLMK O Nonb3oBaTene,
BKNIOYMUTE NapameTp rpynnoBon NonmTUKn
"MIHTepakTUBHbIN BXOA": HE OTOOpaXxaTb AaHHbIE
nonb3oBaTens, NoCneaHNM BXOAUBLUMM B CUCTEMY.
MycTo: cTaHaapTHoe 3HadveHue. O3HavaeT «He
onpeaeneHo», O4HaKo Ha akpaHe ByaeT oTobpaxarbcs
NnofHoe UMs Nnorb3oBaTtens TOYHO Tak Xe, Kak 1 npu

Bbl60pe 3Ha4yeHus « TONbKO MMS NOSb30BaTENAY.

3HauyeHue




Monutuka

OnucaHue

Wcnpaenenune ona Windows 10 Bepcumn 1607 B cnyyae
ncnone3oBaHna Windows 10 Bepcum 1607 gaHHble
nonb3oBaTens He OyayT oTobpaXkaTbCsl Ha SKpaHe Bxoaa
B CUCTEMY, AaXke ecnu BbibpaHo 3Ha4YeHne «BbiBogumoe
UMS Nonb3oBaTens, MUMeHa AOMEHa 1 Nonb3oBaTensy,
NOCKOSbKY OTKMOYEH NapameTp KoHmaeHUNnanbHOCTH.
Ecnun BkNOUMTb 3TOT NapameTp, AaHHbIE MOSIBATCA Ha
3KpaHe. 'pynnoBoe U3MeHeHne HacTPOeK napameTpa
KOH(pnaeHUManbHOCTN HEBO3MOXHO. BmecTo aTtoro
MOXHO npumeHnTb KB4013429 k knneHtam ¢ Windows
10 Bepcun 1607, 4ToBLI CUCTEMA AencTBOBana
aHanornyHo npeablgywmum sepcuam Windows.
B3anmopgencrteune c komaHgomn «3anpeTntb
nonb3oBaTento otobpaxkaTb JaHHbIE YYETHON 3anucu Ha
akpaHe Bxoga» Bo Bcex Bepcusix Windows 10 no
yMorn4yaHuio otobpakaeTcst TOfbKO UMs NONb3oBaTensi.
Ecnun 3agaHo 3HayeHne «3anpeTuTb Nonb30oBaTento
oTobpaxaTb JaHHbIe YYETHOM 3an1cu Ha SKpaHe Bxoday,
Ha aKpaHe Bxoaa byaet otobpaxkaTbCs TONbKO
BbIBOANUMOE MMS NOSib30BaTeNs HE3aBMCUMO OT HaCTPOEK
rpynnoBon NonuTukn. MNMonb3oBaTtenn He cMoryT
BbIBOAUTbL Ha 3KpaH CBOM cBeaeHusi. Ecnn 3HavyeHune
«3anpeTuTb Nonb3oBaTento oTobpaxaTb AaHHbIe
YYETHOWM 3anucu Ha 9KpaHe BXoA4a» He 3aaHO0, MOXHO
3agaTb Anga napamerpa «/IHTepakTUBHbIA BXO[, B
cucTemMy: oTobpaxkaTb CBe4EHUS O Nnosib3oBaresne, ecnu
ceaHc 3abnokmpoBaH» 3HaveHne «BbiBognmoe nvs
nonb3oBaTens, MMeHa JOMeHa 1 Nonb3oBaTens », YToobl
Ha 9KpaHe Bxo4a B cUcTeMy OoTobpaxanucb Takue
AONONMHUTENbHbIE CBEAEHMS NOoNb30oBaTens, Kak
AomeH\Mms nonb3oBaTens. B atom crnyyae Ha
KnueHTckmx komnbtotepax ¢ Windows 10 Bepcum 1607
Heobxogmmo npumerHnTb KB4013429. MNonb3oBaTtenu He
CMOTYT CKpPbITb AOMOMNHUTENBbHbIE CBEAEHUS.
PekomeHgaunn Bo3mMOXHOCTN NPUMEHEHNS 3TOMU

NOJINTUKN 3aBUCAT OT BalLLINX Tp660BaHVIl7I ©esonacHocTH

3HauyeHue




Monutuka

Interactive logon:
Machine account
lockout threshold
(MHTepaKTUBHbIN
BXOZ B CUCTEMY:
NMoporoBO€ YMCIo
HeyaauHbIX
nonbITOK BXo4a)

Microsoft network
server: Amount of
idle time required

before suspending

OnucaHue 3HaueHue

B OTHOLLEHMM OTOBpaXkaeMbIX YYETHbIX AaHHbIX AN
Bxoga. Ecnu Bbl paboTaeTe ¢ komnboTEPaMK, Ha
KOTOPbIX XpaHUTCA KOHMAeHUManbHasa nHopmaums, a
MOHUTOPbI HAXOAATCA B He3aLMLLEHHbIX MecTax, Inbo
eCrn K BallMM KOMMboTEepaM C KOHPUAEHUMansHon
MHopMaLnen uMeeTcs yaaneHHbIn 40CTyM, TO
oTobpaxkeHune MOoriHbIX MMEH BOLLEALWNX B CUCTEMY
nonb3oBaTenen UM NMeH y4eTHON 3anncu JOMeHa
MOXET MPOTUBOPEYUTL Ballen obLuen nonuTunke
B6esonacHocTn. C y4yeToM Ballen NonnTUKM 6e3onacHoCTum
MOXeET BbITb LenecoobpasHbiM yCTaHOBMNEHME 3HAYEHUS
«MHTepaKTVBHbLIN BXOA B CUCTEMY: HE OTOBpaxarb

YYETHbI€ JaHHbI€ MOCrieAHEro rnoJjib3oBaTesra».

OT1OT NnapameTtp 6e30nacHOCTN onpeaensieT KomM4ecTBo
Heyda4HbIX NOMbITOK BXOA4Aa B CUCTEMY, NOCIE KOTOPOro
KOoMnbloTep nepesarpyxaetca. KomnbloTepbl, Ha KOTOPbIX
Aansa 3awmutbl TomoB OC BkntoveHa dyHKuma Bitlocker,
OyayT 3abnokupoBaHsbl. [1ns cHATUSA GIOKMPOBKM
HeobXx0aMMO yKasaTb B KOHCOMM KIoY BOCCTAHOBIIEHUS. _ )
5 invalid logon
Y6eautech, Y4TO BKIMOYEHBI COOTBETCTBYHOLLME NOMUTUKN

attempts (5 go
BOCCTaHOBIeHUs goctyna. KonnmyectBo HeyaauHbIX

BGnoKknpoBKu
MomnbITOK 4OCTYNa MOXeT ObITb 3a4aHo Yncriom oT 1 4o 5
y4yeTHON
999. Ecnu ycTaHOBUTb 3TO 3HaYyeHue paBHbiM 0,
3anucu
KOMMNbIOTEP HMKOraa He byaet bnoknpoBaTbecs. 3Ha4YeHUs
KOMMbloTepa)
oT 1 go 3 6yayT nHTepnpeTMpoBaHbl Kak 4. HeyaayHble
nonbITKM BBOAA Naposnen Ha paboymx CTaHUMsX Unu
pPSO0BbIX cepBepax, 3abNOKMPOBAHHbIX C MOMOLLbIO
knaBuw CTRL+ALT+DEL nnn ¢ nomoLbo 3alnLLEHHbIX
naponem 3acTaBOK, CHATAKOTCA HeyAa4yHbIMW NOMbITKAMM
BXOa B CUCTEMY.
OTOT napameTp 6e3onacHoOCTM onpenensiet 15 MUHYT

NPOLOIMKUTENBHOCTL OTpe3ka BpemeHn SMB-ceaHca oo
€ro NPMOCTaHOBKM MO NPUYMHE HEAKTUBHOCTM.

AOMWHMCTPATOPbI MOTYT UCMONb30BaTb 3TOT NapameTp




Monutuka

session (Cepsep
cetn Microsoft:
BpemMs
Oes3nencTema oo
NMPUOCTaHOBKU

ceaHca)

Microsoft network
server: Attempt
S4U2Self to obtain
claim information
(CeteBow cepBep
(MawnkpocodT):
nonbiTka S4U2Self
nonyyYnTb
nHpopmaumto 06
yTBEPXKOEHUN)

OnucaHue 3HauyeHue

ANS ynpaBreHns BpEMEHEM NPUOCTAaHOBKN HEAKTUBHOIO
SMB-ceaHca komnbtoTepoM. Ecnn knueHTckas
aKTUBHOCTb BO30OHOBMNAETCSH, CeaHC aBTOMaTU4YeCKu
yCTaHaBnmBaeTcs 3aHOBO. [1na aToro napamMetpa
3HadeHue "0" o3HayaeT oTcoegMHEHME CceaHca cpasy, Kak
TOMbKO 3TO NPeAcTaBUTCA BO3MOXHbIM. MakcumanbHoe
3HavyeHue - 99999, yto coctasnset 208 gHen; B
AEVNCTBUTESNTIbHOCTU TaKOe 3HA4YEHNE OTKIOYAET 3TOT
napameTp. 1o ymonyaHuio: napamMeTp He onpenerneH; a1o
O3HaA4aEeT, YTO CUCTEMA pacCcMaTpmUBaET NapameTp Kak
nMmetoLmn 3Ha4eHne "15" ans cepsepos n
HeonpeaeneHHoe 3Ha4YeHne ans paboumx cTaHUuN.

Disabled
(OTkntoyeHo)

JTOT NnapameTp 6e3onacHOCTN NpeAHa3Ha4veH ans
noaaepPXkn KNMEHTOB C CUCTEMaMM, BbiMyLEHHbIMU 0
Windows 8, KoTopble NbITakoTCA NOSy4YUTb JOCTYN K
obwemy charinoBomMy pecypcy, TpebytoLiemy 3asiBKy
nonb3oBatens. OH onpegenseT, byget N nokanbHbIN
dannoBbIn cepeep NbliTaTbCH UCMOMNb30BaTh PYHKUMIO
Kerberos Service-For-User-To-Self (S4U2Self) anga
nony4yeHus 3asBok cybbekTa KrnveHTa cetn n3 JomMeHa
YYETHOM 3anucum KnmeHTa. AToT napaMeTp Heobxoanmo
BKIMOYaTb TOMbKO B TOM Criyyae, ecnv oannoBbli cepBep
NCcnonb3yeT 3asBKM Nonb3oBaTtenen A4ns ynpasneHns
AOCTYNoM K dhannam un ecnu oH ByaeT noaaepKueatb
CybbeKkTbl KNMMEHTOB, Y4YETHbIE 3anncu KOTOPbIX
Haxo4ATCH B IOMEHE C KIMEHTCKMMWN KOMMNbIOTEPaMU U
KOHTpornepaMmun JoMeHa noj ynpasreHnemM
ornepaumoHHON cucTeMbl, BbinyLweHHon o Windows 8.
[na sToro napameTpa HY>XHO 3aaTb 3Ha4YeHune
"ABTOMaTUYECKN" (MCNONBb3YETCHA MO YMOMYaHUI), YTOObI
drannoBbIN cepBep MOr aBToMaTUYeCKn onpeaenaTb,
TpebyeTca nu Ansa nonb3oBartens 3aseka. [nsa aToro
napamMeTpa HY>XHO SIBHO 3afaBaTb 3HayeHue "BkroyeHo"
TONbKO B TOM Crlyvae, ecnu eCTb NONUTUKM A0CTyna K
nokanbHbIM (hannam, BKoYaoLWwme 3asBKn




Monutuka OnucaHue 3HauyeHue

nonb3oBaTenen Ha JocTyn. Ecnu aToT napameTp
BGe3onacHOCTH BKNtoYeH, hannosbin cepsep Windows
Oyoet aHanM3MpoBaTb Mapkep 4OCTyna cyobekTa
CETeBOro KnneHTa, npoLueaLwero nposepKy NOANMUHHOCTY,
n onpenensTb, NPUCYTCTBYET NN MHPOPMaLINA O 3asBKe.
Ecnun 3asaBok Her, hbannosbin cepeep Oyaet
ncnonb3oatb yHKUMIO Kerberos S4U2Self ons cessm ¢
koHTponsiepom gomeHa Windows Server 2012 B gomeHe
YYETHOWM 3anuncu KNUeHTa 1 nosyvyeHmst mapkepa
AOCTyna, Noaaep>KUBatoLLEro 3asiBKM, Ans cybbekTa
KnueHTa. Mapkep, nogaepXxuBarLmMin 3asiBK1M Ha AOCTY,
MOXeT noTpeboBaTbCa ANs 4oCTyna K pannam 1 nankam,
K KOTOPbIM MPMMEHEHa NONUTUKA yNpaBreHns JOCTYNOM
Ha OCHOBe 3asBOK. Ecnn aTOT napameTp OTKNHOYEH,
dannosbivi cepep Windows He BygeT nbiTaTbes
nonyyYnTb MapkKep A4OCTyna Ha OCHOBE 3asBOK ANs
cyObeKTa KnuneHTa.

Microsoft network
. Q10T NnapameTp 6e3onacHoOCTN onpegensert, dyayT nm
server: Disconnect
) OTKNIOYaTbCH NOSib3oBaTenu, NOAKNIOYEHHbIE K
clients when logon
_ nokanbHOMY KOMMbIOTEPY, MO UCTEYEHUN Pa3pPELLEHHOro

hours expire -

BPEMEHM BXOAa, 3afaHHOro ANns Ux y4eTHOM 3anuncu.
(Cepeep ceTu

_ OTOT NapameTp BUSAET HA KOMMNOHEHT NpoTokona SMB. Enabled

Microsoft:

Ecnn aT0T NnapameTp BKMOYEH, MO UCTEYEHUMU (BkntoyeH)
OTKNtoYaTb

paspeLleHHOro BpEMEHN BXO4a KINMEeHTa CeaHCbl KNneHTa
KNMEHTOB Mo 5

co cnyx6on SMB npuHyanTensHo paspbiBatoTcs. Ecnn
NCTEYEHUN

3TOT NapaMeTp OTKIOYEH, NO NCTEYEHUN pa3peLLEHHOro
paspeLUeHHbIX

BPEMEHM BXOAa KINMEeHTa ero ceaHC COXpaHsaeTcs.
YyacoB Bxoaa)

Microsoft network OTOT NapameTp NoNUTUKN ynpasnseT ypoBHeM nposepku,  Off (OTkn.)
server: Server BbINOSIHAEMOW KOMMbITEPOM C OBLLMMM Nankamm nnm

SPN target name npuHTEPamm (CepBePOM) Hag UMEHEM CyObeKTa-CINyXobl,

validation level npenocTaBgeMbIM KITMEHTCKUM KOMMbIOTEPOM MNpU

(CeteBon cepsep yCTaHOBMEHUN NOCNegHUM ceaHca C NMOMOLLbLO

(MawkpocodT): npotokona SMB. lNpoTtokon SMB npegoctaBnaeT OCHOBY




Monutuka

YPOBEHb NPOBEPKU
CEepBEPOM UMEHMN
y4YacTHMKa-
cny>6bl KOHEYHOTO
obbekTa)

Recovery console:
Allow automatic
administrative
logon (KoHconb
BOCCTAHOBIIEHUS:
paspewwnTb

aBTOMaTUYECKU

OnucaHue 3HauyeHue

AJ11 COBMECTHOro AocTyna K dparnam v npuHTepam, a
TaKke Ansa pyrmx ceTeBblx onepauun, Hanpumep ans
yaaneHHoro agMuHuctpmposaHus Windows. NMpoTokorn
SMB nogaepxmBaeT NpoBEPKY MMEHU CyObeKTa-Cryxobl
SMB-cepBepa B 605bLLOM ABONYHOM 0ObEKTE,
npegoctaensemMom SMB-knneHTom, ans
npenoTBpaLleHns Knacca atak npotus SMB-cepBepoB,
Ha3blBaeMbIX aTakamu C nepexsaramu. 3TOT NapameTp
BnnaeT Ha SMB1 n SMB2. 310t napameTtp 6e3onacHocTu
onpenensieT ypoBeHb NPOBEPKU, BblnosiHaeMon SMB-
cepBepoM Hag UMeHeM CyObeKkTa-criyxobl,
npegoctasnseMbiM SMB-KIMEHTOM Npu yCTaHOBAEHUN
nocnegHum ceaHca ¢ SMB-cepsepom. NapameTpbi:
OTKn. - msa cybbekTa-cnyx6bul SMB-knveHTa He
TpebyeTtca (He npoeepseTcs) SMB-cepsepom.
MpuHMUMaTb, ecnyn NpeaocTaBneHo KnmeHTom - SMB-
cepBep NpMHUMaEeT 1 NpoBepsieT UMs cybbekTa-Ccry»obl,
npegocTtasnsemoe SMB-knueHToM, 1 paspeLlaeT ceaHc,
€CNnN OHO COBMaAaeT Co CMUCKOM MMEH CyObEKTOB-CyX6
SMB-cepBepa. Ecnn nms HE coBnagaert, To ceaHc ans
SMB-knneHTa oTknoHsaeTcAa. TpeboBaTb OT KNMeHTa -
SMB-knueHT JOJDKEH oTnpaBuntb nmsa cybbekta-
cny>x0bl NP1 HACTPOWKe ceaHca, a ykazaHHOe UMS
OOJPKHO cosnagatb ¢ SMB-cepBepoMm, Ha KOTOpPbIN
OTnpasneH 3anpoc Ha noaknoyveHue. Ecnm numsa
cybbeKkTa-cnyx0bbl He YyKkazaHO KIIMEHTOM WU OHO He
COBMajaeT, CeaHC OTKITOHSETCS.

Disabled

(OTknNtOYEH)

JTOT napameTp 6e30NacHOCTM onpeaenseT, HYXXHO nu
yKasbiBaTb Naponb y4eTHou 3anucu "AgMmuHuctparop”
ANSA nory4vyeHusa goctyna k cucteme. Ecnv atoT napametp
BKITOYEH, KOHCOMb BOCCTAHOBMEHUS He TpebyeT BBOAa
napornsi, N03BONSASA BbINOMHATbL BXOA B CUCTEMY

aBTOMaTU4YECKN.




Monutuka OnucaHue 3Ha4yeHune

BX0O[4
aAMUHUCTpaTopa)

[Mpwn BKMAOYEHMM ITOrO NapameTpa 6e3onacHoCTU
Recovery console: CTaHOBMUTCH AOCTYNHOW KoMaHaa SET KoHconu
Allow floppy copy BOCCTaHOBJIEHUS, KOTOpasa NO3BONSAET 3a4aTtb
and access to all cnegyoLime nepemMeHHble cpeabl KOHCOMNu
drives and all BoccTaHoBreHuns. AllowWildCards: nossonsiet
folders (KoHconb NCnonb3oBaTb NOACTAHOBOYHbIE 3HAKM AS151 HEKOTOPbIX _
BOCCTaHOBMEHUS: KomaHA (Hanpumep, onga komaHabel DEL). AllowAllPaths: Disabled

. (OTkntoyeH)

paspeLmTb paspeLuaeT AocTyn K nobbiM hannam n nankam
KonupoBaHue komnbtotepa. AllowRemovableMedia: nossonsiet

AWNCKET 1 OoCTyn
KO BCEM AMCKaM U

narkam.)

KonnpoBaTtb hansibl HA CbeMHbIE HOCUTENU, Hanpuvep
Ha gucketbl. NoCopyPrompt: oTmMeHsAeT Bblgavy
npegynpexaeHnsa npu nepesanncu CyLLecTBYOLLNX
dhannos.

XypHan cobbiTun

MyTb: KoHdurypaumsa komnbsiotepa — NMonutukm — KoHdurypauma Windows — lNMapameTtphbl
6e3onacHocTu — XKypHan coobITun

(aHrn. — Computer Configuration — Policies — Windows Settings — Security Settings — Event Log)



1=} Group Policy M
File Action View Help

e« 71E X

\=[ Indeed PAM RDS Server [DCINDEED-ID.LOCAL] Policy -
4 il Computer Configuration
4 | Policies
B[] Software Settings
4[] Windows Settings
B [ | Mame Resolution Policy
| Scripts (Startup/Shutd own)
A i Security Settings
[+ 5&] Account Policies
4 _:ﬂ Local Policies
b Audit Policy
b UserRights Assignment
2 _Security Options
i EventLog
[ g hestricted Groups
B [ Systermn Services

v OnucaHue NonuTuk

MonuTtuka OnucaHue

Maximum 10T NnapameTp 6e3onacHoOCTM onpeaenser

application log size MaKCMMarbHbI pasmep XXypHarna cobbiTun

(MakcumanbHbIn npunoxexHun (He 6onee 4 I'b). Ha npakTuke
pasmep XypHana ncnone3yerca 6onee HU3Koe orpaHNYeHne (MPUMepPHO,
NPUNOXEHNI) 300 MB). NpumevaHusa Pasmepbl hannos xxypHana

OOIMKHbI ObITb KpaTHbl 64 KB. Ecnu BBeAeHO 3HayeHne
He KpaTHoe 64 Kb, cpeactBo npocmoTpa cobbiTui
yCTaHOBUT pa3mep hanna xxypHana, kpaTHbin 64 Kb.
OTOT napameTp OTCYTCTBYET B OOBHEKTE NOKanbHON
NONUTUKM KomnbtoTepa. Pasmep danna n cnocob
nepesanuncu cobbiTUi B XXypHane Heobxoanmo
yKa3blBaTb B COOTBETCTBUN C BU3HeC-TpeboBaHNAMU U
TpeboBaHMsiMN Be3onacHOCTN, onpeaeneHHbIMU Npu
pa3paboTke nnaHa 6e3onacHOCTU NPeanpuUaTUS.
Mo>xHO peanun3oBaTb 3TWU NapameTpbl XXypHana
cobbITMI Ha YPOBHE canTa, AOMEHA Unm

3HaueHue

100032 Kb




Monutuka

Maximum security
log size
(MakcumanbHbIn
pasmep XypHana
6esonacHocTK)

Maximum system
log size
(MakcumanbHbIn
pasmep
CUCTEMHOIo

XypHana)

Prevent local
guests group from
accessing
application log
(Banpetntb goctyn
nokaribHoOW rpynnobl
rocTem K XXypHany

NPUNOXEHNN)

Prevent local
guests group from
accessing security
log (3anpeTtutb
AOCTYN FIOKanbHON
rpynmnbl rocTen K
XypHany

BGesonacHoCTH)

Prevent local

guests group from

OnucaHue

noapasaerneHuns, YTobbl UCNorb30BaTh NPEUMYLLECTBA
napamMeTpOB rpynnoBON MNOMUTUKN.

OT10T napametp 6e3onacHOCTU onpeaenser
MaKCMMarbHbI pa3mep XXypHarna cobbiTun
6esonacHocTu (He 6onee 4 I'B). Ha npakTuke
ncnonb3yerca bonee HNU3Koe orpaHNYeHne (MPUMepHo,
300 MB).

OT0T NapameTp 6e3onacHOCT onpeaensier
MaKCMMarbHbI pasMep XXypHana cobbiTUI CUCTEMBI
(He 6onee 4 I'b). Ha npakTuke ucnonb3yetcs bonee
HW3Koe orpaHudeHune (npumepHo, 300 MB).

JT10T NnapameTp 6e3onacHOCTM onpeaenseT, 3anpeLleH
NN TOCTAIM OOCTYN K XXypHany cobbITUiA NPUMOXEHWN.
MpumevaHnst ATOT NnapameTp OTCYTCTBYET B 0ObEKTE

nokarnbHOW MNONUTUKN KOMMblOTEPA.

OTOT napameTp 6e30nNacHOCTY OnNpeaenseT, 3anpeLleH
1N TOCTSIM AOCTYN K XypHany cobbiTuii 6e3onacHocTu.
MpumeyaHnst OTOT NapameTp OTCYTCTBYET B OObEKTE

nokanbHOW NONUTUKN KOMMblOTEP

10T NnapameTp 6e3o0nacHOCTM onpeaensieT, 3anpeLleH

NN TOCTSIM AOCTYN K XKypHany cobbITUIA CUCTEMBDI.

3HauyeHue

100032 Kb

100032 Kb

Enabled

(BkntroyeH)

Enabled

(BkntoyeH)

Enabled

(BkntoyeH)




Monutuka

accessing system
log (3anpeTtutb
AOCTYnN NOKanbHOW
rpynnbl rocTen K
XypHany cucTembl)

Retention method
for application log
(Meton
COXpaHeHus
cobbITun B
XypHane
NPUITOXEHNIN)

OnucaHue

MprmeyaHns STOT napamMeTp OTCYTCTBYET B 06bekTe
NOKanbHON NOMNTUKM KOMMbOTEPA.

10T NnapameTp 6e3onacHoOCTM onpeaensaeT cnocod
nepesanucu xypHarna npunoxeHuin. Ecnu
apxmBMpoOBaHMe XypHana NpuUnoXeHun He
BbINOSIHAETCS, YCTAHOBUTE B OMANTOTOBOM OKHE
"Csonctea" aton nonuTukn cnaxok "Onpenenntb aToT
napameTp NofMTUKK", a 3aTeM BblIDEPUTE 3HAYEHME
“MepenuceiBaTb cobbITUA Npu HeobxoanumocTn". Ecnu
apxmBMpoBaHue XXypHarna BbIMOMHSETCS Yyepes
3a[aHHble MPOMEXYTKM BPEMEHU, YCTaHOBUTE B
ananorosoM okHe "CBoncTBa" aTon NOAUTUKM braXok
"OnpenenuTb 3TOT NapameTp NonnTUKK", a 3atem
BblbepuTe 3HayeHue "3atmpartb ctapblie CobbITUSA No
OHAM" 1 YKaXXUTe HY)XHOE YNCAO OHEN C MOMOLLbIO
napameTtpa "CoxpaHeHune cobbiTuUin B XypHarne

npunoxeHun". Yéeantecb B TOM, YTO MakCMMarsnbHbIN
pasmep XypHana npunoXxXeHun JOCTaToOMHO BESUK,
4YTOObl OH He BbIN JOCTUIHYT B TEYEHNE 3TOro
npomMexyTka BpeMeHu. Ecnu Heobxoanmo coxpaHaTb
B XXypHane Bce cobbITUS, yCTaHOBUTE B ANANOroBOM
okHe "CBouncTea" 3ToM NONUTUKN dOnaxok
"OnpenenuTb 3TOT NapameTp NonnTUKK", a 3aTtem
BblbepuTe 3HayeHne "He nepenucbiBaTb COObITUS
(o4mcTuTb XypHan Bpy4Hyto)". Mpu BbIGOpe aTOro
BapuaHTa XypHan Heobxoaumo oumaTb Bpy4dHyto. B
3TOM cny4yae nocrne JOCTMXKEHUS MaKCMMarnbHOro
pasmepa XypHana HoBble COBbITUS OTKIMOHSIOTCS.
[MpumeyaHne. STOT NnapamMeTp OTCYTCTBYET B 0b6bekTe

nokanbHOWN NONUTUKN KOMMblOTEPA.

3HauyeHue

As needed
(3aTupatb
cTapble cobbITUSA
no
HeobxoanmocTK)




MonuTtuka OnucaHue 3Ha4yeHune
Retention method OT0T NapameTp 6e3onacHOCT onpeaensiet cnocob
for security log nepesanucu xypHarna 6esonacHocTu. [pumeyaHus. As needed
(MeTog OTOT NapameTp OTCYTCTBYET B 0ObEKTE NOKanbHOM (8atupatb
COXpaHeHus NONUTMKN KoMMbloTepa. YTobbl NonyyYnTs 4OCTYN K cTapble cobbITus
cobbiTun B XypHany 6e3onacHoOCTH, NOnb3oBaTeNb LOIKEH no
XypHane obnagatb npaBoM "YnpasreHne ayauTom U XXypHanom HeobxoanmocTK)
GesonacHocTn) 6esonacHocTn".
Retention method
for system log As needed
OT0T NapameTp GesonacHOCT onpeaensiet cnocob
(MeTog (3aTupatb
nepesanucu xxypHarna cuctemsl. [NpyumevaHme. 3ToT
coxpaHeHue . cTapble cobbITus
5 napameTp OTCYTCTBYET B 06beKkTe NnoKanbHOM
cobbITuin B no
NONUTMKN KOMMbIOTEPA.
CUCTEMHOM HeobxoanmocTw)
XypHane)

CucremHble CnyX0Obl

MyTb: KoHdurypaums komnbiotepa — MNMonutukm — KoHdpurypauma Windows — lNMapameTtphbl
6e3onacHocTU — CUCTEMHbIE CRYXObl

(aHrn. — Computer Configuration — Policies — Windows Settings — Security Settings — System Services)



1=} Group Policy M:
File Action View Help

e« HE XK=

\=[ Indeed PAM RDS Server [DCINDEED-ID.LOCAL] Policy ~
4 il Computer Configuration
4 | Policies
B [ | Software Settings
a [ Windows Settings
- [ | Mame Resolution Policy
| Scripts (Startup/Shutdown)
4 Th Security Settings
[+ _:j::] Account Policies
4 :ﬂ Local Policies
b Audit Policy
I = UserRights Assignment
| Security Options
i EventLog

4 Restricted Groups
I ‘4 Systermn Services
[ g Registry
i~ g File System

v OnucaHue NonuTuKk

Uma cnyx6bil (Pexum 3anycka cnyxobl)

Routing and Remote Access (Startup Mode: Disabled)
MapLpyTrsaumsa u yganeHHsin goctyn (Pexum 3anycka:
3anpeLyeH)

Special Administration Console Helper (Startup Mode: Disabled)

Moaynb NogAepXKKn cneLlmanbHON KOHCONM agMUHUCTPUPOBaHMUS

(Pexxum 3anycka: 3anpeLleH)

SNMP Trap (Startup Mode: Disabled) Jlosywika SNMP (Pexwum
3anycka: 3anpeLleH)

Telephony (Startup Mode: Disabled) TenedoHus (Pexunm
3anycka: 3anpeLyeH)

Windows Error Reporting Service (Startup Mode: Disabled)
Cnyx6a peructpaumm owmnbok Windows (Pexxum 3anycka:

Pas3pelweHus

He

onpeaeneHsbl

He
onpeaeneHbl

He
onpenerneHsbi

He

onpeaeneHsbl

He
onpeaeneHsbl

Ayant

He

onpepgerneH

He

onpenernex

He
onpeneneH

He

onpeaeneH

He
onpeaeneH




Uma cnyx6bl (Pexum 3anycka cnyxo6bl) PaspeweHus Ayant

3anpeLLleH)

WinHTTP Web Proxy Auto-Discovery Service (Startup Mode:

Disabled) Cnyx6a aBTomatnyeckoro obHapyxeHusi Be6-npokcu

He He

_ onpeneneHsbl onpeneneH
WInHTTP (Pexum 3anycka: 3anpeLieH)

dannoBsas cucrema

MyTb: KoHdurypaums komnbiotepa — Monutukm — KoHdurypauma Windows — lNMapameTtpbl

be3onacHocTu — PannoBas cucrema

(anrm. — Computer Configuration — Policies — Windows Settings — Security Settings — File System)

= Pena KETOD YMNpaBAEHWA TPYTNNOBbIMEK NMOAWMTHUEZ MK

Main  [Jedcteme  Buwg Cnpaeka

e 5E X

=] Moawrtuka PAM GPO [PAM.INDEED-ID.LOCAL] rmn obbexTa -
4 ([l Kondurypauua komnerTepa j_é,Ll,empanmu:uEaHHan NoAWTHER 40CTyNa
4 [ Tonautukm | %:SystemRoot 36\ System 32\ config
B[] Kondurypauma nporpamm
| Kondurypaums Windows

B[] MNoauTuka paspelteHna Mmen
;

CueHapun (zanyck/zaeepLUeHie)

vvhﬂ-'—'[

Mapamerpel BezonacHoCTH
_:j::] MoauTren yYeTHEIX 3anuced

| NokaneHeie noauTikm

] Kypran coberrwii

‘4 Tpynnel © orpaHMYeHHEIM A0CTYNOM

4 CucTemHble cnyxBbl

o Peectp

4 (Qaiinoean cuctema

‘4 LleHTpanusoeaHHaA NOAWTMKE A0CTYNa

[+ f__r.,r MoawTukn npoeogHoi cetr ([EEE 802.3)
B [ Bpanamaysp Windows B peskune NoBBILLEHHC

b =T T 7

%SystemRoot%\System32\config

v OnucaHue HacTpoek



Configure this file or folder then: Propagate inheritable permissions to all subfolders and files
(HactpouTb paspelueHnst anga aToro danna unu nanku, a 3ateMm: PacnpocTtpaHuTb Hacnegyembie

paspeLleHnsa Ha Bce nognanku n pansnbl)

Permissions (Pa3pelweHus)

Applies To
Type (Tun) 3Ha4yeHue Access (docTtyn)
(MpumeHseTca K)

This folder, subfolders
ALL APPLICATION PACKAGES Read and _ .
Allow and files (dns aton
(BCE NMAKETHI Execute (UTteHne

y narku, BrOXeHHbIX
MPUNOXEHUN) 1 BbINOSTHEHNE)

(PaspewnTnb)

nanok n gannos)

Subfolders and files only

Allow CREATOR OWNER Full Control
5 (Tonbko ANS BNOXEHHbIX

(PaspewnTnb) (COSOATEJIb-BJIAOENELL) (MonHeIM gocTyn)

narnok n gannos)

This folder, subfolders
Allow NT AUTHORITY\SYSTEM Full Control and files (dns aton
(PaspewnTnb) (CUCTEMA) (MonHeIn goctyn) nanku, BrOXeHHbIX

nanok n gannos)

This folder, subfolders
Allow BUILTIN\Administrators Full Control and files (dns aton
(Paspeluuntsb) (Builtin\AgmuHucTpaTopbl) (MonHbIM gocTyn) narku, BrOXeHHbIX

nanok n gannos)

Inheritance disabled (HacnegosaHue oTKIOYEHO)

Auditing (AyauT)

Type Principal Applies To
Access (QocTtyn)
(Twvn) (Cy6bekT) (MpumeHseTca K)
Fail Everyone Traverse Folder/Execute File, List folder / Read This folder,

(Otkas) (Bce) data, Read attributes, Read extended attributes subfolders and files




Type Principal
(Twvn) (CybbexT)

All Everyone
(Bce) (Bce)

Access (docTtyn)

(O630op nanok/BbinonHeHne dannos,
CopepxaHne nanku / YteHne gaHHbIx, YteHne
aTpmnbyToB, YUTeHne JONONHUTENbHbIX

aTpubyToB)

Create files / Write data, Create folders / Append
data, Write attributes, Write extended attributes,
Delete subfolders and files, Delete, Change
permissions, Take ownership (CosgaHve
annos / 3anucb AaHHbIX, Co3gaHne nanok /
[osanuck gaHHbIX, 3anuck aTpnbyTos, 3anuch
AOMNONMHUTENbHbIX aTpubyToB, YaaneHue
BNOXEHHbIX Nanok u dgannos, YaaneHne, CmeHa
paspelwleHun, CmeHa BragenbLa)

Inheritance enabled (HacnegoBaHue BkMOYEHO)

Applies To
(MpumeHseTcs K)

(Ons aTon nankuy,
BJTOYKEHHbIX Narnok u

dannos)

This folder,
subfolders and files
(Onsa aTon nankuy,
BINOXEHHbIX MarnokK u

dannos)

%SystemRoot%\System32\config\RegBack

v OnucaHue HacTpoek

paspeLleHnsl Ha Bce noananku 1 daiinbl)

Permissions (Pa3pelweHus)

MPUNOXXEHWN) 11 BbIMOMHEHVE)

Configure this file or folder then: Propagate inheritable permissions to all subfolders and files

(HacTtpouTb paspelueHns ansa aToro parna nunu nanku, a 3atem: PacnpocTpaHuTb Hacnegyemble

o Applies To
Type (Tun) Principal (CyobekT) Access (docTtyn)
(MpumeHsieTcs K)
Allow ALL APPLICATION PACKAGES Read and This folder, subfolders
(PaspewnTnb) (BCE MAKETHI Execute (UTteHne and files (dns aton




Type (Tun)

Allow

(PaspewunTnb)

Allow

(PaspewunTnb)

Allow
(PaspewunTnb)

Inheritance disabled (HacnegosaHue oTKIOYEHO)

Auditing (AyauT)

Principal (CyobekT)

CREATOR OWNER
(CO3OATEIb-BIALESEL)

NT AUTHORITY\SYSTEM
(CUCTEMA)

BUILTIN\Administrators
(Builtin\AgmuHucTpaTopbl)

Type Principal
(Twvn) (Cy6bekT)

Fail Everyone

(Otkas) (Bce)

All Everyone

(Bce) (Bce)

Access (docTtyn)

Full Control

(MonHeIM gocTyn)

Full Control
(MonHbI gocTyn)

Full Control
(MonHbI gocTyn)

Access (docTtyn)

Traverse Folder/Execute File, List folder / Read
data, Read attributes, Read extended attributes

CogepxaHue nanku / YteHne aaHHbIX, YTteHne

(O63op nanok/BbinonHeHne gannos,

anVI6yTOB, UTeHne OononHUTENbHbIX

aTpmnbyToB)

data, Write attributes, Write extended attributes,

Delete subfolders and files, Delete, Change

permissions, Take ownership (Co3saaHve

dannos / 3anuck aaHHbiX, Co3gaHme nanok /
[osanuck gaHHbIX, 3anuck atpnbyTos, 3anmch

Applies To
(MpumeHseTca K)

nanku, BrNOXXeHHbIX

narnok n gannos)

Subfolders and files only
(Tonbko ANS BNOXEHHbIX

nanok v ¢annos)

Subfolders and files only
(Tonbko ANA BMOXEHHbIX

nanok u annos)

Subfolders and files only
(Tonbko 4NA BMOXEHHbIX
nanok u gannos)

Applies To

(MpumeHseTca K)

This folder,
subfolders and files
(Ons aTon nanku,
BNOXXEHHbIX Nanok u
hannos)

Create files / Write data, Create folders / Append  This folder,

subfolders and files
(Ons aTon nanku,
BNOXXEHHbIX MNanok u

dannos)




Type Principal

Applies To
Access (docTtyn)
(Twvn) (CybbekT)

(MpumeHseTcA K)

AOMNOJTHUTESIbHbIX anM6yTOB, YnaneHvne

BNOXEHHbIX Nanok u gannos, YaaneHue, CmeHa

paspelwleHunn, CmeHa Bnagenbua)

Inheritance enabled (HacnegoBaHue BKkMo4YeHO)

PeecTp

MyTb: KoHurypaumsa komnbrotepa — NMonutnkn — Kondurypauma Windows — lNMapameTpsbl
6e3onacHocTn — PeecTp

(anrmn. — Computer Configuration — Policies — Windows Settings — Security Settings — Registry)

File Action View Help

o« e Xz

(=] Indeed PAM RDS Server [DCINDEED-ID.LOCAL] Policy
4 (A Computer Configuration
4 [ Policies
[ | Software Settings
4[] Windows Settings
[ | Mame Resclution Policy
|=| Scripts (Startup/Shutdown)
4 f‘ls: Security Settings
[+ :ﬁ] Account Policies
3 j Local Policies
= ﬁ Event Log
i+ 4 Restricted Groups

i System Services
b | Registry |

[+ .f__r.,r Wired Metwork (IEEE 2802.3) Policies

MACHINE\SOFTWARE

v OnuncaHue HacTpoek




Configure this key then: Propagate inheritable permissions to all subkeys (HactpouTb 3TOT pasaen:

PacnpocTtpaHuTtb Hacnegyemble pa3pelleHna Ha BCe I'IO,D,pa3Ll,eJ'IbI)

Permissions (Pa3pelweHus)

Type (Tun)

Allow

(PaspewunTnb)

Allow

(PaspeluunTsb)

Allow

(PaspewnTnb)

Allow
(PaspewunTnb)

Allow
(PaspewunTnb)

Principal (CyobekT)

BUILTIN\Administrators
(BuiltinNAgmuHucTpaTopbl)

CREATOR OWNER
(CO3IATENb-BNALENEL])

NT AUTHORITY\SYSTEM
(CUCTEMA)

BUILTIN\Users
(Builtin\Nonb3oBatenu)

ALL APPLICATION PACKAGES
(BCE MAKETbI MPUNOXEHWNI)

Inheritance disabled (HacnegoBaHue oTKO4YEHO)

Auditing (AyauT)

Type
(Tun)

All (Bce)

Access
(RocTyn)

Full Control

(MonHbIN

AocTyn)

Full Control
(MonHbIn
AOCTyn)

Full Control
(MonHbBIN
AocTyn)

Read
(YteHne)

Read
(Ytenue)

Principal
Access (OocTtyn)
(CybbekT)
Everyone Create Subkey, Create Link, Delete, Read
(Bce) permissions, Change permissions

Applies To

(MpumeHseTcs K)

This key and subkeys
(3TOT pasgen u ero

nogpasgensl)

Subkeys only (Tonbko

nogpasgensl)

This key and subkeys
(3TOT pasgen u ero
nogpasgensl)

This key and subkeys
(3TOT pasgen u ero
nogpasgensl)

This key and subkeys
(3TOT pasgen u ero
nogpasgensl)

Applies To
(MpumeHseTcs K)

This key and subkeys

(3TOT pasgen u ero




Type
(Tun)

Success
(Ycnex)

Principal
Access (docTtyn)
(Cy6bekT)
(CosgaHve nogpasgena, CosgaHue cBA3n,
YnaneHue, YteHue paspeweHmin, CMmeHa
paspeLleHnin)
Everyone
Set Value (3agaHue 3HayeHus)
(Bce)

Inheritance enabled (HacnegoBaHue BkMOYEHO)

Applies To
(MpumeHseTca K)

noapasaensbl)

This key and subkeys
(3TOT pasgen u ero
nogpasgensl)

MACHINE\SYSTEM

v OnucaHue HacTpoek

Configure this key then: Propagate inheritable permissions to all subkeys (HactpouTb aTOT pasgen:

PacnpocTpaHuTb HacrnegyeMble paspeLleHns Ha Bce nogpasaenbl)

Permissions (Pa3pelweHus)

Type (Tun)

Allow
(PaspewmnTnb)

Allow
(PaspewunTnb)

Allow
(PaspewunTnb)

Access
Principal (Cy6bekT)
(RocTtyn)
Full Control
BUILTIN\Administrators .
o (MonHbBIN
(Builtin\AgmuHucTpaTopbl)
AocTyn)
Full Control
CREATOR OWNER 5
(MonHbIN
(COBOATEINb-BITALENEL)
AocTyn)
Full Control
NT AUTHORITY\SYSTEM 5
(MonHbIN
(CUCTEMA)

AocTyn)

Applies To
(MpumeHsieTcs K)

This key and subkeys
(3T1OT pasgen u ero
nogpasgensl)

Subkeys only (Tonbko
nogpasgensbl)

This key and subkeys
(3TOT pasgen u ero
nogpasgensbl)




Auditing (AyauT)

Type Principal
(Twun) (CybbekT)
Everyone
All (Bce)
(Bce)
Success Everyone

(Ycnex) (Bce)

Access

Type (Tun) Principal (CyobekT)
(RocTyn)
Allow BUILTIN\Users Read
(PaspeLumTnb) (Builtin\Nonb3oBaTtenu) (Ytenue)
Allow ALL APPLICATION PACKAGES Read

(Paspewnts)  (BCE MAKETbI MPUNOMXEHWN) (UteHve)

Inheritance disabled (HacnegosaHue oTKIO4YEHO)

Access (docTtyn)

Create Subkey, Create Link, Delete, Read
permissions, Change permissions
(CospaHve nogpasgena, CosgaHune cBAsn,
YpaneHue, YteHne paspelueHnin, CmeHa
paspeLleHnin)

Set Value (3apgaHve 3HaveHus)

Inheritance enabled (HacnegosaHue Bknto4eHoO)

Applies To
(MpumeHseTcA K)

This key and subkeys
(3TOT pasgen u ero

nogpasgensl)

This key and subkeys
(3TOT pasgen u ero
nogpasgensl)

Applies To
(MpumeHseTcs K)

This key and subkeys
(3TOT pasgen u ero
noapasaensbl)

This key and subkeys
(3TOT pasgen u ero
noapasaensbl)

MACHINE\SYSTEM\CurrentControlSet\Control\SecurePipeServers\winreg

v OnucaHue HaCTpoeK

Configure this key then: Propagate inheritable permissions to all subkeys (Hactpoutb atoT pasgen:

PacnpocTpaHuTb HacrnegyeMble paspeLleHnst Ha Bce nogpasgenbl)




Type (Tun)

Allow

(PaspewnTnb)

Allow
(PaspewunTnb)

Allow
(Paspeluuntsb)

Allow
(PaspeLuuntnb)

Allow
(PaspewunTnb)

Auditing (Ayaur)

Permissions (Pa3pelweHus)

Principal (CyobekT)

BUILTIN\Administrators

(Builtin\AgmuHucTpaTopbl)

CREATOR OWNER
(CO3IATENb-BNALENEL])

NT AUTHORITY\SYSTEM
(CUCTEMA)

BUILTIN\Users
(Builtin\Nonb3osaTtenu)

ALL APPLICATION PACKAGES
(BCE MAKETbI MPUNOXEHWI)

Inheritance disabled (HacnegoBaHue oTKO4YEHO)

No auditing specified (He 3agaH)

Access

(AocTyn)

Full Control
(MonHbIN
AocTyn)

Full Control
(MonHbIN

AocTyn)

Full Control
(MonHbIN
AoCTyn)

Read
(Ytenue)

Read
(YteHne)

Applies To

(MpumeHseTca K)

This key and subkeys
(3TOT pasgen u ero
nogpasgensl)

Subkeys only (Tonbko
nogpasgensbl)

This key and subkeys
(3TOT pasgen u ero
nogpasgensl)

This key and subkeys
(3TOT pasgen u ero
nogpasgensl)

This key and subkeys
(3TOT pasgen u ero

nogpasgensl)

KoHdurypauusa pacwumpeHHON NoNNTUKN ayanTa

MyTb: KoHurypaumsa komnbrotepa — NMonutnkn — Kondurypauma Windows — lNMapameTpsbl

6e3onacHocTu — KoHdurypaumsa paclumpeHHON NOIMTUKMA ayauTa




(anrmn. — Computer Configuration — Policies — Windows Settings — Security Settings — Advanced Audit
Configuration)

File Action View Help
&= 7|

B[] Public Key Policies ~
B | Software Restriction Policies
B | Metwork Access Protection
| Application Control Policies
L‘g IP Security Policies on Active Directory (INDEEL
4| | Advanced Audit Policy Configuration
4 & Audit Policies
B :ﬁ] Account Legon

Account Management
Detailed Tracking

D5 Access
Logon/Logoff

Object Access

Policy Change
Privilege Use

o o

Systemn
5 Global Object Access Auditing
B glll Folicy-based Cob

R v L v A

Bxoa y4yeTHoOM 3anucu

(aHrn. — Account Logon)

v OnucaHue NonnuTuK

MonuTtuka OnucaHue 3HaueHue

dT0T napamMmeTp NoSIMTUKMN NO3BOJIAET BECTU ayauUT cobbITnN,

BO3HUKAKOLLUX MPKn NpoBepKe YYETHbIX AaHHbIX A4 BXOAa

Audit Credential y4eTHon 3anuncuy nonb3osarens. CobbITUA 3TON noaKkaTeropum =
Validation (Ayaut  BO3HWMKAaIOT TOMbKO Ha KOMMbOTEPaX, 3aCnyXMUBatOLLUX Fu:;cess,
npoBepku AOBEPUS AN 3TUX YYETHbIX AAHHbIX. [ANs yYeTHbIX AaHHbIX ;I ure
yYeTHbIX AOMeHa COOTBETCTBYIOLLMMM MOMHOMOYMAMM obnagaet E)cnex,
AAHHBIX) KOHTPONrep AoMeHa. [ns NokanbHbIX YH4eTHbIX 3anucen Tkas)

COOTBETCTBYHOLLMMUN MONTHOMOYMSAMY 0ONafaeT NoKanbHbI
KOMMbtoTEp.




Hee. IameHeHue Tuna rpynnbl pacnpocTpaHeHn4d.

Monutuka OnucaHue 3HayeHue
Audit Other .
Opyrne cobbiTna Bxoga y4eTHbIX 3anucen STOT napameTp
Account Logon 5 Success,
NONMUTUMKN NO3BONSAET BECTU ayaNT COObITUIN, BOSHUKAIOLLMX )
Events (Ayout . Failure
5 Npv NoNyYeHUn OTBETOB Ha 3anpockbl O BXoAeE Y4ETHOW 3anucu
Apyrmx cobbiTum (Ycnex,
nornb3oBaTensi B CUCTEMY, HE OTHOCSILLMECS K MpOBepKe
BXOAa YYeTHbIX Otkas)
5 YYETHbIX AaHHbIX 1 He sBnaowmecs bunetamu Kerberos.
3anucen)
YnpaBneHue y4eTHbIMU 3annUcAMun
(anrn. — Account Management)
v OnucaHue NonuTuK
Monutuka OnucaHue 3Ha4yeHue
Audit Application OTOT napameTp NONMTUKM NO3BOMSIET BECTU ayaAnUT COObITUN, s
uccess,
Group Management BO3HMKAOLLMX NPY BbINOMHEHUM CNEAYIOLNX U3MEHEHUN Eai
ailure
(AyauT ynpasneHus rpynn npunoxeHun: Co3gaHve, UaMeHeHue unu yaaneHue v
cnex,
rpynnamm rpynnbl npunoxeHun. [lobasneHve nnu yaaneHne yneHa B o )
TKa3
NPUITOXEHNIN) rpynne nNpurioXeHun.
Audit Computer
Account OTOT napameTp NOMMTUKM NO3BOMSET BECTU ayauT cobbiTnid,  Success,
Management (Ayout BO3HMKAIOLLMX NPU U3MEHEHUN YYETHbIX 3anucem Failure
yrnpasneHusi KOMMbIOTEPOB, Hanpumep, Npu Ux co3gaHnn, N3MeHeHUn (Ycnex,
yYeTHbIMU 3anucsamm NN yganexuu. Otkas)
KOMMbIOTEPOB)
Audit Distribution OTOT NapameTp NONUTUKN NO3BOMSET BECTM ayanT cobblTuin,  Success,
Group Management BO3HMKAIOLLMX NPWU BbINONIHEHUN CNedYLLNX U3MEHEHN Failure
(AyauT ynpasneHus rpynn pacnpoctpaHeHus: Co3gaHue, U3MeHeHne nnm (Ycnex,
rpynnamm yaaneHue rpynnbl pacnpoctpaHeHus. [lobasneHve OTtka3)
pacnpocTpaHeHus) y4yacTHMKa B rpynny pacnpocTpaHeHnst Unv yaanexHue uns




Monutuka

Audit Other Account
Management Events
(Ayout opyrux
cobbITUN
ynpasneHus
YYETHBIMN

3anucsimMmn)

Audit Security Group
Management (Ayaut
yrnpasneHusi
rpynnamm
6esonacHocTu)

Audit User Account
Management (Ayaut

ynpaBneHuda

OnucaHue

MpumeyaHne. CobbITNA 3TOM NogkaTeropun
PErnCTPUPYIOTCH TOSbKO Ha KOHTponnepax JOMeHa.

OTOT NapameTp NONUTUKN NO3BOMSET BECTM ayanT cobbiTui,
BO3HUKAIOLLMX NPU BbINOMHEHUN OPYIUX N3MEHEHUIA
YYETHbIX 3anMcen nonb3oBaTens, He ykasaHHbIX B 3TON
kateropuu: ObpalleHme K XaLy napons Ans y4eTHon
3anucu nonb3osarend. Ata onepaunst 00bIYHO
BbIMOSTHAETCSA NpYU MUrpauum napornen ¢ UCnorb30BaHNEM
cpeactsa ynpasrneHus Active Directory. Beizos API
NPOBEPKM MONMUTUKK napornen. Bbi3oB 3aTon yHKUUK MOXET
BbIMOSTHATLCS NPU aTakax B Tex criydasix, Korga
BPE4OHOCHOE NPUOXeHUe NpoBepsaeT NONUTUKY, YTOObI
YMEHbLUNTb YMCO NOMNbITOK BO BPEMS CITOBApHOM aTaku.
M3meHeHunsa rpynnoBon NOMUTUKU OMEHA NO YMONYaHUIo Mno
cnegylowmm nyTam rpynnoBon nonutukun: KoHdurypaums
komnbtoTepa\llapametpbl Windows\lNapameTpbl
6esonacHoCTM\ONUTUKM y4eTHBbIX 3anucen\rNonmuTmkm
naponen KoHdurypaumus komnbetotepa\llapameTpbl
Windows\lNapameTtpbl 6e3onacHocTm\[apameTpbl y4ETHbIX
3anucen\lNonuTtnka GIOKMPOBKN YYETHbBIX 3anucen
MpumeyaHne. CobbiTne ayanta 6esonacHoCcTH
PErMCTPMpPYETCA B Criy4yae NpMMEHEeHUs napameTpa
nonutukn. Bo Bpemsa nameHeHus napameTpoB coObITUS He

PErncTpupyrTCs.

OTOT NapameTp NONUTUKN NO3BOMSAET BECTM ayanT cobbiTui,
BO3HUKAOLLMX NPY BbINOMHEHWUM CNEAYIOLNX NUBMEHEHWUN
rpynn 6e3onacHocTtn: Co3gaHue, u3MeHeHne nnn yaaneHue
rpynnbl 6e3onacHocTu. [lobaBneHne y4acTHuKa B rpynny
BGesonacHocT unu yganeHue u3 Hee. AIameHeHne Tuna

rpynnbi.

OTOT NapameTp NONUTUKN NO3BOMSAET BECTM ayanT
N3MEHEHNI, BHOCMMbIX B YYETHbIE 3anncu nonb3oBaTenen.
OTtcnexuBatotca criegytowme cobbitma: Co3ganue,

3HauyeHue

Success,
Failure
(Ycnex,
OTkas)

Success,
Failure
(Ycnex,

OTka3)

Success,
Failure




Monutuka OnucaHue 3HayeHue
YyYeTHbIMU 3annucsamm N3MeHeHWe, yaaneHne, nepeuMeHoBaHme, OTKIIYEHne, (Ycnex,
nonb3oBaTenen) BKItoYeHMe, Br1IOKMpOBKa N CHATUE BITOKMPOBKUN YYETHbIX OTkas)

3anuncen. YcTaHOBKa U N3MeHeH1e napons y4eTHon
3anuncu nonb3osarens. [JobasneHve nageHTudgumkaropa
6esonacHocTtn (SID) Kk xxypHany SID yyeTHOM 3anncu
nonb3oBaTens. YCTaHOBKa Napons Ans pexuma
BOCCTaHOBMeHus cnyx6 katanoros. iameHeHve
paspeLLeHnin Ans YYEeTHbIX 3anMcen agMUHUCTPaTopoB.
ApxuBaumsi UM BOCCTaHOBMEHNE YYETHbIX JAaHHbIX
ancneryepa yy4eTHbIX JaHHbIX.
Bxop / Bbixop,
(anm. — Logon / Logoff)
v OnucaHve nonuTuk
MonuTtuka OnucaHue 3HayeHue
OTOT NnapameTp MOSIMTUKN NO3BOMSET BbINONHATbL ayauT
COBbITUI, CO34AHHbBIX NPU HEeY4a4YHOW NOMbITKE BXOA4A B
Audit Account OGNOKMPOBaHHYO YYETHYIO 3anncb. Ecnun aToT napameTp s
uccess,
Lockout (Ayaut NONMUTUKN HACTPOEH, TO B Cry4ae, Koraa BXOA B KOMMbIOTEP C —
ailure
BnoknpoBkn YYETHOW 3anncbio HEBO3MOXEH N3-3a BITOKMPOBKM 3TON YYETHON i
cnex,
YYETHbIX 3anucu, cosgaetcd cobbiTne ayamTta. YcnelwHble U HeygadHble o )
TKa3
3anucen) cobbITMA ayauTa perMcTpmpyroTcsl B COOTBETCTBYIOLLMX 3annCsX.
CobbITMa BXoda B CUCTEMY BaKHbI OS5 NOHUMaHUSA AeACTBUN
nonb3oBaTens U 0bHapyXeHUsi BO3MOXHbIX aTak.
Audit Logoff OTOT NapameTp NOUTUKN NO3BOMSET BECTU ayanT cobbITUi, Success,
(AyguT BbIXxoga BO3HMKAOLLMX NPU 3aKpbITUX ceaHca BXoda B cUCTEMY. OTH Failure
N3 CUCTEMbI) COBbITMS BO3HMKAIOT Ha KOMMbIOTEPE, K KOTOPOMY (Ycnex,
ocyLecTBnancsa goctyn. [pu MHTepakTMBHOM BbIXoAe U3 Otka3)

cucTtemMbl CobbITUE ayauTa 6e3onacHOCTN BO3HMKAET Ha




Monutuka OnucaHue 3HauyeHue

KOMMbIOTEPE, HA KOTOPbIN BbIMOMHEH BXOM C UCMONb30BaHNEM
YyYETHOW 3anncu nonb3oBatens. Ecnv aToT napameTp NONUTUKK
HacTPOEeH, cobbITe ayanTa BO3HUKAET MNPy 3aKpbiTUM ceaHca
BXOAa B CUCTEMY. YCMELUHbIE N HeYQaYHble NOMbITKM 3aKPbITUS
CeaHCOB PermcTpupyoTcsl B COOTBETCTBYHOLLMX 3anucsax. Ecnu
3TOT NapameTp MONUTUKM HE HAaCTPOEH, NMPU 3aKPbITUKN ceaHca
BXO4a B CUCTEMY HUKaKMe COObITUS ayauTa He BO3HMKAIOT.

OTOT NnapameTp NOMUTUKN NO3BONSIET BECTU ayAUT COObITUN,
BO3HMKAIOLLMX MPU NOMbITKE BXOA4A B CUCTEMY C
NCNonb30BaHMEM YYETHON 3anucu nonb3oBatens. CobbITus
3TOW NnoaKaTeropun cBsidaHbl C CO30aHMEM CeaHCOB BXOAa B
CUCTEMY M BO3HMKAIT Ha KOMMbIOTEPE, K KOTOPOMY
ocyuwiecTBnsieTcs 4ocTyn. [Mpu MHTEpaKTMBHOM BXO4e B CUCTEMY
cobbiTve ayamTta 6€30nacHOCTM BO3HMKAET Ha KOMMbIOTEPE, Ha
KOTOPOM BbIMOSIHEH BXOZ C UCMOMb30BaHMEM YYETHOW 3amnncu.

Mpwn BXxoOe B ceTb, Hanpumep npu obpaleHnn K obLen nanke B

Audit Logon ceTun, cobbiTe ayanta 6e30nacHOCTM BO3HUKAET Ha S{TCGSS’
(AyouT Bxoga B KOMMblOTEpPE, Ha KOTOPOM pasMeLLaeTcsa pecypc. 5| e
cucTemy) OTcnexuBatotca criegytowime cobbiTvs: YenellHblie NonbITKN E)cnex,

BXOAa B cucTeMy. HeyaayHble NOnbITKM BXOga B CUCTEMY. T*a3)

[MonbITKM BXOOA B CUCTEMY C UCMOSTb30BAHNEM SIBHO YKa3aHHbIX

YYETHbIX AaHHbIX. OTO COObITUE BO3HUKAET NPW NOMbITKE BXOAa

npoLecca B y4ETHYH 3aNUCb C ABHbIM YKa3aHWEM

COOTBETCTBYHOLLMX YYETHbIX AaHHbIX. OObIYHO 3TO cobbITNE

BO3HWKAET B KOHMUrypaumsx nakeTHoro Bxoga B CUCTEMY,

HanpMMep Npu BbIMNOSTHEHUN 3anfiaHMPOBaHHbIX 3a4a4 Unu

komaHa RUNAS. 3anpet Ha BXof B cUCTEMY B pesynbrate

dunsTpaunmn ngeHtTndmkatopoB 6esonacHocTn (SID).
Audit Network OTOT NapamMeTp NOMUTUKN NO3BOMSAET BECTU ayanT cobbITui, Success,
Policy Server BO3HMKAIOLLINX MPU BbINOMTHEHUN 3arMpoCcoB Ha OOCTYN Failure
(AyouT cepBepa nonb3osaTenen no npotokonam RADIUS (IAS) u 3awmThbl (Ycnex,
MONUTUKM CETN) poctyna k cetn (NAP). OTcnexusatoTcs 3anpockl Ha OTkas)

npenocTtaslieHne, 0TKa3, OT3biB, MNOMELLEHNE B KapaHTUH,

BGNoKNpPOBKY 1 pa3brnokMpoBKy. Ecriv aTOT napameTp NONUTUKK




Monutuka OnucaHue 3HauyeHue

HacTpoeH, cobbiTue ayauMTa BO3HUKaET AN KaXaoro 3anpoca Ha
[ocTyn nonb3oBatenen no npotokony IAS nnm NAP. YcnewHble
N HeydayHble 3anpockl Ha JOCTYM Nonb3oBaTernen
PErmcTpupyroTCs B COOTBETCTBYIOLLNX 3aruUCHX.

OTOT NnapameTp NONIMTUKN NO3BOMSET BECTU ayauT APYrnx
cobbITMI BXOoAa U BbIXOAA, KOTOPbIE HE perynupyroTcs
napameTpoM nonuTukn "Bxoa/Bbixon", Hanpumep: 3aBepLueHne

CeaHCOoB CJ'Iy)K6 TEPMUNHAIIOB. CospgaHne HOBbLIX cCeaHCcoB CJ'Iy)K6

Audit Other .
TepMuHanoB. briokupoBka 1 oTmeHa 6noKMpoBKM paboyen
Logon/Logoff Success,
cTaHumun. Bbi3oB 3actaBku. OTKNOYEHUE 3acCTaBKu. _
Events (Aygut Failure
. O6HapyxeHue atakm Kerberos ¢ noBTopeHMeM NakeTos, Npu
ApYrmux cobbITui 5 (Ycnex,
KOTOpou ABaxabl oTnpasnaeTcs 3anpoc Kerberos ¢
BXoda u OTka3)
) OOWHaKOBbIMU AaHHbIMU. OTO COCTOSAHNE MOXET OblTb CBSA3aHO C
BbIxo4a .
HenpaBubHbIMW HacTporikamu ceTu. [NpegocTaBneHme goctyna
K 6ecnpoBOAHON CETU YYETHOW 3anucuy nosnb3oBaTens unm
komnbtoTepa. lNpegoctaBneHne 4ocTyna K NpoOBOgHOW CETU
802.1x yyeTHOM 3anuncu rnorb3oBarterns Unn KomMnbTepa.
OTOT napameTp NONMTUKM NO3BONSET BECTU ayaAnUT COBbITUN,
BO3HMKAIOLLMX MPU BbINOMHEHUM TaKMX onepauui cneumanbHoro
BXOAa, kak cnegyowme: Mcnonb3oBaHne cneunansHOro Bxoaa,
TO eCTb BXOA4a B CUCTEMY C MpaBamu, aHanorM4yHbIM1 npasam
) _ agMUHMUCTpaTopa, KOTOPbIA MOXET MCMONb30BaTbCA AN1s
Audit Special Success,
MOBbILLIEHMS YPOBHS npouecca. Bxoa B cuctemy yvyactHuka _
Logon (Aygut . Failure
crneumanbHon rpynnel. [1pyn ncnone3oBaHumM crieumanbHbIX rpynmn
cneuymanbHoro . (Ycnex,
obecrne4ymBaeTcsl BO3HMKHOBEHME COObITMI ayauTa Npy BXoae B
Bxoaa) OTkas)

CETb y4aCTHMKa KOHKPETHOW rpynnbl. B peectpe MOXHO
HacTpouTb CNUCOK naeHTudukatopos 6esonacHocT (SID)
rpynnbl. CobbiTMe permctTpupyercs B TOM Crlydae, eCnin K TOKEHY
pobaBneH oauH n3 3agaHHbiX naeHTugukaropos SID n
BKtOYEHA 3Ta nogkaTteropusi.

OocTtyn K o6bekTam



(aHrn. — Object Access)

v OnucaHue NonNuUTKK

Monutuka

Audit Application
Generated (Ayant
coObITUN,
co3gaBaeMblX

NPUIOXEHUSIMW)

Audit Certification
Services (Ayaut
cnyx6
cepTudmkaumm)

OnucaHue

OTOT NnapameTp NonuTUKM obecnedmBaeT ayanT NPUOXEHWHN,
KOTOpble BbI3bIBAlOT COBLITUS C UCNOMNb30BaHMEM
nporpamMmmHbIX MHTepdencos ayauta Windows. OTa
noaKkaTeropusi UCNosib3yeTcs Ang perncrpaumm cobbiTui
ayauTa, KoTopble CBs3aHbl ¢ paboTon NpUNOXeHUN,
NCMOorb3yOLLMX NPOorpaMMHbIe UHTepdeNCsl ayanta
Windows. OTcnexusatotcsa criegytome codbiTmus 3Ton
nogkateropun: CosgaHne KOHTEKCTa KNMeHTa NpUnoXeHus.
YaaneHue KOHTeKCTa KnueHTa npunoxenuns. MHnynanusaumna
KOHTEKCTa KnueHTa npunoxeHus. [pyrne onepauum
NPUIOXEHNIA C UCMNONb30BaHMEM MPOrpamMMHbIX UHTEPdENCOB

ayauta Windows.

OTOT NapameTp NonMTUKM obecnedmnBaeT ayauT onepawumn
cnyx6 ceptudumkaumm Active Directory (AD CS). K
onepauuam AD CS oTHocaTca cneaytowme: 3anyck,
3aBepLueHne paboTbl, pe3epBHOE KONUPOBaHME 1
BoccTaHoBrneHue cny6 AD CS. MiameHeHune cnncka oT3biBa
ceptndmkatoB (CRL). 3anpockl HOBbIX CEPTUCMKATOB.
Bblgava ceptudpukata. OT3biB cepTudumkaTa. MiameHeHne
napameTpoB aucneTtyepa ceptudmkaToB ansa cnyxo6 AD CS.
N3meHeHune koHurypauum cnyx6 AD CS. MameHeHne
wabnoHa cnyx6 ceptudpukauuun. Mmnopt ceptudmkara.
Mybnukauma cepTudunkata LeHTpa ceptudmkaumm B
AomMeHHbIX cnyxbax Active Directory. 3ameHeHne
paspeLueHnin 6esonacHoctn ans cnyx6 AD CS. Apxueauus
knoya. Mmnopt kntoya. N3eneveHune kntoda. 3anyck criyxobl
orBeToB OCSP. OctaHoBka crnyx6bl otBeTtoB OCSP.

3HayeHue

Success,
Failure
(Ycnex,
OTka3)

Success,
Failure
(Ycnex,
OTkas)




Monutuka

Audit Detailed File
Share (Aygut
cBegeHun od

obuwem dannosom
pecypce)

Audit File Share
(AyguT obuero
dhannoBoro
pecypca)

Audit File System
(AyauT dannoson

CUCTEMBI)

OnucaHue

OTOT NapameTp NONUTUKN NO3BOMSET BECTM ayAnUT MNOMbITOK
AocTtyna K pbannam n nankam B obwmx nankax. Napametp
Mo3BONSIET NPOTOKONMPOBATL COOLITUA Npy NOOOM NoNbITKE
obpalleHns Kk danny unm nanke, B TO BpEMS Kak napameTp
"O6wwue nankn" 3anucbiBaeT TONbKO O4HO cObObITUE Ans
noBoro NOAKIYEHUS!, YCTAHOBAEHHOIO MEXAY KITMEHTOM U
obLen nankon. B cobbITus ayanta 3Toro napamerpa
BKNtOYaOTCA NOAPOOHbIE CBEAEHMSI O pa3peLLeHnsX nnm
APYIrMX KpUTEpUSAX NpeaocTaBneHns Unu 3anpeta goctyna.
Ecnun a10T NapameTp HacTpoeH, Npy NonbiTke obpalleHns K
danny nnm nanke B obLLen nanke BO3HUKaET cobbiTne
ayguTta. AOMUHUCTPATOP MOXET BKITHOUYNTL BbIMOSTHEHUE
ayauTa ansi yCnewHoro BbiNOSIHEHMS, OTKasa uUnm Toro 1

apyroro. MNpumedanne: [nsa obwmx nanok He NpegyCMOTPEHbI

CUCTEMHbIE crnucku ynpasnenuna goctynom (SACL). Ecnu atot

napameTp NoOJIMTUKN BKITKOYEH, BbIMNMOJTHAETCA ayauT O0CTyrna

KO BceM 06Lmm dparinam 1 nankam CUCTEMBbI.

OTOT NapameTp NOIMTUKN NO3BONSET BECTU ayaAnUT NOMbITOK
AocTtyna K obwum nankam. Ecnn aToT napameTp HacTPOEH,
npw NonbITKe AOCTyNa K obLen nanke BO3HMKAET cobbiTne
ayauta. Ecnn aTOT napameTp 3agaH, agMUHUCTPaTop MOXET
yKasblBaTb BbINOSIHEHME ayAnTa TOMNbKO YCNEeLIHbIX
BbIMOMTHEHWI, OTKA30B 1Unu Toro u apyroro. MNpumedanne. Ons
oBLmMx Nanok He NpeayCMOTPEHbl CUCTEMHbIE CMUCKN
ynpasnenuns goctynom (SACL). Ecnu aToT napameTtp
NOSIUTUKN BKITKOYEH, OCYLLIECTBISIETCA ayanuT LOCTYyna KO BCEM

obLmnmM nankam B cucteme.

OTOT NnapameTp NonuTukM obecnednBaeT ayamT NonbITOK
AocTtyna Kk obbektam hannoBon CUCTEMbI CO CTOPOHDI
nonb3oBaTenen. CobbITna ayamta 6e30nacHOCTN BO3HUKAKOT
TONbKO ANS TeX 0ObEKTOB, AN KOTOPbIX 3a4aHbl CUCTEMHbIE
cnucku ynpasneHus goctynom (SACL), n Tonbko B TOM
crny4vae, ecnu 3anpalwmBaeTcsa TUM A4oCTyna Ha 3anuchb,

YyTeHune nim naMeHeHne 1 3anpalinBariad yd4etHad 3arnmcb

3HaueHue

Failure
(OT1ka3s)

Success,
Failure
(Ycnex,
OTka3)

Success,
Failure
(Ycnex,
OTka3)




Monutuka

Audit Kernel
Object (Ayant
00bekToB gapa)

Audit Registry
(Ayaut peectpa)

Audit Removable
Storage (Ayout
CbEMHOro

HoCUTEnNs)

Audit SAM (Ayaut
avcnetyepa
YYETHbIX 3anucen

BGesonacHocCTH)

OnucaHue

COOTBETCTBYET NapameTpam, yCTaHOBMEHHbLIM B CMUCKE
SACL. MpnmeyaHme. Ytobbl 3agaTtb cnucok SACL ans

obbekTa hannoBon CUCTEMbI, BOCMONb3yNTECH BKITaZAKOM
"BesonacHocTb" ananoroBoro okHa "CsoncTea" obbekTa.

OTOT NapameTp NonuTUKM obecneynsBaeT ayauT NonbITOK
AocTyna K 54py C UCNonb30BaHNEM MbIOTEKCOB U
cemacpbopoB. CobbiTusa ayauta 6€30nacHOCTN BO3HMKAKOT
TONbKO AN 06BbEKTOB g4pa C COOTBETCTBYHOLUNM CUCTEMHbBIM
cnuckoMm ynpasrneHusa goctyrnom (SACL). NpumedaHue.
AyauT: yCcTaHOBIEHHbIe Mo yMmonyaHuto cnuckn SACL ang
00ObLEKTOB fApa ynpasnaTCa NapamMmeTpoM ayauTta gocTyna

rnobarbHbIX CUCTEMHbIX OObEKTOB.

OTOT NnapameTp NonuTUKM obecnedmBaeT ayamT MonbITOK
Aoctyna Kk obbektam peectpa. CobbiTus ayauta
6e30MacHOCTM BO3HMKAIOT TONbKO A5l TeX OObEKTOB, AN
KOTOPbIX 3aJaHbl CUCTEMHbIE CMIUCKN yNpaBreHns JOCTYrNoM
(SACL), n Tonbko B TOM criydae, ecrnv 3anpalumBaercs Tun
AOCTyMNa Ha YTeHue, 3anucb UM U3MEHEHME U
3anpaluvBaroLLas y4eTHasi 3anncb COOTBETCTBYET
napameTpam, yctaHoBreHHbIM B cnncke SACL. MNMpumevaHune.
UTtobbl 3agaTth cnncok SACL ansa obbekTta peectpa,
BOCMNOSNb3yNTECh AManoroBbiM okHOM "PaspelueHuns”.

OTOT NnapameTp NONUTUKM NO3BONSET NPOBOANTL ayauT
MOMbITOK AOCTyNa nornb3oBaTenen K 06bektam annoBomn
CUCTEMbl Ha CbeMHOM 3anomMuHatowem yctponctee. CobbiTne
ayouta cucteMbl 6e30MacHOCTM reHepupyeTcs TONbKO ANS
BCeX 0O6BHEKTOB M BCEX 3anpOLUEHHbIX TUMOB AOCTYyNa.

OTOT napameTp NoNnTUKM obecnednBaeT ayamt codbITU,
BO3HMKAIOLLMX NPU NONbITKE JOCTYNa K 06bekTam gucneryepa
y4yeTHbIX 3anucen 6esonacHocTn (SAM). K o6bektam SAM
oTHocsaTca cneaytowme: SAM_ALIAS - nokanbHas rpynna.
SAM_GROUP - rpynna, He aBnsaLWancs nokasbHON.

3HauyeHue

Success,
Failure
(Ycnex,
OTka3)

Success,
Failure
(Ycnex,
OTka3)

Success
(Ycnex)

Success,
Failure
(Ycnex,

OTka3)




Monutuka OnucaHue 3HayeHue
SAM_USER - yyeTHaqa 3anuncb nonb3oBaTens.
SAM_DOMAIN — gomeH. SAM_SERVER - y4yeTHas 3anucb
komnbtoTepa. MNMpumevaHne. I3MeHATb MOXHO TOMbKO
CUCTEMHbIN CNMCOK ynpasneHusa goctynom (SACL) anga
obbekta SAM_SERVER.
MU3meHeHMe nonnTuku
(aHrn. — Policy Change)
v OnncaHue nonuTuk
MonuTtuka OnucaHue 3HauyeHue
OTOT NnapameTp MNOSIMTUKN NO3BONSET BECTU ayaAUT UBMEHEHUN
napamMeTpoB NONUTUKK ayamTa 6e30nacHOCTU, TakuxX Kak
cneayowme: YCTaHOBKa pa3peLLeHnin u napameTpoB ayauta
Ans obbekTa NoNUTUKKM ayguta. IameHeHnsa B nonnTuke ayauta
cuctembl. Pernctpauus ICTOMHUKOB COObITUIA 6€30MacHOCTM.
OTMmeHa permcTpaunmn NCTOMHUKOB COObITMIA 6E30MacHOCTM.
_ _ M3meHeHus napameTpoB ayauTa Ans oTaenbHbIX
Audit Audit .
_ nonb3oBarenen. lameHeHnsa 3Ha4YeHna napameTpa
Policy Change . Success,
CrashOnAuditFail. UameHeHns cUCTEMHOro cnucka ynpasneHus _
(Ayout . 5 Failure
AocTynomM ansa obwekTa annoBon CUCTEMbI UM peecTpa.
N3MEHEHUs (Ycnex,
M3meHeHunsa cnncka cneumanbHblx rpynn. [Npumedanve. Ayaut
NOMUTUKN . Otkas)
N3MEHEHWN B CUCTEMHOM CMUCKE YNpaBneHnsa A0CTYNoM
ayouTa)

(SACL) BbinonHsaeTca npu nameHeHun cnmucka SACL ons
obbekTa, ecnv npy 3ToOM BKOYEHA KaTeropus U3MeHeHum
NONUTUKN. AyOuUT M3MEHEHUIN B CNINCKE yNpaBreHns OCTYMNoOM
Ha ypoBHe nonb3osatenen (DACL) n nameHeHui BnageHus
OCYLLIECTBIISIETCA B TOM Crlydae, €Cnu BKIAKOYEH ayanuT AOCTyna K
obbektam 1 ang cnmcka SACL o6bekTa HacTpoeH ayauT
nameHenun cnmcka DACL vnu BnageHus.




Monutuka

Audit
Authentication
Policy Change
(Ayomt
N3MeHeHUs
NONMUTUKM
NPOBEpPKU
NOASIMHHOCTN)

Audit
Authorization
Policy Change
(Ayput
N3MeHeHns
NONMUTUKM
aBTopu3auun)

Audit Filtering
Platform Policy
Change (Aygut

OnucaHue

OTOT NapameTp NONUTUKN NO3BOMSET BECTM ayanT cobbITUI,
BO3HUKAOLLMX MPU BbINONHEHUWN U3MEHEHWUI rPYIN
©e3onacHOCTK, Taknx Kak cnegytowme: Co3gaHne OTHOLLEHWI
AoBepua ons neca unn gomeHa. IameHeHme oTHoLLEHUN
[oBepus onsg neca unu gomeHa. YoaneHme oTHoLWEHUIN
AoBepua ons neca unn goMmeHa. IameHeHus nonmTuku
Kerberos no cneaytowemy nytn: KoHdurypauus
komnbtoTepa\lapametpbl Windows\lNapameTpbl

OesonacHocTu\lMonuTukK yyeTHoblx 3anucen\lNonntnka Kerberos.

[MpepocTaBneHve NonbL3oBaTesNo UNK rpynne cnegyowmnx npas:
[ocTyn K KomnbloTepy 13 ceTu. JlokaneHbin Bxoq. Bxog ¢
ncnonb3oBaHMeM cny>6 TepmuHanoB. Bxog ¢ ncnonb3oBaHnem
nakeTHoro 3agaHus. Bxog B cryx6y. KOHNUKT npocTpaHCTB
UMeH (Hanpumep, ecnmn NMs HOBOTO OTHOLLEHWS OBEPUS
COBMafaeT C UMEHEM CYLLIECTBYIOLLEro NPOCTPaHCTBA UMEH).
MpumeyaHne. CobbiTne ayanta 6e30nacHOCTU perncTpupyeTtcs
B Crlydae npuMeHeHus napamerpa nonutukn. Bo Bpemsi

N3MEHeHNs1 NapamMeTPoB COOLITUSI HE PErnCTPUPYHOTCS.

OTOT napameTp MOSIMTUKN NO3BOMSET BECTU ayanUT COBbITUN,
BO3HWMKAOLLMX MPU BbINOMHEHUN U3MEHEHUIN NOMNUTUKM
aBTOpM3auuK, Takux Kak cnegyowme: HasHavyeHve npas
(mpuBunernn) nonb3oBaTternen, Hanpuvep,
SeCreateTokenPrivilege, koTOpble He NPOXOAAT ayauT B
nogkateropun "MIameHeHne nNonnTuUKKU NPoOBEPKN NOLANTMHHOCTK".
YnaneHuve npas (NpuBunernin) nonb3oBaTenen, Hanpumep,
SeCreateTokenPrivilege, koTopble He NPOXOAAT ayauT B
nogkateropun "MIameHeHne NonnTUKM NPOBEPKN NOANMHHOCTK".
M3meHeHnsa nonutuku WndposBaHHON hanioBon CUCTEMBI
(EFS). NameHeHna atpnbyTtoB pecypca obbekTa. MIameHeHus
LeHTpanu3osaHHou nonuTtukn goctyna (CAP), npumeHeHHon K
00ObeKTY.

OTOT napameTp NOSIMTUKN NO3BOMSET BECTU ayanUT COBbITUN,
BO3HMKAIOLLMX NPU BbINOMHEHUN N3MEHEHWI NNaTopPMBbI
dunsrpaummn Windows (WFP), Takux kak cnegytoLime:

3HaueHue

Success,
Failure
(Ycnex,
OTkas)

Success,
Failure
(Ycnex,
OTtkas)

Success,
Failure




MonuTtuka OnucaHue 3Ha4yeHue
N3MeHeHns CocTtosiHue cnyxb IPsec. ameHeHnsa napaMeTpoB MOMUTUKN (Ycnex,
NONUTUKN IPsec. NlameHeHna napameTpoB nonutukn bpaHgmayapa OTtkas)
nnartopmbl Windows. /IameHeHus noctaswukos n mogyns WFP.
dunerpaummn)

OTOT napameTp MNOSIMTUKN NO3BOMSET BECTU ayanUT COBbITUN,

BO3HMKAOLLMX MPU USMEHEHUN NPAaBUIT MONUTUKM,
Audit MPSSVC ncnonb3yembix crnyx6om awmtel Markpocodpt (MPSSVC). 3ta
Rule-Level cnyxba ucnonedyetcs 6paHgmayapom Windows.
Policy Change OTtcnexumBatotca criegytowme cobbitusa: CoobieHuns ot Success,
(Ayant aKTUBHbIX NONUTUK NpK 3anycke crny>bbl bpaHgmMayapa Failure
N3MEeHeHNs Windows. /3meHeHus npasun dpaHamayapa Windows. (Ycnex,
NOSIUTUKN Ha M3meHeHus B cnvcke ncknoyveHun dpangmayapa Windows. OTka3)
YPOBHe npasun M3meHeHuns napameTpoB bpaHamayapa Windows. Nponyck nnu
MPSSVC) HenpuMeHeHue npasun cnyxéon 6paHgmayapa Windows.

M3meHeHna napaMeTpoB rpynnoBon NonuMTUKKM BpaHamayapa

Windows.

Ucnonb3oBaHue npuBunerun
(aHrn. — Privilege Use)
v OnucaHve nonuTuk
MonuTtuka OnucaHue 3Ha4yeHune

Audit Non Sensitive OTOT napameTp nonuTukn obecneunBaeT ayant cobbITUN, Success,
Privilege Use (Ayant BO3HMKAIOLLMX NPU UCMNONb30BaHUM NMPUBUNETNA, He Failure
NCNONb30BaHNS 3aTparvBaroLnX KoOHpaeHUnanbHble JaHHble (NpaBa (Ycnex,
npuBuUnerun, He nonb3oBatens). icnonb3oBaHue cnegyowmx npusunernin  OTkas)

3aTparvBatoLLmX
KOH(pmaeHUmanbHble

AaHHbIE)

He 3aTparnBaeT KoHUAeHUnarnbHble gaHHble: [JocTyn K
AncneTyepy y4eTHbIX AaHHbIX OT UMEHU JOBEPEHHOIO
BbI3blBatoLero. [JocTyn K KOMMbIOTEPY U3 CETU.
HobaeneHne paboymx cTaHUMi K JOMeHyY. HacTporika KBOT




Monutuka

Audit Sensitive
Privilege Use (Ayaout
NCronb30BaHUA
npuemunerun,
3arparnsaroLmx
KOHgoMAeHumarnbHble
AaHHbIE)

OnucaHue 3HauyeHue

namMaTu ansa npouecca. JlokaneHbIM BXO4 B cuctemy. Bxoa
B CMCTEMY Yepe3 cnyxby TepmunHanos. Obxon
nepeKkpecTHOM NpoBepku. MIameHeHne CUCTEMHOrO
BpemeHu. Co3sgaHue canna nogkadvku. CosgaHve
rnodanbHbIX 06bekToB. Co3aaHne NOCTOAHHbBIX OOLLMX
o6bekToB. Co3gaHMe CUMMBOMMYECKMX CCbINOK. 3anpeT Ha
AOCTYN K KoMnbloTepy 13 cetu. OTka3s BO BXoAeE B
KayecTBe nakeTHoro 3agaHus. OTkas BO BXOAe B KayecTse
cnyx6bl. 3anpeT Ha NnokanbHbIN BXod. 3anpeT Ha BXo B
cucTemy 4yepes cnyxby TepmmnHanos. NpuHyauTensHoe
yoaneHHoe 3aBepLueHne pabotbl. YBennyeHune paboyero
Habopa npouecca. YBenvyeHne npmopuTeTa BbIMOSTHEHUS.
Bnokuposka cTpaHuy B namaTu. Bxoa B kayecTse
nakeTHoro 3agaHus. Bxog B kayecTtse cnyxosbl.
M3ameHeHne meTkn obbekTa. BbinonHeHne 3agayd no
obcnyxmBaHuio ToMoB. [podunuposaHue ogHoro
npouecca. lNpodunupoBaHne Npon3BOANTENBHOCTH
cuctembl. OTKMOYEHNE KOMMbIOTEPA OT CTLIKOBOYHOIO
y3na. 3aBeplieHne paboTbl cucteMbl. CUHXpOHU3aUna

OaHHbIX Cﬂy)KGbI KaTtarorosB.

OTOT napameTp nonuTukn obecneunBaeT ayant cobbITUN, Failure
BO3HMKALLNX NPU UCMOMNb30BaHUM Npas, (OT1ka3)
3aTparvBaoLLeEM KOHMAEHUMaNbHbIE AaHHbIE

(nonb3oBaTenbCKkux npas), cneayowmm obpasom: Beizos
npyBuUrIerMpoBaHHomn cnyx6ol. Bel3oB ogHOM 13

cnegyowmx npusunerui: lenctesme oT UMeHn

KOMMOHeHTa onepaumoHHON cucTembl. ApxmBaums

dannoB n katanoroB. Co3gaHne ob6bekTa-ToKeHa.

Otnagka nporpaMmm. BkntoyeHne y4eTHbIX 3anmcen

KOMMbIOTEPOB M NONb30BaTernien, KOTopbIM pas3peLLeHo
aenernposaHune. CosgaHune ayamta 6€30nacHoOCTM.

OnvueTBOpeHne KNueHTa nocne nNpoBepky NOANMHHOCTMW.

3arpyska 1 BbIrpy3ka ApanBepoB YCTPOUCTB. YnpasneHue
XypHanom ayauta u 6esonacHoctu. ameHeHne

3Ha4YeHMs NapameTpoB annapaTHOW cpeabl. 3ameHa




Monutuka OnucaHue 3HayeHue
TOKEeHa Ha ypoBHe npouecca. BoccTtaHoBneHue gannos u
katanoros. CmeHa Bnagensua anna nnm gpyroro
obbekTa.
Cucrema
(aHrn. — System)
v OnncaHue nonuTuk
MonuTtuka OnucaHue 3Ha4yeHune
Audit Other OTOT NapameTp NONUTUKN NO3BONSIET BECTU ayauT s
uccess,
System Events cnegyowmx cobbiTnin: 3anyck n 3aBepLueHne paboTbl Cryxbbl -
ailure
(Ayaut gpyrmux n gpansepa 6paHgmayapa Windows. O6paboTka nonnTunkm v
cnex,
CUCTEMHBbIX BesonacHocTu cnyxbon 6paHamayapa Windows. Onepauuu ¢ 5 )
TKas3
cobbITnN) dhannamu Kroyen WngpoBaHNa 1 onepauum Murpauun.
OTOT NnapameTp NOSIMTUKN NO3BOMSET BECTU ayaAnUT COBLITUN,
Audit Security BO3HUKAOLLMX MPU BbINOSTHEHNN U3MEHEHWNN COCTOSIHNA
State Change 6Ge3onacHOCTM KOMMbIOTEPA, TAKUX Kak criegytowme: 3anyck u Success,
(Ayant 3aBepLueHne paboTtbl KomnbloTepa. IsameHeHne cucTeMHOro Failure
N3MeHeHns BpemeHu. BocctaHoBeHne cucTembl nNpu cobbiTum (Ycnex,
COCTOSIHUSA CrashOnAuditFail, koTopoe pernctpupyertca nocne Ortkas)
6esonacHocTn) nepesanycka CUCTEMbl B TOM Cryyae, ecnu XXypHan cobbITui
3anosHeH 1 HacTpoeHa 3annck peectpa CrashOnAuditFail.
Audit Security OTOT NnapameTp MONMTUKN NO3BOMSET BECTU ayAnUT COBLITUN, Success,
System Extension CBSA3aHHbIX C pacluMpeHneM cnuctemsl 6€30nacHOCTU, Taknx Failure
(Ayout Kak crniegytowme: 3arpyska paclumMpeHns CUCTEMbI (Ycnex,
paclumpeHuns ©Ge3onacHOCTK, HanpuMep, NakeTa NPOBEPKN NOASTMHHOCTH, Otkas)
CUCTEMbI yBegoMreHus unm 6e3onacHocTn, 1 ero permctpauus B
6esonacHocTK) cucTemMe agMuHMUCTpaTopa fokansHon 6esonacHoctu (LSA).

OHo MCNOoJNb3yeTCd AnA NpoBEPKN NOATTMHHOCTU MNMPU NOonbITKE




MonuTtuka OnucaHue 3HauyeHue

BX0[a, OTNpaBKM 3arnpoCOB Ha BXOL B CUCTEMY, a TaKXe npu
No6bIX N3MEHEHNSX YHETHLIX 3anncen nnu naponen.
Mpumepamn paclumpeHun cucteMbl 6€30MacHOCTU ABMAKTCA
Kerberos n NTLM. YctaHoBKa 1 pernctpaumsi cnyxobl B
AncneTtyepe ynpaenenus cnyx6amu. B xxypHane ayanta
perncTpupyroTca ceegeHns o6 MeHun, 4BONYHbIX dhannax,
TUne, TUNe 3anycka v y4eTHOM 3anucu crnyxobi.

JTOT nNapameTp NOfUTUKM NO3BOMSET BECTN ayAUT COOLITUMN,
CBSA3aHHbIX C HAPYLLUEHUAMM LeNOCTHOCTM NOACUCTEMBI
BesonacHocTH, TakuMm Kak cneayrowme: CobbITUsA, KoTopble
He yaaeTcs 3anucaTtb B XXypHarn cobbiTui 13-3a onbok
cuctemMbl ayauta. lNpouecchl, ncnonsaytoLme HegonycTUMbIN

Audit System Success,
) nopT nokaneHoro Bbi3oBa npoueayp (LPC) ans )
Integrity (Ayaut Failure
ONMMLIETBOPEHUS KITMEHTa NOCPEeACTBOM OTBETA, YTEHUS UM
LLeSTOCTHOCTH (Ycnex,
3anucu B agpecHoM npoctpaHcTee knueHTta. ObHapyxeHne
CUCTEMBbI) Ortkas)

yaaneHHoro Bbi3oBa npoueayp (RPC), Hapywatowero
LenocTHoCTb cuctembl. OBHapyxeHue HegonycTMMOro
3HaYeHWs Xxalla UCMNonHAemMoro garina cpeacTBOM NPOBEPKU
uenocTHocTu koga. Onepaunm WndpoBaHus, HapyLiarLwme
LLeNOCTHOCTb CUCTEMBI.

AQMUHNCTPaATUBHbIE LWAONOHLI

MyTb: KoHdurypauus komnbrotepa — MNonutuku — AQMUHUCTPaATUBHbBIE LIAGNOHbI

(aHrn. — Computer Configuration — Policies — Administrative Templates)



File Action View Help

o« o = HE 7

=/ Indeed PAM RDS Server [DC.INDEED-ID.LOCAL] Policy
4 i Computer Configuration
4 [ 7] Policies
B[] Software Settings
4 [ Windows Settings
i [ Mame Resclution Palicy
Scripts (Startup/Shutdown)
[+ i Security Settings

- QoS
|| Administrative Templates: Policy definitions (ADMEX files) retrieved from the local cumputer.|
[+ TETErEnces
4 #% User Configuration
B[] Policies

B[] Preferences

File Action View Help
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7] Metwork Projector
[ OneDrive
] Online Assistance
7] Password Synchronization
7] Portable Operating Systerm
7] Presentation Settings
4 [ Remote Desktop Services
7] RD Licensing
i | Remote Desktop Connection Client
A E Remote Desktop Session Host
] Application Comnpatibility
] Cennections
[ | Device and Resource Redirection
[ Licensing
[ | Printer Redirection
[ Profiles
[ | RD Connection Broker
i [ Remote Session Environment
[ Security
] Session Time Limits
[ Temporary folders
T RSS Feeds
7] Security Center

MoaknoyeHuns



Pasoen KomnoHeHTbl Windows — Cnyx06bl yaaneHHbIX pabounx cTonoB — Y3en ceaHCcoOB

yAaneHHbIX paﬁoqux ctonoB — loakno4yeHus

(aHrn. — Windows Components — Remote Desktop Services — Remote Desktop Session Host —

Connections)

v OnucaHue NonuTKK

Monutuka

Automatic reconnection
(ABTOMaTMYeCKOE
nepenoakritoyeHne)

OnucaHue

OnpepnensieT, pa3peLleHo Nv KnneHTam
NOAKNIYEHNI K yaaneHHoMY pabovemy cTony
aBTOMaTUYECKN BOCCTAHABNMBATbL NOAKITHOYEHNE K
ceaHCaM Ha cepBepe y3na CeaHCOB yaarieHHbIX
pabo4nx CTONOB NPy BPEMEHHOW HEQOCTYMHOCTH
CEeTeBOro noakntveHuns. Mo ymonyaHuio
paspeLuaeTcd BbiNOSHUTL He Bonee 20 NonbIToK
NMOBTOPHOIO NMOAKITHOYEHUS C MHTEpPBanom B 5
cekyHA. Ecnu yctaHoBneHo coctosiHue
«BkntoyeH», BCe KNNEHTLI, HA KOTOPbIX
BbIMOSTHAETCS NOAKMYEHME K yaaneHHoOMY
pabo4emy cTosny, Npy HEAOCTYNHOCTU CETEBOIO
NoAKNIYEHNA NPeanpPUHUMALOT MOMbITKN
aBTOMaTU4eCKOro nepenokrtodenns. Ecnm
YCTaHOBMNEHO COCTOAHNE « OTKMIOYEHY,
aBTOMaTU4eCKMe NepenoaKntoyeHns KIMeHTOB
3anpeLeHsbl. Ecnun yctaHoBneHo coctosHue «He
3agaHo», aBTOMaTU4YeCcKoe nepenokrtoyYeHne Ha
YPOBHE rpynnoBOK MNOMUTUKK HEe onpeaeneHo. Tem
He MeHee Morb3oBaTeny MoryT HacTpouUTb
aBTOMaTU4eckoe nepenogknoyeHme, yCTaHOBUB
dnaxxok «BoccTaHOBUTL NOAKIOMEHME NPU
paspbiBe» Ha BKnagke «Bsammogencrame» B
ANanoroBoM okHe «[logkrnodeHne K yganeHHoMy

pabodemy cTony».

3HauyeHue

Disabled
(OTknto4EeHO)




Monutuka

Configure keep-alive
connection interval
(HacTtpouTb nHtepsan
npoBepsieMbIX Ha
aKTUBHOCTb

NOAKITHOYEHNI)

Set rules for remote
control of Remote
Desktop Services user
sessions
(YcTaHaBnusaet

npasuia yaaneHHoro

OnucaHue

70T napamMeTp NOJIMTUKN NO3BOJIAET BBECTU
MHTEpBall NPOBEPKN aKTUBHOCTU AOJ1A
noareepXgeHma Toro, 4YTo COCToAHNEe ceaHca Ha

cepBepe y3na ceaHCoB yaaneHHbIX paboumx

CTOJ10B COOTBETCTBYET COCTOAHUIO KITMEHTA. Mocne

TOrO KakK KIMMeHT cepBepa y3iia ceaHCOoB

yAaneHHbIX pa6oqu CTONNOB TepsAeT noaKn4yeHne

K cCepBepy y3na ceaHcoB yaaneHHbIX padoumnx
CTOSI0B, CeaHC Ha 3TOM CepBepe MOXET
OCTaBaTbCs aKTUBHbIM, @ HE MEPEXOANTb B
OTKITIO4EHHOE COCTOSIHME, AaXKe ecrnn KNUeHT
PU3NYeCKM OTKINIOYEH OT CepBepa y3rna ceaHcoB
yaaneHHbIX paboymx ctonos. Ecnuv KNMEHT BHOBb
BbINOSHAET BXO4 Ha TOT K& CEepBEp y3na CeaHCOoB
yOaneHHbIX paboymx CTonoB, TO MOXET ObiTb
yCTaHOBIEH HOBbLIN ceaHc (ecnu cepeep yana
CeaHCoB yaarneHHbIX paboynx CToNoB HAaCTPOEH
Tak, YTO JOMNYCKaKTCA MHOXECTBEHHbIE CeaHCbl) U
nepBOHaYarbHbIN CeaHC MOXET BCe eLle
OCTaBaTbCs aKTUBHbIM. Ecnu aTOT napameTp
MONMUTUKN BKINIOYEH, TO AOMKEH ObiTb BBEAEH
NHTEepBan NPOBEPKM akTUBHOCTU. VIHTepBan
NPOBEPKM aKTUBHOCTWN ONpPeAEnseT, kak YacTto (B
MUHYTaXx) cepBep NPOBEPSIET COCTOSIHNE CeaHca.

[wanasoH gonyctumMbix 3Ha4yeHun — ot 1 go 999

999. Ecnu aTOT NapameTp NOSIUTUKN OTKITHOYEH UK

He 3adaH, TO MHTepBall NPOBEPKN aKTUBHOCTU HE
YCTaHOBJI1EH U CEPBEP HE NMPOBEPHAET COCTOAHNE
ceaHca.

Ecnu Bbl BKNtoYaeTe 3TOT NapameTp MonuTUKK,
agMUHUCTPATOPbI MOTYT B3aUMOAEeNCcTBOBaTh C
ceaHcoM cnyx6 yaaneHHbIX pabo4ynx cTonos
nonb3oBaTtens B COOTBETCTBUN C BbIGpaHHbIM
BapuaHTOM. BbiGepuTe xenaemblii ypoBEHb

KOHTPOIS U pa3peLLeHnin N3 cnmncka BapMaHToB:

3HauyeHue

Enabled Keep-
Alive interval: 1
(BknroyeHo
NHTepBan
npoBepKn

akTMBHoCTU: 1)

Enabled Options:
Full Control
without user's
permission
(BkntoveHo

[MapameTpsbl:




Monutuka OnucaHue 3HauyeHue

ynpasrneHusa ons YnaneHHoe ynpaeneHne He paspeLueHo: [MonHbIn
nonb3oBaTeNbCKMX 3anpeLlaeT agMMHUCTPaToOpy NUCNONb30BaThb KOHTpoOrb 6e3
ceaHcoB Cnyx6 yAaneHHoe yrnpasneHne nnu npocmaTpmsaTb paspeLueHus
yOaneHHbIX paboynx ceaHcbl yaaneHHbIx nonb3osarenen. [NosHbIn nonb3oBarens)
CTOSI0B) KOHTPOSb C paspeLleHns norb3oBaTens:

paspeluaeT agMMHUCTPaToOpPy B3anMOLENCTBOBATL
C CeaHcOM Npu YCnoBuM cornacus nonb3oBaTens.
MonHbIN KOHTPONb 6e3 paspeLueHns
nonb3oBaTens: paspeLluaeT agMMHUCTpaTopy
B3aMMOOENCTBOBaTb C ceaHCOM aaxe 6e3
cornacus nonb3oBarens. HabniogeHne 3a
CeaHCOM C pa3speLleHusi Nonb3oBaTens: No3BonsaeT
aAMWHUCTPATOPY NPOCMaTpUBaTb CeaHc
yAaneHHOoro nonb3oBaTens ¢ cornacus
nonb3oBartens. HabnogeHue 3a ceaHcom 6e3
paspeLLeHns Nonb3oBaTens: No3BonseT
a4MWHUCTPATOPY NPOCMaTpUBaTb CeaHC
yOaneHHoro nonb3oBaTtens 6e3 cornacus
nonb3oBaTensd. Ecnu Bbl oTkNo4aeTe 3T10T
napameTp NOANTUKUA, aaMUHUCTPATOPbl MOTYT
B3aMMOAENCTBOBATb C CEAHCOM CNy>X0 yaaneHHbIX
pabo4nx CTOMNOB NOfb30BaTeENs, eCrn
nonb3oBaTenb AacT Ha 3TO cornacue.

MNepeHanpaBneHue yCTPOUCTB U PeCypcoB

MyTb: KomnoHeHTbl Windows — Cny6bl yaaneHHbIX pabo4unx CToNoB — Y3en ceaHCOB yAarieHHbIX
pabouux cronos — lNepeHanpaBneHne yCTPOUCTB U pecypcoB

(aHrn. — Windows Components — Remote Desktop Services — Remote Desktop Session Host — Device
and Resource Redirection)

v OnucaHue NonNuUTKK




Monutuka

Do not allow COM port
redirection (He
paspeLuaTb
nepeHanpasneHue
COM-nopToB)

Do not allow LPT port
redirection (He
paspeLuaTb
nepeHanpasneHue

LPT-nopToB)

OnucaHue

Onpe,u,enﬂeT, crnenyert nn OTKI4YaTb nepeHanpasrieHne

[AaHHbIX C yaarneHHOro KOMMNbKTEPa Ha KIMMEHTCKNE
COM-nopTbl B ceaHcax cny6 yaaneHHbIX pabodmnx

cTonos. JTOT napamMeTp NOJIMTUKN MOXHO UCMNOJ1b30BaTb

ANsA Toro, YToObl 3anNpeTuTb NOSb30BaTENsaIM
nepeHanpasneHne gaHHbIX Ha nepudepurnHbie
yCTpOMWCTBa, nogkntovyeHHble K COM-nopTam, nnm
conocTtasneHune nokansHbeix COM-nopTtoB npu
NOAKITOYEHNN K ceaHCy CnyXb yaaneHHbIX paboymx
ctonos. Mo ymonyaHuio cnyx6bl yaaneHHbIX pabodmnx
CTOMOB paspeLLatoT nepeHanpasneHme AaHHbIX Ha
COM-nopTbl. ECcnin Bbl BKNtOYaeTe aTOT napameTp
NOMUTUKK, NOMNb30BAaTENN HE MOTYT NepeHanpaBnATb
AaHHble cepBepa Ha COM-nopTbl NoKanbHbIX
KOMNblOTEPOB. ECnn Bbl OTKMNOYaeTe 3TOT NapameTp
nonuTUKKN, nepeHanpasneHne Ha COM-nopTbl Bcerga
paspellaetcs cnyxbamm yaaneHHbix paboymx CTomnos.
Ecnun Bbl He HacTpanBaeTe 3TOT NapameTp NOMANTUKN,
nepeHanpasneHne Ha COM-nopTbl Ha ypoBHe

rpynnoBON NOMUTUKM HE ONpeaeneHo.

OTOT NnapameTp NoNUTUKK onpenensiet, TpebyeTtcs nu
OTKMNYaThb NepeHanpasneHne AaHHbIX Ha KIUeHTCKue
LPT-nopTbl B ceaHcax cnyx6 yaaneHHbIx paboymnx
cTonoB. [laHHbI napamMeTp NOMUTUKN MOXHO
NCNonb30BaTb, YTOObI 3aNpeTuUTb NoNb3oBaTeNAM
cornocTasneHue rnokansHolx LPT-noptoB u
nepeHanpaeneHve AaHHbIX C yaaneHHOro KoMmnbiTepa
Ha IoKanbHble nepugepuinHble yCTponCTBa,
noAkntodeHHble kK LPT-noptam. Mo ymonyaHuio cnyxobl
yAarneHHbIx paboymx CTONOB paspeLuarT
nepeHanpasneHve LPT-noptoBs. Ecnu Bbl BKItoYaeTe
3TOT NapameTp NOIMTUKK, NONb30BaTENN BO BPEMS
ceaHca cnyx6 yaaneHHbIx pabo4mx CTonoB He MoryT

nepeHanpaenaTb AaHHbIE cepBepa Ha nokanbHble LPT-

3HaueHue

Enabled
(BkntoveHo)

Enabled

(BkntoyeHo)




Monutuka

Do not allow supported
Plug and Play device
redirection (He
paspeLuaTb
nepeHarnpasneHue
noaAepXXuBaeMbIxX
camMoHacTpavBaeMbIX
YCTPOWCTB)

OnucaHue

noptbl. ECnv Bbl OTKNIOYaeTe 3TOT napameTp NOMNUTUKN,
nepeHanpaeneHve Ha LPT-nopTkl Bcerga paspeLueHo.
Ecnun Bbl He HacTpauBaeTe 3TOT NapameTp NOMUTUKN,
nepeHanpasneHne Ha LPT-nopTbl Ha ypoBHE rpynnosow
NOMNUTUKN HEe OnpeaereHo.

OTOT NnapameTp MosIMTUKN NO3BONSET yNpaBnsTh
nepeHanpasneHnemM nogaepxxmsaemMbix
caMoHacTpavBaeMblX YCTPOMUCTB, Taknx Kak yCTponcTea
Windows Portable Device, Ha yaaneHHbI KOMMObIOTEP BO
BpeMs ceaHca cnyx6 yaaneHHbix pabounx ctonos. Mo
YMOS4YaHUIo crny>0bl yaaneHHbIX pabo4mx CTonos
paspeLuatoT nepeHanpasneHne nogaepXxmneaembix
caMoHacTpavBaeMblX YCTPOUCTB. [Nonb3osatenu mMoryTt
NCrornb30BaTb HACTPONKY «ONoNHUTENBHO» Ha BKNagke
«JlokanbHble pecypcbl» AManoroBoro okHa
«lMogknoyeHne kK yganeHHoMy pabovemy cTony», 4Tobbl
BblOpaTbh nogaepxMBaemMble caMoHacTpanBaemble
yCTPOWCTBA ANdA NepeHanpasreHns Ha yaaneHHbIn
KomnbtoTep. Ecnn Bbl BKMOYaeTe 3TOT NapameTp
NOMUTUKK, NOMNb30BATENN HE MOTYT NepeHanpasnATb
nogaepXmnBaemble camoHacTpaMBaeMble YCTPOMCTBA Ha
yaaneHHbIN KomnbloTep. Ecnuv Bbl OTKO4aeTe nnu He
HacTpavBaeTe 3TOT NnapamMeTp NoSIMTUKK, Norb3oBaTenum
MOryT nepeHanpaenATb NogaepxxmsaemMble
caMoHacTpavBaeMble YCTPOMCTBA Ha yaaneHHbIn
komnbtoTep. MNMpumevaHue. NMpn nomoLm napameTpoB
nonutuku B nanke «KoHdurypaums
KomnbtoTepa\ALAMUHUCTPATUBHbIE
wabnoHbl\Cnctema\YctaHoBka ycTponctB\OrpaHnyeHus
Ha YCTaHOBKY YCTPOWCTB» MOXHO 3anpeTuTb
nepeHanpasneHne onpegereHHbIX TUNoB
nogaepXnBaeMblx CamoHacTpanBaeMblX YCTPONCTB.

3HaueHue

Enabled
(BkntoyeHo)

Cpeaa yaaneHHbIX CeaHCOB




MyTb: KomnoHeHTbl Windows — Cny6bl yaaneHHbIX pabo4nx cToNoB — Y3en ceaHCOB yAareHHbIX
pabouux cronos — Cpena yaaneHHbIX CeaHCOB

(aHrn. — Windows Components — Remote Desktop Services — Remote Desktop Session Host — Remote
Session Environment)

v OnucaHue NonuTKK

MonuTtuka OnucaHue 3HauyeHue

OTOT NnapameTp NONUTUKM NO3BONSET yaanuTb ANEeMEHT
«OTKNIOYEHME ceaHca» M3 AMarnoroBoro okHa «3aBepLueHune
pabotbl Windows» B ceaHcax cnyx6 yaaneHHbIx pabouymx
ctonos. C noOMOLLbI0 3TOr0 NapamMeTpa NOfUTUKN MOXKHO
3anpeTuTb NOMbL30BATENSIM MPUMEHSTb 3TOT 3HAKOMBbIN CNOCco6
OTKIIOYEHUSA KIMEHTCKOro KOMMNbOTEPA OT cepBepa yana
CeaHCOB yaaneHHbIX paboynx ctonos. Ecnu aToT napameTp
NMOMUTUKKN BKIOYEH, BapuaHT « OTKNIOYEHME ceaHca» He
Remove
. oTobpakaeTcsi B packpbiBaloLLLEMCS CMIUCKE B ANANOroBOM
"Disconnect” )
OKHe «3aBepLueHue pabotel Windows». Ecnn aToT napameTtp

option from Shut
NOMUTUKN OTKIOYMEH NN HE HACTPOEH, anemeHT « OTknoYeHne

Down dialog
ceaHca» He ygansieTcs U3 cnmucka B AnanoroBoM OKHe
(Yoanutb _
«3aBepweHune pabotbl Windows». NpumeyaHme. 3toT Enabled
3NEeMEHT
napamMeTp NOSIMTUKN BNUSIET TONbKO Ha ANarioroBoe OKHO (Bknto4eHo)
"OTKnNoYeHne _
. «3aBepuweHune pabotbl Windows». OH He 3anpeLiaet
ceaHca" 3
nonb3oBaTensaM NPUMEHATb Apyrme MeToabl AN OTKNIOYEHUS
anarnora
OT ceaHca cnyx6 yaaneHHbIX paboymx cTonos. ATOT NapameTp
3aBepLUeHns
NONUTUKN TaKke He 3anpeLyaeT OTKIIYEHNE CeaHCOB Ha
paboTbl)

cepBepe. MoXHO 3agaTtb Nepuon BpEMEHU, B TEYEHME
KOTOPOroO OTKITHOYEHHbIN ceaHC ByaeT ocTaBaTbCA akTMBHbBIM Ha
cepBepe, C NOMOLLIbK HAaCTPOMKN NapaMeTpa NoUTUKK
«KoHdurypauusa komnbioTepa\AAMUHUCTPATUBHbIE
wabnoHb\KomnoHeHTbl Windows\Cny»x6bl yaaneHHbIX
pabo4ynx ctonos\Y3en ceaHCoB yaaneHHbIX paboudnx
ctonoB\OrpaHn4yeHus ceaHcoB No BpeMmeHn\3agatb
OorpaHu4eHne No BPEMEHU ANs OTKITHYEHHbLIX CEAHCOBY.




MonuTtuka OnucaHue 3HauyeHue

OnpepenseT, cnegyeT Ny yaanutb anemeHT «besonacHocTb
Windows» 13 meHto «llapameTpbl» Ha KnneHTax cnyxo

yAaneHHbIX paboymx cTonoB. ATOT NapamMeTp NOANTUKN MOXKHO
Remove
) NCnonb3oBaTth, YTOObI HE JOMYCTUTb OTKIIOYEHUS
Windows .
o HEeAOoCTaTOYHO ONbITHLIX MNOSib3oBaTenemn u3 cnyxo6 yaaneHHbIX
Security item
pabo4ynx cTonoB No HeaocmoTpy. Ecnn yctaHoBneHo
from Start menu

o cocTosiHne «BknoyeHo», To NyHKT «besonacHocTb Windows» Enabled
nanuTb
He oTobpakaeTcs B MeHto «[lyck». B pesynbrarte ans Toro, (BkntoyeHo)
SnemeHT
. 4YTOObI OTKPbLITL ANanoroBoe okHO «besonacHocTb Windows»
BesonacHocTb

_ Ha KNMEHTCKOM KOMMbIOTEPE, Morib3oBaTerb JOMKEH
Windows" n3
. . NCMorb30BaTh crneLmanbHoe CoYeTaHne KnasuLL
meHto "lMyck")
(CTRL+ALT+END). Ecnu yctaHoBneHo coctosiHne

«OTKnMo4YeHo» nnn «He 3agaHo», To NYHKT «be3onacHoCcTb
Windows» ocTtaetcsa B MeHo «ITyck».

Be3onacHocCTb

MyTb: KomnoHeHTbl Windows — Cnyx0bl yaaneHHbIX paboynx cTonoB — Y3en ceaHCOB yAaneHHbIX
pabouux cronos — Be3onacHocTb

(aHm. — Windows Components — Remote Desktop Services — Remote Desktop Session Host — Security)

v OnucaHue NonuTKK

MonuTtuka OnucaHue 3HayeHue
Require secure YkasbiBaeT, TpebyeT nn cepBep yana ceaHCcoB yaaneHHbIX Enabled
RPC pabounx ctonoB 6e3onacHble RPC-nogkntoyeHns oT Bcex (Bknto4eHo)

communication KNMeHToB NnMbo gonyckaeT HebesonacHble NOAKIMHYEHNS.

(TpeboBatb OTOT NapameTp MOXHO UCMOMb30BaTh A1 NOBbILEHMWS
©esonacHoe ©esonacHocTu knneHTcknx RPC-noakntoyeHnin, paspeluas
RPC- TOSIbKO NPOBEPEHHbIE 1 3alunpoBaHHbIe 3anpockl. Ecnn

nop,Kmoqume) COCTOSIHME UMEET 3HaYeHne «BkntodeH», To CJ'Iy)K6bI




Monutuka

Set client
connection
encryption level
(YcTtaHOBUTL
YpOBEHb
LndppoBaHus
AN KITMEHTCKNX

NOAKIHOYEHNI)

OnucaHue

yAaneHHbIX paboynx CToNoB NPMHMMALOT 3anpoCkl TOMbKO OT
RPC-knueHTOB, nogaepxmBatoLmx 6e3onacHble 3anpochl, 1
He gonyckatT Hebe3onacHble NOAKITHYEHMA HEQOBEPEHHbIX
KnueHToB. Ecnn coctosiHne nmeet 3HadeHne « OTKAYEHY,
TO CNyX6bl yaaneHHbIX paboynx CTonos Bcerga
3anpawwusatoT 6e3onacHyto nepegady Bcero RPC-tpadguka.
OpHako RPC-knueHTam, He OTBEYaloLLMM Ha 3anpoc,

paspeluaeTca HebesonacHoe noaknoveHne. Ecnm coctosiHme

nmeet 3HaveHue «He 3agaH», gonyckatoTca HebesonacHble
nogkntodeHuns. MNMpumevarne. NMHtepdenc RPC
ncnonb3yeTcs Ans agMUHUCTPUPOBAHNSA Y HACTPOWKU Cryx0
yAaneHHbIX paboynx cTonos.

TOT NapamMmeTp NONUTUKK onpeaenseT, TpebyeTcsa N ocobbIn
YyPOBEHb LWNpoBaHua ana 6e3onacHoro B3aMMoaenCcTBIS
MeXay KNMEHTCKMMW KOMMboTepaMn 1 cepeepamMu y3na
CEeaHCOB yAarneHHbIX paboynx CTONOB BO BPEMS yAANEHHbIX
nogkntodeHnn no npotokony RDP. Ecnu Bbl BKtovaeTe aToT
napameTp NofMTUKK, BCe B3aMOOENCTBUS MexXay
KNUeHTaMn 1 cepsepamMin y3rioB CeaHCOB yaareHHbIX
paboymnx CTONoB BO BpeMsi yaaneHHbIX NOAKNIYEHNI
AOSMKHbI MCNOMNb30BaTh METOA WU POBaHUS, 3a4aHHbIN B
3TOM napametpe. Mo ymonyaHuio 3agaHo 3HaYeHne ypOoBHS
wnppoBaHus «Bbicokuny. Nogaepxusatrotca crnegytowime
mMeToAabl WnpoBaHns. Beicoknit. 3HadeHne «BbiCOKMI»
0O3Hayaer, YTO AaHHble, KOTOPbIMU OOMEHUBAIOTCS KITUEHT M
cepBep, LWMGPYHTCA Ha OCHoBE CcTOoMKOro 128-6utHoro
wndpposaHud. Vicnonb3ynTte aToT ypoBEHb B cpeaax,
KOTOpble cogepXaT ToNbKo 128-6UTHbIe KNMEHTbI
(Hanpumep, KNWeHTbI, UCNOMb3yoLLNE CryX0y
«lMopgknoyeHne k yoaneHHoMy pabovemy ctony»). KnveHTsl,
KOTOpblEe HE NOAAEPXKMBAKOT 3TOT YPOBEHb LUMEPOBaHUS, HE
MOTyT NOAKMNIOYMTLCS K CepBepaM y3na ceaHCOB yaareHHbIX
pabo4ynx ctonoB. COBMECTMMBIN C KITMEHTCKNM. 3Ha4YeHne
«COBMECTMMBIN C KIMMEHTCKMM» O3HAYaET, YTO JaHHbIe,
KOTOPbIMN OOMEHNBAIOTCSA KITMEHT 1 CepBep, LUNMpPYIOTCH C

3HaueHue

Enabled
Encryption
Level: High
Level
(BkntoyeHo
YpoBeHb
LMppoBaHUS:
Bbicokui

YPOBEHb)




Monutuka OnucaHue 3HaueHue

NCMorib30BaHNEM KIo4a MakCUMarnbHOW CTOMKOCTN,
nogaepXnBaeMon KnmeHToM. Micnonb3ynte aToT ypoBEHb
LWwnppoBaHus B cpeax ¢ He nogaepxusarommm 128-
BuTHOE WndpoBaHue knmeHtTamu. Huskmn. MNMpn 3HavyeHnn
«Hu3kunin» ¢ nomoLbo 56-6UTHOrO LWNgpPoBaHUS
LWINPPYIOTCA TONLKO AaHHble, NepecbinaemMble OT KIMeHTa K
cepBepy. Ecnv napameTtp oTKIOMEH UK He 3afaH,
rpynnoBas NonnTUKa He pernaMmeHTUpyeT ypoBEHb
LWMdPOBAHUS, UCMONb3yeMbIA AN yaaneHHbIX NOAKMHYEeHNI
K cepBepaM y3rna ceaHCOB yaalneHHbIX paboymx CTOnos.
BaxHo! CootBetcTtBme ctaHgapty FIPS moxHO HacTponTb
yepes «CuctemMHble cpeacTtea WndpoBaHusa». MicnonbaymnTe
FIPS-coBmecTMMble anropuTmbl 4519 NapameTpoB
LWNPOBaHUA, X3LWNMPOBaAHNA N LMpOBON Noanncu B
rpynnoson nonutuke (KoHdpurypaums
komnbtoTepa\lapameTpbl Windows\lNapameTpsbl
6esonacHocTu\JTokanbHble nonutukmM\lNapameTpbl
6esonacHocTtwn). MapameTtp «FIPS-coBmecTUMbINy
obecneyvBaeT WNdpoBaHNE N paclN@POBKY OaHHbIX,
OTMNpaBnsieMbIX OT KNMEHTa K cepBepy 1 obpartHo, ¢
nomoLbto anroputmoB wndposanus FIPS 140-1 (Federal
Information Processing Standard), ncnonbsys mogynu
lwndppoBaHus kopropaunn Mankpocodrt. MicrnonbayinTte aToT
YPOBEHb LUNPOBaAHNA NPU B3aUMOLENCTBUN MeXAY
KNMeHTaMn n cepeepamMu y3na ceaHCcoB yaareHHbIX paboymx
CTONOB, KOTOpOe TpebyeT HanBbICLLETO YPOBHS
LWnppoBaHus.

OrpaHquHMe ceaHCOB NO BpeMeHU

MyTb: KomnoHeHTbl Windows — Cnyx6bl yaaneHHbIX pabo4nx cTonoB — Y3en ceaHCOB yAareHHbIX

paboumnx ctonoB — OrpaHu4YeHne ceaHCOB MO BPEMEHU

(aHrn. — Windows Components — Remote Desktop Services — Remote Desktop Session Host — Session

Time Limits)



v OnucaHue NonuTuk

MonuTtuka

End session
when time
limits are
reached
(8aBepwatb
ceaHc npwu
AOCTMXKEHNN
orpaHuyeHus
Nno BpeMeHM!)

OnucaHue

OTOT NapameTp NONUTUKM ONpPeaEenseT, 3aBepLuaeTcsa nm
ceaHc cnyx6 yaaneHHbIx pabo4ymx CTOnoB No Tanm-ayTy
BMECTO OTKIOYEHUA. Bbl MOXeTe NCnonb30BaTh 3TOT
napameTp Ans NPUHYAMTENbHOIO 3aBepLUEHNst ceaHca
cnyx6 yaaneHHbix pabounx cTonos (B 9TOM crny4yae
OCYLLEeCTBNAETCS NPUHYAMTENbHbIN BbIXOA NOnb30oBaTens, a
CBe[leHUs1 O ceaHce yaansTcsa ¢ cepBepa) No AOCTUXEHUN
npegena orpaHnyYeHns akTMBHOIo nnmn 6e3aencTByoLLErO
ceaHca. Mo ymonyaHuto cnyx6bbl yaaneHHbIX pabounx
CTOSI0B OTKIIHO4AT CeaHChbl MO UCTEYEHUN YKa3aHHOro Ans
HUX BpemMeHn ceaHca. OrpaHnyeHns No BpeMeHu
yCTaHaBnMBaKTCA afAMUHUCTPATOPOM cepBepa NoKanbHO
M1 C NOMOLLBIO FPYNMNOBOW NoNuTMKN. CM. napameTpbl
nonuMTUKM «3agaTb OrpaHUYeHne No BpEMEHU OIS aKTUBHbIX
ceaHcoB cnyx6 yganeHHblx paboynx cTonos» u «3anatb
orpaHuyeHue no BpeMeHu Ans aKTUBHbIX, HO
6e30encTBYOLWNX CEaHCOB CNYXX0 yaaneHHbIX paboyumnx
cTonoB». Ecnu Bbl BKMo4aeTe aTOT napameTp NONUTUKM,
cnyx06bl yaaneHHbIX pabo4mx CTONOB 3aBepLUatoT BCe
CEaHCbl C UCTEKLLIMM BpeMeHeM OxuaaHus. Ecnu Bbl
OTKMOYaeTe 3TOT NapameTp MOMUTUKK, CRY>KObl yAaneHHbIX
pabo4ynx CTONOB BCeraa OTKYatoT CeaHchl,
npekpaLeHHble Mo TaM-ayTy, JaXe ecnu
agMUHUCTPATOPOM CcepBepa OnpeaeneHo MHoe noseaeHne
ANs 3TOro napameTpa nonutukn. Ecnu Bbl He HacTpanBaeTe
STOT NapameTp NONUTUKK, CrYXObl yaaneHHbIX paboymnx
CTOSIOB OTKMOYAIOT CeaHChbl, NpekpaLLeHHbIe Mo Tanm-ayTy,
€CIM UHOE He ornpeaeneHo B NoKarbHbIX NapaMeTpax.
MNpumeyaHne. OTOT NapameTp NOAUTUKN NPUMEHSIETCA
TOMNbKO K ABHO onpefeneHHbIM aaMUHUCTPaTOPOM
OrpaHUYeHUsaIM NoO BPEMEHU OXUAaHWS. ITOT nNapameTp
NONMUTUKM HE NMPUMEHSAETCS K CODbITUSIM BPEMEHM
OXuaaHus, KoTopble onpeaensitoTca YCNoBUSAMU CETEBbIX

3HayeHue

Enabled
(BkntoyeHo)




Monutuka

Set time limit
for
disconnected
sessions
(Bapatb
orpaHuyeHue
Nno BpeEMEHMU
ans
OTKMIOYEHHbIX

ceaHcoB)

OnucaHue

NOAKIMIYEHUN. DTOT NapameTp OOCTYNeH B nankax
«KoHurypaums komnbrotepa» n «KoHdurypauma
nonb3oBartensa». Ecnu HacTpoeHbl 06a napameTtpa, To
npuopuTeT nmeeT napameTp B nanke «KoHdurypauusa
KOMMbloTEpay.

OTOT NapameTp NOIMTUKN NO3BONSET HACTPOUTb
orpaHu4eHne nNo BpeMeHU Ans OTKITHYEHHbIX CEaHCOB
cnyx6 yaaneHHbix paboymx ctonoB. C NOMOLLbIO 3TOro
napameTpa NoiMTUKM MOXHO OnpeaennTb MakCuMmasibHbIN
nepuon BpeMeHU, B TEYEHME KOTOPOro OTKMOYEHHbIN CeaHe
OCTaeTCH akTUBHbLIM Ha cepBepe. 1o ymonyaHuio cryxobl
yaaneHHbIX paboynx CTONOB paspeLuatoT Nosib3oBaTensimM
OTKIKO4aTbCA OT ceaHca crny06 yaaneHHbIx pabo4nx cTonos
6e3 3aBepLUeHMs 3TOro ceaHca u Bbixoaa u3 Hero. Korga
CeaHC HaxoauUTCs B OTKIHOYEHHOM COCTOSIHUW, BbIMNOSHEHNE
3anyLeHHbIX NporpaMm NpoaoshKaeTcs, XOTS Monb3oBaTerb
He nogkmntoyeH. o yMonyaHuio Takue OTKMYEHHbIE CeaHChl
OCTaloTCHA OTKPbITbIMU Ha CepBepe HeorpaHMYeHHOEe BpPEMS.
Ecnu Bbl BKtovaeTe 3T0T napameTp NOMUTUKN,
OTKITHOYEHHbIE CeaHCbl yaansitoTCs ¢ cepBepa Mo UCTEYEeHUN
yKa3aHHoro BpemeHun. Ytobsl obecneunts noBegeHme no
YMOSTYaHNIO, COrfacHO KOTOPOMY OTKITHOMEHHbIE CeaHCbl
obcnyxuBatotcsa 6e3 orpaHn4yeHns BpeMeHu, Bblbepute
«Hwukorga». [1na KOHCOSMbHOro ceaHca orpaHnUYeHust no
BPEMEHM K OTKITHOYEHHBIM CeaHCcaM He npumeHsitoTes. Ecnn
Bbl OTKIIOMAETE UM HE HacTpauBaeTe 3TOT napameTp
NOMMUTUKN, HA YPOBHE rPyNMnOBOM MOMIUTUKM OH He
onpegeneH. Mo ymMonyaHunto OTKITHOYEHHbIE CeaHChbl Cryxo6
yaaneHHbIX pabodnx CTONOB OCTalTCH He3aBepLUEHHbIMU
©e3 orpaHnyeHui no Bpemenu. Npnmeyanme. AToT
napamMeTp npucyTcTeyeT B nankax «KoHdurypaums
komMmnbtoTepa» U «KoHdurypaumnsa nonb3osatens». Ecnu
napameTpbl NOAUTUKN 3agaHbl B 06enx nankax, To
npuopuTeT nmeeT napameTp B nanke «KoHdurypauus
KOMMbloTEPAY.

3HauyeHue

Enabled End a
disconnected
session: 1
minute
(BkntoveHo
3aBepLueHne
OTKITHOYEHHOTO
ceaHca: 1
MUHyTa)




BpemeHHbIe nanku

MyTb: KomnoHeHTbl Windows — Cny6bl yaaneHHbIX pabo4nx CTonoB — Y3en ceaHCOB yaareHHbIX
pabouunx ctonos — BpeMeHHble nanku

(aHrn. — Windows Components — Remote Desktop Services — Remote Desktop Session Host —
Temporary folders)

v OnucaHue NonNuTKK

MonuTtuka OnucaHue 3HaueHue

10T napamMeTp NoJfIMTUKK onpeaendeTt, COXpaHAKTCA J1n
BPEMEHHbIE Manku CJ'Iy)K6 yOoaneHHbIX pa6oqu CTOJ10B rnocrne
3aBepLueHnAa ceaHCOoB. oT0T napamMeTp NONMMTUKN NO3BOJIAET
COXpaHATb BpeMEHHbIE Mnarky ceaHCoB nonb3oBaTenien Ha
yoaneHHOM KOMNbIoTepe Aake Nnocrie 3aBeplueHna ceaHca.
Mo YMOJT1HaHUIO CJ'Iy)K6bI yOoaneHHbIX pa60‘-IVIX CTOJ10B

yoanawT BpeMeHHbIe narikm nonb3oBaTenemn npu BbiIXoae

Do not delete nonb3osaTensd. Ecnu Bbl BKIoyaeTe 3TOT NapameTp NonnuTUKH,
temp folders BPEMEHHbIe Narnkyu ceaHCoB Nonb3oBaTerien He yaansrTcs
upon exit (He nocne 3aBepLUeHnsa ceaHcoB. Ecnu Bbl OTKMAO4aeTe aToT Disabled
isable
yoansitb napameTp NONUTUKW, BPEMEHHbIE Nankn yaansTcs npu
(OTKNtOYEHO)
BPEMEHHbIE 3aBepLUeHNN ceaHca, Jaxe ecnu agMuHUCTpaTop cepeepa
nanku npu ykasan uHade. Ecnu Bbl He HacTpauBaeTe 3TOT NapameTp
BbIXoAe) NOMUTUKK, CrY>XObl yaaneHHbIX pabo4vmx CTONoB yaansaoT

BPEMEHHbIE Nanku ¢ yaaneHHoro KoMnbioTepa npu Bolxoge 13
CUCTEeMbI, ECNN aJMUHUCTPATOPOM cepBepa He ornpegenex
apyron pexum. NpumeyaHue. 3TOT NnapameTp uMeeT
3Ha4veHue, TONbKO ecrnv Ha cepeepe NUCMOMb3YTCH
BPEMeHHbIe narnku ceaHcoB. Ecnu BkItodeH napameTp
nonnTUKN «He ncnonb3oBatb BpeMeHHbIE narnku ang

ceaHcay, TO JaHHbIW NapaMeTpP HU Ha YTO He BIIMSET.




Monutuka OnucaHue 3HaueHue

[aHHbIV NapaMeTp NONUTUKN HE NO3BONSIET CryK6am
yaarneHHbIX paboymx CTONOB co3haBaTb BPEMEHHbIe narnku
ceaHcoB. C NOMOLLbIO 3TOr0 NapamMeTpa NMoSIMTUKUA MOXHO
3anpeTuTb co3aaHue Ha yaaneHHOM KOMMblTepe OTAeNbHbIX
BPEMEHHbIX Nanok Ans Kaxaoro ceaHca. Mo ymonyaHuio
cny>6bl yaaneHHbIX paboynx CTONOB CO34ak0T OTAENbHYO

BPEMEHHYI narnky Arnd KaXkKaoro akTMBHOro ceaHca

Do not use nonb3oBaTens Ha yaaneHHoOM KoMnbroTepe. Takne

temporary BPEMEHHbIe Narnku co3farTcs Ha yaaneHHOM KOMNbloTepe B

folders per nanke Temp nanku Npoguna Nonb3oBaTens U Nosy4yaroT UM

session (He no Koy ceaHca. Ecnu Bbl BKMovaeTe 3aToT napameTp Disabled
ncnonb3oBaTb NONUTUKN, BPEMEHHbIE Nanky ceaHCcoB He co3gatotcda. Bmecto  (OTknoueHo)
BPEMEHHbIE 3TOro BpEMEHHbIE (pannbl Nonb3oBaTens s BCEX CEaHCOoB

nanku gns Ha yganeHHOM KoMMbloTepe XpaHATcsa B obwien nanke Temp

ceaHca) nanku npodung nonb3osaTens Ha yganeHHOM KOMMboTepe.

Ecnu Bbl oTkNtOYaeTe 3TOT NapamMeTp NOMUTUKK, OTAESNbHbIE
BPEMEHHbIE Nanky BCeraa co3naroTcs ANs Kaxaoro ceaHca,
Aaxe ecnn agMMHUCTPaTOPOM cepBepa OnpeaeneH Apyron
pexuM. Ecnv Bbl He HacTpanBaeTe 3TOT NapaMeTp MONUTUKH,
OTAENbHblE BPEMEHHbIE Manku A KaXkaoro ceaHca
co3fatoTcsl B TOM Criydae, ecnv agMUMHUCTPaToOpoM cepBepa

He onpegeneH ApYron pexum.

nOpﬂﬂ,OK MMNOPTa NOJIUTUK

1. Ha koHTponnepe goMeHa co3anTe HOBbIM OOBLEKT rpynnoBon nonutukun, Hanpumep "Indeed PAM RDS
Server".

2. Hactpownte hunbtpbl 6e30nacHOCTM 06bekTa rpynnoBon NOMIUTUKL ANA NMPUMEHEHMUS TONbKO K 0ObeKTY
cepeepa Indeed PAM Gateway.

3. CkavanTte apxmB ¢ HAOOPOM MONUTUK ASIA PYCCKOM UMW aHINIMNCKON BEPCUN CepBepa M pacnakymTte BO
BPEMEHHYIO Narky.

4. HaxkmuTe npaBon KHOMKOW MbILLM NO CO34aHHOMY O6'beKTy prHHOBOVI NOJIUTUKN N Bbl6epVITe B

KOHTEKCTHOM MeHI0 NyHKT "MIMnopT napameTpos...".


https://cloud.indeed-id.com/index.php/s/LnoChdpzRfL2B8Q
https://cloud.indeed-id.com/index.php/s/KJBMbT4jry0Rl4g

3 ¥npasneHne rpynNNoecH NoANTHEDRA Indeed PAM RDS Server
4 ﬁ; Nec: indeed-id.local

Onacs |CaeneHuﬂ I MNapameTpel Iﬂ.ena'upoaaHne CocTtoaHue

A E JomeHel
4 ﬁ indeed-id.local Cansn
i Default Domain Policy MNokasaTs cBASM B PACTONOKEHAN: |ir1deed-id.lccal
E=E.T |ESettings C GPO ceAzaHel cnegyowme caifTel, AOMEHE W NOADS3ASNSHWA:
= IESSOPlugin
EE'T J PazmewweHue - MpyHY DATENEHEIR
EET Indeed PAM RDS Server ﬁ deedid local H
in id local eT

4 2| Domain Controllers
E=E.T Default Domain Controllers Policy
2] IPAMAccounts
B 2] IPAMUsers
[ ,fl rustmp
El ,Er CEberTel FpyNNoECA NOANTAEN
=] Default Domain Controllers Policy

= Default Domain Policy Puns Tpt: BESONECHOCTH
:E..T |[ESettings
_ MapameTpe! gaHHoro ofbekTa rpynnosoi NOMMTHKK NPMMEHAINTCA Ton
E.,T I[ESSCOPIugin CNEIYOWME FPYTIN, NONBS0BaTENENR W KOMMNBHTEPOE:
=] Indeed PAM RDS Server| i -
. A
b Ly Ons VzmennTe... 1% PAMS (INDEED-D\PAMS)
b '@ Hay CocToaHne oBbEeKTa rpyNNoE0A NoANTHEN »
[ :a CaiTel
Eﬁﬁq Mogaenmpo ApXMEWPOEATE...
._E Pesynetarty BoccTaHoBWTE M3 apXMEa...

‘ Mmnopt napameTpos...

CoXpaHWTe OTYET...

Bug b

5. YkaxuTte nyTb K Nanke ¢ pacnakoBaHHbIM apX1BOM.

Pacnonoxenwe apaea
BrifepuTe nanky apxisa ANA MMNoOpTa NapaMeTpos.

[Nanka apsea:

I~ Users\Victor.osipovGPOndeed PAM RDS Server AU

«< Hazan ” Hanee = || CmaeHa | | Cnpaexa |




6. B okHe "llepeHoc ccbinok" BbibepuTe dnaxok "To4HO KonMpoBaTb UX U3 UCTOYHMKA".

MacTep MMNOpPTa NapaMeTpoeB -
lNeperoc cownoK B
YicaWTe cnocod Nepenayui cobinok cyfbekTam Ges0nacHoCTY (Fpymnan,
NoNbS0BEATENAM, KoM Tepam) u UINCyma. "

ArpaBHEIR 06 BEKT rpYNNOB0A NONMTWKK COOEPAMT CChINKK Ha CYEBEKThI
fesonacHocT M My UNC. [Npu npeofpasoBaHM 3T CobINokK:

() iroyHo KOMMPOBATE VXX M3 MCTOYHWKS:

¢y & NOMOLLEHD 'IEEHHLU:I MUrpauE CoONoCTIBMTE M B KOHEYHOM ofbeKTe Fp}"l‘ll‘lﬂﬁﬂﬂ

 MONUTHKK:
Qf=op...
WcnonesoeaTe TAGNMLY MWMPELWK B MOHOMOMNEHOM PEXMME, Wamernts
Ecnu kakne-nubio cyfber el GesonacHocma uma mymi UNC B
SPXMEHOM 0B LEKTE MPYMINOE0A NONMTAKK OTCYTCTEYIOT B Cozpat
TabNALE MMMPELMW, HE BEINONHATE MMMOPT.
| = Hazan ” Oanee > | | CmaeHa | | Cnpaeka |

7. NMocne ycnewHoro nMmnopTa OTKPonTe O6BLEKT rpyrnnoBOv MOMIMTUKN N UCNpaBbTe NonuTuKy Paspewartsb
BXOJ, B CUCTEMY Yepe3 cnyX0Obl yaaneHHbIx pabounx ctonos (aHrn. — Allow log on through
Remote Desktop Services), nobaBuB B Hee rpynny 6e3onacHoOCTM nonb3oBaTtenen, KOTopbiM Heobxoanm
yOaneHHbIn OCTyn.

8. BbinonHuTe NpmnBa3Ky 06bekTa rpynnoBon NOAUTUKN K OpraHU3aunoHHOMY nogpasaeneHuto, KoTopoMy

npuHagnexut cepeep Indeed PAM Gateway.

9. NprMeHnTe NONUTKKK, BbINOIHUB KOMaHAy gpupdate /force Ha cepsepe Indeed PAM Gateway.



HacTpolku 6e3onacHocTu cepBepa
gocTtyna

/\ NPEAYNPEXOEHUE

O6sa3aTenbHO BbINOMHUTE AEWUCTBUS, KOTOPbIE MEPEYNCIIEHbl Ha 3TOM CTpaHuue. OTo Tpebyetca ans

KoppekTHon paboTbl Indeed PAM.

MpmeHeHMe HaCTPoOEeK C NOMOLLbIO YTUITUTDI

YT06bl NPUMEHNUTL HEOGX0AMMbIE HACTPONKN Ge3onacHOCTY cepBepa AOCTyna BbIMOMHUTE crieaytoLme

JencTBus:

1. Nepengnte B nanky ¢ auctpudytnsom ..PAM_2.10.0\Indeed-pam-
windows\MISC\ConfigurationProtector\.

2. 3anycTute KOMaHAHY CTPOKY OT MMEHM agMUHUCTpaTopa.

3. BbinonHuTte Kkomanay:
.\Pam.Tools.Configuration.Protector.exe apply-gateway-security

4. YctaHoBuTe napameTp 3anpeTuTb JOCTYN K NaHenu ynpasneHus U napameTpam KoMnbloTepa
rpPynnoBOK NONUTKKN B 3HaYeHne BknroveHo.

MyTb: KoHdurypauusa nonb3osatenss — AAMUHUCTPATMBHbIE WabnoHbl — [aHenb ynpaBneHus —

Sal'lpeTI/ITb OOCTYynN K nNaHenu ynpasrieHnAa U napamMmeTpam KoMnbrTepa.

(anrn. — User configuration — Administrative Templates — Control Panel — Prohibit access to Control

Panel and PC settings)
5. lNepesarpy3nte MalLMHy C cepBepoM OCTyna.

6. Y6enuTech, YTO HeOBXOAMMbIE HACTPOViK1 Ge3onacHOCTY cepBepa AOCTyNna NPUMEHUIUCH.



7. MpoBepbTe Baly LieneBble pecypcbl — ybeauteck, YTo napametp TpeboBaTb UCNONb30BaHMe
cneumnanbLHOro ypoBHA 6e30nacHOCTU AN yAarneHHbIX NoAKNo4YeHui no npotokony RDP

I'pyl'll'lOBOI?I MNOJIUTUKN YCTaAHOBJIIEH B OAHO M3 3HAYEHUN:

o He 3apaHo
o BknroyeHo: Negotiate

o BknroyeHo: SSL

MyTb: KoHdurypauusa komnbtotepa — AAMUHUCTPATMBHbIE WabnoHsbl — KomnoHeHTbl Windows —
Cnyx6bl yaaneHHbIx pabounx cTonoB — Y3ern ceaHcoB yaaneHHbIX paboynx ctonos — besonacHocTb
— TpeboBaTb UCnonb3oBaHWe crneunansHOro YpoBHS 6e30nacHOCTM AN yaaneHHbIX NOAKMYEHUN No

npotokony RDP

(anrn. — Computer Configuration — Administrative Templates — Windows Components — Remote
Desktop Services — Remote Desktop Session Hosts — Security — Require Use of Specific Security

Layer for Remote (RDP) Connections)

/\ NPEQYNPEXAEHWE

3HadeHne BknroveHo: RDP He nogaepxumBaetca cuctemon Indeed PAM.

MpoBepka ycnewwHoOro npuMeHeHUs HacTpoekK
Ge3onacHOCTU cepBepa AocTyna

YTo6bl yOeauTbea, 4To HeOBXoAMMbIE HAacTPOKKK 6e30nacHOCTM cepBepa JOCTyna NPUMEHMUIUCS,

BbINONHUTE cnegyowmne 0enNcTBUs:

1. Nepengnte B nanky ¢ auctpndytnsom ..PAM_2.10.0\Indeed-pam-
windows\MISC\ConfigurationProtector\.

2. 3anycTute KOMaHOHy CTPOKY OT MMEHW agMUHMUCTpaTopa.

3. BbinonHute komaHay:

.\Pam.Tools.Configuration.Protector.exe validate-gateway-security

NMMpmeHeHMe HaCTPOEK BPYUHYHO



Ecnu ncnonb3osanune ytunutel Pam.Tools.Configuration.Protector no kaknm-nn6o npyynHam HEBO3MOXHO,
TO NPUMEHNTEe HeobxoaMMble HAaCTPONKN 6e30NacHOCTM BPYYHYIO, Kak ONUCaHO HUXeE.

1. KonupoBaHue c¢panna 6ubnmuorekn B aupekroputo ProxyApp.

Mepenaute B anpekTopuio C:\Program Files\dotnet\shared\Microsoft.NETCore.App\3.1.24,
ckonupynte pann Microsoft.DiaSymReader.Native.amd64.d1l B anpektoputo C:\Program
Files\Indeed\Indeed PAM\Gateway\ProxyApp.Bepcus B ICXxogHOM MyTu MOXET OTNn4aThCH, B
3aBucumocTtu ot Bepcun Dotnet Runtime, yctaHoBneHHOro Ha cepBepe. Micnonb3ynte HanbosnbLLyto

BEPCUIO, KOTOpast HauynHaetcs ¢ 3.1.

2. OTKno4YeHue Nonb3oBaTeIbCKOro XpaHunuila AoBepeHHbIX KOpHeBbIX cepTucpukartos LIC

EcTtb gBa cnocoba:

o Yepes rpynnoByto NOMUTHKY

o Yepes HacTpoliky B peecTpe Ha RDS Gateway cepBepe, ecnv He NpUMeHeHa rpynnosasi NonmTuka

Cnocob6 1 — yepe3 rpynnoByro NONUTUKY
N3meHuTe HacTponKy B rpynnoBow nonuTtuke, gencteytowen Ha RDS Gateway cepsep:

MyTb: KoHdurypauma komnbtotepa — KoHdurypaums Windows — NapameTtpbl 6e3onacHocTn —

Monntnka oTKpbITOro Krtoda — lMapameTpbl NoaTBEPXKAEHUS NYTU cepTudukaTa

(anrmn. — Computer Configuration — Windows Settings — Security Settings — Public Key Policies —
Certificate Path Validation Settings)

Bo Bknagke XpaHunuvwa (aHrmn. — Stores):

i. BkntounTe onumio OnpegenuTb napamMeTpbl nonuTUKKU (aHrn. — Define these policy settings)

ii. OTknMounTe onumio PaspewnTb ucnonb3oBaHue KopHeBbIix LIC, koTopbiM aoBepseT
nonb3oBaTenb, ANA NpoBepku ceptudukartoB (aHrn. — Allow user trusted root CAs to be used

to validate certificates)

Cnoco6 2 — yepe3 HAaCTPONKY B peecTpe

B HKLM\SOFTWARE\Policies\Microsoft\SystemCertificates\Root\ProtectedRoots cosgante
kniod Flags ¢ Tunom DWORD n ycTaHOBUTE 3HadeHuWe 1. [lonb3oBaTenbckoe XpaHunuie JOBEPEHHbIX
KOopHeBbIX cepTudukartos LIC oTkntoveHo, ecnv nepebi OUT 3Ha4YeHUs B Flags paBeH 1.



3. OTknro4veHue cnyx6 cucremol push-ysegomnenHnn Windows.
OTkntounTe cnegytowme cnyxobi:

o Cnyx6a cucrtembl push-yBegomnenun Windows (aHrn. — Windows Push Notifications,
WpnService)

o Monb3oBaTtenbckas cnyx6a push-yBegomneHun Windows (aHrn. — Windows Push
Notifications User, WpnUserService)

4. OTknroyeHue MNMaHenu YnpaBneHus ons nonb3oBaTtenien B rpyrnnoBOW NONUTUKE.

YcTtaHoBWTE NapameTp 3anpeTuTb AOCTYN K NaHenu ynpaBrieHUA U napamMeTpam KOMMnbloTepa
rpynnoBOK NONUTKKN B 3HaYeHne BknroveHo.

MyTb: KoHdurypauusa nonb3osatenss — AAMUHUCTPATMBHbIE WabnoHbl — [NaHenb ynpaeneHus —
3anpetntb OCTYN K NaHenu ynpasreHus U napameTpamMm KoMnbloTepa.

(anrn. — User configuration — Administrative Templates — Control Panel — Prohibit access to Control

Panel and PC settings)

5. NpoBepKa BbIGpaHHOro ypoBHA 6€30nNacHOCTU AN yAaneHHbIX NoAKHYeHMN NO NPOTOKOMNY
RDP B rpynnoBo# nonutuke LieneBbIiX pecypcoB.

MpoBepbTe BalLK LieneBble pecypcbl — y6eamTech, 4To napameTp TpeboBaTb Mcnonb3oBaHue
cneuuvanbHOro ypoBHsl 6e3o0nacHOCTU ANA yAaneHHbIX NoaK4YeHu no npotokony RDP

prHHOBOPI NOJINTUKKN YCTaHOBJ1E€EH B OOHO U3 3Ha4YeHUN:

o He 3apaHo
o BknroyeHo: Negotiate

o BknrovyeHo: SSL

MyTb: KoHurypauma komneotepa — AgQMUHUCTpPaTUBHbIE WabnoHbl — KomnoHeHTbl Windows —
Cnyx6bl yaaneHHbIx pabounx cTorioB — Y3ern ceaHCoB yaaneHHbIX pabounx ctonos — besonacHocTb
— TpeboBaTb MCNonNb3oBaHMe cneunanbHOro YpoBHsi 6e30nacHOCTU ANd yaaneHHbIX NOAKITYEHUA No
npotokony RDP

(aHrn. — Computer Configuration — Administrative Templates — Windows Components — Remote
Desktop Services — Remote Desktop Session Hosts — Security — Require Use of Specific Security

Layer for Remote (RDP) Connections)



/\ NPEQYNPEXOEHUE

3HauyeHne BknroveHo: RDP He nogaoepxnBaetcs cuctemon Indeed PAM.



CwmeHa kno4a wundposaHua bl PAM

B cnyyae komnpomeTtaunm knroda wmpoBaHus npeaycMoTpeHa BO3MOXHOCTb poTaumm mactep kntoya b/l
6e3 octaHoBkK paboTbl PAM.

[ns atoro ncnonbayetca ytunuta Key Rotator.

Windows PAM\MISC\KeyRotator\Pam.Tools.KeyRotator.exe

Linux /etc/indeed/indeed-pam/tools/key-rotator.sh

I'Iepe/:l, 3anyCkoM yTuIiinTbl BHECUTE USMEHEHNA B KOH(bMpraLlMOHHbIVI d)aVIJ'I kKoMmnoHeHTa Core, B CEKLNIO

Encryption.

Mo ymonyaHuio B 3TOM CeKUMN HAaXOAUTCA TOMNbKO noacekuus Primary, B KOTOPOW ykasaH OeNCTBYOLLNIA
KNHoY WncpoBaHus U apyrue AencTeyrowme Hactponkmn b.

UTo6bl N3MeHNTb KoY WindposaHusa b1, BeinonHuTe cregyowme warm:

1. Cospganite BTOpPYtO noacekunto Secondary B cekuum Encryption.
2. NepeHecute HacTporikm 13 Primary B Secondary.

3. BHecuTe HOBbIN KoY WNpoBaHUs B cekumio Primary.

4. CoxpaHuTe aMeHeHnsa KOHUrypaumoHHoro dpamna.

5. 3anyctute ytunuty Key Rotator.

6. MNocne 3aBepweHnsa paboTbl yTUnNUTLI yaanuTe n3 KoOHUrypaunoHHoro ganna cekumio Secondary.



CepBUCHbIE onepauunu

CepBucHble onepauuu ansa pecypcoB Windows

/\ NPEQYNPEXAEHUE

Ecnn koMnoHeHTbI cepBepa ynpaBneHus YCTaHOBMEHbI Ha onepaunoHHyto cuctemy Linux, To ans
BbINOMHEHNS cepBUCHBIX onepauun Ha Windows pecypce aormkHa 6bITb HacTpoeHa cnyk6a WinRM no
HTTPS

CepsucHble onepaunn ans pecypcos Windows BbIMOMHATCA OT UMEHU OMEHHOW UMW NOKanbHOW YyYETHOM

3anncu:

» [lpoBepka coefMHEHUs C pecypcom

o CUHXpOHM3aUMNA NnokanbHbIX YY4ETHbIX 3anvcem

o [1poBepka naporsi nokasnbHbIX YY4ETHbIX 3anucemn

¢ 3meHeHne napons fiokanbHbIX YY4ETHbIX 3annucen
e [lony4yeHne gaHHbIx 0 OC

« [Nony4yeHne cnucka rpynn 6es3onacHoCTy

HacTtponka nOMeHHON y4eTHON 3anncu B Ka4yeCcTBe CepBUCHON

1. BbinonHuTe BXoA Ha pecypc.

2. 3anyctute ocHacTky YnpasneHue komnbroTepom (Computer management).

w

. Mepengute B pasgen CnyxebHble nporpammbl (System tools) — JlokanbHble nonb3oBaTtenu (Local
Users and Groups) — pynnbi (Groups).

. OTKpOK1TE KOHTEKCTHOE MeHI0 rpynnbl AaMuHucTpaTopbl (Administrators).
. Beibepute nyHkT CBomncTBa (Properties).

. Haxmute flo6aBuTb (Add).

N OO o B~

. BoibepuTte LOMEHHYIO y4ETHYIO 3anuckb, KoTopasa ByaeT Ncnonb3oBaTbCHa B POfY CEPBUCHOW A5
pecypca un HaxmuTe OK.

HacTtpouka nokanbHon y4eTHOM 3annMcu B Ka4yecTBe CepBUCHOM



Ecnu B kayecTBe cepBUCHOM y4eTHON 3anucy ByaeT MCnonb30BaThCH NOKanbHbIN BCTPOEHHbIN (built-in)
agMVHUCTpaTop, TO AOMNONHUTENbHas HacTponka He TpebyeTcs. Ecnu B kayecTBe CepBUCHON YYETHON
3anucu BygeT Ncnonb3oBaTbCA HE BCTPOEHHAsA NokanbHasi y4eTHasi 3annucb agMuHUcTpaTopa, To

HeobxoaAnMmo:

1. BbinonHUTE BXOA Ha pecypc.

2. 3anyctute ocHacTky YnpasneHue komnbroTepom (Computer management).

w

. NMepengute B pasgen CnyxebHble nporpammbl (System tools) — JlokanbHble nonb3oBaTtenu (Local

Users and Groups) — pynnbl (Groups).
. OTKponTEe KOHTEKCTHOE MEH0 rpynnbl AgMuHUcTpaTopbl (Administrators).
. Beibepute nyHkT CBoMcTBa (Properties).

. Haxmute flo6aBuTtb (Add).

~N OO O B~

. BbibepuTe nokanbHyo y4eTHYI 3anucb, koTopas OyaeT Ncnonb30oBaTbCHA B PONv CEPBUCHON AN

pecypca n Haxxmute OK.

oo

. 3anyctute PepakTop peectpa (RegEdit).

9. PackpounTe
BeTky HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System\

10. OTKponTE KOHTEKCTHOE MEHI0 pasaena System.

11. Boibepute nyHkT Co3patb (Create) — Mapametp DWORD 32 (DWORD (32-bit) Value).
12. BBegute Ha3BaHue napameTtpa — LocalAccountTokenFilterPolicy.

13. OTKponTe KOHTEKCTHOE MeHIo NnapameTpa LocalAccountTokenFilterPolicy.

14. Boibepute nyHKT U3meHnuTb (Modify) n yctaHosute 3HaveHume: (Value data:) pasHoe 1.
HacTporka peectpa HeobxogvMma u3-3a orpaHndeHnin yganeHHoro ynpasnenus WinRM gns Bcex

noKasbHbIX YY4ETHbIX 3anucen, Kpome BcTpoeHHoro (built-in) agmuHncTpaTopa.

Hactpounka Indeed PAM Core onsi BbINOSIHEHNUSA CEPBUCHbIX
ornepauum oT UMeHMU NoKarbHbIX YYeTHbIX 3anucen pecypca

CepBucHble onepauun BeiNonHaTes npu nomolwm WinRM, ans ncnonb3oBaHWst NOKanbHbIX YY4ETHbIX
3anuncen pecypca B Ka4ecTBe CEpPBUCHbIX HeoBxoanmo f006aBUTb pecypc B CNMCOK JOBEPEHHbIX
TrustedHosts Ha cepsepe Indeed PAM Core.

HacTtpowka TrustedHosts

1. BeinonHute Bxoa Ha cepeep Indeed PAM Core.



2. OTtkponte KomangHyto ctpoky (CMD) oT uMeHu agMuHucTpartopa.
3. BbInonHuTte kKomaHay:

C:\>winrm s winrm/config/client @{TrustedHosts="Resourcel.domain.local,
Resource2.domain.local"}

YkazaHHble pecypcbl OyayT AoGaBneHbl B CNIMCOK JOBEPEHHbIX.

/\ NPEQYNPEXAEHUE

I'IpM nobaBneHnm HoBbIX pecypcoB B CrNMCOK AOBEPEHHbIX Heobxoaumo YKa3blBaTb nobaBneHHble
paHee pecypcCbl N HOBbIE, TAK KaK HOBO€ 3Ha4YeHne rnepes3arnncbiBaeT Ctapoe.

@{TrustedHosts="Resourcel.domain.local, Resource2.domain.local,
Resource3.domain.local"}

CepBucHblie onepauumn B Active Directory

A MPEOYNPEXOEHUE

Ecnu koMNoHEHTbI cepBepa ynpaBreHnd yCTaHOBI1€Hbl Ha ornepaloHHY0 CUCTEMY Linux, To ans

BbINOMIHEHNS CEPBUCHbBIX Ornepauun B JoMeHe JormkeH ObiTb HacTpoeH LDAPS (LDAP over SSL)

HacTtpounka cepBUCHOM y4eTHOM 3anucu

1. 3anycTtute ocHacTky Active Directory — nonb3oBatenu u komnbrotepsbl (Active Directory Users and

Computers).
. OTKpOnTEe KOHTEKCTHOE MEHIO KOHTENHepa Unu nogpasgeneHus.
. Boibepute nyHkt Co3aartb (Create) — lNonb3oBartenb (User).
. Ykaxute nms, Hanpumep, IPAMADServiceOps.
. 3anonHuTe obsa3aTtenbHble NONS U 3aBepLUMTe CO3aHNe y4EeTHON 3anncu.
. OTKpOM1TE KOHTEKCTHOE MEHIO KOHTEeNHepa, nogpasaeneHuns Unm KOpHa AoMeHa.
. Beibepute nyHkT CBomncTBa (Properties).

. Mepengute Ha Bknaaky BesonacHocTb (Security).

© o0 N O o b~ W DN

. Haxmute flo6aBuTtb (Add).



10. BuibepuTte yyeTHyto 3annce IPAMADServiceOps 1 Haxvunte OK.
11. Haxxmute flononHuTtenbHo (Advanced).
12. BoibepuTte yyeTHyto 3anuck IPAMADServiceOps 1 Haxmute UameHuTb (Edit).

13. YctaHosute gns nons MNpumensietca K: (Applies to:)3HadeHne [loyepHUe 00 bEKTbI:

NMonb3oBaTtenb (Descendant User objects).
14. B pasgene Pa3peweHus: (Permissions:) otmeTtsTe Copoc napons (Reset password).

15. COXpaHI/ITe BHECEHHbIE N3SMEHEHUA.

CepBuUCHbIe onepaLlum Ans pecypcoB *nix

CepBucHble onepaunn ons pecypcoB *Nix BbIMOMHATCHA OT MMEHU JTOKanbHOW CEPBUCHOWN YY4ETHOW 3anncu:

 [MpoBepka coegnHeHUs ¢ pecypcom

o [lonck y4eTHbIX NoKanbHbIX 3anucen JocTtyna

 [MpoBepka Napons nokanbHbIX YY4ETHbIX 3anMcen gocTyna

» VI3meHeHne napons nokanbHbIX Y4eTHbIX 3anucen goctyna
¢ [lony4yeHne gaHHbIX 0 OC

 [Mony4eHne cnucka rpynn 6e3onacHocT

Co3gaHne n HacTpomKa CepBUCHOU YYETHOM 3anucu

1. BeInonHWUTE BXOA Ha pecypc
2. 3anyctute Tepmunan (Terminal)

3. Cosgante nonb3oBatens, Hanpumep, IPAMService

adduser IPAMService

4. [lo6asbTe nonb3osatens B rpynny SUDO

usermod -aG sudo IPAMService

HacTtponka rpynnbl npMBUNErnpoBaHHbIX YYETHbIX 3anMcemn

ABTOMaTM4YeCKMn NonUCK N fobasrneHne ydeTHbIX 3anmcen goctyna B Indeed PAM BbinonHsieTcsa Ha
OCHOBaHUM NX Npaea Ha BbiNosiHeHne komaHabl SUDO. [Ins npegoctaBneHuns npas Ha BbINOMIHEHME

komaHabl SUDO Heobxoammo BHECTM n3MeHeHus B hann /etc/sudoers.



==

%, KoHconb agMuHucTpartopa

I'IonquTe OOCTYN K KOHCOJM aAMUHUCTPAaTopa

O] | MepBbIN 3anyck

J'ImueHsvlpyﬁTe NPOAYKT, YKaXXUTe CeTEBbIE NYTU K XpaHUIULaM n pobaBbTe BCe 0OBHEKTHI

'A—;_gé} HacTtpoinka nonutuk

BbiGepute pasgensl, kKoTopble ByayT YNpasnsaTbCs NonUTMKaMm

= CnpaBo4HuK No pasagenam
="

KonuyectBo rnas: 17

| Bbirpyska naponem

O3HakoMbTeCh C MH(bOpMaLUMel O BbIrpy3ke naponen Npu HeLTaTHON cuTyaunm



http://localhost:3000/privileged-access-manager/3.0/administration/management-console/
http://localhost:3000/privileged-access-manager/3.0/administration/first-launch/
http://localhost:3000/privileged-access-manager/3.0/administration/policy-setup/
http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/
http://localhost:3000/privileged-access-manager/3.0/administration/dumping-passwords/
http://localhost:3000/privileged-access-manager/3.0/administration/usage-of-postgresql-proxy/

@ Pa6orta c PostgreSQL Proxy

OsHakombTeCh ¢ UH(hopmaumern o BoamoxHocTax Indeed PAM PostgreSQL Proxy



http://localhost:3000/privileged-access-manager/3.0/administration/usage-of-postgresql-proxy/
http://localhost:3000/privileged-access-manager/3.0/administration/usage-of-postgresql-proxy/

KoHconb agMunHuUcTpartopa

AomMmunHuctpuposaHue Indeed PAM BbiNnonHAeTCA Npy NOMOLLM KOHCOMNMU aAMUHUCTpaTopa — crneuuanbHOu

obonoykn ans Indeed PAM Core. [locTynHa no cnegytowemy URL:

e Windows: https://pam.domain.local/pam/mc

¢ Linux: https://pam.domain.local/mc

AyTeHTUdUKaums

[na nonyvyeHnsa gocTyna K KOHCONM agMUHUCTpaTopa Heobxoamm BTOPON hakTop ayTeHTudmkaumm, ang

perncTpaunmn nepBoro ayTeHTVId)VIKaTOpa BbIMNONMHNTE cneaywuine nencTeus:

e 3arnycTuTe KOHCOMb agMUHUCTpaTopa OT MMeHU nonb3osarens, Yen SID 6bin ykasaH B KOHUrypaumm
IDP;
e 03HaKOMbLTECb C MHCTPYKLUMEN NO perucTpauumn ayteHTudumkaropa;

e yCTaHoBUTe npunoxeHune gns reHepaunm OTP n otckaHmpynte QR-KoA;

e BBeauTe nony4yeHHoe 3Ha4veHune B norme Kop Ha CTpaHuue perncrtpauni.

Mocne ycnewHon peructpauum Bbl Oyaete nepeHanpaBneHbl B KOHCOMNb agMuHUcTpaTtopa. MNpu NnoBTOpHOM
NOAKIOYEHUN K KOHCONMM aaMUHUCTpaTopa NoTpebyeTcss BBECTU HOBbIV KOA U3 MPUINOXEHWUS AN reHepaumm
OTP.

O nNoaCKA3KA

Mocne nepBoro Bxoga Ans BKIMHOYEHUA q.)yHKLl,I/Iﬂ yrnpaBneHunsa HeobxoaMmo 0o06aBUTbL NoNb3oBaTeNa B

COCTaB aﬂ,MVIHVICTpaTVIBHOVI ponu.



https://pam.domain.local/pam/mc
https://pam.domain.local/mc
http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/roles/

[NepBbIX 3anycK

Mocne nepeoro Bxoga nepengute B pa3gen Ponu 1 gobasbre TekyLlero nonb3oBaTtens B porb
Administrator, 06HOBWTE CTpaHULYy — B KOHCONWN 0TOBPa3ATCcH BCce pasgens.

OTkpoinTe pasgen Monb3oBaTenu, HaXXMUTE 3HAYOK Novcka, yoeamTech YTo BCe Nonb3oBaTenu us
yKasaHHOro OpraHU3aLUMOHHOro NoApasaeneHnst KOpPeKTHO 0TOOpPasUImCh.

Mepengute B pasgen KoHndurypauma — JinueHsuun. Ckonupynte 3HadeHne n3 nons MaeHtudmkarop
MHCTanNNAUMM 1 nepeganTe ero B TEXHNYECKYO NOALEPXKKY ANS BbiNycka danna nuueHsun. MNpu
nony4eHum ganna nuueHsun PAM_rrrr.mm.aa.lic B atom xe pasgene HaxmuTe [lobaBuTb 1 Boibepute

yKasaHHbIN hawn.

Mepengute B pasgen Kondurypauma — CuctemHble HacTpounku. B cekunn MoakniovyeHmne k Gateway
ykaxute Agpec RDCB, Umsa konnekunn RDCB. B cekumn RDP Proxy ykaxute Agpec RDP Proxy. B
cekumn PostgreSQL Proxy ykaxunte Agpec PostgreSQL Proxy. B cekunn Hactponkun SSH-
noakntoveHnn ykaxumte Agpec SSH Proxy. CoxpaHute nameHeHus.

Mepengute B pasgen CobbITUA — Tam JOMKHO 0TOBPa3nTbCa COObITUE N3MEHEHWSI NapaMeTpPOB

KOHoMrypaumu.

Mpwn oTCcyTCTBMM OLLMOOK Aanee MOXHO nepexoauTb K JobaBneHnto 06bHLEKTOB.

NoGaBneHne TeKyLero AoMeHa

1. MNepenante B pasgen [JomeHbl, HaxmuTe [lo6aBUTb.

2. Beegute nmsa gomena (Hanpumep, INDEED-ID) n ero DNS (Hanpumep, indeed-id.local), Haxxmute
CoxpaHuTb.

3. OTkpowTe cTpaHuLy Aob6aBneHHOro AoMeHa.

4. Haxxmute [lo6aBUTb YYETHYHO 3anNUcCb U BBEOUTE UMS CEPBUCHON YYETHOWN 3anmncu

(Hanpumep, IPAMADServiceOps).
5. 3apganTe naposb BPYy4YHYO 1 HaxXMUTe COXpaHUTb.

6. HaxmuTe 3Ha4oK kapaHgawa # psigom ¢ Hagnucblo CepBUCHas y4YyeTHas 3anucb v Bblibepute

cepBUCHYIO y4eTHyto 3anunck (IPAMADServiceOps).

7. Haxxmute NMpoBepuTb coeanHeHne 1 NpoBepLTe yCnewHOCTb YCTaHOBJ1EHNA COEANHEHNA.


http://localhost:3000/privileged-access-manager/3.0/problem-solving/tech-support/
http://localhost:3000/privileged-access-manager/3.0/preparation-for-installation/active-directory-accounts/

10.

11.

. 3oecb e, Ha CTpaHuue OMeHa, nepenanTe Ha Bknagky KoHTenHepbl Ansa pecypcoB 1 obaBbTe

koHTelHep Active Directory, B KOTOPOM Haxo4AaTCsl HY>KHblEe JOMEHHbIE pecypchbl (Hanpumep,

Computers).

. 30echb e, Ha CTpaHuue AoMeHa, nepenante Ha Bknaaky NMpuBunernpoBaHHbIe FPynnbl U yKaXuTe

rpynnbl 6€30MacHOCTU, B KOTOPbIX HAXOAATCS YYETHbIE 3anvcu, C MOMOLLIbIO KOTOPbIX MOSib30BaTenm
OygyT nonyyatb 4OCTYN K AOMEHHbIM pecypcam (Hanpumep, IPAMPrivilegedAccounts).

3pecb XKe, Ha CTpaHuLe AOMeHa, HaxXMuTe KHonkv UmnoptupoBaTtb pecypcbl 1 CUHXPOHM3UpPOBaTh
y4yeTHble 3anucu. [locne aToro Bce JOCTYMNHbIE Ppecypchbl U yY4eTHble 3annucu obaBsaTcs B
COOTBETCTBYHOLLME pa3feribl KOHCOMNM.

[Mpu HeoBxoanmocTK nepenguTe Ha Bkraaky CobbITUA ANng NpocmMoTpa nogpobHON MHopmauumn o
AOMEHHbIX COBbITUAX.

NoGaBneHne n B3ATUE NoA KOHTPOSb Y4YETHbIX
3anucem

B pa3pene Y4yeTHble 3anucu OTMETLTE rano4vkomn MMMNOPTUPOBaHHbIE JOMEHHbIE YHETHbIE 3alNnnCun. OHN

Ha4ynHakTCA C UMeHN JOMeHa, OTMeYeHbl 3HAaKOM BOMNpoca n HaxogAaTcA B COCTOAHUN Oxunpaer peLweHus.

Beepxy HaxxmuTe kHomky CaenaTtb ynpaBnsieMon. [ocrie 3Toro y BblGpaHHbIX YY4ETHbIX 3anuceit naporb

Oyget cOpoLLeH Ha HOBbIM B COOTBETCTBUM C MOSUTUKOMN.

[No6GaBneHne He JOMEHHbIX PecypcoB

A WN

6.

. Nepengute B pasgen Pecypcbl, HaxmuTe [lo6aBUTD.
. Bbibepute MNMoapaspenexHune.
. Ykaxute Uma pecypca, DNS umsa n/vnn IP-apgpec.

. Ha ware MNonb3oBatenbckoe NogKn4YeHue BLIGEPUTE TUM NOLKMOYEHMS, NP HEOOXOANMOCTH

YKaXute agpec noaKkroyYeHnAa 1 nopT.

. Ha ware CepBMCHoe noakn4v4eHne CHAMUTE ranodyky Mcnonb3oBaTb KOHHEKTOP AN CEPBUCHOIO

NOAKIIOYEHUS, T.K. TOKanbHbIX YYETHbIX 3anucen ewe He 406aBnANochb, 3aBepunTe JobaBneHne

pecypca. HoBblIli pecypc oToGpasnTcs B CMCKe PeCYpPCOoB.

OTkponTe CTpaHuLy pecypca, Haxmute [106aBUTb YYETHYHO 3anuCb, 3af4anTe Naposib BPYYHYHO.

Pecypc rotos k paboTe: 4ns HEro MOXHO BblgaBaTb paspeLleHus.


http://localhost:3000/privileged-access-manager/3.0/administration/policy-setup/

[1ns BLINONHEHUSI CEPBUCHbIX onepauuii (monck n aobasneHne yd4eTHbIX 3anuncen, asBToMaTuyeckasi CMeHa
naponen, oGHoBNeHMe NHopMaLuM 0 pecypce) HeobxoarMa HaCcTPOKa CEPBUCHOIO NMOAKITHYEHNS.


http://localhost:3000/privileged-access-manager/3.0/service-operations/

HacTtpounka nonutuk

YnpaBrieHue nofiMTuKamm

Pasgen COOEPXKUT CNMUCOK MOJTUTUK, PACMOJTOXKEHHbIX MO NMPUOPUTETY NMPUMEHEHNA.
[Ons nonutuk 0T06pa>|<a+0Tc;| OaHHblE:

e MMpuoputer — 4ncno, ykasbiBarLlee NopsaoK NPUMEHEHUS KOHKPETHOW NOSIMTUKMN NO OTHOLLIEHUIO K
ocTarnbHbIM. HyneBon npnoputeT COOTBETCTBYET Nonutuke no ymonyanuto (Default policy) n
NPUMEHSETCA B CaMyto MOCNeaHIo ovepeib. Yem Bbille pacrnornoXeHa nonmTuka, Tem Bbllle ee

npuopuTeT N HaobopoT.
e Umsa — HasBaHWe NONUTUKK.
o OnucaHue — Npoun3BOSbHbI TEKCT.

. o o
e & — KOJIN4ECTBO Norib3oBaTtenen, Ha KOTopbIX OEeNUCTBYET MONNTUKA.

— KONWYECTBO rpynn rnornb3oBaTernei, Ha KoTopble AeNCTBYET NonuTHKa.
« B _ vonmuecTro YYETHbIX 3anuceil, Ha KoTopble AEWCTBYET NONUTUKa.
« B — konnuectso pecypcoB, Ha KOTopble AeACTBYET NONUTUKA.

° B_ KOnmn4yecTtBo JOMEHOB, Ha KOTOpble ﬂeVICTByeT NONUTUKA.

MoAnTtukm & INDEED-ID\Victor.Osipov ~
+ [NoBaeuts
] Mpuoputer Hma OnucaHne P 2] ﬁ B

] 0  Default policy

MonuTuka no ymonyaHuo cogepxut Habop napameTpoB ANA BCeX OCTYMNHbIX KATEropuii U NPUMeEHSETCS
KO BCEM HOBbIM OObEKTaM, NO3TOMY LienecoobpasHO HavyaTb HACTPOWKY C Hee.

(D NPUMEYAHMUE



Monutuka no YMOJI4aHUIO NPpUMEHAETCA N K CECCUAM, OTKPbITbIM OT MMEHU MOJIb30BAaTESTIbCKNX YHETHbLIX

3anucen, ecnu K JaHHbIM Norib3oBaTesisiM IBHO HE NPUMEHEHbI apyrme nosnmmTukn.

OTKpoviTe CTpaHULy NONUTUKN, 3a0anTe HY>KHble NapaMeTpbl ANS Kateropuii Y4yeTHble 3anucu, Ceccum,
RDP, n coxpaHuTe HacTpoOWuKu.

[ob6aBneHue HOBOW NOJNINTUKMN

/\ NPEAYNPEXAEHUE

Ansa pobasneHus, NpocMoTpa, peaakTMpPoBaHUS U yaaneHus nonnTuk HeobxoauMbl COOTBETCTBYOLLNE
npusunerum U3 pasgena Ynpasnenue nonutukamm (Policy.Create, Policy.Read, Policy.Update,
Policy.Delete).

Haxmute lo6aBuTb B pasaene NMonutukun,3anonHute nond Uma nonutukn, OnucaHuve n

MpuopwuTteT. HoBas nonuTuka oToGpasnTcs B Cnmcke.

O6wasn nHegopmauus

OTKpoWTe CTpaHuLy NONMUTUKM, O3HAKOMBTECH C 06LLIEN MHdOpMaLMeEl, Npu HeoBXo0AUMOCTM BHECUTE

npaesku B Umsa, Onucanue unu NpuopurteT, HaxxaB 3HA4YOK KapaHaalla

Outsource management 2 INDEED-ID\Victor.Osipov ~

O6wan wHpopMaLKna

Obwas nHpopmayuns

Pazaentl noanTHKM
Cutsource management #
OBnacTe AeRCTEMA - .
ANA YUSTHBIX 23MNWCER EHEA0MEHHEIX DECYPCOE &
150 #
INDEED-IDMWVictor.Osipov
05.08.2021 15:23:27
INDEED-IDWVictor.Osipov

05.08.2021 15:23:27

e Ama — HasBaHMe NonNuUTUKMK, yCTaHaBITMBAETCA Npn co3aaHnn HOBOW MOMUTUKN, MOXET ObITb U3MEHEHO

B Nt0OOM MOMEHT aKcnyartaunn.

¢ OnucaHue — Heobs3aTenbHOE None.


http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/roles/

e MpuoputeT — 4YnCnoBoe 3Ha4YeHne npuopuTeTa NoNNTUKN. Hyrneson NPUoOpPUTET - MUHUMATbHbLIN,

NpUMeHseTca K 06bekTam B NOCMNEAHIO o4Yepeab.
e Coszpgan — nmsa agmmHuctpartopa Indeed PAM.
e [laTta cozpgaHua — faTta U BpeMs CO3[aHuUs MOSTIUTUKN.
e N3meHun — nma agmuHuctparopa Indeed PAM, kOTOpbIN COXpaHUIT HACTPOWKU NMONUTUKM.

o [lata nameHeHuss — gara v BpeMA COXpaHeHUA HaCTpPOEK NMNOJNTUTUKN.

Ons pepaktuposaHus UmeHn, Onucanua n NMpuoputeta Haxmute #

Pa3penbl nonntukn

Mepenante B Pasgenbl NONUTUKK M OTMETLTE pasfenbl, NapameTpbl KOTOPbIX OyayT onpeaeneHbl
NOSNIMTUKOW, COXpaHUTE n3mMeHeHns. COOTBETCTBYIOLLME pa3fenbl CTaHyT AOCTYMNHbIMU AN HACTPONKM

napamMeTpoB.

Outsource management 2 INDEED-ID\Victor.Osipov ~

OBwas vHdopmaumna
Pazpensl noaAMTUKW

¥kammTe pazgentl, NapamMeTpel KOTOPLIX OyayT onpedsieHbl B NOANTHEES,
DEnacTe A8RCTEWMA

}"npasnewe YHYETHBIMK
3dNMUCAMIA

YueTHble 3anmcy YNpaeneHue Ceccuamm L

Gateway v 33H Proxy Gateway 1 55H Proxy

RDP noaknwoueHma ]

S55H nogknroueHuA O

(D NPUMEYAHMUE

D,J'IFI HEeOTMe4YeHHbIX pa3gerioB 6y,El,yT NMPUMEHATbCA ApYyrne NonnTUKM No nopAanKy mx npuopuTteTa.

O6nacTb AencTeus

/\ NPEQYNPEXAEHUE



[ns HasHavyeHna NnonNnTuK Heobxoaumel cooTBeTcTBYOWME NpuBunerun (User.SetPolicy,
UsersGroup.SetPolicy, Account.SetPolicy, Resource.SetPolicy, Domain.SetPolicy).

CopepxuT aaHHble 0 TOM, K KakMM Monb3oBaTensam, rpynnam nonb3oBaTtenien, y4eTHbIM 3anucsam, pecypcam

nnn gomMmeHam npuMeHeHa nornnTuka.

UToObl NPMMEHUTb NONMUTUKY K OOBbEKTY, HaxXMuTe [lo6aBuTb, BbibepuTe TN 06bekTa Ana yCTaHOBKU

NOJNINTUKN N aarnee caMmm 00OBbEKTHI.

YTob6bl OTMEHUTL AENCTBME NONMUTUKN AN OOBLEKTOB, Bbl6epVITe HY>XHblE 00BbEKTbI N HAXMUTE YAANUTb.

Co3paHue Konuu NosINTUKKU

OTtmeTbTe ogHy nonuTtuky B pasgene NMonutuku n Haxmmte CospaTtb Konuio, 3anonHute nona Ums
nonutuku, Onucaxnue u NMpuopwurer.

CKOI'IVIpOBaHHaFI NONNTUKa OTO6pa3VITCF| B ClNuncke.

YaaneHue noriuTuku

I'Iepe/:l, yoaneHnem rnoJsinTukn y6eLI,VITer, YTO OHa HE NPUMEHAETCA HU K KaKUM obbekTam.
OTtmeTbTE HY>XHbl€ NONMNTUKN B pasaerne MonuTuUKn n Haxmute YaanuTtb.

(D NPUMEYAHUE

MonuTtuka Default policy HepgocTynHa ons yganeHus.

MU3meHeHue npuoputeTa NOJINTUKN

OTmeTbTe ranoykon ogHy nNonuTuky B pasgerne MNonutuku, Haxkmute 3aaaTb NPUOPUTET 1 BBEOMTE YNCHO

On4a 3Ha4vYeHuna npnopumuTteTa norinTukn.

Takke N3MEeHNUTb NPUOPUTET MOXKHO OTKPbIB HYXHYIO MONUTUKY U B pasaene Obwas nHdopmaumsa HaxaTtb

3HaYOK KapaHaalla psaoM co 3HaYeHMeM npuopuTeTa.

Pa3genbl NONMUTUK


http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/roles/

YyeTHble 3anucu

MNMoka3s Y4eTHbIX AaHHbIX

Oonuusa

CbpacbiBaTb napornb n SSH-
KINHOY y4EeTHOM 3anmcu nocne
nokasa

CbpacbiBaTb naponb n SSH-
KntoY yepes X MUH.

TpeboBaTb ykasaTb NPUYUHY
npocmoTpa napons n SSH-

KInto4va

MpocmoTp napons u SSH-
Kniova TpebyeT noaTBepKaeHUS

agmuHucTpatopom PAM
Bpems oxngaHmnsa

NOATBEPXAEeHUA NpocMoTpa

napons n SSH-kno4a, MuH.

ndposate SSH-kntou
CreHepMpOBaHHbLIM Naporiem
nepen nokasom rnosb3oBaTento

3apaHue Y4YeTHbIX AaHHbIX

Onuusa

PaspewwunTb nons3osarenam PAM

3ajaBaTtb y4Y€THblEe AaHHblE OJ1A

OnucaHue

Ecnu onumsa BkntoyeHa, 1o naponb 1 SSH-kno4
NPVBUNErMPoOBaHHOM YY4EeTHOM 3anucu BygeT copackiBaTbCA Kaxabln
pas nocne NpocMoTpa nosib3oBaTerieM B CBOEM fIMYHOM KabuHeTe

(koHconu nonb3oBarens).

Mocne npocmoTpa napornb n SSH-koy ByaeT cbpoLueHbl Ha
cnyyanHoe 3HadYeHne Yepes ykaszaHHOEe KOSIMYECTBO MUHYT.

Ecnu onumsa BknodeHa, To Nonb3oBaTtenb KaTtanora AoMKeH ykasaTtb
NPUYMHY Neped NPOCMOTPOoM napons unu SSH-knoya y4eTHo

3anucy gocryna.

Ecnu onuus BknioveHa, To nepeq KaxabiM NPOCMOTPOM
nonb3oBaTeneM y4yeTHbIX aHHbIX agMuHucTpatop PAM gomxeH

noaTBepanTb onepauunto.

TanmayT oXngaHus nogTBepXXaeHna npocMoTpa naponsa n SSH-

krtoya, ot 1 o 180 MUHyT.

Ecnn onuua BkntoveHa, To SSH-kntoy 6yaeTt nokasaH B
3anMdpoBaHHOM BUAE, @ CreHEPUPOBaHHbIN Naposib LWNMPOBaHUS -
B CKpbITOM. Knto4 1 napornb WndpoBaHUs reHepupyeTcs
cpeactBamv PAM npu npocMOTpe AaHHbIX KaXabl pa3 3aHOBO.

OnucaHue

Ecnv onumsa BkntoyYeHa, TO Korga nosib3oBaTernb NornbiTaeTcs

MOOKMYMTBECA K PECYPCY OT MMEHU YYETHOW 3anmcu ¢



Onuusn

YYETHbIX 3anncen, ecnu OHN He

3aaHbl

MpoBepka n cMeHa y4eTHbIX JaHHbIX

Onuusna

CwuHxpoHun3npoBaTtb pecypchbl 1 Y3
no pacnucaHuio

[Meproa cMHXPOHU3aL MK pecypcos
nYy3, cyt.

Meproanyeckn NpoBepsiTb Naposb

n SSH-knto4Y y4eTHOM 3anmncu

Mepnoa npoBepku naponsa n SSH-

Kritoya, CyT.

C6pacbiBaTb naponb 1 SSH-kno4
ecnun obHapyXeHo HecoBnaaeHue

Yoanatb SSH-kntoun, He
ynpasnsemblie PAM

MpoBepaTb Naponb n SSH-kno4
npwv py4HOW YCTaHOBKE

I'Iepvlop,vlqecm M3MEHATb NapoJib U

SSH-kntoy yyeTHOM 3anmncu

OnucaHue

He3agaHHbIM naponem, To eMy byaeT npeanoXxeHo 3agatb
naposib 3Ton y4yetHom 3anucu B PAM cucteme.

OnucaHue

Ecnu onums BkntodeHa, To ByAeT BbINOMHATLCS aBTOMaTUYECKUI
MOMCK AaHHbIX O pecypcax U y4eTHbIX 3anucen gocTyna.

ABTOMAaTMYECKUIN NMOUCK AAHHbIX O pecypcax U YY4ETHbIX 3anncax
aoctyna 6y,qu BbIMOJTHATLCA OAUH pa3 B YyKa3aHHOE KOJIN4eCTBO

aHen, ot 1 go 10000 gHen

Ecnu onumsa BkntoveHa, To ByaeT BbINOMHATLCS aBTOMaTUYeCKast
npoBepka naponen n SSH-kn4en ons y4eTHbIX 3anmcen

JocTyna.

ABTOMaTU4Yeckasi npoBepka naponen n SSH-kn4vemn yyeTHbIX
3anvcen goctyna 6yaeT BbINOMHATLCS OOAUH pa3 B yka3aHHOe
Konuyectso gHeu, ot 1 go 10000 gHewn.

Ecnu onuus BknoyeHa, To OyaeT BbINONHATLCSA aBTOMaTUYECKUIA
cbpoc naponen un knrven npun pacxoxgeHmm B PAM u Ha
pecypcax.

Ecnn B PAM HeT SSH-kntova gns aobaBneHHON yY4eTHOW 3anuncu,
a Ha pecypce ecTb, TO C pecypca Bce 0OOHapy>KEeHHbIE KITHun
OyayT yoaneHsl.

Ecnu onumsa BkntoveHa, TO Npy YCTaHOBKE UM N3MEHEHWUN
napons, unm SSH-kntoya 6yaeT BbINOMHATLCA UX NPOBEpPKA.

Ecnu onuusa BkNoyeHa, TO ANg y4EeTHbIX 3anvMcen aocTyna oyger

aBTOMAaTUYECKN N3MEHATLCA Naporb unv SSH-knoY Ha



Onuusn

[Mepvoa nameHeHus napons u

SSH-kntoya, cyT.

OnucaHue
crnyyanHoe 3HayeHue.
ABTOMaTMyeckoe n3ameHeHue napons unn SSH-knova ons

YYETHbIX 3anucen Joctyna OyaeT BbINONHATLCA OOUH pa3 B
yKasaHHOe KONMU4ecTBO HEMN.

TpeGoBaHus K reHepaTopy naponewu

Onuwusna

[lnvHa reHepupyemMoro
napons

JlaTuHckne cTpoyHble BykBbI

JlaTnHCckme nponucHble ByKBbI

Lindopei

CneumnanbHble CUMBOSbI

3anpeTuTb UCNoNb3oBaHMe
CMeLCcUMBOIIOB B Ha4arne
naponsi

OnucaHue

OObLwee KONMMYEeCTBO CUMBOSIOB A1 aBTOMaTUYECKM reHepupyeMbIX
naponemn.

Ecnu onums BkntoyeHa, To aBTOMaTUYECKN reHepupyemMble naponm
OyayT COCTOSITb U3 NTATUHCKUX CTPOYHbIX BykB. Mpn koMBMHaLMK ¢
APYrMMK HacTporkamu naporsb OyaeT cogepkaTb MUHUMYM OOHY

NTATUHCKYH CTPOYHYHO BYKBY.

Ecnu onums BkntoydeHa, To aBTOMATUYECKN reHepupyemMble Naponm
OyayT COCTOSATb M3 NATUHCKUX NPOMUCHbIX OyKB. Mpn KOMOUHaLMK C
APYrMMn HacTporkamu naposnb OyaeT cogepkaTb MUHUMYM OOHY
NaTMHCKYO NPOMUCHY0 OyKBY.

Ecnuv onuusa BkMoYeHa, TO aBTOMaTUYECKN reHepupyemMble naponu
OyayT coctoATb 13 undp. MNMpm kKOMBMHALMK C APYTMMU HACTPONKaMM

naponb Oyaert cogepxatb MUHUMYM OAHY Lndpy.

Ecnu onums BkntoveHa, To aBTOMaTM4ECKM reHepupyemMble naponm
OyoyT COCTOSATb M3 cneuunanbHbiX cMMBOSOB. Mpu koMBuHauum ¢
APYrMMK HacTpovikaMu napornb OyaeT cogepxaTb MUHUMYM OAMWH
cneumanbHbIi CUMBOI.

Ecnn onuusa BkntoveHa, TO Naporib HAYHETCA € OYKBbI UK C LMAQPbI.



Onuusna OnucaHune

HaCTpOVIKa onpenendeT, CKOJNbKO cneucnmMmBOIioB noapaa pas3peLlleHo.

Hanpumep, npu ykasaHun 3HadyeHus 1 naponb password#! He

MakcumanbHoe 4yncno nponaet Banugauuto. [Npn aTom naponb passwor#d! nponaet
nocnegoBaTesibHbIX Banuzaumo, NOTOMy YTO CNeLCUMBOIbI UAYT He noapsad, ux
CNeLcuMBOIoB pasgensiet natmHckas Oykea.

YTtobbl pas3pelwnTb noboe Konm4ecTBo noap4an naywmx

CcneucnMBOIOB, YKaXuTte 0.

CuvMBOIbI, KOTOPbLIE reHepaTop naponen He JOSMKEH UCMOoNb3oBaTh
npw reHepauumn napornen.

3anpeLleHHble CUMBOISTbI
Mone moxeT 6bITb NYCTbIM. B 9TOM Criyyae HMKaKkux orpaHuyeHui He

NPUMEHAETCA.

CrmBOnbl, U3 KOTOPbIX XOTHA 6bl 0OAMH 065a3aTensHO Byaet
NCNonb30BaH Npu reHepaumm Nnapons.

Obsa3aTtenbHble CUMBONbI
Mone moxeT 6bITb NYCTbIM. B 9TOM Ccriyyae HUKaKux OrpaHuyeHnin He

NnpUuMeHaAeTCcA.

KonuyecTtso naponen, . . .
KonuuyectBo nocnegHux naposnen y4eTHom 3anmncu, ¢ KOTopbiMy HOBbIV
KOTOpble HE AOMKHbI
naponb He ByaeT NOBTOPATLCS.
NOBTOPATLCSA

Tpe6oBaHus K naponio Ans py4yHoro BBoaa

Onuusa OnucaHue

MuHumanbHas gnnHa napons MuHUManbHOE KONM4YecTBO CUMBOJSIOB Npu py4yHOM BBOAE NapOsiA.

Ecnu onumsa BkntoyeHa, To AOCTYMHbI ANA peaakTUpoBaHUs
OrpaHn4nTb CUMBOJbLI NS 5 y

HaCTPOWKW, onncaHHble B 3To Tabnuue. Ecnm onumsa oTkniodeHa, To B
pyYHOro BBOAA Napons

naponsix paspeLueHbl Nobble CUMBOSbI.



Onuusna

JlaTMHCKME CTPOYHbIE 6yKBbI

JlaTnHCcKMe nponucHble ByKBbI

Lindopei

CneumnanbHble CUMBOSbI

PaspewnTb ncnonb3oBaHue
npobena

3anpeTuTb Ucnonb3oBaHMe
CMeLCMMBOIIOB B Havyane
naponsi

MakcumarnbHoe ymucno
nocrneagoBaTeribHbIX

cneucnmMmBooB

3anpeu.|,eHHb|e CUMBOIJbI

OnucaHue

Ecnun onumsa BkntoyeHa, To naporsb OOJDKEeH coaepXatb MUHUMYM OOHY

NaTUHCKYIO CTPOYHYLO ByKBY.

Ecnu onuus Bkno4veHa, To naposb OOJKEeH cogepXatb MUHAMYM OOHY

NaTUHCKYO MPONUCHY0 BYKBY.

ECJ'II/I onuu4a BKINK4YeHa, 10 naponb OOJKeH COD,Gp)KaTb MUHNMYM O,EI,Hy
umdpy.

Ecnun onuumsa BkntoyeHa, To naporsib OOoJPKeH cogepxXatb MUHUMYM
OAWH CneLcnmBOr.

Ecnu HacTporika BktoYeHa, To npobenbl 4oNyCTUMbI B MAposne, HO He
obsasaTenbHbl. Ykasatb npoben B nonsax 3anpeweHHblie CUMBONbI 1
Obsa3aTenbHble CUMBOIbI HEMNb34.

Ecnv onuusa BknoyeHa, To naponb notpebyercs HayMHaTh € ByKBbI
nnn undpbl.

HacTpoiika onpeaensiet, CkornbKo CneLcrMBOIIOB NoApsi PaspeLleHo.

Hanpumep, npu ykasaHun s3HavyeHus 1 naponb password#! He
nponget sanugauunio. lNpun aToMm naponb passwor#d! nponger
Banuaaumo, NOTOMY YTO CMEeLCUMBOIbI UAYT He noapsaad, Ux

pasgenaet natuHCKas 6y|<Ba.

UTo6bI paspewnTb Nnoboe KoNUM4ecTBo Noapsa nayLmnx
cneucumBonos, ykaxute 0.

Cumsonsl, KOTOpble HE OOMKHbI UCNOMb30BaTbCA B Naponsx. YkasaTtb

B 3TOM nore npoben Henb3as.

[Mone MoXeT ObITb NyCTbIM. B 3TOM crnyyae HUKakux orpaHu4yeHumn He

NnPpUMeHAEeTCA.



Onuusna

Obsa3aTenbHble CUMBOSbI

KonnyecTtso naponew,
KOTOpble HE AOSKHbI

NOBTOPATLCA

Ceccumn

Oobuee

Oonuusa

TpeboBaTb ykasaTb NpULNHY

nogkKrn4eHnA

MakcumanbHasa

ONMNTESNTIbHOCTb CECCUN

Bknio4nTb 3KCKITHO3MBHOE
NCnorib3oBaHne y4eTHOM

3arnuncu

OTKkpbITHE ceccun Tpebyet

NOATBEPXAEeHUS

OnucaHue

CumBOnbI, U3 KOTOPbIX XOTS Obl 0OaMH 06s13aTenbHO TpebyeTcs
ncnonb3oBaTbh Npu BBOAE napons. Ykasatb B 3TOM none npoben

HeNb3A.

[Mone MoXeT GbITb NYCThbIM. B 3TOM criydyae HUKaknx orpaHuyYeHnin He

NPUMEHAETCA.

KonnyecTtBo nocnegHux naponemn y4eTHOW 3anncu, ¢ KOTopbiMU HOBbIW
napornb He ByaeT NOBTOPATLCS.

OnucaHue

Ecnu onuunsa BkntodeHa, To Npu NOAKMIOYEHNN K KOHEYHOMY peCypCy,

nonb3oBaTenb 06s13aH YKa3aTtb NMpuynHy 3arnycka ceCcCun.

Buumanue! Ecnun ucnonesyete PostgreSQL Proxy, To npegynpeaunte
nonb3oBaTenemn, 4To NoTpebyeTcsa BBOAUTbL NPUYMHY B TO Xe none, rae
nmsa yyetHon 3anucu. MogpobHas nHpopmaLumsa B NyHKTe

MoakntoyeHne Kk pecypcy Yyepes PostgreSQL Proxy.

Onuwus 3agencTByeT Npeaen AnMTenbHOCTU CECCUMM B Yacax U
MWHYyTax, NOCMe UCTEYEHUSI KOTOPOro ceccusi byaeT NPUHYAUTENbHO

3aBeplueHa.

Ecnu onunsa BkntoyeHa, To ydyeTHasa 3anmcb MOXET ObITb MCNonb3oBaHa

TOMbKO B OOQHOM aKTUBHOM Ceccumn OOHOBPEMEHHO.

Ecnu onumsa BkntodeHa, To AN Kaxaon OTKprBaeMOVI ceccunm

Heobxoammo py4Hoe noaTBepXXaeHne agmuHuctpatopa PAM.


http://localhost:3000/privileged-access-manager/3.0/administration/usage-of-postgresql-proxy/
http://localhost:3000/privileged-access-manager/3.0/user-manual/access-to-the-resource/#connection-to-the-postgresql-proxy

Onuwusa

aaMuHuctparopa PAM

Bpems oxungaHus
noaTBepXaeHus CeCCUn, MUH.

MpepbiBaTh ceccuto npu
OTCYTCTBUM
NonNb30BaTENbCKOM

aKTUBHOCTU

Bpewms otcyTcTBMA
nonb3oBaTenbCKOM

aKTUBHOCTU, MUH.

C6pacbiBaTb naponb n SSH-

KITKOY No 3aBepLueHnn ceccumn

ApTedakTbl

Onuusna

Coxpa HATb TEKCTOBbIE J10I'n

ceccun

OnucaHue

BHumaHume! OcTtaBbTe ONuUnKo BbIKNHOYEHHOW, ECMN ncnosib3yeTe

PostgreSQL Proxy, nHaye otkpbITb SQL-ceccuto 6yaet HEBO3MOXHO.

TarimayT ansa nogresepXaeHns agMmuHucTpatopom PAM, B uHTepBane

ot 1 oo 180 MuHyT.

Ecnu onuus BknoYeHa, TO B Criyvyae OTCYTCTBUS aKTUBHOCTU
rnonb3oBaTens B TeYEeHNe 3a4aHHOro BPEMEHN Ero Ceccust
o6pbIBaeTcs. [Ins yXKe CyLLEeCTBYHOLMX NONUTUK 3Ta ONumMs No
YMOMYaHUIO BbIKMOYEHA, a AJ1S1 HOBbIX — BKIOYEHA.

Mo akTMBHOCTLIO MNONb30BaTeNsa NOHMMaETCs ero B3anMoaencTemne ¢
9KpaHOM UIin TepMMUHAJIOM CECCUN, a TaKXKe onepaunn no nepenadve

dannos.

OTa onuna NOJIMTUKN NMPUMEHAETCA TOJ1bKO AnA ceccun, OTKPbITbIX

yepe3 SSH Proxy n RDP Proxy.

MuHuManbHoe 3HayeHue: 1 MUHyTa
3HayeHune no ymondanuo: 30 MUHYT
MakcumarnbHoe 3HaveHue: 720 MUHYT

C6poc naponsa n SSH-knto4a nocne Kaxaon ceccuu.

OnucaHue

Ecnuv onuusa BkoyeHa, TO nocne 3aBepLueHus ceccun byaet
AOCTYNeH A58 NPOCMOTPa N CKavyMBaHUS TEKCTOBLIN F1OT.
MoppepxmBaeTcsa TonbKo B ceccusax Ha Windows pecypcax npu

Hann4ymu PAM areHTa n B SSH-ceccusax.


http://localhost:3000/privileged-access-manager/3.0/administration/usage-of-postgresql-proxy/

Onuusna

MpogomxaTtb RDP-ceccuto 6e3
NOrMpoBaHUS, eCrnn He
yaanochb Nony4mTb TEKCTOBbLIV

nor

COXpaHFITb BMaeo ceccumn

KonnyecTBo kagpoB B cekyHay

Pa3peLueH|/|e Bnaeo

Potauusa Bugeo

YoanaTtb BUAEO ceccuu
ctapwe X gHeun

Coxpa HATb CHUMKWN 3KpaHa

OnucaHue

Ecnu onuusa BknoyeHa, To npu notepe cea3n ¢ PAM-areHToM ceccus
He npepbiBaeTCs, Nonb3oBaTeny MoryT npogorkarb paboTy B 9ToN

ceccun.

Mpn aTOM B XXypHan ogHOKpaTHO 3aHocuTcs cobbiTue "MoTepsiHa
cBsa3b ¢ PAM-areHTOM", B TEKCTOBBIN 10T CECCUN OAHOKPAaTHO

3anuceiaetca ctpoka "WARNING: Lost connection with PAM Agent".

Mpn BoccTaHoBNEHMM cBs3n ¢ PAM-areHTOM B XXypHan O4HOKpaTHO
3aHocuTcsa cobbiTue "BoccTtaHoBneHa cBsa3b ¢ PAM-areHToM", B
TEKCTOBbIN NOr ceccum 0AHOKPaTHO 3anucbiBaeTtca ctpoka "INFO:

Connection with PAM Agent restored".

Ecnv onuusa BeikrtodeHa (Mo yMon4yaHuio), To Npu notepe cBA3n ¢

PAM-areHTOM ceccus npepbiBaeTcs.

Ecnn onuus BkntoveHa, To nocrne 3aBepLieHuns ceccum byget
AOCTYNHa A5t NPOCMOTPa U CKavyMBaHUA 3anucb NOTOKOBOIO BUAEO.
MoppepxmBaeTcsa TONbLKO Npu OTKPbITUK ceccun Yepes PAM Gateway.

HacTporika onpegensieT YacTtoTy KagpoB Afs 3anMcu NOTOKOBOIo

Bmugeo, ot 1 go 10.

HacTponka no3BonseT yCTaHOBUTL paspeLLeHne ans 3anucu

NOTOKOBOIo BNAOEO.

Ecnn onuunsa BknoyeHa, TO 3anmcu NoTOKOBOro BUAEO 6y,u,yT

adBTOMATUYECKN yOoandaTbCA.

ABTOMaTM4yeCKOe yaaneHue 3anncu noToKoBOro BUAEO cTapLue
yKazaHHoro konuyectsa gHen, ot 1 go 10000.

Ecnv onuusa BkMoYeHa, TO CHUMKM 3KpaHa ceccuun byayT
coxpaHATbes. MNogaepxmnBaeTcs TONbKO NP OTKPbITUM CECCUn Yepes
PAM Gateway.



Onuusn OnucaHue

CoxpaHeHne CHMMKa 3KpaHa Yepes yKa3aHHOMW KONMYEeCTBO CEKYHA,
NHTepBan CHUMKOB, Cek
o1 60 go 10000.

PaspeLueHme M306pa)KeHVIF| HaCTpOVIKa NO3BOJIAET YCTAaHOBUTb pa3pelleHne CHMMKa 3KpaHa.

Ecnu onuus BkoYeHa, TO CHUMKM 3KpaHa OyayT aBToOMaTUYECKM
Potauus CHUMKOB aKpaHa

yoanaTbCs.
YOoanaTtb CHAMKKM 3KpaHa ABTOMaTMYECKOE yaaneHne CHUMKOB 3KpaHa cTaplLle ykasaHHOro
ctapwe X gHeun KonumyecTsa OHEN.

Ecnn onuusa BkntoveHa, To hannsl Nnpu nepegade ¢ riokansbHoOm
CoxpaHaTb nepegaHHble MaLUWHbl Ha pecypc byayT oybnMpoBaTbCs B yKa3aHHY CETEBYHO
dannol nanky. NMNopaepxnBaetcsa Tonbko ansa Windows pecypcos ¢

BKIMOYEHHbIM npobpocom auckos (npo pasgen RDP - Huxe).

. Ecnn onuus BkntoveHa, To nepeaaHHble hannbl 0yayT
Potauus nepeaaHHbIx dannos
aBTOMaTU4eCKN yOanaTbCA.

Ypoanatb nepeaaHHble dannsl ABTOMaTMYeCKOe yaaneHne (pannos ctapLue yKasaHHOro KonnyecTea

ctapwe X gHen AHen, ot 1 go 10000.

OTﬂpaBKa TeKCTOBOro rfiora no syslog

Onuusa OnucaHue

" Mo syslog 6yayT oTnpaBneHbl CTPOKN TEKCTOBOTO fl0ra, B KOTOPbIX OyayT HangeHsbl
noYeBbIe

yKa3aHHble KnoyeBble cnoBa. KnoyeBoe CnoBo MOXET ObiTb perynsipHbIM
cnosa

BblpaXkEHNEM.

Gateway n SSH Proxy



Onuusna

MepeonpenennTb HACTPOWKM

nogknoyeHns k Gateway

Anpec RDCB

Nmsa konnekumumn RDCB

Ncnonb3sosate RDGW

Appec RDGW

MapameTpbl Gateway RDP-canina

MNepeonpepenntb HacTponkn SSH

Proxy

Appec SSH Proxy

RDP

(D NPUMEYAHUE

OnucaHue

Ecnu onums BKNoYeHa, To cneayoLine HacTponku byayT

MCcnoJyib3oBaHbl BMECTO YKa3aHHbIX B pasfere KOH(*)I/IpraLI,I/IFI

IP anpec/DNS nmsa Remote Desktop Connection Broker

Nmsa konnekumn Remote Desktop Connection Broker ans Indeed
PAM Gateway

Mopgkntovatbes k Indeed PAM Gateway ¢ ncnonssosaHvem

Remote Desktop Gateway

Appec Remote Desktop Gateway ans Indeed PAM Gateway

MapameTtpbl 6yayT AoGaBneHbl B HACTPOWKN NOOKITIOMEHUS NO
RDP k PAM Gateway 1 3aMeHST cTapble HAaCTPOWKM.

Ecnu onums BkNodeHa, To cneayollas HacTporika byaet

Mcrnorb3oBaHa BMeCTO yKkaszaHHow B pasgene KoHdurypauusa

IP agpec nnu DNS nmsa n nopt (HeobA3aTensHO).

HacTponkn npuMeHSsIIoTCA TOMbKO Npu NOLKMAYEHUM K cepBepam no npotokony RDP.

Onuusa

MpuHTEpPDbI

Bydep obmeHa

OnucaHue

Ecnu onumsa BkntoyeHa, To Nonb3oBaTternb Nony4YmuT BO3MOXHOCTb
NPOBGPOCUTL MPUHTEP CO CBOEro paboyero Mecta Ha KOHEYHbIN

pecypc.

Ecnv onums BkntoyveHa, TO Nofb3oBaTeNb nony4ynT BO3MOXHOCTb

ncnone3osBaTtb Oycdep obmeHa mexay cBoumM paboymm MecTom U


http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/configuration/
http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/configuration/

Onuusn

CmapT-KkapThbl

[MopThl

Aunckn

TpeboBaTb 4OBEPEHHLIN
cepTuduKar pecypca ans
oTkpbITMss RDP-ceccun

MapameTtpbl RDP-hanna

SSH

MNoBbIwWeHue npuBuUnernn

Onuusa

PaspewmnTb

BbIMONMHATb pamsu

() UH®OPMALUSA

OnucaHue

KOHEYHbIM PEeCcypCoM.

Ecnu onumsa BknoyeHa, To NoNb3oBaTenb Nony4YnT BO3MOXHOCTb
npoBpocnTb cMapT-KapTy CO CBOEro paboyero Mecta Ha KOHEYHbI
pecypc.

Ecnu onums BkntoYeHa, To Nonb3oBaterb Nofy4YnT BO3MOXHOCTb
npobpocnte COM-nopThl co cBOEro pabovero Mecta Ha KOHEYHbI
pecypc.

Ecnu onuumsa BkroyeHa, To Nofb3oBaTenb NOMy4YnT BO3MOXHOCTb
NPOGPOCUTL NOKarnbHbIE AUCKM CO CBOEro paboyero Mecra Ha

KOHEYHbIN pecypc.

Ecnu onumsa BkntoyeHa 1 ceptudmkaTt pecypca
HeOencTBUTENbHbIN, TO CECCUSI HE OTKPOETCS.

Ecnu onuusa BbikntoveHa n ceptudmkat pecypca

HeOEeNCTBUTENbHbIN, TO CECCUS OTKPOETCA.

[MNapameTpsbl, kKOTOpble OyayT A06aBNEHbI B HACTPOMKU
nogkntodeHnsa RDP 1 3amMeHAT cTapble HAaCTPOWKN.

OnucaHue

Mopaepka BbINOMHEHUSA KOMaH ¢ npusunernsamm root B SSH-ceccusax Ha
pecypcax C yCTaHOBMNEHHbIM KOMMNOHEHTOM PamSu.


https://docs.microsoft.com/ru-ru/windows-server/remote/remote-desktop-services/clients/rdp-files

PaspelueHne, Bbl4aHHOE Ha BbINOMHEHWE pamsu Npu CO34aHnM paspeLleHunst, MPUoOpUTETHEE, Yem

HacTpownKka B NOSNTUKE.

PaspelueHHble U 3anpeLleHHble KOMaHAbI

Onuusna

MpurnaweHne
o6ornoyku (prompt)

Peakuua Ha
3anpeLleHHyto
KomaHay

SSH-komaHnabl

OnucaHue

PerynﬂpHoe BblpaxeHune npurnalueHuna obonoykn gna KOPPEKTHOIo

pacno3HaBaH4A BBOAaA KOMaHA.

I'IpM BBOAE perynAapHoro sbipaxeHuA O6paTVITe BHMMaHUE, YTO 3KpaHMPOBATb
CAMBOJIblI < N > He Tpe6yeTCﬂ, TaK KakK OHW He BXOOAT B CMNCOK CrneunaribHbIX

cumBonoB: . [{}()*+2\|"$.

MogopobHasa nHopmaunsa o CUHTaKcUce perynsapHbix BblipaxeHun Boost
AOCTYrHa no Cchisike.

lNoBeneHve TepMmyHana B OTBET Ha 3anpelleHHyto komaHgy: CTRL+C (otmeHa
BbINONHEHNS) IMOO 3aBepLUEeHNEe Ceccun.

Cnucok paspelleHHbIX Uinn 3anpeLweHHbIX ana BbiMONTHEHNA KOMaH B SSH-
ceccun.

[lna cocTtaBneHus cnucka KOHTPOJIMPYEMbIX KOMaH:

1. Cnpasa oT napameTtpa SSH-komaHAabl HaxxMuTe [106aBUTL.

2. Beeoute kOMaHgy nnu perynapHoe BblpaXKeHue.

Mpw BBOAE PErynspHOro BblpaXXeHnss 06paTtuTe BHUMaHWNE, YTO SKpaHMPOBaTb CUMBOSbI < U > He

TpebyeTcsi, Tak Kak OHU He BXOAAT B CNMCOK crneumarnbHbix cUMBONOB: . [{}()\*+?|~$. CumBon ]

TakKxe SBNseTcsa crneumanbHbiM, HO TONMbKO Koraa BBeaeH nocne [ .

MogopobHasa nHopmaunsa o CUHTaKcHUce perynsapHbiX BbipaxeHun Boost 4ocTynHa no cebirke.

3. BbibepuTe coctosiHne PaspelueHa nmbo 3anpeLyeHa.


https://www.boost.org/doc/libs/1_85_0/libs/regex/doc/html/boost_regex/syntax/perl_syntax.html
https://www.boost.org/doc/libs/1_85_0/libs/regex/doc/html/boost_regex/syntax/perl_syntax.html

() MHOOPMALIMSA

3anpeT Ha BbIMNOJIHEHNE KOMaH MMEET NPUOPUTET Had pa3peLUEeHNEM.

bes aBHoro pa3pelleHnd KoMmaHabl 6y,El,yT CHMTaTbCA 3anpeLleHHbIMA, MO3TOMY HE PEKOMEHAOYETCA
yoanaTtb nocriegHee npaBsuiio, pa3pellaruiee BblilNnoJIHEHNE KOMaH.

na paspeLlueHnd nnoéo 3anpeTa cpady HECKOJIbKMX KOMaHO OTMETbTE UX (*)J'Ia)KKaMI/I n Haxmute PaspewnTb

nnu 3anpeTuTb.

Mpwn paboTe Co CNMCKOM KOMaHZ, a Takke Npu NonbiTKax BbINOMHEHUS 3anNpeLleHHON KOMaHAbl B XXypHare
hMKCUPYIOTCSA COOTBETCTBYHOLLME CODLITUS.

I'Iepe.qaqa AaHHbIX

Onuus OnucaHune
SCP MapameTp nepegayn hannos no npotokony SCP
SFTP MapameTp nepegayn annos no npotokony SFTP

MakcumanbHbIi pasmep anna, Mb  ®ann 6onbLuero pasmepa He yaactca nepenatb.


http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/events/
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http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/users/
http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/user-groups/
http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/resources/
http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/services/
http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/resource-groups/
http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/accounts/

%, YyeTHble 3anucu

KonuyectBo rnaB: 2
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KonnyectBo rnas: 4
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http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/accounts/
http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/accounts/
http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/domains/
http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/structure/
http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/permissions/
http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/actions-requests/
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http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/active-sessions/
http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/all-sessions/
http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/events/
http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/notifications/
http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/configuration/
http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/roles/
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http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/roles/
http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/roles/
http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/applications/

Nonb3oBaTtenu

Pasgen npeaHasHaveH gns pabotbl ¢ katanorom nonb3oBartenen Active Directory.
Mo ymonyaHuio Ha cTpaHuue oTobpaxkaetcs 15 nonb3oBatenen.

() VH®OPMALMSA

OTo6pa>|<aeM0e no ymosrn4yaHuro KoJin4ecrtBo nonb3oBaTtenen Ha CTpaHnue MOXHO N3SMEHUTb B

KOHcbMrypaLumoHHoM dhanse.

BHM3y cTpaHWLbl pacronoXeH narmHaTop Ans NPocMoTpa ocTarnbHbIX nonb3oBatenei. Ecnv nonb3osartenei
MeHbLUe 15, T.e. OHM NomMeLLaTcsa Ha OAHY CTpaHuMLy, TO NarMHaTop He oTobpaXaeTcsi.

MoxHo npocmoTpeTb MakcumyM 1000 nonb3osaTenen. Ha ctpaHuue C ThICAYHbIM NOsib3oBaTenieM
oTobpaxaeTcs coobLieHne 0 HEBO3MOXHOCTM 3arpy3unTb BorbLue nonb3oBaTenen.

NMouck

Mownck ocyuwecTtensaeTca B pasgene Nonb3oBaTtenu.

BbICTpbIN NOUCK

Beegute B cTpoky novcka Uma, Pamunuio, Homep tenedoHa nnn Email nonHocTb0 Mnn YyacTuyHo.

PacwunpeHHbI NOUCK

Haxmunte PaclumMpeHHbIN NOUCK 1 BBEAUTE OAMH UM HECKONbKO KpuTepues, Umsa, ®amunuio, Homep

TenedoHa nnn Email nonHoOCTbIO NN YacTUYHO.

Npodhunb nonb3oBatens


http://localhost:3000/privileged-access-manager/3.0/installation/configuration-files/
http://localhost:3000/privileged-access-manager/3.0/installation/configuration-files/

victor@indeed.local 2 INDEED\adm ~

2 JobaeuTe pazpelueHme

INDEED\victor

indeed.local/PAM Users/Victor Osipov
victor@company.demeo

88007006050

Default policy 2 # @

Pazpewenws Ceccmm AyTeHTuduKaTOPEI CobbITHA
N2 MonkzoeaTenwu MogpazgeneHue Pecypchi
5 victor@indeed.local Root QU REDOS (55H) [5] REDOS\admlocal o8 e

Mpochmnb otobpaxaeT AaHHbIe nonb3oBaTtens Active Directory:

e JlormH — nm4a ans Bxoaa.

e Myt — LDAP.

o Email — agpec anekTpoHHOW NOYTHI.

e TenedoH — KOHTAKTHbIN TeNedOH.

¢ [Monutuka — nonnTnkKa ceccum, NpMBa3aHHas K Nonb3oBaTento.

o ®oto — hotorpacums n3 Active Directory (atpubyT thumbnailPhoto).

PaspeweHus

Bce paspelueHus nonb3oBartens OOCTYMHbl HA BKNnagke PaspelueHus.
[ns kaxgoro pa3peleHns 0To6pa>|<ar0Tc;| cnegywuie gaHHble:

e Ne — nopsaKoBbIM HOMEP paspeLLleHns.
» MNonb3oBaTtenu — nornb3oBarterne Katanora Active Directory, Ansi KOTOPOro Bbl4aHO paspeLlueHne.

e Pecypcbl — pecypchbl, Ha KOTOpbIX MOXeET bbITb OTKkpbliTa RDP, SSH unu web-ceccust 0T UMeHM y4eTHon
3anucu, ykasaHHOM B paspelleHuun. Pagom ¢ MMeHeM pecypca ykasaHa npyBuUiernpoBaHHasa ydetTHas

3anucb, KoTopas Ucnonb3yeTcs AnA A0CTYyna K pecypcy.

o 3Hauku cTaTyca pa3pelueHus — noackaska o ctatyce oTo6pasuTcs Npy HaBeaeHUM Kypcopa MbILUK.



Ceccum
BCG adKTUBHbIE U SaBepLIJeHHbIe cecCcnn nofnb3oBatend ,EI,OCTyI'IHbI Ha BKIagke CeCCVIVI.
[nsa kaxgon ceccum oTobpaxatloTcs cnegyowime aHHble:

* MNMonb3oBaTtenb — nonb3oBarenb kartanora Active Directory, KOTOPbIN MHULMUPOBAI CECCULD.

¢ YyeTHas 3anucb — y4yeTHada 3anncb, Kotopas ucnonb3yetca Ans otkpbitna RDP, SSH nnu web-

ceccun.
o Pecypc — pecypc, Ha koTopoM bbina oTkpbiTa RDP, SSH nnn web-ceccusa ot nMeHu y4eTHom 3anucu.
o Apapec nogkntoveHnsa — PakTU4ecku agpec, NCnornb3yeMbl NPU OTKPLITUM CECCUMN.
e [ANuTenbHOCTb — OJIUTENBHOCTb CECCUM.
e MNoakntoyeHne — Tun yaaneHHoro nogknoyveHus (RDP, SSH, nonb3oBaTtensckue Tunbl)
e NoakntoyeHne k PAM — gata n Bpems OTKpbITUSE CeCcCum.
o 3aBeplLUueHMe — [aTa 1 BpeMs 3aKpbITUSI CECCUMN.

e CocTtosiHne — 0T06pa>|<aeT TeKyllee COCTodHune ceccun (aKTVIBHaFI, 3aBepLUeHHaaA nin npepBaHHaﬂ).

[ns npocmoTpa nogpobHon nHopmMauum o ceccum HeobxoamMmo HaxkaTb Ha Hee. YToObl BbIBECTU BCE
ceccun Ans gaHHoro nomnb3oBartens, HaxmuTe lNoka3aTb Bce.

AyTeHTUUKaTOpbLI

Bce 3apernctpmpoBaHHble ayTeHTMdMKATOPbI NOMb30BaTeNs, a Takke HacTponka TpeboBaHNS AOCTYMHbI Ha

Bknagke AyteHTuUdukaTopsbl.

CoObITusA

CobbITns nonb3oBaTensa AOCTYMHbI Ha Bknagke CobbITus, 3geck otobpaxaroTca nocrnegHme 5 cobbitun.

[ns kaxxgoro cobblTnst oToOpaXkatoTcsi crneayowmne AaHHbIe:

BpeMFI co3gaHuAa — garta n BpemMd co3gaHunsa cobbITnA.

Koa — kopa cobbiTus.

CoObiTe — onvcaHune codbbITUA.

KomMnoHeHT — komMnoHeHT Indeed PAM, koTopbIli creHepupoBan cobbIThe.

MHuumaTop — y4eTHasi 3an1cb, KOTopas UHMLMMpOBara reHepaumio cobbITUS.



[nsa npocmoTpa nogpobHON HopMauumn o cobbITUN HEOBXOAMMO HaxaTb Ha Hero. YTobbl BbIBECTU BCE
cobbITs Ana gaHHOro nonb3oaTens, Haxmute Moka3saTb Bee.

Copoc ayteHTUdpnkatopa nonb3oBarens

1. OTkponTe Npodunb Nonb3oBaTens U nepenguTe Ha Bknaaky AyTeHTUdukaTopbl.

2. HaxxmuTe X cnpaBa OT HY>XHOro ayTeHTuduKaTopa.

OTknovyeHue ayTeHTMdUuKaTopa nonb3oBaTens

1. OTKponTe Npohmnb Nonb3oBaTend n nepengute Ha Bkrnagky AyTeHTUdukaTopbl.

2. Haxxmute # cnipasa otr Tpe6oBaThb BTOpOM (hakTop 1 BbIGEpUTE OAHY M3 OMNLMUIA.
o Mo ymonyaHuo — no ymon4yaHuio Tpebyetcda BBOA Nornb3oBaTenem BTOporo paktopa ans

ayTeHTVI(*)VIKaLl,VIVI B CUCTEME.

o Bknro4yeHo — y nonb3oBartensa 6ygeTt 3anpawmBaTbCsl BTOPOM hakTop And ayTeHTMduKauum B

cucrtemMe.

o OTKNK4YeHO — Y Mnonb3oBaTens He OyaeT 3anpalumMBaTbCsi BTOPOW hakTop AN ayTeHTudmKauum B
cucteme.

BroknpoBKa nonb3oBaTens

C nomolLLbto 3ToN PyHKUMM agMuHUcTpaTop PAM MOXeET BbICTPO 3aKpbITh MNOMb30BaTENO AOCTYN K
pecypcaM. Mpun 3TOM MeHATb pecypchbl U YUYEeTHbIE 3arnncu He HYXHO.

3abnokMpoBaHHbIN Nonb3oBaTeNb HE MOXET:

e OTKpPbIBATb CECCUN
e MpocmMaTpuBaTtb, yCTaHaBlMMBaTb 1 MEHATb NMapoJsib y‘-IeTHOIZ 3arnncu

e fonyyarb AOCTYN K ayTEHTUPMKALMOHHBIM AaHHbIM npunoxeHnn AAPM
B MomMeHT BnoknpoBKku nonb3oBaTens 3akpbiBalOTCA BCE €ro akTUBHbIE CECCUN.

/\ PEKOMEHOALMUSA

3abnokupyrTe nonb3oBaTens, eCnu 3ameTunn oT Hero NoAo03puUTeErNbHbIE AENCTBUSA. DTO NO3BONUT

6bICTpO 3aKpPbITb MoJsib3oBaTesito AOCTYMN K pecypcaM A0 BbIACHEHUA obcTtosTenbcTB. ECcnn TpeBora


http://localhost:3000/privileged-access-manager/3.0/user-manual/usage-of-aapm-console-tool/

NIOXHas!, TO Bbl CMOXeTe pa3bnokMpoBaTh Nonb3oBaTens. ATO Tak e ObICTpo, Kak 3abnoknpoBathb.

Utobbl 3abnoknpoBaTb Nosfib3oBaTens:

1. 3angute B pasgen Nonb3oBartenu.
2. OTkponTe npodusib Nonb3oBaTens.
3. Haxmute 3abnokupoBaTthb.

4. B okHe noaTBepXaeHus onepaumm HaxmmTe 3abnokKupoBaTh.

/\ BHUMAHME

He ncnonb3ynte aTy yHKUMIO, YTOObI 3aKpblBaTb AOCTYM YBOMIEHHbIM COTPYAHUKAM. Y HUX OCTaHETCS
BO3MOXHOCTb ayTeHTUMMLMPOBATLCS B KOHCOMb MOSIb30BaTENs U KOHCONb aAMUHUCTpaTopa (ecnuv

AocTyn 6bin). Mpy yBONbHEHMM COTPYAHMKOB yaananTe nonb3oBartenen ua katanora Active Directory.

Pa3bnokunpoBka nonb3oBaTens

YT06bI pa3bnokupoBaTtb Nonb3oBaTerns:

1. 3angute B pasgen Nonb3oBatenu.
2. OTkpounTe Npodunb 3abroOKMPOBAHHOIO NOfb30BaTENS.
3. Haxxmute PasbnokupoBatb.

4. B okHe noaTBepXaeHus onepaumm Haxmmute Pa3bnoknpoBaTth.

BbiOOp nonuTnkKu ans nonb3oBaTens

1. OTkponTe Nnpodunnb NosnbL3oBaTens.

2. Haxxmute ¢, 4yT06bI OBABUTH UMW U3MEHUTb NOSINTUKY.


http://localhost:3000/privileged-access-manager/3.0/user-manual/user-console/
http://localhost:3000/privileged-access-manager/3.0/administration/management-console/

‘pynnbl nonb3oBaTeneu

Pasgen npefHasHayeH ans paboTbl C pa3peLleHsMU rpynn nosib3oBaTernen.

[pynnel nonb3oBaTenen

B KOMIMAHWA
MHOMLO
Mma, onucaHwne Q,
& Monb3osatenu
= [pynnsi nonbzosateneil + [obasuts =+ Jobaeuts n3 katanora
E Pecypcel
B1 Mpynnsi pecypcos 0 Wwms OnwcaHue
B Yuertbie sanucn (J  INDEED\Domain Admins
B3 [omeHs) U  Remote Employees
0  Security Group

Co3paHue rpynnbl nonb3oBaTtenen PAM

Y106kl A06aBUTL rpynny norb3oBaTernei, BbINoMHUTe crieayowmne 4encTBus:

1. Nepengute B pasgen Mpynnbl nonb3oBaTenemn.

2. HaxmuTe [lo6aBUTb, BBEANTE HA3BaHWE rpynnbl U HAXMUTE COXpaHUTb.

CospgaHue rpynnbl Nnonb3oBaTerien U3 KaTtasnora
Active Directory

YUTto6bl 4O6aBMTL rpynny nonb3oBaTtenen u3 katanora Active Directory, BeinonHuTe cneaylowme aenNcTBus:

1. Nepengute B pasgen MNpynnbl nonb3oBaTenen.

2. Haxxmute [lo6aBUTbL U3 KaTanora, BbibepuTe rpynny u Haxmute COXpaHUTb.

YnpaBrieHue rpynrnou nosfib3oBaTtenieu



[No6aBneHue nonb3oBaTenen B rpynny

(D NPUMEYAHUE

Tonbko ons rpynmn, co3gaHHbIx Yepe3 PAM.

1. MNepengnte B cO3gaHHyo rpynny nonb3oBaTtenen.

2. B pasgene MNonb3oBaTtenu Haxmnte 106aBUTHL 1 BbIGEpUTE HYXHbIX NONb30BaTENEen.

[No6aBneHue pa3peLlleHNa Ha rpynny nonb3oBaTtesien

1. MNepeignTe B CO34aHHYI0 rpynny Nonb3oBaTeneil.

2. HaxmuTe [lo6aBUTb pa3pelueHune v BoigamnTe ero.

NMpocmoTp co3aaHHbIX pa3peLlleHUun

1. NMepenante B pasgen Pa3pelueHus.

2. MocmoTpuTe BblAaHHbIE paspeLleHnst Ans BbIOpaHHON rpynibl Nonb3oBaTernen.

NMpocMoTp cBeAeHUN O TEKYLLMX CeCCUSX B paMKax rpynnbil
nonb3oBaTtesien U coobITUAX cuctembl PAM

e B pasgene Ceccum 0To6pa>|<ar0Tc;| aKTUBHbIE CECCUN.

* B pasgene Cob6biTUA oTobpaxatotcsa cobbiTus, nponsowenwie 8 PAM.

CUHXpOHM3aLus rpynnbl Nnonb3oBaTesien ¢ KaTanorom

(D NPUMEYAHUE

Tonbko gnga rpynn n3 Active Directory.

1. Nepengnte B cO30aHHyO rpynny nonb3oBartenen.

2. Haxmute CUHXPOHM3MpPOBaTb.

BbI6Op NONUTUKN ANA rpynnbl NOofib3oBaTeneu

1. MNepengnte B cCO3gaHHyo rpynny nonb3oBaTtenen.



2. Haxkmute ¢, 4yT06bI OBABUTL UMW U3MEHUTb MOMUTUKY.



Pecypchbl

Pasgen npegHasHaveH gnst paboTbl ¢ cepBepamn, paboynmm CTaHuMsaMu, ceTeBbIM 060pyAOBaHNEM U

KIMMMEHTCKNMUN MPUNOXEHNAMN.

Mouck pecypcosB

Mownck OCYLLUECTBIIAETCA B pa3ferie PecprbI.

BbicTpbIN Nouck

Beegute B cTpoky novcka Umsa pecypca unu Agpec (DNS umsa/IP agpec) nonHOCTBIO UM YacTUYHO.

PaclumpeHHbIN nouck

Haxmnte PacwumpeHHbIN NOUCK 1 BBEAUTE OLMH UIM HECKONbKO kpuTtepmes, Uma pecypca, DNS-ums, IP-
agpec NofnHOCTbIO UK YacTuyHo. Beibepute CocTosiHne pecypca, CepBuUCHOe NoakoyYeHue,

NMonb3oBaTenbckoe noaknyeHue, OTnevyatok SSH-knroua.

NMpodunb pecypca



PAMRED.INDEED.LOCAL (pamred.indeed.local)

$8 [loBaewTe pazpeleHue + NobaeuTte yueTHyo 3annce & TNpoeeputs coeanHerne O CHMHXPOHWEMPOBATE E’i 3abnokMpoeaTte W Yaanws

PAMRED.INDEED.LOCAL &
RedOS Server #
pamred.indeed.local #
192.168.10.130 #

RED OS MUROM (7.3)

SSH Resources # @

Root OU #

20.10.2022 17:39:32
20.10.2022 17:40:35

SSH#m
RedO5 7.3.1
PAMRED.INDEED.LOCAL\admlocal

MoNL20BRaTENECKME NOLKIKUEHWA Pazpelwenus NloKankbHEIE YUSTHEIE 2aNMC [pynnel pecypcoe Ceccum CobbiTus

~+ JoBaeuts

S5H

# Penaktvpoeats

Mpodunb oTobpaxaeT AaHHbIE YKa3aHHble Npu AobaBneHunn:

e Umsa pecypca — nmMsi KOMMNbIOTEPA (aKTyanuanpyeTcst Nocrne BbiNOMHEHUS CUHXPOHU3ALMM).
o OnucaHue — NpPon3BOSbHbIV TEKCT.

° OnepauMOHHaﬂ CnctemMa — Ha3BaHWMe N Bepcusa OI'IepaLI,VIOHHOIZ CUCTEMbI (3anoan|eTc;| nocne

BbIMOJTHEHNA CI/IHXpOHVI3aLI,VII/I).

e Monutuka — Habop nNpaBun AENCTBYIOLLMIA Ha NOKarnbHbIE YYETHbIE 3anucy AocTyna, JoGaBneHHble
B Indeed PAM.

° I'Ionpasp,eneHMe — M4 nogpasgerneHna B KOTOpoM COCTOUT pecypcC.
o [ara CUHXpPOHU3aUunn — aarta n BpemM4d nocnegHemn CMHXPOHM3aLUUM OaHHbIX O pecypce.

o [laTa CMHXPOHU3aLUM YUYETHbIX 3anucen — gaTta 1 Bpems nocrnegHe CUHXPOHN3aLUMM YYETHbIX

3anucern pecypca.

° CepBVICHOE nogKnw4yeHne — Tun NOAKNKYEHNA K peCypcCy, KOToOpoe 6y,u,eT MCMNorb30BaTbCA

nokarbHOW U1 JOMEHHOW CEPBUCHOWN YYETHOW 3annchbio.

o WWabnoH — nm4a wabnoHa, NCNONb3yeMoro Ans BbINOMHEHUS CEPBUCHBIX onepauni (ana SSH
KOHHEKTOpa).

° CepBVICHaH y4yeTHadA 3anmcb — NMA y‘-lGTHOVI 3anuncu, VICI'IOJ'Ib3yeMOl7I Ana cepBMCHOro NOoAKIMYeHn4.



Monb3oBaTenbCcKUe Noakno4YeHus

3aecb oToOpaXkarTCa U HaCTpaMBaKTCA NOAKMYEHNS ANA OTKPbITUS NPUBUIErMPOBAHHbBIX CECCUMN.
,D,J'IFI Kaxxgoro pecypca MOXXHO CO34aBaThb HECKOJTIbKO MOJ1b30BaTENIbCKNX I'IO,EI,KJ'IIO‘-IeHMIZ, ecJ/in Ha o gHOM
cepBepe YyCTaHOBMEHbI HECKOMNBKO NMPUITOXEHUI, K KOTOPbIM HEOOXO0A4MM MPUBUIETMPOBAHHbIN JOCTY.
PaspeweHusn

Bce paspelueHusi, B KOTOPbIX UCMOMb3YeTCs pecypc oTobpaxkatoTcst Ha Bknagke PaspelueHus.
[ns kaxaoro paspelueHus oTobpaxatoTcs crieaytowne AaHHbIe:

¢ Ne — Homep paspelueHus.
» MNonb3oBaTtenu — nonb3oBartenu katanora Active Directory, Ana KOTOPbIX BblAaHbl paspeLLeHus.

e Pecypcbl — pecypchbl, Ha KOTOPbIX MOXET bbITb OTKkpbiTa RDP, SSH unn web-ceccnst 0T UMeHN y4eTHon

3anuncu, yKa3aHHOl7I B pa3peLlleHnin.
° I'Ionpa:q:l,eneHMe — MA noapasaeneHnd, B KOTOPOM COCTOUT pecypcC C AaHHbIM pa3pelleHneMm.

o 3Hauku cTaTyca pa3spelueHus — nojackaska o ctatyce oToGpasuTcsa Npy HaBegeHUN Kypcopa MbILUW.

JlokanbHble y4eTHble 3annucu

Bce nobaBneHHble nokanbHble y4Y€eTHble 3anncu OocTyna OTO6pa)Ka}OTCF| Ha Bknagke JlokanbHble Y4yeTHble

3anucu.
[lna KaXxgoi nokanbHoW y4eTHON 3anucu oTobpaaloTcs crieaylowme AaHHble:

e Umsa — nmsa nokanbHOW y4eTHOW 3anucu pecypca.
¢ PasmelweHne — HasBaHMe pecypca, Ha KOTOPOM pa3MeLLeHa nokarbHas yyeTHasa 3anuchb.
o CocTosiHue — COCTOSIHME B KOTOPOM, HAXOAUTCS JSTIOKanbHas y4eHasa 3annchb.

* MoppaspeneHne — uma nogpasaeneHns, B KOTOPOM COCTOUT pecypc C AaHHOM NTOKaribHOW yYETHON

3aruncblio.

o OnucaHue — NPOn3BOSIbHbIN TEKCT.

pynnbl pecypcoB

I'pynnbl pecypcoB, B KOTOPbIX COCTOUT AaHHbIN pecypc, OTO6pa)KaPOTC$I Ha BKNnagke I'pynnbl pecypcoB.


http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/resources/adding-a-resource/#user-connection-setup

~+ NoBaeute
Uto6bI 4OBABUTL rPYNMYy PECypPCOB HAKMUTE KHOMKY .

Mocne nobaBneHus rpynnbl pecypcoB 6y,u,yT OTO6pa)KaTbCFI cnegywue gaHHble:

e pynna pecypcoB — Ha3BaHue gobaBneHHOW rpynnbl pecypcos.
o Tun noaknoYeHUs — TUN MNOLKITHOYEHUS K PECYPCY.
o Apapec nogknoveHUa — agpec pecypca.

¢ YyeTHasa 3anucb — ydyeTHaaA 3arnncb, KOTOpad UCMNONb3yeTcA Anld NogKni4YeHna K pecypcy.

Ceccumn

Bce akTuBHbIE 1 3aBepLUEHHbIE CECCUM Ha pecypce oTobpaxatoTcst Ha Bknagke Ceccum.
[nsa kaxgon ceccum otobpaxarTcsa cnegyowme gaHHble:

+ MNMonb3oBatenb — nonb3oBarernb katanora Active Directory, KOTOpbI MHULMMPOBAI CECCUto.

¢ YyeTHas 3anucb — y4yeTHad 3anncb, KoTopas ncnonbayetca ans otkpbitna RDP, SSH nnu web-

ceccun.
e Pecypc — pecypc, Ha koTopoMm b6bina oTkpbiTa RDP, SSH nnn web-ceccus ot nmeHun y4yeTHom 3anucu.
o Apapec nogkntoveHusa — hakTU4eCcku agpec NOAKIMHYEHNsST K KOHEYHOMY pecypcy
e [ANnUTenbHOCTb — AfNTENBHOCTb CECCUMN.
e NMopkntoyeHne — TUN NOAKIMIOYEHNS.
¢ NoakntoyeHne k PAM — gata n Bpemsi OTKpbITUSI Ceccum
o 3aBeplLUueHMe — [aTa 1 BpeMs 3aKpbITUsSi CECCUMN.

o CocTosiHne — oTobpakaeT TekyLlee COCTOsiHUue ceccun (AKTUBHAsS UKW 3aBepLUEHHas).

Ytobbl BLIBECTM BCE CECCUM ANSt AAHHOIO pecypca, HaXMUTE KHOTMKY lNMokasaTtb Bce.

CoObiTHusA

Bce cobbiTusa Ha pecypce oTobpaxatoTcs Ha Bknaake CobbiTusA, 3gecb otobpaxatrTcs nocnegHue 5

coObITUN.
[nsa kaxgoro cobbiTvs oToOBpaxarTca crneayroume AaHHble:

o Bpems co3pgaHua — gata n Bpemsi co3gaHnsa coobiTus.

o Kopg — kop coObITuS.



e CoObITME — onucaHune cobbITug.

o KoMnoHeHT — koMnoHeHT Indeed PAM, KoTopbI creHepupoBan cobbiTue.

¢ UHnumatop — ydyeTHaa 3arnncb, KOTopad nHnuymmnpoBalia reHepauunto cobbITKA.

[ns npocmoTpa nogpobHom nHopmaumm o codbiTm HeobxoanMo packpbITh ero. Ytobbl BLIBECTM BCe

coObITUS 4Na aHHOro pecypca, HaxxmuTe kHonky MokasaTb Bce.

Cnyxobl

A NMPEOYNPEXOEHUE
OTa BkIagka oTobpaxaeTcsi TONbKO eCn Ha BbIGpaHHOM pecypce HaCTPOEHO CEPBUCHOE

noakntoyeHme anga Windows.

Bce pobaBneHHble cnyx6bl oTobpaxatoTca Ha Bkrnagke Cnyxobl.

Ansa kaxgon cnyx6bl oTobpaxaloTca cneayowme AaHHbIe:

e Nmna cny>|<6b| — 3Ha4yeHune, 3agaHHoe npu co3gaHnmn CJ'Iy)K6bI. CoBnapgaert co 3HaveHuem nons Nvs

cnyx6bl (Service name) ocHacTkn Cnyx6bl Ha pecypce.

e YyeTHas 3anucb — y4eTHas 3an1cb, OT MMEHWN KOTOPOK 3anyckaeTcs cnyxba.

o OnucaHue — NpPoOn3BOSIbHbIV TEKCT.

Takke Ha 3ToM BKNagke Bbl MOXeTe 00aBuTb cny>|<6y AOJ14 3TOro pecypca, Aand 3Ttoro HaxXmmTe Ho6aBuTb.

Bbi16op nonutukmn gnsa pecypca

1. OTKponTE Npohunb pecypca.

2. Haxmute #, 4To6bl 4OGABUTL UMM U3MEHUTH MOSUTUKY.


http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/resources/setting-up-a-service-connection-for-resources/#setting-up-for-windows
http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/resources/setting-up-a-service-connection-for-resources/#setting-up-for-windows

NobGaBneHue pecypcosB

NoGaBneHne pecypca Bpy4HYHO

[ns npegocTaBneHust 4OCTyna K pecypcy Nonb3oBaTensmM kartanora Heobxoanmo Ao6aeuTtb pecypc B Indeed
PAM.

1. Haxxmute [lobaBuTb B pa3gene Pecypchbl.
2. Buibepute NoapaspeneHue.

3. Beegute Umsa pecypca, DNS n/unu IP-agpec n OnucaHue.
[nsa pecypcos Ha 6a3ze OC Windows Heobxo4MMo yKasbiBaTb peanbHOe MMsi KOMMboTEPA.
Mpu ykasaHuu IP-agpeca yuntbiBante, 4TO OH 06a3aTernbHO AOMKEH BbITb CTAaTUYECKUM.

[N ob6aBneHue pecypcoB u3 ¢panna

1. NogroToBeTe CSV-hann ¢ pecypcamu.
2. Haxmute [lo6aBuTb M3 hanna B pasgene Pecypchbl.
3. Bblbepute co3gaHHbin CSV-hann.

4. Ecnu onsa pecypcoB He06X0AMMO OnpeaenuTb NONMUTUKY NocTaBbTe ranodky Jlo6aBnATb C NOUTUKOM.

5. Haxxmnte CoxpaHuTb.
dopmat cTpoku pecypca B CSV

Uma pecypca; OnucaHue; DNS; IP-agpec; Tun NoJsb30BaTe/IbCKOrO MOAK/KWYEHUA; Adpec
nonb30BaTe/IbCKOro noAakawdeHuA; lopT nonb3oBaTesibcKOro nopakawdeHuA; URL cTpaHuubl BXxopa;
URL cTpaHuupl BXxofda ABNAETCA peryaAapHbiM BblpaxeHuMeMm; WMA yyeTHOM 3anucu Ana CepBUCHOrOo
NnoaKAwYeHna; Tun cepBUCHOro nogknwyveHua; WabnoH cepBucHoro nopknawdeHus SSH; MopT
CepBUCHOro noakwyeHusa; Maponb pna npuBuaerupoBaHHoro Bxopda Cisco

Mpumep



Ha3sBaHue

Nmsa pecypca

OnucaHuve

DNS wnu IP-agpec

Tun nonb3oBaTenbCKOro
NoAKMNYEHUs

A,u,pec NnoJib30BAaTENIbCKOro

NOAKMOYEHNS

MopT nonb3oBaTENLCKOro
NoAaKNYeHns

URL cTpaHuubl Bxoga

URL ctpaHuubl BXxoaa
ABNSAETCA perynsipHbIM

BblpaXXeHNnem

Nmsa yyeTHOM 3anmncu ans

CepBUCHOrIo noagkrir4vYeHnd

Twun cepBUCHOIO

NOAKMYEHNS

Mpuopuret

Obsa3aTenbHbIN

HeobasatenbHbIN

Obsa3aTenbHbIN

Oba3aTenbHbIN

Heobsas3aTenbHbIN

HeobasatenbHbIN

Heobsas3aTenbHbIN

HeobasaTtenbHbIN

HeobasaTenbHbIN

HeobsasaTtenbHbIN

OnucaHue

Nms pecypca B cucteme Indeed PAM.

[Mpon3BOSIbHbINA TEKCT.

DNS wnu IP-agpec pecypca. Heobxoanmo ykasaTtb

OAVH N3 NapaMeTpPoOB.

YKkasblBaeTCcs UMS NOfb30BaTENbCKOro
noakntoyeHuns. loctynHble nonb3oBaTensckme
NOAKIMIOYEHNS N UX UMEHA MOXXHO NOCMOTPETL B
pasgene KoHdurypauum — lNonb3oBaTtenbckoe

noakn4vyeHune.

YkasbiBaetcs IP-agpec unu DNS ans
nepeonpegeneHnsa agpeca nogknoyYeHms npu

MOAOKIOYEHNN K pecypcy.

YkasblBaeTcs NopT Ans ero nepeonpeaeneHus npu
NOAKMHYEHUN K peCypCy.

YkasbiBaetcsa URL ctanuubl Bxoga web-
NPUMNOXEHNS.

YkasbiBaeTcs ecnu 3agaH URL cTpaHuubl Bxoaa.
MpuHumaeT 3HayveHna TRUE/FALSE.

YKasblBaeTCcs MMl CEPBUCHOW YYETHOW 3anucu ot
UMeHN KoTopoun ByayT BbINOMHATLECA CEPBUCHbIE
onepaumn. Y4yeTHas 3anucb JOMmKHa ObiTb
nobasneHa B CUCTEMY.

YkasblBaeTcs UM CEPBMUCHOTO MOAKITHOYEHUS.

MimeHa cepBUCHbIX NOAKMHYEHUIA MOXHO



HasBaHune Mpuopuret OnucaHue

NnocMoTpeThb B pasgene KoHdurypauum —
CepBucHoe nogknioveHue.

YkasbiBaeTca nmsa SSH wabnona, ecnu Tun
LLlabrnoH cepBucHoro _ CepBUCHOro noakntoveHns ykasaH SSH. MmeHa
HeobsizaTenbHbln
nogkntoveHna SSH SSH-wabnoHoB MOXHO NOCMOTPETL B pasgene

KoHdurypaummnm — CepBUCHOE NOLKIOYEHME.

MopT cepBUCHOrO 5
HeoGssaTenbHbii  YkasbiBaeTcs NOPT OIS ero nepeonpeneneHus.

NoAKMNoYeHUd
Maponb ans YKasblBaeTcs Ansg NnpuBUNerMpoBaHHoOro Bxoaa
NPUBUIErMPOBAHHOIO HeobsazatenbHbin  Cisco, ecnu Tun cepBUCHOrO NOAKIIOYEHMS YKa3aH
Bxoga Cisco Cisco I0S.

HacTpoiika nonb3oBaTenbCKOro noaknovYeHus

[nsa kaxxgoro pecypca HeobxoaMmo HaCTpPOWUTb MOJib30BaTEsIbCKOE NOAKITIOHYEHNE, KOTOPOE 6y,1:|,eT

MCNoJib30BaHO AJ1A OTKPbITUA CECCUN Ha pecypce.

Hactpounka RDP-nogknioyeHus

1. Boibepute 3HayeHne RDP B none Tun noaknto4veHus.

2. Ecnu agpec nogkntoyeHus otnudaetca ot DNS nnu IP-agpeca pecypca, TO yKaXuTe ero, Haxkas

YKka3aTb Bpy4HY1O.
3. Beeagute MopT, ecnv otnnyaeTcs OoT CTaHAAaPTHOrO.

4. Bknounte onumio 3anyckaTb Kak agMUHUCTpPAaTop, ecnn TpebyeTcs OTKpbIBaTb CECCUIO C MAapaMeTPOM
mstsc /admin.

5. 3aBepwmTe gobasneHne pecypca.

() MHOOPMALIMSA

I'IpM OTKPbITUN CECCUN MOXHO Bbl6paTb JloKaribHbl€ ONUCKW OnA UCMNOJ1Ib30BaHUA B yﬂaﬂeHHOVI ceccun.

Moakntountbeca 6e3 nepeHaripaBiieHn4d JioKalribHbIX AUCKOB TOXE MOXXHO.




HacTtpouka SSH-nogkno4yeHus

1. Boibepute 3HayeHne SSH B none Tun nogknovyeHus.
2. Ecnn agpec nogkntoyeHnsa otnndaetcs ot DNS unu IP-agpeca pecypca, TO ykaxute ero, Haxas
YKka3aTb Bpy4HYHO.

3. Beeaute MNMopT, ecnu otnnyaeTcst OT CTaHAapPTHOrO.

4. 3aBepLunte gobaBneHue pecypca.

HacTponka kKnmeHTCKOro nogknoyeHus

B Indeed PAM ctaHgapTHbIMK aBnsatoTcsa noakntodeHna RDP 1 SSH, octanbHble TUNbI NOAKNHOYEHWS,
Hanpumep, Beb-ceccus, nnun nogkntodeHne k CYB/[, HacTpamBaroTcs OTAENbHO ANs KaXaoro Lenesoro
npunoxeHua. [lanee 6yayT paccMOTpEHbI MPUMEPbLI HACTPOWKM NOAKNoYeHUs K Beb-koHconu Citrix
NetScaler n MS SQL Managemet Studio. [Nocne yctaHoBku Indeed PAM 3T Tvnbl nogknioyeHns dyayT
OTCYTCTBOBAaTb B CNUCKE NMOAKMOYEHMIA. [1na co3aaHnsa HOBOro Tyna nogkntoyeHns Heobxoanmo obpatutbes

cnyx6y TexHnyeckon nogaepxkm Indeed.

Hactpounka Beb6-ceccumn

1. Boibepute 3HadeHune Citrix NetScaler B none Tun noaknto4veHus.
2. Beegute URL BeG-npunoxeHus.
3. Beeaute URL cTpaHunubl Bxoga BeEG-NpUNoXeHUs.

4. 3aBepwmnte gobaBneHne pecypca.

() VH®OPMALMSA

Ecrnim URL CTpaHUuUbl BXoAa MOXET HE COOTBETCTBOBATb YKa3aHHOMY 3Ha4Y€HUIKO MNMocrie o6pau.|,eH|/|$| K
HEeMY, TO BKITHOYUTE ONnuuio Perynﬂpl-loe BblpakeHue. Onuusa nossonsieT YKa3blBaTb BblpaXeHne,

KoTopomy ByaeT cooTBETCTBOBaTL Nt0O0e 3HaYeHne agpeca.

HacTtpouka nogkniovyeHusa kK CYb[]

1. BbiGepute 3Ha4yeHne MS SQL Management Studio B none Tun nogknoYeHus.

2. Ecnu agpec nogkntoyeHus aksemnnsapa MS SQL Server otnuyaetcsa ot DNS mnnu IP-agpeca pecypca,

TO YKaXuTte ero, HakaB Yka3aTb BPY4HYIO.

3. Beeaute MopT npm HeobxoanMocCTu.



4. Mepeonpenennte NpPor3BOsbHbIE NOMA U3 WabnoHa npyu HeobxoaMMocCTH.

5. 3aBepLmTe gobasBneHne pecypca.



HacTtponka cepBUCHOro NnoAaKn4YeHus
ANA pecypcoB

Ansa pecypcos Ha 6a3e OC Windows, OC *nix 1 CYB MS SQL Server, MySQL, OracleDB u PostgreSQL, a
Tawke Cisco I0S u Inspur BMC MOXHO HacTpouTb CEpBUCHOE NMOAKIIOYEHME, KOTOPOE NMO3BOSUT BbINOMHATD

onepauuu:

« [poBepka coeanHEHWs1 C PECYPCOM.

o CUHXPOHU3aLUMS YYETHbIX 3amnnCceil.

 [poBepka Napons n Knya y4eTHbIX 3anuncen.

o COpoc napons 1 Krya y4eTHbIX 3anuncen.

o CuHXpoHU3auus rpynn 6e30MnacHOCTM yYETHbIX 3arnmceil.

o CuHXxpoHu3aums gaHHbix o sepcumn OC nnu CYB[.

HacTporka cepBMCHOIo NOAKIYEHNA MOXET ObiTb OCYLLIECTBNEHA Kak Npu obasneHnn pecypca, Tak n
nocne ero gobasnenus B Indeed PAM, B aHHOWN cTaTbe ByoyT pacCMOTPEHbI NPUMepPbl HACTPONKK

CEPBNCHOIO NOAKIMIOYEeHNA ONA yXKe ,D,OGaBJ'IeHHbIX B CUCTEMY PECYPCOB.

(D NPUMEYAHUE

MNpoBepka naponer nokanbHbix Y3 pecypco nog ynpaeneHnem OC Linux MOXeT BbINONHATLCA 6e3

HaCTPOWKN CEPBUCHOTO MOAKIIOYEHUS K pecypcy.

NoGaBrieHne y4yeTHbIX 3anuceun

CepBucCHbIe onepauun BbIMOHATCA OT UMEHN CEPBUCHOWN YYETHOM 3an1cuy, B pOnv CEPBUCHON MOXET ObITb
Ha3Ha4eHa kak fnokarnbHas y4eTHas 3an1cb pecypca, Tak U JOMEHHasi ydeTHas 3anuck. Nepen HaCcTPOWKOW

CepBUCHOro nogkrir4vYeHund Heobxoaumo nobaBuTb B CUCTEMY JTOKalrlbHYH U JOMEHHYH YYETHYIO 3anunchb.

o [lo6GaBneHune pecypca
o [loGaBneHune nokanbHbIX YY4ETHbIX 3anucen
o [lob6aBneHune JomeHa

° ,D,O6aBJ'IeHI/|e OOMEHHbIX YYETHbIX 3anmcemn


http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/resources/adding-a-resource/
http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/resources/resource-operations/#adding-an-account
http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/domains/adding-a-domain/
http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/domains/domain-operations/#adding-an-account

BbIOOp 1 HacTpouKka cepBUCHOro NOAKIOYEHUNA

« OTKpOIiTEe NPodUIb pecypca n HaxmuTe # cnpasa oT napameTpa CepBMCHOE NoAaKIIoUYeHue.

o Bknouute onumio Ucnonb3oBaTtb KOHHEeKTOp Anda cepBUCHOIo NoAKMO4YeHus.

HacTtpouka cepBucHoro nogknrwo4veHusa ana OC Windows

o Bbibepute KoHHekTOop — Windows.

o Ecnu agpec nogkntoyeHus otnmyaetca ot DNS nmenun/IP agpeca, ykaxuTte ero, oTMETUB oNaXkkoMm
COOTBETCTBYIOLLNA MYHKT.

CepBUcHOE NoAKArOUYEeHNE =

Mcnone=0BaTe KOHHEKTOD ANR CEPBUCHOMD NOAKIHIYEHWA
KoHHekTOp

Windows A

Anpec NoAKNHIYEHWA

win2019.indeed-id.local

McnonezoeaTe ApyTOA 3apec ANA NOAKAHKYEHWA

BbiGop cepBUCHOM YY4ETHOMU 3anucu

o Beeante UMmsa nokanbHOW 1 OMEHHOM YY€THOM 3annCK NOMHOCTbIO UM YaCTUYHO.
e BbiGepute y4eTHyto 3annce.

° 3aBep|.|.||/|Te HaCTpOVIKy CEepBUCHOIO NMOAKITHYEHNUA.



HacTtpouka cepBucHoro nogknioyveHmna ana OC *nix

o Bbibepute KoHHekTop — SSH.
¢ Bbibepute LLIabnoH cepBMCHOIO B3anMOLENCTBUA.

o Ecnu agpec nogkntoyeHus otnmyaetca ot DNS nmenun/IP agpeca, ykaxuTte ero, oTMETUB oNaXkkoM
COOTBETCTBYIOLLNA MYHKT.

o BBeaute nopt, ecnu oTnnyaeTcs OT CTaHO4APTHOrO.

CepBUCHOE NOAKNHOUEHWE =

Mcnonezceate KOHHEKTOPR 40R CEDBWMCHOND NOAKAKYEHWA

KonHexTop

S5H W
Wabnon

FreeBSD en v

Anpec NoAKAHIUSHNA

websrv.indeed-id.local

[ MicnonszoeaTe ApYrod aapec 408 NOgKNKYEHKR
MNopt

2

Ml

O NOACKA3KA

B none LWa6noH HaxoaaTcs wabnoHsbl cepBucHbIX onepauni ana OC *nix. o ymonyaHuio wabnoHsbl
cepBucHbIX onepaunn ans OC *nix otcyTcTBytoT B Indeed PAM. [Insa co3gaHna n gobasneHus wabnoHa

Heobxoammo obpaTuTbCsa B Cnyby TexHnyeckon nogaepxku Indeed.

Bbi6op cepBMCHOM y4eTHOM 3anucu

* Beegute Umsa nokanbHon yquHoﬁ 3anucu rnorHOCTb UM 4aCTU4HO.



» Bbibepute yyeTHyH0 3anmco.

o 3aBepLUNTE HACTPOWKY CEPBUCHOIO MOAKIOYEHNS.

HacTtpouka cepBucHoro nogknroveHuma ana CYbl MS SQL Server

» Bbibepute KoHHekTop — Microsoft SQL Server.

o Ecnun agpec nogkntoyeHus otnmyaercsa oT DNS nmenwn/IP agpeca, ykaxuTte ero, oTMETUB OakkoMm
COOTBETCTBYHOLLMI MYHKT.

CepBUCHOE NOAKNHOUEHWE =

McnonszcBaTe KOHHEKTOR 4NR CEPBMCHOMC NMOAKIHIYEHWA
KoHHexTOpR

Microsoft SQL Server "

Adpec NOAKNHIYEHA

sqglsrvl.indeed-id.local

lcnonezoBaTe ApYroi agpec 48 NoLKIKYEHKMA

Bbi6op cepBMCHOM y4eTHOM 3anucu

o Beeante UMa nomeHHOM y4yeTHOM 3annucu unu yyetHou 3anmcu CYB[] NONHOCTLIO UM YaCTUYHO.
e Bbibepute yyeTHyto 3anuchb.

e 3aBeplunTe HaCTPOWKY CEPBUCHOIO MOAKMHOYEHNUS.

() NPUMEYAHUE



Ecnn ak3emnnap MS SQL Server Bxoant B coctaB gomeHa Active Directory, To B kauecTBe CEpPBMCHON
MOXHO MCNOSb30BaTh Kak AOMEHHbIe, TaK 1 ydeTHble 3anucn CYB. Ecnn aksemnnap MS SQL Server
He BXoauT B cocTaB foMeHa Active Directory, To B kKa4ecTBe CEPBMCHOM MOXHO UCMOMb30BaTh TOSbLKO
y4yeTHble 3anucu CYB/.

HacTtpouka cepBucHoro nogknioveHma ana CYB[ OracleDB

o Bbibepute KoHHekTop — Oracle Database.

o OTmeTbTe (hnaxkkom onumio Ucnonb3oBaTb APYron agpec Ans noaknYeHUsa 1 BBEAUTE CTPOKY
nogkntoveHuns Kk CYB[] snaga host[:port][/service name].

CepBUCHOE NOAKNHOUEHWE =

lcnonszoBaTe KOHHEKTOP ANR CEQEWMCHOMD NOAKIHIYEHUA
KoHHekTop

Oracle Database A

Adpec NOAKNHIYEHA

araclesrv.indeed-id.local:1520/orcl

McnonezoeaTe ApyTOA 34pec ANA NOAKAHKYEHWA

BbiGop cepBUCHOM YY4ETHOM 3anucu

o Beeante Uma yuyeTtHom 3anmucu CYB[] NONHOCTLIO UM YaCTUYHO.
e Bbibepute yyeTHyto 3anuchb.

e 3aBepLunTe HaCTPOWKY CEPBUCHOIO MOAKMHOYEHMS.



HacTtpouka cepBucHoro nogkntoveHus ana CYb[l PostgreSQL vinu
PostgreSQL Pro

o Buibepute KoHHekTOop — PostgreSQL.

o Ecnu agpec nogkntoyeHus otnmyaetca oT DNS nmenun/IP agpeca, ykaxuTte ero, oTMETUB ONaXkkoM

COOTBETCTBYIOLLNA MYHKT.

o BBegute nopt, ecnu oTnnyaeTcs OT CTaH4APTHOrO.

CepBUCHOE NOAKNHOUEHWE =

McnonszcBaTe KOHHEKTOR ANR CEPBMCHOMC MOAKIHIYEHMA
KoHHexTop

PostgreSQL hd

Anpec NoOAKTHYSHAA

postgres.indeed-id.local

(] WMenonezoeate Apyroi aapec 408 NOAKAKYEHWUA
Mopt

5432

Bbi6op cepBMCHOM y4eTHOM 3anucu

o Beeaunte Umsa yyeTtHom 3anmncu CYB[] NOMHOCTbLIO UM YaCTUYHO.
o Bbibepute yy4eTHyO 3anuch.

° 3aBep|.|.|V|Te HaCTpOVIKy CEePBUCHOTIO NMOAKIHYEHNA.

Hactpounka cepBucHoro nogknodeHusa ana CYb] MySQL

o Bblbepute KoHHekTOp — MySQL.



o Ecnun agpec nogkntoyeHus otnmyaetcsa ot DNS nmenwn/IP agpeca, ykaxuTte ero, oTMETUB haXkkoM
COOTBETCTBYHLLMI MYHKT.

* Beegute nopT, ecrnn oTrnn4yaeTca OoT CTaHOapTHOrO.

CepBUCHOE NOAKNHOUEHWNE -

lcnonszoBaTe KOHHEKTOP ANR CEQEWMCHOMD NOAKIHIYEHUA
KoHHekTop

MySQL v

Anpec NoAKAHIUSHNA

mysqgl.indeed-id.local

McnonezoeaTe ApyTOA 34pec ANA NOAKAHKYEHWA

MNopt

(8]

306

BbiGop cepBUCHOM YY4€THOM 3anucu

o Beeante Uma yuyeTtHom 3anmucu CYB[ NONHOCTBLIO UM YaCTUYHO.
» BbiGepute y4yeTHy0 3anuce.

e 3aBepLunTe HaCTPOWKY CEPBUCHOIO NOAKMHOYEHMS.

/\ NPEQYNPEXAEHUE

[ns BbINoNHeHUsA cepBuCHbIX onepaumi Indeed PAM mncnonbayet tun

ayTeHTUdVKauun mysql_native_password, octanbHble TUMNbl ayTeHTUMKaLNN He NoaaEePKNBAKOTCA.

HacTtpoika cepBucHom y4yetHon 3anucu MySQL

o OTKpOViTE NPOUIL CEPBUCHON yyYeTHOoM 3anuc MySQL u HaxxmuTe # cnpasa ot napametpa Ums.



o 3anonHuTe norne YKaxute HOBOe 3Ha4YeHMe XocTa ANisl YYeTHOW 3anucu.

Hactpounka cepBucHoro nogknrodeHusa ansa Cisco 10S

o Bbibepute KoHHekTop — Cisco 10S.

e Ecnu HGOGXO,D,I/IMO 3adaTtb naposb Ad NpuBuUIiermMpoBaHHOro pexnma, noctaBbT€ COOTBETCTBYHOLLYIO
rariouKky n yKaxuTe €ero.

o Ecnu agpec nogkntoyeHus otnmyaetca ot DNS nmenu/IP agpeca, ykaxuTte ero, oTMETUB hNaXkkoM
COOTBETCTBYHOLLMNA MYHKT.

o BBeaute noprt, ecnu oTnnyaeTcs OT CTaH4APTHOrO.

CepBUCHOE NOAKNHOUEHWE =

McnonszcBaTe KOHHEKTOR ANR CEPBMCHOMC MOAKIHIYEHMA
KoHHexTop

Cisco 105 W

[ MpWEMASrMpoOBEaHHBIR PEXMM MMEET Napos
ANpec NOAKTHIUEHWA

ns1.indeed-id.local

McnonezoBaTe APYToOA aapec ANA NoO4KIKYEHWA
Mopt

2

k=)

Bbibop cepBMCHOM y4eTHOM 3anucu

» Beeaute UMsi nokanbHOM y4YeTHOW 3anMCK NOMHOCTLIO UMW YaCTUYHO.
e BbibepuTe yy4eTHyto 3anmce.

° 3aBep|.|.|V|Te HaCTpOVIKy CEPBUCHOIO NMOAKITHYEHNUA.


https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst2960l/software/15-2_7_e/configuration_guide/sec/b_1527e_security_2960l_cg/controlling_switch_access_with_passwords_and_privilege_levels.html#task_zx3_r44_4jb

HacTtpouka cepBucHoro nogkniodveHua ansa Inspur BMC

o Bbibepute KoHHekTOp — Inspur BMC.

o Ecnu agpec nogkntoyeHus otnmyaetca ot DNS nmenu/IP-agpeca, ykaxuTte ero, oTMETUB (hrnaKkoM

COOTBETCTBYIOLLUMNIA MYHKT.

e BBeaute nopt, ecnu oTnn4yaeTcs OT CTaHO4APTHOrO.

CepBUCHOE NOAKNHOUEHWE =

lcnonszoBaTe KOHHEKTOP ANR CEQEWMCHOMD NOAKIHIYEHUA
KoHHekTop

Inspur BMC v

Anpec NoAKNHIYEHWA

nodel.indeed-id.local

MlcnonezoBaTe ApyTol aapec 4NA NOLKNKYEHKMA
MopT

2

k=)

BbiGop cepBUCHOM YY4eTHOMU 3anucu

» Beegute UMA nokanbHOW yY4eTHOM 3anMCcu NOSTHOCTBIO UIN YaCTUYHO.

e BbibepuTe yyYeTHyo 3anmce.

e 3aBepLUnTE HACTPOWKY CEPBUCHOIO MOAKIOYEHNS.



Onepauun Hag pecypcamu

PenaktupoBaHue pecypca

[ns peaakTMpoBaHWsa OOCTYMHbI Crieaytolme nons pecypca:

* Nmsa pecypca;

e OnucaHue;

e MNoapaspeneHue;

e [lonutuHkKa;

e Monb3oBaTenbckoe NOAKMNIOYEHUE;

° CepBVICHOE noakn4yeHue.

YTtoBbl OTPEAAKTUpPOBaTh pecypc, HaxmuTe # B npodune pecypca crpasa oT HY>KHOro napametpa.

YoaneHue cBA3aHHbIX CYLHOCTEMN

[ns ynaneHus 3Ha4eHnn 4OCTYNHbI CrieayoLmne nons pecypca:
e lMonutuka,

° CepBVICHOE noakn4yeHue.

A NMPEOYNPEXOEHUE

Mpw yaaneHum cepBMCHOIO MNOAKIIOYEHNS C pecypca BCE CBA3aHHbIE C HAM CY>XObl Takke yaansitoTCs.

YnaneHHsle CJ'Iy>K6bI HeIb34 BOCCTAHOBUTD.

YnaneHHole CJ'Iy>K6bI nepecrarwT OTO6pa)KaTbCFI B pa3ferne Cﬂy)KGbI, HO UX MOXXHO MNMPOCMOTPETL C

NOMOLLIbIO pacCLUMPEHHOro rnoncka.

YTobbl yoannTtb nOﬂVITVIKy NInn CepBMCHoe noagkKnw4yeHue C pecypca, HaxXMnTe MKOHKY KOP3UHbI B

npodpoune pecypca cnpaBa OT HYy>KHOro napameTpa.

[Nob6aBneHue Nonb30BaTesIbCKOro NoaKno4YeHus


http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/services/
http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/services/#removed-services-search
http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/services/#removed-services-search

®yHKUMA NO3BONSAET 4OOABUTL OQHO UITM HECKOMNBbKO NONb30BaTENbCKUX NOAKMIOMEHWNIA, OCTYMHbLIX ANS

OaHHOIo pecypca.

1. Haxxmute lo6aBuTb Ha BKknagke Nonb3oBaTenbCcKue NOAKNIOYEHUS.
2. Bbibepute TN NOAKNIOYEHMS.

3. YkaxuTte agpec, nNopT NOAKNKYEHNA U Apyrme napameTpbl Nosfib30BaATESIbCKOIro NOAKMIOYEHUA.

[JobaBneHne y4eTHOU 3anuUcu

dyHKUMA nossonseT obaenaTtb B Indeed PAM nokanbHble y4eTHbIE 3anucu pecypca, KotTopble MoryT
MCNonb30BaTbCA N5 NpeaoCTaBneHms OCTyna Ha pecypc.

o HaxmuTte [lo6aBUTb Y4e€THYIO 3anmucb B npocune pecypca.

» Beeante UMsa yuyeTHom 3anucu n Onucaxue.

Maponb n SSH-knovY

Ecnu ons pecypca cepBucHoe nogkntoydeHne ¢ Tunom SSH, 1o npu gobasneHnn y4eTHOWM 3anmcu NosiBUTCA
BO3MOXHOCTb reHepaumm unm py4yHoro gobasneHnsa He TonbKo napons, Ho U SSH-kntova. Takke, Ansa Takmx
YYETHbIX 3an1cen eCTb BO3MOXHOCTb HE YCTaHaBNUBaTb Naposib, MacTep HAaCTPONKM OToGpasnT
AOMONMHUTENbHBIN NYHKT NpK HacTpourke napons — He 3apaBatb. Huxe Byget paccMoTpeH npumep
nobasneHuns yyetHon 3anmncu OC *nix. Mpun gobasneHumn yveTHbix 3anucen OC Windows n CYB/[ 6yaet
OTCyTCTBOBaTb NyHKT He 3apaBaTb Npu HacTporke napons, 1 ByaeT oTcyTcTBOBaThb CTpaHuLua Ansg

reHepaLum Unn pyvyHor yctaHoBku SSH-kntova.

HacTtponka napons

o Bbibepute nyHkT He 3apgaBaTb, CreHepupoBaTh Crly4amMHbin naponb 1 3aaaTtb Nnaposnb
BPYUHYHO.
e BBeauTte naponb unun npogosmkmte Bbibpas NnyHKT He 3apgaBaTb unn CreHepupoBaTh CrnyYanHbIn

naponb.



HoBbiii naponb .

(O He zagaeats
@ CreHepWpoBaTe CNYYaiHeIA Napons

() 338aTe NapoE BRYYHYHD

HacTtpomnka SSH-knroua

o Bbibepute nyHkT He 3apaBaTb, CreHepupoBaTb HOBbIn SSH-knto4 nnn 3apgatb SSH-knoy
BPYUHYHO.
e Bbibepute hann SSH-knoya n BBeanTe ero naposnb Unn Nnpogosnknte Boldpas nyHKT He 3apgaBaTthb

nnn CreHepupoBaTb HOBbIN SSH-kntou.

o 3aBeplunte gobaBneHne y4eTHOWN 3anucu.



Hoeblin SSH kKnou

i) He zapaeats
@ CreHepWpoBaTE HOBBIA SSH KAy

() 3anate S5H kaoy epyuHy

MpoBepka coeanMHEHUS1 C peCcypcom

®YHKLMA NO3BOMNAET NPOBEPUTHL CETEeBYIO AOCTYMNHOCTb Ppecypca, KOPPEKTHOCTb afapeca, UMeHU 1 napons

CEPBUCHOWN Y4ETHOW 3anucu.

e Haxmute MpoBepuTb coeanHeHue B npodune pecypca.

CuHXpoHU3auuns

®yHKLMA NO3BONSAET NONYYNTb KOPPEKTHOE UMs pecypca, Bepcuto OC nnn CYB[, nokanbHble y4yeTHble
3anucu pecypca u rpynmnbl 6e30MacHOCTU, B KOTOPbIX OHU COCTOAT. CUHXPOHMU3aumsa JOCTYMNHA TOMbKO ANs
PEeCYpPCOB C HAaCTPOEHHbIM CEPBUCHbLIM NOAKIIOYEHMEM, MHave pyHKumS CUHXpOHU3auuma oyget

OTCYyTCTBOBaTb B Npodure pecypca.

e Haxmute CUHXpOHM3MpOBaTL B Npodune pecypca.



(D NPUMEYAHMUE

YyeTHble 3anucu, kotopble bbinn gobaeneHsl B Indeed PAM npu nomoLum pyHKUmnm
CUHXpOHU3MpOBaTh OyayT oTMeYeHbl cumBonom @, ana npogomkeHus paboTsl ¢ HUMK NoTpebyeTcs
npeaocTaBuUTb CUCTEME MX Naposb, U COPOCUTL €ro Ha cryvanHoe 3HadeHue. NogpobHoe onucaHve

npouecca noareepXxXaeHmd y4eTHbIX 3anuceun onucaHo B cTaTbe.

BrnokupoBka

®PyHKLMA NO3BONSAET NPUOCTAHOBUTL AENCTBUE BCEX pa3peLleHnii, B KOTOPbIX MCMOMb3yeTcsl pecypc.
o HaxmuTte 3abnokupoBathb B npodune pecypca.

(D NPUMEYAHUE

Pecypc 6y,1:|,eT oTMmeueH cumsoriom ©. Bee paspelleHnd, B KOTOPbIX pecCypcC ABJIIAETCA Y4aCTHUKOM,

OyaoyT OTMeYeHbl CUMBOJIOM

YnaneHue/BoccTaHOBIIeHMeE pecypca

YnaneHue pecypca

Mepepn yoaneHvem pecypca Heobxoaumo yaanuTb BCE YYETHbIE 3anvcu, KoTopble Obinn gobaBneHbl 13

yaansiemoro pecypca.

/\ MPEQYNPEXOEHUE

Mpn yoaneHnn pecypca Bce CBsA3aHHblE C HUM CNYX0Obl Takke yaanawTcs. YaaneHHble cryobl Henb3s

BOCCTAaHOBUTb.

YnaneHHble cny6bl nepecTatoT oTobpaxaTbes B pasaene Cnyx6bl, HO X MOXHO NPOCMOTPETL C

NOMOLLIbIO pacCLUMPEeHHOro rnoncka.

1. OTkponTe Npodunb pecypca.

2. Haxxmunte Yopanutb.


http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/accounts/account-operations/#account-confirmation
http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/services/
http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/services/#removed-services-search
http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/services/#removed-services-search

BoccTaHoBneHue pecypca

/\ NPEAYNPEXAEHUE

Mpu BOoCcCcTaHOBMNEHWM pecypca CBA3aHHbIE C HUM CNyX6bl He BoccTaHaBnmBatoTcs. Crnyxobl
notpebyetca ,obaBuTb 3aHOBO. MHopmaLmio No yaaneHHbIM cry>k6am MOXHO NMPOCMOTPETL C
MOMOLLIbIO pacLIMpeHHoro noncka B pasgene Cnyxobi.

1. HaxxmuTte PacwmpeHHbIn nonuck B pa3gerne Pecypcbil.

2. Beegute Umsa pecypca unu Agpec (DNS agpec/IP agpec) nonHOCTLIO UITM YaCcTUYHO.
3. Bbibepute ans nons CocrtosiHMe 3HayeHne YaaneH n Haxmnte Hantu.

4. OTKponTe Npohusib pecypca n Haxmute BoccTtaHOBUTDL.

5. Beeaute NPUYNHY BOCCTAHOBIIEHUNA U HAXMUTE BoccTtaHOBUTL.
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MaccoBble onepauun Hag pecypcamu

HacTtpounka cepBUCHOro nogkKno4YeHus

e B pasgene Pecprbl OTMETbTE OANH UITN HECKOJ1bKO PECYPCOB N HAXMUTE HaCTpOVITb CcepBUCHOe

coegunHeHwue.

(D NPUMEYAHUE

[ns BbIOpaHHbIX pecypcoB ByayT HaCTPOEHbI OANHAKOBLIE TUMbl CEPBUCHbBIX MOAKIOYEHMI 1 BbIOpaHa

OoAdHa cepBUCHasdA y4eTHaA 3anuchb. B kauecTtBe CGpBI/ICHOI?I yquHon 3anncn pekomeHayeTcA
ncnornb3oBaTb AOMEHHYHO YY4ETHYIO 3aMnnCb, KOTOpadA MMEET MNpaBa JIOKalibHOro agMmMHMUCTpaTtopa Ha

BCEX BblGpaHHbIX pecypcax.

MpoBepka coeAUHEHUs1 C pecypcom

» B pasgene Pecypcbl OTMETLTE O[IMH U HECKONbBKO pecypcoB 1 HaxmMmuTe MpoBepUTbL coeanHeHue.

YpaneHue pecypcoB

e B pasgene Pecprbl OTMETbTE OANH UITN HECKOJ1bKO PECYPCOB N HAXMUTE Yoanutsb.

(D NPUMEYAHUE
I'Iepe,q yoaneHnem pecypcoB HeO6XO,D,VIMO yoanntb BCe y4YE€THbIE 3arnncun, Kotopblie Obinun ﬂ,06aBJ'IeHbI

N3 yaansieMbIX pecypCcoB.

YCTaHOBUTb NOJNIUTUKY

e B pasgene Pecypcbl OTMETLTE OAMH UMMM HECKOITbKO PECYpPCOB U HaXXMUTe YCTaHOBUTb NMOSTUTUKY .
o BbiGepute HOBYHO NONUTUKY A51S BbIOpaHHbIX PeCYypCcoB 1 HaxMnTe BbiopaTb.

* B okHe noaTBepxaeHust HaxXMuTe YCTaHOBUTD.



YcTaHOBUTL noapasperieHme

e B pas3pene Pecypcu OTMETbTE OANH UITN HECKOJ1bKO PECYPCOB N HAXMUTE YcTtaHOBUTL
nogpasaerneHue.

o Bbibepute HOBOe noapasgeneHune Ans BolbpaHHbIX pecypcoB 1 Haxmute OK.

e B okHe noatTeBepXaeHmAa HaxXMnTe YcTtaHOBUTL.



MpoBepka oTnevyaTkoB Kntro4yen SSH-
cepBepa

Otnevatku knoven SSH-cepBepa Ncnosnb3yoTes ANs NPOBEPKU NOANIMHHOCTU pecypca B MOMEHT
NnoakmntoYeHns K Hemy. icnonb3oBaHMe OTnevYaTkoB NOMOraeT 3awnTnTbes ot atak Buga MITM (Man in the

Middle).
[na oTneyaTkoB NogaepxmBaeTcs Tonbko opmat SHA256.
[MNoopepxvBaeMble anropuTMbi:

o Ed25519
« ECDSA
« RSA

() MHOOPMALIMSA

I'IpOBepKa BCeraa BKIito4eHa, ee Helb34 BbIKIMIO4YNTb.

Mo>xHO BbIbpaTh pexum npoBepkn B napameTpe AyTeHTUpUKaumua pecypcoB no knrodyam SSH-
cepBepa B pasgene Kondurypauma — CuctemHble HacTponkn — Hactponku SSH-nogknioueHun.

NMpenBapuTenbHble TpeboBaHUS

[ns paboTbl ¢ oTneyaTkamm knoda SSH-cepBepa HyxxHbl NprBuUeriv YnpaBneHust pecypcamm.

PeXXumbl 3anofiHeHnAa oTne4yaTKkoB

CyLecTByeT Tpu pexnma 3anosiHeHus oTnevaTkos Krtoden SSH-cepsepa:
¢ ABTOMaTM4YeCKM 3aHOCUTb OoTrne4vyaTku Knovyen B PAM

B aTtom pexume 3HayeHne otnevatka 3aHocutca B PAM 6e3 yyactus agmuHucTpatopa. OTnevaTok
coxpaHsietca B PAM TonbKo ecnun oH He Obin 4o atoro 3agaH. OTneyaTtok COXpaHAETCH B MOMEHT

MCMNONb30BaHWsA CEPBMCHOMO NOAKIMOYMEHMS (NPOBEpKa COeqMHEHNS, MPOBEPKa/poTaLmns naponen,
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nposepka/poTtauma SSH-knya, CUHXPOHU3aUUs) UM B MOMEHT MCMOSb30BaHUSA NOMb30BaTENbCKOro
noaknoYeHns (Npu oTKPbITMM ceccum nonb3oBaTtenem). OTneyaTok 3aHOCUTCH TONbKO OAMH pas, nocre
3TOro TONbKO NPOBEPSETCS, TO €CTb OH HE Nepe3anucbiBaeTcs. MNpoBepka oTneyaTka NPoMCXoanT

Bceraa.

e 3aHocuTb oTne4yaTtkn B PAM TONbKO Bpy4HYyHO

B aTom pexume coxpaHeHune otneyaTtka B PAM BbinonHaetrca agmuHuctpartopom PAM. AgMmuHnctparop
PAM mMoXeT Bpy4HYyI0 yKa3aTb 3HaudeHue oTrnedartka, npeasapuTensHO BbiIbpaB 0guH U3 Tpex AOCTYMHbIX
anropMTMOB UMM NOSTYYUTb FOTOBOE 3HAYEeHWe oTrneyaTka ¢ yaaneHHoro xocta. lpoBepka otrnevartka
npovcxoauT Bcerga. Ecnu otnevaTok He ykasaH, TO NogkmtovYeHne HegoCTYMHO.

o 3aHocuTb otneyatkun B PAM Tonbko BPY4YHYIO U NMPOBEpPATb, TOJNIbKO €CJiIh OHU YKa3aHbl

B aTtom pexume coxpaHeHune otneyaTtka B PAM BbinonHsetrca agMmuHuctpatopom PAM. AgMmuHuctparop
PAM mMOXeT Bpy4HYIO yka3aTb 3HauYeHue oTrneyartka, npeaBapuTensHO BbiIbpaB 0guH U3 Tpex AOCTYMHbIX
anropuTMoB WUNn NOy4YnTb FOTOBOE 3HAYeHWe oTnevarka ¢ yaaneHHoro xocta. OTnvymne aToro pexuma
OT NpeablayLLero B TOM, YTO €CNK OTNEYaTOK He yKasaH, NpoBepKa oTnevaTtka BbINOMHATLCS He Byaer.
To ecTb ecnun oTNeYaTok He ykasaH, NoAKNiYeHne K pecypcy BCe paBHO JOCTYMHO.

He pekomeHayeTca BbIOMpaTh 3TOT BapUaHT, T.K. 3TO CHUXAET YpOBEHb MHAPOPMALIMOHHON

©e3onacHocTw.

Bbi160op pecypcoB ana gobasBrieHNAa oTne4yaTkoB

1. OTKponTe pasgen Pecypchbl.
2. OTkponTe PaclumMpeHHbIN NOUCK.

3. BblbepuTte ogHO 13 3HayeHuin B none OTnevyatok SSH-kntova:
o He coBnapgaet B CIN/MMN
[1na noncka pecypcos, Y KOTOpbIX 3Ha4yeHne oTneyaTka B PAM n 3HayeHMe oTnevaTtka Ha pecypce

He coBnagatoT ApYr C APYroM.

o He yctanoBneH B CI/MN
[na noucka pecypcos, AN KOTOPbIX OTreYaTok He 3aHeceH B PAM.

[lobaBneHmne oTnevyaTKkoB

[ob6aBnaTb oTNeYaTkm MOXHO TpeMsi cnocobamu:



e BPYYHYIO
e aBTOMAaTM4eCcKu
e [PYnnoBoOu onepaunen

[Job6aBrneHue oTne4yaTKkoB BPYUHYHO

BBecTn 3Ha4yeHMe oTneyaTka CaMoCTOSITENIbHO Mony4nTb 3Ha4YeHMe oTnevyaTKa c pecypca

[Onsa nobaeBneHuns otnevartka ons CEepBUCHOrIo Noakrir4YeHund BbinoJIHUTE criegyrouine AencTemS:

1. OTKponTe NPOohunb HYXXHOro pecypca.
. Haxxmute ¢ cnpaBa ot nonsi CepBMCHOE NOAKMIOYEHME.

. B cekumn OTnevyaTtok SSH-kntouva BbibepuTe YKasaTb BPYUYHYHO.

A WDN

. Boibepute Anroputm. PekomeHayetcs BoibmpaTe Ed25519, notomy 4TO 3TO camblvi 6e30onacHbIv

BapUaHT.
. BBeaute 3HayeHne B none OTnevyarTok.
. Haxxmute Bnepega.

. BbibepunTe Hy>XHYH0 CEPBUCHYIO YYETHYHO 3anuchb.

0 N O O

. Haxxmute CoxpaHuTb.

[na no6aeneHus oTrneyaTka Ans nNosib30BaTerlbCKOro NoaKMYeHUs BbIMOMNHUTE crieaytoLlmne AeiCTBUS:

1. OTKponTe Npochunb HYXHOro pecypca.
. Hangute HyxHoe nogkntodeHune ¢ Tmnom SSH n HaxmuTe PegaktpoBaTtb.

. B cekumn OTnevyaTok SSH-kntova BbibepuTe YKasaTb BPYUYHYHO.

WD

. Boibepute Anroputm. Pekomenayetcs BblibupaTtbe EA25519, noToMy 4TO 310 cambln 6e3onacHbIn

BapuWaHT.

)]

. BBeguTte 3HayeHune B none OTnevaTok.

6. Haxxmute CoxpaHuTb.

[JoGaBneHne oTne4yaTkoB aBTOMaTU4YECKMU

/\ NPEAYNPEXAEHUE



OT0T cnocob paboTaeT TONbKO ecnu B HacTponkax SSH-nogknoyeHnn BoibpaH pexmm
ABTOMaTM4YeCKM 3aHOCUTb oTneyvyaTku Knoven B PAM.

Otnevatkn ans CepBUCHOrIo nNoakrir4yeHnd 3agatoTcd aBTOMatn4eCkm B MOMEHT UCMOJIb30BaHNA CEPBUCHOIO
NOAKIMKYEHUA, HanpumMmep:

e MNpOBEpKa COeAMHEHUS
e MpoBepKa UnNu cMeHa napong unm SSH-knw4va no pacnnucaHuio

e CUHXpOHM3ALMSA pecypca

OTnevaTtkn A4ns Nonb3oBaTeNbCKOro NOAKIYEHNSA Takke 3a4al0TCs aBTOMaTUYeCkn B MOMEHT

MCNOJ1b30BaHNA MNONMb30BaTElIbCKOIro NoaKn4YeHnaA, To eCTb Npu OTKPbITUM CECCUN NOJ1b30BaTENEM.

() MHOOPMALIMSA

B aBTOoMatnyeckom pexnmMme oTnev4aTkm TOJNbKO 3aHOCATCA, HO HE nepe3anncbiBaroTCA.

Job6aBneHne oTnevyaTKoB rpyrnnoBOM onepauuen

C nomolLLblo 3ToM onepaumm MOXHO 3afaTb OTNeYaTku AJ1si HECKONbKUX pecypcoB cpasy. [ns aToro
BbINONHUTE cnegyowmne 0enNcTBUs:

1. OTkpownTe pasgen Pecypchbl.

2. Bbibepute 0anH U HECKONbKO PECYPCOB, Y KOTOPbIX €CTb CEPBUCHOE U/MNKN NOSb30BaTENbCKOE
nogknodyenme ¢ Tmunom SSH n He 3agaH oTneyvyaTok Kro4a.

3. Haxxmute Mony4nTb oTnevyaTok ¢ pecypca v noareepante encTBme KHonkon Bnepea.

() UH®OPMALUSA

C nomolLLbto aTomn onepauunn oTnevyaTkm 3aHOCATCA TOJIbKO €eCllv A0 3TOro 3Ha4yeHmne oTrneyvyartka ObIno He
3aaHo, TO eCTb MMelLnecd oTre4aTkmn He rnepes3arnmcbiBaloTCA.

JononHuntenbHaa uHcpopmauma o padbote
oTrne4vyaTtkoB SSH-knro4yeun



ATpnbyT OTneyaTtok SSH-kno4Ya NpmBs3aH He K pecypcy, a K nogkndeHunto. Noatomy y obounx Tmnos
NOAKIIOYEHNI (CepBUCHOE M NOMb30BaTENbCKOE) €CTb CBOM aTpmnbyT Anga otnedatka SSH-kntova. 310
CAenaHo Ans cnyyaes, Koraa Ha yaaneHHoOM XocTe yctaHoBneHo 6onee ogHoro SSH-cepeepa. ®akr
Hann4nsi UM OTCYTCTBUSA OTNeYaTKka y OgHOro U3 NOAKNIYEHUI He BNUSieT Ha paboTy apyroro. MNoatomy
3HaYeHMs OTMNEYaTKOB ANSA pasHbIX NOAKIHOYEHUI OQHOMO M TOrO e pecypca MOryT cogepaTb pas3Hble

3Ha4YeHu4.

MpoBepka oTneyatka SSH-knto4a BbINOMHSAETCA A0 ayTeHTUdUKaLMM Ha pecypce, T.e. 40 nepegayu

YYETHbIX JaHHbIX Ha pecypc.

Ecnu B HacTponkax SSH-nogkntoveHun BbibpaH pexxum 3aHocuTb otneyaTtku B PAM Tonbko
BPY4Hyt0 1 aTpmbyT Ans otneyatka B PAM octancs He3anonHeHHbIM, TO NOAKII0YEHNE K pecypcy
Oynet HegocTynHo. B xypHane nossuTcs cobbiTMe O HeyCneLHOM NOAKMYEHUN, Ha CTpaHuLE pecypca
NOSIBATCA NpeaynpexaeHne KpacHoro LBeTa ¢ onMcaHmeM NpuYnHbl OLWMOKN, nepedncneHmnem

HecoBMNaBLIMX OTMNeYaTKoB N yKa3daHneM Tuna noaKIir4YeHn4.

Ecnu B HacTponkax SSH-nogkntoveHni BbibpaH pexxum 3aHocuTb otnedyaTtku B PAM Tonbko
BPYUHYH0, aTpubyT Ans otnedatka B PAM 3anonHeH, a Ha pecypce OTCYTCTBYET KNtoY AN yKa3aHHOro
anropuTmMa Unm OTCYTCTBYIOT NHOObIE KIHoYM, TO NoAKMNYeHne K pecypcy byaeT HegocTynHo. B xypHane
NosIBUTCS COObITUE O HeYCMNeLIHOM MOAKIIYEHM, HA CTpaHULE pecypca NOSBUTCA npeaynpexaeHve
KpacCHOro LBeTa ¢ onucaHmeM npuymnHbl oMKW, nepevymcreHnem HecoBnaBLUNX OTMEYaTKOB U

YKa3aHnem Tumna nogkrno4eHuns.

[nsa ycTpaHeHns owmnbKn 0 HeCcoBNaaeHUM oTrneYaTka U BOCCTAaHOBMNEHUSI KOPPEKTHOM paboTbl
onepauun TpebyeTca 3aHOBO NONy4nTb OoTnevaTtok SSH-kro4a ¢ yaaneHHoro xocta, nogpobHee B

nyHkTe [JoGaBrneHne oTneyaTKoB.



CnyXx0bl

Pasgen npegHasHaveH gnsa pabotsl B PAM co cnyxx6ammn Windows.

Cnyx6bl Windows — 3T0 NpunoXeHusi, KOTopble MOTyT 3anycKkaTbCA aBTOMaTUYECKN Mpu 3anycke

OﬂepaLlMOHHOVI CUACTEMBbI.

[o6asbTre B PAM cnyx0bl, KOTOpbIE 3aMyCKalTCA OT MMEHU YYETHbIX 3anucen, ynpasnsemMmbix PAM. 31u
cnyx6bl ByQyT aBTOMaTMYECKU NOMyYaTb akTyarnbHbIN Naporb YY4ETHOM 3annucu npu ero cmeHe yepes PAM.

v A ecnu He gobaBuTb?

B cBovictBax cny6bbl OCTaHETCA CTapbI Naposib YYETHON 3anncu.

3anyu.|,eHHa;| cny>|<6a npoaoIKNT pa6OTaTb Ao énuxkanwero nepes3arnycka MallnHbl pecypca. A nocne

3TOro cny6a He 3anycTUTCH, MOTOMY YTO NApPOSb YYETHOW 3aMnnCK, yKa3aHHbIA B CBOMCTBAX CIyX0bl,

HE coBnagaeT C pealibHbIM Naponem yquHon 3arnuncu.

YT06bI 3anycTuTb crnyx06y, NOHagobUTCS NOAKMYMTLCS K PECYPCY M OGHOBUTL Maporib B CBOMCTBAX

CNyX6bl BPYYHYIO.

NMpenBapuTenbHble TpeboBaHUS

Ans paboTbl co cnyx6amu HyXHbl NpuBUNeri1 YnpaBneHusi pecypcamu, a Takke Tpebyetcst HacTpouTb

cepsucHoe nogkntodeHne ansa Windows Ha pecypce, Ha KOTOpPOM pacnonararTcA CJ'Iy)K6bI.

Hob6aBneHue cnyxo6

1. OTkponTte pasgen Cnyxobl.
2. Haxxmute 106aBUTL.

3. B oTkpbiBLLEMCS OKHE BbiGepuTe pecypc. Pecypc aomkeH 6biTb B cTaTyce JlocTyneH. Y cnyxobl 6yaet

Takoe e rnoapasaernexne, Kak y BbiopaHHOro pecypca.
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/\ NPEQYNPEXOEHUE

Pecypc HEBO3MOXXHO M3MEHUTb MOCIE CO3A4aHUNA CryX0bbl.

4. 3anonHute obasartencHoe none Umsa cnyxosbi.
BBegeHHoOe umsa JOMKHO coBnagaTh C Ha3BaHWeM crnyxbbl, KOTOpoe yka3aHo B none Vmsi cnyxobl

(Service name) ocHacTkm Cnyx6bl Ha pecypce.

A NPEOYNPEXOEHUE

He ucnonb3ynte nms, ykazaHHoe B norne Otobpaxaemoe nms (Display name) ocHacTkmn Cnyx6bl
Ha pecypce.

He nbiTaliTeck cosmatb BTOPYIO CIyx0Gy Ha TOM e pecypce C TeM e umeHem. [ybnukaTbl He
paspeLUeHbI.

5. Beegute OnncaHue cnyobl. OnumnoHarnbsHo.
BBeneHHoe onuncaHune byaet otobpaxartbcs Tonbko B PAM, OHO He nOMeHsieT onucaHue,
oTobpaxkaemoe B CBOMCTBax Cry»0bl Ha pecypce.

6. BknounTe nnm octaBbTe BbIKMHOYEHHOW ONLNIO I'IepesanyCKaTb C.I1Y)K6y npu cMeHe naponsa cny>|<6b|.

() UH®OPMALUSA

Ans cnyx6 ¢ OTNOXEHHbIM 3anyCKOM PEKOMEHAYETCH OCTaBUTb OMNUUIO BbIKMOYEHHON. HOBbIN
naponb AOCTaBUTCS B CNyx0y npu nepesanycke cryxobl.

7. B cnepytowem okHe macTepa BbibepuTe y4ETHYHO 3anuchb.

8. B cneayioLlem okHe macTepa NpoBepbTE KOPPEKTHOCTb BBEAEHHbIX AAaHHbIX 1 HaXMuTe [106aBUTD.

AHanorm4yHo Bbl MOXeTe A0baBnTb cny>|<6y 13 pas3gerioB PecprbI N Y4YyeTHbIe 3anucu.

PepaktupoBaHue cnyxo

/\ NPEAYNPEXAEHUE

Pecypc HEBO3MOXHO M3MEHUTb, OH 3a4aeTCs TONbKO Yepe3 Mactep AobaBneHns cnyxosbl.
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[ns pegakTMpoBaHUS A4OCTYMHbI CreayoLlme nonst cnyxosbl:

e Nma cnyxObl
e Onucaxue
o [Nepe3anyck cnyxobl

¢ YyeTHad 3anuchb

UTtobbl OTpeaakTnposaTth crnyxby, HaxmuTe # B npodune cnyx6bl Cnpasa OT HyXXHOro napaMeTpa.

() MHOOPMALISA
y‘-II/ITbIBal‘/'ITe, 4YTO Ha pecypce HEe MOXET CyLleCcTBOBaTb ABYX CJ'Iy)K6 C OJUHAKOBbIM UMEHEM. He

BBOAMTE UMS yXKe CYLLECTBYIOLLEN HA 3TOM pecypce CryX0bl.

CmMmeHa naponeun cnyxo

Yy cny>|<6 HeT cOBCTBEHHbIX naponeVl, MX Naposin — 3710 NapoJin CBA3aHHbIX YH4ETHbIX 3anucen.
I'Iaponw YYETHbIX 3anmcen MOXHO MEHSATb ABYMA cnocobamu:

* BPY4YHYIO

e 10 pacnmcaHuro

YcTtaHOBKa naporns B cnyxboe

OTa (*)yHKLI,I/lFI NO3BOJIAET MHNLMNPOBATb AOCTaBKY aKTyalibHOro angd CBA3aHHOM yquH0|7| 3arnncum naposia B

cnyx0y Ha pecypce. OTO NO3BOMNSET CUHXPOHU3NPOBATL Naposb B crnyxbe cpasy, 6e3 HeobxoanMocCTH

XOoaTtTb CMEHbI napone17| no pacnmcaHuto.

() UH®OPMALUS
Ecnn gns cnyx6bl BkNtodeHa onuus MepesanyckaTtb CnyX0y npu cmeHe napons cnyXo6bl, TO npu

yCcTaHOBKe napons cryxbta nepesanyctuTcs.

1. OTKponTe Npohunb Cryxobbl.

2. HaxmuTe YcTaHOBUTBL HOBbIN Naponb B crnyxbe.
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lNMepe3anyck cnyxo

Mepesanyck cnyxbbl — 3TO NapamMeTp, KOTOPbIV 3a4aeTCA NPU CO34aHUM UMK PeAAKTUPOBAHNUM CrY>X0Obl C
nomoLubto onuuu Mepesanyckatb CNyXX0y npu cmeHe naponsa cnyXx6bl. Ecnu onuusa BkntodeHa, To npu

CMeHe WNKn ycTaHoBKe naponsi cnyba nepesanycTuTcs.

Ons ycnewHoro nepesarycka CJ'Iy)K6bI Ha pecypce cny>K6a AOIKHa HaxoaMTbCsa B COCTOSIHUM BbinonHsaeTcs

(Running).

() MHOOPMALIMSA

B cutyauwmm, korga cnyxba Ha pecypce nsHavanbHO Haxoamnacb B COCTOSSHUM OTSIMYHOM OT
BeinonHsietcs (Running), nepesanycka cnyx6bl He 6yaeT. Mpu atom cospaetcs cobbitme ¢ Tunom INFO
lMepesaryck criyx6bi: He mpebyemcs. Takon cueHapui CYUTaEeTCs YCNeLHbIM 3aBepLleHnemM

nepesanycka CJ'Iy)K6bI. CoOoTBETCTBEHHO, OH HE BbI3bIBAET HOBbIX OLLUMOOK U C6paCblBaeT CcTapble.

Ecnu cnyx6a Haxogmnack B coctosiHuM BeinonHsietca (Running), HO npu aToM BO3HMKNa owmnbka He
ydarnocb nepe3arycmumb Cyx0y, TO NPUYNHA MOXET ObiTb B TOM, YTO UCTEK TaMayT OXMUAAHUSA HYXXHOIO

ctatyca. [NlogpobHee B pasgene VicnpasneHune owmnbok B pabote cryxo.

NMounck cnyx6

Mowuck nossonsieT OTO6pa3I/ITb TOJbKO TE€ CJ'Iy)K6bI, KOTOpbl€ yOOBIIETBOPAKOT 3aaHHOMY KPUTEPUIO. Ectb

ABa BMaa noucka:

e BbICTpbIn — cTpoKa noucka. MoxHO uckatb TOSMbKO N0 OQHOMY KpUTepuio. TEeKCTOBbIN BBOA,.

° PaCLUI/IpeHHbIVI — cbopma C HECKONbKMMU nonsamMn. MoXHO nckaTtb MO HECKONbKNUM Kputepumnam cpaasy.

BbinagatoLime cnncku.

BbicTpbIN Nouck

B nouckosou CTPOKE MOXHO UCKaTb No cneayrwmm nonam:

Uma cnyxobl;

Uma pecypca;

OnucaHue cnyx6bil;

Umsa yyeTHOM 3anucu.



PacwunpeHHbI NOUCK

MOXHO 1ckaTb MO OAHOMY UM HECKONBbKUM KpuTepuaM. [pn BbIOOpe HECKOMNbKMX KpUTEPUEB OTOOpPa3ATCA
Cny0bl, KOTOPbIE YAOBMNETBOPSAIOT BCEM NEPEUNCIIEHHBIM KPUTEPUAM. cKkaTb MOXHO NO CneayoLwmm

nonAm:

MUma cnyxo6bl;

YyeTHas 3anuchb;

Pecypc;

CocTosiHMue;

Onuusa TonbKko cnyx6bl ¢ oumMbkamm.
Bo3moxHble CoCTOAHUS:

e Ynpasnsercs;

e YpaneHa.
NMouck yaaneHHbIX Cnyxo6

1. OTkponTe pasgen Cnyxo6bl n HaxXxmuTe PacluMpeHHbIN NOUCK.
2. BoibepuTe 3HayeHve YaaneHa ans napametpa CoctosiHme.

3. Haxxmute Mowuck.

UcnpaBrneHune owinbokK B padboTte cnyxo

OwnbKM MoryT BO3HUKATb:

e NpU yCTaHOBKEe napons B cnyxobe;

 Mpwv nepesarnycke Cryxobil.

Owwnbka npn yCtaHOBKE Maposid B cny>|<6e MOXET NoABUTbLCA NO pa3HbIM NMpU4YnMHam, BOT HECKOJIbKO

NPMMEPOB:

e Mponaro MHTEPHET-COEOANHEHNE;
e 3aBUC XOCT, Ha KOTOPOM YCTaHOBJ1EH pPeCYpPC,

e CepBUCHOE NOoAKIIto4eEHNE nepectao pa6OTaTb.



Mepesanyck cnyxbbl 3akaH4YMBaETCA OLUMOKONM, €CrM UCTEK TaMayT OXXMOAHUS HY)XXHOrO cTaTyca.

Hanpumep:

° cny>|<6a CIMTMLUKOM O0J51ro oCtaHaBrinBanachb;

e cnyx6a nepesanycTunacb 1 TyT Xe 0CTaHOBUNAaCh.

Y3HaTb, Kakon CTaTyC OXMAAnNcs n Kakon nosyynsiv, MOXXHO B CODbITUSAX 9TON Cry0bl. Ta MHopMaLms

NMOMOXET MNMOHATb, KaK UCMPaBUTb OLIJVI6Ky.

[ns ncnpaeneHns owmnbkn NOHagoOUTCA NOOKMNIOYUTLCS K pecypcy. McnpaButb owmbKy 13 KoHConm

yrnpaBneHnsa He NonyyYnTcA.

YoaneHue cnyxo

A NMPEOYNPEXAOEHUE

Cny>x0y HEBO3MOXXHO BOCCTAHOBUTb MOCIE yaaneHus.

Co3gaTtb HOBYIO C TakMM K& UMEHEM Ha TOM € Pecypce MOXHO.

YnaneHue us cnucka crnyxo YpnaneHue us npoduna cnyxobl

1. OTkponTte pasgen Cnyxobl.
2. Bbibepute ogHy Mnmn HECKOMNbKO Cry»oO.

3. Haxxmute Yoanutb.

YnaneHHble CJ'Iy)K6bI nepecrtarT OTO6pa)KaTbCFI B pasgerne Cny>|<6b|, HO UX MOXHO MNMPOCMOTPETL C

NOMOLLBIKO paCLlUNPEHHOrOo Nnoncka.



[‘pynnbl pecypcoB

Pasgen npegHasHaveH Ans rpynnupoBKM PeCypCoB C Lenbto ObicTpor 1 yogobHOM Bblaauun paspeLleHnin

cpasy Ha BCIo rpynny, a Takke NPOCMOTpa CeCCUil U coBbITUI B LierIoM Mo rpynne.

NMouck rpynn pecypcoB

BbicTpbIN Nouck

Beeaute B cTpoky nomncka Mmsa rpynnbl pecypca unm onucaHume nosiIHOCTbI0 UM YacTUYHO.

PaclimnpeHHbIn nouck

HaxmuTe PaclumpeHHbIN NOUCK 1 BBEAMTE OAMH UMW HECKOMbKO KpuTepues: UMsa rpynnbl pecypca,

CocTosiHue 1nu I'Io.qpaan,eneHMe. Bb|6ep|/|Te COCTOAHUE!

e [locTynHa

e YpaneHa

PYHKLUM Fpynn pecypcoB

PepnaktunpoBaHue rpynnbl
CDyHKLl,VIFI nossonseT nameHnTs Uma n OnmucaHue rpynnbl

e Haxmute # B npocune pecypca crpasa OT HyXXHOro napameTpa.

[Job6aBneHue pecypcoB

[ns paboTbl ¢ rpynnaMu pecypcoB cHavana HeobxoanmMo cosaath rpynny U 4o6aBuUTb B HEE pecypchl.

1. HaxxmuTte [lo6aBuTb B pasaene Mpynnbl Pecypcos.
2. Buibepute MogpasaeneHue.

3. Beegute Ums rpynnbl pecypcoB, OnucaHue.



4. Bo Bpems gobasneHust pecypca B rpynny ectb napametp lo6aBnsaTb pecypcbl BMECTe C yY4eTHOM
3anucbio OT KOTOPOro 3aBUCUT cnocob paboThl rpynnbl pecypcoB. ATOT NapamMeTp BrMSET Ha TO, Kak

OyneT BblaaBaTbCsA pa3peLleHne Ha rpynny pecypcos.
i. Ecnn oTMeTuTb 3TOT NapameTp, To Npu Ao6aBNeHNM KaXaoro oTAernsHOro pecypca Heobxoanmo

OygeT ykasaTb JOMEHHYH YYETHYIO 3anmcb AN AOCTyna K pecypcam u3 rpynnbi.
ii. Ecnn He oTmeyvaTb aTOT NapamMmeTp, To Npu AobaBneHnn Kaxxgoro OTAENbHOro pecypca ykasblBaTb

YYETHYI0 3anucb OyaeT He Hago.

Hogas rpynna pecypcos

Mmn

Windows

OnucaHue

OnucaHwe

[oBaenaTe pecypckl BMECTe € yJYeTHOR 3annceho

oD

5. CoxpaHute nameHeHwusl.

Mpynnel pecypcos

Wima, onucaHme Q PaclwmpeHHbii nonck
+ JoBaeuTs

O Wma Mogpazgenenue Onwucanne

O 55H Resources Root OU Linux cepeepa

6. OTkponTe co3aaHHyo rpynny pecypcos, BO Bkragke Pecypcbl HaxxmuTe kHomnky [lo6aBuTb 1 gobaBbTe

B rPynmny Hy>Hble pecypchbl.



SSH Resources 2 INDEED\adm ~

8 /JobaeuTk paspelueHme ]m ¥aanuTe

55H Resources #

Linux cepespa #

Root OU
Pecypcwl Fazpewenns Ceccumn CobeiTHA
4+ JoBaeute
OJ Pecypc Tun nogwnroueHnA Appec nogKnroueHWA YueTHaA zanuck
OJ REDOS 55H 192.168.10.130 REDOS\admlocal

Job6aBneHue pa3peLueHnmn
MoapobHoe onucaHne paboTbl C paspeLlleHnsaMy ONMcaHo ganee, B pasgene PaspelweHus.

[ns co3gaHns HOBOroO paspeLleHns Haxmute [lobaBuTb paspelueHue, BoibeprTe nonb3oBaTens n3
katanora AD, Bpems OeiCTBUSA paspeLleHnsi, pacnmcaHme ocTyna, BO3MOXHOCTb MPOCMOTPA YYETHbIX
AaHHbIX, YKaXXUTe NCTOYHWK NoAKmnoYeHns(ecnu TpebyeTtcs) 1 nosbllweHne npusunermn B SSH

ceccusax(onumoHaneHo ans SSH ceccun) n Haxmnte Co3pathb.

Ecnu 6b1n oTmeyeH napameTp [lo6aBNATL pecypcbl BMecTe C yYeTHOWN 3anucbio, TO pas3peLleHne Ha
pecypcbl ByaeT BblaaBaTbCs K KaXXaoMy pecypcy nof OTAeNbHO ykasaHHOW yY4eTHoM 3anuckto. Ecnn atot
napameTp He Bbinl OTMeYeH, TO BO BPEMS Bblgayn paspeLleHns Heobxoammo GyaeTt BoibpaTb, OT KaKoi

y4yeTHOW 3anucy GyaeT Bbl4aHO paspeLleHne Ha BCIO rpynmny.

Tak kak paspeLueHne co3aaeTcsl Ha BCHO rpynny, Nonb30BaTesnto CTAHOBSATCS AOCTYMHbI Cpasy BCe Pecypchbl
rpynnbl. Mpu M3MeHeHUn cocTasa rpynbl PECYpCOB Y NoMb3oBaTens B pamMmkax paspeLLeHust Takke

M3MEHUTCA COCTaB AOCTYMHbIX A4 NOAKITHOYEeHUA pecCypCoB.


http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/permissions/
http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/permissions/

Cnuncok cosaaHHbIX paspeLueHnii MOXXHO NOCMOTPETh BO BKNaake Pa3peweHus. [pu Haxatum Ha
paspeLleHne OTKPOEeTCs ero npourib.

NMpocmoTtp ceccum

Bo Bknagke Ceccum oToGpaxkaeTcsl CMCOK NMOCHEAHNX CECCUI C KaXabIM U3 pecypcoB rpynnbl. Mpu
HaxxaTum Ha ccbinky MokasaTb Bce OTKPOeTCs pesynbraT Noncka BCEX CECCUii No AaHHOW rpynne pecypcos

B pa3gene Bce ceccum.

NMpocmoTp coObITUN

Bo Bknagke CobbITUA oTOGpaxatTca nocrnegHne cobbliTvst 0 AaHHOW rpynne pecypcoB. [Npu HaxaTnm Ha
ccbinky MokasaTb Bce OTKpoeTcs pesynbraT Nnoucka Bcex cobbiTu N0 AaHHOW rpynne pecypcoB B pasaerne

CoObIiTUA.

YpaneHue rpynn pecypcoB

B pasgene MNpynnbl pecypcoB OTMETLTE OAHY UM HECKOMBbKO Py 1 HaxXMuUTe YaanuTb.


http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/permissions/#permission-page
http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/all-sessions/
http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/all-sessions/
http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/events/
http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/events/

Y4yeTHbIe 3anucu

Paspen npegHa3HadveH anAa pa60TbI C nokalnbHbIMAN N AOMEHHbIMU Y4ETHBIMU 3aNNCAMN.

NoGaBneHne y4yeTHOM 3anncu

UTtobbl fo6aBuTh y4eTHYIO 3anncb B PAM, BbINONHUTE cnegyowime OencTBus:

1. MNMepenante B pasgen YyeTHbIe 3anucu 1 Haxmute [lobaBuTh.

2. BblbepuTte pecypc unv omMeH, B KOTOpoM ByaeT pasmelleHa yyeTHasa 3anuchb.
3. BBegute ums yyetHom 3anucum u, npn HeOBXo04MMOCTH, ONUCaHKeE.

4. 3agante naponb. MakcumanbHas anuHa napons — 4096 cumBonos.

5. NpoBepbTe faHHbIE N COXPAHUTE YYETHYHO 3anuchb.

Monck yyeTHOM 3anucu

Mownck OCYyLLUEeCTBIIAETCA B pa3gerne Y4yeTHble 3anucu.

BbicTpbIN Nouck

Beeante B CTPOKY MNMoucKa Uma yquHoﬁ 3anunucu rnoriHOCTbK UM YaCTU4YHO.

PaclumpeHHbIN nouck

HaxxmuTe PaclumpeHHbIM NOUCK 1 BBEAMTE OAMH U HECKONbKO KpuTepres, UMa yueTHoM

3anucu rnoriHOCTb UM YaCTU4YHO. Bbl6epl/ITe COCTOAHNE yquHOVI 3arncu.:

Oxunpaet peweHna

NrHopupyetca

Ynpaengaetcs

3abnokupoBaHa

YnaneHa

BbiGepuTe pasmMelleHne y4eTHON 3anmncu:



» JlokanbHasa y4yeTHas 3anucb [1ns novcka eBeante Uma pecypca nnn Agpec (DNS agpec/IP agpec)

NOJIHOCTbIO UJTN YaCTUYHO.

o [lomeHHas y4yeTHasa 3anucb [Ansa noucka seegute NetBIOS nmsa pomeHa nnn DNS nms

AOMeHa MNOJIHOCTbIO UM YaCTU4HO.

NMpodunb yyeTHOM 3anucu

REDOS\admlocal A INDEED\adm ~
$8 [dobaeutk paspelweHne V) BoccraHoBuTs Eg lpoeeputs & CmeHuTb Nnaponb

@2 Ycranoewuts S5H karou C‘l CHMHXpPOHWIMPOEATE E'] 3a0NoKWpOEBaTE @ Wruopupoeats

]m Ynanute

admlocal #

Pecypc REDOS

Local root admin &
Default policy 3 # @
Root OU

09.11.2022 12:56:47

09.11.2022 12:56:18

Bonelwe «
Pazpewenur Ceccum CoSbITKA [pynnel GezonacHOCTH
ME MonbzoeaTtenwn MogpazgeneH... Pecypchi
5 victor@indeed.local Root OU REDOS (55H) [E] REDOS\admlocal [ W

Lo

Mpodunb oTobpaxkaeT AaHHbIe, yKasaHHble Npy 06aBNeHUN YY4ETHON 3anucu:

e Umsa — nms pecypca, Ha KOTOPOM pasMeLLeHa y4eTHas 3anucb 4OCTyna v UMsi y4eTHOM 3anmcu
goctyna.

¢ PasmeweHne — nwvs pecypca nin gomMmeHa rae pacnosfoxeHa yd4eTHada 3anncb AocTtyna.

e OnucaHue — NPON3BOSIbHbIN TEKCT.



e Monutuka — Habop npaBun, AENCTBYIOLLMX NPU OTKPbITUM CECCUN OT MMEHW YYETHOW 3anucu JocTyna.
* MNoppaspeneHne — nMs nogpasgeneHns, B KOTOPOM COCTOUT pecypc.

o [laTta npoBepkKu naponsa — gata u Bpems nocrnegHen NpoBepkn naponsa y4eTHOW 3anmncu.

o aTta npoBepkn SSH knroya — fgata n Bpems nocriegHen nposepkn SSH kntova y4eTHOM 3anucu.

o [lata CUMHXPOHM3aALUUN — JaTa MU BpeMs NOCNeaHEN CUHXPOHM3AUMUN OaHHbIX.

o [lata po6aBneHna — garta v Bpems gobaBneHns yyeTHouM 3anncu goctyna B Indeed PAM.

* lMocnepnHee uameHeHue — farta 1 BpeMs nocnegHero pegakTMpoBaHus y4eTHOW 3anvcu 4ocTtyna.

+ Bpems nocnegHen cMeHbl Napons — garta U BpeMsa nameHeHus napons B 6ase Indeed PAM.

° BDEMH nocrneaHen CMeHbl naporns Ha pecypceIB AOMeHe — JaTa N BpeEMA U3AMEHEHNA NMapond B

6a3se Indeed PAM u Ha pecypce.
o Bpewms nocnegHen cmeHbl SSH knrovya — garta u Bpems nsameHeHnst SSH kntova B 6ase Indeed PAM.

* Bpewms nocnegHen cmeHbl SSH kntova Ha pecypce — faTa n BpeMs uameHeHms SSH kniova B 6ase

Indeed PAM u Ha pecypce.

PaspeweHus

Bce paspelleHusi, B KOTOPbIX UCMOMb3yeTcs y4eTHas 3anncb otobpaxatoTca Ha Bknaake Paspelwenus. [ns
Kak[0ro paspelleHusi oTobpakaroTcs creaytolime AaHHble:

e Ne — Homep paspelueHus.
» MNonb3oBaTtenu — nonb3oBartenu karanora Active Directory, onsa KOTOpbIX BblAaHO paspeLLeHue.
o lMoppaspeneHue — nms nogpasgeneHuns, B KOTOPOM COCTOUT pecypc.

¢ YyeTHas 3anucb — y4yeTHada 3anncb, Kotopas ncnonbayetca ons otkpbitna RDP, SSH unu web-ceccum
Ha pecypcax yKka3aHHbIX B pa3peLueHum.

e Pecypcbl — pecypchbl, Ha KOTOpbIX MOXeT bbITb oTKpbiTa RDP, SSH nnu web-ceccus ot
WMEHW yKa3aHHOW YYEeTHOM 3anucu.

Ceccumn

Bce akTuBHbIE 1 3aBepLUeHHblEe CeCCn yHeTHOﬁ 3anmcu 0T06pa)KaPOTCFI Ha Bknagke Ceccumn. [1Ins kaxgon
ceccunm OTO6pa)Ka}OTCF| cneagywuine gaHHble:

* Nonb3oBaTtenb — nornb3osarerb KaTanora Active Directory, KOTOpPbIN MHULMMPOBAN CECCUIO.

e YyeTHas 3anucb — y4yeTHas 3anucb, KOTopasi ucnonb3yetcs Ans oTkpbitus RDP, SSH unu web-

ceccun.

° I'Ionpas.qeneHMe — M4 nogpasgerieHnad, B KOTOpoOM COCTOUT pecypcC.



* Pecypc — pecypc, Ha koTopoMm b6bina oTkpbita RDP, SSH nnn web-ceccus ot nmeHn y4yeTHom 3anucu.
o Apapec nogkntoveHnUsa — hakTU4eCcKku agpec, UCNonb3yeMbl NPU OTKPLITUM CECCUMN.

e [ANUTenbHOCTb — AJIUTENbHOCTb CECCUM.

* NMopkntoyeHne — Tnn yganeHHoro nogkntoveHus (RDP, SSH, nonb3oBaTtensckue Tunbl)

* NopkntoyeHne kK PAM — gata n Bpemsi OTKpbITUSI CeCCUm.

o 3aBeplLUueHMe — [aTa 1 BpeMs 3aKpbITUSI CECCUMN.

o CocTosiHne — oTobpakaeT TekyLlee COCTOsiHUue ceccun (AKTUBHAs UKW 3aBepLUEHHas).

[na npocmoTpa nogpobHom nHpopmaumm o ceccum HeoBXoANMMO HaxaTb Ha Hee. YTobbl BbIBECTM BCe
ceccun ans gaHHOW yYeTHon 3anucu, Haxkmute lNokasaTb Bce.

CoObITusA

Bce cobbiTusa yyeTHon 3annucm otobpaxatoTcsa Ha Bknagke CobbiTusa. [Ana kaxgoro cobbiTus oTobpaxatotca
crnegywolwne AaHHble:

Bpems co3zpaHua — garta n Bpems cosgaHusi cobbiTus.

Koa — kopa cobbiTus.

CoObiTe — onvcaHune codbbITUA.

KomnoHeHT — koMnoHeHT Indeed PAM, KOTOpbIN creHepupoBan cobbiThe.

MHuumaTop — y4eTHasi 3an1cb, KOTopasi UHMLMMpOBara reHepaumio cobbITUS.

[nsa npocmoTtpa nogpobHON nHopmauumn o cobbITUN HEOBXOAMMO pacKpbiTb ero. YTobbl BbIBECTU BCE

cobbITMS ANs AaHHOM yquHon 3anucu, Haxmute lNokasaTb Bce.

pynnbl 6e3onacHoOCTH

Ha Bknagke Fpynnbl 6e3onacHocTy oToOpaxkaeTcsa nepedeHb rpynn 6e30nacHOCTU, B KOTOPbIX COCTOUT
y4YeTHasl 3anuce.

(D NPUMEYAHMUE

[na [OMEHHbIX YYETHbIX 3anucen He otobpaxatotca Built-in rpynnbl 6e3onacHocTw.

Cnyxobl



/\ NPEAYNPEXAEHUE
[ns nokanbHbIX YY4ETHbIX 3an1cen aTa Bknaaka oTobpaykaeTcsl TONbKO eCnv y CBA3aHHOro pecypca

€CTb HAaCTPOEHHOE cepBuncHoe noaknoveHune ans Windows.

Bce nobaeneHHble crnyx0Obl oTobpaxatoTcst Ha Bknagke Cnyxobl.

[nsa kaxgon cnyx6bl 0TOGpaXxarTcsa crneayowmne gaHHbIEe:

¢ Uma cnyxbbl — 3Ha4YeHne, 3agaHHOe Npu co3gaHum cnyxdel. CoBnagaeT co 3HavyeHem nons ims
cnyx6bl (Service name) ocHacTkmn Cnyx0bl Ha pecypce.

e YyeTHasa 3anucb — y4yeTHasd 3anncb, OT MMEHM KOTOPOW 3anyckaetcsa cryxba.

e OnucaHue — I'IpOI/ISBOJ'IbeIﬁ TEKCT.

Takke Ha 3TOW BKNagke Bbl MOXeTe 406aBuTb CNyX0y Ans 9TOM y4eTHOM 3anucu, Ans 3TOro HaxmMuTe

Hob6aBuThb.

BbiIOOp nonuTUKKM Ong y4eTHOM 3anucu

1. OTKponTEe NPOhUNb YY4ETHON 3annCHK.

2. Haxxmute # , 4yT06bI OBABUTH U U3MEHUTb NOSINTUKY.


http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/resources/setting-up-a-service-connection-for-resources/#setting-up-for-windows

Onepauuu Hag y4YeTHbIMU 3anNUCAMU

PenaktnpoBaHue yyeTHOM 3anucu

U106kl M3MeHUTb UMsa yyeTHOM 3anucu, Onucanue nnv MonuTUky, HaxmuTe # B Npodune y4eTHom

3anncu.

MoaTBepXxaeHMe y4eTHOM 3anucu

dyHKUMA pecypca unm gomeHa CUHXpPOHU3aums NO3BOSSIET NOfyYaTh floKamnbHbIEe UM AOMEHHbIE YYETHbIE
3an1cu B aBTOMaTU4yeCKOM pexmnme, HoO Ansa paboTbl C NONy4YEHHbIMWU YYETHBIMU 3anucsimmn TpebyeTcs
noaTeepxaeHue, Tak kak Indeed PAM He nony4vaet ux naponu.

o Haxmute CpenaTtb ynpaBnsieMomn B npodusie y4eTHOM 3anmncu.

Maponb n SSH-kno4

Ecnn gns pecypca, ¢ koToporo obaBneHa y4yeTHas 3anncb HACTPOEHO CEPBUCHOE MOAKIKYEHNE C TUMOM
SSH, T0 Npu noaTBEPXXAEHNM YHETHOW 3anMCK NOSBUTCHA BO3MOXHOCTb reHepauumn unm pyyHoro gobasneHus
He TONbKO napons, Ho n SSH-knto4a. Huke Byaet paccMoOTpeH npumep NOATBEPXKAEHNSA YHETHOM 3anmncu
OC *nix. NMpwn noareepxaeHumn yveTHbix 3anmcen OC Windows, CYB[] nnn JOMEHHbIX YY4ETHbIX 3anvcen

OyaeT oTCyTCTBOBaTb CTpaHMLa ANs reHepauum unm pyyYHon yctaHoBku SSH-kntoya.

Hactpounka napons

o BbiGepute nyHkT He 3apgaBaTb, CreHepupoBaTh Crly4amMHbIn naponb 1 3aaaTtb Naposnb
BPY4HYIO.
o Beegute naponb unu npogomnxnte Bolbpas NnyHKT He 3apaBaTtb nnn CreHepupoBaThb CrlyYanHbIN

naponb.



HoBbili naponb =

() He zagaeats
® CreHepupoBaTL CAYUaAHLIR Napons

) 3aaaTk Naponk BpyuHyo

HacTtpouka SSH-knouva

o Bbibepute nyHKT He 3apaBaTb, CreHepupoBaTb HOBbIN SSH-knto4 nnu 3apgatb SSH-knto4
BPYUHyH. [Inga ykaszaHus SSH kntova Bpy4dHyto Heobxoamm chann ¢ knrovom B opmate PEM. Ecnm
KntoY yxe 6bin paHee co3aaH, ybeantecb YTO OH HAaYMHAETCA C YKa3aHHOW CTPOKU, MHaYe KoY

Heobxogumo npeobpasoBaTb B popmaT RSA:

Mpy HeobxoaMMOCTU, ANs CO3AaHNst HOBOIO KrtoYa BOCMNONb3ynTech yTUnuMTon puttygen, nm6o ogHow 13

KomMaHA;:

ssh-keygen -t rsa -m PEM

openssl genrsa -des3 -out privatekey.pem



o Bbibepute cann SSH-kntova 1 BBEQMTE €ro naposnb Unmn NnpogormkmTe Bbibpas nyHKT He 3apaBaTtb
unn CreHepupoBaTb HOBbIN SSH-Kknou.

Hoebl SSH knrou =

_)He 23aaeate
@ Crenepupoeatk HOBBIA SSH ko

() 3apate SSH knoy BpyUHYO

BocctaHoBneHue napona unu SSH-knro4va
DYHKUMA NO3BOMSET BEPHYTb COXPAHEHHOE COCTOSIHME naposs unm SSH-kno4va ans y4eTHON 3anucu.

e Haxmute BoccTtaHOBUTL B rnpodune y4eTHOW 3anmncu.



» BbibepuTe TOUKy BOCCTAHOBMNEHUS, YKAXXUTE MPUYMHY U 3aBEpPLLUMTE BOCCTAHOBIEHNE Naporns.

BoccTtaHoBAeHMe yueTHOW 3anncK =
Q
Qata MNpuunna Hzmenenne KommenTtapwuid
03.06.2020 17:21:43 MzmeHeHWe yUeTHOH SanMou Mapone A password is compromised.
03.06.2020 17:14:59 MzmeHsHWe yueTHOR 2anmou S5H warou A private key is compromised.
03.06.2020 14:47:26 YUeTHARA 2anMce CASNEHA YNPaBNAEMOR MNapone
03.06.2020 17:21:43

lNMpoBepka naponsa unu SSH-kno4va

PyHKUMA NO3BONSET NPOBEPUTL COOTBETCTBME Napons nunn SSH-krtova, a Takke Hanvyume HeynpasnsiemblX
PAM SSH kntoyen.

o Haxmute NpoBepuTb B npourie y4eTHoM 3anmncu.
(D NPUMEYAHUE

[MpoBepka naponen 4oOMeHHbIX Y3 unn nokanbHbiX Y3 pecypcos nopg ynpasneHnem OC Linux moxeT
BbINONHATLCS 6€3 HACTPOWKM CEPBMCHOIO NOAKMIOYEHUS K PECYPCY U AOMEHY.

CmeHa napons

/\ NPEAYNPEXOEHUE



[Mpn cmeHe napons y4yeTHOM 3anucu obpallanTte BHUMaHWe, CBA3aHbl SN C 3TOM YY4ETHOW 3anunchbio
cnyx6bl. [pn cMeHe napons y4eTHOW 3anucu, Naponun CBA3aHHbIX CNYX6 TOXe NOMEHSAITCA.

®yHKUMS No3BONsiET COPOCUTL Naposb, U3MEHUTb NAPOSb Ha ClyyYaHoe 3Ha4YeHne NN BBECTU HOBbIN

naposib B py4HOM pexunme.

¢ Haxmute CMeHUTb naponb B nNpodune y4eTHOWN 3anmncu.

» BbiGepute nyHkT He 3agaBaTb, CreHepupoBaTh Crly4amMHbin naponb 11 3agaTtb Naposnb
BPY4HYHO.

o BBeauTte naponb unun npogosmkmuTe Bbibpas NyHKT CreHepMpoBaTh Crly4YarMHbIW naponb 1nn He
3apaBarth.

o BBeaute npuynHy cMeHbl Naponsi.

o 3aBepLunTe CMeHy Napons.

CmeHa naposnd no pacnncaHuno

CMeHa naporeii y4eTHbIX 3anuncei no pacrnvMcaHuio HacTpanBaeTcs Yepes NonuTUKN.

1. OTkponTte pasgen Monutuku.

2. Bbibepute nonuTUKy, KoTopas ynpasnsieT HY>XHON BaM y4YETHOWN 3anuncblo.

3. OTkpounTe pasgen Y4eTHble 3anucu.

4. Bkntounte onuumto NMepuoanyveckm MaMeHATb naposnb U SSH-KNoY y4eTHOM 3anucu.

5. 3aganTe konn4yecTtso AHen B nore MNepuoa nameHeHusa napons u SSH-knw4va. ABTomaTnyeckoe

M3MEeHEHNE napona nin SSH-kntova 6y,u,eT BbIMONMHATLCA OAMH pa3 B YKa3aHHOE KOJin4eCcTBO OHen.

CmeHa SSH-knroua

CDyHKLl,I/IFI no3sonder C6pOCVITb K4, UBMEeHUTb KoY Ha CﬂyanZHOG 3Ha4YeHne unm 3arpy3nTb HOBbIN KIOY B

PYYHOM pexume.

¢ Haxmute CMeHuTb SSH-KNtoY B Nnpodune y4eTHon 3anucu.

o Bbibepute nyHKT He 3apaBaTtb, CreHepupoBaTb HOBbIN SSH-knto4 nnu 3agatb SSH-kno4
BPYYHYHO.

o Bbibepute chann SSH-knoya n BBEAnTE €ro Naposb Unn NpogosmkmTe Boldbpas nyHKT CreHepupoBaTb
HoBbIM SSH-kno4 nnn He 3apaBaTth.

e BBegute npuynHy cmeHbl SSH-knoya.

o 3aBeplmnte cmeHy SSH-knova.


http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/services/
http://localhost:3000/privileged-access-manager/3.0/administration/policy-setup/#checking-changing-credentials

YoaneHue HeynpaBnsaembix SSH knrouen

B cnyyae Hannuusa y Y3 owmnbkn "OBHapyxeHbl Heynpasnsemble SSH krntoun" B MC ctaHOBUTCSA SOCTYMHOM
KHOMKa "YganuTb Heynpasnaemble knoun”. MNMpu HaxxaTumn yaanaTesa Tonbko Heynpasnsemsie PAM SSH

kntoun. CosgaHHble, nmoo gobasneHHble B PAM SSH kntoun octatoTcs 6e3 nsmeHeHun.

CUVHXpOHM3auuna

(DyHKLl,I/IFI MO3BOJIAET NOJTY4YUTb CNUCOK rpynn Ge3onacHocCTH, B KOTOPbIX COCTOUT y4ETHAA 3arnmnchb.

¢ Haxmute CMHXPOHMU3NPOBATb B Npoune y4eTHON 3anucu.

BrnokupoBkKa

CDyHKLl,VIFI NO3BOJIAET NMPUOCTAHOBUTb nencTemne Bcex pa3peLueHM|7|, B KOTOPbIX NCMNOJIb3yeTCA y4ETHAA
3annchb.

o HaxmuTte 3abnokupoBaTtb B Npocuie y4eTHOW 3anmcu.

() NPUMEYAHVUE

YyeTHas 3anucb 6y,u,eT oTMeueHa cumeoriom ©. Bee paspelleHnd, B KOTOpPbIX y4eTHaA 3arnmcb

ABNAETCA YH4aCTHUKOM, 6yﬂ,yT OTMe4YEHbl CMMBOJIOM

UrHopupoBaHue

®YHKLMSA NO3BOMSIET NEPEBECTM YYETHYIO 3aMUCb B COCTOSIHME, B KOTOPOM OHa XpaHUTCs 6e3 napons 1 He
MOXET CTAHOBUTLCS Y4AaCTHUKOM paspeLLeHUia.

e HaxmuTte UrHopupoBaTb B Npodune y4eTHON 3anucu.

/\ NMPEOYNPEXOEHUE

YyeTHas 3anucb 6y,u,eT OoTMeYeHa cumBosiom . Bece pa3pelueHnd, B KOTOpPbIX y4ETHaAA 3arnncb

ABNSAETCH YY4aCTHUKOM, nepenayT B COCTOAHNE HeakmugHo.



YoaneHve y4eTHOM 3anucu

e Haxmunte Yaanutb B npodoune y4eTHOM 3anucu.

() UH®OPMALUSA

Mpv yoaneHun y4eTHas 3anucb NponageT U3 BCEX CBSA3AHHbIX C Hel Cryx06, TO eCTb B KApTouke
cnyx06bl B norne YueTHas 3anucb OyaeTt cToaTb npodepk. Camu cryx6bl He yaansaTes.

BoccTtaHoBneHue y4yeTHOM 3anncum

¢ HaxmuTte PacwumpeHHbIN NOUCK B pa3ferne YUYeTHble 3anucu.

o Beeaute UMa yyeTHOM 3anmncu NOSTHOCTBIO UMW YaCTUYHO.

o Bbibepute ansa nonst CoctosiHue 3HayeHne YpaneHa.

* Bbibepute pecypc unm goMeH, ¢ KoTopom Obina gobaBneHa yyeTHas 3anuchb.
o OTKponTE NPOhUNb Y4ETHOM 3anncK U HaxmmuTe BoccTtaHOBUTDL.

e Bbibepute TOUKY BOCCTAHOBMEHUSA NAPONsa YY4ETHON 3anncu.

o BBe,D,VITe NPUYNHY BOCCTAHOBIIEHNA N HAXMUTE BoccTtaHOBUTL.

() MHOOPMALIMSA

I'IpM BOCCTaHOBJ1IEHNN yquH0|7| 3arncu paHee cyulleCtBoBaBLUNE CBA3N MexXOy yquH0|7| 3arnncbo n

Ccn y>|(68MVI HE BOCCTaHaBIIMBAKOTCA.



http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/services/
http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/services/

MaccoBble onepauun Hag y4eTHbIMU
3anucamum

NMNoaTBepxaeHue

e B pasgen YyeTHble 3annUcu OTMETLTE OOHY UJTN HECKOJIbKO YHETHbIX 3anucen n Haxmute CgenaTtb

ynpasnsieMomn.

o BbiGepute nonuTuKy ceccum n 3aBepLunTe NOATBEPXKOEHME.

/\ NPEAYNPEXAEHUE

I'IpM MacCOBOM MnoATBepPXOEHNUN BCeraa reHepupyroTca cnyanlele naponu and y4eTHbIX 3anucen,

reHepauns SSH-kn4Yen He BbINOMNHSAETCS.

lNMpoBepka naponsa nnm SSH-knw4a

e B pasgene Y4yeTHble 3anmMcu oTMeTbTe OOHY UJTN HECKOJ1bKO YYETHbIX 3anncen n HaxmuTe npOBepMTb.

BnokupoBkKa

e B pasgen Y4yeTHble 3annucu oTMETLTE OAHY NN HECKOJTbKO YYETHbIX 3anucen n HaxmuTe

3abnokupoBaTtb.

UrHopupoBaHue

e B pasgene YyeTHble 3annUcu OTMETLTE OOHY UJTN HECKOJ1bKO YHETHbIX 3anucen N HaXxXMuTe

UrHopupoBaTth.

YnaneHue

e B pasgene YyeTHble 3annUcu oTMETbTE OOHY UJTN HECKOJ1bKO YHETHbIX 3anucen n HaxMuTe Yaanutb.



[oMeHbI

Pasgen npegHasHaveH gns pabotel ¢ gomeHamum Active Directory.

NMouck pomeHa

Mownck OCYLLECTBIIAETCA B pa3fene [omeHbI.

BbiCTpbIN NOUCK

Beeaute B cTpoky novcka NetBIOS nmsa nnn DNS vmMa NonHOCTLIO U YaCTUYHO.

PaclumpeHHbIX NOUCK

Haxxmute PaclumpeHHbIN NOUCK 1 BBEAUTE OANH U HECKonbko kputepunes, NetBIOS nmsa nnn DNS
MMSA NONMHOCTbLIO UM YacTUYHO. BbibepuTte cocTosiHne gomeHa:

o [locTyneH

e YnaneH

NMpodunb goMeHa



INDEED-ID 2 INDEED-ID\Victor.Osipov ~

OB3BMTE YYETHYHD 38MUCk MNpoBepwTe COBANMHEHME MMnopTMpoBate pecypckl ﬁ CHHXpOHWM3WPOBATE YYETHBIE 3anucK Yoanute
¥ - ¥

INDEED-ID #

indeed-id.local #
INDEED-IDVipamservice #
MonauTrka yueTHelx zanuceii # @
04.08.2021 18:54:35

05.08.2021 09:39:32

JoMEHHEIE YUSTHEIE 2aMKCK KoHTefHepw ana pecypcos MpUEXAETMPOEAHHEIE TPYNNEL CobBeiTnAa
Wma PazmeweHue CoctoAHue Onucanwne
INDEED-IDNIPAMManager Nowmen INDEED-ID Wruopupyetca
INDEED-IDVipamservice Nowmex INDEED-ID YnpaenaeTca
INDEED-IDYpamadmin Nowmen INDEED-ID YnpaenaeTca

Mpochmnb otobpaxaeT faHHbIe, YKasdaHHble npu AobaBneHnn:

¢ NetBIOS nmsa
e DNS umsa

L CepBI/ICHaFI y4yeTHadA 3anncb — AOMEHHasd y4eTHadaA 3anncb, OT UMEHN KOTOpOVI 6y,£|,yT BbIMOJTHATbCA

cepBUCHbIE onepaunn.

e Monutuka — Habop npaBun, AENCTBYIOLLMIA HA LOMEHHbIE YYETHbIE 3anncKn JoCTyna, A400aBNeHHbIE B
Indeed PAM.

e [laTa CMHXpPOHU3aALUU pecypcoB — [aTta h BpemMA nocregHemn CUHXPOHM3auunn pecypcos.

o [ara CUHXPOHU3aUNUN YyHeTHbIX 3anucen — garau BpeEMA nocnegHemn CUHXPOHM3aUNN YHETHbIX

3anuvcen.

IJoMeHHble Y4eTHbI€ 3annucu

Bce no6aBneHHbIe AOMEHHbIE y4YeTHble 3annmcu 0To6pa>|<a+0Tc;| Ha Bknagke [loMeHHble Y4YeTHble 3anucu.

KoHTenHepb!l AnAa pecypcos



Bce Bbl6paHHbIe AnA CUHXPOHM3aunn JOMEeHHbIX KOMMNbTEPOB KOHTeVIHepr OT06pa)KaI-OTC$I Ha BKIlagke

KoHTenHepbl Ans pecypcos.

MpuBMNernpoBaHHbIE rpynnbl

Bce BbibpaHHble ANsi CUHXPOHM3aLMN JOMEHHBIX YYETHbIX 3anucen rpynnbl 6e3onacHoCT oTobpaxaroTcs

Ha Bknagke MNMpuBunernpoBaHHbIe rpynnbi.

CoObIiTuA

Bce cobbiTusa Ha pecypce oTobpaxatotcs Ha Bknagke CobbITUA, 3aecb oTobpaxatoTcsa nocnegHue 5
cobbiTnin. [1na npocmoTpa nogpobHon nHdopMauum o cobbITUN HEOBXOAMMO PaCKPbITh ero. YToObl BbIBECTH
BCE COObITUSA AN AaHHOro AOMeHa, HaxmnTe kHorkKy MokasaTb Bce.

BbiOop nonuTtukn gna pomeHa

1. OTkponTe Npodurb JOMeEHa.

2. Haxxmute #, 4yTo6bl 4O6ABUTbL MU M3MEHUTD MOTUTHKY.



[lobaBneHne AOMEHOB

,D,J'IFI ynpasneHna AJOMeHHbIMU YH4ETHbIMW 3anncamMmmn goctyna n nojnyv4yeHnda JOMEHHbIX KOMMNbHOTEPOB

Heobxoaumo gobasuTb JomMeH B Indeed PAM.

o Haxmute lo6aBuTb B pa3nen [JoMeHbl.
o BBeante NetBIOS nmsa n DNS ums.

o CoxpaHuTe OaHHblE.



HacTtpouka cepBUCHOro noakno4yeHus
ansi JOMeHoB

[na nomeHos Active Directory MOXXHO HAaCTpOUTb CEPBUCHOE MOLKMOYEHME, KOTOPOE NO3BONUT BbIMOMHATD
onepauuu:

¢ [lpoBepka coeanHeHUs1 ¢ 4JOMEHOM

¢ CUHHXPOHU3aLMs OOMEHHbIX YYETHbIX 3anncen

e [lpoBepka naporsi AOMEHHbIX YYETHbIX 3anncen

o C6poc naponsa AOMEHHbIX YYETHbIX 3anuncen

o CuHXpOHU3aums rpynn 6e30nacHOCTM AOMEHHbIX YYETHbIX 3anMcen

° CVIHXpOHI/I3aLI,I/IFI OOMEHHbIX KOMMNbTEPOB

(D NPUMEYAHMUE

lMpoBepka naponen 4OMEHHbIX Y3 MOXET BbINMOJTHATLCS 063 HACTPOWMKN CEPBUCHOIO MOAKMIOYEHMUS K
OOMEHY.

[N obaBneHue y4yeTHbIX 3anuceun

CepBucHble onepaunn BbIMOMHATCHA OT MUMEHN CEPBUCHOWN YYETHOW 3anncu, B pOrv CEPBUCHON MOXET ObliTb
Ha3HayeHa AOMeHHasi y4eTHas 3anucb. [lepen HacTPONKON CEPBMCHOMO NOAKNIYEHNA HEOBX0aMMO
006aBUTb B CUCTEMY AOMEHHYHO YYETHYIO 3aMuChb.

« [lobaBneHve gomeHa

o [lobaBneHne JOMEHHbIX YYETHbIX 3anMcen

HacTtpounka cepBUCHOro nogkno4vYeHus

o OTKpoOWTE NPOdUnb OMEHa 1 HaxmuTe # cnpasa oT napametpa CepBUCHas y4YeTHas 3anuchb.
» BBeaute UMsi yueTHOM 3anmcu NOMHOCTLIO UM YaCTUYHO.

° Bbl6epl/ITe YYETHYIO 3anncb 1 3aBepLunTe HaCTpOVIKy CepBUCHOIo NOoAKITH4YeHn4.


http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/domains/adding-a-domain/
http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/domains/domain-operations/#adding-an-account

Onepaunn Hag AgomeHamMmu

PepakTupoBaHue gomMmeHa

®dyHkuna nossonseT nameHntTs NetBIOS nmsa, DNS umsa, CepBUCHYO y4yeTHYI0 3anucb 1nun NMonutuky.

e Haxmute # cnpasa oT HyXHOro napamerpa B npodune JoMeHa.

NobGaBneHne y4yeTHOM 3anncu

®yHkuma no3sonseT fobaenAte B Indeed PAM gOMEHHbIE y4ETHbIE 3anucuK pecypca, KoTopble MOryT
Mcnonb3oBaTbCs ANs NpeocTaBneHust 4OCTyna Ha pecypchbl.

¢ HaxmuTte [106aBUTb YYE€THYIO 3annUCb B Npodune JOMeHa.

» Beeante Umsa yyeTHom 3anucu n OnucaxHume.

HacTtpowuka napons

¢ Bbibepute nyHKT CreHepupoBaTb Crly4aHbIM naposnb Ui 3agaTtb Naponb BPYUHYHO.

e BBeauTte naponb unun npogosmkmte Bbiopas NyHKT CreHepuMpoBaTh Clly4YaruHbIW Napornb.

MpoBepKa coeanHEeHUsA C AOMEHOM

®PyHKLMA NO3BONSAET NPOBEPUTL CETEBYHO LOCTYMNHOCTb AOMeEHa, koppekTHocTb NetBIOS nmenn, agpeca,
UMEHW 1 NapOorisl CEPBMUCHON Yy4ETHOM 3anuncu.

¢ Haxmute MNpoBepuTb coeanHeHue B nNpodune JoOMeHa.

UMmnopT pecypcoB

dyHKUMA No3BonseT aBTomaTndeckn obaenatb B Indeed PAM goMeHHbIe KOMMNbIOTEPDI.

BbI6Op KOHTENHEpPOB



o [lepengnte Ha Bknagky KoHTenMHepbl ans pecypcoB B npodune gomeHa n Haxxmite [1o6aBUTD.
o BBeauTte NOMHOCTBLIO UMM YAaCTUYHO MMSA KOHTENHEPA U BblIbepuTe OAUH UM HECKONbKO KOHTEMHEPOB.

o 3aBepLunTe BbIOOP KOHTENHEPA.

UmnopT

e Haxmute AMnopTtupoBaTtb pecypchbl B npodusie JoMeHa.

CUHXpPOHM3aLMA YYETHbIX 3anuceu

dyHKUMA No3BonsieT aBTomaTudeckn fobaenaTb B Indeed PAM goMeHHbIe y4eTHbIE 3anucu, KoTopble

COCTOSAT B BblOpaHHbIX rpynnax 6esonacHoctu Active Directory.

BbiGop rpynn npuBuUiermpoBaHHbIX YYEeTHbIX 3anucemn

o Mepeiigute Ha Bknagky MpuBunerMpoBaHHble rpynnbl U HaxmuTe [lo6aBUTb.
« BBeouTte NOMHOCTbLIO UMM YaCTUYHO MMS FPYNMbl U BbIGEPUTE OAHY WU HECKONbBKO rpynm.

o 3aBepuunTe BbIGOP rpynn.

CuHXpoOHM3auuma

o Haxmute CVIHXpOHVISVIpOBaTb Y4YyeTHble 3anucu B npodune gomeHa.

YananeHue/BoccTaHOBIeHUe goMeHa

YpaneHune gomMmeHa
e Haxmunte Yaanutb B npodune gomMeHa.
(D NPUMEYAHUE

Mepepn yoaneHvem gomeHa HeobXoAMMO yaanuTb BCE YYETHbIE 3anncu, KoTopble bbinm

AobaeneHbl 13 yoandaemMoro gomMmeHa.

BoccTtaHoBneHue oomMmeHa



Haxmnte PacwumpeHHbIn nouck B pasgene [loMeHbl.

Beeaute NetBIOS umsi nnn DNS nmsa nonHOCTBIO MU YaCcTUYHO.
Bbibepute ana nona CocrosiHue 3HadyeHne YaaneH n Haxmute Hantu.
OTkponiTe npocunb pecypca n Haxmute BoccTtaHOBUTD.

Beegute NPUYNHY BOCCTAHOBIIEHNA N HAXMUTE BoccTtaHOBUTL.



MaccoBble onepauun Hag AoMeHaMu

MpoBepKa coeanHeHUs

e B pasgene [ oMeHbl OTMETLTE OANH U HECKOSTbKO AOMEHOB U HaXMUTE npOBepVITb coegunHeHwue.

YnoaneHne oOMeHOB

o B pasgene loMeHbl OTMETLTE OAMH UITM HECKONBbKO JOMEHOB U HAXMUTE YOanuUTb.

(D NPUMEYAHUE

lMNepen yoaneHnem OMEHOB HEOOXOAMMO yaanuTb BCE yYETHbIE 3anmcu, KoTopble bbinu gobaeneHbl 13

yoandaemMblX JOMEHOB.



CTpykTypa

Pasnen npegHasHayeH ansa cosgaHnsa nogpasgenenunn (Organizational Unit, OU) opraHusauumu. Mpu
co3daHun nogpasaeneHnin MoXXHO pasrpaHnyYnBaTth JOCTYN agMuHucTpaTopoB PAM K oTaenbHbIM pecypcam.

(D NPUMEYAHUE

Mogpasnenennss PAM HUKak He CBA3aHbl C NogpasaeneHnsMm Unum KOHTenHepamm gomeHa Active

Directory.

Buabl noapaspeneHnu

MogpasaeneHne MOXeT ObITb rnobanbHbIM MNK foKanbHbIM. Tak e 1 06bekTbl PAM mMoryT 6bITb

rno6anbHLIMN N NOKanbHbIMKU MO NPUHageXHoCT K noapasgeneHuto.

Cpasy nocne yctaHoBkn PAM B cucteme yxe cyuiectByeT FmobanbHoe nogpasgeneHue. Emy
npuHagnexar Bce 00beKTbl, Y KOTOPbIX NogpasaeneHve He ykasaHo ABHO. COOTBETCTBEHHO, Nocne
o6HoBneHust Bepcun PAM Ha Bepcuto 2.7 nnu BbllLe BCE paHee CyLeCcTByoWme 06bekTbl CTAaHOBATCSA

rmoo6anbHbIMU.

MpuBasky agmuHucTpaTopa PAM k nogpasgeneHnio MOXHO BbIMOSTHUTL B HAacTporikax Ponu. MNonb3oBatens
MOXET ObITb B pONsiX U3 0gHOro nogpasaenerHuna. Henb3ss 0obaensatb nonb3oBaTens B pofib NOBTOPHO,

yKasblBasi Apyrne nogpasgeneHus.
Mogpasgenenune ykasbiBaeTca npu obasneHun Pecypca, lomeHa, pynnbl pecypcos.

CucTemMa pacrno3HaeT SBMseTcs N AaHHbIA OGbEeKT NoKarnbHbIM MO OTHOLLEHUIO K IaHHOMY NoApasaeneHuto
yepes CBsI3N 0OBLEKTOB C pecypcamu U AoMeHamun. Ecnmn o6bekT cBsisaH ¢ PecypcoM 1 YueTHol 3anuchbto,

noapasaeneHve onpeaensercs no Pecypcey.

JNlokanbHbIN agMUHUCTpPaTOP

JTokanbHbI aAMUHUCTPATOP OrpaHUYeH B NpaBax AoCTyna u MoXeT paboTaTb TONbKO C HAOOPOM 06HLEKTOB,
KOTopble NpuHagnexar ero nogpasgeneHuio. OrpaHMyMBatoTCs TONbKO 00bEKTbl 4OCTYyNna — Y4YeTHble

3anucu n Pecypcel.



NcknioyeHus:

e MOXET ynTaTb Y4YeTHble 3anucu rnobanbHbIX AOMEHOB
e MOXET unTaTtb rnobanbHble NOSIUTUKN

e MOXET yntatb [JoMeHbl, HO HE NX rpynnbl n KOHTeIZHepr
Bce co3naBaemble adMWHUNCTPATOpOM 00bEeKTbl aBTOMATUYECKN npuHagnexar ero nogpasgerneHuto.

(D NPUMEYAHUE

BbI6VIpaTb nogpasgeneHna npu co3gaHnm 00BbEKTOB MOXET ToNbko MMobanbHbIN aaMUHUCTPAaTopP.

INokanbHOMY afMUHUCTPATOPY HEAOCTYMHbI:

L O6beKTbI, CBA3aHHbIE C OpyrmMmun noapasgeneHnamm

e pasgenbl CTpyktypa, Ponun, YBegomneHus
B pasgenax YnpasneHus OCTYMHbl TONbKO A5 YTEHUS:

e MoNUTUKKM N NX HACTPOMNKM
e MONb30BaTeNbCKME NOAKMIOYEHUS U CEPBUCHBIE MOAKMHOYEHMSA

e HacTponkn KoHdurypauum
OctanbHble pasgerbl HeAOCTYMHBbI.

JlokanbHbI aOMUHUCTPATOP HE MOXET CO3aBaTb Pa3peLLleHnss C MPOCMOTPOM YYETHbIX OaHHbIX OJ1A

AOMEHHbIX YYeTHbIX 3anuMcen, B TOM ymcne paspeweHue ana NMpunoxeHus.

BknioyeHue paboThl ¢ noapasaeneHuamm

Pabota c nogpasgeneHusmMu BKNtoYaeTcs B KOHurypaumoHHom cparine Management Console.

[MyTb 0O KOHUrypaLuMoHHOro danna:

Windows C:\inetpub\wwwroot\pam\mc\assets\config\

Linux /etc/indeed/indeed-pam/mc/



UTtoObl BKOUNTbL paboTy ¢ nogpasgeneHusamu B PAM, BBeante 3HavyeHne true Ans napamertpa

enableOrganizationalUnits B CeKUUN view:

"view": {
"enableOrganizationalUnits": true



Pa3pewieHus

Pasnen npeaHasHaveH Ans Noucka, Bblaayu, OT3biBa Y NPUOCTAHOBKM AENCTBUS pa3peLLEeHUA.

NMouck paspeLieHun

Mouck nossongaet OT06paSI/1Tb TOJIbKO T€ pa3peLlleHnsa, KOTopble yaoBJI1IETBOPAOT 3aaHHOMY KPUTEPUIO.

EcTtb oBa BMaa noucka:

e BbICTpbI — cTpoKa noucka. MoxHO uckaTb TOSNbKO N0 OOHOMY KpUTeputo. TeKCTOBbIN BBOA,.
e PaclmpeHHbIn — popma C HECKONbKUMU NonsaMn. MoXXHO UCKaTb NO HECKOMNbKUM KPUTEPUSIM Cpasy.

BbinagatoLme crnvcku.

BbicTpbIN NOUCK

B NMONCKOBYHO CTPOKY MOXHO BBOAWUTb OOHO UIM HECKOJIbKO CJ10B. CnoBa MOXHO nucaTb NOMHOCTBLIO UMK

YacTuyHo (3 n 6onee GykB).
Mpumep
YT106bI HAWTK paspeLleHne C ONMCaHMeM TecToBOe pa3peleHue raBHOrO aAMUMHUCTpaTopa, HY>XHO BBECTU

noboe 13 crnoB: TecT, paspew, rnas, agm.

A NMPEOYNPEXOEHUE

Mo koHUy cnoBa nouck He paboTtaet. Ecnu BBECTU peleHue, TO pa3peLleHne He HangeTcs.

PaspellueHne MOXXHO UCKaTb MO ABYM CriOBaM, HAaNpUMep: TecT paspell, pa3pell r1aBH, r1aBH ajM.

/\ MPEQYNPEXOEHUE

CnoBa B NOUCKOBOM 3anpoce AOJKHbl UOTU B TOM Xe nopAaake, YTto B OrnnmcaHnn paspeLueHund. Ecnu

BBECTW paspew TecT, TO pa3peLleHne He oTobpasunTcs.

Henb3sa BBOaUTb Cnoea, MeXxay KOToOpbiIMU B ONMNCaHUK pa3pelleHna eCTtb gpyrme criosa. Ecnu BBectn

TecT agmuH, TO paspelleHve He 0ToBpasnTcs, MOTOMY YTO MEXAY TecT M agMuH €CTb elle ABa

CrioBa.



PacwunpeHHbI NOUCK

MOXHO 1ckaTb N0 OAHOMY UM HECKONBbKUM KpuTepuaM. [pn BbIOOpe HECKOMNbKMX KpUTEPUEB OTOOpa3ATCA
CeCccun, KoTopble YAOBNETBOPSIOT BCEM NEPEUYNCIIEHHBIM KPUTEPUSM.

Mpumep

Ecnu Bbibpath B none MNMonb3oBaTenb 3Ha4yeHWe ivan.ivanov@company.demo U B none CocrosiHue

3Ha4yeHne O0To3BaHoO, TO OTO6p83FITC$I TOJTIbKO OTO3BaHHbIE pa3peLlleHnA TOJTIbKO 3TOro rnoJjib3oBaTer4.

A NMPEOYNPEXOEHUE

B kaxgom none MoXHO BbIOpaTh TOMNbKO O4HO 3Ha4YeHWe. Bbl HE CMOXeTe B 0AHOM 3anpoce
pacLUMpEeHHOro nNoucka BbIBECTU paspeLLeHns nornb3oBartenen ivan.ivanov@company.demo U
peter.ivanov@company.demo . Bbl cCMOXeTe 370 caenatb C NOMOLLLIO TEKCTOBOrO NoUcKa no 3anpocy

ivanov.

Npodunb paspewieHns



PaspelweHune #5 A INDEED\adm ~

) Orozeats () MpuoctaHoeuTE

TecToBOE paspelleHmne

Root OU

victor@indeed.local

INDEEDYadm

09.11.2022 12:32:20

c09.11.2022 00:00 go 09.11.2022 23:59
c 08:00 ao 17:59

Pazpewen
Fecypcel YuUeTHeIE ZanKCK
Pecypc Tvn nogKnroueHMA Agpec nogKnOUeHUA YueTHan zanuck
REDOS 55H 192.168.10.130 REDOS\admlocal

Mpodhunb paspelueHnss oTobpaxaeT criegyowme gaHHbIe:

e OnucaHue — NpPon3BOrIbHbIN TEKCT.

» loppaspeneHue — nmsa nogpasneneHuns, B KOTOPOM COCTOUT pecypc.

» lNonb3oBaTtenu — nonb3oBartenu karanora Active Directory, Ansa KOTOpbIX BblAaHO paspeLLeHne.
o Cospan — yyeTHasda 3anncb agMuHuctpartopa Indeed PAM.

o Co3paHo — faTa v BpeMs co3[aHus paspeLleHns.

o [lepuon aencTBuA — Aatbl, B Nepuog Mexay KOTOpbIMU paspeLleHne akTUBHO.

 PacnucaHue goctyna — Bpems, B Nepuos Mexay KOTOpbIM paspeLleHne akTUBHO.

e MpocMOTp y4eTHbIX AaHHbIX — pa3pelleHe Ha NPOCMOTp napons unu SSH-kn4va y4yeTHon 3anucu
Aoctyna.

» Pecypc — nms pecypca, Ha KOTOpOM MOXET ObiTb oTKpbiTa RDP, SSH nnu web-ceccusa ot nmenn

YYETHOM 3arnucu yKkasaHHOM B paspeLleHun.

o Tun noakn4YeHUa — TUN yaganeHHoro nogkntodeHuns (RDP, SSH, nonb3oBatenbckme Tunbl).



o Apapec nogkntovyeHnas — DNS ums unu IP agpec koHevHoro pecypca.

e YyeTHas 3anucb — y4yeTHas 3anucb, KoTopasi ucnonb3yetcs Ang otkpbltus RDP, SSH unu web-ceccum

Ha pecypcax yKasaHHbIX B pa3peLleHuu.



Co3aaHve paspelieHnn

Pa3speluLeHns gatoT NpaBo Ha OTKPbITUE CECCUI Ans nonb3oBaTternen Kkartarnora.
YT06bI BblAaTb paspeLleHne:

1. BanguTe B pa3gen PaspeweHus.
2. Haxxmute Co3partb.

3. Buibepute MNogpasgeneHue, lNonb3oBatenen, Pecypcol, YUeTHyto 3anncb, OrpaHnyeHns BpeMeHn n

MapameTpbl paspelleHnsi B OTKPbIBLUEMCS BU3apAe.

/\ NPEQYNPEXAEHWE

[ns paboTbl ¢ paspeLlueHnamMmmn Heobxoanmbl npusunern YnpaBneHUsa paspeLueHnusaMm
(Permission.Create, Permission.Read, Permission.Revoke, Permission.Suspend).

NMoapasaeneHue

Bb|6ep|/|Te, B KaKOM nogpasgerneHnmn Haxogntca pecypc.

(D NPUMEYAHUE

70T pasgen Bu3apaa He OyaeT oTobpaxaTbCsa NPy CO3AaHNMKN paspeLleHNs NoKarnbHbIM
aAMVHUCTPATOPOM 3TOro NoApasaerneHus.

Nonb3oBaTtenb

Bbibepute nonb3oBatens unuv rpynny nonb3oBaTenen.
YUTtoObl BbIOpaTh Nonb3oBaTens:

1. Ha Bknagke MNonb3oBaTtenu BBeante B cTpoke novcka Umsa, damunuro, Homep tenedoHa nnu E-

mail nonHocTblo nnm yactnyHo. Haxmmte ENTER nnu O\.

2. Bb|6ep|/|Te O[HOro U HECKONbKUX NoSb3oBaTeNen.


http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/roles/

UTtoObl BbIGpaTh rpynny nosb3oBaTtenem:

1. Ha Bknagke prnnbl nonb3oBartesien BBeaMTE B CTPOKe noncka Umsa nnm OnucaHue NonHOCTLIO UK

yactnyHo. Haxmmte ENTER mnnu O\.

2. BbibepuTe rpynny nonb3oBartenemn.

Pecypc

Pa3peLueva MOXHO BblaBaTb HaA:

» Pecypchbl, pobasneHHble B Indeed PAM.
e [pynny pecypcos.

¢ [1pon3BosibHLIN pecypc.
UTtoObl BLIGpaTh pecypc:

1. Ha Bknagke Pecypcbl BBeanTte B cTpoke novcka Umsa pecypca, DNS-ums, IP-agpec nonHocTso nnm

yacTnyHo. Haxmute ENTER mnnu O\

2. Bbibepute oanH Unm HECKONbKO PECYPCOB.
YUTtoObl BbIGpaTh rpynny pecypcos:

1. Ha Bknagke Mpynnbl pecypcoB BBeANTE B CTPoke noncka UMa NonHOCTLIO U YacTuyHo. HaxmuTe

ENTER um 2.
2. BuibepuTe rpynny pecypcos.

YUT06bI BbIGPATL NPOM3BOSbHLIN pecypc, Ha Bknaake MpousBonbHbIe pecypcbl Bbibepute TUMbI
NOAKIMKOYEHNIA, MO KOTOPbLIM MOMb30BaTENb CMOXET NMOAKIIYATLCS K NPOU3BOSbHLIN pecypcaM. [ocTynHble

Tnnbl nogkntodeHnn: RDP, SSH, Telnet.

YyeTHaAa 3anuchb

Ons OoCTyna K peCcypCy MOXHO MUCNOJb30BaThb JTOKalbHYH, AOMEHHYI0 UM JTMYHYIO YYETHYIO 3anncCb

nonb3oBartend.

() NPUMEYAHVE


http://localhost:3000/privileged-access-manager/3.0/user-manual/access-to-the-resource/#connection-to-an-adhoc-resource

Ecnu Bbl BbiGpanu 6onblue 0gHOro pecypca, To 4SS KaXA40ro U3 HUX HY>KHO nocrnefoBaTenbHO BblOpaTb

YHETHYHO 3anncb OOCTYymna.

UT00bI BbIOpPaTL JOMEHHYIO UMW NTOKANbHYO YY4ETHYHO 3anuchb:

1. BBeguTte B cTpoke novcka UmMa yyeTHOW 3anucum nornHOCTbIO Ui YyactudHo. Haxxmute ENTER unu Q

2. BbibepuTte y4eTHyO 3anunchb.

YT06bI BbIOpPATh NMYHYHO YYETHYIO 3anuch, HaxMuTe NMpoaomknTb ¢ nonb3oBaTenbckon Y3.
/\ NPEAYNPEXAEHUE
[ns Npon3BOMbHbIX PECYPCOB HEAOCTYMNEH BbIOOP NOKANbHOM y4ETHOM 3anucu.

na NPON3BOJIbHbIX PECYPCOB y4e€THadA 3arnncb ogHa Ha BCE TUIbl NOAKITIOYEHUN.

OrpaHun4yeHus BpeMeHu

MapameTpbl 3TOro pasaerna onuuoHanbHble.

[ns paspelleHns MOXHO 3agaTb Nepuog AeNCTBUSA — AaTy M Bpems Havana, 4aty U Bpemsi OKOHYaHua. [ns

3TOro:
1. Bkntounte onuum Havano n OKkoH4aHue.

2. Bbibepute gaty n Bpems.

(D NPUMEYAHUE

Ecnn onuun Hayano n OkoH4yaHue He BbiOpaHbl, TO pa3pelleHne OyaeT AencTBoBaTb BECCPOUHO.

/\ NPEAYNPEXAEHUE

Mo ncTeueHUn nepmopa AeNCTBUS pa3peLLeHmnst ceccust byaeT npepeaxa.

MoXHO Takxe 3aaaTb pacnucaHue 4oCTyna K pecypcy no aTomy paspeLleHuto. B aToM criyyae nogkroyeHve

OyaeT OOCTYMHO TONbKO B YKa3aHHble Yackl. Hanpumep, Tonbko B paboyee Bpems.


http://localhost:3000/privileged-access-manager/3.0/user-manual/access-to-the-resource/#connection-to-an-adhoc-resource
http://localhost:3000/privileged-access-manager/3.0/user-manual/access-to-the-resource/#connection-to-an-adhoc-resource

1. BkntounTte onumio Paspewwmtb AOCTYN TOMbKO.

2. Beegute Bpema C n [o.

(D NPUMEYAHUE

Ecnu onuusa PaspewnTb 4OCTYN TONLKO He BbiOpaHa, To paspelleHne byaeTt 4encTBOBaTb

KPYrroCyTOYHO.

/\ NPEAYNPEXOEHUE

Mo MCTeYeHn BpeMeHM, YCTaHOBMEHHOIO B pacrnvcaHumn 4ocTyna, ceccusa byaeT npepsBaHa.

NMapameTpbl pa3peLlueHuUs

MapameTpbl 3TOro pasgena onuuoHanbHbIe.

Y4yeTHble AaHHbIe

Indeed PAM nosBonsieT 3agatb, paspeLleHo N1 nonb3oBaTento NpocMaTpmBaTtb Naposib
NPUBUNErMPOBaHHLIX YYETHbLIX 3anMcen, KOTopble UCMOSb3YHTCA B €ro paspeLleHnsix. Ytobbl paspeLumnTs,

BKINMKOYUTE Onuuko Paspemwrb NMPOCMOTP YYeTHbIX OAaHHbIX.

Indeed PAM nossonsieT 3agaTb, paspeLLeHo N nonb3oBaTento U3MEHATb Naporib NPUBUITErMPOBaHHbIX
YYETHbIX 3anucen, KOTopble NCMOMb3YTCA B €ro paspeLleHmax. YTobbl paspelumTb, BKIHOYUTE ONLMIO

Pa3peu1wrb U3MeHeHUe yYeTHbIX AaHHbIX.
McTOUYHUMK noaknoveHus

Indeed PAM no3BonsieT yCTaHOBUTb OrpaHuyeHune gnga nogknovyeHnn K pecypcam, a MMeHHO — YCTaHOBUTb
KOHKPETHYIO CETb, N3 KOTOPOM MOXHO nogkntodaTbes. YTtobbl 310 caenatb, Bblbepute HyXXHYH CETb B Mnofe

CeTeBoe pacnosioXXeHne UCTOYHMKOB AJsi pa3peLlleHHbIX NOAKITHYeHUN.

() NPUMEYAHVUE

Ecnu He 6binu gobaeneHbl HUKakne CeTeBble pacnonoXeHus, To B BbinagatoLem cnucke dyaet
eJMHCTBEHHas HacTponka — bes orpaHMyeHnn. 3TO 3HAYUT, YTO UCMONb30BaTh AaHHOE paspeLleHne

MOXHO C Nto6oro ycTpoicTea B CETU.


http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/configuration/#network-location

MNMoBbiweHue npusunernn B SSH ceccusnx

Indeed PAM nosBonseT ykasaTb 4518 KaX40ro paspelueHns, byget nu B 3ToM paspeLleHnm goCcTyn K pamsu.

BoamoxHble BapuaHTbI:

« YnpaBnsieTca nonuTukamu — ByaeT Ny OOCTYN K pamsu onpeaensieTcs nonmTukon pecypca, Ha
KOTOPbI BblAAETCs paspeLleHme.

° Paspeu.leHo — 6y/:|,eT AOCTYyNn K pamsu He3aBUCMMO OT HAaCTpPOEK MOJIUTUKN.

° 3anpeu.|,eHo — Heé 6y,qu AOCTYyMna K pamsu He3aBUCUMO OT HACTPOEK NMOJIUTUKN.


http://localhost:3000/privileged-access-manager/3.0/installation/additional-components-setup/#pamsu

Onepauuu Hag paspeLieHusaAMmn

KonupoBaHue

C nomouybio 3TON (*)yHKLl,VII/I MOXXHO CO3aThb pa3peleHne Ha OCHOBE paHee CO34aHHOro pa3peLlieHns.
CocTosiHMe ncxogHoro paspeLlieHna MmoxeTt ObITb NOOLIM, B TOM YNCIE OTO3BaHHbLIM U NPUNOCTAHOBITEHHbLIM.

KonupoBaHune cxoxe ¢ NpoLeccoM co3aanns paspeluenns. MNpn KonmpoBaHMM OTKPLIBAETCH TaKOW Xe
MacTep, B KOTOPOM YXe BblOpaHbl 0OBbEKTbI M3 UCXOAHOIO paspeLleHns. ATOT BbIBOP MOXHO
oTpeAakTMpoBaTb — A06aBUTb HegocTarowme o6bekTbl NN yopaTb NuULHKE.

() MHPOPMALIMSA

OT1a PyHKUMA JOCTYMHA TONBKO U3 NPOUNA paspeLleHus.
1. OTKponTe NPOhuNb paspeLleHns.

2. Haxxmute Co3gaTtb Konuio.

3. Ecnu TpebyeTcs, BHECUMTE NBMEHEHWSI B CMIMCOK BblOpPaHHbLIX 0OGbEKTOB Ha CTpaHMLLaX OTKPbIBLUErOCS

MacTepa.

YTo6bl NPOCMOTPETL CNUCOK BbIOPaHHbBIX OO BLEKTOB, HAXMUTE O\

() UH®OPMALUSA

Ecnu kakon-nmbo nonb3oBarenb, pecypc Unn y4eTHasi 3an1cb, yka3aHHble B UICXOAHOM

paspeLleHnn, yaaneHbl Unmn 3abrnokMpoBaHbl, TO OHU He ByayT BbiGpaHbI.

4. Ecnu TpebyeTtcs, BHecute nameHeHus B OrpaHnyeHus BpemeHu n NMapametpbl paspelueHus.

5. BbibepuTte [lencrtBme ¢ UCxoaHbIM pa3pewieHnem — OctaBuTb, NMpuoctaHoButb unu OTo3BaTh.

OT13bIB

C nomoLpbto 3TOM PYHKLMM MOXXHO aHHYNMPOBaTb paspeLleHus, KoTopble bonblie He TpebytoTes.


http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/permissions/creating-a-permission/

/\ NPEAYNPEXAEHUE

OT03BaHHbIE pa3peLlueHna Hernb3A BOCCTaHOBUTbD.

Ecnu Bam Tpe6yeTc;| BPEMEHHO 3anpeTnTb NCNOoJib30BaTb pa3peleHne, To NpuoCTaHOBUTE €ro

JencTeme.

|_|pl/1 OT3blBE pa3peLlleHna y‘-II/ITbIBal‘/'ITe, 4YTO AocCcTtyny nonb3oBaTtesnemn nponageT cpasy, a He Nnocrie Toro, Kak

OHW camm OTKITIOUYUITUCHL OT pecypca.

/\ NPEAYNPEXAEHUE

Mpwu OT3bIBE pa3peLleHns ceccus byaoeTt npepsBaHa.

OT3bIB M3 CNUCKa pa3peLueHun OT13bIB 13 npodunsa paspeLueHus

1. OTkponTe pasgen PaspelueHus.
2. OTMEeTbTE HYXXHOE paspeLLeHme.

3. Haxxkmute OTO3BaTh.

OTo3BaHHble pa3peLleHns nepecTaroT oTobpaxaTbca B pasgene PaspelueHus, HO X MOXHO MPOCMOTPETb
C NOMOLLbIO0 Norcka. [1nsa 3Toro OTKpoWTe pacLuMpeHHbIM NOUCK B pa3gene Pa3spelwieHus v Boibepute

3Ha4yeHne OTo3BaHoO Ans napamMmeTpa CocTtosiHue.

NpunocraHoBKa

C nomoLLbIo 3TOM (PYHKLUN MOXHO BPEMEHHO 3arnpeTuUTb UCMOSb30BaTh paspeLleHune.

YuntbiBanTe, 4TO AOCTYN Y Nonb3oBaTenen nponageTt cpasy, a He Nocre Toro, Kak OHWU caMy OTKITHYUIUCH

OT pecypca.

A NMPEOYNPEXOEHUE

Mpu npuocTaHoBKe OENCTBUS paspeLleHns ceccusi Byaet npepeaHa.

MpuocTaHoBKa U3 cnuUcKka paspeLleHui MpuocTaHoBKa U3 npoduna paspeLleHuns




1. OTkponTe pasgen PaspewseHus.
2. OTMEeTbTE HY)XHOE paspeLleHune.

3. Haxkxmute MNMpuoctaHOBUTD.

Bo30oOHOBNEeHue

C nomoLLblo 3TOM PYHKLMM MOXHO aKTUBMPOBAaTb NPUOCTAHOBIIEHHOE pa3peLleHne, TO eCTb BEPHYTL €ro B

cocTosiHne [1eMCTBUTENLHO.

Bo3o6GHOBNeHWe U3 cnucka paspeLueHui Bo3o6HoBneHue u3 npodunsa paspelueHus

1. OTkponTe pasnen Pa3pelueHus.
2. OTMETbTE HYXXHOE paspeLLeHme.

3. Haxkmmute Bo30OHOBUTD.



MaccoBble onepauuu Hag
pa3peLleHnaAMmn

OT13bIB

C noMolLLbto 3TON (PYHKLMN MOXHO aHHYNMPOBaTh pa3peLleHusi, KoTopble 6orblue He TpebytoTcs.

A NMPEOYNPEXOEHUE

OT03BaHHblE pa3peLLeHnNs Hemnb3s BOCCTaHOBUTb.

Ecnu Bam Tpe6yeTc;| BPEMEHHO 3anpeTuTb NCNOoJib30BaTh pa3pelleHne, To NpuoCTaHOBUTE ero

JencTBme.

Mpu 0T3biBE paspeLleHns yuuTbiBainTe, YTO AOCTYN Y Nonb3oBaTenel nponageT cpasy, a He nocre Toro, Kak

OHM CaMM OTKITHOYUITUCb OT pecypca.

/\ MPEQYNPEXOEHUE

Mpwn oT3bIBE paspelleHns ceccusi OyaeT npepsaHa.

YTo6bI BOCMONb30BaThCs PYHKUUEN, BbINOMHUTE cnegyowue 0encTBus:

1. OTkponTe pasgen PaspelwieHus.
2. OTMeTbTE OOQHO UMW HECKOSMBbKO pa3peLLeHni.

3. Haxxmute OTOo3BaTh.

OTo3BaHHbIE paspeLLeHns NepecTarT oTobpaxaTbes B pasaene PaspeLweHus, HO X MOXHO NPOCMOTPETb
C NOMOLLbI Moucka. [1ns 3Toro oTKPOMTE paclUMPEHHBIN Nouck B pasaene PaspeleHus n Bbibepute

3HayeHvne OTo3BaHo A napameTpa CocTosiHMe.

MpuocrtaHoBKa

C nomouybio 3TON (byHKLl,VII/I MO>XHO BPEMEHHO 3anpeTnTb NCMNOJ1b30BaTb pa3peLllueHne.



YuntbiBanTe, 4TO AOCTYN Y Nonb3oBaTernen nponageTt cpasy, a He Nocre Toro, Kak OHWM caMy OTKITHYUIUCH

OT pecypca.

A MPEOYNPEXOEHUE

Mpu npuocTaHoBKe OENCTBUSA paspeLleHns ceccusi Byaet npepeaHa.

U106kl BOCMONb30BaTLCS (PYHKLMEN, BbINOMHUTE creayolme AeiCTBUS:

1. OTkponTe pa3gen PaspelueHus.
2. OTMeTbTE OHO UIM HECKOSNBbKO paspeLLeHnia.

3. Haxxmute MNMprnoctaHoOBUTD.

Bo3oOHOBNEeHue

C nomouybio 3TON (*)yHKLl,VII/I MOXXHO aKTUBMPOBaTb NPUOCTAHOBIIEHHOE pa3pelleHne, ToO eCTb BEPHYTb €0 B

cocTosiHMe [lencTtBUTENbLHO.

YTo6bI BOCNONb30BaThCs PYHKUUEN, BbINOMHUTE cneayowmne 0encTBus:

1. OTkponTe pasgen PaspelueHus.
2. OTMeTbTEe OAHO UMY HECKOIbKO paspeLUueHuni.

3. Haxkmmnte Bo300OHOBUTD.



3anpocbl ceccumn

Pasnen npegHasHaveH Ansa paboTbl C 3anpocaMu Ha OTKPbITUE CECCUI K COOTBETCTBYIOLLUM Pecypcam.
[laHHbIN MexaH13M No3BONSAET HAaCTPOUTb AOMOMNHUTENBHOE NOATBEPXKAEHMNE BTOPbIM NULIOM

(AogmnHncTpaTopom PAM) ons NOAKNIOYEHUST K KOHEYHOMY pecypcy.

/\ NPEAYNPEXAEHUE

Ansa pabotel Heobxoanma npusunervs NMoarTBepxaeHue ceccun (SessionRequest.Confirm).

O noOCKA3KA

Bpems oxngaHusa sanpoca HacTpausaetcs B [onutuke ceccun. Bpems oxmnaaHusa sanpoca Ha

npocmoTp naponsa n SSH-knto4a HacTpamBaeTcsa B pasgene [lonutuka y4eTHoW 3anucu.

B 3anpocax ceccuii Bcerga otobpaxatorca uctopmyeckme 3HavyeHus NMonb3oBartens, Pecypca 1 YyeTHOM
3anMcu Ha MOMEHT co34aHus 3anpoca. Victopmyeckme nveHa B 3anpocax n Ceccusix MOryT oTnmn4aThCs,
T.K. MPM OTKPbITUN CECCUN COXPaHSETCs akTyanbHoe 3HadYeHne Monb3oBaTens, Pecypca, Y4eTHOM 3anucu.

NMouck 3anpocos

(D NPUMEYAHUE

Monck 3anpocoB no NMonb3oBaTento HaxoauT 3anpochbl Nonb3oBaTtenen, 3anpawmnsaowmnx Ceccum.

Mo AGMUHUCTpPATOPY, KOTOPLIN NOATBEPKAAET 3anpocChl, MONCKa HET.

BbICTpbIN NONUCK

BeeauTte B cTpoky novcka MNonb3oBaTtens, Y4eTHyr0 3anucb nnv Pecypc NONHOCTBIO UK YaCTUYHO.

PacwunpeHHbIN NOUCK

Haxmunte PaclumpeHHbIN NOUCK 1 BBEAUTE OAMH UIM HECKONbKO KpuTepmnes — Homep 3anpoca,
NPOMEeXYTOK BpeMeHU co3aaHus, YUYeTHyr 3anucb, Pecypc, Npynny pecypcos, MNonb3oBatens unm

NMoapaspeneHue.


http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/roles/
http://localhost:3000/privileged-access-manager/3.0/administration/policy-setup/#sessions
http://localhost:3000/privileged-access-manager/3.0/administration/policy-setup/#accounts

BbibepuTe cocTtosiHue 3anpoca:

o OxunpaeTt peleHuns

e [loaTBepxaeH

e OTKNOHEH

e Vcrtek

o OTMeHeH nonb3oBaTenem
¢ Vcnonb3oBaH

e He ncnonb3oBaH
Bbibepute TMN 3anpoca:

e Ceccus

e Y4yeTHble AaHHble

PyHKUMM 3anpocoB

nO,EI,TBep)K,qu ne 3anpoca

®dyHkuna nossonseT AamuHuctpatopy PAM noareepanTte 3anpoc Nonb3oBatens Ha NOAKMIOYEeHNE K

KOHEYHOMY pecypcy.

o Haxmute MoaTBepauTsb B Npodune 3anpoca, nmbo, BbiAENUB raXkkoM OXuaatoLme pelleHns
3anpochl.

OTKNOHeHuMe 3anpoca
dyHKuna nossonseT AamuHuctpatopy PAM oTknoHuTb 3anpoc Nonb3osatens.

o Haxmute OTKNOHUTB B Npodune 3anpoca, mbo, BbiAENMB (ONaXKKOM OXUAAKLWMNE peLLIEHs 3anpochl.

NMpodunb 3anpoca



3anpoc ceccum #2

@ MoateepanTs (®) Ortknonuts

adm@indeed.local
REDOS\admlocal

Root OU

REDOS (192.168.10.130)
192.188.10.13

55H

Server update
OwMaaeT pelleHua

09.11.2022 12:42:13

Mpodmnb 3anpoca oTobpaxxaeT cnegyolme gaHHbIe:

+ MNMonb3oBaTtenb — nonb3oBartens katanora Active Directory, cozgaBLumin 3anpoc Ha OTKPbITUE CECCUMN.

¢ YyeTHas 3anucb — y4yeTHasd 3anncb, Kotopas ncnonbayerca ans otkpbitna RDP, SSH unu web-ceccumn

Ha pecypcax yKasaHHbIX B paspeLleHnm.
» MoapaspeneHne — ums noapasaeneHnsi, B KOTOPOM COCTOUT pecypc.

e Pecypc — pecypchbl, Ha KOTOpbIX MOXET 6bITb 0TKpbiITa RDP, SSH nnn web-ceccnsa ot umeHmn yyetHom

3anncu ykasaHHOW B paspeLueHum.

* IP nonb3oBartensa — IP-agpec, ¢ koToporo nonb3oBaTens nogkntovaetcsa kK PAM Gateway, SSH proxy
nnv RDP Proxy.

o Tun noakn4YeHUa — TUN yaaneHHoro nogkntodeHuns (RDP, SSH, nonb3oBaTenbckme Tunbl).

o [MpuynHa — Npon3BOSbHLINA TEKCT, BBEAEHHbLIN NOMb30BaTENEM NPU CO34aHUN 3anpoca.

o CocTosiHue — Tekyllee cocTtosHue 3anpoca (Oxuaoaet
pewenus, MNMoareepxaeH, OTknoHeH, Nctek, OTmeHeH nonb3oartenem, Vicnonb3oBaH, He

NCMOrb30BaH).

° BpeMﬂ co3gaHuA — aarta U BpeM4d Co3aaHn4A 3anpoca nornb3oBaTeneM.



AKTUBHbIE ceccum

Pasgen npegHasHayeH Ans aBToMaTu4yeckon punstpaumm n otobpaxeHus akTuBHbIx ceccui Indeed PAM.
[nsa kaxgon ceccum otobpaxarTcsa cnegyowme gaHHble:

+ MNMonb3oBatenb — nonb3oBarerb katanora Active Directory, KOTOpbI MHULMMPOBAN CECCUto.

¢ YyeTHas 3anucb — y4yeTHada 3anncb, Kotopas ncnonbayetca ans otkpbitna RDP, SSH nnu web-
ceccuu.

» MNoppaspeneHne — nms nogpasgeneHns, B KOTOPOM COCTOUT pecypc.

* Pecypc — pecypc, Ha koTopoMm bbina oTkpbiTa RDP, SSH nnn web-ceccusa ot nmeHmn y4yeTHom 3anucu.
o Appec noaknoyeHnsa — hakTUYECKUn agpec, UCNOMb3yeMbln MPU OTKPbITUM CECCUMN.

e AnUTenbHOCTb — ONNTENBHOCTb CECCUMN.

+ MNoakntoyeHne — Tnn yaaneHHoro nogknoyveHus (RDP, SSH, nonb3oBaTtensckue Tunbl)

e NoakntoueHne k PAM — fata n Bpems OTKpbITUS CeCcCum.

Mpy HaNUuMKM akTUBHBIX CECCUI Ha MaBHOM cangbape cnpaBa OT 3arofnoBka pasgena dyaet otobpaxarbes
0engx ¢ KoNMYeCTBOM aKTMBHbIX CECCUM:

AKTUBHbIE CECCUM
L Aktuenbie ceccun [f)

L%" Bce cecouw

) Cos MonbzoBaTtens YuetHan zanuce MogpazgeneH... Pecypc
oBeTnA

adm@indeead.local REDOS\admlocal Root OU REDOS
(192.168.10.130)



Bce ceccum

Pasgen npegHasHayeH Ans noucka v NpoCcMOTPa akTUBHbIX, 3aBEPLUEHHbIX U MPEepPBaHHbIX CECCUN.
Mo ymonuaHuio Ha cTpaHuue oTobpaxkaetcs 15 ceccun.

() VH®OPMALUSA

OTo6pa>|<aeM0e no ymosrn4yaHuro KoJin4ecrtBo ceccun Ha CTpaHnue MOXHO N3SMEHUTb B

KOH(bMrypaumoHHoM dhansne.

BHI/I3y CTpaHunubl pacrnoJioXeH narmHatop And npocMoTpa OoCTalribHbIX ceccun.

Pagom ¢ narmHaTtopom HaxoguTtcs nepekntodatens MokasbiBatb no: 15 30 60 100, ytobbl BMAETL GonbLue

CTPOK Ha OfHOWM CTpaHuuUe N He nepekrn4aTtbCAa Mexay CTtpaHunuamMuy CriuKoM 4acTo.

Ecnun anemeHTOB MeHbLUe 15, TO OHM NOMeLLaTCa Ha OAHY CTpaHuuy. B aToM crniyyae nepekstoyarerb

MNMokasbiBaTb Mo (M cam NnarMHaTop) He oTobpaxatlTcs.

Nouck ceccuun

lMounck no3BonsieT 0Tobpas3nTb TONbKO Te CeCCUN, KOTOPbIE YAOBNETBOPSOT 3a4aHHOMY KpuTeputo. EcTb aBa

Buyaa rnoucka.:

e BbICTpbIN — cTpoKa noucka. MoXHO UckaTb TOMbKO N0 OOHOMY KpUTepuro. TEeKCTOBbIN BBOA,.

e PaclumpeHHbIn — hopma C HECKONbKUMU NonisaMn. MOXXHO UCKaTb NO HECKOMBbKUM KPUTEPUSIM CPasy.

BbinagatoLme crnvcku.

BbICTpbIN NONUCK

B nonckoByto CTPOKY MOXHO BBOAUTbL OQHO UM HECKOSNBKO cnoB. CrioBa MOXHO NcaTh NOMHOCTLIO UM
YyacTuyHo (3 n 6onee GykB).

Mpumep

YT106bl HANTK CECCUID C MPUYMHON OTKPbITUS O6HOBAEHWE NPOrpaMMbl, COrJ1acOBaHO AMPEKTOPOM, HY>XHO

BBECTM Ntoboe 13 crnoB: 06HOB, nNpor, corna, aup.


http://localhost:3000/privileged-access-manager/3.0/installation/configuration-files/
http://localhost:3000/privileged-access-manager/3.0/installation/configuration-files/

/\ NPEAYNPEXAEHUE

Mo koHUY cnoBa nouck He paboTtaet. Ecnn BBECTN HoBNeHWe , TO CECCUs HE HaWaEeTCA.

Ceccuio MOXHO rckaTb Mo ABYM CrioBaM, Hanpumep: o6HoOB Mnpor, Nporp corja, COrf aup.

/\ NPEAYNPEXAEHUE

CnoBa B NONCKOBOM 3anpoce OOJKHblI UOTU B TOM Xe nopaake, 4to B NMpuy4nHe OTKPbITUA. Ecnun BBecTu

npor o6HoOB, TO CECCUS He OTO6pa3VITCFI.

Henb3sa BBOAUTL CNoBa, MeXay KOTOPbIMU B NMPpUYNHE OTKPbITUA €CTb Oapyrmne crioBa. Ecnu BBectn
06bHOB gup, TO ceccus He 0T06pa3|/1TC$I, MOTOMY YTO MEXAY obHOB M gup €CTb eLle ABa CrnoBa.

PaclumpeHHbIN nouck

MOXHO 1ckaTb MO OAHOMY UM HECKONbKUM KpuTepusM. [pn BbIOOpe HECKOMNbKMX KpUTEPUEB OTOOpa3sTCs
Ceccun, KoTopble yaOBNETBOPSOT BCEM NEPEUNCIIEHHBIM KPUTEPUSIM.

Mpumep

Ecnu BbibpaTh B none MNMonb3oBatenb 3Ha4yeHWe ivan.ivanov@company.demo M B none Tun
noakn4vYeHuda 3HadyeHne SSH, To OTO6pa39|TCF| CeCCUN TOIbKO 3TOro nosib3oBatesnd TOJIbKO C 3TUM TUMOM
NOAKIK4YEeHNA.

A NMPEOYNPEXOEHUE

B kaxkaoMm none MoXHO BblGpaTh TONMbKO OAHO 3Ha4YeHue. Bbl He cMoXeTe B 0HOM 3anpoce
pacLUMPEHHOTO NMOUCKa BbIBECTU CECCUMM MONb3oBaTenen ivan.ivanov@company.demo W

peter.ivanov@company.demo. Bbl CMOXeTe 3TO caenaTtb C MOMOLLbIO TEKCTOBOIO Noucka no 3anpocy

ivanov.

Bbirpyska xypHana ceccuu B chann

Bbirpyska cobbiTnin Bo3moxxHa B dpannbl AByX TMNoB: CSV 1 XSLX. [Ins BbIrpy3Ku XXypHana HaxmuTe Ha

COOTBETCTBYIOLLYIO KHOMKY.



Otyet hopmumpyeTca B BMae tabnuupbl co ctonbuamu: "Monb3oBatens”,"YyeTHas
3anucbk","lNogpasgenexne”,"Pecypc”,"lMpogomkutensHocTs"," Tun

noakntodeHua","Hayano","OkoH4yaHme","CocTosaHue".

B BbIrpy3ky nonagatot Tonbko nocnegHne 10000 sanucen.

NMpodunb ceccum

Ceccus 2 INDEED\adm ~

adm@indeed.local Pazpewenne #4

REDOS\admlocal

Root OU 09.11.2022 12:21:00
REDOS (192.168.10.130) INDEED\adm
192.168.10.130

Server updats

00:12:46

55H

192.168.10.13

09.11.2022 13:01:16

09.11.2022 13:01:16

09.11.2022 13:14:02

33EEPLUEHHAR

[® Texcroewii nor

[nsa kaxgon ceccumn otobpaxatoTca cnegyolime AaHHbIe:

* MNMonb3oBatenb — nonb3oBarerb katanora Active Directory, KOTOpbI MHULMMPOBAN CECCuto.

e YyeTHasa 3anucb — y4yeTHada 3anncb, Kotopas ncnonbayetca ans otkpbitna RDP, SSH nnu WEB-

ceccun.
o lMoppaspeneHue — nms nogpasgeneHuns, B KOTOPOM COCTOUT pecypc.
* Pecypc — pecypc, Ha koTopoM bbina oTkpbita RDP, SSH nnn WEB-ceccunsa oT MMeHu y4eTHOWN 3anucu.
o Appec noaknroyeHuns — IP-agpec pecypca.
¢ [puynHa — npuymnHa NOOKIHOYEHNSA K pecypcy.
e AnNuTenbHOCTb — ANIUTENBHOCTb CECCUUN B Yacax, MUHYTax U CEKyHAaX.

e Tun nogknN4YeHUA — TUN NOMb30BaTENbCKOro NOAKNIYEHNS K pecypcy.



IP nonb3oBatensa — IP-agpec, ¢ kotoporo nonb3oBaTtenb nogkntoyancs kK PAM Gateway, SSH proxy
nnn RDP Proxy.

MopkniroyeHmne Kk PAM — garta n Bpemsa nogkntoveHus nonb3osatenst kK PAM.
OTKpbITUE Ha pecypce — [aTta U BpeMs OTKPbITUS CECCUM Ha pecypce.
3aBepLieHne — gaTta u BpeMsi 3aKpbITUS CECCUM.

CocTosiHne — TeKyllee COCTOSIHNE CECCUN.

OnucaHue — onucaHne paspeLleHnsl, ykazaHHOe Ha aTane co3faHus.
Co3paHo — garta 1 BpeMs co3aHus paspeLleHust.

Co3pan — y4deTHas 3anucb agMmuHucTpaTopa Indeed PAM.



Onepauun Hag ceccnsimm

NpepbiBaHne ceccumn

CDyHKLl,VIFI NO3BOJIAET NMPUHYAUTENBbHO NMpepBaTb CECCUIO.

o Haxmute MNpepBatb B Nnpodunne akTMBHON CECCUMN.

OOHOBNEeHue ceccumn

®PyHKLMA NO3BONAET OOGHOBNATL TEKCTOBLIN 10T, CHUMKWN 3KpaHa 1 nepefaHHble Ha cepeep dansbl B pyYHOM

pexume.

o Haxmute O6HOBUTBL B Npodune akTMBHON CECCUMN.

Bugeo

Ana RDP-ceccuin, SSH-ceccun, kotopble oTkpbIThl Yepes Indeed PAM Gateway 1 anga ceccui KnMeHTCKUX
NPUNOXEHUA AOCTYMHbI BUAEONOrMpoBaHmne.

MpocmoTp NOTOKOBOro BUAEO

o OrtkponTte cekumo Buageo B npocmne akTMBHOM CECCUMN.

NMpocmoTp/CkaumBaHue MTOroBoro BUAEO

o OtkpownTte cekumo Buaeo B npocune 3aBepLLUEHHON UM NPepBaHHOW CECCUN.

e 3anyctute BMAeo unm Haxmute CKkayatb Bce.

TekcToBbIN NOT

Ona RDP-ceccun n SSH-ceccuin, kotopble oTKpbIThbl Yepes Indeed PAM Gateway nnu Indeed PAM
SSHPROXY pgocTtyneH TEKCTOBbIV NOT.



MpocmoTtp/Monck/CkaunBaHmne TeKCTOBOroO riora
o OTtkponTte cekumo TeKCTOBbIN fOr B Npodune 3aBepLUEHHON UNn NpepBaHHON Ceccumn.

() NPUMEYAHVUE

TekctoBoe nornposaHue B RDP-ceccusax nogaepxmBaetcs 3a c4HeT KoMmrnoHeHTa Indeed PAM
Agent, areHT permcTpmypyeT TEKCTOBbIM BBO[, NepexBaTbiBaeT Ha3BaHNA aKTUBHbLIX OKOH Y
3anyckaeMblx npoueccoB. TekcToBoe nornposaHmne B SSH-ceccusax He TpebyeTcs yCTaHOBKM

OTAenbHbIX KOMMOHEHTOB, B SSH-ceccusix permctpmpyeTcs NonHbIM BBOA/BbIBOA.

e BBegute 3HauyeHne B nons Angd nomcka unm HaxKmuTe CkavaThb.

CHUMKM 3KpaHa

Ona RDP-ceccumn, SSH-ceccuin, kotopble oTkpbIThl Yepes Indeed PAM Gateway v ans ceccuin KNMEeHTCKUX

NPUITOXEHUN.

NMpocmoTtp/CkaunBaHne CHUMKOB 3KpaHa

o OTtkpounTte cekunto CHUMKM aKpaHa B Nnpodure akTMBHOW, 3aBEPLLEHHON UMW NPEPBAHHON CECCUN.

o OTKpOMTE CHUMOK 3KpaHa unn Haxmute CKayaTb Bce.

lNepeaaHHble Ha cepBep hannbl

[na RDP-ceccumn goctyneH nepexsar U TEHEBOE KONuUpoBaHue hanrnos, KOTopble nepenarTcs ¢

NPOGPOLLEHHBIX IMCKOB Ha pecypc.

NMpocmoTtp/CkaunBaHmne nepeaaHHbIX channos

o OtkpownTe cekumto MNepepaHHble Ha cepBep ¢hannbl B Npodune akTMBHON, 3aBEPLLUEHHON NN
npepBaHHOW CECCUM.

o [lepenanTe No ccbifnke Ans ckayMBaHUsA nepefaHHbIX pannos.



CoObIiTusA

B aTom pasagene otobpaxaeTtcst UICTopus coObITUIN, KOTOPbIE MPOM30LLNK B Ballen nHctannaumm Indeed
PAM.

Camble HoBble CObbITUA — BBEPXY Tabnuubl.

Cnimcok Bcex cyLlecTByLWwmX cobbliTuin — ckadatb XLSX.

NMouck coobITUN

TekcTOBbLIN NOUCK PacwiumpeHHbIN nouck

Beegute B CTPOKY MNMOoucCKa Kop cobbitnsa, KomnoHeHT nnm Uma nHnumnaTopa noJiIHOCTbo UITN YaCTU4YHO.

Haxmute ENTER nnu O\

Bbirpyska coobituu B thann

Bbirpyska cobbiTuin BO3MOXHa B dpansnbl AByx TunoB: CSV n XLSX. [Ang BbIrpy3Ku XXypHana HaxmuTe Ha

COOTBETCTBYHOLLYH KHOTIIKY.

OtyeT hopmupyeTca B Buae tabnuubl co ctonbuamu: "YposeHb", "Bpems cosganus”, "Kog", "CobbiTue",

"Onucanune", "KomnoHeHT", "Hnumnartop".

B BbIrpy3ky nonagatot Tonbko nocnegHne 10000 sanucen.


http://localhost:3000/privileged-access-manager/assets/Events_Privileged_Access_Manager_2.10.xlsx

YBeaomrneHus

B naHHOM pasgene HacTpamBatoTCs NOYTOBbIE YBEAOMIIEHNSI HA yKa3aHHbIe COObITUS XXypHana.

NMpegBapuTenbHasa HaCTpoMnKa

[nsa paboTbl cMcTeMbl yBeJOMIEHUI YKaXUTe NOYTOBbIE HACTPOVKK: nepenante B pasgen SMTP cepBep,

BBeaAUTe agpec No4YTOBOIro cepBepa, NopT, AaHHbIe O5d aBTOpU3aunn U COXpaHUTe N3MEHEHUA.

[ns npoBepKkM HAacCTPOEK HaXXmMuUTe KHONKy OTnpaBUTbL TECTOBOE NMUCbMO.

YBepomneHunsa

[pynnel noaydatensii

Pacceinkm
SMTP cepeep

SMTP cepeep SMTP cepeep

Mopt

L

a7

UudpoeaHne

Het w

ma nonezoeatens

mA nonezoearena

Mapons

Mapons r

Email otnpaewtens

Email otnpagurens



HacTponka yBegomneHuu

[lna HacTpownku yBe,ElOMﬂeHMVI BbIMONMHUTE creayruine waru:

1. CosganTe rpynnel nonyvarenen — CNUCK1 agpecoB A5 pacChblfikv YBEAOMMAEHUA O pernctpaumnm
BblOpaHHbIX COBObITUN B XXypHane.

i. OTkponTe pasgen Mpynnbl nony4yareneun, HaxmuTe KHonky [lo6aBuTb, BBEAUTE UMS U ONUCaHUe
rpynnel nonyyarenen, Haxmmte CoxpaHuTtb

ii. MepenguTe B co3aaHHyto rpynny nony4vaTtenen, Haxmmute kHonky [lo6aBuTb email, BBeante agpec
3MNEKTPOHHOW NOYTbI COTPYAHUKA.

2. B pasgene Paccbinku gobaeste coObITUS, NO KOTOPbIM HEOOXOAMMA pacChbiiika OMOBELLEHUN U
COOTBETCTBYHOLLME rPynMbl PACChIfKM.

YpaneHue rpynn nony4aresnie UNu paccbinok

Ons yoareHuna anemMeHToB nepengute B COOTBeTCTByIOU.lMVI pa3aen, otMeTbTe (*)J'Ia)KKOM HY>XHbl€ 3J1IEMEHTbI
N HAXMUTE KHOTMKY Yaoanuto.



KoHdourypauus

JNTnueH3un

Pasgen cogepxut gaHHble o0 nuueHanpoBaHun Indeed PAM.

NMonb3oBaTenbCcKkue NIMUEH3nn

KoHdurypaumusa

Nuyenzun
CucTemHele HACTpOTKK

Monezosatensckoe
AOAKMHOUEHNE

CepeuncHoe nogknioyerne

CeTeEsle pacnonoKeHWs

-+ NoBaeute

MASHTUGAKATOP MHCTaNAAUNM 590d8209-2¢lce-4673-b0dl 1-2815246a90a4 [s]

Obuiee KonuyecTso

JNuvyenzna AoctynHo Ucnonbzyertca
MonbzoBRaTensckan 10 1

PecypcHan 200 8

SBPEFMCTPMPOBBHHHE NUUEHUN

O Nuyewnzua Hauano OKoHuaHue
O Pecypcnan 21.09.2023 21.10.2023

O Monszoearensckan 21.09.2023 21.10.2023

B pasgene otobpaxatoTca creayolme AaHHbIe:

NNLEH3NN.

AN Kaxaon nuueHsnm otobpaxatoTcs creaytolime AaHHbIe:

o [lata Hayana — gara Havyana AencTBus NIMLEH3UN.

[laTa OKOHYaHUs — [aTa OKOHYaHUSA OEUCTBUS NIULIEH3UN.
NaTa Bbinycka — gata (oopMUPOBaHMS NULEH3NMN.
KonuyecTBO — KONMMYECTBO NULIEH3NN.

JIlnueH3na — Tnn nNMuUeH3unn.

Kon-go

200

JloCTYyNHO pecypCHbIX NULEH3UA — 06LLEE KONNYECTBO PECYPCHBIX NULEH3NIA.

Ucnonb3oBaHo pecypCHbIX JNINLEH3UN — KONNYECTBO UCMOMb30BaHHbLIX NINLEH3NNA.

- sec@new.domain.com

Beinywenxa
21.09.2023

21.09.2023

NoeHTUdMKaTOp MHCTANNALMU — YHUKANbHbIVA KOO UHCTaNnsAuMm, Heobxoaum aAns dhopMmpoBaHust

[JocTynHO nonb3oBaTeNbCKUX JIMLLEH3UN — 00LLEee KONMYECTBO MOMb30BaTENbCKUX JIULIEH3NN.

Mcnonb3oBaHO Nonb3oBaTeNbCKUX NTIMLEH3UN — KONMNMYECTBO UCMOSb30BaHHbIX NNLEH3UN.



CeCCUOHHbIe NULUEeH3un

KoHdurypauus & sec@new.domain.com ~

+ AoBaeue

Nwnuenzmn
CUCTEMHBIE HACTPOHKM

WaeHTudukaTop uHCTanAUMy 690d3a09-2dce-4673-b0d1-e85a46290a4 [a]
MonezoeaTensckoe

NOAKNHUEeHWe
ObLwee KoMHECTBO

CepevcHOS NoaKIKYeRne

Nuyenzua BoctynHo Wenonsayertea
CeTeBkie PACTIONOKEHUA
CeccrorHan 10 1

3aperncTprpoBaHHble IMLEH3NK

[ Nuuenzua Hauano OkoHuaHue Kon-so BoinyweHa

O  Cecevonuan 13.09.2023 13.12.2023 10 13.09.2023

B pasgene otobpaxatoTca crieayloLmne AaHHbIE:

o NpeHTndunkaTop MHCTANNAUUN — YHUKASNbHbIN KOA4 MHCTaNNAunmn, Heobxoamm ans hopmMmpoBaHus

NMUEH3nNn.
° D,OCTyI'IHO CEeCCUOHHbIX NULEeH3UN — obLLiee KONMYECTBO CECCUOHHBIX NTMLEH3NNA.

¢ Acnonb30BaHO CECCUOHHbIX NTUMUEH3UN — KONMNYECTBO MCMOMNb30BaHHbIX NMULEH3UN.

Ansa kaxgon nuueHsnn otobpakaroTcsa crieqyowme AaHHble:

[ata Hayana — garta Ha4yana AencTBUS NULIEH3UMN.

[aTta oKoH4YaHUA — fJaTa OKOHYaHUA OENCTBUS NULIEH3NN.

Oarta BblNyCKa — AaTa dopMUPOBAHUS NULIEH3NN.

KonunyecTtBO — KONMMYECTBO NULIEH3NI.

INnueHsna — Tun nuueHsun.

[obaBneHue nNULEH3un

Haxmute lo6aBUTb 1 BLIOEPUTE dhanin NULEH3NN.

YnaneHune nuueH3uun

OTtmeTbTE HY>KHYIO JTMLUEH3UNIKO N HAaXMUTE Yoanutb.

CuncrteMHble HaCTPOUKHU



BrnokupoBka 3apaum no Bupeo Ceccuu MoaknioueHus RDP PostgreSQLP

npu BBOAe pacnucaHuio k Gateway Proxy
HeBepHbIX
OTP-kogoB

Hactpowka OnucaHue

[Mpyn NpeBbILLEHNN 3TOr0 3HAYEHUSA Nonb3oBaTenb OyaeT BpEMEHHO
3abnokmpoBaH, To eCcTb He cMOXeT BBoauTb OTP.

MuHumanbHoe 3HadeHune: O
Yncno HeBepHbIX MOMbITOK

3HayeHune no ymon4danuto: 10
BBoga OTP

MakcumanbHoe 3Ha4veHune: 99

0 o3Ha4yaeT, YTo BNOKMPOBKa He MPUMEHSAETCS, TO €CTb KONMMYEeCTBO

NnonbITOK BBOAA HE OrpaHn4eHo.

OnpepgenseT nepuoa BpeMeHU, N0 UCTEYEHUN KOTOPOTro
nonb3oBatens OyaeT pas3brnokupoBaH 1 cHoBa cMoxeT BBoauTb OTP.
Mepurog 6noknpoBKn
ayTeHTudumkaropa, M1H MwuHuManbHoe 3HaveHue: 1
3HayeHue no ymonyaHuto: 10
MakcumarnbHoe 3HaveHue: 9999

NMonb3oBaTenbCcKoe nogkryeHue

A NMPEOYNPEXOEHUE

[nsa paboTbl ¢ NONb30BaTENLCKUMUN NOAKMIOYEHNAMN HEOOXOANMBI NpuBUErMn YnpaBneHus
nonb3oBaTenbckumu nogknrodeHnamm (UserConnectionType.Create, UserConnectionType.Read,
UserConnectionType.Update, UserConnectionType.Delete).

B Indeed PAM ecTb cnegytouime BCTPOEHHbIE TUMbl MNONb30BaTENbCKUX NOOKITHOYEHNN:

 RDP
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e SSH
e Telnet

» PostgreSQL
BcTpoeHHble TUMbl He MOryT ObITb U3MEHEHbI UMW YAamNeHbl.

Takke OOCTYNHO )J,O68BJ'I€HI/IG COOCTBEHHbIX TUMOB NOMb30BaTENbCKUX NOAKITHOYEHUNA.

[Nob6aBneHue cob6CTBEHHbIX TUMOB NOJib30BaTeNIbCKUX
noaKknvYeHumn

[ns no6aBneHnsa HOBOro TuMna NoaKMYeHUs HEOOXOAMMO UCCreaoBaHME KIMEHTCKOTO NPUITOXKEHNS K
paspaboTka wabnoHa anga Indeed ESSO Agent. HoBbI TN NOAKNIOYEHNSA YHUKANEH NS KaX40ro

NPUNoXeHUs, Ans paspaboTky HeobxoaMMo obpaTUTLCS B Cry»K0y TexHMYecko noaaepkki Indeed.

CepBucHoe nogkrnrovyeHme

/\ NPEAYNPEXAEHUE

[nsa paboTbl ¢ CEpBUCHBIMY MNOAKITIOYEHUSMU HEOOX0AUMbI NpuBMNerM1 YnpaBneHUsa Tunamm
cepBUCHbIX nogknto4veHun (ServiceConnectionType.Create, ServiceConnectionType.Read,

ServiceConnectionType.Update, ServiceConnectionType.Delete).

B Indeed PAM ecTb cnegytouime BCTPOEHHbIE TUMbl CEPBUCHbIX MOOKITHOYEHNUN:

» Windows

e SSH

» Microsoft SQL Server
 MySQL

o PostgreSQL

e Oracle Database

e Cisco I0S

e Inspur BMC

BCTpoeHHbIe TUNbl HE MOTYT ObITb MU3MEHEHbI UMK yoaneHbl.

Takke OOCTYNHO AoGaBneHne cobOCTBEHHbBIX TUMOB CEPBUCHBIX MOAKMHYEHUI.
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[Nob6aBrneHne cOOCTBEHHbIX TUMOB CEPBUCHbLIX NOAKMNOYEHNN

/\ NPEAYNPEXAEHUE

Ecnu cepsep ynpaBneHus Bawwen nHctannsumm PAM yctaHorneH Ha xocte ¢ OC Windows, TO MOXHO

no6aBnATb TONbKO KOHHEKTOPLI ¢ WabnoHom powershell.

Ecnn cepsep ynpasneHus sawen nHctannaumm PAM yctaHoBneH Ha xocte ¢ OC Linux, TO MOXHO

no6aBnATb TONbKO KOHHEKTOpPbI C wabnoHom bash.

A WD

(&)}

. OTkponTte pasgen Kondurypauma — CepBUCHOE NOAKIIOYEHMUE.
. Haxxmute 1o06aBUTL TN CEPBUCHOrO NOAKITHOYEHUS.
. B oTkpbIBLWIEMCA OKHe 3arpy3uTe ZIP-apxus ¢ paninom KoHHeKTopa.

. 3apganTte HasBaHue CEepBUCHOrIo NoAKIT4YeHUd nnn MCI'IOJ'Ib3yl71Te 3Ha4YeHne, 3arpy>xeHHoe m13

MeTadaHHbIX.

. BBegute OnucaHue cepBucHoro noakntodeHnsi. OnumMoHanbHo.

. 3aBepwmnte gobaBneHme Haxatmem KHonkn [lo6aBuUTb.

NMoarotoBka ¢hanynoB KOHHEKTOPOB

[nsa nogrotoBku ZIP-apxmBa ¢ hbannomM KoHHeKkTopa ncnonb3dymnte ytunuty Connector Creation Tool.

PeﬂaKTVIpOBaHVIe COOCTBEHHbIX TUNOB CepPBUCHbLIX NnoAaKNO4YeHUn

3arpy3nTb HOBbIW KOHHEKTOP OTpeaakTupoBaTb Ha3BaHMe UMM ONUCaHUe

. OTkponTte pasgen Kondurypauma — CepBuUCHOe NoaKnoveHue.
. Haxxmnte PepakTupoBatb psagom ¢ TpebyeMbiM TUMOM CEPBUCHOIO NOAKIOYEHUS.

. Haxxmnte CkayaTtb apxumB 1 BbiIbepuTe nanky Ha KOMMNbOTEpPe ANd coxpaHeHus Tekyuwero ZIP-apxusa ¢

(*)aﬁJ'IOM KOHHEKTOpa. 70T apxums noHagobuTcs, 4ToObl BOCCTAHOBUTL npegbiayuiee CoCtodHmne
CEPBMCHOIO NOAKITIOYEHUA, eClnn Npu 3arpy3ke HOBOro apxmBa BO3HUKHET owmnbkKa.

. 3arpyaute HoBbIN ZIP-apxuB ¢ haiiriom KoHHeKTopa.
. Ecnn Tpebyertcs, otpenaktupyiite Hassanue n/unn Onucaxwue.

. 3aBep|.|.||/|Te penakTnpoBaHMe Haxatnem COXpaHVITb.
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npOCMOTp Koda CKpuUnta KOHHeKTopa

1. OtkponTte pasgen Kondurypauus — CepBuUcHoOe noaknoyYeHue.

2. Haxxmute MNMoka3aTb Ko cKpunTta psgom ¢ TpedyeMbiM TUMOM CEPBUCHOIO MOAKITHOYEHNS.
Y.qanel-me COOCTBEHHbIX TUNOB CepPBUCHDbIX I10,D,KJ1I-0'~I€HVII7I

1. OTkponTte pasgen Kondurypauusa — CepBUCHOe noaksitoveHue.

2. HaxmuTe Yaganutb psigoM ¢ TpebyemMbiM TUNOM CEPBUCHOIO MOAKMYEHUS.

() UH®OPMALUSA

Henb3sa yoanntb TN CEpBUCHOTIO MOAKITIOYEHNA, €CIT CYLLUECTBYET peCypC C TaKUM TUTIOM.

3arpy3ka wabnoHa SSH-koHHeKTOpa

LLIaBGnoH cepBUCHBIX Onepaumii yHuKaneH ans Kaxgoro guctpubyTtmnea *nix. B coctaBe guctpubyTtmea
npunoxeHol wabnoHel ana SUSE Linux Enterprise Server, FreeBSD, CentOS n Ubuntu B
nanke ..PAM_2.10.0\indeed-pam-tools\ssh-templates\.

[ns paspaboTku HOBOro LWabnoHa HeobxoauMo 0B6paTUTbLCA B Criyx0y TexHuYeckol nogaepxkn Indeed.

CeTeBble pacnosioXXeHus

Pasnen cogepXuT gaHHble 0 4o6aBneHnn CeTEBLIX PACMONOXEHWI, ANs OrPaHNUYEHUIA UCMONb30BaHNUS

pecypcoB, BblaHHbIX MO agpecaM.

[JobGaBneHune ceTteBOro pacnosnoxeHus

+ doBaeuts
Haxmute KHonky .

Beeaoute Uma n pobasste CeteBble agpeca pecypcoB, KOTOPbIM HeobxoauMo BblaaTb orpaHun4yeHHoe

noakKkr4veHne.
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YKa3aHue AnuTeribHOCTU CerMmeHTa
Buaeo npu 3anmcum RDP-ceccun

Bo Bpemst RDP-ceccum 3anucbiBaeTcsa Buaeo ¢ paboyero ctona yaaneHHoro pecypca. Bugeosanncs RDP-
Ceccuun OenuTcs Ha cerMeHTbl. Yem AnvHHee cerMeHT Buaeosanucu, TeM cunbHee Harpyxaetcsa CPU B

OTKPbITOM CECCUN.

YTto6bl CHN3NTL Harpy3ky Ha CPU, ymeHbLunTe 3HadeHne cneaytowero napametpa: Kondurypauma —
CucreMHble HaCTPOUKN — [ANUTENbHOCTbL CerMeHTa 3anMcbiBaeMoro BUAEeO B KOHCOMNM

agMmuHuctpatopa PAM.



Pab6ota ¢ Connector Creation Tool

Connector Creation Tool (CCT) — 310 yTunuTta KOMaHOHOW CTPOKM ANS CO34aHns U OTnagkm COGCTBEHHbIX
TMMNOB CEPBUCHOMO noakntodeHnsa. Co3aaHHbI C NOMOLLIbIO 3TOW YyTUANTLI apxXuB 3arpyxaetcs B PAM B

pasgene KoHdurypauus — CepBUCHOe NogKoveHue.

NMpenBapuTenbHble TpeboBaHUS

[nsa 3anycka Ha Windows HeT 4ononHUTeNbHbIX TpeboBaHUN.
[nsa 3anycka Ha Linux TpebyeTcs Hannume yctaHoBrneHHbIx Microsoft .NET Core 8 n Docker.

NMoaroTtoBKa KOHHEKTOpa

1. Ons yno6ctBa pabotsl ¢ ytunuton Connector Creation Tool (CCT) go6aBbte onsi Hee NCeBAOHUM C
MOMOLLbIO KOMaHAbl, Yka3aHHOW Huxe. [Nepen BbINONMHEHNEM KOMaHAbl 3aMeHuTe <nyTb Ao CCT> Ha TO

pacrornoxeHue B pansioson cucteme, No KOTopomy y Bac Haxoautca Connector Creation Tool.

[Mocne BLINONHEHUS YyKkadaHHOW KOMaHAbl 3aKponUTe TepMMUHAI U OTKPONTE 3aHOBO.

Windows Linux

HNo6asneHue nytu Ao CCT B nepeMeHHYI0 OKpY>XeHUA

"New-Alias cct <nyTb go CCT>\Pam.Tools.ConnectorCreationTool.exe" | Add-Content
$PROFILE

2. CospaunTe nanky Ans KOHHeKTopa u nepenauTte B Hee:

Co3gaHuve nanku ansi KOHHeKTopa

mkdir my_ connector
cd my_connector

3. Cosgante wabnoH KOHHEKTOpPa C NOMOLbIO KOMaHAbl new :
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Co3gaHue WabnoHa KOHHEeKTopa

cct new

Tun KoHHekTOopa BblbupaeTcs B 3aBucumoctn ot OC: Ha Windows — ps1, Ha Linux — sh. Npwu
HeobX04MMOCTM MOXHO MOMEHSATL TUM B ONUMAX KOMaHAbl new, NogpobHy0 MHOPMaLMIo CMOTPUTE B

CripaBO4YHMUKE KOMaHA.

[Mocne BbINONHEHNST KOMaHAbl B AUPEKTOPUM NOABATCA OCHOBHbIE dhansbl KOHHEKTopa. [NogpobHyto

MH(OPMaLUNIO CMOTPUTE B MYHKTE CTPYKTYpa KOHHEKTopa.

4. B dhaine connector.psl/sh Mo ymMonyaHuio eCTb METOAbI, KOTOpPblE TPEOyeTCst peann3oBaTth.
N3HayanbHO OHM BO3BpaLLaloT OLIMOKY 1 coaepaT 3aKOMMEHTUPOBAaHHbIE NMPUMEPbLI C KOPPEKTHO

BO3BpaLwjaemMbiM OaHHbIMW. Peanm3y|7|Te 3TN MeTOoabl.

() UH®OPMALUSA

OCHOBHOW CKpUMT KOHHEKTOPA AOMMKEeH OblTb HanNncaH Ha s3bike bash nnu powershell, B
3aBMCMMOCTM OT BbIOpaHHOIo TMna KoHHeKTopa. [pu aTom Anga peanu3aumm MeTo40B MOXHO
Ncnonb3oBath Mobble A3bIKM U TEXHOMNOMKU, B 3aBUCMMOCTM OT TOro, Ha YeM yaobHee fenatb
obpaLuleHus Kk pecypcy. B atom cnydyae noHagobuTtcsi B OCHOBHOM CKpUMTE connector.psl/sh
BbI3blBaTb BaLUX CKPUMTbI U UCMNOSNHAeMble dbalnbl, CO30aHHble Ha APYrnX sA3blKax.

5. MNMepexoguTe K oTragke KOHHeKTopa.

OTnagka KOHHeKTopa

Mocne Toro, Kak MeTofbl B CKpUNTE peanu3oBaHbl, MOXXHO MPOBEPUTL KOPPEKTHOCTb UX BbIMOSTHEHUS C

NMOMOLLbIO KOMaHAbl run . MogpobHy NHGOPMaLMIO O KOMaHAE run CMOTPUTE B CNPaBOYHMKE KOMaH/.

1. MNpoBepbTe coenHEHNEe OO KOHHEKTOPA.

I'IpOBepKa coegnHeHUs 4O KOHHEeKTopa

cct run test_connection -a <DNS wan IP KOHHeKTOpa>

2. MpoBepbTe KOMaHAY YCTAHOBKM Naponsi ANsi Nonb3oBaTens.



YcTaHoBKa napons Ansd nonb3o0BaTens

cct run set_user password -a <DNS wunm IP KOHHEKTOpa> --user <nojb3oBaTeslb> --hew-
password <HOBbI1 Naponb>

3. I'IpOBepre KOMaHAy YCTaHOBKU KIlko4a A4 noJjib3oBaTerid.

YcTtaHoBKa KJito4a AnA nonb3oBaTtens

cct run set_user_key -a <DNS wunu IP KOHHeKTOpa> --user <nojb3oBaTenb> --o0ld-key-path
<CTapblh Knw4> --new-key-path <HOBbI Ka4>

4. [NpoBepbTe KOMaHAy NPOBEPKN Naponsa nofnb3osaTens.

MpoBepka napons nonb3oBaTens

cct run test password -a <DNS wunum IP KOHHeKTOpa> --user <nojab3oBaTeNb> --password
<naposb>

5. I'IpOBepre KOMaHAy NpoBepKU Kriro4a nosjib3oBaTesid.

MpoBepka knio4a nonb3oBaTens

cct run test_key -a <DNS wnm IP KOHHeKTOpa> --user <nosb3oBaTenb> --key-path <kawy>

6. MpoBepbTe KOMaHAY NPOBEPKM HANMMYMS HEYNPAaBMSIEMbIX KIOYEN.

MpoBepka HanNM4YMUsA HeynpaBnseMbIX KNnoYen

cct run test_unmanaged keys -a <DNS unum IP KOHHeKTOpa> --user <nojb3oBaTenb> --key-
path <knw4>

7. NpoBepbTe KOMaHAy yaaneHust HeynpaBnsieMbIX KITHOYEN.

YpaneHue HeynpaBnsieMbIX Nofib3oBaTenemM Knroyeun



cct run remove_unmanaged_keys -a <DNS unu IP koHHekTOpa> --key-path <knaw4y>
8. NpoBepbTe KOMaHAY NonyyYeHUs MHOpPMaLuumn o pecypce.

Mony4yeHne nHdopmauum o pecypce

cct run get _resource_info -a <DNS wau IP KOHHeKTOpa>
9. NpoBepbTe KOMaHAY NonyyYyeHns MHopmauum ob akkayHTe.

Mony4yeHne nHdopmauum o6 akkayHTe

cct run get_account_info -a <DNS wau IP KOHHeKTOpa> --user <nofib3oBaTeNb>

10. NpoBepbTe KOMaHAY NOMyYEeHUsT CNMCKa Nosib3oBaTenen.
MNMonyyeHne cnucka nonb3oBartenen

cct run get_users -a <DNS unum IP KOHHeKTOpa>

11. MNocne NpoBepKM BCEX CEPBUCHBIX OnepaLuii NepexoamnTe K yrnakoBke KOHHEKTopa.

YnakoBKa KOHHeKTopa

MpoBepeHHble dhannbl KOHHEKTOpa TpebyeTca ynakosaTtb B ZIP-apxus ons ero ganbHenwen 3arpy3sku B
PAM. [1na 3TOro BbINONHUTE CreayoLLyto KOMaHay B TOW e ANPeKTopuun:

YnakoBKa KOHHEeKTOpa

cct pack

Moapo6Hyto MHopmaLmMIo 0 KomaHae pack CMOTPUTE B CrpaBOYHUKE KOMaHA,.

lotoBbI ZIP-apxuB ByaeT 3anucaH B poguTenbckyto aupektoputo. lanee nepexogute B PAM B pasgen

KoHdurypauusa — CepBucHoe noaknoyveHue gns 3arpyskm ZIP-apxmBa KOHHEKTOpA.
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CTpyKTypa KOHHEKTOopa

B ZIP-apxnBe KOHHEKTOpa eCTb TPM OCHOBHbIX (hanna:

e info.json — MeTagaHHble KOHHEeKTopa
e info.schema.json — JSON-cxema danna info.json

e connector.psl/sh — CKpPUNT, BbIMOMHSAOLWMA CEPBUCHbIE Onepaunm

Kpome OCHOBHbIX ¢0aniioB KOHHEKTOP MOXET coaepaTb ntobble gpyrne dansnbl, B TOM Ynucne 6uHapHbie,
Kpome pannoB C UMEHEM wrapper.psl W wrapper.sh 3TV UMeHa anrnos 3ape3epBupoBaHbl nog PAM
OS5 BCnoMoraTtenbHOro ckpunta Ans 3anycka KOHHeKTopa.

MakcumanbHbIn pasmep ZIP-apxmBa koHHekTopa — 100 MB.

Mpumep channa info.json

"$schema": "info.schema.json",
"Id": "TestBashConnector",
"Name": "Test Bash connector",
"Description”: "This is a test connector",
"Version": "1.0",
"CreatedAt": "2024-12-05 14:45:037",
"ConnectorType": "sh",
"ScriptTimeout": 30,
"IsKeyServiceOperationSupported": false,
"LinuxSandbox": {
"Image": "my-test-connector:1.0",
"CpuLimit": "@.5",
"MemoryLimitMb": "512",
"StoragelLimitMb": "1024",
"PidCountLimit": "8"

e $schema — uma danna JSON-cxemsbl.
e Id — naeHTMdUKaATOP KOHHEKTOPA, OOMKEH OblTb YHUKaNbHbIM B pamkax PAM.

e Name — MMSA KOHHEKTOpa, koTopoe ByaeT otobpaxarbcs B PAM, OOMKHO BbITh YHUKANbHBIM B paMKax
PAM.



e Description — onucaHvne KOHHEKTOpa, KOTOpOoe MOXHO ByaeT NPOCMOTPETL B AeTansX KOHHEKTOpa B
PAM. OnuuoHanbHoe none.

e Version — Bepcusa KOHHEKTOpa.
e CreatedAt — BpeMsi CO34aHUSA KOHHEKTOpA, YKa3blBaeTCA aBTOMAaTUYECKM NPy ynakoBKe KOHHEKTOpPA.
e ConnectorType — TN KOHHeKTOpa (sh unu ps1).

e ScriptTimeout — TaiMayT paboTbl KOHHEKTOpPA B cekyHaax. Ecnv npu BbINONHEHWUN CEPBUCHOM
onepaummn CKpUNT He 3aBEPLUUTCS 3a YKa3aHHOe BpeMsl, TO onepauusi 3aBepLunTcs No TanmayTy.

e IsKeyServiceOperationSupported — donar, nokasbiBaloLMin, NOOAEPXKMBAETCA ST KOHHEKTOPOM
paboTta ¢ SSH-knoyamn. Ecnn B ckpunTe peannsoBaHbl onepauum ¢ SSH-knovamm, To ykaxuTe true.

e LinuxSandbox — onuuoHanbHbIn pasgen. CoaepXXnT HaCTPOVKK ANsA nepeonpeaeneHns HacTpoek no
ymorndanuto Docker-necoyHuubl, ykasaHHblx B Core/appsettings.json.

e Image — Ter Docker-obpasa Ans BbINOMHEHUS NECOYHULBI.

e CpuLimit — orpaHunyeHune pabotel CPU ogHOro KoHTenHepa necovHuLbI.

e MemoryLimitMb — orpaHuyeHune paboTbl N0 NaMSATM OQHOMO KOHTENHEepPa NeCOYHULbI.

e StoragelLimitMb — OrpaHu4eHve BPEMEHHOro XpaHunuLia ogHOro KOHTeNHepa NecoYHULbI.

e PidCountLimit — orpaHuyeHue Konn4yecTsa NPOoLIeCCOB OAHOMO KOHTeMHepa NecoYHULIbI.

() MHOOPMALIMSA

Ansa PowerShell-koHHEKTOPOB NECOYHULLbI HET.

CnpaBO4YHUK KOMaHA

new

Cospaer WwabroH Ans HOBOro KOHHekTopa. [JaHHas koMaHaa reHepupyeT gainbl info. json,

info.schema.json 1 connector.psl/sh B ykasaHHOW ONPEKTOPUN.

Windows Linux

Mpumep 3anycka KOMaHAbI

<nyTb o CCT>\Pam.Tools.ConnectorCreationTool.exe new -t psl -p
C:\Users\user\documents\folderil\



MapameTpbl KOMaHAbI hew

Uma Oba3aTenbHbIN OnucaHue

-V, --verbose — BkntounTb nokas gONOSTHUTENbHbBIX NOroB.

MyTb oo KaTanora, B KOTOpOM OyayT co3gaHbl hannel info.json n

-p, --path path — connector.ps1.
Ecnu He ykasaH, To channbl ByayT co3gaHbl B TEKyLLEen narke.

Tun ckpunTa KOHHeKTopa. Bo3amoxHble 3HayeHus: sh, ps1.

¢ sh — BbInonHsaTCA ToNbKo Ha Linux (bash)

-t, --type type —
e ps1 — BbinonHsaTCA Torbko Ha Windows (powershell)
-h, --help — MHdbopmaums 06 ncnonb3oBaHnmM 1 NOMOLLb.
pack

Cospaet Z|P-apxuB KOHHEKTOpa Angd nocnep,yrou.l,eﬂ 3arpy3km B KOHCONMM agMUHUNCTpPAaTopa.

Windows Linux

Mpumep 3anycka KoMaHAabl

<nyTb o CCT>\Pam.Tools.ConnectorCreationTool.exe pack -p
C:\Users\user\documents\folderl\ -n b80d094b715aa08375b87e9.1.1

MapameTpbl kKOMaHAbI pack

Uma Oba3aTenbHbLIN OnucaHue

-v, --verbose — BknounTb Nokas 4OMNONMHUTENbHbIX JIOrOB.

-p, --path path — MMyTb 0O KOHHEKTOpA.



Nma Obsa3aTenbHbIN OnucaHue

Nmsa ZIP-cbanna 6e3 ykasaHus paclumpenunsa .zip. Mo
-n, --name name — YMOIYaHUIO UMA COCTOUT 13 3HaveHun nonen ID n Version

ganna info.json.

-h, --help — MHopmaums 06 ncnonb3oBaHnn n NOMOLLb.

hash

PaccunTtbiBaeT xew SHA-256 danna. Micnonbayetca ans obecnevyeHns LenocTHOCTH hainos.

Windows Linux

Mpumep 3anycka KOMaHAbI

<nyTb o CCT>\Pam.Tools.ConnectorCreationTool.exe hash -p
C:\Users\user\documents\folderl\

MapameTpbl kOMaHAbI hash

Uma Ob6s3aTenbHbIN OnucaHue
-v, --verbose — BkntounTb nokas gononHUTENbHbIX NOroB.
-p, --path path da MyTb 0O KOHHeKTOpa (ZIP-apxuB).
-h, --help — NHdopmaums 06 ncnonb3oBaHUM 1 MOMOLLb.

run

3anyCKaeT KOHHEKTOP, BbINONMHAET CKPUNT KOHHEKTOPA B yKa3aHHOl7I OVNPEKTOPUMN.

Windows Linux




Mpumep 3anycka koMaHAabl

<nyTb Ao CCT>\Pam.Tools.ConnectorCreationTool.exe run test connection -p

C:\Users\user\documents\folderl\ -a 192.168.5.1

I'IapameTp bl KOMaHAbI run

Uma Ob6s3aTenbHbIN
-v, --verbose —
-p, --path —
-a, --address address [a

--port port

-sa, --service-account account

-sp, --service-account-password password

-skp, --service-account-key-path key-path

-slt, --service-account-location-type location-type

--disable-sandbox

-h, --help

KomaHapbl, KOTOpPbIe MOXHO 3anyckaTb C MTOMOLbIO run

OnucaHue

BknounTb nokas

OOMONMHUTESIbHbLIX JTOroB.

MyTb OO KOHHekTopa (ZIP-
apXMB UNWN OUPEKTOPUS).

Appec KOHHEKTOopa B Buae
DNS unu IP.

[MopT kKOHHEKTOopa.

Nms CepBUCHOIo akkayHTa.

Maponb cepBUCHOIO
akkayHTa.

Krtou cepBUCHOro akkayHTa.

Tun HaxoXxaeHus
CEPBMCHOrO akkayHTa.
Bo3moXxHble 3Ha4YeHus:

Domain, Local.

OTKNIOYUTL NECOYHN Ly.

NHdopmaums 06

MCrosib30BaHNN N MOMOLLb.



Uma

test_connection

set_user_password

set_user_key

test_password

test_key

test_unmanaged_keys

remove_unmanaged_keys

get_resource_info

get_account_info

get_users

OnucaHue

npOBepMTb coegnHeHmne 0o KOHHEKTOopa.

YcTaHoBUTL naporsib Angd nosjib3oBaTern4.

YcTaHOBUTb KMo ANs nonb3oBaTtens.

[MpoBepuTb Naporib Nonb3oBaTens.

MpoBepUTbL KIHOY NONb30BaTENS.

[MpoBepuTb HanMuMe HeynpaBnseMbIX KIYen.

Yoanutb HeynpaBldeMble NoJb3oBaTerieM KIo4u.

MonyunTb MHpOpMaLMIo O pecypce.

MonyunTb MHpopmaumio 06 akkayHTe.

I'Ionyq WTb CMUCOK NOJSib30BaTeNen.



Ponwu

Pasgen npegHasHayeH anst HAaCTPOWKN NpUBUIEri nonb3oBarenen-agMmmHmucTpatopos PAM B KOHCONM

ynpasneHuns Indeed PAM.

NpepBapuTernibHas HaCTpPOUKa

Mocne nepBoro BxoAa B KOHCOMb agMUHUCTpaTopa notpebyeTcs 4o6aBUTb TEKYLLEro Nonb3oBaTtens B

cocTtaB ponu Administrator, ans atoro:
1. NMepengnte B pasgen Ponu
2. OtkpouTte ponb Administrator n nepenante B nogpasgen CocraB ponu

3. Haxmute lo6aBuUTb, BbIbEpPUTE TEKYLLETO NONb30BaTeNs n Job6aBsTe €ro B COCTaB ponu

Administrator 2 INDEED-ID\Administrator *

O51Wan MHGopMauma + NoBaewts
CocTae poau

Mpuenaerin [l WMma nonszoeatens

] INDEED-IDMVAdministrator

4. 3aHOBO BOMAUTE B KOHCOJb ynpaslieHNA " y6e,u,|/|Ter YTO B KOHCOJTN NOABUITUCb OCTallbHbl€ pa3aersibl.

NMpepycTtaHoBrEHHbIE pOnU

Mocne yctaHoBkn 6yayT aoctynHel ponu Administrator, Operator n Supervisor.

A NMPEOYNPEXOEHUE

BHumanwue! MNMocne nepexofa Ha HOBYKO BEPCUIO HEOOXOOMMO NPOBEPUTL COCTaBbl MPUBUIIENNN Y BCEX

NCMonb3yeMbIX Ponei.



Ansa ponn Administrator BkntoueH nonHeI HAGOP NpUBUNETUIA.

Ons ponn Operator BktO4YeHbl NPUBMNErMK, NO3BONSAOLLME BblgaBaTh MW OT3biBaTb paspeLlueHns (K

npumMmepy, obpabatbiBaTh 3asiBKN Ha AOCTYN), @ TaKKe BbINONHATbL NPOBEPKY NPUBUNENMPOBAHHbLIX YYETHbIX
3anucen n OOCTYMHOCTb KOHEYHbIX Pecypcos.

Ponb Supervisor npegHasHadeHa onsi nomMcka n NpocMoTpa 3Ha4YEeHWI, 3a UCKITIOYEHMEM Naponen Y4eTHbIX
3anucen. MNpusunermnm Ha pobaBneHne N 3MeHeHne 3Ha4YeHU oTKNYeHbl. Ponb ByaeT nonesHa ons
KOHTpons 3a paboton agMmuHuctpatopos PAM.

NaHHble ponu aenatoTca MobanbHbiMK,. Caenatb porb JlokanbHOM MOXHO TONbKO NPy Co3aaHnM HOBOW
ponu.

Co3paaHue HOBbIX poneu

() NPUMEYAHVUE

[nsa BbINONHEHUS OI'IGpGLI,I/IVI C ponamMmum HeobxoauMmbl npusunernn ynpasrieHnAa pondamMmm goctyna.

BbinonHuTe cneayoLwume warm:

1. Nepengnte B pasgen Ponu, Haxxmnte kHonky [lo6aBUTb, yKaXXUTe UMSA A4J1s1 HOBOW ponuv, Ans co3gaHns
nokanbHoOW ponu BkounTe donaxok JlokanbHasa. Hosasi ponb 4o6aBuTCA B CIMCOK POMEN.

2. OTKponTe co3gaHHyo posb, nepengute B pasgen MpuBunernun, Boidbepnte Heobxoanmel Habop
NPUBUNErMIA U COXPaHUTE N3MEHEHUS.

Hosafa ponb =

Wima ponn

AnMUHWCTPATOP OTAENa MHPOPMALMOHHOR BE30N3CHOCTH

NokaneHas

Ana npedocmasnedus npae 8 paMkax 00Ho20 nodpasdeneHus UCnoAs3yLIMe AOKAALHYI0 PO




[lobaBrneHue nonb3oBaTesien B COCTaB pPonu

[ns HasHavYeHun npuBunernn agmmHnctparopam PAM BeinonHuTe crnegyowmve 4encTBus:

1. Nepengute B pasgen Ponun, oTkponTe HEOOXOAMMYHO POsb.

2. MNepenguTe B pasgen CoctaB ponu, HaxvmnTe flobaBuTb. Buibepute nogpaspeneHme, 3atem

norib3oBaTterns.

Boibepute nogpasaeneHue *
Mms Q

Auperuna

®  Oraen vHbopMaUMOHHONR Gez0NacHOCT

Otaen MHGOPMAULWOHHOR BE30NacHOCTK Bnepeg

/\ NPEQYNPEXAEHUE

Ecnn nonb3oBaTtenb gobaBneH B COCTaB HECKOMbKMX POSien, TO OH Nosiy4aeT CyMmMmy npuBuniernin n3
BCEX CBOMX poremn.

YpoaneHue poneu

Mepengute B pasgen Ponu, oTMeTbTe (PraXkoM HY>XHble pornuv, HaxXmuTe YaanuTb.



NMpunoxeHus

AAPM — 3710 Habop METOAOB M MHCTPYMEHTOB 41151 aBTOMaTM3auumn nonyyeHnst naponen n SSH knoyen

(Y4eTHbIX AaHHbIX) Y3 NpUnoxeHnsamu.

/\ NPEQYNPEXAEHUE

[nsa ncnonb3oBaHus MNpunoxeHnn Heobxoanmo nmets AAPM nuueHsuu.

Y100bI f06aBUTL NpunoxeHue B Indeed PAM Heob6xoaunmo:

1. NepenTtn B pasgen MNMpunoxenus 8 MC

2. Haxatb kHonky [lJo6aBuTb

B KOMMAHUS MpunoxeHus
nHONO
Vims Q
& TMonbsosatenm
an [pynnel nonb3osateneii + Jo6asuTs
ﬁ Pecypcel
B3 Mpynnel pecypcos Nma Onucaxue
B Yuettbie sanucn §5) MyApplication Test app
B3 JomeHnl PGAdmin external PG
SMSS external SMSS

;'1. CrpykTypa

MpunoxeHus

HacTponka npmnoxeHuun:

B pas3aene npunoxXeHma MOXHO:

o 3aﬂaBaTb NMA MPUNOXeHna, onncaHne, HaCTpouTb TUN ayTeHTI/ICbVIKaU,I/II/I.



o ,D,OGGBJ'IHTI: AOMUWHUNCTPATOPOB MPUITOXEHNA. 910 no3sBonser npocMaTtpmBaTtb Naposib OT 3TOro

npunoxeHnsa B UC.

o [loGaBnATb paspelleHus. [nsa aToro HeobxogMmo:

o Haxmute Ha kHoMKy [lo6aBUTb pa3peLueHue.

o BblbepuTe noapasaenexHve.

o Bb|6ep|/|Te YYETHYIO 3aMncCb, OT KOTOpPOW HeobxoaMmo nony4yartb naporsib.

o HacTtponTe Bpemsi paboTbl paspeLleHunst n onnucaHue.

o 3aBepLunTe co3gaHune paspelueHus kHonkon CosaaTh.

o CbpacbiBaTtb naposb. [na atoro HeobxoaMMo HaxaTb Ha kHoMKy COpocuTb napornb.

e YaanuTb npunoxenue. [1nsa aToro Heo6xoaMMo HaXkaTb Ha KHOMKY YAanuTb.

° ﬂpOCMOTpeTb BblaHHblE pa3pelleHna n cobbITuA, KOTOpbIE NMpon3owsin B CuCtemMe PAM gnsa atoro

NPUNoXeHund

B KOMMAHWA
mHOMO

o Monw3osatenn

= [ pynnbl nons30Barenseii
E Pecypcol

@3 Mpynnei pecypcos

B Yuethsie 3anucu [ 15 )
B Jlomens

&5 Crpykrypa

Mpunoxenna

£= Pazpeusenms

AyTeHTUdMKaLMA NPUNOXKEHUN:

MyApplication

18 Jlobaeute pazpelseHue & Cobpocuts napone m] Yaanute

MyApplication
Test app #

YcTraHoeneH
192.168.147.3 #

ra

ALMUHUCTPATOPSI PazpeweHws CobbiTus

— [obaeuTe

Monesoeatens

victor.osipov@indeed.test

[MpunoxeHus, Kak U none3oBaTenu, aytTeHTnguumpyrotca Ha IDP 1 nony4varoT TOKeH.

B0O3MOXHbI HECKOIbKO CNOCOB0B ayTEHTUdUKALNN NPUNOXKEHNIA:



1. CTaTnyHbIM Naponb — 3a4aeTca aBToMaTUYeCcKkn Npu cosgaHnm npunoxexnus. AammHnctpatop PAM
MOXeT copocuTb Yyepes MC, HO He MOXeT nocMmoTpeTb. [Nonb3oBaTtens PAM, sensowmnca

aaMUHUCTPATOPOM KOHKPETHOIO MPUIOXKEHMS, MOXET NOCMOTPETL Naposb 3Toro npunoxexus B UC.

2. |IP-agpec — onuunoHansHo. IDP nposepsieT, 4To 3anpoc Ha nonyyeHne TokeHa npuwlen ¢ ykasaHHoro |P-

agpeca. 3apgaetca agmuHuctpatopom PAM B MC.



Bbirpy3ska naponeu

B cnyyae HewTaTtHOM cuTyaummn, npu otkase komnoHeHToB PAM npegycmoTpeHa BO3MOXHOCTb BbIrPY3KU

naponeu NpuBUNErMpoBaHHbIX YY4ETHbIX 3anucen ua 6assl PAM.

Bbirpyska ocyLiecTBnsieTcs ¢ nomoLblo yTunuTsl indeed-pam-
windows\MISC\Dump\Pam.Tools.Dump.exe

[Mepen ncnonb3oBaHnem OTKPONTE KOHPUIrypaUMOHHbIA hann yTunuTel indeed-pam-

windows\MISC\Dump\appsettings.json n ykaxute napameTpbl gocTyna k 6ase Core:
Cekuus Database

o Database — npoavigep ons pabotel ¢ CYB[
o mssql — Microsoft SQL Server

o pgsql — PostgreSQL, PostgreSQL Pro

e ConnectionStrings

v CTtpoka nogkntoyveHus k MicrosoftSQL

Data Source — umsa cepsepa CYB[] nnm nmeHoBaHHOro ak3emnnspa

Initial Catalog — nms 6a3bl gaHHbIX

User ID — yyeTHas 3anuck anga pabotbl ¢ B[

Password — naporsb y4yeTHon 3annucu

Apyrne napameTpbl 4OCTYMHbI B AOKYMeHTaumn no ctpoke nogkntoveHuns SqlClient 3.0 .NET Core

"ConnectionString": "Data Source=sql.domain.local; Initial Catalog=IPAMCore;
Integrated Security=False; User ID=IPAMSQLService; Password=password"

/\ NPEAYNPEXOEHUE

B cny4ae ncnonb3oBaHns nMeHoBaHHoOro ak3emnnsapa Microsoft SQL Server 3HaueHne

napameTtpa Server Heob6xoauMo ykasblBaTb B hopmaTe MMa cepBepa\\MMs 3K3emnnsipa.



https://docs.microsoft.com/en-us/dotnet/api/microsoft.data.sqlclient.sqlconnection.connectionstring?view=sqlclient-dotnet-core-3.0#remarks

"PamCore": "Data Source=sql\\instance;

v Ctpoka nogkntoveHms k PostgreSQL

Host — numsa cepsepa CYB[] nnu nmeHoBaHHOro ak3emnnspa

Database — v1msa 6a3bl AaHHbIX

Username — yyeTHas 3anucb ansa pabotsl ¢ B[

Password — naporsb y4yeTHon 3annucu

[pyrve napameTpbl AOCTYMHbI B AOKYMEHTaUuMmM No cTpoke noakntodeHns Npgsql

"ConnectionString": "Host=sql.domain.local; Database=IPAMCore; Integrated
Security=False; Username=IPAMSQLService; Password=password"

Cekuus Encryption

e Algorithm — anroputm wndposaHns 6a3sl Core

o Key — kntoy windgpoaHus 6asel Core
YTunuTa 3anyckaeTcsl C apryMmeHTaMu:

o decrypt-ssh-key — paclungpoBka 3aimdpoBaHHOIO 3KCMNOPTUPOBAHHOIO Ssh-kntova y4eTHOM 3anmcu
o decrypt-password — paclumdppoBka 3aIMPPOBAHHOIO IKCMOPTUPOBAHHOIO Naposis Y4ETHON 3anucu

o decrypt-secrets — paclwmndpoBka y4eTHbIX AAHHbIX YYETHbIX 3anMcen n3 ykasaHHoM Unu BbIbpaHHOM
nanku

¢ ssh-key — Bbirpy3ka SSH kntoya npuBunermpoBaHHOM y4ETHOM 3anMcKn, HEOBXOAMMO YKa3aTb YYETHYHO
3anucb, npumep:
Pam.Tools.Dump.exe sshKey --name res2\administrator

¢ password — BbIrpy3ka naporsisi NpUBUIErMpoBaHHOM y4ETHOM 3anucu, HEOOXOAMMO yKasaTb YYETHYHO
3anucb, npumep:

Pam.Tools.Dump.exe password --name res2\administrator


https://www.npgsql.org/doc/connection-string-parameters.html

» all-secrets — BbIrpy3ka Bcex y4eTHbIX AaHHbIX B nanky .\Results, nmbo B ykasaHHyto. [Naponu 6yayT
BbIrpY>KeHbl B pann accounts.csv, knoum OyayT BbIrpyXeHbl B nanky sshKeys B otaenbHble hansibl.

Mpymep KkoMaHab!:

Pam.Tools.Dump.exe secrets --output c:\temp
¢ help — BbIBOA CcripaBku

e version — BbIBOA MH(popMaLmMm 0 BEPCUN



Pab6oTta ¢ PostgreSQL Proxy

HaunHas ¢ Indeed PAM 3.0 ctano Bo3amMoxHo oTkpbiBaTb SQL-ceccumn yepes PostgreSQL Proxy. 3to
no3BonsAeT NnpocMaTpueaTb TekcToBbI nor SQL-ceccui, brnarogapst yemy obecnednBaeTca 6onee nosHbIN

KOHTPOINb HaZ CeccusiMmn 1 ynpoLaeTcs paccreaoBaHne MHLUUOEHTOB.

Hactpouka knuenta CYB[

YacTo y knneHtoB CYB[] ecTb 0co6eHHOCTb paboThl: nocne noaknoyeHus k cepesepy b Anga BbINONHEHWS
SQL-3anpocoB oTKpbIBaeTCcs oTaenbHas ceccud. B atom cnydae B PAM Tak ke co3gaetcs HeCKOMbKO

Ceccui, YTO MOXET AOCTaBNATb HeyaobCcTBa NPy NPOCMOTPE TEKCTOBLIX JTOTOB.

UTto6b1 SQL-3anpockl BbINOMHANUCH B TOM e Ceccuun, YTo 1 nogknioyveHune kK cepeepy B, Hy>kHO HacTpouTb

knnenT CYB[. Hmke npuBeaeHa nHgopmaums, kak aTo caenatb Ha npumepe knneHta DBeaver.

1. OTkponTe DBeaver.

2. B neBow 4yactu akpaHa, B okHe Ba3bl gaHHbIx (Database Navigator) HariauTe B cnucke OOCTYMNHbIX

NOOKMIOYEHUN HYXXHbBIN CepBeEp, HAXXMUTE Ha HEro fIeBON KHOMKOW MbILLK U HAXXMUTE Ha Knasuatype F4.

3. B oTKkpbIBLLEMCS OKHE nepenanTe Ha Bknaaky MetapaHHble (Metadata), noctasbte pnar Hactponkm

6a3bl <ums cepBepa> (Datasource <servername> settings).

4. Ina napameTpa OTKpbIBaTb OTAENbHOE cCoOeAuHEHME ANA YTeHus MeTaaaHHbIX (Open separate
connection for metadata read) ykaxute onuuto Never 13 BoinagaroLLero cnncka.

5. MepenanTe Ha Bknagky PepakTop SQL (SQL Editor).

6. Ana napameTtpa OTKpbIBaTb OTAEeNIbHOE coeAMHeHUe Ana Kaxaoro peaakropa (Open separate
connection for each editor) ykaxute onuuio Never 13 BoinagaroLLero cnmcka.

7. CoxpaHuTe N3MEHeHUs1 HaxxaTmem kHornku OK.

8. lNMoBTOpPUTE BCE NEPEYNCIIEHHbIE AENCTBUA ANSA BCEX Balumx cepepoB bBl.

YkaszaHue agpeca PostgreSQL Proxy B PAM

1. Nepengute B pasgen Kondurypauma — CucteMHble HACTPOMKM.

2. B cekummn PostgreSQL Proxy 3anonHute none Aagpec PostgreSQL Proxy.



OTKkpbITUE ceccum yepe3 PostgreSQL Proxy

OnucaHo B pyKkoBOACTBE Mosib3oBaTtens, B NyHkTe [NoakrtoyeHune k pecypcy Yepes PostgreSQL Proxy.

NMpocmoTp TekcToBbLIX NoroB SQL-ceccum

YT06bI NPOCMOTPETHL TEKCTOBbLIE FOMM CeCCUU, OTKpbITon Yepe3 PostgreSQL Proxy:

1. OTkponTe pasgen AKTUBHbIE CECUN.
2. Bbibepute Hy>XHYI0 CECCUI0.

3. Haxxmute TekcTOoBbIN NOT.

() MHOOPMALIMSA

YuntbiBanTe, 4To pasHble SQL-KNMEeHTbl MOryT No-pasHOMY COXpaHATb TeKCT SQL-3anpocos.
Hanpumep, psql Bbipe3aeT kommeHTapum n3 SQL-3anpocos, a pgAdmin ocTaBnseT.

TekcToBbIN Nnor, oTobpakaemMbii B npodune ceccumn, He 0OHOBNSIETCS aBToMaTMyeckun. [Ans nonyyeHus

aKTyalibHOro TeKCTtoBoOro Jiora, Tpe6yeTc;| nepnognvyeckn Haxmmatb OGHOBUTBL.

B TEKCTOBOM ore He COXpaHsATCA pe3ynbTaThbl 3anpoCcoB.

B TekcToBbI Nnor nonagarT TonbKo ncxogawme SQL-3anpocs! (knneHT — cepsep). Micxoasime 3anpocsl
(cepBep — KNUEHT) He nonajatoT.

OrpaHun4yeHusn

o [IByxdhakTOpHasa ayTeHTMdMKaLNA NOAOEePXKMBAETCSA TONbKO AN1s MHCTaNNsaunin ¢ ayteHTurkaunen
yepe3 RADIUS, roe BTopbiM (hakTOpoM SBNAETCS NOATBEPXKAEHME 3anpoca B NpunoxeHun. [ns
WMHCTanNAuumM ¢ ayteHTudukaumen yepes PAM napameTtp Ucnonb3oBaTb ABYX(haKTOPHYHO
ayTeHTUdUMKaumio Gyaet rHopmpoBaTbCs, TO €CTb BTOPOM (haKTop 3anpalumBaTtbCs He byaer,
noakntodeHne otkpoetca 6e3 Hero.

e [logTeBepxaeHne agMUHUCTPATOPOM OTKPbITUSI ceccum He nogaepxmnsaetcs. OTKNIYNTE NapameTp

OTKpbITUE ceccumn TpebyeT noaTBepXKAeHUA agMmuHucTpaTopa PAM B pasgene NMonutukmn —
Ceccuum, nHaye oTkpblTb SQL-ceccuto Byaet HEBO3MOXHO.

e YKasaHue NPUYNHbI OTKPbITUA CECCUN NogaepXmnBaeTcqd 4aCTUYHO. Ecnu BkntoyveH napamMmeTp
TPGGOBaTb YKa3aTb NPUYNHY NOOKNKYEeHUA B NOJNINTUKE CECCUN, TO NOJIb30OBATENIAM I'IOTpGGyGTCFI


http://localhost:3000/privileged-access-manager/3.0/user-manual/access-to-the-resource/#connection-to-the-postgresql-proxy

BBOOUTb MPUYMHY B TO XXe none, rae uMms yvyeTHom 3anucu. NogpobHasa nHdopmaums B nyHKTe
MoakntoveHne K pecypcy Yepes PostgreSQL Proxy.


http://localhost:3000/privileged-access-manager/3.0/user-manual/access-to-the-resource/#connection-to-the-postgresql-proxy

®=

Ej KoHconb nonb3oBaTtens

rlOJ'IyLIVITe OOCTYyN K KOHCOJ1M noJfib3oBaTernsa

,_lel_,; Mony4yeHue poctyna k pecypcy

O3HakoMbTECH CO crocobamm NOAKMHYEHUS K pecypcam

5 ; NMoaknioyeHune yepe3 SSH-KNUeHTLI

O3HakoMbTeCh CO cnocobamy NOAKMYEHUS K pecypcam 4epe3 CTOPOHHNE SSH-knNueHTHbI

% SCP/SFTP noaknioueHme Kk pecypcy

KonuyectBo rnas: 3

@ JInyHble nanku pecypcoB

O3HaKOMbLTECh C BO3MOXHOCTSIMU TPYMIMPOBKA PECYPCOB



http://localhost:3000/privileged-access-manager/3.0/user-manual/user-console/
http://localhost:3000/privileged-access-manager/3.0/user-manual/access-to-the-resource/
http://localhost:3000/privileged-access-manager/3.0/user-manual/connection-via-ssh-clients/
http://localhost:3000/privileged-access-manager/3.0/user-manual/scp-sftp-connection-to-the-resource/
http://localhost:3000/privileged-access-manager/3.0/user-manual/personal-resource-folders/
http://localhost:3000/privileged-access-manager/3.0/user-manual/executing-commands-with-root-privilege/

f

I © || BbinonHeHne KOMaHA ¢ Nnpusuneruen root

MpounTanTe, KaK BbIMOMHUTL KOMaHAY, €Cnuv HY>XXHO sudo

‘i Onepauum ¢ y4eTHbIMU 3aNUCAMU

O3HakoMbTeCh C UH(bOpMaLMel O MOMCKe YYETHBIX 3anvcer, NPOCMOTPe U CMeHe naponen u SSH-knoyen

— | Pab6otra c AAPM Console Tool

Otpepaktupyite chann koHdpurypaumm appsettings.json gns paéotsl ¢ AAPM Console Tool

| Indeed PAM Desktop Console
—= P

OsHakombTeck ¢ onncaHmem Indeed PAM Desktop Console



http://localhost:3000/privileged-access-manager/3.0/user-manual/executing-commands-with-root-privilege/
http://localhost:3000/privileged-access-manager/3.0/user-manual/executing-commands-with-root-privilege/
http://localhost:3000/privileged-access-manager/3.0/user-manual/password-and-ssh-key-management/
http://localhost:3000/privileged-access-manager/3.0/user-manual/usage-of-aapm-console-tool/
http://localhost:3000/privileged-access-manager/3.0/user-manual/desktop-console/

KoHconb nonb3oBaTens

Mony4eHne JOCTyna K pecypcam BbINOMHAETCH MNPy MOMOLLX KOHCONM Nosfib3oBaTens — creunanbHON
obonoykn ans Indeed PAM Core. [locTynHa no cnegytowemy URL:

e Windows: https://pam.domain.local/pam/uc

e Linux: https://pam.domain.local/uc

OOy4yeHue ayTeHTUdUMKaTOpA

[nsa paboTbl ¢ KOHCOMNbIO Nonb3oBaTeNs He0OXoaMMO 00y4YnTb ayTeHTUdUKaTop. BeinonHuTe BXoa B
KOHCOIMb, €CN Nonb3oBaTernb He UMEEeT ayTeHTUdUKaTopa, To OH ByaeT nepeHanpaeneH Ha IDP gns ero

pervcTpauun.

[Mocne ycnewlHon peructpaumm Bbl Oyaete nepeHanpaeneHbl B KOHCOMb NONb30BaTens.

() NPUMEYAHVE

[Mpu NpeBbILLEHNN YNCNa HEBEPHBIX MOMNbLITOK BBOAA OTP nonb3oBarenb 6y,u,eT BPEMEHHO

3abnoknpoBaH (No ymonyanuo Ha 10 MUHYT).

Uncno HeBepHbIx nonbiTok BBoaa OTP 1 nepuog 6rokMpoBKku ayTeHTUdmKaTopa onpeaensiercs

agMmuHnctpaTtopom PAM B pasgene CUCTEMHbIE HACTPOWKM.

[nsa cpoyHoro pasbnokupoBaHusa AgmuHuctpatopy PAM Heobxogmmo cbpocuTb ayTeHTudukaTop

336J'IOK|/1pOBaHHOMy nonb30BaTersito.


https://pam.domain.local/pam/uc
https://pam.domain.local/uc
http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/configuration/?system-settings-tab=otp-blocking#system-settings
http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/users/#resetting-user-authenticator

[Nony4yeHue gocTtyna K pecypcy

B kKoHconu nonb3oBaTens oTobpa)xatoTcs paspeLleHns Ha A0CTyn K pecypcaM. [Ins Kaxaoro paspeLleHns
yKasaH:

Pecypc.

Twun nogknroyeHus.

Appec nogkntodeHnsa (IP nnu DNS).

YyeTHasa 3anucb, OT UMEeHU KOTOpOK ByaeT OTKpbITa CeCCus.

Mo Kaxxgomy CTOJ'I6LI,y OOCTYMNHa COPTUPOBKA. I'Ip|/| BBOAE CMMBOJI0OB B MnoJie and noncka coenageHund 6y,1:|,yT

BbIBOAUTLCSA MO BCEM CTONOLAM.

Ecnun nonb3oBaTento 4OCTYMHbI MPON3BOSIbHBIE PECYPCHI, TO OHWM ByAyT OTOOpaXKaTbCs B BEPXHEN YacTu

Crncka.

[na gocTtyna K pecypcy HyHo ckadaTb RDP-chann. 31o notpebyetcsa caenatb TOMbKO Npu NepBoOM
NMOAKMIOYEHNN K pecypcy no BbibpaHHOMY pa3spelueHnto. CoxpaHuTte dann n ucnonb3ymnte Npu ganbHENLWmnX
nogkntodeHnax. CkavdaHHbii RDP-gann MoXHO MCnonb3oBaTh NOKa akTUBHO paspeLLeHme.

RDP-gann wnto3a goctyna PAM MOXHO Ucnonb3oBaTth AN NOAKNIOYEHNS K pecypcamM He3aBUCUMO OT
AOCTYMNHbIX pa3peLleHnit, NOTOMY YTO KaXkabl pa3 Nnpu NogkoyeHum K winoldy byaet otobpaxkaTbes

aKTyarbHbI CMIMCOK PECYPCOB.
Mpwn HaXkaTum Ha CTPOKY C paspeLleHneM otobpakaeTcs 4ONONHMTeNbHas MHopMaums:

o lMepuop pencreua.
 PacnucaHue poctyna.

o PaspelueHue — ngeHTUdUKaTOp paspeLleHnsi, TO eCTb NMOPSAKOBLIN HOMEp paspeLleHunst B pasgene

Pa3peLueHm| B KOHCOJIM aAMUHUCTpPAaTOopa.

NpsiMoe nogknoyveHUe K pecypcy

1. Haxxmute 3arpy3utb RDP-chann gna noaknoyeHus cnpasa OT HYXXHOMO pa3peLueHmst.

[na pecypcos, Ans KoTopbIX 4OCTYNHO nogknoyveHre n no RDP, u no SSH, no ymonyaHuio
oTobpaxaetcs kHonka CkonupoBaTb SSH-komaHay. B aTom cniyvae 4ytobbl ckavyate RDP-ghann,



HaXXxmuTe E a 3atem 3arpy3utb RDP-chann ans nogknroyeHus.

2. 3anyctnte RDP-chann ans gocryna K pecypcy.

3. Npongnte ayTeHTUMUKALMNIO U HACTPOUTE NOOKITHOYEHME.

() MHOOPMALIMSA

I'IpM OTKPbITUN CECCUN MOXHO Bbl6paTb JTOKaribHbl€ AUCKW OnA UCNOoJ1b30BaHUA B y,qaneHHoﬁ ceccumn.

MogknounTbcs 6e3 nepeHarpasreHna NnoKaJibHbIX OJUCKOB TOXE MOXHO.

MooknioyeHUe K W3y gocTyna

1. HaxxmuTe MoagknounmTbCA K W3y A0CTYNa, HavyHeTcs ckadymBaHue RDP-danna.
2. 3anyctute atoT RDP-chann.

3. MNpongute ayTeHTUMUKALMNIO U HACTPONTE NOOKITHOYEHME.

NopknrovyeHne K SSH Proxy

Ansa nogknoyeHns K wnody SSH Proxy MOXHO BOCNoNb30oBaTbCs NobbIM SSH-knneHTom.

1. 3anyctute SSH-knNueHT.
2. Ykaxute agpec SSH Proxy 1 oTKponTe coeanHeHune.
3. Npongnte ayTeHTUDUKaLMIO.

4. Bolbepute pecypc And NoAKNIYEHNS.

NMoaknoyeHne no SSH Hanpsamyro

CnpaBa oT Hy>HOro paspelleHus 0o SSH-pecypca Haxxmute kHonky CkonmnpoBatb SSH-komaHay. B

6ydep obmeHa ckonvpyeTcst SSH-koMaHaa Anst NoAKMYEHUS K 3STOMY pecypcy.

Takke MoxeTe Hanmcatb SSH-koMaHAy BPYYHYHO MO YKa3aHHOMY HUXE LabmnoHy.

LLla6noH SSH-komaHAabI


http://localhost:3000/privileged-access-manager/3.0/user-manual/connection-via-ssh-clients/

ssh [user-name]#[resource]#[account-name]#[reason]@[proxy-address]

e user-name — WUMs Morb3oBaTens
e resource — IP-agpec nnn DNS-um4a pecypca

e account-name — WUMS MPUBUNENMPOBAHHOWN YY4ETHOM 3anncu
* reason — TEKCT MPUYNHbBI NOOKITHOYEHMUS

e proxy-address — IP-agpec unu DNS-ums cepsepa SSH Proxy

MoxxHOo onycTuTb ntoborn napameTp, Kpome agpeca cepsepa SSH Proxy. B atom cnyyae SSH Proxy
3anpocuT 3TK NapameTpbl OTAENbHO.

Ecnu npuunHa cogepknt npobensbl, TO yka3biBalTe ee B KaBblykax.

Mocne BbinonHeHus komaHabl SSH Proxy 3anpocut naponb nonb3osatens n TOTP.

Mpumep SSH-komMaHAabI

ssh ivan.ivanov#ubuntu#fwebmaster#"system configuration"@pam

NMNoakniovyeHue K pecypcy vyepe3 PostgreSQL
Proxy

GUI-knueHnT CYB[ KoHconbHbIn knueHT CYB[ Psql

1. Haxxmute MNMoka3aTb AaHHbIe ANsl NOOKMIOYEHUS.

2. OTkpoiiTe knueHT CYB[ 1 BBeauTe B ero hopMy NOAKIHOYEHMS AaHHble, KOTOPbIE Bbl MOMNYYUIN Ha

npegblayLem ware:

o Appec nogkno4veHus
o lMopT nogkniovyeHus
o Wmsa yyeTHOM 3anucu

o Bbasa gaHHbIX No yMOJT4aHUo



3. Ecnu B nonutnke ceccum BkntoveHa onunsa TpeboBaTb yKasaTb NPUYMHY NOAKMNOYEHUSA, To JobaBkTe

K nonto Umsa y‘-IETHOﬁ 3anUnUCU TEKCT NMPUYMNHbBLI NOOKITHOYEHUA.

Mpumep: ecnu 3Ha4YeHne nons Uma yyeTtHom 3anmcm Gbinio
admin@company.local#1.1.1.1#MYCOMPANY\test-admin, TO ¢ JO6aBNEHNEM NPUYMHBLI OHO CTAHET:
admin@company.local#1.1.1.1#MYCOMPANY\test-admin#"my reason to connect".

Ecnu ata onuus oTknoYeHa, To nponycTtuTe 3TOT Lar.

4. Beegute B (hopmMe NOAKITHOYEeHUs naposib cBoen yyeTHon 3anucu PAM.

MooknioyeHUe K NPOU3BONILHOMY pecypcy

[Mpon3BornbHbIE pecypcbl — 3TO Te€ PECypPChbl, KOTOPblEe He 3aperncTpupoBaHbl B cucteme Indeed PAM. 3tot
BMA NOAKMOYEHNS] AaeT BO3MOXHOCTb NOAKNIOYATLCA K NM0ObIM pecypcaM Mo 3apaHee onpenesieHHbIM

agMuHuctparopom PAM Tunam nogknoyeHun.

1. Haxxmute YkasaTtb agapec noakrnr4v4eHusa cripaBa OT HY>XXHOIO pa3peLueHna 0o npon3BosibHOro

pecypca.

2. Boibepute Tun noaknoveHus.

() NPUMEYAHVE

D,OCTyI'IHbIe TUNbI NOAKMIOYEHNA onpegenatTca agMmuHmucTpatopom PAM npu Beligadve

paspeLUeHnia.

3. Beeante Aapec noaknoYeHus.

4. B 3aBUCMMOCTM OT BbIBpaAHHOIo TMNa NOAKIYEHNA HAXXMUTE OAHY M3 KHoNok: CkonupoBaTb SSH-

komaHay nnn 3arpy3utb RDP-chann gna nogknioyeHus.

() NPUMEYAHVUE

Ecnun y Bac ecTb Heckonbko paspeLueHuii (C pasHbiMy Tnamm) K NPOM3BOSbHOMY Pecypcy, a B OKHe
MopknioyeHue K NPoM3BONbLHOMY pecypcy B norne Tun noaKnYeHUs HET HY)XXHbIX BapuaHTOB, TO

npoeepbTe PacnucaHue gocTtyna paspeLleHuii.


http://localhost:3000/privileged-access-manager/3.0/administration/policy-setup/#sessions

Tun nogknNtoYeHns He 6yp,eT OTO6pa)KaTbCFI B nosie Tun NnoAKsYeHUA, eCcrnv NbiTaeTecb
NOoAKIIOYNTBCA NO pa3pelleHno BHE YacoB, YKa3aHHbIX B PacnucaHuu AocTtyna.

3apaHue napons npyv NoaKNHYeHnn

Mpw NOAKMHOYEHMM K pECYPCY Y Bac MOXET ObITb 3anpoLleH Naporb.

3apaTtb Naponb

Mapone

Mapone

MoaTesp#asHKe Naponn

Mapone

OTO 3HAYUT, YTO Y YHETHOW 3anucK, OT UMEHU KOTOPOM BaM NpeaocTaBneH AOCTYN K pecypcy, OTCYTCTByeT
naponb. MoaKnUYNTBCA K pecypcy € Takon y4eTHON 3anncbto Henb3s. ObpatuTech K Bawemy
agMmuHuctpatopy PAM no Bonpocy NOAKMOYEHUS K 3TOMY PeCYPCY, TaK Kak TONbKO aAMUHUCTPATOP MOXET

YCTaHOBUTb NapOsib YY4ETHON 3anncu.

3aBepLueHne ceccum

,D,J'IFI 3aBepLueHna ceccum 3a|<p017|Te OKHO yaalieHHOro nogkr4YeHna nin BbINONTE U3 CUCTEMbI HA pecypce.



NMNoaknrovyeHue yepe3s SSH-KNuUeHTbI

B aTom pasgene onucaHbl cnocobbl SSH nogknioveHnsa yepes CTOPOHHNE KITUEHTDI.

NMoaknioyeHune Yyepe3 Wiko3 AoCTyNna

KomaHgHas cTpoka PuTTY MobaXterm SecureCRT

1. OTKpPOWNTE KOHCOSTbHYIO YTUIUTY.

2. Beegute cTpoky nogknoyeHus K SSH Proxy nnmn banaHcmnposLumky. MoxHo ncnons3oBaTtsh IP-agpec
mnn DNS.

ssh indeedproxy
[Mpn HEOBXOANMMOCTM YKaXXnTe NoNb3oBaTesis U NopT.
ssh user@indeedproxy -p 2222

3. Beeaute naponb n TOTP.

4. BbiGepute pecypc, kK KOTOPOMY HEOBXOAMMO MOAKMOYUTHCS.

NMNogkntoyeHUe K KOHKPEeTHOMY pecypcy

KomaHgHas cTpoka PuTTY MobaXterm SecureCRT

1. CnpaBa OT HyXHOro paspeLleHus oo SSH-pecypca HaxmuTe KHonky CkonupoBaTb SSH-komaHay. B
Bydep obmeHa ckonunpyetcsa SSH-komaHaa A5s NOAKMIYEHUS K 3TOMY pecypcy.

2. BctaBbTe CKOMMPOBAHHYH CTPOKY B KOHCOSbHYH YTUIUTY.

3. Beeaute naponb n TOTP.



603 KomaHngHas ctpoka

Moakntoyenne no SCP, SFTP, PSCP, PSFTP

DE; WinSCP

WinSCP

'—Dﬁ—'; FileZilla

FileZilla



http://localhost:3000/privileged-access-manager/3.0/user-manual/scp-sftp-connection-to-the-resource/command-line-scp-sftp-pscp-psftp/
http://localhost:3000/privileged-access-manager/3.0/user-manual/scp-sftp-connection-to-the-resource/winscp/
http://localhost:3000/privileged-access-manager/3.0/user-manual/scp-sftp-connection-to-the-resource/filezilla/

KomaHaHasa cTpoka

SCP

() NPUMEYAHVUE

Ha yctponcTteax nog ynpasneHnem OC Windows Server 2019, Windows 10 1809 n ctapwe komaHga

SCP BxoguT B cocTaB NpeaycTaHOBMNEHHbIX B KnueHte OpenSSH.

Onsa nepegaun dannos no npotokony SCP MoXxHO ncnonb3oBaTtb BCTPoeHHY B OC ytunnty SCP.
Mcnonb3ynTe cTaHO4apTHYO KOMaHAy 4SS KONMPOBaHUA, HO BMECTO apeca pecypca ykaxute agpec SSH
Proxy:

Ona OC Windows:

scp -r C:\temp\configs\ ivan.ivanov@sshproxy.indeed-id.local:/tmp

scp -r C:\nyTb_Ao0 NoKanbHOro_¢ainna uma_nonb3oBaTtena@agpec_ssh _proxy:/
nyTb_KyAa_KonupoBaTb_dain_Ha_pecypce

Onsa OC Linux:

scp -r /tmp ivan.ivanov@sshproxy.indeed-id.local:/tmp

sCp -r /nyTb_A0_nokKanbHoro_odaina uma_nonb3oBaTena@agpec_ssh_proxy:/
nyTb_KyAa_KonupoBaTb_dain_Ha_pecypce

Kntoy -r o3HavaeT pekypcrBHOE KONMpPOBaHWE, TO €CTb, €CNW yKa3aTb 41151 KONUMPOBaHWS Narky, TO OHa oHa
OyneT ckonMpoBaHa NMOMHOCTLI0 CO CBOMM COAEPXKMMbIM. Be3 3Toro kntova MoOXHO KONMpoBaTh TOMNbKO

oTAenbHble hannebl.

[Nanee, nocne ycnewHo ayTeHTUdUKauum Bbibepute HoMep pecypca ans nepegayv annos.

SFTP



Ha yctpownctBax nog ynpasnennem OC Window gns nepegayun gannoB MOXHO MCNOMNb30BaTb yTUNuUTY sftp
[nsa nepenaymn cannos:
1. 3anycTnte KOMaHLHYIO CTPOKY

2. MNopgknouunTeckb k cepBepy SSH Proxy
sttp ivan.ivanov@sshproxy.indeed-id.local

3. BblbepuTte pecypc, kK KOTOPOMY XOTUTE MOAKIIOYUTHCS

4. MNepenante gannbl C NOMOLLBI KOMaHAb!:

put -r C:\temp\configs\ /tmp
put -r MyTb_Ao nokanbHbiX_¢annoB MNyTb_Ao_¢ainoB_Ha_pecypce

Kntoy -r osHavaeT peKkypcnBHoOE KonmpoBsaHmne, To eCTb, ECJTN YKa3aTb AOJ14 KONMMpOBaHUA Mnariky, To OHa
OHa 6y/:|,eT CKonmnpoBaHa NoJfIHOCTbKO CO CBOMM COOEPXUMbIM. bes 3Toro knoya MoXxHo KonmnpoBaTb

TOSbKO OTAENbHbIE annbl.

PSCP

(D NPUMEYAHUE
Ansa pabotel komang PSCP n PSFTP Ha ycTponcTBe AomkeH ObITb YCTaHOBMEH KNUeHT PuTTY.
Ha yctpownctBax nog ynpasnennem OC Window gnsi nepegayun cannos MOXHO UCNONb30BaTb YTUMUTY pScp

KomaHga ona nepegaym pannos:

pscp -r C:\temp\configs\ ivan.ivanov@sshproxy.indeed-id.local:/tmp

pscp -r C:\nyTb_ao_nokanbHoro_danna uma_nonb3oBaTend@agpec_ssh_proxy:/
nyTb_KyAa_KonupoBaTb_daln_Ha_pecypce


https://www.putty.org/

Kntoy -r o3Ha4yaeT pekypCuUBHOE KONMMPOBaHUE, TO eCTb, ECNN yKa3aTb AS1s1 KONMPOBaHUA Narnky, TO OHa OHa
OyaeT ckonMpoBaHa MOSTHOCTBIO CO CBOUM coaepXMMbIM. Be3 3Toro kno4a MOXXHO KONMPoBaTb TONbKO

oTAenbHble hannebl.

PSFTP

Ha yctponicTtBax nog ynpasneHnem OC Window ansa nepegayv hannoB MOXHO MCNONb3oBaTh YTUNNTY psftp
[na nepenayn gpannos:

1. 3anycTnte KOMaHLHYIO CTPOKY

2. Beegute komanay psft

3. Moaknountecs k cepepy SSH Proxy
open ivan.ivanov@sshproxy.indeed-id.local

4. Bbibepute pecypc, K KOTOPOMY XOTUTE NOAKINIOYMUTLCS

5. NepenanTe hannbl C NOMOLLLIO KOMaHAbI:

put -r C:\temp\configs\ /tmp/configs
put -r MyTb_Ao nokanbHeix_¢annos lMNyTb_ao ¢anmnoB_Ha_ pecypce

Kntoy -r o3HavyaeT pekypCuBHOE KONMPOBAHUE, TO €CTb, ECNN yKa3aTb A4S KONMPOBaHWUSA narnky, To oHa
OHa OyaeT ckonMpoBaHa NOSHOCTbLIO CO CBOMM COAEPXMMbIM. Be3 3Toro kno4ya MoXXHO KONnMpoBaTtb
TONbKO OTAenNbHble dpannbl. Takke oba3aTenbHO HYXXHO YKasaTb M4 hanna, KotTopoe byaeT coxpaHeHo

Ha pecypce.



WinSCP

NoaknioyeHune Yyepes Wiko3 AoCTyNna

1. OTkponTe knueHT WinSCP

2. Beibepute "File protocol" SCP unu SFTP. Beegute agpec v nopT nogkntoyeHus cepeepa SSH Proxy B

nons "Host Name" n "Port number". Beeante norun 1 napons B nons "User name" n "Password".
By Login — ot

G New Site Session
File protocol;

SCP -

Host name: Port number:
|pruxy28.udd.u:nm | | 22 = |

User name: Password:

|adm | |||-|||||l |

Save Iv Advanced... IV

Tools - Manage - Login I"’ Cloze Help




3. Haxkmute kHonky "Login" n Bbibepute pecypc, K KOTOPOMY XOTUTE NOAKNIOYMTLCS

Server prompt: Select resource to connect to: - adm@ prowy28...

ey

Connecting to host..,
Authenticating...
Using username "adm”.

Authenticating with pre-entered password,

RESOURCE  ADDRESS ACCOUNT
1 DEBRLU debru.vdd.com  DEBRUYocal
Resource;

et

~

1

Cancel Help

NMoakniouyeHne HaNpPsIMYO K pecypcy

1. I'Iepel7|,u,MTe B KOHCOJ1b MNMOfb30BaTesid U CKOHMpyVITe CTPOKY NOAKITKHYEHUA K peCypcCy.

Q,  Bce pecypcul Mowck
Pecypca~ Tuns IPS$ DNS%
>  DEBRU 55H debru.wvdd.com

2. OtkponTe knueHt WIinSCP.

YuetHan

L 1]

2annck

MogxnrounTeCA

DEBRW local

CronvpoBaTe

MoaknounTeCs K LT3y 40CTyna

3. Boibepute "File protocol" SCP unu SFTP. BcTtaBbTte CTPOKY NOAKMOYEHUS B NyHKT "Host name", yganus
N3 CTPOKM KaBbl4ku 1 ssh. CTpoka NogKoYeHnst AOMKHa BbIMMSaAeTb crieqyowmm obpasom:

adm@vdd. com#tdebru.vdd.com#DEBRU\1local##@proxy28.vdd.com



By Login - x

G New Site Session
File protocol:

SCP w

Host name: Port number:
|!adm@udd.mm#debru.vdd.mm#DEERU‘I,IuEI##| | 22 = |

User name: Password:

Save hd Advanced... |Y

Tools - Manage - Login |v Close Help

4. BeeguTte cBouv naponb.

Server prompt Welcome to Indeed-ID SshProxy. - adm@vwdd.... >

Searching for host...
ﬁ Connecting to host...
Authenticating...

Using username
"adm@vdd.com#Fdebruvdd.com#FDEERLN local#=",

Password;




FileZilla

SFTP nopgknrouyeHune K pecypcy

Onsa Hactponkn SFTP nogkntoyeHus B knveHTe FileZilla Heobxogmmo:
1. NepenguTte B File — Site Manager — New site.
2. 3anonHute pasgen General:

o Protocol: SFTP — SSH File Transfer Protocol
o Host: Agpec cepsepa SSH Proxy

o Port: MopT cepBepa SSH Proxy

o Logon Type: Interactive

o User: cTpoka nogkntoveHus, ckonnposaHHasa n3 UC ansa nogkroyeHus K pecypcey. M3 ctpokn
Heobxogmmo yganutb "SSH" n kaBbluku.

General Advanced Transfer Settings  Charset

Protocol: SFTP - 55H File Transfer Protocol i

Host: debssh | Port:

Logen Type! | Interactive >
User alex.shushkin@indeed test¥debmng.indeed test¥FDEEMMNG\admlocal¥F @ debssh.indeed test
Background celor | Mone o

Comments:

] Cancel

3. MNMepenaunTe B pasgen Transfer Settings v BkniounTe HacTponky Limit number of simultaneous
connections. YctaHoBuTe 3Ha4deHue napametpa Maximum number of connections pasHoe 1.



4. Haxxmute kHonky Connect.

(D NPUMEYAHUE

FileZilla He nogaoepxuBaer SCP-coeanHeHmne.



JIlnyHble nanku pecypcosB

Paspen npegHa3HadveH anAa pa6OTbI C INYHbIMK NMankamMmn pecypcoB nosib3oBaTenemn.

Pecypcel YueTHele zanucu

‘ 03 & Q.  Bce pecypcel | Mowck

Bee pecypehl
Pecypchl Be3 nanku

[J  Pecypca Tvn$
W Personal ve M

> 2 MpowzeonsHeIfi RDP, S5H, Telnet

> [ SERVER1 RDP

[nsa co3gaHus NM4YHON nanku Heobxoammo:

Serverl.nal.local

« lMepenante B pasaen Pecypcbl, HAKMUTE 3HAYOK Mankn — &

o BBegute HOBOE UMSA NManky v HAXMUTE COXpaHMTb.

MoXXHO pefakTupoBaTb Ha3BaHWE Nanku:
e [lepengute B pasgen Pecypchl.

e BbiGepuTe nanky n HaxmMuTe 3Ha4YOK KapaHaalla

o BBegute HOBOE UMSA NManky U HAXMUTE COXpaHVITb.

Mo>kHO yaanuTb narky:

e [lepengute B pasgen Pecypchbl.

o BblbepuTe nanky 1 HaXMuTE 3HAYOK KOP3WHbI [El .

e [NloaTBepauTe yoaneHue nanku.

[ns no6aeneHus pecypcoB B nanky Heo6XoamMmo:

e Haxmute kHorky NepemecTnUTb.

BbibepuTte HyXHy0 nanky n Haxmmute CoxpaHUTb.

YueTHaA sanuck ¥
NAT\person2

NAT\person2

OTMmeTbTE pecypchbl, KOTOpble HEOOXOAMMO NEPEMECTUTL B Narky.

) Viasats agpec nogkatouenig

| £ 3arpysute RDP $akin 4nA noaknoHeHa |

3 Nogenouutses « waosy soctyna

Mepengute B pasgen Pecypcbl n Haxxmnte Bee pecypcebl unn Pecypcbl 6e3 nanku.



(D NPUMEYAHMUE

[obaBneHne Npon3BONbHbLIX PECYPCOB B Narnku He NoaaepXvBaeTcs.

Pecypcol YuerHble 3anucu

ol

7 [ & Q, Pecypcwl Gez nankw  TMowck

Pecypcbl 6e3 nanku

Pecypc~ Tuns IP¥ DNS#% YueTHas 3anuch ¥
W Personal > ¥ STRG RDP strg.indeed test INDEEDYIPAMADSE... MogknounTeca
B Work Resources
> ¥ 55MS RDOP SSMS.indeed.test INDEEDYIPAMADSe. .. MNemknodnTeca
¥ PAMACC RDP pamacc.indeed test INDEEDMPAMADSe... MogknrounTbca
¥ ORACLE ROP oracle.indeed test INDEEDMWPAMADSe... MoAKNOHATLCA
» ASTRAMMG RDP astramng.indeed test INDEEDVPAMADSe... MeAKNOHUTLCA

nO,D,KJ'IPOHI-"ITbCFI K WNO3Y 4ocTyna

MOXHO BbINOSTHUTL MOUCK MO pecypcam:

e [lepengute B pasgen Pecypchbl.
» BuiGepute nanky, Bce pecypcbl unm Pecypcbl 6e3 nanku.

* B nouckoBou cTpoke BBeanTe MMA pecypca.

() NPUMEYAHVUE

[Mpoun3BosibHbIE pecypcbl MOXHO HanUTK no 3anpocy "adhoc".

Pecypcel YueTHele zanncK
] 4 Tl & Q, Bce pecypcel | SSMS
Bce pecypckl Mepemec
Pecypckl es nanku
Pecypc> Tuns [IP$ DNS% YueTHan 3anuce %
[ ]
Personal > SSMS RDP SSMS.indeed.test INDEED\IPAMADSe... NoakMoHMTEC

B Work Resources

MoAKMOUATECA K LNK3Y A0CTYNE


http://localhost:3000/privileged-access-manager/3.0/user-manual/access-to-the-resource/#connection-to-an-adhoc-resource
http://localhost:3000/privileged-access-manager/3.0/user-manual/access-to-the-resource/#connection-to-an-adhoc-resource

BbinonHeHne KOMaHA C NnpuBUINerven
root

[N BbINONHEHNS KOMaHA, C NpUBUNernen root, aHanornyHo sudo ncnonb3yeTcs koMaHga pamsu. OTnuyne
3aKnoyaeTcs B TOM, YTO ayTeHTudmKaums OyaeTt sanpalumeaTtbes y nonb3oatens PAM, a He

npUBUNErMpoBaHHON Y3 OT UMEHN KOTOPOW OTKpbITa CECCUSL.

Mpumep:

[administrator@centos7su ~]$% pamsu 1ls -la /etc/ssl

Password for indeed-id\ivan.ivanov:

total 12

drwxr-xr-x. 4 root root 68 Sep 22 19:20 .

drwxr-xr-x. 75 root root 8192 Sep 22 17:49 ..

drwxr-xr-x. 2 root root 123 Sep 22 19:30 CA

lrwxrwxrwx. 1 root root 21 Sep 22 15:51 cert.pem -> /etc/pki/tls/cert.pem
lrwxrwxrwx. 1 root root 16 Nov 23 2020 certs -> ../pki/tls/certs
[administrator@centos7su ~]$



Onepauuun ¢ y4eTHbIMU 3aNUCAMMU

[Tonck y4yeTHbIX 3anuceu

Mouck nossonsieT OTO6pa3VITb TOJIbKO T€ Y4€THbI€ 3annciu, KOTopble€ yAOBIETBOPAKOT 3adaHHOMY KPUTEPULO.

Mownck YYETHbIX 3anucen pa60TaeT aHanorm4Ho NOUcCKy pecypcos.

B KOMMAHWA . o it
nmHomn o ilya.moiseev@company.local
Pecypcsl YUeTHele zanucu
Q Mouck
# YueTHan zannck
1 COMPANY\IPAMReadOps | & CmennTs napons ‘ @ lNokasaTh yHeTHaIE AaHHE
2 COMPANY\ADM | ) CmeHuTE Napons ‘ ‘ @ MokasaTe yHeTHEIE A3HHEIE ‘

NMpocmoTp napona nu SSH-knw4a y4yeTHOMU
3anucu

Ecnu nonb3oBatens nmeet paspelueHne, B KOTOPOM BKJT1HOHEHa onuuA Pa3peumn= NMPOCMOTP YYeTHbIX
AaHHbIX, TO B pasgene YyeTHble 3anucu 6y,El,yT OOCTYNMHbI COOTBETCTBYOLLME OaHHbIE. [na npocMoTpa

HaxkxmuTe MNMokasaTtb yY4yeTHble AaHHble, BBEOUTE NPUYNHY NpoCMOTpa U noaTeBepanTe CBou DencTBums.

% INDEED-ID\Victor.Osipov ~

Pecypcel YueTHele 2anucn
# YueTHan zanucb
1 DEBIANYWebmaster MokazaTe yUETHEIE AaHHBIE

CmMmeHa napons u SSH-kno4ya y4eTHOU 3anncu



Ecnu nonb3oBatenb nmeet paspelueHne, B KOTOPOM BKITHOHEHa onuuA Pa3peumn= U3MeHeHUne y4eTHbIX
AaHHbIX, TO B pasgene Y4yeTHble 3anucu 6yneT OOCTYNHO pedaKkTnpoBaHMe napond yquH0|7| 3arincu.

L. EEEEEHHH & VDD\alex.shushkin =

Pecypcel YueTHble zanucu

# YueTHan zanuck

1 WVDD\test CMeHWTE Nnapeas MokasaTe yueTHEIE AaHHEIE

2  VDDAPAMServiceOps CMeHUTE Napons

[nsa cmeHbl napona HaxXMmnTe HaXXMuTe CMeHnTb napornb, BBeOgnUTe HOBbIN naporsb, BBEOUTE NMPUYNHY U

noarsepaonTe CBou OencTeus.

3apaTb Napo/b

Mapone

MpWYKHE CMEHEI N3PONA

Test

CoxpaHuTe




Paborta ¢ AAPM Console Tool

Pam.Tools.Aapm — KOHCOmbHas yTunuTa Ang asToMaTusnpoBaHHOIo nosiyveHns naponen nnm SSH

Kntoden yyeTHblx 3anucen NpunoxeHmnamn.

MyTb: ..PAM_2.10.0\indeed-pam-tools\aapm\

HacTpowuka KOHCONMbHOWU YTUIUTbI
[ns HaCTPOWMKM KOHCONbHOW yTUNUTBLI HEOBX0AMMO OTpeaakTupoBaTb dhann appsettings.json:
Cekuus Auth:

o Auth.Username — ums lNpunoxeHus
¢ Auth.Password — naponb NpunoxeHus. [nga Toro, 4Tobbl NoNy4YnMTb Naposib He0BXoAMMO NepenTn B

UC — lMpunoxeHus — lNokasaTb y4eTHbIN JaHHbIE.
B KOMIMAHWA
MHONL

Pecypchbl YueTHble 3anucu [MpunoxxeHus

# TpwunoxeHue

1 MyApplication MokasaTb y4YeTHble AaHHbIe

Cekuusa Endpoints:

o CoreUrl — agpec Core

e |dpUrl — agpec Idp

Mpumep HacTpPOMKM:

{
"Auth": {
"Username": "MyApplication",



"Password": "M3YTy;[j;q&*DrzQS1(?Blagm$7uS+",

¥

"Endpoints": {
"CoreUrl": "https://debmng.indeed.test/core",
"IdpUrl": "https://debmng.indeed.test/idp"

MCHOH b30OBaHue KOHCOHbHOVI YTUINTATDI
Windows

ﬂ,ﬂﬂ 3arnycka KOHCOSbHOM YTUIATbI HeO6XOﬂ,I/IMO OTKPbITb TEPMUHAN, nepe|7|T|/1 B narky c yTI/IJ'II/ITOIZ n

BbINONHUTL KoMaHay .\Pam.Tools.Aapm.exe

Bo3moxHble napamMeTpbl:

get-accounts Get accounts for which the application can view credentials.

get-ssh-key Gets SSH key for specified account. Passphrase for the key will be written in stdout
stream, the key will be saved in the output path

get-password Gets password for specified account
Display more information on a specific command.

Display version information.

Mpumepbl MCNONb30BaHUS:

1. Beoa: ./Pam.Tools.Aapm.exe get-password --name INDEED\IPAMADServiceOps

INDEEDAI

2. Beopg: ./Pam.Tools.Aapm.exe get-accounts

PS C:\Users\adm\Desktop\IndeedPAM 2.8.8 RU Linux\MISC\Aapm> .\Pam.Tools.Aapm.exe
3 accounts available:

- INDEED\IPAMADServiceOps
- DEBIAN\admlocal
- CENTOS\admlocal

Linux

/\ BAXHO

Y6egutech, 4to dotnet-runtime-6.0 yctaHoBneHa.

YT1006bI 3aMyCTUTb KOHCOMNbHYIO YTUMUTY, OTKPONTE TEPMUHAN, NEPEAMTE B Nanky C yTUIUTON:


https://learn.microsoft.com/en-us/dotnet/core/install/linux

cd PAM 2.10.0\indeed-pam-tools\aapm\

1 BbI30BUTE KOMaHAy Pam.Tools.Aapm.dll C HY>XHbIM apryMmeHTOM.

Mpymep ncnonb3oBaHUS:

BBop

dotnet Pam.Tools.Aapm.dll get-accounts



Indeed PAM Desktop Console

YcTaHoBKa 1 HAcTpoWKa NPUNoXeHUst NPOUCXOAUT B COOTBETCTBUM C [OKYMEHTALNEN.

Desktop Console npeactaeset cobon Windows npunoxeHue, KOTopoe MOXHO ucnonb3osatb BMecto Web

KOHCOJ1M noJib3oBaTers.

YUTtobbl 3anyctutb yTunnuty Desktop Console, ybeauTtech, 4TO Bbl BOLUN B CUCTEMY C YHETHOM 3aMnUChIO
Active Directory (B npotuBHoM cny4yae 3anyctute ytunuty Desktop Console oT umeHn yyeTHon 3anucu
nonb3oBaTens Active Directory), asaxabl HaxmuTe apnblk Indeed PAM Desktop Console, nosiButcst okHO
ayteHTudukaunmn PAM. Obyunte nnn eeeaute kog TOTP. lNocne ycnewHon ayTeHTUrkauum Bel yBuamrte

OOCTYNHbIE PEeCypCbl Ha NaHesnu MoaknoyeHuns.

YT100bl OTKPbITL COEAMHEHWNE, ABaXAbl HAXXMUTE Ha HYXXHbI pecypc (Takke MOXHO HaXaTb NpaBOW KHOMKOW
MbILLK 1 BbIOpaTb NYHKT MeHto MoAKNIYUTLCA) 1 3aBEPLUNTL ayTeHTUdMKaUMO. Bbl MOXeTe OTKpPbITb

HECKOSbKO MOAKMYEHN OQHOBPEMEHHO.

@aiin  Bug  MIHCTpYMEHTEI |
MogknroyeHna o x /rnannan] - % |
A =3
i =
@D ™ ALTMNG28| 4b %
= @I‘Io,ﬂ,mroueﬁma - p—
BTG ATMNG28
I ALTMNG28
B CENTIEN
7 DEBRU
77 DEERU
i~ GATE28
W MNG23
— MnG2s
[~ MnG28 v
, Maounck
Kondurypauua 1 x
CERIFY
w=- 2
¥ Bug A

M ALTMNGZE

¥ Togknoyerne

axocTa [/ IF altmng2a.

Moaw3oeaTens ALTMNGZ8 o cz
“ TpoTokon

Ceccu Pu Default Settings w

Hma
3T0 MMA, KOTOpOE BYIeT OTOBPaXaThCA B AEPEBE NOJKAKYEHHA,

L) Notifications



http://localhost:3000/privileged-access-manager/3.0/installation/additional-components-setup/#indeed-pam-desktop-console
http://localhost:3000/privileged-access-manager/3.0/user-manual/user-console/

HacTtpouka n c6op noros
|/

O3sHakoMbTeChb € MHOpMaLMer 0 NOrMpoBaHNm

% TexHunyeckasi nogaepxka

Kak cosgaTtb obpalleHne B NogaepxKy



http://localhost:3000/privileged-access-manager/3.0/problem-solving/configuring-and-collecting-logs/
http://localhost:3000/privileged-access-manager/3.0/problem-solving/tech-support/

Hactpouka n cobop noros

PacnonoxeHue noros

Jlorn Bcex .Net KoMnNoHEHTOB n YTUIMTUT NULLYTCA B TEKCTOBbIE (*)aplﬂbl, pacnornoXeHHble B nankax logs:

/etc/indeed/indeed-pam/logs/Uma_KomnoHeHTa/

C:\inetpub\wwwroot\pam\ma_KomnoHeHTa\logs\

C:\Program Files\Indeed\Indeed PAM\Gateway\ProxyApp\logs\

[indeed-pam-windows\MISC]\nanku ytuant\logs\

OnuncaHune noroB komnoHeHToB Core, IDP, LS

dann core idp LS Copepxumoe
commands.log + + BCe I10rM KoMaHA
queries.log + + BCE NOru 3anpocos
errors.log + + + Bce ownbkn PAM/LS
jobs.log + BCe noru 3agau (job)
events.log + BCe Nnoru, cBsa3aHHble ¢ CobbITuaMu
connections.log + BCE NOM CEPBUCHbIX NOAKMOYEHNIA
db.log + + + noru, ceai3aHHble ¢ AocTynom K b/
hangfire.log + + + BCe norun ot Hangfire
ils.log + Bce noru ot LogServer client

Bce norn PAM/LS c ykazaHnem nmenu
full-yyyy-MM-dd.log + + +
norrepa u traceld



Pann core idp LS Copepxumoe

stdout_yyyyMMddHHmMmss_xxxx.log + + + noru ¢ owmnbkamm ot IS

INNornpoBaHuMe ckpunTa yCTaHOBKU

CkpunT ycTtaHoBKkM run-deploy.sh MoXeT npepBaTbCA € owmbkon. B aToM cnyyae Hy>XHO oTnpaBuTb dhansn ¢

noramu B TEXHUYECKYH NOOOEPKKY.

I_lpMMep OLLINOKM ckpunTa:
PacnonoxeHune dana c noramu: indeed-pam-linux/logs/deploy.log.

Mo YMOJ4aHUIO B J10TM 3arnncbliBaeTCA KpaTKad NHopMaLuns. YTobbI nony4ynTb pacLVpPEHHbIN BbIBOL JTOroB

HY>KHO 3anyCTUTb CKPUMT C ONUUEN -VVV

run-deploy.sh -vvv

ProxyApp

INorv nnwytca B nanky C:\Program Files\Indeed\Indeed
PAM\Gateway\ProxyApp\logs\" ~shortDate\processId, 4ToObl pa3genuTb JIOrM OT HECKONbKMX 3amnyCKOB B
OoOMH AeHb. B nanke moxeT ObiTb 2 haina ¢ noramu:

e ffmpeg.log — oTnagoyHasa nHpopmaums ot ffmpeg

e Pam.Proxy.App.log — Bce npo4yue foru

YTunuthbl

Bce norn nuwyTtcsa B oguH cdann 6e3 gatbl B UMEHU, C Ha3BaHUEM YTUMNUTDI,

Hanpumep Pam.Tools.Migrator.log

nOI'VIpOBaHVIe HaTUBHbLIX KOMIMOHEHT

K HaTUBHbIM KOMMNOHEHTaM OTHOCSTCS:


https://learn.microsoft.com/ru-ru/aspnet/core/host-and-deploy/iis/logging-and-diagnostics?view=aspnetcore-5.0
http://localhost:3000/privileged-access-manager/3.0/problem-solving/tech-support/

MstscAddin

WindowsAgent

Pam.Service

Pam.Putty

ProcessCreateHook

[nsa BkAoYeHNs / nonyyYyeHnsa noros MOXHO ucnonb3oBaTth yTunuty Indeed GetlLog. Jlorn coxpaHsaioTes B
anpektopuio C:\\Windows\\System32\\LogFiles\\Indeed-ID. [1na kaxxgoro npowuecca co3gaeTcs CBOS

oTAenbHas ANpPeKTopus.

JlorupoBaHue B niX KOMMOHEHTaX

SSH Proxy

Bce noru nuwytca B oguH dann, ${Isobate}.log.

dannbl pacnonaratotcs no nytn /etc/indeed/indeed-pam/logs/ssh™ "/

PAMSU

Bce noru, reHeprpyemble Hawmm KogoMm, NULLYTCHA B oauH dann, ${IsoDate}.log.

darinbl pacnonaratoTcst No Nyt /opt/Indeed-PAM/pamsu/logs/ .

MoMMMO 3TOro CyLLEeCTBYEeT BO3MOXHOCTb akTUBMPOBAaTh JTOrMpoBaHme koaa, NPeaoCcTaBneHHoro sudo.
OTO Aenaetcs vYepes nameHeHns B panne /etc/pamsu.conf . [paBuna HaCTPOMKM 1 ynpaBneHnsa Takue

Xe Kak y sudo. CM.: man sudo.conf

HacTponka nornpoBaHus

KoHdurypauma normposaHus komrnoHeHToB .Net HaxoauTcs B (pannax appsettings.json.

HacTtpouka appsettings.json

dannbl appsettings.json pacnonaratotcsa no nyTu:

¢ C:\inetpub\wwwroot\pam\Ums_KomnoHeHTa\appsettings.json — cepsep ynpasneHus Windows

e C:\Program Files\Indeed\IndeedPAM\Gateway\ProxyApp\appsettings.json — cepsep gocryna
Windows


https://support.indeed-id.ru/Knowledgebase/Article/View/sbor-otladochnyh-logov-indeed-id

 /etc/indeed/indeed-pam/Umsa_KomnoHeHTa/appsettings.json — cepBep ynpasneHusa nnm gocryna
Linux

Cekuusa NLog

o [lapameTp variables — pasgen, B KOTOPOM MOXHO 3a4aTb NepemMeHHble AN AanbHenLwen HacTPOMNKN
nornpoBaHus. KonnyectBo nepemMeHHbIX He OrpaHN4eHo. (He obsi3aTenbHbI NapamMeTp).

"variables": {
"minLevel": "Trace",
"dbMinLevel": "Info"

}

(D NPUMEYAHUE

UToObl BbI3bIBaTb 3aaHHYI0 NepeMEHHYI0 Npu AanbHeNnLWen HacTporke ee Heobxoaumo byaet

3anucbiBaTh B Buae ${Umsa_lMepemeHHOI}

[ns kaxxgoro nora MOXXHO HaCTpPOUTb cBOM YPOBEHb JIOT’MPOBaHUA.

CyLLEeCTBYIOT crieqytoLime YpOBHU NOTMPOBaHMS:

YpoBeHb MopsakoBbIN
CTporocTtb norupoBaHus
norupoBaHums HOomMep
CamblIi nogpobHbI ypoBeHb. cnonb3yeTtca Ans
Trace 0
pa3paboTkn 1 peagko UCnonb3yeTcsi B NPOM3BOACTBE.
S : OTnagka noBegeHUs NPUNOXKEHNSA MO MHTEPECYOLWUM
ebug
BHYTPEHHUM COObITUSM.
Inf 5 NHdbopmaums, oTpaxatoLwasa xon BbINOSIHEHNS Un
nfo
COBbITUS XKU3HEHHOMO LMKNA MPUNOXEHUS.
- 3 MpepynpexaeHnsa o npobrnemax NpoBEPKM UM BPEMEHHbIX
arn
c60siX, KOTOPbIE MOXHO YCTPaHUTb.
. 4 OwmnbKM, Npn KOTOPbIX PYHKLUNOHANBHOCTL HE yaanach unu
rror

Obino nony4eHo UCKI4YeHne.



YpoBeHb MopsaakoBbIN

CTpOFOCTb JlormpoBaHus
JlornposaHus HOMep

CamblI KpUTHMYECKUIA ypoBeHb. [punoxeHune dyaoet
Fatal 5

npepBaHo.

OO6bI4yHas KOHUIypaLUna 3aknYaeTcst B yKasaHUM MUHUMAITbHOMO YPOBHS, B KOTOPbIN BKIHOYEHbI 3TOT
ypoBeHb 1 Bornee BbICOKME YPOBHU. Hanpumep, ecnv MuHMMarnbHbIn ypoBeHb paBeH Info, To Info, Warn,
Error n Fatal peructpupytotcs, Ho Debug n Trace urHopupytotcs.

¢ [lapameTp rules — onpegensaeT npasuna MapLipyTM3aLmn noros.

o Y Kaxgoro Tuna fora ectb CBOe UMS, KOTOpO€E HE peKoOMeHAYEeTCA peaakTnpoBaThb.

"Rules": {

"@3_Hangfire": {
"logger": "Hangfire.*",
"minLevel": "Info",
"writeTo": "hangfireFile",
"final": true

¥

"20 Errors": {
"logger": "*"|
"minLevel": "Error",
"writeTo": "errorsFile"

}s

"40_Commands": {
"logger": "Idp.Application.*Command",
"minLevel”: "${minLevel}",
"writeTo": "commandsFile",
"Enabled": false

}s

[lnsa kaxxgoro Tmna nora MOXHO yKasaTb crieayrlimne tern:

logger — Vmsa norrepa — 06bI4HO 3TO MMSA aCCOLMMPOBAHHOMO CO CTPOYKOW flora anemMeHTa B koge (MMs
knacca). MoxeT cogepxaTtb NoACTaHOBOYHbIE CMMBOSbI (* 1 ?) Takum obpasom nma npasuna ™'
COOTBETCTBYET NOGOMY MMeHU norrepa, a 'Common*' cOOTBETCTBYET BCEM forrepam, Yo MMeHa

HaudmHatotca ¢ 'Common'. He pekomeHayeTca pefaktnpoBaTb 3TOT napameTp.

LogLevel — ypoBHU norMpoBaHusi, MOXXHO YKasaTb Cpasy HEeCKOJbKO:



1. minlevel — MYHMMarbHLIN YPOBEHL NOrMPOBaHUSA
2. maxlevel — makcumarbHbI ypOBEHb NTOrMPOBaHNSA
3. level — oguH ypoBeHb Ansi NorMpoBaHng

4. levels — ypoBHM fIOrMpoBaHus, 3anMcaHHble Yepes 3ansTyto

writeTo — pasgeneHHbIV 3ansaTbiMyU CNUCOK hannos 4S9 3anMcu foros

final — Ecnn Tekywee npaBunno nomeyeHo kak final n ero nmsa cooTBeTCTBYET MMeEHU norrepa, To NLog
3aBepLuaeT Ha HEM NOCTPOEHME LienoYeK ans BCceX YPOBHEN NOrMpPOBaHUS, BKITHOYEHHbIX ANA JaHHOMo

npasuna. nu Jlorn, nomeveHHble Kak final, nepectatoT 3anncbiBaTbCs B 10MM, HAXOAALWMECH MO Lenoyke
HUXe.

enabled — aons oTknoYeHWs NpaBuna NorMpoBaHnsa 6e3 ero yaaneHns HeobxoamMmo npocTaBuTb dnar false

» [lapameTp targets — onpenensert log targets/outputs (Heob6sa3aTeNbHLIN NapameTp)
» [lapameTp extensions — 3arpyxaet pacwmpernsa NLog n3 panna *.dll (Heobs3aTenbHbIM NapaMeTp)

¢ [lapameTp include — BKknto4aeT BHELUHNN KOHPUIYPaLMOHHBIV hann (HeobasaTenbHbIn NapamMmeTp)

Cobopka noroB n3 bpaysepa

Chrome, Edge, Yandex

1. 3anycTtute 6paysep, nepenguTe Ha CTpaHWLy B KOTOPOW BbIXOOUT owwmnbka, 3anyctute UHCTPYMEHTbI
paspabotumka (Haxmute Ctrl+Shift+l nnu F12).

2. Bo Bknagke KoHconb Haxmute V|K0H|<y® ANS OYNCTKM KOHCOMW, BKNOYUTE onumn leTtanusauums,
UHdopmaums, NMpenynpexpeHnsa, OWnbKu:

[w ﬂ FNEMEHTEI KoHCoNE McTounmnkm CeTe [pousscgMTENEHOCTE MNamaTe o B3 Q : X

[+ top ¥ | @ | Qunerp Bee yposuw ¥ || 3 npothens: B3 o ]
»

Mo yranvanum

+ detanvzayuna

¥ Wrdopmauma

¥ MNpegynpexgeqna
¥ CwirBrn

3. Haxxmute 3Ha4ok meCTepeHKM¢ (HacTtponku koHconn) n oTMeTbTe onumm CoxpaHaTb XypHar,
XypHan 3anpocoB XMLHttpRequests:



e ﬂ FNEMEHTEI KoHCcoAb WcTouHmiom Cete [pousE0AMTENEHOCTE MamATh 2 B7 * : x

O ® tpy @ Gunerp Beeypoeru ¥ || 7 npofnem: BT o 3
[ Cxpaite cete HKypnan sanpocos XMLHttpRequests

CoxpaHATe #ypHan [J 3nepruuHoe seumcnerme

[ Tonske eeifpaHHsii konTekeT [ AstosanonHeHwe M3 MCTOPMM

[J IpynnuposaTts & koHconm noxoxue coobwesua [J Boismcnerie samyckasT SkTMEALMID NOALSOSATENS

4. Bo Bknagke CeTb BKNHOUMTE HACTporiku CoxpaHATb XypHan, OTKno4YuTb Kew, Tun punstpa Bee, kak

Ha CKPUHLLOTE HWXKe!

[w ﬂ FNEMEHTRI KoHooab McTounnem CETh MMpousscauTencHocTn  # el B3 # : X
® O | v | Q, CoxpaHaTe #ypHan OrenrodmTe kew | Bes orpaHuuermA Yy + * o
DuneTp [ MHeepTwposate [ Cxpeits URL aarkex

Bce | Fetch/XHR 15 €55 Msobpamenwe Hocourens Wpwdr Ookyment WS Wasm Manwdecr Apyroe

[ C zaBnokmposatisimm dafname cookie [ 3afinokupoasssie sanpocal [ Cropossue sanpock

Wcnonbzoceats nogpobHsie cTROKKM 3anpocos [ Fpynnuposka no dpeiiman
[J Moxasats ceeaeHus [J Caenats cxpuHwoTh
Hazearmune Crat.. | [po.. | Tun | MHuuwatop Paz.. | B.| Kacxag sarpyskw &
t 200 hyfills.js:1 2488 1. -
D coun _ http... |xhr pobfills,)s |
fpam/corefacti... | OK Crpunt 1B|9.
D Suunt?query:s... 200 http... | hr Eclyjills.is:l 2296 1.. I
fpam/fcorefses.. | OK Crpunt 1B 1.
D config.prodjson | 200 - h pobfills)s:1 4178 | 1. |
. | xhr
Spam/mc/asse.. | OK P Crpunt 562 B 1.

5. HaxxmuTte nkoHky ® ans cbpoca cnmcka 3anpocoB 1 He 3akpbiBast KOHCOIb paspaboTymka BbIMOMHUTE
nocregoBaTenbHOCTb 4ENCTBUIN, NPUBOLALLNX K OLLIMOKe.
6. HaxxmuTe no nornto 3anpocoB NpaBoi KHOMKOW MbIlwK, BbibepuTe nyHKT CoxpaHuTtb Bce Kak HAR ¢

KOHTEHTOM 1 COXpaHuTe doann:



[w ﬂ FNEMEHTEI KoHconb WcTouHmiom CeTe [MpousE0AUMTENEHOCTE 2 a1l | B7 * : x

® ® ¥ Q Coxpanate xypran | B Omenrouute kew  Bes orpaHwseHmna AR . 4 o
Dunetp [ WHeeprvposate || Cxpeite URL aaHmEx
Bee | Fetch/XHR 15 C55 W3cBpawenwe Hocwrene Wpwdt Jokymest WS Wasm Manudecr Opyroe

[ C zaBnokmposanHeiMm dainamu cookie [ 3afinokuposasssie 3anpocel [ Cropossue sanpock

Mcnonb3ceams nogpobrble CTPOKW 3ANPOCOE [ Mpynnuposka no dpeiman
[ Moxazate ceegeHuMs [ Caenats ckpMHWOTE
Hazeanue Crat... [Mpo.. | Tun | MHuuwatop Paz.. | B.|Kackap sarpyskm &
EI count _ 200 http... xhr pobyfills j=:1 2488 1. I -
fpam/corefacti... OK Crpunt 1B 9.
D count?query=s... | 200 - h pobfillss:1 2298 1. | ’
. | xhr
fpam/corefses.. | OK P Crpunt 1B|1. .
CTkpeiTs B HOBOW EXNALKE
D config.prod,json | 200 hit h polyfills,)s:1 4176 | 1.. |
p... |xhr
fpam/mc/fasse.. | OK Crpunt 562 B | 1. QunctuTs kew Bpaysepa
D icons.minsvg 200 http... | svg.. mainjs1 a7TkB 2. | Vpanuts baine cookie Bpaysepa
fpam/mc/asse.. | OK Crpunt 29.2.. 1.
D config.prod,json | 200 - . polyfillsjs:1 817B | 2. | Konuposate »
| xhr
fpam/mc/asse.. | OK . Crpunt 562 B | 1.
D resources:pag.. | 200 hit h polyfills,js:1 64 kB 3. | 3abnoknposate URL sanpoca
{pam/core (0] P | XAF Crpunt 6.1 kB | 3. 3aBn0KNPOBATE 33NPaLUMEAWLMEA foMeH
D icons.minsvg 200 hit main.si1 3.7 kB | 8... | MosTopute sanpoc XHR
e | SV
fpam/mc/asse.. | OK . . CrpunT 29.2. | 7.
D icons.min.svg 200 hit mainjs:1 S7kB | 1. I Coxpanuts Bee kak HAR ¢ konenTom
| SV
/pam/mc/asse.., | OK P g CrpunT 29.2.. | 1.

7. NepengnTte Bo BKNaaky KoOHCOMNb, HAXKMUTE NpaBO KHOMKOW NO COOBLLEHNAM KOHCONW, BblibepuTe NyHKT

CoxpaHuUTb KakK U coxpaHute dann:

[w ﬂ SNEMEHTERI WecTounnem Cete MpousscguTencHocs  » a1l B11 * : x
O ® topYy @ Gunerp Beeypoenn ¥ || 11 npofinen: B 11 o 3

F Y

» Jarpyska XHR 3aeepwena: GET (https://pam.indeed-id.local/pam/core/action-reguests/pe polyfills.js:l
nding/count}. ;

»3arpysxa XHR zaeepL T “lid.local/pam/core/sessions/countigue polyfills.js:1
ry=session.state¥30a MosTopuTe sanpoc XHR

»3arpysxka XHR zaesepe id.local/pam/corefaction-requests/pe polyfills.js:1
nding/count). CYNCTUTE KOHCONR

»3arpysxka XHR zaesepe id.local/pam/core/sessions/count?gue polyfills.js:1

ry=session.state%30a

¥AaanuTe MCTORMIS KOHCOAK

»3arpysxa XHR zaesp id.local/pam/corefaction-requests/pe polyfills.js:1
nding/count).
» Jarpyska XHR 3aeepwena: GET (https://pam.indeed-id.local/pam/core/sessions/countigue polyfills.js:l
ry=session.state%3Dactive).

CoxpaHnTe KakK...

8. CoxpaHeHHble (hannbl NnepeLunuTe B TEXHUYECKYO NOAOEPXKKY.

Firefox



1. 3anyctute 6paysep, nepengnTe Ha CTpaHuLy B KOTOPOW BbIXOAUT ownbka, 3anyctute MHCTPyMeHTbI
Beb-pa3paboruuka (Haxmute Ctri+Shift+l nnun F12).

2. Bo Bknagke KoHconb HaXXMUTE UKOHKY KOp3VIHbIm AN OYUCTKKU, BKIoUMTe onuum OWmnoKu,
MpepynpexaeHus, Jlor, UHdo, OTnagka. B HacTponkax KOHCONM OTMETLTE BCE OMNUMK, B T.u.

HenpepbiBHbIe noru:

E‘ '[:l' MHcnekTop Koncone | O Otnagumk ’N,— CeTe '[]' Ctunm 29 E |j:| ses
m T Mowck B KoHcoAw -ﬁ-
Owwuekn MpegynpexgedHia  Nor WMo OTtnagka C55 XHR V' Henpepuisisie norm

» | w" [loKa3blBaTe METKM BPEMEHN

v [pynnupoeate Noxoxwe cooBLUeEHmA
v BrnrounTe aBTOA0NOAHEHNE

' MrHogeHHOE BEIYWCAEHWE

3. Bo Bknagke CeTb Takke HAXXMUTE MKOHKY KOp3VIHbIm ANs 04YUCTKK, oTKNunTe hunetp, Boibpas “Bee”,

Ha>XMUTE 3HA4YOK LLIeCTepeHKVI'm'M OTMeTbTe onunio HenpepbiBHLIE F10TU.

4. He 3akpblBasi KOHCOMb pa3paboTynka BbINOMHUTE NOCNEeA0BaTENbHOCTb AEUCTBUIA, NPUBOASLLMNX K

oLumbKe.

5. [lanee B KOHcOnNu pa3paboTymka Bo Bknagke CeTb HaXXMUTE 3HAYOK meCTepeHKm'ﬁ', Bblbepute
nyHKT CoxpaHuTb Bcé kak HAR v coxpaHuTte cann:

|__p;' '[:I' WMHcnekTop Koncone [ Otnagune '[]' Criunw 2 E |j:| see O
m T Nowck URL [l @ ©® [Momwmounteksw  Bes orpanuuennas L
HTML C55 )5 XHR WpwdTe WzoBpaxeHwna Meguna WS npﬂ”EHenpepblsHblennru

Crat.. MeT.. [fdomeH dakin WMHWuKraTop

ER  GET & pam.inde.. count?query=session.state=active polyfills.js:1 . WMrnopt HAR-daiina

EE  GET & pam.inde.. count palyfills.js:1 . CoxpaHuTe BCE kak HAR
ER  GET & pam.inde.. count?query=session.state=active polyfills.js:1 . Konuposats BcE kak HAR
E—E GET & pam.inde... count polyfills.js:1 .. json 24T & 16

EE—I GET s pam.inde... count?query=session.state=active polyfills.js:1 ... json 2286 16

EEE GET & pam.inde... count polyfills.js:1 .. json 2286 16

EE—I GET & pam.inde... count?query=session.state=active polyfills.js:1 ... json 2286 16

Eﬂ GET & pam.inde.., count polyfills.js:1 .. json 247 6 16

6. Nepenante BO BKNaaky KOHconb, HAaXXMUTE NpaBoM KHOMKOW MO COOBLLEHMAM KOHCONU, BblibepuTe
NyHKT “OKcnopTupoBaTb BUAUMBbIE coobLWeHus B > danun’ n coxpaHuTe ann.



Y {:} WMucnekrop

m ? MoWck B KOHCOAK

Owwekn  MpegynpexgeHna

11:38:44.157 £k opedAmosui

11:34:24.386

11:38:84.339

11:41:44.443

11:42:28.464

11:42:28.468

7. CoxpaHeHHble ¢hannbl NepeLunnTe B TEXHNYECKYHO NOLAAEPXKKY.

I\

NpoCMoT E‘

Koncone [ Ornaguve T-l- CeTh '[]' CTinu

Nor  WMHgo OTtnagka C55 X¥HRE Zanpocw

» B 0] - X
3t

'MEHT HE COAEpRMT O0LABNSHMA KOAWPOBKM CHMMBONOE. NMpu  silent-refresh.hitml
DEHMUDVERErD S0 ODOKYMEHTE. OOKVMEHT MONET

oTobpaxat -
. | Apa3HWTb K3K rnobanbHyH NEpEMEHHYHD A

SPEHMOBSIN inos. Npuw  silent-refresh.himl
TpoCeaTpe Konupoeate cooBlueHne
oTobpaxaT
speimoBail - KonuposaTe ofbext no6. nNpw  silent-refresh.html
NpoCMoTRE
oToOpasaT  Brigenwts Bcé
SpEHMOBAIN resh.html
npocmotpe| JKCNOPTUPOBATE BMAMMBIE COOBLLIEHNA B I > Bydep cBmena
oTobpaxat

. . Dann
filter is 11:1718393
user EntitiesBase: queryParams is {"page”:"1","pagesize":™18"} main.js:1:2851712



TexHu4vyeckKasa nogaepxka

Ecnu Bbl HE HaLWINK OTBET Ha Ball BOMNpPOC B AOKYMEHTauun nnn Base 3HaHWK, Bbl MOXETE 06paTVITbCF| 3a

MOMOLLIbIO B CIYX0Y noaaepkKu.

Ecnu Bbl obpallaetech B nogaepxky ANs pelleHms npobnemsl, NpeaocTaBbTe Kak MOXHO Oonblue
NHdopmaunn, BKNtoYas gansbl, CKPUHLLOTLI, N10r1. OTO NOMOXET pewnTb Npobnemy onepaTusBHO.

YToObI OTNPaBUTL OGpalleHne B noanepXKy, BbINOMIHUTE crieqyollee:

1. OTKponTe NopTan TEXHNYECKON NOSLAEPXKKN.

2. BBeguTe Ball 3NEeKTPOHHbLIN agpec u naponb 1 HaxmuTe Bxoa,.

v Ecnu Yy BacC HeT JiormHa n napon4d

Bbl moxeTe 3aperncTpmpoBaTtbCAd Ha noptasne nogaepXxkKm caMoCTOATENIbHO UIMKA OTNPaBUTb 3aABKY Ha

perncTpaumio.
YT106bI 3aperncTpMpoBaTbCsi CaMOCTOATENLHO:

1. Haxxmute 3apermctpmpoBaTbCA.

Kak Mbl MOXeM BaM noMoYyb?

NONCK

(D - 4 Q 55

Cuyero HauaTb? 3aperucTpupoBarbca OTnpaenTb 2anBKy [okymenTaymna baza zHaHwun Hoeocrk YcrpaHeuwe Henon...

2. OTKkpoeTca hopma perucTpauumn. 3anonHuTe nons U HaxmuTe 3aperMcTpUpoBaThCA.
3. Ha ykasaHHbI 3NeKTPOHHbIN afgpec Bbl NOy4YnTE NMMCbMO CO CCbISIKOW AN aKTUBaALMKN akKayHTa.

Mponante nNo ccbinke.

Y1006bI OoTNpPaBUTb 3adABKY Ha perucrpauuvio



https://support.indeed-company.ru/Knowledgebase/List/Index/50/indeed-privileged-access-manager
http://localhost:3000/privileged-access-manager/3.0/problem-solving/configuring-and-collecting-logs/
https://support.indeed-company.ru/

1. Haxxmute OTnpaBUTb 3asiBKY.

KaK Mbl MOXXeM BaM momMoYyb?

NOUCK

® 2 4 Q 5

C 4ero Ha4aTb? 3aperucTpupoBaThCca OTNPaBNUTD 3aRBKY JloKymeHTaumus baza 3HaHui Hoeoctu YcTpaHeHue Henon.

2. OTKpoeTcs bopma 3asiBKU. YKaXuTe, YTO 3TO 3asiBKa Ha CO3laHWe YYETHOWN 3anmncu.

3. Ha ykasaHHbI 3NeKTPOHHbIN afpec Bbl NOy4YNTE NMMCbMO CO CCbINIKOW AN aKTUBaALMKN akkayHTa.
Mponante nNo ccbinke.

3. Haxxmnte OTnpaBuTb 3asBKY.
4. BbibepuTe genaptamMeHT u HaxxmuTe Bnepeg.

5. 3anonHute dopmy 3asBkM N HaxxmmTe OTNPaBUTD.
Takke Bbl MOXeETe CBA3aTbCS C KOMaHAOW NoaaepXkv no cregyowmnm tenedoHam:

« 8800 333 09-06,
e +7 (495) 640 06-09,
e +7(812) 640 06-09.



UcTopusa Bepcun

B aToM pasgene cogepXxuTcs KpaTkoe onnucaHve nsmeHeHun v ynydweHun B npogykrte Indeed Privileged
Access Manager no Bepcusm.

3.0

o [lobaBneHa yHKLMOHANbHOCTb MO paboTte co cnyxbamu Windows.

[lo6aBneHa BO3MOXHOCTb KOMMPOBaTL PaspeLleHns.

[oGaBneH HOBbIN KOMMNOHEHT PostgreSQL Proxy n HOBbIN TN NONb30BaTENbCKOrO NOAKNIOYEHNA —
PostgreSQL.

B nonuTtuku ceccuin gobasneHa onums npepblBaTb cecCcuro nNpu oTcyTCcTBUM Nnonb30BaTeNIbCKOW

AKTUBHOCTMU.

Mogkntoumnu 6ubnuoteky Boost ans paboThl ¢ perynsapHbIMU BblpakeHusimn. B cBsi3u ¢ aTum ecTb
HebornbLUMEe U3MEHEHMUS B CUHTaKCUCE PErynapHbIX BbIPaXXeHWI Npy 3a4aHnm CriMcka paspeLleHHbIX 1

3anpeLleHHbIX KomaHng B SSH-ceccusax.

B nonutuku gobaeneHobl napamMeTpbl Ana ynpasneHnda orpaHM4YeHnAaAMmn ana reHepunpyemblx naponen, a

TaKke Ansi naponemn, BBOAUMbIX BPYYHYIO.

HobaeneHa BO3MOXHOCTb OTKpbiBaTb RDP-ceccun 6e3 nepeHanpaBneHns nokanbHbIX ANCKOB.

HobaBneHa npoBepka oTrnevaTkoB kntoden SSH-cepsepa.

HobaBneHa BO3MOXHOCTb CO34aBaTh 1 pefakTMpoBaTh COOCTBEHHbIE TUMbI CEPBUCHBLIX MOAKIOHEHMN.

2.10

o [lobasneHa nogaepxka cnyx6 katanoros OpenLDAP n ALD PRO.

[ob6aBneHa BO3MOXHOCTb 3a0/0K/poBaTh Nofb3oBartens.

[obaBneHa BO3MOXHOCTb CMEHUTbL KITHOY U/unu anroputm wundposaHus b PAM 6e3 octaHOBKM
paboTtbl PAM.

[oGaBneHa BO3MOXHOCTb yKa3aTb Heckonbko cepsepoB RADIUS gna ayTeHTudumkaumm nonb3osarenemn
PAM.

,£|,06aBneHa BO3MOXHOCTb Ha3Ha4aTtb MNOJINTUKX Ha rpynnbl nonb3oBaTesnen.

D,o6aBneHa BO3MOXHOCTb NOAKIMK4YaTbCA K NPOU3BOJIbHbIM peCypcaMm.

[o6aesneHa HatmBHasa nogaepxka SIEM yepes CEF n LEEF cdbopmart noros.


http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/services/
http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/permissions/permission-operations/#permission-copying
http://localhost:3000/privileged-access-manager/3.0/administration/usage-of-postgresql-proxy/
http://localhost:3000/privileged-access-manager/3.0/administration/policy-setup/#sessions
http://localhost:3000/privileged-access-manager/3.0/administration/policy-setup/#sessions
http://localhost:3000/privileged-access-manager/3.0/administration/policy-setup/#ssh
http://localhost:3000/privileged-access-manager/3.0/administration/policy-setup/#ssh
http://localhost:3000/privileged-access-manager/3.0/administration/policy-setup/#pswd-gen-requirements
http://localhost:3000/privileged-access-manager/3.0/administration/policy-setup/#pswd-man-requirements
http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/resources/checking-key-fingerprints-of-ssh-server/
http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/configuration/#adding-new-connection-types-srv
http://localhost:3000/privileged-access-manager/3.0/installation/adding-user-catalog/
http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/users/#blocking-a-user
http://localhost:3000/privileged-access-manager/3.0/security-recommendations/db-encryption-key-changing/
http://localhost:3000/privileged-access-manager/3.0/installation/radius-configuring/
http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/user-groups/#selecting-a-policy
http://localhost:3000/privileged-access-manager/3.0/user-manual/access-to-the-resource/#connection-to-an-adhoc-resource

YBenunyeHa makcumarnbHasa gnvHa napons yyetHown 3anncu go 4096 cMmBonos.

[obGaBneHbl napamMmeTpbl 4149 ynpaBneHus 6nokMpoBKon nonb3oBartenen npu HeesepHom Beoge OTP.

[obaBneHa nogaepxka xpaHmnuu, Tmna S3.

J[lo6aBneHa BO3MOXHOCTb BKIHUYUTL Mepesarnyck KOHTEMHEPOB CEPBUCOB MPOKCH.

2.9

o [lo6aBneHa BO3MOXHOCTb ycTaHoBUTL Indeed PAM Ha nto6on guctpmbyTms Linux ¢ nogaepxkom
Docker.

¢ [losiBuUnca HoBbI KOMNOHEHT — RDP Proxy, KoTopbIi BbINONHAET PyHKUUK Npokcu-cepaepa ans RDP-

ceccun.
o [loGaBneHa nogaepxka cnyxbbl katanoros FreelPA.

o [lobGaBneHa BO3MOXHOCTb CO34aBaTh rpynmnbl NOfib3oBaTesnie Ha OCHOBE rPynn U3 BHELLUHUX KaTasroros
rnosib3oBaTenen.

o [lo6aBneHa BO3MOXHOCTb HAacTpouTb Aoctyn K Indeed PAM 13 pa3Hbix noaceTen.

o [loGaBneHa BO3MOXHOCTb OTnpaBKkn ogHOPAa30BbIX naponeﬁ no SJ'IGKTPOHHOIZ nouyTe.

2.8

o [lobGaBneHa BO3MOXHOCTb MOAKMOYATLCS K pecypcam no npotokonam SFTP n SCP.

o [1nsa SSH proxy no6aeneHa BO3MOXHOCTb NepeHanpasneHns NopToB C LIENEBOro pecypca Ha

NOKanbHbIN XOCT.

» [lo6aBneHa BO3MOXHOCTb CO34aBaTh rpynmnbl pecypcoB 6e3 NPMBSI3KN K KOHKPETHbLIM
NPUBMIETNMPOBAHHBLIM Y4ETHBIM 3anucsam. MNpuBsaska peannsyeTcs Ha aTane BbiAaqu paspeLleHmnst, YTo
MO3BONMUT Pa3HbIM MOMb30BATENSAM OTKPbIBATb CECCUM OT UMEHW Pa3HbIX Y4ETHbIX 3anncen Ha OgHMX U
TEX Xe pecypcax, BXOOALWMX B OOHY rpynny.

o [lo6aBneHa BO3MOXHOCTb CO34aBaThb rpynmnbl Nofb3oBaTenen, YTobbl 6bICTPO NpefoCcTaBNATb 4OCTYN K
pecypcam Indeed PAM Ha ocHOBe npuHaaneXXHoCTu K rpynnam.

o [loGaBrneHa BO3MOXHOCTb (OUNLTPOBATb CECCUMN B apXMBE Ceccuii No rpynne nonb3oBaTenen.

e [loGaBneHa BO3MOXHOCTb COPTUPOBATL CMMCOK NOMUTMK NO TUMY OO6BEKTOB B KOHCOMNMM YAMUHUCTpATOpA.
o [loGaBneHa BO3MOXHOCTb 3a[j@aBaTb NapOSM YYETHbIX 3anncei B KOHCOMM NoNnb30BaTensi.

o [loGaBneHa BO3MOXHOCTb IpynnupoBaTh Pecypchbl Mo narnkam B KOHCOMMW Nonb3oBaTtens.

o [loGaBneHa BO3MOXHOCTb COPTUPOBATL PECYPChI MO Ha3BaHWUo, TUNy noakntoveHus, IP-agpecy, DNS n

yquHOVI 3arincn B KOHCOJN NMOJ1b30BaTESA.


http://localhost:3000/privileged-access-manager/3.0/administration/section-reference/configuration/?system-settings-tab=otp-blocking#system-settings
http://localhost:3000/privileged-access-manager/3.0/installation/recycling-of-proxy/

