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o Cepsep poctyna (RDP/RemoteApp)
o O6wasna yctaHoBKa 6e3 6anaHcMpoBKu

¢ Inventory

dannbl KOHpUrypaumm
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o CepTtudukaTbl cepBeposB

vars
YctaHoBKa

[Mepesanyck KOMMNOHEHTOB



o CepBep ynpaBneHus
o CepBep goctyna

Obwasn yctaHoBKa ¢ 6GanaHCUpoBKOM

Inventory

dannbl KOHpUrypaumm

CepTtudukathbl

o CepTudpmkart ygoctoBepstoLLero LeHTpa
o CepTudukatbl cepBepos

vars

YcTraHoBKa

Mepesanyck KOMNOHEHTOB

o CepBep ynpaBneHus

o CepBep goctyna

Cepsep goctyna (RDP/RemoteApp)

Hactponka IIS

YcTtaHoBKa U HaCTpOIZKa KINMMEHTCKNX KOMIMOHEHTOB

PamSu

e YcrtaHoBka PamSu

e Hactponka PamSu

Indeed PAM Agent

Indeed PAM Desktop Console

e Hactpownka Indeed Pam Desktop Console onss fOMeHHbIX MaLLWH

° HaCTpOIZKa Ana MalnH, K KOTOPbIM HE NMPUMEHAKTCA AOMEHHbIE MOJTUTUKN
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o Cekums ldentitySettings
e Cekuua Radius

Hactpownka nognucn RDP-channa

BkntoueHune nognucn RDP-anna
o Cekumsa Rdp

HacTtponka ceptudukaTta

¢ Windows c oTneyaTkom

¢ Linux c umnopTtupoBaHuem krntoya oopmate PFX

HacTtponka ogHopasosoro naposns no Email

BkntoyeHne nepesanycka KOHTEMHEPOB CEPBUCOB MPOKCU
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BkritoueHue nepesanycka B channe KoHurypaumm

[lonosnHuTenbHbIE HACTPOMKK

I'IepeyCTaHOBKa KOMMOHEHTOB CepBepa A0CTyna



MHTeraLI,VIFI CO CTOPOHHMMMWM KaTalioramm nonb3oBaTtenemn

Mepesanyck cepBepa gocTyna

e [lpumep nepesanycka komnoHeHTa RDP Proxy

e [lpumep nepesanycka komnoHeHTa SSH Proxy

HacTpowika nHterpaunm c Active Directory
¢ HacTponka novcka nonb3oBaTenen B rpynne 6e3onacHocTu
HacTtponka nHterpaumm ¢ Freelpa unn AldPro

HacTtporika nHterpaumm ¢ OpenLDAP

HaCTpOﬁKa MHTErpaunm ¢ HeCKOJIbKUMU KaTanoramm nonb3oBartesnemn

Pe3epBHb|e YYETHbIE 3anncu

LndpposaHne naponen n cEKpeTos

dunbstpauus npoueccos 1 OC

LLindppoBaHne maTepunarnoB ceccun

MonuTturkn 6esonacHoOCTM cepBepa gocTyna
HacTtpovikn 6e3onacHoCTM cepBepa gocTyna

CwmeHa kntovya wudgposaHusa b PAM

Pe3epBHb|e YYETHbIE 3arnncu

LLndpposaHmne naponen n CEKpeTos

Ytunuta Ha Windows

o CHATME WwundpoBaHus

e LUundgposaHne

Ckpunt Ha Linux

o CHATMe WwWndgpoBaHus

¢ LndposaHne

O mexaHu3me WundpoBaHus

dunesrpauus npoueccos n ©C

3anper 3anycka npoLeccos

3almTa KpUTUYHbIX hannos

LLndpposaHne maTepunarnos ceccum

Monutukn GesonacHoCTV cepBepa AocTyna

HasHaueHue npas noJyib3oBaTenA

MapameTpbl 6e3onacHoCTH

Y4yeTHble 3anucu

Ayout

YcTtponcTtea

MHTepakTBHbLIN BXOL B CUCTEMY
KnueHTt cetn Microsoft

Hoctyn k cetn / CeTeBoun goctyn



» CerteBas 6e3onacHoCTb
o 3aBeplueHune paboTbl
e [lapameTpbl cnuctemsbl
e KoHTpOnb y4yeTHbIX 3anucen
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e XypHan cobbiTun
¢ CucTeMHble Cnyxobl
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e KoHurypaums pacumpeHHon NonmTukn ayamta
o Bxopg yyeTtHouM 3anucum
e YnpaBneHue y4eTHbIMI 3anMcsamm
e Bxopn / Bbixoa
e [JocTtyn Kk o6bekTam
e 3meHeHne NonuTuKK
e lcnonb3oBaHue npusunierum
e Cucrema
e AOMUHUCTPATUBHbIE LLAGMOHbI
e [logkntoyeHus
e [lepeHanpaBneHue yCTPOWCTB N pecypcoB
o Cpena yoaneHHbIX ceaHCcoB
e besonacHocTb
o OrpaHnyeHne ceaHCoB Mo BpeEMEHHU
e BpemeHHbIe nanku
e [lopsigok MmnopTa NonuTUK
e HacTponkn 6esonacHocTu cepBepa 4OCTyna
o [lpuMeHeHne HacCTPOEK C MOMOLLLIO YTUIUTBI
o [lpoBepka ycneLwHoro npuMeHeHnsa HacTpoek 6e3onacHOCTM cepeepa AOCTyna
e [lpymMeHeHue HacTpoeK BPYUHYIO
o CwmeHa kntova wudpposanms b PAM
e CepBuCHbIE Onepauuu
o CepsucHble onepauun ans pecypcos Windows
¢ HacTponka JOMEeHHON Y4ETHOW 3anucn B Ka4yecTBe CEPBUCHON



e HacTtponka nokanbHOM y4ETHOW 3anmcu B Ka4eCTBe CEPBUCHOMN
e Hactponka Indeed PAM Core onsi BbINOSTHEHNSA CEPBUCHBIX Onepauui oT UMEHWN NOKanbHbIX
YYETHbIX 3anMcen pecypca

e Hactpownka TrustedHosts

CepsucHble onepauumn B Active Directory
e HacTtponka cepBMCHOM y4eTHOW 3anncu

CepBucHble onepaumn ans pecypcoB *nix
o CosgaHve 1 HacTpoKrKa CEPBUCHON YYETHOM 3anncu
¢ HacTponka rpynnbl NPUBUIIErMPOBAHHbIX YYETHbIX 3anncen
e KoHconb agMuHucTpaTopa
e [lepBbIn 3anyck
e HacTtponka nonutuk
o CnpaBo4HuK No pasgenam
e Bbirpyska naponen
e KoHconb agMuHucTpaTopa
e AyTeHTUdMKauus
e [lepBbIn 3anyck
o [loGaBneHue TekyLlero JOMeHa
o [loGaBneHue 1 B3ATUE NOS KOHTPOSb YYETHBIX 3annucemn
o [loGaBneHne He AOMEHHbIX PECYPCOB
e HacTtponka nonnTuk
e YnpaBneHue nonutukamm
e [loGaBneHne HOBOW NOSNUTUKU
e O6wasa nHpopmaunsa
e Paszpgenbl nonutukn
e ObnacTtb gencTeus
o Co3gaHve Konum NONUTUKK
e YpaneHue NonuTukn
e 13meHeHune npuopuTeTa NONUTUKN
o Pasgenbl nonuTuk
¢ YyeTHble 3anucu
e [lokas y4yeTHbIX AaHHbIX
e 3apaHuve y4eTHbIX AaHHbIX
o [lpoBepka n cMeHa yYeTHbIX AaHHbIX
o TpeboBaHus Kk naposnto
¢ Ceccuu
e O6uee
o ApTedakThl



o OtnpaBka TekcToBOro fiora no syslog
o Gateway n SSH Proxy
« RDP
e SSH
e [loBbllWeHNe NpuBMNErnn
o PaspelleHHble 1 3anpeLLeHHble KOMaHab!
o [lepemaya gaHHbIX
e [lonb3oBarenu
e [pynnbl nonb3oBaTenemn
e Pecypchl
e [pynnsbl pecypcoB
¢ YyeTHble 3anuncu
e [lomeHbl
o CTpyKTypa
¢ PaspeweHus
e 3anpocbl ceccun
e AKTMBHbIE Ceccumn
e Bce ceccun
e CobbITng
e YBegomneHus
e KoHdurypauus
e Pornu
e [lpunoxeHna
¢ [lonb3oBarenu
e [lownck
e bbiCcTpbIN Nonck

e PaclmpeHHbIn nonck

Mpodunb nonb3oBatens

e PaspelueHus

o Ceccumn

e AyTeHTuUdguKaTOpBbI

o CobbiTus
e Cbpoc ayTeHTUMkaTopa nonb3oBaTens
e OTknoyeHne ayTeHTMdmKaTopa norb3oBarers
o briokupoBka nonb3oBaTterns
e Pa3bnokmpoBka nonb3oBarens
e BbIiGop nonutnkn Ang nornb3oBaTterns

e [pynnbl nonb3oBaTenemn



CosgaHue rpynnbl nonb3oBatenen PAM

CosgaHue rpynnbl nonb3oBatenen u3 katanora Active Directory

YnpasneHue rpynnon nosnb3oBarenen

[lo6aBneHve nonb3oBaTtenei B rpynny

[lo6aBneHve paspeLleHnst Ha rpynny nonb3oBaTenei

MpocMOTp co3daHHbIX paspeLleHuii

MpocMOTp CBEAEHMIN O TEKYLLMX CECCUSIX B paMKax rpynrbl Nofb3oBaTenen u cobbITUsSIX CUCTEMDI

PAM

CVIHXpOHM3aLl,MFI rpynnbl nonb3oBaTesien ¢ Katanorom

Bbi6op nonuTukmn ansa rpynnel nonb3oBartenen

e Pecypchbl

Mownck pecypcos

BbicTpbIn nonck

PacLuvpeHHbI nomck

Mpodunb pecypca

[Monb3oBaTenbCkue NOAKMYEHNS
PaspeleHus

JlokanbHble y4eTHbIE 3anmcu
[pynnbl pecypcos

Ceccun

CobbiTuga

Bbibop nonuTtukn ansa pecypca

o [loGaBneHve pecypcos

[obGaBneHne pecypca Bpy4Hyto

[obasneHue pecypcoB 13 canna

HaCTpOVIKa NnoJyib30BaTes1IbCKOro nogkKro4eHnA

HacTtpownka RDP nogkntoyeHus

HacTponka SSH-nogkntoyeHus

HacTtpolika KnMeHTCKOro NoaKoYeHus

HacTponka Beb-ceccum

HacTtpownka nogkntodenust k CYB[

HacTtponka cepBMCHOIo NOAKNKYEHUs

e HacTponka cepBMCHOro NOAKIYEHUS Ang pecypcoB

[obaBneHne y4yeTHbIX 3anucen

HacTtpowika cepucHoro nogkrntodeHuns gns OC Windows

HacTtponka cepsucHoro nogkntodeHust ans OC *nix

HacTporika cepucHoro nogkntodenuns gna CYBL MS SQL Server

HacTtponka cepsucHoro noagkntodenus ans CYB[ OracleDB



e HacTtponka cepBucHoro nogkntodeHnsa ans CYB[ PostgreSQL vnn PostgreSQL Pro
e Hactponka cepucHoro nogkntoveHmsa gns CYb MySQL
e Hactponka cepBucHoro nogkntodenuns gns Cisco I0S
e Hactponka cepucHoro nogkntodennsa gns Inspur BMC
Onepaunn Hag, pecypcamu
e PepaktupoBaHue pecypca
o [loGaBneHue nosrib3oBaTENIbCKOro NOAKITHYEHUS
o [loGaBneHue y4yeTHOM 3anucu

e [laponb n SSH-kno4

e HacTtpownka napons
e Hactponka SSH-kntova

o [lpoBepka coeguHeHUs ¢ pecypcom
¢ CurHXpOHM3auus
o brnoknpoeka
e YganeHue/BocCTaHOBMEHME pecypca

e YpaneHue pecypca

e BoccraHoBneHue pecypca
MaccoBble onepauum Hag pecypcamm
e HacTtponka cepBMCHOro NOAKNKYEHUS
o [lpoBepka coeguHeHUs C pecypcom
e YpaneHue pecypcos
e YcTaHOBKa MOMAUTUKK
e YCTaHOBKa nogpasgeneHus
Ipynnbl pecypcoB
e [lowvck rpynn pecypcos

e bbICcTpbIN Nonck

¢ PaclmpeHHbIn nonck
o OyHKUMM rpynn pecypcos

o PepaktnpoBaHue rpynnbl

o [loGaBneHue pecypcos

o [lobaBneHue paspeLueHni

e [lpocmoTp ceccumn

e [lpocmoTp cobbiTum
e YpaneHue rpynn pecypcos
Y4yeTHble 3anmcu
o [lo6aBneHune y4eTHON 3anmcu
¢ [louck yyetHomn 3anuncu

e bbiCcTpbIN Nonck



e PacwmnpeHHbIn nonck
¢ [lpocbunb y4eTHOM 3anmcu

e PaspelueHus

e Ceccumn

e CobbiTus

e [pynnbl 6e3onacHocTn
¢ BbIbop nonuTuku onga y4eTHOM 3anmcu

o Onepauum Hag y4eTHbIMU 3anUcamm

e PepaktupoBaHue y4eTHOWN 3anucu
o [loaTBepxaeHue yyeTHON 3annucu
o [laponb 1 SSH-kntoy

e HacTtponka napons

e Hactponka SSH-kntova

e BoccraHoeneHue napons nnu SSH-knoya

» [lpoBepka napons nnm SSH-kntoua
¢ CwmeHa napons
e CwmeHa SSH-kntoya

e YganeHue Heynpaensembix SSH-kntoven

¢  CHHXpOHM3aUUS

o bnokuposka

e UrHopupoBaHune

e YpaneHue ydeTHOM 3anmcu

e BoccraHoBneHue yyeTHoum 3anucu

e [logTeBepxneHne
o [lpoBepka napons nnu SSH-kntouva
o bnokuposka
e WrHopupoBaHue
e YoaneHue
e JloMeHbl
e [lonck pomeHa
e bBbicTpbIN Nounck
e PacLumpeHHbIN Nouck
e [lpocunb gomeHa
¢ [loMeHHbIe y4eTHbIE 3anucu
o KoHTenHepbl NS pecypcos
o [lpuBunernpoBaHHbIe rpynmnbl
e CobbITng

MaccoBble onepaunn Hag y4eTHbIMU 3anmcamm



e BbIGop nonutukn ons AoOMeHa

[obGaBneHne gomeHoB

HacTtponka cepBMUCHOro NOAKNKYEHUs ANsi AOMEHOB
o [loGaBneHune y4yeTHbIX 3anmcemn

e HacTtponka cepBMCHOIro NOAKNKYEHUS

Onepaunn Hag gomeHamm

Pe,D,aKTVIpOBaHI/Ie AJOMeEHa

[o6aBneHne y4yeTHOM 3anucu
e HacTtpownka napons

lMpoBepka coeanHeHnst ¢ AOMEHOM

MmnopT pecypcos
e Bbibop koHTENHEPOB

e KVmnopt

CVHXPOHU3aLMS YYETHBIX 3anucei
e BbIGop rpynn npuBunernpoBaHHbIX YYETHbIX 3anvcen

¢ CuvHXpoHM3aums

YnaneHne/BocCcTaHOBNEHNE AOMEHA
e YpaneHve gomeHa
¢ BoccraHoBneHne gomeHa
MaccoBble onepauuu Hag ZoMeHamMmun
¢ [lpoBepka coeguHeHus
e YaganeHne JOMEHOB
CtpykTypa
e Bwuabl nogpasgenexun
e JlokanbHbI agMUHUCTPaTOpP
¢ BknioveHne paboTbl ¢ nogpasgeneHusmm
PaspelleHus
¢ [louck paspelueHumn
e bBbICTpbIN Nouck
e PaclmpeHHbIn nouck
e [lpodunb paspeLueHuns
CospgaHue paspeLueHun
e [logpasgeneHue
¢ [lonb3oBaTtenb
e Pecypc
¢ YyeTHasa 3anucb
¢ OrpaHunyeHns BpeMeHu

o [MapameTpbl paspelLeHuns



e Onepauunmn Hag paspeLLeHnaIMm
e OT3bIB
e [lpnocTtaHoBKa
¢ BosobHoBneHne
e MaccoBble onepaunn Hag paspeLleHnIMn
e OT3bIB
e [lpuocTtaHoBka
o BosobHoBneHne
¢ 3anpochbl ceccui
¢ [lownck 3anpocos
e bBbicTpbIN Nnounck
e PaclmpeHHbIn nonck
e  O@yHKUMM 3anpocos
o [logTBepxaeHue 3anpoca
o OTknoHeHue 3anpoca
e [lpodunb 3anpoca
e AKTMBHbIE Ceccumn
e Bce ceccun
¢ [lownck ceccun
e bBbicTpbIN Nouck
e PaclwmpeHHbI nouck
e BebIrpyska xxypHarna ceccun B pann
e [lpocunb ceccun
e Onepauun Hag ceccnsasmm

MpepbiBaHMe ceccumn

O6HoBneHne ceccuun

Bupeo

¢ [IpoCcMOTp NOTOKOBOrO BMAEO

e [lpocmoTp/CkaymBaHne UTOroBoro BUAEO
TekcToBbIW Nor

e [lpocmoTtp/IMonck/CkaymBaHme TEKCTOBOrO nora

CHUMKM 3KpaHa

e [lpocmoTp/CkaumBaHme CHUMKOB 3KpaHa

lMepenaHHble Ha cepsep dranrbl
¢ [IpocmoTp/CkavnBaHmne nepeaaHHbIX annos
e CobbITns

e [louck cobbiTui

¢ Bebirpyska cobbiTuin B thainn



e YBegommneHus

e [lpegBapuTenbHas HacTpoKrka

e HacTponka yBegomneHun

e YpaaneHue rpynn nonyyatenen unm paccbinok
o KoHdurypauus

e JlMueHaum

[Monb3oBaTenbCckue NUUeH3nn

CecCcuoHHbIe NULEeH3nu

[lo6aBreHne nuueH3umn

YnaneHue nuueH3nm

CUCTEMHbIE HACTPOWKH

Monb3oBaTenbckoe NoAKYEHNE

o JloGaBneHune HOBbIX TUMOB NOAKMHOYEHNN

CepBucHOE nogknoveHme
o [loGaBneHue cepBMCHOrO NOAKIYEeHUs ¢ Tunom SSH

CeTeBble pacnonoxeHus
o [lo6aBneHune ceTeBoro pacnonoXeHus
¢ YKasaHue O4nMTenbHOCTM cermeHTa Buaeo npu 3anmcn RDP-ceccum
e Ponu
o [lpegBaputenbHas HacTpoKrka
¢ [lpegycTtaHOBMEHHbLIE PONK
o Co3spaHune HOBbLIX porien
o [loGaBneHue nonb3oBaTtenien B COCTaB pPosiu
e YoaneHue ponen
o [lpunoxeHus
e Bhbirpyska naponen
e KoHconb nonb3oBartens
¢ [lony4eHne goctyna K pecypcy
o [logkntoveHne yepe3 SSH-KNMEHTDI
o SCP/SFTP nogkntoveHue K pecypcy
¢ JlnyHble nanku pecypcos
e BbInonHeHne komaHa ¢ npusunernen root
¢ Onepauunm € y4eTHbIMU 3annUcsmm
o Pab6ota ¢ AAPM Console Tool
¢ Indeed PAM Desktop Console
e KoHconb nonb3oBarens
o OO0yuyeHune ayTeHTUMKaTopa
¢ [lony4eHne gocTtyna K pecypcy



¢ [lpamoe nogknoveHne K pecypcy
o [logkntoyeHue K W03y gocTyna
e [logknioveHune Kk SSH Proxy
¢ [logkntoyeHne no SSH Hanpsamyto
o [logkntoyeHune K NpoM3BOSIbHOMY pPecypcy
o 3agaHue napons npw NOAKMYEHUN
e 3aBeplUeHne ceccum
MoakntoveHne vyepe3 SSH-kNMeHTbI
o [logknioyeHune Yepes W03 JocTyna
o [logkntoyeHne K KOHKPETHOMY pecypcy
o KomaHgHas cTpoka
e WinSCP
o Filezilla
KomaHgHas ctpoka
e SCP
e SFTP
e PSCP
e PSFTP
WinSCP
e [logkntoveHne Yyepes W3 goctyna
o [logkntoyeHne HaNpsMyto K pecypcy
FileZilla
o SFTP-nogkntoyeHune K pecypcy
JInyHble nankun pecypcoB
BbinonHeHne komaHa ¢ npusunernen root
Onepauun ¢ y4eTHbIMU 3anucsamu
¢ [lounck yyeTHbIX 3anucemn
¢ [IpocmoTp napons n SSH-kno4a y4eTHoM 3anmcu
e CwmeHa napons u SSH-knto4ya y4yeTHoOM 3anucu
Pa6ota c AAPM Console Tool
e HacTponka KOHCOMNbHOW YTUIUTBI
¢ lcnonb3oBaHWe KOHCOMbHON YTUMUTbI
Indeed PAM Desktop Console
e Hactponka n c6op noros
o TexHu4eckasa nogaepxka
HacTtporika 1 cbop noros
o PacnonoxeHue noros
e JlormpoBaHue ckpunTa yCTaHOBKU



e ProxyApp
e YTUnuthl
¢ JlormpoBaHue HaTUBHbIX KOMMOHEHT
e JlormpoBaHue B nix KOMNOHEHTax
e SSH Proxy
e PAMSU
e HacTtponka normpoBaHus
e Hactponka appsettings.json
o Cekumsa NLog
o Cb6opka noros 13 Gpaysepa
¢ Chrome, Edge, Yandex
o Firefox
o TexHn4yeckasi nogaepxka
e Vctopusa sepcun
e 2.10
e 29
e 28



O npoaykre

O HoBOCTb

[ocTynHa HoBas Bepcus npoaykta — Indeed Privilege Access Manager 3.1.

Cenyac Bbl NnpocmaTtpuBaeTe AOKyMeHTauumo ang sepcum 2.10.

[NepexoaonTe no ccbifke, 4YTOObI YMTaTb aKTyalibHYyO JOKYMEHTaUuo.

MporpammHbi komnneke Indeed Privileged Access Manager (Indeed PAM) — npoaykt ons ynpasneHuns
AOCTYNOM MpuUBUNErMpoBaHHbIX Nnonb3oBartenen Kk UT-cuctemam KomnaHuu.

EauHas Touka AOCTyna npusmniermpoBaHHbIX nonb3oBaTesien K LeneBbiM pecypcam.

[MpoTokonbl Mpaeuna PacnucaHue 3aAaBkK [logTBepXxaeHue

OOCTyna AoCTyna AocTtyna Ha AocTyn AocTtyna
= 5] jm— @ .I
=k = g |

; [] [] 1]

: I 1 1 1

1 I ! 1 1

| T e e e e e e = o = e o e e e e - - e = = = = = = = - 4

A - ==
¥ —
O _ e O
Nidhr 11 .Eé DD
INDEED PAM
MpuBUNernpoBaHHbole LleneBble pecypchbl

noJib3oBaTtesin


http://localhost:3000/privileged-access-manager/3.1/intro/
http://localhost:3000/privileged-access-manager/3.1/intro/

TepMUHDI

O HoBOCTb

[ocTtynHa HoBas Bepcus npoaykta — Indeed Privilege Access Manager 3.1.
Cewndac Bbl NpocmaTpmBaeTe AoKyMeHTauumo ans sepcun 2.10.

NepexoaonTe no ccbifnke, 4YTOObI YMTaTb aKTyalibHYyO JOKYMEHTauUuto.

KaTanor nonnb3oBarteneu

O6nacTb gomeHa Active Directory, n3 kotopon Indeed PAM nonyyaet gaHHble 0 coTpyaHukax. BoamoxHa
paboTa ¢ Heckonbkumun gomeHamum Active Directory.

() UH®OPMALUSA

Kpome Active Directory nogaepxuBatotca cnegytowime cnyxbbl katanoros:

o FreelPA (PAM 2.9 n BbiLwe)
e OpenLDAP (PAM 2.10 n BbiLwe)
e ALD Pro (PAM 2.10 u BblILeE)

Nonb3oBaTtenu

CoTpygHuKK, YbK Nu4YHbIe ydeTHble 3anuck Active Directory BXxogaT B KaTanor nosib3oBaresnemn.

YyeTHble 3anucum

IlokanbHble y4eTHble 3anucy pasnuYHbIX CUCTEM UM JOMEHHbIe ydeTHble 3anucn Active Directory, ot

koTopbix Indeed PAM nonyyun napone.

Pecypchbl


http://localhost:3000/privileged-access-manager/3.1/terms/
http://localhost:3000/privileged-access-manager/3.1/terms/

PasnunyHble cncTeMbl, K KOTOPbIM TPEDyeTCA NONy4YnTb OCTYN OT MMEHWN YYETHbIX 3anunCcen.

[NomeHbI

[oMeHbl NpeaHasHayeHbl Ans nonyvYeHna n astomartmnyeckoro gobasnenuns B Indeed PAM goMeHHbIX

KOMMNbKOTEPOB N AOMEHHbIX YYETHbIX 3anucen.

NMNoapa3aeneHue

OpraHusaumoHHasa eguHuLa Heobxoaumas ans ooveanHenus B Indeed PAM no doopmanbHbIM Npu3Hakam
nonb3oBaTenemn, peCypcoB, YYETHbIX 3anncen, paspeLleHnin ons 4OCTyna K 3awuwaembim obbektam u 1.4.
Mogpasgenenus npegHasHayeHbl A48 pasgeneHnsa nofHomounn agMmmHnctTpatopos Indeed PAM, yto
NO3BOSISIET BbINOSTHATL PabOThI TONMBKO B paMKax KOHKPETHOro nogpasaeneHusi 6e3 BO3MOXHOCTH

BMeLLaTbCAa B paboTy Apyrmx agmuHuctpaTtopos Indeed PAM.

XpaHunuuwie gaHHbIX

[Ons xpaHeHus gaHHbiX Indeed PAM moxeTt ucnonos3osatb CYB[:

Microsoft SQL Server
PostgreSQL
PostgreSQL Pro
Jatoba

CepBUCHOE nNogkKnoyYeHue

CepBI/ICHOG NoAKIto4eHne K peCcypcCy No3BOJIAET BbINONHATL crieaylouime onepaunin:

o [lpoBepka coegnHeHust

o CUHXpOHU3aUNA y4ETHbIX 3anucen

o CurHXpoHM3aumsa rpynn 6e30nacHOCTM YYETHbIX 3anucen
o [lpoBepka naponen (SSH-knoYyen) y4yeTHbIX 3annucemn

¢ N3meHeHne naponen (SSH-kno4en) y4eTHbIX 3anmcen

¢ CuHxpoHusaums sepcumn OC unu Bepcun CYB[



o CuHxpoHusauna komnbtotepos B Active Directory
Cnepytowme Tunbl pecypcoB NOAAEPKNBAIOT CEPBUCHOE MOAKIMIOYEHNE:

o Microsoft Active Directory

e OC Windows

e OC *nix

» Microsoft SQL Server

o PostgreSQL

o« MySQL

e OracleDB

» Cisco (OC I0S XE)

e Inspur BMC (IPMI-mogynb)

NMonb3oBaTenbLCKoe nogkrnyeHue

Monb3oBaTenbCckoe NOAKMIYEHNE ABMAETCA CBOMCTBOM pecypca U No3BonsieT oTkpbiBaTb ceccun (RDP,
SSH u telnet) unu ceccun Yepes RemoteApp npunoxenus. lNogaepxmsatotcs criegyowmne TUnbl

MOOKITHOYEHUN:

« RDP
e SSH

Telnet

RemoteApp

Pecypc MOXET UMETb OAMNH N Bonee TMNOB NONb30BaATENBLCKUX NOAKMHOYEHNN.

Pa3pelwieHus

PaspeLueHns ncnonb3yrTes Ans ynpaeneHus 4ocTtyrnom. JTlo6oMy coTpyaHMKY M3 KaTarora nonb3oBaTene
MOXET ObITb BblAaHO pa3peLleHne Ha J0CTYN K pecypcy.
CocTaB paspeLleHus:

e MNMonb3oBatenb — COTPYAHUK, YbA JTIMYHAA y4HeTHaaA 3anncb BXOOAUT B COCTaB KaTtariora nonb3oBaTenen.

¢ Y4yeTHasa 3anucb — fokanbHasa UM JoMeHHasi y4yeTHasA 3anmcb OT UMEHU KOTOpOI7I nonb3oBaTterib

OyaeT OTKpbIBaTb CECCUIO Ha pecypce.



» Pecypc — pecypc, Ha KoTopom ByaeT OTKpbITa ceccus.

/\ NMPEOYNPEXOEHUE

Pa3pelwueHune He MOXeET ObITb NBMEHEHO B npouecce aKkcryartaunn. OT1o3BaHHbIE paspelueHna He

MOryT ObITb BOCCTAHOBMEHbI.

NMonutTukmn

Ha60p HaCTpOeEK, pacnpeaendaemMblX Ha MHOXXeCTBO 06bekToB cucTeMbl. [1na ogHOro o6bekTa MoXeT ObITb
Ha3Ha4yeHa TOJ1bKO OaHa NorinTrKa oaHoro Tmna.



KOMMNOHEeHTLI

O HoBOCTb

HocTynHa HoBas Bepcua npoaykta — Indeed Privilege Access Manager 3.1.

Cewnydac Bbl NpocmaTpmBaeTe AoKymMeHTaumo ans sepcun 2.10.

I'Iepexo,qvlTe NO CCbIIKE, YTOObI YNTaTb aKTyalibHYyO JOKYMEHTaUuIO.

CepBep ynpaBneHus

Indeed PAM Core

LleHTpanbHbIN KOMNOHEHT peanuayloLwmnmn noruky komnnekca Indeed PAM.
Cpepna BbINONHEHUS:

e OC Windows Server 2016 — 2022 — Web-cepsep Internet Information Services (I1S)
e OC Linux — Docker — Web-cepsep Nginx

Cocras:
o Web-npunoxeHne — core
3apauu:

° YHpaBneHwe nonb3oBartendamMu, npnuBuUermpoBaHHbIM y4€THbIMU 3anncAamMun, OOCTynom, naporidMu.

Indeed PAM IdP

LleHTp ngeHtndgukaumm nonb3osarenen n komnoHeHTos Indeed PAM.
Cpepna BbINOMNHEHUS:

e OC Windows Server 2016 — 2022 — Web-cepsep Internet Information Services (I1S)

e OC Linux — Docker — Web-cepep — Nginx


http://localhost:3000/privileged-access-manager/3.1/components/
http://localhost:3000/privileged-access-manager/3.1/components/

Cocras:
o Web-npunoxexHne — idp
3apauu:

¢ YnpaeneHuwe ayTeHTMdMKaUMen nonb3osBaTenen, Bbiaava n nposepka 2fa, nposepka NOANMHHOCTU

komnoHeHToB Indeed PAM.

Indeed PAM Management Console
AOMUHUCTpaTUBHBIN MHTepdenc ansa ynpasnexHns Indeed PAM.
Cpepna BbINONHEHUS:

e OC Windows Server 2016 — 2022 — Web-cepsep Internet Information Services (11S)
e OC Linux — Docker — Web-cepsep Nginx

CocrTas:
o Web-npunoxeHne — mc
3apauu:

o Cnu1cok 3afay cM. B pasgene pykoBOACTBO agMUHMCTpaTopa.

Indeed PAM User Console

Monb3oBaTenbCkuin NHTEpdENC Ana AocTyna K 3awmwaembiM obbektam Indeed PAM.
Cpepna BbINONHEHUS:

e OC Windows Server 2016 — 2022 — Web-cepBep Internet Information Services (IIS)
e OC Linux — Docker — Web-cepsep Nginx

Cocras:
o Web-npunoxeHue — uc

3apauu:


http://localhost:3000/privileged-access-manager/2.10/administration/

o Cnucok 3agad cM. B pasaerne pykoBOACTBO MosSib30BaTens.

Indeed Log Server
EnvHas nnatdopma gna pabotbl ¢ cobbiTnamm Indeed PAM.
Cpepna BbINONHEHUS:

e OC Windows Server 2016 — 2022 — Web-cepsep Internet Information Services (11S)
e OC Linux — Docker — Web-cepsep Nginx

CocrTas:
o Web-npunoxeHue — Is
3apauu:

o COop, xpaHeHune 1 Bbligaya cobbITUi.

Indeed PAM EventlLog

HononHuTtensHbin Mogynb Ans Indeed Log Server.
Cpepna BbINONHEHUS:

e OC Windows Server 2016 — 2022
Cocras:

o ®annbl n 6ubnuotekun gns Indeed Log Server
3apauu:

o Peanusyet 3anucb cobbituin B Windows Event Log

CepBep pgoctyna

Indeed PAM Gateway


http://localhost:3000/privileged-access-manager/2.10/user-manual/

Habop KoMNoHEeHTOB peanuaylowmnx GyHKUUK jJump server'a, CpeacTB aygmTa CeECCUN N MEXAaHU3MOB

3allNThI.

Cpena BbINONHEHUS:

e OC Windows Server 2016 — 2022

CocrTasB:

e [MpunoxeHne — ProxyApp.exe

o [panBep onga pabotbl ¢ dannoson cuctemon — Pam.FsFilter
o Cnyxb6a B3anmopgencteusa ¢ Pam.FsFilter — Pam.Service

e MoguduumnpoBaHHbin SSH-knneHT — Putty.exe

o Pacwupenune ana mstsc.exe

e Habop ytunut n bubnuotek — FFmpeg

o BnbnunoTekn KOHTpONs NPoLECCOB

3apauu:

MpenocTtaBneHue goctyna no npotokonam RDP/SSH/Telnet n npoynm B pexxume RemoteApp.

BeneHue 3anncu Bugeo n CHAMKOB 9KpaHa, rnepexsarta TeKCTa u nepexeara nepegaBaemMbiX (*)aVIﬂOB.

O6paboTka 1 coxpaHeHne apTedakToB CECCUMN.

[MpoBepka COCTOSAHUS KNUEHTCKNX KOMMOHEHTOB.

KoHTpornb 3anycka npoueccoB 1 JocTyna K hansioBon cucteme.

Indeed PAM SSH Proxy

Mpokcu-cepBep ana SSH-ceccun.
Cpena BbINOMHEHUs:
e OC Linux — Docker
Cocras:
o [NpunoxeHne — Pam.SshProxy.Service (OC Linux)

3apauu:



o [lpegoctaBneHune gocrtyna no npotokonam SSH\SCP\SFTP.
* BegeHune nepexBaTta TeKCTa U nepexeaTta nepegaBaembix ansnos.

o Ob6paboTka n coxpaHeHne apTedakToB CECCUN.

Indeed PAM RDP Proxy

Mpokcun-cepsep ans RDP-ceccun.
Cpepna BbINONHEHUS:
e OC Linux — Docker
Cocras:
e [lpunoxeHne — Pam.RdpProxy.Service (OC Linux)
3apauu:

e [lpepocTaBneHue goctyna no npotokony RDP.
o BepneHue nepexsaTa TekcTa, BUAEO, CKPUHLLOTOB M NepexsaTa nepegaBaembix hannos.

o O6GpaboTka 1 coxpaHeHne apTedakToB CECCUN.

Indeed ESSO Agent u Indeed Admin Pack

Habop komnoHeHTOB gnga peanu3aumm SSO-goctyna.
Cpena BbINOMHEHUs:

e OC Windows Server 2016 — 2022
Cocras:

o Habop npunoxeHwui, cnyx6 n MHCTPYMEHTOB As1si B3aMMOAeNCTBUS ¢ hopMamm ayTeHTUdrKauum n

komMnoHeHTamu Indeed PAM.

o Pacwwupenuns ana 6paysepos: Internet Explorer; Google Chrome; EDGE.
3apauu:

¢ [lepexsaTt 1 3anonHeHne popm ayTeHTudmkaumm Web 1 HaCcTONbHbBIX MPUNOXEHWUM.



Pecypcbl Windows

Indeed PAM Agent

KomnoHeHT aAns nepexeara Tekcra.
Cpena BbINONHEHUS:
e OC Windows Server 2012R2 — 2022/Windows XP SP3 X64 — 11
Cocras:
e Cnyx6a — Pam.Proxy.WindowsAgent
3apauu:
o ®duKcaums Ha3BaHWA aKTUBHbIX OKOH, MPOLECCOB U BBOAA.

(D K CBEOEHMIO

KomnoHeHT Indeed PAM Agent siBnsetca HeobasaTenbHbIM, Tak kak Indeed PAM nonHOCTbIO
GesareHTckoe pelueHne, JONONMHNTENbHbIE KOMMOHEHTbI MCMOMb3YHTCSA TOMBbKO ANS peLleHus

creunarnbHbIX 3a4au.

Pecypchbl Linux

Indeed PAMSU

KoMMNOHEeHT Ans BbINOMHEHNSA KOMaHZ, C NpuBurernen root, aHanornyHo sudo ucnonb3dyeTca KomaHaa
pamsu. OTnu4ne 3aknoyaeTcs B TOM, YTO ayTeHTUMKauma OyaeTt 3anpawmBaTeed y none3osatens PAM, a

He NpMBUNErMpoBaHHOM Y3 OT MMEHN KOTOPOW OTKpbITa CECCUS.
Cpepna BbINONHEHUS:

e OC Linux
Cocras:

e deb nnu rpm naket



3apauu:

¢ BbinonHeHne komaHA € NOBbILLEHWEM NPUBUIErMA OT MMeHN nosib3oBaTtens PAM

(D K CBEOEHMIO

KomnoHeHT Indeed PAMSU aBndetca HeobasaTenbHbIM, Tak Kak Indeed PAM nonHocTbio 6e3areHTckoe

peweHune, 0onorHNTErNbHbIE KOMIMOHEHTbLI NCMOJb3YHTCA TOJIbKO AJ14 peLleHnA cneunaribHbiX 3agau.

Pabouyee mecTto nonb3oBaTtensa Indeed PAM

Indeed PAM Desktop Console

[ononHUTENbHbIN MHCTPYMEHT ANA NOfyYeHus AocTyna K 3awwmuaeMbiM o6bektam Indeed PAM.
Cocras:

o MoanduumpoBaHHbin mRemoteNG.exe
3apauu:

e Cnuncok 3agady cm. B pasgene pykoBoACTBO MoOJib3oBaTesA.


http://localhost:3000/privileged-access-manager/2.10/user-manual/

ag | .
00 ; YnpouweHHasa Ha Windows
— ‘"Pot

[nsa o3HakomneHus ¢ Indeed PAM

i YnpouweHHas Ha Linux
=

[ns o3HakomneHus ¢ Indeed PAM

@? OcHoBHas

[na BHeopeHus un aKcnnyartauun B NPOMBILLIIEHHONW cpeae

% OTtkasoycTonumBas

[nsa BHeOpeHWst 1 aKcnnyaTauumn B NPOMBILLNIEHHOW cpeae (C AybrnMpoBaHNEM CepBEPOB)



http://localhost:3000/privileged-access-manager/2.10/component-deployment/simplified-windows/
http://localhost:3000/privileged-access-manager/2.10/component-deployment/simplified-linux/
http://localhost:3000/privileged-access-manager/2.10/component-deployment/basic/
http://localhost:3000/privileged-access-manager/2.10/component-deployment/fault-tolerant/

YnpouweHHaa Ha Windows

KomnoHeHTbl Indeed PAM ycTaHaBnuBatoTcs Ha fBa cepBepa. PekomeHayeTcs Ans 03HaKOMMAEHNS n
TEeCTMPOBaHUS.

KOMNOHEeHTbI

CepBep ynpaBneHus/Cepsep goctyna (RDP/RemoteApp)

» Indeed PAM Core

e Indeed PAM IdP

¢ Indeed PAM Management Console
e Indeed PAM User Console

¢ Indeed Log Server

¢ Indeed PAM EventLog

¢ Indeed PAM Gateway

e Indeed ESSO Admin Pack

¢ Indeed ESSO Agent

CepBep poctyna (SSH/SCP/SFTP)

e Indeed PAM SSH Proxy
¢ Indeed PAM RDP Proxy

CueHapuun padboTbl

NMonb3oBaTenbCKUn



MSSQL/PGSQL
(1,3,5)

CepBep ynpasneHua
CepBep oocTtyna
(RDP\RemoteAPP)

HTTPS/ 0 = \ RDP/SSH
(1) / 5 HTTPS 1 4.
RDP

_ AN

Pabouee mecTO

COTPYAHMKA MegnaxpaHunuuie Pecypchl
HTTPS
(3)

= e &
\ SMB/

SSH/SCP/SFTP 5)
(2) _~ " SSH/SCP/SFTP

=

CepBep pocTyna
(RDP\SSH\SCP\SFTP)

1. MNogkntoyeHne K nIn4HoMy KabunHeTy nonb3oBatens Yepes bpaysep nnm 3anyck Indeed PAM Desktop
Console. [lomeHHas ayTeHTUdMKaLNA 1 pernctpauna/npegoctaBneHme BToporo aktopa. lNposepka
nons3osatensa B b IdP. NonyyeHue cnncka pecypcos n3 b Core. NonyyeHne RDP-anna ans

NOAKITKOYEHNUA K PECYPCY.



2. MNopakntoyeHune k cepeepy goctyna (RDP\RemoteApp) npy nomowm RDP-ganna, Indeed PAM Desktop
Console unu nogkntoveHne k cepsepy goctyna (RDP\SSH\SCP\SFTP) npu nomowm RDP-canna unu
otaenbHoro SSH-knneHTa.

3. lomeHHasa ayTeHTUMKaUNA 1 NnpegoctasreHme BToporo gaktopa. lNposepka nonb3osartens B I1dP.
MpoBepka paspelleHuns Ha goctyn B B[] Core. N3BneveHne ns CYB[ normHa v naponsa cepBuUcHoOm
y4yeTHou 3anucu anga paboTbl ¢ MegmaxpaHunuem. N3enederHne ns CYB[ nornHa n napons
NPVBUNErMPOBAHHOM YYETHOWN 3anucu A NOAKITHOYEHUS K pecypcy.

4. MNopgkno4veHune K pecypcy.

5. CoxpaHeHne BUAOEO U CKPUHLIOTOB B MeauaxpaHunuuie. CoxpaHeHune tekctoBoro nora B b Core.

AOMMHUCTPATUBHDbIN



MSSQL/PGSQL
(1,2)

CepBep ynpaBneHus

Paboyee mMecTO CepBep gocTyna
agMUHUCTpaTopa (RDP\RemoteAPP) Pecypchbil
I_I_l — CepBUCHbIEe ==
W HTTPS o=
_ ° — onepaunmm —> E E
[o] M © (2) I-E-l
SMB
(2)
¥
MepgunaxpaHunuilie

=

1. MNopgkntoyeHue K KabnHeTy agMuHucTpaTtopa. [lomeHHas ayTeHTUmkauunsa n permctpauuns/

npegocTasneHne BToporo gpaktopa. lNpoeepka nonb3osatensa B b IdP.

2. I'Ionyqume, nobasnexHune n penakTnpoBaHue 006bekToB cuctembl. BbinonHeHne CepBUCHbIX onepauun.



YnpouweHHasa Ha Linux

KomnoHeHTbl Indeed PAM ycTaHaBnuBatoTcs Ha fBa cepBepa. PekomeHayeTcs Ans 03HaKOMMAEHNS n
TEeCTMPOBaHUS.

KOMNOHEeHTbI

CepBep ynpaBneHus/Cepsep aoctyna (RDP/SSH/SCP/SFTP)

e Indeed PAM Core

e Indeed PAM IdP

¢ Indeed PAM Management Console
e Indeed PAM User Console

¢ Indeed Log Server

e Indeed PAM SSH Proxy

¢ Indeed PAM RDP Proxy

CepBep poctyna (RDP/RemoteApp)

¢ Indeed PAM Gateway
e Indeed ESSO Admin Pack
e Indeed ESSO Agent

CueHapuu paboTbl

NMonb3oBaTenbCKUn



MSSQL/PGSQL
(1,3,5)

CepBep ynpasneHus
CepBep gocTyna
(RDP\SSH\SCP\SFTP)

HTTPS/ 0 = \ RDP/SSH
(1) / 5 HTTPS 1 4.
RDP

_ AN

Pabouee mecTO

COTPYAHMKA MegnaxpaHunuuie Pecypchl
HTTPS
(3)

= e &
\ SMB/

SSH/SCP/SFTP 5)
(2) _~ " SSH/SCP/SFTP

=

CepBep pocTyna
(RDP\RemoteAPP)

1. MNogkntoyeHne K nIn4HoMy KabunHeTy nonb3oBatens Yepes bpaysep nnm 3anyck Indeed PAM Desktop
Console. [lomeHHas ayTeHTUdMKaLNA 1 pernctpauna/npegoctaBneHme BToporo aktopa. lNposepka
nons3osatensa B b IdP. NonyyeHue cnncka pecypcos n3 b Core. NonyyeHne RDP-anna ans

NOAKITKOYEHNUA K PECYPCY.



2. MopkntoyeHne k cepeepy goctyna (RDP/RemoteApp) npy nomowm RDP-ganna, Indeed PAM Desktop
Console unu nogkntoveHne k cepsepy goctyna (RDP/SSH/SCP/SFTP) npu nomowwm RDP-canna unu
otaenbHoro SSH-knneHTa.

3. lomeHHasa ayTeHTUMKaUNA 1 NnpegoctasreHme BToporo gaktopa. lNposepka nonb3osartens B I1dP.
MpoBepka paspelleHuns Ha goctyn B B[] Core. N3BneveHne ns CYB[ normHa v naponsa cepBuUcHoOm
y4yeTHou 3anucu anga paboTbl ¢ MegmaxpaHunuem. N3enederHne ns CYB[ nornHa n napons
NPVBUNErMPOBAHHOM YYETHOWN 3anucu A NOAKITHOYEHUS K pecypcy.

4. MNopgkno4veHune K pecypcy.

5. CoxpaHeHne BUAOEO U CKPUHLIOTOB B MeauaxpaHunuuie. CoxpaHeHune tekctoBoro nora B b Core.

AOMMHUCTPATUBHDbIN



MSSQL/PGSQL
(1,2)

CepBep ynpaBneHus

Paboyee mMecTO CepBep gocTyna
agMUHUCTpaTopa (RDP\SSH\SCP\SFTP) Pecypchil
I_I_l — CepBUCHbIEe ==
W HTTPS o=
(o] 0 | ER orepmon = Bl
SMB
(2)
¥
MegnaxpaHunuuie

=

1. MNopgkntoyeHue K KabnHeTy agMuHucTpaTtopa. [lomeHHas ayTeHTUmkauunsa n permctpauuns/

npegocTasneHne BToporo gpaktopa. lNpoeepka nonb3osatensa B b IdP.

2. I'Ionyqume, nobasnexHune n penakTnpoBaHue 006bekToB cuctembl. BbinonHeHne CepBUCHbIX onepauun.



OcHoOBHas

KomnoHeHTbl Indeed PAM ycTaHaBnuBatoTCa Ha Tpu cepBepa. ATOT TUN YCTAHOBKM MNO3BONSET OTAENUTb
NOMNKY CUCTEMbI OT KOMMOHEHTOB NPeLoCTaBNALWNX AOCTYN. PekomeHayeTcs Ans BHeAPEHUS U

3KCnnyaTtauum B NPOMBILLIIEHHON cpeae.

KOMNOHEeHTbI

CepBep ynpaBneHus

e Indeed PAM Core

¢ Indeed PAM IdP

¢ Indeed PAM Management Console
e Indeed PAM User Console

e Indeed Log Server

¢ Indeed PAM EventLog

CepBep poctyna (RDP/RemoteApp)

e Indeed PAM Gateway
e Indeed ESSO Admin Pack
¢ Indeed ESSO Agent

CepBep aoctyna (RDP/SSH/SCP/SFTP)

e Indeed PAM SSH Proxy
e Indeed PAM RDP Proxy

CueHapumn padoTbl

NMonb3oBaTenbCKUn



CepBep poctyna

(RDP\RemoteAPP)
RDP N
(2) ="
HTTPS E
l (3 RDP/SSH
| HTTPS n T.4.
SMB
(5) (4)
Pa6ouee MecTo Cepsep N
COTPYOHMKaA ynpasneHms CYB/[ MepguaxpaHunuile Pecypchl
L) HTTPS (=) |MSSQL/PGSQL - ' S=5
e —— - == I > = 55 5]
[ o] () =) (1,35 — _E‘_

(5) SSH/SCP/SFTP
| (4)

HTTPS
(3)
SSH/SCP/SFTP e
! (2)/ > =)

Cepsep gocTyna
(RDP\SSH\SCP\SFTP)

1. MNoagkntoyeHne K NnnyHoMy KabuHeTy nonb3oBaTenst Yepes 6paysep unum 3anyck Indeed PAM Desktop

Console. [lomeHHasa ayTeHTUdMKaLMA 1 perncTpauma/npeaoctasneHne BToporo gaktopa. MNposepka

nonb3oBatensa B b IdP. NonyyeHune cnucka pecypcos n3 b Core. NonyyeHne RDP-anna ans
NOAKIMIOYEHNS K pecypcy.

2. MNopakntoyeHne k cepaepy goctyna (RDP\RemoteApp) npy nomowm RDP-ganna, Indeed PAM Desktop

Console unu nogkntoveHne k cepsepy goctyna (RDP\SSH\SCP\SFTP) npu nomowm RDP-canna unu

otaernbHoro SSH-knueHTa.

3. JlomeHHasa ayTeHTUMKaUNA 1 NpegoctasneHme BToporo gakropa. lNposepka nonb3osartens 8 b IdP.

MpoBepka paspeleHus Ha goctyn B Bl Core. N3BneveHne ns CYB[ normHa v naponsa cepBuUcHoOm
y4yeTHou 3anucu anga pabotsl ¢ MegmaxpaHunuieM. N3enederHne ns CYB[ nornHa n napons

NPVBUNErMPOBaHHOW YYETHOWN 3anucu AN NOAKITHOYEHUS K pecypcy.
4. NoakntoveHne K pecypcy.

5. CoxpaHeHve BMOEeO U CKPUMHLLOTOB B Meauaxpanunuue. CoxpaHeHne TekctoBoro nora B b Core.

AOMWHUCTPATUBHLIN



MSSQL/PGSQL
(1,2)

Paboyee mecTO ‘
agMWHUCTpaTopa Cepsep ynpasneHus Pecypchbl

CepBuCHbIe =

[—]
onepaummn —» EEE

(2) LTl

.j' . HTTPS
|| (1)

SMB
(2)
N4

MeauaxpaHunuiie

=

olojo

1. MNoakntoyeHune K Ka6I/IHeTy aaMUHUCTpPaTopa. I}:',OMeHHaFl ayTeHTVId.)I/IKaLI,I/IFl n peFI/ICTpaLl,I/IFI/

npegocTasneHne BToporo gaktopa. lNposepka nonb3osatensa B b1 IdP.

2. lNony4yeHne, nobaBneHne U pegakTMpoBaHme 06bLEKTOB CUCTEMbI. BbiNoNHEHME CEPBUCHBLIX OnepaLni.



OTKa3zoycTonumBas

KomnoHeHTbl Indeed PAM ycTaHaBnuBatoTCa Ha pasHble CepBepbl, KaXabl cepBep aybnupyerca ans
opraHmsaumm 0TKa3oyCToOMYMBOCTU. PekoMeHayeTCcsl UCNonb30BaTh ANS BHEAPEHUSA M aKcnnyaTtauum B

NPOMBbILLUIIEHHON cpeae.

KoOMNOHEeHTbI

CepBep ynpaBrneHus

e Indeed PAM Core

¢ Indeed PAM IdP

¢ Indeed PAM Management Console
e Indeed PAM User Console

e Indeed Log Server

¢ Indeed PAM EventLog

CepBep poctyna (RDP/RemoteApp)

e Indeed PAM Gateway
e Indeed ESSO Admin Pack
¢ Indeed ESSO Agent

Cepsep poctyna (RDP/SSH/SCP/SFTP)

e Indeed PAM SSH Proxy
e Indeed PAM RDP Proxy

CueHapuu padoTbl

NMonb3oBaTenbCKUn



Pabouee mecTo

CYb/L coTpygHuKa
CepBep pgocTyna
- (1] (RDP\RemoteAPP)

|
|RDP/SSH c—
wrres RDP/ =)

MSSQL/PGSQL () l @ \ RDP/SSH
(1,3,5) J HTTPS T HTTPS u T.4.
[ / (3) Sy (@) \

Cepeepbl BanaHcHpoBLKUKK 2
ynpasneHus Har py3Kku MeguvaxpaHunuiie Pecypcbl
. [—-]
s =) |, HTTPS E E
[ <
,, ‘= H;

(5) SSH/SCP/SFTP
| (4)

SSH/SCP/SFTP
(2) E—
N =B

CepBepbl gocTyna
(RDP\SSH\SCP\SFTP)

. MopxkntoveHne K Nu4HOMYy KabuHeTy nonb3oBaTtens yepes 6paysep nnm 3anyck Indeed PAM Desktop
Console. [lomeHHas ayTeHTMdMKauna n permctpaumnsa/npeaoctaBneHme Btoporo gakropa. MNpoeepka
none3oatens B B[] |dP. NMNony4eHue cnucka pecypcos n3 b Core. Nony4yeHne RDP-canna anga
NOAKMIOYEHNS K pecypcy.

. MopgxkrntoveHune k cepsepy aoctyna (RDP/RemoteApp) npu nomowm RDP-canna, Indeed PAM Desktop
Console unu nogkntoveHne k cepsepy goctyna (RDP/SSH/SCP/SFTP) npu nomowwm RDP-canna unu
otaenbHoro SSH-knuneHTa.

. loMeHHasa ayTeHTUdUKaLmMa 1 npegocTaBneHne BToporo ¢gakropa. [Nposepka nonb3osarensa 8 b IdP.
MpoBepka paspelleHus Ha goctyn B B[] Core. N3BneveHne ns CYB[ nornHa v naponsa cepBuUcHoOm
yyeTHou 3anucu anga pabotbl ¢ MegmaxpaHunueM. N3enederHne ns CYB[ nornHa n napons
NPVBUNErMPOBaHHOW YYETHOWN 3anucu A NOAKITHOYEHNS K pecypcy.

. MopkntoyeHne Kk pecypcy.



5. CoxpaHeHune B1uaeo n CKpUHLLOTOB B MegmaxpaHunuue. CoxpaHeHue TekctoBoro fiora B B/l Core.

AOMUWHUCTPATUBHLIN

7~
MSSQL/PGSQL
(1,2)

Paboyee mecTo BanaHcupoBLWmK |
agMUHMUCTpaTopa Harpyskmu CepBepbl ynpasneHus Pecypcbl

CepBuUCHbIE =H=F
onepauun —» EEE
(2) i R vl

@}? HTTPS R Q_Q_I HTTPS R
] L == o R

— &)

SMB
(2)
¥

MepgunaxpaHmnuie

=

1. MNoakntoyeHune K kabnHeTy agMuHUcTpatopa. [JoMmeHHas ayTeHTUuukaums n permctpaums/
npegocTaBrieHne BTOPOro akropa.

2. I'Ionyqul/le, ﬂ,06aBJ'IeHI/Ie N pefaktnpoBaHme 06bEeKTOB cucTEMbI. BbinonHeHne CEPBUCHDbIX OI'IepaLI,I/IVI.



== [insa OC Windows

AnnapartHble 1 nporpammHble TpeboBaHua ans yctaHosku Indeed PAM Ha OC Windows

== [ins OC Linux

AnnapatHble 1 nporpaMmmHble TpeboBaHus Ans yctaHoBku Indeed PAM Ha OC Linux

@ K CYBQ

AnnapatHble TpeboBaHua k CYB[



http://localhost:3000/privileged-access-manager/2.10/system-requirements/windows-environment/
http://localhost:3000/privileged-access-manager/2.10/system-requirements/linux-environment/
http://localhost:3000/privileged-access-manager/2.10/system-requirements/dbms-environment/

Oona OC Windows

CepBep ynpaBneHus

AnnapaTHble TpeboBaHusA

MapameTpbl 50 ceccum 100 ceccun 200 ceccun
CPU 8 Cores 16 Cores 32 Cores
RAM 8 GB 16 GB 32 GB
HDD/SSD 120 GB 120 GB 120 GB
Network adapter 1 Gb 1Gb 1Gb

lNMporpamMmHble TpeboBaHUA
OnepauunoHHas cuctema:

e Windows Server 2016 — 2022
[omeH:

* B cocraBe pomeHa Microsoft Active Directory
Beb-cepBep:

« Internet Information Services 8.5 —10.0

Moaynu ons Beb-cepsepa Internet Information Services:

O6biyHast npoBepka nognmHHocTu (Basic Authentication)

MpoBepka nognuHHoctn Windows (Windows Authentication)

Cratnyeckoe cogepxumoe (Static Content)

MNepeHanpasneHne HTTP (HTTP Redirection)



ASP.NET Core Runtime
Pacwwupenus ISAPI (ISAPI Extensions)

Pacwupsaemocts .NET (.NET Extensibility)
®dunetpol ISAPI (ISAPI Filters)

KoHconb ynpaenenus cnyx6amm 1I1S (IIS Management Console)
J[lononHuTenbHble KOMMNoHeHTbl Microsoft:

e Microsoft .NET Core 6
¢ URL Rewrite

CeTeBoOe B3anmogeuncreme

Bxopsiwime Ucxopswmne

Mpotokon [lopT OnucaHue

TCP 443 PaboTta ¢ nuyHbIMK KabuHeTtamu, API n IdP

CepBep aoctyna (RDP)

AnnapaTHble TpeboBaHusA

MapameTpbl 10 RDP vunn SSH-ceccun 50 RDP unu SSH-ceccun

CPU 8 Cores 16 Cores
RAM 12 GB 32 GB
160 GB + 5 GB Ha 320 GB + 5 GB Ha
HDD/SSD Ka)kgoro rnorb3oBaTens Kakgoro nonb3oBaTens
PAM PAM

100 RDP unun SSH-

ceccumn

32 Cores

64 GB

520 GB + 5 GB Ha

KaXXaoro rnosib3oBaTens
PAM



100 RDP vnu SSH-

MapameTpbl 10 RDP vunn SSH-ceccun 50 RDP unu SSH-ceccun .
ceccum

Network
1Gb 1 Gb 1 Gb
adapter

A NMPEOYNPEXOEHUE

TpeboBaHus paccunTaHbl ANs BblAENEHHOro r3nyYeckoro cepeepa. TeCTMpoBaHMeE BbINOMHANOCH As
ceccunt RDP n SSH.

[ns nopaepxaHunsi 3asiBNEHHOro KonM4yecTBa O4HOBPEMEHHbIX CECCU HEOBXOAMM NpoLEeccop C
nogaepxkon Simultaneous multithreading (AMD) unun Hyper-Threading (Intel).

3asABneHHOe KONM4ecTBo OAHOBPEMEHHbIX ceccun nogaepXxmBaeTca npn ycrnoBun 3axearta BUaeo C
OQHOro MOHMUTOPa B pa3peLleHnn HD. Pa3peu.|eHV|e BUOEO orpenendaeTcd HaCTpOVIKaMM MOHUTOPAa Ha
CTOPOHE KITneHTa. I'Ip|/| YBEJIMYEHUN pa3peLleHna uinn Kkonmyectsa MOHMTOPOB MakCMMalibHOe

3adABJIEHHOE KOJIN4EeCTBO OAHOBPEMEHHbIX CECCU CHU3NTCS.

cnonb3oBaHue KNMEHTCKUX NpUnoXKeHun 3anyckaemMblx ¢ cepeepa Indeed PAM B pexume RemoteApp
CHWXaeT MakCMMarnbHOE KONMYeCTBO OAHOBPEMEHHbIX CeCcCUin. BrnnsiHne kaxxgoro NpunoXXeHus Ha
MaKkCMMarnbHOe KONMMYEeCTBO OQHOBPEMEHHLIX CECCUI MHAMBUAYANBHO U ONPEeaenseTcs npu

TECTMPOBAHUMN.

Ecnn pasBepTbiBaHWE BbIMOMHAETCH B KOHKYPEHTHOW BUPTYanbHOW cpeae, TO KONM4eCcTBO
OOHOBPEMEHHbIX CECCUI MOXET ObITb MeHbLUe. [INa nogaepXku 3asBNeHHOro KonmyecTsa

O HOBPEMEHHbIX CECCUI BUPTYarbHbIA cepBep OOMKeH UMeTb 3apesepBupoBaHHble MHz n RAM
3KBUBANeEHTHble PU3NYECKOMY CEPBEPY.

MporpamMHble TpeboBaHUA
OnepaunoHHas cuctema:

o Windows Server 2016 — 2022
[JomeH:

¢ B coctaBe gomeHa Microsoft Active Directory



J[lononHuTenbHble KOMNoHeHTbl Microsoft:

o Microsoft .NET Desktop Runtime x64 Bepcus 6
e Microsoft C++ 2015 — 2019 Redistributable

Bpaysep:

e Google Chrome

e Microsoft EDGE
Pornn Remote Desktop Services:

+ Remote Desktop Services Broker (RDCB)
+ Remote Desktop Services Host (RDSH)
+ Remote Desktop Web Access (RDWA)

CeTeBOe B3anmoagencremue

Bxogsawue Ucxopawme

Mpotokon [lopT OnucaHue
TCP 3389  TlogknoyeHue K cepBepy JocTyna
TCP 5443 MpocmoTp cTpuma ceccum

Opyrne TpeboBaHusA

Yy COTPYAHUKOB C AOCTYNOM K KOHCOJTM aAMUHUCTPATopa Uit KOHCOJT/ Norib3oBaTesia pa3pelleHumne

MOHUTOpPA MO WNPUHE AOMKHO BbITb HE MeHee 1280 nukcenen, nHaye anemMeHTbl MHTepderica KoHconen
OyayT oTobpaKaTbCsi HEKOPPEKTHO.


https://dotnet.microsoft.com/en-us/download/dotnet/6.0
http://localhost:3000/privileged-access-manager/2.10/administration/management-console/
http://localhost:3000/privileged-access-manager/2.10/user-manual/user-console/

onsa OC Linux

CepBep ynpaBneHus

AnnapaTHble TpeboBaHusA

MapameTpbl 50 ceccum 100 ceccun 200 ceccun
CPU 2 Cores 2 Cores 2 Cores
RAM 4 GB 4 GB 4 GB
HDD/SSD 120 GB 120 GB 120 GB
Network adapter 1 Gb 1Gb 1Gb

lNMporpamMmHble TpeboBaHUA
OnepauunoHHas cuctema:

e OC Linux
KoHTenHepusaums:

e Docker He Huxe 18.09

o Docker Compose He Huxe 1.29.2

/\ NPEQYNPEXAEHUE

Docker gomxkeH 6bITb YCTAHOBIMEH U3 PENO3NTOPUS OUCTPUOYTMBA.

v AnbTepHaTuBHbIM cnocob yctaHoBku Docker (He pekomeHayeTcs)

B kpanHux cniydasix (korga HeT JOCTyna K peno3nTopusiMm onepaunoHHon cuctemMol u Docker) Bo3aMoXHa

yctaHoBka Docker n3 cratmyecknx GuHapHbIx pannos.




Ecnn Bbl ucnonb3yeTte onepaumoHHy0 CUCTEMY, OTIIMYHYHO OT NEPEYNCHEHHBIX MO CChISIKE, TO NpwU
yCTaHOBKe 3TUM cnocobom He ycTaHoBUTCHA Heobxoammbln ans paboTel Indeed PAM naket ¢ mogynem
SELinux. B bonblUMHCTBE cUCTEM 3TOT NAakeT Ha3bliBaeTcs container-selinux.

YcTaHoBUTE ero Bpy4HY B COOTBETCTBUU C AOKYMEHTALMEN UCMONb3yeMOr OnepaunoHHON CUCTEMBI.
Cpoenatb 9TO HYXXHO nepea, 3anyckoM CKpunTa ycTaHoBKu run-deploy.sh.

Beb-cepeep:

¢ Nginx 1.23.1 (docker-o6pa3s)
CeTeBoOe B3anmogencremue

Bxoasiwue Ucxopalme

Mpotokon lopT Onucanue

TCP 443 PaboTta ¢ nuyHbIMK kKabuHeTtamu, API n IdP

CepBep agoctyna (SSH)
AnnapaTtHble TpeboBaHuA

MapameTpsbl 50 SSH-ceccun 100 SSH-ceccun 200 SSH-ceccumn

CPU 2 Cores 2 Cores 2 Cores
RAM 2 GB 2 GB 4 GB
HDD/SSD 120 GB 120 GB 120 GB

Network adapter 1 Gb 1Gb 1Gb


https://download.docker.com/linux/

MporpamMHble TpeboBaHUA
OnepaunoHHas cuctema:

e OC Linux
KoHTenHepusaums:

o Docker He Hxe 18.09

e Docker Compose 1.29.2
CeTeBoOe B3anmoagencremue

Bxoaswue Ucxopawme

Mpotokon T[lopT OnucaHue

TCP 2222 [MNookntoveHne kK cepBepy OOCTyna

CepBep aoctyna (RDP)
AnnapaTHble TpeboBaHusA

MapameTpbl 10 RDP ceccun 50 RDP ceccun 100 RDP ceccumn

CPU 4 Cores 12 Cores 16 Cores
RAM 4 GB 12 GB 40 GB
HDD/SSD 120 GB 120 GB 120 GB
Network adapter 1 Gb 1Gb 1Gb

NMporpamMMHbIe TpeboBaHUA



OnepaunoHHas cuctema:
e OC Linux
KoHTenHepusaums:

o Docker He Hxe 18.09

e Docker Compose 1.29.2
CeTeBOe B3anmoagencremue

Bxoaswue Ucxopawme

Mpotokon [lopT OnucaHue
TCP 3389  TllogkntodeHue K cepeepy gocTyna
TCP 8443 MpocmoTp cTpuma ceccum

Hactpouku 6e3onacHoctu CIS Benchmark

Ha cepBepax PAM TpebyeTcs npumeHuTb HacTporku 6esonacHoctn CIS Benchmark, onncaHHble B PDF-

danne. MNMonyuntb an MOXXHO OAHUM M3 CNOCOOOB:

e CKayaTb paunn 3gecb

e MONy4YnTb (hann Ha odpmumnanbHOM canTe cisecurity

Opyrne TpeboBaHus

Y COTpYOHUKOB C AOCTYMNOM K KOHCONMM agMUHUCTpaTopa UM KOHCOSM Morb3oBaTters paspeLleHme
MOHUTOpPA MO WNPUHE AOMKHO BbITb He MeHee 1280 nukcenen, nHaye anemMeHTbl MHTepdenca KoHconemn

OyaoyT oTobpakaTbCs HEKOPPEKTHO.


http://localhost:3000/privileged-access-manager/assets/CIS_Docker_Benchmark_v1.7.pdf
https://www.cisecurity.org/benchmark/docker
http://localhost:3000/privileged-access-manager/2.10/administration/management-console/
http://localhost:3000/privileged-access-manager/2.10/user-manual/user-console/

KCYb

NoppepxuBaemble CYB

o Microsoft SQL Server 2012SP2 — 2022 ¢ nogaepxkon Full-Text and Semantic Extractions for Search
PostgreSQL 12-16

Postgres Pro Standard 12-16

Postgres Pro Enterprise
Jatoba 4-5

/\ NPEQYNPEXAEHUE

Mpw ncnonb3oBaHun Microsoft SQL Server o6s13aTenbHO AOMKEH ObiTh YCTAHOBMEH A0NOMHUTENbHbIN

MOAYNb — MOMHOTEKCTOBLIN U ceMaHTuyeckuit nonck (Full-Text and Semantic Extractions for Search).

AnnapaTHble TpeboBaHuA

MapameTpsbl 50 ceccun 100 ceccun 200 ceccumn
CPU 2 Cores 2 Cores 2 Cores
RAM 2GB 4 GB 4 GB
HDD 1TB 1TB 1TB
Network adapter 1 Gb 1 Gb 1Gb

MporpamMHbIe TpeboBaHUA

B cooTteeTcTBUM C ObmLManbHON JOKYMEHTaUmMen Npon3BoaUTENS.

CeTeBoOe B3aumoaeunctTeme



B cooTteeTcTBUM C ObMLManbHON JOKYMEHTaUmMen Npon3BoaUTENS.



JIlnueHsnpoBaHue

B Indeed Privileged Access Manager (Indeed PAM) ecTb ABe cxeMbl NNLEH3NPOBAHNA:

« [lo nonb3oBaTensMm u pecypcam.

e [lo ceccnsam (ogHOBPEMEHHBLIM NOAKMHYEHNAM).

/\ OBPATUTE BHUMAHWE

Bbl MOXeTe BblbpaTh TOMBKO OfHY CXEMY NULEH3MPOBAHUS B paMKkax ogHou nHctannsaumm Indeed PAM.

OTgenbHO (BHE CXeM NULEH3MPOBaHWS) MOXHO nprnobpectn nuueHsno Ha Application to Application
Password Management (AAPM). 3Ta nuueH3uns BnvsieT TONbKOo Ha AocTyn K pyHKunam AAPM u He BnivsieT
Ha BO3MOXHOCTb Morib3oBarternen ycTaHoBUTb ceccuto yepe3 PAM unv Ha BO3MOXHOCTb afMUHUCTPaTopa

nobaBunTb Nonb3oBaTento paspelueHune.

JluLieH3upoBaHue No nosib3oBaTensAM U
pecypcam

Mpwn BbIBOpE 3TON CXEMbI NIULIEH3NPOBAHNSA BaM HYXXHO ONpeaennTb KONMM4eCcTBO Nofb3oBaTenen u
KONMM4eCcTBO pecypcoB B Ballen nHctannauum Indeed PAM.

OHM 3agatoTcsa KONMMYEeCTBOM NMLEH3UI CneayoLmMx TUMNOB:

¢ [lonb3oBartenbckas — onpepnendeT Konn4ecTteo nonb3oBaTeneu, KOTOpblE CMOIyT UCMNOJ1Ib30BaTb Indeed
PAM.

¢ PecypcHas — onpegensieT KonmyecTBo pecypcoB, KOTopble MOXHO co3faTh B Indeed PAM.

Mpun BbIGOpE 3TOM CXEMbI NIMLEH3NPOBAHUSA KONMYECTBO CECCU (OQHOBPEMEHHbIX MOAKITHOYEHNI) He
orpaHunyeHo. Nonb3oBaTenbckMe NUUEH3NN MOXHO nepepacnpeaenvTb Mexay CoTpyaHUKamm (0To3BaTb
NULEH3MM Y OOHUX COTPYAHMKOB U BblAENUTb APYruM). PecypcHble NUMueH3nm MoXXHO 0CBOBOANTL U 3aHATb

APYTMUK pecypcamu.

O WHdOPMALIMSA

JTrobble NULEH3MM MOXHO AOKYMNUTD.


http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/applications/
http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/applications/

Bbigaya nmueH3uun

Monb3oBaTenbcKas NULEH3us

YUT06bI BblAaTb NONb30BaTENbCKYO NULEH3UI0, A06aBLTE NONb30BaTENO XOTS Obl OHO aKTUBHOE
pa3spelueHune. [ocne 3Toro NMUEeH3nsa aBToMaTUdecky OyaeT cuMTaTbCs 3aHATOW 3TUM Nonb3oBaTtenem. Ecnu

BCe MNosb3oBaTesribCkne NiMueH3nn ncHepnaHhbl, AobasuTb pa3pelleHne HoBoMy Nnorb3oBaTersito Helnb3A.

PecypcHas nuueH3us

YTo6bl Bbl4aTh PECYPCHYHO NULIEH3MIO, CO3f4anTe unm BocctaHoBuTte pecypc B Indeed PAM. MNocne atoro
NNUEH3NA aBTOMaTUYECKN ByaeT cunmTaTbCa 3aHATON 3TUM pecypcoM. Ecnn Bce pecypcHble nuueH3nn

mcyepnaHbl, Co3aaTtb HOBbI pecypcC Herb3A.

OT13bIB (OCBOOOXAEHUE) NTULIEH3UMN

NMonb3oBaTenbcKas NMULEH3UuNA

Monb3oBaTenbckas NUUEH3NS ocBObOXaaeTcs, Koraa Yy nonb3oBaresid He OCTaeTCA HXU OHOIro akTUBHOIO

paspeLLeHns, T.e. B pesynbrate Taknux EeNCTBUIN C pas3peLleHnsMn, Kak:

e OT3bIB
¢ [lpunocraHoBka

¢ VcTteueHune cpoka

PecypcHasa nuueH3us

PecypcHasi nuueHsuns ocBoboxaaeTcsa Npu yaaneHun pecypca.

CpoK AencTBUA NNLEH3UN
Mo cpoky AencTeus nuueHsnn boiBatoT:

e He OorpaHn4yeHHble No BpeMeEHN

e OrpaHunyeHHble KOHKPETHOW KaneHaapHoW AaTon
o [lpobHbIN Nnepuog

o [Moanucka

Mocne ncteyeHns cpoka AeNCTBUS NMULEH3NM Cneayolme onepaunm CTaHyT HEAOCTYMHbI:



o [loGaBuTb pecypc
o [lo6GaBuTb Nonb3oBaTens (gaxe nNpu HaNMYUM cBOBOAHbLIX SIULIEH3NIA)

o OTKpbITb Ceccuto (MOAKMIYMTLCS K pecypcy)

© BHUMAHME

Ecnu HeT HeorpaHMYEeHHbIX NMNLUEH3NIA, TO MNOCIIE NCTEYEHUSI CPOKa OENCTBUS NNLEH3NN NOLAKNHOYEHUS
CTaHyT HEOOCTYMHbI.

JIlnueH3anpoBaHue no ceccusam

Mpwn BbIGOpE 3TON CXEMbI NIULIEH3NPOBAHNA BaM HYXXHO 3a4aTb KONMMYECTBO CECCUN, T.€. OOHOBPEMEHHbIX
NOAKIMOYEHUN, KOTOPblE MOXHO OTKPbLIThL B Indeed PAM.

Mpwn BbIBOpE 3TON CXEMbI NIULIEH3NPOBAHNA KONMYECTBO NOMb30BaTeNen n Konn4ecTso pecypcos Indeed
PAM He orpaHun4eHo.

Bbigavya n ocBo60XaeHue nMueH3nm

CecCcroHHas NNUEH3NA CYMTAETCH 3aHATON B MOMEHT OTKPbITUA CceCCUn 1 0ocBOOOXOAETCH B MOMEHT

3aBepLUeHns ceccum (NpUYmnHa 3aBepLLEHNS HE BaXHa).

CpoOK neucTBUSA NMMUEH3Un
Mo cpoky AencTBus nuueH3nn boiBatoT:

e He orpaHnyeHHble No BpeMeHM

e OrpaHW4YeHHbIE KOHKPETHOW KaneHaapHou aaTon
o [MpobHbIn Nnepunog,

o lNognucka
[Mocne ncteyeHnsa cpoka AENCTBUA NULIEH3NN CTAHET HEMNb3sl OTKPbIBaTb CECCUMN.
[Mocne ncteyeHns cpoka OeNCTBUS NULEH3NUM OCTaHYTCA AOCTYMHbI CriefyoLmne onepaummn:

e PepaktupoBaHue paspeLleHun

o PepaktupoBaHue co3daHHbIX pecypcoB



e PepaktupoBaHue y4eTHbIX 3anvcemn

@® BHUMAHME

Ecnn HeT HeorpaHMYEHHbIX NINLEH3UI, TO NMOCNe NCTEYEHNSI CPpOKa AEUCTBUS NULEH3UN NOAKMI0YEHNA
CTaHyT HEOOCTYIHbI.

IlnueH3una Ha Application to Application Password
Management

JInueHsna Ha AAPM nossonseTt ncnonb3oBaTtb CLEHapUKM noryyYyeHnss CEKPETOB YYETHbIX 3anucen n3 Indeed
PAM CTOPOHHMMU MPUNOXEHUAMMN.

B aTOM NMUEH3UN BaM HY>KHO 3aaTb KOSIMYECTBO YYETHbIX 3anucem, K KOTOPbIM MOXHO MOMy4YnTb 4OCTYN
npu nomowm mexaHnama AAPM.

Konn4yecTtBo npunoXxeHuu, nonb3oBaTenen NpUnoXeHnn 1 paspeLleHmnin He orpaHNYeHo.

O WH®OPMALIMSA

JInueHsna Ha AAPM He 3aBUCUT OT BbIOpAHHOM CXEMbI NIULEH3NPOBAHUSI.

JTnuenaunio Ha AAPM MOXHO JOKYNUTb UK yaanuTb B 060N MOMEHT.

Bbigavya n ocBo60XaeHue nMMueH3num

JnueHsna Ha AAPM cuntaeTcs 3aHATOM B MOMEHT AobaBneHnsa y4eTHOM 3anmcu NepBoro paspeLLeHns ans

NPUNOXEeHNA.

INnuenaunsa Ha AAPM ocsoboxaaeTcsi B MOMEHT OT3biBa BCEX pa3peLUeHNin y YY4ETHOM 3anncu.

/\ OBPATUTE BHUMAHWE

lMpuocTtaHoBKa paspeLlleHnin He ocBoboxaaeT nuueHanto Ha AAPM.

Cpok aencTBUA NNLEH3UN



Mo cpoky AencTeus nuueH3nn bbiBatoT:

e He OorpaHn4yeHHbIe No BpEMEHN

e OrpaHW4YeHHble KOHKPETHOW KaneHaapHoOW AaTon
o [MpobBHbIn nepuog

o [Moanwucka

Nocne ncrevenus CpoOKa OENCTBUS NNLIEH3UN BaM CTaHYT HEOOCTYMNHbI cneaywwne onepaunin:

e [lo6aBnTb HOBbIE pa3peLlleHnd Ha NpunoXxeHund

¢ cnonb3oBaTb CUueHapuKM NoryvYeHns CeKpeToB YYeTHbIX 3anucen n3 Indeed PAM cTopoHHMMU

NPUNOXeHNAMHn



OOwmKn nnaH BHeOpeHUs

MoaroroBka MHPACTPYKTYPLI

1. ﬂpeﬂ,OCTaBﬂeHMe CepBEPHDbIX N KITMEHTCKNX peCypCOB B COOTBETCTBUN C NX CUCTEMHO-anMnapaTtHbIMN

TpeboBaHMsAMN.
2. YctaHoBKa 1 HacTpovika Cnyx6 yaaneHHbIX pabounx ctonoB (Remote Desktop Services).

3. YcTaHoBKa A0OMOSHUTENBbHbLIX KOMNOHEHTOB Microsoft anga koppekTHon paboTbl cepBepHbIX
komnoHeHTOB Indeed PAM.

4. HacTpoika ceTeBoro B3anMogemncTBusi CepBepHbIX U KIMEHTCKNX KOMMOHEHTOB B COOTBETCTBUN C

TpeboBaHMsaMN.

5. HacTtponka xpaHunuiwia gaHHeix Indeed PAM:

o [lpepnocTaBnenune gocrtyna k aksemnnsapy Microsoft SQL/PostgreSQL, PostgreSQL Pro.

o CospgaHue 6a3 AaHHbIX M HAaCTPOKKa CEPBUCHON YYETHOW 3anncy Unv npeaocTaBneHe AocTyna K

NMeLLENCS Y4ETHOM 3anucu.

6. OnpegeneHne LDAP-nyTen KOHTEMHEPOB 1 NOAPA3AeneHnin, B KOTOPbIX ByaeT pacnonoXeH katanor
nonb3oBatenen Indeed PAM B nepapxum Active Directory.

7. Co3gaHue n HacTponKa CepBMCHOM y4eTHOW 3anucn ansa paboTel ¢ kaTanorom nonb3oBatenen Indeed

PAM vnun npegoctasneHve gocTyna K UMEeLLENCa Y4EeTHOWN 3anncu.

8. CosgaHue v HacTpoKrKka CepBUCHOW YHYETHOW 3anucu Ansi cepBUCHbIX onepaunn B Active Directory unu
npegocTaBrieHne JOCTyna K UMEoLWEeNncs y4eTHOM 3anncu.

YcTaHOBKa U HacTpouKa cepBepHbIX KOMMOHEHTOB
Indeed PAM

Windows

1. Cepsep ynpasneHus (Windows)
2. Cepsep goctyna (RDP\RemoteApp)
3. Cepsep pgoctyna (SSH Proxy)


http://localhost:3000/privileged-access-manager/2.10/system-requirements/
http://localhost:3000/privileged-access-manager/2.10/preparation-for-installation/databases/
http://localhost:3000/privileged-access-manager/2.10/preparation-for-installation/active-directory-accounts/
http://localhost:3000/privileged-access-manager/2.10/preparation-for-installation/active-directory-accounts/
http://localhost:3000/privileged-access-manager/2.10/installation/windows-server-os/management-server-windows/
http://localhost:3000/privileged-access-manager/2.10/installation/windows-server-os/access-server-rdp-remoteapp/
http://localhost:3000/privileged-access-manager/2.10/installation/windows-server-os/access-server-ssh-proxy/

Linux

1. Obwas yctaHoBKa 6e3 GanaHCcMpOBKY
2. Obuwasn yctaHoBKa ¢ GanaHCUpPOBKOW

3. Cepsep pgoctyna (RDP/RemoteApp)

YcTaHOBKa U HaCTPOMUKA KITUEHTCKUX
komnoHeHTOB Indeed PAM

1. YcTtaHoBKa 1 HacTponka PamSu
2. YctaHoBKa 1 Hactpovika Indeed PAM Agent

3. YcrtaHoBka n HacTtpouka Indeed PAM Desktop Console

TecToBbIn 3anyck Indeed PAM

1. I'IpOBepKa CepBEPHbIX N KITMEHTCKNX KOMIMNOHEHTOB.

2. MNpoBepka cLeHapreB 3aKkas4nka:

HacTponka cepBucHbIX onepaunin ans pecypcos ¢ OC Windows.

HacTtporika cepBucHbIX onepauun ans pecypcos ¢ OC *nix.

HacTtpownka nonb3oBaTeribCKNX MOAKITHYEHUN.

3. YcTpaHeHue owmnbok.

3aBepLialowmm atan

1. demoHcTpauus.
2. ObyyeHue.

3. TectupoBaHue.


http://localhost:3000/privileged-access-manager/2.10/installation/linux-os/installation-without-balancing/
http://localhost:3000/privileged-access-manager/2.10/installation/linux-os/installation-with-balancing/
http://localhost:3000/privileged-access-manager/2.10/installation/linux-os/access-server-rdp-remoteapp/
http://localhost:3000/privileged-access-manager/2.10/installation/additional-components-setup/#pamsu
http://localhost:3000/privileged-access-manager/2.10/installation/additional-components-setup/#indeed-pam-agent
http://localhost:3000/privileged-access-manager/2.10/installation/additional-components-setup/#indeed-pam-desktop-console
http://localhost:3000/privileged-access-manager/2.10/service-operations/
http://localhost:3000/privileged-access-manager/2.10/service-operations/#service-operations-for-nix-resources

Iig@ Y4yeTHble 3anucu Active Directory

CospaliTe yyeTHble 3anvcu Anst paboTbl ¢ KaTanoroM norb3oBaTernen 1 Ans CEPBUCHBIX onepauui

@ Ceptudukarbl

CospgainTte cepTndukaTbl cepepa ynpasneHus

@ Ba3bl AaHHbIX

CospaiTte 6asbl AaHHbIX U y4yeTHble 3anucu ongd pa6OTbI C XpaHunuiiem gaHHbIX

Cé) Mep,uaxpaHMnMu.l,e

Cospaiite n HacTponTe hainoBoe XpaHUnuLLe

=1 CepBepbl

o

Bl

[o6asbte RDS ponb (ans Windows) nnu yctaHoBute Heobxoamnmble KOMMOHEHTbI (A5 Linux)



http://localhost:3000/privileged-access-manager/2.10/preparation-for-installation/active-directory-accounts/
http://localhost:3000/privileged-access-manager/2.10/preparation-for-installation/certificates/
http://localhost:3000/privileged-access-manager/2.10/preparation-for-installation/databases/
http://localhost:3000/privileged-access-manager/2.10/preparation-for-installation/media-storage/
http://localhost:3000/privileged-access-manager/2.10/preparation-for-installation/servers/

YyeTHble 3anucu Active Directory

Baaumopgencteue Indeed PAM ¢ KOHEYHbIMM MOMb30BaTENSIMU BbIMOMHAETCS 3a CHET YYETHOWN 3anuncu,
KoTopas byaeTt nony4atb CAMCOK Nonb3oBaTtenen n ux atpnbyThbl.

YyeTHada 3anucb Oonsa padboTbl C KaTarorom
nonb3o0oBaTenen

1. 3anycTtute ocHacTky Active Directory — nonb3oBaTtenu u komnbrotepsbl (Active Directory Users and
Computers).

2. Bbl30BUTE KOHTEKCTHOE MEHIO KOHTENHEpa Unn nogpasgeneHus.
3. Buibepute nyHkT Co3paTtb (Create) — Nonb3oBartenb (User)
4. YkaxuTte ums, Hanpumep, IPAMADReadOps

5. 3anonHuTe obsizatenbHblie NoNs u 3aBepLlinTte co3gaHne yquH0|71 3arncu

Nnn ncnonb3dymnTe yxxe CO3AaHHYI YYETHYHO 3anuch.

YyeTHaqa 3anucb Ans CepBUCHbIX onepaunn B
Active Directory

1. 3anycTtute ocHacTky Active Directory — nonb3oBaTtenu n komnbrotepbli(Active Directory Users and

Computers).
. OTKpOWiTE KOHTEKCTHOE MEHIO0 KOHTEMHEepa Unu nogpasgeneHus.
. Beibepute nyHkT Co3aatb(Create) — Nonb3oBaTenb (User)
. YkaxuTte nms, Hanpumep, IPAMADServiceOps
. 3anonHuTe obsa3artenbHble NONS U 3aBepLUMTE CO3aHNe y4EeTHON 3anmcu.
. OTKpONTE KOHTEKCTHOE MEHIO KOHTEeNHepa, nogpasaeneHns Unm KOpHa AoMeHa.
. Beibepute nyHkT CBoncTBa (Properties)
. Mepengute Ha BkNagky besonacHocTb (Security)

. Haxxmute lo6aBuTb (Add)

O © 0o N oo o0k~ w N

—

. Boibepute yyeTHyto 3anucs IPAMADServiceOps 1 HaxxmuTe Ok

[
—

. Haxxmnte flononHuTtenbHo (Advanced)



12. BbibepuTte yyeTHyto 3anucs IPAMADServiceOps 1 Haxmute U3ameHnTb(Edit)

13. YctaHosute ang nons NMpumeHsieTcs k:(Applies to:) 3HadyeHne [loyepHMe 06 BLEKTDI:

Nonb3oBaTtenb (Descendant User objects)
14. B pasgene Pa3peweHus: (Permissions:) otmetsTe Copoc napons (Reset password)

15. CoxpaHuTe BHECEHHbIE N3MEHEHUS

Nnu ncnonb3ayiite yxe co3faHHyo YYeTHY0 3anuch.



CepTudukarsbl

MoarotoBka

Windows

1. Co3gatb cepTudmkaT cepBepa ynpasneHus (Tpebyertcs Bbigate ceptudmkat gomeHHoro CA) co
cnegywowmmmn atpmbytamm:
i. Subject: Common name — <DNS cepBepa ynpasneHus>
ii. Subject Alternative name:
a. DNS — <DNS cepBepa ynpasneHus>



b. DNS — <DNS pgomeHa>

CeoiicTea cepTudukara X

& Cybvext Ofwme PacwmpeHna 3aKpoiTold kmod  LleHTp ceptuduxkawm  Moanuce
Cy6rvexT cepTndmnkaTa - NONL30EATEND WAK KOMNBIOTED, AN18 KOTOPOro BbiMyLLEH
ceptudpukar. MoxxHo onucars TUNBbI UMEH CyOBEKTOB M YKa3aTb aNbTEPHATUBHbLIE MMEHA,
KOTOpbIE MOrYT UCNONB30BATLCA B CEPTUDUKATE.

Cy6vexT ceptndmkara

Mone3oeatens MAK KOMNEBIOTEP, NOAYYAOLWMIA cepTudukar

Mma cybrexra:

Tun: CN=ub-mng.indeed.com

‘Oﬁu.;,ee UMA v Job6aguts >
3HaveHne
< Ypanute
AononHuTensHoe UMa:;
Tun: !
' 1 ub-mng.indeed.com
(Expeolns v
3HayeHne: NoGasw >
< Ypanute

2. CepTudukaTt yooCTOBEpPSHOLLErO LleHTpa

Linux

1. CosgaTb cepTudumKkaThl ANs KaXO0ro cepBepa, Ha KOTOPbIN NiiaHMpPyeTca ycTaHOBKa KOMMOHEHTOB PAM
(TpebyeTcsa Bbiaatb ceptudumkat gomeHHoro CA) co cnegyowwmmm atpubytamu:

i. Subject: Common name — <DNS cepBepa komnoHeHTa PAM>

ii. Subject Alternative name:



a. DNS — <DNS cepsepa komnoHeHTa PAM>

b. DNS — <DNS gomena>

CeoiicTea ceptudukara

& CybbekT Ofwme Pacumperms 3aKpoiTolii Kmod LleHTp ceptudmkawm  MNoanmcs

CyBvexT ceptndukara - NONLIOBATENL MNN KOMNBIOTEP, ANA KOTOPOro BbiNyLLEH
ceptudukat. MoxxHO onucats TMNBI MMEH CyGBEKTOB W YKa3aTb 3NLTEPHATHBHDIE MMEH],
KOTOpbI€ MOTYT UCMONBb30BATECA B CEPTUdUKATE.

Cy6uvexT ceprnduxara

Monesceatens man KOMNBIOTEP, NOAYYAOWMIA cepTudukarT

Mma cybrexra:

Twun:
OBuwee nma v

3Ha4YeHune:

HAononHutencHoe nMa:

Twun:

Cnyx6a DNS v|

3HayeHune:

HNo6aeuts >

< Ypanute

Nobaeute >

< Ypanute

CN=ub-mng.indeed.com

ub-mng.indeed.com
indeed.com

/\ MPEOYMNPEXOEHUE

ATpunbyTbl cepTudukaTa AoMmKHbI ObiTb yKa3aHbl B HXXHEM PErNCTpE.

2. CepTudukaTt yooCTOBEpPSHOLLErO LleHTpa

JKcnopTt cepTtucpumnkaroB



Windows
Ha cepBepe ynpaBneHus obaButb cepTudukaT cepepa ynpasneHus B NMMYHble cepTudmkaTsl.

CepTtudukat yqocToBepsitoLLero LeHTpa 4o6aBnTb B 4OBEPEHHbIE KOPHEBbIE CEPTUGMKATLI HA BCEX

cepBepax, rae 6yayT ycTaHOBMNEHblI KOMNOHEHTbI PAM.

Linux

Ceptudumkatel cepsepoB komnoHeHToB PAM akcnoptupoBaTh B oopmate PFX ¢ ognHakoBbIM 4515 BCeX

cepTudurKaToB nNaponem.

CepTudomkat yaocToBepsitoLLero LeHTpa akcnoptupoBath B (bopmate CRT (Base64).



Bba3bl AaHHbIX

[na xpaHeHuna gaHHbIX Indeed PAM ncnonb3syet crneaytowme b/:

e Core — B[] komnoHeHTa Indeed PAM Core, ncnonb3ayerca ans XxpaHeHns AaHHbIX NPUBUNENMPOBAHHbIX

YYETHbIX 3anncen, pecypcoB, paspeLleHni, 1 NPoYnx cepBUCHbIX AaHHbIX Indeed PAM.
e CoreJobs — B[] komnoHeHTa Indeed PAM Core, ncnone3syetcs Ans XxpaHeHUa 3agay no pacrnnucaHuio.

e ldp — B[] komnoHeHTa Indeed PAM IdP, ncnonbayetcsa ona xpaHeHUst ayTeHTUPUKaToOpoB

nons3oBaTenen n agmuHuctparopos Indeed PAM.
e IdpJobs — B[] komnoHeHTa Indeed PAM IdP, ncnone3syetca ana XxpaHeHus 3agad no pacrnmcaHuio.

e LS — B/l komnoHeHTa Indeed Log Server, ncnonb3syetcs Ans xpaHeHnsa cobbitus Indeed PAM.

Co3pgaHue 6a3 gaHHbIX
MSSQL PostgreSQL

1. 3anyctute Microsoft SQL Management Studio(SSMS) 1 BbINONHUTE NOAKITOYEHME K 9K3eMNIISpy
Microsoft SQL Server.

2. OTKpoWnTEe KOHTEKCTHOE MeHI0 NyHKTa Ba3bl aaHHbIX (Databases).
3. Belbepute nyHkT HoBas 6a3a gaHHbIx (New Database).
4. YkaxunTte nma 6asbl gaHHbIX, Hanpumep: Core, Coredobs, Idp, IdpJobs, LS.

5. Haxxmute OK.

Co3pgaHue U Ha3Ha4YeHue y4eTHOM 3anucu ansa
paboThbl C XpaHUNULLEM OAaHHbIX

MSSQL PostgreSQL

1. 3anyctute Microsoft SQL Management Studio(SSMS) v BbINONHUTE NOAKITIOYEHUE K IK3EMMNNAPY
Microsoft SQL Server.

2. PackpowTte nyHKT BesonacHocTb (Security).
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. OTKpounTe KOHTEeKCTHOe MeHto nyHkTa UMeHa ans Bxoaa (Logins).
. Boibepute nyHkT Co3aatb uma ansa Bxoaa (Create login).
. Ykaxute nus, Hanpumep, IPAMSQLServiceOps.

. Beibepute T1n NMpoBepka noanuHHocTn SQL Server (SQL Server authentication) n 3anonHuTe

HeobxoauMble nons.

. NMepengute B nyHKT ConocTtaBneHue nonb3oBatenen (User Mapping).
. OTmetbTe Bl Core, CoreJobs, Idp, IdpJobs, LS.

9.
10.

OTtmetbTe npaBa db_owner, db_datareader n db_datawriter.

Haxmute OK.

(D NPUMEYAHUE

MpaBa db_owner ons Microsoft SQL Server Tpebytotca Tonbko Ang nepsoro obpawenns k b.

(D NPUMEYAHUE

Ansa pabotel PAM TpebyeTcs BbINOMHUTL YCTAaHOBKY cepTudmkaTta ana nHctaHca MSSQL



MeavnaxpaHunuiie

dannosble xpaHunuia HeobxoaMMbl AN arperauumn n JoNroCPOYHOro XpaHeHUst BUaeo3anucemn, CHUMKOB

3KpaHa 1 nepefaBaemMblX B ceccusax pannos.

Co3paHue n HacTpounKka hannoBoro xpaHunuiia

1. BbInOnHWUTE BXOA Ha cepBep, KOTopbIN ByaeT BbICTynaTb B ponn hansioBoro XxpaHunuiia.

2. Cospawure kaTtarnor, Hanpumep, IPAMStorage.

3. Bbi3oBUTE KOHTEKCTHOE MEHIO KaTanora, Bbibepute nyHKT NMpegoctaBuTb goctyn K (Give access to)
n OTaenbHbIe noau (Specific people).

4. Beegnte nms yyetHon 3anucu, Hanpumep, IPAMStorageOps v HaxmuTe lo6aBuTb (Add).

5. BoibepuTte IPAMStorageOps 13 cnvicka gobaBneHHbIX nameHnTe YpoBeHb pa3spelwueHun (Permission
level) Ha YTeHne u 3anuck (Read/Write).

6. Haxmute NMopenutbea (Share).



CepBepbl

Windows Linux

Bce cepBepbl, Ha KOTOpblE NNaHUPYETCSt yCTaHOBKA KOMNoHeHToB PAM [OmKHbI HAXOAUTLCSA B OOHOM

AOMeHe, B ogHOM ceTn n obpaluartbcsa k ogHoMmy DNS cepsepy.
CepBep goctyna

CepBep goctyna npMHMMaEeT yaaneHHble NOAKMYeHns nonb3osatenen PAM 1 aBTomatuyeckn oTkpbiBaeT

yaaneHHble NOAKMI0YEHUS K KOHEYHBIM pecypcam OT MMEHW NPUBUIIErMPOBAHHbIX YY4ETHbLIX 3anuncen.
[ns passopadnBaHus ponn RDS Heobxoaum "uncTein" Windows Server B coctaBe JOMeEHa:

e KHEMY He NPUMEeHARTCA rpynnosBble NMOJINTUKN, CBA3aHHbIE C yOaneHHbIM OOCTYNOM;

e Ha HEM OTCYTCTBYHIOT ntobble n3 komnoHeHToB ponv RDS (RDCB, RDG, RDL, RDSH, RDVH, RDWA).

PazBopaunBaHue ponn Remote Desktop Services

1. OTkponTe Server Manager ([ucnetyep cepeepoB), B MeH0o Manage (YnpasneHue) Bolbepute nyHKT
Add Roles and Features ([Jo6aBuTb ponv 1 KOMMNOHEHTbI)

2. Ha ware Installation Type (Tunbl yctaHoBKK) BbiGepuTe NnyHKT Remote Desktop Services installation
(YcTtaHoBka cny6 yganeHHbIx pabovnx CTonos)

3. Ha ware Deployment type (Tunbl passeptbiBaHus) Boibepute nyHKT Standard deployment
(CtaHpapTHOE pas3BepTbiBaHME)

4. Ha ware Deployment scenario(CueHapui pa3sepTbiBaHUSs1) BblbepuTe NyHKT Session-based desktop
deployment (Pa3sepTbiBaHne pabo4ymx CTONOB Ha OCHOBE CEaHCOB)

5. Ha warax RD Connection Broker (IMocpegHuk nogkntoveHuin), RD Web Access (Beb-goctyn), RD
Session Host (Y3en ceaHcoB) BbibepuTe MMSA TEKYLLETO cepBepa

6. Ha ware Confirmation ([NogTeepxaeHne) otmeTbTe ranodkon Restart the destination server
automatically if required (ABTOMaTnyeckn nepesanyckaTb KOHEYHbIV CepBep, ecnu 3To noTpebyetcs),

BblbepuTe Deploy (PassepHyTb) N JOXOUTECH Nepe3arpy3ku cepaepa.



 OC Li
E‘l inux NUNoTHaA yctaHoBKa (0AUH cepBep)

[nsa o3HakomneHus ¢ Indeed PAM

:[::\ daitnbl KoHUrypaumm

KonunyecTBo rnaB: 2

(ed ]

00 ; OC Windows

Konnyectso rmas: 3

Ej OC Linux

KonunyectBo rnas: 3

%% HacTtpouka IS

[obasbTe 3anuck B peecTp u HacTponTe IS (ans Windows)



http://localhost:3000/privileged-access-manager/2.10/installation/simplified-installation-on-linux/
http://localhost:3000/privileged-access-manager/2.10/installation/configuration-files/
http://localhost:3000/privileged-access-manager/2.10/installation/windows-server-os/
http://localhost:3000/privileged-access-manager/2.10/installation/linux-os/
http://localhost:3000/privileged-access-manager/2.10/installation/iis-setup/
http://localhost:3000/privileged-access-manager/2.10/installation/additional-components-setup/

‘ £03 i YcTaHOBKa M HaCTPOWMKa KITMEHTCKMX KOMMNOHEHTOB

YcraHoBuTe u HacTponte PamSu, PAM Agent n PAM Desktop Console

% Hactpoiika RADIUS

Otpepaktunpyite chann koHdurypaumm appsettings.json

§03 | HacTtpounka noanucu RDP-channa

OTtpepaktupyite chann koHdpurypaumm appsettings.json

HacTtpoika ogHopa3oBoro naponsi no Email

Otpepaktupyite hann kKoHdurypaumm appsettings.json (onuuoHanbHO)

0O .
Qd BknioueHue nepesanycka KOHTeMHEPOB CEePBUCOB NPOKCHU

Bkntounte nepesanyck koHTerHepoB A5 cepepoB goctyna RDP Proxy n SSH Proxy (onumoHansHo)



http://localhost:3000/privileged-access-manager/2.10/installation/additional-components-setup/
http://localhost:3000/privileged-access-manager/2.10/installation/additional-components-setup/
http://localhost:3000/privileged-access-manager/2.10/installation/radius-configuring/
http://localhost:3000/privileged-access-manager/2.10/installation/rdp-file-signature-configuring/
http://localhost:3000/privileged-access-manager/2.10/installation/totp-second-factor-via-email-setup/
http://localhost:3000/privileged-access-manager/2.10/installation/recycling-of-proxy/

® || NHTerpaumns co CTOPOHHMMM KaTanoramu nonb3oBaTenen

HacTtponTte uHterpaumto ¢ katanoramu nons3osatenen FreelPA, OpenLDAP, ALD Pro (onuuoHarnsHo)



http://localhost:3000/privileged-access-manager/2.10/installation/adding-user-catalog/

OC Linux nunoTtHaa yctaHOBKa (oAuH
cepBep)

A NMPEOYNPEXOEHUE

B coctaB nnnoTHOM yCTaHOBKM BXOAUT YCTAHOBKA KOMMOHEHTOB CepBepa ynpaBieHus n cepeepa
poctyna (SSH-Proxy\RDP-Proxy) Ha oanH cepsep. Nogxoant ans osHakoMmnenus ¢ Indeed PAM. He
peKoMeHAyeTCsa Ansa Kcnnyaraumm B NPOMbILLIIEHHON cpeae.

NoarortoBKa

I'Iepe,u, Ha4vyalioM YCTaHOBKM O3HAaKOMbTECbH C pa3aersioMm noAarotoBk/ K YCTaHOBKE.

Ceptudumkarnbi

CepTtudumkaTt ygocroBepsiroLiero LeHTpa

lMepeHecute ceptudmkat YL B auctpudytme no nytn indeed-pam-linux\state\ca-certificates

Ceptudukar cepBepa

MepeHecuTe cepTudumkar cepepa B auctpmbyTtme no nytn indeed-pam-linux\state\certs

vars

1. Nepengute no nytn indeed-pam-linux\scripts\ansible 1 otkporite gann vars.yml.
2. Hangute cTpoky # pfx_pass: "ENTER_HERE" W yganurte #.

3. BmecTto ENTER_HERE YKaxXuTte naposib ot CepTUMUKaTOB U COXpPaHUTE N3MEHEHUSI.

NMnockun hann KoHdpurypauum

1. Nepengnte B nanky auctpubyTtmea indeed-pam-linux.


http://localhost:3000/privileged-access-manager/2.10/preparation-for-installation/

2. IameHunTe pacwmpeHue avina config.json.template c template Ha json.

3. Yb6egutechb, 4to dann Tenepb HasbiBaeTcs config.json.

3anonHuTe yKkasaHHble Nons B 3ToM harnne KoHurypaumm:

1 {

2 "DefaultServer": "TARGET_SERVER_FQDN", // K 3anosHeHut

3 "DefaultDbServer": "pgsql",

4 "DefaultDbUser": "admin",

5 "DefaultDbPassword": "Qlw2e3r4",

6 "IdpAdminSids": [

7 "AD_ADMIN SID" // K 3anosiHeHurw

I

9  "CoreServiceStorageConfiguration": {
10 "Type": "FileSystem",
11 "Settings": {
12 "Root": "/mnt/storage"
13 }
14},
15 "GatewayServiceStorageConfiguration": {
16 "Type": "FileSystem",
17 "Settings": {
18 "Root": "/mnt/storage"
19 }
20},
21 "Database": "pgsql",
22 "LogServerUrl": "http://1ls:5080/api",
23 "EncryptionKey": "3227cff10b834ee60ad285588c6510ealbdded5b24704cf644a51d2a9db3b7e5",

// K 3anosaHeHuw

24 "ActiveDirectoryDomain": "AD_FQDN", //K 3anosiHeHui
25 "ActiveDirectoryContainerPath": "USER_CONTAINER_DN", // Kk 3anosHeHuw
26 "ActiveDirectoryUserName": "AD_SERVICE_USER_NAME", // K 3anosiHeHuw
27 "ActiveDirectoryPassword": "AD_SERVICE_USER_ PASSWORD", // K 3anosHeHuw
28 "ActiveDirectorySsl": false,
29 "IsLinux": true,
30 "ThreadPoolSize": 8,
31 "Enable2faByDefault": true,
32 "enableOrganizationalUnits": false
33 }
34

MapameTpbl:



DefaultServer — FQDN cepBepa, Hanpumep server.domain.local.com.

DefaultDbServer — FQDN cepBepa 6a3bl faHHbIX, Hanpumep server.domain.local.com. [Ons

YyCTaHOBKM Ha nunoTe nokanbHoro docker obpasa pgsql Bmecte ¢ PAM Tpebyetcs ykasaTtb pgsql.

DefaultDbUser — nonb3oBaTens 6a3bl AaHHbIX. [1pn ycTaHoBKe nokanbHoro Docker-obpasa pgsql

BmecTe ¢ PAM TpebyeTtca ykasaTb admin.

DefaultDbPassword — naponb none3osartens 6a3bl gaHHbIX. [Mpn yctaHoBke nokanbHoro Docker-
obpasa pgsql Bmecte ¢ PAM TpebyeTcs ykaszaTtb Qlw2e3r4.

IdpAdminSids — SID AgmuHucTtpatopa u3 katanora Active Directory.

CoreServiceStorageConfiguration — nyTb 40 MeguaxpaHunuiia, otkyaa komnoHeHT Core byget

YynTatb apTedakTbl CECCUN.

GatewayServiceStorageConfiguration — nyTb 0O MegmaxpaHunuia, Kyga dyayT 3anucbiBaTbCs
apTedakTbl CecCcui.

Database — Tun 6a3bl AaHHbIX, 418 NUnoTa ykasaTtb pgsql.

LogServerUrl — URL-agpec ans obpaweHnnsa kK komnoHeHTy LogServer. OctaBbTe 3Ha4YeHue no

YMOJTYaHNI0.
EncryptionKey — kntoy wingposaHus. MoxxHO BOCMNOMb30BaTbCA KNHOYOM, YKa3aHHbIM BbiLLE.

(D NPUMEYAHUE

PekomeHayeTcs creHepupoBaTb HOBbIV KoM WMdpoBaHus 6a3bl C MOMOLLBIO YTUANTHI
IndeedPAM.KeyGen.exe, Haxogswencs no nytn indeed-pam-tools\key-gen.

ActiveDirectoryDomain — DNS gomeHa, Hanpumep domain.local.com.

ActiveDirectoryContainerPath — nyTb k nonb3oBatensam Active Directory, Hanpumep
DC=indeed,DC=test.

ActiveDirectoryUserName — nms nonb3oBatens anga nogkniodeHna k Active Directory.
ActiveDirectoryPassword — naponb nonb3oBatens ansa nogknodeHus k Active Directory.

ActiveDirectorySsl — napametp otBevaeT 3a BbIb6op nogknioveHms no LDAPS.



¢ IsLinux — napametp, oTBe4aoLWnn 3a NPUMEHEHNE HACTPOeK No ymondaHuo ans Linux n Windows

CUCTEM.

¢ ThreadPoolSize — O6Lee konnyecTBo co3gaBaeMblx NOTOKOB B rdp-proxy. OcTaBbTe 3Ha4YeHue no

YMOIMYaHUIo.

o Enable2faByDefault — napametp, oTBevatowmin 3a 3anpoc 2FA y nonb3oBaTenen no yMoryaHuio.

+ enableOrganizationalUnits — napametp, oTBevatowmnin 3a gobasneHve pasgena Ctpykrypa B PAM.

Mpumep 3anonHeHHoro danna config.json

1 {

2 "DefaultServer": "pamserver.indeed.local", // k 3anosHeHut
3 "DefaultDbServer": "pgsql",

4 "DefaultDbUser": "admin",

5 "DefaultDbPassword": "Qlw2e3r4",

6 "IdpAdminSids": [

7 "S-1-5-21-2099084505-2851035876-2509165319-1112" // Kk 3anosHeHUH
8 1,

9 "CoreServiceStorageConfiguration": {
10 "Type": "FileSystem",
11 "Settings": {
12 "Root": "/mnt/storage"
13 }
14},
15 "GatewayServiceStorageConfiguration": {
16 "Type": "FileSystem",

17 "Settings": {

18 "Root": "/mnt/storage"

19 }

20},

21 "Database": "pgsql",

22 "LogServerUrl": "http://1ls:5080/api",

23 "EncryptionKey": "3227cff10b834ee60ad285588c6510ealbdded5b24704cf644a51d2a9db3b7e5",

// K 3ano/IHeHuw

24 "ActiveDirectoryDomain": "indeed.local", // k 3anosHeHuw

25 "ActiveDirectoryContainerPath": "OU=PAMUsers,DC=indeed,DC=local", // Kk 3anosHeHuw
26 "ActiveDirectoryUserName": "IPAMADReadOps", // K 3anosiHeHut
27 "ActiveDirectoryPassword": "!Q2w3e$R", // K 3anosHeHui

28 "ActiveDirectorySsl": false,

29 "IsLinux": true,

30 "ThreadPoolSize": 8,

31 "Enable2faByDefault": true,



"enableOrganizationalUnits": false

YcTtaHoOBKa

1. NepeHecuTe nanky guctpubytmea indeed-pam-linux Ha ueneson Linux-pecypc.

2. Ecnu BbINonHeHbl HacTporikn 6esonacHocTn CIS Benchmark Docker, To 3anycTuTte CkpunT YCTaHOBKU

KOMaHOoMn:

sudo bash run-deploy.sh

Ecnu He BbInonHeHbl HacTporku 6eszonacHoctu CIS Benchmark Docker, To 3anyctute ckpunt

YCTaHOBKM KOMaHOoun:

sudo bash run-deploy.sh --bench-skip

3. Ha atane Enter target IP HaxxmuTe ENTER.
4. [pwn 3anpoce BBeANTE NMS NTOKaNbHOro nonb3oBatens ¢ npasamu sudo (Hanpumep, root) n ero napone.

5. [loxxauTecb OKOHYaHUS YCTaHOBKM.

() VH®OPMALSA

Ecnu ckpunT npepBancs ¢ olwmnbkon, To oTnpaBkTe dhain ¢ floraMy B TEXHUYECKYH MOOOEPXKKY.



http://localhost:3000/privileged-access-manager/2.10/system-requirements/linux-environment/#cis-benchmark
http://localhost:3000/privileged-access-manager/2.10/system-requirements/linux-environment/#cis-benchmark
http://localhost:3000/privileged-access-manager/2.10/problem-solving/configuring-and-collecting-logs/

= | 3anyck Web-Wizard

3arpyauTte u 3anyctute Web-Wizard (ans Linux)

:[1:\ HacTtpowka cpannos koHdurypawmm

3anonHute nons Web-Wizard



http://localhost:3000/privileged-access-manager/2.10/installation/configuration-files/web-wizard-launch/
http://localhost:3000/privileged-access-manager/2.10/installation/configuration-files/configuration-files-setup/

3anyck Web-Wizard

1. 3arpysuTe 1 pacnakymte auctpubyTms Ha Linux MalwmnHy 1 nepengute B QUPEKTOPUIO ANCTpUbyTnea

2. BbInonHute komaHay

sudo bash run-wizard.sh

3. JoxauTech BbINOMHEHUS CKpUnTa

i[ro 1tmng291 client-dist]# bash run-wizard.sh

Docker: Installed and working

4. MNMocne BbinosHeHUs ckpunta nepengute no URL, ykazaHHOMY B KOHCONU

Bxoa B PAM Configuration Wizard

¥kaxumTe kog, koTopeld npunoxernne PAM Configuration Wizard ykazano npw
CTapTe B NOTaX

Kog ayTeHTUdmrKaLmm



5. B none Kog ayteHTudmkaunmn eeegmte AutenticationCode, ykasaHHbIN B KOHCOMM MOCIE BbINONIHEHUS
ckpunTa

6. Beibepute HoBas koHGurypauus

PAM Configuration Wizard I Buixos l

Kakyro KoHpurypauuno PAM Bbl XOTUTE HacTpouUTb?

= \ =
()
Hoeaa koHQUrypauns Tekywan kKoHOWIypauwna

h% -

7. lNepexoaute K cnegyrowemy pasgeny AoKymeHTaumm Hactponka gpannos KOHurypawumm

8. lNocne 3aBepLUEHNA HACTPOKMKKN 1 3arpy3ku bannos KOHUrypaumm octaHoBuTe paboTy web-wizard,

BbIMOJTHUB KOMaHOYy

sudo bash stop-wizard.sh


http://localhost:3000/privileged-access-manager/2.10/installation/configuration-files/configuration-files-setup/

HacTtpouka cpannoB KoHurypauum

1. Boibepute OC, Ha KOTOpYI0 NNaHMpyeTCca ycTaHoBKa 1 Haxmute [lanee.

PAM Configuration Wizard

© Linux

Mnaatdopma
Bce komnoHenTel paboTaoT B KOHTelHepax Docker

Windows
Bce komnoHenTsl pabotaroT B 1S

Cepeep aoctyna SSH eceraa pabotaet Ha Linux, a cepeep aoctyna RDS
Bceraa pabotaet Ha Windows

2. Beegute nonHoe gomeHHoe ums (FQDN) cepeepa ynpasneHus B norne Agpec cepBepa ynpaBrieHus:.
3anonHute none IP-agpeca cepBepoB aoctyna PAM.
MoxHO ykasaTb B crieyroLmx popmartax:

o EauHnyHbin IP-agpec.
Mpumep: 192.168.0.1.

o [umanasoH IP-agpecos (nepBbin 1 nocnegHun IP-agpeca ananasoHa, ykasaHHble Yepes aeduc).
Mpumep: 172.168.0.0 - 172.168.255.255.



o [Moacetb (B hopmarte IP/macka).
Mpumep: 10.0.0.0/8.

Bbl MOXeTe yka3aTb HECKOIMbKO 3Ha4YeHUN Yepes 3ansaTyro UM TOYKY C 3andTOu.
I'Ipl/lmep: 192.168.0.1, 192.168.0.2, 172.168.0.0 - 172.168.255.255, 10.0.0.0/8,
2001:0db8:abf2:29ea:5298:ad71:2ca0:4ff1.

/\ NPEAYNPEXAEHUE

He octaBnante none nyctbiM. Ecnn xotTuTte paspelunTsb BCe CETU, TO YKaxXunTte 0.0.0.0/0; ::/0.

PAM Configuration Wizard

Mnarbopwma Anpec cepBepa ynpaeneHua

Aapeca cepaepos pam-mng.test.local

Management Console:  https.//pam-
mng.test.local/pam/mc

User Console: https://pam-
mng.test.local/pam/uc
Core: https://pam-
mng.test.local/pam/core
IDP: https://pam-
mng.test.local/pam/idp
Log Server: https://pam-

mng.test.local/ls/api
IP anpeca cepeepog goctyna PAM (RDS, SSH, RDF proxy)

192.168.177.100, 192.168.177.101

Haxmute Oanee.

3. B cnepytoliem okHe ykaxuTe uHdopmauuio o 6ase gaHHbIX: Tun cepBepa, Aapec cepBepa, BBeanTe
MNOMMH 1 Naposib YY4eTHOW 3anucu ans padbotsl ¢ 6azamun gaHHbIX B nons MNMonb3oBatens v Maponb.

OcrtaBbte onumio 106aBUTHL HOBbIN KIHOY WM POBAHUA BbIKITHOYEHHOMN.


http://localhost:3000/privileged-access-manager/2.10/preparation-for-installation/databases/

PAM Configuration Wizard ‘ 3aKpsiTs |

Tun cepeepa

Mnargopma
Ajpeca cepeepog PostgreSQL ~
Bbasa gaHHbIX Aapec cepeepa

pam-str.test.local

Monb3cBaTens

IPAMSQLStorageOps

Maponb

JlobaenTk HOBLIN KoY WMDPOBaHMA

TpebyeTcA ANA NOCTENEHHOND NepelkdpoeaHA Bazel JaHHe. MNocne
33BEPLUEHNA MMIPaLLMK CTapeIf KNOY J0mxeH BbITh YAaneH W 3aMeHeH
HOBEIM,

[Jna nepeoHauvantHoi yeTaHoekM PAM Heobxoanmo BpYUHYO 40
3anycka PAM cozgate DBaskl AaHHbIX C UMEHAMM:

* Core
* Corelobs
* |dp
ldplobs

m

/\ MPEOYNPEXOEHUE

[nsa ncnonb3oBaHnsi UMeHoBaHHOro MSSQL-nHcTaHca TpebyeTcst BHECTU U3MEHEHNS B dhannbl
KOH(purypaumm core, idp, Is, ykasaB nHctaHc B pasgerne ConnectionString none Data Source,
Hanpumep Data Source=storage.indeed.local\\sqglexpress.

B dannax koHdurypaumm core un idp TpebyeTtca ykasbiBaTb MHCTAHC Yepes 2 criewwa: \\sqlexpress.

B dhanine koHdurypauum Is TpebyeTcs ykasbiBaTb MHCTaAHC Yepes 1 cnew: \sqlexpress.

Haxmute Oanee.

4. Bbibepute Tun xpaHunuuia.
Bo3MOXHbIe 3Ha4YEeHUS:

o ®dannosaga cucrema



o SMB
o S3

PAM Configuration Wizard

Mnatdopma Tvn XpaHnanwwa

Aapeca cepsepos Dainoean cMcTema v
®Mainoean cucrema

basa aaHHbIX SMB
S3

XpaHWnuLLe faHHBIX

Mpwn BIbOpe SMB 3anonyute nons: CeteBoun nyThb, [lomeH, Umsa nonb3oBartens v Naponb.



PAM Configuration Wizard

Tun xpaHuavia

Mnatdopma

Anpeca cepeepoB SMB v

baza gaHHbIX Ceresoii nyTs

XpaHuAmiLe AaHeIX \\MEDIA-DATA-SERVER\PamStorage

PAM cozpact chnegyollime NoAAMPEKTOPMKA B XPaHWIMLLE ANA XPAHEHKA
apTedakToB CeccuM:

* Media — BMASO U CKPWMHLIOTEI CECCHM

* Files — nepegaHHbie BO BPEMA CECCMM Gainbl

Oomen

COMPANY-DOMAIN

ma nons3soeatens

storage-admin

Maponb

Mpwn BoIGOpe S3 3anonHuTe nons: CeteBon agpec S3 cepBepa, NyTb A0 KOPHEBOM AUPEKTOPUMN
xpaHunuwa Ha S3 cepBepe, UneHTndumkatop knro4va gocrtyna (access key id), CekpeTHbIN KoY
poctyna (secret access key). [lpy He06X0AMMOCTU 3aNONHUTE ONUUOHanbHbIE Nons: PernoH,

OrpaHunyeHune nokauun.



PAM Configuration Wizard

Tun xpaHunnLLa

Mnatdopma
Aapeca cepeepoe 53 e
bBaza paHHEIX Cetesoil agpec 53 cepespa

XpaHuAuwe AaHHBIX

[MyTe A0 KOPHEEOR JMPEKTORMKM XPaHMNKLILE Ha 53 cepeepe

fPam5torage

PAM cosaact casgytowme NogaMpeKTopyy B XPaHUAKLLE ANA XPAHEHHMA apTedaKTos
CECCuM

* Media — sngeo 1 ckpUHWOTE ceccHi

* Files — nepegassbie B0 BpEMA ceccui dalinel

WaenTudukaTop kaoua goctyna (access key id)
CekpeTHelid knou JocTyna (secret access key)

Pervon

OnyunonaneHoe none, ¥kaxute, ecnun storo Tpebyer 53 cepeep.

OFpaHMHeHHE NOKALKMK

OnuuoHaneHoe none, ¥kaxure, ecnu 3toro Tpedyet 53 cepeep.
A

Haxmute Oanee.

5. B cnegytouwem okHe ykaxute DNS gomeHa, DN koHTeHepa kaTtanora nonb3osaTenen, BBeanTe NoruH
N Naposb YY4ETHOW 3anncu Ans YTeHUs Katanora nonb3oBaTtenen, n otmeTstre Tpebyetca nu

ncnone3osatb NpoTokon LDAPS npu yteHumn katanora (no ymonyaHuo ncnosnbayercs npotokon LDAP)


http://localhost:3000/privileged-access-manager/2.10/preparation-for-installation/active-directory-accounts/
http://localhost:3000/privileged-access-manager/2.10/preparation-for-installation/active-directory-accounts/
http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/accounts/

1N HaxkxmuTe danee.

PAM Configuration Wizard

Mnatdopma DNS pomeHa

Anpeca cepsepoe test.local

Baza aanHbIx DN koHTeliHepa nonbsosatensi

XpaHnavLe AaHHbIX DC=test,DC=local

KaTtanor nonszoearenei YKaXUTE KOHTEH HED UK NogpasjensHne, B KOTOPOM pacnonararaTea

nonszoeaTeny cuctemsl, Jna paboTel o ECEMM NONLI0BATENAMMN YKAKUTE
kopeHb gomeHa. Mpumep: 'DC=my,DC=company’

Monw3oBatens 4ns A0CTyNa

IPAMADReadOps
Yiaxute umsa & dopmare UPN. Mpumep: ‘pamadmin@my.company’
Maponk

Mecnonbzosate LDAPS




6. B cneaytowem okHe ykaxunte SID agMmuHucTpatopa ponen n Haxmute Janee.

PAM Configuration Wizard

Maatdopma SID aaMuHMcTpaTopa ponei

Anpeca cepeepos 5-1-5-21-828056563-3315920029-705222925-1110

Baza aaHHbIX
YueTHan 3anKce NOAb30BATENA, KOTOPOMY OyayT BblAaHEI Npaga Ha
XpaHUWLLE AaHHBIX yrnpaenenne ponamu PAM. 3TOT nonb30BaTeNk CMOXET BblAaTh

npasa Ha AOCTYM K KOHCoAW ynpasneHua PAM apyrum
Katanor nonssoearenei NOAL30BATENAM.

ApMUHUCTpaTOpEI poneit Ana nonyueHua SID NoAbL30BaTENA MONHO BOCMNOAL30BATLCA
KOMAaHAOoR:

wmic useraccount where name="username’ get sid

Aaﬂee



7. Ckavante Heobxoaumble annbl KOHUTypauumn n HaxXxMUTe 3aBepLUnNTb.

PAM Configuration Wizard

Dainel KOHGUIYpPaUMK COASPIKAT KAMUW A0CTYNA B HezawndpoBaHHOM
Buge

Mnatdopma
Afpeca cepeepoB

e a B -
CkauaTb
pam-all-2024-03-20.zp

XDEHWAWILE A3HHEDX

Katanor nons3ogareneii KoHpurypauns cepeepa

- X
AZMUHNCTPATOPEI poneid pam-management-server-2024-03-

20.zip
3KCNOPT KOHpUrypauuu

KOHQUIypauns cepeepa 4ocTyna

B -
pam-ssh-access-server-2024-03-20.zip
KOHQUIrypauns cepeepa 4oCTyna

B~
pam-rdp-access-server-2024-03-20.zip
KOHQUIrypauns cepeepa 4OCTyna

B =

pam-rds-access-server-2024-03-20.zp

] PeBEpBHaH KOMWA KOHOWTYPAaLWKK
= Cxauats
‘D pam-configuration-2024-03-20.backup

Mapone pezepERoi KoMK

Hazapg 3aEepllnTh

8. 3aBepLumTe paboTty web-wizard, BbINONHUB KOMaHAY:

sudo bash stop-wizard.sh



.——0-

%j CepBep ynpaeneHusa (Windows)

YcTaHOBWTE KOMMOHEHTHI cepBepa ynpaeneHus (Windows)

®_-E'-|, CepBep aoctyna (RDP/RemoteApp)

YcTaHoBUTE KOMMOHEHTLI cepepa aoctyna (RDP/RemoteApp)

= CepBep aoctyna (SSH Proxy)

e

YcTaHoBMTE KOMMOHEHThI cepBepa goctyna (SSH Proxy)



http://localhost:3000/privileged-access-manager/2.10/installation/windows-server-os/management-server-windows/
http://localhost:3000/privileged-access-manager/2.10/installation/windows-server-os/access-server-rdp-remoteapp/
http://localhost:3000/privileged-access-manager/2.10/installation/windows-server-os/access-server-ssh-proxy/

CepBep ynpaBneHusa (Windows)

O NOOCKA3KA

Ansa nonyyenusa guctpmbytmea Indeed PAM Tpebyetcsa caenatb 3anpoc B cnyx0y nogaepxku Indeed-
Id:

support@indeed-id.com

/\ NPEAYNPEXAEHUE

MNepen Ha4Yanom ycTaHOBKWU TPeBYeTCs BbINOMHUTL NOATOTOBKY (haiiioB KOHUrypaumm.

1. 3arpysute u pacnakynTte guctpubyTtums indeed-pam-windows Ha Byaywinn cepsep ynpaBneHuns
peLleHuns.

2. 3anyctute PowerShell oT umeHn agMuHucTparopa.

3. 3anycTtute cueHapum yctaHoBku Indeed-pam-wizard.ps1.


mailto:support@indeed-id.com
http://localhost:3000/privileged-access-manager/2.10/installation/configuration-files/

4. B okHe Bbi6op koMnoHeHTOB BLiGepuTe CepBep ynpaBneHus n Haxvute Oanee.

E¥ Indeed PAM Wizard — x>

¥cranoBKka KOMNOHEHTOB
BmBepute cepeep ANA YCTAHOBKW KOMNOHETOR:

Buibop komnoHeHTOB

¥craHoska Cepeep ynpaeneHuA

[] Cepeep goctyna (TpeByeTcn nepesarpyska)

fanee

5. B cneayioLwem okHe HaxXmnTe YCTaHOBUTb, JOXANTECH OKOHYaHUS YCTaHOBKMW. [locrne nosiBneHus okHa
00 OKOH4YaHuKM ycTaHOBKM Haxmute OK.



EX Indeed PAM Wizard — hd

¥cTaHoBKa KOMNOHEHTOE

Cepeep ynpaeneHuAa

Brifop xomnoHeHToR 115Web-Server- ¥cranoska sasepwena
115Web-5tatic-Content- ¥cranoska sasepwena
[15Web-Http-Redirect- ¥cranoexa zasepwena
115Wek-Basic-Auth- ¥craHoexa 3asepwera
15Web-Windows-Auth- ¥craHoeka sasepwena
15Web-Met-Extd5- ¥eranoeka 3asepwera
15Web-Asp-Netd5- ¥cranoeka sasepwena
15Web-15API-Ext- YeraHoeka 3aeeplieHa
15Web-I5API-Filter- ¥cTanoska 3aBEplUEHS

¥cranoBka

HeoBxoauMele KOMNOHEHTE YCTAHOENEHEl 33EPWHTE
pagoTy?

TFRIVT CVETIT Lo - FCTdAUERS SdEePIIERd

Yeranosuts

6. [NepeHecuTe NnoarotToBrieHHble dpanrbl KOHUrypauum no nyTu:
i. C:\inetpub\wwwroot\pam\core — core
ii. C:\inetpub\wwwroot\pam\idp — idp
iii. C:\inetpub\wwwroot\pam\mc\assets\config — mc
iv. C:\inetpub\wwwroot\pam\uc\assets\config — uc
v. C:\inetpub\wwwroot\Is\targetConfigs — Is

vi. C:\inetpub\wwwroot\ls — dann IndeedPAM_2.10.0_RU\indeed-pam-windows\ILS\clientApps.config

/\ MPEOYNPEXOEHUE


http://localhost:3000/privileged-access-manager/2.10/installation/configuration-files/

7.

8.

9.

10.

11.

12.

13.

14.

15.

Mpun ncnonb3osanun b PostgreSQL tpebyetcs B chbarne koHdurypauum clientApps.config B
CTpoOkKe

<Target Id="Pam.DbTarget"Type="mssql"/> nameHuTb 3HadeHne Type Ha pgsql.

Mpongute no nytn indeed-pam-tools\scripts, 3aanyctute PowerShell oT umeHn agMuHucTpartopa u

BbinonHuTe ckpunt ils-access-list.ps1.
HobasbTe ceptucumkaTt YL, B OBEpEHHbIE KOPHEBLIE CEPTUDMKATDI.
[o6aBbTe NOArOTOBMNEHHbIV CeEpTUdMKAT cepBepa B NIMYHOE XpaHUnuLLEe cepTnduKaTos.

B anctpubytmee Indeed PAM nepengute no nytn indeed-pam-windows\MISC\ConfigurationProtector un
3anyctute powershell ot nmeHn agmuHucTpartopa.

BoinonHute komaHay .\Pam.Tools.Configuration.Protector.exe generate-signing-cert.
3anyctute Ancnetyep cnyx6 IS (Internet Information Services (IIS) Manager).

Bbibepute cant Default Web Site n nepengute B pasgen MNMpueasku... (Bindings...).

HaxmuTte lo6aBuTh... (Add...), Boibepute Tun: (Type:) http n Mopt: (Port:) 80. Haxmute OK.

Haxmute lo6aBuTh... (Add...), Bbibepute Tun: (Type:) https n MopTt: (Port:) 443.



16. Bbibepute SSL-cepTudmkaT: NOAroToBEHHbIN cepTudumkaTt cepeepa un Haxxmute OK.

'@_ﬂ Internet Information Services (|15} Manager - O *
/('— & » PAMMNG » Sites » Default Web Site » 3 B 5 @v

File View Help

: fault Web Si :
; Default Web Site Home
@-Hi& s e B Explore
------ 5 Start Page ' == Edit Permissions
Filter: * % Go -~ Show All | Group by: Area - [B8]~ T
v--aj PAMMNMG (INDEED\adm) % B E Ty
Ly - ASP.NET ~ Edit Site
L=} Application Pools N
PR e 2 Bindings...
w . @ Sites Site Bindings ? = ) i
> &3 Default Web Site D Basic Settings...
Al | Type Host Name Port IP Address Binding Informa... Add... pplications
http 20 . View Virtual Directories
https M3 - [eae. | Manage Website (a)
Edit Site Binding 7 e Remove e Restart
P Start
Type: IP address: Port: SmsE ~ B Stop
https All Unassigned v| |443 | Browse Website
Host name: Browse *:80 (http)
Browse *:443 (https)
| | £
Advanced Settings...
[1 Require Server Name Indication
Configure
Limits...
[ Disable HTTP/2 LS5
. . -
[] Disable OCSP Stapling Close @ Help
|
SSL certificate:
pammng.indeed.local it Select... View...
B |
Ready G

17. Ecnu yctaHaBnuBaeTe cepsep ynpasneHus Ha OC Windows Server Bepcumn 2022 roga, TO B NpuBA3Kax
HTTPS Bkntounte onuuio OTknountb TLS 1.3 yepe3 TCP. [nga Bepcuit 2016 n 2019 nponyctute atoT

Liar.

18. B okHe Default Web Site B pasgene YnpaBneHue Be6-cantom (Manage Website) Haxmute

MNepesanyctutb (Restart).




CepBep poctyna (RDP/RemoteApp)

O NOOCKA3KA

Ansa nonyyenusa guctpmbytmea Indeed PAM Tpebyetcsa caenatb 3anpoc B cnyx0y nogaepxku Indeed-
Id:

support@indeed-id.com

/\ NPEAYNPEXAEHUE

MNepen ycTaHOBKOM KOMMOHEHTOB cepBepa AocCTyna TpebyeTtcs pa3BepHyTb ponn Remote Desktop

Services 1 NoarotoBUTb hansibl KOHUIypauuu.

/\ NMPEOYNPEXOEHUE

[Mocne ycTaHOBKM M HACTPOWKM KOMMOHEHTOB cepBepa AOCTyna TpebyeTca NpUMeHnTb Tpebyemble ans
pabotbl Indeed PAM Gateway HacTporiku 6e30nacHOCTH, €CN HE MPUMEHUTb AAHHbIE HACTPOMKK, TO

npu NOAKIIOYEHNM K CEPBEPY AOCTYyMNa ceccus byaeT 3aBepLuaTbes.

1. CkonupyunTte nanky ¢ guctpudytnsom Indeed PAM Ha Oyaywiun cepep goctyna.

2. 3anyctute PowerShell ot umeHn agMmuHucTparopa.

3. 3anyctuTe cueHapun yctaHoBku Indeed-pam-wizard.ps1.


mailto:support@indeed-id.com
http://localhost:3000/privileged-access-manager/2.10/preparation-for-installation/servers/
http://localhost:3000/privileged-access-manager/2.10/preparation-for-installation/servers/
http://localhost:3000/privileged-access-manager/2.10/installation/configuration-files/
http://localhost:3000/privileged-access-manager/2.10/security-recommendations/access-server-security-settings/

4. B okHe Bbi6op koMmnoHeHTOB BbibepuTe CepBep Aoctyna n Haxmute [anee.

E¥ Indeed PAM Wizard — x>

¥YcranoBKa KOMNOHEHTOB
BmBepute cepeep ANA YCTAHOBKW KOMNOHETOE:

Buibop komMnoHeHToB

¥cTaHoska ] Cepeep ynpasneHna

Cepeep goctyna (TpebyeTch nepesarpyska)

lanee

5. B cnegylowemM OkHe HaXkmuTe YCTaHOBUTb, A0XKANTECH OKOHYaHUS YCTaHOBKU.
Mocne nosiBneHns okHa 06 okoHYaHuKM ycTaHoBkM HaxxmuTe No. B cnegytowem okHe Haxmute OK.



EX Indeed PAM Wizard

¥cTaHoBKa KOMNOHEHTOE

Brifop xomnoHeHToR

¥cranoBka

Cepeep goctyna (Tpebyerch nepezarpyska)

Windows Desktop Runtime - ¥cranoska He Tpebyetca
IPAM Gateway - ¥cTaHoeka 3asepwena

IESS0O Agent - ¥cranoeka saseplieHa

IESS0 AdminPack - ¥Ycranoexa sasepwena

WIMEeHeHKWA BECTYNAT B cuay. HaxmuTe kHonky "Aa’, 4Tobwn
NepesanycTiTe KOMMBTER C2AYAC, MAKW "HeT", ecnu Bol
MEPE3IANYCTUTE KOMMNBIOTED BPYYHYID MO3IHE,

@ HeoBxogMMOo MEpEzanycTHTE KOMMETED NPEXe, YEM

Yes Mo

6. NepeHecnTe NnoaroToBrieHHble dpanrbl KOHUrypauum no nyTu:

i. C:\Program Files\Indeed\Indeed PAM\Gateway\ProxyApp — rds-proxy

7. 3anyctute lucnetyep cepBepoB (Server Manager).

YcraHoBWTE

8. MNMepengnte B nyHKT Cnyx6a yaaneHHbIx pabounx ctonoB (Remote Desktop Services) —

Konnekuuu (Collections).

9. B pasgene Konnekuun (Collections) Haxxvnte 3agaum (Tasks) n BoiGepute nyHkT Co3paTtb

konnekuuto ceaHcoB (Create session collections).

10. 3aBepwmnte paboTy MmacTepa No CO34aHUI0 KOMMEKLUN ¢ HeObXoaANMbIMN BaM HAaCTPOMKaMMU.

/\ NPEOYNPEXOEHUE


http://localhost:3000/privileged-access-manager/2.10/installation/configuration-files/

11.

12.

13.

14.

15.

16.

Nmsa cosgaBaemon konnekumm RDS gomkHO cogepxatb He 6onee 16 cumBOroB.

B pasgene YaaneHHble npunoxeHnsa RemoteApp (RemoteApp Programs) HaxmuTe 3apaumn
(Tasks) v BbIGepuTe NnyHKT OnybnukoBaTb yaaneHHoe npunoxeHme RemoteApp (Publish
RemoteApp Programs).

Haxmute flo6aButb (Add), BiGepuTe npunoxeHue C:\Program Files\Indeed\Indeed
PAM\Gateway\ProxyApp\Pam.Proxy.App.exe, HaxmuTe Oanee (Next) 1 Ony6nukoBatb (Publish).

B pasgene YoaneHHble npunoxeHns RemoteApp (RemoteApp Programs) oTKponTe KOHTEKCTHOE

MEHI0 ONyBnNMKOBaHHOMO NpunoXxeHus n Boidepute nyHKT U3meHuTb cBomncTBa (Edit Properties).

Mepengute B NyHKT MapameTpbl (Parameters), yctaHoBuTe onuuio PaspewnTb nobbie napameTpbl

KomaHaHou cTtpoku (Allow any command-line parameters) 1 HaxmuTte OK.
BbinonHuTe HacTponky 6esonacHOCTM cepBepa JocTyna.

[MepesanycTtute cepaep.


http://localhost:3000/privileged-access-manager/2.10/security-recommendations/access-server-security-settings/

CepBep poctyna (SSH Proxy)

A NMPEOYNPEXOEHUE

Mepen Ha4yanoM ycTaHOBKM TpebyeTcsi BbINOMHWUTL NOATOTOBKY hainoB KOHUIypaLmu.

Inventory

1. Nepengnte B Nanky guctpmbyTtumea indeed-pam-linux n nepenmenyinte ann inventory.template B

inventory

2. OTtpepaktupynte camnn inventory:
i. B pasgene access ykaxute FQDN agpeca cepBepoB Joctyna

ii. [Ins Bcex cepBepoB, KpOME foKasibHOro, JobaBbTE CTPOKY:
remote user=root ansible password=123 ansible become password=123.

a. remote_user=root — UM4 nonb3oBaTensa AnA yaaneHHoOro nogknio4YeHnsa K pecypcy

b. ansible_password=123 — naponb nornb3oBaTens Ans yAaneHHoro noaknioyeHns K pecypey

C. ansible become_ password=123 — naposib nornb3oBartend Ang yaaneHHOoro nogknoYyeHmns K
pecypcy

iii. 3aKOMMeHTI/Ipyl7ITe BCe MnornAd, B KOTOpbl€E HE BHOCUJITUCb U3BMEHEHUNA N COXPAHUTE N3MEHEHNA

Copepxumoe danna /client-dist/inventory

# NOTE: To access docker host use local.docker name instead of localhost

#[management ]
#MANAGEMENT _SERVER_FQDN_OR_IP

[access]
pamgtwl.test.local
pamgtw2.test.local remote_user=root ansible_password=123 ansible_become_password=123

#[haproxy]
#HAPROXY_SERVER_FQDN_OR_IP

#[rds]
#RDS_SERVER_FQDN_OR_IP


http://localhost:3000/privileged-access-manager/2.10/installation/configuration-files/

# Use this section to override vars
#[all:vars]
#server_fqdn=0OVERRIDE_SERVER_FQDN

Pannbl KOHUrypaumm

PacnakyinTte ckadyaHHble dpanrnbl KOHUrypauum u nepeHecuTe nanku ssh-proxy un rdp-proxy no nytu indeed-
pam-linux\state

YcTtaHoOBKa

1. NepeHecute anctpnbyTne Ha uenesow Linux-pecypc

2. 3anyctuTe CKpUNT YCTAHOBKWN KOMaHAO0M

sudo bash run-deploy.sh

3. Mpwu 3anpoce BBEAUTE MMS roKarbHOMO Nofib3oBaTens ¢ npaBaMmu sudo (Hanpumep, root) 1 ero naporsb

4. [loxxgutecb OKOHYaHUS YCTaHOBKM

() MHPOPMALIMSA

Ecnu ckpunT npepBancs ¢ ownbkon, To oTnNpaBbTe harn C ioramu B TEXHUYECKYHO NOALAEPXKKY.

Ceptudmkar ygoctoBepsiroLiero LeHTpa

1. Jo6aBuTb BbIrpyXeHHbIn ceptudukaT YL B popmate .crt no nytu /etc/indeed/indeed-pam/ca-
certificates.

2. lNepesanycTntb KOMMNOHEHTLI cepBepa goctyna Indeed PAM ncnonb3ysa cnegytowime kKomaHabl

(komaHgbl 4OMKHbI BbINONHATCA B nanke /etc/indeed/indeed-pam):

sudo docker compose -f docker-compose.access-server.yml down
sudo docker compose -f docker-compose.access-server.yml up -d

nnn


http://localhost:3000/privileged-access-manager/2.10/installation/configuration-files/
http://localhost:3000/privileged-access-manager/2.10/problem-solving/configuring-and-collecting-logs/

sudo docker-compose -f docker-compose.access-server.yml down
sudo docker-compose -f docker-compose.access-server.yml up -d



ﬁe. O6Lwan yctaHoBKa 6e3 6anaHCUPOBKMU

YcTaHoBKa cepBepa ynpasrneHusi v cepeepa 4oCTyna Ha pasHble cepBepbl

6{%’ O6wasn yctaHoBKa ¢ 6anaHcCUpoOBKOMU

YcTaHOBKa HECKOSbKUX CEPBEPOB YMNPaBMEHNs U CEPBEPOB AOCTYNa Ha pasHble cepBepsl

|®-E'-|| CepBep aoctyna (RDP/RemoteApp)

YctaHoBKa kKOMNoHeHTOB cepBepa goctyna (RDP/RemoteApp)



http://localhost:3000/privileged-access-manager/2.10/installation/linux-os/installation-without-balancing/
http://localhost:3000/privileged-access-manager/2.10/installation/linux-os/installation-with-balancing/
http://localhost:3000/privileged-access-manager/2.10/installation/linux-os/access-server-rdp-remoteapp/

OOwasa yctaHoBKa 6e3 banaHCUPOBKU

A NMPEOYNPEXOEHUE

B coctaB obuwen yctaHoBKku 6e3 6anaHCUpOBKU BXOAUT YyCTAHOBKA cepBepa ynpaBfeHus U cepBepoB

poctyna (SSH-Proxy\RDP-Proxy) Ha pa3Hble cepBepbl.

/\ NPEAYNPEXOEHUE

Mepen Ha4yanoM ycTaHOBKM TpebyeTcsi BbINOMHWUTL NOATOTOBKY hainoB KOHUIypaLmu.

Inventory

1. Nepengnte B Nanky guctpmbyTtmea indeed-pam-linux.

2. NameHnTe HasBaHue banna inventory.template Ha inventory.
OTtpepakTtupynte cbamnn inventory:

1. B pasgene managment ykaxute FQDN agpec cepsepa ynpasneHus.
2. B pasgene access ykaxute FQDN agpec cepsepa goctyna SSH Proxy.

3. [1na Bcex cepBepoOB, KPOME JTIOKanbHOro, A06aBbTE CTPOKY:
remote_ssh_user=root ansible_ssh_password=123 ansible_become_password=123.

i. remote_ssh_user=root — MM$A Nonb3oBaTens ¢ Nnpasamu sudo ANg yaaneHHoro NoakmioYeHns K
pecypcy.
ii. ansible ssh_password=123 — naporib rnornb3oBarerns Ansa yaaneHHoro NoakniovYeHns K pecypcy.
iii. ansible_become_password=123 — naposb nonb3oBaTtens Ans yaaneHHOoro NogKmnoyYeHns K
pecypcy.
4. 3aKOMMEHTUPYNTE BCE MNOMS, B KOTOPbIE HE BHOCUITUCb U3MEHEHNS.

5. CoxpaHuTe n3aMmeHeHus:.

Copepxunmoe cdanna /client-dist/inventory

# NOTE: To access docker host use local.docker name instead of localhost

[management]


http://localhost:3000/privileged-access-manager/2.10/installation/configuration-files/

pammng.test.local
[access]
pamgtw.test.local remote ssh user=root ansible ssh password=123

ansible become_password=123

#[haproxy]
#HAPROXY_SERVER_FQDN_OR_IP

#[rds]
#RDS_SERVER_FQDN_OR_IP

# Use this section to override vars
#[all:vars]
#server_fqdn=OVERRIDE_SERVER_FQDN

daunnbl KOHdUrypaumm

Pacnakynte ckadaHHble hansibl KOHUrypaumm n nepeHecuTe noslyvyeHHble nankuy no nytu indeed-pam-

linux\state.

Ceptudukarbi

CepTucdukar yaoctoBepsroLero LeHTpa

MepeHecute ceptudmkat YL, no nytn indeed-pam-linux\state\ca-certificates.

Ceptudukartbl cepBepoB

Mepengute no nytn indeed-pam-linux\state\certs n cosgante otgenbHyo Nanky Ang cepsepa yrnpasneHus,
Ha3BaB ee FQDN nmeHeMm cepBepa ynpasrneHus.

MepeHecnTe cepTMdUKaTbl CEPBEPOB YNpPaBeHMs B Nanku, KOTOpble COOTBETCTBYIOT CEpBEPaM.

Mepengute no nytn indeed-pam-linux\state\keys\rdp-proxy n cozgante otaenbHyo nanky Ana Kaxgoro
cepBepa goctyna, Ha3saB ee FQDN nmeHem cepsepa goctyna.

MNepeHecute cepTudmKaTbl CEPBEPOB A0CTYMNa B Narnku, KOTOpble COOTBETCTBYIOT CEpBEpPaM.


http://localhost:3000/privileged-access-manager/2.10/installation/configuration-files/

vars

1. Nepengnte no nytn indeed-pam-linux\scripts\ansible n otkponTte dann vars.ymil.
2. Hanpgute cTpoKy # pfx_pass: "ENTER_HERE" W yganuTte #.

3. BMecTo ENTER_HERE yKauTe naporib OT cepTUdUKaTOB U COXPaHUTE U3MEHEHNS.

YcTtaHoOBKa

1. NepeHecute gUcTpmnbyTMB Ha LieneBon Linux-pecypc.

2. Ecnu BbINonHeHbl HacTporikn 6esonacHocTn CIS Benchmark Docker, To 3anyctuTe CKkpunT YCTaHOBKU
KOMaHaown:

sudo bash run-deploy.sh

Ecnu He BbInonHeHbl HacTponku 6esonacHocTn CIS Benchmark Docker, To 3anyctuTte ckpunT

YCTaHOBKM KOMaHOon:

sudo bash run-deploy.sh --bench-skip

3. Mpwu 3anpoce BBEAUTE MMS FOKaribHOrO Nofib3oBaTensi ¢ npaBamu sudo (Hanpumep, root) 1 ero naporb.

4. [loxxgutecb OKOHYaHUS YCTaHOBKMW.

() MHPOPMALIMSA

Ecnu ckpunT npepBancs ¢ ownbKon, To OTNpaBbTe harn C ioramu B TEXHUYECKYHO NOOLAEPXKKY.

[Mepe3anyck KOMNOHEHTOB

CepBep ynpaBrneHus

[na nepesanycka KOMNOHeHTOB cepBepa ynpasneHnsa Indeed PAM mncnonb3ynte cnegyowmne KomaHabl
(komaHbl 4OMKHbI BbINOMHATLCSA B nanke /etc/indeed/indeed-pam):

I'IepesanyCK BCEX KOMIMNOHEHTOB:


http://localhost:3000/privileged-access-manager/2.10/system-requirements/linux-environment/#cis-benchmark
http://localhost:3000/privileged-access-manager/2.10/system-requirements/linux-environment/#cis-benchmark
http://localhost:3000/privileged-access-manager/2.10/problem-solving/configuring-and-collecting-logs/

sudo docker compose -f docker-compose.management-server.yml down
sudo docker compose -f docker-compose.management-server.yml up -d

nIin

sudo docker-compose -f docker-compose.management-server.yml down
sudo docker-compose -f docker-compose.management-server.yml up -d

Mepesanyck KOHKPETHOrO KOMMOHEHTA:

sudo docker compose -f docker-compose.management-server.yml up -d <WMAa KOMMNoOHeHTa> --
force-recreate

nnn

sudo docker-compose -f docker-compose.management-server.yml up -d <MmMAa KOMNoOHeHTa> --
force-recreate

Mpumep nepesanycka komnoHeHTa Indeed PAM Core:

sudo docker compose -f docker-compose.management-server.yml up -d core --force-recreate
unu

sudo docker-compose -f docker-compose.management-server.yml up -d core --force-recreate

CepBep goctyna

lMepesanycTuTb KOMMNOHEHTLI cepBepa agoctyna Indeed PAM ucnone3ys cnegyowme KomaHabl (KoMaHab!

AOMKHbI BbINOMHATLCA B nanke /etc/indeed/indeed-pam):

sudo docker compose -f docker-compose.access-server.yml down
sudo docker compose -f docker-compose.access-server.yml up -d



nnn

sudo docker-compose -f docker-compose.access-server.yml down
sudo docker-compose -f docker-compose.access-server.yml up -d



O6wan yctaHoBKa ¢ banaHCMPOBKOM

/\ NPEAYNPEXOEHUE

B cocTtaB obuiern yctaHOBKM C BanaHCMPOBKOW BXOAUT YCTAHOBKA HECKOMbKUX CEPBEPOB yNpaBreHns 1
cepBepoB goctyna (SSH-Proxy\RDP-Proxy) Ha pasHble cepBepbl.

/\ NPEAYNPEXOEHUE

Mepen Ha4anoM ycTaHOBKM TpebyeTcsi BbINOMHWUTL NOATOTOBKY hainoB KOHUIypaLmu.

Inventory

1. Nepengnte B Nanky guctpmbyTtmea indeed-pam-linux.

2. NameHnTe Ha3BaHue banna inventory.template Ha inventory.

OTtpepakTupynte bann inventory:

1. B pasgene managment ykaxute FQDN agpeca cepBepoB yrnpaBneHus.
2. B pasgene access ykaxute FQDN agpeca cepsepos goctyna SSH Proxy.
3. [1na Bcex cepBepoB, KPOME JTIOKanbHOro, Ao06aBbTE CTPOKY:
remote_ssh_user=root ansible_ssh_password=123 ansible_become_password=123.

i. remote_ssh_user=root — MUMSA Nornb3oBaTeNs C NnpaBamMmun sudo ans yOoaneHHoro nogkrn4yeHnsa K
pecypcy.

ii. ansible ssh_password=123 — naporb nornb3oBarens Ansa yganeHHoro NoakniovYeHns K pecypcy.
iii. ansible_become_password=123 — naposb nonb3oBaTtens Ans yaaneHHOoro NogKmnoyYeHns K
pecypcy.
4. Ypanute KOMMEHTapuin ¢ AByX NocnegHux CTPok.

5. B pasgene all:vars ykaxuTte server_fqdn= o6wemy nmeHn PAM.

6. 3aKOMMeHTMpyﬁTe BCe MNoJiA, B KOTOPbl€ HE BHOCUITUCb M3BMEHEHNA.

7. CoxpaHnTe N3MeHeHUs.

Copepxumoe danna /client-dist/inventory

# NOTE: To access docker host use local.docker name instead of localhost
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[management]

pammngl.test.local

pammng2.test.local remote ssh user=root ansible ssh password=123
ansible become_password=123

[access]

pamgtwl.test.local remote_ssh_user=root ansible ssh_password=123
ansible become_password=123

pamgtw2.test.local remote ssh user=root ansible ssh password=123

ansible become_password=123

#[haproxy]
#HAPROXY_SERVER_FQDN_OR_IP

#[rds]
#RDS_SERVER_FQDN_OR_IP

# Use this section to override vars
[all:vars]
server_fqdn=pammng.test.local

dannbl KOHdUrypaumm

PacnakynTte ckadaHHble hansibl KOHUrypaumm n nepeHecuTe nonyvyeHHble nankuy no nytv indeed-pam-

linux\state.

Ceptudukarbi

CepTtudukar yaoctoBepsroLero LeHTpa

MepeHecute ceptudukat YL no nytn indeed-pam-linux\state\ca-certificates.

Ceptudumkartbl cepBepoB

Mepengute no nytn indeed-pam-linux\state\certs n cosgante otaenbHyt0 Nanky AnNa KaXgoro cepsepa
ynpaeneHusd, Hassas ee FQDN nmeHem cepBepa ynpasneHust.

MepeHecuTe cepTMdnKaTbl CEPBEPOB YNpPaBeHUs B Nanku, KOTOpble COOTBETCTBYIOT CEpBEPaM.
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Mepengute no nytn indeed-pam-linux\state\keys\rdp-proxy n cozgante oTaenbHyo nanky Ana Kaxgoro
cepBepa gocTtyna, Ha3saB ee FQDN nmeHem cepsepa goctyna.

MepeHecute cepTudmKaTbl CEPBEPOB AOCTYMNa B Narnku, KOTOpble COOTBETCTBYIOT CEpBEpPaM.

vars

1. Nepengute no nytn indeed-pam-linux\scripts\ansible 1 otkporite cann vars.yml.
2. Hangute cTtpoky # pfx_pass: "ENTER_HERE" u ynanute #.

3. BmecTo ENTER_HERE YyKaXwuTe naposb OT CepTVI(*)VIKaTOB N COXpaHnTe N3AMeHEHNA.

YcTtaHoOBKa

1. NepeHecute anctpubyTne Ha Lenesown Linux-pecypc.

2. Ecnun BbinonHeHbl HacTponkn 6esonacHoctn CIS Benchmark Docker, To 3anyctute cKpynT yCTaHOBKM

KOMaHAon:

sudo bash run-deploy.sh

Ecnn He BbinonHeHbl HacTponkn 6esonacHoctn CIS Benchmark Docker, To 3anyctute ckpunt

YCTaHOBKM KOMaHOOMW:

sudo bash run-deploy.sh --bench-skip

3. MNMpwn 3anpoce BBEAMTE UMS FTIOKANbLHOMO Nosb3oBaTens ¢ npasamun sudo (Hanpumep, root) n ero Naporsb.

4. [loxoMtecb OKOHYaHNA YCTaHOBKM.

() UH®OPMALUSA

Ecnu ckpunT npepBancs ¢ ownbkon, To oTNpaBbTe harn C ioramm B TEXHUYECKYHO MOOLEPXKKY.

[lepe3anyCcK KOMNOHEHTOB

CepBep ynpaBrneHus
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[na nepesanycka KOMNOHEHTOB cepBepa ynpasneHnsa Indeed PAM mncnonb3ynte cnegyrowmne KomaHabl
(komaHbl 4OMKHbI BbINOMHATLCSA B nanke /etc/indeed/indeed-pam):

[Mepesanyck BCeX KOMMOHEHTOB:

sudo docker compose -f docker-compose.management-server.yml down
sudo docker compose -f docker-compose.management-server.yml up -d

nnn

sudo docker-compose -f docker-compose.management-server.yml down
sudo docker-compose -f docker-compose.management-server.yml up -d

Mepe3anyck KOHKPETHOTO KOMMOHEHTA:

sudo docker compose -f docker-compose.management-server.yml up -d <WMA KOMMNOHeHTa> --
force-recreate

nnn

sudo docker-compose -f docker-compose.management-server.yml up -d <MMAa KOMMNOHeHTa> --
force-recreate

Mpumep nepesanycka komnoHeHTa Indeed PAM Core:

sudo docker compose -f docker-compose.management-server.yml up -d core --force-recreate
nunu

sudo docker-compose -f docker-compose.management-server.yml up -d core --force-recreate

CepBep gooctyna

lMepesanycTuTb KOMMNOHEHTLI cepBepa aoctyna Indeed PAM ucnonesys cnegyowmne KomaHabl (KoMaHab!

AOMKHbI BbINONMHATLCA B nanke /etc/indeed/indeed-pam):



sudo
sudo

nnn

sudo
sudo

docker compose
docker compose

docker-compose
docker-compose

-f docker-compose.access-server.yml down
-f docker-compose.access-server.yml up -d

-f docker-compose.access-server.yml down
-f docker-compose.access-server.yml up -d



CepBep poctyna (RDP/RemoteApp)

O NOOCKA3KA

Ansa nonyyeHusa guctpmbytmea Indeed PAM Tpebyetcsa caenatb 3anpoc B cnyx0y nogaepxku Indeed-
Id:

support@indeed-id.com

/\ NPEAYNPEXAEHUE

MNepen ycTaHOBKOM KOMMOHEHTOB cepBepa AocCTyna TpebyeTtcs pa3BepHyTb ponn Remote Desktop

Services 1 NoarotoBUTb hansibl KOHUrypauuu.

/\ NPEQYNPEXAEHUE

[Mocne ycTaHOBKM M HACTPOWKN KOMMOHEHTOB CepBepa AOCTyna TpebyeTca NpUMeHnTb Tpebyemble s
pabotbl Indeed PAM Gateway HacTporiku 6e30nacHOCTH, €CN HE MPUMEHUTb AAHHbIE HACTPOMKK, TO

Npu NOAKIIOYEHNM K CEPBEPY AOCTYyMNa ceccus byaeT 3aBepLuaThbes.

1. CkonvpyuTe nanky ¢ auctpmbytnsom Indeed PAM Ha ByayLumi cepsep goctyna.
2. 3anyctute PowerShell ot umeHn agMmuHucTparopa.

3. 3anyctute cueHapun yctaHoBkm Indeed-PAM-Wizard.ps1.


mailto:support@indeed-id.com
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4. B okHe Bbi6bop koMmnoHeHTOB BbibepuTe CepBep Aoctyna n HaxmuTe [anee.

E¥ Indeed PAM Wizard — »

¥YcranoBKa KOMNOHEHTOB
BmBepute cepeep ANA YCTAHOBKW KOMNOHETOE:

Buibop komnoHeHToB

¥cTaHoska ] Cepeep ynpasneHna

Cepeep goctyna (TpebyeTch nepesarpyska)

lanee

5. B crneaylowemM OkHe HaxXmuTe YCTaHOBUTb, A0XKANTECH OKOHYaHUS YCTAHOBKU.
Mocne nosiBneHns okHa 06 okoHYaHuM ycTtaHoBkM HaxxmuTe No. B cnegytowem okHe Haxmute OK.



E® |ndeed PAM Wizard

¥cTaHoBKa KOMNOHEHTOE

Brifop xomnoHeHToR

¥cranoBka

Cepeep goctyna (Tpebyerch nepezarpyska)

Windows Desktop Runtime - ¥cranoska He Tpebyetca
IPAM Gateway - ¥cTaHoeka 3asepwena

IESS0O Agent - ¥cranoeka saseplieHa

IESS0 AdminPack - ¥Ycranoexa sasepwena

WIMEeHeHKWA BECTYNAT B cuay. HaxmuTe kHonky "Aa’, 4Tobwn
NepesanycTiTe KOMMBTER C2AYAC, MAKW "HeT", ecnu Bol
MEPE3IaNYITUTE KOMMNBIOTED BPYHHYD MO3IHE,

@ HeoBxogMMOo MEpEzanycTHTE KOMMETED NPEXe, YEM

Yes Mo

6. NepeHecuTe NnoarotToBrieHHbIe dpanrbl KOHUrypauum no nyTu:

i. C:\Program Files\Indeed\Indeed PAM\Gateway\ProxyApp — rds-proxy

7. 3anyctute Ancnetyep cepBepoB (Server Manager).

¥cranosuTE

8. MNMepengnte B NyHKT Cnyx6a yaaneHHbIx pabounx ctonoB (Remote Desktop Services) —

Konnekuuu (Collections).

9. B pasgene Konnekuun (Collections) Haxxvnte 3agaum (Tasks) n BoiGepute nyHkT Co3paTtb

konnekuuto ceaHcoB (Create session collections).

10. 3aBepwnTe paboTy MacTepa no Co3AaHUo KONnnekumum ¢ HeOGXOAMMBIMU BaM HACTPONKaMMm.

/\ NPEQYNPEXAEHUE
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11.

12.

13.

14.

15.

16.

Nms cosgaBaemon konnekumm RDS gomkHO cogepxatb He 6onee 16 cuMBOIOB.

B pasgene YaaneHHble npunoxeHnsa RemoteApp (RemoteApp Programs) HaxmuTe 3apaumn
(Tasks) v BbiGepuTe nyHKT OnybnukoBaTb yaaneHHoe npunoxeHme RemoteApp (Publish
RemoteApp Programs).

Haxmute flo6aButb (Add), BoiGepuTe npunoxeHne C:\Program Files\Indeed\Indeed
PAM\Gateway\ProxyApp\Pam.Proxy.App.exe, HaxmuTte [lanee (Next) n Ony6nukoBatb (Publish).

B pasgene YoaneHHble npunoxeHna RemoteApp (RemoteApp Programs) oTKponTe KOHTEKCTHOE

MEHI0 OnyOBnNMKOBaHHOMO NpUnoXxeHus n Boidepute nyHKT U3meHuTb cBomncTBa (Edit Properties).

Mepengute B NyHKT MapameTpbl (Parameters), yctaHoBute onumio PaspewunTb nobble napamMeTpbl

KomaHaHou cTtpoku (Allow any command-line parameters) 1 Haxmute OK.
BbinonHuTe HacTponky 6esonacHOCTM cepBepa JocTyna.

[MepesanycTtute cepaep.
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HacTtpouka IIS

Mpwn paseepTbiBaHUN CepBepa ynpasneHus Ha Windows Server u |IS BbinonHuTe cnegyowine 4eNCTBUA:

1. JobGaBbTe criegyowme 3anucm peectpa:

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\HTTP\Parameters]
"MaxFieldLength"=dword:8000 (hex)
"MaxRequestBytes"=dword:8000 (hex)

2. 3anyctute |IS Ha cepBepe ynpaeneHusa n nepengute B pasgen Default Web Site\pam.
3. Otkponte Pepakrop koHdurypauum (aHrn. — Configuration Editor) B pasgene YnpaBneHue (aHrn. —
Manage).
4. PackpownTe Bbinagatowwnin cnmcok Pasgen: (aHrn. — Section:) n Boibepute
system.webServer\security\requestFiltering.
. Packponte anemeHT requestLimits, yctaHoBuTe aAna napameTpa maxQueryString 3HayeHve 8192.
. Haxxmute Mpumenntob (aHrmn. — Apply) B pasgene OencrtBusa (aHrn. — Actions).

. Nepengute B pasgen Default Web Site\pam\core.

0 N O O

. OTkponTe Pepaktop koHdurypaumm (aHrn. — Configuration Editor) B pasgene YnpaBneHue (aHrn. —
Manage).
9. PackpowTe Bbinagatowmi cnucok Paspen: (aHrn. — Section:) n Boibepute
system.webServer\serverRuntime.
10. YctaHoBuTe ansa napametpa uploadReadAheadSize 3HaueHne 1048576.
11. Haxxmute NMpumennTts (aHrn. — Apply) B pasgene fencrteusa (aHrn. — Actions).

12. MNepesarpy3ute cepaep.



YcTaHOBKa M HacTpoMuKa KIIMeHTCKUX
KOMMOHEHTOB

PamSu

KomnoHeHT PamSu nossonget nonb3osatensam Indeed PAM 3anyckatbe KoMaHAbl C NpaBamu root,
ncnonb3ysi Naposnb cBoen cob6CTBEHHON y4eTHOM 3anuncu nonb3osartens Active Directory.

YcTaHoBKa BbINOMHAETCA BPYYHYO Ha Linux-pecypcax, raoe TpebyeTtcs 3anyckaTb kKOMaHabl C paBamu root.

YctaHoBka PamSu

KomnoHeHTbl pacnonoxeHbl B nanke: ..PAM_2.10.0\indeed-pam-tools\pamsul\.

(D NPUMEYAHUE

YctaHoBka yTunutel PamSu BeinonHaeTca Ha pecypcbl OC *nix.
y pecyp

3arpy3V|Te yCTaHOBO'«IHbIlZ nakeT Ha pecCypcC U BbIMOJTHUTE KOMaHAY:

YctaHoBKa Ha Debian-based OC

$ sudo dpkg -i Indeed.PAM.PamSu*.deb
YctaHoBKa Ha RedHat-based OC

$ sudo rpm -i Indeed.PAM.PamSu*.rpm

Hactponka PamSu

Ha pecypce Tpebyetcs HacTpouTb goBepue ceptudumkaty Beb-cepsepa core u idp. NMpoeeputb
KOPPEKTHOCTb paboThbl C cepTUdUKaTaMm MOXHO BbINOMHUB KOMaHAy:



$ curl https://pam.indeed-id.local

OTtkponte dann /etc/pamsu.conf B ntobom pegakTope ¢ npaBamMu NoOKanbHOro agMUHUCTPATopa, yKaxuTte
HacTtpovku idp_url, api_url, log_path n log_level:

idp_url — agpec idp

core_url — agpec core

log_path — nyTb Kk kaTanory ¢ gpannamm noros

log_level — ypoBeHb nornposaHus, moxeT npuHumMmatb 3HaveHuns INFO, WARN, ERROR, FATAL

Set idp url https://pam.indeed-id.local/pam/idp
Set core_url https://pam.indeed-id.local/pam/core
Set log path /var/log

Set log level INFO

Ha HekoTopbIx cuctemax ssh server He paspeLuaeT No yMONYaHUIo NnepemMeHHble okpyxeHusa LC_*. [ins
KOppeKkTHOWN paboTbl NnpunoxeHunsa cneayet B anne /etc/ssh/sshd_config nobasutb ctpoky AcceptEnv
LC_PAM_USER LC_PAM_SESSION_ID, nn6o mackon LC_*.

(D NPUMEYAHUE

[nsa paspelleHns BbINOMHEHMSA KOMaHabl pamsu TpebyeTcsa BKNYUTbL B nonutuke, B pasagene SSH

onuuto Pa3p6LLIVITb BbIMNOJIHATb pamsu.

Indeed PAM Agent

Indeed PAM Agent cnegyet yctaHaBnuBaTb HENOCPEACTBEHHO Ha PECYPChl AN BKNHOYEHNA BO3MOXHOCTU

TekcToBoro normposaHna RDP ceccun.

/\ NPEQYNPEXAEHUE

|_|pl/| OTCYTCTBUUN areHTa Ha pecypce 1 BKIMto4EHUN Onunmn CoxXpaHeHnd TEKCTOBbIX JTOroB B MNonutuke
NoAKNOYEHUI NONb30BaTeNbCKasi ceccus 3aBeplnTcAa aBTOMaTU4eCKn 4epe3 MUHYTY.

Mocne yctaHoBkn Indeed PAM Agent noTpebyeTcs BbINONMHUTL Nepesarpy3ky unn nosTopHbI Bxod B OC.

[ononHutensHas HacTponka He TpebyeTcs.
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Indeed PAM Desktop Console

HacTtponka Indeed Pam Desktop Console ans AOME@HHbIX MaLUUH

1. CkonupyinTte cogepxunmoe nanku indeed-pam-tools\desktop-console\PolicyDefinitions Ha
KoHTponnep gomeHa B katanor C:\Windows\sysvol\domain\policies\PolicyDefinitions.

2. Ha koHTponnepe AoMeHa 3anycTuTe ocHacTKy YnpaBneHue rpynnosow nonutukon (Group Policy
Management Console).

3. Bblbepute HeobxoanmbIn 06BLEKT rpynnoBOM NONUTUKK, NeperanTe B pasaen Computer
Configuration\Policies\Administrative Templates\Indeed PAM\General\ (KoHdurypauus
komnbtoTepa\rlonutukm\AgMmmHmcTpaTusHble wabnoHb\Indeed PAM\OGLyme).

4. Bkntounte n Hactponte PAM connection settings (HacTtporiku nogkntoueHms ¢ PAM). Ykaxute
cnegyowme URL: https://<Baw_FQDN>/core v https://<Baw_FQDN>/idp.

5. O6HOBMTE rpynnoBble MNOMUTUKK Ha KnneHTckom [K.

HaCTpOVIKa AnA MaWWH, K KOTOPbIM He NTPUMEeHAKTCA AOMEeHHbIe NOJIUTUKU

1. CkonupynTte cogepxmnmoe nanku indeed-pam-tools\desktop-console\PolicyDefinitions B
katanor C:\Windows\PolicyDefinitions.

2. 3anyctute pefakTop nokanbHOW rpynnoson nonutuku gpedit.msc.

3. Mepenante B pasgen Computer Configuration\Policies\Administrative Templates\Indeed
PAM\General\ (KoHurypaums komnbtotepa\llonutnkn\AgMmmHncTpaTueHble wabnoHbi\Indeed
PAM\OOGwme).

4. Bxnounte n HactponTe PAM connection settings (Hactponku nogkntodeHus ¢ PAM). Ykaxute

cneaywowme URL: https://<Baw_FQDN>/core u https://<Baw_FQDN>/idp.

HacTpounka 3anucu cobbitnn B Syslog

Windows Linux

1. Nepengnte B katanor C:\inetpub\wwwroot\Iis\targetConfigs, cozgante konuto anna
sampleSyslog.config n nepenmenynte ee B Pam.Syslog.config, 3atem oTpegaktnpynte <Settings>

. </Settings> B COOTBETCTBUWN C HACTPOMKAMU HUXE:

o HostName — nmsa Syslog-cepsepa

o Port — nopt Syslog-cepsepa



o Protocol — tun nogkntodeHuns k Syslog-cepeepy: TCPoverTLS, TCP, UDP
o Format — cpopmat noros: Plain, CEF, LEEF
o SyslogVersion — cneuundukauna npotokona: RFC3164, RFC5424

C:\inetpub\wwwroot\ls\targetConfigs

<Settings HostName="localhost" Port="5081" Protocol="TCP" Format="CEF"
SyslogVersion="RFC3164" />

2. B gpanne C:\inetpub\wwwroot\Is\clientApps.config otpegaktupyinTe cekunto pam gnsi paboTbl C
dannom Pam.Syslog.config — nob6aBbte HOBbIN TargetId Ans WriteTarget:

C:\inetpub\wwwroot\is\clientApps.config

<Application Id="pam" SchemaId="Pam.Schema">
<ReadTargetId>Pam.TargetDb</ReadTargetId>
<WriteTargets>
<TargetId>Pam.TargetDb</TargetId>
<TargetId>Pam.Syslog</TargetId>
</WriteTargets>
<AccessControl>
<I--<CertificateAccessControl CertificateThumbprint="6001122...AA11"
Rights="Read" />-->
</AccessControl>
</Application>

3. Janee B aTOM Xe haine B cekunn Targets [0OaBLTE HOBbIN 3NEMEHT:

C:\inetpub\wwwroot\is\clientApps.config

<Targets>

<Target Id="Pam.TargetDb" Type="mssql"/>
<Target Id="Pam.Syslog" Type="syslog"/>
</Targets>

B Target Id="Pam.TargetDb" nponuwute Type B 3aBUCMMOCTU OT ucnosibdyemon bLl: mssql mnu

pgsql.



Hactpouka RADIUS

/\ NPEAYNPEXOEHUE

Bce URL ykasbiBaloTCSA B HMXXHEM perucrpe.

®opmat JSON He gonyckaeT Hanuunsa KOMMeHTapmeB B channe, NnoaToMy TpebyeTcs yaanuTb CTPOKMU,
Ha4ynHawLwmeca ¢ cumsornos "//".

/\ NPEAYNPEXAEHUE

Mocne BHeCeHNA nameHeHnn B hann KoHurypaumm Tpebyetca nepesarpy3untb nyn npunoxenunn IdP B
[IS Manager.

Mepengute B katanor C:\inetpub\wwwroot\pam\idp 1 oTpegaktupyite dann appsettings.json.

Cekuus IdentitySettings

e DirectoryMechanism — mexaHu3m paboTbl ayTeHTUdUKaLMK.

o Authentication — napameTp ykasbiBaeT nocTaBLWMKOB ayTeHTUpmnkaumm B IDP.

Cekuus IdentitySettings B koHchurypaumoHHom channe appsettings.json

"IdentitySettings": {

"DirectoryMechanism": "Radius",
"Authentication": "Local",

Cekuusa Radius

¢ AuthenticationScheme — cxema ayteHTudukaumm 8 RADIUS. Bo3moxHble
3HadeHus: 'PAP', 'CHAP', 'MSCHAPV2'. Cxema PAP siBnsetca Hebe3zonacHon, NOTOMY YTO Naposib
nepenaeTcs B OTKPbITOM BMAe.

¢ AuthenticationUserName — copmat nmeHu ansa ayteHtudumkaumm.



Bo3MOXxHble 3Ha4YeHus:

o NameWithoutDomain — nma 6e3 gomeHa (ansa ayteHTudukaumm B FreeRadius).
o SamCompatibleName — nmsa B popmate INDEED\\user.

o PrincipalName — nms B popmaTte user@indeed.domain.

o Secret — cekpeT Ans ONONHUTENbHOW ayTEeHTUdUKaALUN KOMMOHEHTA.
o Timeout — Bpemsa oxungaHus oteeta ot cepeepa RADIUS.
 RemoteEndpoint:

o Address — agpec cepsepa RADIUS ans nogknoyeHus.

o Port — agpec cepsepa RADIUS gnsa nogkntoyeHus (no ymondaxuo 1812).

Cekuusa Radius B koHcurypaunmoHHom channe appsettings.json (oauH cepsep RADIUS)

"Radius": {
"AuthenticationScheme": "“MSCHAPV2",
"AuthenticationUserName": "PrincipalName",

"Secret" :"ENCRYPTED_CfDJI8MPJI7V58kgpLvtoHgdiuk5VKMK_hf3r437uzdHjdZAfve5wtVvgDZPjjDm7bg]jC
"Timeout": 10,
"RemoteEndpoint": {
"Address": "PAM_RADIUS_SERVER_1",
"Port": 1812

MoxHo ykasaTb Heckonbko cepBepoB RADIUS, ytobbl 06ecneunTb 0Tka3oyCTONYNBOCTb CUCTEMBI. B aTOM
cnyyae PAM nockinaet 3anpoc cepeepam RADIUS nocnegoBatensHo, B NOpsiAKe yKa3aHUs CEpBEPOB B
KOH(pUrypaumoHHomMm ganne. To eCTb ecnn He yaanochb nogkniounTeca K nepsomy cepeepy RADIUS, To PAM

nonbiTaeTCAd NoOAKNIYNTBCA K CrieayroLlemy.

Cekuusa Radius B koH¢urypaumoHHom chpanne appsettings.json (aBa cepsepa RADIUS)

"Radius": {
"Timeout": 10,
"RemoteEndpoints™: [
{
"Address": "10.11.4.28",
"Port": 1812,


mailto:user@indeed.domain

7 "Secret": "123",

8 "AuthenticationScheme": "MSCHAPV2",

9 "AuthenticationUserName": "PrincipalName"
lo 3>

11 {

12 "Address": "10.11.4.128",

13 "Port": 1812,

14 "Secret": "123",

15 "AuthenticationScheme": "MSCHAPV2",

16 "AuthenticationUserName": "PrincipalName"
17 }

18 ]

19 1},



Hactpounka nognucu RDP-thanna

BknroyeHue nognucu RDP-thanna

Ans Toro, 4Tobbl BKNounTL nognuck RDP-ganna TpebyeTca oTpegaktupoBaTh pasgen Rdp danna

KOH(purypaumm Core, HaxoaaLWMNCS No NYTU:

C:\inetpub\wwwroot\pam\core — gna Windows

"Rdp": {
"UseRemoteApp": false,
"SignRdpFile": true,
"Certificate": "16c214ba7dec702a7ce5e4ac727502b0c0d448e2",

"Password":

}s

letc/indeed/indeed-pam/core — gnsa Linux

"Rdp": {
"UseRemoteApp": false,
"SignRdpFile": true,
"Certificate": "/etc/",
"Password": "1234"

}s

Cexkuunsa Rdp

o SignRdpFile — BkntoyeHne nognucn RDP-ganna.
o Certificate — otneyvartok ceptucumkarta nnm NyTb 4O camMoOro ceptudukara.

e Password — naponb ceptudukata. lNnuwetcs ecnu B napametpe Certificate 6bin ykasaH nyTb 4O

ceptudukara.
Mocne pegakTnpoBaHus danna KoHurypaumm Tpebyetcsa nepesanyctutb KOMNOHEHT Core
Windows

Mepesanyctutsb IIS



Linux

Mepentn B nanky /etc/indeed/indeed-pam

cd /etc/indeed/indeed-pam
Mepe3anyctutb kKomnoHeHT Indeed PAM Core:

sudo docker compose -f docker-compose.management-server.yml up -d core --force-recreate
nnu

sudo docker-compose -f docker-compose.management-server.yml up -d core --force-recreate

HacTtpouka ceptucumkara

Ansa sBknoyeHns nognucn RDP-ganna Heobxoanm cepTudumkar, BblAaHHbIN yOOCTOBEPSOLUM LLEHTPOM

cepTudurKkaumnm

(D NPUMEYAHUE

Bce gencrteus, onncaHHble HUXe, npoxogAT Ha cepBepe ynpaBrieHnd C YCTaHOBJNIEHHbIM KOMIMOHEHTOM

Core

Windows ¢ oTnevyaTkom

1. lo6aBuTb cepTmduKaT B JIMYHOE XPaHUULLE KOMMbIOTEPA.



2. OTKpbITb MeHI0 cepTudukata Bee 3apaum (All Tasks) — YnpaBneHue 3akpbITbIMU Kno4amMum

Iszued lo Iszued By Expiration Late
?Egtwl&vdd.mm vdd-ADC-CA 412/2025
?@ gtw2d.vdd.com gtw2d.vdd.com 4/13/2024
?@idp.vdd.cnm idpwvdd.com 47772024
gd-ADC-CA 4/12/2025

Open

All Tasks * Open

Cut Request Certificate with Mew Key...

Copy Renew Certificate with Mew Key...

Lrae Manage Private Keys...

Properties Advanced Operations *

Help Export...

(Manage Private Keys...).

3. Haxatb [lo6aBuTb... (Add...) B OTKpbIBLLEMCHA OKHE HaxaTb Pa3melweHue... (Locations...), BbibpaTb
nokanbHbIn KoMmnbioTep — OK.

4. B none Beectn ums [IS_ITUSRS — OK.

Select Users or Groups >

Select this object type:

|Users. Groups, or Builtin security principals | Object Types...

From this location:
|GTW28 || Locations...

Enter the object names to select (examples):
GTW2EWIS (USRS Check Names

Advanced... Cancel

5. OTpegakTnpoBaTtb dann KoHpurypaumm, ykazaB oTnedaTok ceptudukara 6e3 napons

Linux ¢ umnopTtupoBaHuem knro4va opmarte PFX

1. UmnopTtupoBaTthb B nanky /etc/indeed/indeed-pam/keys/rdp-sign.pfx ceptudukat B popmate PFX ¢

NpVBaTHbLIM KMOYOM 1 Naporem.

2. OTpepakTnpoBaTb hann KoHUrypaumm, ykasas nyTb K cepTudukaty u naponb

3. OtpepaktnpoBatb dann /letc/indeed/indeed-pam/docker-compose.management-server.ymi
Ao6aBnB CTPOUKY
./keys/rdp-sign.pfx:/etc/indeed/indeed-pam/keys/rdp-sign.pfx B pa3gene core — volumes
ANSA nepeHanpasneHns cepTugukara B KOHTENHep:



volumes:
- ./core/events:/var/lib/indeed/indeed-pam/events
- ./core/appsettings.json:/app/appsettings.json:ro
- ./keys/shared/protector:/etc/indeed/indeed-pam/keys/shared/protector:ro
- ./keys/core:/etc/indeed/indeed-pam/keys/core:ro
- ./ca-certificates:/usr/local/share/ca-certificates:ro
- ./logs/core:/app/logs
- ./keys/rdp-sign.pfx:/etc/indeed/indeed-pam/keys/rdp-sign.pfx



HacTtpouka ogHopa3oBoOro napons no
Email

[aHHas dyHKUMA NO3BOMSIET Nony4vaTb BTOpoW hakTop Yyepes nouTy. Mouta 6epeTca us gaHHbIX y4ETHON

3anucu B Active Directory.

Ha Windows-cepBepe — nepengute B katanor C:\inetpub\wwwroot\pam\idp 1 otpegaktupynte

hann appsettings.json.

Ha Linux-cepepe — nepengute B katanor /etc/indeed/indeed-paml/idp n otpegaktupynte camnn

appsettings.json.

[NomeHsnTe TOTP Ha EMAIL .

Cekuus IdentitySettings

"IdentitySettings": {

"SecondFaType": "TOTP",

Cekuunsa Smtp

"Smtp": {
"Address": "PAM_SMTP_ADDRESS",
"Port": 587,
"SenderAddress": "PAM_SMTP_SENDER_ADDRESS",
"Username": "PAM_SMTP_USERNAME",
"Password": "",
"EncryptionMethod": "TLS"

"AllowedSs1Protocols": "T1ls12,T1s13"

e Address — agpec SMTP cepsepa.
e Port — nopt SMTP cepsepa.

e SenderAddress — agpec, ¢ KOTOporo 6yaeT oTnpaBneHo NUCbMO.



Username — JIOrMH AN aBTOpMU3aL N Ha cepBepe.
Password — naposib Ans aBTopu3aumm Ha cepBepe(lumdpyeTcs).
EncryptionMethod — meTog wmndpoBaHus, nogaepxmneaercs Tonbko TLS.

AllowedSslProtocols — nogaepxmBaemblie Bepcum TLS.



BknoyeHue nepe3anycka KOHTEMHepPoOB
cCepBUCOB NPOKCHU

Docker-koHTenHepam RDP Proxy n SSH Proxy Tpebyetca nepuoanyeckmin nepesanyck (potaums) ans
yCTpaHeHus 3(PEKTOB yTEUYKN NamMaTH, NOTOKOB 1 Aeckpuntopos. B Indeed PAM aTo peanusoBaHo
crneunasnbHbIM CKPUMNTOM, KOTOPbIM 3anyckaeTcs aBToMaTu4eckun no pacnmcanunio. OctaHoBka pabotsl PAM

npu 3TOM He NpoucxoauT (Ceccum nonb3oBaTenen He NpepbIBaOTCS ).

Mo YMOI4aHUIo nepesanyck BbIKITKOYEH. UTobbl ero BKMOYUTD, Tpe6yeTcs'-| BbIMONMHNTb cneaywune nencTeus:

1. U13aMeHnTb 3Ha4YeHne napameTpa B channe KoHpurypaumm.
2. [NepeycTaHOBUTb KOMMOHEHTLI CepBepa 4OCTyna.

3. Nepe3anycTnTb cepBep gocTyna.

BknioyeHue nepesanycka B ¢panne
KOHdurypaumm

1. OTkpownTe pann ./scripts/ansible/vars.yml.

2. B cekummn proxy_recycling nomMeHanTe 3HadeHue napameTpa enabled C false Ha true.

3. MepexoamnTe K nepeycTaHOBKE KOMMNOHEHTOB cepBepa AocTyna.

A NMPEOYNPEXOEHUE

Mpun ncnonb3oBaHun Ha cepepe goctyna SELinux B pexxume Enforcing Bam notpebyeTcsa Bpy4Hyto
A06aBUTb KOHTEKCT Af15 CKpUnTa, Bbl yBUAUTE coobLueHne 06 aToMm:

TASK [War-n about SELinux mode] 3k 3k 3k 3k 3k 3k Sk sk Sk Sk Sk Sk ok ok ok ok sk sk sk sk ok 3k Kk K

msg:

'"Warning: SELinux is in enforcing mode. Add script context manually:'

semanage fcontext -a -t bin_t /etc/indeed/indeed-pam/scripts/recycle-proxy.sh &&
restorecon -Fv /etc/indeed/indeed-pam/scripts/recycle-proxy.sh

Mo3aToMy BbINOMHUTE CreayHoLLYO KOMaHAy:



semanage fcontext -a -t bin_t /etc/indeed/indeed-pam/scripts/recycle-proxy.sh &&
restorecon -Fv /etc/indeed/indeed-pam/scripts/recycle-proxy.sh

JononHutenbHbIe HACTPOUKU

B daiine ./scripts/ansible/vars.yml, B cexummn proxy_recycling €CTb €Ll€ HECKOIbKO NapameTpoB. YKaxute

NX 3Ha4YeHUs (ONUMOHANbHO) UK UCMONb3YNTE 3HAYEHUS NO YMOSTYAHWIO.

replicas — KonuyecTBo Master-pennuk (akTMBHbIX PENIMK, KOTOPbIE MPUHMMALOT coeanHeHust). Mo

ymorn4daHuio 1.

proxies — TunNbl NPOKCU, ANSA KOTOPbIX ByAET BbINONHATLCA nepesanyck. [NpeacrtaBnsaeT na ceds
mMaccus. o ymonyaxuto [rdp,ssh].

e rotation_hours — Bpems poTtaumu pennuk B Yacax. o ymonyaHuio 168.

e session_hours — MakcuMMarnbHas OfIMTENbHOCTb CECCUM B Yacax AN pensinkv B COCTOSSHUM DRAIN
(korga cepBep He NPUHUMAET HOBblE COeaMHEHNS, HO obpabaTbiBaeT cyuwecTBytowme). o ymonyaHumto

24.

lMepeycTaHOBKa KOMNOHEHTOB cepBepa aocrtyna

/\ NPEAYNPEXOEHUE

Bo Bpemsi nepeyctaHoBKkM KOMMNOHEHTOB cepBepa aoctyna PAM 6yaet HegocTyneH. Bee Tekywue

ceccnm 6y,qu npepBaHbI.

1. Ecnu BbinonHeHbl HacTponkn 6esonacHoctn CIS Benchmark Docker, To 3anyctute ckpunT yCTaHOBKM

KOMaHOoMn:
sudo bash run-deploy.sh

Ecnu He BbInonHeHbl HacTporku 6esonacHoctu CIS Benchmark Docker, To 3anyctute ckpunt

YCTaHOBKM KOMaHOown:

sudo bash run-deploy.sh --bench-skip


http://localhost:3000/privileged-access-manager/2.10/system-requirements/linux-environment/#cis-benchmark
http://localhost:3000/privileged-access-manager/2.10/system-requirements/linux-environment/#cis-benchmark

2. Ha artane Enter target IP Haxxmnte ENTER.

3. Mpwu 3anpoce BBEAUTE MMS foKarbHOMO Nosib3oBaTensi ¢ npaBamu sudo (Hanpumep, root) 1 ero Naporb.

4. [loxxamMtecb OKOHYaHuSA YCTaHOBKMW.

() UH®OPMALIUSA

Ecnu ckpunT npepBancs ¢ ownbkon, To oTnNpaBbTe harn C ioramm B TEXHUYECKYHO MOOLEPXKKY.

5. MNepexoaunTe K nepesanycky cepBepa AOCTyna.

MNepesanyck cepBepa Aoctyna

/\ NPEAYNPEXOEHUE

3anyckante komaHabl 13 nanku /etc/indeed/indeed-pam.

[ns nepesanycka KOMMNOHEHTOB cepBepa goctyna Indeed PAM mncnonb3ynte criegytowmne KoMmaHabl:

sudo
sudo

nnn

sudo
sudo

docker compose
docker compose

docker-compose
docker-compose

-f docker-compose.
-f docker-compose.

-f docker-compose.
-f docker-compose.

access-server.yml down
access-server.yml up -d

access-server.yml down
access-server.yml up -d

NMpumep nepesanycka komnoHeHTa RDP Proxy

sudo docker compose -f docker-compose.access-server.yml up -d rdp-proxy --force-recreate

nnn

sudo docker-compose -f docker-compose.access-server.yml up -d rdp-proxy --force-recreate


http://localhost:3000/privileged-access-manager/2.10/problem-solving/configuring-and-collecting-logs/

NMpumep nepesanycka komnoHeHTa SSH Proxy
sudo docker compose -f docker-compose.access-server.yml up -d ssh-proxy --force-recreate
unm

sudo docker-compose -f docker-compose.access-server.yml up -d ssh-proxy --force-recreate



UHTerpaumsa co CTOPOHHUMMU
KaTanoramm nonb3oBaTeneu

Ha aton cTpaHuue onncaHo, kak HacTpouTb MHTerpaunto npogykta Indeed PAM ¢ katanoramu
nonb3oBatenen Active Directory, FreelPA, OpenLDAP n ALD Pro.

[1na nameHeHna napameTpoB YTEHUS KaTanora nonb3oBareneun Tpe6yeTc;| oTpenakTnpoBaTb CeEKUUIO

UserCatalog B KOHUrypaumoHHbIX dannax Core u ldp.

MyTb Ao canna koHcpurypauum Core:

Windows C:\inetpub\wwwroot\pam\core\appsettings.json

Linux /etc/indeed/indeed-pam/core/appsettings.json

MyTb po ¢panna koHdpurypaumm IdP:

Windows C:\inetpub\wwwroot\pam\idp\appsettings.json

Linux /etc/indeed/indeed-pam/idp/appsettings.json

HacTtpounka nuterpauum c Active Directory

dannbl KOHUrypaumm nsHayanbHO cogepxaTt HacTponkn Ans nHterpaumm ¢ Active Directory,

AOMOSNHUTENbHBIX N3MEHEHUI He TpebyeTcs.

HacTpouka noucka nonb3oBaTtesien B rpynne 6e3onacHoOCcTu

[na HacTponkn nomncka nosnb3oBartesien U3 onpeaeneHHon rpynnsl 6esonacHocTn TpebyeTca HaCTPOUTb

napameTp CatalogFilter.

Mpumep HacTpoKrkK NapameTpa AN OAHOM rpynnbl 6e30nacHoCTU



"CatalogFilter": "memberOf=cn=Admins,CN=Builtin,DC=vdd,DC=com"

Mpumep HACTPOMKM ANsi HECKONbKUX rpynn 6e3onacHoCcTn

"CatalogFilter": "(|(memberOf=cn=Admins,CN=Builtin,DC=vdd,DC=com)
(memberOf=cn=PrivelledgeAccounts,OU=Groups,DC=vdd,DC=com)
(memberOf=cn=Admins1,0U=PAMUsers,DC=vdd,DC=com) )"

I'Ipumep HaCTpOﬁKM AnsA HeCKOJNIbKUX rpynn Oe3onacHocTH npu cepBepe yrnpaBrieHUA Ha Linux

"CatalogFilter": "CatalogFilter":"|
(memberof=CN=PAM_USERS,CN=Builtin,DC=mii,DC=local,DC=com)
(memberof=CN=Test,CN=Builtin,DC=mii,DC=local,DC=com)"

I'IapameTp ContainerPath Takke OOMKEH ObITb 3aMOMHEH, T.K. CYUTbIBATLCA 6y,u,yT TOJNbKO TE

nonb3oBaTenu, kKoTopble cocToaT B OU, KOTOPbLIN Bbl Yka3anu B 3Ha4eHun napameTpa CatalogFilter.

v [1pumep 3anonHeHHon cekummn UserCatalog ¢ ykasaHuem rpynnbl 6e3onacHoCcTm

"UserCatalog": {

"RootProvider": "adl",
"Providers": {
"Ldap": [
{

"Id": "ad1l",
"ConnectorType": "Ldap",
“LdapServerType": "ActiveDirectory",
"Domain": "indeed.test",
"Port": 636,

"AuthType": "Basic",
"SecureSocketLayer": true,
13 "ContainerPath": "OU=UsersPAM,DC=indeed,DC=test",
14 "CatalogFilter":
"memberOf=cn=SecurityGroup,OU=PAMUsers,DC=indeed,DC=test",
"UserName": "IPAMADReadOps@indeed.test",
"Password": "qwel23",
"UserMapRules": {
"Settings": [




"Category": "person",
"Class": "user"

[lononHuTenbHy NHPOPMaLMo NO HacTpoKrKe napameTpa CatalogFilter MOXHO npoyvTaTth B

AokymeHTauun Microsoft.

HacTtpownka nuterpauum c Freelpa nnu AldPro

[na HacTponkn nHTerpauumn ¢ katanorom nosnb3osarenen FreelPA unu AldPro nonb3oBartenu kaTtanora
AOMKHbI UMETb crneaytoLme atpubyThl:

e entryUUID MM ipaUniquelID
e cn

e entryDn

e ipaNTSecurityIdentifier

e krbPrincipalName

e uid

¥ [1pumep 3anonHeHHoun cekumnmn UserCatalog ansa katanora nonb3osatenen FreelPA unu AldPro

{
"Id": "ad",
"ConnectorType": "Ldap",
"LdapServerType": "Freelpa", //3ameHume Ha AlLdPro npu Hacmpolike Ha AldPro
"Domain": "ald.sup", //WmAa OomeHa unau KOHKpemHo20 KOHmposasnepa

"Port": 389, //389 014 nodkaw4yeHus no LDAP, 636 0a4 nodkaw4veHUAa no LDAPS

"AuthType": "Basic",

"SecureSocketLayer": false,//false 018 nodkaw4yeHusa no LDAP, true 0nsa
nodkaw4yeHuAa no LDAPS

"ContainerPath": "dc=ald,dc=sup", //llymc 0o KoHmeliHepa nosav3o06ameneli



https://social.technet.microsoft.com/wiki/contents/articles/5392.active-directory-ldap-syntax-filters.aspx
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"UserName": "uid=pamread,cn=users,cn=accounts,dc=ald,dc=sup"”, //YuemHsie OdHHbIE
0218 docmyna K OomeHy. [osxHel bbime 6 dopmame distigushedName, Y3 domkHa umems npaBa
Ha 4meHue Heobxodumeix ampubymoB

"Password": "Qlw2e3r4", //lapone Y3 0na docmyna K OOMeHy

"GroupMapRules": {

"Settings": [

{
"Category": "",
“"Class": "ipantgroupattrs"
}

1,

"Attributes": {
"Id": "ipaUniquelID",
"Name": "cn",
"SamAccountName": "cn",
"CanonicalName": "cn",
"DistinguishedName": "entryDn",

"SidBytes": "ipaNTSecurityIdentifier"

}

}s
"UserMapRules": {

"Settings": [
{
"Categor‘y": IIII,
“Class": "person"
}

1,
"Attributes": {

"Id": "ipaUniqueID",
IlNamell: Ilcnll,

"PrincipalName": "krbPrincipalName",
"SamAccountName": "uid",
"DistinguishedName": "entryDn",

"SidBytes": "ipaNTSecurityIdentifier",
“"ThumbnailPhoto": "jpegPhoto",
"JpegPhoto": "jpegPhoto"

Ecnu y nonb3osatenen karanora ecTb atpubyT entryUUID 1 HeT aTpubyTa ipaUniquelD, TO B CEKLMSX

GroupMapRules n UserMapRules B pa3gene Attributes TpebyeTtcs yoanutb napametp "Id":

"ipaUniqueID".




HacTtpouka nHterpauum ¢ OpenLDAP

[ns HacTponkn nHTerpaumm ¢ katanorom nons3oBatenen OpenLDAP nonb3oBartenu katanora AOMKHbI
nmeTb cneayrowne atpmbyThbl:

e Cn
e entryDn
e uid
v [1pumep 3anonHeHHon cekumn UserCatalog anga katanora nons3osatenen OpenLDAP
1 {
2 "Id": "oldap",
3 "ConnectorType": "Ldap",
4 "LdapServerType": "OpenLdap",
5 "Domain": "oldap.local", //Mma domeHa unu KOHKpemHO20 KOHmMposaaepa
6 "Port": 389, //389 014 nodkaw4yeHus no LDAP, 636 018 nodkaw4veHus no LDAPS
7 "AuthType": "Basic",
8 "SecureSocketlLayer": false, //false 014 nodkawyeHus no LDAP, true 0nA
nodkaw4yeHuAa no LDAPS
9 "ContainerPath": "DC=oldap,DC=1local", //Mymb 0o KoHmeliHepa nosas306ameneli
10 "UserName": "cn=IPAMADReadOps,dc=oldap,dc=1local", //YuemHvie OaHHble 0n4 Adocmyna
K OomeHy. JomxHbl 6bimb B ¢opmame distigushedName, Y3 dosnxHa umems npaBa Ha 4ymeHue
Heobxodumbix ampubymoB
11 "Password": "QWEqwel23", //laponb Y3 0n4 docmyna K OoMeHy
12 "GroupMapRules": {
13 "Settings": [
14 {
15 "Category": "",
16 “"Class": "groupOfUniqueNames"
17 }
18 1,
19 "Attributes": {
20 "Name": "cn",
21 "SamAccountName": "cn",
22 "CanonicalName": "cn",
23 "DistinguishedName": "entryDn",
24 "Members": "uniqueMember"
25 }
26 ¥
27 "UserMapRules": {




"Settings": [

{
"Category": "",
"Class": "inetOrgPerson"
}
1,
"Attributes": {
"Name": "cn",
"SamAccountName": "uid",
"DistinguishedName": "entryDn",

"ThumbnailPhoto": "photo",
"JpegPhoto": "photo"

HacTtpouka uHTerpauum ¢ HeCKOJNIbKUMU
KaTanoramMmum nonb3oBaTerneun

[na HaCTpOI7IKI/I MHTEerpaunm ¢ HeCKOJIbKMMU KaTtanoramm norb3oBaTenemn BbINOMHUTE cnepywouine AencTBus:

1. NomeHanTe 3Ha4yeHne napameTpa RootProvider Ha "orUCP".

2. B cekummn Ldap nepedncrnvte Yepes 3ansTyto Katanoru nonb3oBartenen, ¢ KoTopbiMyM Heobxoanuma
NHTerpauus. |d npoBangepoB He AOMKHbLI coBnaaaTh. |d npoBanaepoB, ¢ KOTOpbIMKU 40 3TOro paboran
PAM, He AOMmKHbI MEHATLCS.

3. [JobaBbTe cekuunio Or M3 NpUMepa HUXe, B KoTopon nponuwunTe |d cekumin nposangepos.

v [Mpumep cekumm UserCatalog, HacTpoeHHOM Ha paboTy ¢ ABYMS KaTanoramu nosnb3oBaTtenen

"UserCatalog": {

"RootProvider": "oruUcpP",
"Providers": {
"Ldap": [
{
"Id": "ad",
"ConnectorType": "Ldap",
"LdapServerType": "ActiveDirectory",

"Domain": "indeed.test",
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"Port": 636,
"AuthType": "Basic",
"SecureSocketLayer": true,
"ContainerPath": "OU=UsersPAM,DC=indeed,DC=test",
"UserName": "IPAMADReadOps@indeed.test",
"Password": "qwel23",
"UserMapRules": {
"Settings": [
{
"Category": "person",
"Class": "user”

"Id": "ipa",
"ConnectorType": "Ldap",
"LdapServerType": "Freelpa",
"Domain": "ipa.redos",
"Port": 389,
"AuthType": "Basic",
"SecureSocketLayer": false,
"ContainerPath": "DC=ipa,DC=redos",
"UserName": "uid=IPAMADReadOps,cn=users,cn=accounts,dc=ipa,dc=redos"”,
"Password": "qwel23",
"GroupMapRules": {
"Settings": [
{
"Category": "",
"Class": "ipantgroupattrs"
}

1,

"Attributes": {
"Name": "cn",
"SamAccountName": "cn",
"CanonicalName": "cn",
"DistinguishedName": "entryDn",

"SidBytes": "ipaNTSecurityIdentifier'

}

¥
"UserMapRules": {

"Settings": [
{

"Category": ,
"Class": "person"




56 }

57 1,

58 "Attributes": {

59 "Name": "cn",

60 "PrincipalName": "krbPrincipalName",
61 "SamAccountName": "uid",

62 "DistinguishedName": "entryDn",
63 "SidBytes": "ipaNTSecurityIdentifier",
64 "ThumbnailPhoto": "jpegPhoto",
65 "JpegPhoto": "jpegPhoto"

66 }

67 }

68 }

69 1,

70 "or": [

71 {

72 "Id": "orucp",

73 "Providers": {

74 "ad": {"IgnoreExceptions": true},

75 "ipa": {"IgnoreExceptions": true}

76 }

77 }

78 ]

79 }

80 }

¥ [1pumep cekumm UserCatalog, HacTpoeHHon Ha paboTy C Tpems Katanoramu nonb3oBartenem

1 "UserCatalog": {

2 "RootProvider": "orUucpP",

3 "Providers": {

4 "Ldap": [

5 {

6 "Id": "ad",

7 "ConnectorType": "Ldap",

8 "LdapServerType": "ActiveDirectory",
9 "Domain": "indeed.test",
10 "Port": 636,
11 "AuthType": "Basic",
12 "SecureSocketlLayer": true,
13 "ContainerPath": "OU=UsersPAM,DC=indeed,DC=test",

14 "UserName": "IPAMADReadOps@indeed.test",




15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60

"Password": "qwel23",
"UserMapRules": {

"Settings": [
{
"Category": "person",
"Class": "user"
}
]
}
¥
{
"Id": "ad2",
"ConnectorType": "Ldap",
"LdapServerType": "ActiveDirectory",
"Domain": "indeed2.test",
"Port": 636,
"AuthType": "Basic",
"SecureSocketLayer": true,
"ContainerPath": "OU=PAMUsers,DC=indeed2,DC=test",
"UserName": "IPAMADReadOps@indeed2.test",
"Password": "qwel23",
"UserMapRules": {
"Settings": [
{
"Category": "person",
"Class": "user"
}
]
}
¥
{
"Id": "ipa",

"ConnectorType": "Ldap",
"LdapServerType": "FreeIpa",
"Domain": "ipa.redos",
"Port": 389,
"AuthType": "Basic",
"SecureSocketLayer": false,
"ContainerPath": "DC=ipa,DC=redos",
"UserName": "uid=IPAMADReadOps,cn=users,cn=accounts,dc=ipa,dc=redos",
"Password": "qwel23",
"GroupMapRules": {
"Settings": [
{
"Category": "",
"Class": "ipantgroupattrs"




61 }

62 1,

63 "Attributes": {

64 "Name": "cn",

65 "SamAccountName": "cn",

66 "CanonicalName": "cn",

67 "DistinguishedName": "entryDn",

68 "SidBytes": "ipaNTSecurityIdentifier"
69 }

70 }:

71 "UserMapRules": {

72 "Settings": [

73 {

74 "Category": "",

75 "Class": "person"

76 }

77 1,

78 "Attributes": {

79 "Name": "cn",

80 "PrincipalName": "krbPrincipalName",
81 "SamAccountName": "uid",

82 "DistinguishedName": "entryDn",
83 "SidBytes": "ipaNTSecurityIdentifier",
84 "ThumbnailPhoto": "jpegPhoto",
85 "JpegPhoto": "jpegPhoto"

86 }

87 }

88 }

89 1,

90 "or": [

91 {

92 "Id": "orucp",

93 "Providers": {

94 "ad": {"IgnoreExceptions": true},

95 "ad2": {"IgnoreExceptions": true},

96 "ipa": {"IgnoreExceptions": true}

97 }

98 }

99 ]

100 }

101}




E%E‘ Pe3epBHble Y4eTHble 3anucun

Bbloenvte pe3epBHYH YYETHYHO 3anncb Ans Kaxaoro pecypca

l LLindbpoBaHMe naponeun u ceKkpeTos

3awndpynte darinbl KOHOUrypaLm Nocne OKOHYaHUs HaCTPONKMN UHCTanASaLMn

SU| dunsrpaums npoueccos n ®C

[ob6aBbTe pa3pelleHHble Ang 3anycka npouecchl B hann KoHdurypauumn processprotection.settings.json (onunoHansHO)

‘ §0p i LlUndpoBaHme maTtepuanoB ceccum

O3HakoMbTeCh C MHbopMaUnel o LWKdpoBaHMM MaTeEpPUanoB cCeccum

|
_-—Ei, Monutukn 6esonacHocTU cepBepa AocTyna

MmnopTtupynte Habop pekoMmeHAyeMbIX NOMUTUK Ha cepBep AoCTyna



http://localhost:3000/privileged-access-manager/2.10/security-recommendations/backup-accounts/
http://localhost:3000/privileged-access-manager/2.10/security-recommendations/security-of-passwords-and-secret-keys/
http://localhost:3000/privileged-access-manager/2.10/security-recommendations/process-filtering-and-file-security/
http://localhost:3000/privileged-access-manager/2.10/security-recommendations/session-logs-encryption/
http://localhost:3000/privileged-access-manager/2.10/security-recommendations/access-server-security-policy/
http://localhost:3000/privileged-access-manager/2.10/security-recommendations/access-server-security-settings/

ﬁl o
%‘ HaCTpOMKM 6e3onacHocTH cepBepa gocTtyna

MpumeHnTe HeobxoanMble HACTPOKKM 6e30MacHOCTM Ha cepBepe AoCTyna

‘i CmeHa kntova wudpoBaHus b1 PAM

CmeHuTe Kntoy LLII/ICprBaHI/Iﬂ B Clty4ae ero kKomnpomertauum



http://localhost:3000/privileged-access-manager/2.10/security-recommendations/access-server-security-settings/
http://localhost:3000/privileged-access-manager/2.10/security-recommendations/access-server-security-settings/
http://localhost:3000/privileged-access-manager/2.10/security-recommendations/db-encryption-key-changing/

Pe3epBHble y4YeTHbIe 3anucu

Basa gaHHbix 1 cepsuc Indeed PAM Core — 310 KpuTtnyeckue anemeHThbl. [NoBpexaeHne 6asbl AaHHbIX Un
OTKa3 cepBuca NpUBEAET K NOTepe AOCTyNa K pecypcam, Tak Kak Maporv y4eTHbIX 3anucen Hen3BeCTHbI

KOHEYHbIM nonb3oBaTternamMm n agMNHUCTPaTopaM.

[MoaToMy pekomeHayeTcsa Afis Kaaoro pecypca BblAENUTb PE3EPBHYIO YYETHYIO 3anncChb C NpaBamm
nokanbHoro agMmnHuctpatopa (OC Windows) unu ¢ npaBamu Ha BbinofiHeHne komangbl SUDO (OC *nix).
HasHaybTe ynonHOMOYEHHOrO COTPYAHMKA, KOTOPbIN ByaeT oTBeYaTb 3a COXPAHHOCTb PE3EePBHbIX YHETHbIX

3anucen n naponemn.

OTa Mepa no3BOJINT BOCCTaHOBUTL AOCTYN K peCypCaM B Clty4dae Bbixoda U3 CTPOA 0asbl AaHHbIX Unn

cepsuca.



LLUndpoBaHue naponen n cekpetoB

Mo ymonyaHuio Bo BpeMsi YCTAHOBKM KOMMOHEHTOB NPOUCXOANT aBTOMAaTn4eckoe WwngposaHue annos

KOHd)MpraHMM AN OONOMHUTENBbHOM 3aWMTbl CUCTEMBI.

Bo Bpemsi paboTbl ¢ cuctemon MoxeT noTpeboBaTbCsa pefakTMpoBaHue hannoB KOHUrypawumm.
PepaktnpoBaTtb MOXXHO TOMbKO paclumdpoBaHHbie dannbl. lNocne BHeCeHNsa BCeX HEOOXOANMbIX MPaBokK

TpebyeTcs cHoBa 3alumdpoBaThb hannbl KOHUrypaumm.
OTO MOXHO cenatb C NOMOLLbIO yTuUnuThl Ha Windows nnu ckpunta Ha Linux.

LndposaHmio noanexar KoHPUrypaumnmoHHsle gannsl komrnoHeHTos Core, IdP, ProxyApp u Log Server.

YTunuta Ha Windows

CHATHMe wmndpoBaHUua

1. Nepengute B katanor ¢ guctpmdytnsom PAM no nytu ..PAM_2.10.0\indeed-pam-
windows\MISC\ConfigurationProtector\.

2. 3anyctute PowerShell oT umeHn agMmuHucTparopa.
3. BbInonHuTe ogHy 13 KoMaHa A5 CHATUSA WKMAPOBaHMUS.

o CHaTMe WwnpoBaHus co Bcex hannoB KOHUrypawmm, pacnonoXeHHbIX B CTaHOAPTHbIX

ANPEKTOPUSAX:

.\Pam.Tools.Configuration.Protector.exe unprotect

() MHOOPMALIMSA

CraHgapTHON gupekTopuen anioB KOHUrypaumm SBngeTca QUpeKTopus
C:\inetpub\wwwroot\pam\uma_komnoHeHTa\appsettings.json.

o CHATue wundpoBaHus ¢ annoB KOHpUrypaumm otaenbHbIX KOMMNOHEHTOB:



.\Pam.Tools.Configuration.Protector.exe unprotect --component WUms_KoMmnoHeHTa
Hanpumep:
.\Pam.Tools.Configuration.Protector.exe unprotect --component core
o CHaATMe wndgpoBaHus ¢ danna, pacrnofnoXeHHOro BHe CTaHA4APTHOW ANPEKTOPUN:

.\Pam.Tools.Configuration.Protector.exe unprotect --component Uma_xkomnoHeHTa --
file "nyTb_k_danny"

Hanpumep:

.\Pam.Tools.Configuration.Protector.exe unprotect --component Core --file
"C:\inetpub\wwwroot\pam\core\appsettings.json"

() UH®OPMALINSA

[NonyckaeTcs ykas3aTb NyTb Ge3 KaBbl4YeK, ECIN OH HE COAEPXUT NPOGENOB.

lUndpoBaHune

1. Nepengnte B katanor ¢ guctpmdytnsom PAM no nytu ..PAM_2.10.0\Indeed-pam-
windows\MISC\ConfigurationProtector\.

2. 3anyctute PowerShell oT umeHn agMmuHucTparopa.
3. BbINonHuTe 0OHY M3 KOMaH4 Ans WngpoBaHus.

o LUndgpoBaHue Bcex dainnoB KOHUrypaLmmn, pacronoXeHHbIX B CTaHOAPTHLIX OUPEKTOPUSIX:

.\Pam.Tools.Configuration.Protector.exe protect

() MH®OPMALSA



CraHgapTHON gupekTopuen annoB KOHUrypaumm SBngeTca QUpeKTopus
C:\inetpub\wwwroot\pam\uma_komnoHeHTa\appsettings.json.

o WndposaHne dannos koHPUrypauunmn otaenbHbIX KOMMNOHEHTOB:
.\Pam.Tools.Configuration.Protector.exe protect --component WmAa_komMnoHeHTa
Hanpumep:
.\Pam.Tools.Configuration.Protector.exe protect --component core
o WndposaHne anna koHGUrypauumn, pacnonoXeHHOro BHe CTaHA4apTHOW ANPEKTOPUN:

.\Pam.Tools.Configuration.Protector.exe protect --component WUma_komnoHeHTa --
file "nyTb_k_danny"

Hanpumep:

.\Pam.Tools.Configuration.Protector.exe protect --component Core --file
"C:\inetpub\wwwroot\pam\core\appsettings.json"

() UH®OPMALINSA

NonyckaeTcs yka3aTb NyTb Ge3 KaBblYeK, ECIN OH HE COAEPXUT NPOGENOB.

CkpunT Ha Linux

CHATMe wndpoBaHUua

1. Mepenante B AnpekToputo ¢ hannom npoTekrTopa:
cd /etc/indeed/indeed-pam/tools

2. Boinonnute OAHY U3 KOMaHA AnA CHATUA LLIVICprBaHI/IFI.



o CHATUe WndpoBaHMs CO Bcex hansioB KOHUrypaumm, pacnosfioXXeHHbIX B CTaHAAPTHbIX
ANPEKTOPUAX:

bash protector.sh unprotect

o CHaTne wncpoBaHus ¢ hannoB KOHUrypaumm oTaenbHbIX KOMMNOHEHTOB:
bash protector.sh unprotect -component WUmsa_kKomnoHeHTa

Hanpumep:
bash protector.sh unprotect -component core
LlUndpoBaHne
1. Mepenante B ANpeEKTOpPUIO C hansiom npoTekTopa:
cd /etc/indeed/indeed-pam/tools

2. BbinonHuTte oHy U3 KoMaHa Ans wWudpoBaHus.

o LndppoBaHue Bcex pannoB KOHMUrypaumm, pacrnofioXXeHHbIX B CTaHAAPTHLIX OUPEKTOPUAX:
bash protector.sh protect
o WndposaHne dannos koHPUrypaunmn otaenbHbIX KOMMNOHEHTOB:
bash protector.sh protect -component Wmsa_komnoHeHTa
Hanpumep:

bash protector.sh protect -component core



O mexaHusme wudpoBaHUA

LLndposaHme KoHpUrypaumoHHbIx hannos (KputnyHbix annos) Indeed PAM BbinonHseTCS Npy NOMOLLN
kntoya wncpposaHna AES-256 creHepupoBaHHoro Data Protection API. Kntou coxpaHsaeTcsa Ha cepBepe

Indeed PAM n gononnuteneHo wndgpyetca Windows Data Protection API.
PacnonoxeHue krnova:

¢ OC Windows Server — %ProgramData%\Indeed\Pam\Keys
e OC Linux — /etc/indeed/indeed-pam/keys

[MpaBo Ha Mcnonb3oBaHWE OUPEKTOPUM NpeaocTaBnaeTcs Tonbko npunoxeHnam Indeed PAM.



dunesrpaumnsa npoueccoB n PC

3an peT 3anyCKa npoueccoB

Ans PAM Gateway peanu3oBaH MexaHU3M 3anpeTa 3anycka NpoLEeCCOB MOfb30BaTENSAMU.

|-|pl/l KaXOoM 3anycke rnpouecca BbINMONHAETCA pAd npoBEpPOK. 3anyC|< npouecca pa3peLlleH, ecrin XoTsd Obl

ofHa 13 NpoBEPOK NponaeHa:

e Ecnu nonb3oBartenb 3TO LOCAL_SYSTEM, LOCAL_SERVICE mnu NETWORK SERVICE
« Ecnu nonb3oBaTtens sBnsieTcs agMUHUCTPATOpoM Ha cepeepe RDS

e Ecnu POAUTENBCKMM MPOoLECCOM ABNAETCA OANH N3 U3BECTHbLIX CUCTEMHbIX (SVChOSt . exe|,

winlogon.exe, userinit.exe, rdpinit.exe)

o CrapT npouecca paspeLleH B KOHpuUrypaumoHHoM doanne processprotection.settings.json
Ecnn H1 ogHa 13 npoBepoOK He NponaeHa, To 3anyck npouecca 3anpeLleH.

KoHdurypauma paspeLLeHHbIX NpoLeccoB HacTpamBaeTcs B dpanne:
C:\Program Files\Indeed\Indeed

PAM\Gateway\ProcessCreateHook\processprotection.settings.json

Mpumep canna processprotection.settings.json

"Rules": [
{

"Comment": "Common, record video",

"ParentProcessPaths": [
"C:\\Program Files\\Indeed\\Indeed

PAM\\Gateway\\ProxyApp\\Pam.Proxy.App.exe"

1,

"ApplicationPaths": [
"C:\\Program Files\\Indeed\\Indeed PAM\\Gateway\\ProxyApp\\ffmpeg.exe",
"C:\\Program Files\\Indeed\\Indeed PAM\\Gateway\\ProxyApp\\ffprobe.exe"



e Rules — [lMpaBuna ans paspeLLeHHbIX NPOLIECCOoB.
MapameTpbl NpaBus:

e Comment — KOMMEHTapumn Ans npasuna.
e ApplicationPaths — nyTu 40 NCNOMHSAEMbIX ParnoB, KOTOPble MOXHO 3anycKaTb.

e ParentProcessPaths — nyTu 4o ucnonHsembix gdannos, NPOLECChl KOTOPbIX MOTYT 3arnyckaTb
npunoxeHna n3 ApplicationPaths.

3awmTa KpUTUYHbIX bannos

Ona PAM Gateway peanvsoBaH MexaHW3M pasrpaHuyeHus npas Ang AocTyna K pannam Ha ypoBHe

MPOLECCOB.

Monb3oBaTenu nokanbHON rpynnbl a4MUHUCTPATOPOB MMEKT AOCTYN K No6bIM hannam ns nobbix
npoueccoB. OcTanbHble NOMb30BaTENM MOrYT OTKPbIBaTh Ntobble dhansibl n3 nobbiX NPOLLECCOB, KpOME
yS3BUMbIX (pannoB. [1nsa ya3srMbIX haninoB BbINOMHSAETCA NpoBepKa npoLecca: ecriv npouecc HaxoauTes B
Cnucke paspeLleHHbIX, TO AOCTYN pa3peLlaeTcs, nHavye — 3anpeLlaeTcs.

KoHdurypaumsa sawwmtel yassumbiX oannoB HacTpameBaeTcs B pansne:

C:\Program Files\Indeed\Indeed PAM\Gateway\Service\filesprotection.settings.json

Mo ymonyaHuio B KOHUrypaumMoHHbI hann gobasneHbl ya3sumMble annsl PAM, gononHuTtenbHas

HacTpoWka He TpebyeTcs.

Mpumep channa filesprotection.settings.json

"VulnerableFiles": [
{
"Path": "C:\\Program Files\\Indeed\\Indeed
PAM\\Gateway\\ProxyApp\\appsettings.json",
"AllowedProcesses": [
"C:\\Program Files\\Indeed\\Indeed
PAM\\Gateway\\ProxyApp\\Pam.Proxy.App.exe"

]
}s

{
"Path": "C:\\ProgramData\\Indeed\\Indeed PAM\\SessionTemp\\RDP",

"AllowedProcesses": [



12 "C:\\Program Files\\Indeed\\Indeed
PAM\\Gateway\\ProxyApp\\Pam.Proxy.App.exe",

13 "C:\\Windows\\System32\\mstsc.exe",

14 "C:\\Windows\\SysWOW64\\mstsc.exe"

15 ]

16 s

17 {

18 "Path": "C:\\ProgramData\\Indeed\\Indeed PAM\\SessionTemp\\SSH",

19 "AllowedProcesses": [

20 "C:\\Program Files\\Indeed\\Indeed
PAM\\Gateway\\ProxyApp\\Pam.Proxy.App.exe",

21 "C:\\Program Files\\Indeed\\Indeed PAM\\Gateway\\SshClient\\Pam.Putty.exe"

22 ]

23 Ts

24 {

25 "Path": "C:\\ProgramData\\Indeed\\Indeed PAM\\SessionTemp\\Video",

26 "AllowedProcesses": [

27 "C:\\Program Files\\Indeed\\Indeed
PAM\\Gateway\\ProxyApp\\Pam.Proxy.App.exe",

28 "C:\\Program Files\\Indeed\\Indeed PAM\\Gateway\\ProxyApp\\ffmpeg.exe",

29 "C:\\Program Files\\Indeed\\Indeed PAM\\Gateway\\ProxyApp\\ffprobe.exe"

30 ]

31 ¥

32 {

33 "Path": "C:\\ProgramData\\Indeed\\Indeed PAM\\PamStorage",

34 "AllowedProcesses": [

35 "C:\\Program Files\\Indeed\\Indeed
PAM\\Gateway\\ProxyApp\\Pam.Proxy.App.exe",

36 "C:\\Program Files\\Indeed\\Indeed PAM\\Gateway\\ProxyApp\\ffmpeg.exe",

37 "C:\\Program Files\\Indeed\\Indeed PAM\\Gateway\\ProxyApp\\ffprobe.exe",

38 "C:\\Program Files\\Indeed\\Indeed PAM\\Gateway\\SshClient\\Pam.Putty.exe"

39 ]

40 }

41 ]

42 }

MapameTpsbl:

e VulnerableFiles — CMNMCOK yA3BUMbIX (pannos
e Path — nyTb K yaA3BMMOMY panny. MoxHO ykasbiBaTb Kak KOHKPETHbLIN hans, Tak U AUPEKTOPUIO.

e AllowedProcesses — CN1COK NPOLECCOB, KOTOPbIM paspeLleH A0oCTyn K dainy. YkasblBatoTcs

KOHKPETHbIE UCMOJTHAEMbIE MOAYIN.

Mocne nameHeHns kKoHUrypaumnoHHoro danna Tpebyetcs nepesanyck cnyxbsl Pam.Service.



LLincdhpoBaHMe maTepuanoB ceccuu

[MpepocTtaBneHue OocTyna K 3awmiuiaeMbiM NPUBUIErMPOBaHHbLIM YYETHBIM 3anncaM ABMSETCH He
egmHcTBeHHOM 3aaadven Indeed PAM. [1ns makcumanbHoro obecneveHnsa 6e3o0nacHOCTM y4ETHOM 3anmcu u
npouecca paboTbl NPUMEHSAIOTCHA CPEACcTBa NPOTOKONMpoBaHuA. B npouecce paboTbl BbINOMHSAETCA
doukcaumna oencTBmi NpyM NOMOLLM BUAEO M CHUMKOB 3KpaHa. OTCHATbIE MaTepuanbl ABAATCA KPUTUYHBIMA
C TOYKM 3peHnsa MHPOPMaLIMOHHON Be30NacHOCTN, TaK Kak UCNOMb3YTCA AN9 UcCnefoBaHNA UHUMAEHTOB U

4YaCTO HOCAT KOH(PMAEeHUManbHbIA XapakTep.

[na obecneyeHns 6e3onacHOCTN OTCHATLIX MaTtepuanos B Indeed PAM peanu3oBaH MexaHn3m
LWnppoBaHMs NO3BoONAIOLWMI Be30NacHO XpaHUTb U UCMOMb30BaTh B paMkax pelweHus. LndgpposaHune
BbIMOMHSAETCS Npu nomoLum anroputma AES256, cam Kniod yHUKaNeH Anst Kaxxgon oTaenbHOW CeCCUMn.



NMonutnkn 6e3onacHocTn cepBepa
pocTyna

Habop ctaHgapTHbIX rpynnoBbIX NoNnTuk gomeHa Active Directory, pekomeHayembIX K IPUMEHEHMIO Ha
cepBep, KOTopbIN BbINOMAHAET porb Indeed PAM Gateway, ans obecneyeHuns 6e3onacHoCTu.

HasHavyeHue npaB NnoJsib3oBaTesA

MyTb: KoHdurypaums komnbrotepa — NMonutukm — KoHdurypauma Windows — lNMapameTtphbl
6e3onacHocTu — JlokanbHble NONUTUKKM — Ha3HavyeHne npaB nonb3oBaTens

(aHrn. — Computer Configuration — Policies — Windows Settings — Security Settings — Local Policies —

User Rights Assignment)

=) Group Policy v
File Action View Help
e HE XK=

4 il Computer Configuration ~

4 | Policies
B[] Software Settings
4[] Windows Settings
i [ | Mame Resolution Policy
| Scripts (Startup/Shutdown)
4 Th Security Settings
[+ _:j::] Account Policies
A ﬂ:j Local Policies
boH Audit Policy
q User Rights Assignment
o= Security Uptions
b i EventLog
t- [ Restricted Groups

b & Systemn Services

v OnucaHne NonuTuK

Monutuka OnucaHue 3HaueHus

Access Credential OTOT NapameTp UCMorb3yeTcs He onpeneneHo

Manager as a trusted ancnetyepoM y4HeTHbIX AaHHbIX B Xo4e




Monutuka

caller (JocTtyn k
ANCNETYEPY YYETHbIX
AaHHbIX OT UMEHU
[0BEPEHHOr0
BbI3bIBalOLLErO)

Act as part of the
operating system
(Pabota B pexnme
ornepaunoHHOn

CUCTEMBI)

OnucaHue

apxuBauun 1 BOCCTAHOBMNEHWS. JTa
npuBUNerua He AormKHa
NPeAoCTaBnATLCHA YYETHBIM 3anucsmMm,
MOCKOSbKY OHa NpefoCcTaBnAeTcsa TONbKO
Winlogon. CoxpaHeHHble
nonb3oBaTensiMn y4eTHble AaHHbIe MOryT
ObITb CKOMMPOMETMPOBAHbI, ECNN 3Ta
npvBUIerusa NpeaocTaBnaeTcs Apyrum

cybObekTam.

OT0 NpaBo Nonb3oBaTeNnd NO3BONSET
npoueccy onuueTBopsATbL Noboro
nonb3oBaTens 6e3 nposepku
noanmMHHocTwu. MNMpouecc, Taknm obpasom,
MOXET nosiyyaTb AOCTYN K TEM Xe
nokarbHbIM pecypcam, 4To n
nonb3oBaTensb. [1pouecckl, ANs KOTOpbIX
TpebyeTca Takas npuBMNErns, SOMKHbI
MCNOSb30BaTh YXXe CoAepKaLlyto aTy
NPUBUIIETNIO YYETHYIO 3an1cCb
LocalSystem, a He OTAEeNbHYO YYETHYIO
3anncb Nosib3oBaTesisi C aToun
npusunernen. Ecnn B opraHnsauum
MCNOSIb3YOTCS TOSMbKO CepBepPbI C
onepaunoHHbIMU CUCTeMaMn cemencTea
Windows Server 2003, HeT
HeobXxoQMMOCTM HasHavaTtb 3Ty
npuBmnernto nonb3osarenam. OgHako
€CNn B opraHnsauum Ucnonb3yTcs
cepBepbl Mo, yrnpasneHnem
onepaumoHHbix cuctem Windows 2000
nnm Windows NT 4.0, HazHa4yeHue aToun
npuBmMnernn Moxet notpedoBaTbcs AN4
NCMOSb30BaHNA MPUNOXEHWUN,
oBbMeHmnBaoLLMXCHA NaponsaMmn B 00bIYHOM
TEKCTOBOM (popmaTte. BHMmaHue!

3HauyeHus

He onpeneneHo




Monutuka

Adjust memory quotas
for a process
(Hactpownka kBoT
namaTv ang

npouecca)

Allow log on locally
(JTokanbHbIN BXOA B
cucTemy)

Allow log on through
Remote Desktop
Services (PaspewaTtb
BXO[ B CUCTEMY Yepe3
Cnyx6bl yaaneHHbIX

pabo4ynx CTonoB)

Back up files and
directories
(ApxuBauusa cannos
N KaTanoros)

OnucaHue

HasHaueHwne aToro npaea nonb3oBaTento
MOXXET NPeACTaBnsATb Yrpo3y
6e3onacHocTu. HasHavaiTe Takue npasa
TONbKO JOBEPEHHbLIM MOMb30BaTENsAM.

OTa npuBunerns onpenensiet, KTo MoxeT
N3MEHATb MakCMManbHbI 0ObeM
NamATn, UCNOMb3yeMbl NPOLLECCOM. JTO
npaBso nornb3oBaTens onpegeneHo B
obbekTe rpynnosou nonutukn (GPO)
KOHTposnepa AOMeHa Mo YMOMYaHuoo 1 B
rfioKanbHoOM nonuTnke 6e3onacHoOCTu
paboymnx cTaHum1 1 cepBepoB.
lMpumeyvaHve. Ta NpmBunerns nonesHa
NpW HACTPOMKE CUCTEMbI, HO €ro
NCNoNb30BaHWE MOXET HaHECTU Bpep,
Hanpumep, B Cnyyae atak Tuna "oTkas B
obcnyxusaHun".

OTOT NapameTp onpegensiet
nonb3oBaTenemn, KoTopble MOryT BXOAUTb
B CUCTEMY Ha KOMMbOTEPE.

OT0T NapameTp 6esonacHoCTn
onpepnensert, y Kakux nonb3oBaTtenen unm
rpynn ecTb paspeLleHne Ha BXoA B
CUCTEeMY B Ka4ecTBe KINMeHTa cryxo
yAaneHHbIX pabo4ymx CTOMNOB.

OT0 NpaBo Nonb3oBaTens onpeaenser,
Kakue nonb3oBaTenn MoryT
WUrHOpPMpOBaTb paspeLleHnsa anga gannos,
KaTtanoros, peecTtpa v Apyrmx
MOCTOSIHHbIX OOBEKTOB C LIENbHO
apxmBaumm cuctemsbl. B yactHocTu, aTo

3HaueHus

NT
AUTHORITY\NETWORK
SERVICE, NT
AUTHORITY\LOCAL
SERVICE,
BUILTIN\Administrators

BUILTIN\Administrators

BUILTIN\Administrators,
rpynna nonb3oBaTenen
PAM
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Monutuka

Bypass traverse
checking (O6xopg
nepeKkpecTHoOn

NpOBEPKN)

Change the system
time (M3meHeHne

CUCTEMHOIO BPEMEHMN)

OnucaHue

npaBo nonb3oBartens nogobHo
NpeaoCTaBnNeHnto criefyLwmx
paspeLLeHnin Nonb3oBaTeno Unu rpynne
AN BCex Narnok u pannos B CUCTEME:
O630p nanok/BbinonHeHne gannos
Copepxnmoe nanku/YteHne gaHHbIX
YrteHune atpmbyToB YUTeHne
paclwmpeHHbIX aTpnbyToB YteHune
paspelweHnin BHnmaHue! HasHayeHne
3TOro Npaea Nonb30BaTEN0 MOXET
npeacTaenaTb yrpo3y 6e3onacHoCTH.
MockornbKy HEBO3MOXHO TOYHO 3HATb,
YTO MMEHHO MoNb30oBaTeNb AeNnaeT C
AaHHbIMY — cO3[aeT apxuB, KpageT unm
KOMMPYET C Lenbko pacnpocTpaHeHns —
HasHa4anTe 3TO NPaBO TONbKO
AOBEPEHHbIM NONb30BaTENSAM.

370 NpaBo Nonb3oBaTens onpeaenser,
Kakue nonb3oBaTeny MoryT Npon3BoauTb
00630p AepeBbLEB KaTanora, Jaxe ecnv y
3TUX Norb3oBaTenen OTCYTCTBYOT
paspeLleHuns Ha kaTaror. 9Ta
NpuBUMEr1s He NO3BonseT
nonb3oBaTensiM NpocMaTpMBaTh
COOEPXXMMOE KaTarora, a No3BonseT

TONbKO BbINOJIHATb 0630p.

OT0 NpaBo Nonb3oBaTend onpeaenser,
Kakume nonb3oBaTtenu u rpynnbl MOryT
N3MEHSATb BPEMS U AaTy BHYTPEHHUX
YyacoB KoMrMbloTepa. [lonb3oBartenu ¢
AaHHbIM MPaBoM MOryT BfMATbL Ha BUA,
XypHanoB cobbiTuin. Ecnu cuctemHoe
BpeMs ObIfio U3MEHeHO, 3anucu

OTCNEXEHHbIX COObITUI OTPA3AT HOBOE

3HauyeHus

BUILTIN\Administrators, NT
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Monutuka

Change the time zone
(MN3meHeHne YacoBoro
nosca)

Create a token object
(CospaHue

MapKepHoro obbekTa)

OnucaHue

BPeEMs, a He OeNCTBUTENbHOE BPeEMS

COBEPLLEHNS CODLITUIA.

OT0 nonb3oBaTenbCckoe NpaBo
onpegernseT, KakMe nonb3oBaTenu un
rpynnbl MOTyT 3MEHSITb YaCOBOMW MOSIC,
MCMNONb3yeMbli KOMMbIOTEPOM ANSA
oTOBpaXkeHsi MECTHOIO BPEMEHMN,
KOTopoe npeacrtaBnsietT cobon cymmy
CUCTEMHOrO BPEMEHM KOMMbIOTEPA U
cMeLleHns YacoBoro nosica. Camo no
cebe cucTtemMHoe BpeMs sBrsieTcs
abCoNIOTHLIM U HE 3MEHSAETCA NMpu

N3MEHEHNN HYaCOBOI0 Nodca.

10T NnapameTp 6e3onacHoCTn
onpeaensieT, Kakme y4YeTHble 3anmcu
MOryT BbITb MCNONb30BaHbI NpoLeccamm
AN CO30aHNSA MapKepOoB, KOTOpbIE 3aTeM
MOTYT ObITb MCMOMb30BaHbI AN
nonyyeHns JOcTyna K nobbim
noKanbHbIM pecypcam, ecnv ans
cOo34aHnsa Mapkepa gocTtyna npouecc
ncnonb3yeT BHYTPEHHUI MHTepdernc
(API). JaHHoOe npaBo ucnonb3yeTcs
onepaumoHHON CUCTeMon ans
BHYTPeHHUX uenen. Ecnu Het
HeobXxogMMOCTH, HE NpeaoCTaBNAnTe 3To
NpaBoO HWKAKMM MOSib30BaTENaM, rpynnam
MM npoLeccam Kpome nosib3oBaress
"lokanbHasa cuctema". BHnmaHme!
HasHa4yeHune aToro npaBa nonb3oBaTento
MOXET NpeaCcTaBnsTb Yrpo3y
6e3onacHocTn. He Ha3HavanTe 3To
npaBo Nonb30BaTento, rpynne unm

3HauyeHus

BUILTIN\Administrators, NT
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SERVICE
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Monutuka

Create global objects
(CosgaHue
rnodanbHbIX

00ObEKTOB)

Create permanent
shared objects
(CospaHune
MOCTOSAHHbIX 06LLMX
06beKkToB)

Create symbolic links
(CospaHne

OnucaHue

MpoLeccy, KOTOPbIM HeXenaTernbHO
NO3BONSATb YNPaBMsiTb CUCTEMOIA.

OT0T NapameTp 6esonacHoCcTH
onpeaensieT, MoryT fiv NoNb30BaTenm
co3aaBaTh rnobanbHble 00BLEKTHI,
OOCTYMHbIE A5l BCEX CeaHCOB.
lMonb3oBaTenun No-NpeXxHemy MoryT
co3gaBaTb OTAeNbHble 0ObEKTLI ANA UX
CeaHcoB, He MMes JaHHOro npaea.
CospgaHue rnobanbHbIX 0ObLEKTOB MOXET
BMUATb Ha MPOLIECChHI, BbINOSIHAEMbIE B
ceaHcax apyrux nonb3oBaTenen, Beas K
owmbkam NPUNOXKEHNN U NOBPEXAEHNIO
JaHHbIX. BHMMaHme! HasHavyeHne atoro
npaBa Nonb3oBaTens MoOXeT
npeacTaBnaTb yrpo3y 6e3onacHoCTu.
HasHa4anTe ero Tonbko JOBEPEHHBLIM

noJyib3oBaTensam.

OT0 NpaBo Nonb3oBaTens onpeaenser,
Kakune y4YeTHble 3anmcu MoryT
MCNonb30BaTbCA NpoLleccamm ans
co3aaHusa obbekTa katanora npu
nomoLwm gncneryepa o6bLeKToB. JTO
NpaBo Nofb30BaTeNs MCNONb3yeTcs
BHYTPW ONepaumoHHON CUCTEMbI U
Mones3Ho A5 KOMMNOHEHTOB B peXuve
a4pa, pacLUMpSAOLLNX MPOCTPaAHCTBO
nmeH obbekTa. MNMockonbKy 3To NpaBo
y>X€ Ha3Ha4YeHO KOMMOHEHTaM,
BbIMOSTHAOLWMMCS B peXMMe a4pa, ero He

HY>KHO crneuunaribHO Ha3Ha4aTb.

OTa npuBuUnerna onpepnendeTt and
nonb3oBaTtesid BO3MOXHOCTb CO34aBaTb

3HauyeHus

BUILTIN\Administrators, NT
AUTHORITY\SERVICE

He onpeneneHo
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Monutuka

CMBOJINYECKNX

CCbINOK)

Debug programs
(Otnagka nporpamm)

Deny access to this
computer from the
network (OTkasatb B
AOCTyne K 9TOMy
KOMMbIOTEPY U3 CETN)

Deny log on as a
batch job (OTkasatb

OnucaHue

CMMBOJTbHbIE CCbINIKM C KOMMbIOTEPA, Ha
KOTOpbIN OH Bowen. BHumaHwne! 3ty
NPVBUNErVIO CreayeT NpeaocTaBnsTh
TOMbKO AOBEPEHHbBIM MOrb30BaTeNIM.
CrmBOnMYecKkne CCbifikn MOryT OBHaXnTb
ysi3BUMble MeCTa B MPUMOXEHUSIX,
KOTOpble He pacCcYMTaHbl Ha KX

o6paboTky.

OT0 NpaBo Nonb3oBaTend onpeaenser,
KakuMe nonb3oBaTenu MoryT nogkniovaTb
oTnag4vK K Nobomy npoueccy nnm sapy.
OT0 NpaBo He HY)XHO Ha3Ha4yaTb
pa3paboTymkam, BbINOMHALWMM OTNagKy
cobCTBEHHbIX NpunoxeHun. OHo
notpebyetca paspaboTumkam ons
OTNaAKM HOBbIX CUCTEMHBIX
KOMMOHEHTOB. OTO NpaBO Nosnb3oBaTens
obecneymBaeT NOMHbIM AOCTYN K BaXXHbIM
KOMMNOHEeHTaM onepaunoHHON CUCTEMBI.
BHumaHume! HasHaueHme aToro npaea
nonb30BaTeNnsa MOXET NPeacTaBnAaTb
yrposy 6esonacHocTn. HasHavanTe ero
TONbKO JOBEPEHHbLIM MOfb30BaTENSAM.

OTOT napameTp 6e3onacHoCcTn
onpegernsert, Kakum nonb3oBaTensm
BygeTt oTKa3aHo B JOCTYMNe K KOMMbOTEPY
N3 cetTn. 3TOT NapameTp 3aMeHseT
napameTp nosMTukn "PaspelmnTtb 4ocTyn
K KOMMNbIOTEPY N3 CETU", eCnn K y4eTHOM
3anuncu nonb3oBartens NpMMeHsitoTcs obe

NOJINTUKW.

10T NnapameTp 6e3onacHoCcTn

onpependeT, KakKMM Y4€THbIM 3arncam

3HaueHus

BUILTIN\Administrators

BUILTIN\Guests

BUILTIN\Guests




Monutuka

BO BXOO€e B Ka4eCTBe
NakeTHoro 3a,El,aHVIFI)

Deny log on as a
service (OTkasaTtb BO
BXoJe B KayecTBe

Cnyx6bl)

Deny log on locally
(Banpetutb

NoKanbHbIN BXOA)

Deny log on through
Terminal Services
(BanpeTtuTb BXOA B

OnucaHue

ByoeTt oTkasaHo BO BXoAe B CUCTEMY B
BUAE NAKeTHOro 3aganus. [JaHHbIn
napamMeTp 3aMeLLaeT napameTp
"PaspelumnTtb BXog B CUCTEMY KakK
NakeTHOMY 3aaHui", ecnu K y4eTHOm
3anuncu nonb3oBarens npMMeHsitoTcs oba
napameTtpa.

10T NnapameTp 6e3onacHoOCTn
onpeaensieT, KakuM y4eTHbIM 3anmcsm
cnyx6 OygeT oTKkasaHo B permcrpauum
npoecca Kak cnyxbbl. 3ToT napameTp
NOMUTUKN 3aMeHSEeT napameTp
"PaspelumnTtb BXog B CUCTEMY KakK
cnyx6e", ecnu K y4eTHoOM 3anucu
NpUMEHSOTCS 06 NONUTUKN.
MpumeyaHne. STOT napameTp
6e30nacHOCTM He NPUMEHSETCS K
y4yeTHbIM 3anucsam "Cucrtema”,
"NlokanbHas cnyxb6a" nnu "CeteBas
cnyxoa".

OT0T NapameTp 6esonacHoCcTn
onpeaensieT, KakuMm rnosib3osaTernsam
ByoeTt oTKka3aHO BO BXOAE B CUCTEMY.
OTOT NnapameTp MOSIUTUKN 3aMeHSAET
napameTp "Pa3pelumnTb nokanbHbIn BXoq
B CMCTeMY", eCnn K y4eTHOM 3anucu
NPUMeHsIoTCA 0b6e NnonuTukn. BHUMaHme!
Ecnu aTtoT napameTp 6e3onacHocTn
npumeHsieTcs K rpynne "Bce", HUKTO He

CMOXET BONTU B CUCTEMY JTOKalibHO.

OT0T NapameTp GesonacHoCTH
onpepnenseT, Kaknum nonb3oBaTensiM 1
rpynnam 6yaet 3anpeLieHo BXoanuTb B

3HauyeHus
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Monutuka

cucTemy yepes
cny>x0y yaaneHHbIX

paboymx CTonoB)

Enable computer and
user accounts to be
trusted for delegation
(PaspelweHue
AOBEPUSA K YHETHbIM
3anucam
KOMMbIOTEPOB U
nonb3oBaTenen npu
AenernpoBaHunn)

OnucaHue

CUCTEMY KaK KIMEHTY Ccrny0 yaaneHHbIX

paboymx CTOMNOB.

OT10T napameTtp 6e3onacHOCTU
onpegenseT, Kakme nonb3oBarenu MoryT
yCTaHaBnmBaTtb napameTp
"[lenernpoBaHue paspeLueHo" ans
nonb3oBaTens unu obbekTa-
komnbloTepa. MNonb3oBaTtens nnn obbexT,
nonyyvmBLUME 3Ty NPUBUMETUIO, AOMXHbI
MMETb LOCTYN Ha 3anuchb K
ynpasnsowmm dpnaraMm y4eTHoOuM 3anmcu
nonb3oBaTens unu obbekTa-
komnbloTepa. CepBepHbIN NpoLecc,
BbINOSIHAEMbIV Ha KOMMNblOTEpPe (Mnn B
NONb30BaTENbCKOM KOHTEKCTE),
KOTOPOMY paspeLLeHOo AenernposaHune,
MOXET MOoSly4nTb AOCTYN K pecypcam
APYroro KoMnboTEPA, UCMONb3YS
AenernpoBaHHble YY4eTHble JaHHble
KNuMeHTa, Noka B y4ETHOW 3anucu
KnueHTa He ByaeT yCTaHOBMEH
ynpasngaoLwmn dpnar "YyetHasa 3anuck He
MOXET ObITb AenermposaHa". 310 NpaBo
nornb3oBaTens onpegeneHo B oobekTe
rpynnoson nonutukun (GPO)
KOHTposinepa AOMeHa Mo YMOMYaHuoo 1 B
rniokanbHoOM nonuTuke 6e3onacHoOCTH
paboymnx cTaHumMn 1 cepBepOB.
BHumaHme! HenpasunbHoe npumMeHeHne
3TOro npasa nornb3oBaTens unu
napametpa "[denernposaHuve
paspeLueHo" MOXeT caenaTb CETb
YSI3BUMOW K N30LLPEHHbIM atakam C
MOMOLLIbHO BPEAOHOCHBIX MporpaMm Tuna

3HauyeHus
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Monutuka

Force shutdown from
a remote system
(MpuHyanTensbHoe
yoaneHHoe
3aBepLUeHne paboTbl)

Generate security
audits (Co3gaHwue
ayavToB
6e3onacHocTn)

OnucaHue 3HauyeHus

"TPOSAHCKUIN KOHL", KOTOPbIE UMUTUPYIOT
BXOASALWMX KIMUEHTOB N UCMOMb3YHOT UX
y4eTHble JaHHble ANs NonyyYyeHus
A0CTyna K ceTeBbIM pecypcam.

OT0T NapameTp GesonacHoCcTn
onpeaensieT, KakuM Nnosib3oBaTensamM
paspeLleHo yaaneHHoe 3aBepLueHme
paboTbl KomnbloTepa. HenpasunbHoe
NPMMEHEHME 3TOro Npaea nosnb3oBaTens
MOXET CTaTb NMPUYMHON OTKa3a B

BUILTIN\Administrators
obcnyxusaHun. 3To NpasBo
nonb3oBaTens onpegeneHo B oobekTe
rpynnosown nonutukn (GPO)
KOHTPOSINIEPOB JOMEHA NO YMOSYaHUIO U
B JIOKanbHOW NonuTuke 6e3onacHocTn

paboymnx CTaHumMn 1 CEPBEPOB.

OT0T NapameTp 6e3onacHoCcTH NT AUTHORITY\LOCAL
onpeaensieT, Kakme yyYeTHble 3anmcu SERVICE, NT

MOryT BbITb MCNONb30BaHbI NPOLIECCOM AUTHORITY\NETWORK
Ans nobaBneHus 3anncen B XXypHan SERVICE

6esonacHocTn. XXypHan 6e3onacHocTu
Mcnonb3yeTcs Ans OTCneXxnBaHns
HeCcaHKLMOHMPOBAHHOIo AOCTyna B
cuctemMy. HenpaBunbHoe npumMeHeHne
3TOro npaea Nonb30BaTeNst MOXET CTaTb
NprYMHON hopMMPOBaAHNS MHOXECTBA
COObITUI ayauTa, KOTOPblE MOTYT CKPbITb
CBMOETENbCTBA aTaku UK Bbi3BaTb OTKa3
B 0OCNyXMBaHUN, €CIN BKIOYEH
napameTp 6esonacHocTu "AyauT:
HeMe[neHHO 3aBepLwnTb paboTy
CUCTEMbI NMPU HEBO3MOXXHOCTM
NPOTOKONMPOBaHUSA ayanTa

6esonacHocTn". [lononHUTENbHbIE




Monutuka

Impersonate a client
after authentication
(MmuTaumsa knueHTa
nocrne NnpoBepKun
NoASIMHHOCTN)

OnucaHue

cBefeHust CM. B pa3gerne "AyauT:
HemeaeHHO 3aBepLunTb paboTty
CUCTEMbI MPU HEBO3MOXHOCTU
NPOTOKONMPOBaHUA ayanta
6esonacHocTn"

Bblgada nonb3oBaTento aTon npueunernm
NMO3BOMSIET NPOrpaMmam, BbIMOSTHAEMbIM
OT UMEHU 3TOro NMonb3oBaTens,
ONMUETBOPATL KnneHTa. TpeboBaHme
3TOro npaea ansi nogobHoro
ONMMLIETBOPEHUS HE NMO3BONAET
HeaBTOPM30BaHHOMY MOJSIb30BATESNHO
ybeanTb KNueHTa NogKIYnTLCS
(Hanpumep, Yepes BbI3OB yaaneHHON
npouenypbl (RPC) nnn nmeHoBaHHbIe
KaHarbl) K co3gaHHou UM cnyxbe, a
3aTeM ONMULIETBOPUTL KITMEHTA, YTO AacT
BO3MOXXHOCTb MOBbICUTb €0 NOSTHOMOYMS
00 aAMUHUCTPATMBHOIO UM CUCTEMHOIO
ypoBHs. BHMmaHue! HasHaveHne atoro
npaBa Monb30BaTeNto MOXET
npeacTaenaTb yrpo3y 6e3onacHoCTU.
HasHavanTe Takme npasBa TOSbKO
[OBEPEHHbBIM MOSIb30BaTENAM.
MpumeyvaHwne. Mo ymMoOnyYaHUIo K TOKeHam
aocTtyna cnyx6, 3anyLweHHbIX
ANCNEeTYEPOM yrnpaBneHus cnyxbéamm,
nobaenserca BCTpoOeHHas rpynna
"Cnyx6a". BctpoeHHas rpynna "Cnyx6a"
Takke fobaBnsieTcsa K TokeHam JocTyna
COM-cepBepos, 3anyLieHHbix COM-
NH(PPaACTPYKTYPOM N HACTPOEHHbIX Ha
BbIMOSTHEHME NOA OnpeaeneHHoOn
y4eTHOM 3anucbto. MoaToMy gaHHble
cnyx6bl nonyyaT 310

3HaueHus

BUILTIN\Administrators, NT
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Monutuka

Increase scheduling
priority (YBenuyexue
npuopwuteta

BbINOSTHEHWS)

OnucaHue

nonb3oBaTenbCKoe NpaBo Npu 3anycke.
Kpome Toro, nonb3oBaTterib MOXeT
ONULETBOPATbL TOKEH AOCTyNa u nNpu
BbINOSIHEHWM MO60ro M3 crneayrLmnx
ycnosuin. OnuueTBopsieMbl TOKEH
AocTyna Ha3HavyeH JaHHOMY
nonb3oBaTento. B gaHHOM ceaHce Bxoaa
nonb3oBaTenb co3garn TOKeH A4oCTyna,
SIBHO YKa3aB yYeTHble JaHHble npu
BXoe. 3anpoLUeHHbIV YPOBEHb HUXE,
yem "OnuueTBopsaTb",
Hanpumep:"AHOHUMHbLIN" NNK
"oeHTuduumposaTtk”. [NoaTtomy
nonb3oBaTensiMm obbl4HO He TpebyeTcs
9TO Morb30BaTernbCKoe Npaso.
[ononHuTtensHble cBeAeHNA MOXHO
HanTn nounckom SelmpersonatePrivilege
B Microsoft Platform SDK. BHumaHue!
BkntoyeHune aToro napameTpa MoxeT
NPMBECTU K NOTEPE NpUBUIIErU
"OnnueTBopATL" NporpamMmmMamu,
MMELLMM 3Ty NPUBUNETNIO, U

386J'IOKMDOBaTb X BbIMNMOIMTHEHNE.

OT0T NapameTp 6esonacHoCcTn
onpegernsieT, Kakne y4YeTHble 3anmcu
MOTYT MCMOJSIb30BaTb NPOLECC, UMEIOLLINIA
npaBo Agoctyna "3anuck ceoncTea" Ans
Apyroro npouecca, Ans noBbIWEHUS
npuopuTeTa BbINONTHEHUS, HA3HAYEHHOIO
apyromy npodeccy. lNonb3oBaTtens,
NMEIOLLIMA OAaHHYI0 NPUBUNETNIO, MOXET
N3MEHATb NPUOPUTET BbINONHEHMUS
npoLecca 4Yepes nosib3oBaTeNbCKUn

MHTepdenc aucnetTyepa 3agau.

3HauyeHus
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Monutuka

Load and unload
device drivers
(Barpyska u BbIrpy3ka
ApanBepoB
YCTPOWCTB)

Lock pages in memory
(BnokmpoBka cTpaHuL

B MamMsATK)

Log on as a batch job
(Bxopg B kavecTBe
MakeTHOro 3agaHus)

OnucaHue

OT0 NpaBo Nonb30oBaTeNsa ONpeaenser,
Kakue nonb3oBaTenn MoryT AMHaMU4YeCKM
3arpyxaTb 1 Bbirpy>kaTb Apansepbl
YCTPOWCTB UMW OPYron KOA4 B pexunme
aapa. 3To NpaBo Nonb3oBaTens He
NpPUMEHSIETCA K ApariBepamM YCTPOUCTB
Plug and Play. He pekomeHayeTtcs
Ha3Ha4yaTb 3Ty NPUBUIETNIO OPYINM
nons3oBatensm. BHMmaHue! HasHauyeHune
9TOro npaea nonb30BaTeNto MOXET
npeacTaBnATb yrpody 6esonacHocTu. He
Ha3Ha4yanTe 3TO NpPaBO NOJSIb30BATENHO,
rpynne unm npoLeccy, KoTopbiM
HexXXenaTtenbHO NO3BONATbL YNPaBNATb

CUCTEMOMN.

OT0T NapameTp GesonacHoCcTn
onpepnenseT, Kakne y4eTHble 3anucu
MOTyT MCMONb30BaTb NPOLIECCHI ANS
COXpaHeHusi faHHbIX B pn13nM4eckom
namsaTu Ansg npegoTBpalleHns copoca
STUX AaHHbIX B BUPTYyanbHY NamsaTb Ha
ancke. NprMeHeHne aTon NpMBUNErm
MOXET CyLLECTBEHHO NOBMNUATL HA
NPON3BOAUTENBHOCTb CUCTEMbI, CHUXKAS
06beM JOCTYMHOM OnepaTMBHON NaMATH
(RAM).

OT0T NapameTp 6e3onacHOCT NO3BONSET
Nonb30BaTEN BXOAUTb B CUCTEMY MpU
MOMOLLM CPeACTBa, UCMOSb3YHLLEro
ovepenb NakeTHbIX 3adaHui,
NpeaoCTaBnsAeTcs TONbKO ANg
COBMECTUMOCTM C NpeabiayLwmmMmm
Bepcuamu Windows. Hanpumep, ecnu
nonb3oBaTenb NnepegaeT 3agaHue npu

3HaueHus
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Monutuka

Manage auditing and
security log
(YnpaBnatb ayanTtom
N XypHanom

6esonacHocTK)

Modify an object label
(N3meHeHne meTku
obbekTa)

OnucaHue 3HauyeHus

MOMOLLW NMaHUPOBLLMUKA 3a0aHNUN,
nocrneaHuin permcTpupyeT aToro
nonb3oBaTensi B CUCTEME Kak
nonb3oBaTtens ¢ NakeTHbIM BXOAOM, a He

KaK MHTEPaKTUBHOIO MNMOJ1b30BaTEsA.

10T NnapameTp 6e3onacHoCTn
onpenensieT, Kakne nonb3oBaTenn MoryT
yKasblBaTb NapameTpbl ayauTa gocTyna K
obGbekTam Anga OTAeNbHbIX PECYPCOB,
Takux Kak cannbl, 06bekTbl Active
Directory n pasgenel peectpa. [aHHbIn
napameTp 6e30nacHOCTN He paspeLluaeT
Nonb30BaTENO BKNIOYNTL ayauT JocTyna
K bavinam n obvektam B uenom. [Ans
BKIMIOYEHMS TAKOro aygmTta HY>KHO
HacCTpPoOWUTb NapameTp A0CTyna K 06bekTy o

BUILTIN\Administrators
"Ayout" B nyTn "KoHdurypaums
komnbtoTepa\llapameTpsl
Windows\lNapameTpsbl
6esonacHocTu\J1okarnbHble
nonutukm\lNMonuTtunkm aygnta". CobbiTms
ayamTa MOXHO NMPOCMOTPETb B XypHane
Ge3onacHoCTM cpeacTBa NpocMoTpa
cobbiTui. MNonb3oBaTtensb ¢ gaHHOWM
npuBUNErnen MOXeT TaKkke
npocMaTpmBaThb N OYMLLATb XKYpHar
BGesonacHocTw.

OTa npusunernsa onpenensiet, Kakum He onpegeneHo
YYETHbIM 3anMcam norib3oBarernemn

paspeLlaeTcsl UISMEHSATb METKU

LIeNOCTHOCTN 06BEKTOB, TakNX Kak

drannbl, pasgensl peectpa unm

npoveccsl, BriagernbuamMmu KOTOpbIX

ABINAKOTCA ApYyrne nosjib3oBaTesin.




Monutuka

Modify firmware
environment values
(N3meHeHne
napamMmeTpoB cpeabl

N3roToBUTENS)

OnucaHue

[Mpouecchbl, BbiNOMHAKOLWMECH NOA
YyYeTHOM 3anuncbio nornb3oBaTens, 6es
9TOW NPUBUNETNMN MOTYT NOHMXKaTb
ypOBeHb MeTKM o6bekTa, Brnagensuem
KOTOPOro SIBNSeTCA AaHHbIN

nonb3oBaTtersib.

OT0T NapameTp Ge3onacHoCcTn
onpegensieT, KTo MOXeT U3MEHSATb
3Ha4YeHUs NapamMeTpoB annapaTHomn
cpeapbl. lNepemeHHble annapaTHOW cpeabl
— 3TO NapameTpbl, COXpPaHsIEMbIE B
9HeproHe3aBMCMMOKN NaMSATH
KOMMNbIOTEPOB, apXUTEKTYpPa KOTOPbIX
oTnnyHa ot x86. [lenctame napamerpa
3aBUCUT OT npoueccopa. Ha
KOMNbIOTEPAX apXUTEKTYPbI X86
€0WHCTBEHHOE 3HavYeHue annapaTtHon
cpeabl, KOTOPOEe MOXHO U3MEHUTH
Has3Ha4YeHWeM aHHOro npasa
nonb3oBaTend, — 3T0 NapamMmeTp
"MocnenHss yaadyHas koHdurypauus",
KOTOPbIN AOIMKEH U3MEHATBLCA TOMbKO
cuctemon. B komnbloTepax Ha 6ase
npoueccopos Itanium 3arpy3oyHble
AaHHble XPaHSATCHA B 9HEProHe3aBMCUMOM
namaTu. [laHHOe NpaBo Nonb3oBaTens
OOSMKHO HasHayaTbCA Nonb3oBaTeENAM
OIS BbINOMTHEHUS NPOrpaMmbl
bootcfg.exe n nsmeHeHus napameTpa
"OnepaunoHHas cuctema no
ymMosn4yaHuio" KomnoHeHTa "3arpyaka u
BOCCTaHOBIEHME" ANanoroBoro OkHa
CBOWCTB cucTeMbl. Ha Bcex KomnbloTepax
9TO NpaBo nosib3oBatens TpebdyeTca ang
yCTaHoBKN 1 o6HoBneHusa Windows.

3HauyeHus

BUILTIN\Administrators




Monutuka

Perform volume
maintenance tasks
(BbinonHeHwne 3apay
no o6cnyxnBaHuo

TOMOB)

Profile single process
(MpodunuposaHmne
OfHOro rnpotecca)

Profile system
performance

OnucaHue 3HauyeHus

MpumevaHne. IToT napameTp
©e30nacHOCTN He BNNSET Ha
nonb3oBaTenen, KoTopble MoOryT
N3MEHSATb CUCTEMHbIE U
Nnonb3oBaTeENbCKME NEPEMEHHbIE Cpeabl,
oToGpaxaemble Ha BKNaake
"[1oNONHUTENBLHO" AManoroBoro okHa
CBOWCTB cuctembl. CBeaeHNs 0 TOM, Kak
N3MEHSATb 3TU NEPEMEHHbIE, CM. B
pasgene "[JobasneHne nnn naMeHeHmne

3Ha4YeHNsA nepeMeHHbIX cpeabl”.

OT0T NapameTp GesonacHoCTH

onpegensieT nonb3oBaTtenen u rpynnel,

KOTOpPbl€ MOTyT BbINOMHATL 3a4a4yum no

obcnyxnBaHuio TOMOB, Hanpuvep,

yaaneHHyw gedparmentauuio. MNpu

Has3Ha4YeHuM 3TOro Npasa nornb3oBaTens

cnepyet cobntogaTb OCTOPOXKHOCTb. o
BUILTIN\Administrators

lMonb3oBaTenn, nmeroLLme gaHHoe

npaBo, MOryT NpocMaTpuBaTh ANCKU U

[obaBnsaTh hannbl B NaMsiTb, 3aHATYHO

ApyrMMmun gaHHbiMu. Nocne oTKpbITUA

OOMOMNHUTESNbHLIX hannoB Nosib3oBaTeNb

MOXET YMTaTb U3MEHATb 3anpOLLEHHbIEe

AOaHHbIE.

OT0T NapameTp GesonacHoCcTH

onpegensieT nonb3oBaTenemn, KOTopble

MOryT MCMONb30BaThb CpeacTea o
BUILTIN\Administrators

MOHUTOPWHIra NPON3BOAUTENBHOCTM A11S

OTCIEeXMBaHWS NPOU3BOAUTENBHOCTU

HECUCTEMHBbIX MPOLIECCOB.

10T NnapameTp 6e3onacHoCTn BUILTIN\Administrators
onpenensieT nonb3oBaTteneun, KoTopble




Monutuka

(MpodhunuposaHne
NPON3BOAUTENBHOCTM

CUCTEMbI)

Replace a process
level token (3ameHa
MapKepOB YPOBHS
npouecca)

Restore files and
directories
(BoccTaHoBneHue
dannoB 1 KaTanoros)

OnucaHue 3HauyeHus

MOTyT UCNOJ1b30BaTb CpeacTsa
MOHUTOPWHIra Npon3BoanTESNIbHOCTU O5A
oTCcnexmBaHmA Npon3BoanUTESIbHOCTU

CUCTEMHbIX MNMpoLeccoB.

OT0T NapameTp 6esonacHocTn
onpenensieT y4eTHble 3anucu
nonb3oBaTenemn, KoTopble MOryT

BbI3bIBaTb npouenypy APl-uHtepdenca

NT AUTHORITY\LOCAL
CreateProcessAsUser() ans Toro, 4to0bl
5 SERVICE, NT
ogHa cnyxba morna 3anyckaTb Apyryto.
Y . / Py AUTHORITY\ANETWORK
MnaHMpoBLUMK 3a4aHni — 3TO NpUMep
SERVICE
npouecca, UCNonb3yLLEero JaHHOe
npaeo nonb3oBatens. CBeaeHust o
NNaHNpPOBLLKKE 3adaHni cM. B 063ope
"lNnaHnpoBLmK 3agaHnin".
OT0T NapameTp 6esonacHoCcTn BUILTIN\Administrators

onpegensieT nonb3oBarenen, KOTopble
MOryT 060MTU paspeLleHnsa Ha dansnbl,
KaTanoru, peectp u Apyrue nNocTosHHbIE
0ObEKTbI MPY BOCCTAHOBEHNN apXUBHbIX
Konuun ¢oansioB 1 KaTarnoros, a Takxke
nonb3oBaTenen, KOTopble MoryT
Ha3Ha4nTb N0OOro 4eNCTBUTENBHOMO
cybbekTa 6esonacHocTy Bnagensuem
obbekTa. B wactHocTH, 3TO NpaBo
nonb3oBaTens NogobHo
NpefoCcTaBNeHUIO CreayoLmnx
paspeLleHni Nonb3oBaTento UNn rpynne
Ans BCexX nanok n gannos B CUCTEME:
O630p nanok/BbinonHeHne dannos
3anncb BHumaHne! HasHayeHue atoro
npasa nornb3oBaTens MoXeT
npeacTaenaTb yrpody 6esonacHocTu. Tak

KakK OHO gaeT BO3MOXHOCTb




Monutuka

Shut down the system
(BaBepLueHne paboTbl

CUCTEMbI)

Take ownership of
files or other objects
(CmeHna Bnagenbues
dannos v apyrmx

00bekTOB)

OnucaHue

nepesanncbiBaTb NapaMeTpbl peecTpa,
CKpbIBaTb AaHHbIE M NOMy4aTb BO
BnageHne CUCTEMHbIe OOBbEKTHI,
Ha3Ha4aTb ero cneayet TONbKO
[OBEPEHHbIM MOSIb30BATESSIM.

10T NnapameTp 6e3onacHoCTn
onpenensieT nonb3oBaTenen, KoTopble
nocre nokanbHOro Bxoga B cUCTeMy
MOryT 3aBepLUnTb paboTy onepaunoHHON
CUCTEeMbI MPY MOMOLLN KOMaHAb!
"3aBepumnTb paboty". HenpaBunbHoe
npMMeHeHne 3TOro Npaea Nnosib3oBaTesns
MOXET CTaTb NPUYNHOWN OTKa3a B

obcnyxmBaHU.

OT10T napametp 6e3onacHOCTK
onpegensaeT nNonb3oBaTenemn, KoTopble
MOryT CcTaTb BnagenbLem noboro
3awmiLaemMoro oobekTa CUCTEMbI, B TOM
yncne: obbektoB Active Directory,
¢rannoBs 1 Narnok, NPUHTEPOB, pa3aeros
peecTpa, NpoLecCcoB W1 MOTOKOB.
BHumaHune! HasHauyeHune atoro npaea
nonb30BaTenst MOXET NPEACTaBNATb
yrposy 6esonacHoCTU. Tak Kak 06beKThbl
NOJTHOCTBIO KOHTPONMPYOTCA NX
BragenbLamu, HasHavyaTb JaHHOE NpaBo
cnepnyeT TONbKO JOBEPEHHBLIM

nosib3oBaTensam.

3HauyeHus

BUILTIN\Administrators

BUILTIN\Administrators

MapameTpbl be3onacHoCTU




[MyTb: KoHdurypaumsa komnbsiotepa — MNonutukm — KoHdpurypauma Windows — lNMapameTtphbl
6e3onacHocTn — JlokanbHble nonuTukn — MapameTpbl 6e3onacHocTU

(aHrn. — Computer Configuration — Policies — Windows Settings — Security Settings — Local Policies —
Security Options)

£ Group Policy M
File Action View Help

e« HE X

4 e Computer Configuration ~
4 || Policies
[ [ | Software Settings
4[] Windows Settings
[ | Mame Resolution Policy
|=] Scripts (Startup/Shutdown)
4 Sh Security Settings
[+ _:j::] Account Policies
4 _:ﬂ Local Policies
b Audit Policy
[ =_ﬁ User Rights Assignment
I Security Options
[ zf Eventlog
t- [ Restricted Groups
b [ System Services

YyeTHble 3anucu

(aHrn. — Accounts)

v OnucaHue NonuTuKk

MonuTtuka OnucaHue 3HayeHune
Accounts: OTOT NnapameTp 6e3o0nacHOCTM onpeaensieT, BKOYEHa Enabled
Administrator account WK OTKIKOYEeHa y4YeTHas 3arnmcb NoKasibHOro (Bkntoyen)
status (YueTHble agMuHuctparopa. Npumeyanus Npu HECOOTBETCTBUM
3anucu: CoctosiHue naponsi TekyLlero agMmHucTparopa TpeboBaHuaM K
Yy4YETHOM 3anucu Naposnto NOBTOPHO BKIOYMUTL YYETHYHO 3anuchb
'AgMuHuCTpaTop') aAMWHUCTPATOpa, eCcriv paHee oHa Obinia OTKITYEHa,

OyaeT Henb3s. B aTom cnyyae, naporb y4eTHON 3anmcu
agMVHUCTpaTopa AoSKeH BbiTb COpOLLEH ApyriM

YrneHoM rpynrbl agMUHUCTPATOPOB. CBe)J,eHI/Iﬂ O TOM, KaK




Monutuka

Accounts: Guest
account status
(YyeTHble 3anucu:
CocTosHue yyeTHom

3anucu 'TocTb')

Accounts: Limit local
account use of blank
passwords to console
logon only (Y4eTHble
3anucu: paspeLunTb
ncnonb3oBaHmne
nycTbIX Naponewn
TONbKO Npu

KOHCOMbHbIM BXOA€)

OnucaHue 3HauyeHue

cbpocuTb naponb, cM. B pasagene "Cbpoc napons".
OTKNOYEHME YYETHOW 3annUcK agMUHUCTpaTopa npu
HEKOTOpPbIX 0B6CTOATENLCTBAX MOXET 3aTPYAHUTb
obcnyxmeanue. MNMpu nepesarpyske B 6e3onacHom
PEeXrMME OTKMOYEHHYH YYETHYHO 3anncb agMUHMUCTPpaTopa
MOXHO BKIOMUTb TOMbKO B TOM Crly4ae, eCrnn KOMMbTep
He NpucoeanHeH K IOMEHY 1M OTCYTCTBYIOT Apyrue
aKTMBHbIE YYETHbIE 3anMCK NOKanbHOro
agMUHUCTpaTtopa. Ecnn komnbloTep NPUCOEAMHEH K
AOMEHY, OTKIOYEHHas y4yeTHas 3anucb agMUHMUCTpaTopa

He MOXET ObITb BKINHOYEHA.

OT1OT napameTtp 6e30nacHOCTU onpeaensier, BKIYeHa
UM OTKIKYEHA y4YeTHas 3anmck rocTs. MpumeyaHme.
Ecnu yyeTHas 3anucb rocts oTknoYeHa, a ans

napameTpa 6esonacHocTu "CeTeBon 4OCTYN: MOgesb _
Disabled

obuiero goctyna n 6e3onacHoOCTV Ang nokanbHbIX
(OTkntoyeH)

YYETHbIX 3anncen” ycTtaHoBNEHO 3Ha4YeHne "Tornbko
rocTun", NOnbITKM BXo4a B CETb, BbINOSIHAEMbIE,
Hanpumep, cepBepoM ceten Mankpocodt (cnyxba
SMB), 3aBepLuatcs HeygayHo.

Enabled
(BkntoyeH)

OT0T NnapameTp 6e3onacHOCTV onpeaenseT, MOryT nu
nokKarsibHble y4YeTHble 3anucu, He 3alULLEeHHbIEe Naposnem,
ncnonb3oBaTbCsa AN BXo4a B CUCTEMY U3
MECTONMOMOXEHNIN, OTNINYHBIX OT OU3NYECKOM KOHCONMNK
KoMmnbtoTepa. Ecnv napameTp BKIOYEH, TO AN
fnoKasibHbIX YYETHbIX 3anncen, He 3allULLEHHbIX
naponem, BXxoq B CUCTEMY BO3MOXEH TONbKO C
KnaBuaTypbl KoMnbtoTepa. BHumaHue! K komnbtotepam,
HaxoasWwmMcs B (on3nyeckn HesawmLEHHbIX MecTax,
BCcerga OOMMKHbI NPUHYAUTENBHO NPUMEHATLCS
napameTpbl HaAEeXHbIX Naporen Ans BCex fokanbHbIX
YYETHbIX 3anucen nonb3oBaTtenen. B npotuBHOM criyvae
nobon nonb3oBatesib, UMELLNA PUNYECKUIA SOCTYN K

KOMMbIOTEPY, MOXET BOWTU B cuctemy npu nomMoLlm




MonuTtuka OnucaHue 3HayeHue
norb30BaTeNbCKOM YY4ETHOM 3anucu, He UMetoLLEen
naponsi. 3To 0COBEHHO BaXKHO 41151 NOPTaTUBHbIX
KomnbtoTepoB. Ecnn aToT napameTp 6e3onacHoOCTM
npuMeHsieTcs K rpynne "Bce", HUKTO He CMOXeT BOWUTU B
cucTemMy Yepes cry>k0bl yaaneHHbIX paboymx CToroB.
[MpymevaHns [aHHbIN NapamMeTp He OKa3blBaET BIIUAHUS,
ecnuv rnpu Bxoge B CUCTEMY UCMNOMb3YOTCA YYeTHbIE
3anucu gomeHa. NpunoxeHus, ncnonbayrome
yAaneHHbI UHTEPAKTUBHbIV BXOL, B CUCTEMY, MOTYT
0o6oNTKN 3TOT NapameTp.
Ayaut
(aHrn. — Audit)
¥ OnucaHue NonuTuK
Monutuka OnucaHue 3Ha4yeHue
Audit: Audit the use of  3T1oT napameTp 6e3onacHocTn onpegensert, byget nu Enabled
Backup and Restore BbIMOSTHATLCSA ayAnT UCMOSb30BaHNA BCEX NPUBUIIErUi (BkntoyeH)

privilege (Ayaur:
ayauT UCMonb3oBaHUA
NpyBUErMm Ha
apxvBaumio n
BOCCTaHOBIIEHME)

nonb3oBaTens, B TOM Y/CIie Ha apXuBauuio 1
BOCCTaHOBJIEHME, €ClU AeUCTBYET NonmTmnka "BbINonHATL
ayaouT ucnonb3osaHus npusunernin”. Ecnu ata nonutuka
OEeNCTBYET, BKMOYEHWEe AaHHOro napameTrpa co3gaeT
cobbiTe ayguTa Ansa Kaxgoro arvina, ¢ KoTopbim
BbIMOJSTHAKOTCA onepaunn apxmeaumm NN BOCCTAHOBMNEHNS.
Ecnuv aTa nonutmnka oTknoveHa, ayauT UCnonb30BaHNS
NpUBUNErMn Ha apxmBaLnio U BOCCTAHOBMEHNE He
BbINOSHAETCA JaXe NpWU BKMOYEHHOM napameTtpe
"BbINONHATL ayauT MCMonb30BaHUA npuBunernn®.
MpumevaHne. B Bepcusax Windows, npegLiecTByoLLmMX
Vista, usmeHeHus B pesynbrate HaCcTPOMKN 3TOro

napameTpa 6e30nacHOCTM BCTYNSAT B CUITY TOMbKO Nocne




MonuTtuka OnucaHue 3HaueHune
nepesarpy3kn Windows. BkntoyeHue atoro napametpa
MOXET BbI3BaTb O4EHb MHOFO COObLITUI (MHOFAA HECKOMBbKO
COT B CEKyHAY) BO BpeEMsi apXvBaLuu.
YctponucrtBa

(aHrn. — Devices)

v OnucaHune NonuTuk

Monutuka

Devices: Allowed to
format and eject
removable media
(Yctponctsa:
paspeLlmnTb
dopmaTmpoBaHue 1
N3BNEYEHNE CbEMHbIX

HocuTEnen)

Devices: Prevent users
from installing printer
drivers (YcTtponcraa:
3anpeTuTb
nonb3oBaTensam
yCTaHOBKY ApanBepoB

npuHTEpA)

OnucaHue

OTOT napameTp 6e30nacHOCTM onpeaenser,
KOMY paspeLlueHo hopmMaTmpoBaHue U
n3sredyeHne cbeMHbix NTFS-HocuTenen.

YT106bI NOKanNbHbIN KOMMNbLIOTEP MOT
ncnonb3oBaTb 06LWMIA NPUHTEP, HA HEM [OMMKEH
ObITb YCTAaHOBMEH ApanBep 3TOro obLyero
npuHTEpa. ATOT NnapameTp 6e3onacHoOCTH
onpeaensieT, KoMy paspeLleHo yCTaHaBnMBaTb
Apavisep npuHTepa npu gobasneHum obLero
npuHTepa. Ecnun aToT napameTp BKITOYEH, Npu
AobaeneHun obuiero NnpuHTepa gpaveep
npuHTEPa MOTYT YCTaHaBNMBATb TOMbKO
agMUHUCTpaTopbl. Ecniv napameTp OTKMOYEH,
yCTaHaBnNuBaTb ApanBep NpUHTEpa npu
nobaBneHnn obuero NnpuHTEpPa MOXET NoboN
nonb3oBatenb. [pumevaHus JTOT napameTp He

3HaueHue

Administrators

(AaMuHUCTpaTopbI)

Enabled (BkntoyeH)




Monutuka

Devices: Restrict CD-
ROM access to locally
logged-on user only
(YcTponctsa:
paspeLumnTb 4OCTYN K
ANCKOBOOAM KOMMaKT-
[ANCKOB TOSNbKO
nokKanbHbIM

norn bSOBaTeJ'IFIM)

Devices: Restrict floppy
access to locally logged-
on user only
(YcTponctsa:
paspeLlmnTb 4oCTyn K
AncKoBogaM rmbkmx
ANCKOB TOSbKO
nokanbHbIM

norn b3OBaTeJ'IFIM)

OnucaHue

BMUSIET Ha BO3MOXHOCTb A06aBneHus
nokanbHoro npuHtepa. MapameTp He

3aTparnesaet agMUHUCTPATOPOB.

OT1OT napameTtp 6e30MacHOCTN onpeaenser,
OyaeT N AMcKoBOg KOMMAKT-AMCKOB JOCTYMNEH
OOHOBPEMEHHO W JFTIOKasnbHbIM, U YOaneHHbIM
nosnb3oBatenaMm. Ecnu gaHHbIM napameTp
BKIIOYEH, AOCTYN K KOMNaKT-ANCKaM paspeLleH
TOSIbKO NONb30BaTeNsaM, BoLeALWNM B CUCTEMY
WHTepakTuBHO. Ecnn gaHHbIN napameTp
BKIMIOYEH, HO HUKTO He BOLLESN B CUCTEMY
WHTEPaAKTUBHO, ANCKOBOL KOMMAKT-ANCKOB

6y/:|,eT OOCTYNEH 4Yepea3 CETb.

OT0T NapameTp 6e3o0nacHOCTM onpeaenser,
Oyger N1 CbEMHbIV ANCKOBOL MTMOKUX ANCKOB
AOCTYNeH OQHOBPEMEHHO M NOKarnbHbIM, U
yaaneHHbIM none3oBartensam. Ecnu gaHHbIN
napamMeTp BKIHOYEH, OCTYMN K CbeMHbIM
ANCKOBOAAM MMOKNX ANCKOB pa3peLleH TOMNbKO
nonb3oBaTensam, BoeALWwnM B CUCTEMY
WMHTEpaKTUBHO. Ecnun gaHHbIN napameTp
BKIOYEH, HO HMKTO HE BOLLEN B CUCTEMY
WHTEPaKTUBHO, ANCKOBOL, MTMOKNX ANCKOB ByaeT

OOCTYNeEH 4yepes CeTb.

3HaueHue

Enabled (BkntoyeH)

Enabled (BkntoyeH)

MHTepakTMBHbIN BXO4 B cUCTEMY

(aHrn. — Interactive Logon)

v OnucaHue NonuTuK




Monutuka

Interactive logon: Do not
display last user name
(MHTepakTMBHbIV BXOL, B
CUCTEMY: He
oTobpaxartb nocnegHee
NMS Nonb3oBaTens npu
BXOle B CUCTEMY
NHTepakTMBHLIN BXOA B
CUCTEMY: He
oToGpaxaTtb y4YeTHble
AaHHble nocregHero

nonb3oBaTens)

Interactive logon: Do not
require
CTRL+ALT+DEL
(MHTepaKkTMBHbIN BXOZ, B
cucTtemy: He TpeboBaTb
HaxaTns
CTRL+ALT+DEL)

Interactive logon:
Number of previous
logons to cache (in case
domain controller is not
available)
(MHTepakTMBHbIV BXO[, B

CUCTEMY: KOJTn4eCTBO

OnucaHue

ITOT napameTp 6e3onacHocTu onpeaenseT, byaet nu
Ha akpaHe Bxoga B Windows otobpaxaTtbcs ums
nocrneaHero Nonb3oBaTens, BbINOSIHMBLUETO BXO4 Ha
3TOM KOoMMbloTepe. Ecnn aTa nonuTurka BKAYEHa, ms

nonib3oBatensa He 6y,1:|,eT OTO6pa)KaTbCFI.

OT10T napameTtp 6e3onacHoOCTM onpeaensieT, TpebyeTcs
nn Haxatue knasuw CTRL+ALT+DEL nepen Bxogom B
cuctemy. Ecnun ata nonuTtrka BKAOYEHA, HaxaTme
knasuw CTRL+ALT+DEL nepen Bxogom B cuctemy He
Tpebyetca. OTcyTCcTBME HEOOXOAMMOCTU HAXUMaTb
knasuwmn CTRL+ALT+DEL nepen Bxogom B cuctemy
Aenaet nonb3oBartenen ya3sMMbIMn NS atak ¢
NnonbITKOW nepexeaTa naponen. ObssartensHoe
HaxkaTue knasmw CTRL+ALT+DEL nepen Bxogowm B
CUCTEMY rapaHTUpyeT nepegady AaHHbIX No
[OBEPEHHOMY KaHarny npw BBOAe Naponemn
nonb3oBaTtenamu. Ecnu ata nonutmnka oTKoYeHa,
Haxxatune knasuw CTRL+ALT+DEL obsi3aTtensHo ans
noboro nonb3oBartens nepes sxogom B Windows.

CBeneHus 0 BXOAEe B CUCTEMY KaXKAOro YHMUKaINbHOro
Nonb30oBaTensi KALUMPYHTCS NoKanbHO, YTOObI
obecneynTb BO3MOXHOCTb BXO4A B CUCTEMY B Cryyae
OTCYTCTBMS 4OCTyNa K KOHTPONnnepy AoOMeHa BO BPeEMS
nocneayLwmnx NonbITOK BXoga. XpaHsTcs
K3LLMPOBaHHbIE CBEOEHUS O BXOAE B CUCTEMY U3
npegblayLlero ceaHca. Ecnv goctyn Kk KOHTponnepy

3HaueHue

Enabled

(BkntoveH)

Disabled

(OTKNtOYER)

0 logons (0
BXOJOB B
cucTemy)




Monutuka

npeablayLmx
NOAOKIMOYEHNI K KLy (B
criyyae oTCyTCTBUSA
AOCTYyNa K KOHTponnepy
AoMeHa))

Interactive logon:
Require Domain
Controller authentication
to unlock workstation
(MHTepaKkTMBHbIN BXO B
cuctemy: TpeboBatb
NpOBEpPKM Ha
KOHTpornepe AoOMeHa
AN OTMEHbI
BGOKMPOBKM
KOMMbloTepa)

OnucaHue 3HaueHue

AOMeHa OTCYTCTBYET, a CBeJeHUs O BXOAe B CUCTEMY
ANs AaHHOro Nonb30BaTens He K3LWMPOBaHb,
BbIBOAUTCA cooblieHne: B HacTosiwee BpeMs HET
OOCTYMHbIX CepBepoB BxoAa Ang o6cnyxnBaHus
3anpoca Bxoga B cuctemy. B atom napametpe
NONUTUKN 3Ha4YeHne O OTKMYaeT KaLMpoBaHue Bxona
B cuctemy. [Npu ntobom 3HavyeHum Bbiwe 50
KaLwmpyeTcsa Tonbko 50 NonbITOK BXO4A B CUCTEMY.
Windows nogaepxmBaet He 6onee 50 3anucen kaLwa,
Npy 3TOM YMCNO NOTpebnAembIX 3anMcen Ha
nonb3oBaTens 3aBUCUT OT YYETHbIX OaHHbIX.
Hanpumep, B cucteme Windows MoOXeT BbITb
KalwmposaHo A0 50 yHMKanbHbIX Y4EeTHbIX 3anucen
nonb3oBaTend ¢ NaposnsiMn, HO He Bornee 25 y4YeTHbIX
3anucen nonb3oBaTensa cCo CMapT-KapTon, TaK Kak
COXpaHAKTCA CBedeHWs Kak O naporie, Tak U 0 cMapT-
kapTe. [1py NOBTOPHOM BXOAe B CUCTEMY MOfb30BaTeNs
C K3LLIMPOBAHHbIMY CBEAEHUAMM O BXOAE CBEAEHWS

AaHHOTIO MNMornb30BaTesd B KoLLE 3aMEHAIOTCA.

[ns pa3bnokMpoBKn GNOKMPOBAHHOIO KOMMbOTEPA

TpebyeTca NnpefocTaBuTb AaHHbIE Bxoda. [ns y4eTHbIX

3anucen JOMEHOB 3TOT napameTp 6e3onacHocTu

onpegensiet, TpebyeTcsa N ycTaHOBUTL CBA3b C

KOHTPONSIepoOM AOMeEHa NS pa3brnoKMpoBKM

Enabled

(BkntoyeH)

KoMnbloTepa. Ecnu aToT napameTp OTKIOYEH,
Nonb3oBaTenb MOXeT pa3brokMpoBaTk KOMMbIOTEP C
MOMOLLIbIO KSLUMPOBAHHbIX YYETHbIX AaHHbIX. Ecnn aToT
napameTp BKITHOYEH, UCMonb3yemas ans
Pa3broKMpOBKM KOMMbIOTEPA YYeTHas 3anvcb AOMeHa
[AOIMKHa ObITb MPOBEPEHA KOHTPOMIEPOM AOMEHa Ha

NOoAJINHHOCTD.

KnueHT cetn Microsoft




(aHrmn. — Microsoft Network Client)

v OnucaHue NonNuTKK

Monutuka OnucaHue 3Ha4vyeHue
Ecnn aToT napameTp 6€30nacHOCTN BKIHOYEH,
_ _ nepeHanpasuTento 6noka coobLeHn cepeepa
Microsoft network client: Send
) (SMB) paspelLueHo oTrnpasnsaTb Naposnu

unencrypted password to third-
OTKPbITbIM TEKCTOM Ha cepBepbl SMB, He _

party SMB servers (Knnent . Disabled

) npuHagnexawme MarnkpocoT, KOTopble He
cetu Microsoft: oTnpaenaTb . (OTkntOYeR)
5 noaaepXuBatoT WndpoBaHMe naponen Bo

He3alwngpoBaHHbI Naposb
BpeMs NpoBepKn noanmHHocTn. OTnpasBka

cTopoHHUM SMB-cepBepam) .
He3alwngpoBaHHbIX Naponen npeacTaBnaeT
puck ans 6esonacHoCTu.

Hoctyn k cetn / CeTeBon gocTyn
(aHrn. — Network Access)
v OnncaHue nonuTuk
MonuTtuka OnucaHune 3HavyeHune
Network access: OTOT NnapameTp NONUTUKK ONPeaEnseT, MOXET Nn Disabled
Allow anonymous aHOHMMHbBIV NOoNb30oBaTeNb 3anpalumBaTb aTpubyThl (OTKntOYEH)

SID/Name
translation (JocTtyn K
CETU: paspeLlnTb
TPaHCNALMIO
aHoHumHoro SID B

nms)

noeHTudukatopa 6esonacHoctu (SID) apyroro
nonb3oBaTens. Ecnu aTa nonuTtuka BKOYeHa, To
aHOHWMHBbIW MOrb30BaTeNb MOXET 3anpoCUTb
naeHTndukatop 6esonacHocTn noboro gpyroro
nonb3oBaTens. Hanpumep, aHOHUMHbIN
Nnonb3oBaTenb, 3HAKLWNN MAEHTUdMKATOP
©6e3onacHOCTN agMuUHUCTpaTopa, MOXeT
MOAKIMIOYNTBCS K KOMMbIOTEPY, HA KOTOPOM

BKIMKOMEHa 3Ta NoJNMMTuKa, 1 noJiydynTb NMA




Monutuka

Network access: Do
not allow anonymous
enumeration of SAM
accounts (CeteBon
AOCTYN: He
paspeLlaTtb
nepe4vncrieHne
YYETHbIX 3ancen
SAM aHOHUMHbIMMK

noJyib3oBaTenamMn. )

Network access: Do

not allow anonymous
enumeration of SAM
accounts and shares
(CeteBown goctyn: He
paspeluaTtb

nepeyncrneHne

OnucaHue

agMuHucTpartopa. [laHHbIn napaMeTp BNUSET Kak Ha
npeobpasoBaHue naeHTudunkatopa 6esonacHoCcT B
nms, Tak 1 Ha obpaTHoe npeobpasoBaHme (MMs B
naeHTudukaTop 6esonacHoctun). Ecnu atot
napameTp NOMUTUKMA OTKIOYEH, aHOHUMHbIV
nonb3oBaTernb He MOXET 3anpalumBaTb
naoeHTuukaTop 6e3onacHoOCTn Apyroro

nonb3oBarterns.

OT10T napameTtp 6e30nacHOCTX ONpeaensieT, Kakue
AoNonHUTENbHbIE paspeLleHns byayT AaHbl
AHOHUMHbIM MOAKIMIOYEHUAM K 3TOMY KOMMbLIOTEPY.
Windows paspeluaet aHOHMMHbIM Nonb3oBaTensm
coBepLUaTb onpenereHHble AeNCTBUS, Takne Kak
nepevncreHne MMeH y4eTHbIX 3annucen JOMeHa U
0o0Lmx ceTeBbIX pecypcoB. ATO yAobHO, Hanpumep,
Korga agMuHUCTpaTopy TpebyeTtcs npegocTtaBnTb
AOCTYN Nonb3oBaTensm B JOBEPEHHOM AOMEHE, He
noaaepXuBaroLlem B3aMMmHoe gosepue. JToT
napameTp 6e30nacHOCTM NO3BONSET HaKNaabIiBaTbh
AOMNOMHUTESNbHbIE OrPAHNYEHNA Ha aHOHUMHbIE
NOAKMYEHNs. BknoyeH: He paspeluatb
nepeyncrneHune y4yeTHolx 3anmucen SAM. 3toT
napameTp 3aMeHsieT napameTp "Bce" Ha napameTtp
"MpoweaLme npoBepky" B paspeLleHnax
BesonacHocTn ansa pecypcoB. OTKMOYEH: HET
OOMNONHUTENbHbBIX OrpaHUYeHun. MicnonbayoTcs

paspeLlieHnd no yMmosiHaHuio.

OT10T napameTp 6e30nacHOCTM ONpeaenseT,
paspeLleHo N NepevncrieHne y4eTHbIX 3annucen
SAM u o6Lux pecypcoB aHOHUMHbIMU
nons3oBatenamn. Windows paspeluaet aHOHUMHbIM
nonb30BaTeNsaAM COBepLUaTb HEKOTOPLIE AENCTBUS
(Hanpumep, NnepeyncrneHme MMeH YYeTHbIX 3anucen

AomeHa 1 obwmx nanok). 3to ygobHo B criyyae,

3HauyeHue

Enabled

(BkrtoyeH)

Enabled

(BkrtoyeH)




Monutuka

y4YeTHbIX 3anucen
SAM un obLmx
pecypcoB
AHOHUMHbIMU
nonb3oBaTensamm)

Network access: Do
not allow storage of
passwords and
credentials for
network
authentication
(CeteBown goctyn: He
paspelaTtb
XpaHeHne naponeu
NIN YYETHbIX AaHHbIX
Ansi ceTeBon
NpoBEpPKM

NoASIMHHOCTN)

Network access: Let
Everyone
permissions apply to
anonymous users
(CeteBown goctyn:
paspeLlatb
npUMeHeHne
paspelleHnn "Ana
Bcex" K aHOHUMHbIM

nonbL3oBaTensm)

OnucaHue

€CNu aiIMUHUCTPATOP XOYEeT NPeaocTaBuUTb JOCTYI
nonb3oBaTeNnsam B JOBEPEHHOM JOMEHE, He
noagepXxmBatoLem B3anmHoe gosepue. Ytobbl
3anpeTuTb NepeyncneHne y4yeTHolx 3anucen SAM un
00LmMx pecypcoB aHOHMMHbIMM MOSIb30BaTENSAMU,

BKITHOYMTE 3TOT Napamerp.

OT0T NapameTp Ge3onacHOCTM onpeaenser,

COXPaHSIOTCA N AUCNETYEPOM YYETHbBIX OAHHbIX

Naponu 1 y4eTHble AaHHbIe NPY NPOBEpKe

NOANMHHOCTMN AOMEHOM (4115 NocneayLLero

ncnonb3oBaHns). ECnu gaHHbIV napameTp BKIOYEH,

TO COXpaHeHMe Naponen N y4eTHbIX JaHHbIX

ANCNETYEPOM YYETHBIX AAHHbLIX HA JaHHOM

Enabled
(BkntoveH)

KOMMbOTEPE HE Npon3BoauTCs. Ecrnv gaHHbIN
napamMeTp NOMUTUKN BbIKIMIOYEH UMK 3HAYEHNE OIS
Hero He 3aaHo, TO AUCNETYEP YYETHbIX AaHHbIX
OyaeT coxpaHaTb Naponun 1 y4eTHble AaHHble Ha
3TOM KOMMbIOTEPE (4515 MCNOoNb30BaHUA B ByayLiem
npv NpoBepke NOASIMHHOCTU JOMEHOM).
MpumeyaHne. NameHeHNs B KOHUrypawumm aToro
napameTpa 6e30MacHOCTM BCTYNSAT B CUITY TOSNbKO
nocne nepesarpyskm Windows.

Disabled

(OTKNtOYER)

OT0T napameTtp 6e30nacHOCTU onpeaensier, Kakue
AononHUTEeNbHbIE paspelleHnsa byayT AaHbl
aHOHMMHbIM NOAKITHOYEHUAM K KOMMbIOTEPY.
Windows paspeluaeT aHOHUMHbIM MOb30BaTENSAM
coBepLUaTb HEKOTOPbIE AENCTBUA (Hanpumep,
nepevncrneHne MMeH y4eTHbIX 3annucen JoMeHa U
obwwmx nanok). 3To ygobHo B criyvae, ecnv
aflMUHUCTPATOP XOYEeT NpeaocTaBUTb JOCTYN
nornb3oBaTensiM B IOBEPEHHOM JOMEHE, He
noggepxueatoem B3anmHoe gosepue. o
ymon4yaHuo ngeHtudukatop 6esonacHocTu "Ons

BCcex" yoansaeTca u3 TokeHa, co3qaHHOro ans

3HauyeHue




Monutuka

Network access:
Named Pipes that
can be accessed
anonymously
(CeteBown goctyn:
paspeLuatb
AHOHMMHbIV JOCTYN K
NMEHOBAHHbIM

KaHanam)

Network access:
Remotely accessible
registry paths
(CeteBown goctyn:
yoaneHHo
AOCTYMHbIE MYTK
peecTtpa)

Network access:
Remotely accessible
registry paths and
sub-paths (CeTteBon
AOCTYN: yoaneHHo
AOCTYMHbIE NYTU U

OnucaHue

aHOHMMHBIX coeanHeHun. Takum obpasom,
paspelueHna rpynnel "[Ans Bcex" He 3aTtparmeatoT
aHOHWMHbIX nonb3oBartenen. Ecnu aToT napameTp
yCTaHOBMNEH, aHOHMMHbIE Mornb3oBaTeN NUMELOT
OOCTYyN TONbKO K TEM pecypcam, JOCTYN K KOTOPbIM
MM paspeLleH SBHbIM 0bpa3om. Ecnn aToT napameTtp
BKNIOYEH, naeHtudunkaTop 6esonacHoctun "Ans scex"
nobaBnseTca K TOKeHy, CO3gaHHOMY AN aHOHMMHbIX
coeauHeHun. B aTom cnyyae aHOHUMHbIE
nonb3oBaTeny MMEKT AOCTYN K Ntobomy pecypcy,

paspelueHHoMy ansa rpynnsl "Ona scex".

OToT napameTp 6e3onacHOCTM onpeaenser, Kakue
ceaHcbl CBA3W (KaHanbl) 6yayT uMeTb aTpubyThl 1
paspeLueHusi, fatoLmne npaso aHOHMMHOro AocTyna.

3T0T NapameTp 6e30MacHOCTU ONpeaenseT, Kakme
NyTW peecTpa MOryT ObITb JOCTYMHbI YEPE3 CETb BHE
3aBUCMMOCTM OT Morb30BaTenen Unu rpynn
nonb3oBaTtenen, ykasaHHbIX B CNUCKe ynpaBreHus

poctynom (ACL) pasgena peectpa winreg.

OT0T napameTtp 6e30NacHOCTM ONpPeAEnsieT, Kakue
MNyTU N BIIOXXEHHbIE MNYTU peecTpa MoryT BbITb
OOCTYIMHbI Yepes ceTb BHE 3aBUCMMOCTH OT
nonb3oBaTenen unu rpynn nonb3oBaTtenen,
yKa3aHHbIX B crivcke ynpasnenus goctynom (ACL)
pasgena peectpa winreg.

3HauyeHue

He onpeaeneHo

He onpeaeneHo

He onpeneneHo




Monutuka

BJTOXXEHHbIE NMYTHU

peecTpa.)

Network access:
Restrict anonymous
access to Named
Pipes and Shares
(CeteBown goctyn:
3anpeTuTb
AHOHWMHBIV JOCTYN K
NMEHOBAHHbIM
KaHanam un obLmm
pecypcam)

Network access:
Shares that can be
accessed
anonymously
(CeteBown goctyn:
paspeLuaTb
AHOHMMHbIN AOCTYN K
obLwmm pecypcam)

Network access:
Sharing and security
model for local
accounts (CeteBon
AOCTYN: MOAErb
obuero goctyna u
6esonacHocTn ans
NOKarnbHbIX YY4ETHbIX

3anucen.)

OnucaHue

Ecnu aToT NnapameTtp 6€30NacHOCTU BKIHOYEH, OH
orpaHM4MBaET aHOHUMHbIV JOCTYN K O6LLMM
pecypcam 1 UMeHOBaHHbIM KaHanam B
COOTBETCTBUW CO 3HAYEHUSIMU CINEeOYHOLLNX
napameTpoB: CeTeBoW AOCTYM: paspeLlaTtb
AHOHMMHBIN JOCTYN K MUMEHOBaHHBLIM KaHanam
CeTeBoM 4OCTYN: paspellaTbs aHOHUMHbIN OOCTYM K

obLwmm pecypcam

OT0T NapameTp 6Ge3onacHOCT onNpeaenseT, K Kakum
o6LWKMM pecypcam MoryT nony4atb A40CTyn

AdHOHWMHbIE MoJib3oBaTesn.

OT0T NapameTp 6e30nacHOCTM ONpeaenseT, Kakum
obpasom npoBepsieTcs NOAMMHHOCTL NPU BXOAE B
CETb C UCMNOMNb30BaHMEM JTIOKaSbHbIX YYETHbIX
3anucein. Ecnn gaHHbIM napameTp nMmeeT 3HavyeHne
"OB6bl4Hasn", Npu BXoge B CETb C YY4ETHbIMU AaHHBbIMU
noKanbHOW YYETHOW 3anucK BbINOSTHAETCA NpoBeEpKa
NOAJSIMHHOCTM MO 3TUM YyYEeTHbIM AaHHbIM. OBbl4HasA
mMogenb nossonsert 6onee rubko ynpaBnaTb
AO0CTYnoMm K pecypcam. C ee NOMOLLIbIO MOXXHO
NpeaocTaBUTb pasHbIM NONb30BaTENSAM pasHble
TUMNbl JOCTYNa K 0gQHOMY K TOMY Xe pecypcy. Ecnu
3TOT NapameTp nmeet 3HavyeHue "locTteBas”,

onepauunn Bxoaa B CETb C YH4ETHbIMWN OAaHHbIMW

3HauyeHue

Enabled

(BkntoveH)

He onpeneneHo

Classic — local
users authenticate
as themselves
(O6blyHag —
nokanbHble
nonb3oBaTenu
YAOCTOBEPAOTCA

Kak OHW camu)




Monutuka

OnucaHue

NOKanbHbIX YY4ETHbIX 3annucen aBToMaTuyeckn
COMOCTaBNATCH C y4eTHON 3anucblo rocTs. Mpu
MCMNONb30BaHMN FOCTEBOW MOAENN MeXay
nonb3oBaTensiMn HeT pasnuyuin. Bce nonb3osatenu
NPOXOAAT NPOBEPKY MNOASIMHHOCTM C Y4ETHOWN
3anuncbio rOCTs M NOMNyYalT O4MHAKOBbIN YPOBEHb
AocTtyna K JaHHoMy pecypcy — "Tonbko YyTeHue"
nnu "N3meHenmne". o ymonyaHuio Ha KoMnbloTEPax
aomeHa: Ob6bivHas. o ymonyaHuio Ha aBTOHOMHbIX
KomnbtoTepax: [octeBas. BHnmaHue! Ecnv
ncnonb3yeTcs rocteBas Moaerb, nobon
nornb3oBaTenb, UMELWMI OCTYN K KOMMbIOTEPY MO
CeTu (BKIIHOYasi aHOHUMHbIX NONb30oBaTeNemn
MHTepHeTa), MOXeT nony4nTb AOCTYN K O6LWmM
pecypcam. [Inga 3awmTbl KOMMbOTEPA OT
HeCaHKLUMOHMPOBaHHOIo JocTyna TpebyeTcs
ncnonb3oBatb 6paHamayap Windows nnu gpyryto
aHarnoru4Hyto nporpammy. Kpome toro, npu
MCNONb30BaHUM OBObIYHOM MOAENW NoKarnbHble
yYEeTHbIE 3anncun SOIMKHbI ObIThb 3aLUULLEHbI
naporem, 4Tobbl X HEBO3MOXHO BbINO
MCcnonbL30BaTh ANg A4OCTyna K obwum pecypcam
cuctemsbl. [NpumedaHve BTOT napameTp He BnusieT
Ha ornepauun MHTEPaKTMBHOIO BXO4a B CUCTEMY,
KOTOPbI€ BbINOMHSAKTCS yAaNeHHO C NOMOLLbIO Takux
cnyxo, kak Telnet unn cnyx6 yganeHHbIX pabouynx
CTONOB.

3HauyeHue

CeTeBas 6e3onacHoOCTb

(anrmn. — Network Security)

v OnucaHue NonuTuk




Monutuka

Network security: Do
not store LAN
Manager hash value
on next password
change (CeteBas
6e3onacHoCTb: He
XPaHUTb X3LL-
3HaveHuna LAN
Manager npwu
cnegyoLlen cMeHe
napons)

Network security:
Force logoff when
logon hours expire
(CeteBas
6esonacHoCTb:
MpUHYANTENBHLIN
BbIBO[, U3 CeaHca Mo
ncTeveHun
AO0MNYyCTUMbIX YacOoB
paboTbl)

OnucaHue

OTOT NnapameTp 6e30MacHOCTU ONpeaernseT, HYXXHO nn
npw crnegylolen CMeHe napons COXPaHsaTb X3Lu-
3HaveHune gucnetyepa LAN (LM) ons HoBoro naponsi.
Xaw LM aBnsaetca oTHocuTensHO crnabbiv v
ysi3BUMbIM 1151 aTak No cpaBHEHUIO ¢ bonee
kpuntoctonknum xawem Windows NT. [NockosbKy xaLw
LM xpaHutca B 6a3e aaHHbIx 6e30nacHOCTM Ha
NoKanbHOM KOMMbIOTEPE, B Criyvae aTaku Ha b6a3sy
AaHHbIX 6e30NacHOCTX Napony MoryT BbITb
pacLndpoBaHsbI.

OT0T napameTtp 6e3onacHoCTU onpeaensert, byayT nu
OTKNOYATbCA NONb30BaTENM NP NOAKMYEHNN K
NoKanbHOMY KOMMbIOTEPY BHE BpEMEHU BX0Aa,
3a[aHHOro Ansa nx y4eTHoOM 3annucu. AToT napameTp
BMUAET Ha KOMMOHEHT B6noka coobLleHnn cepsepa
(SMB). Ecnu ata nonuTurKa BKIOYEHa, nocne
NCTEYEHNA BPEMEHM BXO4A KIIMEHTA CeaHCbl KNneHTa
¢ cepsepoM SMB npuHyauMTENBHO pa3pbiBaOTCS.
Ecnu ata nonutmnka OTKNOYEHa, NOCNE UCTEYEHMS
BPEMEHM BXO[a KIIMeHTa ero ceaHc COXpaHsAeTCs.
MpumeyaHne. BToT napameTp 6e3onacHoCTm
NPUMEHSIETCA TaK Xe, KaK NONMTMKa YY4ETHOM 3anuncu.
[nsa y4eTHbIX 3annucen JOMeHa MOXET CyLLeCTBOBaTb
TONMbKO OfHAa NONUTUKA YYETHbIX 3anucen. NonuTtuka
yYeTHOM 3anucu JormkHa ObiTb onpegeneHa B
nonuTuKe JOMeHa No YMOYaHuio; OHa NPUMEHSeTCs
KOHTposnepamu gaHHoro goMmeHa. KoHtponnep
AOMeHa Bcerga nonyyaet nofMTUKy y4eTHOM 3anucu
13 obbekTa rpynnoson nonutuku (GPO) nonuTtukm
AOMeHa Mo yMOn4aHuIo, Aaxe ecnu cyllecTsyeT
apyrasi nonmMTuKa y4eTHON 3anmcu, Kotopas
NPUMEHSIETCA K NogpasgeneHunto, cogepallemy aToT
KOHTponnep gomeHa. No ymonyaHuto paboyne

3HaueHue

Enabled

(BkntoyeH)

Enabled
(BkntoyeH)




Monutuka

Network security:
LAN Manager
authentication level
(CeteBas
6e3onacHoCTb:
YPOBEHb MPOBEPKMU
nognuHHoctn LAN
Manager)

OnucaHue

CTaHLMWN 1 cepBepbl, BXoASLME B JOMEH, MosyYatoT
TY )K€ NOMUTUKY YYETHOW 3anncu ans CBoux
nokarnbHbIX YY4ETHbIX 3anucen. OgHaKo NoNUTUKK
NoKarnbHbIX YY4ETHbIX 3an1cen Taknx KOMMbTEPOB
MOTYT OTNINYaTbLCS OT NOSNIUTUKN YYETHOW 3anucu
AOMeHa, ecrniv onpeaeneHa nonuTuka y4eTHom
3anuncu ans noapasfaeneHunsl, B KOTOPOE BXOAAT 3TU

KomnbroTepbl. NapameTpbl Kerberos He npymeHsA0TCS

K TakKMM KOMMbKOTEPAM.

OT0T NnapameTtp 6e30nacHOCTN onpeaensieT, Kakue
MPOTOKOMbI NPOBEPKN NOASIMHHOCTU C 3anpocoM 1
OTBETOM UCMOSb3YIOTCH OS99 CETEBOrO BXo4a B
cuctemy. 3HayeHve 3Toro napameTpa BNUAeT Ha
YPOBEHb NPOTOKONa NPOBEPKN NOASIMHHOCTN,
KOTOPbI UCMNOMb3YHOT KINEHTbI, HA YPOBEHb
cornacoBaHHON 6e30MacHOCTM ceaHca, a Takke Ha
YPOBEHb NPOBEPKM MOANMHHOCTU, MPUHUMAEMON
cepsepamu, crnegyowmm obpasom. OTnpasnaTb
otBeTbl LM 1 NTLM: knueHTbl CNonb3ytoT NpoBepPKY
nognnHHocTn LM n NTLM v Hukorga He ncnonb3yoT
ceaHcoByto 6esonacHocTb NTLMv2; koHTponnepbl
AOMeHa NpUHMMatoT NPOBEPKY NOAMMHHOCTY LM,
NTLM 1 NTLMv2. Otnpasnate LM n NTLM —
ncnonb3oBaTb ceaHcoByto 6e3onacHocTb NTLMv2
NpY COrnacoBaHWUM: KIUEHTbI NCNOMb3YIOT NPOBEPKY
noanuHHocTn LM n NTLM, a Takke ceaHcoByto
6esonacHocTb NTLMv2, ecnn cepsep ee
noagepXXMBaeT; KOHTposNepbl AOMEHa NMPUHUMAKOT
nposepky nognmHHocTn LM, NTLM n NTLMv2.
OtnpaenaTtb Toribko NTLM-OTBET: KIMEHTHI
MCNOosb3YHOT TOSLKO NpoBepKy nognuHHoctu NTLM, a
Takke ceaHcoByto 6e3onacHocTe NTLMv2, ecnu
cepBep ee NoaaepXmMBaeT; KOHTponepbl JoOMeHa
NPUHMUMALOT NpoBepkKy nogsiMHHocTn LM, NTLM n
NTLMv2. Otnpasnatb Tonbko NTLMv2-0TBeT:

3HaueHue

Send NTLMv2
response only.
Refuse LM &
NTLM
(OTtnpasnaTb
Tonbko NTLMv2-
OTBET.
OTtkasbiBath LM
n NTLM)




Monutuka

Network security:
Minimum session
security for NTLM
SSP based (including
secure RPC) clients
(CeteBas
6e3onacHOCTb:
MUHUMarnbHas
ceaHcoBas
©e3onacHocTb Angd
KNMeHToB Ha 6ase
NTLM SSP (Bkntoyas
6esonacHbin RPC).)

Network security:

Minimum session

OnucaHue

KIMNEeHTbIl NCMOJIb3YIOT TOJTIbKO NMPOBEPKY NOAJIMHHOCTU

NTLMv2, a Takke ceaHcoBYyt0 6e30NacHOCTb
NTLMv2, ecnu cepBep ee Nogaep>KMBaET;
KOHTpOsnepbl JOMEHa NPUHNUMAOT NPOBEPKY
noanuHHocTn LM, NTLM n NTLMv2. OTtnpasnaTb

Tonbko NTLMv2-oT1BeT 1 otkasbiBaTb LM: KnneHThbI

MCMOSb3YIOT TOSbKO NpoBepKy noganmHHocTn NTLMv2,

a Takke ceaHcoyto 6esonacHoctb NTLMv2, ecnn
cepBep ee NogAepXKNBaET; KOHTPONepbl JoOMeHa
OTKIOHSAKT LM (NpuHUMasi TONbKo NpoBEPKY

noanuHHoct NTLM n NTLMv2). OTnpaBndatb TONbKO

NTLMv2-otBeT 1 otkasbiBaTtb LM n NTLM: knueHThI

MCNOSb3YIOT TOSLKO NpoBepKy noaniMHHocTn NTLMv2,

a Takke ceaHcoByto 6e3onacHocTe NTLMv2, ecnu
cepBep ee NogaepXnBaeT; KOHTpPonnepbl JOMeHa
oTKNoHsAT LM 1 NTLM (npyH1uMas TonbKo NpoBEPKY
noanuHHoctn NTLMv2).

OT0T NapameTp 6e30NacHOCTN NO3BOMSET KITMEHTY
TpeboBaTb cornacoBaHus 128-paspsagHoro
LWndpoBaHMsa n (Mnn) ceaHcoBor GesonacHoCTH
NTLMv2. 3Tn 3Ha4yeHus 3aBUCAT OT 3HAYEHUS
napameTpa 6e3onacHoOCT "YpOBEHb NPOBEPKM
nognnHHoctn LAN Manager”. [lJocTynHbl cnegyoouime
BapuaHTbl. TpeboBaTb ceaHcoBYyH 6e30MacHOCTb
NTLMv2. Ecnun npotokon NTLMv2 He cornacoBaH,
NoAaKNYeHne He ByaeT yctaHoBneHo. TpeboBaTtb
128-paspsagHoe wudgposaHue. Ecnu ctonkoe (128-
paspsgHoe) LWndpoBaHME He COrnacoBaHo,
noaknyeHne He BygeT yCTaHOBMEHO.

T0T napamMmeTp ©e30nacHOCTN NO3BONSET cepeepy

TpeboBaTb cornacoBaHus 128-pa3psiaHoro

3HaueHue

Require NTLMv2
session security:
Enabled Require
128-bit
encryption:
Enabled
(TpeboBaTtb
CeaHCOoBY0
6e3onacHoCcTb
NTLMv2:
BkntoyeH
TpeboBatb 128-
BuTHOE
LunppoBaHue:
BkritoueH)

Require NTLMv2

session security:




Monutuka

security for NTLM
SSP based (including
secure RPC) servers
(CeteBas
6e3onacHoCTb:
MUHUMarbHas
ceaHcoBas
©e3onacHocTb Ang
cepBepoB Ha 6ase
NTLM SSP (Bkntovas

OnucaHue

LWndpoBaHMsa 1 (UNn) ceaHcoBoW Be3onacHoCTH
NTLMv2. 3T 3Ha4YeHus1 3aBUCAT OT 3HAYEHUS
napameTpa 6e3onacHoOCTu "YpOBEHb NPOBEPKM
nognuHHoctn LAN Manager". lJocTtynHbl cnegytowime
BapuaHTbl. TpeboBaTb ceaHCOBYH 6e30NacHOCTb
NTLMv2. Ecnv uenocTHOCTb COOBLLEHNI He
corrnacoBaHa, nogkntoyeHne He byaeT yCcTaHOBNEHO.
Tpebosatb 128-6uTHOE WindpoBaHme. Ecnu cTonkoe
(128-paspsgHoe) WwWndpoBaHue He CornacoBaHo,
NoAKNYeHne He ByaeT yCTaHOBMEHO.

3HaueHue

Enabled Require
128-bit
encryption:
Enabled
(TpeboBaTtb
CeaHCoBYI0
B6esonacHoOCTb
NTLMv2:
BkntoyeH
TpeboBatb 128-

6esonacHein RPC).) BGuTHOE
LUNdppoBaHME:
BkntoyeH)
3aBeplueHue paboTbl
(anrmn. — Shutdown)
v OnucaHue NonNuTKK
MonuTtuka OnucaHue 3Ha4yeHue

Shutdown: Allow
system to be shut
down without
having to log on
(BaBepLueHne
paboThbl:
paspeLunTb
3aBepLUeHne
paboTbl CUCTEMBI
6e3 BbINONHEHUS
BX0OJa B CUCTEMY.)

3T0T NapameTp 6e30MacHOCTM OnpeaenseT, MOXHO i

3aBepLUMTb paboTy KOMNbIOTEPA, HE BbIMOSTHAS BXOA B

cuctemy Windows. Ecnu ata nonutunka BKNtoYeHa, KOMaHLy

"3aBepLueHune paboTbl" MOXHO BbIOpaTh Ha 3KpaHe BXxoaa B

Windows. Ecnu ata nonutuka oTKNtoYeHa, KomaHaa

Disabled

"3aBeplieHune paboTbl" He oToOpaXkaeTcs Ha 3KpaHe Bxoaa B (OTKMOYEH)

Windows. B aTom cnyyae, 4ToObl 3aBepLuntb paboTty

CUCTeMbl, Nonb3oBaTtersto Tpe6yeTC$| YCMNeLWHO BbINOJTHUTb
BXO4 B CMCTEMY U OH OOJIKEH MMETb MNMpaBO Ha 3aBepLueHne

pa6OTbI CUCTEMBbI.




Monutuka OnucaHue

OT0T NnapameTp 6e3onacHOCTM onpeaenseT, OyaeT nn
BbIMOMHATLCS O4MCTKa dhanna nogkayky BUpTYyanbHOM
namsaTv Npu 3aBepLueHnn paboTtbl cuctemsbl. MNogaepxka
BMPTyanbHON NaMsiT UCMonb3yeT dbaln NoaKkayku CUCTEMbI
ANS BbIFPY3KW CTPaHWUL, NaMsiTU Ha AWCK, Koraa OHU He
ncnonb3yoTtcs. Bo Bpemsi paboTbl cucTteMbl chaiin noakaydku

Shutdown: Clear OTKPbIT ONEepPaLMOHHON CUCTEMON B MOHOMOSTbHOM PEXUME U
virtual memory xopowo 3awmueH. OgHako ecrnu cuctema HacTpoeHa Tak,
pagefile YTO AOMYCKAaET 3arpy3Ky APYrMx onepaLymOHHbIX CUCTEM,
(3aBepLueHve TpebyeTca ybeamTbea, 4TO Npu 3aBepLueHn paboTbl
paboTbl: o4McTKa CUCTEMbI BbIMNOMHSAETCHA O4nCTKa ee harina nogkadku. IT1o
danna nogkaykm rapaHTUpYyeT, YTO YyA3BMMblE CBEAEHUSI U3 NaMsTH
BMPTYyanbHON NpOLEeCcCcOoB, KOTOpblE MOrMM NONAacTb B dpansn nogKayku, He
namsaTn) CTaHYT AOCTYMHbI MNOSb30BATENAM, MOMYYMBLUMM MPSMOM

HeCaHKUMOHNPOBaHHbIA OOCTYN K aToMy channy. Ecnum ata
NoNuTUKa BKITKOYEHA, NPY KOPPEKTHOM 3aBepLueHnn paboThl
CUCTEMbI BbINOMHAETCA O4YMCTKA hansia nogKkaykm CUCTEMBbI.
Ecnn a1oT napameTp 6e30MacHOCTM BKIOYEH, TaKKe
BbINONHAETCA OOHYynNeHne danna pexnma rubepHaumm

(hiberfil.sys), korga aTOT pPeXUM OTKIHOYEH.

3HaueHue

Enabled
(BkntoveH)

MapameTpbl cucTembl

(aHrn. — System Settings)

v OnucaHue NonuTuK




Monutuka

System settings:
Optional subsystems
(MapameTpbl cUCTEMBI:
Heobsi3aTenbHble
NoACUCTEMbI)

System settings: Use
Certificate Rules on
Windows Executables
for Software Restriction
Policies (MapameTpbl
CUCTEMBI:
ncnonb3oBaTtb npasuna
cepTudmkaToB ons
NCrorHseMbIX pannos
Windows ans nonuTtuk
OrpaHNYeHHOoro
NCNonb30BaHUS

nporpamm)

OnucaHue

OToT NnapameTp 6e3onacHOCTM onpeaenseT, kKakue
AOMONHUTENbHbIE NOACUCTEMbBI MOTYT ObITb 3anyLEeHbI
ANS noaaepkku npunoxeHnn. C nomoLLbo 3TOro
napameTpa MOXHO yKa3aTb BCE NOACUCTEMbI, KOTOPbIE
HeobXxoAnMbl Ans NOAAEPXKKN NPUIOXEHUI B

COOTBETCTBUUN C Tpe6OBaHMFIMI/I cpeabl.

OT0T NnapameTp 6e3o0nacHOCTM ONpeaenser,
BbINONHAETCA nNu obpabdoTka umMpoBbIX cepTUdmKaToB,
Korga nonb3oBartenb UM NpoLecc NbiTaeTcd 3anycTuTb
nporpamMmmy ¢ paclumpeHmem nmeHu anna EXE. OH
NMO3BONSAET BKIMOYNTD UM OTKITHOYUTL NpaBuna
cepTMdmKaTtoB — TUN NPaBUI NOSIUTUK OrPaHUYEHHOrO
ncnonb3oBaHust nporpamm. C NOMOLLbIO TaKMX NOMUTUK
Bbl MOXeTe co3gaTb NpaBurio cepTudmrKaToB, KOTOpoe
paspeLuaeT unun 3anpeLyaet 3anyck NporpaMmmbl,
nognucaHHou ¢ nomoubio Authenticode, B
3aBMCMMOCTW OT TOro, Kakon LmMgpoBoun ceptudmkaTt en
COOTBETCTBYET. YTOOLI NPMMEHNTL NpaBuna
ceptudmKaToB, TpebyeTcs BKIOUYNTb AAHHbIN NapaMeTp
©esonacHocTu. Ecnn npaBuna ceptngukaToB
BKIKOYEHbI, MOSIMTUKM OrPpaHUYEHHOro UCNONb30BaHNS
nporpaMm NPoOBEPSIOT CMNCOK OT3blBa CEPTUPUKATOB
(CRL), ytobbl y6eantbcs, 4To ceptudmkaTt 1 NOANMUCH
nporpamMmmbl 4ENCTBUTENbHbI. OTO MOXET NPUBECTU K
CHWDKEHMIO NPON3BOAMTENBHOCTY NPU 3anycke
NOANUCaHHbIX NporpamMM. Bbl MOXeTe OTKMAUNTL 3Ty
dyHKLMIO. B OKHE CBOMCTB 4OBEPEHHOIO U3garterns
cHumMmunTe donaxkn "Napgatens" n "OTmeTka BpemeHn".
[ononHuTtenbHble cBEAEHUS CM. B pasaene "3agaHune

napameTpoB AOBEPEHHOrO nsgartens".

3HaueHue

He

onpeneneHo

Enabled
(BkntoyeH)

KoHTponb y4YeTHbIX 3anucemn




(aHrmn. — User Account Control)

v OnucaHue NonNuUTKK

Monutuka

User Account Control:
Admin Approval Mode
for the Built-in
Administrator account
(KoHTporb yYeTHbIX
3anucen: pexmm
opobpeHusa
agMVHUCTPaTOPOM
ANA BCTPOEHHOM
y4yeTHOM 3anucu
agMUHUCTpaTopa)

User Account Control:
Allow UlAccess
applications to prompt
for elevation without
using the secure
desktop (KoHTpornb
YYETHbIX 3anucen:
paspewwatb UlAccess-
NPUITOXEHNAM
3anpawumearb
noBbILLEHME NpaB, He
ncrnonb3ays
©e3onacHbIn pabounin
cTon.)

OnucaHue

OTOT NnapameTp NonuUTUKN onpeaenseT

XapaKTepUCTUKN pexmma oao6peHus

afiMUHUCTPATOPOM N9 BCTPOEHHOWN YY4ETHOWN 3annucu
agMunHucTpatopa. BoaMmoxHble 3HavyeHnsa BknoveHo.

[lns BCTPOEHHOW y4eTHOW 3anucy agMUHMUCTpaTopa

MCNOMnb3yeTcs pexxnm ogobpeHns aaMMHUCTPATOPOM.

Mo ymonyaHuto nio6asi onepauus, TpedytoLas

noBbILLEeHNA I'Ipl/lBI/IJ'IGFI/IVI, npennaraetT nosfib3oBaTerto

nogTBepauTb onepauuto. OTKIYEHO (No
ymosn4yaHuto). BctpoeHHas yvyeTHas 3anucb
afMWHUCTPaTOpa BbIMNOMHAET BCE NPUNOXKEHNS C

NOJIHbIMU NpuBUNernaMmm agMmMHUCTpaTopa.

OTOT NapameTp NONNTUKN onpeaensier, MoryT fnn
UlAccess-npunoxexus (UIA-nporpammet)
aBTOMaTU4eCKM OTKIoYaTh 6e3onacHbii paboymni
CTON 4115 3arnpoCoB Ha NOBbILLEHWE, UCNONb3YyeMbIX
00bIYHbIM Nonb3oBatenem. BkrtoyeHo. UIA-
nporpamMmsbl, B TOM Yucrie yaaneHHbIA MOMOLLHNK
Windows, aBToMatnyeckn OTKMo4aoT 6e3onacHbIN
pabo4ynin CTon Ansa 3anpocoB Ha MOBbLILIEHNE NPaB.
Ecnu He oTkntoyeH napameTp nonutukn "KoHTponb
YUYETHbIX 3anucen: nepekntodeHne kK 6esonacHomy
pabo4emy CTony Npu BbIMOMHEHWM 3anpoca Ha

NnoBbILLEeHWe npas", npurnaweHne NoABUTCA Ha

MHTEPaKTNBHOM pa6oqu CTOJ1€ nosib3oBarersd, a He

Ha 6e3onacHom pabo4vem ctone. OTkNOYEHO (Mo

ymon4yaHuto). besonacHbln pabo4unii CTon MOXeT BbITb

OTKJTHO4EeH TOJIbKO Morib3oBaTternieM MHTepPaKTUBHOIO

paboyero cTona unm NyTem OTKIOYEHNS NapameTpa

NONNTUKN "KOHTPOSb YY4ETHbIX 3anucen:

3HaueHue

Enabled

(BkntoveH)

Disabled
(OTKnNOYEH)




Monutuka

User Account Control:
Behavior of the
elevation prompt for
administrators in
Admin Approval Mode
(KOHTpOnb y4eTHbIX
3anucen: noBeaeHue
3anpoca Ha
NnoBbILLEeHWe Nnpae ang
aAMWUHUCTPATOpPOB B
pexnme ogobpeHuns
agMVHUCTPaTOPOM)

Onucanue 3HauyeHune
nepekntveHne Kk 6esonacHomy paboyemy cTony npwm
BbINOSIHEHMM 3anpoca Ha NoBbILLEHNE MpaB”.
OTOT NnapameTp NONUTUKN onpenensieT noBeaeHme Prompt for

3anpoca Ha noBbILWEeHWE NPUBUNIErNIA ANs consent for

agMUHUCTpaToOpPOB. Bo3MoXHble 3Ha4YeHUA non-Windows
MoBblweHne 6e3 3anpoca. [No3sonser binaries
NPUBUIErMPOBaHHbLIM YYETHBIM 3aMUCsIM BbINOMHUTD (8anpoc
onepaumto, TpebyoLLyt0 NOBbLILLIEHWS NMPUBUAETNIA, cornacuvs ans
6e3 noaTBEPXKOEHNSA cornacus Unu BBoAa YYeTHbIX NCNOSTHAEMbIX
AaHHbIX. [puMeyaHune. STOT BapuaHT OOSMKEH dhannos,
MCNONb30BaTbCS TOMBbKO B CpeAax ¢ MakcumarbHbIMU OTIINYHbIX OT
orpaHu4yeHnsMun. 3anpoc y4ETHbIX JaHHbIX Ha Windows)
B6esonacHom paboyem ctone. [Ans nodon onepauuu,

TpebyloLen NoBbILLEHUS NPUBUIETA, Ha

B6esonacHom pabovem cTore BbIBOOUTCS

npurnaweHne BBECTU UMS U Naporib

NpyBUIErMpoBaHHOIO nonb3oBaTtens. Ecnu BBogaTca
NpuBUNErMpoBaHHbIe YYeTHbIE AaHHble, onepauus

NPOAOIMKaeTCa NPOAOIKEHa C MaKCUManbHbIMU

AOCTYMNHbIMU NPUBUIIErMsIMIX Nonb3oBaTens. 3anpoc

cornacusi Ha 6esonacHom paboyem ctone. [ns

nobon onepaunn, TpebdytoLLen NoBbILLEHNSA

npuBunerun, Ha 6esonacHom paboyem crone

BbIBOAUTCA npurnawieHve Boblbpath: "Pa3pewmnts" nnm

"3anpetutb". Ecnn nonb3oBartens BblIbupaet

"PaspelumnTtb", onepauma npogormKaeTcs ¢

MaKkCUManbHbIMWU OOCTYMNHbIMU MPUBUAENAMU

nonb3oBaTens. 3anpoc y4YeTHbIX AaHHbIX. [ns nobon

onepauun, TpebytoLLern NoBbILEHUS NPUBUNETNNA,

BbIBOOMTCS MpurnalleHne BBeCTU NMS Nosib3oBaTens

1 Naponb y4eTHOM 3anncu agMmuHuctparopa. Ecnu

BBOLSATCS AONYCTUMbIE YYETHbIE AaHHbIE, onepaLms

NPOAOIKaEeTCA C COOTBETCTBYHOLUMM NPUBUNETNSMNA.

3anpoc cornacus. Ansa nobon onepauuun, TpedytoLlen

noBbILLEeHNA I'Ipl/lBI/IJ'IGFI/IVI, nonb3oBartersto




Monutuka

User Account Control:

Behavior of the
elevation prompt for
standard users
(KOHTpOrb y4eTHbIX
3anvcen: nosegeHve

3arpoca Ha

noBbILLIEeHMEe rpaB Aand

00OBbIYHBIX

nonb3oBaTenemn)

OnucaHue 3HauyeHue

npegnaraercd BblibpaTth: "Paspewmnts" unm
"3anpetutb". Ecnu nonb3oBartens BolIbupaet
"PaspelumnTtb", onepaumsa npogormkaeTcs ¢
MaKkCMMarnbHbIMU SOCTYMNHBIMWU MPUBUIIEMNAMU
nonb3oBaTend. 3anpoc cornacus gnsa CTOPOHHUX
ABOUYHbIX barnos (He Windows) (no ymon4yaHuio).
Korga onepauus ons npunoXxeHns CTOPOHHEro (He
MawkpocodT) nponssoanTens TpebyeT NoBbILLEHNS
npusunerun, Ha 6esonacHomMm paboyem crone
BbIBOAUTCA NpurnawleHve Boblbpats: "Paspewmnts" nnm
"3anpetutb". ECcnn nonb3oBartens BbibupaeT
"PaspelumnTtb", onepaumsa npogormkaeTcs ¢

MaKCMMalibHbIMX OOCTYMNMHbIMU NPUBUNErmnaMmmn

nonb3oBaTens.
OTOT NnapameTp MoNMTUKKN onpefenseT noseaeHme Prompt for
3anpoca Ha MNoBbileHne NPUBUNErnin Anst 0ObIYHbIX credentials on
nonb3oBaTenen. BoamoxHble 3Ha4YeHns 3anpoc the secure
YYETHbIX AaHHbIX (N0 yMonyaHuio). Korga onepauus desktop
TpebyeT NoBbILWEHUSA NPUBUIIETMIA, BbIBOAUTCSA (8anpoc
npurnaweHne BBECTU UMS NOMNb3oBaTens 1 naporsb YYETHbIX
YYETHOM 3anucu nonb3oBaTtens ¢ NpUBUIErnsMn AaHHbIX Ha
agMunHucTpartopa. Ecnv nonb3oBaTtens BBOOUT 6esonacHom
OENCTBUTENbHbBIE YYETHbIE AaHHble, onepaums paboyem
NPOAOIKaeTCA C COOTBETCTBYHOLUMM NPUBUNETNSMN. cTone)

ABTOMAaTM4YECKOE OTKIOHEHNEe 3anpocoB Ha
noBbiweHne npueunernn. Korga onepaumns tpedyet
NOBbILLEHMS NPUBMNErIA, oTobpaxaeTcs coobLeHne
06 owmnbke oTkasa B goctyne. OpraHusaumu,
HaCTOSIbHbIE KOMMbIOTEPbLI KOTOPbIX MCNOMb3YHTCS
00bI4YHLIMY MONb30BaTENsAMMU, MOTYT BbiOpaTh 3TOT
napamMeTp NOMUTUKN ANSA YMEHbLUEHUS Ynucna
obpalleHni B cnyx0y nogaepxku. 3anpoc y4eTHbIX
AaHHbIX Ha 6e3onacHom paboyem cTtone. Korga
onepauns TpebyeT NOoBbILLEHWS NPUBUMETAN, Ha
Ge3onacHoM paboyem cTore BbIBOOUTCS




Monutuka

User Account Control:
Only elevate UlAccess
applications that are
installed in secure
locations (KoHTponb
YYETHbIX 3anucen:
noBbILWATL NpaBa Ans
UlAccess-
NPUNOXEHUN, TOSNbKO
npv yCTaHOBKe B
6e3onacHbIX MecTax)

User Account Control:
Run all administrators
in Admin Approval
Mode (KoHTponb
YYETHbIX 3anucen: Bce

agMUHUCTPATOPbI

OnucaHue

npurnawleHne BBeCT NMA 1 Naposib OPpyroro
nonb3oBartens. Ecnv none3oBatens BBOAUT
aonyctumble y4eTHble OaHHble, onepaund
npoaoJrKaeTcd C COOTBETCTBYHOLLMMU NPpUBUIIETNAMN.

KoHTporib y4eTHbIX 3anucei: nosbiwaTh npasa
Tonbko anga UIAccess-npunoxXeHnn, yCTaHOBNEHHbIX
B 6€30MacHOM MeCTOMONOXEeHUN JTOT NapameTp
NOMUTUKKN YNpaBnsieT TeM, JOMKHbI NN NPUMNOXEHNS,
3anpalunBaroLlune BbINOfHEHNE Ha YPOBHE
uenoctHocTn UlAccess, HaxoanTbcs B 6e3onacHom
nanke ¢pannoBon cuctembl. besonacHbIMn cunTaloTCA
TONbKO cneaytowme nanku: ...\Program Files),
BKNtovasi BrioxeHHble nanku ...\Windows\system32\
...\Program Files (x86)\, BKrto4asi BNOXXeHHbIe nanku
ans 64-paspagHeix Bepcun Windows lNpumedarue.
Windows npvHyanTensHO NpoBoAnT 0b6s3aTenbHyo
nposepky noanucen PKI gna noboro nHTepakTMBHOro
NPUNOXeHWs, 3anpaluvBaroLLEero BbINONIHEHNE Ha
ypoBHe uenoctHocTn UlAccess, BHe 3aBUCUMOCTU OT
COCTOSIHMSA JaHHOro napameTpa 6esonacHoCTy.
Bo3moxHble 3HaveHus. BknioveHo (Mo ymonyaHuio).
MpunoxeHne ByaeT 3anyckaTbCsi C ypOBHEM
uenocTtHocTn UIAccess Tonbko B TOM criyyae, ecnv
OHO HaxoauTcsa B 6e3onacHon nanke annoson
cuctembl. OTkNtoYeHo. MpunoxexHne byaet
3anyckatbca ¢ ypoBHeM LenocTtHocTu UlAccess,
Aaxke ecrnv OHO He HaxoauTcs B 6e3onacHou nanke
¢annoBom CUCTEMBI.

JTOT NapameTp NonMTUKK onpeaensieT
XapaKTepUCTUKM BCEX MONUTUK KOHTPOMS YYETHBIX
3anucen gnst komnbtotepa. MNpu n3MeHeHnn 3Toro
napameTpa nonuTukn Tpebyetcs nepesarpysnTb
KoMnbtoTep. BoamMoxkHble 3Ha4YeHus BkntoyeHo (no

ymonyanuio). Pexxum ogobpeHns agMMHUCTPaTopoMm

3HauyeHue

Enabled
(BkntoyeH)

Enabled
(BkntoyeH)




Monutuka

paboTaloT B pexume
opobpeHusa

aZlMUHUCTPATOPOM)

User Account Control:
Switch to the secure
desktop when
prompting for elevation
(KoHTporb y4YeTHbIX
3anucemn:
nepekntovYeHne K
6esonacHomy
pabovemy cTony npu
BbIMOMHEHMN 3anpoca
Ha NoBblLLEHME NpaB)

User Account Control:
Virtualize file and
registry write failures
to per-user locations
(KOHTpOnb y4eTHbIX

3anucen: npun c6oax

OnucaHue

BKIMOYEH. YTOObI pa3peLumTbs BCTPOEHHON YYETHOM
3anucu agMMHUCTpaTopa 1 BCeM ocTalnbHbIM
nonb3oBaTensM, ABMSIOWNMCS Y4aCcTHUKaMM rpynnbl
"AoMuHucTpatopsbl”, paboTtaTtbh B pexmnme ogobpeHus
a4MWHUCTPATOPOM, 3Ta NONUTUKA AO0MMKHA ObiTb
BKIIOYEHA, a BCe CBA3aHHbIE NOMUTUKM YpaBneHns
yYeTHbIMU 3annUcsaMu TaKkKe JOSMKHbI ObITb
yCTaHOBJEHbI COOTBETCTBYHOLLMM 0Opa3om.
OTkrntodeHo. Pexum ogobpeHus agMmMHUCTPaTopoMm U
BCe COOTBETCTBYHOLUME NapaMeTpbl NOSIUTUKM
KOHTPOSIS YYETHbIX 3anncen ByayT OTKMOYEHBbI.
MpumeyaHne. Ecnv 3TOT NnapameTp NOANTUKK
OTKJTHOYEH, LeHTp obecneyeHus 6e3onacHoOCTH
Bbl4acCT yBefoMIeHne, 4To obLias 6e3onacHoCTb
ornepaumMoHHON CUCTEMbI CHM3MNACh.

OTOT NapameTp NoNUTUKK onpeaensiet, byayT nu
3anpochbl Ha NOBbILLEHNE NpaB BbIBOAUTLCH Ha
WMHTEPaKTUBHbIN paboyunii CToN Nonb3oBaTens Unn Ha
6esonacHbIn pabdounn cton. BodaMoXXHbIe 3HaYeHus.
BkntoyeHo (o ymonyaHuto). Bee 3anpochbl Ha

NOBbILLEHME NMpaB BbIBOAATCA Ha 6e30nacHbIn
Enabled

pabo4mii CToN HeE3aBMCMMO OT MapamMeTPOB MONNTUKN
(BkntoveH)

noBeAeHns npurnaweHns 4ns agMUMHUCTPaToOPOB M
00bIYHbIX nonb3oBaTtenen. OTKIYEHO: BCe 3anpochl
Ha MOBbILLEHWE NPaB BbIBOOATCA Ha MHTEPaKTUBHbLIN
paboyunn cton nonb3oBartens. Ncnonb3ytoTca
napameTpbl NOMUTUKN NOBEOEHUSA NpurnaweHus ang

aAMWHNCTPATOPOB M OBObIYHbIX NOMb30BaTENEN.

Enabled
(BkntoyeH)

OTOT NnapameTp NONUTUKN ynpaBnseTt
nepeHanpasneHveMm cboeB 3anucu NPUNoXeHUn B
onpeneneHHble pacnonoXeHns B peecTtpe u
annoBon cucteme. STOT NapameTp NOSUTUKN
NO3BONSIET YMEHbLUNTL ONACHOCTb MPUITOXEHUN,

KOTOpPbI€ BbIMNMOJIHAKTCA OT UMEHW aAMUHUCTPATOopPa U

3HauyeHue




Monutuka OnucaHwue 3Ha4yeHue
3anucu B chann unum BO BPeMS BbINOMHEHNS 3anNUCbIBAIOT AaHHbIE B Nanky
peecTp Y%ProgramFiles%, %Windir%; %Windir%\system32
BUpTyanu3auus B nnn HKLM\Software... Bo3amoxHble 3Ha4yeHus.
pasmeLleHue BkntoyeHo (no ymonyaHuio). Céom 3anucu
nonb3oBaTens) NPUNOXEHNA NEPEHaNPaBnsTCA BO BpeEMS
BbIMOSTHEHUS B ONpeaeneHHble Nonb30oBaTenem
pacnonoXxeHus B ansioBon CUCTEME N peecTpe.
OTKntoYeHo. BbinosiHEHWE NPUNOXEHUHN,
3anucbiBaloLWmMX aHHble B 6e3onacHble
pacrnorioXXeHuns, 3akaH4YMBaETCs OLLUNOKOMN.
Mpouue
(aHrn. — Other)
v OnncaHue nonuTuk
Monutuka OnucaHue 3Ha4yeHune

Accounts: Block
Microsoft accounts
(YyeTHble 3anucu:
BrnoknposaTtb
y4YeTHbIE 3anucu
MawnkpocodrT)

OTOT NnapameTp NoONUTUKM HE NO3BONSIET NOSb30BaTeNsIM
no06aBnATb HOBbIE YYeTHble 3anncu MankpocodT Ha
AaHHOM KoMnbloTepe. Ecnu BeibpaTb BapuaHT
"Monb3oBaTtenun He MoryT f06aBnsATb YYETHbIE 3anncK
MawnkpocodT", nonb3oBarTenu He CMOryT co3gaBaTb
HOBble y4eTHble 3anucn MankpocodT Ha 3TOM
KOMMbloTepe, Npeobpal3oBbiBaTh JIOKAIbHbIE YYETHbIE
3anncu B ydeTHble 3anucn MankpocodT, a Takke
noaKnoYaTb y4eTHbIe 3annucu OMeHa K Y4ETHbIM
3anucam MarikpocodTt. TOT BapmaHT NpeanoYvTUTENEH,
ecnun TpebyeTcsa orpaHMyYnTb YMUCIIO UCMNONb3yeMbIX
y4eTHbIX 3anucen MarkpocodT B opraHmsaunn. Ecnn
BblOpaTb BapuaHT "lMNonb3oBaTenn He MoryT fo6aBnsaTb
y4yeTHble 3annucy MankpocodT 1 ucnonb3oBaTb UX Ans
Bxoda", cyllecTByloLMe NoNb3oBaTenn y4eTHbIX 3anmcen

Users can't add
Microsoft
accounts
(Monk3oBatenu
He MoryT
pobaBnATb
yYeTHbIE
3anucu
MawnkpocodrT)




Monutuka

Audit: Force audit

policy subcategory

settings (Windows
Vista or later) to
override audit
policy category
settings (AyauT:
NPUHYAUTENBHO
nepeonpenensiet
napametpbl
KaTeropuu
NONUTUKM ayanTa
napameTpamm
nogKateropumm
NONUTUKM ayanTa
(OC Windows

Vista unu donee

no3aHne Bepcun).)

Domain member:
Disable machine
account password
changes (YneH
AoMeHa:
OTKMIOUNTD
N3MeHeHne

naponsa y4eTHbIX

OnucaHue 3HauyeHue

MawnkpocodT He cmoryT BonTu B cuctemy Windows.
Bbibop aTOro napameTpa MOXET caenatb BXO4 B CUCTEMY
N yrpasrieHne e HeOCTYMNHbIM NS CyLLEeCTBYHOLLEro
adMUHUCTpaTopa Ha AaHHOM KoMmnbloTepe. Ecnu ata
NonMTUKa OTKIKOYEHA UIM HE HaCcTpoeHa
(pexkomeHayeTcs), Nonb3oBaTeNM CMOrYT UCMONb30BaTb
y4yeTHble 3anucn Mankpocodt B Windows.

OC Windows Vista n 6onee nosgHue sepcumn Windows
NMO3BONSAKT TOYHEE YyNPaBNATb NOANTUKON ayguTa npu
MOMOLLIM NOoAKaATErOPUN NONUTUKK ayauTa. YCTaHOBKa
NONMUTUKN ayauTa Ha YpOBHE KaTeropuun nepeonpenenut
HOBY (DYHKLMIO NONUTUKM ayauTa nogkareropmn. Ytoobl
obecneunTb ynpasneHme NoNnTUKOM ayamTta npu nomMoLLm
nogkareropun 6e3 Heob6xoaUMOCTN U3MEHEHUS

rpynnoson nonutukn, B Windows Vista n 6onee nosgHmnx
Enabled

BEpPCUsIX NPegyCMOTPEHO HOBOE 3Ha4YeHne peectpa
(BkntoyeH)

(SCENoApplyLegacyAuditPolicy), 3anpeLyatoLiee
NPUMEHEHME MONUTUKM ayanTa YPOBHA KaTteropmm m3
rpynnoBoOW NOANTUKN N U3 CpeacTBa agMUHUCTPUPOBAHUS
"lNokanbHasa nonutuka 6esonacHoctn”. Ecnu
yCTaHOBMNEHHas 34ecCb NonMTHKa ayanta ypoBHS
KaTeropum He cornacyetcs ¢ opmMupyemMbiMm
CcOBbITUAMM, TO NPUYNHA MOXKET ObiTb B TOM, YTO

YCTaHOBJIEH 3TOT pa3fesl peecTtpa.

Disabled
(OTknNtoYeH)

OnpegenseT, npon3BoanTcs N nepnognyeckoe
N3MeHeHMe Napons y4eTHOM 3anncu KoMMbloTepa YneHa
AomeHa. [Npwv BKAKYEHMM 3TOrO NapameTpa YreH JOMeHa
He NbITaeTCH N3MEHUTb Naposb YY4ETHOM 3anncu
KoMnbtoTepa. Ecnu aToT napameTp OTKMAYEH, YNeH
AOMeHa MbITaeTcs U3MEHUTb Naporib YYETHOM 3anucu
KOMMblOTEPA COrMacHO 3Ha4YeHno napameTpa "YneH
AOMEHa: MakCMMaribHbI CPOK AENCTBUSA NaAposs y4ETHON

3anucm KomnoboTepa”, MEeKLLEro No yMon4yaHuo




Monutuka

3anucen
KomnbtoTepa)

Domain member:
Maximum machine
account password
age (YneH
AOMeHa:
MaKkcUMarnbHbIN
CPOK OencTBus
napons y4eTHbIX
3anucen
KomnbtoTepa)

Domain member:
Require strong
(Windows 2000 or
later) session key
(YneH gomeHa:
TpeboBaTtb
CTOVIKUI

CeaHCOBbIWN KoY

OnucaHue

3Ha4veHue "kaxgple 30 gHen". 1o ymon4yaHuio:
OTkrntodeHo. NpumevaHusa He cnegyet BkoYaTtb 3TOT
napametp 6e3onacHocTu. [laponu y4eTHbIX 3anucen
MCNOMb3YyTCA ANA ycTaHOBNeHUs 6e3onacHbIX KaHanos
CBA3M MeXAy YfieHamMu JIOMeHa U KOHTponnepamu
AOMeHa, a TaKkKe Mexay CaMUMW KOHTPOoniepaMu BHYTPpU
AomeHa. Nocne yctaHoBneHWs cBA3n 6es3onacHbIn kaHan
ncnonb3yeTcsa Ana nepegaydn KoHuaeHUmManbHbIX
AaHHbIX, HE0BXOOUMbIX ANSA BbINOMHEHWSI NPOBEPKU
NOANMUHHOCTU N aBTopu3aumu. ATOT napameTp He
criegyeT ucnonb3oBaTth AN NOAAEPXKU CLieHapueB
ABOWHOW 3arpy3Kku, UCMOSb3YIOLNX OOHY U TY Xe YYETHYI0
3anucb koMmnbloTepa. [Ana 4BOWHOW 3arpysku ABYyX
YCTaHOBOK, 06 beANHEHHbIX B OOQHOM JOMEHEe, NpUCBONTe
3TMM yCTaHOBKaM pa3Hble MMeHa KOMMbIOTEPOB.

oT0T napameTp BGesonacHocTH onpepnendeTt, Kak 4YaCcTo
YJieH JOMEHa 6y,u,eT NblITaTbCA USMEHUTL Maposib yquHOVI
3arnncu KomMmrbroTepa.

JTOT napameTp 6e3onacHOCTU onpeaensert, Tpebyerca
nn ansa 3awmd@poBaHHbIX AaHHbIX 6e30nacHoro kaHana
128-paspsagHbein kntod. [Npu npucoegMHeHnn KoMnboTepa
K JOMEHY CO3[aeTcs y4eTHasa 3anvcb KoMnbroTepa.
[Mocne aToro npu 3anycke cucteMbl AN co3gaHns
BGe3onacHoro kaHana ¢ KOHTponepom JoMeHa
NCorb3yeTcs Naposib Y4ETHOW 3anmncu KOMMboTepa.
OTOT 6e3onacHbIN KaHan Ucnonb3yeTcs Ansi COBEPLUEHWS

TAKMNX onepau,w7|, KaK CKBO3HadA npoBepka noarimHHOCTU

3HauyeHue

30 aHen

Enabled
(BkntoyeH)




Monutuka

(Windows 2000
NN BbILLE))

Interactive logon:
Display user
information when
the session is
locked
(MHTepakTMBHbIN
BXO[ B CUCTEMY:
oTobpaxaTb
cBedeHuns o
nonb3oBaTtene,
ecnu ceaHc

3abnoknpoBaH.)

OnucaHue

NTLM, nonck nmenun nnm N 6esonacHoctn LSAu . o. B
3aBvcumocTn oT Bepcun Windows, ncnosib3yemMomn Ha
KOHTpoOnsiepe AOMEHa, C KOTOPbIM OCYLLIECTBNAETCA
coeanHeHne, a Takke OT 3Ha4YeHU NapameTpoB: YneH
AoMmeHa: Bcerga Tpebyetcs umdpoBasi nognucb Unm
LWwndpoBaHMe AaHHbIX Be3onacHoro kaHana Ynex
AomMeHa: WwndpoBaTh AaHHble 6e30nacHOro KaHana,
Korga 3To BO3MOXHO byayT 3awwmgpoBaHbl Bce nnu
HeKoTopble AaHHble, NepeaaBaemble No 6GesonacHomy
KaHany. QTOT napameTp NONUTUKN Onpenenser,
TpebyeTcs nn Ana 3awmdpoBaHHbIX AaHHbIX
©esonacHoro kaHana 128-paspsaHblin knod. Ecnn aToT
napameTp BKIOYeH, 6e3onacHoe coeanHeHue oyaet
YCTaHOBSEHO TONbKO B TOM Crlyyae, ecinn BO3MOXHO 128-
paspsgHoe wudgposaHue. Ecnn atoT napameTp
OTKITHOYMEH, CTOMKOCTb Krto4a corfiacyercs ¢
KOHTPONSIEPOM LOMEHa.

OTOT NapameTp onpegensiet, byayT nu Takme
AOMNONHUTENbHbIE CBEAEHMS, KaK afpec 3NTIEKTPOHHOM
NoYThbl UM AOMEH/MS NoNnb3oBaTens, oTobpaxaTbCs
BMECTEe C MMEHEM MNoSb3oBaTeNs Ha akpaHe Bxoda B
cuctemy. Y KnmeHTos, ucnonbayowmx Windows 10
Bepcun 1511 n 1507 (RTM), aTtoT napameTp paboTaeT Tak
Xe, Kak n B npeablaywimx sepcuax Windows. Bengy
AobaBneHns HOBOro napameTpa KOHpUaeHLMansHOCTN B
Windows 10 Bepcun 1607 3aTOT napameTp NpUMEHSIETCA K
Takum KnneHtam nHade. iameHenms B Windows 10
Bepcumn 1607 HaunHasa ¢ Bepcun 1607 B Windows 10
nMeeTcs HoBasi (PyHKLMOHabHast BO3MOXHOCTb,
Bnarogapsi KOTOPOW MOXHO MO YMOMYaHUIO CKpbIBaTb
Takue cBefeHNs Nosib3oBaTens, Kak agpec aNeKTPOHHON
NoYTbl, U UIBMEHATb CTaHOAPTHbIE HACTPOMKK, YTOBbLI 9TK
cBefeHns otobpaxkanucb. HacTpoutb gaHHyto
PYHKLMOHANBbHYIO BO3MOXHOCTb MOXHO C MOMOLLbHO
HOBOrO NapameTpa KOHMPUAEHUMaNbLHOCTN B pa3aene

3HauyeHue

User display
name only
(Tonbko nms

nornb3oBaTens)




Monutuka

OnucaHue

«lMapameTpbl» > «YyeTHble 3anucu» > «llapameTtpsbl
Bxoga». [lo ymonyaHuo napameTp
KOH(pMOEHUMANbLHOCTU BbIKIKOYEH, @ JONOSTHUTESbHbIE
cBefeHuWs Nonb3oBaTtens CKpbIThbl. [JaHHbI napameTp
rpynnoBOW NOSIMTUKN onpesensier aTy xe
JYHKLMOHANbHY BO3MOXHOCTb. [laHHOMY napameTpy
MOXHO NpucBamBaTh crnefyoLime 3HavyeHus: BeiBogmumoe
NMs Norb3oBaTers, MMeHa JOMeHa U Nosb3oBaTens: B
Cny4yae OCyLLEeCTBIEHMS NTIOKaNbHOro BXxoaa
oTobpakaeTcsi NONIHOE MMSA Nonb3oBaTens. Ecnm
nonb3oBaTenb BXOAUT Yepes YHETHYIO 3annchb
MarnkpocodT, oTtobpaxxaetrcs agpec SNeKTPOHHOW NOYTbI
nonb3oBaTens. B cnyyae Bxoga B JOMeH oTobpakaeTcs
AoMeH/Ms_nonb3oBaTens. ToNbKo NMs Nonb3oBaTens:
oTobpakaeTcsa NoMHOe NMs Nosib3oBaTens,
3abnokmpoBaBsLlero ceaHc. He otobpaxaTtb cBeaeHns o
nonb3oBaTene: HUKakne nMeHa He oTobpakaroTcs,
oaHako Bo Bcex Bepcuax Windows crapwe Windows 10
Ha 9KpaHe CMeHbl Norib3oBarerns 0yayT oTobpaxaTbCs
nosiHble MMeHa nosib3oBatenen. HaymHaa ¢ sepcum 1607
Windows 10, ata cyHKUMS He nogaepxmeaetcs. Ecnv
BblOpaHO JaHHOe 3Ha4YeHune, Ha aKkpaHe byaet
oTobpaxaTbCsl NOMHOE NMS NoNb3oBaTens,
3abnokupoBasLlero ceaHc. [laHHOE N3MeHeHne
obecneymBaeT COOTBETCTBME ITOrO NapaMmeTpa HOBOMY
napameTpy KoHUAeHUNanbHOCTN. YTobbl Ha aKkpaHe He
oTobpaxkanocb HMKAKOM MHOPMaLMK O Nofb3oBaTene,
BKMNIOYMTE NapameTp rpynnoBon NOMNTUKN
"MHTepakTnBHbIN BXoA": He OTobpaxaTb JaHHble
nonb3oBaTens, NocrneaHnM BXOAUBLUMM B CUCTEMY.
[MycTo: ctaHaapTHOe 3HavyeHue. O3HadvaeT «He
onpeneneHo», oaHaKo Ha akpaHe OyaeTt otobpaxarbea
NofiIHoe UMS NoMb30BaTens TOYHO TakK Xe, Kak 1 npwu
Bblbope 3HavyeHust « ToNbKo MMs MONb30BaTEnNs».
Wcnpaenenune ansa Windows 10 Bepcun 1607 B cnyyae

ncnonb3oBaHus Windows 10 Bepcun 1607 gaHHble

3HauyeHue




Monutuka

OnucaHue

nonb3oBaTens He ByayT oTobpaXkaTbCsa Ha 3KpaHe BXoaa
B CUCTEMY, Aaxke ecnu BbibpaHo 3Ha4YeHne «BbiBogumoe
UMS NonNb3oBaTens, UMeHa AOMEHa 1 Nonb30oBaTensy,
MOCKOSIbKY OTKITHOMEH NapaMeTp KOH(UAEHLNANTbHOCTMW.
Ecnn BKNoYMTb 3TOT NapamMeTp, AaHHbIe NOSABATCS Ha
3KpaHe. [pynnoBoe U3MeHeHNe HacTpoekK napameTpa
KOH(pnOeHUManbHOCTU HEBO3MOXHO. BmecTo aToro
MOXHO npumeHnTb KB4013429 k knneHtam ¢ Windows
10 Bepcum 1607, 4TobbI CMCTEMA AencTBOBanNa
aHanorn4yHo npeablgywmum sepcuam Windows.
B3anmopgencTteune c komaHgomn «3anpetntb
nonb3oBaTento otobpaxkaTb JaHHbIe Y4ETHOW 3anucu Ha
3KkpaHe Bxoga» Bo Bcex Bepcusax Windows 10 no
yMornyaHuio otobpakaeTcsl TOfbKO UMs MNOrb3oBaTensi.
Ecnun 3agaHo 3HayeHne «3anpeTuTb Nonb30oBaTerto
oTobpaxaTb AaHHbIe YYETHOM 3anucn Ha SKpaHe Bxoday,
Ha aKpaHe Bxofa Gyaet oTobpaXkaTbCs TONbKO
BbIBOAMMOE UMSI MONb30BaTeNsi HE3aBUCUMO OT HAaCTPOEK
rpynnoBon NonnTukn. MNMonb3osaTtenn He cMoryT
BbIBOAMTb Ha 3KpaH CBOW cBeaeHus. Ecnu 3HaveHne
«3anpeTuTb Nonb3oBaTento oTobpaxaTtb AaHHbIe
YYETHOM 3anucu Ha aKpaHe Bxoda» He 3a4aHO, MOXHO
3apaTtb Ans napametpa «MHTepakTuBHbIA BXO4 B
cucTemMy: oTobpaxkaTb CBeJeHUs O nosib3oBaresnie, ecnu
ceaHc 3abnokmpoBaH» 3HaveHne «BbiBognmoe nvs
nonb3oBaTensd, UMeHa AOMeHa 1 Nonb3oBaTens », YToobl
Ha 3KpaHe BXxo4a B CMCTEMY OTODpaxanucb Takue
AONONHUTENbHbIE CBEAEHUSA NONb30BaTenNs, Kak
AomMeH\Mms nonb3oBaTens. B atom cnyyae Ha
KnueHTckmx komnbtotepax ¢ Windows 10 sBepcum 1607
Tpebyetcs npumeHnTs KB4013429. Nonb3oBatenu He
CMOTYT CKpbITb AOMNOMHNTENbHbLIE CBEAEHUA.
PekomeHgauum Bo3amMOXHOCTM NpUMEHEHNSA 3TON
MONMUTUKN 3aBUCAT OT BalLnx TpeboBaHui 6e3onacHoCTH
B OTHOLLEHMM OTODOpaaeMbiX y4ETHbIX JaHHbIX 4SS

Bxoda. Ecnu Bbl paboTaeTe ¢ KOMMbOTEPAMU, Ha

3HauyeHue




Monutuka

Interactive logon:
Machine account
lockout threshold
(MHTepakTUBHbIV
BXO[, B CUCTEMY:
NMOpOroBOE YMCIO
HeyaauHbIX

MonbITOK BX0OAa)

Microsoft network
server: Amount of
idle time required
before suspending
session (CepBep

cetu Microsoft:

OnucaHue

KOTOPbIX XpaHUTCHA KOHmaeHumaneHas nHopmanms, a
MOHUTOPbI HAXOAATCA B He3aLMLLEHHbIX MecTax, IMbo
€Cnu K BallMM KOMNbTEPaAM C KOHPUAEHUMansHOM
NHdopMaLmnen uMeeTcs yaaneHHbIn 4oCTym, TO
oTobpaXkeHne MosiHbIX UMEH BOLLeALINX B CUCTEMY
nonb3oBaTenen unu MMeH y4eTHON 3anucym JoMeHa
MOXET MPOTUBOPEYUTL Ballen obLuen NonuTnke
6e3onacHocTn. C yyeTom Ballen nonuTuku 6esonacHocTu
MOXeT BbITb LenecoobpasHbiM yCTaHOBMEHME 3HAYEHUS
«HTepakTnBHbIM BXOA B CUCTEMY: HE OTOBpaxaTb

y4yeTHble AaHHbI€ NocreaHEero nosib3oBaTtesa».

OT0T NnapameTp 6e3onacHOCTM onpeaensaeT KomM4ecTBO
HeyaauqHbIX NOMNbITOK BXOA4A B CUCTEMY, MOCNEe KOTOPOro
KOMMNbIOTEP NepesarpyxaeTtcs. KomnboTepbl, Ha KOTOPbIX
ansa 3awmutbl TomoB OC BkoveHa dyHKuma Bitlocker,
OyoyT 3abnokupoBaHbl. [1na cHATUSA GrOKMPOBKM
TpebyeTcs ykasaTb B KOHCOMN KIT0Y BOCCTAHOBIIEHMS.
Yb6egutech, YTO BKNHOYEHbI COOTBETCTBYIOLLME MONMUTUKN
BOCCTaHoOBIeHNa goctyna. KonnmyecTBo HeyaayHbIX
nonbITOK 4OCTYNa MOXeT BbITb 3a4aH0 Yncriom oT 1 4o
999. Ecnu ycTtaHOBUTb 3TO 3HaYeHue paBHbIM 0,
KOMMNbIOTEP HMKOrAa He Byaet bnoknpoBaTbecs. 3Ha4YeHUs
oT 1 go 3 6yayT MHTEpNPETUPOBaHbI Kak 4. HeyaayHble
nonbITKM BBOAA Naposnen Ha paboymx CTaHUMaX Unu
pPAOOBbLIX cepBeEpax, 3abrOKMPOBAHHLIX C MOMOLLbLO
knasuw CTRL+ALT+DEL mnm ¢ nomMoLbto 3aLMLLEHHbIX
naponem 3acTaBOK, CHUTAKOTCA HeyAa4yHbIMW NOMbITKaMK
BXO[a B CUCTEMY.

OTOT napameTp 6e3onacHOCTM onpenensiet
NpOAOIIKUTENBHOCTL OTpe3ka BpemeHn SMB-ceaHca oo
€ro NPMOCTaHOBKM MO NPUYMHE HEAKTUBHOCTM.
AOMUHUCTpATOPbl MOTYT UCMOMBb30BaTh 3TOT NapameTp
ANS ynpaBreHns BPEMEHEM NPUOCTAHOBKN HEAKTUBHOIO

SMB-ceaHca komnbioTEPOM. ECnn KnneHTckas

3HauyeHue

5 invalid logon
attempts (5 oo
BGnoknpoBku
y4yeTHON
3anuncu
KomnbtoTepa)

15 MUHYT




Monutuka

Bpems
Oe3gencTeusa oo
NMPUOCTaHOBKU

ceaHca)

Microsoft network
server: Attempt
S4U2Self to obtain
claim information
(CeteBow cepBep
(Mankpocod):
nonbiTka S4U2Self
nonyyYnTb
nHpopmaumto 06
yTBEPXKOEHUN)

OnucaHue 3HauyeHue

aKTMBHOCTb BO30OHOBMNSAETCS, CEaHC aBTOMaTUYECKU
yCTaHaBnNuBaeTcH 3aHOBO. [1nsa aToro napameTpa
3HadeHue "0" o3HayaeT oTcoegMHEHME ceaHca cpaay, Kak
TONMbKO 3TO NpeacTaBUTCA BO3MOXHbIM. MakcumanbHoe
3HayeHne — 99999, yto coctaBnseTt 208 gHen; B
AENCTBUTENbHOCTU TaKoe 3HA4YEeHNEe OTKMIOYaeT 3TOT
napameTp. 1o ymonuaHuio: napameTp He onpenereH; 3a1o
O3Ha4aeT, YTO CMCTEMA paccMaTpuBaEeT NapamMmeTp Kak
nmMetoLmm 3Ha4yeHne "15" ans cepsepos n
HeonpegeneHHoe 3Ha4YeHne onga paboumx ctaHumn.

OTOT napameTp 6e3onacHOCTU NpeaHasHayeH ans Disabled
NoaAEPXKN KNUEHTOB C CUCTEMAaMMU, BbiMyLLEHHbIMWU 40 (OTknto4eHO)
Windows 8, koTopble nbITatoTCA NOAYyYnUTb JOCTYN K
obwemy charinoBomMy pecypcy, TpebytoLiemy 3asBKy
nonb3oBatend. OH onpegenseT, 6yaeT Ny nokasnbHbIN
hannoBbI cepBep NbITaTbCA UCMOMNb30BaTh (PYHKLINIO
Kerberos Service-For-User-To-Self (S4U2Self) ans
nonyyeHns 3asBOK cybbekTa KrmeHTa CeTn U3 JoMeHa
YYETHOW 3anucu KnveHTa. JToT napameTp Tpebyetcs
BKMNtOYaTb TOMbKO B TOM Criydae, ecnv (pannosbin cepeep
Ncnonb3yeT 3asBKu1 Nonb3oBaTenen aAng ynpasneHus
AOCTYMNOM K dparnam u ecnu oH ByaeT nogaepkmeaTtb
CyObeKTbI KIMMEHTOB, YYETHbIE 3aMMCU KOTOPbIX
HaxoOATCHa B JOMEHE C KIMEHTCKMMN KOMMbIOTEPaMn n
KOHTpoOnsepamMmu JOMeHa nog ynpasreHnem
ornepaumoHHON cUcTeMbl, BbinyweHHon o Windows 8.
[na aToro napameTpa HY>XHO 3a4aTb 3Ha4YeHne
"ABTOMaTM4eCckn" (MCNOMNb3yeTcs N0 YMOMYaHUIO), YTOObI
dhannoBbI cepBep MOr aBTOMaTU4eCcku onpeaendrb,
TpebyeTcs nu ons nonb3oBartens 3asiBka. [nga aToro
napameTpa HY>XHO SBHO 3afaBaTb 3Ha4yeHue "BknioyeHo"
TOSMbKO B TOM Cryyae, ecnu ecTb NoNMTUKK 4oCTyna K
nokanbHbIM (hannam, BKoYaloLme 3asBKN
nonb3oBaTenen Ha gocTyn. Ecnu aToT napameTp
Ge3onacHoCTM BKItoYeH, dhannosbii cepeep Windows




Monutuka

Microsoft network
server: Disconnect
clients when logon
hours expire
(Cepsep cetn
Microsoft:
OTKNto4YaTb
KITMEHTOB Mo
NcTe4YeHnn
pa3peLleHHbIX

YacoB Bxoaa)

Microsoft network
server: Server
SPN target name
validation level
(CeteBom cepBep
(Mankpocod):
YPOBEHb MPOBEPKMU

CepBEpPOM UMEHU

OnucaHue

Oyoet aHanM3MpoBaTb Mapkep AOCTyna cybObekTa
CETEBOr0 KNNeHTa, NpoLueaLero npoBepKy NOANMNHHOCTH,
n onpenensaTb, NPUCYTCTBYET NN MHPOPMaLINA O 3asBKe.
Ecnun 3asaBok Her, hbannosbin cepeep Oyaet
ncnonb3oBatb yHKUMIO Kerberos S4U2Self ons cessu ¢
koHTponnepom gomeHa Windows Server 2012 B gomeHe
YYETHOWM 3anucu KNUeHTa 1 nosly4eHnst mapkepa
AOCTyna, Noaaep>KUBatoLLEro 3asiBku, Ans cybbekta
KnueHTa. Mapkep, nogaep>xmBatoL i 3asiBKM Ha SOCTY,
MOXeT noTpeboBaTbCcAa Ansa AocTyna K dpannam n nankam,
K KOTOPbIM MPUMEHEHa MONUTUKa ynpasrieHns 4OCTynom
Ha OCHOBe 3asiBOK. Ecrnn aTOT napamMeTp OTKMOYEH,
dannosbivi cepep Windows He BygeT nbiTaTbes
nonyyYnTb Mapkep AOCTyna Ha OCHOBE 3asiBOK ANs
cybbekTa KnueHTa.

Q10T napameTp 6e3onacHoOCTN onpegensert, dyayT nm

OTKNIOYaTbCA MOSb30BaTENMU, NOAKINIOYEHHbIE K

noKanbHOMY KOMMbKOTEPY, NO NCTEYEHUN pa3pPELLEHHOr0

BpeMeEHM BXxo4a, 3a4aHHOro Angd nx y4eTHon 3anucu.

Enabled
(BkntoyeH)

OTOT NapameTp BUSAET HA KOMMNOHEHT npoTtokona SMB.
Ecnu aToT napameTp BKOYEH, MO UCTEYEHUMU
paspeLleHHOro BpeMeHN BXo4a KrneHTa ceaHebl KnneHTa
co cnyx6on SMB npuHyantensHo paspbiBatoTcs. Ecnu
3TOT NapameTp OTKMYEH, NO UCTEYEHUN Pa3peLLEHHOrO
BPEMEHW BXOAa KITMEHTa €ro ceaHC COXpaHAeTCs.

OTOT NapameTp NonNnTUKKM ynpasnset ypoBHeMm nposepku,  Off (OTkn.)
BbINOSIHAEMOW KOMMbIOTEPOM C OBLLMMM Nankamm nnm

npuHTEpamMm (CepBepoM) Hag UMEHEM CyObeKTa-Cnyxobl,
npegocTaBsgeMbIM KITUEHTCKUM KOMIMbIOTEPOM Mpu

YyCTaHOBIEHUN NOCNegHNUM ceaHca C NMOMOLLbIO

npotokona SMB. NMpoTtokon SMB npegoctaBnaeT 0CHOBY

ANA COBMECTHOro AocTyna K pavnam n npuHtepam, a

TaKkKe Ona opyrmx CETeBbIX onepau,vu7|, Hanpuvep ans

3HauyeHue




Monutuka

yyYacTHUKa-
cny>6bl KOHEYHOTO

obbekTa)

Recovery console:
Allow automatic
administrative
logon (KoHconb
BOCCTaHOBJIEHMS:
paspeLlmnTb
aBTOMaTUYECKUN
BXOA

aaMUHKCTpaTopa)

OnucaHue

yaaneHHoro agMuHuctpupoaHus Windows. [NpoTtokorn
SMB nogaepxvBaeT NPoOBEPKY MMEHN CybbeKTa-crnyxobl
SMB-cepBepa B 60MnbLLOM OBONYHOM 0OBbEKTE,
npegoctasnsemMom SMB-knneHTom, ans
npenoTBpalleHns knacca atak npotms SMB-cepepos,
Ha3blBaeMbIX atakaMu ¢ nepexsatamn. ATOT NapameTp
BnusieT Ha SMB1 n SMB2. 3toT napametp 6e3onacHocTu
onpenensieT ypoBeHb NPOBEPKU, BbiNosiHaeMon SMB-
cepBepOM Haf MMeHeM cybbekTa-cry»obl,
npegoctasnseMbiM SMB-KIMeHTOM Npu yCTaHOBAEHNN
nocnegHum ceaHca ¢ SMB-cepepom. [NapameTpbi:
OT1Kkn. — nmsa cydbekTa-cnyxool SMB-knneHTa He
TpebyeTtca (He npoeepseTcs) SMB-cepsepom.
MpyHMUMaTb, ecnv NpeaoCcTaBneHo KNMeHTom — SMB-
cepBep NPMHMMAET U NPOBEPSAET UMS cybbekTa-cnyxobl,
npegoctasnsemoe SMB-knmMeHTOM, 1 paspeLlaeT ceaHc,
€CNn OHO COBMagaeT Co CMUCKOM MMEH CyObEKTOB-CyX6
SMB-cepBepa. Ecnn nmsa HE coBnagaer, To ceaHc ans
SMB-knueHTa oTknoHsetcsa. TpeboBaTb OT KNMEHTa —
SMB-knueHtT JOJTKEH oTnpaBuntb nmsa cybbekta-
cnyX6bl Npn HAaCTPOWKe ceaHca, a yKadaHHoe UMS
AOJTKHO cosnagatb ¢ SMB-cepBepoM, Ha KOTOPbIN
OTMNpaBrieH 3anpoc Ha nogknoyeHne. Ecnu nms
cybObeKkTa-cnyx0bbl He yKkazaHO KIMEHTOM U OHO He
cOBMagaeT, CeaHC OTKITOHSETCS.

JTOT napameTp 6e30MacHOCTU onpeaerseT, HYXXHO nn
yKasblBaTb Naponb y4eTHoM 3anucu "AgMmuHuctparop”
ANS nony4vyeHns goctyna Kk cucteme. Ecnv aToT napametp
BKITHOYEH, KOHCONb BOCCTAHOBNEHWS He TpebyeT BBoAa
napons, No3BOMsis BbINONHATL BXO B CUCTEMY
aBTOMaTUYECKM.

3HauyeHue

Disabled
(OTKnNtOYEH)




Monutuka

Recovery console:

Allow floppy copy
and access to all
drives and all
folders (KoHconb
BOCCTAHOBIEHUS:
paspeLwmnTb
KonvpoBaHve
ANCKET 1 JoCTyn
KO BCEM guckam u

narkam.)

OnucaHue 3HauyeHue

[Mpwn BKMAOYEHMM ITOrO NapameTpa 6e3onacHoCTU
CTaHOBMUTCH AOCTYNHOW KoMmaHaa SET KoHconu
BOCCTaHOBIIEHMS, KOTOpas NO3BOSAET 3a4aTtb
cnegyoLwime nepemMeHHble cpeabl KOHCOMNu
BoccTaHoBrneHus. AllowWildCards: no3sonsiet

NCnonb3oBaTb NOACTAHOBOYHbIE 3HAKM AS151 HEKOTOPbIX _
Disabled

KomaHz (Hanpumep, onga komaHael DEL). AllowAllPaths:
(OTKNtOYEH)

paspeLuaeT AocTyn K nobbiM hannam n nankam
komnbtoTepa. AllowRemovableMedia: nossongaer
KonnpoBaTb hansibl HA CbeMHbIE HOCUTENU, Hanpumep
Ha guckeTbl. NoCopyPrompt: oTMeHS€eT Bblgady
npegynpexaeHnsa npu nepesanncu CyLecTBYOLLMX
dhannos.

XypHan cobobiTum

MyTb: KoHdurypaums komnbsiotepa — MNMonutukm — KoHdurypaumsa Windows — lNMapameTtphbl

6e3onacHocTu — XKypHan coObITumn

(aHrn. — Computer Configuration — Policies — Windows Settings — Security Settings — Event Log)



1=} Group Policy M
File Action View Help

e« nE Xz

=/ Indeed PAM RDS Server [DCIMNDEED-ID.LOCAL] Policy ”
4 sl Computer Configuration
4 | Policies
B[] Software Settings
" Windows Settings
B | Mame Resolution Policy
| Scripts (Startup/Shutd own)
4 Th Security Settings
[+ _:j::] Account Policies
4 :ﬂ Local Policies
b Audit Policy
I o UserRights Assignment
2 _Security Options
| Event Log
[ g Restricted Groups
b [ Systern Services

v OnucaHue NonuTuKk

Monutuka OnucaHue

Maximum OTOT napameTp 6e3onacHoOCTM onpeaenser

application log size MaKCMManbHbIN pa3mep XypHana cobbiTui

(MakcumanbHbIn npunoxeHun (He 6onee 4 I'b). Ha npakTuke
pasmep XypHana ncnonb3yetcsa 6onee HM3KOe orpaHnveHne (MPUMEpPHO,
NPUITOXEHNIN) 300 MB). NpumeyaHusa Pasmepbl dannos xXypHana

AOIMKHbI ObITb KpaTHbl 64 KB. Ecnu BBEAEHO 3Ha4eHne
He kpaTHoe 64 Kb, cpeactBo npocmoTpa cobbiTuin
yCTaHOBUT pasmep carnna xxypHana, kpaTtHbl 64 Kb.
OTOT napameTp OTCYTCTBYET B OOBbEKTE NMOKarbHON
NonNUTUKN KomnbtoTepa. Pasmep darna n cnocob
nepesanuncu cobbiTuin B XXypHarne Tpebyetcs
yKa3blBaTb B COOTBETCTBMM C BU3HEC-TpeboBaHMAMN K
TpeboBaHMsiMM 6e30MacHOCTU, onpeaeneHHbIMN Npu
pa3paboTke nnaHa 6e3onacHOCTU NPeAnpPUATUS.
Mo>XHO peann3oBaTb 3TK NapamMeTpbl XypHana
cobbITMI Ha YpOBHE canTa, AOMEHa Unu

3HayeHue

100032 Kb




Monutuka

Maximum security
log size
(MakcumanbHbIn
pasmep XypHana
6esonacHocTn)

Maximum system
log size
(MakcumanbHbIn
pasmep
CUCTEMHOro

XypHana)

Prevent local
guests group from
accessing
application log
(3anpetntb goctyn
nokarbHOW rpynnobl
rocTem K >XXypHany

MPUNOXEHNN)

Prevent local
guests group from
accessing security
log (3anpeTtutb
AOCTYN FIoKanbHON
rpynmnbl rocTen K
XypHany

6esonacHocTn)

Prevent local

guests group from

OnucaHue

noapasnenenus, YTobbl NCNonb30BaTb NPEMMYLLECTBA
napamMeTpoB rpynnoBON NONMUTUKN.

OT10T napameTtp 6e3onacHOCTU onpeaenser
MaKCMMarnbHbIN pa3mep XypHana cobbiTui
6esonacHocTn (He 6onee 4 I'b). Ha npakTuke

NCMNOJ1b3YEeTCA oonee Hu3koe orpaHunyeHmne (npmmepHo,
300 MB).

OT0T NapameTp 6esonacHoOCTU onpeaenseT
MaKCMMarnbHbIN pa3mep XypHarna cobbiTU CUCTEMBI
(He 6onee 4 I'b). Ha npakTunke ncnonb3dyetcsa donee
HU3Koe orpaHuyeHune (npumepHo, 300 MB).

OT1OT napameTtp 6e30nacHOCTN onpeaenseT, 3anpeLleH
1IN FTOCTAM AOCTYN K XKypHany cobbITU NPUOXEHNNA.
MpymevaHns ITOT napaMeTp OTCYTCTBYET B 0O6bekTe

nokarnbHOW NONMUTUKK KOMMblOTEPA.

OTOT NnapameTp 6e30nacHOCTM oNpeaensieT, 3anpeLleH
NN TOCTAIM AOCTYN K XXypHarny cobbiTuii 6e3onacHocTu.
MprMeyaHnst OTOT napamMeTp OTCYTCTBYET B OObEKTE

noKarnbHOW MNONMUTUKK KOMMNbIKOTEP

9T10T NapameTp 6e30MacHOCTM onpeanenserT, 3anpeLyeH

NN TOCTSIM AOCTYN K XKypHany cobbITUA CUCTEMBI.

3HauyeHue

100032 Kb

100032 Kb

Enabled

(BkntoveH)

Enabled

(BkntoveH)

Enabled

(BkritoyeH)




Monutuka

accessing system
log (3anpeTtutb
AOCTYN NOoKanbHOu
rpynmnbl rocTen K
XypHany cucTtemsbl)

Retention method
for application log
(MeTon
COXpaHeHMs
cobbITun B
XypHane
NPUITOXEHNI)

OnucaHue

MprMeyaHns DTOT napamMeTp OTCYTCTBYET B 0ObeKTe
NoKanbHOW NOMUTUKM KOMMbIOTEpa.

OTOT napameTp 6e3onacHoOCTM onpeaensieT cnocod
nepesanncu xypHana npunoxeHuin. Ecnu
apXMBMpPOBaHMWE XypHana NpunoXeHum He
BbIMOMHSETCS, BKITHOMUTE B AMANOrOBOM OKHE
"CponcTa" aTon nonuTukun onuuto "OnpeaennTb 3T0T
napamMeTp nonuTukn", a 3aTemM BblbepuUTe 3Ha4YeHne
"lMepenucbiBaTb cOBLITUA Npy HeobxogumocTn". Ecnn
apXxMBMpOBaHMWeE XXypHana BbINoSIHAETCS Yepes
3a4aHHble NPOMEXYTKN BPEMEHM, BKITHOUNTE B
JnanoroBom okHe "CBoncTBa" aTor NOAUTUKU OMLKIO
"Onpenenntb 3TOT NapameTp NONUTUKK", a 3aTtem
BblbepuTe 3HauyeHme "3aTtnpartb cTapble coObITMS NO
OHAM" M YKaXXUTe HY)KHOEe YNCO OHEN C MOMOLLbIO
napametpa "CoxpaHeHue cobbITuI B XXypHane

npunoxeHnn". Yoeantecob B TOM, YTO MakCUMasibHbIN
pasmep XXypHana npunoXxXeHun JOCTaTOMHO BENUK,
YTOObl OH He BblN JOCTUTHYT B TEYEHME 3TOro
npomexyTka BpemeHn. Ecnn TpebyeTtcst coxpaHsTb B
XypHane Bce coObITUA, BKIOYMUTE B AUANIOFOBOM OKHE
"Csonctea" aTon nonutukm onuuto "OnpeaenuTb 3TOT
napameTp nonuTukK", a 3atem Bbibepute 3HavyeHne
"He nepenuceiBaTb COBbLITUSA (OUNCTUTD XypHan
BpYy4Hy0)". NMpun BbIBOpE 3TOro BapmaHTa XXypHan
TpebyeTca ounLaTtb Bpy4Hyto. B aTom cniyyae nocne
AOCTUXKEHNA MakCUMarnbHOro pasMmepa XypHana
HoBble COObITMS OTKIOHSATCA. [NMpumeyvaHme. IToT
napameTp OTCYTCTBYeT B 0ObeKkTe NnoKasribHOM

NOJNMMTUKN KOMMbIOTEPA.

3HauyeHue

As needed
(3aTupatb
cTapble cobbITus
no
HeobxoanmocTK)




MonuTtuka OnucaHwue 3Ha4vyeHue
Retention method OT0T NnapameTp 6e3onacHoOCTM onpeaenseT cnocob
for security log nepesanncu xypHana 6esonacHocTu. [pumeyaHus. As needed
(MeTog OTOT NapameTp OTCYTCTBYET B 0ObEKTE NOKaNbHOM (8atupatb
COXpaHeHus NOMUTUKN KOMMbloTepa. YTobbl NONy4YnTb AOCTYN K cTapble cobbITus
cobbiTun B XypHany 6e3onacHoCcTu, Nonb3oBaTenb AOMKEH no
XypHane obnagatb NnpaBoM "YnpaBneHne ayanTtom un XypHarom HeobxoanmocTK)
BGesonacHocCTH) 6esonacHocTn".
Retention method
for system log As needed
OT10T napameTtp 6e3onacHOCTU onpeaenser cnocob
(MeTog (83aTupatb
nepesanncu xypHana cuctemsl. lNpumevarHne. 3ToT
coxpaHeHue . cTapble cobbITus
5 napameTp OTCYTCTBYEeT B OObeKTe NoKasribHOM
cobbITuin B no
NOMUTMKN KOMMbIOTEPA.
CUCTEMHOM HeobxoanmocTw)
XypHane)

CuncrtemHble CnyXoObil

MyTb: KoHdurypaums komnbiotepa — MNMonutukm — KoHdpurypauma Windows — lNMapameTtphbl
6e3onacHocTU — CUCTEMHbIE CRYXObl

(aHrn. — Computer Configuration — Policies — Windows Settings — Security Settings — System Services)



8 Group Policy M:
File Action View Help

e HE Xz

5[ Indeed PAM RDS Server [DCINDEED-ID.LOCAL] Policy #
4 el Computer Configuration
4 | Policies
B [ | Software Settings
a [ Windows Settings
- [ | Mame Resolution Policy
| Scripts (Startup/Shutdown)
4 Th Security Settings
[+ _:j::] Account Policies
4 :ﬂ Local Policies
b Audit Policy
b | UserRights Assignment
| Security Options
i EventLog
o Restricted Groups
I ‘4 System Services
[ g Registry
i g File System

v OnucaHue NonuTuKk

Nmsa cnyx6bl (Pexxum 3anycka cnyxobl)

Routing and Remote Access (Startup Mode: Disabled)
MapLpyTrsaumsa u yganeHHsin goctyn (Pexum 3anycka:
3anpeLyeH)

Special Administration Console Helper (Startup Mode: Disabled)

Moaynb NogAepXKKkn cneLmanbHON KOHCONM agMUHUCTPUPOBaHMUS

(Pexxnm 3anycka: 3anpeLueH)

SNMP Trap (Startup Mode: Disabled) Jlosywwika SNMP (Pexwum
3anycka: 3anpeLLeH)

Telephony (Startup Mode: Disabled) TenedoHus (Pexnm
3anycka: 3anpeLleH)

Windows Error Reporting Service (Startup Mode: Disabled)
Cnyx6a pernctpauymm owmdok Windows (Pexxum 3anycka:

Pa3pelweHus

He

onpeneneHobl

He
onpeaeneHbl

He
onpenerneHsbi

He

onpeaerneHsbl

He
onpeaeneHsbl

Ayant

He

onpepgerneH

He
onpeaeneH

He
onpeneneH

He

onpenernex

He
onpeaeneH




Uma cnyx6bl (Pexum 3anycka cnyxobl) PaspeweHus Ayant

3anpeLyeH)

WIinHTTP Web Proxy Auto-Discovery Service (Startup Mode:

Disabled) Cnyx6a aBTomatnyeckoro obHapyxeHnsa Beb-npokcu

He He

_ onpeneneHbl onpeneneH
WIinHTTP (Pexum 3anycka: 3anpeLleH)

dauvnoBasa cucrema

MyTb: Kondurypaums komnbrotepa — NMonutukm — KoHdurypauma Windows — lNMapameTtpbl

be3onacHocTu — PannoBasa cucrtema

(aHrn. — Computer Configuration — Policies — Windows Settings — Security Settings — File System)

= Pena ETOD YINPaBAeHWA TPYTNoEbIMEK MOAMTHMEZ MM

Daiin  fJeficteme  Bug Cnpaeka

e« HE X

_EJ' Monvtika PAM GPO [PAM.INDEED-ID.LOCAL] ran obbexTa “
4 [l KoHdurypauma KomnerTepa _'gLI,EHTpanME.DEaHHan NoAWTHES 40CTyNa
4 [ Moautuim | %SystemRoot %6\ System 32\ config
B[] KoHdurypaumua nporpamm
| Kondurypaums Windows
B || MoauTuka paspewedna nmen

|£] Cuenapun (zanyck/3aeeplueHmne]
4 5 Mapamerpel BesonacHocTy

B o5 MMonuTikn yueTHex 3anuced

b [lokaneHeiE NoAMTHKK
] Kypran coberrwii
4 Tpynnel € orpaHMyeHHEIM A0CTyYNOM
4 CucTemHble cnyxGel

4 Peectp

b =T = =

o (Qaiinoean cuctema
‘4 LleHTpanusoeaHHaA NOAWUTMKE A0CTYNA
[+ _f__,.j MoawTukn npoeogHoi cetr ([EEE 802.3)
B [ Bpanamaysp Windows B peskune NoBBILLEHHC

%SystemRoot%\System32\config

¥ OnucaHue HacTpoek



Configure this file or folder then: Propagate inheritable permissions to all subfolders and files
(HacTtpouTb paspelueHus onsa aroro arnna unu nanku, a 3atem: PacnpoctpaHuTb HacnegyemMble

paspeLlueHnsa Ha Bce nognanku 1 ansnb)

Permissions (Pa3pelweHus)

Applies To
Type (Tun) 3HayeHue Access (docTyn)
(MpumeHseTca K)

This folder, subfolders
ALL APPLICATION PACKAGES Read and _ .
Allow and files (dns aton
(BCE MAKETHI Execute (UTteHne

. nanku, BAOXEHHbIX
MPUNOXXEHWUIN) W BbINOSTHEHWE)

(PaspeluunTnb)

nanok u gannos)

Subfolders and files only

Allow CREATOR OWNER Full Control
. (Tonbko ANS BNOXEHHbIX

(Paspeluuntnb) (CO3OATEJIb-BITAOENEL) (MonHbI gocTyn) 5

narnok n gannos)

This folder, subfolders
Allow NT AUTHORITY\SYSTEM Full Control and files (Ons aTon
(PaspewnTnb) (CUCTEMA) (MonHeIM gocTyn) nanku, BrOXeHHbIX

nanok u gannos)

This folder, subfolders
Allow BUILTIN\Administrators Full Control and files (dns aton
(PaspeluunTsb) (BuiltinNAgmuHucTpaTopbl) (MonHbI gocTyn) nanku, BroXeHHbIX

nanok n gannos)

Inheritance disabled (HacnepoBaHue oTkMO4YEHO)

Auditing (AyauT)

Type Principal Applies To
Access (OocTtyn)
(Twvn) (CybbekT) (MpumeHseTca K)
Fail Everyone Traverse Folder/Execute File, List folder / Read This folder,

(Otkas) (Bce) data, Read attributes, Read extended attributes subfolders and files




Type Principal
(Twvn) (CybbekT)

All Everyone
(Bce) (Bce)

Access (docTtyn)

(O630op nanok/BbinonHeHne dannos,
CopepxaHue nanku / YteHne gaHHbIx, YteHne
aTpunbyToB, YUTeHne JONONHUTENbHbIX
aTpubyToB)

Create files / Write data, Create folders / Append
data, Write attributes, Write extended attributes,
Delete subfolders and files, Delete, Change
permissions, Take ownership (CosgaHue
pannos / 3annckb AaHHbIX, Co3gaHne nanok /
[osanuce gaHHbIX, 3anuck atpmbyToB, 3anuch
AOMNOMHUTENbHbIX aTpubyToB, YaaneHune
BNOXEHHbIX Nanok n gannos, YaaneHue, CmeHa
paspelweHun, CmeHa BragensLa)

Inheritance enabled (HacnegoBaHue BKMOYEHO)

Applies To
(MpumeHseTcA K)

(Ons aTon nankuy,
BMOXXEHHbIX Mamnok u

dannos)

This folder,
subfolders and files
(Ons aTon nankuy,
BINOXEHHbIX MarnokK u
dannos)

%SystemRoot%\System32\config\RegBack

v OnucaHue HacTpoek

paspeLleHnst Ha Bce noananku u daiinbl)

Permissions (Pa3pelweHus)

MPUNOXXEHW) 1 BbINOMHEHKe)

Configure this file or folder then: Propagate inheritable permissions to all subfolders and files

(HacTtpouTb paspelueHus a4na atoro panna nunu nanku, a 3atem: PacnpocTpaHuTb Hacnegyemble

o Applies To
Type (Tun) Principal (CyobekT) Access (docTtyn)
(MpumeHseTcs K)
Allow ALL APPLICATION PACKAGES Read and This folder, subfolders
(PaspewunTnb) (BCE MAKETHI Execute (UTteHne and files (dns aton




Type (Tun)

Allow

(PaspewunTnb)

Allow

(PaspewunTnb)

Allow
(PaspewunTnb)

Inheritance disabled (HacnegosaHue oTKO4YEHO)

Auditing (AyamT)

Principal (CyobekT)

CREATOR OWNER
(CO3OATENb-BIALESEL)

NT AUTHORITY\SYSTEM
(CUCTEMA)

BUILTIN\Administrators
(Builtin\NAgmuHucTpaTopbl)

Type Principal
(Twvn) (Cy6bekT)

Fail Everyone

(Otkas) (Bce)

All Everyone

(Bce) (Bce)

Access (docTtyn)

Full Control

(MonHeIM gocTyn)

Full Control
(MonHbI gocTyn)

Full Control
(MonHbI gocTyn)

Access (docTtyn)

Traverse Folder/Execute File, List folder / Read
data, Read attributes, Read extended attributes

CogepxaHue nanku / YteHne aaHHbIX, YTeHne

(O63op nanok/BbinonHeHne gannos,

anVI6yTOB, UTeHne OoNonHUTENbHbIX

aTpmnbyToB)

data, Write attributes, Write extended attributes,

Delete subfolders and files, Delete, Change

permissions, Take ownership (CosaaHve

dannos / 3anuck aaHHbiX, Co3gaHme nanok /
[osanuck gaHHbIX, 3anuck atpnbyTos, 3anmch

Applies To
(MpumeHseTca K)

nankuy, BJ1IOXKEHHbIX

narnok n gannos)

Subfolders and files only
(Tonbko ANs BNOXEHHbIX

nanok v ¢annos)

Subfolders and files only
(Tonbko ANS BNOXEHHbIX

nanok v cannos)

Subfolders and files only
(Tonbko oNA BNOXEHHbIX

nanok n gannos)

Applies To

(MpumeHseTca K)

This folder,
subfolders and files
(Onsa aTton nanku,
BNOXXEHHbIX Nanok u

hannos)

Create files / Write data, Create folders / Append  This folder,

subfolders and files
(Ons aTon nanku,
BITIOXXEHHbIX ManokK u

hannos)




Type Principal
(Twvn) (CybbekT)

Access (docTtyn)

AOMNOJTHUTESIbHbIX anM6yTOB, YnaneHvne

BNOXEHHbIX Nanok n gannos, YaaneHue, CmeHa

paspelwleHnin, CmeHa BnagenbLa)

Inheritance enabled (HacneposaHue BkMOYEHO)

Applies To
(MpumeHseTca K)

PeecTp

MyTb: KoHdurypaums komnbiotepa — Monutukn — KoHdurypauma Windows — lNMapameTtpbl

6e3onacHocTn — PeecTp

(anrmn. — Computer Configuration — Policies — Windows Settings — Security Settings — Registry)

File Action View Help

o« 5E X=

\=[ Indeed PAM RDS Server [DC.INDEED-IDLLOCAL] Policy
4 i Computer Configuration

4 [ Policies

B || Software Settings

~| Windows Settings
[ | Mame Resclution Policy

|5 Scripts (Startup/Shutdown]
4 S Security Settings

I = Account Policies

I | Local Policies

t- =i EventLlog

t- [ Restricted Groups

i Systemn Services
I | Registry |

[+ _f__;.J' Wired Metwork (IEEE 2802.3) Policies

b

MACHINE\SOFTWARE

v OnucaHue HacTpoek




Configure this key then: Propagate inheritable permissions to all subkeys (HactpouTb 3TOT pasaen:

PaCI'IpOCTpaHVITb Hacnegyemble pa3pelleHna Ha BCe I'IO,D,p&SLI,eJ'IbI)

Permissions (Pa3pelieHus)

Type (Tun)

Allow

(PaspewunTnb)

Allow

(PaspeLuunTsb)

Allow

(PaspewunTnb)

Allow
(PaspewunTnb)

Allow
(PaspewunTnb)

Principal (CyobekT)

BUILTIN\Administrators
(BuiltinNAgmuHucTpaTopbl)

CREATOR OWNER
(CO3IATENb-BNALENEL])

NT AUTHORITY\SYSTEM
(CUCTEMA)

BUILTIN\Users
(Builtin\Nonb3osatenu)

ALL APPLICATION PACKAGES
(BCE MAKETbI MPUMNOXEHWI)

Inheritance disabled (HacnegoBaHue oTKOYEHO)

Auditing (AyauT)

Type
(Tun)

All (Bce)

Access
(RocTyn)

Full Control

(MonHbIN

AocTyn)

Full Control
(MonHbBIn
A0CTyn)

Full Control
(MonHbIn
AocTyn)

Read
(YteHne)

Read
(Ytenue)

Principal
Access (docTyn)
(CybbekT)
Everyone Create Subkey, Create Link, Delete, Read
(Bce) permissions, Change permissions

Applies To

(MpumeHsieTcs K)

This key and subkeys
(3TOT pasgen u ero

nogpasgensbl)

Subkeys only (Tonbko

nogpasgensl)

This key and subkeys
(3TOT pasgen u ero
nogpasgensl)

This key and subkeys
(3TOT pasgen u ero
nogpasgensl)

This key and subkeys
(3TOT pasgen u ero
nogpasgensbl)

Applies To
(MpnmeHseTcs K)

This key and subkeys

(3TOT pasgen u ero




Type
(Tun)

Success
(Ycnex)

Principal
Access (docTtyn)
(CybbekT)
(CosgaHve nogpasgena, CosgaHune cBA3n,
YnaneHue, YteHue paspelwieHmin, CMeHa
paspeLleHnin)
Everyone
Set Value (3agaHue 3HayeHus)
(Bce)

Inheritance enabled (HacnegoBaHue BKkMOYEHO)

Applies To
(MpumeHseTca K)

noapasaensbl)

This key and subkeys
(3TOT pasgen u ero
nogpasgensbl)

MACHINE\SYSTEM

v OnucaHue HaCcTpoeK

Configure this key then: Propagate inheritable permissions to all subkeys (HactpouTb aTOT pasgen:

PacnpocTpaHuTb Hacnegyemble paspeLleHns Ha Bce noapasaernsl)

Permissions (Pa3pelweHuns)

Type (Tun)

Allow
(PaspeluunTnb)

Allow
(PaspewnTnb)

Allow
(PaspewunTnb)

o Access
Principal (Cy6bekT)
(AocTyn)
. Full Control
BUILTIN\Administrators .
o (MonHbBIN
(Builtin\AgmuHucTpaTopbl)
AocTyn)
Full Control
CREATOR OWNER 5
(MonHbIN
(COBOATEJIb-BITALOENEL)
A0CTyn)
Full Control
NT AUTHORITY\SYSTEM 5
(MonHbIN
(CUCTEMA)

AocTyn)

Applies To
(MpumeHsieTcs K)

This key and subkeys
(3TOT pasgen u ero
nogpasgensl)

Subkeys only (Tonbko
nogpasgensl)

This key and subkeys
(3T1OT pasgen u ero
nogpasgensl)




Auditing (AyauT)

Type Principal
(Twvn) (CybbekT)
Everyone
All (Bce) i
(Bce)
Success Everyone

(Ycnex) (Bce)

Access

Type (Tun) Principal (CyobekT)
(RocTyn)
Allow BUILTIN\Users Read
(PaspewunTnb) (Builtin\Nonb3oBatenu) (YteHne)
Allow ALL APPLICATION PACKAGES Read

(Paspewnts)  (BCE MAKETbI MPUNOMXEHUN) (Utenue)

Inheritance disabled (HacnepoBaHue oTkMO4YEHO)

Access (docTtyn)

Create Subkey, Create Link, Delete, Read
permissions, Change permissions
(CospaHve nogpasgena, CosgaHune cBAsn,
YpaneHue, YteHne paspelueHnin, CmeHa
paspeLleHnin)

Set Value (3agaHuve 3HavyeHuns)

Inheritance enabled (HacnegosaHue Bknto4eHoO)

Applies To
(MpumeHseTca K)

This key and subkeys
(3T1OT pasgen u ero

nogpasgensl)

This key and subkeys
(3TOT pasgen u ero

nogpasgensl)

Applies To
(MpnmeHseTcs K)

This key and subkeys
(3TOT pasgen v ero
noapasaensbl)

This key and subkeys
(3TOT pasgen u ero
nogpasaensbl)

MACHINE\SYSTEM\CurrentControlSet\Control\SecurePipeServers\winreg

v OnucaHue HaCTpoeK

Configure this key then: Propagate inheritable permissions to all subkeys (Hactpoutb atoT pasgen:

PacnpocTtpaHuTtb Hacnegyemble pa3pelleHna Ha BCe I'IO,D,pa3Ll,eJ'IbI)




Type (Tun)

Allow

(PaspewnTnb)

Allow
(PaspewunTnb)

Allow
(PaspewunTnb)

Allow
(PaspeluunTsb)

Allow
(PaspewnTnb)

Auditing (AyauT)

Permissions (Pa3pelweHus)

Principal (Cy6bekT)

BUILTIN\Administrators

(Builtin\AgmuHucTpaTopbl)

CREATOR OWNER
(CO3OATEINb-BINALENEL)

NT AUTHORITY\SYSTEM
(CUCTEMA)

BUILTIN\Users
(Builtin\Nonb3oBaTtenu)

ALL APPLICATION PACKAGES
(BCE MAKETbI MPUNOXEHWI)

Inheritance disabled (HacnegoBaHue oTKIOYEHO)

No auditing specified (He 3apaH)

Access

(AocTyn)

Full Control
(MonHbIN
AocTyn)

Full Control
(MonHbIN

AocTyn)

Full Control
(MonHbIN

AocTyn)

Read
(YteHue)

Read
(YteHne)

Applies To

(MpumeHseTca K)

This key and subkeys
(3TOT pasgen u ero
nogpasgensl)

Subkeys only (Tonbko
nogpasgensbl)

This key and subkeys
(3TOT pasgen u ero
nogpasgensol)

This key and subkeys
(3TOT pasgen u ero
nogpasgensbl)

This key and subkeys
(3TOT pasgen u ero

nogpasgensl)

KoHdurypauusa pacwuumpeHHON NoNNTUKN ayauTa

MyTb: KoHdurypaums komnbrotepa — Monutukm — KoHdurypauma Windows — lNMapameTtpbl

6e3onacHocTn — KoHcmrypaumsa paclumpeHHOM NONUTUKN ayauTa




(anrn. — Computer Configuration — Policies — Windows Settings — Security Settings — Advanced Audit
Configuration)

File Action View Help
= #[F

F
F

Public Key Policies ”
Software Restriction Policies
[+ Metwork Access Protection
B Application Control Policies
L‘g IP Security Policies on Active Directory (INDEEL
4| | Advanced Audit Policy Configuration

4 1N Audit Policies

|24 Account Logon

Account Managerment
Detailed Tracking
D5 Access
Logon/Logoff
Object Access
Policy Change

ul
ul
ul
-

Privilege Use

Systemn

|z Global Object Access Auditing
B gl Folicy-based Cob

el e el e e el

Bxopf y4yeTHOM 3anucu

(aHrn. — Account Logon)

v OnucaHue NonuTuk

MonuTtuka OnucaHue 3HaueHue

T0T napamMmeTp NoJIMTUKMN NO3BOJIAET BECTU ayauUT cobbITnN,

BO3HUKAKOLLUX MPK NpoBepKe YYETHbIX AaHHbIX A4 BXO4a

Audit Credential y4YeTHoM 3anucu nonb3osarens. CobblTns 3TON nogKareropum =
Validation (AyauT  BO3HMKAOT TOMBKO Ha KOMMbIOTEPAX, 3aCITyXMBAIOLLIMX Fu.clzcess,
npoBepku AOBEPUS AN 3TUX YYETHbIX AaHHbIX. [Nsi yYETHbIX AaHHbIX ;I ure
YYETHBbIX [IOMEHa COOTBETCTBYIOLLMMU NOMHOMOYMSIMY obnaaaeT E)cnex,
A2HHbIX) KOHTPONrep AoMeHa. [ns NokanbHbIX YH4eTHbIX 3anucen Tkas)

COOTBETCTBYHOLLMMUN MONTHOMOYMSAMY 0ONafaeT NoKarnbHbI
KOMMbtoTEp.




Hee. 3meHeHne Tuna rpynnbl pacnpocTpaHeHn4.

MonuTtuka OnucaHue 3Ha4yeHune
Audit Other .
Opyrne cobbiTna Bxofa y4eTHbIX 3anucen STOT napameTp
Account Logon . Success,
NONMUTUKN NO3BONSAET BECTU ayaNT COObITUIN, BOSHUKAIOLLMX )
Events (Ayout . Failure
5 Npv NonyYeHnn OTBETOB Ha 3anpockbl O BXOAE YYETHOWN 3anucu
Apyrmx cobbiTum (Ycnex,
nornb3oBaTensi B CUCTEMY, HE OTHOCSLLMECS K MPOBEpKe
BXOAa YYeTHbIX Otkas)
5 YYEeTHbIX AaHHbIX 1 He siBnaowmecs bunetamu Kerberos.
3anucen)
YnpaBneHue y4eTHbIMU 3annUcaAMmn
(aHrn. — Account Management)
v OnucaHue NonuTuK
Monutuka OnucaHue 3HauyeHue
Audit Application OTOT napameTp NOMMTUKN NO3BOMSET BECTU ayaAnUT COObITUN, s
uccess,
Group Management BO3HUKAIOLLMX MPY BbINOMHEHUMN CREAYIOLNX U3MEHEHUN Eai
ailure
(AyouT ynpasneHus rpynn npunoxeHunn: CosgaHne, USMeHeHne Unu yaaneHue v
cnex,
rpynnamm rpynnbl npunoxeHun. [lobasneHve unv yaaneHne yneHa B o )
TKa3
NPUITOXEHNI) rpynrne npurioXeHun.
Audit Computer
Account OTOT NnapameTp NONMTUKN NO3BONSET BECTU ayauT cobbiTnid,  Success,
Management (Ayout BO3HMKAIOLLMX NPU U3MEHEHUN YYETHbIX 3anucem Failure
yrnpasneHusi KOMMbIOTEPOB, Hanpumep, Npu Ux co3gaHnn, N3MeHeHun (Ycnex,
yYeTHbIMU 3anucsamu NN yganexuu. OTkas)
KOMMbIOTEPOB)
Audit Distribution OTOT NapameTp NONUTUKN NO3BOMSET BECTM ayanT cobblTun,  Success,
Group Management BO3HMKAOLLMX NPU BbINONIHEHUN CNedYLLNX U3MEHEHN Failure
(AyauT ynpasneHus rpynn pacnpoctpaHeHus: Co3gaHue, n3MeHeHne nnm (Ycnex,
rpynnamm yAaneHue rpynnbl pacnpocTpaHeHus. [JobasneHune OTka3)
pacnpocTpaHeHus) y4yacTHMKa B rpynny pacnpocTpaHeHust Unv yaaneHue n3




Monutuka

Audit Other Account
Management Events
(Ayout opyrmx
cobbITUI
ynpasneHus
YYETHBIMN

3anncamm)

Audit Security Group
Management (Ayout
ynpaeneHus
rpynnamm
6esonacHocTK)

Audit User Account
Management (Ayaut

ynpaBneHuda

OnucaHue

MpumeyaHne. CobbITNA 3TOM NogkaTeropun
perncTpupytoTcs TONbKO Ha KOHTpOMepax AOMeHa.

OTOT NapameTp NONUTUKN NO3BOMSET BECTU ayanT cobbITui,
BO3HUKAIOLLMX NPY BbINOMHEHUN OPYIUX N3MEHEHWIA
YUYETHbIX 3anucein nonb3oBaTens, He yKa3aHHbIX B 3TOU
kateropuu: ObpaLleHne K XaLy napons Ans y4eTHon
3anuncu nonb3osBarend. Jta onepaunst 00bIYHO
BbIMOSTHAETCSA NpU MUrpauumn naporemn ¢ UCnorb30BaHNEM
cpenctsa ynpasrneHus Active Directory. Beizos API
NPOBEPKU MONUTUKK naponen. Bbi3oB aTon yHKUNN MOXET
BbIMOSTHATLCS NPU atakax B Tex criydasix, korga
BPE4OHOCHOE NPUOoXeHUe NpoBepsaeT NONUTUKY, YTOObI
YMEHbLUNTb YMUCIO NOMNbITOK BO BPEMS CITOBApHOMW aTaku.
M3meHeHusa rpynnoBon NONUTUKU OMEHA NO YMONYaHUIo Mno
cnegylowmm nyTam rpynnoBon nonutukun: KoHdurypaums
komnbtoTepa\llapametpbl Windows\[NapameTpbl
6e3onacHOCTU\ONUTUKM yYETHBbIX 3anucen\rNonmuTmkm
naponen KoHdurypaumus komnbtotepa\llapameTpbl
Windows\lNapameTtpbl 6e3onacHocTm\llapameTpbl y4ETHbIX
3anucen\lNonutunka GIOKMPOBKN YYETHbBIX 3anucemn
MpumeyaHne. CobbiTne ayanta 6esonacHoCcTH
pErmcTpmpyeTcsa B criydyae npMMeHeHus napameTpa
nonutukn. Bo Bpemsa nameHeHns napameTpoB coObiTUS He

PErncTpupyTCs.

JTOT NapamMeTp NONUTUKM NO3BONSET BECTU ayauT COObLITUN,
BO3HMKAIOLLMX MPU BbINOMHEHUM CREAYIOLMX N3MEHEHWI
rpynn 6esonacHocTu: Co3gaHue, U3MEHEHNe Unn yaaneHne
rpynnbl 6esonacHocTu. [loGaBrneHne yyacTHUKa B rpynmny
6esonacHoCcTM unu yganeHue n3 Hee. MlameHeHne tuna
rpynnbi.

OTOT NnapameTp NONMUTUKN NO3BONSET BECTU ayanT
N3MEHEHWIN, BHOCUMbIX B YYETHbIE 3aMNMCK NONb3oBaTeNeNn.
OTtcnexuBatotca criegytowme cobbitma: Co3ganue,

3HauyeHue

Success,
Failure
(Ycnex,
OTkas)

Success,
Failure
(Ycnex,

OTka3)

Success,
Failure




Monutuka OnucaHue 3Ha4yeHune
yYeTHbIMU 3anucsamm N3MeHeHWe, yaaneHne, nepeuMeHoBaHme, OTKIIYEHne, (Ycnex,
nonb3oBaTenen) BKItoYeHMe, Br1OKMpOBKa N CHATUE BITOKMPOBKUN YYETHbBIX OTkas)

3anuncen. YcTaHoOBKa U N3MeHeHue napons y4eTHon
3anucu nonb3osarens. [lobasneHve naeHtTudgumkaropa
6e3onacHocTu (SID) k xxypHany SID y4yeTHon 3anucu
nonb3oBaTens. YCTaHOBKa Napons Ans pexuma
BOCCTaHOBMeHus crnyx6 katanoros. iameHeHve
paspeLLeHnin Ans Y4eTHbIX 3anMcen agMUHUCTPaTopOB.
ApxmBaLmsa UM BOCCTaHOBMEHWE YYETHbIX AaHHbIX
ancneryepa yy4eTHbIX aHHbIX.
Bxop / Bbixop
(aHrn. — Logon / Logoff)
v OnncaHue nonuTuk
MonuTtuka OnucaHue 3Ha4yeHune
OTOT NnapameTp MOSIMTUKN NO3BOMSET BbINONHATL ayauT
cobbITWI, CO34aHHbIX NPWU HEYAAYHOW NOMbITKE BXO4A B
Audit Account BGNOKMPOBaHHYO YYETHYIO 3anncb. Ecnun aToT napameTp s
uccess,
Lockout (Ayaut MOMUTUKN HACTPOEH, TO B Cry4ae, Koraa BXOA B KOMMNbIOTEP C —
ailure
BnoknpoBkm YYETHOM 3annchbio HEBO3MOXEH N3-3a BITOKMPOBKM 3TON YYETHON i
cnex,
YYETHbIX 3anucu, cosgaetcd cobbiTne ayamTta. YcnelwHble U HeygadHble o )
TKa3
3anucen) cobbITMA ayauTa perMcTpmpyroTcsl B COOTBETCTBYIOLLMX 3anncsX.
CobbITMa BXxoga B CUCTEMY BaKHbI OS5 NOHUMaHUS AeACTBUN
nornb3oBaTens U 0bHapyXeHuUsi BO3MOXHbIX aTak.
Audit Logoff OTOT napameTp NONUTUKN NO3BONSIET BECTU ayaUT COObITUMN, Success,
(AyauT BbIXOAA BO3HUKAIOLLMX NPU 3aKPbITUM CeaHca BXoda B CUCTEMY. OTH Failure
N3 CUCTEMbI) COBbITMS BO3HMKAIOT Ha KOMMbIOTEPE, K KOTOPOMY (Ycnex,
ocyLecTBnancsa goctyn. [1py MHTepakTMBHOM BbiXoAe U3 OTka3)

cucTtembl cobbiTne ayaunTta ©e30nacHOCTN BO3HMKAET Ha




MonuTtuka OnucaHue 3HauyeHue

KOMMbIOTEPE, HA KOTOPbIN BbIMOMHEH BXOM C UCMOMb30BaHNEM
YYETHOW 3anucu nonb3oBatens. Ecnv aToT napameTp NONUTUKK
HacTPOeH, cobbITe ayanTa BO3HUKAET MNPy 3aKpbiTUM ceaHca
BXOAa B CUCTEMY. YCMELUHbIE N HeYOaYHbIe NOMbITKM 3aKPbITUS
CeaHCOB PErmcTpupyrTCs B COOTBETCTBYOLMUX 3anuncsx. Ecnu
3TOT NapameTp MONUTUKM HEe HAaCTPOEH, NPU 3aKPbITUN ceaHca
BXO4a B CUCTEMY HUKaKMe COObITUS ayauTa He BO3HMKALIOT.

OTOT NnapameTp NOfUTUKN NO3BONSIET BECTU ayaAnUT COObITUN,
BO3HMKAIOLLMX MPU NOMbITKE BXOA4A B CUCTEMY C
MCMoNb30BaHMEM YYETHOW 3anucu nonb3oeatens. CobbiTus
3TOW MogKaTeropumn cBsidaHbl C CO34aHNEM CEaHCOB BXOAa B
CUCTEMY M BO3HMKAIT Ha KOMMbIOTEPE, K KOTOPOMY
ocyuwiecTBnsieTcs gocTyn. [Mpu MHTEpaKTMBHOM BXO4e B CUCTEMY
cobbITne aygmta 6e30nacHOCTM BO3HUKAET Ha KOMMNbIOTEPE, Ha
KOTOPOM BbIMOSIHEH BXOZ C UCMOMb30BaHMEM YYETHOW 3amnuncu.

lMpun BXOAOe B ceTb, Hanpumep npu obpaleHnn K obLien nanke B

Audit Logon ceTun, cobbITe ayanta 6e30nacHOCTM BO3HUKAET Ha iui:cess,
(AyouT Bxoga B KOMMblOTEpPE, Ha KOTOPOM pasMeLLaeTcsa pecypc. ;I e
cucTemy) OTtcnexuBatotca criegyrowime cobbiTvs: YenelHble NonbITKN E)cnex,

BXO4a B cucTeMy. HeyaayHble NOnbITKM BXO4a B CUCTEMY. T*a2)

MonbITKM BXOOA B CUCTEMY C UCMOSTb30BAHNEM SIBHO YKa3aHHbIX

YYETHbIX AaHHbIX. OTO COObITUE BO3HUKAET NPW NOMbITKE BXOAa

npouecca B yY4ETHYIO 3anNuUCh C ABHbIM yKa3aHUEM

COOTBETCTBYHOLLMX YYETHbIX AaHHbIX. OObIYHO 3TO cObbITNE

BO3HWKAET B KOHMUrypaLmsx nakeTHoro Bxoga B CUCTEMY,

HanpMMep npu BbIMNOSTHEHUN 3anfaHMPOBaHHbIX 3a4a4 Unu

komaHa RUNAS. 3anpet Ha BXxof B cMCTeMy B pesynbrate

dunsTpaunmn ngeHtTndmkatopoB 6esonacHocTn (SID).
Audit Network OTOT napameTp MOMMTUKN NO3BOMSET BECTU ayAnUT COObITUN, Success,
Policy Server BO3HMKAIOLLINX MNPW BbINOMTHEHUN 3aMpoCOB Ha OOCTYN Failure
(AyouT cepBepa nonb3osatenen no npotokonam RADIUS (IAS) u 3awmThbl (Ycnex,
NOMUTUKN CETN) poctyna Kk cetn (NAP). OTcnexmBaroTcst 3anpochl Ha OTkas)

npenocTtaBrieHne, otkas, OT3bIB, NOMeELLEHNE B KapaHTUH,

BGnoknpoBKy 1 pa3brnokMpoBKy. Ecrniv aTOT napameTp NoONnTUKK




MonuTtuka OnucaHue 3HauyeHue

HacTpoeH, cobbiTue ayamMTa BO3HUKaET AN KaXaoro 3anpoca Ha
[ocTtyn nonb3oBatenen no npotokony IAS nnm NAP. YcnewHble
N HeydayHble 3anpockl HAa JOCTYM Nonb3oBaTteren
PErNCTPUPYIOTCH B COOTBETCTBYHOLLMNX 3annCsX.

OTOT NnapameTp MOSIMTUKN NO3BOMSET BECTU ayauT APYrnx
cobbITMI BXOoAa U BbIXOAA, KOTOPbIE HE perynupyroTcs
napameTpoM nonuTukn "Bxoa/Bbixoq", Hanpumep: 3aBepLueHne

CeaHCoB CJ'Iy)K6 TEPMUHAIOB. CospgaHne HOBbLIX CeaHCcoB CJ'Iy)K6

Audit Other .
TepMuHanoB. briokupoBka 1 oTmeHa 6nokMpoBKK paboyen
Logon/Logoff Success,
cTaHumun. Bbi3oB 3actaBku. OTKNOYEHUE 3aCTaBKU. _
Events (Aygut Failure
. O6HapyxeHune ataku Kerberos ¢ noBTopeHMeM NakeTos, Npu
ApYrmx cobbITui 5 (Ycnex,
KOTOpou ABaxabl oTnpasnaeTcs 3anpoc Kerberos ¢
BXoda u OTkas)
) OOVHAaKOBbIMU AaHHbIMU. OTO COCTOSAHNE MOXET OblTb CBA3aHO C
BbIxO4a .
HenpaBubHbIMW HacTporikamu ceTu. [NpegocTaBneHme goctyna
K 6ecnpoBOAHON CETU YYETHOW 3anucuy nosb3oBaTerns unm
komnbtoTepa. lNpegoctaBneHne 4ocTyna K NpoOBOgHOW CETU
802.1x yyeTHOM 3anuncu rnorb3oBarterns Unn KomMnbTepa.
OTOT napameTp NONMTUKN NO3BONSET BECTU ayaAUT COBbITUN,
BO3HMKAOLLMX MPU BbINOMHEHUM TakMX onepaumi cneumanbHoro
BXOAa, kak crnegyowme: Mcnonb3oBaHne cneynansHoOro Bxoaa,
TO eCTb BXO[4a B CUCTEMY C MpaBamu, aHanorm4yHbIM1 npaeam
) _ afMUHUCTPaTopa, KOTOPbIA MOXET UCMONb30BaTbCA AN
Audit Special Success,
MOBbILLIEHMS YPOBHS npouecca. Bxoa B cuctemy yvyactHuka _
Logon (Aygut . Failure
crneumanbHon rpynnel. [pyn ncnone3oBaHmmM crieumarnbHbIX rpynmn
cneuymanbHoro . (Ycnex,
obecne4ymBaeTcsi BO3HMKHOBEHME COObITUMI ayauTa nNpu BXoge B
BX0Aa) OTka3)

CeTb y4YacTHMKa KOHKPETHOW rpynnel. B peectpe MOXHO
HacTpouTb CNUCOK naeHTudmukatopos 6esonacHocTn (SID)
rpynnel. CobbiTue pernctpupyeTcsa B TOM Criyyae, ecrv K TOKeHy
nobGaeneH oavH M3 3agaHHbIx naeHTudukaropos SID n
BKITIOMEHa 3Ta nogkaTeropus.

OocTtyn K o6bekTam



(aHrn. — Object Access)

v OnucaHue NonuTKK

Monutuka

Audit Application
Generated (Ayant
coObITUN,
co3gaBaeMblX

NPUNOXEHNSIMN)

Audit Certification
Services (Ayaut
cnyx6
cepTudmkaumm)

OnucaHue

OTOT NnapameTp NonUTUKM obecnedmnBaeT ayanT NPUOXEHWHN,
KOTOpble BbI3bIBalOT COOLITUS C UCNONb30BaHNEM
nporpamMmmHbIX MHTepdencos ayauta Windows. OTa
noaKaTeropusi UCNorb3yeTcs Ang peruncrpaumm cobbiTum
ayauTa, KoTopble CBsidaHbl C paboTor NPUNOXeHUN,
NCMOorb3yOLLMX NPOorpaMMHbIe MHTepdencol ayanta
Windows. OTcnexmnBatotca criegytowme cobbiTusa aTon
nogkateropun: CosgaHne KOHTEKCTa KNMeHTa NpUnoXeHus.
YaaneHvne KOHTeKCTa KnueHTta npunoxenus. MHmumanusaums
KOHTEKCTa KnueHTa npurnoxeHus. [lpyrue onepauun
NPUINOXEHNIA C UCMOMNb30BaHMEM MPOrpamMMHbIX UHTEPdENCOB

ayamta Windows.

OTOT NapameTp NonMTUKM obecnedmnBaeT ayauT onepawumn
cnyx6 ceptudukaumm Active Directory (AD CS). K
onepaumam AD CS oTHocaTca cneayrowme: 3anyck,
3aBepLueHue paboTbl, pe3epBHOE KONUPOBaHME U
BoccTaHoBrneHue cny6 AD CS. MlameHeHune cnncka oT3biBa
ceptndumkatos (CRL). 3anpockl HOBbIX CEPTUMKATOB.
Bblgaya ceptudpumkara. OT3biB ceptudukara. MiameHeHne
napameTpoB AgucneTtyepa ceptudmkaToB ansa cnyxo6 AD CS.
N3meHeHune koHurypaumm cnyx6 AD CS. NameHeHune
wabnoHa cnyx6 ceptudukauuun. mnopt ceptudmkara.
Mybnukauna cepTudukata LeHTpa ceptudmkaunm B
AomMeHHbIX cnyx6ax Active Directory. 3ameHeHne
paspeLueHnin 6esonacHoctn ans cnyxo6 AD CS. ApxuBauus
knoya. Mmnopt kntoya. N3sneveHune knoda. 3anyck cryxobl
otBeToB OCSP. OcTtaHoBka cnyx6bl otBeToB OCSP.

3HaueHue

Success,
Failure
(Ycnex,
OTka3)

Success,
Failure
(Ycnex,
OTtka3)




Monutuka

Audit Detailed File
Share (Ayout
cBegeHun od

obem dannosom
pecypce)

Audit File Share
(AyouT obuiero
dhannoBoro
pecypca)

Audit File System
(AyauT dannoson

CUCTEMBI)

OnucaHue

OTOT NapameTp NOANTUKN NO3BOMSET BECTU ayAnUT NOMbITOK
AocTtyna K pannam n nankam B obwmx nankax. Napametp
Mo3BONSIET NPOTOKONMPOBATL COBLITUA Npy NOOOK NoNbITKE
obpalleHns kK danny unm nanke, B TO BpeMs Kak napameTp
"O6wwue nankn" 3anucbiBaeT TONbKO 04HO cObbITUE Ans
ntoBOoro NOAKIOYEHUS, YCTAHOBAEHHOIO MEXAY KITIMEHTOM U
obuwen nankon. B cobbiTua ayauta atoro napameTtpa
BKNtOYaOTCA NOAPOOHbIE CBEAEHMSI O paspeLleHnsxX nnm
APYrMX KpUTepusax NnpeocTaBneHns nnu 3anpeta goctyna.
Ecnun a10T NnapameTp HacTpoeH, Npy NonbiTke obpalleHns K
danny unm nanke B obLLern nanke BO3HUKaET cobbiTne
ayguTa. AOQMUHUCTPATOP MOXET BKITHOUYUTL BbIMOSTHEHUE

ayanTa ana ycnewHoro BbIMoJfIHEHUA, OTKa3a Ui Toro m

apyroro. MNpumedaHue: [Ans obwmx nanok He NPeayCMOTPEHb!

CUCTEMHbIe crnucku ynpasnenunsa goctynom (SACL). Ecnu atot

napamMeTp NOJIMTUKN BKITKOYEH, BbIMNMOJTHAETCA ayauT O0CTYyrMna

KO BCceM 06Lmm dparinam 1 nankam CUCTEMBbI.

OTOT napameTp MonUTUKW MO3BONSET BECTU ayAuUT NOMbITOK
AocTyna kK obwmm nankam. Ecnu aToT napameTp HaCTPOEH,
npuv NOMbITKE JOCTyNa K 0bLein nanke BO3HNKaeT cobbiTme
ayaouta. Ecnu aTtoT napameTp 3agaH, agMUHUCTPAToOP MOXET
yKa3blBaTb BbINOMHEHWE ayauTa TOMNbKO YCreLUHbIX
BbIMOMTHEHWI, OTKA30B 1Unn Toro u apyroro. MNpumedanne. Ons
0o0LWKMX Nanok He NpPeayCMOTPEHbl CUCTEMHbIE CMUCKM
ynpasnenuns goctynom (SACL). Ecnu aToT napameTtp
NOMUTUKN BKINIOYEH, OCYLLIECTBMSETCH ayanT JOCTyna KO BCEM

oOLLKMM narnkam B CUCTEME.

OTOT NnapameTp NonuTukM obecnedmnsBaeT ayauT NonbITOK
AocTtyna Kk obbektam hannoBon CUCTEMbI CO CTOPOHbI
nonb3oBaTenen. CobbITna ayamta 6e30nacHOCTN BO3HUKAKOT
TONbKO ANS TeX 0ObEKTOB, AN KOTOPbIX 3agaHbl CUCTEMHbIE
cnucku ynpasneHus goctynom (SACL), n Tonbko B TOM
crny4vae, ecnv 3anpalwmBaeTcs TUM A4oCTyna Ha 3anuchb,

YyTeHune nimnm nSMeHeHne 1 3anpallinsaruiad y4etHad 3arnmcb

3HauyeHue

Failure
(OT1kas)

Success,
Failure
(Ycnex,
OTka3)

Success,
Failure
(Ycnex,
OTka3)




Monutuka

Audit Kernel
Object (Ayant
00ObekToB gapa)

Audit Registry
(AyouT peectpa)

Audit Removable
Storage (Ayaut
CbEMHOr0

HoCUTEns)

Audit SAM (Ayagut
avcnetyepa
YYETHbIX 3anucen

BGesonacHocCTH)

OnucaHue

COOTBETCTBYET NapameTpam, yCTaHOBMEHHbIM B CMUCKE
SACL. MpnmeyaHue. Ytobbl 3agaTtb cnucok SACL ans

obbekTa hannoBon cUCTEMbI, BOCMONb3YNTECH BKNAAKOM
"BesonacHocTb" ananoroBoro okHa "CsoncTea" obbekTa.

JTOT NapameTp NonuTUKM obecneynBaeT ayauT MonbITOK
A0CTyNa K SApY C UCMOMb30BaHMEM MbIOTEKCOB U
cemacbopoB. CobbiTusa ayauta 6€30nacHOCTU BO3HMKAKOT
TOMNbKO ANst 0ObEKTOB AApa C COOTBETCTBYIOLLMM CUCTEMHBLIM
cnuckoMm ynpasrneHusa goctyrnom (SACL). NpumedaHue.
AyauT: ycTaHoBMNEHHbIE Mo ymonyaHuto cnuckn SACL ans
0ObEeKTOB siApa ynpasrnaTCs NapaMeTpom ayauTa Aoctyna

rnobarbHbIX CUCTEMHbIX OObEKTOB.

OTOT NnapameTp NonuTUKM obecnednBaeT ayanT MonbITOK
Aoctyna Kk obbektam peectpa. CobbiTus ayauta
6e30MacHOCTM BO3HMKAIOT TONbKO A5l TeX OObEKTOB, AN
KOTOPbIX 3aJaHbl CUCTEMHbIE CMINUCKN YNpaBreHns JOCTYNoM
(SACL), n Tonbko B TOM criydae, ecrnv 3anpalumBaercs Tun
AOCTYyMNa Ha YTeHue, 3anucb UM U3MEHEHME U
3anpaluvBaroLLas y4eTHasi 3anncb COOTBETCTBYET
napameTpam, yctaHoBreHHbIM B cnncke SACL. MNpumevaHune.
UTtobbl 3agath cnncok SACL ons obbekTta peecTtpa,
BOCMNONb3yNTECh AManorosbiM okHOM "PaspelueHuns”.

OTOT NapameTp NOANTUKN NO3BOMSET NPOBOAUTL ayauT
NOMbITOK AOCTyNa nornb3oBaTenen kK 06bektam annoBomn
CUCTEMbI Ha CbeMHOM 3arnomMuHatowem yctponctee. CobbiTne
ayguTa cucteMbl 6e30MacHOCTU reHepupyeTca TONbKO Ans
BCeX 06BHEKTOB M BCEX 3anpOLUeHHbIX TUMOB JOCTYyNa.

OTOT napameTp NoNnTUKN obecnednBaeT ayamt coObITU,
BO3HMKAIOLLMX NPU NONbITKE JOCTYyNa K 0ObekTam gucneryepa
y4yeTHbIx 3anucen 6esonacHocTn (SAM). K o6bektam SAM
oTHocsaTca cneagytowme: SAM_ALIAS — nokaneHas rpynna.
SAM_GROUP — rpynna, He SBMAsOWasncs fToKanbHOWN.

3HaueHue

Success,
Failure
(Ycnex,
OTka3)

Success,
Failure
(Ycnex,
OTka3)

Success
(Ycnex)

Success,
Failure
(Ycnex,

OTka3)




Monuntuka OnucaHue 3Ha4yeHue
SAM_USER - yyeTHaqa 3anuncb nonb3oBaTens.
SAM_DOMAIN — gomeH. SAM_SERVER - y4yeTHas 3anucb
KomMmnbtoTepa. lNpumedanune. 3MeHsTb MOXHO TOSbKO
CUCTEMHbIN CNCOK ynpasneHus goctynom (SACL) ona
obbekta SAM_SERVER.
N3meHeHune NonuTmukmn
(aHrn. — Policy Change)
v OnucaHue NonuTuK
MonuTtuka OnucaHue 3HaueHune
OTOT NapameTp NONUTUKN NO3BOMSET BECTM ayaAnT N3MEHEHUN
napamMeTpoB NOMUTUKN ayauTa 6e30nacHOCTU, TaKMX Kak
cneayowme: YCTaHOBKa pa3peLLeHnin U napameTpoB ayauta
Ans obbekTa NoNUTUKKM ayguta. IameHeHnsa B nonnTuke ayauta
cuctembl. Pernctpauus CTOMHUKOB COObITUIA 6€30MacHOCTM.
OTMmeHa permctpauum NCTOMHUKOB COObITMIA 6e30MacHOCTM.
_ _ M3meHeHns napameTpoB ayamTa Asns oTaenbHbIX
Audit Audit .
_ nonb3oBaTenen. MIameHeHnst 3Ha4eHus napameTpa
Policy Change . Success,
CrashOnAuditFail. UameHeHns cucTeMHOro cnucka ynpasneHus _
(AyanT ) ) Failure
AocTynom ansa obwekTa annoBon CUCTEMbI UK peecTpa.
N3MEHEHUs (Ycnex,
M3meHeHusa cnvcka cneumanbHblx rpynn. [Npumedanve. Ayaut
NOMUTUKN . Otka3s)
N3MEHEHNN B CUCTEMHOM CMUCKE YNpaBneHnsa A0CTyrnoM
ayauTa)

(SACL) BbinonHsaeTca npu nameHeHun cnmcka SACL gns
obbekTa, ecnv nNpy 3TOM BKOYEHA KaTeropus UsMeHeHum
NONUTUKN. AyOuT 3MEHEHWNIA B CNUCKE yNpaBreHns AOCTYNoOM
Ha ypoBHe nonb3oBatenen (DACL) n nasmeHeHui BnageHus
OCYLLIECTBIISAETCA B TOM Crlydae, €Cnu BKIAKOYEH ayanUT A0CTyna K
obbektam n ang cnmcka SACL obbekta HacTpoeH ayauT
nameHenun cnmcka DACL vnu BnageHus.




Monutuka

Audit
Authentication
Policy Change
(Ayout
N3MeHeHUs
NONMUTUKM
NPOBEpPKU
NOAJSIMHHOCTN)

Audit
Authorization
Policy Change
(Ayput
N3MeHeHUs
NONMUTUKM
aBTopu3auun)

Audit Filtering
Platform Policy
Change (Aygut

OnucaHue

OTOT NapameTp NONUTUKN NO3BOMSET BECTM ayanT cobbITuN,
BO3HMKAOLLMX MPU BbINONIHEHUN U3MEHEHUI rPYIn
©e3onacHOCTH, Taknx Kak cnegytowme: Co3gaHne OTHOLLEHWI
AoBepua ons neca unun goMmeHa. lameHeHme oTHOLLEHUN
[oBepus ong neca unu gomMeHa. YoaneHme oTHoOLWEHUN
AoBepua ons neca unn goMmeHa. IameHeHus nonmTmku
Kerberos no cneaytowemy nytn: KoHdurypauus
komnbtoTepa\llapametpbl Windows\lNapameTpsbl

©esonacHocTu\lMonuTukKM yyeTHblx 3anucen\lNonntuka Kerberos.

lMpepocTaBneHne NonbL3oBaTENO UK rpynne cnegyowmx npae:
[ocTyn K komnbloTepy 13 ceTu. JlokaneHbIM Bxoq. Bxog ¢
ncnonb3oBaHMeM cny>6 TepmuHanoB. Bxog ¢ ncnonb3oBaHnem
nakeTHoro 3agaHunsd. Bxog B cnyx6y. KOHNUKT npoctpaHCTB
UMEH (Hanpumep, eCcnm NMs HOBOTO OTHOLLIEHWST LOBEPUS
CcoBMagaeT C MMEHEM CYyLLECTBYHOLLIErO NPOCTPAHCTBA UMEH).
MpumedvaHne. CobbiTne ayamta 6€30nacHOCTN permcTpupyeTca
B Criyyae npuMeHeHust napameTpa nonutukn. Bo sBpems

N3MEHeHVs NapamMeTpoB COOLITUSI HE PErMCTPUPYHOTCS.

OTOT NnapameTp MOSIMTUKN NO3BOMSET BECTU ayanUT COBbITUN,
BO3HUKAOLLMX MPU BbINOMHEHUN U3MEHEHUIN NOMNUTUKM
aBTOpM3auuK, TakMxX Kak cnegyowme: HasHavyeHue npas
(npuBunernn) nonb3osarternen, Hanpuvep,
SeCreateTokenPrivilege, koTopble HE NPOXOAAT ayauT B
nogkateropun "IameHeHne NonnUTMKN NPOBEPKM NOATMHHOCTI".
YnaneHue npas (NpuBunernin) nonb3oBaTenen, Hanpumep,
SeCreateTokenPrivilege, koTOpble He NPOXOAAT ayauT B
nogkarteropun "MIameHeHne NonnTUKM NPOBEPKN NOANMHHOCTK".
M3meHeHnsa nonuTuku WndposBaHHON hanioBon CUCTEMBI
(EFS). NameHeHuna atpnbyTtoB pecypca obbekTa. MIameHeHus
LUeHTpanusoBaHHoW nonutukn goctyna (CAP), npuMeHeHHoN K
00ObEKTY.

OTOT NnapameTp MOSIMTUKN NO3BOMSET BECTU ayanUT COBbITUN,
BO3HMKAIOLLMX NPU BbINOMHEHUN U3MEHEHWI NNaTOopPMbI
dunsrpaummn Windows (WFP), Takux kak cnegytoLime:

3HaueHue

Success,
Failure
(Ycnex,
OTkas)

Success,
Failure
(Ycnex,
OTkas)

Success,
Failure




Monutuka OnucaHue 3Ha4vyeHue
N3MeHeHuns CoctosiHue cnyx6 IPsec. I3ameHeHns napaMeTpoB NOSIUTUKK (Ycnex,
NONUTUKN IPsec. NlameHeHna napameTpoB nonutukn bpaHgmayapa OTkas)
nnaropmbl Windows. /3ameHeHus noctaswukos n mogyna WFEP.
dunsTpaumnn)

OTOT NnapameTp MOSIMTUKN NO3BOMSET BECTU ayanUT COBbITUN,

BO3HMKAOLLMX NPU U3MEHEHUN NPaBUI NOSTIUTUKM,
Audit MPSSVC ncnonb3dyembix cnyxbon 3awmtel Maikpocodpt (MPSSVC). O1a
Rule-Level cnyxba ucnonesyetcs bpaHgmayapom Windows.
Policy Change OTtcnexwuBatotcs cnegyowme cobblitusa: CoobLieHns ot Success,
(Ayaout aKTUBHbIX MOSIUTUK NpK 3anycke cnyxbbl bpaHamayapa Failure
N3MeHeHNs Windows. 3ameHeHus npasun dbpaHamayapa Windows. (Ycnex,
NOSIUTUKN Ha M3meHeHus B cnvcke ncknoyveHun dpangmayapa Windows. OTkas)
YPOBHEe npasun M3meHeHunsa napameTpos bpaHamayapa Windows. [Nponyck nnu
MPSSVC) HenpuMeHeHue npasun cryxobon 6paHgmayapa Windows.

M3meHeHna napaMeTpoB rpynnoBon NonMTUKKM BpaHamayapa

Windows.

Ucnonb3oBaHue npuBunerun
(aHrn. — Privilege Use)
v OnucaHve nonuTuk
MonuTtuka OnucaHwue 3Ha4yeHune

Audit Non Sensitive OTOT NapameTp NONUTUKK obecneynBaeT ayanT cobbiTum, Success,
Privilege Use (Ayaut BO3HUKAOLLMX NPU UCMOMb30BaHUN NPUBUMETUNA, He Failure
NCNONb30BaHNS 3aTparvBaroLnX KoOHpraeHUnansHble JaHHble (NpaBa (Ycnex,
npuBuUnerun, He nonb3oBaTens). icnonb3oBaHue cnegyowmx npuBuierum OTkas)

3aTparvBaroLLmX
KOHdUAeHUManbHble

AaHHbIE)

He 3aTparnBaeT KoHUAeHUnanbHble gaHHble: [JocTyn K
AncneTyepy y4eTHbIX AaHHbIX OT UMEHU JOBEPEHHOIO
BbI3blBatoLero. [JocTyn K KOMMbIOTEPY U3 CETU.
[obGaBneHne paboumx cTaHumMM K gOMeHY. HacTponka KBOT




Monutuka

Audit Sensitive
Privilege Use (Ayant
NCronb30BaHUA
npuemUnerun,
3arparmearoLmx
KOHgoMAeHumarnbHble
AaHHbIE)

OnucaHue 3HaueHue

namaTn gnsa npouecca. JlokanbHbIM BXog B cuctemy. Bxoa
B CUCTEMY yepe3 cnyxby TepmuHanos. O6xon
nepeKkpecTHoOM NpoBepkun. MIameHeHne CUCTEMHOro
BpemeHun. CosgaHme canna nogkavku. CosgaHme
rnobanbHbIX 00bekToB. Co3aaHne NOCTOAHHbIX 0OLLMX
ob6bekToB. Co3gaHMe CUMMBOMMYECKMX CCbINOK. 3anpeT Ha
A0CTyn K KomnbtoTepy 13 cetn. OTkas Bo BXofe B
KayecTBe nakeTHoro 3agaHus. OTkas BO BXOAe B KayecTse
cnyx6bl. 3anpeT Ha fnokanbHbIN BXoA,. 3anpeT Ha BXo4 B
cucTemy Yyepes cnyxby TepmmnHanos. NpuHyanTensHoe
yoaneHHoe 3aBepLueHne paboTbl. YBennyeHune paboyero
Habopa npouecca. YBenvyeHme npmoputeTa BbIMOMHEHNS.
Bnokuposka cTpaHuy B namaTu. Bxoa B kayecTsBe
nakeTHoro 3agaHud. Bxog B kadecTtBe cryxoObl.
N3meHeHne meTkn obbekTa. BeinonHeHwe 3agay no
obcnyxueaHmnio TomoB. NpodunmpoBaHne 0gHOro
npouecca. lNpodnnupoBaHne NPon3BOANTENBLHOCTH
cuctembl. OTKNKOYEHNE KOMMbIOTEPA OT CTHIKOBOYHOMO
y3na. 3aBeplueHune paboTtbl cucteMbl. CUHXPOHU3aLMS

OaHHbIX Cﬂy)K6bI KaTarnorosB.

OTOT napameTp nonuMTukn obecneunBaeT ayant cobbITUN, Failure
BO3HMKAOLLMX NPU UCMONb30BaHUM Npas, (OT1ka3s)
3aTparvBaroLLeM KOHMAeHUManbHbIE AaHHbIE

(nonb3oBaTenbCKkux npas), cneayowmm obpasom: Beizos
npuBmUnerMpoBaHHon cnyxobl. Bbidos ogHON 13

cnegyowmnx npusunerui: lenctesme ot UMeHn

KOMMOHEHTa onepaumoHHON cucTembl. ApxmBaums

dannoB n katanoroB. Co3gaHne ob6bekTa-ToKeHa.

Otnagka nporpamm. BkroyeHne y4eTHbIX 3anucem

KOMMbIOTEPOB M NONb30oBaTernen, KOTopbIM pa3peLLeHo
aenernposaHune. CosgaHue ayamta 6e30nacHoOCTM.

OnvueTBOpeHWe KNueHTa nocne npoBepky NOANMHHOCTMW.

3arpyska 1 BbIrpy3ka ApariBepoB YCTPOUCTB. YNpaBneHune
XypHanom ayauta u 6esonacHoctn. ameHeHne

3Ha4yeHMsa NapameTpoB annapaTHOW cpeabl. 3ameHa




MonuTtuka OnucaHue 3Ha4yeHune
TOKEHa Ha ypoBHe npouecca. BoccTtaHoBneHne ¢gannos u
katanoros. CMeHa Bnagensua anna nnm gpyroro
obbekTa.
Cucrtema
(aHrn. — System)
v OnncaHue nonuTuk
MonuTtuka OnucaHue 3Ha4yeHune
Audit Other OTOT napameTp NONNTUKN NO3BONSIET BECTU ayauT s
uccess,
System Events cneayowmx cobbitun: 3anyck 1 3aBepLueHne paboTtbl cnyxoObl -
ailure
(AyauT gpyrmux n gpansepa 6paHgmayapa Windows. O6paboTka nonnuTunkm v
cnex,
CUCTEMHBbIX BesonacHocTu cnyxbon 6paHamayapa Windows. Onepauuu ¢ 5 )
TKas
cobbiTnn) dhannamu Kroyen WngpoBaHNa 1 onepauum Murpauun.
OTOT NnapameTp NOMMTUKN NO3BOMSET BECTU ayAnUT COBLITUN,
Audit Security BO3HUKAOLLMX MPU BbINOSTHEHNN U3MEHEHUNN COCTOSIHNA
State Change 6Ge3onacHOCTM KOMMbIOTEPA, TAaKMX Kak criegytowme: 3anyck u Success,
(Ayant 3aBepLueHne paboTbl KomnbloTepa. IsaMeHeHne CUcTeMHOro Failure
N3MEeHeHNs BpeMeHn. BoccTtaHOBRNEHNE CUCTEMBI MPU COBLITUM (Ycnex,
COCTOSIHMA CrashOnAuditFail, koTopoe pernctpupyetca nocne Otkas)
6esonacHocTn) nepesanycka CUCTEMbl B TOM Cryvae, ecnu XypHarn cobbITui
3anosiHeH 1 HacTpoeHa 3annck peectpa CrashOnAuditFail.
Audit Security OTOT NnapameTp NOMMTUKN NO3BOMSET BECTU ayAnUT COBLITUN, Success,
System Extension CBSA3aHHbIX C pacluMpeHmeM cnuctemMbl 6e30nacHOCTU, Taknx Failure
(Ayout Kak crniegytowme: 3arpyska pacluMpeHns CUCTEMbI (Ycnex,
pacLumpeHuns ©Ge3onacHOCTK, HanpuMep, NakeTa NPOBEPKN NOASIMHHOCTH, Otkas)
CUCTEMbI yBegoMreHust unvm 6e3onacHocTn, 1 ero permctpauus B
6esonacHocTK) cucTemMe agMuHMUCTpaTopa fokansHon 6esonacHoctun (LSA).

OHo NCNOJNb3YyeTCAd AnA NpoBEPKN NOAJTMHHOCTU MNMPU NonbITKE




MonuTtuka OnucaHue 3HauyeHue

BX0[a, OTNpaBKM 3arnpoCOB Ha BXOL B CUCTEMY, a TaKXe npu
No6bIX N3MEHEHNSX YHETHLIX 3anncen nnu naponen.
Mpumepamn paclumpeHun cucteMbl 6€30MacHOCTU ABMAKTCA
Kerberos n NTLM. YctaHoBKa 1 pernctpaumsi cnyxobl B
AncneTtyepe ynpaenenus cnyx6amu. B xxypHane ayanta
perncTpupyroTca ceegeHns o6 MeHun, 4BONYHbIX dhannax,
TUne, TUNe 3anycka v y4eTHOM 3anucu crnyxobi.

JTOT nNapameTp NOfUTUKM NO3BOMSET BECTN ayAUT COOLITUMN,
CBSA3aHHbIX C HAPYLLUEHUAMM LeNOCTHOCTM NOACUCTEMBI
BesonacHocTH, TakuMm Kak cneayrowme: CobbITUsA, KoTopble
He yaaeTcs 3anucaTtb B XXypHarn cobbiTui 13-3a onbok
cuctemMbl ayauta. lNpouecchl, ncnonsaytoLme HegonycTUMbIN

Audit System Success,
) nopT nokaneHoro Bbi3oBa npoueayp (LPC) ans )
Integrity (Ayaut Failure
ONMMLIETBOPEHUS KITMEHTa NOCPEeACTBOM OTBETA, YTEHUS UM
LLeSTOCTHOCTH (Ycnex,
3anucu B agpecHoM npoctpaHcTee knueHTta. ObHapyxeHne
CUCTEMBbI) Ortkas)

yaaneHHoro Bbi3oBa npoueayp (RPC), Hapywatowero
LenocTHoCTb cuctembl. OBHapyxeHue HegonycTMMOro
3HaYeHWs Xxalla UCMNonHAemMoro garina cpeacTBOM NPOBEPKU
uenocTHocTu koga. Onepaunm WndpoBaHus, HapyLiarLwme
LLeNOCTHOCTb CUCTEMBI.

AQMUHNCTPaATUBHbIE LWAONOHLI

MyTb: KoHdurypauus komnbrotepa — MNonutuku — AQMUHUCTPaATUBHbBIE LIAGNOHbI

(aHrn. — Computer Configuration — Policies — Administrative Templates)



File Action View Help
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B[] Preferences
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7] Metwork Projector
[ 7] OneDrive
[7] Online Assistance
7] Password Synchronization
7] Portable Operating Systerm
[ 7] Presentation Settings
4 [ Remote Desktop Services
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i | Remote Desktop Connection Client
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[] Application Comnpatibility
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[ | Printer Redirection
[ Profiles
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[ Temporary folders
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[ Security Center

MoaknoyeHuns



Pasoen KomnoHeHTbl Windows — Cnyx06bl yaaneHHbIX pabounx cTonoB — Y3en ceaHCcoOB

yAaneHHbIX paﬁoqux ctonoB — loakno4yeHus

(aHrn. — Windows Components — Remote Desktop Services — Remote Desktop Session Host —

Connections)

v OnucaHue NonuTKK

Monutuka

Automatic reconnection
(ABTOMaTMYeCKOE
nepenoakritoyeHne)

OnucaHue

OnpepnensieT, pa3peLleHo Nv KnneHTam
NOAKNIYEHNI K yaaneHHoMY pabovemy cTony
aBTOMaTUYECKN BOCCTAHABNMBATbL NOAKITHOYEHNE K
ceaHCaM Ha cepBepe y3na CeaHCOB yaarieHHbIX
pabo4nx CTONOB NPy BPEMEHHOW HEQOCTYMHOCTH
CEeTeBOro noakntveHuns. Mo ymonyaHuio
paspeLuaeTcd BbiNOSHUTL He Bonee 20 NonbIToK
NMOBTOPHOIO NMOAKITHOYEHUS C MHTEpPBanom B 5
cekyHA. Ecnu yctaHoBneHo coctosiHue
«BkritoyeH», Bce KNMeHTbl, Ha KOTOPbIX
BbIMOSTHAETCS NOAKMYEHME K yaaneHHoOMY
pabo4emy cTosny, Npy HEAOCTYNHOCTU CETEBOIO
NoAKNIYEHNA NPeanpPUHUMALOT MOMbITKN
aBTOMaTU4eCKOro nepenokrtodenns. Ecnm
YCTaHOBMNEHO COCTOAHNE « OTKMIOYEHY,
aBTOMaTU4eCKMe NepenoaKntoyeHns KIMeHTOB
3anpeLeHsbl. Ecnun yctaHoBneHo coctosHue «He
3agaHo», aBTOMaTU4YeCcKoe nepenokrtoyYeHne Ha
YPOBHE rpynnoBOK MNOMUTUKK HEe onpeaeneHo. Tem
He MeHee Morb3oBaTeny MoryT HacTpouUTb
aBTOMaTU4ecKoe NepenogKoyeHne, BKITHUYNB
onumio «BocctaHoBUTE NogknoyeHne npu
paspbiBe» Ha BKnagke «Bsammogencrame» B
AnanoroBom okHe «llogknoyeHune K yaaneHHoMy

pabodemy cTony».

3HauyeHue

Disabled
(OTknto4EeHO)




Monutuka

Configure keep-alive
connection interval
(HactpouTb nHTepBan
npoBepsiEMbIX Ha
aKTMBHOCTb

NOAKIHOYEHNI)

Set rules for remote
control of Remote
Desktop Services user
sessions
(YctanHaBnusaet

npasuia yaaneHHoro

OnucaHue

70T napamMmeTp NOJNIMTUKN NO3BOJIAET BBECTU
MHTEpBall NPOBEPKN aKTUBHOCTU AOJ1A
noareepXgeHma Toro, YTo COCToAHMEe ceaHca Ha

cepBepe y3iia ceaHCOB yaalrieHHbIX pa6oq|/|x

CTOJ10B COOTBETCTBYET COCTOAHUIO KITMEHTA. Mocne

TOrO KakK KIMMeHT cepBepa y3iia ceaHCOoB

yOaneHHbIX pa6oq|/|x CTOINOB TepAeT noaKn4yeHne

K cCepBepy y3na ceaHCoB yaaneHHbIX padoumnx
CTOSI0B, CeaHC Ha 3TOM CepBepe MOXET
OCTaBaTbCs aKTUBHbIM, @ HE MEPEXOANTL B
OTKJTHO4EHHOE COCTOSIHME, AaXKe ecrnn KNUeHT
PU3NYECKM OTKINIOYEH OT CepBepa y3rna ceaHcoB
yaaneHHbIX paboymx ctonos. Ecnu KNMeHT BHOBb
BbINOSIHAET BXO4 Ha TOT e CepBEp y3na CeaHCOoB
yOaneHHbIX paboymx CTonoB, TO MOXET ObiTb
yCTaHOBIEH HOBbLIN ceaHc (ecnu cepeep yana
CeaHCOoB yaaneHHbIX paboynx CToNoB HAaCTPOEH
Tak, YTO JOMNYCKaKTCA MHOXECTBEHHbIE CeaHCbl) U
nepBOHaYarbHbIN CeaHC MOXET BCe eLle
OCTaBaTbCs aKTUBHbIM. Ecnu aTOT napameTp
MONMUTUKN BKINIOYEH, TO AOMKEH ObiTb BBEAEH
MHTepBan NPOBEPKM akTUBHOCTU. VIHTepBan
NPOBEPKM aKTUBHOCTWN ONpPeAenseT, kak YacTto (B
MUHYTaX) cepBep NPOBEPSIET COCTOSIHNE CeaHca.

[nanasoH JonycTumbIX 3Ha4eHurn — ot 1 o 999

999. Ecnu aTOT NapameTp NOSIUTUKN OTKITHOYEH UK

He 3adaH, TO MHTepBall NPOBEPKN aKTUBHOCTU HE
YCTaHOBJI1EH U CEPBEP HE NMPOBEPHAET COCTOAHNE
ceaHca.

Ecnu Bbl BKto4aeTe aTOT napamMeTp NOMAUTUKM,
agMUHUCTPATOPbl MOTYT B3aUMOAENCTBOBAThL C
ceaHcoM cnyx6 yganeHHbIX paboynx CTonos
nonb3oBaTens B COOTBETCTBUN C BbIOpaHHbIM
BapuaHToM. BbibepuTte xenaembii ypoBeHb

KOHTPOIS U pa3peLleHnin N3 cnmncka BapmMaHTOB:

3HauyeHue

Enabled Keep-
Alive interval: 1
(BknoyeHo
WNHTepBan
NpOBEPKM

akTMBHOCTU: 1)

Enabled Options:
Full Control
without user's
permission
(BkntoveHo

[MapameTpsbl:




MonuTtuka OnucaHue 3HauyeHue

ynpasrneHusa ons YnaneHHoe ynpaeneHne He paspeLueHo: [MonHbIN
nonb3oBaTeNbCKUX 3anpeLlaeT agMMHUCTPaToOpy NUCNOoMNb30BaThb KOHTpoOrb 6e3
ceaHcoB cnyx6 yAaneHHoe yrnpasneHne nnmn npocmatpmeaTtb paspeLueHus
yOaneHHbIX pabo4ynx ceaHcCbl yaaneHHbIX nonb3osaternen. MNonHbIn nonb3oBarens)
CTONOB) KOHTPOSb C paspeLleHns norb3oBaTens:

paspeluaeT agMMHUCTPaToOpPy B3anMOLENCTBOBATL
C CeaHcoM npu yCnoBuM cornacus nonb3oBaTens.
MonHbIN KOHTPONb 6e3 pa3speLueHns
nonb3oBaTens: pa3peLluaeT agMMHUCTpaTopy
B3aMMOENCTBOBaTb C ceaHCOM gaxe 6e3
cornacus nonb3osarens. HabniogeHne 3a
CeaHCOM C pa3peLleHus Nonb3oBaTens: No3BonsaeT
aAMUHUCTpATOPy NpocMaTpmBaTh CeaHc
yOaneHHOoro nonb3oBaTens ¢ cornacus
nonb3oBatend. HabnogeHue 3a ceaHcom 6e3
paspeLleHns Nonb3oBaTens: No3BonseT
afMWHUCTPATOPy NPOCMAaTpuBaTh CeaHC
yaaneHHoro nonb3oBaTtens 6e3 cornacus
nonb3oBatensd. Ecnu Bbl oTkno4aeTe 3T10T
napamMeTp NOMUTUKN, aAMUHUCTPATOPbI MOTYT
B3aMMOLENCTBOBATb C CEAHCOM CNy>0 yaaneHHbIX
pabo4nx CTOMNOB NOfb30BaTeENs, ecnu
nonb3oBaTenb AacT Ha 3TO cornacue.

MepeHanpaBneHue yCTPOUCTB U pecypCcoB

MyTb: KomnoHeHTbl Windows — Cny6bl yaaneHHbIX pabo4unx CToNoB — Y3en ceaHCOB yaarieHHbIX
pabouux cronos — lNepeHanpaBneHne yCTPOUCTB U pecypcoB

(aHrn. — Windows Components — Remote Desktop Services — Remote Desktop Session Host — Device
and Resource Redirection)

v OnucaHue NonuTKK




Monutuka

Do not allow COM port
redirection (He
paspeluaTb
nepeHanpasneHue
COM-nopToB)

Do not allow LPT port
redirection (He
paspeLuaTb
nepeHanpasneHue

LPT-nopToB)

OnucaHue

Onpe,u,enﬂeT, crniegyert nn OTKI4YaTb nepeHanpasiieHne

[AaHHbIX C yaarneHHOro KOMMNbTEPa Ha KIMEHTCKNE
COM-nopTbl B ceaHcax crnyx6 yganeHHbIx pabo4mx

CcTOnoB. JTOT napamMmeTp NnorMMTUKN MOXHO UCMOSb30BaTb

ANs Toro, YToObl 3anNpeTuTb NOSb30BaTENsaIM
nepeHanpaeneHve AaHHbIX Ha nepudepuiHble
yCTpOMUCTBa, noakntoveHHble K COM-nopTam, nnm
conocTtasneHune nokansHbelx COM-nopTtoB npu
NOAKIMIOYEHUN K ceaHcy cnyx6 yaaneHHbIx paboumnx
ctonos. Mo ymonyaHuio cnyx6bl yaaneHHbIX pabodmnx
CTONIOB paspeLlaT nepeHanpasneHme JaHHbIX Ha
COM-nopTbl. Ecniv Bbl BKIto4aeTe 3T0T napameTrp
NOMUTUKK, NONb30BATENN HE MOTYT NepeHanpaBnaTb
AaHHble cepBepa Ha COM-nopTbl NoKanbHbIX
KOMMbOTEPOB. ECnu Bbl OTKMNOYaeTe 3TOT NnapameTp
NnonuUTUKN, nepeHanpaeneHne Ha COM-nopTbl Bceraa
paspellaeTtcs cnyxbammn yaaneHHblx paboynx CTonos.
Ecnu Bbl He HacTpanBaeTe 3TOT NapaMeTp NOMNUTUKM,
nepeHanpasneHne Ha COM-nopTbl Ha ypoBHe

rPynnoBoW NMOMUTUKN He onpeaerneHo.

OTOT NnapameTp NonuTUKKN onpegensiet, TpebyeTtcs nu
OTKMNYaTb NepeHarnpasneHne AaHHbIX Ha KIUeHTCKue
LPT-nopTbl B ceaHcax cnyx6 yganeHHbIx pabo4mx
cTonoB. [laHHbI napamMeTp NOMUTUKN MOXHO
NCNonb30BaThb, YTOObI 3aNpPeTUTb NOSNb30BaTENAM
cornocTasneHune rnokansHolx LPT-noptoB 1
nepeHanpaeneHve AaHHbIX C yaaneHHOro KoMrnboTepa
Ha roKanbHble nepugepuinHble yCTponCTBa,
nogkntodeHHble kK LPT-noptam. Mo ymonyaHuio cnyxobl
yAaneHHbIX paboynx CToNnoB paspeLuaroTt
nepeHanpasnexHve LPT-noptos. Ecnu Bbl BKItovaeTe
3TOT NapameTp NONUTUKN, NONb30BaTENN BO BpeEMS

ceaHca cnyx6 yaaneHHbIX paboymx CTornoB He MoryT

nepeHanpaenaTb AaHHbIE cepBepa Ha rnokanbHble LPT-

3HauyeHue

Enabled
(BkntoyeHo)

Enabled

(BkntoyeHo)




Monutuka

Do not allow supported
Plug and Play device
redirection (He
paspeluaTb
nepeHanpasneHue
noaAepXuBaeMbIxX
caMoHacTpavBaeMbIX
YCTPOWCTB)

OnucaHue

noptbl. ECriv Bbl OTKNOYaeTe 3TOT napameTp NOMUTUKN,
nepeHanpaeneHve Ha LPT-nopTkl Bcerga paspeLueHo.
Ecnun Bbl He HacTpauBaeTe 3TOT NapameTp NOMUTUKN,
nepeHanpasneHne Ha LPT-nopTbl Ha ypoBHE rpynnoBon
NOMUTUKN He onpeaerieHo.

OTOT NnapameTp MofMTUKN NO3BOMSET YyNpaBnsTh
nepeHanpasneHnem noaaepXnBaeMbix
caMoHacTpavBaeMblX YCTPOMUCTB, Taknx Kak yCTponcTea
Windows Portable Device, Ha yaaneHHbI KOMMbIOTEP BO
BpeMs ceaHca cnyx6 yaaneHHblx pabounx ctonos. Mo
YMOJMYaHUIO CAy>Obl yaaneHHbIX pabovmx CTonos
paspeLlaloT nepeHanpasneHne nogaepXxuBaemMbix
caMoHacTpanBaeMblX YCTPOUCTB. [Nonb3osatenu mMoryT
NCrornb30BaTb HAaCTPONKY «ononHUTENLHO» Ha BKNagke
«JlokanbHble pecypcbl» OManoroBoro okHa
«lMogknoyeHne Kk yganeHHoMy pabovemy cTony», 4Tobbl
BblOpaTh nogaepXXvBaemMble caMoHacTpanBaeMble
yCTPOWCTBAa ANdA NepeHanpasreHns Ha yaaneHHbIn
KomnbtoTep. Ecnv Bbl BKItOYaeTe 3T0T napameTp
NOMUTUKK, NONb30BATENN HE MOTYT NepeHanpaBnATb
noaaepXXnuBaemMble camoHacTpanBaeMble YCTPOMCTBA Ha
yaaneHHbIN KomnbloTep. Ecnuv Bbl OTKIO4aeTe nnu He
HacTpanBaeTe 3TOT NapameTp MOSIMTUKN, NONb30BaTENM
MOryT nepeHanpaBnATb NogaepXmBaemble
caMoHacTpaviBaeMble YCTPOMCTBA Ha yaaneHHbIn
komnbtoTep. MNMpumevaHwne. NMpn nomoLm napameTpoB
nonutukun B nanke «KoHdurypaums
KomnbtoTepa\AgMUHUCTPATUBHbIE
wabnoHb\Cuctema\YctaHoBka ycTponctB\OrpaHnyeHus
Ha YCTaHOBKY YCTPOWCTB» MOXHO 3anpeTuntb
nepeHanpaeneHve onpegeneHHbIX TUNoB
nogaepXuBaeMblx camoHacTpanBaeMblX YCTPOUCTB.

3HauyeHue

Enabled
(Bknto4eHo)

Cpeaa yaaneHHbIX CeaHCOB




MyTb: KomnoHeHTbl Windows — CnyX6bl yaaneHHbIX pabo4nx CToNoB — Y3en ceaHCOB yAarieHHbIX
pabouyunx ctonoB — Cpena yaaneHHbIX ceaHCoB

(aHrn. — Windows Components — Remote Desktop Services — Remote Desktop Session Host — Remote
Session Environment)

v OnucaHue NonuTKK

MonuTtuka OnucaHue 3HauyeHue

OTOT NnapameTp NONUTUKM NO3BONSET yaanuTb ANeMeHT
«OTKNIOYEHME ceaHca» U3 AMarnoroBoro okHa «3aBepLueHue
pabotbl Windows» B ceaHcax cnyx6 yaaneHHbIx paboymx
ctonoB. C NOMOLLbIO 3TOro napameTpa NonmnTUKN MOXHO
3anpeTuTb Norb3oBaTensiM MPUMEHSATb 3TOT 3HAKOMbI CNocob
OTKIMOYEHUA KIMEHTCKOro KOMMbioTepa OT cepeepa y3na
CeaHCOB yaaneHHbIX pabo4ynx ctonos. Ecnu aToT napameTp
MOMUTUKWN BKIOYEH, BapuaHT « OTKNIOYEHME ceaHca» He
Remove
_ oTobpaxaeTcsi B pacKpbiBaloLLLEMCS CUCKE B ANanOroBoM
"Disconnect” )
OKHe «3aBeplueHne pabotsl Windows». Ecnn aToT napametp

option from Shut
MONMUTUKM OTKIKOMEH UIN HE HAaCTPOEH, aneMeHT «OTKMYeHne

Down dialog
ceaHca» He ygansieTcs U3 cnmcka B AnanoroBoM OKHe
(Yoanutb _
«3aBepLueHune pabotel Windows». NpumevaHume. 3710t Enabled
SnemeHT
napamMeTp NOSIMTUKN BNUSIET TONbKO Ha ANarioroBoe OKHO (Bknto4eHo)
"OTKnNoYeHne _
. «3aBepweHue pabotbl Windows». OH He 3anpeLlaet
ceaHca" n3
nonb3oBaTensam NPUMEHATb Apyrme MeToabl AN OTKNIOYEHNS
Anarora
OT ceaHca cnyx6 yaaneHHbIX paboymx cTonos. ATOT NapameTp
3aBepLueHus
NOMUTUKN TaKKe He 3anpeLLaeT OTKMYEHNEe CeaHCoB Ha
paboTbl)

cepBepe. MoXHO 3apaTb Nepuog BpeMEHU, B Te4eHne
KOTOPOroO OTKITHOYEHHbIN ceaHC ByaeT ocTaBaTbCA akTMBHbBIM Ha
cepBepe, C NOMOLLbK HACTPOWKN NapameTpa NOnUTUKK
«KoHdurypauyus komnbioTepa\AAMUHUCTPATUBHbIE
wabnoHb\KomnoHeHTbl Windows\Cnyx6bl yaaneHHbIX
pabo4ynx ctonos\Y3en ceaHCoOB yaaneHHbIX pabounx
ctonoB\OrpaHn4yeHns ceaHcoB No BpeMmeHn\3agatb
orpaHu4eHue no BpeMeHu Ans OTKITHYEHHbIX CEaHCOBY.




MonuTtuka OnucaHue 3HauyeHue

OnpepenseT, cnegyeT Ny yaanutb anemeHT «besonacHocTb
Windows» 13 meHto «llapameTpbl» Ha KnneHTax cnyxo

yAaneHHbIX paboymx cTonoB. ATOT NapamMeTp NOANTUKN MOXKHO
Remove
) NCnonb3oBaTth, YTOObI HE JOMYCTUTb OTKIIOYEHUS
Windows .
o HEeAOoCTaTOYHO ONbITHLIX MNOSib3oBaTenemn u3 cnyxo6 yaaneHHbIX
Security item
pabo4ynx cTonoB No HeaocmoTpy. Ecnn yctaHoBneHo
from Start menu

o cocTosiHne «BknoyeHo», To NyHKT «besonacHocTb Windows» Enabled
nanuTb
He oTobpakaeTcs B MeHto «[lyck». B pesynbrarte ans Toro, (BkntoyeHo)
SnemeHT
. 4YTOObI OTKPbLITL ANanoroBoe okHO «besonacHocTb Windows»
BesonacHocTb

_ Ha KNMEHTCKOM KOMMbIOTEPE, Morib3oBaTerb JOMKEH
Windows" n3
. . NCMorb30BaTh crneLmanbHoe CoYeTaHne KnasuLL
meHto "lMyck")
(CTRL+ALT+END). Ecnu yctaHoBneHo coctosiHne

«OTKnMo4YeHo» nnn «He 3agaHo», To NYHKT «be3onacHoCcTb
Windows» ocTtaetcsa B MeHo «ITyck».

Be3onacHocCTb

MyTb: KomnoHeHTbl Windows — Cnyx0bl yaaneHHbIX paboynx cTonoB — Y3en ceaHCOB yAaneHHbIX
pabouux cronos — Be3onacHocTb

(aHm. — Windows Components — Remote Desktop Services — Remote Desktop Session Host — Security)

v OnucaHue NonuTKK

MonuTtuka OnucaHue 3HayeHue
Require secure YkasbiBaeT, TpebyeT nn cepBep yana ceaHCcoB yaaneHHbIX Enabled
RPC pabounx ctonoB 6e3onacHble RPC-nogkntoyeHns oT Bcex (Bknto4eHo)

communication KNMeHToB NnMbo gonyckaeT HebesonacHble NOAKIMHYEHNS.

(TpeboBatb OTOT NapameTp MOXHO UCMOMb30BaTh A1 NOBbILEHMWS
©esonacHoe ©esonacHocTu knneHTcknx RPC-noakntoyeHnin, paspeluas
RPC- TOSIbKO NPOBEPEHHbIE 1 3alunpoBaHHbIe 3anpockl. Ecnn

nop,Kmoqume) COCTOSIHME UMEET 3HaYeHne «BkntodeH», To CJ'Iy)K6bI




Monutuka

Set client
connection
encryption level
(YcTtaHoBUTL
YpOBEHb
LndppoBaHns
AN KITMEHTCKNX

NOAKIHOYEHNI)

OnucaHue 3HauyeHue

yAaneHHbIX pabo4ymx CTONOB NPMHMMAIT 3anpochl TONbKO OT
RPC-knueHTOB, NnogaepxumBatoLmnx 6esonacHble 3anpochl, 1
He gonyckatT Hebe3onacHble NOAKIHYEHNS HEAOBEPEHHbIX
KnneHToB. Ecnu cocTtosiHne nmeet 3HadyeHne «OTKIoYEHY,
TO CcNy>0Obl yaaneHHbIX pabo4mx CTONoB Bceraa
3anpawwusatoT 6e3onacHyto nepegady Bcero RPC-tpadguka.
OpHnako RPC-knueHTam, He OTBEYaAOLLMM Ha 3anpoc,
paspeluaetca HebesonacHoe noakntodeHne. Ecnmn coctosiHmne
nmeet 3HaveHne «He 3agaH», gonyckarTcsa Hebe3onacHble
nogkntodeHund. NMpumevarne. UHtepdenc RPC
ncnonb3dyeTca Ang agMMHUCTPUPOBAHMUS U HACTPOWMKN Cryx6
yaaneHHbIX paboymx CTonos.

TOT NapaMeTp NOSIMTUKK onpegensieT, TpebyeTcs fim 0cobbINn Enabled
YypPOBEHb LINpoBaHua ans 6e3onacHoro B3aMMoaenCcTBIS Encryption
MeXay KITMEHTCKMMUM KOMMbIoTEpaMu 1 cepeepamMu yana Level: High
CeaHCOoB yAaneHHbIX pabounx CTONOB BO BPEMS yAANEHHbIX Level
nogkntodeHnn no npotokony RDP. Ecnn Bl BKovaeTe aToT (BkntoyeHo
napameTp NonnTUKK, BCe B3aMOOENCTBUS Mexay YpoBeHb
KNUeHTaMn n cepsepamMmn y3rioB CeaHCOB yaareHHbIX LUMppoBaHUS:
paboymnx CTOrNoB BO BpeMs yaaneHHbIX NOAKNI0YEHNI Bbicokuin
OOIMKHbI MCMOMNb30BaTh METOA LWMPOBaHUS, 3a4aHHbIA B YPOBEHb)

3TOM napametpe. Mo ymonyaHuio 3agaHo 3HaYeHne YpPOoBHS
wnppoBaHus «Bbicokuny. Nogaepxusatotcsa cnegytowime
mMeToabl WnpoBaHns. Beicoknit. 3HadeHne «BbiCOKMI»
0O3Hayaer, YTO AaHHble, KOTOPbIMU OOMEHUBAIOTCS KITUEHT U
cepBep, WKGPYTCA Ha OCHOBE CTOMKoro 128-6mutHoro
wndpposaHud. Vicnonb3ynTte aToT ypoOBEHb B cpeaax,
KOTOpble cogepXaT ToNbKo 128-6UTHbIE KNMEHTDI
(Hanpumep, KNWeHTbI, UCNOMb3YoLLNE CryX0y
«[lMopknoyeHne k yoaneHHoMy paboyemy ctony»). KnveHTsl,
KOTOpble He NOoAAEepP>KMBAKOT 3TOT YPOBEHb LUMEPOBaHUS, HE
MOTYT NOAKINIOYMTBLCS K CepBepaM y3na ceaHCOB yaareHHbIX
pabouynx ctonoB. COBMECTMMBbIN C KITMEHTCKNM. 3Ha4YeHne
«COBMECTMMBIN C KITMEHTCKMM» O3HaYaET, YTO JaHHble,
KOTOPbIMN OOMEHNBAIOTCA KITMEHT 1 CepBep, LWNMpYTCH C




Monutuka OnucaHue 3HaueHue

NCMorib30BaHNEM KIo4a MakCUMarnbHOW CTOMKOCTN,
nogaepXnBaeMon KnmeHToM. Micnonb3ynte aToT ypoBEHb
LWwnppoBaHus B cpeax ¢ He nogaepxusarommm 128-
BuTHOE WndpoBaHue knmeHtTamu. Huskmn. MNMpn 3HavyeHnn
«Hu3kunin» ¢ nomoLbo 56-6UTHOrO LWNgpPoBaHUS
LWINPPYIOTCA TONLKO AaHHble, NepecbinaemMble OT KIMeHTa K
cepBepy. Ecnv napameTtp oTKIOMEH UK He 3afaH,
rpynnoBas NonnTUKa He pernaMmeHTUpyeT ypoBEHb
LWMdPOBAHUS, UCMONb3yeMbIA AN yaaneHHbIX NOAKMHYEeHNI
K cepBepaM y3rna ceaHCOB yaalneHHbIX paboymx CTOnos.
BaxHo! CootBetcTtBme ctaHgapty FIPS moxHO HacTponTb
yepes «CuctemMHble cpeacTtea WndpoBaHusa». MicnonbaymnTe
FIPS-coBmecTMMble anropuTmbl 4519 NapameTpoB
LWNPOBaHUA, X3LWNMPOBaAHNA N LMpOBON Noanncu B
rpynnoson nonutuke (KoHdpurypaums
komnbtoTepa\lapameTpbl Windows\lNapameTpsbl
6esonacHocTu\JTokanbHble nonutukmM\lNapameTpbl
6esonacHocTtwn). MapameTtp «FIPS-coBmecTUMbINy
obecneyvBaeT WNdpoBaHNE N paclN@POBKY OaHHbIX,
OTMNpaBnsieMbIX OT KNMEHTa K cepBepy 1 obpartHo, ¢
nomoLbto anroputmoB wndposanus FIPS 140-1 (Federal
Information Processing Standard), ncnonbsys mogynu
lwndppoBaHus kopropaunn Mankpocodrt. MicrnonbayinTte aToT
YPOBEHb LUNPOBaAHNA NPU B3aUMOLENCTBUN MeXAY
KNMeHTaMn n cepeepamMu y3na ceaHCcoB yaareHHbIX paboymx
CTONOB, KOTOpOe TpebyeT HanBbICLLETO YPOBHS
LWnppoBaHus.

OrpaHquHMe ceaHCOB NO BpeMeHU

MyTb: KomnoHeHTbl Windows — Cnyx6bl yaaneHHbIX pabo4nx cTonoB — Y3en ceaHCOB yAareHHbIX

paboumnx ctonoB — OrpaHu4YeHne ceaHCOB MO BPEMEHU

(aHrn. — Windows Components — Remote Desktop Services — Remote Desktop Session Host — Session

Time Limits)



v OnucaHue NonuTuKk

Monutuka

End session
when time
limits are
reached
(BaBepLuiatb
ceaHc npwu
AOCTMXKEHNN
orpaHuyeHus
No BPEMEHM)

OnucaHue

OTOT NapameTp NONUTUKM ONpeaenseT, 3aBepLuaeTcsa nm
ceaHc cnyx6 yganeHHbIx paboymx CTONoB No Tanm-ayTy
BMECTO OTKIOYEeHUA. Bbl MOXeTe Ncnonb30BaTh 3TOT
napameTp ANns NPUHYAMTENbHOIO 3aBepLUEHUsI ceaHca
cnyx6 yaaneHHbIx paboymx cTonos (B 3TOM crnyyae
OCYLLIECTBNSAETCHA NPUHYAUTENBbHBIN BbIXOA MONb30BaTens, a
CBeJeHNs O ceaHce yaansTca ¢ cepBepa) no AOCTUKEHUN
npegena orpaHnyYeHns akTMBHOIO nnmn 6e3aencTByoLLEro
ceaHca. 1o ymonyaHuto cnyx6bl yaaneHHbix pabounx
CTOSI0B OTKIIHO4AOT CeaHChbl MO UCTEYEHUN YKa3aHHOro Ang
HUX BpeMeHN ceaHca. OrpaHn4eHnsi N0 BPEMEHU
yCTaHaBnNMBaKTCs afAMUHUCTPATOPOM CepBepa JSIoKarbHO
NIIM C MOMOLLbIO rPYNnoBon nonuTuku. CM. napameTpbl
nonuTUkN «3agaTtb OrpaHMyYeHne No BpEMEHN OIS aKTUBHbIX
ceaHcoB cnyx6 yganeHHblx paboynx ctonos» n «3agatb
OorpaHu4eHne No BPEMEHN AN aKTUBHbIX, HO
6e30encTBYOLWNX CeaHCOB CNYX0 yaaneHHbIX paboyumnx
ctonosy. Ecnuv Bbl BKItoYaeTe 3TOT napamMmeTp NOMUTUKN,
cnyx6bl yaoaneHHbIX pabo4mx CTONOB 3aBepLUatoT BCe
CeaHCbl C UCTEKLLIMM BpeMeHeM oxuaaHus. Ecnu Bbl
OTKNtoYaeTe 3TOT NapameTp NONNTUKK, CNYXKObl yaaneHHbIX
pabo4ynx CTONOB BCeraa OTKYatoT CeaHchl,
npeKkpaLleHHble No TakM-ayTy, Aae ecnu
agMUHUCTPATOPOM CcepBepa OnpeaeneHo MHoe noBeaeHne
ANs 3Toro napamerpa nonuTukn. Ecnu Bl He HacTpanBaeTe
3TOT NapameTp NONUTUKK, CNYX0bl yaaneHHbIX pabodmnx
CTOSIOB OTKIOYAOT CeaHChbl, NpeKpaLLeHHble Mo Tanm-ayTy,
€Cnn MHOE He ONpeaeneHo B NoKarnbHbIX NapaMeTpax.
MNpumeyaHne. DTOT NapameTp NOAUTUKN NPUMEHSIETCS
TONbKO K ABHO OnpeaeneHHbIM agMUHNCTPaTOPOM
OrpaHnYeHnsIM No BpEMEHN OXnaaHus. STOT napameTp
MONMUTUKM HE MPUMEHSAETCS K COBbITUSIM BPEMEHM
OXMAaHMWS, KOTOPblE ONPeaEenaTCA YCNoBUAMM CETEBbIX

3HavyeHue

Enabled
(Bknto4eHo)




Monutuka

Set time limit
for
disconnected
sessions
(Bapatb
orpaHuyeHue
Nno BpeMEeHMU
ans
OTKIMIOYEHHbIX

ceaHcoB)

OnucaHue

NoAKIIYEeHUN. OTOT NapameTp AOCTYNEH B nankax
«KoHurypaums komnbrotepa» n «KoHdurypauma
nonb3oBartensa». Ecnu HacTpoeHbl 06a napameTtpa, To
npuopuTeT nmeeT napameTp B nanke «KoHdurypauus
KOMMbOTEPAY.

OTOT napameTp MonUTUKM MO3BONSET HACTPOUTb
orpaHu4eHne No BpeMeHU Ans OTKITHYEHHbIX CEaHCOB
cnyx6 yaaneHHblx pabounx ctonos. C NnoMOLb 3TOro
napameTpa NofMTUKM MOXHO onpeaennTb MakCuMmasibHbIN
nepvon BpeMeHU, B TeHeHME KOTOPOro OTKMOYEHHbIN CeaHe
OCTaeTCs akTUBHbIM Ha cepBepe. [1o ymonyaHuio cnyxosbl
yaaneHHbIX paboynx CTONOB paspeLuatoT Nosib3oBaTensimM
OTKNtoYaTbCHA OT ceaHca cnyx6 yaaneHHbIx paboynx cTonos
6e3 3aBepLUeHMsa 3TOro ceaHca u Bbixoda u3 Hero. Korga
CeaHC HaxoauTCs B OTKMOYEHHOM COCTOSIHUW, BbINOSIHEHNE
3anyLeHHbIX MporpaMmM NPOLOIMKAETCs, XOTS NoNb30BaTesb
He nogkmntodeH. o ymMonyaHuio Takue OTKMYEHHbIE CeaHchl
OCTalTCs OTKPbITLIMU Ha CepBEPE HEOrPAHNYEHHOE BPEMSI.
Ecnu Bbl BKtovaeTe 3T0T napameTp NOMUTUKN,
OTKIIOYEHHbIE CeaHChbl yaansTCca ¢ cepBepa Mo UCTe4eHum
yKa3aHHoro BpemeHun. Ytobsl obecneuntb noBegeHme no
YMOS4YaHUIO, COrfTacHO KOTOPOMY OTKIHOYEHHbIE CeaHCbl
obcnyxuBatoTca 6e3 orpaHn4yeHns BpeMeHu, BblbepuTte
«Hwukorga». [1na KOHCOMbHOro ceaHca orpaHnUYeHust rno
BPEMEHW K OTKIMIOYEHHbIM ceaHcaM He npumeHsoTea. Ecnu
Bbl OTK/OYAETE UM HE HacTpamBaeTe TOT NapameTp
NMOMUTUKKN, HA YPOBHE rPyrnnoBOW MOSIMTUKNA OH He
onpegeneH. Mo ymMonyaHunio OTKIMOYEHHbIE CeaHChbl Cryx6
yOaneHHbIX paboynx CTONOB OCTalTCH He3aBepLUEHHbIMU
©e3 orpaHnyeHu no BpemeHu. Npnmeyanme. AToT
napamMeTp npucyTcTeyeT B nankax «KoHdurypaums
KomnbtoTepa» n «KoHdurypauusa nonb3osartens». Ecnu
napameTpbl NOAUTUKN 3adaHbl B 06enx nankax, To
npuopuTeT nMeeT napameTp B nanke «KoHdpurypaums
KOMMbloTEpPay.

3HauyeHue

Enabled End a
disconnected
session: 1
minute
(BkntoveHo
3aBepLueHne
OTKITHOYEHHOIO
ceaHca: 1
MUHyTa)




BpemMeHHbIe nanku

MyTb: KomnoHeHTbl Windows — Cnyx0bl yaaneHHbIX paboynx cTonoB — Y3en ceaHCOB yAaneHHbIX
pabounx ctonoB — BpeMeHHbIe nanku

(aHrm. — Windows Components — Remote Desktop Services — Remote Desktop Session Host —
Temporary folders)

¥ OnucaHue NonuTuK

MonuTtuka OnucaHue 3Ha4yeHue

OTOT NapamMeTp NONMUTUKK ONPEAENSET, COXPAHSOTCS NN
BPEMEHHbIe nanku cnyx6 yaaneHHbIX paboynx CTonos nocne
3aBepLUEHUS ceaHCoB. ATOT NapameTp NONUTMKM NO3BONAET
COXPaHsiTb BPpEMEHHbIE Marnku CeaHCoB Mofb3oBaTteneit Ha
yOaneHHOM KOMMbIOTEPE Aaxe Mocne 3aBepLUEHUs ceaHca.
Mo ymonyaHuto cnyx6bl yaaneHHbIX paboynx cTonos

yoanarT BPpEMEHHbIE NMarnkKu nonb3oBaTenemn npwu BbiXoae

Do not delete nonob3osaTensd. Ecnu Bbl BKIoyaeTe 3TOT NapameTp NonuTUKH,
temp folders BPEMEHHbIe Narnku ceaHCoB Nonb3oBaTerien He yaansrTcs
upon exit (He nocne 3aBepLUeHnsa ceaHcoB. Ecnu Bbl OTKMAO4aeTe aToT Disabled
isable
yoansitb napameTp NONUTUKK, BPpEMEHHbIE Nankn yaansaTcs npu
(OTKNOYEHOD)
BPEMEHHbIE 3aBepLUEeHNN ceaHca, Jaxe ecrnn agMUHUCTpaTop cepeepa
nanku npu ykasan uHade. Ecnu Bbl He HacTpauBaeTe 3TOT NapameTp
BbIXoAe) NONMUTUKK, CrY>XKObl yaaneHHbIX pabo4vmx CTONoB yaansaoT

BPEMEHHbIE Nanku ¢ yaaneHHoro KoMnbioTepa npu Bolxoge 13
CUCTEeMbI, eCN agMUHUCTPATOPOM cepBepa He ornpegenex
apyroun pexum. lNpumeyaHue. 3TOT NapameTp uMeeT
3Ha4yeHue, TOMNbKO ecrnv Ha cepBepe UCNOMb3YTCS
BPEMEHHbIe nanku ceaHcoB. Ecnn BkntoveH napamerp
nonnTUKN «He ncnonb3oBatb BpeMeHHbIe narnku ang

ceaHcay, TO JaHHbIVM NapaMeTp HU Ha YTO He BIIMSET.




MonuTtuka OnucaHue 3HaueHue

[aHHbIV NapaMeTp NONUTUKN HE NO3BOSSIET CryK6am
yOaneHHbIX paboymx CTONOB co3aaBaTb BPEMEHHbIe narnku
ceaHcoB. C NOMOLLbIO 3TOr0 NapamMeTpa NMosIMTUKA MOXHO
3anpeTuTb co3aaHue Ha yaarneHHOM KOMMboTepe OTAEMbHbIX
BPEMEHHbIX Nanok Ans Kaxaoro ceaHca. o ymonyaHuio
cny>6bl yaaneHHbIX paboynx CTONOB CO34al0T OTAENbHYO

BPEMEHHYI narnky Arnd KaXKaoro akTMBHOro ceaHca

Do not use nonb3oBaTens Ha yganeHHOM KoMmnbloTepe. Takue

temporary BPEMEHHbIe Narnku co3falnTcsa Ha yaaneHHOM KOMNbloTepe B

folders per nanke Temp nanku Nnpoguna Nonb3oBaTens u Nosy4yaroT UM

session (He no Kofgy ceaHca. Ecnu Bbl BKMovaeTe 3aToT napameTp Disabled
ncnonb3oBaTb NONUTUKN, BPEMEHHbIE Nankn ceaHCcoB He co3fatoTtcd. Bmecto  (OTknoueHo)
BPEMEHHbIE 3TOro BpeMeHHble dannbl Nonb3oBaTens Ansg BCeX CeaHCoB

nanku ans Ha yaaneHHOM KOMMboTepPe XpaHATCS B ob6Lien nanke Temp

ceaHca) nanku npodung nonb3osaTens Ha yganeHHOM KOMMboTepe.

Ecnu Bbl oTkNOYaeTe 3TOT NapamMeTp NONUTUKU, OTAENbHbIE
BPEMEHHbIE Nanky Bceraa co3naroTcs ANs Kaxaoro ceaHca,
[axe ecrnv agMUHUCTPaTOPOM cepBepa onpeaereH Apyron
pexuM. Ecnv Bbl He HacTpanBaeTe 3TOT NapaMeTp MONUTUKM,
OTAENbHble BPEMEHHbIE Nanku A KaXkaoro ceaHca
co3paloTcs B TOM crlyyae, ecrnv agMUHUCTPaTopoM cepBepa

He onpegeneH ApYron pexum.

NMopsaaok nmnopta NONUTUK

1. Ha koHTponnepe goMeHa co3fanTe HOBbIM O6BLEKT rpynnoBon nonutukun, Hanpumep "Indeed PAM RDS
Server".

2. HactpownTte cdomnbtpbl 6e30nacHoCTM 06beKTa rpynmnoBor NONUTUKK AN MPUMEHEHUS TONbKO K 0OBbEKTY
cepsepa Indeed PAM Gateway.

3. CkavanTte apxmB ¢ HAOOPOM MOSNUTUK AN PYCCKOM UK aHITIMNCKON BEPCUN CepBepa M pacnakymTte BO
BPEMEHHYIO Nariky.

4. HaxkmnTe npaBon KHOMKOW MbILLM NO CO34aHHOMY O6'beKTy prHHOBOVI NOJINTUKN N Bbl6epVITe B

KOHTEKCTHOM MEHI0 NyHKT "IMnopT napameTpos...".


https://cloud.indeed-id.com/index.php/s/LnoChdpzRfL2B8Q
https://cloud.indeed-id.com/index.php/s/KJBMbT4jry0Rl4g
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5. YkaxuTte nyTb K Nanke ¢ pacnakoBaHHbIM apX1BOM.

Pacnonoxenwe amosa
BrifepuTe nanky apxisa ANA MMNOpTa NapaMeTpoE.

[Nanka apsea:

I~ Users\Victor.osipoviGPONndeed PAM RDS Server RU

«< Hazan ” Hanee = || CmaeHa | | Cnpaexa |




6. B okHe "[lepeHoc ccbinok" BKMYMTE OMNuUmMIo "TOYHO KONMPOBATb UX M3 NCTOYHMKA".

lNeperoc cownoK
YicaWTe cnocod Nepenayui cobinok cyfbekTam Ges0nacHoCTY (Fpymnan,
NoNbS0BEATENAM, KoM Tepam) u UINCyma.

ArpaBHEIR 06 BEKT rpYNNOB0A NONMTWKK COOEPAMT CChINKK Ha CYEBEKThI
fesonacHocT M My UNC. [Npu npeofpasoBaHM 3T CobINokK:

@ ToYHD KOMWDOBATE VX M3 MCTOYHWICE:

C NOMOLLLEHD 'IEEHHLU:I MUrpauE CoONoCTIBMTE M B KOHEYHOM ofbeKTe Fp’j‘ﬂl‘lﬂﬁﬂﬂ
MO TAKKH

| | Ofsop...
|:| WcnonesoeaTe TAGNMLY MWMPELWK B MOHOMOMNEHOM PEXMME, Wamerims

Ecnu kakne-nubio cyfber el GesonacHocma uma mymi UNC B

AEMEHOM 0D BEKTE MDYNINOE0A NONMTAKIA OTCYTCTEYIOT B
TabNALE MMMPELMW, HE BEINONHATE MMMOPT.

| < Haszan ” Oanee > || CmaeHa || Cnpaeka |

7. lNocne ycnewHoro uMmnopTa OTKPONTe OOBLEKT rpynnoBOM NOAUTUKMA N UCNpaBbTe NONUTUKY PaspelwlaTb
BXOJ, B CUCTEMY Yepe3 cnyX0Obl yaaneHHbIx pabounx ctonos (aHrn. — Allow log on through
Remote Desktop Services), nobasns B Hee rpynny 6e3onacHOCTU Nonb3oBaTenen, KOTopbiM HEOOXOANM
yOaneHHbIn OCTyn.

8. BbinonHuTe npmBs3sky oobekTa rpynnoBoO NOAUTUKN K OPraHn3aLMOHHOMY NOAPa3aeneHnto, KoToOpomy

npuHagnexut cepeep Indeed PAM Gateway.

9. NprMeHnTe NONUTKKK, BbINOIHUB KOMaHAy gpupdate /force Ha cepsepe Indeed PAM Gateway.



HacTpolku 6e3onacHocTu cepBepa
gocTtyna

/\ NPEAYNPEXOEHUE

O6sa3aTenbHO BbINOMHUTE AEWUCTBUS, KOTOPbIE MEPEYNCIIEHbl Ha 3TOM CTpaHuue. OTo Tpebyetca ans

KoppekTHon paboTbl Indeed PAM.

MpmeHeHMe HaCTPoOEeK C NOMOLLbIO YTUITUTDI

YT06bl NPUMEHNUTL HEOGX0AMMbIE HACTPONKN Ge3onacHOCTY cepBepa AOCTyna BbIMOMHUTE crieaytoLme

JencTBus:

1. Nepengnte B nanky ¢ auctpudytnsom ..PAM_2.10.0\Indeed-pam-
windows\MISC\ConfigurationProtector\.

2. 3anycTute KOMaHAHY CTPOKY OT MMEHM agMUHUCTpaTopa.

3. BbinonHuTte Kkomanay:
.\Pam.Tools.Configuration.Protector.exe apply-gateway-security

4. YctaHoBuTe napameTp 3anpeTuTb JOCTYN K NaHenu ynpasneHus U napameTpam KoMnbloTepa
rpPynnoBOK NONUTKKN B 3HaYeHne BknroveHo.

MyTb: KoHdurypauusa nonb3osatenss — AAMUHUCTPATMBHbIE WabnoHbl — [aHenb ynpaBneHus —

Sal'lpeTI/ITb OOCTYynN K nNaHenu ynpasrieHnAa U napamMmeTpam KoMnbrTepa.

(anrn. — User configuration — Administrative Templates — Control Panel — Prohibit access to Control

Panel and PC settings)
5. lNepesarpy3nte MalLMHy C cepBepoM OCTyna.

6. Y6eautech, 4TO HeOBXOAMMbIE HACTPOWiK1 Ge3onacHOCTY cepBepa AOCTyna NPUMEHUIUCH.



7. MpoBepbTe Baly LieneBble pecypcbl — ybeauteck, YTo napametp TpeboBaTb UCNONb30BaHMe
cneumnanbLHOro ypoBHA 6e30nacHOCTU AN yAarneHHbIX NoAKNo4YeHui no npotokony RDP

I'pyl'll'lOBOI?I MNOJIUTUKN YCTaAHOBJIIEH B OAHO M3 3HAYEHUN:

o He 3apaHo
o BknroyeHo: Negotiate

o BknroyeHo: SSL

MyTb: KoHdurypauusa komnbtotepa — AAMUHUCTPATMBHbIE WabnoHsbl — KomnoHeHTbl Windows —
Cnyx6bl yaaneHHbIx pabounx cTonoB — Y3ern ceaHcoB yaaneHHbIX paboynx ctonos — besonacHocTb
— TpeboBaTb UCnonb3oBaHWe crneunansHOro YpoBHS 6e30nacHOCTM AN yaaneHHbIX NOAKMYEHUN No

npotokony RDP

(anrn. — Computer Configuration — Administrative Templates — Windows Components — Remote
Desktop Services — Remote Desktop Session Hosts — Security — Require Use of Specific Security

Layer for Remote (RDP) Connections)

/\ NPEQYNPEXAEHWE

3HadeHne BknroveHo: RDP He nogaepxumBaetca cuctemon Indeed PAM.

MpoBepka ycnewwHoOro npuMeHeHUs HacTpoekK
Ge3onacHOCTU cepBepa AocTyna

YTo6bl yOeauTbea, 4To HeOBXoAMMbIE HAacTPOKKK 6e30nacHOCTM cepBepa JOCTyna NPUMEHMUIUCS,

BbINONHUTE cnegyowmne 0enNcTBUs:

1. Nepengnte B nanky ¢ auctpndytnsom ..PAM_2.10.0\Indeed-pam-
windows\MISC\ConfigurationProtector\.

2. 3anycTute KOMaHOHy CTPOKY OT MMEHW agMUHMUCTpaTopa.

3. BbinonHute komaHay:

.\Pam.Tools.Configuration.Protector.exe validate-gateway-security

NMMpmeHeHMe HaCTPOEK BPYUHYHO



Ecnu ncnonb3osanune ytunutel Pam.Tools.Configuration.Protector no kakum-nn6o npyynHam HEBO3MOXHO,
TO NPUMEHNTEe HeobxoaMMble HAaCTPONKN 6e30NacHOCTM BPYYHYIO, Kak ONUCaHO HUXeE.

1. KonupoBaHue c¢panna 6ubnmuorekn B aupekroputo ProxyApp.

Mepenaute B anpekTopuio C:\Program Files\dotnet\shared\Microsoft.NETCore.App\3.1.24,
ckonupynte pann Microsoft.DiaSymReader.Native.amd64.d1l B anpektoputo C:\Program
Files\Indeed\Indeed PAM\Gateway\ProxyApp.Bepcus B ICXxogHOM MyTu MOXET OTNn4aThCH, B
3aBucumocTtu ot Bepcun Dotnet Runtime, yctaHoBneHHOro Ha cepBepe. Micnonb3ynte HanbosnbLLyto

BEPCUIO, KOTOpast HauynHaetcs ¢ 3.1.

2. OTKno4YeHue Nonb3oBaTeIbCKOro XpaHunuila AoBepeHHbIX KOpHeBbIX cepTucpukartos LIC

EcTtb gBa cnocoba:

o Yepes rpynnoByto NOMUTUKY

o Yepes HacTpoliky B peecTpe Ha RDS Gateway cepBepe, ecnv He NpUMeHeHa rpynnosasi NonmTuka

Cnocob6 1 — yepe3 rpynnoByro NONUTUKY
N3meHuTe HacTponKy B rpynnoBow nonuTtuke, gencteytowen Ha RDS Gateway cepsep:

MyTb: KoHdurypauma komnbtotepa — KoHdurypaums Windows — NapameTtpbl 6e3onacHocTn —

Monntnka oTKpbITOro Krtoda — lMapameTpbl NoaTBEPXKAEHUS NYTU cepTudukaTa

(anrmn. — Computer Configuration — Windows Settings — Security Settings — Public Key Policies —
Certificate Path Validation Settings)

Bo Bknagke XpaHunuvwa (aHrmn. — Stores):

i. BkntounTe onumio OnpegenuTb napamMeTpbl nonuTUKKU (aHrn. — Define these policy settings)

ii. OTknMounTe onumio PaspewnTb ucnonb3oBaHue KopHeBbIix LIC, koTopbiM aoBepseT
nonb3oBaTenb, ANA NpoBepku ceptudukartoB (aHrn. — Allow user trusted root CAs to be used

to validate certificates)

Cnoco6 2 — yepe3 HAaCTPONKY B peecTpe

B HKLM\SOFTWARE\Policies\Microsoft\SystemCertificates\Root\ProtectedRoots cosgante
kniod Flags ¢ Tunom DWORD n ycTaHOBUTE 3HadeHuWe 1. [lonb3oBaTenbckoe XpaHunuie JOBEPEHHbIX
KOopHeBbIX cepTudukartos LIC oTkntoveHo, ecnv nepebi OUT 3Ha4YeHUs B Flags paBeH 1.



3. OTknroveHue cnyx6 cuctemsl push-ysegomnenHnn Windows.
OTkntounTe crnegytowimne cnyxobi:

o Cnyx6a cucrembl push-yBegomnenun Windows (aHrn. — Windows Push Notifications,
WpnService)

o Monb3oBaTtenbckas cnyx6a push-yBegomneHnn Windows (aHrmn. — Windows Push
Notifications User, WpnUserService)

4. OTknroyeHue MNMaHenu YnpaBneHus ons nonb3oBaTternien B rpynnoBOW NosMTUKe.

YctaHoBute napameTp 3al1p9TMTb AOCTyNn K naHenun ynpaBsfieHUA U napamMeTpamMm KoOMnbiloTepa

rpynnoBow NOfIMTUKKN B 3Ha4YeHe BknroyeHo.

MyTb: KoHdurypauusa nonb3osatenss — AAMUHUCTPATMBHbIE WabnoHbl — [aHenb ynpaBneHus —
3anpetntb OCTYN K NaHenu ynpasreHus U napameTpamMm KoMMbioTepa.

(aHrn. — User configuration — Administrative Templates — Control Panel — Prohibit access to Control

Panel and PC settings)

5. NpoBepKa BbIOpaHHOro ypoBHA 6€30nacHOCTU AN yAaneHHbIX NoAKHYeHUN NO NPOTOKOMNY
RDP B rpynnoBo# nonuTuke LieneBbIiX pecypcoB.

MpoBepbTe BalLK LieneBble pecypcbl — y6eamTech, 4To napameTp Tpeb6oBaTb ucnonb3oBaHue
cneumnanbLHOro ypoBHSl 6€30MacHOCTM Ansl yAarneHHbIX NOAKM4YeHui no npotokony RDP

rpynnosoﬁ NOJNTUTUKN YyCTaHOBJ1EH B OAHO M3 3Ha4YeHUN:

o He 3apaHo
o BknroyeHo: Negotiate

o BknroyeHo: SSL

MyTb: KoHdurypauusa komnbtotepa — AAMUHUCTPATMBHbIE LWabnoHbl — KomnoHeHTbl Windows —
Cnyx6bl yaaneHHbIx pabounx cTorioB — Y3en ceaHCoB yaaneHHbIX pabounx ctonos — besonacHocTb
— TpeboBaTtb nUcnonb3oBaHWe cneynanbHOro YpoBHA 6e30nacHOCTU AN yAaneHHbIX NOAKYeHU No
npotokony RDP

(anrn. — Computer Configuration — Administrative Templates — Windows Components — Remote
Desktop Services — Remote Desktop Session Hosts — Security — Require Use of Specific Security

Layer for Remote (RDP) Connections)



A NPEOYNPEXOEHUE

3HauyeHune BknroveHo: RDP He nogaoepxmnBaetcs cuctemon Indeed PAM.



CwmeHa kn4a wndposaHua bl PAM

B cnyyae komnpomeTaumm knroda wmpoBaHus npeaycMoTpeHa BO3MOXHOCTb poTaumm mactep knwoya b/
6e3 octaHoBKkM paboTtel PAM.

[ns atoro ucnonbayetca ytunuta Key Rotator.

Windows PAM\MISC\KeyRotator\Pam.Tools.KeyRotator.exe

Linux /etc/indeed/indeed-pam/tools/key-rotator.sh

[Mepen 3anyckoM yTUNUTbl BHECUTE U3MEHEHNSA B KOH(OUIYpaLUNOHHBIN dhann KoMnoHeHTa Core, B CEKUUIO

Encryption.

Mo ymonyaHuio B 3TOM CeKLMN HaXOAUTCA TONbKO nogcekums Primary, B KOTOpOW yKa3aH OeACTBYOLLNIA
KN4 WncpoBaHus U apyrue AencTeyrowme Hactponkmn b.

YUTo6bl N3MeHNTb KItoY WindposaHusa b1, BeinonHuTe criegyrowime warm:

1. Cospgante BTOpPYHO nogcekunto Secondary B cekuum Encryption.
2. MNepeHecuTte HacTporku n3 Primary B Secondary.

3. BHecuTe HOBbIV KNtoY LWIMdpOoBaHUs B cekumto Primary.

4. CoxpaHuTe naMeHeHnsa KOHUrypaumoHHoro gpamna.

5. 3anyctute ytunuty Key Rotator.

6. MNocne 3aBepweHnsa paboTbl yTUNUTLI yaanuTe n3 KOHUrypaunoHHoro dganna cekumio Secondary.



CepBUCHbIE onepauuu

CepBucHble onepauuu ansa pecypcoB Windows

/\ NPEQYNPEXAEHUE

Ecnn koMnoHeHTbI cepBepa ynpasBneHus YCTaHOBMEHbI Ha onepaunoHHyo cuctemy Linux, To ans
BbINONHEHNS CepBUCHBIX onepauunn Ha Windows-pecypce gomkHa 6biTb HacTpoeHa cnyxb6a WinRM no
HTTPS

CepsucHble onepaunn ansg Windows-pecypcoB BbINOSTHAKTCS OT UMEHN JOMEHHOW WS NoKaribHOW YYETHON

3anncu:

o [lpoBepka coefMHEHUS C pecypcom

o CUHXpOHM3aUMNA NokanbHbIX YY4ETHbIX 3anvcem

o [1poBepka napors noKanbHbIX YY4ETHbIX 3anucemn

e 3meHeHne napons riokanbHbIX YY4eTHbIX 3annucen
e [lony4yeHne gaHHbIXx 0 OC

« [lony4yeHwue cnucka rpynn 6es3onacHoCTy

HacTtponka sOMeHHON y4YeTHON 3annCcU B Ka4yeCTBe CePBUCHON

1. BoinonHuTe BX0O4 Ha pecypc.

2. 3anyctuTe ocHacTKy YnpaBneHue KomnblotepoM (Computer management).

w

. Mepengute B pasgen CnyxebHble nporpammbl (System tools) — JlokanbHble nonb3oBaTtenu (Local
Users and Groups) — pynnbi (Groups).

. OTKpoKnTE KOHTEKCTHOE MeHI0 rpynnbl AaMmuHucTpaTopbl (Administrators).
. Beibepute nyHkT CBomncTBa (Properties).

. Haxmute flo6aBuTb (Add).

N o o B~

. BeibepuTte JOMEHHYIO y4ETHYIO 3annckb, KoTopasa ByaeT Ncnonb3oBaTbCH B POfY CEPBUCHOW A5
pecypca un Haxmute OK.

HacTtponka nokanbHon y4eTHOM 3annMcu B Ka4yecTBe CepBUCHOM



Ecnu B kayecTBe cepBUCHOM y4eTHON 3anucy ByaeT MCnonb30BaThCH NOKanbHbIN BCTPOEHHbIN (built-in)
agMVHUCTpaTop, TO AOMNONHUTENbHas HacTponka He TpebyeTcs. Ecnu B kayecTBe CepBUCHON YYETHON

3anncu 6yp,eT MCNoJib30BaTbCA HE BCTPOEHHasA JioKalibHadA y4eTHaa 3annMcb agMMUHUCTPATopa, TO:

1. BoinonHuTe BXo4 Ha pecypc.

2. 3anyctuTe ocHacTky YnpaBneHue komnblotepoM (Computer management).

w

. Mepengute B pasgen CnyxebHble nporpammbl (System tools) — JlokanbHble nonb3oBaTtenu (Local
Users and Groups) — pynnbi (Groups).

. OTKponTe KOHTEKCTHOE MEHI0 rpynnbl AgMuHUcTpaTopbl (Administrators).
. Boibepute nyHkT CBomncTBa (Properties).

. Haxmute flo6aButb (Add).

~N O o B~

. BeibepuTe nokanbHyt0 y4eTHYH0 3annch, KoTopasi OyaeT NCnonb3oBaTbCA B PO CEPBUCHON AN
pecypca n Haxmute OK.

[o¢]

. 3anyctute Pepaktop peectpa (RegEdit).

9. PackpounTte
BeTky HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System\

10. OTKpoOWNTE KOHTEKCTHOE MEHI0 pasaena System.

11. Boibepute nyHkT Co3aaTb (Create) — Mapametp DWORD 32 (DWORD (32-bit) Value).
12. BeeauTte HasBaHue napametpa — LocalAccountTokenFilterPolicy.

13. OTKponTe KOHTEKCTHOE MeHto NnapameTpa LocalAccountTokenFilterPolicy.

14. Bbibepute nyHkT U3meHunTb (Modify) n yctaHosute 3HadveHue: (Value data:) pasHoe 1.

HacTponka peecTtpa HeobxogmMma u3-3a orpaHudeHnin yoaneHHoro ynpasneHus WinRM gns scex

NOKarnbHbIX YY4ETHbIX 3anucen, Kpome BCTpoeHHoro (built-in) agmuHucTpaTtopa.

Hactpounka Indeed PAM Core ans BbINOSIHEHNUA CEPBUCHbIX
onepauum oT UMEeHMU NOoKarbHbIX YYETHbIX 3anucen pecypca

CepsucHble onepaunn BoelnonHsatoTes npu nomowm WIinRM, ans ncnonb3oBaHUs NOKanbHbIX YYETHbIX
3anucen pecypca B Ka4ecTBe cepBUCHbIX TpebyeTca 4obaBuTb pecypc B cnncok foepeHHbiX TrustedHosts

Ha cepBepe Indeed PAM Core.

Hactpouka TrustedHosts

1. BoinonHuTte Bxoa Ha cepeep Indeed PAM Core.

2. Otkponte KomangHyro ctpoky (CMD) oT uMeHn agMuHucTpartopa.



3. BbinonHuTte komaHay:

C:\>winrm s winrm/config/client @{TrustedHosts="Resourcel.domain.local,
Resource2.domain.local"}

YKkasaHHble pecypcbl OyayT 4obaBneHbl B CMCOK JOBEPEHHbIX.

/\ NPEQYNPEXAEHUE

Mpn no6aBneHnn HOBbLIX PECYPCOB B CMUCOK AOBEPEHHbIX TPebyeTcs ykasblBaTb f06aBMNeHHbIe paHee
pecypcbl 1 HOBbIE, Tak Kak HOBOE 3HaYeHMe NnepesanncbiBaeT cTapoe.

@{TrustedHosts="Resourcel.domain.local, Resource2.domain.local,
Resource3.domain.local"}

CepBucHblie onepauum B Active Directory

/\ NPEQYNPEXAEHUE

Ecnun KoMnoHeHTbI cepBepa ynpaBneHns YCTaHOBMNEHbI HA ONepaunoHHyo cuctemy Linux, To gns
BbIMOMHEHNSA CEPBUCHBIX onepauui B JOMeHe gormkeH 6biTb HacTpoeH LDAPS (LDAP over SSL)

HacTtpounka cepBUCHOM y4eTHOM 3anuUcu

1. 3anyctute ocHacTky Active Directory — nonb3oBartenu u komnbrotepsbl (Active Directory Users and
Computers).

2. OTKpOWNTE KOHTEKCTHOE MEHIO KOHTENHEepa UnNn noapasgeneHuns.

3. Boibepute nyHkT Co3paTtb (Create) — MNonb3oBaTtenb (User).

4. Ykaxute um4, Hanpumep, IPAMADServiceOps.

5. BanonHute obsasartenbHble NONSA 1 3aBepLUNTE CO34aHMe YYETHOM 3anncu.

6. OTKpONTE KOHTEKCTHOE MEHIO KOHTENHepa, NoApasgeneHns Unm KOpHa JoMeHa.

7. Boibepute nyHkT CBomncTBa (Properties).



8. MNepenante Ha Bknagky besonacHocTb (Security).

() VH®OPMALUSA

Ecnn Bknagkn BesonacHocTb HeT, To B MeHto Bua (View) Bkntounte Advanced features.

9. Haxxmute lo6aButb (Add).
10. BbibepuTte yyeTHyto 3annce IPAMADServiceOps 1 Haxmute OK.
11. Haxmute flononHuTtenbHo (Advanced).
12. BoibepuTte yyeTHyto 3anuce IPAMADServiceOps 1 HaxmuTe UameHuTb (Edit).

13. YctaHoBute anga nons NMpumensietca K: (Applies to:) 3HaueHne [lovepHMe 06 bLEKTbI:
MNonb3oBatenb (Descendant User objects).

14. B pasgene Pa3peweHus: (Permissions:) otmetste Copoc napons (Reset password).

15. CoxpaHuTe BHECEHHbIE N3MEHEHUS.

CepBUCHbIe onepauunu ansa pecypcoB *nix

CepBucHble onepaumn onst pecypcoB *Nnix BbIMOMHATCA OT MMEHW NTOKanbHOW CEPBUCHOWN YY4ETHOW 3anmncu:

 [MpoBepka coeanHEHUSI C PECYPCOM

e [Mounck y4eTHbIX NoKanbHbIX 3anucen Aoctyna

 [MpoBepka Napons nokanbHbIX YY4ETHbIX 3anucen gocTyna

» VI3meHeHue napons nokanbHbIX Y4eTHbIX 3anucen 4octyna
e [lony4yeHne gaHHbIXx 0 OC

 [Mony4yeHue cnucka rpynn 6e3onacHocT

CosgaHne n HacTpomkKa cCepBUCHOU YHYETHOM 3anucu

1. BoinonHuTe BXOA Ha pecypc
2. 3anyctute TepmuHan (Terminal)

3. Cosgante nonb3oBatens, Hanpumep, IPAMService



adduser IPAMService

4. lobasbTe nonb3oBaTtens B rpynny SUDO

usermod -aG sudo IPAMService

HacTpoWka rpynnbi NpuBUnermpoBaHHbIX YYeTHbIX 3anucemn

ABTOMaTUYECKMI NOUCK 1 JobaBneHne y4eTHbIX 3anucen goctyna B Indeed PAM BbinonHseTca Ha
OCHOBaHWM X Npasa Ha BblnofnHeHne koMaHabl SUDO. [1ns npegocTaBneHns npas Ha BbIMOSIHEHNE

komaHabl SUDO Tpebyetcs BHeCTU naMeHeHus B cann /etc/sudoers.
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http://localhost:3000/privileged-access-manager/2.10/administration/management-console/
http://localhost:3000/privileged-access-manager/2.10/administration/first-launch/
http://localhost:3000/privileged-access-manager/2.10/administration/policy-setup/
http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/
http://localhost:3000/privileged-access-manager/2.10/administration/dumping-passwords/

KoHconb agMunHuUcTpartopa

AomMmnHuctpuposaHue Indeed PAM BbINonHAeTCs Npy NOMOLLM KOHCOMU aAMUHUCTpaTopa — crneumansHOu
obonoukun gna Indeed PAM Core. [loctynHa no cneaytowemy URL:

e Windows: https://pam.domain.local/pam/mc

¢ Linux: https://pam.domain.local/mc

() MHOOPMALIMSA

PaspelueHne MoHMTOpa No LWnpuHe OOMMKHO ObiTb He MeHee 1280 nukcenen, MHayYe SNEMEHTbI
MHTepdenca KOHCONM agMuHUcTpaTopa byayT oTobpaxaTbCa HEKOPPEKTHO.

AyTeHTUdUKauums

[na nonyyeHnsa goctyna K KOHCONM agMUHUCTpaTopa Heobxoamm BTOpon hakTop ayTeHTudmkaumm. Ons
perncTpauumn nepBoro ayteHTudukaTopa BbiMosiHUTE criefyowme AeiCcTBUS:

1. 3anycTnte KOHCOMb agMUHUCTPATOpPa OT MMEeHM nonb3oBaTens, Yen SID 6bin ykasaH B KOHGUrypauum
IDP.

2. O3HaKOMbTECH C MHCTPYKUMEN NO pernctpaumm ayTeHTugukaropa.
3. YctaHoBuTe npunoxeHue ans reHepaumm OTP n otckaHupyinte QR-kog.

4. Beegute nomny4yeHHoe 3Ha4eHue B roJsie Kop Ha CTpaHuue permctpauun.

Mocne ycnewHon peructpauum Bbl OyaeTte nepeHanpaBneHbl B KOHCOMNb agMuHUcTpartopa. [Npu NnoBTOpHOM
NOAKIOYEHNN K KOHCONMM aaMUHUCTpaTopa NoTpebyeTcs BBECTU HOBbIV KOA U3 MPUIOXEHWUS AN reHepaumm
OTP.

O nNoACKA3KA

Mocne nepBoro Bxoga s BKIMHOYEHUA C*)yHKLlMVI ynpaBineHns Tpe6yeTC$| AobaBunTb Nonb3oBaTens B

COCTaB aﬂ,MVIHVICTpaTMBHOVI Ponu.



https://pam.domain.local/pam/mc
https://pam.domain.local/mc
http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/roles/

NMepBbIX 3anycK

lMocne nepBoro Bxoga nepengute B pa3gen Ponu 1 gobasbTe TekyLero nonb3oBaTtens B porb
Administrator, 06HOBMTE CTpaHULYy — B KOHCOMNMN 0TOGpa3ATcsa Bce pasgensi.

OTkpoinTe pasgen Monb3oBaTenu, HaXXMUTE 3HAYOK Novcka, yoeamTech YTo BCe Nonb3oBaTenu 13
yKa3aHHOro OpraHU3aLMOHHOro NoApasaeneHnst KOPPeKTHO 0TOOpPasUImCh.

Mepengute B pasgen KoHndurypauma — JinueHsuun. Ckonupyrnte 3HadeHne n3 nons MaeHtudmkatop
MHCTaNNAUMUM 1 nepeganTe ero B TEXHUYECKYH0 NogaepxKy Ansa Bbinycka danna nuueHsun. MNMpu
nony4yeHum ganna nuueHsun PAM_rrrr.mm.a4a.lic B aTom xe pasgene HaxmuTe [lobaBuTb 1 Bbibepute

yKasaHHbIN hawn.

Mepengute B pasgen Kondurypauma — CucteMHblie HaCTPOMKU. 34ecb TpebyeTcs 3anofHUTL ceTeBble
nyTW K XpaHunuviiam B1aeo, nepegaHHblX Ha cepep hannos, TPaHCSLUUMN CECCUK, a TakKe AOMEH, UMS
nonb3oBaTens U Naponb Ans 4ocTyna K 3Tum nankam. B cekuun MoagknroveHue k Gateway ykaxute Agpec
RDCB, Umsa konnekumn RDCB. B cekunn RDP Proxy ykaxute Aapec RDP Proxy. B cekuun Hactponku
SSH-noakntoyeHun ykaxnte Agpec SSH Proxy. CoxpaHuTte nameHeHums.

Mepengute B pasgen CobbITUA — Tam JOMKHO 0TOBPa3nTbCA CObbITUE N3MEHEHUSI NapamMeTpoB
KOHpurypaumm.

Mpun oTcyTCTBUM OWIMBOK Janee MOXHO nepexoauTb k 4obaBneHno 06bLEKTOB.

[NlobaBneHue TeKyLwero oomeHa

1. Mepenante B pasgen [loMmeHbl, HaxmnTe [106aBUTDL.

2. Beegute nms gomeHa (Hanpumep, INDEED-ID) n ero DNS (Hanpumep, indeed-id.local), Haxmute

CoxpaHuTb.
3. OTkpoWTe cTpaHuUy AobaBrneHHOro JoMeHa.

4. Haxmute [lo6aBUTb y4eTHYIO 3anUCb 1 BBEOUTE UMSI CEPBUCHOM YYETHOW 3anncu
(Hanpumep, IPAMADServiceOps).

5. 3apganTe naponb Bpy4YHYyO 1 HaxXMUTe COXpPaHUTb.

6. HaxkmmuTe 3HauoK kapaHaalua ¢ psaaom ¢ Haanuckio CepBUCHaRA yueTHas 3anuck 1 BuibepuTe
cepBUCHYIO y4eTHyto 3anuck (IPAMADServiceOps).

7. HaxxmuTe MpoBepuTb coeanHeHue 1 NPpOoBEPLTE YCMNELHOCTb YCTAaHOBNEHNSI COeQUHEHMS.


http://localhost:3000/privileged-access-manager/2.10/problem-solving/tech-support/
http://localhost:3000/privileged-access-manager/2.10/preparation-for-installation/active-directory-accounts/

10.

11.

. 3oecb Xxe, Ha CTpaHuue OMeHa, nepenanTe Ha Bknagky KoHTenHepbl AnAa pecypcoB 1 JobaBbTe

koHTelnHep Active Directory, B KOTOpOM HaxogAaTCst Hy>KHble JOMEHHbIE pecypchl (Hanpumep,

Computers).

. 30echb e, Ha CTpaHuue AoMeHa, nepenante Ha Bknaaky NMpuBunernpoBaHHbIe FPynnbl U yKaXuTe

rpynnbl 6€30MacHOCTH, B KOTOPbIX HAXOOATCS YYETHbIE 3aNMCK, C MOMOLLbIO KOTOPbIX NOfib30BaTENU
OyayT nonyyatb 4OCTYN K AOMEHHbIM pecypcam (Hanpumep, IPAMPrivilegedAccounts).

34ecb Xe, Ha CTpaHuLe AOMeHa, HaxXMnTe KHonku UmnoptupoBaTtb pecypcbl 1 CUHXPOHM3MpPOBaTh
yyeTHble 3anucu. [locne 3Toro Bce JOCTYNHbIE PECYPChI U yYeTHble 3annucu JobaBaTcs B
COOTBETCTBYIOLLME pa3fesibl KOHCOMN.

Mpn HeoBxoanmocTu nepenguTe Ha Bkragky CobbITUA ANg NpocmMoTpa nogpobHON MHopmauumn o
AOMEHHbIX COBbITMAX.

NoGaBrneHne n B3ATHUE Noa KOHTPOSb YYETHbIX
3anucem

B pasgene Y4yeTHble 3anucu OTMETLTE rano4vkomn MMNOPTUPOBAHHbIE JOMEHHbIE YYE€THbIE 3anncn. OHU

Ha4ynHakTCA C UMEeHN JOMeHa, OTMeYeHbl 3HAaKOM BOMpoca n HaxogAaTCcA B COCTOAHUN Oxunpaer peLweHus.

Beepxy HaxxmuTe Caenatb ynpaBnsiemoit. lNocne 31oro y BbIbpaHHbIX Y4eTHbIX 3anucen napons byaet

cOpoLLEH Ha HOBbI B COOTBETCTBMM C NONUTUKOMN.

[No6GaBrneHne He JOMEHHbIX PecypcoB

A WN

6.

. Mepengute B pasgen Pecypcbl, HaxxmnTe [106aBUTD.
. Bibepute MNMoppaspenexHne.
. Ykaxute Umsa pecypca, DNS w/unun IP-agpec.

. Ha ware MNMonb3oBatenbckoe NogKN4YeHUe BLIGEPUTE TUM NOAKMOYEHMS, NP HEOBXO0ANMOCTH

YKaXute agpec noaKkro4YeHnA 1 nopT.

. Ha ware CepBMCHOE noakKmn4v4eHne CHAMUTE ranoyky MUcnonb3oBaTb KOHHEKTOP AN CEPBUCHOIO

NOAKIIOYEHUS, T.K. TOKamnbHbIX YYETHbIX 3anucen ewe He 4o6aBnaAnochb, 3aBepunTe gobaBneHne

pecypca. HoBblii pecypc oTo6pasunTcs B CNMCKE PECYPCOB.

OTkpounTe cTpaHuLy pecypca, Haxmute [1oGaBUTb YYETHYHO 3anvCb, 3afanTe Naposb BPYYHYHO.

Pecypc rotoB k paboTe: onsi HEro MOXXHO BblAaBaTb pa3peLleHust.


http://localhost:3000/privileged-access-manager/2.10/administration/policy-setup/

[1ns BLINONHEHUSI CEPBUCHbIX onepauuii (monck n aobasneHne yd4eTHbIX 3anuncen, asBToMaTuyeckasi CMeHa
naponen, oGHoBNeHMe NHopMaLuM 0 pecypce) HeobxoarMa HacTPOKa CEPBUCHOIO NMOAKITHYEHMS.


http://localhost:3000/privileged-access-manager/2.10/service-operations/

HacTtpounka nonutuk

YnpaBrieHue nofiMTuKamm

Pasgen COOEPXKUT CNMUCOK MOJTUTUK, PACMOJTOXKEHHbIX MO NMPUOPUTETY NMPUMEHEHNA.
[Ons nonutuk 0T06pa>|<a+0Tc;| OaHHblE:

e MMpuoputer — 4ncno, ykasbiBarollee NopsaoK MPUMEHEHUS KOHKPETHOW NOSIMTUKN NO OTHOLLIEHUIO K
ocTarnbHbIM. HyneBon npnoputeT COOTBETCTBYET Nonutuke no ymonyanuto (Default policy) n
NPUMEHSETCA B CaMyto MOCNeaHIo ovepeib. Yem Bbille pacrnornoXeHa nonmTuka, Tem Bbllle ee

npuopuTeT N HaobopoT.
e UmMmsa — HasBaHWe NOnNUTUKK.
o OnucaHue — Npoun3BOSbHbI TEKCT.

. o o
e 4 — KOJIM4ECTBO Norib3oBaTtenen, Ha KOTopbIX OEeUCTBYET MONMNTUKA.

— KONWYECTBO rpynn rnornb3oBaTernei, Ha KoTopble AeNCTBYET NonuTHKa.
« B _ «onmuectro YYETHbIX 3anuceil, Ha KoTopble AEWCTBYET NONUTUKa.
« B — vonnuectso pecypcoB, Ha KOTopble AeACTBYET NONUTUKA.

° B_ KOnmn4yecTtBo JOMEHOB, Ha KOTOpble ﬂeVICTByeT NONUTUKA.

MoAnTtukm & INDEED-ID\Victor.Osipov ~
+ [NoBaeuts
] Mpuoputer Hma OnucaHne P 2] ﬁ B

] 0  Default policy

MonuTuka no ymonyaHuo cogepxut Habop napameTpoB ANA BCeX OCTYMNHbIX KATEropuii U NPUMeEHSETCS
KO BCEM HOBbIM OObEKTaM, NO3TOMY LienecoobpasHO HavyaTb HACTPOWKY C Hee.

(D NPUMEYAHMUE



Monutuka no YMOJI4aHUIO NPpUMEHAETCA N K CECCUAM, OTKPbITbIM OT MMEHU MOJIb30BAaTESTIbCKNX YHETHbLIX

3anucen, ecnu K JaHHbIM Norib3oBaTesisiM IBHO HE NPUMEHEHbI apyrme nosnmmTukn.

OTKpoviTe CTpaHULy NONUTUKN, 3a0anTe HY>KHble NapaMeTpbl ANS Kateropuii Y4yeTHble 3anucu, Ceccum,
RDP, n coxpaHuTe HacTpoOWuKu.

[ob6aBneHue HOBOW NOJNINTUKMN

/\ NPEAYNPEXAEHUE

Ansa pobasneHus, NpocMoTpa, peaakTMpPoBaHUS U yaaneHus nonnTuk HeobxoauMbl COOTBETCTBYOLLNE
npusunerum U3 pasgena Ynpasnenue nonutukamm (Policy.Create, Policy.Read, Policy.Update,
Policy.Delete).

Haxmute lo6aBuTb B pasaene NMonutukun,3anonHute nond Uma nonutukn, OnucaHuve n

MpuopwuTteT. HoBas nonuTuka oToGpasnTcs B Cnmcke.

O6wasn nHegopmauus

OTKpoWTe CTpaHuLy NONMUTUKM, O3HAKOMBTECH C 06LLIEN MHdOpMaLMeEl, Npu HeoBXo0AUMOCTM BHECUTE

npaesku B Umsa, Onucanue unu NpuopurteT, HaxxaB 3HA4YOK KapaHaalla

Outsource management 2 INDEED-ID\Victor.Osipov ~

O6wan wHpopMaLKna

Obwas nHpopmayuns

Pazaentl noanTHKM
Cutsource management #
OBnacTe AeRCTEMA - .
ANA YUSTHBIX 23MNWCER EHEA0MEHHEIX DECYPCOE &
150 #
INDEED-IDMWVictor.Osipov
05.08.2021 15:23:27
INDEED-IDWVictor.Osipov

05.08.2021 15:23:27

e Uma — HasBaHMe NonuTUKM, yCTaHaBITMBAETCA Npn co3aaHnn HOBOW MOMUTUKN, MOXET ObITb U3MEHEHO

B Nt0OOM MOMEHT aKcnyartaunn.

e OnucaHue — Heobs3aTenbHOE None.
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e [puoputer — 4YNCnoBoe 3Ha4YeHne npuopuTeTa NoNNTUKN. Hyrneson NPUoOpPUTET - MUHUMASbHbIN,

NpUMeHseTca K 06bekTam B NOCMNEAHIO o4Yepeab.
e Cos3pgan — vmsa agmmHuctpartopa Indeed PAM.
e [laTta co3pgaHua — faTta 1 BpeMs CO3[aHus NMOSTIUTUKN.
e N3meHun — nma agmuHuctpartopa Indeed PAM, KOTOpbIN COXpaHUIT HACTPOWKN NMONUTUKM.

o [lata nameHeHuss — gara v BpeMA COXpaHeHUA HaCTpPOEK NMNOJNTUTUKN.

Ons pepaktuposaHus UmeHn, Onucanua n NMpuoputeta Haxmute #

Pa3penbl nonntukn

Mepenante B Pasgenbl NONUTUKK M OTMETLTE pasfenbl, NapameTpbl KOTOPbIX OyayT onpeaeneHbl
NOSNIMTUKOW, COXpaHUTE n3mMeHeHns. COOTBETCTBYIOLLME pa3fenbl CTaHyT AOCTYMNHbIMU AN HACTPONKM

napamMeTpoB.

Outsource management 2 INDEED-ID\Victor.Osipov ~

OBwas vHdopmaumna
Pazpensl noaAMTUKW

¥kammTe pazgentl, NapamMeTpel KOTOPLIX OyayT onpedsieHbl B NOANTHEES,
DEnacTe A8RCTEWMA

}"npasnewe YHYETHBIMK
3dNMUCAMIA

YueTHble 3anmcy YNpaeneHue Ceccuamm L

Gateway v 33H Proxy Gateway 1 55H Proxy

RDP noaknwoueHma ]

S55H nogknroueHuA O

(D NPUMEYAHUE

D,J'IFI HEeOTMe4YeHHbIX pa3gerioB 6y,El,yT NMPUMEHATbCA ApYyrne NonnTUKM No nopAanKy mx npuopuTteTa.

O6nacTb AencTeus

/\ NPEQYNPEXAEHUE



[ns HasHavyeHna NnonNnTuK Heobxoaumel cooTBeTcTBYOWME NpuBunerun (User.SetPolicy,
UsersGroup.SetPolicy, Account.SetPolicy, Resource.SetPolicy, Domain.SetPolicy).

CopepxuT aaHHble 0 TOM, K KakMM Monb3oBaTensam, rpynnam nonb3oBaTtenien, y4eTHbIM 3anucsam, pecypcam

nnn gomMmeHam npuMeHeHa nornnTuka.

UToObl NPMMEHUTb NONMUTUKY K OOBbEKTY, HaxXMuTe [lo6aBuTb, BbibepuTe TN 06bekTa Ana yCTaHOBKU

NOJNINTUKN N aarnee caMmm 00OBbEKTHI.

YTob6bl OTMEHUTL AENCTBME NONMUTUKN AN OOBLEKTOB, Bbl6epVITe HY>XHblE 00BbEKTbI N HAXMUTE YAANUTb.

Co3paHue Konuu NosINTUKKU

OTtmeTbTe ogHy nonuTtuky B pasgene NMonutuku n Haxmmte CospaTtb Konuio, 3anonHute nona Ums
nonutuku, Onucaxnue u NMpuopwurer.

CKOI'IVIpOBaHHaFI NONNTUKa OTO6pa3VITCF| B ClNuncke.

YaaneHue noriuTuku

I'Iepe/:l, yoaneHnem rnoJsinTukn y6eLI,VITer, YTO OHa HE NPUMEHAETCA HU K KaKUM obbekTam.
OTtmeTbTE HY>XHbl€ NONMNTUKN B pasaerne MonuTuUKn n Haxmute YaanuTtb.

(D NPUMEYAHUE

MonuTtuka Default policy HepgocTynHa ons yganeHus.

MU3meHeHue npuoputeTa NOJINTUKN

OTmeTbTe ranoykon ogHy nNonuTuky B pasgerne MNonutuku, Haxkmute 3aaaTb NPUOPUTET 1 BBEOMTE YNCHO

On4a 3Ha4vYeHuna npnopumuTteTa norinTukn.

Takke N3MEeHNUTb NPUOPUTET MOXKHO OTKPbIB HYXHYIO MONUTUKY U B pasaene Obwas nHdopmaumsa HaxaTtb

3HaYOK KapaHaalla psaoM co 3HaYeHMeM npuopuTeTa.

Pa3genbl NONMUTUK
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YyeTHble 3anucu

MNMoka3s Y4YeTHbIX AaHHbIX

Onuusa

C6pacbiBaTb naponb n SSH-
KMNkY YY4ETHOW 3anncu nocrne
nokasa

C6pacbiBaTb naponb n SSH-
KNntoY yepes X MUH.

TpeboBaTb ykasaTb NPUYUHY
npocmoTpa napons n SSH-

KInto4va

MpocmoTp napons n SSH-
Kntoda Tpebyet noaTBepXKaeHUS

agmuHucTpatopom PAM
Bpems oxungaHmna

NOATBEPXXAEeHUS NpocMoTpa

napons n SSH-kno4a, MuH.

ndposate SSH-kntou
CreHepMpoOBaHHbLIM Naposiem
nepes nokasom rnosb3oBaTento

3apaHue Y4YeTHbIX AaHHbIX

Onuusa

Pa3pewunTb nonb3osatensv PAM

3ajaBaTtb y4Ye€THbl€e AaHHble OJ1A

OnucaHue

Ecnu onuus BknoyeHa, To naponb n SSH-kntou
NPVBUNErMPOBaHHON YY4ETHOM 3anncu Byaet copacbiBaTbCA Kaxabln
pas nocrne nNpocMoTpa nonb3oBaTerieM B CBOEM JIMYHOM KabuHeTe

(koHconu nonb3oBaTens).

Mocne npocmoTtpa naponb 1 SSH-knto4 6yaet cOpoLueHbl Ha
crny4vanHoe 3Ha4yeHue Yepes ykasaHHOE KONMYECTBO MUHYT.

Ecnu onumsa BkntodeHa, To Nonb3oBaTtenb KaTtanora AOrMKeH ykasaTtb
NPUYMHY Nepeq NPOCMOTPOM napons unn SSH-kn4ya y4yeTHoM

3anvcu goctyna.

Ecnu onuus BKkNoYeHa, To nepeq KaxabliM NPOCMOTPOM
Nonb3oBaTeENEM YYETHbIX AaHHbIX agMUHUCTpaTop PAM aomkeH

noaTBEPAUTb onepaLuio.

TanmayT oXxngaHus noaTBepPXaeHna npocMoTpa napond n SSH-

krtoya, ot 1 go 180 MuHyT.

Ecnn onuus BkntoveHa, To SSH-kntov 6yaet nokasaH B
3aWmndppoBaHHOM BUAE, a CreHepuUpOBaHHbIN Napofb LWKUPOBaAHUS
— B CKpbITOM. Koy 1 naponb WwndgpoBaHna reHepupyeTcsa
cpeactBamv PAM npu npocMoOTpe AaHHbIX KaXabl pa3 3aHOBO.

OnucaHue

Ecnu onuus BknoyeHa, To Korga nonb3oBaTtenb NonbiTaeTcs

NOOKIIOYNTBCS K PECYPCY OT UMEHWN YYETHOW 3anmcu C



Onuusna

YYETHbIX 3anmncen, ecnu OHN He

3aaHbl

MpoBepka n cMeHa y4eTHbIX AaHHbIX

Onuusna

CuHXpoHM3npoBaTh pecypcbl 1 Y3
no pacnucaHuio

[Meproa cMHXpOHU3aL MK pecypcos
nY3, cyt.

Meproanyeckn NpoBepsiTb Naposb

n SSH-knoY y4eTHOM 3anmncu

Mepnoa npoBepku naponsa n SSH-

Krtoya, CyT.

C6pacbiBaTb naponb 1 SSH-kno4
ecnun obHapyxeHo HecoBnageHue

Yoanate SSH-kntoun, He
ynpasnsemble PAM

MpoBepsaTb naponb n SSH-kMo4
npwv py4HOW YCTaHOBKE

I'Iepmop,vlqecm M3MEHATb NMNapoJib U

SSH-kntoy yyeTHOM 3anmncu

OnucaHue

He3agaHHbIM naponem, To eMy byaeT npeanoXxeHo 3agatb
naposib 3Ton y4yetHom 3anucu B PAM cucteme.

OnucaHue

Ecnu onums BkntoyeHa, To 6yaeT BbINOMHATLCS aBTOMaTUYECKUI
MOMCK AaHHbIX O pecypcax U y4eTHbIX 3anucen 4ocTyna.

ABTOMAaTMYECKUIN NMOUCK AAHHbIX O pecypcax N y4eTHbIX 3anmncax
Aoctyna 6yneT BbIMOJTHATLCA OAUH pa3 B YyKa3aHHOE KOJIN4eCTBO

aHen, ot 1 go 10000 gHen

Ecnv onuusa BknoyeHa, To OyaeT BbINOMHATLCA aBTOMatnyeckas
npoBepka naponen n SSH-kno4en ons y4eTHbIX 3anmcen

goctyna.

ABTOMaTU4Yeckasi npoBepka naponen n SSH-knN4vemn y4yeTHbIX
3anuncen goctyna 6yaeT BbIMONMHATLCH OAMH pa3 B yKasdaHHoe
Konuyectso gHeu, ot 1 go 10000 gHewn.

Ecnu onuus BknoyeHa, To OyaeT BbINONHATLCSA aBTOMaTUYECKUIA
cbpoc naponen un knoven npun pacxoxgeHmm B PAM u Ha
pecypcax.

Ecnn B PAM HeT SSH-kntova gns gobaBneHHON y4eTHOWN 3anuncu,
a Ha pecypce ecTb, TO C pecypca Bce OOHapy>KEeHHbIE KITHoun
OyayT yoaneHsl.

Ecnv onuusa BknoyeHa, TO NpU yCTaHOBKE UMY U3MEHEHUM
napons, unm SSH-kntoya 6yaeT BbINOMHATLCA UX NPOBEpPKA.

Ecnu onuusa BknoyeHa, TO ANg yY4ETHbIX 3anvcen aocTyna oyger

aBTOMAaTU4E€CKN UBMEHATLCA NMaposib NN SSH-kntoy Ha



Onuusna

OnucaHue

ClyvyamHoe 3Ha4yeHue.

ABTOMaTM4yeckoe n3ameHeHue napons nnn SSH-kno4a gns

[MNepvoa nameHeHust napons u

SSH-kntoya, cyT.

TpeboBaHus K naponto

Onuusa

[nvHa reHepupyemoro
napons

MunHnMmanbHaa anvHa

napons (py4Hown BBOg)

JlaTuHcKkne cTpoYHble
OyKBbl

JlatnHckne nponucHble

OyKBbI

Lindopei

CneumnarnbHble
CUMBOIbI

YYETHbIX 3anucen goctyna 6yaeTt BbINOMHATLCA O4MH pa3 B
yKasaHHOe KONMU4eCcTBO OHEMN.

OnucaHue

O6bLee KoNMYeCcTBO CMMBOJIOB A1 aBTOMATUYECKN reHepupyeMbIx naponen

1 BBOOAMMbIX BPYYHYHO.

MwuHMManbHOEe KonM4yecTBO CUMBOSIOB npn py4HOM N3MeHeH naporsi4.

Ecnv onumsa BkroveHa, To aBToOMaTUYeCKu reHepupyemble naponu oyayTt
COCTOSITb U3 NaTUHCKUX CTPOYHbIX OYKB. MNpy KOMBUHaLMK C OPYTMU
HacTporikamu naponb OyaeT coaep)kaTb MUHUMYM OfHY NAaTUHCKYHO

CTPOYHYIO BYKBY.

Ecnn onumsa BkntoyeHa, To aBTOMaTUYECKU reHepupyeMble naponun 6yayT
COCTOSATb N3 NATUHCKMX NPOMNUCHBIX BYKB. [Mpy KOMBUHaUMK € ApyrumMm
HacTpovrikamu naponb ByaeT coaepaTb MUHUMYM OAHY NaTUHCKYHO
NPONUCHYI0 BYKBY.

Ecnv onuusa BknoyeHa, TO aBTOMatuyeckn reHepupyemMole naponu éyayT
COCTOSATb 13 undp. Npn kKoMBUHaLUMKM C ApyrMMn HacTporikaMu naposb byaet
copepxaTb MMHUMYM OAHY LUndpy.

Ecnun onuunsa BknoyeHa, To aBTOMaTUYECKU reHepumpyemblie naporin 6y,El,yT
COCTOATb U3 CcrneunaribHbIX CUMBOJ10B. I'Ipvl KOM6I/IHaLl,I/II/I C opyrmmu
HaCTpOPIKaMM naporsib 6y/:|,eT cogepxartb MMHMMYM OANH cneunanbHbIn

CMBOIJ1.



Ceccumn

OobLuee

Onuusa OnucaHue

Ecnu onums BkntodeHa, TO NpU NOAKMHYEHNM K KOHEYHOMY
TpeboBaTb ykasaTb NPUYNHY

pecypcy, nonb3oBaTenb 06513aH ykazaTb NPUYMHY 3anycka
NOAKIHOYEHNS

ceccumn.

Onuus 3agencTeyeT npeaen AnMTenbHOCTU CECCUMM B Yacax U
MakcuManbHas AnMTenbHOCTb

MUHYTaXx, NMocrie UCTEYEeHMs1 KOTOPOro ceccusi byaeT
ceccun

NPUHYOAUTENBHO 3aBEpPLLEHa.

Ecnu onums BKNoYeHa, To y4eTHas 3anucb MOXeT ObiTb
BKMoYMTb 9KCKMNIO3MBHOE 5 5
. MCrnonb3oBaHa TOMNbKO B OHOW aKTUBHOW ceccum
MCMonb3oBaHWe YYeTHOW 3anucu
OHOBPEMEHHO.

OTkpbITHE ceccum TpebyeT . .

Ecnu onuusa BkNoYeHa, To AN KaXaon OTKPbIBAEMOW CECCUN
noaATBEPXKAEHWUS agMUHMCTpaTopa

TpebyeTcsa pyyHoe noaTBepXaeHne agmuHucTpaTopa PAM.

PAM
Bpems oxungaHnsa nogreepaeHus TarmayT ansa nogresepXxaeHus agmuHucTpatopom PAM, B
ceccuu nHTepsane ot 1 0o 180 MUHYT.

C6pacbiBaTb naponb 1 SSH-kno4 5
C6poc naponsa n SSH-knto4a nocne Kaxaon ceccum.
Mo 3aBEPLLUEHUN CECCUM

ApTtedakTbl
Onuusna OnucaHune
Ecnu onuusa BknoyeHa, TO nocne 3aBepLueHns ceccumn byget 4oCcTyneH
CoxpaHsTb TEKCTOBbIE 10U OS5 NpoCMOoTpa U CKaymBaHUA TEKCTOBbIV Nor. MNogaepxnBaeTcs
ceccuu TonbKo B ceccuax Ha Windows-pecypcax npu Hannumm PAM areHTta 1 B

SSH-ceccusx.



Onuusna

Mpogomxkate RDP-ceccuto
6e3 normpoBaHusi, ecnv He
yaanoch nonyynTb

TEKCTOBbIN for

COXpaHFITb BMaeo ceccumn

KonnyecTtBo kagpos B

CeKkyHay

Pa3peLueH|/|e Bnaeo

Potauusa Bugeo

YoanaTtb BUAEO ceccuu
ctapwe X gHeun

Coxpa HATb CHUMKU 3KpaHa

OnucaHue

Ecnu onuwmsa BkrnoyeHa, 1o npu notepe cea3m ¢ PAM-areHToM ceccus
He npepbIBaeTCs, NONb30BaTeny MoryT NpoaorkaTe paboTy B aTOM
CECCUMN.

Mpun aTOM B XXypHan oAHOKpaTHO 3aHocuTcs cobbiTue "lMoTepsiHa cBA3b
¢ PAM-areHTOM", B TEKCTOBbIM O CECCMU OQHOKPAaTHO 3anucbiBaeTcA
ctpoka "WARNING: Lost connection with PAM Agent".

Mpwn BoccTaHoBNEeHUM cBs3n ¢ PAM-areHToM B XXypHan OAHOKpaTHO
3aHocuTcs cobbiTue "BoccTtaHoBneHa cBa3b ¢ PAM-areHToM", B
TEKCTOBbIN N1Or ceccumn 0agHOKpaTHO 3anuncbkiBaetca cTtpoka "INFO:

Connection with PAM Agent restored".

Ecnv onuusa BeiknoveHa (Mo ymonyaHuio), To Npu notepe CBA3n ¢

PAM-areHTOM ceccus npepbiBaeTcs.

Ecnn onuus BkntoveHa, To nNocrne 3aBepLueHns ceccum byaet AocTynHa
ANs NpoCMOTpa U CKavmBaHWs 3anncb NOTOKOBOIO BUAEO.
MoopepxmBaeTcsa TONbKO NpU OTKPbITUKM ceccuin Yepes PAM Gateway.

HacTpovka onpegensieT 4actoTy KagpoB 4515 3arnMcu NoTOKOBOIO

Buaeo, ot 1 go 10.

HacTponka no3sBonseTt ycTaHOBUTL paspeLleHne ans 3anmcu

MOTOKOBOIo Bnaeo0.

Ecnv onuumsa BkntoyeHa, To 3anmUcu NOTOKOBOro BUAEO 6y/:|,yT

ABTOMAaTUYECKN yOoanATbCA.

ABTOMaTM4YeCKoe yganeHne 3anncu noTokoBOro BUAEO cTapLue
yKasaHHoOro konuyectsa gHen, ot 1 go 10000.

Ecnn onuus BkntoveHa, TO CHUMKK 3KpaHa ceccum ByayT COXpaHATbCS.
MoppepxmBaeTcsa TONbKO Npu OTKPbITUKM ceccuin Yepes PAM Gateway.



Onuusna

WHTepBan CHMMKOB, cek

PaspelleHne nsobpaxeHus

PoTaumst CHUMKOB 3KpaHa

Yoanatb CHAMKKU 3KpaHa

ctapwe X gHeun

CoxpaHATb nepefaHHble
annol

PoTauus nepeaaHHbix

dannos

Ypnanate nepegaHHble

grannbl ctapwe X gHen

OnucaHue

CoxpaHeHne CH1UMKa dKpaHa Yepes3 yKa3aHHOW KONM4ecTBO CEeKyH, OT
60 oo 10000.

HaCTpOVIKa Nno3BOJI1AET YCTAHOBUTL pa3pelleHne CHMMKa 3KpaHa.

Ecnv onumsa BkntoyeHa, TO CHAMKM 9KpaHa 6y,El,yT aBTOMaTUN4YECKHN
yOoanAaTbCA.

ABTOMaTMyeckoe yoaneHne CHUMKOB 3KpaHa CTaplle yKa3aHHOro

KonunyecTBa OHEN.

Ecnu onuumsa BknoyeHa, To pannsl Npy nepegade ¢ SiokasibHOM
MaLUMHbI Ha pecypc byayT AybrnmpoBaTbCs B YKa3daHHY CETEBYIO
nanky. lNogaepxmeaetca Tonbko ans Windows-pecypcos ¢
BKINIOYEHHBIM NepeHanpasneHnemM auckos (Npo pasgen RDP — Huxe).

Ecnu onuums BknoyeHa, To nepedaHHble dannbl 6yayT aBToMaTUYecku

yoanstbes.

ABTOMaTM4ecKoe yaaneHue ainnos cTaplle ykasaHHOro KonvyecTsa

aHen, ot 1 go 10000.

OTHpaBKa TeKCTOBOro rfiora no syslog

Onuus

OnucaHue

Mo syslog 6yayT oTnpaBneHbl CTPOKM TEKCTOBOIO J10ra, B KOTOPbIX OyayT HangeHbl

KniouyeBble

YKa3aHHbl€e KJ1io4eBbl€ CI10Ba. KntoueBoe cnoBo MOXET ObITb perynapHbiMm

cnoBa

BbIpaXXeHneM.

Gateway n SSH Proxy



Onuusna

MepeonpenennTb HACTPOWKM

nogknoyeHns k Gateway

Anpec RDCB

Nmsa konnekumumn RDCB

Ncnonb3sosate RDGW

Appec RDGW

MapameTpbl Gateway RDP-canina

MNepeonpepenntb HacTponkn SSH

Proxy

Appec SSH Proxy

RDP

(D NPUMEYAHUE

OnucaHue

Ecnu onums BKNoYeHa, To cneayoLine HacTponku byayT

MCcnoJyib3oBaHbl BMECTO YKa3aHHbIX B pasfere KOHq.)I/IpraLl,I/IFl

IP-agpec nnu DNS Remote Desktop Connection Broker

Nmsa konnekumn Remote Desktop Connection Broker ans Indeed
PAM Gateway

Mopgkntovatbes k Indeed PAM Gateway ¢ ncnonssosaHvem

Remote Desktop Gateway

Appec Remote Desktop Gateway ans Indeed PAM Gateway

MapameTtpbl 6yayT AoGaBneHbl B HACTPOWKN NOOKITIOMEHUS NO
RDP k PAM Gateway 1 3aMeHST cTapble HAaCTPOWKM.

Ecnu onums BkNodeHa, To cneayollas HacTporika byaet

Ncnorb3oBaHa BMeCTO ykazaHHoW B pasgene KoHdurypauusa

IP-agpec nnn DNS 1 nopt (Heobsa3aTensbHO).

HacTponkn npuMeHSsIIoTCA TOMbKO Npu NOLKMAYEHUM K cepBepam no npotokony RDP.

Onuusa

MpuHTEpPDbI

Bydep obmeHa

OnucaHue

Ecnu onumsa BkntoyeHa, To Nonb3oBaTternb Nony4YmuT BO3MOXHOCTb
nepeHanpaBuTb NPUHTEP CO CBOEro paboyero MecTa Ha KOHEeYHbIN

pecypc.

Ecnv onums BkntoyveHa, TO Nofb3oBaTeNb nony4ynT BO3MOXHOCTb

ncnone3osBaTtb Oycdep obmeHa mexay cBoumM paboymm MecTom U
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Onuusna

CmapTt-KkapTbl

[MopThl

[Ounckun

TpeboBaTb 4OBEPEHHDIN
ceptudukar pecypca ans
oTkpbITUss RDP-ceccun

Mapametpbl RDP-ganna

SSH

MoBblweHWe npuBUNerun

Onuusa

Pa3pewnTb

BbIMONMHATbL pamsu

() UH®OPMALUSA

OnucaHue

KOHEYHbIM PEeCcypCoM.

Ecnn onuusa BkntoveHa, To Nonb3oBaTerb Mony4YnT BO3MOXHOCTb
nepeHanpaBuUTb CMapT-KapTy CO CBOero pabovero Mmecra Ha
KOHeYHbIN pecypc.

Ecnu onuusa BkNoYeHa, TO NoNb3oBaTesb NOMYy4YUT BO3MOXHOCTb
nepeHanpasntb COM-nopThl co cBoero pabovero mecrta Ha
KOHEYHbI pecypc.

Ecnu onumsa BkntodeHa, To NonNb3oBaTenb NONy4YUT BO3MOXHOCTb
nepeHanpaBuTb fIOKanbHble OUCKN CO CBOEro paboyero Mecta Ha

KOHEYHbIN pecypc.

Ecnn onuus BkntoveHa n ceptudomnkaTt pecypca
HeOENCTBUTENbHbIN, TO CECCUSI HE OTKPOETCS.

Ecnu onums BbIknoYeHa u cepTudmkaT pecypca

HeOEeNCTBUTENbHbIN, TO CECCUS OTKPOETCA.

[MapameTpsbl, kKOTOpble OyayT A06aBNEHbI B HACTPOMKK
nogkntodeHns RDP 1 3amMeHAT cTapble HAaCTPOWKN.

OnucaHue

Mopaep’kka BbIMONHEHMS KOMaHA ¢ npuunernamm root B SSH-ceccusix Ha
pecypcax ¢ yCTaHOBMNEHHbIM KOMNOHEHTOM PamSu.


https://docs.microsoft.com/ru-ru/windows-server/remote/remote-desktop-services/clients/rdp-files

PaspelueHne, Bbl4aHHOE Ha BbINOMHEHWE pamsu Npu CO34aHnM paspeLleHunst, MPUoOpUTETHEE, Yem
HacTpovika B NOMUTUKE.

PaspelueHHble U 3anpeLleHHble KOMaHAbI

Onuusna OnucaHune
MpurnaweHne 000NoYKM PerynsipHoe BblpaxkeHne npurnatlieHms 060noYkmn ans KOPpPEKTHOro
(prompt) pacno3HaBaHusi BBO4A KOMaHA,.
Peakuusa Ha lMoBeneHve TepMuHana B OTBET Ha 3anpeLleHHyto komangy: CTRL+C
3anpeLleHHyo KomaHay (oTmeHa BbINOMHEHNS) NMMBO 3aBEPLLUEHNE CECCUMN.

Cnncok paspelleHHbIX UK 3anpeLUeHHbIX Ans BbINOMHEHUSI KOMaH[, B
SSH-komaHabl
SSH-ceccum.

[ns coctaBneHna cnmcka KOHTPOJIMPpYyEMbIX KOMaH:

1. CnpaBa ot napameTpa SSH-komaHAbl HaxxmuTe [lo6aBUTL.
2. BBegute KkomaHy unu perynsipHoe BblpaXXeHue.

3. BbibepuTe coctosiHue PaspelweHa nmbo 3anpeLyeHa.

() MHOOPMALIMSA

3anpeT Ha BbIMNOJIHEHNE KOMaH MMEET NPUOopUTET Had pa3peLleHneM.

bes aBHOro paspelueHmsa KomaHabl 6y,qu CHMTaATbCA 3anpeLlleHHbIMAU, MO3TOMY HE PEKOMEHAYETCA

yoanaTtb nocriegHee npaBuiio, paspellarllee BblilNnoJIHEHNE KOMaHO.

[na paspelueHnd nnoéo 3anpeta cpady HECKOJTIbKMX KOMaHO OTMETbTE UX (*)J'Ia)KKaMI/I n Haxxmute PaspewnTb

nnu 3anpeTuTb.

ﬂpm p360Te CO CNMCKOM KOMaHA, a Takxe Mnpu rnonbiTKax BbIMONTHEHUA 3anpeu4eHH017| KOMaHAbl B XXypHare
(*)VIKCVIpy}OTCFI COOTBETCTBYHOLLME cobbITKA.

MNMepepaya gaHHbIX


http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/events/

Onuusna OnucaHune

SCP MapameTp nepegayn annos no npotokony SCP

SFTP MapameTp nepegayn hannos. no npotokony SFTP

MakcumanbHbIi pasmep anna, Mb  ®ainn 6onbLuero pasmepa He yaactca nepenatb.



v'
E Monb3oBaTenu

[Nonb3oBarenu

=v) lpynnbl nonb3oBaTenen
=

Mpynnbl none3oBatenen

=v! Pecypchbli

KonuyectBo rnas: 4

=v; [pynnbl pecypcoB
E‘

pynnbl pecypcos

V
E‘ YyeTHble 3anucu

KonunyecTBo rnaB: 2



http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/users/
http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/user-groups/
http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/resources/
http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/resource-groups/
http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/accounts/
http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/domains/

§—E‘ [JomeHbI

KonuyectBo rnas: 4

v CTpyKTypa

CTtpykTypa

= Pa3pelueHusn
=

KonuyectBo rnas: 3

= 3anpochbl ceccui
="

3anpocsl ceccum

AKTUBHbIE Ceccum

v AKTUBHbIe ceccumu



http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/domains/
http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/domains/
http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/structure/
http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/permissions/
http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/actions-requests/
http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/active-sessions/

B=_]
5=V Bce ceccum

KonuuectBo rnas: 1

V. CobbiTUA

CobbiTus

= YBegomneHus

YBegomneHus

s=v; KoHdourypauus

KonunyectBo rnas.: 1

Pornn



http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/all-sessions/
http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/events/
http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/notifications/
http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/configuration/
http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/roles/
http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/applications/

5=V, [punoxeHus

MpunoxeHwns



http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/applications/
http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/applications/

Nonb3oBaTtenu

Pasnen npeaHasHaveH gns paboTebl ¢ katanorom nonb3oBatenen Active Directory.
Mo ymonyaHuio Ha cTpaHuue oTobpaxkaetcs 15 nonb3oBaTenen.

() VH®OPMALSA

OTo6pa>|<aeM0e no ymosn4yaHuro KoJin4ecrtBo nonb3oBaTesien Ha CTpaHLue MOXHO U3MEHUTL B

KOHcbUrypaumoHHoM dhansne.

BHM3Y cTpaHWLbl pacrnonoXeH narmHaTop Ans NPocMoTpa ocTarnbHbIX Nonb3oBaTtenei. Ecnv nonb3osartene
MeHbLUe 15, T.e. OHM NoMeLLaTCcsa Ha OgHY CTpaHuLy, TO NarMHaTop He oTobpaXkaeTcs.

MoxHo npocmoTpeTb MakcumyM 1000 nonb3osaTenen. Ha ctpaHuvue C ThICAYHbLIM NOSib3oBaTenem
oTobpaxaeTcs coobLieHne 0 HEBO3MOXHOCTU 3arpy3nTb BorbLue nonb3osaTtenen.

NMouck

Mownck ocywecTtensaeTcq B pasgene lNonb3oBaTtenu.

BbiCcTpbIN NOUCK

Beegute B cTpoky novcka Uma, Pamunuio, Homep TenedoHa nnv Email nonHocTb0 nn YacTudHo.

PacwunpeHHbI NOUCK

HaxmuTe PaclumpeHHbIN MOUCK 1 BBEOUTE OAMH UM HECKOMbKO KpuTepues, Umsa, Pamunuro, Homep

TenedoHa nnn Email nonHOCTbIO UM YacTUYHO.

Npodhunb nonb3oBatens


http://localhost:3000/privileged-access-manager/2.10/installation/configuration-files/
http://localhost:3000/privileged-access-manager/2.10/installation/configuration-files/

victor@indeed.local 2 INDEED\adm ~

2 JobaeuTe pazpelueHme

INDEED\victor

indeed.local/PAM Users/Victor Osipov
victor@company.demeo

88007006050

Default policy 2 # @

Pazpewenws Ceccmm AyTeHTuduKaTOPEI CobbITHA
N2 MonkzoeaTenwu MogpazgeneHue Pecypchi
5 victor@indeed.local Root QU REDOS (55H) [5] REDOS\admlocal o8 e

Mpodunb otobpaxaeT AaHHble nonb3oBatens Active Directory:

e JlormH — nmga ana Bxoga.

e Myt — LDAP.

o Email — agpec anekTpoHHOW NoYyThI.

e TenedoH — KOHTAKTHbIN TenedoH.

¢ MMonutuka — NnonnTnKa ceccum, NpmMBa3aHHas K Nonb3oBaTento.

e ®oto — poTorpadus us Active Directory (atpnbyTt thumbnailPhoto).

PaspelweHusn

Bce paspelueHuns nonb3oBaTensi AOCTYNHbI Ha Bknagke PaspelueHus.
[nsa kaxgoro paspelueHnsa otobpaxarTcs cnegyowme aHHble:

e Ne — nopsaKoBbIM HOMEP paspeLUleHns.
» Nonb3oBaTtenu — nornb3oBarternb Katanora Active Directory, 4nsi KOTOPOro Bbl4aHO paspeLleHne.

e Pecypcbl — pecypchbl, Ha KOTOPbIX MOXET bbITb oTKpbiTa RDP, SSH nnu WEB-ceccus oT umeHu
y4YeTHOM 3anucu, ykasaHHOM B paspelleHuun. Pagom ¢ MMeHeM pecypca ykasaHa npvBunernpoBaHHas

y4yeTHas 3anncb, KoTopas UCMonb3yeTca AnA A0oCTyna K pecypcy.

e 3HauKu cTaTycCa pa3peweHunsa — noackaska o crtatyce OT06p83I/1TCFI npn HaBegeHMn Kypcopa MblLUNn.



Ceccum
BCG adKTUBHbIE U SaBepLIJeHHbIe cecCcnn nofnb3oBatend ,EI,OCTyI'IHbI Ha BKIagke CeCCVIVI.
[nsa kaxgon ceccum oTobpaxatloTcs cnegyowime aHHble:

* MNMonb3oBaTtenb — nonb3oBarenb kartanora Active Directory, KOTOPbIN MHULMUPOBAI CECCULD.

e YyeTHas 3anucb — y4yeTHada 3anncb, Kotopas ncnonbayerca ans otkpbitna RDP, SSH nnu WEB-

ceccun.
* Pecypc — pecypc, Ha koTopoM bbina oTkpbita RDP, SSH nnn WEB-ceccunsa oT MMeHn y4eTHOWN 3anucu.
o Apapec noagkntoveHnsa — pakTU4ecku agpec, NCnornb3yeMbl NPU OTKPLITUK CECCUMN.
e [ANUTenbHOCTb — OJIUTENBHOCTb CECCUM.
* MNoakntoyeHne — Tnn yaaneHHoro nogknoyveHus (RDP, SSH, nonb3oBaTtensckue Tunbl)
e NoakntoyeHne k PAM — gata n Bpems OTKpbITUSE CeCCum.
o 3aBeplLUueHMe — [aTa 1 BpeMs 3aKpbITUSI CECCUMN.

e CocTtosiHne — 0T06pa>|<aeT TeKyllee COCTodHune ceccun (aKTVIBHaFI, 3aBepLUeHHaaA nin npepBaHHaﬂ).

[na npocmoTpa nogpobHOM MHpOpMaLIMK O CECCUM HAXXMUTE Ha CTPOKY C HY>XHOW ceccuen. Ytobbl BbIBECTU
BCE Ceccuu Ans AaHHOro nonb3oBarens, HaxmuTe NokasaTb Bce.

AyTeHTUUKaTOpbLI

Bce 3apernctpmpoBaHHble ayTeHTMdMKATOPbI NOMb30BaTeNs, a Takke HacTponka TpeboBaHNS AOCTYMHbI Ha

Bknagke AyteHTuUdukaTopsbl.

CoObITusA

CobbITns nonb3oBaTensa AOCTYMHbI Ha Bknagke CobbITus, 3geck otobpaxaroTca nocrnegHme 5 cobbitun.

[ns kaxxgoro cobblTnst oToOpaXkatoTcsi crneayowmne AaHHbIe:

BpeMFI co3gaHuAa — garta n BpemMd co3gaHunsa cobbITnA.

Koa — kopa cobbiTus.

CoObiTe — onvcaHune codbbITUA.

KomMnoHeHT — komMnoHeHT Indeed PAM, koTopbIli creHepupoBan cobbIThe.

MHuumaTop — y4eTHasi 3an1cb, KOTopas UHMLMMpOBara reHepaumio cobbITUS.



[nsa npocmoTpa nogpobHON MHopMaLUN O COBLITUN HAXKXMUTE Ha CTPOKY C HYXXHbIM COBbITUEM. UTOObI
BbIBECTM BCEe COOLITUA ANSA AaHHOro nonb3oBartens, HaxxmuTe MNMokasaTb Bce.

Copoc ayteHTUdpnkatopa nonb3oBarens

1. OTkponTe Npodunb Nonb3oBaTens U nepenguTe Ha Bknaaky AyTeHTUdukaTopbl.

2. HaxxmuTe X cnpaBa OT HY>XHOro ayTeHTuduKaTopa.

OTknovyeHue ayTeHTMdUuKaTopa nonb3oBaTens

1. OTKponTe Npohmnb Nonb3oBaTend n nepengute Ha Bkrnagky AyTeHTUdukaTopbl.

2. Haxxmute # cnipasa otr Tpe6oBaThb BTOpOM (hakTop 1 BbIGEpUTE OAHY M3 OMNLMUIA.
o Mo ymonyaHuo — no ymon4yaHuio Tpebyetcda BBOA Nonb3oBaTenem BTOporo haktopa ans

ayTeHTVI(*)VIKaLl,VIVI B CUCTEME.

o Bknro4yeHo — y nonb3oBartensa 6ygert 3anpawmBaTbCsl BTOPOM hakTop And ayTeHTMduKauum B

cucrtemMe.

o OTKNK4YeHO — Y Mnonb3oBaTens He OyaeT 3anpalumMBaTbCsi BTOPOW hakTop ANs ayTeHTudmKauum B
cucteme.

BroknpoBKa nonb3oBaTens

C nomolLLbto 3ToN PyHKUMM agMuHUcTpaTop PAM MOXeET BbICTPO 3aKpbITh MNOMb30BaTENO AOCTYN K
pecypcaM. Mpun 3TOM MeHATb pecypchbl U YUYEeTHbIE 3arnncu He HYXHO.

3abnokMpoBaHHbIN Nonb3oBaTeNb HE MOXET:

e OTKpPbIBAaTb CECCUN;
e MpocmMaTpuBaTtb, yCTaHaBlMiMBaTb 1 MEHATL NMapoJsib y‘-IeTHOIZ 3arincu,

e onyyartb AOCTYN K ayTEHTUPMKALMOHHBIM AaHHbIM npunoxeHnn AAPM.
B MomMeHT BnoknpoBKku nonb3oBaTens 3akpbiBalOTCA BCE €ro akTUBHbIE CECCUN.

/\ PEKOMEHOALMUSA

3abnokupyrTe nonb3oBaTens, eCnu 3ameTunn oT Hero NoAo03puUTeErNbHbIE AENCTBUSA. DTO NO3BONUT

6bICTpO 3aKpPbITb MoJsib3oBaTesito AOCTYMN K pecypcaM A0 BbIACHEHUA obcTtosTenbcTB. ECcnn TpeBora


http://localhost:3000/privileged-access-manager/2.10/user-manual/usage-of-aapm-console-tool/

NIOXHas!, TO Bbl CMOXeTe pa3bnokMpoBaTh Nonb3oBaTens. ATO Tak e ObICTpo, Kak 3abnoknpoBathb.

Utobbl 3abnoknpoBaTb Nosfib3oBaTens:

1. 3angute B pasgen Nonb3oBartenu.
2. OTkponTe npodusib Nonb3oBaTens.
3. Haxmute 3abnokupoBaTthb.

4. B okHe noaTBepXaeHus onepaumm HaxmmTe 3abnokKupoBaTh.

/\ BHUMAHME

He ncnonb3ynte aTy yHKUMIO, YTOObI 3aKpblBaTb AOCTYM YBOMIEHHbIM COTPYAHUKAM. Y HUX OCTaHETCS
BO3MOXHOCTb ayTeHTUMMLMPOBATLCS B KOHCOMb MOSIb30BaTENs U KOHCONb aAMUHUCTpaTopa (ecnuv

AocTyn 6bin). Mpy yBONbHEHMM COTPYAHMKOB yaananTe nonb3oBartenen ua katanora Active Directory.

Pa3bnokunpoBka nonb3oBaTens

YT06bI pa3bnokupoBaTtb Nonb3oBaTerns:

1. 3angute B pasgen Nonb3oBatenu.
2. OTkpounTe Npodunb 3abroOKMPOBAHHOIO NOfb30BaTENS.
3. Haxxmute PasbnokupoBatb.

4. B okHe noaTBepXaeHus onepaumm Haxmmute Pa3bnoknpoBaTth.

BbiOOp nonuTnkKu ans nonb3oBaTens

1. OTkponTe Nnpodunnb NosnbL3oBaTens.

2. Haxxmute ¢, 4yT06bI OBABUTH UMW U3MEHUTb NOSINTUKY.


http://localhost:3000/privileged-access-manager/2.10/user-manual/user-console/
http://localhost:3000/privileged-access-manager/2.10/administration/management-console/

‘pynnbl nonb3o0BaTeneu

Pasgen npegHasHaveH ans paboTbl C pa3peLlleHnsamun rpynn nonb3oBaTenen.

[pynnel nonb3oBaTenen

B KOMIMAHWA
nMHOWNLO
Wimsa, onucaHue Q,
& TMons3oeatenu
ax [pynnbl nonbzosateneil <+ Jobasuts + Jobaewtb Uz kaTanora
ﬁ Pecypcel
B Mpynnsi pecypcos 0 WNms Onucanue
B Yuertie sanncn O INDEED\Domain Admins
B3 [omeHsl J  Remote Employees
U  Security Group

CospaHue rpynnbl nonb3oBatenen PAM

YUT06bl 06aBUTL rpynny norb3oBaTernein, BbiNonHUTe crieayowmne AencTBus:

1. Nepengute B pasgen Mpynnbl nonib3oBaTenemn.

2. HaxmuTe [lo6aBuUTb, BBEANTE Ha3BaHWeE rpynnbl U HAXXMUTe CoOXpaHUTb.

Co3paHue rpynnbl nofib3oBaTesien U3 Katanora
Active Directory

Y106kl fOGaBUTL rpynny nonb3osaTernen u3 katanora Active Directory, BbinonHuTe crnegytowmne AenCTBUS:

1. Nepengute B pasgen MNpynnbl nonb3oBaTenen.

2. Haxxmute [lo6aBUTbL U3 KaTanora, BbibepuTe rpynny u Haxmute COXpaHUTb.

YnpaBneHue rpynnon nonb3oBaTeneun



[No6aBneHue nonb3oBaTenen B rpynny

(D NPUMEYAHUE

Tonbko ons rpynmn, co3gaHHbIx Yepe3 PAM.

1. MNepengnte B cO3gaHHyo rpynny nonb3oBaTtenen.

2. B pasgene MNonb3oBaTtenu Haxmnte 106aBUTHL 1 BbIGEpUTE HYXHbIX NONb30BaTENEen.

[No6aBneHue pa3peLlleHNa Ha rpynny nonb3oBaTtesien

1. MNepeignTe B CO34aHHYI0 rpynny Nonb3oBaTeneil.

2. HaxmuTe [lo6aBUTb pa3pelueHune v BoigamnTe ero.

NMpocmoTp co3aaHHbIX pa3peLlleHUun

1. NMepenante B pasgen Pa3pelueHus.

2. MocmoTpuTe BblAaHHbIE paspeLleHnst Ans BbIOpaHHON rpynibl Nonb3oBaTernen.

NMpocMoTp cBeAeHUN O TEKYLLMX CeCCUSX B paMKax rpynnbil
nonb3oBaTtesien U coobITUAX cuctembl PAM

B pasgene Ceccuum otobpaxatotcs akTuBHble ceccun. B pasgene CobbiTua otobpaxatrTcs cobbiTus,

npousoweawme B PAM.
CVIHXpOHVI3aLIMF| rpynnbl I10]1b30BaTenel7l C KaTanorom

(D NPUMEYAHUE

Tonbko gnsa rpynn n3 Active Directory.

1. MNepenante B cO3gaHHyo rpynny rnornb3oBarternen.

2. Haxmute CUHXpPOHM3MpOBaTh.

Bbl60p NOJINTUKUN OAnNA rpynnbl nonb3oBaTerien

1. Nepengnte B cO30aHHYIO rpynny nonb3oBarenen.



2. Haxkmute ¢, 4yT06bI 0OBABUTL UMW U3MEHUTb MOMUTUKY.



Pecypchbl

Pasgen npegHasHaveH gns paboTbl ¢ cepBepamn, paboynmm cTaHumMsaMu, CeTeBbIM 060pyAOBaHNEM U

KIMMMEeHTCKNMU MPUNOXEHNAMN.

NMouck pecypcosB

Mownck ocyuecTtenseTca B pasgene Pecypcbl.

BbicTpbIN NOUCK

Beeante B cTpoky novcka Umsa pecypca nnu Agpec (DNS nnu IP-agpec) nonHOCTBIO UM YacTUYHO.

PacwunpeHHbI NOUCK

Haxmunte PacumpeHHbIN NOUCK 1 BBEAUTE OAMH UM HECKONbKO KpuTepunes, Umsa pecypca, DNS, IP-

agpec noJsIHOCTb UM YaCTUYHO. Bbl6epMTe COCTOAHUE pecypca:

e [ocTtyneH
o 3abnokmpoBaH

e YnaneH
Bbibepute cepBMCcHOE NOAKIIOYEHNE:!

e He 3apaHo

e Windows

e SSH

» Microsoft SQL Server
o MySQL

o PostgreSQL

e Oracle Database

e Cisco I0S

e Inspur BMC



NMpodunb pecypca

PAMRED.INDEED.LOCAL (pamred.indeed.local)

?E JobaewTs paspewenne 4+ OoBaeuts yuetnyro zanucs N MpoeepuTe coeguHeHWe o CHMHXpOHWIMPOBaTh ﬁ 3abnokupoeate ]EI Yaanute

PAMRED.INDEED.LOCAL #
RedO5 Server #
pamred.indeed.local #
192.168.10.130 &

RED OS MUROM (7.3)

S5H Resources # [

Root OU #

20.10.2022 17:39:32
20.10.2022 17:40:35

SSH# @
RedOS 7.3.1
PAMRED.INDEED.LOCAL\admlocal

Mone3oBaTeNbCKUE NOAKIKYEHWNA Pazpelwenvs NokaneHele yYeTHbIE 2aNUcK [pynnel pecypcoe Ceccum CobbiTusa

“+ JoGaeuts

S5H

# Peaaktvpoeats

Mpodunb oTobpaxaeT AaHHbIe, yKasaHHble Npy o6aBneHnu:

e AmMsA pecypca — 1MMsi KOMNbIOTEPA, aKTyanu3npyeTcs Nocsne BbINONHEHWUSI CUHXPOHMU3ALMMN.
o OnucaHue — NPOn3BOSIbHbIN TEKCT.

° OnepauMOHHaﬂ CncTteMa — Ha3BaHune 1 Bepcusa OI'IepaLI,VIOHHOI7I CUCTeMbl, 3anoJIHAEeTCA nocrne

BbIMOJTHEHNA CUHXPOHU3aLUNN.

¢ NMonutuka — Habop npaBun AENCTBYIOLLMI HA NOKanbHbIE YYETHbIE 3anncu 4ocTyna, JoOaBnNeHHble
B Indeed PAM.

» MoppaspeneHne — umsi NogpasaeneHns B KOTOPOM COCTOUT pecypc.
o [laTa CMHXpPOHMU3aUUK — [aTa U BpeMsi NOCNeaHeN CUHXPOHM3aLUMN AaHHbIX O pecypce.

o [laTa CMHXpPOHM3aALUU Y4YeTHbIX 3anucen — garau BpemA nocrnegHewn CUHXPOHM3aUNN YHETHbIX

3anucen pecypca.

o CepBuCHOe NoaksyYeHne — TuM NOAKIIYEHUS K pecypcy, KoTopoe ByaeT Ucnonb3oBaThCs
NoKanbHOW N JOMEHHOW CEPBUCHON YHETHOW 3amnuncChbio.

o LWabnoH — nms wabnoHa SSH-koHHeKTOpPa, MCNOMNb3yeMOro A4 BbINOSTHEHUS CEPBUCHBIX OnepaLni.



L CepBVICHaFl y4yeTHada 3anncb — NvA y‘-IeTHOI7I 3anuncu, VICI'IOJ'Ib3yeMOI7I 054 CepBMCHOro NoAKIMto4YeHn4.

NMonb3oBaTernbCKkne NOAKMYEHUS

3aecb oToGpaxatoTcs U HaCTpanBarTCs NOAKMYEHMS AN OTKPbITUSE NPUBUIIENMPOBAHHbLIX CECCUM.

[ns kaxgoro pecypca MOXHO co3aaBaTb HECKOJIbKO MOJ1b30BaTESIbCKUX NOAKMOYEHUIN, €CIN HA OAHOM

cepBepe yCTtaHOBIIEHbI HECKOJ1bKO I'IpMJ'IO)KGHMVI, K KOTOpPbIM Heobxoaum I'IpVIBI/IJ'IGFI/IpOBaHHbIﬁ OOCTYyn.

PaspelweHusn

Bce paspelleHuns, B KOTOPbIX UCMOmb3yeTcs pecypc oTobpaaloTcs Ha Bknaake PaspelueHus.
[lna kaxgoro paspelleHns oTobpaxaloTcs crneaytoLme AaHHbIe:

¢ Ne — Homep paspeLleHus.

e NMonb3oBaTtenu — nonb3oBatenu katanora Active Directory, Ana KOTOpbIX BblAaHbl paspeLLeHus.

» Pecypcbl — pecypchbl, Ha KOTOPbIX MOXET 6bITb oTKpbiTa RDP, SSH nnun WEB-ceccust OT umeHu
YYETHOW 3anucu, ykasaHHOW B paspeLLeHnn.

* MNoppaspeneHne — nMs nogpasgeneHns, B KOTOPOM COCTOUT PECYPC C AaHHbIM pa3peLleHneM.

o 3HauKu cTaTycCa pa3peleHunda — noackaska o crtatyce OTO6pa3VITCFI npn HaBegeHMn Kypcopa MblLUNn.

JlokanbHbIe y4eTHble 3anmcum

Bce nobaBneHHble nokanbHbIe y4YyeTHble 3anncu gocTtyna 0To6pa>|<a+0Tc;| Ha BKknagke JlokanbHble Y4YeTHble

3anucm.
[ns kaxxgon nokanbHOW y4eTHOW 3anncy oTobpakatoTcsa criegyoLimne AaHHbIe:

¢ UMmsa — nms nokanbHOW y4eTHOM 3anucu pecypca.
+ Pa3melweHne — HasBaHue pecypca, Ha KOTOPOM pa3MeLLeHa nokarnbHas y4yeTHas 3anuchb.
o CocTosiHMe — COCTOsSIHME B KOTOPOM, HAXOAMUTCS fIOKanbHas y4eHasa 3anuch.

° I'Ionpas.qeneHMe — UMA noapasgeneHna, B KOTOPOM COCTOUT pecypce C AaHHOW NoKanbHOM yquHoM

3anncbio.

e OnucaHue — I'IpOIASBOJ'IbeIIZ TEKCT.

Mpynnbi pecypcoB


http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/resources/adding-a-resource/

Mpynnbl pecypcoB, B KOTOPbLIX COCTOUT AaHHbIA pecypc, oToOpaxatTcs Ha Bknaake Mpynnbl pecypcoB.

-+ NobBaeuTe
UTo6bl 4OBABUTL rPYMMy PecypcoB HAKMUTE .

Mocne pobaBneHunsa rpynnbl pecypcoB ByayT oTobpaxaTbCs cnegyowme aHHble:

o pynna pecypcoB — Ha3BaHue f0OaBNeHHON rpynnbl peCypcoB.
o Tun noaknoYeHUs — TUMN NOLKITOYEHUS K PECYPCY.
o Apapec nogknto4veHUa — agpec pecypca.

e YyeTHasa 3anucb — y4eTHasd 3arnuncb, KOTOpada UCNosrb3yeTcq ANA NOAKITHHYEeHUA K pecypcy.

Ceccum
Bce akTuBHbIE 1 3aBepLUEHHbIE CECCUM Ha pecypce oTobpaxatoTcsi Ha Bknagke Ceccum.
[nsa kaxgon ceccum oTobpaxatlrTcsa cnegyowme gaHHble:

* MNMonb3oBaTtenb — nonb3oBarerb katanora Active Directory, KOToOpbI MHULMMPOBAN CECCcuto.

e YyeTHasa 3anucb — y4yeTHada 3anncb, Kotopas ncnonbayerca ans otkpbitna RDP, SSH nnu WEB-

ceccuu.
» Pecypc — pecypc, Ha koTopoM 6bina otkpbita RDP, SSH unu WEB-ceccust 0T UMeHU y4eTHOW 3anucu.
o Apapec nogkntoveHnsa — hakTU4ecku agpec NOAKIMYEHUsT K KOHEYHOMY pecypcy
e [ANUTenbHOCTb — AJIUTENBHOCTb CECCUM.
o MNoakntoyeHne — TUN NOAKINIOYEHNS.
e NoakntoyeHne k PAM — farta n Bpemsi OTKpbITUSE Ceccum
o 3aBeplLUueHMe — [aTa 1 BpeMs 3aKpbITUSi CECCUMN.

o CocTtosiHne — otobpaaeT TekyLlee cocTosiHue ceccum (AKTUBHAS UMW 3aBepLLEHHAS).

YTobbl BLIBECTM BCE CECCUM ANt AAHHOIO pecypca, HaXMuUTe Mokas3aTb Bce.

CoObITusA

Bce cobbiTus Ha pecypce OTO6pa>KaPOTC$I Ha Bknagke CobbITKA, 30ech OTO6pa>KaIOTCFI nocnegHue 5

COObITHI.
[nsa kaxgoro cobbiTnst oTobpaxatoTest cneayroLlmne gaHHbIe:

» Bpewms co3gaHuna — garta v Bpems co3gaHnsa cobbITus.



o Kopg — kop coObITuS.

CoObITe — onvcaHune codbbiTUA.

KomnoHeHT — koMnoHeHT Indeed PAM, KOTOpbIN creHepupoBan cobbiThe.

MHnumaTop — yyeTHas 3anucb, KoTopasi MHULMMpOBarna reHepaumio cobbiTus.

[nsa npocmoTtpa nogpo6HON HopMaLUM O COBLITUN HAXKMUTE Ha CTPOKY C HYXXHbIM COBbITUEM. YTOODI
BbIBECTM BCE COObITUSA ANSA AaHHOro pecypca, Haxmute MokasaTb Bce.

Bbi16op nonutukmn gna pecypca

1. OTKponTEe Npohusb pecypca.

2. Haxkmute ¢, 4yT0BbI 0OBABUTL UMW N3MEHUTL NOSINTUKY.



NobaBneHue pecypcoB

NoGaBneHne pecypca Bpy4HYHO

[ns npegocTaBneHust 4OCTyna K pecypcy nonb3oBaTtensiM kartarora Tpebyetcs no6aeutb pecypc B Indeed
PAM.

1. Haxxmute [lo6aBuTb B pa3gene Pecypchbl.
2. Boibepute MNoapaspeneHue.

3. Beegute Umsa pecypca, DNS n/unu IP-agpec n OnucaHwe.

(D NPUMEYAHUE

[nsa pecypcos Ha 6a3e OC Windows TpebyeTcs ykasbiBaTb pearibHOEe NMS KOMMbOTEpPA.

() NPUMEYAHVE

Mpun YKa3aHunu IP-agpeca y'«lVITbIBaVITe, 4YTO OH 065A3aTENBHO AOMKEH ObITb CTATUYECKUM.

NobaBneHue pecypcoB u3 panna

1. MogrotoBbTe CSV-hann ¢ pecypcamu.

2. Haxmute [lobaBuTb U3 hanna B pasgene Pecypchbl.

3. BbibepuTe cosgaHHbin CSV-gann.

4. Ecnun onsa pecypcoB TpebyeTca onpeaenuTb NONMTUKY NocTaBbTe ranoyvky J1o6aBnsaTb ¢ NOMUTUKOM.

5. Haxxmute CoxpaHuUTb.

(D NPUMEYAHUE

dopmart cTpoku pecypca B CSV:

Nmsa pecypca; Onncanme; DNS-ums; IP-agpec; Tvn nonb3oBaTenbCKOro nogknoyeHns; Agpec
nosib3oBaTeNbCKOro noAaknoyeHns; Nopt nonb3osaTtenbckoro nogknoveHns; URL cTpaHuubl BXoaa;

URL cTpaHuubl BXxoaa sIBMSIETCS perynsipHbIM BblpaXXeHeM; VIMs y4eTHON 3anmcK Ans CepBUCHOIO



noaknodeHns; Tun cepBMcHoOro nogknioveHns; LabnoH cepsrcHoro noakntoveHns SSH; Mopt

CEPBUCHOIO NMOAKITHYEHUA; I'Iaponb ana npuBuiierMpoBaHHOro BXxoga Cisco.

Mprmep:

Ha3sBaHue

Nmsa pecypca

OnucaHue

DNS wnu IP-agpec

Tvn nonb3oBaTENbCKOro

nogKr4eHnd

ALpec nonb3oBaTenbCKOro

noaKrnK4eHnA

MopT Nonb3oBaTeNbLCKOro
NOAKMYEHNS

URL cTpaHuubl Bxoaa

URL cTpaHuubl Bxoaa
ABNSAETCA perynspHbIM

BblpaXXeHNem

Mpuopurter

Obga3aTenbHbIN

HeobasaTtenbHbIN

Obga3aTenbHbIN

Obga3aTenbHbIN

HeobasaTenbHbIN

HeobsasaTtenbHbIN

HeobasaTenbHbINn

HeobsasaTtenbHbIN

OnucaHue

Nms pecypca B cucteme Indeed PAM.

Mpon3BOsbHbIN TEKCT.

DNS wnu IP-agpec pecypca. Tpebyetca ykasaTb

OAVH 13 NapamMeTPOB.

YkasblBaeTca M4 Norb30BaTenbCKOro
noaknoyeHuns. loctynHble nonb3oBaTensckie
NOAKITIOYEHUSA N UX UMEHA MOXXHO NMOCMOTPETL B
pasgene KoHdurypauum — lNonb3oBatensckoe
NoaKIitoyYeHune.

YkasbiBaetcs IP-agpec unn DNS ans
nepeonpegeneHns agpeca nogknoyeHns npu

NOAKIMKOYEHUN K peCypcCy.

YkasblBaeTcsa NOpT 4118 ero nepeonpeaeneHns npu
MOAKITOYEHUN K pecypcy.

YkasbiBaetca URL ctaHuubl Bxoga web-

NPUNOXEeHNA.

YkasbiBaeTcs ecnu 3agaH URL cTpanuubl Bxoaa.
MpuHumaet 3HaveHns TRUE/FALSE.



Ha3sBaHue

Nmsa yyeTHOM 3anmncu ans
CEPBMCHOrO NOAKNIYEHNS

Tvn cepBucHoro

noaKr4eHnA

LLIabrnoH cepBuCHOro
noaknto4deHmnsa SSH

[MopT cepBmCHOro

Mpuopuret

HeobasaTtenbHbIN

HeobasatenbHbIN

HeobasaTenbHbIN

HeobasatenbHbIN

OnucaHue

YKasblBaeTcs MMl CEpBUCHOW YYETHOW 3anucu ot
UMeHN KOoTopoun ByayT BbINOMHATLECA CEPBUCHbIE
onepaumn. Y4yeTHas 3anucb JOMmKHa ObiTb

pobasneHa B CUCTEMY.

YKa3blBaeTcs UMS CEPBUCHOMO MOAKIMHOYEHUS.
MimeHa cepBUCHbIX MNOAKMHOYEHUIA MOXHO
nocMoTpeThb B pasgene KoHdurypauum —
CepBUCHOE MOAKIYEHME.

YkasblBaeTca uma SSH-wabnoHa, ecnu Tun
CEepBUCHOro nogkntodeHnsa ykasaH SSH. Mvena
SSH-wabnoHoB MOXHO NOCMOTPETL B pa3aene

KoHpurypauum — CepBUCHOE NOOKITHOYEHME.

YkasblBaeTcs NopT Ans ero nepeonpeaeneHus.

NoAKMNoYeHus

Maponb ans YKasblBaeTcsa Ang npuBmUnNerMpoBaHHoOro Bxoda
NPUBUNErMPOBaHHOIO HeobssatenbHbin  Cisco, ecnu Tun cepBMCHOMO NOAKNIOYEHNS yKa3aH
Bxoga Cisco Cisco 10S.

HacTpoika nonb3oBaTenbCKOro NoaknovYeHus

[ns kaxporo pecypca TpebyeTcs HacTPOUTb NOMNb30BaTENbLCKOE NOAKIOYEHME, KOTOpoe OyaeT
NCNoNb30BaHO ANS OTKPbITUS CECCUM Ha pecypce.

HacTtpouka RDP nogkntoyeHus

1. Bbibepute Tun nogknroyeHnsa — RDP.

2. Ecnu agpec nogkntoyeHus otnuyaetca ot DNS nnu IP-agpeca, ykaxuTe ero, oTMeTUB (praKkom

COOTBETCTBYHOLLMN n MYHKT.

3. Beegute MopT, ecnu oTnNnMyaeTcsa OT cTaH4apPTHOrO.



(D NPUMEYAHMUE

an/l HeobXxoaMMOCTH OTKPbITUS ceccumn ¢ napameTpom mstsc /admin BknouMTE ONUMIO 3anycxaTb KakK

agMUHUCTpaTOop.

MNonb3oBaTenbCcKoe NoAKNHUEHNE

Tvn NoAKnYSHMA

RDP

Agpec NoAKMHYEHWA

Win2019.indeed-id.local
(J Wcnonezoeate Apyroi agpec AnA NofKIHUYeHWA

Mopt

3389

() 3anyctuTe kak agMuHMCTpaTOp

Comse [

HacTtpouka SSH-nogkno4yeHus

1. Boibepute Tun nogknrovyeHus — SSH.

2. Ecnu agpec nogkntoyeHus otnuyaetca ot DNS nnu IP-agpeca, ykaxute ero, oTMeTUB (hrakkom

COOTBETCTBYHOLLMNIA MYHKT.

3. Beegute MNMopT, ecnv oTnvyaeTca oT CTaHAapPTHOrO.




Monb3oBaTenbckoe NoAKAKOUEHNE

Twun nogkKNHOYeHWA

55H

Anpec NnogknHYEHUA

server(5.indeed-id.local

() Mcnonezoeats ApYTOW aapec AnA NoAgKnHYeHUA

Mopt

22

HacTtpouka KNnMeHTCKOro noaKnw4vYeHuns

B Indeed PAM ctaHgapTHbIMK aBnsatoTcs nogkntodeHna RDP n SSH, octanbHble TUNbI NOAKNHOYEHWS,
Hanpumep, Beb-ceccus, unu nogkniodeHre k CYB[], HacTpanBaroTcs OTAeNbHO ANS KaXaoro Lenesoro
npunoxenus. anee 6yayT paccMOTpPeHbl NpUMeEPbl HACTPOWKN NOAKMoYEeHUS K Be6-koHconu Citrix
NetScaler n MS SQL Managemet Studio. MNocne yctaHoBku Indeed PAM aTu Tunbl nogknoydeHnsa yayT
OTCYTCTBOBaTb B CMMCKe NOAKNIoYeHUI. [1ns co3gaHmsa HOBOro Tuna nogkrtodeHus Tpebyetcs obpatntecs

cnyx0y TexHnyeckon nogaepxku Indeed.

HacTtpounka Beb-ceccum

1. Buibepute Tun nopgknroveHns — Citrix NetScaler.

2. Beegnte URL BeG-npunoxeHus.

3. Beegnte URL cTtpaHuubl Bxoaa BeEG-NpunoxeHus.



Monb3oBaTenbckoe NoAKAKOUEHNE

Twun nogkKNHOYeHWA

Citrix Met5Scaler e

URL

192.168.10.102
() Mcnonezoeats ApYTOW aapec AnA NoAgKnHYeHUA

URL cTpannukl EXxoaa

hittpsi/A 192401680 100102/ login.*

PerynApHOe BeIpaxeHue

(D NPUMEYAHUE

Ecnun URL cTpaHuMubl BxoAa MOXET HE COOTBETCTBOBATbL YKa3aHHOMY 3Ha4YeHUIo nocne obpalleHuns K
HeMy, TO BKNounTe onuuio PerynsapHoe BblpaxeHue, onums No3BOSSET yKasblBaTb BbIpaXXeHMe,

KoTopoMy ByaeT cooTBETCTBOBATL N0OOE 3HAYEHNE agpeca.

Hactpounka nogknioveHusn kK CYb[

1. Boibepute Tun nogkniovyeHusa — MS SQL Management Studio.

2. Ecnu agpec nogkntoyeHus aksemnnsapa MS SQL Server otnudaetca ot DNS vnu IP-agpeca, ykaxute

ero, OTMeTUB (PIIaXXKOM COOTBETCTBYIOLLMIN MYHKT.
3. Beeaute MopT npn HeobxogmMmocTu.

4. I'Iepeonpe,qenvlTe NPON3BOJIbHbIE NMOSA U3 LwabnoHa npu HeobxoanumMocTu.



MN3meHeHne nonb3oBaTeNnbCcKOro NoAKAYEeHNs

Twun noaknoYeHMA

MS 5QL Management Studio. v

Anpec NogknKUEHKA

192.168.0.104
(J Wcnonezoeats apyroii agpec ANA NOAKNKHEHUS

Mopt

Mopt

Address

sglindeed.local\MS5QLDATA

HacTtpouka cepBUCHOro noaKrn4YeHns

B pamkax aaHHOW cTaTbu He ByaoeT paccMaTpuBaTbCA HACTpoVika CePBUCHOMO NOAKMHYEHUS, Noapo6Hoe

onucaHue npoLecca HaCTPOMKM JOCTYMHO B cTaTbe — HacTpoiika cepBMCHOIO NOAKIYEHMS A1S PECYPCOB.

1. OTkntounTe onumo Ucnonb3oBaTb KOHHEKTOp AnA CepBUCHOIO nNnoAKNK4YeHUA.

2. 3aBepLumTte gobasneHune pecypca.


http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/resources/setting-up-a-service-connection-for-resources/

HacTtpouka cepBUCHOro nogkno4YeHus
ANnA pecypcoB

Ansa pecypcos Ha 6a3e OC Windows, OC *nix 1 CYB MS SQL Server, MySQL, OracleDB u PostgreSQL, a
Tawke Cisco I0S u Inspur BMC MOXHO HacTpouTb CEpBUCHOE NMOAKIIOYEHME, KOTOPOE NMO3BOSUT BbINOMHATD

cregytoLme onepauum:

e MpoBEepKa COEAMHEHMS C PeCypCcoM;

e CUHXPOHM3ALMS YYETHbIX 3anncen;

e MpoBepKa Napons U Kr4a y4eTHbIX 3anucei;

e cOpocC napons u Knova y4eTHbIX 3anuncen;

e CUHXPOHM3auUus rpynn 6€30NacHOCTU YYETHbIX 3aMNMCeN;

e CUHXpOHM3aumMs aaHHbIX o Bepcun OC unn CYB[.

HacTponky cepBMCHOro NoAKMYEeHMs MOXXHO BbINOMHUTL Kak BO BpeMsi 4obaBneHnsa pecypca, Tak n nocne
ero pobaeneHnsa B Indeed PAM. B gaHHOW cTaTbe pacCMOTPEHbI NPUMEPbLI HACTPOWMKN CEPBUCHOTO

NOAKITIOYEeHUA ONA yXxXe A06aBMNeHHbIX B cnctemy pecypcos.

() MHOOPMALIMSA

MpoBepka napornel NokanbHbIX YYETHbIX 3anuncen pecypcos nog ynpasneHmem OC Linux MoxeT

BbINONHATLCA 6€3 HACTPOVKM CEPBMCHOO NOAKIIOYEHNUS K peCypCy.

NoGaBrieHne y4yeTHbIX 3anuceun

CepBuCHbIe onepaunn BbINOSHATCS OT UMEHN CEPBUCHOWN y4eTHON 3anucu. B ponn cepBUCHOM MOXET
ObITb Ha3Ha4YeHa Kak fokarnbHas y4eTHas 3anucb pecypca, Tak U IOMeHHas yyeTHas 3anuce. Nepeq
HACTPOWKOW CEPBUCHOrO NoakntoyeHns Tpedyetca 4ob6aBnTb B CUCTEMY NOKANbHYI U JOMEHHYIO YYETHYHO

3aruncob.

[loGaBneHve pecypca

[oGaBneHne nokanbHbIX YY4ETHbIX 3anmcemn

[lobaBneHne gomeHa

[oGaBneHne OOMEHHbIX YYETHbIX 3anucen


http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/resources/adding-a-resource/
http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/resources/adding-a-resource/
http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/resources/resource-operations/#adding-an-account
http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/domains/adding-a-domain/
http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/domains/domain-operations/#adding-an-account

HacTtpouka cepBucHoro nogknio4veHua ana OC
Windows

/\ MPEOYNPEXOEHUE

[Mepen HaACTPOMKOM CEPBUCHOIO NoakntoyeHus Tpedyetcs gobasute B Indeed PAM nokanbHyro mnm
OOMEHHYIO YYETHYIO 3anncChb.

UTtobbl HacTpouTb cepBucHoe nogkntodeHne gns OC Windows:

1. OTKpoIiTe Npocbunb pecypca 1 HaxmuTe ¢ cripaBa oT napameTpa CepBUCHOE NOAKMIOYEHMe.

2. B none KoHHekTop BbibepuTe 3Ha4YeHne Windows.

3. Ecnu agpec cepBUCHOMO NOAKMHOYEHNA OTNNYAETCS OT agpeca pecypca, TO BKMHYMTE OnLmio
Ucnonb3oBaTh APYyroi agpec ANs NOAKMOYEeHUs 1 U3MeHNUTe 3HadYeHne B none Agpec
NOAKITIOUYEHMS.

4. Haxxmute Bnepep ansa nepexona K BblOOpy y4ETHOW 3anucm.

5. BbibepuTe y4eTHYI0 3annchb.

6. HaxmuTte COXpaHMTb Ond 3aBeplueHnd HaCTDOVIKVI CepBUCHOIo NOAKITHYEeHNA.

HacTtpouka cepBucHoro noakntwo4veHna ana OC
.
nix

/\ MPEOYNPEXOEHUE

Mepen HacTPOWKON CEPBMCHOIO NOAKIOYEHMS TpebyeTcs:

e nobasutb B Indeed PAM nokasnbHYyO Unn JOMEHHYHO YYHETHYIO 3anuchb;

 3arpy3uTb WabnoH SSH-koHHeKTOpa.

YUTtobbl HacTpouTb cepBucHoe noakntodeHne gns OC *nix:

1. OTKpoIiTe Npocbunb pecypca 1 HaxmuTe ¢ crnpaBa oT napameTpa CepBUCHOE NOAKMIOYEHMe.
2. B none KoHHekTOp BLIOEpUTE 3Ha4eHne SSH.

3. BbibepuTe LLlabnoH cepBucHOro B3ammoaenctams. B aTom none otobpaxkatoTcs TONbKO 3arpy>KeHHbIe B
Indeed PAM wabnoHbl.


http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/resources/resource-operations/#adding-an-account
http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/domains/domain-operations/#adding-an-account
http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/resources/resource-operations/#adding-an-account
http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/domains/domain-operations/#adding-an-account
http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/configuration/#adding-a-service-connection-with-ssh-type
http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/configuration/#adding-a-service-connection-with-ssh-type
http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/configuration/#adding-a-service-connection-with-ssh-type

4. Ecnu agpec cepBUCHOrO NMOAKMIOYEHUS OTNMYaETCa OT aapeca pecypca, TO BKIYMTE ONLMIo
Ucnonb3oBaTb Apyrou agpec Ansi NOAKNIOYEHUA Y U3MEHUTE 3HaYeHue B norne Agpec

NOAKIHYEHMUS.
. B none MopT ykaxute 3HavyeHne, ecnm oTM4aeTcs oT CTaH4APTHOrO.
. Haxxmute Bnepea ans nepexoga k BbI6opy y4ETHOW 3anucy.

. BbiGepuTe yyeTHyto 3anuch.

0 N O O

. Haxxmute CoxpaHuTb 4NnS 3aBepLUIEHNS HACTPONKN CEPBUCHOMO NMOAKMHYEHUS.

HacTtpouka cepBucHoro nogknoveHusa gna CYb[l
MS SQL Server

A MPEOYNPEXOEHUE

Mepen HacTponkowm cepBMCHOrO nogkntoveHns Tpebyetcs gobasute B Indeed PAM nokanbHyo unu

OOMEHHYI0 YY4ETHYHO 3aruchb.

YUTtoObl HacTpouTb cepBucHoe noakntoveHne ans CYB MS SQL Server:
1. OTKponTe Npochunb pecypca n HaxmuTe 4 cnpasa oT napameTpa CepBUCHOE NOAKIOYEHME.
2. B none KoHHekTop BbibepuTe 3HavyeHne Microsoft SQL Server.

3. Ecnun agpec cepBUCHOO NOAKMOYEHUS OTNNYAETCSA OT agpeca pecypca, TO BKIYUTE ONUmMIo
Ucnonb3oBaTb apyron agpec Ans nNogKnkYeHUA 1 3sMeHuTe 3HadyeHne B none Agpec
noaKmnoYeHus.

4. B none MopT ykaxuTe 3Ha4yeHne, ecnu OTNnYaeTcs oT CTaH4apTHOrO.
5. HaxxmuTte Bnepepn ona nepexoga k BbIGOpy y4ETHOM 3anmcul.
6. Bbibepute y4yeTHyo 3anuce.

/\ NPEQYNPEXAEHUE

Ecnn aksemnnap MS SQL Server He BxoauT B cocTtaB gomeHa Active Directory, To B kayecTBe

CEPBMCHON MOXHO UCMOMNb30BaTh TOSbLKO yyYeTHble 3anncu CYB[.
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Ecnn BXxoguT, TO MOXXHO MCNOMb30BaTh Kak ydeTHble 3anucn CYB[, Tak n JOMEHHbIE yYEeTHbIE
3anucum.

7. Haxxmute CoxpaHuTb 4515 3aBEPLUEHNA HACTPOVKN CEPBUCHOIO MOAKIMOYEHNS.

HacTtpouka cepBucHoro nogkntoveHua gna CYb[l
OracleDB

/\ NPEAYNPEXAEHUE

[Mepen HacTponkown cepBUCHOroO nogkntoveHus Tpebyetcs gobasute B Indeed PAM nokanbHyo nnu
AOMEHHY0 YYETHYHO 3amnucChb.

YUTtobbl HacTpouTb cepBucHoe noakntoveHne ans CYB[ OracleDB:

1. OTKpoWTe Npodunb pecypca U HaxMuTe ¢ cnpasa oT napameTpa CepBMCHOE NOAKMIOYEHMe.

2. B none KoHHekTOp BLIOEpuTE 3Ha4veHne Oracle Database.

3. Bknouute onumio Ucnonb3oBaTtb Apyron agpec Ans NOAKMIOYEHUA N BBEOUTE CTPOKY NOLKMYEHUS
k CYB[L Bnaa host[:port][/service name] B none Agpec NnoagKno4YeHus.

4. HaxxmuTte Bnepen ansa nepexoga K BbIbopy y4eTHOM 3anucu.
5. BblbepuTe y4yeTHyI0 3annchb.

6. Haxxmute CoxpaHuTb NS 3aBepLUEHNS HACTPOWKN CEPBUCHOMO NOAKNHOYEHNS.

HacTtpouka cepBucHoro nogknoveHusa gna CYb[l
PostgreSQL unu PostgreSQL Pro

A NMPEOYNPEXOEHUE

Mepen HacTponkowm cepBMCHOrO nogkntoveHns Tpebyetcs gobasute B Indeed PAM nokanbHyo unm

OOMEHHYIO YY4ETHYIO 3armncb.

YTto6bI HacTponTb cepBucHoe noakntoveHne ana CYB[ PostgreSQL wnu PostgreSQL Pro:

1. OTKponTe Npochunb pecypca n HaxXmuTe 4 cnpasa oT napameTpa CepBUCHOE NOAKIIOYEHME.

2. B none KoHHeKkTOp Bbibepute 3HavyeHne PostgreSQL.
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3. Ecnu agpec cepBUCHOro NOAKMYEHNs OTNINYAETCS OT agpeca pecypca, TO BKIYUTE ONLUI0
Ucnonb3oBaTb Apyrou agpec Ansi NOAKNIOYEHUA Y U3MEHUTE 3HaYeHue B norne Agpec

NOAKIHYEHMUS.
. B none MopT ykaxute 3HavyeHne, ecnm oTM4aeTcs oT CTaH4APTHOrO.
. Haxxmute Bnepea ans nepexoga k BbI6opy y4ETHOW 3anucy.

. BbiGepuTe yyeTHyto 3anuch.

N OO o b

. Haxxmute CoxpaHuTb 4NnS 3aBepLUIEHNS HACTPONKN CEPBUCHOMO NMOAKMHYEHUS.

HacTtpouka cepBucHoro nogknoveHusa gna CYb[l
MySQL

Mopopepxusaetca ona MySQL sBepcun 8.4.5 1 meHbLUe. 1N BbINOMHEHNA cepBUCHBIX onepauun Indeed
PAM vcnonb3yet Tvn ayteHTudukaumm mysql_native_password. B Bepcusx 8.4.0-8.4.5 atot Tmn no
YMOSYaHUIO OTKIOYEH, NOTpebyeTcs ero BKMYNTL B COOTBETCTBUM ¢ okyMeHTaumen MySQL. OctanbHble

TUNbl ayTEHTUdUKALMN HE NoaAEPKNBAOTCS.

/\ MPEOYNPEXOEHUE

[Mepen HaAcCTPOMKOM CEPBUCHOIO NoakntoyeHus Tpedyetcs gobasute B Indeed PAM nokanbHyro mnm

AOMEHHYI0 YYETHYHO 3anucChb.

YT106bI HacTponTb cepBucHoe noaknoydeHne ana CYbO MySQL:

1. OTKpoIiTe Npocbunb pecypca 1 HaxmuTe ¢ cripaBa oT napameTpa CepBUCHOE NOAKMIOYEHMe.
2. B none KoHHekTOp BbibepuTe 3HayeHne MySQL.

3. Ecnu agpec cepBUCHOMO NOAKMHOYEHNA OTNMYAETCS OT agpeca pecypca, TO BKMHYMTE ONLmio
Ucnonb3oBaThb Apyrow agpec ANs NOAKMYeHUs 1 U3MeHUTe 3HadeHne B none Agpec

NOAKIIOYEHUA.
. B none MopT ykaxuTe 3Ha4yeHne, ecnn oTnn4aeTcs OT CTaHOapPTHOrO.
. Haxxmnte Bnepepn ans nepexofa K BblbOpy y4ETHOW 3anuncu.
. BbibepuTe yyeTHyto 3anuch.
. Haxxmnte CoxpaHuTb.

. OTKpoiiTe NpoduIb cepBUCHOI yyeTHoM 3anuc MySQL n HaxxmuTe # cnpaBa oT napameTpa Ums.

© o0 N o o

. YKaxute 3HaveHue xocTa Ansa y4eTHon 3anvucu: %/Uma xocTa/IP-agpec.
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HacTtpoika cepBucHoro nogknto4veHus ana Cisco
10S

/\ MPEOYNPEXOEHUE

[Mepen HaACTPOMKOM CEPBUCHOIO NoakntoyeHus Tpedyetcs gobasute B Indeed PAM nokanbHyro mnm
OOMEHHYIO YYETHYIO 3aruchb.

YUTtobbl HacTpouTb cepBucHoe noakntodeHne gns Cisco I0S:

1. OTKpoIiTe Npocbunb pecypca 1 HaxmuTe ¢ cripaBa oT napameTpa CepBUCHOE NOAKMIOYEHMe.
2. B none KoHHekTOop BLIOepuTe 3Ha4yeHune Cisco 10S.

3. Ecnu TpebyeTcs 3agatb naposb A58 NPUBUNErMPOBAHHOMO PEXUMa, TO BKIOYUTE ONLMI0
MpuBUNerMpoBaHHbIA PEXUM UMEET Naporb 1 YKaxuTe naporsb.

4. Ecnu agpec cepBMCHOMO NOAKIMIOMEHMS OTNIMYaETCs OT aapeca pecypca, TO BKIHOYMTE ONumto
Ucnonb3oBaTb gpyron agpec Ans NogKnYeHUsa 1 n3MeHuTe 3HadyeHne B none Agpec
noaKmoYeHus.

. B none MopTt ykaxuTe 3Ha4eHne, ecriv oTnnyaeTcsa oT CTaH4apTHOrO.
. Haxmute Bnepepn ans nepexofa K BbIbopy y4eTHOM 3anucu.

. BoibepuTe y4eTHyto 3anuce.

o N O O

. Haxxmute CoxpaHuTb Ans 3aBepLUEHUS HACTPONKMA CEPBUCHOIO MOAKIIOYEHNS.

HacTpomka cepBucHoro noaknodeHus ans Inspur
BMC

/\ NPEAYNPEXAEHUE

lMepen HacTponkown cepBUCHOrO nogkntoveHns Tpebyertcs gobasute B Indeed PAM nokanbHyo unu
AOMEHHYI0 YYETHYHIO 3anucChb.

UTtoObl HacTpouTb cepBUcHOe noakntoveHne ans Inspur BMC:

1. OTKpoWTe Npodunb pecypca U HaxMuTe # cnpasa oT napameTpa CepBMCHOE NOAKMIOYEHMe.

2. B none KoHHekTOp BLIOEPUTE 3Ha4YeHune Inspur BMC.
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N OO o b

. Ecnu agpec CepBUCHOIo NOAKMKYEHNA OTITIMHAETCA OT aApeca pecypca, TO BKIMKOYUTE onuunio

Ucnonb3oBaTtb p,pyroﬁ agpec anAa nogknr4yeHUA U NSAMEHUTE 3HaA4YEeHME B lMNore A.qpec

noAaKn4eHus.

. B none MopT ykaxkuTe 3HaYeHne, ecnm OTNIMYaeTcsl OT CTaHAapTHOrO.
. Haxxmute Bnepea ans nepexoga k BbI6opy y4ETHOW 3anucy.
. BbiGepuTe y4eTHyto 3anuchb.

. Haxxmute CoxpaHuTb A58 3aBepLUEeHNS HACTPOMKM CEPBUCHOIO NOOKITHOYEHUS.



Onepauun Hag pecypcamu

PenaktupoBaHue pecypca

®yHKUMs nossonseT usmeHnTs Umsa pecypca, Onucanue, Noapasaenexue,
Monutuky, NMonb3oBaTenbckoe v CepBUCHOE NOAKITIOYEHME.

1. Haxxmute # B npocbune pecypca cnpasa OT HyXHOro napaMmeTpa.
2. BHecuTe nsmeHeHus.

3. CoxpaHute N3MeHeHwmsl.

[NobaBrieHne Nonb30BaTeNbCKOro NOAKMIOYeHU s

(DyHKLl,I/IFI no3BondeT D,O6aBI/ITb OHO UITN HECKOJITbKO MOJIb30BATENIbCKUNX I'IOD,KJ'I}OLIGHI/IIZ, OOCTYNHbIX ONA

[laHHOTO pecypca.

1. Haxxmute [lo6aBuTb Ha Bknagke [onb3oBaTenbckue nogkoveHus.

2. Beibepute tnn nogkntoveHus: RDP, SSH, Telnet, nnbo gpyroe nonb3oBaTenbCKoe NOAKNIYEHNE 1

YKaXXuTe agpec, NopT NOAKIMOYEHUS U Apyrue napameTpbl NONb30BaTENbCKUX NOAKITHOHEHNA.

NoGaBneHne y4yeTHOM 3anncu

dyHKuMaA nossonseT fobaenaTtb B Indeed PAM nokanbHble y4ETHbIE 3anucu pecypca, KoTopble MoryT

MCcnorb30BaTbCA AJd npeaocTtaBlieHnA O0CTYyna Ha pecypcC.

1. HaxxmuTte [lo6aBUTb y4eTHYH 3anuchb B Npodune pecypca.

2. Beegute Umsa yuyetHom 3anmucu 1 Onucaxue.

Maponb n SSH-knovY

Ecnu gns pecypca cepBucHoe nogkntoydeHne ¢ Tunom SSH, 1o npu gobasneHnn y4eTHOM 3anmcu NosiBUTCA
BO3MOXHOCTb reHepaumu unm py4yHoro gobaerneHus He TOrbKo napons, Ho n SSH-kntova. Takke, Ans Taknx
YYETHbIX 3an1cen eCTb BO3MOXHOCTb HE YCTaHaBNMBaTb Naposib, MacTep HAaCTPOMKN OToGpasnT

[OMONHUTENbHBIN NYHKT Npy HacTpolike napons — He 3apgaBaTtk. Hke GyaeT paccMoTpeH npumep



pobasneHus ydetHon 3anmcn OC *nix. MNpu gobasneHumn yyeTHbix 3anucern OC Windows n CYB[ 6yget
OTCyTCTBOBaTb NyHKT He 3apaBaTb Npu HAcCTporke napons, u 6yaeT oTCyTCTBOBaThb CTpaHuUa ANs

reHepaumm unm py4yHon yctaHoBku SSH-krtova.

HacTtpowka napons

1. Boibepute nyHKT He 3apaBaTb, CreHepupoBaTh crnyyanHbIM naponb unv 3aaaTtb naposnb
BPYUHYHO.

2. BBeguTte naponb unu npogospkute Bolbpas nyHKT He 3apaBatb nnv CreHepupoBaTh Crny4YanHbIn
napornb.

HoBbi naposb *

i) He zapaeats
@ CreHepWpoBaTe CNYYalHBIA Napons

() 3apaTk Naponk BYYHYHO

HacTtponka SSH-knroua

1. BoiGepute nyHkT He 3apgaBaTb, CreHepupoBaTb HOBbIM SSH-knto4 nnn 3apgatb SSH-knoy

BPYUHYHO.

2. Buibepute chann SSH-kntoya 1 BBeguTe ero naponb Unun npogormkmte Bolbpas nyHKT He 3apaBaTtb
nnn CreHepupoBaTb HOBbIN SSH-kntou.

3. 3aBepLumTe gobaBneHne y4eTHOM 3anucu.



Hoeblin SSH kKnou =

i) He zapaeats
@ CreHepWpoBaTE HOBRIA SSH kakoy

(3 3anate S5H kmiou BpyuHyo

MpoBepka coeanHEHUs1 C pecypcom

®YHKLMA NO3BOMNAET NPOBEPUTL CETEeBYIO AOCTYMNHOCTb Ppecypca, KOPPEKTHOCTb aapeca, UMeHU 1 Napons

CEPBUCHOWN Y4ETHOW 3anucu.

Onepauus BbINOMHAETCS ¢ NomMoLbio KHoMkM MpoBepuTb coeanHeHue B Npodusie pecypca.

CuvHXpOHM3auuna

®yHKLMA NO3BONSAET NONYYNTb KOPPEKTHOE UMs pecypca, Bepcnto OC nnn CYB[, nokanbHble y4eTHble
3anucu pecypca u rpynmnbl 6e30nacHOCTU, B KOTOPbIX OHU COCTOAT. CUHXPOHMU3aumsa LOCTYMNHA TOMbKO ANs
pPeCcypCcoB C HAaCTPOEHHbIM CEPBUCHbLIM NOAKIIOYEHMEM, MHave pyHKUMS CUHXpPOHU3auua oyaet

OTCYyTCTBOBaTb B npodure pecypca.

Onepauus BbINOMHSETCA C NOMOLLbIO KHOMKM CUHXPOHU3MpPOBaTL B Npodune pecypca.



(D NPUMEYAHMUE

Y4yeTHble 3anucu, koTopble bbinn gobaeneHsbl B Indeed PAM npu nomoLum doyHKLMK

CUHXpOHU3MpOBaTh OyayT oTMeYeHbl cumBonom @, ana npogomkeHus paboTsl ¢ HUMK NoTpebyeTcs

npeaocTaBuUTb CUCTEME MX Naposb, U COPOCUTL €ro Ha cryvanHoe 3HadeHue. NogpobHoe onucaHve

npouecca noareepXxXaeHmd y4eTHbIX 3anuceun onucaHo B cTaTbe.

BrnokupoBka

®yHKUMSI NO3BONSIET NPUOCTAHOBUTbL AEUCTBUE BCEX pa3peLLlEHU, B KOTOPbIX UCMONb3YeTCs pecypc.

Onepauuns BbINOMHAETCS C NMOMOLLbIO KHOMKM 3abnokupoBaTb B Npodune pecypca.

(D NPUMEYAHUE

Pecypc 6y,1:|,eT oTMmeueH cumsoriom ©. Bee paspelleHnd, B KOTOPbIX pecCypcC ABJIIAETCA Y4aCTHUKOM,

OyaoyT OTMeYeHbl CUMBOJIOM

YnaneHue/BoccTaHOBIIeHMeE pecypca

YnaneHue pecypca

Onepauusa BbIMOMHAETCS C MOMOLLbLIO KHOMKM YaanuTb B npodune pecypca.

(D NPUMEYAHUE

Mepen yoaneHnem pecypca Tpebyetcs yaanuTb Bce YYeTHble 3anncu, Kotopble 6binv 4o6aBneHsl U3

ydansemMmoro pecypca.

BoccTaHoBneHue pecypca

1. HaxkmuTe PacwmpeHHbIn nouck B pa3gerne Pecypcbil.
2. Beegute Umsa pecypca nnn Agpec (DNS unu IP-agpec) nonHOCTbIO UK YacTUYHO.
3. Boibepute ansa nons CoctosiHMe 3HayeHve YaaneH u Haxmute Hanrtu.

4. OTKponTe Npohusib pecypca u Haxmute BoccTtaHOBUTL.
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5. BBeauTe npmnymHy BOCCTAHOBMNEHUS N HaxXMuTe BoccTtaHOBUTD.



MaccoBble onepauun Hag pecypcamu

HacTtpounka cepBUCHOro nogkno4vYeHus

B pasgene Pecprbl OTMETbTE OANH UITN HECKOJ1bKO PECYPCOB N HAXMUTE Hactpoutb cepBuUcHoe

coegunHeHue.

(D NPUMEYAHUE

[ns BbIOpaHHbIX pecypcoB OyayT HaCTPOEHbI OANHAKOBLIE TUMbl CEPBUCHbBIX MOAKIOMEHMI U BbIOpaHa
ofHa CepBUCHas y4eTHas 3anucb. B kauecTBe cepBUCHOM YYETHOWM 3anncy pekoMeHayeTcs
NCMNOnb30BaTb JOMEHHYIO YYETHYHO 3anMCb, KOTOpasi UMEET NpaBa NoKanbHOro agMUHUCTpaTopa Ha

BCEX BblOpaHHbIX pecypcax.

MpoBepka coeauHeHUsi C pecypcom

B pasgene Pecypcbl OTMETLTE OOAUH UM HECKONBKO PecypcoB u HaxmuTe NMpoBepuTb coeauHeHue.

YpoaneHue pecypcoB

B pasgene Pecprbl OTMETbTE OANH UITN HECKOJ1bKO PECYPCOB N HAXMUTE Ypoanuto.

(D NPUMEYAHUE
MNepen yoaneHnem pecypcoB TpebyeTcs yaanuTb BCe yYETHbIE 3anuncu, KoTopble 6binv gobasneHsl U3

yOoansiemMblX pecypCcoB.

YcTaHoBKa NONMUTUKU

1. B pasgene Pecypcbl OTMETBETE OAMH UM HECKOMNBbKO PECYPCOB U HAXMUTE YCTaHOBUTbL MOSTIUTUKY.
2. Bbibepute HOBYHO NONUTUKY OS5 BbIOpaHHbIX PECYPCOB M HaxMnTe BbiopaTb.

3. B okHe noaTtBepXXaeHus HaxxMmmnTe YCTaHOBUTD.



YcTtaHOBKa noapa3aeneHus

1.B pa3pene PecprbI OTMETbTE OANH UITN HECKOJ1bKO PECYpPCOB N HAXMUTE YcTaHOBUTL
nogpasnerneHue.

2. Bbibepute HOBOe nogpasgeneHvne ans BolbpaHHbIX pecypcoB 1 HaxxmuTe OK.

3. B okHe noatBepXXaeHus Haxmmnte YCTaHOBUTD.



[‘pynnbl pecypcoB

Pasgen npegHasHaveH Ans rpynnupoBKM PeCYpCoB C Lenbto ObicTpor 1 yaobHOM Bblaauun paspeLleHnin
cpasy Ha BCIo rpynmny, a Takke NpocMoTpa Ceccuin n cobbITUA B LIENTIOM MO rpynne.

NMouck rpynn pecypcoB

BbicTpbIN Nouck

Beeaute B cTpoky novcka MmMsa rpynnbl pecypca unm onucaHme nosiHOCTbI0 UM YacTUYHO.

PacwunpeHHbIN NOUCK

HaxmuTe PaclumpeHHbIN NOUCK 1 BBEAMTE OAMH UMW HECKOMbKO KpuTepues: UMsa rpynnbl pecypca,

CocTtosiHue unu I'Iop,pasn,enel-me. Bb|6ep|/|Te COCTOAHNE!

e [locTtynHa

e YpaneHa

PyHKLUM rpynn pecypcoB

Pepnaktu poBaHue rpynnbli
®yHKUWSA No3BonseT nameHnTb Umsa n Onucanme rpynnoi.

1. Haxxmute # B npocbune pecypca crpasa OT HYyXXHOro napameTpa.
2. BHecuTe nameHeHus.
3. CoxpaHuTe n3aMeHeHus.

JobGaBneHue pecypcoB

[lns paboTkl ¢ rpynnamMu pecypcoB cHavana Tpebyercst co3aaTh rpynny 1 4o6aBUTb B HEE PECYPChI.

1. Haxxmute [lo6aButb B pasgene Mpynnbi Pecypcos.

2. Buibepute MogpaspeneHue.



3. BBeante Ums rpynnbi pecypcoB, OnucaHue.

4. Bo Bpems gobaBneHust pecypca B rpynny ectb napameTp [lo6aBnsaTb pecypcbl BMECTe C YYEeTHOM
3anucbHo OT KOTOPOrO 3aBUCUT cnocob paboTbl rpynnbl pecypcoB. ATOT NapameTp BIMSET Ha TO, Kak
Oyoer BblgaBaTbCs paspeLleHne Ha rpynny pecypcos.

i. ECrnn oTMeTUTbL 9TOT NnapamMeTp, To Npu AobaBneHnn KaXKgoro oTaenbHOro pecypca notpebyercsa
yKasaTb JOMEHHYIO YYETHYIO 3anucb Ansi AOCTyNa K pecypcam u3 rpynnbl.
ii. Ecnu He oTMevaTb 3TOT NapamMeTp, To Npu AobaBneHnn Kaxxgoro OTAeNbHOro pecypca ykasblBaTb

YYETHYH0 3anuck ByaeT He Hago.

Hogas rpynna pecypcos

Mmn

Windows

OnucaHwe

Onucanwne

[oBaenaTs pecypcsl EMECTE C YUETHOW 3aNMCeHD

Hagaﬂ

5. CoxpaHunte naMeHeHus.
lpynnbl pecypcos

Wma, onucanme Q PaclwmperHblii nonck
+ JdoBaewTs

O Wma Mogpazgenenue Onwucanne

O 55H Resources Root OU Linux cepeepa

6. OTKponTe co3gaHHyto rpynny pecypcos, Bo Bknaake Pecypcbl Haxxmute [lo6aBuTb 1 fobaBbTe B

rpynny Hy>Hble pecypchbl.



SSH Resources 2 INDEED\adm ~

8 /obaeuTh paspelueHne ]m ¥aanute

55H Resources #

Linux cepeepa #

Root OU
Pecypcwl Fazpewenns Ceccumn CobeiTHA
4+ JdoBaeute
O Pecypc Tun nogwnroueHnA Appec nogKknroueHWA ¥YueTHaA zanuck
OJ REDOS 55H 192.168.10.130 REDOS\admlocal

Job6aBneHue pa3peLueHnmn
MogpobHoe onucaHne paboTbl C paspeLlleHnsaMm ONMcaHo ganee, B pasgene PaspelweHus.

[nsa cosgaHnsa HOBOro paspelueHns HaxxmuTe [lobaBuTb paspelueHue, BbibepuTe nonb3oBaTens M3
katanora AD, BpeMs AeCTBUS paspeLLeHunsl, pacnnucaHue JocTyna, BO3MOXHOCTb MPOCMOTPAa YYETHbIX
AAHHbIX, YKaXXNTE UCTOYHUK nogkntoveHmsa(ecnu TpebyeTcs) n noBbilweHne npusmnerni B SSH-ceccusix
(onumonanbHo gnsa SSH-ceccun) n Haxxmnte Co3paThb.

Ecnu 6b1n oTmeyeH napametp [1o6aBNATL pecypcbl BMecTe C yYeTHOW 3anucbio, TO paspeLleHne Ha
pecypcbl ByaeT BblgaBaTbCs K KaXXgoMy pecypcy nod OTAeNbHO yka3aHHOW yYeTHOM 3anuckto. Ecnn atot
napameTp He Bbi1 OTMeYeH, TO BO BPeMs Bblaauu paspelueHus notpebyeTcst BbibpaTb, OT Kakon y4eTHOM

3anucy GyaeT BblAaHO paspeLleHne Ha BCHo rpynny.

Tak kak paspeLueHne co3aaeTcsl Ha BCHO rpynny, Nonb30BaTesnto CTAHOBSATCS AOCTYMHbI cpasy BCe Pecypchbl
rpynnbl. Mpu M3aMeHeHUU cocTaBa rpynbl PECYPCOB Y Nofb3oBaTers B pamMmkax paspeLLeHust Takke

M3MEHUTCA COCTaB AOCTYMHbIX A4 NOAKITHOYEeHUA peCypCoB.


http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/permissions/
http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/permissions/

Cnu1COoK CO3aaHHbIX paspeLleHnii MOXXHO NMOCMOTPETb BO Bknaake PaspeweHus. Mpu HaxaTum Ha
paspeLleHne OTKPOeTCs ero Npodusb.

NMpocmoTp ceccum

Bo Bknagke Ceccum oToGparkaeTcsl CMCOK NMOCHEAHNX CECCUI C KaXabIM U3 pecypcoB rpynnbl. Mpu
HaXkaTuK Ha ccbinky MokasaTb Bce OTKPOETCs pe3ynbTaT NoMcka BCEX CECCUM MO AaHHOW rpynne pecypcos

B pa3gene Bce ceccum.

NMpocmoTp coObITUN

Bo Bknagke CobbITUA oToGpaxarwTca nocrnegHne cobbliTvst O AaHHOW rpynne pecypcos. [pu HaxaTnm Ha
ccoinky MokasaTb Bce OTKPOETCA pesynbraT nomcka BCex cobbITUA MO AaHHOW rpynne pecypcoB B pasgerne
CobbITus.

YpaneHue rpynn pecypcoB

B pasgene MNpynnbl pecypcoB OTMETLTE OAHY UM HECKOMBbKO rpynn U HaxXMuUTe YaanuTb.


http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/permissions/#permission-page
http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/all-sessions/
http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/all-sessions/
http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/events/
http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/events/

YyeTHbIe 3anucu

Paspen npegHa3HadyeH anAa pa60TbI C nNokalnbHbIMAN N AOMEHHbIMU Y4ETHbIMU 3aNNCAMN.

NoGaBneHne y4yeTHOM 3anncu

UTtobbl fo6aBnTh y4eTHYIO 3anncb B PAM, BbiNONHUTE cnegyowme OeNcTBuS:

1. MNMepenante B pasgen YyeTHbIe 3anucu 1 Haxmute [lobaBuTh.

2. BblbepuTte pecypc unv omMeH, B KOTOpoM ByaeT pasmelleHa yyeTHasa 3anuchb.
3. BBegute ums yyetHom 3anucum u, npn HeOBXo04MMOCTH, ONUCaHKeE.

4. 3agante naponb. MakcumanbHas anuHa napons — 4096 cumBonos.

5. I'IpOBepre OaHHblEe N COXpPaHUTE YH4ETHYIO 3anucChb.

[Monck yyeTHOM 3anucu

Mownck OCYyLLUEeCTBIIAETCA B pa3gerne Y4yeTHble 3anucu.

BbicTpbIN NoUck

Beeante B CTPOKY MNMoucKa Uma yquHoﬁ 3anunucu rnoriHOCTbK UM YaCTU4YHO.

PaclumpeHHbIN nouck

HaxxmuTe PaclumpeHHbIM NOUCK 1 BBEAMTE OAMH U HECKONbKO KpuTepres, UMa yueTHoM

3anucu rnoriHOCTb UM YaCTU4YHO. Bbl6€pVITe COCTOAHNE yquHOVI 3arincu.

Oxunpaet peLweHnaA

NrHopupyetca

Ynpaengaetcs

3abnokupoBaHa

YnaneHa

BbiGepuTe pasmMelleHne y4eTHON 3anmncu:



» JlokanbHasa y4yeTHas 3anucb [1ns novcka eeeante Uma pecypca nnn Agpec (DNS vnu IP-agpec)

NOJIHOCTbIO UJTN YaCTUYHO.

¢ [omeHHas yyeTHasa 3anucb [1nsa noucka seegmte NetBIOS nomeHa nnu DNS gomMeHa nosiHOCTbIO

NI 4aCTn4Ho.

NMpodunb yyeTHOM 3anucu

REDOS\admlocal A INDEED\adm ~
$8 [dobaeuTtk paspelweHne V) BoccraHoBuTs Eg lNpoeeputs & CmeHuTb Nnaponb

@2 Ycranoewuts S5H karou Q CMHXpPOHWIMPOEATE E'] 3abnoKWpOBaTh @ Wruopupoeats

]m Ynanute

admlocal #

Pecypc REDOS

Local root admin #
Default policy 3 # @
Root OU

09.11.2022 12:56:47
09.11.2022 12:56:18

Bonelwe «
Pazpewenur Ceccum CoSbITKA [pynnel GezonacHOCTH
MNE Monbzoeatenwn MogpazgeneH... Pecypchi
5 victor@indeed.local Root QU REDOS (55H) [E] REDOS\admlocal [ N

Mpodunb oTobpaxkaeT AaHHbIe, yKasaHHble Npy 06aBNeHUN YY4ETHON 3anucu:

e Umsa — nms pecypca, Ha KOTOPOM pasMeLLeHa y4eTHas 3anucb 4OCTyna v UMsi y4eTHOWM 3anmcu

goctyna.
« PasmelieHne — nms pecypca nnv JoMeHa rae pacnorioxkeHa ydeTHas 3anncb JocTyna.

e OnucaHue — NPON3BOSIbHbIN TEKCT.



e Monutuka — Habop npaBun, AENCTBYIOLLMX NPU OTKPbITUM CECCUN OT MMEHW YYETHOW 3anucu JocTyna.
* MNoppaspeneHne — nMs nogpasgeneHns, B KOTOPOM COCTOUT pecypc.

o [laTta npoBepkKu naponsa — gata n Bpems nocrnegHen NpoBepkn naponsa y4eTHOW 3anmncu.

e faTta npoBepkn SSH-kno4Ya — gata n Bpems nocriegHen nposepkn SSH-kntova y4eTHOM 3anmcu.

e [laTa CUMHXpPOHM3aUUN — faTa U BpeMs nocnegHen CUHXPOHU3aUNKN SaHHbIX.

o [lata po6aBneHna — garta v Bpems gobasneHns yyeTHoM 3anucu goctyna B Indeed PAM.

e lNocnegHee nsameHeHne — fara 1 BpeMs NnocrnegHero pefakTMpoBaHus Y4eTHOW 3anucn JocTtyna.

+ Bpems nocneaHen cMeHbl Napons — garta U BpeMsa nameHeHus napons B 6ase Indeed PAM.

° BDEMH nocrneaHen CMeHbl naporns Ha pecypceIB AOMeHe — JaTa N BpeEMA U3AMEHEHNA NMapond B

6a3se Indeed PAM u Ha pecypce.
o Bpewms nocnegHen cmeHbl SSH-kno4va — gata v Bpemsi uameHeHus SSH-kntoya B 6a3e Indeed PAM.

+ Bpems nocnegHen cmeHbl SSH-knroya Ha pecypce — farta 1 BpeMa nsameHeHmss SSH-knoya B 6ase

Indeed PAM u Ha pecypce.

PaspeweHusn

Bce paspelleHusi, B KOTOPbIX UCMOMb3yeTcs y4eTHas 3anncb otobpaxatoTca Ha Bknaake Paspelwenus. [ns
Kak[0ro paspelleHusi oTobpakaroTcs creaytolime AaHHble:

e Ne — Homep paspeLueHus.
» lNonb3oBaTtenu — nonb3oBartenu katanora Active Directory, Ansa KOTOpbIX BblAAaHO paspeLleHue.
» lNoapaspeneHne — nmMs nogpasgerneHns, B KOTOPOM COCTOUT pecypc.

¢ YyeTHas 3anucb — y4yeTHada 3anncb, Kotopas ncnonbayerca ans otkpbitna RDP, SSH nnu WEB-
CecCumu Ha pecypcax yKasaHHbIX B paspeLUueHun.

* Pecypcbl — pecypchbl, Ha KOTOpbIX MOXeT 6biTb oTkpbiTa RDP, SSH unn WEB-ceccus ot

NMEHW yKa3aHHOW YYETHOWN 3anucu.

Ceccumn

Bce akTuBHbIE 1 3aBepLUeHHblEe CeCCn yHeTHOﬁ 3anmcu 0T06pa)KaPOTCFI Ha Bknagke Ceccumn. [1Ins kaxgon
ceccunm OTO6pa)Ka}OTCF| cneagywuine gaHHble:

+ Nonb3oBatenb — nornb3osBarerb Katanora Active Directory, KOTOpPbIN MHULMNPOBAN CECCUIO.

e YyeTHas 3anucb — y4yeTHas 3anucb, koTopasi ucnonbayetcs anga otkpbltusa RDP, SSH unn WEB-

ceccun.

° I'Ionpas.qeneHMe — M4 nogpasgerieHnad, B KOTOpoOM COCTOUT pecypcC.



* Pecypc — pecypc, Ha koTopoM b6bina oTkpbita RDP, SSH nnn WEB-ceccunsa oT MMeHn y4eTHON 3anucu.
o Apapec nogkntoveHnUsa — hakTU4ecKku agpec, NCNonb3yeMbl NPU OTKPLITUN CECCUMN.

e [ANUTenbHOCTb — AJIUTENBHOCTb CECCUM.

* NMoakntoyeHne — Tnn yaaneHHoro nogknoveHus (RDP, SSH, nonb3oBaTtensckue Tunbl)

e MNoakntoyeHne k PAM — gata n Bpems OTKpbITUSE CeCCUm.

o 3aBeplLUueHMe — [aTa 1 BpeMs 3aKpbITUSI CECCUMN.

o CocTtosiHne — otobpaaeT TekyLlee cocTosiHue ceccun (AKTUBHAS UMW 3aBepLLEHHAS).

[na npocmoTpa nogpoBHOM MHpOpMaLIMM O CECCUM HAXXMUTE Ha CTPOKY C HY>KHOW ceccuen. Ytobbl BbIBECTU
BCE ceccuu A58 JaHHOW y4eTHOW 3anncu, HaxmuTe lNokasaTb Bce.

CoObITusA

Bce cobbiTusa yyeTHon 3anucm otobpaxatoTcsa Ha Bknagke CobbiTusa. [Ansa kaxgoro cobbiTus oTobpaxatoTca
crneayowme AaHHbIe:

BpeMFI co3gaHuAa — garta n BpeMd co3aaHuns cobbITuA.

Koa — kopa cobbiTus.

CoObiTne — onvcaHune codbbiTUA.

KomMnoHeHT — komMnoHeHT Indeed PAM, koTopbI creHepupoBan cobbIThe.

MHuumaTop — y4eTHasi 3an1cb, KOTopas UHULMMpOBara reHepaumio cobbITUS.

[nsa npocmoTpa nogpobHON MHOpMaLUN O COBLITUN HAXKXMUTE Ha CTPOKY C HYXXHbIM COBbITUEM. YTOObI

BbIBECTM BCE CODObLITUSA AN AaHHOWN yquHoﬁ 3anucu, Haxxmute lNokasaTb Bce.

Npynnbl 6e3onacHoCcTU

Ha Bknagke Fpynnbl 6e3onacHocTn oToOpakaeTcsa nepeveHb rpynn 6e30nacHOCTU, B KOTOPbIX COCTOUT
y4yeTHasl 3anuce.

(D NPUMEYAHUE

[na [OMEHHbIX YYeTHbIX 3anucen He otobpaxatotca Built-in rpynnbl 6e3onacHocTw.

BbiIOOp nonuTUKKM Ongd y4eTHOM 3anucu



1. OTkponTe NpoduUrb y4ETHON 3anncu.

2. Haxmute ¢, 4yTo6bl 406ABUTL MU U3MEHUTD MOTUTHKY.



Onepauuu Hag y4YeTHbIMU 3anNUCAMU

PenakTtupoBaHue y4eTHOM 3anucu

YT1o6bl n3ameHnts MMA yueTtHon 3anmucu, Onucanue nnm Monutuky, HaxxmuTe # B Nnpodune y4eTHon

3anncu.

MoaTBepXxaeHMe y4eTHON 3anucu

(DyHKLl,VIFI pecypca nin gomeHa CMHXpOHM3aLlM$I NO3BOJIAET MOJ1y4aTb JioKalibHbl€ UMK AOMEHHbIE YYE€THbIE
3anncn B aBTOMatn4eCKoM pexmnmMme, Ho An4d pa6OTbI C nony4YeHHbIMU Y4ETHbIMUN 3aNncAMn Tpe6yeTCF|

noagTeepxaeHue, Tak kak Indeed PAM He nony4vaet ux naponu.

YT06bl NOATBEPANTL YYETHYIO 3anunck, HaxxmuTe CaenaTtb ynpaBnsieMon B npodune y4eTHoM 3anmcu.

NMaponb n SSH-kno4

Ecnu anga pecypca, ¢ kotoporo fobasneHa y4yeTHas 3anmcb HaCTPOEHO CEPBUCHOE NOAKMOYEHME C TUMOM
SSH, T0 Npu noaTBEPXAEHUM YHETHOW 3anncK NOSIBUTCA BO3MOXHOCTb reHepauumn unm pyyHoro gobasneHuns
He Tonbko napons, Ho n SSH-knova. Huxke Byger paccmMoTpeH npumep NOATBEPKAEHUSA YYETHON 3anuncu
OC *nix. MNMpwu nogTBepxaeHnn ydeTHbix 3anmcennt OC Windows, CYB[] nnv AOMeHHbIX y4ETHbIX 3anucen

OyaeT oTCyTCTBOBaTb CTpaHULA ANs reHepauum unm pyyYHon yctaHoBku SSH-kntoya.

Hactponka napons

1. Boibepute nyHkT He 3apgaBaTb, CreHepupoBaTh Crly4amMHbIn naponb 1 3aaaTtb Nnaposnb
BPYUHYHO.
2. Beegute napornb unun npogosmkuTte Bblibpas nyHKT He 3apaBaTb 1 CreHepupoBaTh CnyYyanHbIn

naponb.



HoBbili naponb =

() He zagaeats
® CreHepupoBaTL CAYUaAHLIR Napons

) 3aaaTk Naponk BpyuHyo

HacTtpouka SSH-knouva

1. Boibepute nyHKT He 3apaBaTb, CreHepupoBaTb HOBbIN SSH-knto4 nnu 3apgatb SSH-kno4
BPYUHyH. [Inga ykaszaHusa SSH-knoya Bpy4yHyto Heobxogum cann ¢ knoyvom B hopmarte PEM. Ecnu
Kntod yxxe 6bin paHee cosfaH, ybeanTecb YTO OH HAYMHAETCS C yKa3aHHOW CTPOKU, MHAYe KoY

TpebyeTcs npeobpasoBaTb B popmaT RSA:

Mpy HeobxoaMMOCTU, ANs CO3AaHNst HOBOIO KrtoYa BOCMNONb3ynTech yTUnuMTon puttygen, nm6o ogHow 13

KomMaHA;:

ssh-keygen -t rsa -m PEM

openssl genrsa -des3 -out privatekey.pem



2. Bbibepute cann SSH-kntoya 1 BBegMTe ero naposnb Unv Nnpogormkute Bblbpas nyHKT He 3apaBaTtb
unn CreHepupoBaTb HOBbIN SSH-Knou.

Hoebin SSH knrou =

_)He 23aaeate
@ Crenepupoeate HOBLIA SSH Koy

() 3apate SSH knou BpyUHYO

BoccTtaHoBneHue naponsa nnu SSH-knro4va
®yHKLMA NO3BONSAET BEPHYTb COXPAHEHHOE COCTOAHME naponsa unn SSH-knwya ans y4eTHom 3anmcu.

1. Haxxmmnte BoccTaHoBUTB B Npodusie y4eTHOW 3anucu.



2. Bbl6€pI/1Te TOYKY BOCCTaAHOBJ1EHUA, YKAXNTE NPUYNHY N 3aBepLLUNTE BOCCTAHOBIIEHNE NapOsiA.

BoccTtaHoBAeHMe yUeTHOW 3anncK =
Q

Data MNpuumHa MzmeHeHne KommenTtapuid

03.06.2020 17:21:43 MzmereHWe yueTHOW 2anuow MNapone A password is compromised.

03.06.2020 17:14:59 MzmeHsHWe yueTHOH 2anuou S5H warou A private key is compromised.

03.06.2020 14:47:26 YUEeTHAR 2aNMce CASNEHA YNPAENASMOR MNapone

03.06.2020 17:21:43

lNMpoBepka naponsa unu SSH-kno4va

®DyHKUMA NO3BONSET NPOBEPUTL COOTBETCTBME Napons nunn SSH-ktova, a Takke Hanvyume HeynpasnsemblX
PAM SSH-kntoyen.

Onepau,vm BbINOSIHAETCA C NOMOLLbO KHOMKK NMpoBepuTb B npodune yquHoﬁ 3arincu.

(D NPUMEYAHUE

[MpoBepka naponen 4oMeHHbIX Y3 unn nokanbHbiX Y3 pecypcos nog ynpasneHnem OC Linux moxeT
BbINONHATLCS 63 HAaCTPOWMKM CEPBUCHOIO NOAKMIOYEHUS K PECypCy U AOMEHY.

CmeHa napons

®yHKUMSI NO3BONSIET COPOCUTL Naposb, U3MEHUTb NAapOSib Ha CryyYaHoe 3Ha4YeHne NN BBECTU HOBbIN

naposb B Py4YHOM pexunmve.



1. Haxxmmte CMeHUTb naporsb B Npodusie y4eTHOM 3anmncu.

2. Bbibepute nyHKT He 3apaBatb, CreHepupoBaTb cnyvyanHbIM naponb unv 3aaaTtb Naposnb
BPYUHYHO.

3. Beeagute naponb unu npogosmkuTe Bolopas NyHKT CreHepupoBaTh Crny4yanHbIM naposnb unv He

3apaBarth.
4. Beegute NpuymMHy CMeHbI Napon4.

5. 3aBepLumTe cMeHy naporns.

CmeHa SSH-knroua

®yHKLMSA NO3BOMNSIET COPOCUTD KItOY, M3MEHUTB KITOY Ha CNyYyalHoe 3HaYeHne Unu 3arpy3nTb HOBBIN KoY B
PYYHOM pexnme.

1. Haxxmmute CMeHuTb SSH-KNoY B Nnpodune y4eTHon 3anucu.

2. Buibepute nyHKT He 3apaBaTb, CreHepupoBaTb HOBbIM SSH-kntoy vnn 3apgate SSH-knoy
BPYU4HYIO.

3. Boibepute cpann SSH-knoya n BBeaUTE €ro naporsb Uy NpoaoskuTe Boiopas NyHKT CreHepupoBaTb
HoBbIN SSH-knto4 nnu He 3apgaBaThb.

4. Beegnte npnymHy cMeHbl SSH-kntova.

5. 3aBepLumnTte cmeHy SSH-knto4a.

YoaneHue HeynpaBnsaembix SSH-Kno4ven

B cnyyae Hannuusa y Y3 owmnbkn "OBHapyxeHbl Heynpaensemble SSH-kntoun" B MC cTaHOBUTCHA JOCTYNHOM
KHOMKa YaanuTb HeynpaBnfaeMble Kntouu. [pn HaxaTumn yganaiTca Tonbko Heynpasndemble PAM SSH-
kntoun. CosgaHHble, nMbo aobaBneHHble B PAM SSH-kntoumn octatotcsa 6e3 nameHeHun.

CuHXpoHU3auus

chHKLl,l/IFI NO3BOJIAET MOJTYHUTb CNUCOK rpynn ©esonacHocTH, B KOTOPbIX COCTOUT y4EeTHasA 3aruncob.

Onepau,vm BbINOJTHAETCA C MOMOLLbIO KHOMKAN CVIHXpOHM3VIpOBaTb B npodpune yquHoﬁ 3arincu.

BrnokupoBka



®yHKUMSI NO3BONSIET NPUOCTAHOBUTbL AENCTBUE BCEX Pa3peLLEHUI, B KOTOPbIX UCMOMb3yeTcsa yYyeTHas

3anuco.
Onepauuns BbINOMHAETCS C MOMOLLLIO KHOMKM 3abnokupoBaTb B Npodurie y4eTHOM 3anucu.

(D NPUMEYAHUE

YyeTHas 3anuck byaet otmedeHa cumsoniom ©. Bce paspelleHusi, B KOTOPbIX yYeTHas 3anunch
SIBNSETCS Y4aCTHUKOM, ByayT OTMEYEHbI CUMBOSOM

UrHopupoBaHue

(DyHKLl,I/IFI NOo3BOJIAET NepeBeCTn YH4ETHYIO 3arnmncb B COCTOAHNE, B KOTOPOM OHa XPaHUTCA Ges napona n He
MOXET CTaHOBUTbCA YH4aCTHUKOM paspeLueHMVl.

Onepau,vm BbINOJTHAETCA C MOMOLL b KHOMKAN MFHOpMpOBaTb B npodwlne yquHOVI 3arincu.

/\ NPEAYNPEXOEHUE

YyeTHas 3anucb byaeT oTMeveHa cuMBOSIOM . Bce paspelueHus, B KOTOPbIX y4eTHas 3anucb
ABMSIETCHA Y4aCTHMKOM, NepenayT B COCTOsiHNE HeakmugHoO.

YoaneHune y4yeTHOM 3anucu

Onepauus BbIMOMHAETCS C NMOMOLLLIO KHOMKM YAanuTb B Npodune y4eTHOM 3anucu.

BoccTtaHoBneHue y4eTHOM 3anncu

1. HaxxmuTte PacwumpeHHbIN NOUCK B pa3gerne Y4YeTHble 3anucu.

. BBegute UMsa yueTHOW 3anmcy NOSTHOCTbIO NN YaCTUYHO.

. Bibepute ansa nonst CoctosiHue 3HayeHne YpaneHa.

. Beibepute pecypc nnm gomeH, ¢ kotopom 6bina gobaeneHa yyeTHas 3anuce.
. OTkponTe npodunb y4eTHON 3annucm n HaxxmmtTe BoccTaHOBUTD.

. BbibepuTe ToUKy BOCCTAHOBNEHMS Napons y4eTHON 3anucu.

~N OO o A OWDN

. Beegute NPUYNHY BOCCTAHOBIIEHUA U HAXMUTE BoccTtaHOBUTDL.



MaccoBble onepauun Hag y4eTHbIMU
3anmcsamMm

NMNoaTBepxaeHue

1.B pasgen YyeTHble 3annUcu OTMETLTE OOHY UJTN HECKOJIbKO YHETHbIX 3anucen n Haxmute CgenaTtb

ynpasnsieMomn.

2. Bbibepute nonuTUKy ceccuin n 3aBepLunte NoaTBEPXKAEHME.

/\ NPEQYNPEXAEHUE

I'IpM MacCOBOM noATBeEpPXOEHNUN BCeraa reHepupyroTca cnyanlele naponu And y4eTHbIX 3anucemn,

reHepauus SSH-knoyen He BbINONMHAETCA.

lNpoBepka naponsa nnu SSH-knw4a

1.B pasgerne YyeTHble 3anucu oTMeTbTe OOHY UJTN HECKOJ1bKO YHETHbIX 3anucemn.

2. Haxxmute MNMpoBepuUTh.

BrnokupoBka

1. B pasgen Y4yeTHble 3anMcu OTMETLTE OOHY UITM HECKOMbKO YYETHbIX 3arnvcen.

2. Haxmute 3abnokupoBaTthb.

UrHopupoBaHue

1. B pasgene Y4yeTHble 3anMCU OTMETLTE OAHY UITM HECKOSBbKO YYETHbIX 3anncen.

2. Haxmute UrHopupoBaTb.

YnaneHue



1. B pasgene YyeTHble 3anMCu OTMETLTE OAHY UITM HECKOSBbKO YYETHbIX 3anncen.

2. Haxxmute Yoanuts.



[oMmeHbI

Pasgen npegHasHaveH gnst pabotel ¢ gomeHamum Active Directory.

NMouck pomeHa

Mowuck OCYLLECTBIIAETCA B pa3fene [ omMeHbl.

BbICTpbIN NONCK

Beegute B cTpoky novcka NetBIOS nnu DNS nonHocTbio nnu 4acTnyHo.

PacwunpeHHbIX NOUCK

Haxxmute PaclumpeHHbIW NOMUCK 1 BBEAUTE OANH UM HECKONLKO KpuTepmnes, NetBIOS
nnn DNS nonHocTbo unu yactnyHo. Beibepute coctosiHne gomeHa:

o [locTtyneH

e YnaneH

NMpodunb goMeHa



INDEED-ID 2 INDEED-ID\Victor.Osipov ~

OB3BMTE YYETHYHD 38MUCk MNpoBepwTe COBANMHEHME MMnopTMpoBate pecypckl ﬁ CHHXpOHWM3WPOBATE YYETHBIE 3anucK Yoanute
¥ - ¥

INDEED-ID #

indeed-id.local #
INDEED-IDVipamservice #
MonauTrka yueTHelx zanuceii # @
04.08.2021 18:54:35

05.08.2021 09:39:32

JoMEHHEIE YUSTHEIE 2aMKCK KoHTefHepw ana pecypcos MpUEXAETMPOEAHHEIE TPYNNEL CobBeiTnAa
Wma PazmeweHue CoctoAHue Onucanwne
INDEED-IDNIPAMManager Nowmen INDEED-ID Wruopupyetca
INDEED-IDVipamservice Nowmex INDEED-ID YnpaenaeTca
INDEED-IDYpamadmin Nowmen INDEED-ID YnpaenaeTca

Mpocunb otobpaxaeT faHHbIe, YKasdaHHble npu gobaBneHnn:

* NetBIOS
o DNS

4 CepBI/ICHaFI y4yeTHadA 3anncb — AOMEHHasd y4eTHadaA 3anncb, OT UMEHN KOTOpOVI 6y,£|,yT BbIMOJTHATbCA

cepBUCHbIE onepaunn.

e Monutuka — Habop npaBun, AENCTBYIOLMIA HA LOMEHHbIE YYETHbIE 3anucKn JoCTyna, A00aBNeHHbIE B
Indeed PAM.

o [laTta CMHXpPOHU3aLUU pecypcoB — [aTta h BpemMA nocregHemn CUHXPOHM3auunn pecypcos.

o [ara CUHXPOHU3aUNUN YyHeTHbIX 3anucen — garau BpeEMA nocnegHemn CUHXPOHM3aUNN YHETHbIX

3anucen.

IJoMeHHble Y4eTHbI€ 3annucu

Bce no6aBneHHble AOMEHHbIE Y4Y€THbIE 3anncu OTO6pa>KaI-OTCFI Ha Bknagke [loMeHHble Y4YeTHble 3anucu.

KoHTenHepb!l AnAa pecypcos



Bce BbiGpaHHbIe Ans CMHXPOHU3aL MM AOMEHHbIX KOMMNbIOTEPOB KOHTEMHEPbI OTOOpaXXatoTCca Ha BKNagke
KoHTenHepbl Ans pecypcos.

MpuBunernpoBaHHbIe rpynnbI

Bce BbibpaHHble ANsi CUHXPOHM3aLMN JOMEHHBIX YYETHbIX 3anucen rpynnbl 6e3onacHoCT! oTobpaxaroTcs
Ha Bkragke MpuBunernpoBaHHbIe rpynnbi.

CoObiTunA

Bce cobbiTusa Ha pecypce oTobpaxatotcs Ha Bknagke CobbITUA, 3aecb oTobpaxkatoTca nocnegHue 5
cobbITuin. na npocmoTpa nogpobHoM MHOPMAaLMN O COBBLITUN HAXKMUTE HA CTPOKY C HY>KHbIM
cobbITeM. YTobbl BbIBECTU BCe COObLITUSA AN1S1 JAHHOIO AoMeHa, Haxkmute MokasaTb Bce.

BbiOoOp NnonuUTMKM onsa aoomMmeHa

1. OTkponTe Npodusb JOMeHa.

2. Haxxmute ¢, 4yTo6bl 406ABUTL MU U3MEHUTD MOTUTHKY.



[lobaBneHe JOMEHOB

,D,J'Iﬂ ynpasneHna JOMeHHbIMU YH4ETHbIMW 3anmncAamMmn gocrtyna un nojnyv4yeHnda JOMEHHbIX KOMMNbOTEPOB

TpebyeTca aobasntb AomeH B Indeed PAM.

1. Haxxmute lo6aBuTb B pasaene [JoOMeHbl.
2. Beeaute NetBIOS n DNS.

3. CoxpaHuTe faHHble.



HacTtpouka cepBUCHOIro noakno4YeHus
ANA OOMEHOB

[na nomeHos Active Directory MOXXHO HaCTpOUTb CEPBUCHOE MOLKMYEHME, KOTOPOE NO3BOMNUT BbIMOMHATL

onepaunn:

e [lpoBepka coeanHeHUs1 ¢ 4JOMEHOM

¢ CUHHXPOHU3aLMS OOMEHHbIX YYETHbIX 3an1cen

e [lpoBepka naporns AOMEHHbIX YYETHbIX 3anncen

o COpoc naposns 4OMEHHbIX YYETHbIX 3anvcen

o CuHXpoHU3aums rpynn 6e30nacHOCTM AOMEHHbIX YYETHbIX 3anMcen

° CVIHXpOHI/I3aLI,I/IFI OOMEHHbIX KOMMNbOTEPOB

(D NPUMEYAHUE

lMpoBepka naponen 4OMeHHbIX Y3 MOXeT BbINONTHATLCS 063 HACTPOWMKN CEPBUCHOIO MOAKMIOYEHMNS K

[IOMEHY.

NobGaBrneHne y4yeTHbIX 3anuceun

CepBuCHbIe onepauun BbINOSHATCA OT UMEHWN CEPBUCHOWM YYETHOW 3anvcu, B PO CEPBUCHON MOXET ObITb
Has3HadYeHa AOMeHHas y4yeTHas 3anuck. lNepen HacTPOMKON CepBUCHOTO noakrtodeHns Tpebyetcs nobasutb

B CUCTEMY NOMEHHYIO YHETHYHO 3aluncChb.

e [lobaBneHne gomeHa

e [lo6aBneHne OOMEHHbIX YY4ETHbIX 3anuncen

HacTtpouka cepBUCHOro noaKrno4YeHus

1. OTKpoWiTe Npodusb AOMEHa 1 HaxmuTe # cripasa oT napameTpa CepBUCHas yyeTHas 3anuchb.
2. Beegute Umsa yyeTHOM 3anmcu MOMHOCTBIO UITM YacTUYHO.

3. BbibepuTe yyeTHyto 3anmch 1 3aBepLUNTE HACTPOWKY CEPBUCHONO NOAKIHOYEHMS.


http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/domains/adding-a-domain/
http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/domains/domain-operations/#adding-an-account

Onepaunu Hag AgomMmeHamMmu

PepakTupoBaHue gomMmeHa

®dyHkuna nossonset nameHnts NetBIOS, DNS, CepBUCHYO y4yeTHy0 3anucb 1nn Monutuky.

1. Haxxmute # cnpaBa oT Hy)XHOro napamerpa B npodune oMeHa.
2. BHecuTe nameHeHus.

3. CoxpaHuTe n3aMeHeHus.

[lobaBneHne y4eTHOU 3anuUcu

dyHKUMaA nossonseT fobaenaTtb B Indeed PAM goMeHHbIe y4eTHbIE 3anucu pecypca, KoTopble MOryT

MCNonb30BaTbCA Alld npeaocTtaBlieHnA OOCTyna Ha pecypcChbl.

1. HaxxmuTte [lo6aBUTb y4eTHYH 3anuchb B Npoduse JOMeHa.

2. Beegute Umsa yuyetHom 3anmucu 1 Onucaxue.

HacTpowka napons

1. BbiGepute nyHKT CreHepupoBaThb Clly4auHbIi naposnb unn 3agatb Naposib BPY4YHYHO.

2. BBeguTte naponb unu npogoskuTte Bolbpas nyHKT CreHepupoBaTh CyYarMHbIA Naporsib.

MpoBepka coeaANHEHUA C OMEHOM

®yYHKLMSA NO3BONSAET NPOBEPUTL CETEBYIO AOCTYMNHOCTL AOMeEHa, koppekTHocTb NetBIOS nmenu, agpeca,

UMEHU N Naponsa CEPBUCHON YYETHOW 3arnncu.

Onepau,vm BbIMOJTHAETCA C MOMOLLBIKO KHOMKKU npOBepVITb coeguHeHue B npocpvme AJOMeHa.

UmnopT pecypcoB

dyHKUMA no3BonseT aBTomaTndeckn fobaenatb B Indeed PAM gOMeHHbIe KOMMNbIOTEPDI.



Bbi6Op KOHTENHEpPOB

1. Nepengnte Ha Bknagky KoHTenHepbl Ans pecypcoB B npodune aoMeHa 1 HaxmuTe [1o06aBUTD.
2. BBegnTe NOMHOCTBLIO MW YaCTUYHO UMS KOHTENHepa U BblbepuTe OanH NN HECKONBbKO KOHTEMHEPOB.

3. 3aBepwmnTe BbIGOP KOHTENHEpPA.

UmnopT

Onepauus BbINONHAETCS C NOMOLLbI0 KHONKn MMnopTupoBaTh pecypchbl B Nnpodune goMeHa.

CHXpPOHM3aLMA YYETHbIX 3anuceu

DyHKUMA No3BonseT aBTomaTudeckn fobaenaTb B Indeed PAM goMeHHbIe y4eTHbIE 3anucu, KoTopble
COCTOSAT B BblOpaHHbIX rpynnax 6esonacHoctu Active Directory.

BbiGop rpynn npuBuUiermpoBaHHbIX YYeTHbIX 3anucemn

1. Nepengnte Ha Bknagky NMpuBunernpoBaHHbIe rpynnbl U HAXMUTE [lo06aBUTL.
2. BBeanTe NoONHOCTBLIO UM YaCTUYHO UMS TPYNMbl U BbIGEpUTE OOHY MM HECKOJSbKO rpynm.

3. 3aBepLumte BbIOOP rpynn.

CuHXpoOHUM3auuma

Onepau,vm BbINOJTHAETCA C MOMOLLbIO KHOMKA CVIHXpOHM3VIpOBaTb y4eTHble 3annucu B npodune gomeHa.

YnaneHue/BoccTaHOBIeHUe goMeHa

YaaneHue AoMeHa

Onepau,vm BbINOSHSAETCA C NOMOLLbI KHOMKN YaanuTb B npO(bmne AJOMeHa.

(D NPUMEYAHUE

Mepepn yoaneHvem gomeHa TpebyeTcsa yganuTb BCE YYETHbIE 3anncu, KOoTopble Obinn obaBneHbl 13

yoanAaemoro gomMmeHa.



BoccTaHOoBneHue gomMeHa

1. HaxxmuTe PaclumpeHHbIN nouck B pasaerne [loMeHbl.

2. Beeaute NetBIOS nnn DNS nonHOCTbIO MY YaCcTUYHO.

3. Boibepute ana nons CoctosiHMe 3HayeHne YaaneH u Haxmute Hantu.
4. OTKponTEe Npohusib pecypca n Haxmute BocctaHOBUTDL.

5. Beeaute NPUYNHY BOCCTAHOBIIEHNA N HAXMUTE BoccTtaHOBUTL.



MaccoBble onepauuu Hag oOMeHaMu

NMpoBepka coeanHEHUA

B pasgene JoMeHbl OTMEeTbTE OAUH NI HECKONBbKO AOMEHOB N HaxxmuTe lNMpoBepuTb coeanHeHue.

YnaneHue 4OMeHOB

B pasgene loMeHbl OTMETLTE OAMH UMM HECKOMbKO JOMEHOB U HaXMuTe YaanuTb.

() NPUMEYAHUE
Mepen yoaneHnem gomMeHOB TpebyeTcs yaanuTb BCe YYETHbIe 3anncu, Kotopble bl gobaBneHbl n3

yoandaemblX JOMEHOB.



CTpykTypa

Pasnen npegHasHayeH ansa cosgaHnsa nogpasgenenunn (Organizational Unit, OU) opraHusauumu. Mpu
co3daHun nogpasaeneHnin MoXXHO pasrpaHnyYnBaTth JOCTYN agMuHucTpaTopoB PAM K oTaenbHbIM pecypcam.

(D NPUMEYAHUE

Mogpasnenennss PAM HUKak He CBA3aHbl C NogpasaeneHnsMm Unum KOHTenHepamm gomeHa Active

Directory.

Buabl noapaspeneHnu

MogpasaeneHne MOXeT ObITb rnobanbHbIM MNK foKanbHbIM. Tak e 1 06bekTbl PAM mMoryT 6bITb

rno6anbHLIMN N NOKanbHbIMKU MO NPUHageXHoCT K noapasgeneHuto.

Cpasy nocne yctaHoBkn PAM B cucteme yxe cyuiectByeT FmobanbHoe nogpasgeneHue. Emy
npuHagnexar Bce 00beKTbl, Y KOTOPbIX NogpasaeneHve He ykasaHo ABHO. COOTBETCTBEHHO, Nocne
o6HoBneHust Bepcun PAM Ha Bepcuto 2.7 nnu BbllLe BCE paHee CyLeCcTByoWme 06bekTbl CTAaHOBATCSA

rmoo6anbHbIMU.

MpuBasky agmuHucTpaTopa PAM k nogpasgeneHnio MOXHO BbIMOSTHUTL B HAacTporikax Ponu. MNonb3oBatens
MOXET ObITb B pONsiX U3 0gHOro nogpasaenerHuna. Henb3ss 0obaensatb nonb3oBaTens B pofib NOBTOPHO,

yKasblBasi Apyrne nogpasgeneHus.
Mogpasgenenune ykasbiBaeTca npu obasneHun Pecypca, lomeHa, pynnbl pecypcos.

CucTemMa pacrno3HaeT SBMseTcs N AaHHbIA OGbEeKT NoKarnbHbIM MO OTHOLLEHUIO K IaHHOMY NoApasaeneHuto
yepes CBsI3N 0OBLEKTOB C pecypcamu U AoMeHamun. Ecnmn o6bekT cBsisaH ¢ PecypcoM 1 YueTHol 3anuchbto,

noapasaeneHve onpeaensercs no Pecypcey.

JNlokanbHbIN agMUHUCTpPaTOP

JTokanbHbI aAMUHUCTPATOP OrpaHUYeH B NpaBax AoCTyna u MoXeT paboTaTb TONbKO C HAOOPOM 06HLEKTOB,
KOTopble NpuHagnexar ero nogpasgeneHuio. OrpaHMyMBatoTCs TONbKO 00bEKTbl 4OCTYyNna — Y4YeTHble

3anucu n Pecypcel.



NcknioyeHus:

e MOXET yntatb Y4YeTHble 3anMcu rnobanbHbIX AOMEHOB;
e MOXET ynTaTtb rnobanbHble NONUTUKN;

e MOXET yntatb [JoMeHbl, HO HE NX rpynnbl n KOHTeIZHepr.
Bce co3naBaemble adMWHUNCTPATOpOM 00bEeKTbl aBTOMATUYECKN npuHagnexar ero nogpasgerneHuto.

(D NPUMEYAHUE

BbI6VIpaTb nogpasgeneHna npu co3gaHnm 00BbEKTOB MOXET ToNbko MMobanbHbIN aaMUHUCTPAaTopP.

INokanbHOMY afMUHUCTPATOPY HEAOCTYMHbI:

e 00ObEKTbI, CBA3aHHbIE C APYrMMY NoapasaeneHnsmu;

e pasgenbl CTpyktypa, Ponu, YBegomneHus.
B pasgenax YnpasneHus OCTYMHbl TONbKO A5 YTEHUS:

o MonunTtuku n nx HaCTpOVIKM;
° MOJ1Ib30BaTESIbCKME N CEPBUCHbIE MOAKITIOYEHUA;

e HacTponkn KoHdurypauum.
OctanbHble pasgerbl HeAOCTYMHBbI.

JlokanbHbI aOMUHUCTPATOP HE MOXET CO3aBaTb Pa3peLLleHnss C MPOCMOTPOM YYETHbIX OaHHbIX OJ1A

AOMEHHbIX YYeTHbIX 3anuMcen, B TOM ymcne paspeweHue ana NMpunoxeHus.

BknioyeHue paboThl ¢ noapasaeneHuamm

Pabota c nogpasgeneHusmMu BKNtoYaeTcs B KOHurypaumoHHom cparine Management Console.

[MyTb 0O KOHUrypaLuMoHHOro danna:

Windows C:\inetpub\wwwroot\pam\mc\assets\config\

Linux /etc/indeed/indeed-pam/mc/



UTtoObl BKOUNTbL paboTy ¢ nogpasgeneHusamu B PAM, BBeante 3HavyeHne true Ans napamertpa

enableOrganizationalUnits B CeKUUN view:

"view": {
"enableOrganizationalUnits": true



Pa3pewieHus

Pasnen npeaHasHaveH Ans Noucka, Bblaayu, OT3biBa Y NPUOCTAHOBKM AENCTBUS pa3peLLEeHUA.

NMouck paspeLieHun

Mouck nossongaet OT06paSI/1Tb TOJIbKO T€ pa3peLlleHnsa, KOTopble yaoBJI1IETBOPAOT 3aaHHOMY KPUTEPUIO.

EcTtb oBa BMaa noucka:

e BbICTpbIN — cTpoKa noucka. MoxHO nckatb TOSbKO N0 OOHOMY KpUTepuio. TeKCTOBbIN BBOA,.
e PaclmpeHHbIn — popma € HECKONbKMMU NonsaMn. MoXXHO UcKaTb NO HECKOMNbKUM KPUTEPUSIM CPasy.

BbinagatoLme crnvcku.

BbicTpbIN NOUCK

B NMONCKOBYHO CTPOKY MOXHO BBOAWUTb OOHO UIM HECKOJIbKO CJ10B. CnoBa MOXHO nucaTb NOMHOCTBLIO UMK

YacTuyHo (3 n 6onee GykB).
Mpumep
YT106bI HAWTK paspeLleHne C ONMCaHMeM TecToBOe pa3peleHue raBHOrO aAMUMHUCTpaTopa, HY>XHO BBECTU

noboe 13 crnoB: TecT, paspew, rnas, agm.

A NMPEOYNPEXOEHUE

Mo koHUy cnoBa nouck He paboTtaet. Ecnu BBECTU peleHue, TO pa3peLleHne He HangeTcs.

PaspellueHne MOXXHO UCKaTb MO ABYM CriOBaM, HAaNpUMep: TecT paspell, pa3pell r1aBH, r1aBH ajM.

/\ MPEQYNPEXOEHUE

CnoBa B NOUCKOBOM 3anpoce AOJKHbl UOTU B TOM Xe nopAaake, YTto B OrnnmcaHnn paspeLueHund. Ecnu

BBECTW paspew TecT, TO pa3peLleHne He oTobpasunTcs.

Henb3sa BBOaUTb Cnoea, MeXxay KOToOpbiIMU B ONMNCaHUK pa3pelleHna eCTtb gpyrme criosa. Ecnu BBectn

TecT agmuH, TO paspelleHve He 0ToBpasnTcs, MOTOMY YTO MEXAY TecT M agMuH €CTb elle ABa

CrioBa.



PacwunpeHHbIX NOUCK

MoXHO uckatb no OAHOMY UIMN HECKOJIbKUM KPpUTEPUAM. I'IpM Bbl60pe HECKOJ1bKUX KpUTEPUEB 0T06pa3FITCFI
ceccuin, KOTopble yaoBIETBOPAOT BCEM NEepPEYHNUCITIEHHBbIM KPUTEPUAM.

Mpumep

Ecnu Bbibpatk B none MNMonb3oBaTenb 3Ha4yeHWe ivan.ivanov@company.demo U B none CocrosiHue

3HayeHne 0To3BaHO, TO OTO6p83$ITCF| TOJ1bKO OTO3BaHHbIE pa3peLlleHnda TOJIbKO 3TOro nosib3oBaTens.

A MPEOYNPEXOEHUE

B kaxkaoMm none MoXHO BblGpaTh TOMbKO OAHO 3Ha4YeHue. Bbl He cMoXeTe B 0gHOM 3anpoce
pacLUMPEHHOTO MOUCKa BbIBECTU pa3peLleHuns nonb3oBaTenel ivan.ivanov@company.demo U
peter.ivanov@company.demo . Bbl cMOXeTe 3T0O caenaTb ¢ NOMOLLbI0 TEKCTOBOIO Moucka no 3anpocy

ivanov.

NMpodunb paspewieHns



PaspelweHune #5 A INDEED\adm ~

) Orozeats () MpuoctaHoeuTE

TecToBOE paspelleHmne

Root OU

victor@indeed.local

INDEEDYadm

09.11.2022 12:32:20

c09.11.2022 00:00 go 09.11.2022 23:59
c 08:00 ao 17:59

Pazpewen
Fecypcel YuUeTHeIE ZanKCK
Pecypc Tvn nogKnroueHMA Agpec nogKnOUeHUA YueTHan zanuck
REDOS 55H 192.168.10.130 REDOS\admlocal

Mpodhunb paspelueHnss oTobpaxaeT criegyowme gaHHbIe:

e OnucaHue — NpPon3BOrIbHbIN TEKCT.

» loppaspeneHue — nma nogpasneneHuns, B KOTOPOM COCTOUT pecypc.

» lNonb3oBaTtenu — nonb3oBartenu karanora Active Directory, Ansa KOTOpbIX BblAaHO paspeLLeHne.
o Cospan — yyeTHasda 3anncb agMuHuctpartopa Indeed PAM.

o Co3paHo — faTa v BpeMs co3[aHus paspeLleHns.

o [lepuop aencTBuA — Aatbl, B Nepuog Mexay KOTOpbIMU paspeLleHne akTUBHO.

e PacnucaHue goctyna — Bpems, B Nepuos Mexay KOTOpbIM paspeLleHne akTUBHO.

e MpocMOTp y4YeTHbIX AaHHbIX — pa3pelleHne Ha NPOCMOTp napons unu SSH-kn4va y4yeTHom 3anucu
Aoctyna.

» Pecypc — nms pecypca, Ha KOTOpOM MOXET ObiTb oTKpbiTa RDP, SSH unu WEB-ceccus ot uMeHun

YYETHOM 3arnucu yKkasaHHOM B paspeLleHun.

o Tun noagkn4YeHna — TuN yganeHHoro nogkntodeHuns (RDP, SSH, nonb3oBatenbckme Tunbl).



o Appec nogkntovyeHna — DNS unu IP-agpec KoHeYHOro pecypca.

e YyeTHas 3anucb — y4yeTHas 3anucb, koTopasi ucnonb3yetcs ang otkpbltusa RDP, SSH unn WEB-

CECCUU Ha pecypcax, ykazaHHbIX B pa3peLleHuu.



Co3aaHve paspelieHnn

Pa3speluLeHns gatoT NpaBo Ha OTKPbITUE CECCUI Ans nonb3oBaTternen Kkartarnora.
YT06bI BblAaTb paspeLleHne:

1. BanguTe B pa3gen PaspeweHus.
2. Haxxmute Co3partb.

3. Boibepute MNogpasgeneHue, lNonb3oBatenen, Pecypcel, YUeTHyto 3anncb, OrpaHnyeHns BpeMeHn n

MapameTpbl paspeLleHnsi B OTKPbIBLLUEMCS BU3apae.

/\ NPEQYNPEXAEHUE

[ns paboTbl ¢ paspeLlueHnamMmmn Heobxoanmbl npusunern YnpaBneHUsa paspeLueHnusaMm
(Permission.Create, Permission.Read, Permission.Revoke, Permission.Suspend).

NMoapasaeneHue

Bb|6ep|/|Te, B KaKOM nogpasgerneHnmn Haxogntca pecypc.

(D NPUMEYAHUE

70T pasgen Bu3apaa He OyaeT oTobpaxaTbCsa NPy CO3AaHNMKN paspeLleHNs NoKarnbHbIM
aAMVHUCTPATOPOM 3TOro NoApasaerneHus.

Nonb3oBaTtenb

Bbibepute nonb3oBatens unuv rpynny nonb3oBaTenen.
YUTtoObl BbIOpaTh Nonb3oBaTens:

1. Ha Bknagke MNonb3oBaTtenu BBeante B cTpoke novcka Umsa, damunuro, Homep tenedoHa nnu E-

mail nonHocTblo nnm yactnyHo. Haxmmte ENTER nnu O\.

2. Bb|6ep|/|Te O[HOro U HECKONbKUX NoSb3oBaTeNen.


http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/roles/

UTtoObl BbIGpaTh rpynny nosb3oBaTtenem:

1. Ha Bknagke prnnbl nonb3oBartesien BBeaMTE B CTPOKe noncka Umsa nnm OnucaHue NonHOCTLIO UK

yactnyHo. Haxmmte ENTER mnnu O\.

2. BbibepuTe rpynny nonb3oBartenemn.

Pecypc

Pa3peLueva MOXHO BblaBaTb HaA:

» Pecypchbl, pobasneHHble B Indeed PAM.
e [pynny pecypcos.

 [lpoun3BonbHbIN pecypc.
UTtoObl BLIGpaTh pecypc:

1. Ha Bknagke Pecypcbl BBeanTte B cTpoke novcka Umsa pecypca, DNS-ums, IP-agpec nonHocTso nnm

yacTnyHo. Haxmute ENTER mnnu O\

2. Bbibepute oanH Unm HECKONbKO PECYPCOB.
YUTtoObl BbIGpaTh rpynny pecypcos:

1. Ha Bknagke Mpynnbl pecypcoB BBeANTE B CTPoke noncka UMa NonHOCTLIO U YacTuyHo. HaxmuTe

ENTER um 2.
2. BuibepuTe rpynny pecypcos.

YUT06bI BbIGPATL NPOM3BOSbHLIN pecypc, Ha Bknaake MpousBonbHbIe pecypcbl Bbibepute TUMbI
NOAKIMKOYEHNIA, MO KOTOPbLIM MOMb30BaTENb CMOXET NMOAKIIYATLCS K NPOU3BOSbHLIN pecypcaM. [ocTynHble

Tnnbl nogkntodeHnn: RDP, SSH, Telnet.

YyeTHaAa 3anuchb

Ons OoCTyna K peCcypCy MOXHO MUCNOJb30BaThb JTOKalbHYH, AOMEHHYI0 UM JTMYHYIO YYETHYIO 3anncCb

nonb3oBartend.

() NPUMEYAHVUE


http://localhost:3000/privileged-access-manager/2.10/user-manual/access-to-the-resource/#connection-to-an-adhoc-resource

Ecnu Bbl BbiGpanu 6onblue 0gHOro pecypca, To 4SS KaXA40ro U3 HUX HY>KHO nocrnefoBaTenbHO BblOpaTb

YHETHYHO 3anncb OOCTYymna.

UT00bI BbIOpPaTL JOMEHHYIO UMW NTOKANbHYO YY4ETHYHO 3anuchb:

1. BBeguTte B cTpoke novcka UmMa yyeTHOW 3anucum nornHOCTbIO Ui YyactudHo. Haxxmute ENTER unu Q

2. BbibepuTte y4eTHyO 3anunchb.

YT06bI BbIOpPATh NMYHYHO YYETHYIO 3anuch, HaxMuTe NMpoaomknTb ¢ nonb3oBaTenbckon Y3.
/\ NPEAYNPEXAEHUE
[ns Npon3BOMbHbIX PECYPCOB HEAOCTYMNEH BbIOOP NOKANbHOW y4ETHOM 3anucu.

na NPON3BOJIbHbIX PECYPCOB y4e€THadA 3arnncb ogHa Ha BCE TUIbl NOAKITIOYEHUN.

OrpaHun4yeHus BpeMeHu

MapameTpbl 3TOro pasaerna onuuoHanbHble.

[ns paspelleHns MOXHO 3agaTb Nepuog AeNCTBUSA — AaTy M Bpems Havana, 4aty U Bpemsi OKOHYaHua. [ns

3TOro:
1. Bkntounte onuum Havano n OKkoH4aHue.

2. Bbibepute gaty n Bpems.

(D NPUMEYAHUE

Ecnn onuun Hayano n OkoH4yaHue He BbiOpaHbl, TO pa3pelleHne OyaeT AencTBoBaTb BECCPOUHO.

/\ NPEAYNPEXAEHUE

Mo ncTeueHUn nepmopa AeNCTBUS pa3peLLeHmnst ceccust byaeT npepeaxa.

MoXHO Takxe 3aaaTb pacnucaHue 4oCTyna K pecypcy no aTomy paspeLleHuto. B aToM criyyae nogkroyeHve

OyaeT OOCTYMHO TONbKO B YKa3aHHble Yackl. Hanpumep, Tonbko B paboyee Bpems.


http://localhost:3000/privileged-access-manager/2.10/user-manual/access-to-the-resource/#connection-to-an-adhoc-resource
http://localhost:3000/privileged-access-manager/2.10/user-manual/access-to-the-resource/#connection-to-an-adhoc-resource

1. BkntounTte onumio Paspewwmtb AOCTYN TOMbKO.

2. Beegute Bpema C n [o.

(D NPUMEYAHUE

Ecnu onuusa PaspewnTb 4OCTYN TONLKO He BbiOpaHa, To paspelleHne byaeTt 4encTBOBaTb

KPYrroCyTOYHO.

/\ NPEAYNPEXAEHUE

Mo MCTeYeHn BpeMeHM, YCTaHOBMEHHOIO B pacrnvcaHumn 4ocTyna, ceccusa byaeT npepsBaHa.

NMapameTpbl pa3peLlueHuUs

MapameTpbl 3TOro pasgena onuuoHanbHbIe.

Y4yeTHble AaHHbIe

Indeed PAM nosBonsieT 3agatb, paspeLleHo N1 nonb3oBaTento NpocMaTpmBaTtb Naposib
NPUBUNErMPOBaHHLIX YYETHbLIX 3anMcen, KOTopble UCMOSb3YHTCA B €ro paspeLleHnsix. Ytobbl paspeLumnTs,

BKINMKOYUTE Onuuko Paspemwrb NMPOCMOTP YYeTHbIX OAaHHbIX.

Indeed PAM nossonsieT 3agaTb, paspeLLeHo N nonb3oBaTento U3MEHATb Naporib NPUBUITErMPOBaHHbIX
YYETHbIX 3anucen, KOTopble NCMOMb3YTCA B €ro paspeLleHmax. YTobbl paspelumTb, BKIHOYUTE ONLMIO

Pa3peu1wrb U3MeHeHUe yYeTHbIX AaHHbIX.
McTOUYHUMK noaknoveHus

Indeed PAM no3BonsieT yCTaHOBUTb OrpaHuyeHune gnga nogknovyeHnn K pecypcam, a MMeHHO — YCTaHOBUTb
KOHKPETHYIO CETb, N3 KOTOPOM MOXHO nogkntodaTbes. YTtobbl 310 caenatb, Bblbepute HyXXHYH CETb B Mnofe

CeTeBoe pacnosioXXeHne UCTOYHMKOB AJsi pa3peLlleHHbIX NOAKITHYeHUN.

() NPUMEYAHVUE

Ecnu He 6binu gobaeneHbl HUKakne CeTeBble pacnonoXeHus, To B BbinagatoLem cnucke dyaet
eJMHCTBEHHas HacTponka — bes orpaHMyeHnn. 3TO 3HAYUT, YTO UCMONb30BaTh AaHHOE paspeLleHne

MOXHO C Nto6oro ycTpoicTea B CETU.


http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/configuration/#network-location

MNMoBbiweHue npusunernn B SSH-ceccusx

Indeed PAM nosBonseT ykasaTb 418 KaX40ro paspelueHns, byget nu B 3ToM paspeLLeHmnm oCcTyn K pamsu.

BoamoxHble BapuaHTbI:

o YnpaBnsieTcsa nonuTukamu — ByaeT Ny OOCTYN K pamsu onpeaensieTcs NnonmTukon pecypca, Ha
KOTOPbI BblAAETCs paspeLleHme.

° Paspeu.leHo — 6y/:|,eT AOCTYyNn K pamsu He3aBUCMMO OT HAaCTpPOEK MOJIUTUKN.

° 3anpeu.|,eHo — Heé 6y,qu AOCTYyMna K pamsu He3aBUCUMO OT HACTPOEK NMOJIUTUKN.


http://localhost:3000/privileged-access-manager/2.10/installation/additional-components-setup/#pamsu

Onepaunun Hag pa3peLeHNAMHU

OT13bIB

C nomoLpbto 3TOM PYHKLMM MOXKHO aHHYNMPOBaTb paspeLleHus, KoTopble bonblie He TpebytoTes.

A NMPEOYNPEXOEHUE

OT103BaHHbLIE pa3pelueHna Hernb3A BOCCTaHOBUTD.

Ecnu Bam TpeGyeTcsi BpEMEHHO 3aMnpeTuTb UCNOMb30BaTh pa3peLleHne, TO NPUOCTaHOBUTE Ero

JencTBme.

[Mpwn oT3bIBE paspeLleHns yunTbiBanTe, YTo AOCTYN Y nonb3oBaTtenen nponageT cpasy, a He nocrne Toro, Kak

OHU CaMW OTKITHOHUITUCb OT pecypca.

/\ MPEQYNPEXOEHUE

Mpu oT3biBE pa3peLleHnst ceccust ByaeT npepBaHa.

OT3bIB U3 CNUCKa paspeLleHni OT3bIB U3 Nnpoduns paspeLueHus

1. OTkponTte pa3nen Pa3pelueHus.
2. OTMeTbTE HYXXHOE paspeLleHme.

3. Haxxmute OTo3BaTh.

OTo3BaHHbIE paspeLLeHns NepecTarT oTobpaxaTbes B pasaene PaspelueHus, HO X MOXHO NPOCMOTPETb
C NOMOLLbI Moucka. [1ns 3Toro oTKPOMTE paclUMPEHHBIN Nouck B pasaene PaspelweHus u Bbibepute

3HayeHne OTo3BaHo A napameTpa CocTosiHMe.

MpuoctaHoBKa

C nomouybio 3TON (byHKLl,VII/I MO>XHO BPEMEHHO 3anpeTnTb NCMNOJ1b30BaTb pa3peLllueHne.



YuntbiBanTe, 4TO AOCTYN Y Nonb3oBaTernen nponageTt cpasy, a He Nocre Toro, Kak OHWM caMy OTKITHYUIUCH

OT pecypca.

A MPEOYNPEXOEHUE

Mpu npuocTaHoBKe OENCTBUSA paspeLleHns ceccusi Byaet npepeaHa.

MpuoctaHoBKa U3 cnucka paspeLeHumn MpuoctaHoBKa 13 npoduns paspeLueHus

1. OTkponTe pasnen Pa3pelueHus.
2. OTMeTbTE HYXXHOE paspeLleHme.

3. Haxxmute MNprnoctaHOBUTD.

Bo3oOHOBNEeHue

C nomoubio 3TON (byHKLl,VII/I MOXXHO aKTUBMpPOBaTb NPUOCTaHOBIIEHHOE pa3pelleHne, To eCTb BEPHYTb €0 B

cocTosiHne [1eMcCTBUTENLHO.

Bo3o6HOBMNEHWe U3 cnucka paspeLueHui Bo3o6HoBneHne u3 npoduns paspelueHus

1. OTkponTe pasgen PaspelieHus.
2. OTMeTbTE HYXXHOE paspeLLeHme.

3. Haxkmmute BO30OHOBUTD.



MaccoBble onepauuu Hag
pa3peLleHnaAMmn

OT13bIB

C noMolLLbto 3TON (PYHKLMN MOXHO aHHYNMPOBaTh pa3peLleHusi, KoTopble 6orblue He TpebytoTcs.

A NMPEOYNPEXOEHUE

OT03BaHHblE pa3peLLeHnNs Hemnb3s BOCCTaHOBUTb.

Ecnu Bam Tpe6yeTc;| BPEMEHHO 3anpeTuTb NCNOoJib30BaTh pa3pelleHne, To NpuoCTaHOBUTE ero

JencTBme.

Mpu 0T3biBE paspeLleHns yuuTbiBainTe, YTO AOCTYN Y Nonb3oBaTenel nponageT cpasy, a He nocre Toro, Kak

OHM CaMM OTKITHOYUITUCb OT pecypca.

/\ MPEQYNPEXOEHUE

Mpwn oT3bIBE paspelleHns ceccusi OyaeT npepsaHa.

YTo6bI BOCMONb30BaThCs PYHKUUEN, BbINOMHUTE cnegyowue 0encTBus:

1. OTkponTe pasgen PaspelwieHus.
2. OTMeTbTE OOQHO UMW HECKOSMBbKO pa3peLLeHni.

3. Haxxmute OTOo3BaTh.

OTo3BaHHbIE paspeLLeHns NepecTarT oTobpaxaTbes B pasaene PaspeLweHus, HO X MOXHO NPOCMOTPETb
C NOMOLLbI Moucka. [1ns 3Toro oTKPOMTE paclUMPEHHBIN Nouck B pasaene PaspeleHus n Bbibepute

3HayeHvne OTo3BaHo A napameTpa CocTosiHMe.

MpuocrtaHoBKa

C nomouybio 3TON (byHKLl,VII/I MO>XHO BPEMEHHO 3anpeTnTb NCMNOJ1b30BaTb pa3peLllueHne.



YuntbiBanTe, 4TO AOCTYN Y Nonb3oBaTernen nponageTt cpasy, a He Nocre Toro, Kak OHWM caMy OTKITHYUIUCH

OT pecypca.

A MPEOYNPEXOEHUE

Mpu npuocTaHoBKe OENCTBUSA paspeLleHns ceccusi Byaet npepeaHa.

U106kl BOCMONb30BaTLCS (PYHKLMEN, BbINOMHUTE creayolme AeiCTBUS:

1. OTkponTe pa3gen PaspelueHus.
2. OTMeTbTE OHO UIM HECKOSNBbKO paspeLLeHnia.

3. Haxxmute MNMprnoctaHoOBUTD.

Bo3oOHOBNEeHue

C nomouybio 3TON (*)yHKLl,VII/I MOXXHO aKTUBMPOBaTb NPUOCTAHOBIIEHHOE pa3pelleHne, ToO eCTb BEPHYTb €0 B

cocTosiHMe [lencTtBUTENbLHO.

YTo6bI BOCNONb30BaThCs PYHKUUEN, BbINOMHUTE cneayowmne 0encTBus:

1. OTkponTe pasgen PaspelueHus.
2. OTMeTbTEe OAHO UMY HECKOIbKO paspeLUueHuni.

3. Haxkmmnte Bo300OHOBUTD.



3anpocbl ceccumn

Pasnen npegHasHaveH Ansa paboTbl C 3anpocaMu Ha OTKPbITUE CECCUI K COOTBETCTBYIOLLUM Pecypcam.
[laHHbIN MexaH13M No3BONSAET HAaCTPOUTb AOMOMNHUTENBHOE NOATBEPXKAEHMNE BTOPbIM NULIOM

(AogmnHncTpaTopom PAM) ons NOAKNIOYEHUST K KOHEYHOMY pecypcy.

/\ NPEAYNPEXAEHUE

Ansa pabotel Heobxoanma npusunervs NMoarTBepxaeHue ceccun (SessionRequest.Confirm).

O noOCKA3KA

Bpems oxngaHusa sanpoca HacTpausaetcs B [onutuke ceccun. Bpems oxmnaaHusa sanpoca Ha

npocmoTp naponsa n SSH-knto4a HacTpamBaeTcsa B pasgene [lonutuka y4eTHoW 3anucu.

B 3anpocax ceccuii Bcerga otobpaxatorca uctopmyeckme 3HavyeHus NMonb3oBartens, Pecypca 1 YyeTHOM
3anMcu Ha MOMEHT co34aHus 3anpoca. Victopmyeckme nveHa B 3anpocax n Ceccusix MOryT oTnmn4aThCs,
T.K. MPM OTKPbITUN CECCUN COXPaHSETCs akTyanbHoe 3HadYeHne Monb3oBaTens, Pecypca, Y4eTHOM 3anucu.

NMouck 3anpocos

(D NPUMEYAHUE

Monck 3anpocoB no NMonb3oBaTento HaxoauT 3anpochbl Nonb3oBaTtenen, 3anpawmnsaowmnx Ceccum.

Mo AGMUHUCTpPATOPY, KOTOPLIN NOATBEPKAAET 3anpocChl, MONCKa HET.

BbICTpbIN NONUCK

BeeauTte B cTpoky novcka MNonb3oBaTtens, Y4eTHyr0 3anucb nnv Pecypc NONHOCTBIO UK YaCTUYHO.

PacwunpeHHbIN NOUCK

Haxmunte PaclumpeHHbIN NOUCK 1 BBEAUTE OAMH UIM HECKONbKO KpuTepmnes — Homep 3anpoca,
NPOMEeXYTOK BpeMeHU co3aaHus, YUYeTHyr 3anucb, Pecypc, Npynny pecypcos, MNonb3oBatens unm

NMoapaspeneHue.


http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/roles/
http://localhost:3000/privileged-access-manager/2.10/administration/policy-setup/#sessions
http://localhost:3000/privileged-access-manager/2.10/administration/policy-setup/#accounts

BbibepuTe cocTtosiHue 3anpoca:

o OxupaeTt peleHuns

e [loaTBepxaeH

e OTKNOHEH

e Vcrtek

o OTMeHeH nonb3oBaTenem
e Vcnonb3oBaH

e He ncnonb3oBaH
Bbibepute TMN 3anpoca:

e Ceccus

e Y4yeTHble AaHHble

PyHKUMM 3anpocoB

nO,EI,TBep)K,qu ne 3anpoca

®dyHkuna nossonseT AamuHuctpatopy PAM noareepanTte 3anpoc Nonb3oBatens Ha NOAKMIOYEeHNE K

KOHEYHOMY pecypcy.

Haxmute MoaTBepanTb B Nnpodune 3anpoca, nMbo Bbiaenute driaxkoM oXuaatroLme peLleHnst 3anpochi.

OTKNoHeHuMe 3anpoca

®dyHkuna nossonseT AgmuHuctpatopy PAM oTknoHuTs 3anpoc Nonb3osarens.

Haxxmnte OTKNOHUTL B I'IpO(*)IAJ'Ie 3anpoca, nnbo BblgenuTe (*)J'Ia)KKOM oxXungawwimne peleHna 3anpochl.

Npodunb 3anpoca



3anpoc ceccum #2

@ MoateepanTs (®) Ortknonuts

adm@indeed.local
REDOS\admlocal

Root OU

REDOS (192.168.10.130)
192.188.10.13

55H

Server update
OwMaaeT pelleHua

09.11.2022 12:42:13

Mpodmnb 3anpoca oTobpaxxaeT cnegyolme gaHHbIe:

* MNMonb3oBaTtenb — nonb3oBartenb katanora Active Directory, cozgaBLumin 3anpoc Ha OTKPbITUE CECCUMN.

¢ YyeTHasa 3anucb — y4yeTHada 3anncb, Kotopas ncnonbayetca ans otkpbitna RDP, SSH nnu WEB-

CECCUU Ha pecypcax yKasaHHbIX B pa3peLleHunu.
» MoapasaeneHne — ums noapasaeneHnsi, B KOTOPOM COCTOUT pecypc.

» Pecypc — pecypchbl, Ha KOTOpbIX MOXET 6bITb oTKpblITa RDP, SSH nnn WEB-ceccusi OT MeHun yyeTHON

3anncu ykasaHHOW B paspeLueHum.

+ IP nonb3oBartensa — IP-agpec, ¢ koToporo nonb3oBaTens nogkntovaetcsa kK PAM Gateway, SSH proxy
nnv RDP Proxy.

o Tun noakn4YeHUa — TUN yaaneHHoro nogkntodeHuns (RDP, SSH, nonb3oBaTenbckme Tunbl).

e [MpunynHa — Npoun3BOSbHLINA TEKCT, BBEAEHHbLIN NOMb30BaTENEM NPU CO34aHUKN 3anpoca.

o CocTosiHue — Tekyllee cocTtosHue 3anpoca (Oxuaoaet
pewenus, MNMoareepxaeH, OTknoHeH, Nctek, OTmeHeH nonb3oartenem, Vicnonb3oBaH, He

NCMOrb30BaH).

° BpeMﬂ co3gaHuA — aarta U BpeM4d Co3aaHn4A 3anpoca nornb3oBaTeneM.



AKTUBHbIE ceccum

Pasgen npegHasHayeH Ans aBToMaTu4yeckon punstpaumm n otobpaxeHus akTuBHbIx ceccui Indeed PAM.
[nsa kaxgon ceccum otobpaxarTcsa cnegyowme gaHHble:

* MNMonb3oBatenb — nonb3oBarernb katanora Active Directory, KOTOpbI MHULMMPOBAI CECCUto.

¢ YyeTHas 3anucb — y4yeTHasa 3anncb, Kotopas ncnonbayerca ans otkpbitna RDP, SSH nnu WEB-
ceccuu.

» MNoapaspeneHne — nMs nogpasgeneHns, B KOTOPOM COCTOUT pecypc.

* Pecypc — pecypc, Ha koTopoM bbina oTkpbitTa RDP, SSH nnn WEB-ceccunsa oT MMeHM y4eTHOWM 3anucu.
o Appec noaknyeHnsa — hakTUYECKUn agpec, UCNoMb3yeMbln MPU OTKPbITUM CECCUMN.

e AnUTenbHOCTb — ANNTENBHOCTb CECCUMN.

* MNoakntoyeHne — Tnn yaaneHHoro nogknoyveHus (RDP, SSH, nonb3oBaTtensckue Tunbl)

e NoakntoueHne k PAM — fata n Bpems OTKpbITUSE CECCUMN.

Mpy HaNUuMKM akTUBHBIX CECCUI Ha MaBHOM cangbape cnpaBa OT 3arofnoBka pasgena dyaet otobpaxarbes
0engx ¢ KoNMYeCTBOM aKTMBHbIX CECCUM:

AKTUBHbIE CECCUM
L Aktuenbie ceccun [f)

L%" Bce cecouw

) Cos MonbzoBaTtens YuetHan zanuce MogpazgeneH... Pecypc
oBeTnA

adm@indeead.local REDOS\admlocal Root OU REDOS
(192.168.10.130)



Bce ceccum

Pasgen npegHasHayeH ans noucka v NpoCMOTPa akTUBHbIX, 3aBEPLUEHHbIX U MPEepPBaHHbIX CECCUN.
Mo ymonyaHuio Ha cTpaHuue oTobpaxkaetcs 15 ceccun.

() MHOOPMALIMSA

OTo6pa>KaeM0e no ymosn4yaHuro KoJin4ecrtBo CEeccui Ha CTpaHMLUEe MOXHO N3MEHUTb B

KOH(hUrypaLmMoHHOM chanrne.

BHVI3y CTpaHuLbl PacrnoroXeH narmHaTop Assi NPoCMoTpa ocTalibHbIX CECCUN.

Psimom ¢ narmHatopom HaxoguTcsa nepekntoyartens MokasbiBatb no: 15 30 60 100, 4To6bLI BUAETL GonbLue

CTPOK Ha ofHOM CTpaHunue n He nepekrnyaTbCca mexay CtpaHnuamMmm CrinlikoM 4acTo.

Ecnn anemeHTOB MeHbLIEe 15, TO OHM NOMeLLalTCa Ha OAHY CTpaHuLy. B atom Clny4ae nepekrn4arterb

MokasbiBaTb NO (M cam NarMHaTop) He oTobpaxaroTcs.

Nouck ceccun

Mounck nossongaet OT06paSI/ITb TOJIbKO T€ CeCCUU, KOTOpbie YAOBNETBOPAT 3adaHHOMY KPUTEPULO. Ectb aBa

BMOa nouncka:

e BbICTpbIN — cTpoKa noucka. MoXHO UckaTb TOSMbKO NO OOHOMY KpUTepuio. TEeKCTOBbIN BBOA,.

e PaclumpeHHbIn — hopma € HECKONLKUMU NonsaMn. MOXXHO UCKaTb NO HECKOMbKUM KPUTEPUSIM CPasy.

BbinagatoLme crnvcku.

BbicTpbIN Nouck

B nonckoByto CTPOKY MOXHO BBOAUTb OQHO U HECKONBKO CnoB. CrioBa MOXHO N1caTh NOMHOCTLIO U
YacTuyHo (3 n 6onee BykB).

Mpumep

UT06bI HaTK CECCUIO C MPUYNHOM OTKPLITUS O6HOBNEHME MPOrpaMMbl, COr1acCOBaHO AUPEKTOPOM, HY>KHO

BBECTU NMtoboe 13 CnoB: o6HOB, Npor, corn, aup.


http://localhost:3000/privileged-access-manager/2.10/installation/configuration-files/
http://localhost:3000/privileged-access-manager/2.10/installation/configuration-files/

/\ NPEAYNPEXAEHUE

Mo koHUY cnoBa nouck He paboTtaet. Ecnn BBECTN HoBNeHWe , TO CECCUs HE HaWaEeTCA.

Ceccuio MOXHO rckaTb Mo ABYM CrioBaM, Hanpumep: o6HoOB Mnpor, Nporp corja, COrf aup.

/\ NPEAYNPEXAEHUE
CJ'IOBa B NMOMCKOBOM 3anpoce OOJKHblI UOTU B TOM Xe nopAaake, 4To B NMpUyYnHe OTKPbITUA. Ecnu BBectu

npor o6HoOB, TO CECCUS He OTO6pa3VITCFI.

Henb3sa BBOAUTL CNoBa, MeXay KOTOPbIMU B NMPpUYNHE OTKPbITUA €CTb Oapyrmne crioBa. Ecnu BBectn
06bHOB gup, TO ceccus He 0T06pa3|/1TC$I, MOTOMY YTO MEXAY obHOB M gup €CTb eLle ABa CrnoBa.

PaclumpeHHbIN nouck

MOXHO 1ckaTb MO OAHOMY UM HECKONbKUM KpuTepusM. [pn BbIOOpe HECKOMNbKMX KpUTEPUEB OTOOpa3sTCs
Ceccun, KoTopble yaOBNETBOPSOT BCEM NEPEUNCIIEHHBIM KPUTEPUSIM.

Mpumep

Ecnu BbibpaTh B none MNMonb3oBatenb 3Ha4yeHWe ivan.ivanov@company.demo M B none Tun
noakn4vYeHuda 3HadyeHne SSH, To OTO6pa39|TCF| CeCCUN TOIbKO 3TOro nosib3oBatesnd TOJIbKO C 3TUM TUMOM
NOAKIK4YEeHNA.

A NMPEOYNPEXOEHUE

B kaxkaoMm none MoXHO BblGpaTh TONMbKO OAHO 3Ha4YeHue. Bbl He cMoXeTe B 0HOM 3anpoce
pacLUMPEHHOTO NMOUCKa BbIBECTU CECCUMM MONb3oBaTenen ivan.ivanov@company.demo W

peter.ivanov@company.demo. Bbl CMOXeTe 3TO caenaTtb C MOMOLLbIO TEKCTOBOIO Noucka no 3anpocy

ivanov.

Bbirpyska xypHana ceccuu B chann

Bbirpyska cobbiTnin BO3MOXHa B dhanribl crnegyowmx gopmaTtos:

« CSV
o XLSX



YT06bI BbIrpYy3uTb CObLITUS B hann, HaxxmuTe CkavaTb 1 Bbibepute oopmar.

OtyeT hopmmpyeTca B BMae tabnuupbl co ctonbuamu: "lMonb3osatens”,"YyeTHas

3anucek","MNogpasgeneHue”,"Pecypc","lMNpogormkmutensHocTs"," Tun

noakntodeHusa”,"Havano","OkoH4yaHmne","CocTosaHue".

B BbIrpy3ky nonagatot Tonbko nocnegHne 10000 sanucen.

Npodunb ceccum

Ceccunsa

@ TekcToBEIF NOP

adm@indeed.local Pazpewenne #4
REDOS\admlocal

Root OU

REDOS (192.168.10.130)
192.168.10.130

Server update

00:12:46

SSH

192.168.10.13
09.11.2022 13:01:16
09.11.2022 13:01:16
09.11.2022 13:14:02

J3EEpLIEHHAR

[lna kaxxgon ceccun oTobpakaroTcsa creayowmne gaHHbIe:

09.11.2022 12:21:00
INDEEDVadm

& INDEED\adm ~

* MNMonb3oBaTtenb — nonb3oBarenb kartanora Active Directory, KOTOPbIN MHULMUPOBAI CECCULD.

e YyeTHas 3anucb — y4yeTHasa 3anncb, Kotopas ncnonbayetca ans otkpbitna RDP, SSH nnu WEB-

ceccun.
° I'Io,qpazp,eneHMe — M4 nogpasgerneHnad, B KOTOpOM COCTOUT pecypcC.

e Pecypc — pecypc, Ha koTopoM bbina otkpbita RDP, SSH nnn WEB-ceccnsa oT MMeHU y4eTHOW 3anucu.

e Appec nogkntoyeHnsa — IP-agpec pecypca.

o MpuymHa — npuymHa NOOKINIOYEHUS K pecypcy.

L D,HVITeﬂbHOCTb — ANUTENTbHOCTb CEeCCM B YacCaXx, MUHYTax U CeKyHOax.



Tun nogKnNYeHUa — TUN NMONb30BaTENbCKOro NOAKIMYEHUS K pecypcy.

IP nonb3oBartensa — IP-agpec, c kotoporo nonb3oBarens nogkntodvanca k PAM Gateway, SSH proxy

nnu RDP Proxy.

MoakntoyeHne kK PAM — pata n Bpems nogknoyeHus nosnb3oarens K PAM.
OTKpbITME Ha pecypce — AaTta 1 BpeMs OTKPbITUSI CECCUM Ha pecypce.
3aBepluieHne — garta 1 Bpems 3aKpbiTUS CECCUMN.

CocTosiHne — TekyLlee COCTOSIHNE Ceccun.

OnucaHue — onncaHne paspeLleHnsi, ykasaHHoe Ha aTarne co3faHus.
Co3paHo — fgarta v BpeMs co3[aHus paspeLleHums.

Co3pgan — y4deTHas 3anucb agMmuHucTpaTopa Indeed PAM.



Onepauun Hag ceccnsimm

NpepbiBaHne ceccumn

CDyHKLl,VIFI NO3BOJIAET NMPUHYAUTENBbHO NMpepBaTb CECCUIO.

Onepau,vm BbINOJTHAETCA C MOMOLLbKO KHOMKA FlpepBaTb B npocbvme aKTUBHOW ceccum.

OOHOBNEeHue ceccumn

®PyHKLMA NO3BONAET OOGHOBNATL TEKCTOBLIN 10T, CHUMKWN 3KpaHa 1 nepefaHHble Ha cepeep dansbl B pyYHOM

pexume.

Onepauuns BbINOMHAETCA C NOMOLLLI KHOMKM OBHOBUTBL B Npoduie akTUBHOW CECCUN.

Bugeo

Ana RDP-ceccuin, SSH-ceccun, kotopble oTkpbIThl Yepes Indeed PAM Gateway 1 anga ceccui KnMeHTCKUX
NPUNOXEHUA AOCTYMHbI BUAEONOrMpoBaHmne.

MpocmoTp NOTOKOBOro BUAEO

BbiBOg, NOTOKOBOro BMAEO HaxoamTcs B cekumm Buaeo B npodure akTMBHOM CECCUN.

NMpocmoTp/CkaumBaHue MTOroBoro BUAEO

1. OTkponTe cekumo Buaeo B npocune 3aBepLLUEHHOWN UM NPepPBaHHOW CECCUN.

2. 3anyctute BMAeo unm Haxmute CkayaTb BCE.

TekcToBbIN NOT

Ona RDP-ceccumn n SSH-ceccuin, kotopble oTkpbIThbl Yepes Indeed PAM Gateway nnun Indeed PAM SSH

Proxy oocTyneH TEKCTOBbIV NOT.



MpocmoTtp/Monck/CkaunBaHmne TeKCTOBOroO riora
1. OTkponTe cekumo TeKCTOBbIN for B Npodune 3aBepLUEHHON U NpepBaHHON CeCCUmn.

() NPUMEYAHVE

TekctoBoe nornposaHue B RDP-ceccusax nogaepxmBaetcs 3a c4HeT KoMmrnoHeHTa Indeed PAM
Agent, areHT permcTpmypyeT TEKCTOBbIM BBO[, NepexBaTbiBaeT Ha3BaHNA aKTUBHbLIX OKOH Y
3anyckaeMblx npoueccoB. TekcToBoe nornposaHmne B SSH-ceccusax He TpebyeTcs yCTaHOBKM

OTAenbHbIX KOMMOHEHTOB, B SSH-ceccusix permctpmpyeTcs NonHbIM BBOA/BbIBOA.

2. BBegute 3Ha4yeHue B nonsa Ans noucka unm Haxmute Ckavatb.

CHUMKM 3KpaHa

Ona RDP-ceccumn, SSH-ceccuin, kotopble oTkpbIThl Yepes Indeed PAM Gateway v ans ceccuin KNMEeHTCKUX

NPUITOXEHUN.

NMpocmoTtp/CkaunBaHne CHUMKOB 3KpaHa

1. OTkpounTe cekunto CHUMKM aKpaHa B Npodure akTMBHOW, 3aBEPLLEHHON NN NMPEPBAHHON CECCUN.

2. OTKponTE CHUMOK 3KpaHa unm Haxmute CkavyaTb BCE.

lNepeaaHHble Ha cepBep hannbl

[na RDP-ceccumn goctyneH nepexsar U TEHEBOE KONuUpoBaHue hanrnos, KOTopble nepenarTcs ¢

NPOGPOLLEHHBIX IMCKOB Ha pecypc.

NMpocmoTtp/CkaunBaHmne nepeaaHHbIX channos

1. OTkpownTe cekumto MNepepaHHble Ha cepBep ¢hannbl B Npodune akTMBHOWN, 3aBEPLLUEHHON NN

npepBaHHOW CECCUM.

2. lNepenante No CCbIfke Ans ckayMBaHUA nepefaHHbIX hannos.



CoObIiTusA

B aTom pasagene otobpaxaeTtcst UICTopus coObITUIN, KOTOPbIE MPOM30LLNK B Ballen nHctannaumm Indeed
PAM.

Camble HoBble CObbITUA — BBEPXY Tabnuubl.

Cnimcok Bcex CyLlecTByLWmMX cobblTuin — ckadatb XLSX.

NMouck coobITUN

TeKkcTOBbIM NOUCK PaclmpeHHbIA nouck

Beegute B CTPOKY MNMOoucCKa Kop cobbitnsa, KomnoHeHT nnm Uma nHnumnaTopa noJiIHOCTbo UITN YaCTU4YHO.

Haxmute ENTER nnu O\

Bbirpyska coobituu B thann

Bbirpyska cobbiTuin BO3MOXHA B (hansbl crieqyowmx opmaTos:

« CSV
e XLSX
 PDF

YUT06bI BbIrpYy3uTb CObLITUS B hann, HaxxmuTe Ckavatb 1 Bblibepute hopmar.

Otyet hopmumpyeTca B Buae tabnuupbl co ctonbuamu: "YposeHb", "Bpems cosganus”, "Kog", "CobbiTne",

"Onucanwne", "KomnoHeHT", "MIHMumnatop".

B BbIrpy3ky nonagatot Toneko nocnegHue 10000 sanucen.


http://localhost:3000/privileged-access-manager/assets/Events_Privileged_Access_Manager_2.10.xlsx

YBeaomrneHus

B naHHOM pasgene HacTpamBatoTCs NOYTOBbIE YBEAOMIIEHNSI HA yKa3aHHbIe COObITUS XXypHana.

NMpegBapuTenbHasa HaCTpoMnKa

[nsa paboTbl cMcTeMbl yBeJOMIEHUI YKaXUTe NOYTOBbIE HACTPOVKK: nepenante B pasgen SMTP cepBep,

BBeaAUTe agpec No4YTOBOIro cepBepa, NopT, AaHHbIe O5d aBTOpU3aunn U COXpaHUTe N3MEHEHUA.

[ns npoBepkn HacTpoek HaxmuTe OTNPaBUTbL TECTOBOE NUCbMO.

YBegomneHuns

[pynnel nonyJdatensil
Pacceingm
S5MTP cepeep

SMTP cepeep SMTP cepeep

Mopt
587
WudpoeaHne

Her v

A nonezoeatens

mA nonezoearens

Mapons

Mapons s

Email otnpaewtens

Email otnpaewrens



HacTponka yBegomneHuu

Ons HaCTpOVIKM yBeﬂOMﬂeHMVI BbIMONMHUTE creayruine waru:

1. CosganTe rpynnel noryvarenen — CnMcK1 agpecoB A5 pacchblfikv YBEAOMMEHUA O pernctpaunm
BblOpaHHbIX COBLITUI B XXypHane.

i. OTkponTte pasgen Mpynnbl nonyyarenen, Haxvute [lo6aBUTb, BBEAUTE UMS U ONUCAHUE TPyNnbl
nonyyarenemn, HaxmuTe CoxpaHuTb

ii. MepenguTe B co3aaHHyto rpynny nonydvatenen, Haxvmute lo6aButb email, BBeauTte agpec
3MNEKTPOHHOWN NOYTbI COTPYAHUKA.

2. B pasgene Paccbinku gobaeste coObITUS, NO KOTOPbIM HEOOXOAMMA PacChbiyika OMOBELLEHUN U
COOTBETCTBYHOLLME IPYNMbl PACChINKN.

YpaneHue rpynn nosyyarenen nnm pacchbIsnok

[ns yoaneHus anemMeHToB nepenante B COOTBETCTBYIOLLMIA pasaen, OTMeTbTe (PraXXKoM HY>KHble 3f1eMEHTbI
N HaXXmMuTe YoanuTtb.



KoHdourypauus

JNTnueH3un

Pasgen cogepxut gaHHble o0 nuueHanpoBaHun Indeed PAM.

NMonb3oBaTenbCcKkue NIMUEH3nn

KoHdurypaumusa

Nuyenzun
CucTemHele HACTpOTKK

Monezosatensckoe
AOAKMHOUEHNE

CepeuncHoe nogknioyerne

CeTeEsle pacnonoKeHWs

-+ NoBaeute

MASHTUGAKATOP MHCTaNAAUNM 590d8209-2¢lce-4673-b0dl 1-2815246a90a4 [s]

Obuiee KonuyecTso

JNuvyenzna AoctynHo Ucnonbzyertca
MonbzoBRaTensckan 10 1

PecypcHan 200 8

SBPEFMCTPMPOBBHHHE NUUEHUN

O Nuyewnzua Hauano OKoHuaHue
O Pecypcnan 21.09.2023 21.10.2023

O Monszoearensckan 21.09.2023 21.10.2023

B pasgene otobpaxatoTca creayolme AaHHbIe:

NNLEH3NN.

AN Kaxaon nuueHsnm otobpaxatoTcs creaytolime AaHHbIe:

o [lata Hayana — gara Havyana AencTBus NIMLEH3UN.

[laTa OKOHYaHUs — [aTa OKOHYaHUSA OEUCTBUS NIULIEH3UN.
NaTa Bbinycka — gata (oopMUPOBaHMS NULEH3NMN.
KonuyecTBO — KONMMYECTBO NULIEH3NN.

JIlnueH3na — Tnn nNMuUeH3unn.

Kon-go

200

JloCTYyNHO pecypCHbIX NULEH3UA — 06LLEE KONNYECTBO PECYPCHBIX NULEH3NIA.

Ucnonb3oBaHo pecypCHbIX JNINLEH3UN — KONNYECTBO UCMOMb30BaHHbLIX NINLEH3NNA.

- sec@new.domain.com

Beinywenxa
21.09.2023

21.09.2023

NoeHTUdMKaTOp MHCTANNALMU — YHUKANbHbIVA KOO UHCTaNnsAuMm, Heobxoaum aAns dhopMmpoBaHust

[JocTynHO nonb3oBaTeNbCKUX JIMLLEH3UN — 00LLEee KONMYECTBO MOMb30BaTENbCKUX JIULIEH3NN.

Mcnonb3oBaHO Nonb3oBaTeNbCKUX NTIMLEH3UN — KONMNMYECTBO UCMOSb30BaHHbIX NNLEH3UN.



CeCCUOHHbIe NULUEeH3un

KoHdurypauus & sec@new.domain.com ~

+ AoBaeue

Nwnuenzmn
CUCTEMHBIE HACTPOHKM

WaeHTudukaTop uHCTanAUMy 690d3a09-2dce-4673-b0d1-e85a46290a4 [a]
MonezoeaTensckoe

NOAKNHUEeHWe
ObLwee KoMHECTBO

CepevcHOS NoaKIKYeRne

Nuyenzua BoctynHo Wenonsayertea
CeTeBkie PACTIONOKEHUA
CeccrorHan 10 1

3aperncTprpoBaHHble IMLEH3NK

[ Nuuenzua Hauano OkoHuaHue Kon-so BoinyweHa

O  Cecevonuan 13.09.2023 13.12.2023 10 13.09.2023

B pasgene otobpaxatoTca crieayloLmne AaHHbIE:

o NpeHTndunkaTop MHCTANNAUUN — YHUKANbHbIN KOA4 MHCTaNNAunmn, Heobxoamm ans hopmMmpoBaHus

NMUEH3nNn.
° D,OCTyI'IHO CEeCCUOHHbIX NULEeH3UN — obLLiee KONMYECTBO CECCUOHHBIX NTMLEH3NNA.

e Acnonb30BaHO CECCUOHHbIX NTMUEH3UN — KONMNYECTBO MCMOMNb30BaHHbIX NMULEH3UN.

Ansa kaxgon nuueHsnn otobpakaroTcsa crieqyowme AaHHble:

[ata Hayana — garta Ha4yana AencTBUS NULIEH3UMN.

[aTta oKoH4YaHUA — fJaTa OKOHYaHUA OENCTBUS NULIEH3NN.

Oarta BblNyCKa — AaTa dopMUPOBAHUS NULIEH3NN.

KonunyecTtBO — KONMMYECTBO NULIEH3NI.

INnueHsna — Tun nuueHsun.

[obaBneHue nNULEH3un

Haxmute lo6aBUTb 1 BLIOEPUTE dhanin NULEH3NN.

YnaneHune nuueH3uun

OTtmeTbTE HY>KHYIO JTMLUEH3UNIKO N HAaXMUTE Yoanutb.

CuncrteMHble HaCTPOUKHU



BrnokupoBka npu 3apauu no Bupeo Ceccuun MopkntoyeHus SSH Syslog
BBOAE pacnucaHuio K Gateway Proxy

HeBepHbIx OTP

HacTtponka OnucaHue

Mpw NpeBbiEHMN STOr0 3Ha4YEeHMs1 NoNb3oBaTenb OyaAeT BpeMeHHO
3abnokmpoBaH, To eCcTb He cMOXeT BBoauTb OTP.

MuHnmanbHoe 3HadeHue: 0
Yncno HeBepHbIX MOMbITOK

3HayeHune no ymonyaHuto: 10
Beoga OTP

MakcumanbHoe 3Ha4vyeHune: 99

0 o3Havaer, 4YTo 6n0|<|/1pos|<a He NMPUMEHAETCHA, TO €CTb KOJNIM4eCTBO

NonbITOK BBOAA He OrpaHn4eHo.

OnpegenseT nepuoa BpeMeHU, No UCTEYEHUN KOTOPOro
nonb3oBaTenb byaet pa3bnoknpoBaH 1 cHoBa cMoxeT BBoauTb OTP.
[Meproa 6noknpoBkm
ayTeHTudumkaTopa, M1H MwuHMManbHoe 3HadeHue: 1
3HadeHue no ymonyanuto: 10
MakcumarnbHoe 3HaveHue: 9999

NMonb3oBaTenbLCKoe nogkrnyeHne

Pasgoen cooepXuT gaHHble 0 NOSb30BaTENbLCKNX NogkntoyeHunsx. lNonb3oBaTensckue nogknioyveHns RDP un

SSH aenstoTcs BCTPOEHHbLIMN N HE MOTYT ObITb NU3MEHEHbI UK yOaneHbl.

[ob6aBneHue HOBbLIX TUNOB NOAKMIOYEeHUN

[na nobaeBneHns HOBOro TUNa NOAKMYeHUs TpebyeTcs nccrneaoBaHme KIMEeHTCKOro NPUIoXKeHNs n
paspabotka wabnoHa ans Indeed ESSO Agent. HoBbIN TN NOAKIIOYEHNS YHUKANEH ANS KaXA0ro
nNpunoxeHuna, ons paspabotkn TpebyeTtcs 0bpaTnTbca B Criy>k0y TexHU4eckon nogaepxkm Indeed.



CepBUCHOE NoaKno4YeHue

Pasgoen cooepXuT gaHHble O CEPBUCHbLIX NOAKITHOYEHUSIX. 3a ucknoyeHnem SSH, Bce cepBUCHbIE

NOAOKITIOYEHUA ABNAKTCA BCTPOEHHBIMU U HE MOTIYT ObITb N3MEHEHbI NN yAaneHbl.

[JoGaBneHne cepBMCHOro noaknto4yeHus ¢ tTunom SSH

LLIabrnoH cepBUCHbIX onepawumi yHUKaneH ans Kaxgoro auctpmbytuea *nix. B coctaBe guctpubytmea no
nytv IndeedPAM_2.10_RU\indeed-pam-tools\ssh-templates\ npunoxeHbl WabnoHbl AN cregyoLmx

ANcTpmnbyTUBOB *nix:

o Alt

e Astra

o CentOS
e Debian

e FreeBSD
e Oracle

e RedOS
 RHEL

e SLES

e Ubuntu

YT1006bI f06aBUTL WWabnoH B Indeed PAM:

1. OTkponTe pasgen KoHdurypauusa — CepBUCHOe noakKstoYeHue.
2. BHyTpun 6noka SSH Haxmunte [lo6aBUTb.

3. Bblbepute gann ¢ HyHbIM BaM wabnoHom SSH-kOHHeKTopa 13 aucTpmnbyTmnea no nyTu
IndeedPAM_2.10_RU\indeed-pam-tools\ssh-templates\.

[nsa paspaboTkn gpyroro wabnoHa obpatutecs B cnyxby TexHuyeckon nogaepxku Indeed.

CeTeBble pacnonoXeHus

Pasgen COOEepPXUT AaHHbIE O nobaBneHnn ceTeBbIX pacnonomeHMﬁ, ansa OFpaHVI‘-IeHVIIZ MCrnonb30oBaHNA

pecypcoB, BblAaHHbIX NO aapecaMm.


http://localhost:3000/privileged-access-manager/2.10/problem-solving/tech-support/

No6aBneHne ceTeBOro pacnosnoxeHus

—+ NoBaewte
Haxmunte .

BeeanTte UMna 1 nobassTe CeTeBble agpeca pecypcoB, KOTOPbIM TpebyeTcs BblAaTb OrpaHUYeHHoe
MOAKIHOYEHNE.



YKa3aHue AnuTeribHOCTU CerMmeHTa
Buaeo npu 3anmcum RDP-ceccun

Bo Bpemst RDP-ceccum 3anucbiBaeTcsa Buaeo ¢ paboyero ctona yaaneHHoro pecypca. Bugeosanncs RDP-
Ceccuun OenuTcs Ha cerMeHTbl. Yem AnvHHee cerMeHT Buaeosanucu, TeM cunbHee Harpyxaetcsa CPU B

OTKPbITOM CECCUN.

YTto6bl CHN3NTL Harpy3ky Ha CPU, ymeHbLunTe 3HadeHne cneaytowero napametpa: Kondurypauma —
CucreMHble HaCTPOUKN — [ANUTENbHOCTbL CerMeHTa 3anMcbiBaeMoro BUAEeO B KOHCOMNM

agMmuHuctpatopa PAM.



Ponwu

Pasgen npegHasHayeH anst HAaCTPOWKN NpUBUIEri nonb3oBarenen-agMmmHmucTpatopos PAM B KOHCONM

ynpasneHuns Indeed PAM.

NpepBapuTernibHas HaCTpPOUKa

Mocne nepBoro BxoAa B KOHCOMb agMUHUCTpaTopa notpebyeTcs 4o6aBUTb TEKYLLEro Nonb3oBaTtens B

cocTtaB ponu Administrator, ans atoro:
1. NMepengnte B pasgen Ponu
2. OtkpouTte ponb Administrator n nepenante B nogpasgen CocraB ponu

3. Haxmute lo6aBuUTb, BbIbEpPUTE TEKYLLETO NONb30BaTeNs n Job6aBsTe €ro B COCTaB ponu

Administrator 2 INDEED-ID\Administrator *

O51Wan MHGopMauma + NoBaewts
CocTae poau

Mpuenaerin [l WMma nonszoeatens

] INDEED-IDMVAdministrator

4. 3aHOBO BOMAUTE B KOHCOJb ynpaslieHNA " y6e,u,|/|Ter YTO B KOHCOJTN NOABUITUCb OCTallbHbl€ pa3aersibl.

NMpepycTtaHoBrEHHbIE pOnU

Mocne yctaHoBkn 6yayT aoctynHel ponu Administrator, Operator n Supervisor.

A NMPEOYNPEXOEHUE

BHumanwue! MNMocne nepexofa Ha HOBYO BEPCUIO TpebyeTcsa NpOBEPUTL COCTaBbl NPUBUIENMN Y BCEX

NCMonb3yeMbIX Ponei.



Ansa ponn Administrator BkrtoueH NonHbIn HAGop NpUBUNETNIA.

Onsa ponu Operator BKJTHOMEHbI NMpuBUInernn, no3BoriaroLne BblaBaTb UJTN OT3bIiBaTb pa3peLlEHNA (K

npumepy, obpabaTbiBaTb 3asBKM HA AOCTYM), @ TaKKe BbIMOMHATb MPOBEPKY NPUBUNEINMPOBAHHbBIX YUYETHbIX
3anucen 1 JOCTYNHOCTb KOHEYHbIX Pecypcos.

Ponb Supervisor npegHasHavyeHa onsa nomcka u NnpocMoTpa 3Ha4YeHU, 3a UCKMOYEHNEM Naporien YUeTHbIX
3anucen. MNpueunerum Ha gobaBneHne 1 U3MeHeHMe 3Ha4YeHUN oTKMNYeHbl. Ponb ByaeT nonesHa gns
KOHTpons 3a paboTton agmuHucTpatopos PAM.

[aHHble ponu aenatTca MobanbHbiMK. CaenaTtb ponb JIokanbHOM MOXHO TOSMLKO NPy CO34aHUM HOBOW
ponu.

Co3paHue HOBbIX pornen

() NPUMEYAHVUE

[ns BbINONHEHUS onepau,m7| C ponamMmum HeobxoauMmbl npusunernn ynpasrieHnAa pondamMmm goctyna.

BbinonHuTe cnegytowime warm:

1. Nepenante B pasgen Ponu, Haxxmnte [lo6aBUTb, YKaXXUTe UM A4S HOBOW ponu, Ans co3gaHns
nokanbHOW ponu Bkno4ymTe onumio JlokanbHasa. HoBasi ponb 406aBUTCS B CMIUCOK POSEN.

2. OTkponTe co3aaHHyto porb, nepengute B pasgen NMpuBunerun, Boibepute Heobxoammblii Habop
NPUBUNENMIA U COXPaHNUTE N3MEHEHUS.

HoBasa ponb =

Wima ponn

AnMUHWCTPaTOP OTAENa MHPOPMALMOHHORA BE30N3CHOCTM

NokansHan

Ana npedocmasnedus npae 8 pamMkax 00Ho20 nodpasdeneHus UCnoAL3yLIMe AOKAALHYI0 PO




[lobaBrneHue nonb3oBaTesien B COCTaB pPonu

[ns HasHavYeHun npuBunernn agmmHnctparopam PAM BeinonHuTe crnegyowmve 4encTBus:

1. Nepengute B pasgen Ponun, oTkponTe HEOOXOAMMYHO POsb.

2. MNepenguTe B pasgen CoctaB ponu, HaxvmnTe flobaBuTb. Buibepute nogpaspeneHme, 3atem

norib3oBaTterns.

BoibepuTe nogpasaeneHve =
Kma Q

Aupekyna

®  Oraen vHbopMaumoHHol BezonacHoCT

O7aen uHGopMaLWOHHOR BE30NacHOCTK Bnepepg,

/\ NPEQYNPEXAEHUE

Ecnn nonb3oBaTtenb gobaBneH B COCTaB HECKOMbKMX POSien, TO OH Nosiy4aeT CyMmMmy npuBuniernin n3
BCEX CBOMX poremn.

YpoaneHue poneu

Mepengute B pasgen Ponu, oTMeTbTe (PraXkoM HY>XHble pornuv, HaxXmuTe YaanuTb.



NMpunoxeHus

AAPM — 3710 Habop METOAOB M MHCTPYMEHTOB 1151 aBTOMaTM3aummn nonydeHnst naponen n SSH-kno4ven

(Y4eTHbIX AaHHbIX) Y3 NpUnoxeHnsamu.

A NPEAYNPEXOEHUE
[ns ncnonesoBaHus MNpunoxeHunn Tpebyetca umets AAPM nuueHsnn.
Y100bI fO06aBUTL NpunoxeHue B Indeed PAM:

1. Mepengnte B pasgen MpunoxeHusa B KOHCONM agMUHUCTPATOpPa.

2. Haxmunte lo6aBUTB.

B KOMMAHUS MpunoxeHus
nHONO
Vims Q
& TMonbsosatenm
an [pynnel nonb3osateneii + Jo6asuTs
ﬁ Pecypcel
B3 Mpynnel pecypcos Nma Onucaxue
B Yuettbie sanucn §5) MyApplication Test app
B3 JomeHnl PGAdmin external PG
SMSS external SMSS

;'1. CrpykTypa

MpunoxeHus

HacTponka npmnoxeHuun:

B pasgene MpunoxeHUa MOXHO:

o 3aﬂaBaTb NMA MPUNOXeHna, onncaHne, HaCTpouTb TUN ayTeHTI/ICbVIKaU,I/II/I.



o ,D,OGGBJ'IHTI: AOMUWHUNCTPATOPOB MPUITOXEHNA. 910 no3sBonser npocMaTtpmBaTtb Naposib OT 3TOro

npunoxeHnsa B UC.
o [106aBnATb paspeLueHus.
o CbpacbiBaTb Naporsb.
e YaanuTb NpUioxeHue.

° ﬂpOCMOTpeTb BblaHHbl€ pa3pelleHna n cobbITUS, KOTOpbIE NMpon3oLsin B CUCtemMe PAM ans atoro

NPUNOXEHNS.
UTtoObl 06aBNTL paspeLleHme NpUNoXKeHuHo:

1. HaxxmuTte [lo06aBUTL pa3peLueHue.

2. Buibepute nogpasgeneHue.

3. BbibepuTe yyeTHyto 3anmcb, OT UMEHWN KOTopon TpebyeTcst nonyyartb naporb.
4. HactponTe Bpemsi paboTbl paspeLLeHns u onmcaHume.

5. 3aBeplmnTe co3gaHue paspelleHunsi kHonkon Co3pathb.

W KOMMNAHWA MyApplication

mHOMO
?8 Nobasure paspewenme & CBpocute naponb [ Yaanure
& Monszoeatenu
&% [pynnel nonbaoBatenei MyApplication #
Test app #
E Pecypcol
@ Mpynnet pecypeos YcraHoENEH
E YuyeTHuIe 3anucu m 192.168.147.3 #
4
B [lomeHsl
ALMMHWUCTPATOPRSI PazpeweHws CobeiTma

& Crpykrypa

Mpunoxenna T S—
4 C ¥

Monesoeatens

2= Paszpewenms victor.osipov@indeed test

AyTeHTUdMKaLMA NPUNOXKEHUN:

[MpunoxeHusi, kak 1 nosnb3oBartenu, aytTeHTuunumnpytotes Ha IDP 1 nonyyatoT TOKEH.



Bo3moxHbl ABa cnocoba ayTeHTUmKaumm npunoxXeHun:

1. CTaTu4HbIM Naporfb — 3a4aeTca aBTOMaTUYeCK/ NPy co3gaHum npunoxenus. AgmuHmctpatop PAM
MOXeT copocuTb Yepe3 MC, HO He MOXeT nocmoTpeTb. [onb3oBatens PAM, aensawowmincs
aJMVHUCTPATOPOM KOHKPETHOIO NPUITOXKEHUS, MOXET MOCMOTPETbL Naposib 3aToro npunoxeHusa 8 UC.

2. IP-agpec — onuunoHanbHo. IDP npoBepsieT, 4TO 3anpoc Ha MnoslydyeHue TOKeHa npuvwen ¢ ykasaHHoro IP-
agpeca. 3agaetca agmuHuctpatopom PAM B MC.



Bbirpy3ska naponeu

B cnyyae HewTaTtHOM cuTyaummn, npu otkase komnoHeHToB PAM npegycmoTpeHa BO3MOXHOCTb BbIrPY3KU

naponeu NpuBUNErMpoBaHHbIX YY4ETHbIX 3anucen ua 6assl PAM.

Bbirpyska ocyLiecTBnsieTcs ¢ nomoLblo yTunuTsl indeed-pam-
windows\MISC\Dump\Pam.Tools.Dump.exe

[Mepen ncnonb3oBaHnem OTKPONTE KOHPUIrypaUMOHHbIA hann yTunuTel indeed-pam-

windows\MISC\Dump\appsettings.json n ykaxute napameTpbl gocTyna k 6ase Core:
Cekuusi Database.

o Database — npoBangep ans pabotsl ¢ CYB/[]
o mssql — Microsoft SQL Server

o pgsql — PostgreSQL, PostgreSQL Pro

e ConnectionStrings

w CTtpoka nogkntoveHus k MicrosoftSQL

e Data Source — ums cepeepa CYB nnn nMmeHoBaHHOro ak3emnnsipa
e Initial Catalog — uMms 6a3sbl AaHHbIX

e User ID — y4yeTHas 3anucb ans pabotbl ¢ B

e Password — naporib y4eTHOW 3anucu

e [pyrve napameTpbl AOCTYMNHbI B AOKYMeHTaumm no ctpoke nogkntodeHns SqlClient 3.0 .NET Core

"ConnectionString": "Data Source=sql.domain.local; Initial Catalog=IPAMCore;
Integrated Security=False; User ID=IPAMSQLService; Password=password"

/\ NPEAYNPEXOEHUE

B cny4ae ncnonb3oBaHns nMeHoBaHHoOro ak3emnnsapa Microsoft SQL Server 3HaueHne

napameTtpa Server TpebyeTcs ykasblBaTb B (popmaTte UMs cepBepa\\MMsi ak3eMnnspa.



https://docs.microsoft.com/en-us/dotnet/api/microsoft.data.sqlclient.sqlconnection.connectionstring?view=sqlclient-dotnet-core-3.0#remarks

"PamCore": "Data Source=sql\\instance;

v CTtpoka nogkntoveHms k PostgreSQL

e Host — mnmsa cepsepa CYB[] nnn nmeHoBaHHOro ak3emnnsapa

Database — vMsa 6a3bl AAHHbIX

e Username — y4yeTHas 3anucb and pabotbl ¢ B[

Password — naposib y4eTHOWN 3annucu

[pyrve napameTpbl AOCTYMHbI B AOKYMEHTaUuMmM No cTpoke noakntodeHns Npgsql

"ConnectionString": "Host=sql.domain.local; Database=IPAMCore; Integrated
Security=False; Username=IPAMSQLService; Password=password"

Cekumns Encryption

e Algorithm — anroputm wndposaHus 6asel Core

e Key — knio4 wngpposaHusa 6asbl Core

YTtunuta 3anyckKaeTcAa C apryMmeHTamu:

e decrypt-ssh-key — paclumdpoBka 3amdpoBaHHOIoO 3KCNMOPTUPOBAHHOIO Ssh-krtova yyeTHom
3anucum.

e decrypt-password — paclumdpoBKa 3alMpPpOBaHHOIO 3KCMOPTUPOBAHHOIO NapPOoris YY4ETHOM 3anuncu.

e decrypt-secrets — paclmdpoBKa y4eTHbIX JaHHbIX YY4ETHbIX 3anucen n3 ykasaHHon unun BoibpaHHon
narku.

e ssh-key — BbIrpy3ka SSH-knto4a npnBunernpoBaHHoON y4eTHoOW 3anucu, TpebyeTcs ykasaTb YYETHYIO
3anuncb, npumep:
Pam.Tools.Dump.exe ssh-key --name res2\administrator.

e password — BbIrpy3Ka napons NpuBMIErMpoBaHHON YY4ETHOW 3anncu, TpebyeTcs yKkasaTb YY4eTHYH0

3anncb, Npumep:


https://www.npgsql.org/doc/connection-string-parameters.html

Pam.Tools.Dump.exe password --name res2\administrator.

e all-secrets — BbIrpy3ka BCeX y4eTHbIX JaHHbIX B nanky .\Results, nubo B ykasaHHyto. Naponu 6yayT
BbIrPY>XeHbl B (pann accounts.csv, knioun 6yayT BbirpykeHbl B nanky sshKeys B otaenbHble annbl.
Mpymep KkoMaHab!:

Pam.Tools.Dump.exe all-secrets --output c:\temp.

e help — BbIBOA CMpaBKHW.

e version — BbIBOA MHpOPMALMK O BEPCUN.



3=

Ej KoHconb nonb3oBaTtens

I'IonywlTe OOCTYyN K KOHCOJ1M noJfib3oBaTensa

% MonyyeHue Aoctyna K pecypcy

O3HakoMbTeCh €O criocobamu MOAKIYEHUS K pecypcam

D; NMoaknioyeHne yepe3 SSH-kKNueHTLI

O3HakoMbTeChb CO cnocobamy NOAKMYEHUS K pecypcam 4epe3 CTOPOHHNE SSH-knueHTHbI

% SCP/SFTP nopgkntoyeHue K pecypcy

KonunyectBo rnas: 3

@ JlnyHble nanku pecypcosB

O3HaKoMbLTECb C BO3MOXXHOCTSIMU FPYMNMUPOBKN PECYPCOB



http://localhost:3000/privileged-access-manager/2.10/user-manual/user-console/
http://localhost:3000/privileged-access-manager/2.10/user-manual/access-to-the-resource/
http://localhost:3000/privileged-access-manager/2.10/user-manual/connection-via-ssh-clients/
http://localhost:3000/privileged-access-manager/2.10/user-manual/scp-sftp-connection-to-the-resource/
http://localhost:3000/privileged-access-manager/2.10/user-manual/personal-resource-folders/
http://localhost:3000/privileged-access-manager/2.10/user-manual/executing-commands-with-root-privilege/

® || BbiInonHeHue KomaHa ¢ npusunervei root

MpounTanTe, KaK BbINONHUTL KOMaHAY, €Crv HY>XHO sudo

‘i Onepauuun ¢ y4eTHbIMU 3anNUCAMMU

O3HakoMbTEeCh C MH(bOpMaLMel O MOMCKe YYETHbIX 3anncen, NPOCMOTPe 1 CMeHe naponen n SSH-knoven

‘E i Pabota ¢ AAPM Console Tool

Otpepaktunpyite chann koHdpurypaumm appsettings.json gns pabotsl ¢ AAPM Console Tool

%} Indeed PAM Desktop Console

OsHakombTech ¢ onucaHneM Indeed PAM Desktop Console



http://localhost:3000/privileged-access-manager/2.10/user-manual/executing-commands-with-root-privilege/
http://localhost:3000/privileged-access-manager/2.10/user-manual/executing-commands-with-root-privilege/
http://localhost:3000/privileged-access-manager/2.10/user-manual/password-and-ssh-key-management/
http://localhost:3000/privileged-access-manager/2.10/user-manual/usage-of-aapm-console-tool/
http://localhost:3000/privileged-access-manager/2.10/user-manual/desktop-console/

KoHconb nonb3oBaTens

Mony4eHne JOCTyna K pecypcam BbINOMHAETCH MNPy MOMOLLX KOHCONM Nosfib3oBaTens — creunanbHON
obonoykn ans Indeed PAM Core. [locTynHa no cnegytowemy URL:

e Windows: https://pam.domain.local/pam/uc

e Linux: https://pam.domain.local/uc

() MHOOPMALIMSA

PaspelueHne MoHMTOpa No LWnpuHe OOMMKHO ObiTb He MeHee 1280 nukcenen, MHayYe SNEMEHTbI

NHTepderica KOHCONK Nornb3oBaTens byayT oToOpaXXaTbCA HEKOPPEKTHO.

OOy4yeHune ayteHTUdUMKaTOpa

[lns paboTkbl C KOHCOMbLIO MNONb3oBaTeNs TpebyeTcs 00yUnTL ayTeHTUdUKATOP. BbINONHWTE BXOA B KOHCOSb,
ecnuv nonb3oBaTesflb He UMeeT ayTeHTUdMKaTopa, To OH ByaeT nepeHanpasneH Ha IDP ans ero

pervcTpauumn.

[Mocne ycnewuHon peructpaumm Bbl 6yaete nepeHanpaeneHbl B KOHCOMb NONb30BaTers.

() NPUMEYAHVUE

|_|pI/1 npesBbllLEHNN YNCITa HEBEPHDbIX MOMbITOK BBOAA OTP nonb3oBarenb 6y,u,eT BpEMEHHO

3abnokmpoBaH (No ymonyaHuo Ha 10 MUHYT).

Yuncno HeBepHbIx nonbiTok BBoga OTP 1 nepuog 6nokMpoBKn ayTeHTMdUKaTopa onpeaensieTcs

agmuHuctpatopom PAM B pasgene cMCTeMHble HaCTPOWKM.

[nsa cpoyHoro pasbnokupoBaHua AgmuHuctpatopy PAM Tpebyetca cOpocutb ayTeHTUdUKaTop

3abnoKMpoBaHHOMY MOSb30BATENHO.


https://pam.domain.local/pam/uc
https://pam.domain.local/uc
http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/configuration/?system-settings-tab=otp-blocking#system-settings
http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/users/#resetting-user-authenticator

[Nony4yeHue gocTtyna K pecypcy

B kKoHconu nonb3oBaTens oTobpa)xatoTcs paspeLleHns Ha A0CTyn K pecypcaM. [Ins Kaxaoro paspeLleHns
yKasaH:

Pecypc.

Twun nogknroyeHus.

Appec nogkntodeHnsa (IP nnu DNS).

YyeTHasa 3anucb, OT UMEeHU KOTOpOK ByaeT OTKpbITa CeCCus.

Mo Kaxxgomy CTOJ'I6LI,y OOCTYMNHa COPTUPOBKA. I'Ip|/| BBOAE CMMBOJI0OB B MnoJie and noncka coenageHund 6y,1:|,yT

BbIBOAUTLCSA MO BCEM CTONOLAM.

Ecnun nonb3oBaTento 4OCTYMHbI MPON3BOSIbHBbIE PECYPCHI, TO OHM ByQyT OTOOpaXaTbCs B BEPXHEN YacTu

Crncka.

[na gocTtyna K pecypcy HyHo ckadaTb RDP-chann. 31o notpebyetcsa caenatb TOMbKO Npu NepBoOM
NMOAKMIOYEHNN K pecypcy no BbibpaHHOMY pa3spelueHnto. CoxpaHuTte dann n ucnonb3ymnte Npu ganbHENLWmnX
nogkntodeHnax. CkavdaHHbii RDP-gann MoXHO MCnonb3oBaTh NOKa akTUBHO paspeLLeHme.

RDP-gann wnto3a goctyna PAM MOXHO Ucnonb3oBaTth AN NOAKNIOYEHNS K pecypcamM He3aBUCUMO OT
AOCTYMNHbIX pa3peLleHnit, NOTOMY YTO KaXkabl pa3 Nnpu NogkoyeHum K winoldy byaet otobpaxkaTbes

aKTyarbHbI CMIMCOK PECYPCOB.
Mpwn HaXkaTum Ha CTPOKY C paspeLleHneM otobpakaeTcs 4ONONHMTeNbHas MHopMaums:

o lMepuop pencreua.
 PacnucaHue poctyna.

o PaspelueHue — ngeHTUdUKaTOp paspeLleHnsi, TO eCTb NMOPSAKOBLIN HOMEp paspeLleHunst B pasgene

Pa3peLueHm| B KOHCOJIM aAMUHUCTpPAaTOopa.

NpsiMoe nogknoyveHUe K pecypcy

1. Haxxmute 3arpy3utb RDP-chann gna noaknoyeHus cnpasa OT HYXXHOMO pa3peLueHmst.
2. 3anyctute RDP-chann anga goctyna K pecypcy.

3. MNpongnte ayTeHTUMUKALMUIO U HACTPONTE NOOKITHOYEHME.



(D NPUMEYAHMUE

[nsa pecypcos, Anst KOTOPbIX AOCTYNHO noakntodeHne n no RDP, n no SSH, no ymonyaxuio
oTobpaxaetcs kHonka CkonupoBaTb SSH-komaHay. B aTom criyvae 4ytobbl ckavyate RDP-hann,

HaXxXmuTe E a 3atem 3arpy3utb RDP-cpann ans nogknioyeHus.

MooknioyeHUe K W3y JocTyna

1. Haxxmute MoAaknounTbCA K WMKO3Y AocTyna.
2. 3anyctnte RDP-chann ans gocryna K pecypcy.

3. Npongnte ayTeHTUMUKALMIO U HACTPONTE NOOKITHOYEHME.

NopknrovyeHne K SSH Proxy

Ansa nogknoyeHns K wnody SSH Proxy MOXHO BOCNonNb30BaTbCs No0biM SSH-KNneHToMm.

1. 3anyctnte SSH-knNueHT.
2. Ykaxute agpec SSH Proxy 1 oTKponTe coeanHeHue.
3. NponanTte ayTeHTUUKaLMIO.

4. BbiGepuTe pecypc Ans NOLKIMHYEHNS.

Nopknro4vyeHne no SSH Hanpsamyto

CnpaBa oT Hy>Horo paspelueHus o SSH-pecypca Haxmnte CkonupoBaTb SSH-komaHay. B 6ydep

obmeHa ckonupyeTtcsa SSH-komaHga aAnga NoAKNIYEHNA K 3TOMY pecypcy.

Takke MmoxeTe Hanmcatb SSH-koMaHAy BPYYHYHO MO YKa3aHHOMY HUXe LabmnoHy.

LLlabnoH SSH-komMaHAabI

ssh [user-name]#[resource]#[account-name]#[reason]@[proxy-address]

® user-name — MMA Nonb3oBaTenA

e resource — |IP-agpec unn DNS-um4a pecypca


http://localhost:3000/privileged-access-manager/2.10/user-manual/connection-via-ssh-clients/

e account-name — UMSA NPUBUNErMPOBAHHON YYETHOW 3anmcu
* reason — TEKCT NPUYMHbI NOOKITHOYEHNSA

e proxy-address — IP-agpec nnu DNS-nmsa cepsepa SSH Proxy

MoxHo onycTuTh ntobor napameTtp, kpome agpeca cepeepa SSH Proxy. B atom cnyvyae SSH Proxy

3anpocuT 3TU NapameTpbl OTAENbHO.
Ecnu npuumHa cogepxut npobenbl, To ykasblBalTe ee B KaBblyKax.

Mocne BbiNnonNHeHus koMaHabl SSH Proxy 3anpocut naponb none3osatens n TOTP.

Mpumep SSH-komaHAabI

ssh ivan.ivanov#ubuntu#webmaster#"system configuration"@pam

MoaknioyeHne K Nponu3BONbLHOMY pecypcy

[Mpon3BornbHbIE pecypcbl — 3TO TE€ PECypChbl, KOTOPblEe He 3aperncTpmpoBaHbl B cucteme Indeed PAM. 3tot

BVA NOAKMOYEHMS AaeT BO3MOXHOCTb MOAKIHOYATLCS K M0ObIM pecypcaM Nno 3apaHee onpeaeneHHbIM

agmuHuctpatopoMm PAM Tunam nogkntoHeHun.

1. Haxxmute YkasaTtb agapec noakrnr4veHusa cripaBa OT HY)XXHOIo paspeLleHna 0o npon3BosibHOro

pecypca.
2. Bbibepute Tun noakrnoveHus.

(D NPUMEYAHUE

D,OCTyI'IHbIe TUNbI NOAKINKYEHNA onpenendarnTca agMMHUCTPATOPOM PAM npu Bblaa4e

paspeLUueHnia.

3. Beeaute Appec NnogKnovYeHus.

4. B 3aBUCMMOCTM OT BbIOpaHHOIO T1Na NOAKITYEHUST HAXXMUTE OOHY M3 KHoMok: CkonupoBaTb SSH-

komaHay vnu 3arpy3utb RDP-chann ansa nogknioveHus.

() NPUMEYAHVE



Ecnun y Bac ecTb HECKONbKO paspeLLeHnii (C pasHbiMU TUMamMKn) K NPOM3BOSNIbHOMY PECYpCy, a B OKHE
MoaknioyeHWe K NPOU3BONILHOMY pecypcy B nore Tun NoAKNIYeHUs HET HYXKHbIX BapuaHTOB, TO

npoeepbTe PacnucaHue gocTtyna paspeLleHuii.

Tun nogkntoYeHns He 6yp,eT OTO6pa)KaTbCFI B nosie Tun NnoAKsYeHUA, eCrniv NbiTaeTeCb

NOoAKIIOYNTBLCA NO pa3peLlleHnio BHE YacoB, YKa3aHHbIX B PacnucaHuu AocTtyna.

3apaHue naponsa npyv NoAKM4YeHnn

Mpv NOAKMIOYEHMM K pECYPCY Y Bac MOXET ObITb 3anpoLUeH Naporb.

3apatb Naponb

Mapone

Mapons

MoATesp*OSHWE Napons

Mapone

OTO 3HAYUT, YTO Y YHETHOW 3anucu, OT UMEHU KOTOPOM BaM NpeaocTaBreH AOCTYN K pecypcy, OTCYTCTByeT
naponb. MoaKnUYNTBCA K pecypcy € Takon y4eTHON 3anncbto Henb3s. ObpaTuTech K Bawemy
agMuHuctpatopy PAM no Bonpocy NOAKMIOYEHUS K 3TOMY PeCypCy, TaK Kak TONbKO aAMUHUCTPATOP MOXET

YCTaHOBUTb Naposib Y4ETHON 3anmcu.

3aBepLueHne ceccumn

,D,J'IFI 3aBepLueHna ceccum 3a|<p017|Te OKHO yaalieHHOro nogkr4YeHna nin BbINONTE U3 CUCTEMbI Ha pecypce.



NMNoaknrovyeHue yepe3s SSH-KNuUeHTbI

B aTtom pasagene onucaHbl cnocobbl SSH-nogknoyeHns Yepes CTOPOHHUE KIUEHTHI.

NMoaknioyeHune Yyepe3 Wiko3 AoCTyNna

KomaHgHas cTpoka PuTTY MobaXterm SecureCRT

1. OTKpPOWNTE KOHCOSTbHYIO YTUIUTY.

2. Beegute cTpoky nogknoyeHus K SSH Proxy nnmn banaHcmnposLumky. MoxHo ncnons3oBaTtsh IP-agpec
mnn DNS.

ssh indeedproxy
Mpn HEOBXOOMMOCTM YKaXKnTe Nonb3oBaTens u nopr.
ssh user@indeedproxy -p 2222

3. Beeaute naponb n TOTP.

4. Boibepute pecypc, K KoTopomy TpebyeTcsa NnogkounTbCS.

NMNogkntoyeHUe K KOHKPEeTHOMY pecypcy

KomaHgHas cTpoka PuTTY MobaXterm SecureCRT

1. CnpaBa oT Hy>Horo paspelueHus 0o SSH-pecypca Haxmnte CkonupoBaTtb SSH-komaHay. B Gydep

obmeHa ckonupyeTtcst SSH-komaHaa nsi NoAKNIYEeHUs K 3TOMY pecypcy.
2. BctaBbTe CKONMPOBAHHYK CTPOKY B KOHCOSbHYHO YTUNUTY.

3. Beeaute naponb n TOTP.



D; KomaHgHasn CTPOKa

Mopkntoyenune no SCP, SFTP, PSCP, PSFTP

QE; WinSCP

WinSCP

'—DE'—'; FileZilla

FileZilla



http://localhost:3000/privileged-access-manager/2.10/user-manual/scp-sftp-connection-to-the-resource/command-line-scp-sftp-pscp-psftp/
http://localhost:3000/privileged-access-manager/2.10/user-manual/scp-sftp-connection-to-the-resource/winscp/
http://localhost:3000/privileged-access-manager/2.10/user-manual/scp-sftp-connection-to-the-resource/filezilla/

KomaHaHasa cTpoka

SCP

() NPUMEYAHVUE

Ha yctponcTteax nog ynpasneHnem OC Windows Server 2019, Windows 10 1809 n ctapwe komaHga

SCP BxoguT B cocTaB NpeaycTaHOBMNEHHbIX B KnueHte OpenSSH.

Onsa nepegaun dannos no npotokony SCP MoXxHO ncnonb3oBaTtb BCTPoeHHY B OC ytunnty SCP.
Mcnonb3ynTe cTaHO4apTHYO KOMaHAy 4SS KONMPOBaHUA, HO BMECTO apeca pecypca ykaxute agpec SSH
Proxy:

Ona OC Windows:

scp -r C:\temp\configs\ ivan.ivanov@sshproxy.indeed-id.local:/tmp

scp -r C:\nyTb_Ao0 NoKanbHOro_¢ainna uma_nonb3oBaTtena@agpec_ssh _proxy:/
nyTb_KyAa_KonupoBaTb_dain_Ha_pecypce

Onsa OC Linux:

scp -r /tmp ivan.ivanov@sshproxy.indeed-id.local:/tmp

sCp -r /nyTb_A0_nokKanbHoro_odaina uma_nonb3oBaTena@agpec_ssh_proxy:/
nyTb_KyAa_KonupoBaTb_dain_Ha_pecypce

Kntoy -r o3HavaeT pekypcrBHOE KONMpPOBaHWE, TO €CTb, €CNW yKa3aTb 41151 KONUMPOBaHWS Narky, TO OHa oHa
OyneT ckonMpoBaHa NMOMHOCTLI0 CO CBOMM COAEPXKMMbIM. Be3 3Toro kntova MoOXHO KONMpoBaTh TOMNbKO

oTAenbHble hannebl.

[Nanee, nocne ycnewHo ayTeHTUdUKauum Bbibepute HoMep pecypca ans nepegayv annos.

SFTP



Ha yctpownctBax nog ynpasnennem OC Window gns nepegayun gannoB MOXHO MCNOMNb30BaTb yTUNuUTY sftp
[nsa nepenaymn cannos:
1. 3anycTnte KOMaHLHYIO CTPOKY

2. MNopgknouunTeckb k cepBepy SSH Proxy
sttp ivan.ivanov@sshproxy.indeed-id.local

3. BblbepuTte pecypc, kK KOTOPOMY XOTUTE MOAKIIOYUTHCS

4. MNepenante gannbl C NOMOLLBI KOMaHAb!:

put -r C:\temp\configs\ /tmp
put -r MyTb_Ao nokanbHbiX_¢annoB MNyTb_Ao_¢ainoB_Ha_pecypce

Kntoy -r osHavaeT peKkypcnBHoOE KonmpoBsaHmne, To eCTb, ECJTN YKa3aTb AOJ14 KONMMpOBaHUA Mnariky, To OHa
OHa 6y/:|,eT CKonmnpoBaHa NoJfIHOCTbKO CO CBOMM COOEPXUMbIM. bes 3Toro knoya MoXxHo KonmnpoBaTb

TOSbKO OTAENbHbIE annbl.

PSCP

(D NPUMEYAHUE
Ansa pabotel komang PSCP n PSFTP Ha ycTponcTBe AomkeH ObITb YCTaHOBMEH KNUeHT PuTTY.
Ha yctpownctBax nog ynpasnennem OC Window gnsi nepegayun cannos MOXHO UCNONb30BaTb YTUMUTY pScp

KomaHga ona nepegaym pannos:

pscp -r C:\temp\configs\ ivan.ivanov@sshproxy.indeed-id.local:/tmp

pscp -r C:\nyTb_ao_nokanbHoro_danna uma_nonb3oBaTend@agpec_ssh_proxy:/
nyTb_KyAa_KonupoBaTb_daln_Ha_pecypce


https://www.putty.org/

Kntoy -r o3Ha4yaeT pekypCuUBHOE KONMMPOBaHUE, TO eCTb, ECNN yKa3aTb AS1s1 KONMPOBaHUA Narnky, TO OHa OHa
OyaeT ckonMpoBaHa MOSTHOCTBIO CO CBOUM coaepXMMbIM. Be3 3Toro kno4a MOXXHO KONMPoBaTb TONbKO

oTAenbHble hannebl.

PSFTP

Ha yctponicTtBax nog ynpasneHnem OC Window ansa nepegayv hannoB MOXHO MCNONb3oBaTh YTUNNTY psftp
[na nepenayn gpannos:

1. 3anycTnte KOMaHLHYIO CTPOKY

2. Beegute komanay psft

3. Moaknountecs k cepepy SSH Proxy
open ivan.ivanov@sshproxy.indeed-id.local

4. Bbibepute pecypc, K KOTOPOMY XOTUTE NOAKINIOYMUTLCS

5. NepenanTe hannbl C NOMOLLLIO KOMaHAbI:

put -r C:\temp\configs\ /tmp/configs
put -r MyTb_Ao nokanbHeix_¢annos lMNyTb_ao ¢anmnoB_Ha_ pecypce

Kntoy -r o3HavyaeT pekypCuBHOE KONMPOBAHUE, TO €CTb, ECNN yKa3aTb A4S KONMPOBaHWUSA narnky, To oHa
OHa OyaeT ckonMpoBaHa NOSHOCTbLIO CO CBOMM COAEPXMMbIM. Be3 3Toro kno4ya MoXXHO KONnMpoBaTtb
TONbKO OTAenNbHble dpannbl. Takke oba3aTenbHO HYXXHO YKasaTb M4 hanna, KotTopoe byaeT coxpaHeHo

Ha pecypce.



WinSCP

NoaknioyeHune Yyepes Wiko3 AoCTyNna

1. OTkponTe knueHT WinSCP

2. Beibepute "File protocol" SCP unu SFTP. Beegute agpec v nopT nogkntoyeHus cepeepa SSH Proxy B

nons "Host Name" n "Port number". Beeante norun 1 napons B nons "User name" n "Password".
By Login — ot

G New Site Session
File protocol;

SCP -

Host name: Port number:
|pruxy28.udd.u:nm | | 22 = |

User name: Password:

|adm | |||-|||||l |

Save Iv Advanced... IV

Tools - Manage - Login I"’ Cloze Help




3. HaxxmuTte "Login" 1 BbIbepuTe pecypc, K KOTOPOMY XOTUTE NOAKMYNTBECS

Server prompt: Select resource to connect to: - adm@ prowy28...

ey

Connecting to host...
Authenticating...
Using username "adm".

Authenticating with pre-entered password,

RESOURCE  ADDRESS ACCOUNT
1 DEBRLU debru.vdd.com  DEBRUYocal
Resource:

et

~

1

Cancel Help

NMoakniouyeHne HaNpPsIMYO K pecypcy

1. I'Iepel7|,u,MTe B KOHCOJ1b MNMOfb30BaTesid U CKOHMpyVITe CTPOKY NOAKITKHYEHUA K peCypcCy.

Q,  Bce pecypcul Mowck
Pecypc~ Tuns |IPS DNS%
>  DEBRU 55H debru.vdd.com

2. OtkponTe knueHt WIinSCP.

YuetHan

L1

2annck

MogxnrounTteca

DEBRWM local

CronvpoBaTh

MoaknKYMTECR K LLIH3Y 40CTyna

3. Boibepute "File protocol" SCP unu SFTP. BcTtaBbTte CTPOKY NOAKMOYEHUS B NyHKT "Host name", yganus
N3 CTPOKM KaBbl4ku 1 ssh. CTpoka NogKoYeHnst AOMKHa BbIMMSaAeTb crieqyowmm obpasom:

adm@vdd. com#tdebru.vdd.com#DEBRU\1local##@proxy28.vdd.com



By Login - x

G New Site Session
File protocol:

SCP w

Host name: Port number:
|!adm@udd.mm#debru.vdd.mm#DEERU‘I,IuEI##| | 22 = |

User name: Password:

Save hd Advanced... |Y

Tools - Manage - Login |v Close Help

4. BeeguTte cBouv naponb.

Server prompt Welcome to Indeed-1D SshProxy. - adm@vdd.... X

Searching for host...
ﬁ Connecting to host...
Authenticating...

Using username
"adm@vdd.com#Fdebruvdd.com#FDEERLN local#=",

Password:




FileZilla

SFTP-nopgknro4yeHune K pecypcy

Onsa Hactponkn SFTP-nogkntoyeHus B knueHTe FileZilla:
1. NepenguTte B File — Site Manager — New site.
2. 3anonHute pasgen General:

o Protocol: SFTP — SSH File Transfer Protocol
o Host: Agpec cepsepa SSH Proxy

o Port: MNMopT cepepa SSH Proxy

o Logon Type: Interactive

o User: cTpoka nogkntoveHus, ckonnposaHHasa n3 UC ansa nogkroyeHus K pecypcey. M3 ctpokn
Tpebyetcs yaanutb "SSH" n KaBbIYKN.

General Advanced Transfer Settings  Charset

Protocol: SFTP - 55H File Transfer Protocol A

Host: debzsh | Port:

Logon Type: | Interactive ™
User: alex.shushkin@indeed test¥debmng.indeed. test¥FDEEMNG\admlocal## @ debssh.indeed test
Background celor | Mone o

Comments:

0]4 Cancel

3. MNMepenaunTe B pasgen Transfer Settings v BkniounTe HacTponky Limit number of simultaneous
connections. YctaHoBuTe 3Ha4deHue napametpa Maximum number of connections pasHoe 1.



4. Haxxmute Connect.

(D NPUMEYAHUE

FileZilla He nogaoepxuBaeT SCP-coeanHeHmne.



JIlnyHble nanku pecypcosB

Pasgen npeaHasHadeH gnsi paboTbl C IMYHBIMK MankaMy pecypcoB MNorb30BaTenen.

Pecypcel YueTHele zanucu

03 & Q.  Bce pecypcel | Mowck

Bee pecypehl

Pecypchl Be3 nanku

[J  Pecypca Tun & IP$ DNS#%

W Personal

> 2 MpowzeonsHeIfi RDP, S5H, Telnet — —

> [ SERVER1 RDP Serverl.nal.local

YT106bI CO3aaTh NNYHYIO Narnky:

1. Nepengnte B pasgen Pecypcbl, HAXXMUTE 3HAYOK Narnku
2. Beegoute HOBOE MMSA Nanku.

3. Haxxmnte CoxpaHuTb.

UTo6bI OTpegakTnpoBaTh Ha3BaHWE Nanku:
1. Nepengnte B pasgen Pecypcbl.

2. Bbibepute nanky n HaxXMuTe 3HaA4YOK KapaHaalla
3. BBegute HOBOE MMSA nanku.

4. Haxkmute COXpaHUTb.

YT06bl yaanutb nanky:

1. Nepengute B pasgen Pecypcbl.

2. Bbibepute nanky n HaXXMuTE 3HAYOK KOP3UHbI [El .

3. NogTBepauTe yoaneHue nanku.

YT06bI 4OGABUTL pecypCbl B Nanky:

ol

YueTHaA sanuck ¥
NAT\person2

NAT\person2

) Viasats agpec nogkatouenig

| £ 3arpysute RDP $akin 4nA noaknoHeHa |

3 Nogenouutses « waosy soctyna

1. Nepengute B pasgen Pecypcbl n Haxmute Bee pecypcebl nnu Pecypcbl 6e3 nanku.

2. OTMeTbTE pecypcehbl, KOTopble TpebyeTcst NepeMecTUTb B Narky.



3. Haxxmute MNepemecTuTh.

4. BblbepuTe Hy>XHYHO nanky n HaxMmuTe COXpaHUTb.

(D NPUMEYAHUE

[obaBneHne Npon3BONbHbLIX PECYPCOB B Narnku He NoaaepXvmBaeTcs.

Pecypcol YuerHble 3anucm

Ca & & Q  Pecypcol Bez nanku  TMowck

Pecypcbl 6e3 nanku

Pecypec~ Tuns P+ DNS=% YueTHasa 3anuce ¥
W Personal > ¥ STRG RDP strg.indeed test INDEEDYIPAMADSe.., MogknkounTeca
B ‘Work Resources
> ¥ 55MS RDP SSMS.indeed test INDEEDMIPAMADSe... MoaknoYnTECA
> ¥ PAMACC RDOP pamacc.indeed.test INDEEDNPAMADSE... NoakarounThea
» CORACLE RDP oracle.indeed.test INDEEDYIPAMADSE... MoaknkHuTECA
> ASTRAMMG RDP astramng.indeed test INDEEDVPAMADSe... MeaKNoHUTLCA

MNogknounTbes K WNHO3Y AoCTyYna

YT06bI BLINOMHUTL NMOMCK MO pecypcam:

1. MNepengute B pasgen Pecypcbl.
2. Belbepute nanky, Bce pecypcbl unn Pecypcbl 6e3 nanku.

3. B nonckoBoW CTpoKe BBeAUTE NMS pecypca.

(D NPUMEYAHMUE

[Mpoun3BosibHbIE pecypcbl MOXHO HanUTK no 3anpocy "adhoc".


http://localhost:3000/privileged-access-manager/2.10/user-manual/access-to-the-resource/#connection-to-an-adhoc-resource
http://localhost:3000/privileged-access-manager/2.10/user-manual/access-to-the-resource/#connection-to-an-adhoc-resource

Pecypcel YUeTHwIE 2anncK

C3 4 0] & Q,  Bce pecypcol
Bce pecypchl | MepemecTuTb
Pecypcsl Gez nankw
Pecypc~
]
Personal R ssMis

B Work Resources

55MS

Tun+

RDP

P+

DNS %

SSMS.indeed.test

YueTHan 3anumch ¥

NogknKunTRCR

INDEEDNIPAMADSe...

MoAKNKUATECA K WA3Y A0CTYNE



BbinonHeHne KOMaHA C NnpuBUINerven
root

[N BbINONHEHNS KOMaHA, C NpUBUNernen root, aHanornyHo sudo ncnonb3yeTcs koMaHga pamsu. OTnuyne
3aKnoyaeTcs B TOM, YTO ayTeHTudmKaums OyaeTt sanpalumeaTtbes y nonb3oatens PAM, a He

npUBUNErMpoBaHHON Y3 OT UMEHN KOTOPOW OTKpbITa CECCUSL.

Mpumep:

[administrator@centos7su ~]$% pamsu 1ls -la /etc/ssl

Password for indeed-id\ivan.ivanov:

total 12

drwxr-xr-x. 4 root root 68 Sep 22 19:20 .

drwxr-xr-x. 75 root root 8192 Sep 22 17:49 ..

drwxr-xr-x. 2 root root 123 Sep 22 19:30 CA

lrwxrwxrwx. 1 root root 21 Sep 22 15:51 cert.pem -> /etc/pki/tls/cert.pem
lrwxrwxrwx. 1 root root 16 Nov 23 2020 certs -> ../pki/tls/certs
[administrator@centos7su ~]$



Onepauuun ¢ y4eTHbIMU 3aNUCAMMU

[Tonck y4yeTHbIX 3anuceu

Mouck nossonsieT OTO6pa3VITb TOJIbKO T€ Y4€THbI€ 3annciu, KOTopble€ yAOBIETBOPAKOT 3adaHHOMY KPUTEPULO.

Mownck YYETHbIX 3anucen pa60TaeT aHanorm4Ho NOUcCKy pecypcos.

“ KOMMAHWA . i e A
nHOMAO a ilyamoiseev@company.local
Pecypcsl YUeTHEIE ZanucK
Q Mouck
# YueTHas zannce
1 COMPANY\IPAMReadOps | & CwmenuTe napons ‘ ‘ @ [Mokasark y4ETHBIE AaHHEIE ‘
2 COMPANY\ADM | @ cenvre napons | @ Moxazars yuerssie pans

NMpocmoTp napona nu SSH-knw4a y4yeTHOMU
3anucu

Ecnu nonb3oBatens nmeet paspelueHne, B KOTOPOM BKJT1HOHEHa onuuA Pa3peumn= NMPOCMOTP YYeTHbIX
AaHHbIX, TO B pasgene YyeTHble 3anucu 6y,El,yT OOCTYNMHbI COOTBETCTBYOLLME OaHHbIE. [na npocMoTpa

HaxkxmuTe MNMokasaTtb yY4yeTHble AaHHble, BBEOUTE NPUYNHY NpoCMOTpa U noaTeBepanTe CBou DencTBums.

% INDEED-ID\Victor.Osipov ~

Pecypcel YueTHele 2an1cK
# YueTHan sanucb
1 DEBIANYwWebmaster MokazaTe yUETHEIE AaHHbIE

CmMmeHa napons u SSH-kno4ya y4eTHOU 3anncu



Ecnu nonb3oBatenb nmeet paspelueHne, B KOTOPOM BKITHOHEHa onuuA Pa3peumn= U3MeHeHUne y4eTHbIX
AaHHbIX, TO B pasgene Y4yeTHble 3anucu 6yneT OOCTYNHO pedaKkTnpoBaHMe napond yquH0|7| 3arincu.

L. EEEEEHHH & VDD\alex.shushkin =

Pecypcel YueTHble zanmcm

# YueTHan zanuck

1 VDD\test CMEHWTE Napeab MokasaTe yYeTHEIE AaHHEIE

2  VDD\PAMServiceOps CMEHUTE Naponk

[nsa cmeHbl napona HaxmmnTe CMeHunTb naponb, BBEOUTE HOBbIN naposib, BBEAUTE NPUYNHY U noaTeepanTe

CBOW OEeNCTBUA.

3apatb Napo/b

Mapone

MpYUYKMHE CMEHEI N3pONA

Taest




Paborta ¢ AAPM Console Tool

Pam.Tools.Aapm — KOHCOrbHas yTunuTa gns asToMaTtusMpoBaHHOIo nostyvyeHus naponen nnu SSH-

Kntoden yyeTHblx 3anucen NpunoxeHmnamn.

MyTb: ..PAM_2.10.0\indeed-pam-tools\aapm\

HacTpowuka KOHCONMbHOWU YTUIUTbI

[1ns HAaCTPOWMKM KOHCONMbHOW YTUNUTLI TpebyeTca oTpeaakTupoBaTtb dann appsettings.json:

Cekumst Auth:

e Auth.Username — ums NpunoxeHus

e Auth.Password — naponb [NpunoxeHus. [nsa Toro, 4ToObl NoNy4MTh Naposb Tpebyetca nepentu B UC

— lNpunoxeHna — lNokasaTb yY4eTHbIN JaHHbIE.

B KOMIMAHUA
MHOWA

Pecypcbl YueTHble 3anucu

# TpwunoxeHue

1 MyApplication

Cekumna Endpoints:

e CoreUrl — agpec Core

e IdpUrl — agpec ldp

Mpumep HacTpPOMKM:

{
"Auth": {

"Username": "MyApplication"

MpwnoxeHus

Moka3atk YYETHbIE AdHHBIE



"Password": "M3YTy;[j;q&*DrzZQS1(?Blagm$7uS+",

¥

"Endpoints": {
"CoreUrl": "https://debmng.indeed.test/core",
"IdpUrl": "https://debmng.indeed.test/idp"

Ucnonb3oBaHue KOHCONbHOU YTUNUTDI
Windows

[nsa 3anycka KOHCONbHOW YyTUNUTLI TpebyeTcst OTKPbLITb TEPMUHAr, NEPenTn B Nanky ¢ yTUnmnTon u

BbINONHUTL kKoMaHay .\Pam.Tools.Aapm.exe
Bo3moxHble napameTpbi:

get-accounts Get accounts for which the application can view credentials.

get-ssh-key Gets SSH key for specified account. Passphrase for the key will be written in stdout
stream, the key will be saved in the output path

get-password Gets password for specified account
Display more information on a specific command.

Display version information.

MpyMepbl MCNONb30BaHUS:

1. Beoa: ./Pam.Tools.Aapm.exe get-password --name INDEED\IPAMADServiceOps

INDEEDAI

2. Beopg: ./Pam.Tools.Aapm.exe get-accounts

PS C:\Users\adm\Desktop\IndeedPAM 2.8.8 RU Linux\MISC\Aapm> .\Pam.Tools.Aapm.exe get-accounts
3 accounts available:

- INDEED\IPAMADServiceOps
- DEBIAN\admlocal
- CENTOS\admlocal

Linux

/\ BAXHO

Y6egutech, 4to dotnet-runtime-6.0 yctaHoBneHa.

YTo6bl 3anyCTUTb KOHCOSbHYIO YTUIUTY, OTKPOWTE TepMUHar, nepenauTe B nanky ¢ yTUINTON:


https://learn.microsoft.com/en-us/dotnet/core/install/linux

cd PAM _2.10.0\indeed-pam-tools\aapm\

1 BbI3OBUTE KOMaHAY Pam.Tools.Aapm.d1ll C HY>XXHbIM apryMeHTOM.

Mpymep ncnonb3oBaHUS:

BBop

dotnet Pam.Tools.Aapm.dll get-accounts



Indeed PAM Desktop Console

YcTaHoBKa n HaCTpOIZKa NPUINOXeHnd NponcxoanT B COOTBETCTBUN C ,EI,OKyMeHTaLJ,I/IeVI.

Desktop Console npeacrtaeset cobon Windows-npunoxeHne, KOTOpoe MOXHO ncnonb3osaTtb BMecto WEB

KOHCOJ1M noJib3oBaTers.

YUTtobbl 3anyctutb yTunnuty Desktop Console, ybeauTtech, 4TO Bbl BOLUN B CUCTEMY C YHETHOM 3aMnUChIO
Active Directory (B npotuBHoM cny4yae 3anyctute ytunuty Desktop Console oT umeHn yyeTHon 3anucu
nonb3oBaTens Active Directory), asaxabl HaxmuTe apnblk Indeed PAM Desktop Console, nosiButcst okHO
ayteHTudukaunmn PAM. Obyuute nnn eeeaute kog TOTP. lNocne ycnewHon ayTeHTUrkauum Bel yBuamrte

OOCTYNHbIE PEeCypCbl Ha NaHesnu MoaknoyeHuns.

YT100bl OTKPbITL COEAMHEHWNE, ABaXAbl HAXXMUTE Ha HYXXHbI pecypc (Takke MOXHO HaXaTb NpaBOW KHOMKOW
MbILLK 1 BbIOpaTb NYHKT MeHto MoAKNIYUTLCA) 1 3aBEPLUNTL ayTeHTUdMKaUMO. Bbl MOXeTe OTKpPbITb

HECKOSbKO MOAKMYEHN OQHOBPEMEHHO.

@aiin  Bug  MIHCTpYMEHTEI |
MogknroyeHna o x /rnannan] - % |
A =3
i =
@D ™ ALTMNG28| 4b %
= @I‘Io,ﬂ,mroueﬁma - p—
BTG ATMNG28
I ALTMNG28
B CENTIEN
7 DEBRU
77 DEERU
i~ GATE28
W MNG23
— MnG2s
[~ MnG28 v
, Maounck
Kondurypauua 1 x
CERIFY
w=- 2
¥ Bug A

M ALTMNGZE

¥ Togknoyerne

axocTa [/ IF altmng2a.

Moaw3oeaTens ALTMNGZ8 o cz
“ TpoTokon

Ceccu Pu Default Settings w

Hma
3T0 MMA, KOTOpOE BYIeT OTOBPaXaThCA B AEPEBE NOJKAKYEHHA,

L) Notifications



http://localhost:3000/privileged-access-manager/2.10/installation/additional-components-setup/#indeed-pam-desktop-console
http://localhost:3000/privileged-access-manager/2.10/user-manual/user-console/

Hactpowka n c6op noros
l/

O3HakoMbTeCh C MHbOpMaLMel O NTOrMPOBaHWK

% TexHunyeckasi nogaepxka

Kak cosgaTtb obpalleHne B NogaepxKy



http://localhost:3000/privileged-access-manager/2.10/problem-solving/configuring-and-collecting-logs/
http://localhost:3000/privileged-access-manager/2.10/problem-solving/tech-support/

Hactpouka n cobop noros

PacnonoxeHue noros

Jlorn Bcex .Net KoMnNoHEHTOB n YTUIMTUT NULLYTCA B TEKCTOBbIE (*)aplﬂbl, pacnornoXeHHble B nankax logs:

/etc/indeed/indeed-pam/logs/Uma_KomnoHeHTa/

C:\inetpub\wwwroot\pam\ma_KomnoHeHTa\logs\

C:\Program Files\Indeed\Indeed PAM\Gateway\ProxyApp\logs\

[indeed-pam-windows\MISC]\nanku ytuant\logs\

OnuncaHune noroB komnoHeHToB Core, IDP, LS

dann core idp LS Copepxumoe
commands.log + + BCe I10rM KoMaHA
queries.log + + BCE NOru 3anpocos
errors.log + + + Bce ownbkn PAM/LS
jobs.log + BCe noru 3agau (job)
events.log + BCe Nnoru, cBsa3aHHble ¢ CobbITuaMu
connections.log + BCE NOM CEPBUCHbIX NOAKMOYEHNIA
db.log + + + noru, ceai3aHHble ¢ AocTynom K b/
hangfire.log + + + BCe norun ot Hangfire
ils.log + Bce noru ot LogServer client

Bce norn PAM/LS c ykazaHnem nmenu
full-yyyy-MM-dd.log + + +
norrepa u traceld



Pann core idp LS Copepxumoe

stdout_yyyyMMddHHmMmss_xxxx.log + + + noru ¢ owmnbkamm ot IS

INNornpoBaHuMe ckpunTa yCTaHOBKU

CkpunT ycTtaHoBKkM run-deploy.sh MoXeT npepBaTbCA € owmbkon. B aToM cnyyae Hy>XHO oTnpaBuTb dhansn ¢

JloraMmm B TEXHUYECKYH NOoOOEPXKY.

Mpumep owmnbkm ckpunTa:
PacnonoxeHue canna c noramu: indeed-pam-linux/logs/deploy.log.

Mo YMOJ4aHUIO B J10TM 3arnncbliBaeTCA KpaTKad NHopMaLuns. YTobbI nony4ynTb pacLVpPEHHbIN BbIBOL JTOroB

HY>KHO 3anyCTUTb CKPUMT C ONUUEN -VVV

run-deploy.sh -vvv

ProxyApp

INNorv nuwytca B nanky C:\Program Files\Indeed\Indeed
PAM\Gateway\ProxyApp\logs\" ~shortDate\processId, 4ToObl pa3genuTb JIOrM OT HECKONbKMX 3amnyCKOB B
OoOMH AeHb. B nanke moxeT ObiTb 2 haina ¢ noramu:

e ffmpeg.log — oTnagoyHas nHpopmaums ot ffmpeg

e Pam.Proxy.App.log — Bce npo4yue foru

YTunuthbl

Bce norn nuwyTtcsa B oguH cdann 6e3 gatbl B UMEHU, C Ha3BaHUEM YTUMNUTDI,

Hanpumep Pam.Tools.Migrator.log

nOI'VIpOBaHVIe HaTUBHbLIX KOMIMOHEHT

K HaTUBHbIM KOMMNOHEHTaM OTHOCSTCS:


https://learn.microsoft.com/ru-ru/aspnet/core/host-and-deploy/iis/logging-and-diagnostics?view=aspnetcore-5.0
http://localhost:3000/privileged-access-manager/2.10/problem-solving/tech-support/

MstscAddin

WindowsAgent

Pam.Service

Pam.Putty

ProcessCreateHook

[nsa BKNOYeHUs / nonyyeHus oroB MoXHO ucnonb3osatb yTunuty Indeed GetLog. Jlorn coxpaHsitoTcs B
anpexkTopuio C:\\Windows\\System32\\LogFiles\\Indeed-ID. [N Kaxxagoro npowecca co3naeTcs CBOS
oTaenbHas QUpPeKTopus.

JIlornpoBaHMe B niXx KOMMNOHEHTaX

SSH Proxy

Bce noru nuwyTtca B oguH dann, ${Isobate}.log.

dannbl pacnonaratoTcs nNo Nyt /etc/indeed/indeed-pam/logs/ssh™ "/

PAMSU

Bce noru, reHeprpyemble HawWmnm KogoMm, NULyTca B oguH dann, ${IsoDate}.log.
dannbl pacnonaratoTcsd no nyTn /opt/Indeed-PAM/pamsu/logs/ .

MoMMMO 3TOro CyLLEeCTBYET BO3MOXHOCTb akTUBMPOBAaTb JTOrMpoBaHmne koaa, NPeaoCcTaBneHHoro sudo.
OTO JernaeTcs Yyepes namMeHeHus B panne /etc/pamsu.conf . [1lpaBuna HacTpoWKKU U yrnpasreHus Takme

Xe Kak 'y sudo. CM.: man sudo.conf

HacTpownka normpoBaHus

KoHdurypauma normposaHus komnoHeHToB .Net HaxoauTcs B (hannax appsettings.json.

HacTtpowunka appsettings.json

dannbl appsettings.json pacnonaratotcsa no nyTu:

¢ C:\inetpub\wwwroot\pam\Ums_KomnoHeHTa\appsettings.json — cepsep ynpasnexHus Windows

e C:\Program Files\Indeed\IndeedPAM\Gateway\ProxyApp\appsettings.json — cepsep gocryna
Windows


https://support.indeed-id.ru/Knowledgebase/Article/View/sbor-otladochnyh-logov-indeed-id

 /etc/indeed/indeed-pam/Umsa_KomnoHeHTa/appsettings.json — cepBep ynpasneHusa nnm gocryna
Linux

Cekuusa NLog

o [lapameTp variables — pasgen, B KOTOPOM MOXHO 3a4aTb NepemMeHHble AN AanbHenwen HacTPONKN
nornpoBaHus. KonnyectBo nepemMeHHbIX He OrpaHN4eHo. (He obsi3aTenbHbI NapamMeTp).

"variables": {
"minLevel": "Trace",
"dbMinLevel": "Info"

}

(D NPUMEYAHUE

UToObl BbI3bIBaTb 3aaHHYI0 NepeMeHHyYI0 Npu ganbHenwen HactTporke ee Tpebyetca byaer

3anucbiBaTh B Buae ${Umsa_lMepemeHHOI}

[ns kaxxgoro nora MOXXHO HaCTpPOUTb cBOM YPOBEHb JIOT’MPOBaHUA.

CyLLEeCTBYIOT crieqytoLime YpOBHU NOTMPOBaHMS:

YpoBeHb MopsakoBbIN
CTporocTtb norupoBaHus
norupoBaHums HOomMep
CamblIi nogpobHbI ypoBeHb. cnonb3yeTtca Ans
Trace 0
pa3paboTkn 1 peagko UCnonb3yeTcsi B NPOM3BOACTBE.
S : OTnagka noBegeHUs NPUNOXKEHNSA MO MHTEPECYOLWUM
ebug
BHYTPEHHUM COObITUSM.
Inf 5 NHdbopmaums, oTpaxatoLwasa xon BbINOSIHEHNS Un
nfo
COBbITUS XKU3HEHHOMO LMKNA MPUNOXEHUS.
- 3 MpepynpexaeHnsa o npobrnemax NpoBEPKM UM BPEMEHHbIX
arn
c60siX, KOTOPbIE MOXHO YCTPaHUTb.
. 4 OwmnbKM, Npn KOTOPbIX PYHKLUNOHANBHOCTL HE yaanach unu
rror

Obino nony4eHo UCKI4YeHne.



YpoBeHb MopsakoBbIN

CTporocTtb norupoBaHus
NormpoBaHus HoMep

Cambliin KpUTHMYECKNIA ypoBeEHb. Mpunoxexne byget
Fatal 5

npepBaHo.

OO6bI4yHast KOHUIypaLUna 3aknYaeTcs B yKasaHUM MUHUMAITbHOMO YPOBHS, B KOTOPbIN BKIHOYEHbI 3TOT
ypoBeHb 1 Bornee BbICOKME YPOBHU. Hanpumep, ecrnv MuHMMarnbHbI ypoBeHb paBeH Info, To Info, Warn,
Error n Fatal peructpupytotcs, Ho Debug n Trace urHopupytotcs.

o [lapameTp rules — onpegenseT npasuna MapLipyTM3aLumn Nnoros.

o Y Kax[goro Tuna fiora eCTb CBOE UMS, KOTOpO€E HE peKoOMeHAYEeTCA peaakTnpoBaThb.

"Rules”: {

"03_Hangfire": {
"logger": "Hangfire.*",
"minLevel": "Info",
"writeTo": "hangfireFile",
"final": true

}s

"20 _Errors": {
"logger": "*",
"minLevel": "Error",
"writeTo": "errorsFile"

}s
"40 Commands": {

"logger": "Idp.Application.*Command",
"minLevel”: "${minLevel}",

"writeTo": "commandsFile",

"Enabled": false

}s

[ns kaxxgoro Tmuna nora MOXHo yKasaTb crnegyroune Teru:

logger — Wms norrepa — 06bIYHO 3TO MMSI aCCOLMMPOBAHHOIO CO CTPOYKOM Jlora anemMeHTa B Koae (MMsi
knacca). MoxeT cogepxatb NoACTaHOBOYHbIE CMMBONbI (* 1 ?) Takum obpasom nma npasuna ™'
COOTBETCTBYET NOOMY nMeHu norrepa, a 'Common™* COOTBETCTBYET BCEM forrepam, Yo UMeHa

HaumHatoTca ¢ 'Common'. He pekomeHOyeTcsa peaakTnpoBaTth 3TOT NapamMmeTp.

LogLevel — ypoBHU NOrMpoBaHusi, MOXXHO YKasaTb Cpasy HEeCKOJbKO:



1. minlevel — MYHMMarbHLIN YPOBEHbL NOrMPOBaHUSA
2. maxlevel — makcumarbHbI ypOBEHb NTOr1MPOBaHNUSA
3. level — oguH ypoBeHb Ans fIOrMpoBaHus

4. levels — ypoBHM fIOrMpoBaHus, 3anMcaHHble Yepes 3ansaTyto

writeTo — pasgeneHHbIV 3ansaTbiMyU CNUCOK hannos Ans 3anMcu foros

final — Ecnn Tekywee npaBuno nomeyeHo kak final n ero umsa cooTBeTCTBYET MMeEHU norrepa, To NLog
3aBepLuaeT Ha HeEM NOCTPOEHME LenoYeK ans BceX YPOBHEN NOrMpoOBaHUS, BKITHOYEHHbIX ANA JaHHOMO

npasuna. Wnu Jlorn, nomeyverHsble Kak final, nepecTarT 3anncbiBaTbCd B J1Or1, Haxogdwmnecsd no ueroyke
HWXe.

enabled — ons oTknNoYeHnsa Npaeuna normpoBaHnsa 6e3 ero yaaneHunsa Tpebyetca npoctasuTb donar false

» [lapameTp targets — onpegensert log targets/outputs (Heobs3aTenbHLIM NAapameTp)
o [lapameTp extensions — 3arpyxaet pacwumpeHnsa NLog n3 anna *.dll (Heoba3aTenbHbIM NapaMeTp)

¢ [lapameTp include — BkntoYaeT BHELUHNN KOHPUIYPaALMOHHBIV hann (HeobasaTernbHbIn napamMeTp)

COopka noros u3 bpaysepa

Chrome, Edge, Yandex

1. 3anyctute Gpaysep, nepenanTe Ha CTpaHuLy B KOTOPOW BbIXOAUT oLuMOKa, 3anyctute MHCTpyMeHTbI
paspabotumka (Haxmute Ctrl+Shift+| nnn F12).

2. Bo Bknagke KoHconb Haxmute V|K0H|<y@' ONs OMNCTKM KOHCOMNW, BKITOYMUTE onumn JeTtanusauus,
UHdopmauus, NpepnynpexaeHnsa, OWnbKu:

_ o
[ ﬂ FNEMEHTEI KoHCoNb McTouHmm CeTe [MpousECaMTENEHOCTR MNamATh 0 B3 ¢ ' x

[+ top ¥ | @ | Qunetp Bee ypoeuwm ¥ || 3 npothems: B3 o]
»

Mo yranvanum

" detanuzayuna

v Wndopmauma

¥ MNpegynpesxgesna
¥ CwnBrn

3. Haxxmute 3Ha4ok LueCTepeHKM¢ (HacTtpouku koHconn) n otmeTsTe onuun CoxpaHATb XypHan,
XypHan 3anpocoB XMLHttpRequests:



[w ﬂ SNEMEHTERI KoHCOMB WecTounnem Cete MNpouzscgMTENEHOCTE MampAte  * B7 * : x

O ® topYy @ Gunerp Beeyposnn ¥ || 7 npofnewm: BT o 3
[ Ckpaite ceTs Kypran sanpocos XMLHttpRequests
CoxpaHATE ®ypHan [J 3nepruuHoe seumcnerme

[ Tonske eeifpaHHsii konTekeT [ AstosanonHeHwe M3 MCTOPMM

I:I rpynnuchaTh E KOHCOAKM NOXooEKHe CDO'BIJJ,EHI.-“I!H I:I Briymcnerue 3a MY CKIET aKTUEIUWHD NONB3I0EdTENR

4. Bo Bknagke CeTb BkNtouMTe HAcTponkn CoxpaHaTb XKypHan, OTKnouYnTb Kew, Tun unstpa Bee, kak

Ha CKPUHLLUOTE HUXE:

[w ﬂ SNEMEHTEI KoHconk McTounmnkm CeTe MMpousscguTEnbHOCTH 3 el B3 # : x
& | v | Q, CoxpaHaTe #ypHan OrenrodmTe kew | Bes orpaHuuermA A" . 4 o
DuneTp [ Wheeptvposate [ Cxpaite URL azHHEX

Bce | Fetch/XHR 15 €55 Msobpamenwe Hocourens Wpwdr Ookyment WS Wasm Manwdecr Apyroe

[ C zaBnoxmposanHsivm dafinamu cookie [ 3afnokupoeasssie sanpocsr [ Cropossve sanpock

Wcnonbzoceats nogpobHsie cTPOKKM 3anpocos [ Ipynnuposka no dpeiivam
] Moxasats ceeaerms [J Caenats ckpurwoTH
Hazearue Crat... | Mpo. | Tun | Manuwatop Pas.. | B.| Kacxag sarpyskm &
t 200 hyfills.js:1 2488 1. -

D coun _ http... |xhr pobfills,)s |

fpam/corefacti... | OK Crpunt 1B|9.
D Sount?querlyzs... 200 http... | hr Eolyjills.is:l 2296 | 1., |

fpam/fcorefses., | OK Crpunt 1B 1.
D config.prod,json | 200 - h polyfillsjs:1 417 B | 1... |

o | XHF
Spam/mc/asse.. | OK P Crpunt 562 B 1.

5. HaxxmuTte nkoHky ® ans cbpoca cnmcka 3anpocoB 1 He 3akpblBast KOHCOIb paspaboTymka BhIMOMHUTE
nocregoBaTenbHOCTb 4ENCTBUIN, NPUBOLSALLNX K OLLIMOKe.
6. HaxkmmnTe no nonto 3anpocoB NpaBon KHOMKOW MbilK, BbibepuTe NnyHKT CoxpaHuTb Bce kak HAR ¢

KOHTEHTOM U1 COXpaHuTe hann:



[w ﬂ FNEMEHTEI KoHconb WcTouHmiom CeTe [MpousE0AUMTENEHOCTE 2 a1l | B7 * : x
® ® YV Q W Coxpanatexypran | B Omcnrouute xew  Bes orpaHnueHia AR . 4 o

Dunetp [ WHeeprvposate || Cxpeite URL aaHmEx
Bee | Fetch/XHR 15 C55 W3cBpawenwe Hocwrene Wpwdt Jokymest WS Wasm Manudecr Opyroe

[ C zaBnokmposanHeiMm dainamu cookie [ 3afinokuposasssie 3anpocel [ Cropossue sanpock

Mcnonb3ceams nogpobrble CTPOKW 3ANPOCOE [ Mpynnuposka no dpeiman
[ Moxazate ceegeHuMs [ Caenats ckpMHWOTE
Hazeanue Crat... [Mpo.. | Tun | MHuuwatop Paz.. | B.|Kackap sarpyskm &
EI count _ 200 http... xhr pobyfills j=:1 2488 1. I -
fpam/corefacti... OK Crpunt 1B 9.
D count?query=s... | 200 - h pobfillss:1 2298 1. | ’
. | xhr
fpam/corefses.. | OK P Crpunt 1B|1. .
CTkpeiTs B HOBOW EXNALKE
D config.prod,json | 200 hit h polyfills,)s:1 4176 | 1.. |
| xhr
fpam/mc/fasse.. | OK . Crpunt 562 B | 1. QunctuTs kew Bpaysepa
D icons.minsvg 200 http... | svg.. mainjs1 a7TkB 2. | Vpanuts baine cookie Bpaysepa
fpam/mc/asse.. | OK Crpunt 29.2.. 1.
D config.prod,json | 200 - . polyfillsjs:1 817B | 2. | Konuposate »
| xhr
fpam/mc/asse.. | OK . Crpunt 562 B | 1.
D resources:pag.. | 200 hit h polyfills,js:1 64 kB 3. | 3abnoknposate URL sanpoca
{pam/core (0] P | XAF Crpunt 6.1 kB | 3. 3aBn0KNPOBATE 33NPaLUMEAWLMEA foMeH
D icons.minsvg 200 hit main.si1 3.7 kB | 8... | MosTopute sanpoc XHR
e | SV
fpam/mc/asse.. | OK . . CrpunT 29.2. | 7.
D icons.min.svg 200 hit mainjs:1 S7kB | 1. I Coxpanuts Bee kak HAR ¢ konenTom
| SV
/pam/mc/asse.., | OK P g CrpunT 29.2.. | 1.

7. NepengnTte Bo BKNaaky KoOHCOMNb, HAXKMUTE NpaBO KHOMKOW NO COOBLLEHNAM KOHCONW, BblibepuTe NyHKT

CoxpaHuUTb KakK U coxpaHute dann:

e ﬂ FNEMEHTEI WcTouHmiom Cete [pousE0AMTENEHOCTE 2 a1l B11 * : x
O ® tpy @ Gunerp Bee ypoern ¥ || 11 npofinen: B 11 o 3
» Jarpyska XHR 3aeepwena: GET (https://pam.indeed-id.local/pam/core/action-reguests/pe polyfills.js:l -
nding/count}. ;
»3arpysxa XHR zaeepL T o " dd.local/pam/core/sessionsScountique polyfills.js:l
ry=session.state¥30a MosTopuTe sanpoc XHR
»3arpysxa ¥HR zaespL id.local/pam/core/action-reguests/pe polyfills.js:1
nding/count). CYNCTUTE KOHCONR

»3arpysxa ¥HR zaespL id.local/pam/core/sessions/countigue polyfills.js:1

ry=session.state%30a

¥aanuTe MCTODMID KOHCOAM

»3arpysxa ¥HR =zaesp id.local/pam/core/action-reguests/pe polyfills.js:1
nding/count).
»3arpyska XHR zapepwena: GET (https://pam.indeed-id.local/pam/core/sessions/countiguse polyfills.qs:1
ry=session.state%3Dactive).

CoxpaHWTE KaK...

8. CoxpaHeHHble (hannbl NnepeLunuTe B TEXHUYECKYO NOAOEPXKKY.

Firefox



1. 3anyctute 6paysep, nepengnTe Ha CTpaHuLy B KOTOPOW BbIXOAUT ownbka, 3anyctute MHCTPyMeHTbI
Beb-pa3paboruuka (Haxmute Ctri+Shift+l nnun F12).

2. Bo Bknagke KoHconb HaXXMUTE UKOHKY KOp3VIHbIm AN OYUCTKKU, BKIoUMTe onuum OWmnoKu,
MpepynpexaeHus, Jlor, UHdo, OTnagka. B HacTponkax KOHCONM OTMETLTE BCE OMNUMK, B T.u.

HenpepbiBHbIe noru:

E‘ '[:l' MHcnekTop Koncone | O Otnagumk ’N,— CeTe '[]' Ctunm 29 E |j:| ses
m T Mowck B KoHcoAw -ﬁ-
Owwuekn MpegynpexgedHia  Nor WMo OTtnagka C55 XHR V' Henpepuisisie norm

» | w" [loKa3blBaTe METKM BPEMEHN

v [pynnupoeate Noxoxwe cooBLUeEHmA
v BrnrounTe aBTOA0NOAHEHNE

' MrHogeHHOE BEIYWCAEHWE

3. Bo Bknagke CeTb Takke HAXXMUTE MKOHKY KOp3VIHbIm ANs 04YUCTKK, oTKNunTe hunetp, Boibpas “Bee”,

Ha>XMUTE 3HA4YOK LLIeCTepeHKVI'm'M OTMeTbTe onunio HenpepbiBHLIE F10TU.

4. He 3akpblBasi KOHCOMb pa3paboTynka BbINOMHUTE NOCNEeA0BaTENbHOCTb AEUCTBUIA, NPUBOASLLMNX K

oLumbKe.

5. [lanee B KOHcOnNu pa3paboTymka Bo Bknagke CeTb HaXXMUTE 3HAYOK meCTepeHKm'ﬁ', Bblbepute
nyHKT CoxpaHuTb Bcé kak HAR v coxpaHuTte cann:

L_p;' '[:I' WMHecnekTop Koncone [ Otnaguume '[]' Ctunn 2 E |j:| LLLIN 4
T 7 nNowee uRL M a @ OTkniouMTe k3w Bes orpanmqenna s 3¢
HTML C55 )5 XHR Wpwdpte Wsobpaxenwna Megwa WS HanEHeanprEHblean

Crat.. MeT.. fQdomeH daiin MHWuKraTop

ER  GET & pam.nde.. countfquery=session.state=active palyfills.js:1 . WMrnopt HAR-daiina

EE  GET & pam.inde.. count polyfills.js:1 . CoxpanuTe BeE kak HAR
ER  GET & pam.inde.. countfquery=session.state=active polyfills.js:1 . Konupoeats BcE kak HAR
EE—! GET & pam.inde... count polyfills.js:1 ... json 2476 16

@ GET s pam.inde... count?query=session.state=active polyfills.js:1 ... json 2286 16

E—E GET & pam.inde... count polyfills.js:1 .. json 2286 16

EE—I GET s pam.inde... count?query=session.state=active polyfills.js:1 ... json 2286 16

EEE GET & pam.inde... count polyfills.js:1 .. json 2476 16

6. Nepenante BO BKNaaky KOHconb, HAaXXMUTE NpaBoM KHOMKOW MO COOBLLEHMAM KOHCONU, BblibepuTe
NyHKT “OKcnopTupoBaTb BUAUMBbIE coobLWeHus B > danun’ n coxpaHuTe ann.



Y {:} WMucnekrop

m ? MoWck B KOHCOAK

Owwekn  MpegynpexgeHna

11:38:44.157 £k opedAmosui

11:34:24.386

11:38:84.339

11:41:44.443

11:42:28.464

11:42:28.468

7. CoxpaHeHHble ¢hannbl NepeLunnTe B TEXHNYECKYHO NOLAAEPXKKY.

I\

NpoCMoT E‘

Koncone [ Ornaguve T-l- CeTh '[]' CTinu

Nor  WMHgo OTtnagka C55 X¥HRE Zanpocw

» B 0] - X
3t

'MEHT HE COAEpRMT O0LABNSHMA KOAWPOBKM CHMMBONOE. NMpu  silent-refresh.hitml
DEHMUDVERErD S0 ODOKYMEHTE. OOKVMEHT MONET

oTobpaxat -
. | Apa3HWTb K3K rnobanbHyH NEpEMEHHYHD A

SPEHMOBSIN inos. Npuw  silent-refresh.himl
TpoCeaTpe Konupoeate cooBlueHne
oTobpaxaT
speimoBail - KonuposaTe ofbext no6. nNpw  silent-refresh.html
NpoCMoTRE
oToOpasaT  Brigenwts Bcé
SpEHMOBAIN resh.html
npocmotpe| JKCNOPTUPOBATE BMAMMBIE COOBLLIEHNA B I > Bydep cBmena
oTobpaxat

. . Dann
filter is 11:1718393
user EntitiesBase: queryParams is {"page”:"1","pagesize":™18"} main.js:1:2851712



TexHU4eckKasa nogaepxka

Ecnu Bbl He HaLNM OTBET Ha Balll BOMPOC B AOKYMEHTaUuUM unv 6ase 3HaHui, Bbl MOXeTe 06paTUThLCA 3a
MOMOLLbIO B CINY>K0Y NoAaepKu.

Ecnu Bbl 06pawaetech B nogaepxky Ans peleHnss npobnemsl, NpefocTaBbTe Kak MOXHO bonbLue
nHpopmaumn, Bkrodasa ansnbl, CKPUHLLIOTBI, NIOM. ATO NOMOXET peLnTb NpobnemMy onepaTuBHO.

Y106bI OTNPaBUTL OOpaLleHMe B NoanepXKy, BbINONHUTE cregyloLlee:

1. OTKponTe NopTan TEXHNYECKON NOSLAEPKKN.

2. BeeauTe Ball aMekTPOHHBIN agpec 1 naponb 1 HaxmuTe Bxog.

v Ecnu y Bac HeT normHa 1 napons

Bbl MOXeTe 3aperncTpMpoBaTbCs Ha nopTarne NoaaepP»KkM CamMoCTOATENIbHO UMK OTNPaBUTb 3asiBKY Ha
perncTpauuio.

YT06bI 3aperncTpMpoBaTbLCA CAaMOCTOATENbLHO:

1. HaxxmuTte 3apernctpupoBaTbCA.

Kak Mbl MOeM BaM noMoYb?

NONCK

@ i 4 Q 5

Cuero HavaTn? 3aperucTpupoBaTbhca OrnpaBnTb 3aRBKY NokymenTaymns baza zHanun Hoeocrk YcrpaHeuwe Henon...

2. OTKkpoeTcs chopma pervctpauun. 3anonHuTe Nons U HaxMMTe 3aperucTPMpoBaThCs.

3. Ha ykasaHHbI 3NeKTPOHHbIN afgpec Bbl NOMyYNTE MMCbMO CO CCbISIKOW ANSA aKTUBaALMKN akKayHTa.
Mponante No ccbinke.

Y1006bI OoTNpPaBUTb 3adBKY Ha perncrpauuio



https://support.indeed-company.ru/Knowledgebase/List/Index/50/indeed-privileged-access-manager
http://localhost:3000/privileged-access-manager/2.10/problem-solving/configuring-and-collecting-logs/
https://support.indeed-company.ru/

1. Haxxmute OTnpaBUTb 3asiBKY.

Kak Mbl MOXXeM BaM NnoMoYb?

NOUCK

@ i 4 Q 5B

Cyero Ha4aTb? 3aperucTpupoBaTbca OTnpaenTb 2aREKY NokymenTauus Baza sHaHui Hoeoctm YcrpaneHue Henon.

2. OTKpoeTcs bopma 3asiBKU. YKaXuTe, YTO 3TO 3asiBKa Ha CO3laHWe YYETHOWN 3anmncu.

3. Ha ykasaHHbI 3NeKTPOHHbIN afpec Bbl NOy4YNTE NMMCbMO CO CCbINIKOW AN aKTUBaALMKN akkayHTa.
Mponante nNo ccbinke.

3. Haxxmnte OTnpaBuTb 3asBKY.
4. BbibepuTe genaptamMeHT u HaxxmuTe Bnepeg.

5. 3anonHute dopmy 3asBkM N HaxxmmTe OTNPaBUTD.
Takke Bbl MOXeETe CBA3aTbCS C KOMaHAOW NoaaepXkv no cregyowmnm tenedoHam:

« 8800 333 09-06,
e +7 (495) 640 06-09,
e +7(812) 640 06-09.



UcTopusa Bepcun

B aTOM pasgene cogepXxuTcs KpaTkoe onnucaHue nsmeHeHun u ynyywenun B npogykrte Indeed Privileged

Access Manager no sepcusm.

2.10

» [lo6aBneHa nogaepxka cnyxb karanoros OpenLDAP n ALD PRO.
o [lo6aBneHa BO3MOXHOCTb 3abr10KMpOBaTh NOMb30BaTeENs.

o [lo6aBneHa BO3MOXHOCTb CMEHUTb KoY n/unu anroputm wndposanna 5 PAM 6e3 octaHOBKM
pabotbl PAM.

o [lo6aBneHa BO3MOXHOCTb yKa3aTb HeCKonbko cepBepoB RADIUS ansa ayTeHTudmKaumm nonb3oBartenen
PAM.

o [lobGaBneHa BO3MOXHOCTb HaszHayaTb MOMUTUKM Ha rpynibl NOfb30BaTeNen.

o [lobGaBneHa BO3MOXHOCTb MOAKMYATLCS K NPOU3BOSbHBIM pecypcam.

o [lo6aBneHa HatmBHasa nogaepxka SIEM yepes CEF n LEEF cdbopmart noros.

e YBenuyeHa makcumarnbHasa anvHa napons ydetHoun 3anncu o 4096 cMmBonos.

o [lo6aBneHbl NnapamMeTpbl AN ynpasneHns 6rnokMpoBKon nonb3oBaTenein npu HesepHoM Beoge OTP.
o [lobGaBneHa nogaepka xpaHmnuiy, tuna S3.

o [lo6aBneHa BO3MOXHOCTb BKITHOUYUTb nepesanyck KOHTENHEPOB CEPBUCOB NMPOKCU.

2.9

o [lo6aBneHa BO3MOXHOCTb ycTaHoBUTL Indeed PAM Ha nto6on guctpmbyTme Linux ¢ nogaepxkom

Docker.

o [loaBunca HoBbIM KOMNOHEHT — RDP Proxy, KOTopbIn BbIMOMHAET PyHKUMKN Npokcu-cepsepa ana RDP-

ceccun.
o [lobaBneHa nogaepxka cnyxbbl katanoros FreelPA.

o [loGaBneHa BO3MOXHOCTb CO34aBaTb rpynnbl nonb3oBaTenen Ha OCHOBE rpynn n3 BHELWWHUX KaTalrioros

nonb3oBaTenem.
o [lo6aBneHa BO3MOXHOCTb HAacTpouTb Aoctyn K Indeed PAM 13 pasHbix noaceTen.

o [loGaBneHa BO3MOXHOCTb OTMPaBKM OAHOPA30BbIX NApPOnen No afeKTPOHHON MoyTe.


http://localhost:3000/privileged-access-manager/2.10/installation/adding-user-catalog/
http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/users/#blocking-a-user
http://localhost:3000/privileged-access-manager/2.10/security-recommendations/db-encryption-key-changing/
http://localhost:3000/privileged-access-manager/2.10/installation/radius-configuring/
http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/user-groups/#selecting-a-policy
http://localhost:3000/privileged-access-manager/2.10/user-manual/access-to-the-resource/#connection-to-an-adhoc-resource
http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/configuration/?system-settings-tab=otp-blocking#system-settings
http://localhost:3000/privileged-access-manager/2.10/installation/recycling-of-proxy/

2.8

o [lobaBneHa BO3MOXHOCTb MOAKMOYATLCA K pecypcam no npotokonam SFTP n SCP.

o [1nsa SSH proxy po6aeneHa BO3MOXHOCTb NepeHanpaseHns NOpPTOB C LIENEBOro pecypca Ha

NOKanbHbIN XOCT.

o [loGaBrneHa BO3MOXHOCTb cO34aBaTh rpynmbl pecypcoB 6e3 NPMBSI3KN K KOHKPETHbIM
NPUBUNErMPoBaHHbIM YYETHbIM 3anucam. MNpuBa3ka peanuayeTcsa Ha aTane BblAadyun paspeLlleHnss, YTo
MO3BONUT Pa3HbIM MOMb30BATENSAM OTKPbIBATb CECCUM OT UMEHW Pa3HbIX YYETHbIX 3anuncein Ha ogHMX U
TeX e pecypcax, BXOAALWMX B OA4HY rpynny.

o [lo6aBneHa BO3MOXHOCTb CO34aBaThb rpynmnbl Nofb3oBaTenen, Ytobbl 6bICTPO NpefoCcTaBNATb 4OCTYN K
pecypcam Indeed PAM Ha ocHOBe npuHaaneXxHoCTu K rpynnam.

o [lo6aBneHa BO3MOXHOCTb (bl/IJ'IprOBaTb ceccuin B apxmee ceccui no rpynne nonb3oBaTesnen.

o [lo6aBneHa BO3MOXHOCTb copTupoBaTtb CMUCOK MOJIUTUK NO TUNY 00BbEKTOB B KOHCOMN YOMUWHUCTPAaTOopa.
° ,D,O68BJ'IeHa BO3MOXHOCTb 3aaBaTb NMNaposin y4E€THbIX 3anmcen B KOHCONKM Nonb3oBaTtens.

o [loGaBneHa BO3MOXHOCTb rpynnmpoBatb pecCypcChbl Mo narnkam B KOHCOJN NoJsib30oBaTeENA.

o [loGaBneHa BO3MOXHOCTb COPTUPOBATL PECYPChl MO Ha3BaHWUo, TUNy noaknoveHus, IP-agpecy, DNS n
YYETHOM 3an1cu B KOHCOSM Mornb3oBaTernsi.



